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Intended audience

This document is intended for professional installers setting up and
installing the IDentity 4100 Radio Frequency ldentification system. Before
attempting to install, configure, and operate this product, you should be
familiar with the following:

» Microsoft® Windows® based software installation and operation

» Device communication parameters including Ethernet and serial
communications

» RFID reader configuration including antenna placement
» Basic digital input/output control

What's in this guide

The information in this guide is presented as follows:

Reader Overview - This chapter provides a brief overview of the IDentity
4100 hardware and software.

Reader Equipment Installation - This chapter describes how to
mechanically and electrically install the reader.

Reader Startup Tool (RST) Software Installation - This chapter describes
how to install the Microsoft Windows based RST application.

Reader Operation - This chapter describes how to initially test a reader and
how to operate deployed readers.

Reader Startup Tool (RST) - This chapter describes the RST and the various
functions you can perform with this Microsoft Windows based application.

Embedded Reader Configuration Tool (RCT) - This chapter describes the
RCT and the various functions you can perform with this embedded reader
application.

Configuring Digital Inputs and Outputs - This chapter describes how to
setup the reader’s digital inputs and outputs.

Specifications - This chapter detailed mechanical, electrical, and
environmental specifications for the IDentity 4100.

Safety Instructions - This chapter provides important safety information
about the IDentity 4100. All users must read this section before installing or
operating this reader.

Disposal of the IDentity 4100 Reader - This appendix provides instruction
for removing the battery and disposing of the reader.



What’s New in this Version

Version 2.01 updates power output specifications and adds FCC notice.

Conventions used in this manual

The following conventions are used in this manual:
Bold courier font indicates code entered by the user

(values) within parentheses indicate parameters
NOTES
Important information (values) in italics indicate user defined variables.
and other tips are
presented in light
blue boxes to the left
of the applicable
section.

<n> indicates a variable number used in a function that can apply to
several different devices such as antennas or /0 ports.

WARNING: Warnings advise the reader that a hazardous condition can be created by a
particular action that can cause bodily injury or extreme damage to equipment

Discharge and appropriate precautions must be taken to avoid

. ATTENTION: This warning indicates that the device is susceptible to Electro Static
equipment damage.

Caution: Cautions advise the reader that a condition can be created by a particular action
that can cause equipment damage or result in equipment operation that violates
regulatory requirements.
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1 Reader Overview

Reader Overview

Reader Hardware

The IDentity 4100 is a multi-protocol, multi-regional Radio Frequency
Identification (RFID) System that operates in the 860 - 960 MHz UHF band.
This high performance, integrated reader is designed for Supply Chain
Logistics (SCL) applications including asset tracking, portals, loading dock
doors, and Parking and Access Control (PACS). The reader is configured at
the factory to operate within a specific regulatory region (for example: FCC
in the 902-928 MHz ISM band or ETSI 865-870 MHz).

Figure 1 IDentity 4100 UHF Reader with Universal Mount

As shown in the following figure, the IDentity 4100 reader contains one
integrated antenna and supports one additional Tx/Rx antenna. The reader
is equipped with both RS-232 serial and Ethernet interfaces.

Power, RS-232 Serial, and p r v
Ethernet Interface

Auxiliary Antenna
RF Connector

Figure 2 IDentity 4100 Power and 1/0 Connections (FCC reader shown)
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Reader Overview

Reader Software

The IDentity 4100 is shipped with two software applications that you can
use to configure and control the reader.

Reader Startup Tool (RST)

The RST is a Microsoft Windows based application you install on your
computer. With RST, you can view all readers on your network. After
selecting a reader, you can modify its communication, network, and
operational parameters. You can also read tags, review tag data, perform
diagnostics, and upload new software. This RST is primarily intended for
initially configuring a reader prior to deployment. After deployment, use the
Embedded Reader Configuration Tool (RCT). Detailed information on the
RST is provided in Chapter 5.

Embedded Reader Configuration Tool (RCT)

This RCT is an embedded reader application that allows you to access your
readers across a LAN or WAN. Enter the IP address of the reader into your
Web browser and the RCT allows you to fully modify and operate the reader.
With the same functionality as the RST, this application allows you to modify
the reader’s communication, network, and operational parameters. You can
also read tags, review tag data, perform diagnostics, and upload new
software. This application is primarily intended for configuring and
managing deployed readers. Detailed information on the RCT is provided in
Chapter 6.

IDentity 4100 User Guide



Reader Equipment Installation

Reader Equipment Installation

Mechanical Installation

Mounting the Reader

The IDentity 4100 is available with a universal mount suitable for most
applications. Any mounting surface must be able to support a minimum
static load of 15.0 pounds (6.8 kg) plus any additional live load due to

environmental conditions.

Nut, Lock Washer

and Flat washer (4 ea)

Interface Cable ~
Path

Installation Notice
Installation of the
IDentity 4100 is only to
be performed by
trained, Sirit approved

personnel.

Figure 3
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Universal
Mounting
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Keps Nut and
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Reader Equipment Installation

To mount the IDentity 4100 reader assembly, refer to Figure 3 and perform

the following:

1 Locate the Universal Mounting Bracket assembly and the Sun Shield.

2 Disassemble the Universal Mounting bracket. Retain all hardware.

3 Locate the Interface Cable.

4  Snake the bulkhead connector end of the Interface Cable through the
Universal Mounting Bracket and then through the Sun Shield.

5 Connect the cable to the reader’s bulkhead connector and twist to lock
in place.

6 For outside applications, install the Sun Shield on the four %”-20 studs
located on the rear of the reader. The Sun Shield will be spaced off the
rear approximately 1/2” to allow for air flow.

7 Install the Universal Mounting Bracket on the four %2”-20 studs.

8 Secure the Universal Mounting Bracket and Sun Shield to the reader
with the four ¥4”-20 nuts, lock washers, and flat washers.

9 Install the Pole Mount Bracket to the Mounting Pole using the two U-
Bolts, four Keps Nuts, and four Flat Washers.

10 Adjust the Pole Mount to the proper height and tighten the hardware.

11 Assemble the Universal Mounting Bracket/reader assembly to the Pole
Mount.

12 Adjust the angle of the reader and tighten the hardware.

WARNING: FCC Radiation Exposure Statement. The antennas used for this transmitter

must be installed to provide a separation distance of at least 1 meter from all
persons and must not be co-located or operating in conjunction with any other
antenna or transmitter.

ETSI Radiation Exposure Statement. The antennas used for this transmitter
must be installed to provide a separation distance of at least 25 cm from all
persons and must not be co-located or operating in conjunction with any other
antenna or transmitter.

IDentity 4100 User Guide



Electrical Instal

Reader Equipment Installation

lation

A general installation diagram is shown in the following figure. Refer to

Chapter 7 -

Hub or Router (Customer Supplied)

o5 i ot e e s e e b
' is fiph mm[ “

Specifications for specific information.

IDentity 4100 Reader
Ethernet Cable s ™
N ‘ )
RS-232 Interface : - .
Refer to Specification
i Chapter for Cable Pinout
[\ J \ )
S mnanon smen o aeed = LI 1 )
ociSRRRRRRERREASE 8. B850 @
PC (Customer Supplied)
24Vdc Earth Ground
QOutput
Installation Notice -
Installation of the
IDentity 4100 is only i) -
DSP100-24
to be performed by
trained, Sirit 90-264 Vac (Auxmary Antenna‘
approved personnel.

Figure 4

L
g Input i

IDentity 4100 Electrical Connections

(Not to Scale)

Caution: The IDentity 4100 is designed to meet the regulatory requirements in those
jurisdictions in which it is offered. Changes or modifications not expressly
approved by Sirit Technologies for compliance could void the user's authority

to operate the equipment.

ATTENTION |Dentity 4100 antenna ports may be susceptible to damage from static
A discharge or other high voltage. Use proper Electrostatic Discharge
L (ESD) precautions to avoid static discharge when handling or making

=

subjected to ESD.
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connections to the IDentity 4100 reader antenna or communication ports.
Equipment failure can result if the antenna or communication ports are



Ethernet Cables

In most cases, you
will connect the
IDentity 4100 to a
network hub or
router. However, if
you are connecting
directly to a PC or
other computer,
you will need a
Crossover Cable
that swaps the Tx

and Rx signals.

Reader Equipment Installation

Connecting the Serial Port

The IDentity 4100 RS-232 serial port provides communication up to
115200 Baud. This port is accessed through the bulkhead connector
located on the rear of the reader. If you are using the serial port for reader
communication, connect a serial cable from the COM port on your PC to the
serial port on the reader. See Figure 2 for location of the connector.

Refer to the Chapter 8 - Specifications for details on the bulkhead
connector.

Connecting and Configuring the Ethernet Port

The IDentity 4100 Ethernet port is accessed through the bulkhead
connector located on the rear of the reader. If you are communicating with
your reader across a Local Area Network (LAN), connect an Ethernet cable
from your hub or router to the bulkhead connector. If you are connecting the
reader directly to a PC, you must use a crossover cable. See Note to the left.

By default, the reader is configured to use a DHCP server to obtain its IP
address and related information. In the event a DHCP server is unavailable,
the reader will boot with an IP address in the 169.254.x.x subnet.

In the absence of other readers on the same network, and if no other
network traffic is observed which references 169.254.1.1, the reader will
select that address; otherwise, it will select a random address on the
169.254.x.x subnet.

IP address settings can be changed using RST. Refer to the View or Change
the Reader’s Network Settings section in Chapter 5.

Refer to the Chapter 8 - Specifications for details on the bulkhead
connector.

IDentity 4100 User Guide



Reader Equipment Installation

Connecting the External Antenna

Caution:

The IDentity 4100 supports one auxiliary external Tx/Rx antenna. The
maximum antenna cable length is 10 meters. Connect the antenna to the
antenna port located on the bottom of the reader.

Refer to Chapter 7 - Specifications for specific information regarding the
external antenna and antenna cable.

The IDentity 4100 is equipped with one (1) auxiliary RF port which is inactive
when shipped from the factory. If activated, this RF port must be properly
terminated with a 50 ohm load or a functional UHF antenna before power up.
Always power down the reader before removing an antenna or load from an RF
port.

The maximum antenna cable length is 10 meters.

. ATTENTION The IDentity 4100 antenna port may be susceptible to damage from

static discharge or other high voltage. Use proper Electrostatic
Discharge (ESD) precautions to avoid static discharge when handling or
making connections to the IDentity 4100 reader antenna or
communication ports. Equipment failure can result if the antenna or
communication ports are subjected to ESD.

Connecting Digital Inputs/Outputs

The IDentity 4100 is equipped with a general purpose digital input/output
(I/0) port that provides four optically isolated 5-24 Vdc input signals and
four open-collector output signals. The digital inputs can be used as general
purpose inputs or to trigger the reader for tag reading. These inputs can be
configured to provide an external read trigger from proximity sensors, photo
switches, or other devices.

The digital outputs can be used as general purpose outputs, to indicate tag
reading activity, or to indicate the reader is transmitting (RF On). The
outputs can also be configured to trigger gates or other access control
devices.

Connecting the Power

IDentity 4100 User Guide

The IDentity 4100 operates on 24 Vdc provided through the bulkhead
connector on the rear of the reader. Connect the power supply to the reader
and connect the power supply to your 100-240 Vac, 50-60 Hz power
source. Allow 30 seconds for the reader to initialize.

Refer to the Chapter 8 - Specifications for details on the bulkhead
connector.



3 RST Software Installation

Reader Startup Tool (RST) Software Installation

Installing RST Software

The IDentity 4100 is delivered with a Microsoft Windows based application
called Reader Startup Tool (RST). You can use this application to initially
configure your reader as well as read and display tag data.

NOTE: The product CD provided with your reader contains two setup files: setup.exe and
IDentity_4100_RSTInstaller._msi. The first file, setup.exe, will fully check
your system configuration and load all required software including Microsoft .Net 2.0. If
you only want the RST application, use the IDentity 4100 RSTInstaller.msi

installation file. Note, however, the installation may abort if the required files are not
found on your system.

Install RST

1 Toinstall RST, load your product CD and double-click the setup .exe
or IDentity_4100 RSTInstaller.msi file:

i Dentity 4100 RST (2155 B & iDentity 4100 RST =
Welcome to the IDentity 4100 RST Setup Wiz?"r'. License Agreement sir’.t
vision beyond sight” vision beyond sight"
The installer will guide you through the steps required to install IDentity 4100 RST on your computer. Flease take a moment to read the license agreement now. If you accept the terms below, click 'l

Agree”, then "Mext”. Dtherwise click "Cancel”.

Sirit Technologies Ll
End User License Agreement

This End User License Agreement is a binding,
CORtractual agreement (TAgreement”™] hetween Tou and
Sirit Technologies ("Licensor®™). For purposes of this

. . . A t "You" shall 1 1 d b
WARNING: This computer program is protected by copyright law and international treaties. grEsmEn ou” shall mean an employes employe ¥ an

Unauthorized duplication or distribution of this program, or any partion of it, may result in severe civil ent,1t.§.{ L?,hat..has purchased & Sirit Badio Freguency
or criminal penalties, and will be prosecuted ta the maximum extent possible under the law. Tdentification Tay Reader pursuant to a separate
arresment. Ar an individual rhar has norchased a Sirin 2
(1 Do Net Agree (&) | Agree
| | .
2 Press Next> 3 Read the License Agreement. Select

| Agree and press Next>

IDentity 4100 User Guide



3 RST Software Installation

it IDentity 4100 RST

i IDentity 4100 RST

Choose a Feature s [ e ] Select Installation Folder s [ J

visian beyona sight” vision beyond sight”

Choose which features to install The installer will inztall IDentity 4100 AST to the following folder.
Ta installin this folder, click "Nest”. Toinstall to a different folder, enter it below or click "Browse'.

IDentity 4100 Reader Tool Suite Folder:

[CIR&RID SOK. C:A\Program FileshSirts Dentity 4100 RS TS Browse...

Install IDentity 4100 RST for yourself, or far anyone who uses this computer.

) Everpone
() Just me

|

5 Verify the path and folder where RST will

4 Select if you want to install RST, the

RAPID SDK, or both. be installed. Press Next>.
& IDentity 4100 RST) i [Dentity 4100 RST)
Confirm Installation e @ Installation Complete o @

vision beyond sight”|

The installer is ready ta install IDentity 4100 RST on your computer IDentity 4100 RST has been successfully installed

Click "Nest" to start the installation Click "Close" to exit

Pleaze uge Windows Update to check for any critical updates to the .MET Framework.

Cancel < Back Mewt > Close
[ ) | )

6 After the installation completes, press
Close.

5 Press Next>.
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3 RST Software Installation

Reader Startup

To begin using your reader, open the RST application.

Open RST

1 From your Windows desktop, select:
Start—Programs— Sirit—IDentity 4100—Reader Startup Tool (RST)

B IDentity, 4100: Reader Startup Tool (RST)

Readers Dizcovered on the Metwork

Senial
MHumber

00:17:9E:00:27:64 [10.1.1.73 | 00173E002764.... Bk S 2010577 |dhep | unknown | unknown | 255,265,256,

Dizcowveny

Mac Addresz ¢ | [P Address | Host Mame

‘ Wersion ‘ DHCP ‘ Location ‘ Zaohe ‘ Subnet ‘ Gateway Refiesh

Optionz

Reader Toolbos

M atiual
IP Address:
Add Reader

< il ] >

RST Yersion:2.0.10166.26900 Discovery Listen Address: 239.192.1.101

2 Ifthisis the first time starting the RST application, you may receive a
Windows Security Alert. This warning indicates that the firewall is
blocking the RST application.

3 If the warning window is hidden under the RST windows, collapse the
RST window.
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NOTE:

Earlier versions of
Microsoft Windows™
may not provide the
Security Alert popup.
IF RST does not
discover your reader,
check your Windows
Firewall/Security
settings.

= Windows Security Alert

some features of this program.

RST Software Installation

X

"kﬁ-' To help protect your computer, Windows Firewall has blocked

Publizher:  Unknown

i tt MHame: H5T.exe

Do you want to keep blocking this program?

[ F.eep Blocking ][

Unblock,

] [ Azl Me Later

Windows Firewall haz blocked thiz program from accepting connections fram the
Intemet or a network. If you recognize the program or trust the publisher, vou can
unblock it. “'hen should | unblock & program?

4  Press Unblock.
Press Refresh on the RST

The RST main page will display any readers currently connected to the

network.

Initial Reader Setup

IDentity 4100 User Guide

Reader Setup

To configure a specific reader, perform the following;:

1 Select the reader on the main RST page by clicking the button to the
left of the reader Mac address.

R eaderz Dizcovered on the Metwork

3 00:17:9E:00:24:94
00:17:9E:00:01:16

00 ¥3EO0Z43

001 73E00011

M 2578024245044
0&22C2025F 43052

AL Addrezs Hozt Hame Senal Mumber DHCP| IP Address
00:17:9E:00:10: 38 001 7IED0N03 |070S30006F434345 |dhep (10.1.1.61
00:17:9E:00:01:25 QN 7IEDO01 2 |OC416500BC4354E  |dhep (10.1.1.59

dhep |10.1.1.83
dhep |10.1.1.73

00:17:9E:00: 2040

001 7IE 00204

OFE23R00B2431D

dhep [10.1.1.53

2 Pressthe Setup

button on the RST window.

3 The IDentity 4100 Reader Setup Wizard (RSW) is displayed.

11



Region Selection

The reader is
configured at the
factory to operate
within a specific
regulatory region. As
a result your region
selections may be
different from those
shown in this
manual.

Note that Region
Selection is not user
configurable.

12

RST Software Installation

E IDentity 4100: Reader, Setup Wizard(RSW)

Welcome to the IDentity 4100
Setup Wizard

® —@
s’r’ Thiz wizard will guide you through the inital setup of the

vision beyond sight ™ IDentity 4100 reader.

To continue, click MNext:.

< Back [ Mest > ][ Cancel ] Help

4  Press Next> and enter the Login (admin) and Password. If this is the
first time configuring your reader, enter: readeradmin.

Login |

HEHRHRMHHRER

Piwd

5 After entering your Login and Password, press Next>.

E IDentity 4100: Reader, Setup Wizard(RSW)

Region Selection Page e
Select the operational region. S]_ﬂf

Regor |

Sub Region: |fc:c_a v| Freferred Frguency:

FCC_& uses B0 200 kHz channels between 3023 - 312.1 MHz.
FCC_B uses B0 200 kHz channels between 9101 - 919.9 MHz.
FCC_LC uges BO 200 KHz channels between 917.9 - 9277 MHz.
FCC_DEMSE uszes 50500 KHz channel: between 90275 - 927 25 MHz.

< Back “ Mest > ][ Cancel ][ Help ]

IDentity 4100 User Guide



Protocols

Only those protocols
enabled in the reader
will be active on the
Protocol Selection

page..

IDentity 4100 User Guide

RST Software Installation

6 Select your Region and Sub Region and press Next>.

Installation Type

Select the type of installation for this reader. Sl._l'l.‘t

K3 iDentity 4100; Reader Setup Wizar d(RSW) X

Select the configuration that most clozely matches pour installation,

Reader is optimized for acquiring large number of tags as

) Portal they rove quickly past multiple antennas.
R eader iz optimized for extremely fast reading of single tag.
() Corweyor Belt typically with multiple antennas.
: Reader iz optimized for single or dual antenna applications
(% Wehicle for contralled wehicle aocess.

[ < Back H Mext > ][ Cancel ][ Help ]

7  Select the configuration that most closely matches your installation.

Protocol Selection

150 18000-6C
(I150C] - EPC1

GenZ protocal

150 18000-E8
Ll [I1SOE] Protocol

[] Supertag
[] 1010374

[ EASAlarm

Enable reader protacols. Sl._ﬂ.f

E3 iDentity 4100; Reader Setup Wizard{RS¥) X

Select the protocols to enable.

150 18000-6C prateol tags are next generation IHF RFID Tags and are
standardized by EPCGlobal and 150

IS0 18000-EB tags are uzed in Europe and are standardized by 150,

Supertag tags utilize a Tag Talk First protocal. These tags are uzed in
Europe and other world wide locations. These tags are produced by ER
Microelectionics and include such products as EM4122 and EM4222.

IS0 10374 tags utilize a Tag Talk First protocol standardized by 1SO.
These tags are uzed in automatic identification of freight containers and
some vehicle applications.

EASAlarm Protocol tags are next generation UHF Gen?Z tags bazed on MxP
silicon which provide custom features for Electronic Alarm Surveillance and
should only be enabled for EAS gate applications.

[ < Back H Mewt » l[ Cancel ][ Help

8 Select the protocols to read and press Next>.

13



Saving Reader Setup

Reader setup
information should be
saved as a profile. In
the event that you
need to reboot or
power down a reader,
the reader setup can
be quickly reloaded
by loading the profile.

If you don’t save the
reader setup, you can
loose the information
if the reader is
rebooted.

Refer to the Manage
Profiles section in
Chapter 6 -
Embedded Reader
Configuration Tool.

14

Antenna Selection

1 - Internal

[] 2 - Estemal

E IDentity 4100: Reader, Setup Wizard(RSW)

Select your antenna configuration.

Pleasze select the antennals] to enable

RST Software Installation

[ < Back “ et >

][ Cancel ][ Help ]

9 Select the antennas you will be using and press Next>.

10

e

/

|51 IDentity 4100: Reader Setup Wizard{RSY)

Thank you for using the Setup

Wizard,

| Pleaze click finizh ta apply the configuration settings determined

by the wizard.

These changes will not be pernament unless saved to a profile on
the reader. Thiz may be done now or later uzing the Configure
tool [profile save operatian)].

Save changes to a profile on the reader

Profile M ame:

Parking_1|

3

[ < Back ][

Finish

][ Cancel ][ Help ]

It is recommended that you save the reader setup as a profile.

Select Save changes to a profile..., enter a Profile Name, and press
Finish to complete the initial reader setup. See Manage Profiles in

Chapter 6.
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Reader Operation

Reader Operation

Basic Operation with RST

The IDentity 4100 can be operated either from the RST application or by
logging directly into the reader’'s embedded Reader Configuration Tool
(RCT). To operate the reader from RST, perform the following:

Open RST
1 From your Windows desktop, select:
Start—Programs—Sirit—IDentity4100—Reader Startup Tool (RST)

|5 IDentity 4100: Reader Startup Tool (RST)

Readers Discovered on the Network

Discoverny

Mac Address  © | P Addiess

Serial

Host Name Number

“Yersion DHCP | Location | Zone Subnet Gateway Fafrash

00:17:9E:00:27:64 | 10.1.1.73

00173E0027ES..... LT 2010677 |dhcp | umknown |unknown | 28528525, 1100101

Optiohz

Feader Toolbox

Setup

Metwark Setting

Test

Caonfigure

Diaghoze

=
w
=]
=
[

IP Address:

i

Add Reader

1l ] >

RST Yersion:2,0,10166,26500 Discovery Listen Address: 239,192,1,101

Customize the display
Customize your RST
display by clicking
and dragging the
columns. You can
also sort by column.

IDentity 4100 User Guide

2 Select a specific reader and press Test.
3 The Reader Test Tool (RTT) is displayed.

15



5] IDentity 4100: Reader Test Tool (RTT)

General Page |Tag Performance | Tag Management | Macmos | Ewvent Handling

Reader Operation

Command: | setup.operating_mode

v| Send

Fietain Command

Help: |

Login Info

v | Clear

-rsetup.sub_region_class
<-ok na

-»getup.operating_mode
<-ok, standby

Login: | admin |

Operating Modes

) Aclive
(%) Standby

Protocal 5 election

150 18000-6C 150C) Gen2
[] 150 18000-6E [1508)

[] Supertag

[] 150 10374

[ EASAlam

Antenna Selection

1 - Internal
[] 2-Estemal

Connected ko 10,1.1,73 with mac address 00:17:9E:00:27:64 -- Default Login level For reader is engineer  Firmware: 2.0,10577

Protocols

Only those protocols
enabled in the reader
will be displayed on
the General Page.

5] IDentity 4100: Reader Test Tool (RTT)

4

General Page | Tag Performance |Tag Management | Macros | Event Handing

Login to the reader. The initial password (Pwd) is readeradmin. See
the Advanced Setup section for details on changing the password.

Verify the Operating Mode is set to Active Mode.
Select the Tag Performance tab and press Start.

Place your tags in front of the antenna and verify the tags are read and
displayed as shown in the following figure.

Perfarmance [nformation

Faolling

Total Unique Tags:

Tag Fead Count: | 4445

Cumulative Rate: 2223

Tag Acquisition Analyziz

Current Fate: |2‘I 26 | [ Purge and Clear Stats

16

Scan Dperation

Falling Intervalims]: | 1000 Tatal Pall Time(ms} | 2000 Min: |1 S can Time(msl: @ Active
] Purge every pal Ay |G
Start Stop Scan Tags Standb
[] Beep On Max: | 2263 ® ¢

Tagld Tupe Total Rate ~
> 0:4315 1S0C 1 05 W
0:0C7B 1S0C 1 05

Operating Mode

IDentity 4100 User Guide



Reader Operation

Deployed Reader Operation with RCT

IDentity 4100 User Guide

Once your readers are deployed, you can access them directly using the
embedded Reader Configuration Tool (RCT). To access a particular reader,
perform the following:

1 Enter the reader’s IP address into your Web browser or press the
Configure | button on the main RST page.

2 Thereader’s RCT interface is displayed.

n |
[Dentity 4100
| o o t
e vision beyond sight
TUTH guest  Login STCOIEIET fectory I Manage Profiles
&' Basic Configuration Advanced Functions
® Manage Profiles ® Firmware Management
@ SetTag Profocol ® |mportExport Configuration
@ Setup Ethernet/LAN ® Command Line
& Setup Serial Port & Expert Configuration
® Setup Digital Accessories @ Uzer Application Management
® Setup AntennalCables @ Change Operating Mode
@ Set Regulatory Mode (Regior) @ Restart
System Status ? Help
" ® Yiew Tags ® ® Ahout Reader
® Check Reader Status & Custormer Support
® Review Logs

3 Log into the reader. Press Login for the login screen.

o

=d

Login | admin |

Pazzwaord |i-lo-|o-|o-|o-|o |

=d

4  The default login is guest. If you need administrator privileges, login as

admin and enter readeradmin as the password.

5 Press Submit.

6 Select Basic Configuration —Setup Antenna/Cables to configure the

antennas, gain, and power settings.

17



4 Reader Operation

7 Select Advanced Functions —Change Operating Mode to verify the
reader is in the proper mode.

8 Select Basic Configuration —Set Tag Protocol to verify the reader is
configured for the proper tag protocol.

9 Press System Status —View Tags to view tag data.

ounts

1993-11- 1999-11-
0x385000000000000000000000 150G SOTO0 816398 SOTO0 & 99 652

1999-11- 1999-11-
0x300583382D00901 4035050000 [S0OC 1 109 SOTO0 &1 6336 SOTO0 520 546

10 If you need to configure your reader, refer to Chapter 7 - Reader
Configuration Tool for information on using RCT to adjust configuration
variables and parameters.
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5 Reader Startup Tool

Reader Startup Tool (RST)

The Reader Startup Tool (RST) provides an easy-to-use interface for the
IDentity 4100 configuration and operation functions. This Microsoft
Windows based application allows you to perform the following:

» View all readers on the network

Launch the Reader Setup Wizard to initially configure a reader

View and change a reader’s network settings

Add a new reader to the network

Launch Reader Test Tool to perform basic reader/tag operations
Launch Reader Diagnostic Tool to view statistics, alarms, and reports

Launch Reader Configuration Tool to perform detailed reader
configuration

YVV VY VY YVYY

View Readers on the Network

When RST starts up, all readers currently connected to the network and
powered up are displayed.

|5 IDentity 4100: Reader Startup Tool (RST)

Readers Discovered on the Network

Dizcoveny
Mac Address | IPAddress | Host Mame | Serial Mumber | Werzsion | DHCP | Location | Zaone
Readers : 1. 001 79E00014. IRcti=i
On 00:17:9 : 0.1.1.73 0m 743 & 4 120105,  dhop unknown | unknoy
Optiahz
Network

Setup

Metwark Setting

Test

Configure

o
o
o)
[n
@
—
o
=3
[=a
[=]
2

Diagnoze

M anual
IP Address:

i

Add Reader

4| 1il} ] >

RST Version: 2.0, 1016626900 Discovery Listen Address: 239,192.1.101

IDentity 4100 User Guide 19
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5 Reader Startup Tool

Configure Reader with the Setup Wizard

The Reader Setup Wizard is used to initially configure your reader for
operation. With this application, you can select the following:

» Regulatory region (fixed at factory) and sub-region
» Preferred Frequency (depending on regulatory settings)
» Number of antennas

To initially configure your reader perform the following:

1 From the RST main page, press the Setup | button. The Setup
Wizard is launched as shown.

5] IDentity 4100: Reader Setup Wizard (RSW)

Welcome to the IDentity 4100
Setup Wizard

@ -0
s’r’ Thiz Wizard will guide you thraugh the inital setup of the

vision bayond sight"™ |Dentity 4100 reader.

To continue, click Hests.

< Back [ Mext = ][ Cancel ] Help

2 Referto Chapter 2 - Reader Configuration for detailed instructions on
using the Reader Setup Wizard.
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Reader Startup Tool

View or Change the Reader’s Network Settings

The Network Settings dialog allows you to change the IP Address, Subnet,
and Default Gateway of your reader. For readers with firmware version 2.0
or later, a password is required to make any changes.

button.

X

1 From the RST main page, press the Metwiork Setting
Network Settings
b ac Address:
Serial Mumber:
Host Mame: 00179002432 sint. com
[] Enable DHCP Encrept Update Drata
P &ddrezz Informatian
|P &ddress: 10.1.1.71
Subnet; 250.2565.255.0
Default Gateway:  |10.1.1.1
Ladin
Loagin:
Pazsword:
Apply ‘ ‘ Carnicel
2 Verify the IP Address, Subnet, and Default Gateway are correct.
If Enable DHCP is selected these fields will be locked.
4 If changes are required, enter your Login and Password (V2.0 and
later).
5 Change the values and press Apply.

IDentity 4100 User Guide
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5 Reader Startup Tool

Reader Test Tool (RTT)

The Reader Test Tool (RTT) is primarily designed for new users to test
reader operation and perform a few basic reader functions. With RTT, you
can perform the following;:

» Read tags

» Issue commands to the reader and view the responses
» Run macros

» Observe reader events

To access the Reader Test Tool, press the Test button on the
main RST page.

RTT - General Page

The General Page allows you to issue commands to the reader and view
any responses. You can also change the operating mode and select
antennas.

K3 inentity 4100: Reader Test Tool (RTT) EoX

General Page |Tag Performance | Tag Management || Macros | Event Handling

Command:|SetuD.DDEfating_mode v| Send Retain Command

Help: | v| Clear Lagin Info

-rsetup.sub_region_class Login: |admin |
<-ok na

-»setup.operating_mode Pwd: | |
<-ok standby

Operating Maodes

() Active
(%) Standby

Pratacal Selection

150 18000-6C 150C) GenZ
[] 150 18000-68 [1508)

[] Supertag

[] 15010374

[ EASAlam

Antenna 5 election

1 - Internal
[1 2 - Extemal

Connected to 10,1,1,73 with mac address 00:17:9E:00:27:64 -- Default Login level for reader is engineer Firmware: 2,0,10577
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Reader Startup Tool

Login Info

Login - Enter your login user name in this field. The default login is guest. If
you need administrator privileges, login as admin.

Pwd - Enter your password in this field. Enter readeradmin as the password
if you logged in as admin.
Operating Modes

Active - Reader is continuously attempting to singulate tags and
automatically reports any singulated tag via an asynchronous event
notification on the event channel.

Standby - Reader is not transmitting any energy, unless processing a tag
related command. The RF transmitter is enabled at the beginning of the
command processing, any protocol operations required for the command
are performed, and then the RF transmitter is turned back off.

Protocol Selection

Select the protocol(s) for the tags you will be reading.

Antenna Selection

Select the ports that have antennas connected.

23



5 Reader Startup Tool

RTT - Tag Performance Page

The Tag Performance page is used to test the reader performance. This
page is useful for range (distance) testing and to verify the RF field size.

To initiate a timed test, enter the length of test (in ms) into the Total Poll
Time field. For example, to verify to number of tags read in a 30-second
interval, select Active Operating Mode, enter 30000, and press the Start

button. The test will complete after 30 seconds and the output statistics are
updated for the poll time.

Output statistics are read-only and include: Total Unique Tags, Tag Read
Count, Cumulative Rate, Current Rate.

|5 IDentity 4100: Reader, Test Tool (RTT)

General Page | Tag Performance | Tag Management || Macros | Event Handing|

Performance Information

Total Unigue Tags: l:l Tag Read Count: Cumulative B ate: Current F ate: Purge and Clear Statz

Palling

Tag Acquisition Analysis Scan Dperation Operating Mode
Palling Intervalims}: | 1000 Tatal Pall Time(ms; @ Min: |2 Scan Time{ms]: Ative
[ Purge every poll Avg 17
Start Sh GetO g T
il et Once [] Beep On — can Tags Standby
Tagld | Type | Total | Rate
» 0411112222333344445555 150C 13 1.44

043003338 2DEAFBABE 35050001 1S0C 25 278

043008338 2DEAFBABE 35050004 150C g 089

043003338 2DEAFBABE 35050005 150C 22 244

File Mame: | C:\Program Files\SirityDentity 4100 RS T \taglist cav

[1 Save

Connected to 10.1.1.51 with mac address 00:17:9E:00:01:45 -- Default Login level For reader is engineer Firmware: 2.0.4100_proto_1

Detailed descriptions of the various Tag Performance fields and functions
are provided in the following sections.
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Reader Startup Tool

Tag read controls are provided by the Polling and Scan Operation blocks.
Use the Polling controls when the reader is in active mode. Use the Scan
Operation controls when the reader is in standby mode.

Tag and reader performance data is provided in the Performance
Information and Tag Acquisition Analysis blocks.

Performance Information
Total Unique Tags - Number of unique tags in the tag database.
Tag Read Count - Total number of tags reader (including repeat reads).

Cumulative rate - Cumulative read rate in tags/second since the Start
button was pressed.

Current rate - Current read rate in tags/second.

Purge and Clear State - Press to clear the current display and reset the
statistics reporting.

Polling

Get Once - Click this button to retrieve the current information from the
reader’s tag database.

Start — Click this button to poll the tag database every Polling Interval (ms)
for a total time of Total Polled Time (ms). Do not set the interval less than
500. If Total Polled Time is set to O, polling continues indefinitely.

Stop — Click this button to stop automatic polling.
Beep On - Indicates current read rate with audible tone.

Purge every poll — Check this option to purge the reader’s tag database
after each poll. Refer to the INfinity 510 Protocol Reference Guide for more
information on the tag database.

Tag Acquisition Analysis

The Tag Acquisition Analysis fields provide the minimum, maximum, and
average number of times each tag was read. For example, assume five tags
(A, B, C, D,and E) are read 107, 59, 223, 187, and 94 times respectively.
The displayed values are as follows:

Min =59
Avg = 134
Max = 223

Scan Operation

Scan time (ms) - Enter the duration of reader operation in milliseconds.
After this time expires, the tag information is displayed.

Scan Tags - Press this button to activate the reader.
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1 2 3 4 5 6 7 8 9 Reader Startup Tool

RTT - Tag Management Page

The Tag Management page is used for reading individual fields on a single
tag. The Read button will cause the reader to singulate and read a tag in the
selected antennas' RF field.

Specific fields you can read include:

> Kill Code
Access Code
Tag ID

TID

User Data

vV VYVYYyY

E IDentity 4100: Reader, Test Tool (RTT)

General Page | Tag Pefformance | 14 Management | tacos | Event Handing

Kill Code Aocess Pwd TaglD Uger Data
|| | [0+E2003411B802011005367018 ||

Clear Fields

Connected to 10.1,1,73 with mac address 00:17:9E:00:27:64 -- Defaulk Login level for reader is engineer Firmware: 2,0,10577
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5 Reader Startup Tool

RTT - Macros Page

The Macros page allows the reader to manage macro files. The macros are
provided by Sirit or can be written by the end user. Some of the macros
provided are dependent on the operating region of the reader.

|5 IDentity 4100: Reader Test Tool (RTT)

General Page | Tag Performance | TagManagement | Macros | Event Handling

I acro [nput I acro List

Macro Name: | en300220_12tan_ I 60_PR_F0.mer = Macros ~
- - = Basic

# configure region A

Adjust_all_sntenna_Conducted Power.mor

tup. region=etsi
Felup. regon=cls Enable_|508_|50C_protocols.mor

zetup.sub_region=en300220

ahtennas. mux_sequence=[$antenna_mus_sequence]
antennaz. 1.advanced. attenuation=[$atteruation_ddb]
antennas. 2.advanced, attenuation=[$attenuation_ddb]

Enable_|S0B_1S0C_Supertag_protocols. mor
Enable_|508_protocol. mor
Enable_|50C_protacol. mer

Enable_Supertag_protocol.mer
General_Login.mer
Mode_EO_Active.mer
Mode_EO_RF_OF.mer
“erzion.mer
+- Eramples
=- GenZ_Protocol
et 160_PR_Fh0.mcr
end00220_12tani_[F320_PR_FMO.mer
end00220_12tari_IF80_PR_FM0.mcr
end02208_12tan_IME0_PR_FMO.mer
end02208_12tan_IF320_PR_F0.mer
end02208_12tan_IF320_PR_M2.mer
end02208_12tani_IF320_PR_M4.mcr
end02208_1 2tan_F320_PR_M&.mer
end02208_12tari_IF80_PR_FM0.mcr
fooa_12tan_IE0_PR_FMO.mcr
fooa_12tan_If320_PR_FMO.mor
fooa_12tan_IF80_PR_F0.mor
feca Btan_ 320 DSB_FMOrmer
fooa Btan_ 640 DSE_FMO.mer
feo_12tan_IF256_PR_M2.mer
foo_12tan_If256_PR_M4.mer
feo_12tan_IF256_PR_MS.mer
oo 2Btan_If256_PR_M4.mer hd

Browse ... Refresh

Connected to 10.1.1.73 with mac address 00:17:9E:00:27:64 -- Default Login level For reader is engineer Firmware: 2.0.10577

# configure protacol
modem. protocol izoc. physical set(tani=tar_12_50. return_link_freq=LF180, data_1_length=d1_len_20.
1t_modulation=rt_mad_pr, tr_encoding=t_enc_frlinterogator_mode=dense)

v
Load Macro File Send to Reader Save Macro File

M acra Dutput

A macro (script or command file) is a text file that contains one or more
reader commands. These commands are used to configure the reader to a
known configuration. The Macros can contain variables. These variables are
resolved by a dialog box (Macro Variables) that appears when the Send to
Reader button is selected. The syntax of a variable is:

[$variable_name]

During execution, the variable is replaced with user entries in the Macro
Variables dialog box. Macros can be edited with any text editor including
Windows Notepad.
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Reader Startup Tool

Macro Input sub-window

The Macro Input window shows the current script that will be sent to the
reader when the Send to Reader button is selected. The text in the Macro
Input window can be edited prior to being sent to the reader. The Save
Macro File button will prompt you for a filename to save the text to a file.

Macro Output sub-window

The Macro Output window is updated after the Send to Reader button is
selected. Look at this window to verify that each command line in a script
executed correctly. Look for the =—>> ok response from the reader for each
command line.

-
Macro Variables Dialog box Ry X

M ame Walug

When a macro is sent to the b |
reader, the values for variables power_ddbm
must be resolved via this Windows
Dialog box. You can [tab] to each
value field and enter the desired
value.

For example, one macro can be
used for two different applications
by using variables for antenna
selection and transmit power.

Macro Example

To configure the reader for four-antenna portal operation, send the following
macro (en302208_12tari_if320_PR_FMO.mcr):

# configure region
setup.region=etsi
setup.sub_region=en302208

# configure antennas
antennas.mux_sequence=[$antenna_mux_sequence]
antennas.2.conducted_power=[$power_ddbm]

# configure protocol

modem.protocol . isoc.physical.set(tari=tari_12 50,
return_link_freq=LF320, data_1 length=d1l len_ 20,
rt_modulation=rt_mod_pr, tr_encoding=tr_enc_fmO,
interrogator_mode=dense)
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RTT - Event Handling Page

Reader Startup Tool

The Event Handling page allows you to register for Reader Events. After

registration, events will be displayed as they occur in the window. Individual
events or a group of events can be registered. Events are displayed with the
newest event on the top line of the window. The least recent event will scroll

to the bottom of the window.

For detailed information on individual events, refer to Chapter 18 - Events

Namespace of the IDentity 4100 Protocol Reference Guide.

K iDentity 4100: Reader Test Tool (RTT) 0K

General Page | Tag Performance | Tag Management | Macros | Event Handling

Ewents: | event status channel_transition “

Fiegister ] { Unregister ] [ Clear

event.status.channel_transition prev_frequency=303500 new_frequency=304300 time=282
event.status.channel_transition prev_frequency=304300 new_frequency=303700 time=291
event.status.channel_transition prev_frequency=909700 new_frequency=906100 time=282
event.status.channel_transition prev_frequency=908100 new_frequency=308300 time=280
event.status.channel_transition prev_frequency=908900 new_frequency=302300 time=280
event.status.channel_transition prev_frequency=902300 new_frequency=907700 time=282
event status channel_transition prev_frequency=908700 new_frequency=906300 time=287
event.status. channel_transition prev_frequency=906900 new_frequency=S10300 time=286
event.status.channel_transition prev_frequency=910900 new_frequency=908500 time=286
event. statuz. channel_tranzition prev_frequency=908500 new_frequency=308100 time=311
event.statuz. channel_tranzition prev_frequency=908100 new_frequency=911300 time=313
event.statuz. channel_tranzition prev_frequency=911300 new_frequency=911100 time=280
event.status.channel_transition prev_frequency=911100 new_frequency=904700 time=281
event.status.channel_transition prev_frequency=304700 new_frequency=305500 time=303
event.status.channel_transition prev_frequency=305500 new_frequency=303100 time=281
event.status.channel_transition prev_frequency=903100 new_frequency=302300 time=280
event.status.channel_transition prev_frequency=302300 new_frequency=306500 time=283
event.status.channel_transition prev_frequency=906500 new_frequency=906700 time=281
event.status.channel_transition prev_frequency=908900 new_frequency=907300 time=312
event.status.channel_transition prev_frequency=907300 new_frequency=308300 time=281
event.status.channel_transition prev_frequency=908300 new_frequency=904100 time=283
event status channel_transition prev_frequency=904100 new_frequency=903300 time=311
event.status. channel_transition prev_frequency=903300 new_frequency=902700 time=280
event.status.channel_transition prev_frequency=902700 new_frequency=905700 time=282
event.statuz. channel_tranzition prev_frequency=905700 new_frequency=308700 time=284
event.statuz. channel_tranzition prev_frequency=909300 new_frequency=906100 time=312
event.statuz. channel_tranzition prev_frequency=906100 new_frequency=909300 time=282
event.status.channel_transition prev_frequency=303300 new_frequency=305500 time=283
event.status.channel_transition prev_frequency=305500 new_frequency=911700 time=312
event.status.channel_transition prev_frequency=911700 new_frequency=303300 time=283
event.status.channel_transition prev_frequency=903300 new_frequency=306700 time=280
event.status.channel_transition prev_frequency=306700 new_frequency=302300 time=282

event.status.channel_transition prev_frequency=902300 new_frequency=906500 time=313

£
File Mame: | C:%\Program Files\Sints Dentity 4100 RS T veventdata. s

Fiegistered Events:

Connected to 10.1.1.73 with mac address 00:17:9E:00:27:64 -- Default Lagin level for reader is engineer Firmware: 2.0,10577

[] Save

Registering for an individual event

To register for an individual event, either type the event name or select an

event from a pull-down list.

Registering for a group of events

Registering for event.error events, will cause the reader to autonomously
send all events in the event.error namespace to the RTT program and be
displayed in the window of this page. Enter event.error in the Events: field
and press the Register button. The Clear button can be selected at any

time to clear the window.

IDentity 4100 User Guide
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5 Reader Startup Tool

Reader Diagnostics Tool (RDT)

The Reader Diagnostic Tool (RDT) is to be used by Sirit trained technicians
to observe various reader statistics, events, and operational characteristics.

RDT - Channel Statistics

The Channel Stats page shows details of channel changes. This page is
typically used to observe ETSI 302-208 Listen before Talk (LBT) behavior. It
can also be used to observe FCC and other regional behavior.

B IDentity 4100: Reader Diagnostics Tool (RDT)
Channel Stats |.6.Iarms Tag Repart | Spechum Analyzer
Channel Status Operating Mode
Refresh Rate: |‘IDDEI | [ Start ] Stop © active O Standoy
N
Charnel D Ligten Count Talk Count Lizten Time Talk Time Awg Listen Count # Ligten Time -
b 924280 0 1 1] 14 1] 1}
904750 0 1 i 13 i i}
302780 0 1 a 13 a i}
917750 0 1 1] 13 1] 1}
919750 0 1 i 14 i i}
914780 0 1 a 13 a 1}
905250 0 1 i 13 i i}
925750 0 1 i 14 i i}
912780 0 1 1] 14 1] 1}
924750 0 1 i 13 i i}
307750 0 1 a 14 a i}
923250 0 1 i 13 i i}
919250 0 1 i 13 i i}
913280 0 1 a 13 a 1}
912250 0 1 i 13 i i}
306750 0 1 a 13 a i}
309750 0 1 1] 13 1] 1}
910250 0 2 i 27 i i}
307250 0 1 a 14 a i}
922250 0 1 i 13 i i}
906250 0 1 i 13 i i}
926780 0 1 1] 13 1] 1}
904250 0 1 i 13 i i}
303750 0 1 a a a i}
316250 0 2 1] 26 1] 1}
923750 0 1 i 14 i i}
1R fn 1 Il 17 Il f %
< >
File Mame: | C:“Program Files\Sit\Dentity 4100 RS Thchanneldiag cey | [ Save
Connecked to 10.1.1.66 Firmware: 2.0.4100_test_spr
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Reader Startup Tool

RDT - Alarms

The Alarms page is used to capture autonomous alarms generated by the
reader during normal operation. The alarms are defined as autonomous
reader events for the following namespaces:

event._error

event.warning

B IDentity 4100: Reader Diagnostics Tool (RDT)

EEX

Channel Stats | Alarms | Tag Report || Spectum Analyzer

Clear

event.error.antenna time=2006-05-01T05:05:46.251, id=0, action=0, modem_ms=13584781, text=mdm_antenna_failure, info=port 2, return loss O tenths of dB

event,error.antenna time=2006-08-01T05:06:28.111, id=0, action=0, modem_me=13626E45, test=mdm_antenna_failure, info=event occurmed 385 times in lazt 41 seconds.
event.error.antenna time=2006-05-01T05:06:28.194, id=0, action=0, modem_ms=13626728, text=mdm_antenna_failure, info=port 2, return loss 0 tenths of dB

<

I

File: M ame:

C:%Program Fileg\Sints Dentity 4100 RS T \Alarms. txt

| [ Save

Connected to 10,1.1.66 Firmware: 2,0,4100_test_spm
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5 Reader Startup Tool

RDT - Tag Report

The Tag Report page is used to view specific information for each tag
singulation. This feature provides detailed attributes of tag singulations
such as tag power (RSSI) and on which antenna that tag singulated.

Caution: Use of this tool can adversely affect tag reader performance, particularly if many
tag fields are enabled. Use the RTT->Tag Performance page for normal tag
performance testing.

B IDentity 4100: Reader Diagnostics Tool (RDT)

Channel Stats | Alarms | Tag Report | S pectum Analyzer

Field Selection Operating Maode

TaglD User Data TID Frequency ] Rssl 7 Init Clock Offsst (@) Active

Unregigter
Type Anterna Time  [] Quality Metic [ T« Power [ Ending clock Offset Standh,
© sy
event tag.report tag_id=, phaze=080, sni=0:0, demod_result=3, ime=2006-09-26T0%:14:13.929 ~

event.tag.report tag_id=, phase=0x0, sni=0x0, demod_result=5, ime=2006-03-26T09:14:13.930

event. tag.report tag_id=. phaze=0:0, zn=020, demod_result=5, time=2008-03-26T03:14:13.531

event tag.report tag_id=0x8084, phaze=0:0, srr=0x0, demod_result=0, time=2006-03-26T09:14:13.932

event tag.report tag_id=0=E 200341 1B80201 1029335141, phaze=040, snr=0x0. dermod_result=0, tirne=2006-03-26T03:14:13.933
event.tag.report tag_id=0xE 2003411B80201 1029335141, type=ISOC, antenna=1, frequency=904900, tid=0<E 200341103B800000002, uzer_data=, time=2006-03-26T03:14:13.9
event.tag.report tag_id=, phase=080, shr=0x0, demod_result=5, time=2006-03-26T09:14:13.935

event tag.report tag_id=0x3425, phaze=0:0, srr=0x0, demod_result=0, time=2006-03-26T03:14:13.935

event tag.report tag_id=0=E 200341 1B80201 1029335142, phaze=0x0, snr=020, demad_result=0, time=2006-03-26T09:14:13.936

event tag.report tag_id=0<E 2003411B20201 1029335142, type=I5S0C, antenna=1, frequency=904300, tid=0xE 200341103B800000002, uzer_data=, time=2006-09-26T03:14:13.9
event tag.report tag_id=, phaze=080, shr=020, demod_result=5, time=2006-09-26T09:14:13.938

event tag.report tag_id=, phaze=080, sni=0:0, demod_result=5, ime=2006-09-26T09:14:12.938

event. tag.report tag_id=0=48BE, phase=0x0, sr=020, demod_result=0, ime=2006-03-26T09:14:13.939

event tag.report tag_id=0<E 200341 1B80201 1029335101, phasze=040, snr=0x0, demod_result=0, time=2006-03-26T09:14:13.340

event. tag.report tag_id=0<E 200341 1B20201 1029335107, type=IS0C, antenna=1, frequency=304300, tid=0xE 200341103B800000002, uzer_data=, time=2006-09-26T03:14:13.9
event tag.report tag_id=, phaze=080, sni=0:0, demod_result=3, ime=2006-09-26T09:14:13.942

event.tag.report tag_id=, phase=0x0, sni=0x0, demod_result=12, time=2006-03-26T09:14:13.943

event tag.report tag_id=. phaze=0:0, zni=020, demod_result=12, time=2008-03-26T03:14:13.344

event.tag.report tag_id=0x30, phaze=0x0, srr=0x0, demod_result=12, time=2006-09-26T05:14:13.944

event tag.report tag_id=0=093B, phaze=0x0, snr=0x0. demod_result=0, time=20056-03-26T03:14:13.945

event.tag.report tag_id=0xE 2003411B20201 1029335141, phaze=0:0, srr=0x0, demod_result=0, time=2006-03-26T09:14:13.946

event tag.report tag_id=0<E 2003411880201 1029335141, type=IS0C, antenna=1, frequency=904300, tid=0xE 200341103B800000002, uzer_data=. time=2006-03-26T03:14:13.9
event.tag.report tag_id=, phase=0x0, sni=0x0, demod_result=5, ime=2006-03-26T09:14:13.947

event tag.report tag_id=082738, phase=0=0, snr=0:0, demod_result=0., time=2006-03-26T09:14:13.948

event. tag.report tag_id=0=E 2003411B80201 1029335107, phaze=00, zrr=0x0, demod_result=0, time=2006-03-26T09:14;13.950

event tag.report tag_id=0=E 2003411820201 1029335107, type=IS0C, antenna=1, frequency=904300, tid=0xE 200341103B800000002, uzer_data=, time=2006-09-26T09:14:13.9
event tag.report tag_id=, phaze=0:0, sni=020, demod_result=5, time=2008-09-26T09:14:13.951

event tag.report tag_id=, phaze=0=0, sni=0x0, demod_result=5, ime=2006-09-26T09:14:13.952

event tag.report tag_id=0s7E 00, phaze=020, srnr=0x0, demod_result=0, time=2006-03-26T09:14,13.953

event. tag.report tag_id=0<E 200341 1B80201 1029335137, phaze=0x0, srr=0x0, demod_result=0, time=2006-03-26T09:14:13.954

event tag.report tag_id=0<E 200341 1B20201 1029335137, type=I50C, antenna=1, frequency=304300, tid=0xE 200341103B800000002, uzer_data=, time=2006-03-26T09:14:13.9
event.tag.report tag_id=, phase=0x0, snr=0x0, demod_result=5, ime=2006-03-26T09:14:13.956

event tag.report tag_id=. phaze=0:0, zni=020, demod_result=12, time=2008-03-26T03:14:13.956
event.tag.report tag_id=, phasze=0x0, sni=0x0, demod_result=12, time=2006-03-26T09:14:13.957
event.tag.report tag_id=04CF . phase=0x0, shr=040. demod_result=12, time=2006-03-26T 09:14:13.958
ewent ban rennrt ban id= nhase=el cnr=Nell dermnd resolt=R line=2N0R-N9-7RTN9-14-13 9R9

<

File Mame: | C:A\Program Files\Sintd D entity 4100 RS T \tagrepart bt [ Save  [] Beep every tag event

Connected to 10.1.1.73 Firmware: 2.0,10577
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RDT - Spectrum Analyzer

The Spectrum Analyzer allows you to examine the spectral composition of
the radio waves in your surrounding environment. This feature provides a
graphical representation of the current spectral RF noise in units of dBm

with a range of 0 to -120 dBm. This feature is intended for expert users to
verify RF environmental conditions during an installation.

Reader Startup Tool

Set the Center Frequency and Span fields to view the desired range of
frequencies. The Spectrum Analyzer settings are saved and are recalled
when RDT is restarted the next time.

Caution: Using this feature during normal reader operation can significantly degrade tag
reading performance.

.S IDentity, 4100: Reader, Diagnostics Tool (RDT)
Channel Stats | Alams | Tag Report | Spectum Analyzer
Input D..ata . e e TS Fiun S pectrum Analyzer
Resclution Bandwidth: | Bkhz [] Enabled #FRunz 0 @ 1-Intemal
Center Frequency: 910000 Clear &verages O 2-Estemal
O Al Stop
Spar: G40k R T-hxes .
(@) Auto Scale Minimum;
[ Coherent
(O Manual  Mawimum;
-140.84 -
. A T P
oy s, {1 | ; |
i [ A b | | [ 1 | | | | |
L N || A0 1) * b AR
14634 — i I, 'I‘ ! \ | .’ | f T | ! L1 II II [ 'Ir II I - |I I
Vx Vo A XY LT | ol || [ BTN
| Vx| \l | x| il \ \ X 1 |4 | |
| | N | & i | | ) "l'l | % | I 1
| || f | /) i <\ || [\
| |
-151.85 II | L K Y i { I! K 1 % -
o ") | | |
g [ | " -"f || .
= [ | \ | I ' /
w x II | | II | |I »
il | |
-157.35 ! e T 1 -
i |
T | | [
1 I | |
\l |
|
" | | | 1
16286 - Il. L |
| [
i (|
|
|II
-162.37 T 1 —
9048750 403350 403350 910050 910150 410250
Frequency, kHz
File Name: | C4Program FileshSinttID entity 4100 RS T bifsurvey. cev
Connected to 10.1.1.73 Firmware: 2.0,10577
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6 Reader Configuration Tool

Embedded Reader Configuration Tool (RCT)

The Embedded Reader Configuration Tool (RCT) allows you to access your
reader across a LAN or WAN by entering the reader’s IP address into your
web browser. With the RCT, you can fully configure your reader for operation
in a variety of applications and environments. With this application, you can
perform the following:

» Basic Configurations

» Advanced Configurations
» Check System Status

» Access the online Help

To access the RCT, press the Configure | button on the main RST page.

[Dentity 4100
e smt

= vision beyond sight™

guest  Login TS factory RV Manooe Profies

& Basic Configuration Advanced Functions

Manage Frofiles Firrmaare Management
Set Tag Protocal Import/Export Configuration
Setup Ethernet/iLAr Command Line

Setup Digital Accessories UserApplication Management
Setup AntennalCables Change Operating Mode

[ ]
L]
[ ]
@ Setup Serial Port Expert Configuration
[ ]
L]
® Set Regulatory Mode (Region) Restart

System Status | ? Help

& igw Tags o @ Ahout Reader
® Check Reader Status ® Customer Support
& Review Logs

34 IDentity 4100 User Guide



Reader Configuration Tool

Basic Configuration

IDentity 4100 User Guide

With the Basic Configuration functions you can perform the following:

Manage reader profiles

Set tag protocols

Setup the Ethernet/LAN configuration
Setup the serial port

Setup digital accessories

Setup antennas/cables

Set regulatory modes

VVYVYVYVYYVYY

Configuration Page Header

Each page displayed by the RCT has the following header.

¥ Bazic 88 Advanced (D Status ? Help = Dashboard

guest  Login factory [ECRal  Manage Profies

This header provides pull-down menus for each of the configuration
function categories. Additional functions include the user login and the
currently loaded reader profile.

Login
The reader’s default user level is guest. However, a user can login as

admin. If not logged in as admin, the default level is always guest.

The guest login level provides read-only access to the reader. Clients that
login in at the guest level can read the settings of the reader and can
access the tags that the reader has inventoried. Clients at this level cannot
change the configuration of the reader.

The admin login level provides read-write access to the reader. Clients that
login in at the admin level can read and write the settings of the reader and
can access the tags that the reader has inventoried.

Logout

After logging in as admin, the Logout button logs you out of the reader.
Logging out automatically sets the login level to guest.

Profile

Profile is the currently active profile in the reader. Refer to the Manage
Profiles section for detailed information on reader profiles.
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6 Reader Configuration Tool

Save

The Save button saves the reader's current configuration to the specified
profile. Refer to the Manage Profiles section for detailed information on
reader profiles.

Manage Profiles

This link allows you to list, save, and delete profiles. Refer to the Manage
Profiles section for detailed information on reader profiles.

Manage Profiles

The reader’s configuration is stored in a profile. A profile contains the
setting of all the configuration variables in the reader. The reader can
support up to 8 unique profiles. Detailed information about reader profiles
is provided in Chapter 4 — Reader Behavior of the IDentity 4100 Protocol
Reference Guide.

The Manage Profiles page provides a list of all profiles stored in the reader.

Restore and activate the factory profile

Save reader configuration state and set new current profile as

Profile Hame

=
1]
—
(1]
-
2]

=08

[S0C

demo

Sane

Activate Delete ?

Activate Delete ?

Activate Delete ?

Profile Names

The profile name
factory is reserved

and cannot be used.

This profile is a read
only profile.

36

Save a Profile

To save your current reader configuration under a new profile, enter a
profile name and press Save. The new profile will appear in the Profile
Name list. Profile names must consist of the charactersA-Z,a-z,0-9, "'
or'_"and must be between 1 and 32 characters in length. The reader can
store up to 8 different profiles.

Activate a Profile

To activate a previously saved profile, press the Activate button beside the
profile name. The selected profile will be loaded into the reader.

Delete a Profile

To delete a previously saved profile, press the Delete button beside the
profile name. This is a destructive operation. Once a profile is deleted, it
cannot be recovered.

IDentity 4100 User Guide
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Set Tag Protocol

This Set Tag Protocol page consists of two forms. The first form (top) allows
you to select which type of tags the reader will acquire or the type of
protocol(s) to utilize on the air interface. Currently, the reader can operate
with either ISO18000-6C (ISOC), ISO18000-6B (ISOB), SuperTag,
ISO10374, EASALARM, or any combination.

¢ Basic Configuration
w ® Wanage Profiles
#® SetTag Protocal
® Sgtup EthermetiLAN
® Setup Serial Port
® Setup Digital Accessories
® Setup Antenna/Cahles
* SetRegulatory Mode (Region)

Reader Configuration Tool

Zelect Protocol to Configur

=)

Protocols: [Y]isoc [isce [ surerTas [lEsasaLarm [is010374 [

Acvanced protocol options are available under Advanced-=Expert Configuration-=hodem.

Enahbl

e Selected Protocols

Select the check box for the protocol(s) to enable and then press Enable
Selected Protocols to activate the protocol.

To configure protocol level parameters, select the protocol button m

The protocol level parameters are divided into two categories: control and
physical. Control parameters configure the protocol control. Physical
parameters configure the physical air interface for the protocol.

Control

Command Retried

Display Tag CRC
Inventary Antenna Switch
Metm Bank For Selection
Mumber Slats G

Select Cind Period
Sesgion D

U=zer Block Wite

Werify Write

CRC Retries

Value

false v
falze v

membank_epc ¥

session_1 ¥
false v

frug  w

HE]

L% TR | L T | L% TREE T % TR | L% TR | H

Physical

D e " =J D LN T T D H

Data 1 Length

Interrogatar Mode

Modulation Depth

Pilat Tone

Return Link Freg

Reader to Tag Maodulation

Tati

Tag to Reader Encaoding

Yalue
dl_len_15

single v

o
=

frue (v
320
r_mod_dsh

tari_06_25

<

tr_enc_frnd

IDentity 4100 User Guide

For detailed information on each of the Control and Physical parameters,
refer to Chapter 15 - Modem Namespace of the INfinity 510 Protocol
Reference Guide. Parameter descriptions are provided in the

modem.protocol .isoc.control and
modem_protocol . isoc.physical configuration variable sections.
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Basic Configuration
® Wanage Profiles

#® SetTag Protocal

® Sgtup EthermetiLAN

® Setup Serial Port

® Setup Digital Accessaries

® Setup Antenna/Cahles

* SetRegulatory Mode (Region)

NOTE:

Always record the
IP, Mac, subnet,
and default
gateway addresses
for your readers
and keep this data
in a safe location.
You can use this
data to reconfigure
the network in the
event of application
failure or data loss.
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Reader Configuration Tool

Setup Ethernet/LAN

The Setup Ethernet/LAN page allows you to configure the network interface
of the reader.

General Settings

e e g

Host Name | 00179E00250 4 | ?
Command Port [50007 | ?
Event Port [50008 | ?
Dormsin Name | siit com | ?

Ethernet Settings

[
Mac Address [00179E.002504 ] ?
Enakile DHCP ] ?
IP Address (10.1.1.51 | ?
Subnet hask | 255.256.255.0 | ?
Default Gateway 10111 | ?

Other Settings

=
MTP Servers | 10203 | ?
DNS Servers Mo1izioiiie | ?
Domain List | girit. com | ?

General Settings allow you to specify the host and domain name of the
reader. The Command and Event Ports are also shown and are read-only.

Ethernet Settings allow you to configure the reader’s IP address. If the
reader is to automatically acquire its IP address, subnet mask and default
gateway from a DHCP server, select Enable DHCP. To manually specify this
information, deselect Enable DHCP and fill in the desired IP address,
subnet mask and default gateway.

Other Settings allow you to configure the NTP servers the reader can
contact to obtain the current time, DNS servers the reader can contact for
domain name resolution, and the Domain list to resolve names to IP
addresses.

Enter all the required information and press Submit.

IDentity 4100 User Guide



6 Reader Configuration Tool

Setup Serial Port

Basic Configuration The Setup Serial Port function allows you to configure the serial port
e parameters. These parameters include:
® Sgtup EthermetiLAN
® Setup Serial Port
® Setup Digital Accessories ) Baud rate
® Setup Antenna/Cahles
* SetRegulatory Mode (Region) ) Data bItS
> Parity
» Echo
» Stop bits
[ Name  Jvawe | @
Baudrate 115200 ?
Data Bits ?
Parity MOME & ?
?
Stophits ?
Use the pull-down menus to select a value and press Submit to update the
reader.
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6 Reader Configuration Tool

Setup Digital Accessories

The Setup Digital Accessories function allows you to configure the Digital

‘ & Basic Configuration ! Inputs and Outputs on the reader.

® Manage Profiles

® SetTag Protocol

® Setup EthernetiLAN

® Setup Serial Port

# Setup Digital Accessaries

® Setup Antennal/Cables .

® SetRegulatory Mode (Region) ['Igltal II'Il]l.It
1 true | 30 | ?
2 true |30 | ?
3 true |30 | ?
4 true 130 | ?

Digital Curtpurt

&

* ol

1 false «
false

3 falge ?

8]
ot

4 alse w ?

Digital Input

The status of the four digital input values (1-4) can be seen in this window.
The Current Value is not configurable and is shown as true or false. The
Debounce value can be set and is in milliseconds.

Digital Output

The output value for each digital output can be set to true or false. Press
the Submit button to send the appropriate commands to the reader to
update the digital inputs and outputs.

Refer to the IDentity 4100 Protocol Reference Guide for more information
on configuring the digital inputs and outputs.
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6 Reader Configuration Tool

Setup Antenna/Cables

d Basic Configuration
® Manage Profiles

® SetTag Protocol

® Setup EthernetiLAN

® Setup Serial Port

# Setup Digital Accessaries

® Setup Antennal/Cables

® SetRegulatory Mode (Region)

This page allows you to configure the properties of the reader’s antenna
configuration. For detailed description of each of the antenna and cable
variables, refer to Antenna Configuration in Chapter 4 - Reader Behavior of
the IDentity 4100 Protocol Reference Guide.

Enter the appropriate values for each antenna parameter and press the

Antenna Setup
The reader is
configured at the
factory to operate
with specific
antennas.

Antenna Gain
Antenna gain may
differ, depending
on the specific
regulatory region.

IDentity 4100 User Guide

Submit button to update the antenna and cable configuration.

Value ?
(Nawe _ JYooe @

Detected

.ﬂ«rrteen:as | | ?
Port

Court 2 | ?
I

S;:b:uence |1 | ?

1- Internal

2 - External

Thi= takle provides infarmation related to a selected antenna.

Value ?
(Nawe  fVake @

Conducted

Conded [ | 2
Atterwation |0 | ?
Cable Loss |19 | ?
Gain [0 | ?
GainUnts | dhic | ?
Conducied |318 | ?
Powver
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cﬁ Basic Configuration
3
= Manage Profiles

® SetTag Protocol

® Setup EthernetiLAN

® Setup Serial Port

# Setup Digital Accessaries

® Setup Antennal/Cables

® SetRegulatory Mode (Region)

Region Selection

The reader is
configured at the
factory to operate
within a specific
regulatory region. As
a result your region
selections may be
different from those
shown in this
manual.

Note that Region
Selection is not user
configurable.
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6 Reader Configuration Tool

Set Regulatory Mode (Region)

This page allows the user to configure the reader to meet the regulatory
requirements for the geographic region where the reader is deployed. The
sub-region sets the secondary regulatory mode for the geographic region
where the reader is deployed.

=N =, 152

Region r"
Sub Region | foco b e | ?

Submit

For detailed information on each of these parameters, refer to the
IDentity 4100 Protocol Reference Guide. Descriptions are provided in the
setup.region and setup.sub_region configuration variable
sections.
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Reader Configuration Tool

Advanced Functions

With the Advanced Functions you can perform the following:

g Advanced Functions

¥ e Firmware Management
® |mportiExport Configuration
@ Command Line
#® Expert Configuration
® User Application Management
#® Change Operating Mode
@ Restart

VVYVYVYVYYVYY

Firmware Management
Import/Export Configuration
Command Line operations
Expert Configuration

User Application Management
Change Operating Mode
Restart

Firmware Management

This page allows you to read the current firmware version, upgrade the
reader firmware files, or rollback to the previous firmware version. Enter
the name of the Sirit provided firmware file in the Firmware File field. Use
the Browse button to help locate the file.

The Rollback Firmware button will roll back the firmware to the previous
version.

Upgrade Firmware

Firtmineare File:

Rollback Firmware

Current Firmyware version: 2.0.9293

Firmweare rolllback version: 2.0.92435

Lh¥ |

Browse...

=

IDentity 4100 User Guide
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. Advanced Functions
~ @ Firmware Management

® |mportiExport Configuration

@ Command Line

#® Expert Configuration

® User Application Management
#® Change Operating Mode

@ Restart

6 Reader Configuration Tool

Import/Export Configuration
This page allows you to transfer a reader configuration to or from your host
computer. This is useful for configuring a reader to a known state.
Transfer a Configuration File

Enter the name of a saved configuration file in the Configuration file field.
Select the XML File option and press the Transfer Configuration to Reader
button to send the profile to the reader.

Export Configuration File to Reader

This function is used to export the current reader settings for later
uploading. Press the XML Format button to view the XML file in the browser.
Save this file to your computer if you wish retain it for future.

If you wish to view the current configuration parameters for a reader, press
Text Format button.

Transfer Configuration File to Reader

This page provides alloves import and export of reader configuration in XML and text formats.

Configuration file:

(%) ML File ) Text File

[ Transfer Configuration to Reader ]

Export Configuration File from Reader
[ %ML Format | Test Format |
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6 Reader Configuration Tool

Command Line

This page allows you to directly enter reader commands from your web
1:%!: Advanced Functions browser.To directly enter commands from the Command Line Interface

e (CLI), refer to the IDentity 4100 Protocol Reference Guide.
@ Command Line
#® Expert Configuration
® User Application Management
#® Change Operating Mode
@ Restart

Command : |reader.check_status()

Responze

ok

reader uptime = 24153,
61427712,
free memory = 2076672,
cpu load = 2
modem alive true,
modem uptime = 24075,
antenna status = ok,
tx_interlock = false,
synth locked = true,
p=_fault = true

in use memory

=
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Reader Configuration Tool

Expert Configuration

Advanced Functions
® Firrmware Managerment

@ |mportExport Configuration

® Cammand Line

® Expert Configuration

® User Application Management
® Change Operating Mode

® Restart

46

The Expert Configuration functions allow you to configure low-level functions
within the reader. These functions should only be accessed by expert users.
Expert configurations include:

Setup

Tag

Version
Information
Communication
Antennas
Digital I/0
Modem

VVVYVYVYYVYYVYY

Expert Configuration — Setup

This page allows you to set the basic operating parameters of the reader
including region, sub region, mode, and active protocols. You can also view
the valid protocols and regions.

¥alue ?
Name  JVawe @

Detected
Artennas

Port
Count

PolLiz
Sequence

1- Internal

Thiz table provides information related to a selected artenna.

Yalue ?
(Nawe  fVahe |0

Conducted
Poywer

Attenuation

Cable Lozs

Gain

Gain Units

Computed
Conducted
Poywer

i | ?
2 | ?
i | ?

2 - External

E |

*

=1
=3

*

[ ]
=
"l

=4

(=

b
*
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Advanced Functions
#® Firmware Management

® |mportiExpont Configuration

# Command Line

® Expert Configuration

® User Application Management
#® Change Operating Mode

* Restart

IDentity 4100 User Guide

6 Reader Configuration Tool

Expert Configuration - Tag

This page allows you to configure how the reader reports tags.

The IDentity 4100 supports the ability to filter tags. Filtering tags means to
eliminate tags from being reported based on the conditions specified in the

filter configuration variables. The reader supports eight filters and each
filter is specified by the following configuration variables:

» enabled - Enables or disables the filter.

» inclusive - Indicates to either include tags that match (Inclusive) or
include tags that do not match (Exclusive) the tag filter.

» mask - Mask (as an array of hex bytes) for the tag filter.
>» name - Name given to the tag filter
> pattern - Pattern (as an array of hex bytes) for the tag filter

The following figure shows only a small sample of the available tag
configuration variables.

w1
tag.db.max_count | 10000 | ?
tag fitter .1 .enahled | false | ?
tag fiter.1 inclusive | true | ?
tag fiter 1.mask | 0a | ?
tag fiter .1 natne | | ?
tag fiter.1 pattern | oo | '?
tag fiter .2 .enahled | false | ?
tag fiter 2 inclusive | true | ?
tag fiter 2. mask | 0a | ?
tag fiter .2 name | | ?
tag fiter 2 pattern |00 | ?
tag reporting arrive _fields | tag_id | ?
tag reporting depart _fields | tag_id | ?
tag reporting depart_time | 1000 | '?
tag reporting rave_tag_data | falge | ?
tag reporting report_fields | tag_id twpe antenna freq tid user_data | ?
tag.reporting report_werite_werify | true | ?
tag reporting taglist_fields | tag_id repeat antenna time ype | ?
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6 Reader Configuration Tool

Expert Configuration - Version

This page displays the version of reader hardware and reader software
within the reader. The version numbers are read-only and will be needed if
you contact Sirit for technical support.

Advanced Functions
® Firmware Management

® |mportiExport Configuration
@ Command Line

O =R

e [
werEion.h | C | ?
wersion by _detsil | bwe = 00003, 1f_azzambly = K0070, if_senal_number = | ?
wersion rollback | 209245 | ?
Yersion.sw | 20,9233 | ?
werzion. s _detail | aw = 209293, fw = 9293, dzp = 0.5, fpga = 0=3022 | ?

Expert Configuration - Information

This page allows you to customize the reader’s identity. You can assign
each reader a name, description, location, and zone. You can also set how

the reader reports timestamps.

info.description
infa location
info.make

info.manutacturer

info.model
info.name
info.zetial_number
info time

infa time_reparting
infatime_zone

info.zone

info.manufacturer_description

R S [

| Reader Entry 128

| Parking Deck. - Sauth

| |Dientity

| Sirit

| Sirit IDientity 5100 Feader

| 5100

| Link o

| 12764302E045352E

| 2002-04-17T 224723607

| lacal

|GMT

| Lnk o

b I L B e T e DL B B B A

*
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Reader Configuration Tool

Expert Configuration - Communication

Advanced Functions
#® Firmware Management

® |mportiExpont Configuration

# Command Line

® Expert Configuration

® User Application Management
#® Change Operating Mode

* Restart

|

IDentity 4100 User Guide

This page allows you to customize the reader’'s communication parameters.
Refer to the Setup Ethernet/LAN and Setup Serial Port sections for

additional information.

com.event overflove _backoff_time
cam.network dns_servers

com.network domain_list

com.netwaork damainname

com.netwatk hostname

com.network rtp_servers

cam.network topkeepalive

com.netwark 1 . default_gatesay
com.network 1 p_address
cam.network .1 mac_address
comm.netwark 1 method

com.netwaork 1 zettings

com.netwark 1 .subnet_mask
com.network dizcovery request_address
cam.network dizcavery response_address
com.network sysiog remote 1 ip_address
com.netwaork syslog.remote 1 log_level
com.network syslog.remote 2 ip_address
com.network sysiog.remote 2 log_level
com.zerial baudrste

com.zetial databits

com.serial echo

com.serial parity

com.zetial Favwmode

com.serial settings

com.serial stophits

3 |

1101.1.210.1.1.18 |

| ik com |

| it com |

| D01 79E 002504 |

(10203 |

| true |

[10.1.1.1 |

[10.1.1.5 |

[00:17.9E:00.25:04 |

| dhep |

| method=dhcp |

[ 255,256, 255.0 |

|233.192.1.100 |

1233.192.1.101 |

| =1 |

| err |

[ 115200 |

E |

| true |

| [y [ulyl= |

| talze |

| baudrate=115200 databitz=8, ztopbitz=1 parity=n,echo=1 |

i |

e e e e I e e I B I B B B e " B " B B L I S B e |

e e g
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6 Reader Configuration Tool

Expert Configuration - Antennas

This page allows you to configure the properties of the reader’s antenna

Advanced Functions B configuration. For detailed description of each of the antenna and cable
—— variables, refer to the Antenna Configuration section in Chapter 4 - Reader
* Command Line Behavior of the IDentity 4100 Protocol Reference Guide.

#® Expert Configuration

® User Application Management
#® Change Operating Mode

@ Restart

N
artennas detectad | | ?
antennas mux_sequence | 1 | ?
antennas port_count | 2 | ?
antennas. 1 .conducted_power ||:| | ?
antennas .1 advanced attenustion | 0 | ?
antennas.1 advanced.cable_loss | 3 | ?
antennas. 1 advanced . computed_conducted_power |33EI | ?
antennas.] advanced.gsin | 130 | ?
artennas 1 advanced gain_units | dbi | ?
antennas 2 conducted_power |EI | ?
antennaz.2 advanced attenustion | 1] | ?
antennaz. 2 advanced.cable_loss | 18 | ?
artennss 2 advanced computed_conducted_powwer |33EI | ?
artennas 2 advanced.gain | 130 | ?
artennas 2 advanced gain_units | dbi | ?
antennaz check time | 10000 | ?
artennas check type | timed | ?
antennas bt listen_port |Ibt_antenna_all | ?
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6 Reader Configuration Tool

Expert Configuration - Digital I/0

This page allows you to configure the digital inputs and output behavior. You

Advanced Functions can set the digital input debounce time (in milliseconds), as well as the

—— input and output pin values. Refer to the IDentity 4100 Protocol Reference

o Guide for detailed information on each of these variables.

e oA
dio.debounce .1 | an | ?
dio.debounce 2 | a0 | ?
dio.debounce 3 | a0 | ?
dio.debounce.4 | a0 | ?
dic.in.1 K | 2
dio.in.2 K | ?
dio.in.3 K | 2
dlic.in.4 1 | ?
dlic i &l | OsF | ?
dio.in.alarm Jogic_lewel 1 | 1 | ?
dic.in.alarm logic_level 2 | 1 | ?
dio.inalarm logic_level 3 | 1 | ?
dic.in.alarm logic_level 4 | 1 | ?
dic.in alarm timeout 1 | n | ?
dic.in.alarm timeout 2 | 0 | ?
dic.in alarm timeout 3 | 1] | ?
dio in.alarm timeout 4 | 1] | ?
dlio.cut. 1 0 | ?
dio.out 2 I | ?
dio.out 3 I | ?
dio.out.4 0 | 2
dio.out all | 0x0 | ?
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6 Reader Configuration Tool

Expert Configuration - Modem

This page allows you to set the reader’s modem control variables. These

Advanced Functions variables control functions such as EPC link, modulation depth, return link
—— frequency, and others. Refer to the |Dentity 4100 Protocol Reference Guide
B TR for detailed information on each of these variables.

- oo AT

. e e The following figure shows only a small sample of the available modem

configuration variables.

N
mioclem . debug dbi | 1] | ?
miaclem . debiug b | 1] | ?
modem.debug o2 | 1] | ?
madermn protocol izol 037 4 control dwell _time | 100 | ?
madem protocal iz 037 4 control max_reads_per_dwell | 1] | ?
madem protocol izol 037 4 control.min_dwwel_time | 4] | ?
modermn . protocal izol 0374 control tx_atten | 1] | ?
modem protocal izob.control auto_guist | falze | ?

madem protocal izob.control.omd_retries | 3 | ?
madem protocol izob .control tx_atten | 1] | ?
modermn . protocal izob.control ucode_epe_mode enakle | falze | ?
modem protocol izoc . physical settings | tari=tani_12_50, data_1_length=d1_len_20, retum_link_fr| ?
modem protocol isoc physical tar | kani_12_50 | ?
modem protocol izoc. physical tr_encoding | tr_enc_miller_4 | ?
et radio ddle_cw | falze | ?
macerm radio lkt.enabled | falze | ?
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6 Reader Configuration Tool

User Application Management

This page lists any user applications currently available on the reader and if
Advanced Functions any applications are running. This page also allows you to upload scripts to

® Firmware Management

® |mportiExport Configuration the reader
@ Command Line

#® Expert Configuration

® User Application Management

#® Change Operating Mode

@ Restart

Running User Applications

There are no uzer applications running on the reader.

Application Transfer

Application ta Transfer:| H Browse... ]

Transfer File

Applications available on the reader

|disp|ay_r5232.py V|

Start Applications
[ Type  [Name  foptons [ Autostart | Submit |
e [opeyemepy ] Awes | |

Arguments: | |

Java

i Class Path:
e TowersOfHanoi | |

Jar: | |

» Running User Applications - Lists any user applications currently
running on the reader. The application name, process ID, configuration,
and status are provided. Controls are provided to view the application
file and stop the application.

» Application Transfer - This function allows you to load custom user
applications onto the reader.

» Applications available on the reader - This function allows you to view a
list of all user applications stored on the reader. Controls are provided
to view the application and delete it from the reader.

» Start Applications - This function allows you to start Python and Java
applications.
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Reader Configuration Tool

Change Operating Mode

Advanced Functions
® Firmware Management

® |mportiExport Configuration

@ Command Line

#® Expert Configuration

® User Application Management
#® Change Operating Mode

@ Restart

This page allows you to configure the operational mode of the reader.

o Jororioniose————— 1@

O Active Made ?
?

O] Stand By Mode

The reader supports the following operational modes:

» Active Mode - Reader is continuously attempting to singulate tags and
automatically reports any singulated tag via an asynchronous event
notification on the event channel.

» Stand By Mode - Reader is not transmitting any energy, unless
processing a tag related command. The RF transmitter is enabled at the
beginning of the command processing, any protocol operations required
for the command are performed, and then the RF transmitter is turned
back off.
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6 Reader Configuration Tool

View Tags
: All tags read by the reader are stored in a database on the reader. This
@) system status page allows you to view the tags in the database as well as change the
. o current Operating Mode (Active or Stand By).

& Review Logs

Press Start to begin displaying the tag database. This page is automatically
refreshed every five seconds. Press Get Once to update the database one
time (refresh is off). Press Purge to purge all tags from the database.

Reader Operating Mode

The current reader operating mode iz dizplayed as the default tem in the pulldawwn
list. To change the operating mode, highlight and select the desired mode fram the
list.

?
Tag Database Display

Click on the "Start' button to begin a display of the reader tag database and cortinuously refresh the display every 5 seconds. The "Stop' button
stops updating the dizplay of the reader tag database. The 'Get Once' button can be uzed to dizplay the reader tag databaze a single time.
The 'Purge’ button purges all tags from the reader tag databasze.

Counts

0xEF04007744332211 1508 3102182% 41 452 3102182”;?,5, 41 379
0x300833820009014035050003  1SOC 1 8 310?185_?;;,: 41 457 310218'2[;'5.5,;41 30
0x3005FBE3ACIFI651 ECAR0468  1SOC 1 8 31':'?185_%: 41 437 31']?18'2?5.5,;41 339
0x3005FBE3ACIFI651ECEE0469  1SOC 1 8 g???’;% 41 457 ﬁ???;?fgm 321
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@ System Status

® View Taos

@ Check Reader Status

® Review Logs

56

Check Reader Status

This page allows you to view the reader status. This information can be
used by Sirit Technical Support to verify reader operation.

Reader Configuration Tool

v oo oo

?
in_use_memary
maodem_uptime
reader_uptime
free_memory
chu_load
tx_interlock
syrth_locked
P faultt
antenna_status
modem_alive
discovery
reader
zshd
zzl_cmd_ewvt
ritpcd
ol py
consale

snmpd

2

®

45594944
102351
102557
14909440
24

falze

true

true

ok

true

alive

alive

alive

alive
stopped
alive

alive

glive

?

IHFO
IHFO
IHFO
IHFO
IHFO
HORMAL
HORMAL
HORMAL
HORMAL
HORMAL
HORMAL
HORMAL
HORMAL
HORMAL
ABHORMAL
HORMAL
HORMAL
HORMAL
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Review Logs

This page allows you to view the reader logs. These logs can be used by Sirit
Technical Support to verify reader operation. The reader logs include:

IDentity 4100 User Guide

vV VY VYY

Reader Configuration Tool

Reader level Logs - System level reader operation

System Level Logs - Linux logs

Firmware Update Log - System level

Reader Applications Log - User application logs

Command History Log - Recent commands sent to the reader.

omber gy

1

om0 = L ka

Reader level Logs

Feader level Logs (Previous]

System Level Logs
Firrmwvare Update Log

Reader Applications Lo

Command History Log
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7 Configuring Digital I/0

Configuring Digital Inputs and Outputs

Digital input and output signals are provided via the bulkhead connector.
Refer to Chapter 8 - Specifications for the connector pin out. Refer to
Figure 5 for in this chapter for an example input/output circuit.

This chapter describes how to configure the digital inputs and outputs.

Digital Inputs

The digital inputs (DIN1 - DIN4) can be used as general purpose inputs or
to trigger the reader for tag reading. Unused or open digital inputs are
floating inside the reader.

To activate the input, pull it low (O Vdc) with an external device or

connection to ground that can sink 2.5 mA. No voltage higher than +24 Vdc
or lower than 0 Vdc should ever be connected to the input. See Figure 5 for
an example of a typical motion sensor installed as a tag read trigger device.

Digital Outputs

The digjtal outputs (DOUT1 - DOUT4) can be used as general purpose
outputs, to indicate tag reading activity, or to indicate the reader is
transmitting (RF On). Digital outputs can be pulled high.

No voltage higher than +40 Vdc or lower than O Vdc should ever be
connected to a digital output. The reader activates the output by pulling it
low (0 Vdc) and can sink current such that power dissipation is <1 W.

Digital /0 Monitoring and Control Scripts

Several digital I/0 monitoring and control scripts are provided with the
reader to allow you to monitor the digital I/0s and take specific actions.
These Python application scripts can be used as is or modified to suit your
particular application. For detailed information on loading Python scripts,
refer to Chapter 5 - Embedded Reader Applications of the IDentity 4100
Protocol Reference Guide.
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7 Configuring Digital I/0

scan_trigger.py

This routine monitors the state of the digital input pin specified as the input
parameter. If the state of the pin is low, the operating mode is set to standby. If
the 1/0 pin state changes to high, the operating mode is set to polled.

Inputs: <pin> — (optional) Input pin number (1-4). Default is digital in 1.

<trigger logic level> —(optional) O or 1. Default is trigger on 1.

Examples:

scan_trigger.py Monitors digital input pin 1
scan_trigger.py 1 Monitors digital input pin 1
scan_trigger.py 4 Monitors digital input pin 4
scan_trigger.py 3 0 Monitors digital input pin 3, trigger on 0

scan_trigger_timer.py

This routine monitors the 1/0O pin. When the pen goes high, the timer is started
and the operating mode is set to polled. While the timer is running, 1/O pin state
changes are ignored. When the timer expires, the operating mode is set to
standby. The minimum value for the timer is 10 milliseconds (ms).

Inputs: <pin> — (optional) Output pin number (1-4). Default is output 1.

<time> — (optional) Time, in ms for timer to run. Default is 1000 ms.

<trigger logic level> —(optional) O or 1. Default is trigger on 1.

Examples:

scan_trigger_timer.py Monitors input 1, timer 1000 ms,
trigger on 1

scan_trigger_timer.py 2 Monitors input 2, timer 1000 ms,
trigger on 1

scan_trigger_timer.py 4 2000 Monitors input 4, timer 2000 ms,
trigger on 1

scan_trigger_timer.py 3 4000 O Monitors digital input 3, timer 4000 ms,
trigger on 0
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signal_read.py

Configuring Digital 1/0

This routine will activate a digital output if a tag is successfully read. The
optional output pin number can be specified on the command line. If not
specified, output pin 1 is selected and a default value of 1000 milliseconds is
used. The output will remain high for n ms, where n is either the default of 1000
ms, or the value supplied on the command line. Minimum value for n is 10 ms.

Inputs:  <pin> — (optional) Output pin number (1-4). Default is output 1.

<time> — (optional) Time, in ms, to keep the output high. Default is
1000 ms (1 sec).

<logic level> — (optional) Logic level for digital out On. 0 or 1. Default
is 1 (On).

Examples:
signal_read.py
signal_read.py 2
signal_read.py 1 5000
signal_read.py 1 500
signal_read.py 1 800 O

Turns on output 1 for 1000 ms on tag reads
Turns on output 2 for 1000 ms on tag reads
Turns on output 1 for 5000 ms on tag reads
Turns on output 1 for 500 ms on tag reads

Turns on digital output 1,logic level 0, for
800 ms on tag reads
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7 Configuring Digital I/0

signal_read_crc_error.py

This routine will turn on a digital output if a tag read CRC error is detected. The
output pin number can be specified on the command line. If not specified,
output pin 1 is used. The output pin will remain high for n ms, where n is either
the default of 1000 ms or the value supplied on the command line. Minimum
value for nis 10 ms.

Inputs:  <pin> — (optional) Output pin number (1-4). Default is output 1.

<time> — (optional) Time, in ms, to keep the output high. Default is
1000 ms.

<logic level> — (optional) Logic level for digital out On. 0 or 1.
Default is 1 (On).

Examples:

signal_read_crc_error.py Turns on output 1, logic level 1 for on
for 1000 ms on tag read CRC error.

signal_read_crc_error.py 2 Turns on output 2, logic level 1 for on

for 1000 ms on tag read CRC error.

signal_read_crc_error.py 1 5000 Turns on output 1, logic level 1 for
on for 5000 ms on tag read CRC
error.

signal_read_crc_error.py 1 500 Turns on output 1, logic level 1 for
on for 500 ms on tag read CRC
error.

signal_read_crc_error.py 1 800 O Turns on output 1, logic level O for
on, for 800 ms on tag CRC error.

rf_mon.py

This routine will monitor the state of the transmitter. If the transmitter is on, it
sets the appropriate output pin high. If low, it sets the output pin low.
Inputs: <pin> — (optional) Output pin number (1-4). Default is output 1.

<logic level> — (optional) Logic level for digital out On. 0 or 1.
Default is 1 (On).

Examples:

rf_mon.py Monitors RF status, set/clear output 1 on change, logic
level 1 for on

rf_mon.py 1 Monitors RF status, set/clear output 1 on change, logic
level 1 for on

rf_mon.py 2 Monitors RF status, set/clear output 2 on change, logic
level 1 for on

rf_mon_.py 3 O Monitors RF status, set/clear output 3 on change, logic
level O for on

61



62

7 Configuring Digital I/0

Digital Input Alarm Generation

The IDentity 4100 can be configured to generate an alarm when a digital
input is disconnected or sensor failure is detected. The alarm is triggered
when the signal level on the digital input stays in the specified state longer
than the specified alarm timeout. This behavior can be configured
independently for each digital input.

The configuration variable dio.in.alarm.logic_level.<N> (where <N> is
1,2,3,4) sets whether the alarm is coupled to a input logic level of O (low) or
1 (high).

The configuration variable dio.in.alarm.timeout.<N> (where <N>is 1,2,3,4)
sets the amount of time, in seconds, to wait for a signal state change. A
value of O (default) disables alarm generation.

The digjtal input logic level is used along with the corresponding digital input
pin timeout value to determine if an alarm (in the form of an event) should
be generated. If a timeout value is set, the input pin is monitored. If the
input pin value does not change during the timeout period AND the input
pin value matches the alarm logic level, the event
event.dio.in.alarm.timeout.n (where n is the pin number) is generated. This
alarm event generation can be helpful in alerting to the loss of digital inputs
to the reader.
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7 Configuring Digital I/0

Digital I/0 Hardware Connection

Figure 5 shows a typical sensor/indicator connection to the digital 1/0s.

IDentity 4100 Digital I/0O
Motion Sensor

Ground
DOUT4 (Digital Output 4)
DOUT3 (Digital Output 3)
(
(

DOUT2 (Digital Output 2)

DOUT1 (Digital Output 1)

Ground

DIN4 (Digital Input 4)

DIN3 (Digital Input 3)

Digital [nput Common for DIN3/DIN4
DINZ2 (Digital Input 2)

DIN1 (Digital Input 1)

Digital [nput Common for DIN1/DIN2

—_—e—— — — —— —— )

£ D)
<|S|x%|<X|N|o|oc|o|a|o]| |

Tag Detection Indicator External

___________ DC Supply
(User Supplied)

I I
I I
I I
\
I e
I
: .
I I
I I

5V < Vbc 240V

(Vbc)’/Rs < 1W

_—e e e — — — — — — )

Figure 5 Example Motion Detector and Indicator connected to the Digital I/0
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Reader Specifications (General)

Dimensions

12.0x 12.0x 4.1 in (305 x 305 x 105 mm)

Weight

4.8 kg (10.5 Ibs)

Frequency Range

860-960 MHz (Factory configured for specific region)

Connectors

RS-232, Digital 1/0, Ethernet LAN

Input Voltage

12 to 24 Vdc, 60 W

Input Current

2.5 A maximum at 24 Vdc
5.0 A maximum at 12 Vdc

Reader Specifications (FCC)

Frequency Range

FCC Part 15

902-928 MHz

FCC Part 90

910.950 911.200 911.450 911.700 911.950 912.200
912.450 912.700 912.950 913.200 913.450 913.700
913.950 914.200 914.450 914.700 914.950 915.200
915.450 915.700 915.950 916.200 916.450 916.700
916.950 917.200 917.450 917.700 917.950 918.200
918.450 918.700 918.950 919.200 919.450 919.700
919.950 920.200 920.450 MHz

RF Power

10 mW - 0.871 W conducted (10 - 29 dBm)

Power
Consumption

13 W (typical while idle)
32 W (typical at 29 dBm conducted output power)
38 W (maximum at 29 dBm conducted output power)

Reader Specifications (ETSI)

Frequency Range

865-868 MHz (Factory configured for specific region)

RF Power

10 mW - 560 mW conducted (10 - 27.5 dBm)

Power
Consumption

13 W (typical while idle)
30 W (typical at 27.5 dBm conducted output power)
36 W (maximum at 27.5 dBm conducted output power)
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8 Specifications
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Power Consumption (W)

20
14 16 18 20 22 24 26 28 30
Power (dBm) .. -20 degrees C
+25 degrees C
=-=:= +60 degrees C

Figure 6 Typical Power Consumption versus Conducted Output Power at 910 MHz

Environmental Specifications

Operating Temperature -40 °Fto 131 °F (40 °Cto 55 °C)
Storage Temperature -40 °Fto 185 °F (40 °Cto 85 °C)
Maximum Shock 1 foot (0.3 meter) drop to any corner
Relative Humidity 100 %, condensing

International Protection IPG5

Rating

Battery Specifications (Optional)

Battery Lithium/Manganese Dioxide
Designation ANSI/NEDA 5012LC / IEC-CR1220
Voltage 3V

Average capacity 40 mAh to a terminal voltage of 2 V
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Power Supply Specifications

Specifications

Model Lambda DSP100-24
Input Voltage 90 - 264 Vac,
Input Frequency 47 t0o 63 Hz
Power 100.8 W
Holdup Time 10 ms (115 Vac)
Output Voltage 24 Vdc
Output Current 4.2 A
RS-232 Specifications
Connector DB-9S
Baud rate 1200 - 115200 (Default = 115200)
Parity None
Data bits 8
Stop bits 1
Signa|s Pin 1-NC
Pin 2 - TXD
Pin 3 - RXD
Pin 4 - Connected to Pin 6
Pin 5-GND
Pin 6 - Connected to Pin 4
Pin 7 - CTS
Pin 8 - RTSA
Pin 9-NC
Ethernet LAN Specifications
Connector RJ-45
Ethernet 10/100 BaseT
Indicators Yellow - Indicates link is operational
Green - Indicates network traffic detected.
Signals Pin 1 - TXD+ (Transmit Data +)

Pin 2 - TXD- (Transmit Data -)
Pin 3 - RXD+ (Receive Data +)
Pin4 - NC

Pin5 - NC

Pin 6 - RXD- (Receive Data -)
Pin 7 - NC

Pin 8 - NC
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Antenna Cable Specifications

Manufacturer Time Microwave Systems

Part No. LMR-400 (replacement for RG-8/9913)
Connector Type RP-TNC

Impedance 50 ohms

Attenuation 3.9 dB/100 ft (12.8 dB/100 m)

Internal Antenna Specifications (FCC)

Type PATCH

Frequency (FCC) 902 - 928 MHz
Polarization Circular

Gain 9.5 dBiC

VSWR, maximum 1.5:1

Input impedance 50 ohm (nominal)
Power Handling 6w

Size (FCC)

12.0x 12.0 x 1.4 in (305 x 305 x 36 mm)

Internal Antenna Specifications (ETSI)

Type PATCH

Frequency (ETSI) 865 - 868 MHz
Polarization Circular

Gain 9 dBiC

VSWR, maximum 1.3:1

Input impedance 50 ohm (nominal)
Power Handling 6W

Size (ETSI)

305x305x36 mm (12x12x 1.4 in)
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67



8 Specifications

External Antenna Specifications (FCC)

C Caution:

Part No. ANTENNA-018-E
Type PATCH

Frequency (FCC) 902 - 928 MHz
Polarization Linear (Horizontal)
Gain 9.5 dBiC

VSWR, maximum 1.5:1
Input impedance 50 ohm (nominal)

Input Power 6W
Size 12 x12x 1in (305 x 305 x 25 mm)
Weight 2.6 Ibs (1.2 kg)

This device is designed to operate with a 9.5 dBiC (9.0 dBiC for ETSI) gain internal antenna
and conducted power is factory set to 23 dBm (200 mW). When conducted power is set to
29 dBm (0.871 W), the antenna gain cannot exceed 9.5 dBiC. Antenna having a higher gain
is strictly prohibited per regulations of Industry Canada when utilizing maximum power.
Power into the antenna must decreased to compensate for any increased antenna gain. The
required antenna impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should
be so chosen that the equivalent isotropically radiated power (EIRP) is not more than that
required for successful communication.

The installer of this radio equipment must ensure that the antenna is located or pointed
such that it does not emit an RF field in excess of Health Canada limits for the general
population; consult Safety Code 6, obtainable from Health Canada’s website.

External Antenna Specifications (ETSI)

68

Part No. ANTENNA-019-E
Type PATCH
Frequency (FCC) 865 - 870 MHz
Polarization Linear (Vertical)
Gain 9 dBiC

VSWR, maximum 1.3:1 or less
Input impedance 50 ohm (nominal)

Input Power 6 W
Size 305 x305x25 mm (12 x 12 x 1in)
Weight 1.2 kg (2.6 Ibs)
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Bulkhead Connector/Interface Cable Pinout

IDentity 4100 User Guide

Specifications

Pair Pin Color Pin Name Function
1 A Black Tx+ Ethernet
B Green Tx- Ethernet
2 C Black Rx+ Ethernet
D Orange Rx- Ethernet
3 E Blue VC2+ Ethernet
F Black VC2- Ethernet
4 G Black VC2+ Ethernet
H Brown VC2- Ethernet
5 J Black RS-232 TXD Serial Port
K Red RS-232 RXD Serial Port
6 L Black
M White RS-232 GND Serial Port
7 N Black
P Yellow RS-232 CTS Serial Port
8 R Red RS-232 RTS Serial Port
S White No Connect
9 T Red +24 Vdc Power
U Green 24 Vdc GND Ground
10 Vv Red DIN Ref 1 Digital Input Common
W Blue DIN1 Digital Input 1
11 X Red DIN2 Digital Input 2
Y Yellow DIN Ref 2 Digital Input Common
12 4 Red DIN3 Digital Input 3
a Brown DIN4 Digital Input 4
13 b Red GND Ground (Reader)
c Orange DOUT1 Digital Output 1
14 d Green DOUT2 Digital Output 2
e White DOUT3 Digital Output 3
15 f Green DOUT4 Digital Output 4
g Blue GND Ground (Reader)
16 h n/a n/a n/a
] n/a n/a n/a
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9 Safety and Regulatory Information

Safety and Regulatory Information

70

Power Disconnect Device

The plug on the power supply cord is intended to be the power disconnect
device. As a result, the power source (socket or outlet) shall be located near
the equipment and shall be easily accessible.

FCC Notice

RF Safety

This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instruction manual, may
cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference in
which case the user will be required to correct the interference at his own
expense.

WARNING: FCC Radiation Exposure Statement. The antennas used for this transmitter

Caution:

must be installed to provide a separation distance of at least 1 meter from all
persons and must not be co-located or operating in conjunction with any other
antenna or transmitter.

ETSI Radiation Exposure Statement. The antennas used for this transmitter
must be installed to provide a separation distance of at least 25 cm from all
persons and must not be co-located or operating in conjunction with any other
antenna or transmitter.

The IDentity 4100 UHF Reader is equipped with two (2) RF ports and is
factory configured to operate on the internal RF port (1). To prevent reader
damage, the external RF Port (2) must be properly terminated with a 50 ohm
load or a functional UHF antenna before power up if the reader has been
configured to use this port. Never power up the reader unless the appropriate
loads or antennas are connected. Always power down the reader before
removing an antenna or load from an RF port.

The maximum antenna cable length is 10 meters.
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Electrostatic Discharge

ATTENTION |Dentity 4100 antenna ports may be susceptible to damage from static
discharge or other high voltage. Use proper Electrostatic Discharge
(ESD) precautions to avoid static discharge when handling or making
connections to the IDentity 4100 reader antenna or communication
ports. Equipment failure can result if the antenna or communication
ports are subjected to ESD.

Regulatory Compliance

Caution: The IDentity 4100 is designed to meet the regulatory requirements in those

IDentity 4100 User Guide

jurisdictions in which it is offered. Changes or modifications not expressly
approved by Sirit Technologies for compliance could void the user's authority
to operate the equipment.
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Appendix A Disposal of the IDentity 4100 Reader

Disposal of the IDentify 4100 Reader

Prior to disposing of the IDentity 4100 Reader, the battery must be
removed. The battery used in the IDentity 4100 is a Lithium / Manganese
Dioxide (Li/Mn0Q2) type. This battery contains no measurable amounts of
mercury, lead, or cadmium.

Caution: The procedure outlined in this appendix requires opening the IDentity 4100
Reader case in order to remove the battery prior to disposal. Opening the
case of the IDentity 4100 will void the warranty. In addition, opening the case
may adversely affect any future operation of the reader.

Never open the case of the IDentity 4100 Reader unless you are going to
remove the battery and dispose of the unit.

All disposal operations must be performed within local guidelines and laws. It
is the responsibility of the reader owner to ensure all local and regional laws
and regulations are followed for proper reader disposal.

To remove the battery, perform the following;:
1 Remove the reader from service and disconnect any power, antenna,
and communication cables.

2 Remove the 16 Philips head screws securing the reader enclosure to
the antenna.

3 Separate the reader and antenna. An RF cable connects the two units.

4  Using an SMA connector wrench, remove the cable from the antenna
and set the antenna aside.
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5 Remove the serial, digital /0, and Ethernet cables from the digital
board.

Remove the nine screws securing the shield can to the digjtal board.
Remove the remaining screw securing the digital board to the chassis.

Remove the digital board from the enclosure and locate the battery
next to the LEDs.

9 Use a small flat-blade screwdriver to push the battery out of the holder.

10 Properly dispose of battery according to local and regional laws and
regulations.

11 Properly dispose of reader according to local and regional laws and
regulations.
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