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Copyright Notice

The contents of this publication may not be reproduced in any part or as a whole, stored,
transcribed in an information retrieval system, translated into any language, or transmitted in any
form or by any means, mechanical, magnetic, electronic, optical, photocopying, manual, or

otherwise, without the prior written permission of 4IPNET, INC.

Disclaimer

4IPNET, INC. does not assume any liability arising out the application or use of any products, or software
described herein. Neither does it convey any license under its parent rights not the parent rights of others.
4IPNET further reserves the right to make changes in any products described herein without notice. The

publication is subject to change without notice.

Trademarks
4IPNET (dipnet) is a registered trademark of 4IPNET, INC. Other trademarks mentioned in this publication

are used for identification purposes only and may be properties of their respective owners.



FCC CAUTION

This equipment has been tested and proven to comply with the limits for a class B digital device, pursuant
to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

---Reorient or relocate the receiving antenna.

---Increase the separation between the equipment and receiver.

---Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

---Consult the dealer or an experienced radio/TV technician for help.
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1. Introduction

1.1 Introduction of MSG100

The 4ipnet MSG100 Multi-service Wireless Office Gateway is a “network-service-in-a-box” business gateway that
that provides remote, centralized management of data and voice services for small and branch offices and
teleworkers. The compact, multi-functional networking appliance concurrently provides advanced services,
including network segmentation, user authentication, role-based access control, and instant account provisioning
for visitors. Moreover, it provides VPN, secure WLAN, individual user bandwidth management, WAN failover and
load balancing for small businesses. Easy deployment and remote management features enable MSG100 to be

deployed in places with limited IT resource.

This manual is intended for system integrators, field engineers and network administrators to set up MSG100 in
their network environments. It contains step-by-step procedures and graphic examples to guide MIS staff or

individuals with basic network system knowledge to complete the installation.

1.2 System Concept

In a Small and Mid-size Business (SMB) network environment, devices such as switches, hubs, and access points
are commonly used, and Internet connection is usually via an ADSL or a cable modem. MSG100 uses virtual LAN
(VLAN) technology to partition one physical network under its control into five logical virtual networks, called
Service Zones, including one untagged zone and four tagged zones. The untagged zone is also referred as the
Default Service Zone in this system, which is always enabled. On the other hand, the other four tagged zones can
be enabled or disabled respectively. By default, port-based configuration is used and all of the four physical LAN

ports are set to use the Default Service Zone.

The figure below demonstrates an example of the SMB network deployed with MSG100. Both LAN and WLAN of
the system can be secured by IPSec VPN. MSG100 will actively establish VPN tunnels while the selected users
are logging in. Not only the traffic within the office network will be protected by IPSec VPN, this VPN module can be
configured to support site-to-site IPSec VPN tunnels across remote branch offices. The same clientless VPN setup
implementation can also be extended to remote users in accessing office network from public Internet via PPTP
VPN tunnels. Once the remote client-to-site PPTP VPN tunnels are established, traveling employees can connect

back to the office network via reliable, secure connections using their portable devices.

3 © 2008 4IPNET, INC.
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1.3 Document Conventions

& Represents essential steps, actions, or messages that should not be ignored.

8 Note: Contains related information that corresponds to a topic.

Indicates that clicking this button will return to the system Homepage.

. Logout | Logout the system.

Access Online Help interface.

L duia | Indicates that clicking this button will apply all of your settings.

L4 | Indicates that clicking this button will clear what you have set before the settings are applied.

* The red asterisk indicates that information in this field is compulsory.

Screen captures and pictures used in this manual may be displayed in part or in whole, and may vary or
differ slightly from the actual product, depending on versioning and menu accessed.

4 © 2008 4IPNET, INC.



2.System Overview

2.1 Package Contents

The standard package of MSG100 includes:

i
i

i

MSG100

Quick Installation Guide (QIG)
CD-ROM (with User’s Manual and QIG)
Power Cord

Power Adapter (12DC, 2A)

Cross-over Ethernet RJ-45 Cable
RS-232 DB9 Console Cable

x1
x1
x1
x1
x1
x1
x1

dipnet MSG100 User's Manual

It is recommended to keep the original packing material for possible future shipment when repair or
maintenance is required. Any returned product should be packed in its original packaging to prevent

damage during delivery.

2.2 Specification

2.2.1 Hardware Specification

General
U  Form Factor: Mini book
U Dimensions (W x D x H): 11.8" x 6.1" x 1.7" (300 mm x 155 mm x 43 mm)
U  Weight: 2.5 Ibs (1.15 kg)
U  Operating Temperature: 0 ~ 40 °C
U  Storage Temperature: -20 ~ 65 °C
U Power Adapter: 100~240 VAC, 50/60 Hz
U  Built-in real-time clock

Connectors & Display

0

U
0
U

WAN Ports: 2 x 10BASE-T/100BASE-TX RJ-45
LAN Ports: 4 x 10BASE-T/100BASE-TX RJ-45
Console Port: 1 x RS-232 DB9

LED indicators: 1 x Power, 1 x Status, 2 x WAN, 4 x LAN

© 2008 4IPNET, INC.
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2.2.2 Technical Specification

Networking
U Support Router, NAT mode
Support Static IP, DHCP, PPPoE mode on WAN interfaces and PPTP (WAN 1 only)
Controllable LAN ports requiring authentication
Support IP Plug and Play (IP PnP)
Built-in DHCP server and support for DHCP relay
Support NAT:
(1) IP/Port Destination Redirection
(2) DMZ Server Mapping

O o N B

(3) Virtual Server Mapping

(4) H.323 Pass-Through

(5) SIP Pass-Through

Support static route

Support Wake on LAN, Web-based utilities (Ping, Trace Route and ARP) and Dynamic DNS
Walled Garden (free surfing zone): 20

Support MAC Address Pass-Through

HTTP Proxy Servers: 10

O

WAN failover and local balancing on dual WANs
U Support multiple Service Zones in Port-based or Tag-based mode
Security
U Local VPN tunnels to enhance wireless security: 50
Client-to-stie remote VPN of PPTP over public Internet: 10
Site-to-site VPN tunnels over public Internet: 3
Support VPN Pass-Through (IPSec and PPTP)
Support built-in DoS attack protection
Support MAC Access Control List
Support user Black List: 5 lists x 40 sets

c ccCcocooccoc

Allows MAC address and user identity binding for local user authentication
U Support QoS and WMM
User Management
U Simultaneous support for multiple authentication methods (Local, POP3(S), LDAP, RADIUS, NT
Domain, on-demand and SIP)
U Role-based access control (including Firewall policies, Specific route, Login Schedule, and Bandwidth
management)
U Support time-based firewall
U User Session Management:
(1) SSL protected login portal page
(2) Support multiple logins with one single account

(3) Session idle timer
6 © 2008 4IPNET, INC.



(4) Session/account expiration control

(5) Email message with a hyperlink and login reminder for accessing login page

(6) Windows domain transparent login

(7) Configurable login time frame

4ipnet MSG100 User's Manual

U Instant account (200 accounts) generation for guests by authorized users without IT’s intervention

0
0

User account roaming support

Support local account Grouping to classify users

System Administration

0

O

0

Multi-lingual, web-based management Ul
Customizable login and logout portal pages
SSH remote management

Remote firmware upgrade

NTP time synchronization

Console management interface support (CLI)
Backup and restore of system configuration

SNMP v2 support

Monitoring and Reporting

0

c ccCcococcoc

Status monitoring of on-line users

Monitoring of IP-based network devices

WAN connection detection and failure alert message

Support SYSLOG for diagnosing, troubleshooting and logging
User traffic session log

Traffic history report in an automatic email to administrator
Support RADIUS accounting

Notification email of status monitoring and reporting

© 2008 4IPNET, INC.
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3. Installation

3.1 Panel Function Description

Front Panel

| 4ipn3t M5G100 [j [ﬂ“:‘—]

. Power : ON indicates the power on, and OFF indicates the power off.
2. Status : Power and Status both ON indicate system ready, OFF indicates BIOS running, and BLINKING

indicates OS running.

3. WAN : ON indicates connection, OFF indicates no connection, and BLINKING indicates data transmitting.
4. LAN: ON indicates connection, OFF indicates no connection, and BLINKING indicates data transmitting.
Rear Panel
5 4 3 2 1

1. Power : Attach the power adaptor here.

Reset :

Press and hold the Reset button for about 5 seconds and the LED status indicator on the front panel
will start to blink before restarting the system.
Press and hold the Reset button for more than 10 seconds and the LED status indicator on the front
panel will start to speed up blinking before resetting the system to default configuration.

3. WAN:
For connecting to external networks which are not managed by MSG100 via ADSL or Cable Modem,
or connecting to a certain LAN of an organization via Switch or Hub.

4. LAN:

For connecting to the networks managed by MSG100, such as client networking devices.
MSG100 supports Service Zone function including Port-Based mode and Tag-Based mode. Under
Tag-Based mode, Service Zones are distinguished by VLAN tagging instead of physical LAN ports,
and vise versa. By default, the system is in Port-Based mode and all LAN ports are set to the default
Service Zone.

5. Console : For displaying text data on an extended monitor via a RS-232 DB9 cable.

8 © 2008 4IPNET, INC.
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3.2 Hardware Installation

Please follow the steps mentioned below to install the hardware of MSG100.

1. Connect the power adapter to the power socket on the rear panel. The Power LED on the front panel should be

ON to indicate a proper connection.

2. Connect an Ethernet cable to WAN1 Port on the rear panel. Per your needs, connect the other end of the cable
to a networking device such as ADSL modem, cable modem, switch or hub. The WAN1 LED indicator should be

ON to indicate a proper connection.

3. Connect an Ethernet cable to any LAN Port on the rear panel. Connect the other end of the cable to a PC for

configuring the MSG100 system. The LED indicator should be ON to indicate a proper connection.

- Please only use the power adapter supplied with the MSG100 package. Using a different power
& adapter may damage this system.
- To double verify the wired connection between MSG100 and your switch/router/hub, please also
check the LED status indication of these network devices.

9 © 2008 4IPNET, INC.
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3.3 Software Configuration

3.3.1 Instruction of Web Management Interface

4ipnet MSG100 supports web-based configuration. Upon the completion of hardware installation, MSG100 can be

configured through a PC by using its web browser with JavaScript enabled such as Internet Explorer version 6.0.

Step 1:
Set DHCP in TCP/IP of the administrator PC to get an IP address dynamically. Connect the PC to any LAN Port of
MSG100. An IP address will be assigned to the PC automatically via the MSG100 built-in DHCP server.

Step 2:
Launch a web browser to access the web management interface of MSG100 by entering “https://192.168.1.254”
(“https” is used for a secured connection) or “http://192.168.1.254” in the address field.

‘2l MSG100 - Microsoft Internet Explorer
File Edit View Favorites Tools Help

@Back i =7 |£| @ -_l‘} f.._j Search

-
Address | @] httpe{192.168.1.254(lagin. shitml

Step 3:
The following Administrator Login Page will then appear. Enter “admin” (the default value) in the Username and

Password fields, and then click Login to log in.

If you are unable to get to the login screen, please check the IP address used. The IP address should
8 Note: be in the same subnet of the default gateway. For using static IP in TCP/IP setting, set a static IP
address such as 192.168.1.x for your network interface, and then open a new browser again.

10 © 2008 4IPNET, INC.
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Step 4:
After a successful login, a “Home” page with four links called Setup Wizard, Quick Links, System Overview, and

Main Menu will appear.

4ipnet

W q"‘dt LIH;.
Oweryiew

@ Setup Wizard: provides a four-step quick configuration of the system. Please refer to Section 3.2.2. Quick

o
-
T

N A
b
B X .

Configuration for more information.

4ipnet qipnet
Setup Wizard
D | ceen

r m m AR
5,

",
» Wiy PO | elEa

o . Tirnm Zone: | §GNT BT Taps
Tyated
|+ i D Er| 2w
¥ e
§

- :, (-

AL

=

@ Quick Links: provides 8 links for the administrator to access frequently used pages of the web management
interface directly, which are System Status, Local User Management, Policy Management, Privilege List,
Online User List, Guest Account Management, Authentication Configuration, and Firmware
Management.

4ipnet 4ipnet %

Quick Links
| x]ﬁ\ ¥

-1

11 © 2008 4IPNET, INC.



8 Note:

dipnet MSG100 User’'s Manual

@ System Overview: provides an overview of the system status for the administrator. Certain hyperlinks of

associated configuration pages are provided in this page for the administrator to access directly.

gipnet

a
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192 1661 224
1 2tk i
L¥L 10 g
192 JBE 4224
iz kit e

System Overview

e fplic o R R

i
& aan
# fvmry

Bl
Ernablosi
Eraabieri
Lit e )

Eraatessi

23t

10
Ko il 0
sl ]
REE L]
Enrsie FF L]

[T R —

@ Main Menu: provides detailed configuration pages for administrators to configure the system manually.

Please refer to Section 4. Main Menu for more information.

=

Arris

A

S B bt

Wlnorw ta Sy w M B

Ve ko s {3 B . i 5 - BT 0 S B, 4§ LY e s FAra, T B
e

Wizard.

Quick Links and System Overview are not accessible until the system is configured via Setup

© 2008 4IPNET, INC.
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3.3.2 Setup Wizard

MSG100 provides a Setup Wizard for quick configuration. The Configuration Wizard comprises of four basic steps.
Follow the instructions of Configuration Wizard to enter the required information step by step, save your settings, and

restart MSG100. Then, the system is ready to use. The four steps of Configuration Wizard are listed below:

Step I. General

Step 2. WANL1 Interface

Step 3. Local User Account (Optional)
Step 4. Confirm and Restart

Please follow the steps below to complete the Setup Wizard configuration.

Step 1: General
Click the Setup Wizard in the Home page to start the configuration process.
Enter a new password in the New Password field, and re-enter it again in the Verify Password field (a maximum

of 20 characters and no spaces allowed in between).

Select an appropriate time zone from the Time Zone drop-down list box to set up the system time.

Click Next to continue.

Setup Wizard

how Mszwan) | ansas
ey Pannani: | anman

Tim: Zorel | [GW+0BOCITY oi e

& For security concern, it is strongly recommended to change the administrator's password.

13 © 2008 4IPNET, INC.
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Step 2: WANL1 Interface and Wireless
Select a proper type of Internet connection for WANL1 interface from the following three available connections:
Static, Dynamic, or PPPoE. Your ISP or network administrator can advise on the connection type available to
you. Below depicts an example for Dynamic.

Click Next to continue.

Setup Wizard
WANL Inbearfacs

VE D1 1P il g v 0 el ]
La v

m ML Uk o ol e 12 sl )

Step 3: Local User Account (Optional)
New local accounts can be created and added into the database via this optional function. If local user accounts are
not required, click Skip to go directly to Step 4. However, it is recommended to create at least one local user account
in order to verify the system's readiness upon completion of this Setup Wizard.

Enter the Username (e.g. “testuser”) and Password (e.g. “testuser”) to create a new local account.

Click Next to continue.

More local accounts can be added by clicking the Back button in Step 4.

4ipnet

Setup Wizard
Laesl Usar Scoount | Okl

LU i T

Fascpsandt  wessswas

Step 4: Confirm and Restart

Click Finish to save current settings and restart the system.

4ipnet

Setup Wizard
Confirm and Restart

Migasd prEss Finksh Delmam sad FSTAR T FRstas,

14 © 2008 4IPNET, INC.
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A confirmation dialog box will then appear. Click OK to continue.

Microsoft Internet Explorer

\?2 Are you sure wou wank bo restart the system now?

[ Ok i [ Cancel

A Confirm and Restart message will appear on the screen during the restarting process. Please do not

interrupt the system until the Administrator Login Page appears.

4ipnet

Setup Wizard

Contfire and Restart

IR

The system is trying to locate a DNS server at this stage. Therefore, a longer startup time is required

Note:
8 Note if the configured DNS cannot be found.

When the following Administrator Login Page appears, it means the restart process is now completed.

Eughiak =

-Ft. 1L T T
|'ll > Panawund:
rl (9

.-*-\H 1

-~ | . Z r
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3.3.3 User Login Portal Page

In order to be granted network access via MSG100’s controlled port, a user must be authenticated first by entering a
correct username and password on the User Login Portal Page. To verify whether the configuration of the new local

user account(s) created via the Setup Wizard has been completed successfully:

1. Connect a client device (e.g. laptop, PC) to the LAN1 Port of MSG100. The device will obtain an IP address
automatically via DHCP.

2. Open a web browser on a client device, access any URL, and then the default User Login Page will appear.

3. Enter the Username and Password of a local user account previously generated via Setup Wizard (e.g.

“test@local” as the Username and “test” as the Password); then Click Login

User Login

Usemmame: beshi=er

Passvisril sesssmem

1. MSG100 supports multiple authentication options including built-in local user database and
external authentication database (e.g. RADIUS). The system will automatically identify which
authentication option is used from the full username entered.

The format of a full (valid) username is userid @postfix, where “userid” is the user ID and
“postfix” is the name of the selected authentication option.

3. Exception: The postfix can be omitted only when the default authentication option is used. For
example, “LOCAL” is the default authentication option at this system; therefore, you may
enter either “test” or “test@local” in the Username field.

8 Note:

Congratulation!
The Login Success Page will appear after a client has successfully logged into MSG100 and has been authenticated
by the system. The appearance of Login Success Page means that MSG100 has been installed and configured

properly.

E apin Seccees - Micrasel) nderaet [xplodar

Hello, weu ars lepped in vis
testuserfiecel

Ta log cut, plesas dick the "Logout® button or
cloes thie window,

Logers Tirred 20007 -10-70 13T 2

16 © 2008 4IPNET, INC.
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4.Web Interface Configuration

This chapter will guide you through further detailed settings. The following table shows all the Ul functions of
MSG100.

OPTION System Users Network Utilities Status
General Authentication NAT Password Change System
WAN 1 Black List Privilege Backup & Restore Interface
WAN 2 Group Monitor IP System Upgrade Routing Table
WAN Traffic Policy Walled Garden Restart Online Users
FUNCTION IR/IAa'\pl)pPir?gr;t Agg':]'t? (r)]lal Proxy Server Network Utilities User Logs
Service Zones DDNS E-mail & SYSLOG
Client Mobility
VPN

Syatem [ Wsars ! HEbwork | uilaties

Statis
‘Welcome ta System Main Menu

Thie Admindetraiice Web nteriace sllows it 60 varians twoiking parametes, 15 oustomize netaork sarvices, Te manags
wsad accamls aml la monile| ases stiles

FamcBoas ain seposated lnia 5 malk cote gosies

. Utilislns ool St

Sopyrghl & 2087 AFNET INE. AR dghts imsmreesd

Click Apply to allow the changes you made on the current page to take effect immediately.
Sometimes the system may require a restart after clicking Apply. When a restart message

appears, the system must be restarted for the settings to take effect. Restart can be done till all
configurations are completed.

All on-line users will be disconnected during restart.

8 Note:
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4.1 System Configuration

4.1 System

This section includes the following functions: General, WAN1, WAN2, WAN Traffic, LAN Port Mapping, and
Service Zones.

- L) e o =

Spsbenn Users | btk Iiliees Abaius

Garmral | WANT | WA | WAR Traffie | LA For Mapaing | Sares Zones

Bl B e
System
Fa— Corfigurs general sattrgs for the sntins system, such as Spstem Kame, [nkemal Domsin
Hsme, SHHP, Tirme, b
Wani Sut L WaN1 incoifam using tha connachion Types! Static, Dynamic, P2TPR, or PRPCE
Wanz Setun WENE ntefam using the connecion types; Mane, Btatic, Dymamin, or FRPoE

Oweral traffic control Teatures of WaN ntalace sach & Load Balarding, 'Wal Falowver,

W
AN Trafflc handwidth manapemant, and connacion detaction, et

& "Gerwice Zone” in the Sxstem, by defsudt, contsing wied Sod wingkess coverage Aress in
the Wher “Port-Based” il LAN
LAM Port Mappisg = crgarezstion, YWhen “Fort-Based” mocke is ensbled, each physicdl LSN port cor be st

redviduslly to map to a speafc Geviss Tone for bster uss, By contrsst, under “Tegssed”
ok, Barvics Zones will be distgashed by WLaN kagging, nstesd of physicsl LN ports

Service Temey 2 table tn display the Servcs Zones ond relsted st

4.1.1 General

Main information about MSG100 is shown on this page, including System Name, Internal Domain Name,
Homepage Redirect URL, User Log Access IP Address, Management IP Address List, SNMP, HTTPS Protected
Login, and Network Time Protocol (NTP) Server.
WAt ] AN L Nt L Lt ot M e b Bow Eeehs
T e

General Settings for the Entire System

Sk e Mult-sardca Wirdess Offics Gato wary

mEg 100 et com

IMADH ol thip duvicn tor inkemal ure, 9. mnkeg e, offi ca-nemm com

Entarnial Domain Maime

& Enabis O Dizable

Hiin i Mdireo LeL - -~
ity e . g0 g barciom R L —

Ui Log Acoass TP Address

Mgsagrment 1P Address List  Sebo Manggement [P acdress Lt
ERMP CIEnable (= Dizsbin

HTTPS Protéchiod Lasgin IEnable =) Dizsble

Systan Time @ 2007710031 15:07:31

Tme Tore ;
1l T B 01 T e -
& NP
HTP Sarar 1; | Eck.usro ey Ml | oy w g, tocksusre, v mil)
Thisie:
MTP Sarsar 7: |ripl faude
NTP Sarvar 3 choek. puh ks
NTF Sarier 4! |rtoel.pads L) br
NTF Sarver St |rio] s mu 0T A

O Marwzly setup
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i System Name: Set the name of the system or use the default.

i Internal Domain Name: A fully qualified domain name (FQDN) of the system. The domain name entered here
will be shown at the top left of the Login Success page. In addition, when HTTPS is enabled, entering the
domain name of the uploaded certificate will not only change the URL of the User Login page, but also
increase login speed. For example, if the Internal Domain Name is configured as “ashop.com”, the URL of the

User Login page will be https://ashop.com/loginpages/login.shtml.

i Homepage Redirect URL: Enter the URL of a Web server as the homepage. When Local VPN is disabled at

this system, after a successful login, users will be directed to this homepage, such as http://www.goodle.com,

regardless of the original homepage set in their computers.

i User Log Access IP Address: Specify the IP address of an external billing system to access the system's user
logs. Only the specified billing system can directly access the system's user logs in text format via a Web
browser. For example, if the access interface of MSG100 is “10.30.1.213”, the user logs can be found in
following URLSs.

n  Traffic History : https://10.2.3.213/status/history/2007-07-17

= = P Pgerefes  Jinks el

i BEk = ® I e b L O L P
cpem o TIPSR o Eld i ™
|

iais ™ Wi ¥ LES Packei I w bl m Parkad

n  On-demand History : https://10.2.3.213/status/ondemand history/2007-07-17

PRy — |..- .- achavvaaret_Pastom LR O _l_-'.Jl.. L

P i i b Wil Hame 1" e Fackeos | Brive In Puckein O Bris T

i Management IP Address List: Set the IP range where the web management interface of MSG100 can be
connected via its WAN and/or LAN ports. For example, “192.168.1.0/24” means that as long as you are within
the IP range between 192.168.1.0 and 192.168.1.255, you can reach the management interface.

Management IP Address List
MNo. IP Address/Segment MNo. 1P AddressfSegment

1 192.168.1.0/24 2

3 +

i SNMP: MSG100 supports SNMPv2. If this function is enabled, the specified SNMP server can access the

Management Information Base (MIB) of the system.

=Enable Cieable=

SR Manager [P sddress:

LOmmeiriy
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HTTPS Protected Login: The system supports HTTPS (encrypted) and HTTP (non-encrypted) for clients to
log into the system. When this function is enabled, the Secured Socket Layer (SSL) will be activated and

implemented into the Web-based user login page.

HTTPS Protected Login (O Enable @ Disable

Time: The system time can be set up manually or synchronized with remote NTP (Network Time Protocol)
servers. It supports up to five NTP servers. When NTP is enabled, the information of at least one NTP server

must be provided.

System Time ; 200710431 13:50:12

Time Zone
(GMT+0: 00 Taigsi w
w WTP

HTP Garver 1! [todk.usnoonavyard | Frgao bk uEno e, s
Time

NTP Sarver 2! | ntpl felde

WTP Saryer 3 | clock cuhk, e, Rk

HTP Gapyae 4 | neped e e be

HTF Sarver 5 | ntpl s OT 24

The system time can also be set up manually by selecting Manually set up. Then select the date and time from

the drop-down list box.

Sysoam Time : FI07/A0/51 1350012
Time Zane
[EMTT-+ N0 T -

1 NP

w Manudly SeCup
wihear - SMan | — = Day

= % Howrn = S klirute == % Sscond
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There are 4 connection types supported on the WAN1 Port: Static, Dynamic, PPPoE and PPTP.

Mlain Pt~ S5Eten

Wan

Al Part MEpnp ) Saivine Dot

WANL Interface Setting

mned automsticaby) | Renew |

i Static (Use the following IP Settings): Select this option to specify a static IP address for the WAN1 port

manually when a static IP address is available for MSG100. The fields with red asterisk are required.

WAkl

Q Q8 8§ 8 8

WANL Interface Setting

P ackdress

Glibaek Mask:

Defauk Gateway:

Prafermed DHE Faivir: 1689511

dltermate DNS Server

TIrgs AEEgnEd suComaticaln

AETE

IP Address: The IP address of the WAN1 port.

Subnet Mask: The subnet mask of the WANL port.

Default Gateway: The gateway of the WANL1 port.

Preferred DNS Server: The primary DNS Server of the WANL port.

Alternate DNS Server: The substitute DNS Server of the WANL1 port. This is optional.

i Dynamic (IP settings assigned automatically): This option can be selected when there is a DHCP server

located on the network that MSG100 is connected to. Click Renew to get an IP address automatically.

L1 |

WAN T Tivherbace Sattneg

DSOS T SR | PR [T B [ FERT I
VLt 1 Gl cc g e gniod s e dueal w0 PeCiees
[l -=-NE

Tp-p
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PPPoE: Select this option when PPPoE is the connection protocol provided by your ISP.

To properly configure PPPOE connection type, set the Username, Password, MTU and Clamp MSS.

When Dial on Demand is enabled, the Maximum Idle Time field is required to be filled in. The system will

disconnect itself from the Internet automatically when the Maximum Idle Time is reached.

WAN L

WANL Interface Setting

o Shates (Waw tha Mallwing IP satiangsh
O Dyramic [P safrmge aeegnad aormmariesly|
FPPE
LEsarmame:
Paeranid:
MTL: LA | hyies SRangasi000-1492%
Claamp MISE: LAD0 | bytes *§mangm:380~1300)
i an Demand 2y Enzhle @ Dizablo

PPTP: Select this option when PPTP is the connection protocol provided by your ISP.

When Dial on Demand is enabled, the Maximum Idle Time field is required to be filled in. The system will

disconnect itself from the Internet automatically when the Maximum Idle Time is reached.

There are two connection types available, Static or DHCP.

@ Static: Select Static to specify the IP address of the PPTP Client manually.

WRN1

WANT Interface Satting

Type i sredic = DHCP
PPTP Sarver [P Address:

Usamame
Password:
PPTP Comnection [O/Wame:

Dl an Demand ) Enshin ' Disahim

@ DHCP: Select DHCP to get the IP address automatically..

WANL

WANT Interface Setting

= static () DHCP

1P &ddrass

Cailn st Mpeals:

Deteult Gabaway:
Frafarred DNS Serser:
EXem ate DHE Sarver

FPTP Berver [P Addreess:
Usesmame:

Password

PRTP Cannmactian [Dheme:

Diad an Demand: T Enable 5 Msable
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4.1.3 WAN2

WANZ2 can be disabled when selecting None. When WAN2 Port is enabled, it supports 3 connection types: Static,
Dynamic and PPPoE.

Dlgin Many * Grrbarr

WARE InfarTace Setting

AR

it None: The WAN2 Port is disabled.

i Static (Use the following IP Settings): Select this option to specify a static IP address for the WAN2 port

manually when a static IP address is available for MSG100. The fields with red asterisk are required.

Wi |l rrlAce Frllirng
=
@ Shede T Jzz zve fo ounicg I sebr st
= Ard=rass:
“ulqel Masl
WAL [T T | N TP P
S s THA Farr
Arewsma LS GE~ar

O e I s dngs asigrn ] ae onaseZlley
0 2pzns

i Dynamic (IP settings assigned automatically): This option can be selected when there is a DHCP server

located on the network that MSG100 is connected to. Click Renew to get an IP address automatically.

VUAREE Irilewrloce Selling

[N T
O3 ArabinsA e cm = T2 25k ]
LN R
& LynEme 172 520 AsEarad F ke oEheals El
O p-pL

i PPPoOE: Select this option when PPPOE is the connection protocol provided by your ISP.
To properly configure PPPOE connection type, set the Username, Password, MTU and Clamp MSS.
When Dial on Demand is enabled, the Maximum Idle Time field is required to be filled in. The system will
disconnect itself from the Internet automatically when the Maximum Idle Time is reached.
Wyl 2 Lier [ave Sy
[ TS

71 =k e = e Falacsie 110 se—inse

0 D an e P e nigs ==mices aueandl e v

& ook
HZA 1ATE: -
WA Fazew-un.g
(2 H LI.2 horas - | s irre-deang
cl-m- eas 7N Lwo2s =lie gacrizie-ieun]
M=l nr EEh @ =nzbod £ azaber
Mzxsinunid = ine J win Az
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4.1.4 WAN Traffic

MSG100 supports uplink/downlink bandwidth management features, including Load Balancing and WAN Failover,

and Connection Detection.

General L e LARE {maHTreths 10 Zat Hepns  Saces Facae
Zan T, ' oimar v eH TriH:
PIAY TraHic Sefngs

A aibille Pkt Alibe 4337 yRanga: 1 126260
R Il S T e P
e e el e R o e R e o R e R B e '

IR m=in

WA Fellover &
(RTUHCTERTTTREL TLTERTT] neoocmzly oz
Ersb e Laad Szlaisrg
Er:boc st Focez

wanrg ckIvee ek Dz azmoa

Available Bandwidth on WAN Interface:

@ Uplink Bandwidth: The maximum uplink bandwidth of the WAN interface to be shared by clients. The
same setting will be applied to WAN1 and WAN2.

@ Downlink Bandwidth: The maximum downlink bandwidth of the WAN interface to be shared by clients.
The same setting will be applied to WAN1 and WANZ2.

WAN Failover & Connection Detection: MSG100 supports WAN Failover, Load Balancing and the ability to

detect WAN connection.

@ Target for detecting Internet connection: Enter the IP address or domain name of up to three targets to
which the system will send packets for detecting Internet connection status. If there is a problem in the
connection in the WAN port, and the specified IP address(es) or domain name(s) cannot be reached, there
will be a warning message appearing on clients’ screens. To enable WAN Failover, at least one target must
be configured.

@ Enable Load Balancing: MSG100 supports outbound load balancing. Select to enable the system’s Load

Balancing function. The system will distribute traffics to WAN1 and WAN2 based on the weight ratio
assigned; the weight ratio can be based on Sessions, Packets or Bytes. When this function is enabled, the

WAN Failover check box will disappear because WAN Failover is covered by Load Balancing.
== T oale Wi ==l e
1™ Mne i kammee:

1 Lot i bames:
Wik Failever &

Lonne rtion Lebectian (RN EIRR I T (SN RTLEH
= Znzblz o4 Jaary
L T T R N R TSI R LY Lzzw segizas &
S e ezl B e s
v Sk
e

0o WANL1 Weight: Enter a value ranging from 1~99. The default value is 50.

0 Base: Three Base types can be selected from: Sessions, Packets or Bytes. Packets and Bytes are
based on historic downlink data. New connection sessions will be distributed between WAN1 and
WANZ2 based on the Base selected and WAN1 Weight set.
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@ Enable WAN Failover: Select to enable the WAN Failover function to ensure continuous uptime for
Internet connection. Furthermore, select “Fall back to WAN1 when WANL1 is available again”to allow the

traffic goes back to WAN1 when WAN1 becomes active again after a disconnection.

TIrgzkbbzrdezcoar 3 InTSmzk conr 230t
12:Nnnz n kana

12;Mn 0 bamA:

i Fallny ae My 1M ko
Crnnarnn Dekartian .
=n-bll dal saan ity
% =nzhilz o4 B2 lrwar
I 1ral cad aovwesr 1w 22011 = gvalacle sgen

R R s Wl 'l s i ol PR ol SRl o Tl
@ Warning of Internet Disconnection: MSG100 supports Internet disconnection detection feature. When
this function is enabled, a text box will appear for the administrator to enter a warning message. This

warning message will appear on clients' screens when Internet connection is down.

=tg=1 0l mdie ==l e
1200w iz 1 bed e
12 MAms n b anat

. 12;Mnms i kAama
was Failover B

Connection Lekectian T =nzblz _3ac saari-g

“n=hls AACITE IE-ar

R TR T (TR T B AR N AL ]
e A R T TN T U T P T o I | e PO T Y (PRl PP TR TR S S
Farryl Tha =are =F = == wncans nEwalak A *
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4.1.5 LAN Port Mapping

MSG100 supports multiple Service Zones in either of the two VLAN modes, Port-Based or Tag-Based, but not
concurrently. In Port-Base mode, each LAN port can only serve traffic from one Service Zone as each Service
Zone is identified by physical LAN ports. In Tag-Based mode, each LAN port can serve traffic from any Service
Zone as each Service Zone is identified by VLAN tags carried within message frames. By default, the system is in
Port-Based mode with Service Zone 1 (Default Service Zone) enabled and all LAN ports are mapped to Default

Service Zone. Compare two figures below to see the differences.

ADILCObE I5P1

XDSL/Cable sy 1SP1 Mod e
Modem ¢
WANI
WANI1
Layer2 Switch S— Layer2 Switch M &1 Swrch

- ™ - ﬂ e

Service Zone (VLAN) Service Zone (VLAN) Service Ione (VLAN] Service Ione (VLAN)
for Staff for Guests tar Shaft lar Guasts

[ Port-Based] [ Tag-Based]

It is recommended that the administrator decides which mode is better for a multiple-service-zone deployment
before proceeding further with the system configuration. Settings for the two VLAN modes are slightly different, for
example, the VLAN Tag setting is required for Tag-Based mode.

(Granra] | WERIL Y WAME '\ WEM Trafk L P Mg Bervine Sones
Bain bao = fusam
LAMN Ports and Sarvice 2o0e Mapping

Selet the made for Servics Tone & Port-Based
O TagBased

Speckly adesired Servior Tes Tee esch LAN Paet:

I-It:fil}ll.:irj I.II::Ii';-I I:'mll_l
LaA1 Lak2

=
Lanz L4

Select the mode for Service Zone: Select a VLAN mode, either Port-Based or Tag-Based.

The switches deployed under MSG100 in Port-Based mode must be Layer 2 switches only.

8 Note:
The switch deployed under MSG100 in Tag-Based mode must be a VLAN switch only.
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@ Port-Based: When Port-Based mode is selected, traffic from different virtual Service Zones will be
distinguished by physical LAN ports. Each LAN port can be mapped to a Service Zone in the form of a
many-to-one mapping between ports and Service Zones.

0 Specify adesired Service Zone for each LAN Port: For each LAN port, select a Service Zone to
which the LAN port is to be mapped from the drop-down list box.
By factory default, all LAN ports are mapped to Default Service Zone; therefore, the administrator can
enter the web management interface via any LAN port upon the first power up of the system. From the
drop-down list box, all disabled Service Zones are gray-out; to activate any desired Service Zone,
please configure the desired Service Zone under the Service Zone tab and enable its Service Zone

Status (refer to Section 4.1.6. Service Zones).

I &k Parta and Srrvlee 7 ans Mapping

Salprk tha mnde tne Sarulre Pane S5 oL B,
i Ta=-R=zan

YpeLily o desined Service fone Mereach LAM oz

Il'lnr.: I I| TEmSl e II lata.l = | L‘:ri:rl
| Ak AR 2k

@  Tag-Based: When the Tag-Based mode is selected, traffic from different virtual Service Zones will be
distinguished by VLAN tagging, instead of by physical LAN ports.
Select Tag-Based and then click Apply to activate the Tag-Based VLAN function. When a restart
message screen appears, do NOT restart the system until you have completed the configuration under
the Service Zones tab first.
For more information on enabling Tag-Based VLAN and configuring Service Zones, please refer to

Appendix B. Service Zone — Deployment Example.

LaN Ports and Serwice Zome Mappdieg

Sebach the mpade fer Service Lone Part-Baced

% T -Basead
Mptice: Under “Tag-Bacad” mode, Service Popes well be
gistipguiskbod by VLAN tagging, (mstead of physical LAMN poets.
L&k LaNg LaME LaN4
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4.1.6 Service Zone

There are five Service Zones: Default, SZ1, SZ2, SZ3 and SZ4. Click Configure to complete the settings of each
Service Zone. The management interface of the Port-Based Service Zone is different from that of the Tag-Based

Service Zone

Ganersl | EANK] WARL WAN Traffic AN Port Mapprg

Man Wevy - Sagtem

Survice Zone Sattiegs

Service Zems hismie AN Pt Masping  AesSed Pobry  Defesl Aethes Opbiss  Stotus Detads
Dofauk: Policy 1 Sarver 1 Ensbled [ _Canfgure

571 |D [ wr]w Policy 1 Sarvar 1 Dissbled [ Conbors

=] (v v Folicy 1 Sarvar 1 Dizsbled [ Configore

= (wlwiw]w R Sarvar Deatked  (EEntade_

o v wjw IENCER sewrs  besks (Gog

[ Port-Based ]

armral v WANL WAHHT 3 WaM Traflc 1 AN Ford Mappng S

Gervice Done SetEngs

Sarvice Do haang VLAM Tog  Appled Palicy Deteslt Auties detion States Detads
Cofauk Hy Policy 1 Seremr 1 Ersbled  [_confgars |

=71 1 Policy 1 Sarar 1 Disabiad  [_Cenfigara |

o] z Podicy 1 Sarvar i Disabdad :: lf::nl-_-:-h:!_g-__:

=T a Poliy 1 Sarear 1 Dizabled [ Configrs |

T4 B Poliy 1 sarver 1 Dizsbled  [_confgare |

[ Tag-Based]

i Service Zone Name: The name of the respective Service Zones.

i LAN Port Mapping: The Green Light indicates which physical LAN port (from left to right: LAN1, LAN2, LAN3,
and LAN4) is currently mapped to the Service Zone. This column will only appear when the system is in Port-
Based mode.

i VLAN Tag: The VLAN tag assigned to the Service Zone.

i Applied Policy: The policy applied to the Service Zone.

i Default Authentication Option: The authentication option selected for the Service Zone such as Local, POP3,
RADIUS, LDAP, NT Domain, Ondemand or SIP will be shown in this column.

U Status: Indicates whether the Service Zone is currently active or not; Enabled represents the SZ is in an active

state, and Disable represents an inactive state.
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Details: Detailed settings of the Service Zone.

Click Configure to enter the Basic Settings, SIP Interface Configuration and Authentication Setting interfaces
for further configuration.

@  Basic Settings

Baslc SetHngs

Zerelce Zonc Status LT TR FY [ TN M |
Qurioe Lume same S
o glicn Mode ST O Tmmar
" Rbeanrk Tntritaca = Jul=rA=s SEOTRRFE
RN T ) - AR e bl B
Traizzbi2 U1 ez

LT e W I LY B

Sl P A e (19216221 =

E-d.taddzss o [10e 1wz 2 1LD 0
JressHA T TResr | 1IRT IR, .
LH LI suereer SN S ok HESED G
Larals d=ra: [dnmsn 1
WL el
i T
Thosryms [ A

CrEngals HRD RAl-.
(1) Service Zone Status: Indicates the current activating status of the Service Zone.
(2) Service Zone Name: The name of the Service Zone.

(3) Network Interface: When the system is in Tag-Based Service Zone mode, the VLAN Tag column will
appear.

Basic Settings

Seruice Tons Status & Enabied Bled
Service Lone Mame 21

Diparation Mode  SMAT  OiPoter
Batwork Inbsrface P Adcrass L33.150.2.2%54

Subnet Mack © (X55.X535.255.0 p
Port-Based Barvics Zone Sekeated
[ Port-Based )

Basle Sertings

Garvlcs Tome Status TEnabkd Dissbled
Service Tone Name SZt
~
WiAN Tag |1 * R ERGEE 1 ]
Cowration Moede {5 HAT  ChRouker

Mebwork Interf acs
[P addrass 192,168,2,.254
Subngt Mack = 2552552550

Tag-Basod Service Zona Bolactad

[ Tag-Based]
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Operation Mode: When NAT mode is selected, the Service Zone will run in NAT mode. When
Router mode is selected, the Service Zone will then run in Router mode.

IP address: Specify the IP Address assigned to this Service Zone.

Subnet Mask: Specify the Subnet Mask assigned to this Service Zone.

VLAN Tag: Enter the VLAN tag number for this Service Zone.

DHCP Server: MSG100 supports three DHCP modes: Disable DHCP server, Enable DHCP Server or

Enable DHCP Relay. Each Service Zone can have its own DHCP setting.

&=
Sl=rl 1P Al === 19246221 o
Erd Qv asdezas o |10 du=.e 10 '
ZracerAaT TS Taresre [ IRTUSE. -
DH s an b s e
e dmmE | =aan "
AL e
CHFwcle THEP Rl
Disable DHCP Server: Select this option when using a static IP address for Internet connection.
Enable DHCP server: The system will act as a DHCP server and assign an IP address to its clients
when this option is enabled.

- Start IP / End IP: Specify the range of IP addresses to be distributed by the built-in DHCP
server to clients. This setting must synchronize with the IP range configured in System >
General > Management IP Address List (refer to 4.1.1 General).

- Preferred DNS Server: Enter the IP address of the preferred DNS server.

- Alternate DNS Server: Enter the IP address of the 2™ DNS server; this is optional.

- Domain Name: Enter the Windows domain name for this Service Zone.

- WIN Server IP: The IP address of the WINS (Windows Internet Naming Service) server if a
WINS server is applicable to this Service Zone..

- Lease Time: The valid time period of the IP addresses issued from the DHCP server. Choose
the time interval from the drop-down list box to update DHCP IP addresses automatically.

- Reserved IP Address List: Each Service Zone can reserve certain IP addresses (within the
predefined DHCP range) for specific client devices via MAC, to prevent the system from
issuing these IP addresses to downstream clients.

Reserved IP Address List - Service Zone Default

MNo. Reserved IP Address MAC Address Description

Enable DHCP Relay: When this option is enabled and the Service Zone is connected to an external
DHCP server, IP addresses will then be assigned by that external DHCP serve. The system will only
relay DHCP information from the external DHCP server to downstream clients of this Service Zone.

- DHCP Server IP Address: Enter the IP address of the external DHCP server to be used.
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For more information on DHCP replay, please refer to Appendix D. DHCP Replay.

@  SIP Interface Configuration
The system provides SIP proxy that helps SIP clients pass through NAT. After enabling SIP and
completing SIP Authentication configuration, all authenticated SIP traffic can pass through NAT via a
selective and fixed WAN interface. (For more information on SIP Authentication configuration, refer to
4.2.1.7 SIP Authentication.)

S Iriderface oo i

Fnahlad || WM Lnber vy wazH1

SIP Authentication can be activated in either NAT or Router mode. A Policy can be selected to govern
SIP traffic from the clients who log in with SIP Authentication. The login schedule of the selected Policy
will be ignored by SIP Authentication. However, the specific route and firewall rules of that selected

Policy will be applied to SIP traffic.

Be noted that the specific route of the applied Policy cannot conflict with the assigned WAN

8 Note:
interface for SIP authentication.

@  Authentication Settings
This interface displays the authentication status related to this Service Zone. Enabled means that clients
will be authenticated when accessing this Service Zone. The Login/Logout pages can also be
customized here.

Authentcation Settings

Authcutication Required For e abied 0 pizabied
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F1P suthenbcatan el Mia
Legie Page [ Contgure |
Lipoait Page
Curstoam Pag s Lo Saccess Poge
Login Succiss Page far Instant Avcount [CSanfigas |
Lagout Saccess Page |"'EE|'_ Eli
Groug Permdssion For this Sereloe Jong |_-EE'E|
Default Policy in this Service Zene Palicy 1 % [ EditSystern Poilges |
Email Message for Login Reminding |_'EE'LTE'W|
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Enable or disable this feature.

®3)

(4)
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Auth Option: The authentication options supported by MSG100. Click the hyperlink of the
respective options, including Serverl to Server4, Guest Users, and SIP Authentication, to enter the
Authentication Option configuration page.

Authentication Database: The type of authentication database used. The system supports five
types of authentication databases: Local, POP3, RADIUS, LDAP, and NT Domain.

Postfix: A postfix is used to inform the system which authentication option is used for authenticating
an account (e.g. bob@BostonLdap or tim@TokyoRadius) when multiple options are concurrently in

use. One of authentication options can be assigned as default. The postfix can be omitted only when

the default authentication option is used. For example, if "BostonLdap" is the postfix of the default

option, Bob can log in with either "bob" or "bob@BostonLdap” as his username.

o Default: Select an Auth Option to be default authentication option. If clients log in the system via the

default authentication option, the postfix can be omitted when typing username.
o Enabled: Check to activate the authentication options, and uncheck to inactivate. For more
information on Authentication Methods, please refer to Section 4.2.1. Authentication.
Group Permission for this Service Zone:
To configure Group permission based on the role of this Service Zone.
Click Configure to have further configuration or view the details.
Click Enabled of the desired Group option(s) to allow the clients of the selected Group(s) to log into this
Service Zone after a successful authentication. Moreover, a pre-defined Policy can be applied to any

Group in this Service Zone.

Click the hyperlink of the respective Group names in the To Zone Permission Configuration column to

enter the Group tab, where zone permission and policy assignment can be further configured (refer to
Section 4.2.3. Group).

Group Permiizsion for this Serdice ¢one
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Default Policy in this Service Zone: A Policy selected from the drop-down list box can be applied to

the Service Zone. Click on Edit System Policies, the Policy Configuration interface will appear for
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detailed settings (refer to Section 4.2.4. Policy).
Leefau it Falicy in thic Service fane Tl = sdbdezem ales
E-mail Message for Login Reminding: The system will send an automatic POP3 e-mail to notify
clients who should have logged into the system. The administrator can customize the content of this
notification e-mail. Each Service Zone can have its own message.
Click on Edit Mail Message to enter the POP3 Email Message Editing page.
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Custom Pages: There are five users’ login and logout pages that can be customized by the

administrator for each Service Zone. Click Configure to have further configuration of these pages.

Lugim Haye [m‘

Logout Fage [ zeafare |

Custom Pages Logln Success Page [ meafgee |
Logln Success Page for Instant Looo unt [ oAt 31 |

Logout Succecs Page [ oAt 1aE |

a. Login Page
The administrator can use the default Login Page or get the customized one by setting the template
page, uploading the page or downloading from a designated website. Upon completion of the
configuration, click Preview at the bottom of this page to view the customized Login Page. If the
administrator wishes to restore the factory default setting of Login Page, click the Use Default Page

button.

a-1.Login Page - Default Page

Choose Default Page to use the default login page.
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a-2.Login Page — Template Page
Choose Template Page to make a customized login page. Click the hyperlink of Select to pick a

color and then fill in all of the blanks. Click Preview to view the result first.
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a-3.Login Page - Uploaded Page

Choose Uploaded Page to upload a new/edited login page.

The user-defined login page must include the following HTML codes to provide the necessary fields

for username and password.

=form action="us erlogin.s htm!” method="post” name="E nter”=
<input type="text” name="myus ername™>

<input type="password” name="mypassword”=

<input type="submit” name="submit™ value="Enter"=

<input type="reset” name="clear” value="Clear”=>

</form=

If the user-defined login page includes an image file, the image file path in the HTML codes must

be as follows.

Remote VPN : <img src=images/xx.jpg”>

Default Service Zone : <img src=images0/xx.jpg”>
Service Zone 1 : <img src=images1/xx.jpg”>
Service Zone 2 : <img src=images2/xx.jpg”>
Service Zone 3 : <img src=images3/xx.jpg”>
Service Zone 4 : <img src=images4/xx.jpg”>

Click the Browse button to select the customized HTML codes to upload. Then click Submit to
complete the upload process.
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Next, enter or browse the filename of the images to be uploaded in the Upload Images field on the
Upload Images Files page and then click Submit. The system will show the used space and the
image file limit (512K).

After the image file is uploaded, the file name will show on the Existing Image Files field. Check the

file and click Delete to delete the file.

Upon the completion of the upload process, the new login page can be previewed by clicking

Preview button on the bottom.

a-4.Login Pages - External Page
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Choose External Page to download a login page from the designated website. Enter the website

address in the External URL field and then click Apply.

After applying the setting, the new login page can be previewed by clicking Preview at the bottom

of this page.

The user-defined login page must include the following HTML codes to provide the necessary
fields for username and password.
=form action="us erlogin.s htmI” method="post” name="E nter”=
<input type="text” name="myus ername™>
<input type="password” name="mypassword”=
<input type="submit” name="submit” value="Enter"-

<input type="reset” name="clear” value="Clear”=
</form=

For example, if the system name of this MSG100 is "abc.3322.org”, then the first line of the html
codes would be “https://abc.3322.org/loginpages/userlogin.shtml” instead of “userlogin.shtml”.

b. Logout Page
The administrator can use the default Logout Page or get the customized one by setting the
template page, uploading the page or downloading from a designated website. Upon completion of

the configuration, click Preview at the bottom of this page to view the customized Logout Page. If
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the administrator wishes to restore the factory default setting of Logout Page, click the Use Default

Page button. As the process is similar to that of Login Page, please refer to the configuration

instructions of Login Page for more details.

The HTML codes of the admin-defined logout interface are different from those of Login Page. The
following HTML codes must be included to allow users to enter the username and password.

<form action="userdogout.shtml” method="post” name="E nter'">
<input type="text” name="myusemame"=
8 Note: :
<input type=""password” nane="Tnypassword >
<input type="submit™ name="submit" value="Logout">
<input type="reset” name=""clear” value="Clear">

< form>

c. Login Success Page
The administrator can use the default Login Success Page or get the customized one by
setting the template page, uploading the page or downloading from a designated website.
Upon completion of the configuration, click Preview at the bottom of this page to view the
customized Login Success Page. If the administrator wishes to restore the factory default

setting of Login Success Page, click the Use Default Page button. As the process is similar to

that of Login Page, please refer to the configuration instructions of Login Page for more

details.

d. Login Success Page for Instant Account
The administrator can use the default Login Success Page for Instant Account or get the customized
one by setting the template page, uploading the page or downloading from a designated website.
Upon completion of the setting, click Preview at the bottom of this page to view the customized
Login Success Page for Instant Account. If the administrator wishes to restore the factory default
setting of Login Success Page for Instant Account, click the Use Default Page button. As the

process is similar to that of Login Page, please refer to the configuration instructions of Login Page

for more details.

e. Logout Success Page
The administrator can use the default Logout Success Page or get the customized one by setting
the template page, uploading the page or downloading from a designated website. Upon completion
of the setting, click Preview at the bottom of this page to view the customized Logout Success Page.
If the administrator wishes to restore the factory default setting of Logout Success Page, click the

Use Default Page button. As the process is similar to that of Login Page, please refer to the

configuration instructions of Login Page for more details.
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4.2 Users

This section includes the following functions: Authentication, Black List, Group, Policy and Additional Control.

\ % @ e ’
Sysiem Users Hatmork HiRwn Status
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Blsck List
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4.2.1 Authentication

The function is used to configure a list of authentication options which can be enabled or disabled in the
management interface of each Service Zone. When “Authentication required for the Zone” of a Service Zone
(shown on each Service Zone’s management interface) is enabled, at least one of the authentication options must
be activated.

The system allows up to four authentication servers plus one Guest Users authentication option and SIP
authentication option. Each option ties to a user account database. The system is capable of authenticating clients
against the built-in Local authentication database and multiple external authentication servers such as POP3,

RADIUS, LDAP, and NT Domain.
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i Authentication Option: The authentication options supported by MSG100. Click the hyperlink of the
respective options, including Serverl to Server4, Guest Users, and SIP Authentication, to enter the

Authentication Option configuration page.
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i Authentication Database: The system supports five types of authentication databases: Local, POP3, RADIUS,
LDAP, and NT Domain.

i Postfix: A postfix is used to inform the system which authentication option is used for authenticating an
account (e.g. bob@BostonLdap or tim@TokyoRadius) when multiple options are concurrently in use. One of
authentication options can be assigned as default. The postfix can be omitted only when the default
authentication option is used. For example, if "BostonLdap" is the postfix of the default option, Bob can log in

with either "bob" or "bob@BostonLdap” as his username.

S Note: The format of a valid username is userid @postfix, where “userid” is the user ID and “postfix” is
the name of the selected authentication option.

i Group: An authentication option, such as POP3 or NT Domain, can be set as a Group with the same QoS or

Privilege Profile setting.

For more information on Group, please refer to Section 4.2.3. Group.

Only RADIUS, POP3, and LDAP authentication databases are allowed to be enabled in more than one
Auth Option.

4.2.1.1 Local Authentication Database

Click the hyperlink of Server 1 to enter the Authentication Option - Server 1 page.

Authentication Settings

Auth Option Auth Database Postfiz Group
Server 1 LOCAL local Group 1
Server 2 POP3 pop3 Group 1
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u Name: Set a name for the authentication option by using numbers (0~9), alphabets (a~z or A
~Z), dash (-), underline (_), space and dot (.) within a maximum of 40 characters. The purpose
is that the administrator can identify the authentication options easily by their names such as
HQ-RADIUS.

u Postfix: Set a postfix that is easy to distinguish (e.g. Local) by using numbers (0~9), alphabets
(a~z or A~2), dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other
characters are not allowed.

A postfix is used to inform the system which authentication option is used for authenticating an
account (e.g. bob@BostonLdap or tim@TokyoRadius) when multiple options are concurrently
in use. One of authentication options can be assigned as default. The postfix can be omitted

only when the default authentication option is used. For example, if "BostonLdap" is the postfix
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of the default option, Bob can log in with either "bob" or "bob@BostonLdap” as his username.
Black List: There are 5 sets of black lists provided by the system. A user account listed in the
black list is not allowed to log into the system. Select one black list from the drop-down list box
to be applied to this specific authentication option.

Group: Select one Group from the drop-down list box for this specific authentication option.
Authentication Database: Select Local from the drop-down list box and then click Configure
to enter the Local User Database Settings.

Then, click the hyperlink of Local User List:
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@ Local User List: The administrator can view, add, and delete local user accounts here.
The Upload User button is for importing a list of user accounts from a text file. The

Download User button is for exporting all local user accounts into a text file.

Click the hyperlink of the respective usernames to enter a configuration page for further
settings. Local user accounts can be assigned to a Group and forced to apply Local VPN
respectively.
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0 Add User: Click this button to enter the Adding User(s) to the List interface. Then, fill in
the necessary information such as Username, Password, MAC Address (to bind the MAC
address of a networking device to a local user) and Remark. Select a desired Group to
classify local users. Check to enable Local VPN in the Enable Local VPN column. Click

Apply to complete adding the use(s).
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For more information on Group configuration, please refer to Section 4.2.3. Group.

Upload User: Click Upload User to enter the Upload User from File interface. Click the
Browse button to select the text file for uploading user accounts, then click Upload to
complete the upload process.
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The uploading file must be a text file and each line should contain the following information
in this specific order: Username, Password, MAC Address, Applied Group, Remark,
and Enable Local VPN. No spaces are allowed between fields and commas. The MAC
field can be omitted, but the trailing comma must be retained. When adding user accounts

by uploading a file, the existing accounts in the embedded database will be remained but

not replaced by new ones.

Local VPN Enabled
Username Password MAC Address (1: enable, 0: disabled)

| | | R
@ser},@ser@,@:ﬂﬂ:UU:OD:UO:DD}@@ETE@, ]

Applied Group Remark
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Download User: Use this function to create a .txt file with all built-in user account

information and then save it on disk.

Username

testuser

userl

userz2

user3

Download User to File

Password MAC Address
testuser
userl 00:00:00:00:00:00
userz
user3 00:00:00:00:00:00

Download

Applied Group
Local ¥PN Enabled
Remark
a

o

Search: Enter a keyword of a username to be searched in the text filed, and click Search

to perform the search. All usernames matching the keyword will be listed.
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Del All: Click on Del All to delete all the users at once, and click on Delete to delete the

user individually.
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Edit User: If editing the content of individual user account is needed, click the username of
the desired user account to enter the Editing Existing User Data Interface for that
particular user, and then modify or add any desired information such as Username,
Password, MAC Address (optional), Applied Group (optional), Enable Local VPN (optional)
and Remark (optional). Click Apply to complete the modification.
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@ Roaming Out & 802.1X Authentication: When either Account Roaming Out or
802.1X Authentication is enabled, the link of this function’s configuration page will be
available to further define authorized devices with IP Address, Subnet Mask and

Secret Key.
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Click the hyperlink of Roaming out & 802.1X Client Device Settings to enter the
configuration interface. Choose a desired type from Disable, Roaming Out or 802.1X.
Enter the IP Address, Subnet Mask and shared Secret Key of 802.1X clients. Click
Apply to complete the settings.

— Account Roaming Out: MSG100’s Local Authentication Database can act as
an external RADIUS database to another authentication server. When Account
Roaming Out is enabled, local users can log into the system from other network
domains with their local user accounts on MSG100. Here, the system acts as a
RADIUS Server, and the roaming-out local users as RADIUS clients.

- 802.1X Authentication: When 802.1X Authentication is enabled, the Local
Authentication Database will be used as a RADIUS database for connection with

802.1X enabled devices such as access points or switches.
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4.2.1.2 POP3 Authentication Database

The system supports authentication by an external POP3 authentication server. The system is
capable of supporting two POP3 servers, primary and secondary, for fault tolerance. When POP3
Authentication Database is enabled, at least one external POP3 server must be activated. The

Local VPN function can be enabled for the clients authenticated by POP3 authentication method.
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U Name: Set a name for the authentication option by using numbers (0~9), alphabets (a~z or A
~Z), dash (-), underline (L) and dot (.) within a maximum of 40 characters. All other characters
are not allowed.

u Postfix: Set a postfix that is easy to distinguish (e.g. Pop3) by using numbers (0~9), alphabets
(a~z or A~2), dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other
characters are not allowed.

A postfix is used to inform the system which authentication option is used for authenticating an
account (e.g. bob@BostonLdap or tim@TokyoRadius) when multiple options are concurrently
in use. One of authentication options can be assigned as default. The postfix can be omitted
only when the default authentication option is used. For example, if "BostonLdap" is the postfix
of the default option, Bob can log in with either "bob" or "bob@BostonLdap” as his username.

u Black List: There are five sets of the black lists. A user account listed in the black list is not
allowed to log into the system. Select one black list from the drop-down list box to be applied to
this specific authentication option.

U Group: Select one Group from the drop-down list box for this specific authentication option.

u Enable Local VPN: When Local VPN function is enabled for this authentication option, upon a
successful login of a client, a VPN tunnel will be established between a client’s device and the
system. The data passing through the VPN tunnel are encrypted. The system’s Local VPN
supports client devices under Windows 2000 and Windows XP SP1/SP2.

u Authentication Database: Select POP3 from the drop-down list box and then click Configure

for further configuration.
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(] Server: The IP address of the external POP3 Server.
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@ Port: The authentication port of the external POP3 Server.
@  SSL Setting: The system supports POP3S. Check the Enable check box to enable
POP3S.

4.2.1.3 RADIUS Authentication Database

The system supports authentication by an external RADIUS authentication server by functioning as
a RADIUS authenticator for the RADIUS server. The system is capable of supporting two RADIUS
servers, primary and secondary, for fault tolerance.
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u Name: Set a name for the authentication option by using numbers (0~9), alphabets (a~z or A
~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other characters
are not allowed.

U Postfix: Set a postfix that is easy to distinguish (e.g. Radius) by using numbers (0~9),
alphabets (a~z or A~Z), dash (-), underline () and dot (.) within a maximum of 40 characters.
All other characters are not allowed.

A postfix is used to inform the system which authentication option is used for authenticating an
account (e.g. bob@BostonLdap or tim@TokyoRadius) when multiple options are concurrently
in use. One of authentication options can be assigned as default. The postfix can be omitted
only when the default authentication option is used. For example, if "BostonLdap" is the postfix
of the default option, Bob can log in with either "bob" or "bob@BostonLdap” as his username.

u Black List: There are five sets of the black lists. A user account listed in the black list is not
allowed to log into the system. Select one black list from the drop-down list box to be applied to
this specific authentication option.

u Group: Select one Group from the drop-down list box for this specific authentication option.

U Enable Local VPN: When Local VPN function is enabled for this authentication option, upon a
successful login of a client, a VPN tunnel will be established between a client’s device and the
system. The data passing through the VPN tunnel are encrypted. The system’s Local VPN
supports client devices under Windows 2000 and Windows XP SP1/SP2.

U Authentication Database: Select RADIUS from the drop-down list box and then click
Configure for further configuration as below. Enter the related information for the primary
and/or the secondary RADIUS server (the secondary server is not required). The fields with

red asterisk are required. The settings will take effect immediately after clicking Apply.
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802.1X Authentication:

The system supports 802.1X. When 802.1X Authentication is enabled, the Local
Authentication Database will be used as a RADIUS database for connection with 802.1X
enabled devices such as access points or switches.

When the option is enabled, the hyperlink of 802.1X Client Device Settings will appear.
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Click the hyperlink of 802.1X Client Device Settings to enter the Roaming Out and 802.1X
Client Device Settings page. Choose a desired type from Disable, Roaming Out or 802.1X.
Enter the IP Address, Subnet Mask and Secret Key of 802.1X clients. Click Apply to

complete the settings.
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Username Format: Select Complete to transmit both the username and postfix from the
systems’ Local Authentication Database to the external RADIUS server for user
authentication purpose, or select Only ID to transmit the username only.

NAS Identifier: The Network Access Server (NAS) Identifier of the system for the external
RADIUS server.

Class-Group Mapping: This function is to assign a Group to a RADIUS class attribute sent
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from the RADIUS server. When the clients classified by RADIUS class attributes log into the

system via the RADIUS server, each client will be mapped to its assigned Group.
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Server: The IP address of the external RADIUS server.
Authentication Port: Enter the authentication port of the RADIUS server.
Accounting Port: The accounting port of the external RADIUS server.

Secret Key: The Secret Key for RADIUS authentication.

Q 8 8 8 W

Accounting Service: The system supports RADIUS accounting that can be enabled or
disabled.

Q

Authentication Protocol: The configuration of the system must match with that of the
remote RADIUS server. PAP (Password Authentication Protocol) transmits passwords in plain
text without encryption. CHAP (Challenge Handshake Authentication Protocol) is a more

secure authentication protocol with hash encryption.

If the external RADIUS server does not assign idle-timeout value, the MSG100 will use the local

8 Note: . .
idle-timeout.

4.2.1.4 LDAP Authentication Database

The system supports authentication by an external LDAP authentication server. The system is
capable of supporting two LDAP servers, primary and secondary, for fault tolerance.
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U Name: Set a name for the authentication option by using numbers (0~9), alphabets (a~z or A
~Z), dash (-), underline (L) and dot (.) within a maximum of 40 characters. All other characters
are not allowed.

u Postfix: Set a postfix that is easy to distinguish (e.g. Ldap) by using numbers (0~9), alphabets
(a~z or A~2), dash (-), underline (_) and dot (.) within a maximum of 40 characters. All other
characters are not allowed.

A postfix is used to inform the system which authentication option is used for authenticating an

account (e.g. bob@BostonLdap or tim@TokyoRadius) when multiple options are concurrently
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in use. One of authentication options can be assigned as default. The postfix can be omitted
only when the default authentication option is used. For example, if "BostonLdap" is the postfix
of the default option, Bob can log in with either "bob" or "bob@BostonLdap” as his username.
Black List: There are five sets of the black lists. A user account listed in the black list is not
allowed to log into the system. Select one black list from the drop-down list box to be applied to
this specific authentication option.

Group: Select one Group from the drop-down list box for this specific authentication option.
Enable Local VPN: When Local VPN function is enabled for this authentication option, upon a
successful login of a client, a VPN tunnel will be established between a client’s device and the
system. The data passing through the VPN tunnel are encrypted. The system’s Local VPN
supports client devices under Windows 2000 and Windows XP SP1/SP2.

Authentication Database: Select LDAP from the drop-down list box and then click Configure
for further configuration. Click Configure for further configuration. Enter the related information
for the primary and/or the secondary LDAP server (the secondary server is not required). The

fields with red asterisk are required. The settings will take effect immediately after clicking
Apply.

Primary LDAP Server

Server *(Domain Name/IP Address)

Port *leg, 289)
Base DN *(a.g. cn=users,de=domain,de=com)

Account Attribute *(e.g. cnl
Secondary LDAP Server

Server

Port
Base DN

Account Attribute

Group Mapping
LDAP Group M i Map LDAP Attributes to Group

Server: The IP address of the external LDAP server.

Port: The authentication port of the external LDAP server.

Base DN: The Distinguished Name for the navigation path of LDAP account.

Account Attribute: The attribute of LDAP accounts.

LDAP Group Mapping: This function is to assign a Group to a LDAP attribute sent from the
LDAP server. When the clients classified by LDAP attributes log into the system via the LDAP
server, each client will be mapped to its assigned Group. To get and show the attribute name
and value from the configured LDAP server, enter Username and Password and click Show
Attribute. Then, the table of attribute will be displayed. Enter the Attribute Name and

Attribute Value chosen from the attribute table, and select a Group from the drop-down list

box.
Attribute Name Attriubute Value
N LISERO1L
C TW
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LOAP Group Mapping - Server 4

{JEnable & Disable

M. LDAP Attribute Name LDAR Attribute Yalue Group Remark
1 (=] LSERDL Group 1 |
2 = ™ Group 2 ¥

4.2.1.5 NT Domain Authentication Database

The system supports authentication by an external NT Domain authentication server.

S Erdcation Jplon Seruer 1

wdmiE Graet L
21 1% g H] Ir-=
Alnrk | 15t .n- =
anthrrtleatinn Datahaae kT rai- = E
Eneup iup L
Fnahla | neal PR F

U Name: Set a name for the authentication option by using numbers (0~9), alphabets (a~z or A
~Z), dash (-), underline (L) and dot (.) within a maximum of 40 characters. All other characters
are not allowed.

u Postfix: Set a postfix that is easy to distinguish (e.g. NT-Domain) by using numbers (0~9),
alphabets (a~z or A~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters.
All other characters are not allowed.

A postfix is used to inform the system which authentication option is used for authenticating an
account (e.g. bob@BostonLdap or tim@TokyoRadius) when multiple options are concurrently
in use. One of authentication options can be assigned as default. The postfix can be omitted
only when the default authentication option is used. For example, if "BostonLdap" is the postfix
of the default option, Bob can log in with either "bob" or "bob@BostonLdap” as his username.

u Black List: There are five sets of the black lists. A user account listed in the black list is not
allowed to log into the system. Select one black list from the drop-down list box to be applied to
this specific authentication option.

U Group: Select one Group from the drop-down list box for this specific authentication option.

u Enable Local VPN: When Local VPN function is enabled for this authentication option, upon a
successful login of a client, a VPN tunnel will be established between a client’s device and the
system. The data passing through the VPN tunnel are encrypted. The system’s Local VPN
supports client devices under Windows 2000 and Windows XP SP1/SP2.

u Authentication Database: Select NT Domain from the drop-down list box and click Configure

to enter the Domain Controller page. The settings will take effect immediately after clicking

nomain Controllor
Sarvar LIE A diann]
Iransparant Login 1:.! TR '.?5 T bl posirdas s o i 0 G shewe,

(] Server: The IP address of the external NT Domain Server.
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@  Transparent Login: This function refers to Windows NT Domain single sign on. When
Transparent Login is enabled, clients will log in to the system automatically after they have

logged in to the NT domain, which means that clients only need to log in once.

4.2.1.6 ONDEMAND Authentication Database

The system provides an ONDEMAND Authentication Database of Instant Accounts for temporary
users such as visitors. For example, when visitors need to use Internet service, they can be
granted a temporary Internet access account.

>> To generate Instant Accounts

(1) As the example figure on the right, authorized Hello, Jean

You have successtully logged in.
The connection is secured by IPSec WVPHN.

links on their Login Success Page on their To create accounts for guest users, didk
the usage type below:

computers. (2) The administrator can also click the =~ Elani: & hrs 0 mins ; Plan 2: 4 hrs 0 mins

hyperlink of the Generate Guest Account User w

link on the Guest Account Generation page to

users can generate Instant Accounts by clicking

generate Instant Accounts.
A newly generated account will be displayed on a pop-up window and can be printed through a
network printer if available. The pop-up window will show two lines of header and one line of footer

along with a Username/Password pair and other information required.

Authentication Settings

Auth Option Auth Database Postfiz Group
Server 1 LOCAL local Group 1
Server 2 POP3 pop3 Group 1
Server 3 RADIUS radius Group 1
Server 4 LO&AP Idap Group 1

Guest Users COHDEMAND guest Group 1

SIP SIP = MNone

Click Guest Users to enter the Guest Account Configuration page.

Ciliest Acroink Centlgiraton
HusLliz Yo esl fa. AT, ax 27 noar
RecAINt HIPAdaE 1 L=l Al veur melzawmets

Rres:int Header >

Kurripl Fuuler Hh_rik . | AT ThEne VT
Gruup Murns coueal e
VFL N FASTO 1 .Ash ::l_'_d =|_||__l,::

wWireloss Koy
la=inurk

L=ars 1= Zla” S-msnrshea Carars=a s o .ne e

U Postfix: Set a postfix that is easy to distinguish (e.g. Guest) by using numbers (0~9),
alphabets (a~z or A~Z), dash (-), underline (_) and dot (.) within a maximum of 40 characters.

All other characters are not allowed.
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A postfix is used to inform the system which authentication option is used for authenticating an
account (e.g. bob@BostonLdap or tim@TokyoRadius) when multiple options are concurrently
in use. One of authentication options can be assigned as default. The postfix can be omitted
only when the default authentication option is used. For example, if "BostonLdap" is the postfix
of the default option, Bob can log in with either "bob" or "bob@BostonLdap” as his username.

i Receipt Header: There are two receipt headers supported by the system. The entered content
will be printed on the receipt. These headers are optional.

U Receipt Footer: The entered content will be printed on the receipt. This footer is optional.

i Group Name: All guest users can be applied with the same Group option. Select the desired
Group from the drop-down list box.

U WLAN ESSID: The administrator can enter the defined wireless ESSID in this field and it will
be printed on the receipt for guest users’ reference when accessing the Internet via wireless
LAN service. The ESSIDs given here should be those of the Service Zones enabled for guest
users.

i Wireless Key: The administrator can enter the defined wireless key such as WEP or WPA in
the field. The Wireless Key will be printed on the receipt for the guest users’ reference when
accessing the Internet via wireless LAN service.

U Remark: The administrator can enter extra information in this field for remark.

i Users List: Click the hyperlink of Users List to enter the Guest Users List page. By default,
the Guest Users List is empty. The related information of generated Instant Accounts, such as
password and status, will be shown in this list. In addition, the administrator can delete a

specific guest user or all guest users in this list.

Guesk Users Llst
Usernmne Pussrivrd Renaiming Tirna Gluluy Accuunl Yulid Throuph | Laclatl
B ME~2=0d0 Foanc M=l TATERTACT LT Tel A “FlaE

Tolzl O Lesl Fooviaus Dol adel

Q

Search: Enter a keyword of a username to be searched in the text filed and click this
button to perform the search. All usernames matching the keyword will be listed.
Username: The login name of guest users.

Password: The login password of guest users.

Remaining Time: The total time that guest users can use currently.

Q 8 8. Q

Status: The status of guest user accounts.
o Normal indicates that the account is not in-use and not overdue.
o Online indicates that the account is in-use and not overdue.
o0 Expire indicates that the account is overdue and cannot be used.
@  Account Valid Through: The expiration time of the account.
@  Delete All: This will delete all the users at once.
@  Delete: This will delete the users individually.
i Plan Configuration: The system supports two plans for guest users. Click the hyperlink of

Plan Configuration to enter the Guest Account Plan Configuration interface, where the
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administrator can configure up to 2 usage plans.
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@  Plan: The ID of a plan.

Q

Status: Enable or Disable the plan.

@  Time Volume: The Time Volume is how long guest users are allowed to access the
Internet.

@ 1% Login Expiration Time: It is a given time period that a guest account must be
activated after it is generated. The account will become expired if the guest user does
not login within the given time.

Generate Guest Account User: When at least one plan is enabled, the administrator can

generate Instant Accounts here. Click the hyperlink of Generate Guest Account User to enter

the Generate Guest Account User page. Click Generate of the desired plan and then an
instant guest account will be created. Click Print to print a receipt containing the guest user
account’s information, including the username and password. (The printer used for Print must

be pre-configured to connect to the administrator PC.)

Generate Suest Ao ot User
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A guess user account is now generated as follows in the Guest Users List:
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4.2.1.7 SIP Authentication

The system supports SIP transparent proxy for SIP clients (e.g. soft phones) to pass through NAT.
When the SIP Authentication option is enabled, all SIP traffic can pass through NAT via a fixed
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WAN interface. Up to four trusted SIP Registrars can be set in the SIP Authentication

Configuration page. All SIP clients can be selected as a Group.

Authentication Settings

Auth Option Auth Database Postfix Group
Server 1 LOCAL local Group 1
Server 2 POP3 pop3 Group 1
Server 3 RADIUS radius Group 1
Server 4 LD&P Idap Group 1

Guest Users ONDEMAND guest Group 1

SIP SIP e Mone

Click SIP to enter the SIP Authentication Configuration page.

210 audier idcation Sunliguration

IP hddresy Premurk

TrusLed Reagis brar

Taruup Tz L T T R B P | | A ]

Trusted Registrar: The SIP Authentication supports up to 4 trusted SIP registrars. When SIP
clients try to use the network service, they must be authenticated by one of the configured SIP
registrars. SIP traffic can pass through NAT after a successful authentication.

IP Address: The IP address of the Trusted SIP Registrar.

Remark: The administrator can enter extra information in this field for remark.

Group: A Group option can be applied to the clients who login with SIP Authentication. Be noted
that the specific route of the applied Policy for the selected Group cannot conflict with the

assigned WAN interface for SIP authentication.
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4.2.2 Black List

The administrator can add or delete users in the black list for user access control. There are 5 sets of black lists
provided by the system. A user account listed in the black list is not allowed to log into the system. The
administrator can select one black list from the drop-down list box to be applied to this specific authentication

option.

Blain M 1
Black Lkt Settings
Salect Black Lt 1:BlackBstd =
fam Blacklsti
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i Select Black List: Select one black list from the drop-down list box.

i Name: Set the name for the selected black list, which will show in the above drop-down list.

U Add User(s): After clicking Add User(s), the Add User(s) to Blacklist page will appear for adding users to the
selected black list.

Adding User(s) to Blacklist1

No. Username Remark

Enter usernames in the Username field and the related information in the Remark field (not compulsory).

Adding User{s) to Blacklistl

No. Username Remark

1 users
Click Apply to save the settings and the following page will appear

Tser 'user3' has been added|

Adding User(s) to Blacklistl

No. Username Remark

If the administrator wants to remove a user from the black list, just select the user’s Delete check box, and then

click Delete to remove the selected user from the black list.
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4.2.3 Group

8 sets of Group options including QoS Profile, Privilege Profile with Instant Account Privilege and Change
Password Privilege, and Zone Permission Configuration & Policy Assignment can be defined respectively to
enforce access controls on different Groups of users. Local users can be classified by applying Group options. A
Group which is allowed to access a Service Zone can be applied with a Policy within this zone. The same Group

within different Service Zones can be applied with different Policies as well as different Authentication Options.
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i Group Configuration — Group 1

@ QoS Profile: Set parameters for traffic classification.
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o Traffic Class: A Traffic Class can be chosen for a Group of users. There are four traffic classes:
Voice, Video, Best-Effort and Background. Voice and Video traffic will be placed in the high priority
gueue. When Best-Effort or Background is selected, more bandwidth management options such as
Downlink and Uplink Bandwidth will appear.

0 Group Total Downlink: Defines the maximum bandwidth allowed to be shared by clients within this
Group.

0 Individual Maximum Downlink: Defines the maximum downlink bandwidth allowed for an individual
client belonging to this Group. The Individual Maximum Downlink cannot exceed the value of Group
Total Downlink.

o0 Individual Request Downlink: Defines the guaranteed minimum downlink bandwidth allowed for an
individual client belonging to this Group. The Individual Request Downlink cannot exceed the value
of Group Total Downlink and Individual Maximum Downlink.

0 Group Total Uplink: Defines the maximum uplink bandwidth allowed to be shared by clients within

this Group.
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o Individual Maximum Uplink: Defines the maximum uplink bandwidth allowed for an individual client
belonging to this Group. The Individual Maximum Uplink cannot exceed the value of Group Total
Uplink.
o Individual Request Uplink: Defines the guaranteed minimum bandwidth allowed for an individual
client belonging to this Group. The Individual Request Uplink cannot exceed the value of Group Total
Uplink and Individual Maximum Uplink.
@  Privilege Profile: Includes Maximum Concurrent Session for User, PPTP login, Instant Account

Privilege and Change Password Privilege.

cirnpn 1 = Kriviline dZomligue i
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o Instant Account Privilege: When Instant Account Privilege is enabled, the authenticated local users
within this Group are allowed to create instant accounts via the Login Success Page.
o Change Password Privilege: When Change Password Privilege is enabled, the authenticated local

users within this Group are allowed to change their password via the Login Success Page.

Zone Permission Configuration & Policy Assignment — Group X

A Group can be assigned to one Service Zone or multiple Service Zones. Moreover, a Group can be applied
with different Policies within different Service Zones. Remote VPN is considered as a zone, where clients log
into the system via remote VPN.
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@  Zone Name: The name of Service Zones and Remote VPN.

@  Enabled: Select Enabled to allow clients of this Group to log into the selected Service Zones. For
example, the above figure shows that users in Group 1 can access network services via every Service
Zone as well as Remote VPN under constraints of Policy 1.

@  Policy: Select a Policy that the Group will be applied with when accessing respective Service Zones.

@  To Group Permission Configuration: The relation between Group and Service Zone is many to many;
every Group can access network services via more than one Service Zone, and meanwhile, each

Service Zone can serve more than one Group.
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Click the hyperlink in the To Group Permission Configuration column to enter the Group Permission
Configuration & Policy Assignment interface, which is based on the role of Service Zone, to configure the

relation between Group and Zone.
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0 Group Option: The name of Group options available for selection.

0 Enabled: Select Enabled to allow clients of the enabled Groups to log in to this Service Zone under
constraints of the selected Policies.
Check Enabled of each individual Group to assign it to the Service Zone listed. For example, the
above figure shows that clients in Group 1~8 can access Default Service Zone, where they are
governed by Policy 1~8 respectively.

o Policy: Select a Policy that the Group will be applied with when accessing this Service Zone.

o0 To Zone Permission Configuration: Click the hyperlink in the To Zone Permission Configuration
column to enter Zone Permission Configuration & Policy Assignment interface, which is based

on the role of Group, to configure the relation between Group and Zone.
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4.2.4 Policy

MSG100 supports multiple Policies, including one Global Policy and 12 individual Policy. Each Policy consists of
access control profiles that can be configured respectively and applied to a certain Group of users. Global Policy
is the system’s universal policy and applied to all clients, while other individual Policy can be selected and defined
to be applied to any Service Zone.

The clients belonging to a Service Zone will be bound by an applied Policy. In addition, a Policy can be applied at a
Group basis; a Group of users can be bound by a Policy. The same Group can be applied with different Policies
within different Service Zones.

When the type of authentication database is RADIUS, the Class-Group Mapping function will be available to allow
the administrator to assign a Group for a RADIUS class attribute; therefore, a Policy applied to this Group will be
mapped to a user Group of a RADIUS class attribute. When the type of authentication database is LDAP, the
Attribute-Group Mapping function will be available to allow the administrator to assign a Group for a LDAP
attribute; therefore, a Policy applied to this Group will be mapped to a user Group of a LDAP attribute. When the
type of database is SIP, the Group selection function will be available to allow the administrator to assign a Group

option for all SIP clients.

Policy Configuration - Polcy 1

Sl ey Policy L
Farevrell Profile [CEetry |
Speclc Reede Prafile | Getrg |
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Blswimam Cgapprrest Sesslons | 500 S CaREEkor P User]

Select Policy: Select a Policy for further configuration. Below depicts an example of selecting Policy 1.

Firewall Profile: Each Policy has a firewall service list and a set of firewall profile consisting of firewall rules.

Policy 1 - Firewall Configuration

Predefined and Custom Service Protocols

Firewall Rules

@  Predefined and Custom Service Protocols: This link leads to a Service Protocols List where the
administrator can define a list of service by protocols (TCP/UDP/ICMP/IP). There are predefined service
protocols available for firewall rules editing. The administrator is able to add new customized service

protocols by clicking Add, and delete the added protocols by clicking Delete.
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Firewall Rules: Click on the hyperlink in the No. column to edit individual rules and then click Apply to
save the settings. The rule status will show on the list. Check the Active check box and click Apply to
enable that rule. This link leads to the Firewall Rules page. Rule No.1 has the highest priority; Rule No.2
has the second priority and so on. Each firewall rule is defined by Source, Destination and Pass/Block

action. Optionally, a Firewall Rule Schedule can be set to specify when the firewall rule is enforced. It can

be set to Always, Recurring or One Time.
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Below depicts an example of selecting Filter Rule Number 1:
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0 Rule Number: This rule number of the selected rule. Rule No. 1 has the highest priority; Rule No.
2 has the second priority, and so on.

0 Rule Name: The rule name can be changed here.
0 Source/ Destination — Interface/Zone: There are choices of ALL, WAN1, WAN2, Default and the

Service Zones to be applied to the traffic interface.
0 Source / Destination — IP Address/Domain Name: Enter the source and destination IP
addresses.
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0 Source/ Destination — Subnet Mask: Enter the source and destination subnet masks.
0 Source/MAC Address: The MAC Address of the source IP address. This is for specific MAC
address filter.
0 Source / Destination — IPSec Encrypted: Check the box to filter the encrypted traffic only.
0 Service Protocol: Select a defined protocol from the drop-down list box.
o Schedule: Defines the time when this firewall rule will be activated. When a schedule is selected,
the clients assigned to this Policy are applied with the firewall rule only within the time selected.
There are three options, Always, Recurring and One Time.
o Action for Matched Packets: There are two options, Block and Pass. Block is to prevent packets
from passing, while Pass is to permit packets passing.
Specific Route Profile: The default gateway of WAN1, WAN2, or a desired IP address can be defined in a
Policy. When Specific Default Route is enabled, all clients applied with this Policy will access the Internet

through this default gateway.
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Click Setting of Specific Route Profile to enter the Specific Route page for further configuration.
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@  Enable: Check the Enable box to activate this function or uncheck to inactivate it.

@  Destination / IP Address: The destination network address or IP address of the destination host.
Please note that, if applicable, the system will calculate and display the appropriate value based on the
combination of Network/IP Address and Subnet Mask that are just entered and applied.

@  Destination / Subnet Netmask: The subnet mask of the destination network. Select
255.255.255.255(/32) if the destination is a single host.

@  Gateway / IP Address: The IP address of the gateway or next router to the destination.

Schedule Profile: Click Setting of Schedule Profile to enter the configuration page. Select Enable to show the
Permitted Login Hours list. This function is used to limit the time when clients can log in. Check the desired
time slots and click Apply to save the settings. These settings will become effective immediately after clicking
Apply.

Maximum Concurrent Session: Set the maximum concurrent sessions for each client.
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4.2.5 Additional Control

In this section, additional settings are provided for user management.
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i User Session Control: Functions under this section applies to all general users.

@ Idle Timeout: Defines the time when the system will log out a user when he has been inactive for a time
period set in this field. This setting will be applied to all users.

@ Multiple Login: When Multiple Login is enabled, different clients can log in with the same account at the
same time. This function is not valid for Instant Account and RADIUS Account.

@ Logout upon closing the “Login Success” window: When this feature is enabled, there will be a new
popup window for the users to confirm if they want to log out the system when they try to close the Login
Success Page in case it is closed by accident.

U Built-in RADIUS Server Settings

@ Session Timeout: Defines the time limit for Internet access for users who are authenticated by the built-in
RADIUS server. The system will log out such users when Session Timeout is reached.

@ Idle Timeout: Defines the time when the system will log out a user when he has been inactive for a time
period set in this field. This setting will be applied to users who are authenticated by the built-in RADIUS
server.

@ Interim Update: Defines the time when the system will update records of users who are authenticated by

the built-in RADIUS server constantly.
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i Customization: The administrator can upload a new private key and an external certificate issued by public or
private authority. Click Certificate button to enter the configuration interface.

Customization Certificate

Click the first Browse button to locate the file of the Private Key. Click the second Browse button to locate the
file of the Certificate to be uploaded. Next, click Apply to complete the upload process.
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Remaining Time Reminder: There is a Remaining Time Reminder supported by the system to remind guest

i
users that their accounts are about to expire within the given time. When this function is enabled, there will be a

reminding message appearing on guest users’ screen at a given time before expiration.
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MAC ACL: Click Edit to enter Access Control List for further configuration.

Edit (Control list to manage which dient devices are allowed to access the login page)

MAC ACL

Enter the MAC Address of network devices. When MAC ACL is enabled, only the clients with their MAC

addresses listed in this list can log into the system.
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4.3 Network

This section provides information on NAT, Privilege, Monitor IP, Walled Garden, Proxy Server, DDNS, Client
Mobility and VPN.
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4.3.1 NAT

There are three options of Network Address Translation that can be configured: DMZ, Virtual Servers and Port
and IP Redirect.
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i DMZ (Demilitarized Zone)

The administrator can use DMZ to define mandatory external to internal IP mapping, so that clients on the
WAN can access a private machine (e.g. a PC, a system) on the LAN via a specified external IP. For
Automatic WAN IP Assighment, check the Enable check box to enable Automatic WAN IP Assignment and
enter an Internal IP address. For Static Assignments, enter Internal and External IP Addresses as a set and

choose to use WAN1 or WAN2 as the External Interface. These settings will become effective immediately

after clicking Apply.
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Public Accessible Server

The administrator can set virtual servers by using this function, so that the computers outside the managed
network can access the servers within the managed network via WAN ports of MSG100. Enter the External
Service Port, Local Server IP Address and Local Server Port accordingly. Different virtual servers can be
configured for different sets of physical services, such as TCP and UDP services in general. Select TCP or
UDP protocol for the service’s type. In the Enable column, check the desired server to be enabled. These

settings will be effective immediately after clicking Apply.
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Port and IP Redirect

In this function, the administrator can set up to 40 sets of the IP address ports for redirection purpose. When
users attempt to connect to the port of a Destination IP Address listed here, the connection packet will be
converted and redirected to the port of the Translated to Destination IP Address. Enter the IP Address and
Port of Destination, and the IP Address and Port of Translated to Destination. Select TCP or UDP protocol
for the service’s type. These settings will become effective immediately after clicking Apply.
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4.3.2 Privilege List

MSG100 provides two privilege lists: IP Address List and MAC Address List. The IP addresses and MAC

addresses stated in these lists are allowed to access the network without authentication.
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U IP Address List
The clients (such as workstations) in the Granted Access by IP Address list are allowed to access the Internet
directly without authentication. Enter the IP Address of the clients. The Remark is optional but useful for
tracking purpose. These settings will become effective immediately after clicking Apply.

Granted Access by IP Address

No. IP Address Remark

Permitting specific IP addresses to have network access rights without going through standard
8 Note: authentication process at the authentication-required Service Zones may cause security
problems.

U MAC Address List
The clients in the Granted Access by MAC Address list are allowed to access the Internet directly without
authentication. Enter the MAC Address of the clients (in format: xx:xx:xx:xx:xx:xx). The Remark is optional but
useful for tracking purpose. These settings will be effective immediately after clicking Apply.

Granted Access by MAC Address

No. MAC Address Remark

Permitting specific MAC addresses to have network access rights without going through standard
8 Note: authentication process at the authentication-required Service Zones may cause security
problems.
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4.3.3 Monitor IP

The system can monitor the devices listed in the Monitor IP List by pinging them periodically. The administrator
can use this function to monitor third-party APs or any other IP-based devices, and moreover, hyperlinks of
destination IP addresses can be created to access the monitoring devices. A notification e-mail of monitored status
can be set to notify the administrator in a configured time period.

Click Apply to activate the settings immediately.

For more information, please refer to Section 4.5.6. E-mail & SYSLOG.
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U Protocol: Select either http or https according to the IP type to be monitored; https for encrypted IP and http for
unencrypted IP.
U IP Address: Enter the IP Address of devices to be monitored.

i Hyperlink: Click Create to generate a hyperlink of the IP Address entered. Click Delete to inactivate the

hyperlink.
Haonltor IFP Lt
Hu, Prulucul [P fiddrass Iy perlink M, Prslucasl [P fddrass Hypedink
1 |aHs = am, &5 Deasan O F- T [roeta”

tlimiilor T Lisl

. Frotucul 1 address Hrpedink Plu. Frulwscul 1F Auddreas Hyperlink
o o hep il L == Cwl=ly R [ 192 o2 138 CIelax

i Monitor Now: Click this button to execute the monitor action manually, and the Monitor IP Result(s) page with
status of monitored devices will appear. If the entered IP address is unreachable, a red dot in the Result
column will appear. A green dot indicates that the IP address is reachable and alive.
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4.3.4 Walled Garden

The Walled Garden supported by the system provides free surfing areas for clients to access before they are
authenticated by the system. IP addresses or domain names of the websites can be defined in this list. Clients
without network access right can still have a chance to experience actual network services free of charge. This
function allows clients to access specified websites before login and authentication. For example, in a hotel, a
guest without network access right can be allowed to access the hotel’s homepage free of charge. Up to 20

addresses or domain names of websites can be defined in this list. The settings will be effective immediately after

clicking Apply.
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ork.
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4.3.5 Proxy Server

This feature can be used for clients whose computers are with proxy server enabled configuration. The system

supports external proxy servers and will match the proxy settings of External Proxy Servers listed here to that of
clients in their browsers when they are trying to access the Internet. If there is no match, clients will not be able to
get User Login Page, and therefore, be unable to access the Internet. If there is a match, clients will be directed to
User Login Page for authentication. After a successful authentication, clients will be redirected back to the desired

proxy servers.
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i External Proxy Servers: The system will match the proxy setting of External Proxy Servers listed here to
that of clients to see if there is a match found in their browsers. If there is no match, clients will not be able to
get User Login Page, and therefore, be unable to access the Internet. If there is a match, clients will be directed
to User Login Page for authentication.

i Redirect Outgoing Proxy Traffic To Built-in Proxy Server: The system has a built-in proxy server. If this
function is enabled, clients will be forced to use the built-in proxy server regardless of clients’ original proxy
settings after being successfully authenticated, and then all traffic will be redirected through the built-in proxy

server.

For more information on setting up the proxy servers, please refer to Appendix E — Proxy Setting.
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4.3.6 DDNS

The system provides a convenient dynamic DNS (DDNS) function to translate the IP address of WAN port to a
domain name that helps the administrator memorize and connect to WAN1 port. When the DDNS is enabled, the
system will send the latest IP address regularly to the specified DNS server if the WAN1 interface is set to Dynamic.

These settings will become effective immediately after clicking Apply.
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U DDNS: Enable or disable this function.

i Provider: Select a DNS provider.

i Host name: The IP address/domain name of the WAN port.

i Username/E-mail: The registered ID (username or e-mail) with the DNS provider.

i Password/Key: The registered password with the DNS provider.

For more information on setting up the proxy servers, please refer to Appendix E — Proxy Setting.

4.3.7 Client Mobility

The system supports IP PNP function. When enabled, this function allows clients with fixed or assigned IP
addresses to be authenticated by the system to access the network. By enabling IP PNP, a PC with a completed
static IP address configuration will be able to access the network even if the built-in DHCP server of the system is

enabled. No TCP/IP reconfiguration is needed.
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i IP PNP: When IP PNP is enabled, a PC with a static IP address can still access the network even if the built-in

DHCP server of the system is enabled. No TCP/IP reconfiguration is needed.
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4.3.8 VPN

Virtual Private Network (VPN) is designed to increase the security of information transmitted over the Internet. VPN
can work with wired or wireless networks and create a private encrypted independent tunnel from a client device to
the system, or through the Internet to corporate servers and databases. There are 3 types of VPN connection

supported by the system: Local, Remote, and Site-to-Site.

Windows Vista clients are supported to use Local VPN, which is implemented by PPTP for the limitation of
Microsoft. Therefore, a VPN tunnel of Windows Vista behaves differently from that of Windows XP or 2000, and
moreover, Windows Vista's Local VPN uses the configuration of Remote VPN. When Remote VPN is disabled,

Windows Vista clients can only login via non-VPN even though they are configured as Local VPN required.
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U Local VPN:
When Local VPN is enabled, the system will create a VPN tunnel between a client and the system to encrypt
the data transmission. Local VPN is supported by client devices with Windows 2000, Windows XP SP1, SP2 or
Windows Vista enabled. Some IPSec parameters are configurable. To use this function, check Enable and
choose the desired parameters. Click Apply to activate Local VPN.

For more information on IPSec VPN, please refer to Appendix F — IPSec VPN.
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U Remote VPN:
By enabling this function, the system creates a VPN tunnel via PPTP between a remote client and the system
to encrypt the data transmission. Remote VPN is supported by client devices with Windows 2000, Windows XP

SP1, SP2 or Windows Vista enabled.
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Remote VPN Status: Check Enable to activate Remote VPN and allow client devices with Windows Vista

enabled to use Local VPN, or Disable to inactivate it.

IP Address Range Assignment: Enter the start IP address to be used, and the system will automatically

assign up to 10 IP address for clients as the system supports up to 10 remote VPN connections.

SIP Configuration: The system supports SIP transparent proxy for SIP traffic from authenticated Remote

VPN clients with Windows Vista enabled to pass through NAT via a fixed WAN interface. When this

function is enabled, remote clients can access SIP services.

Authentication Option: Check the Enable check box to activate the VPN function for the respective Auth

Options. Check the Default radio button to select a default authentication option. For more information on

Auth Option setting, please refer to Section 4.2.1. Authentication.

Applied Policy to Remote Client: Select a Policy, where the remote VPN function will be applied with.

Group Permission Configuration: Click Configure to enter the Group Permission-Remote VPN

interface for further configuration.
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o0 Group Option: The name of the respective Group Options.

o Enabled: Check the Enable check box to activate the respective Group Options; the above figure

shows that Group 1 to 8 are all allowed to use the Remote VPN service.

o Policy: Select a desired Policy from the drop-down list box; the above figure shows that Policy 1-8

are assigned to Group 1-8 respectively for accessing the remote VPN service.

0 To Zone Permission Configuration: Click on the hyperlink of Group options in the To Zone

Permission Configuration column for further configuration. Please refer to Section 4.2.3. Group

for more information.
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@ Client Login Page: The administrator can use the default remote VPN login page or customize the page
by setting the template page, uploading the page or downloading from a specific website. Click Preview to
view the page configured. For more information on customizing this page, please refer to “Custom Pages”
in Section 4.1.6. Service Zone.
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Site-to-Site VPN:

When Site-to-Site VPN is enabled, the system will enable an IPSec VPN tunnel between two remote
networks/sites to encrypt the data transmission. Click Add a Remote Site to set the configuration for remote
VPN capable devices, such as a VPN gateway. Click Add a Local Site to set the configuration for a local site.
An IPSec tunnel can be established and used to connect to other IPSec capable devices on the Internet.
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@  Remote Site Configuration: Click Add a Remote Site to enter the Remote VPN Gateway page for
further configuration.
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@  Local Site Configuration: Click Add a Local Site to enter the Local Site Information page for further

configuration.
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Click Add a New Host to enter the Remote VPN Gateway page for further configuration.
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4.4 Utilities

This section provides four utilities to maintain the system, including Password Change, Backup & Restore,
System Upgrade, Restart, and Network Utilities.
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4.4.1 Password Change

The administrator can change the password of the system. The default admin password of the system is "admin".

Enter the original password and a new password, and then re-type the new password in the Verify field. Click

Apply to activate the new password.
I'eaa=ar e Whiangy | bEovhap & «..'.-..l.“'l_"..:l.l\.' LP.I..'.'... 3 \.i'n.l... _'l.l.--.ll\. .l.Il.i.:... )

Adimin Passwnrd

LELHTHIN]

oW

wurily

If the admin password is lost or forgotten, it can still be changed in the text-mode management interface

& via the serial port.
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4.4.2 Backup & Restore

This function is used to backup/restore the settings of MSG100. Also, MSG100 can be reset to the factory default

settings here.
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i Backup System Settings: Click Backup to save the current system settings to a backup file on a local disk
through the management console. A backup file will contain the current system settings as well as the local
user accounts information.
i Restore System Settings: Click Browse to locate a .db database backup file created by MSG100 and click
Restore to restore the system to the same settings at the time when the backup file was created.
i Reset to the Factory Default: Click Reset to load the factory default settings of MSG100; the system will then
reboot the system immediately.
e vl N = U N e
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A Reset action will erase the existing local user accounts. To back up the local user accounts, please
export the local user accounts to a text first. Refer to “Local User List” in Section 4.2.1.1. Local
Authentication for more details.
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4.4.3 System Upgrade

To upgrade the system firmware, click Browse to locate a new firmware file and then click Apply to execute the
upgrade process. It may take a few minutes before the upgrade process completes. Upon completion, the system
must be restarted for the new firmware to take effect.

Faorois rd “hene l_ru.-..p. b Zustirs | Soda | e Rk l Eaba-r. [Lhes °,
ww o il e el 1yl

Ayshem Flrmweare Lipg -ade

Curranl e T
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toate: For better nainkenance., ma shanply recamenend wau bacup spstan settings betere upprading Hamsaes.

U Firmware upgrade may sometimes result in data loss. Please ensure you read the release note
thoroughly before installing.
8 Note: i Please restart the system after the upgrade. Do not interrupt the system, i.e. power on/off, during
the upgrade or restart process as this may damage the system.
U Current setting will not be altered after firmware upgrade.

4.4.4 Restart

This function allows the administrator to safely restart the system. The process shall take about three minutes. Do

NOT interrupt the restart process until it completes.

Click YES to restart the system. Please wait for the blinking timer to complete its countdown before accessing the

system web management interface again. Or click NO to go back to the previous screen.

| NPT [P e maler Sl dangranll ST T B T
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| All on-line users will be disconnected during reboot/restart.
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4.45 Network Utilities

The administrator can remotely boot up a local powered off device with Wake-on-LAN enabled, via the system’s
Wake-on-LAN feature, and also be able to diagnose the network status via web-based PING, Trace Route, and
ARP Table functions.
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Wake-on-LAN: Enter the MAC address of the desired device and click Wake Up to execute this function.
Ping: Enter the desired IP address or domain name such as “www.4ipnet.com” and click PING to execute this

function. Then, the ping result will be shown in the Result field.
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Trace Route: Enter the desired IP address or domain hame such as “www.4ipnet.com” and click Start to
execute this function. Then, the progressing status will be shown in the Status field and the Trace Route result

will be shown in the Result field.
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ARP Table: Click Show, and then all the IP address and MAC address of devices linked to this gateway will be
displayed in the Result field.
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4.5 Status
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This section states the status on System, Interface, Routing Table, Online Users, User Logs, and E-mail &

SYSLOG.
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4.5.1 System

This section provides an overview of the system status for the administrator.
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The description of the table is as follows:
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ITEM

DESCRIPTION

Firmware Version

The current firmware version of MSG100.

Build

The current build version of firmware.

System Name

The system name. The default is MSG100.

Homepage Redirect URL

The page to which the users are directed after successful login.

SYSLOG server - System Log

The IP address and port number of the external SYSLOG Server. N/A
means that it is not configured.

SYSLOG server - Guests User log

The IP address and port number of the external SYSLOG Server. N/A
means that it is not configured.

Proxy Server

Enabled or Disabled indicates that the system is currently using the proxy
server or not.

Logout upon closing the “Login
Success” window

Enabled or Disabled indicates stands for the setting of hiding or displaying
an extra confirmation window when users try to close the login successful
window.

Warning of Internet Disconnection

Enabled or Disabled indicates that this function is active or inactive..

WAN Failover

Shows the connection status of WAN1 and WAN2.

Load Balancing

Shows the status of Load Balancing.

Enabled or Disabled stands for the current status of the SNMP

SNMP :
management function.
Retained Days |The maximum number of days for the system to retain users’ information.
User Logs Recel = m
eceiver E-mai . o . . .
Address(es) The e-mail address that the traffic history information will be sent to.
NTP Server |The network time server that the system is set to sync with.
System Time
Time The system time is shown as the local time.
) Idle Time Out |The number of minutes allowed for the users to be inactive.
User Session
Control . . |Enabled or Disabled stands for the current setting of allowing or not
Multiple Login . . .
allowing multiple logins from the same account.
Preferred DNS The IP address of the preferred DNS Server.
Server
DNS Alternate DNS
Server The IP address of the alternate DNS Server.

80 © 2008 4IPNET, INC.




45.2 Interface
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This section provides an overview of the interface for the administrator including WAN1, WAN2, Service Zone —
Default, Service Zone — Default DHCP Server, Service Zone — SZ1/SZ2/SZ3/SZ4, and Service Zone —
SZ1/SZ2/SZ3/SZ4 DHCP Server..
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The description of the table is as follows:
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ITEM DESCRIPTION
MAC Address | The MAC address of the WAN port.
WANI1/WAN2 IP Address The IP address of the WAN port.
Subnet Mask The subnet mask of the WAN port.
Mode The mode address of the default Service Zone.
Service Zone - Default/ MAC Address | The MAC Address of the default Service Zone.
SZ1 IP Address The IP address of the default Service Zone.

Subnet Mask

The subnet mask of the default Service Zone.

Service Zone — Default/
SZ1 DHCP Server

Enable or Disable stands for status of the build-in DHCP server

Status the default Service Zone.
WINS IP The IP address of the configured WINS server.
Address

Start IP Address

The start IP address of the DHCP IP range.

End IP Address

The end IP address of the DHCP IP range.

Lease Time

Minutes of the lease time of the IP address distributed by the
built-in DHCP server.

Service Zone — SZ2~S74

Disabled

Enable or Disable stands for status of the Service Zone.
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4.5.3 Routing Table

The route rules of Global Policy and all individual Policies and are listed here. It also shows the route rules for

each interface of the System.
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i Policy 1~12: Shows the information of each individual Policy from 1 to 12.
i Global Policy: Shows the information of the Global Policy
i System: Shows the information of the system
@ Destination: The Destination IP address of each interface of the system.
@ Subnet Mask: The Subnet Mask of each interface of the system.
@ Gateway: The Gateway IP address of each interface of the system.
@ Interface: The selected interface shown as WAN1, WAN2, Default or the name of enabled Service

Zones.
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45.4 Online Users

In this function, each online user’s information can be obtained, including Username, IP Address, MAC Address,
Pkts In, Pkts Out, Bytes In, Bytes Out, Idle, and Kick Out. The administrator can use this function to force a

specific online user to log out, or terminate any user session by clicking the hyperlink of Logout.
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Click Refresh to renew the current users list.
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4.5.5 User Logs

This function is used to check the history of the system. The history of each day will be saved separately for at least
3 days (72 full hours). Please note that these records are stored in the volatile memory and will be lost if the system

is powered off.

If the Receiver E-mail Address has been provided and Users Log has been selected under the E-mail & SYSLOG

tab, then the system will automatically send the history report to that e-mail address.

ETTUITRN (TR i LTINSTI PN PR TR FTTN B PR |EVEN IV - TTR R TR TS

Uners Loy

Hale

SCCT 0 oE

Hale

EI R EEERL TR |

Datke

EI R EEERL TR |

mnesks lsar | og

Ranming Kt [ser 1og

Fadiriivtg L Uaer Layg

S Lall Uaayge Loy

ul2a uyee )

e

Slz2 (ByEC)
-t

Niew LNl

-

Liee {lgled

Call Caunt

Since the history is saved in the DRAM, if you need to restart the system, and at the same time, keep the
history, please manually copy and save the history information before restarting.

U Users Log:

The Users Log provides information on each user’s login and logout activities except guest users and RADIUS

roaming in/out users.

U=ers Log 2007 0528
el Taw Fo e F b Fee 1 | Dywsl | Flolul | Jeteilil

Date: The date and time that the activities took place.
Type: The activity type such as Login, Logout, Create, Expired and so on.
Name: The name of the user.
IP: The IP address of the user.
MAC: The MAC address of the user.

Pkts In/Out: The amount of inbound/outbound traffic in packets.

Q8 8 8 8 O 8

Bytes In/Out: The amount of inbound/outbound traffic in bytes.
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U Guest Users Log:

The Guests User Log provides information on the login and logout activities of guest users.
Suests User Log 2070828
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@  System Name: The system name.
@  1st Login Expiration Time: This is a given time period that the account must be activated after it is
generated and it is a constant value of one day.
@  Account Valid Through: The expiration time of the account.
i Roaming Out/ In User Log:
The Roaming Out/ In User Log provides information on the login and logout activities of roaming out/ in users.
Fioaming CutLs sr Log 2007928
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@  Type: The authentication and accounting type of the RADIUS server. There are three types of

accounting: Start, Interim-update and Stop.

@ Name: The name of the roaming user.

@  NASID: The System ID of the system. Usually, NASID is the MAC address of the WAN port of the
system.

@ NASIP: The IP address of the WAN port of the system.

@  NASPort: The WAN port of the system.

@  UserMAC: The MAC address of the user.

@  UserlP: The IP address of the roaming user.

@  SessionID: The system will give a unique Session ID to an authenticated user when he/she starts a new
session.

@  SessionTime: The time of this session in seconds

@  Bytes In/Out: The amount of inbound/outbound traffic in bytes.

@ Pkts In/Out: The amount of inbound/outbound traffic in packets.

@  Message: The system’s response when the client stops this session.
i SIP Call Usage Log:
The SIP Call Usage Log provides information on the login and logout activities of SIP users; all SIP call
activities will be recorded here.
5IP Call Usage Log
=at o= L alar [ [EE MK DT R B

@ Start Time: The starting time, date, year of the call.

@ Caller: The caller’s IP address.

@ Callee: The receiver’s IP address.

@ Duration (seconds): The time duration of this call in seconds.
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4.5.6 E-mail & SYSLOG

The system supports multiple reporting options via different methods including email, SYSLOG, and FTP.
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Notification Email Settings: All the four types of report, including Monitor IP Report, User Log, Guests Log
and Session Log, can be sent to up to three email boxes.

@  Receiver E-mail Address (es): The e-mail address of the receiver to which the history report is sent.
Check Box: Select which type of reports to be sent.

Interval: The time interval to send the e-mail report. Choose a proper number from the drop-down box.
SMTP Setting Test: For testing on whether the setting is correct or not.

Sender E-mail Address: The e-mail address of the sender in charge of the monitoring.

SMTP Server: The IP address of the SMTP server.

Q 8 8 8 8§ Q8

SMTP Auth Method: Select one authentication method from the drop-down list box. The system
provides multiple SMTP authentication methods, including Plain, Login, CRAM-MD5 and NTLMv1, or
None to use none of the above. Depending on which authentication method is selected, enter the

Account Name, Password and Domain accordingly.

i Plain: This is a standardized authentication mechanism. UNIX login password can be
used.
i Login: Outlook and Outlook Express use this option as default setting.
8 Note: it CRAM-MDS5: This is a standardized authentication mechanism. Pegasus can use either
CRAM-MDS5 or Login, which, however, cannot be manually configured.
U NTLMv1: This is not currently available for general use and it is a Microsoft proprietary
mechanism.
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SYSLOG Server Settings: Three types of report, including System Log, Guests User Log and Session Log,

can be sent to a specified syslog server.

8YSLOG Server Settings

System Log 1P Address: Poart:
Guests User Log 1P Address: Fort :
Session Log 1P Address: Fort :

@  IP Address: The IP address of the syslog server for receiving the respective reports.

@ Port: The port number of the IP address.

FTP Server Settings: Session logs can be uploaded to a specified FTP server periodically.
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@ Session Log:
o IP Address: The IP address of the FTP server.
0 Port: The port number of the FTP server.
0 Send Log every Hours: The interval to send session logs, which can be configured in the
Notification E-mail Settings page.
o Anonymous: If No is checked, username and password for accessing the records in the specified
FTP server are required.

0 FTP Setting Test: Click Send Test Log to send a test log to verify if the setting is correct.
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4.6 Help

On the screen, the Help button is at the top right hand corner.

Click Help for the Online Help window and then click the hyperlink of the items for more information.

»

<} Online Help - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

<) Eac ,_J \ﬂ @ _;\I /F\J Search \;:( Favorites @Media ﬁfj L,' __; @ = _.]

Address |9_j http:ff192.1658.1. 254 help, shtml#__SvstemConfiguration__main

Online Help

Home

Setup Wizard
Quick Links

System Overview
Main Menu

System

General

WAN1

WAN2

WAN Traffic

LAN Port Mapping

Service Zones
Users

Authentication
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Appendix A. Network Configuration on PC

After MSG100 is installed, the following configurations must be set up on the PC: Internet Connection Setup and

TCP/IP Network Setup.

1. Internet Connection Setup
If the Internet Connection of the client PC has been configured to use local area network, you can skip this

setup. Below shows the setup steps for a PC with Windows XP pre-installed.

Step 1: Choose Start > Control Panel > Internet
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Printaws a0 Bsgeondl and  Scawess gl Schedided | Sounds and
Fazar Lanquage...  Camarea Tess Ao Covoas

¥ 93 ¢ 8

Tasther and Lissr fcoounts Wiaans Took A

Step 2: Choose the Connections tab, and then Internet Properties 2 x]
C“Ck Setup . | General || Security || Frivacy || Content | Connections | Pragrams Advanced |
h To set up an Internet connection, click

Setup,

Cial-up and Yirkual Private Netwaork, settings

Add.

FRemove

Choose Setkings iF wou need to configure a proxy Settings
server For a connection. .

tion is not present

b connechon

Set Diefault

Local Area Metwarlk [LAMN] settings

LAM Settings do not apply ko dial-up connections. LAMN Settings. ..

Choose Settings abowve for dial-up settings.

l_ ak. ] I_ Cancel ] Apply
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Step 3: When the Welcome to the New Hewr Conpamsimn Wicard

YWelcome to the MNew Connection
Wizard

Connection Wizard window appears, click Next.
T i vz allos: o
® Comrct b e Inderet

* Connect o a piivale retvask, such ac pou wakplos
etk

= St 1o iv howren o imasll ol nastwark

T conbires. chck Ned
@ | L.“

Step 4: Select “Connect to the Internet” and

then click Next. T

[ Cgnmect tm the netwmk 2t my workplace

Comnact o business ratveosl; husrg dhabr o WP 20 o can weolk: bomborme
& el offics, or srcther localon

() S0t up 2 home or smadl sifice peiwark,
R (o isrw weaztreg Feaim oo <l offic rotwecell o st upe i ey o,
[ St up an adwaneed ennnactinn

Connset dinacthy i anothar compber g pour sesial pacalial o il pot, o
2o e Compue 20tk b Commpeteni can connect ko i

Eo b (oo |

Step 5: Select “Set up my connection
manually” and then click Next. Sty Pty

W b izl 15 (DSl [T Semd. LD el BBl (oo

Howw o vou wvand [ comimct (o He Ikt P

) Chooss from 4 Jist of Infemel serviee povidoes (ISP

Dl nLE Aecalr P, pasiveed and &
F Fod i boouechomred Soooiint. pom weodvt roed wplirs

ChUze the C0 1 get hom an 155

:El Lol
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Step 6: Select “Connect using a broadband
connection that is always on” and then click
Next.

Step 7: Finally, click Finish to exit the
Connection Wizard. Now, the setup is completed.

2. TCP/IP Network Setup

4ipnet MSG100 User's Manual

Inkermnt Connectmn
Hicrer e 041 208 ) el B3 By nibesaendl 7

[ Conmeot using a gial-up modes
T heis bppes of conneclion uses & modem and 2 segulyr or [BDN phore e
(7 Conmect uzing & hinadhand conmection that wequies a gees samo and
pazswid

Thit it & Figh-spaed connschon Ling stber s D51 o cable modem o P e
T b thes el of Correnction 85

t uzimg & bicadbamd conmection thal i
-spand connsciion Ling sibar & cabla
TV P 4icad b 450

[ ol | mwe: ) [ oo |
—

Mew Conmectian Wirard

Completing the Mew
Connection Wiz aed

Wi rosibeanad connsction dhould weedy be confgusd
ard ready bo use [F pour conrechon s not veking
prapariy, chelk tha lollsvang bk

Lmar e bt poadband connacton |

T cloie e vagwd. clck Frch

By default, MSG100 will assign an appropriate IP address to a client PC configured to use DHCP to obtain IP
addresses automatically. However, you can also use a static IP to connect to MSG100 LAN port. The default
TCP/IP setting of Windows 95/98/2000/XP is “Obtain an IP address automatically”. Please follow the steps
below to check the TCP/IP setting in a PC with Windows XP pre-installed.
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Step 1: Select Start > Control Panel > Network — FL=iim G e fo s ~
Connection. (4] [ B A

seddass | Contral Paral

¥ »32 88

Step 2: Right click on the Local Area -
Fle Elt Wew Foveles Tods  Sdvaced  Hep
Connection icon and select Properties. Qo= @) (T | Dswer o rasm | T
[ EgL " WA — w| B

A LAN or Fhgh-Speed Intemek
Hebwork Tasks

|8 Srwmin e
connedn

G ¢ watone o med
office: retmnk

A Cuabin tha rmiwcr
e

8 Papair this connedian

] Reran thin correctin

& Wea statunof e
COneR

'.'J. Chawrgm sttings of this
COrnen

—- Local Area Connection Properties

Step 3. Select General tab, and check “Internet

General | sAuthentication | Advanced |
Protocol (TCP/IP)” and then click Properties. Connect using:
| EE AMD PCMET Family PCI Ethemet Adapter |

Now, you can choose to use DHCP or a specific IP
address. =

Thiz connection uses the following items:

g Clienit for Microzoft Hetwork.s

Q Fil= and Frinter Sharing for Microsoft Metworks
1 i Po=a = P 3

Internet Pratocal [TCRAR]

e —————

Diezcription

Tranzrmizgion Control Protocol/lntermnmet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected nebworks.

[] Showw icon in notification area when connected

[ [n] s ] [ Cancel ]
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3-1: Using DHCP: If you want to use DHCP, choose Internet Protocol (TCRJIP) Properties i [ES|

“Obtain an IP address automatically” and click General | Aernate Corfiguration

“r'ou can get IP zettings azsigned automatically if pour network. supports

OK . Th|s is also the default Set“ng Of W|nd0WS thiz capahility. Othenwize, you need o azk your nebwork,. adminiztrator for

the appropriate |F zettings

Then, reboot the PC to make sure an IP address is

{+) Obtain an I[P address autornaticall

obtained from MSG100. QUset = To

(%) Obtain DMS server address automatically
() Use the following DNS server addresses:

—

Ok ] [ Cancel ]

3-2: Using SpeCifiC IP Address: If you want to use a Internet Protocol {TCP/IP) Properties

specific IP address, acquire the following information || ==

“r'ou can get IP setlings azsigned automatically if your network supports

from the network a_dm|n|strator_ the |P Address’ thiz capability. Othenwize, you need to ask pour network, administrator for

the appropriate |FP settings.

Subnet Mask and DNS Server address provided by
your ISP and the Gateway address of MSG100.

IF address: !
Subnet mask: |
|

Diefault gateway:

Choose “Use the following IP address” and enter

cally

the IP address, Subnet mask. If the DNS Server QMS_L
(&) Usze the fallowing DNS server addresses:
field is empty, select “Using the following DNS Brefens B i e B

Altermate DMS serven [ . . .
server addresses” and enter the DNS Server et [
address. Then, click OK.
I Ok ] [ Cancel ]

Click Advanced to enter the Advanced TCP/IP

Settings window. | IP Settings | DNS || wWINS || Options

IF addresses

IF address Subret mask. |
DHCF Enabled ‘

Click on the IP Settings tab and click Add below
the “Default gateways” column and the TCP/IP e

Diefault gatemays:

Gateway Address window will appear.

Gateway Metric |

Add

Aptamatic metric

QDKED Cancel |

TCP/IP Gateway Address

Enter the gateway address of MSG100 in the “Gateway”

field, and then click Add. After back to the IP Settings tab, | =% - 12

Automatic metric
click OK to finish the configuration. ]

|
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Appendix B. Port-based Service Zone
Deployment Example

In Port-Based mode, each LAN port can only serve traffic from one Service Zone. An example of network

application diagram is shown as below: one Service Zone for Staff and one for Guests.

. ISP1
gy ST1

WANI1

Layer2 Switch A=) Layer2 Switch

L] ()

% gt
&
P
S

Service Zone (VLAN) Service Zone (VLAN)
for Staff for Guests

& The switches deployed under MSG100 in Port-Based mode must be Layer 2 switches only.

Configuration Steps for Port-Based Service Zones:

Step 1: Configure Service Zone 1 for Guests

Assume that LANL1 is assigned to the Service Zone 1 (SZ1) for Guests. Click the System menu and select the
Service Zones tab. Click Configure of SZ1.

L 3 8 -~

Swylem Lpmrs Hrimari | IHRy Status

T R TR T T TH O R R T S P P

M e o Ceram

Farvica Tune Selting

Syrshn Tume Mavw LER Pl Soym g ippdied Puibey Dfnal, Bayiyam Dyl e Dalatb
AT 4 m rIk 1 ELT B EE T T I H L |
a1 UDD; 3 Pzier 1 Zenarl Cusbiad  [Ca-hgum |
-5 m Alepd el riohied. [fn-hzow |
2 [wiwlw] | Wi | el il (k] .
a4 D) Bzbep i HE T Dimsbiad [ Ca-higure
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Step 2: Configure Basic Settings for SZ1
Check the Enabled radio button of Service Zone Status to activate SZ1.

Enter a name for SZ1 (e.g. “Guests”) in the Service Zone Name field.

Basic Settings
service Zone Status ' Disablad

Operation Mode & MAT (O Rouber
metwark Interface 1P Address ¢ | 192.168.2.254

Subret Mask ;. 255.255.255.0

Step 3: Configure Authentication Settings for SZ1

Check the Enabled radio button to enable Authentication Required for the Zone.

Check the Default button and Enabled box of Guest Users to set ONDEMAND authentication method as default.
Disable all other authentication options. Then, click Apply to activate the settings made so far. A warning message
“You should restart the system to activate the changes.” will appear at the bottom of the page. Do NOT restart

the system until you have completed all the configuration steps.

Authentication Settings
Authentication Required For @ Enshled O Dissbled

e Zone
Auth Option Farth Database Poestiin Dafautt Enabled
Sarvar ] LOCAL Incal O d
Servpr 2 PRI pops 2] O
Authentication Options Sarver 3 RADIUS radius (8] ]
Servers LGP idap o ]
Guest Ugars (ONL‘, EMHD guest [O] ]
SIP Apthenbication sIp M

Step 4: Configure LAN Port Mapping for SZ1
Select the LAN Port Mapping tab from the System menu to enter the LAN Ports and Service Zone Mapping
page. Select Guests from the drop-down list box of LAN1. Click Apply to save the selection.
o 33 (&) v
Sy stem Users Hetwork Utilities Status
General .m-m -\A‘.ﬁ‘lE‘ WAN Traffic | LAN Fort Mapping Y Service Zonas

Main Menu = Svstam = Service Zone Podt Role

LAN Parts and Service Zone Mapping

Select the made for Service Tane |5 Port-Based

{JTag-Based

Specify a desired Service Zone for each LAN Port:

Defaul v'_ Defaul » Defaul Defaul ¥
Default
LaNZ Lan+

LaNZ
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A warning message “You should restart the system to activate the changes.” will appear at the bottom of the

page. Do NOT restart the system until you have completed all the configuration steps.

LAN Ports and Service Zone Mapping

Select the made for Servioe Tone 5 Port-Based
-
CiTag-2ased

specify a deslred Service Zone for each LAN Port:
|Guest: b || Defaul ~ "-II:E:JII;-” Defaul V|
LaN1 LaM2 LaN3 LaHS

[-: ou should restart the system: to activate the changes R.E'Stalt]

LANL1 is now configured for Guests.

Step 5: Configure Service Zone 2 for Staff
Assume that LAN2 is assigned to the Service Zone 2 (Sz2) for Staff. Select the Service Zones tab and click

Configure of Sz2.

Zaly dary ¢ ZaGes s 3 e
HCIRIG San: SFerTings
20rWET L0 Lam? Lh4IITHARIIND  Wpplicdiwlicy wcfeal duthes updon anes vealls
Ciaba - DE]E[? Fnr e TrAmt el
I |ml|_.|nlj iy LT BTN T e [ ICHUN KR
u (wlw]w]w! b o T Lmam, |—k
ez DDDD 1ol Ere = wzaxzs [ Y =
(= (W] ol EE e Dzazz: | Czrcurs

Step 6: Configure Basic Settings for SZ2
Check the Enabled radio button of Service Zone Status to activate SZ2.

Enter a name for SZ2 (e.g. “Staff”) in the Service Zone Name field.

Basic Settings
Service Tone Status (#Enabled | CDisabled

Operation Mode (S paT  CrRoubsr
Network Interfoce 12 Address @ (192, 168,3.254

Subnet Maszk : |255.255.255.0

Step 7: Configure Authentication Settings for SZ2
Check the Enabled radio button to enable Authentication Required for the Zone.
Check the Default button and Enabled box of Server 1 to set LOCAL authentication method as default. Disable all
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other authentication options. Then, click Apply to activate the settings made so far. A warning message “You
should restart the system to activate the changes.” will appear at the bottom of the page. Do NOT restart the

system until you have completed all the configuration steps.

Authentication Settings

Authentication Required For o () Diszbled

the Zone
Ruth Qytlon farth Datahase Paostflc Default
lf Sarver 1 LOCAL lzcal ®
Server 2 PORI popd o
Authentication Options Seryer 3 RADIUS radius o
Seryer 4 LDwR Idzo o
suast Lsar CMDEMAND guest O
SIP A thentication sIp MR

Step 8: Configure LAN Port Mapping for Sz2
Select the LAN Port Mapping tab from the System menu to enter the LAN Ports and Service Zone Mapping

page. Select Staff from the drop-down list box of LAN2. Click Apply to save the selection.

System Users Metwork Utilities Status
Genaral | WANL Y WAN2 Y WAN Traffic LA Port Mapping 4 Sarvice Zanes
Main Manu = Syskemn = Serice Zons Port R

LAN Ports and Service Zone Mapping

Select the mode for Service Zone

‘o Tag-Based

Specify a desired Service Zone for each LAN Port:

I.::it‘;.l o l.::i‘}l LL:_rrl

faul
LAaMN1 Lah3 Lar4

A warning message “You should restart the system to activate the changes.” will appear at the bottom of the

page. Click the hyperlink of Restart to restart the system and activate all configurations.

LAN Ports and Service Zone Mapping

Select the mode for Service Zone (5 Port-Based
(CTag-Based

Specify a desired Service Zone for each LAN Port:
- h’;i:r"-:%—m;-l I-:Jm—ml;-I
LEMNL Lan2 LeNZ LaM4

|:' u should restart the system t tivabe thie change Rr:r."nfl']
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Step 9: Restart the System
A confirmation message of “Do you want to restart the system?” will appear. Click Yes to start the restarting
process. A confirmation dialog box will then pop out. Click OK to continue.

o= 33 @ - %

. byETmmm [ ——F 1T - —— _ Helwark e o mil s z T

.. 4 . R,
Paarmood Cliamge oy Saboue & Babere | Sazlein Bpyrele b Beracl b Sebaws Uil 5
X X L

Sl Fagenp v LEBIgy = skt

11dt yhim wacnbEa 1205 1R Bk e syshem s

Mierosar't Inrzrner Feploner

‘:?r" e v v et b e b om?

& Please do not interrupt the system during the restarting process.

Once the settings of two Service Zones are completed, the configured result will be displayed in the Service Zone

Settings page: SZ1 and SZ2 are both enabled.

- b} L -t b
£ arte Usars [ Hekmork kil i Ebabur
':-Fr"\.l'\"" A l‘l Wﬂl.:""l WAk Irei- -‘{rﬁHWﬂNn'\' nig l"- PTITR NS \_
i M = fy e = Ferd = T
feruice Fonie Sellings
Serwlce Tone Hamo LA™ Mart Mapzing Apolles Mol Default Gethen Option Status Detals
Li=fsul DG@@ ®elicy 1 ErvEr | Lrskles BT
o tFsars = 0] Brliey | Crdrman Larr Frabled Lol
= i el 2 gy [ elicy L scrvar | grablcd | Corlpume |
873 Cood) Pulier 1 S var 1 Bsallod | | Culuns |
Ent LI JL L) Peliy 1 Sarvar 1 Mrabled | Colowa |
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Appendix C. Tag-based Service Zone
Deployment Example

In Tag-Based mode, each LAN port can serve traffic from any Service Zone as each Service Zone is identified by
VLAN tags carried within message frames. An example of network application diagram is shown as below: one

Service Zone for Staff and another for Guests.

xD5L/Cable ISP1
Modem AP —=—

WANI1

AP VLAN Switch

Service Ione (VLAN) Service Ione (VLAN)
for Staff for Guests

& The switch deployed under MSG100 in Tag-Based mode must be a VLAN switch only.

Configuration Steps for Tag-Based Service Zones:

The following example assumes the system is in factory default status and just powered up.

Step 1: Set Tag-Based mode
Click the System menu and select the LAN Port Mapping tab. Select Tag-Based mode and
click Apply. A warning message “You should restart the system to activate the changes.”
will appear at the bottom of the page. Do NOT restart the system until you have completed all the

configuration steps.
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LAN Ports and Service Zone Mapping
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Step 2: Configure Service Zone 1 for Staff
Select the Service Zones tab and click Configure of SZ1.

o> L @ e

wpatem | (e ! Musteeaak imBaiea | EEatua

Alpnerel 5 WANT | WARE S WAN Teatty ) LAH P MEpaig S e s Tone

Mgin Meny - Sefam

Seryior Zone Sattings

Servece Tone hlame VLAN Tag fgglied Polcy Dedaull dgthen Dpties Hhabws et
=] s s, Policy 1 Saivei 1 Enabdad
[ 52t 1 Pokcy 1 Sarver 1 Diaiad
522 z Polcy 1 Saivar 1 Deadad
223 3 Policy 1 Sarver L Dadad
524 4 Pokcy 1 Sarver 1 Dablad

Step 3: Configure Basic Settings for SZ1
Check the Enabled radio button of Service Zone Status to activate SZ1.
Enter a name for SZ1 (e.g. “Employee”) in the Service Zone Name field.
Enter a VLAN tag for SZ1 (e.g. “1111”) in the VLAN Tag field.
smmars e s e ate L1k s a5 e e

Her Fand © Sordn ¢S4 ia S50 0 Tw olaa Zenm Serclzaraben

Baslc &sttings
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Step 4: Configure Authentication Settings for SZ1
Check the Enabled radio button to enable Authentication Required for the Zone.
Check the Default button and Enabled box of Server 1 to set LOCAL authentication method
as default. Disable all other authentication options.

Authentication Settings

Authentication Required For @ Enablad D Disabled

the Zone
Aarth Qyrtsan Auth Datahase Postix DR Enabird
l:- Serear 1 LOCAL loeal 0] '7|]
Sgregr 2 Paps pop3 o O
Authentication Options Servar 3 BADIUS radus 5] |
Servar 4 LEwe ldap o O
Gugst Users CHDEMAND quest o O
S AuThEed i} SR Hfa

Step 5: Set Policy SZ1
Select Policy 1 from the drop-down list box.
Click Apply to activate the settings made so far. A warning message “You should restart
the system to activate the changes.” will appear at the bottom of the page. Do NOT restart

the system until you have completed all the configuration steps.

Croup Permisslan tor this Servlce Zone Cavgnr:
Default Fallcy In this Service Zane Molice = v | Zdt Gezzem 2alzes
Cmall Messaqe For Login Rewminding CAitkzi Keszece

Step 6: Configure Service Zone 2 for Guests
Follow Step 2 to Step 5 to configure SZ2.
In the Authentication Settings section, check the Default button and Enabled box of Guest
Users to set ONDEMAND authentication method as default. Disable all other authentication
options.

Authentication Settings

Authentication Required For S Enabled Y Disabled
= Eng . E

the Zane
futh Cption Huth Database Paosifo; Dafault Ematiles!
Server 1 LioCAL acal O 0
Gervar 2 POP3 pond o O
Authentlcation Optlons Seryer 3 RADILIS radius O O
SErver 4 LDwP Idag O [
[: Guast Usars CDEMEND guask & [ I
Slp sathentication 512 HfA

102 © 2008 4IPNET, INC.



4ipnet MSG100 User's Manual

Step 7: Restart the System
Click Apply to activate the settings. A warning message “You should restart the system to
activate the changes.” will appear at the bottom of the page. Click the hyperlink of Restart

to restart the system and activate all changes you have made.

Group Permission for this Service Zone Configure
Default Pollcy In this Service Tone Pobcy 1 v | Edit System Poikies
Emiail Message for Login Reminding Edit: Mail Message

[: 'ou shiould restar & swslem Lo activale the tanges. Reskart ]

A confirmation message of “Do you want to restart the system?” will appear. Click Yes to
start the restarting process. A confirmation dialog box will then pop out. Click OK to continue.
o 53 @ e
b BECE LTE1.E [T E T, | e s TR
Pazerasd Cliw u-.-. v Sackup d Parlury ! Sezlein Bpyrale ' Resoacl 5 Hebao e U il

Mgy Myrep = LEMge < ®wslarl

110 ynm waanEEn 12180 Bhe system s

Mizrozart Inrerner Feplaner

‘_?'J e e o g el nala e saban e

| - I vl

& Please do not interrupt the system during the restarting process.

Once the settings of two Service Zones are completed, the configured result will be displayed in

the Service Zone Settings page: SZ1 and SZ2 are both enabled.

Farving Fone Sattings

Service Zanc koo YLAR Tag Applicd Policy Detault Authen Optlan Status Detalls
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Appendix D. Certificate Setting for IE7 and IE6

Certificate Setting for the Company with Certificate Authority

Any website or high-value Web Applications will require a client to access their websites via Secure Sockets
Layer (SSL). The browser will automatically ask for a public SSL certificate from the website and check if it is
valid. The public SSL Certificate consists of the public key and identity information which can be signed by any
established certificate authority (e.g. VeriSign). The certificate authority guarantees that the public key belongs
to the named entity. Usually, the website’s security certificate encounters a problem only if the security

certificate presented to the browser has not been signed by any trusted certificate authority.

As long as the SSL function is enabled in MSG100, there must be a public SSL certificate signed by an
established certificate authority. To avoid the error message in the browser, a company should have its own
Certificate Authority (CA). The IT department must therefore install the SSL certificate for each normal user
when deploying the MSG100.

@ Secure Certificate Setting for Both IE7 and IE6
For the company with its own Certificate Authority (CA), the certificate of the company should be trusted
by all its employees’ computers, and the certificate should be delivered through a trusted media. For
example, the MIS staff should install the CA certificate in each employee’s computer. The company’s CA
will issue a certificate for the MSG100 and export it to the MSG100.

Certificate setting for the company without Certificate Authority

For a company that does not have it own Certificate Authority (CA), the administrator should first create a
certificate either by applying for a trusted one or by certain certificate software. Second, the administrator (as
“trusted CA”) should install this certificate in each client computer through trusted media, and in the meantime,
export this certificate to the MSG100.

In certain condition, the company without Certificate Authority can follow the steps below to avoid the error

messages shown in browser while accessing the system.
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@ Certificate setting for Internet Explorer 7

(o]

For IE7, the certificate issue may be caused because the certificate publisher is not trusted by
IE7. The following steps may be taken to provide a workaround or to bypass this issue.

Step 1. Open the IE7 browser, and you should be redirected to the default User Login Page. If
the certificate is not trusted, the following page will appear.

Click “Continue to this website”.
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Step 2: Next, the default User Login Page will appear, so that clients can login normally.
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o Toinstall a trusted certificate to solve the IE7 certificate issue, please follow instructions below:

Step 1. When the User Login page appears, click Certificate Error on the top.
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Step 2. Click View Certificate.
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Step 3: Click Certification Path. This is to check whether the certificate is currently in the
correct path.
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Step 4: Make sure the certificate path is correct as shown in the following figure. Click OK to
continue.
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Step 5. Select the General tab. Click Install Certificate to install the certificate
Wi Wedor Bmathgims
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Step 6: Click Next to continue.
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Step 7: Select “Automatically select the certificate store based on the type of certificate”

and then click Next.
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Step 8: Click Finish.
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Step 9: Click OK.
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Step 10: Launch a new IE7 browser. The key symbol will appear on the top next to the address
field, which means the certificate is now trusted via IE7.
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@ Certificate setting for Internet Explorer 6
For IE6, the certificate issue may be caused because the certificate publisher is not trusted by IE6. The

following steps may be taken to provide a workaround or to bypass this issue.

Step 1. Open an IE6 browser, the Security Alert message will appear if the certificate is not trusted. Click
Yes to bypass this issue and proceed.

Security Alert [zj

Information you exchange with this site cannot be viewed or
changed by others. However, there iz a prablem with the site's
zecurity certificate.

& The zecurity certificate was issued by & company you have
niot chosen to trust, Yiew the certificate to determine whether
you want o trust the certifying authority.

o The zecurity certificate date is valid.

& The name on the secunity certificate iz invalid or does not
match the name of the site

Do you want to proceed?

Yes ] L No J [Eiew Certificate

Step 2: Next, the User Login Page will appear, so that users can now login normally.

v e e e ot

Al bow LY P
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Appendix E. DHCP Replay

MSG100 supports DHCP Relay defined in RFC 3046. When forwarding client-originated DHCP packets to an
external DHCP server, a new option called the “Relay Agent Information option” is inserted by the DHCP relay
agent of MSG100. External DHCP servers that recognize the Relay Agent Information option may use the
information to implement IP address or other parameter assignment policies. The external DHCP server then
echoes the option back to the relay agent in server-to-client replies, and the relay agent strips the option before

forwarding the reply to the client.

An example of connecting 2 gateways with an external DHCP server is shown as below:

10.1.1.100 10.1.1.200 10.1.1.254

sateway |
Router Gateway
HH"‘-“..
192 168.1.254 192.168.2.254
172.16.3.254 ’
DHCP Server
172.16.3.100

Gateway 2

s
10.10.10.254 123.100.1.254

Please note that the Router and Gateway 1 connected to the DHCP Server must be under the same network

segment as DHCP Server.

When a client requests an IP address from Gateway 1 through the build-in DHCP relay agent of MSG100, the
DHCP server will receive a DHCP REQUEST packet with Option 82 (a code defined in RFC 3046). Also a Circuit
ID will be sent by MSG100 when DHCP relay is enabled to define where the packet is sent from, and this Circuit ID
must have a format of MAC_IP, such as 00:E0:22:DF:AC:DF_192.168.1.254. Therefore, when the external DHCP

server gets the request packet, it knows where to reply and which IP to assign.
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Here is an example of configuration file of the DHCP server:

Lolrouit-id "O0:90:0B:07:

lan™ {
option agent.cirouit-id "00:20:0B:07:

£ option agent.circuit-id "oo: 2 10.10.10

"ao: J .100.1.254

subnet 0.0.0.0
option domain-rar

pool o

pool o

From the file, a client that connects to MSG100 sends out a DHCP request. DHCP relay function in MSG100 is
enabled and sending a Circuit ID 00:90:0B:07:60:91_192.168.1.254 to the external DHCP server. When DHCP
server gets the Circuit ID, it recognizes that the request is sent from g1_public_lan and thus assigns the client a
DNS server of 169.95.1.1, an IP that can be in the range of 192.168.1.30 and 192.168.1.50, a default gateway of
192.168.1.254, and a subnet-mask of 255.255.255.0.
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Appendix F. Proxy Setting for Enterprise

Enterprises usually isolate their intranet and the Internet by using more elaborated network architecture. Many

enterprises have their own proxy server which is usually at the intranet or DMZ under firewall protection.

Router

)
Desktop

1/

0@

o>
Firewall

%y
ore Switch
[&@E. j
LED:
Eﬁ% ]
L2 Switch

Access Point %Aycc/%s Point
: \\ \\
\ o 3
X X
Notebook Notebook . N X
Proxy Server ‘Web Server Mail Server
DMZ

In enterprises, network managers or MIS staff may often ask their users to enable the proxy setting of their
browsers (e.g. IE and Firefox) to reduce Internet access loading. Therefore, the proxy setting in MSG100 must

be configured.
& Layer 7 devices. Therefore, clients don't need to enable the proxy setting of their browsers, and the
administrator doesn't need to configure any proxy setting in this system.

Some enterprises will automatically redirect packets to a proxy server by using core switches or

© 2008 4IPNET, INC.

114



4ipnet MSG100 User's Manual

Please follow the steps below to complete the proxy configuration :
@ Gateway setting

Step 1: Log in to the Main Menu of the web management interface.

Step 2: Click on the Network menu to enter the homepage of Network.

= . @ o &

Srstem Usees | Hehantk | Wty | Sanbes

MAT ' Privibgs | Yonir 19 ‘Walled Garder | Precr Secvar ) DDRE ' Cllink My | ue
Bain Many = Aistwar

hebwork Configueration
Thes KA&T Funchion supports 3 bvpes of netwirk sddress translation; DMZ{Cemikanzed Zone),
Pubbc Scrsssibbe Sorver and IPPort e,
Thea Brivikaja furetion suppais teo Dypes of privlege et baeed o 1P address and Wac
address, Dewioes specitied incha Kst reoping MO authamtication to accass e rebwark

MAT

Up 1o a0 1P addresses can ber dafined in the Moritor 1P furction. Systam can monkor thase
[P baeed retwork devices and panodically report online stabe sia emal based on a

Plonite T8 configraable inbarwal, Thess mondbored desioss can be accessed win HTTR o HTTRS
tonnection, The mansgsmett rkefsos of the monikored dedce can he sceezssd via &
hyperink of device’s [P sddress when the system iz operated urder HAT mode

Up ko 20 doman namesiF sddresaes can be defined in the bt &thermbcabon o HOT

WWalled Garden
recpired For umers fo soosse these domsine sedfor LR

Prosy Server Sywbsm mpports up bo 10 msbernal procy servars.
OnoNS Bystem supports dynamic DS (DOMS] feabure
CEaat heddiny System apports 1P pleg-and-plap PR},

There ar= 2 types of YW connechon suppored n thes =ypstem, nohackng Local WRY, Remobes
wPh, ad Se-Lo-Site WO For the kocal WPK, an PSes el can be estabhshed berwesn
ther Sysran and the dieri iocted o e LAk sida. For the Remime wPH, & PPTR turnal can be
astabiered ksbwasen the Systam ared Chi rem e ussr over e rEamst. For e See oS
wPH, an 1PSes el can be constncted to he wsed toocornact to otfer IPSac capabke
davica over tha [rEcamst

L]

Step 3: Select the Proxy Server tab to enter the External Proxy Server page.
"l fTE H-hlr-""'_'.-_'l"-._

i L ) ,
ko "I_ Frolege ° Yamr=-"2 4 Wslnd Sa-ac G Fvv- Sacoee

Fute: 'nal Prowy Soruers

M TH fulilrees Hurl

Bullk-In Proxy Sarver
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Step 4: Enter the IP address and port number of your proxy Server in the IP Address and Port fields.

Lxlermidl IProgy Serrers

1 sohilmas

1.5 3073

Rultt=In Arnxy Sarvar

Step 5: Disable the Built-in Proxy Server.

Lulermial 1Tro gy Serrers

1 sl

175 5003

Hurl

r A=

redlrect crukqalng Proxy Trraffs To Eull-In Prozye Soruer

Crznical G i al2

FEodlrect Qutqolng Proxy Traffc To Bulk-ln Proxy Scruer

[- Ruli-Im Braxy Sardarc

Craneale EUivoals ]

Step 6: Click Apply to save the settings.

If your proxy server is disabled, it will cause a problem with the user authentication operation.
When users open a browser, the login page won't appear because that proxy server is down.
Please make sure your proxy server is always available.
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@ Client setting
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It is necessary for clients to specify the default gateway IP address in the proxy exceptions box, so that

the user login successful page can show up normally.

Step 1: Use command “ipconfig” to get Default Gateway IP Address.
e L S - |~

rogoft Win

C» Copyuright 19 2081 Hicrosoft Corp.

\Documents and Settings duke

huing > ipcont 1g

f igurat ion

Connection
IF Address
Subnet Maz)
Pefault Gateway . -

Step 2: Open a browser to specify the default gateway IP address (e.g. 192.168.1.254) and logout page

IP address “1.1.1.1” in the proxy exceptions box.

o ForlE
Proxy Settings
Servers
Tvpe Proxy address to use Port
& > E
HTTF: 1025320 antid
Secure:
ETP:
Socks:
Use the same proxy server for all protocols
Exceptions
| ) Do not use proxy server For addresses beqginning with:
I"'f E
192.168.1.254.1.1.1.1]
se semicolons | ; ) to separate entries,
L oK ] [ Zancel
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o For Firefox
Connection Sethings &l

Configure Proxdes to Acces: the Internet
(" Direct connection to the Internst
(7 Autn-detect proooy settings for this network
(%) Manmal proxoy configuration:
HTTP Proxgy: |10.2.3.303 | Port [6568 |

s this proxoy server for all protocols

e Tatel

|H|:| Proxy for: |192.168.1.254,1.1.1.1| ||
;E:-cample: anozillaorg, netns, 107 160 1.0/24
() Awtomeadtic prosxy configuration URL:

0K ][ Cancel ][ Help
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Appendix G. IPSec VPN

MSG100 supports IPSec VPN for clients with Windows XP SP2 (with patch) and Windows 2000. To fully utilize the
nature supported IPSec VPN by Microsoft Windows XP SP2 (with patch) and Windows 2000 operating systems,
MSG100 implements IPSec VPN tunnels between clients and MSG100 itself, no matter through wired or wireless
network.

By pushing down an ActiveX to clients from MSG100, no extra client software needs to be installed except the
ActiveX, where a so-called “clientless” IPSec VPN setting will be configured automatically. Upon completion of the

setup, a build-in IPSec VPN feature is enabled and ready to serve.

ActiveX Component
The ActiveX is a software component running inside Internet Explorer. The ActiveX component can be checked

by the following windows.

T9 Massge Add-om

Qw3 ] Priecy | Fovepund) Coteitjing) POOREE: | Abvinel Al o ave poogeams thal estened B capabilies of yoat web biowser, Some sid-one o nlellere
( with th opsration of wour beowsss Yo can dissbie. srable. or delets add-ons. Deabiing o deialing
Internat, peogy as &n add-on might prevent some webpages hom woiking
F ‘¥ou can speciy which program Windows sutomaticsly uses for
LJ  eechIrkemet servica. Shgat | Addwans cumently laaded in Irtesmet Explorer v
AL adior Uizailii- 12 -
Fume Publssher P Ty Filsa =
E-tnad Mol Cuillockt - 5 D com Sansth Ensbled  Bwowier Helper Oliect i3]
il Ertearie_Eseplomer_Service Ensblsd  Bwowser Helper Closet  Halpes!
Hewesproups: —_— F A v Wb Controller Close Enstled  Browses Helper Obieet  WarC
fnterret Cal; Hotea g w gil\:m‘kl ¥leo &0 (Mot venfied) Rouler Vadeo  Ensbled Browies Helper Object el ]
gmhm Flngh Objert Macmomedia, Ine Enabled Activell Congml FleahBe
Calerede M et ¥ | B v Clan (ot venfied) Gum Mmooy Ensbiled  Bowies Helper Object el
Contact List! Mool Caplloniy - Som Jeea (ot verghed) Sum Mooy Enabled  Beowser Exienomn smedll
(Kot vendied) ciphesmm Enabled ActveX Conml VIRl
Dtondt et brosse: = Winderes Massnger Ensbled  Baowses Exieanaon
9 Interret Explorer s the defaul web 5 XML Db Docwinent Microied? Corpoustion Ensbled  Actree) Contul marnl
E—_—, i Yahoo! Mesenger (Wotveied) Yahoo! Inc.  Enabld  Buowses Exwsown YAHO
["] el me € inbemet Explores is not the defaut web browser = Ensbled  Browsr Eenmoa -
Manage sdd-ore £ »
. Enable or disable browser add-ors | Manage sdd-ons | Sebect an add-on from the il sboee ko pedom the hollowng scions
g Sottings [iainte
Eﬁ?@'ﬁ?’ﬁim (= Enable Chek here I delste this
kot ool k) e o O Deatle addan [ Delte Ao |
chck Dipote Activel! o
(o ][ rama ]
g s
bopapy e gk add o

Windows Internet Explorer: From the Tools menu, click on Internet Options. Select the Programs tab and
click Manage add-ons button to enter the Manage add-ons dialogue box, where you can see

VPNClient.ipsec is enabled.
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During the first-time login to MSG100, Internet Explorer will ask clients to download an ActiveX component of
IPSec VPN. Once this ActiveX component is downloaded, it will run in parallel with the “Login Success Page”
after the page being brought up successfully. The ActiveX component helps set up individual IPSec VPN
tunnels between clients and MSG100 and check the validity of IPSec VPN tunnels between them. If the
connection is down, the ActiveX component will detect the broken link and decompose the IPSec tunnel. Once
the IPSec VPN tunnel was built, all sent packets will be encrypted. Without connecting to the original IPSec
VPN tunnel, a client has no alternative way to gain network connection beyond this. IPSec VPN feature
supported by MSG100 directly solves possible data security leak problem between clients and the system via

either wireless or wired connections without extra hardware or client software installed.

Helln, BEoh

You hawve ':llrrn:d'nﬂy Innﬂ-.rl m,
The conmertinn is serured by [PSer
VPN

Limitations
The limitation on the client side due to ActiveX and Windows OS includes:
@  Internet Connection Firewall of Windows XP or Windows XP SP1 is not compatible with IPSec protocol.
It shall be turned off to allow IPSec packets to pass through.
@  Without patch, ICMP (Ping) and PORT command of FTP can not work in Windows XP SP2.
@ The Forced termination (through CTRL+ALT+DEL, Task Manager) of the Internet Explorer will stop the
running of ActiveX. It causes that IPSec tunnel cannot be cleared properly at client device. A reboot of
client device is needed to clear the IPSec tunnel.

@ The crash of Windows Internet Explorer may cause the same result.
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Internet Connection Firewall
In Windows XP and Windows XP SP1, the Internet Connection Firewall is not compatible with IPSec. Internet
Connection Firewall will drop packets from tunneling of IPSec VPN. Please TURN OFF Internet Connection

Firewall feature or upgrade the Windows OS into Windows XP SP2.

Ethernet Properties

General &G | General i .t’-\ut.i"nenticationlf Advanced
CoFisstiah Internet Connection Firewall
Status: Connected [] Protect my compuber and nebwork, by limiting or preventing
B uratir; 5 daps 04:5% 79 aocess bo this computer from the [nternet
Speed: 100.0 Mbps Leamn mare about [nkernet Connection Firswall.
Internet Connection Sharing
- [] &llaws cther netwark. users ta connect through this
Activity ] -
z computer's Intermet connection
Sent ~1}j Received
(==L
Packets: 45 176,578
Leam more about |nteret Connection Sharing.
Froperties ] [ Dizable l
i
()8 l [ Cancel

ICMP and Active Mode FTP

In Windows XP SP2 without patching by KB889527, it will drop ICMP packets from IPSec tunnel. This problem
can be fixed by upgrading patch KB889527. Before enabling IPSec VPN function on client devices, please
access the patch from Microsoft’'s web at http://support.microsoft.com/default.aspx?scid=kb;en-us;889527.
This patch also fixes the problem of supporting active mode FTP inside IPSec VPN tunnel of Windows XP SP2.
Please UPDATE clients’ Windows XP SP2 with this patch.

The Termination of ActiveX

The ActiveX component for IPSec VPN is running in parallel with the web page of “Login Success”. To ensure
that the built-in IPSec VPN tunnel is always alive, unless clients decide to close the session and to disconnect
from MSG100, the following conditions or behaviors, which may cause the Internet Explorer to stop the

ActiveX, should be avoided.

(1) The crash of Internet Explorer on running ActiveX.
If it happens, please reboot the client computer. Once Windows service is resumed, go through the login
process again.

(2) Termination of the Internet Explorer Task from Windows Task Manager.
Do NOT terminate this VPN task of Internet Explorer.
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2 Windows Task Manager
Fils ©Options View Windows Hslp

Appbkcations | Processes | Performance | Metworking
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(3) Execution of instructions given by the following Windows messages:

0

[ e

Close the Windows Internet Explorer.

Click Logout on Login Success page.

Click Back or Refresh of the same Internet Explorer browser page.

Enter a new URL in the same Internet Explorer browser page.

4ipnet MSG100 User's Manual

Open a URL from the other application (e.g. email of Outlook) that occupies this existing Internet

Explorer.

Click Cancel if you do not intend to stop the IPSec VPN connection.

Helle, you are logged in via

Te kg aut, plemce dids cha Boogan® boctan o
chyyu thip windess,

Losggin v 1%70-1-1 & 10

=

Microenf! Interpet Esplores

"'.:'_.r AU B A B B T

Non-supported OS and Browser

In current version, Windows Internet Explorer is the only browser supported by MSG100. Windows XP,

Windows 2000, and Windows Vista are the supported OS.
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Appendix H. Console Interface

The administrator can enter the console interface via this port to handle problems occurring during operation.
Certain system status such as boot-up time, firmware version and interface status can be found in this console
interface.

1. To connect the console port of MSG100, you need a 2] xl

console cable and a terminal simulation program, such Pott Settings |

as the Hyper Terminal.

2. If you use Hyper Terminal, please set the parameters Bitz per zecond: |SEI:|E| _vJ
as follows:
Bits per second: 9600 Data bits: I8 =
Data bits: 8
Parity: None Eariy INDHE j
Stop bits: 1 Stop bits: =
Flow control: None
Flow contral: INu:une j

Restore Defaultz |

0k I Cancel | Apply |

The main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the
keyboard to browse the menu and press the Enter key to make selection or confirm inputs.

3. Once the console port of MSG100 is connected properly, the console main screen will appear automatically. If
the screen does not appear in the terminal simulation program automatically, try to press the arrow keys, so
that the terminal simulation program will send some messages to the system and the welcome screen or the
main menu should appear. If you are still unable to see the welcome screen or the main menu of the console,

please check the connection of the console cables and the settings of the terminal simulation program.

Basic Configuratcion
Please select functions:
cilicy Ucilitie for netu b
E:auﬂtd Change mchnin pasaword
HSHev Relosad Tfactory defaule
=Tarc Rescarc B1000wW
OEE OIS [ccancei>]
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u Utilities for network debugging

The console interface provides several utilities to assist the administrator to check the system conditions and to

debug problems. The utilities are described as follows:

Q

Q

Q 8 . 8

Please select utility:

Trace routihg path

Display interface settings
Display routing teble

Display ARP table

Display aystem up time

Check service status

Set device into 'safe mode'
Synchronize clock with NTP server
Print the kernel ring buffer
Hain menu

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test the
network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

Set device into “safe mode”: If the administrator is unable to use Web Management Interface via the
browser for the system failed inexplicitly. The administrator can choose this utility and set MSG100 into
safe mode, and then the administrator can manage this device with browser again.

Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol and
the specified network time server. Since this interface does not support manual setup for its internal
clock; therefore, the administrator must reset the internal clock through the NTP.

Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program helps to
print out their boot-up messages instead of copying the messages by hand.

Main menu: Go back to the main menu.
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The default username and password are both “admin”, the same setting for web management interface. You

Change admin password
can use this option to change the system administrator password. Even if you forget the password and are
unable to log in the web management interface or the remote end of the SSH, you can still use the null modem to

connect the console management interface and set the administrator password again.

Reload factory default

Choosing this option will reset the system configuration to the factory defaults.

Restart MSG100
Choosing this option will restart MSG100.
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Appendix |. Session Limit and Session Log

Session Limit
To prevent ill-behaved clients or malicious software from using up system’s connection resources, the

administrator will have to restrict the number of concurrent sessions that a user can establish.

@  The maximum number of concurrent sessions (TCP and UDP) for each user can be specified in the policy
setting, which can be chosen to apply to all users including authenticated users, users on non-
authenticated ports, privileged users, and clients in virtual server and DMZ zones.

@  When the number of a user’s sessions reaches the session limit (a choice of Unlimited, 10, 25, 50, 100,
200, 350, and 500), the user will be implicitly suspended upon receipt of any new connection request. In
this case, a record will be logged to the Syslog server specified in the Email & SYSLOG.

@  Since this basic protection mechanism may not be able to protect the system from all malicious DoS
attacks, it is strongly recommended to build some immune capabilities (such as IDS or IPS solutions) in

the network deployment to protect the network in daily operation.

Session Log
The system can record connection details of each client while accessing the Internet. In addition, the log data

can be sent out to a specified Syslog Server, Email Box or FTP Server based on pre-defined interval time.

@  The following table shows the fields of a session log record.

Field Description

Date and Time The date and time that the session is established

. [New]: This is a newly established session.
Session Type . L .
[Blocked]: This session is blocked by a Firewall rule.

The account name (with postfix) of the user. When it shows “N.A.”, it
indicates that the user or device does not need to log in with a
username, for example, the user or device is on a non-authenticated
Username port or on the privileged MAC/IP list. Change the account name
accordingly, if the name is not identifiable in the record.

8 Note: Only 31 characters are allowed for the combination of
Session Type plus Username.

Protocol The communication protocol of session: TCP or UDP
MAC The MAC address of the client computer or device
SIP The source IP address of the client computer or device
SPort The source port number of the client computer or device
DIP The destination IP address of the client computer or device
DPort The destination port number of the client computer or device
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@ An example of session log data is shown as below:

Aug 30 12:35:05 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8¢ SIP=10.1.1.37 SPort=1626 DIP=203.125.164.132 DPort=80
Aug 30 12:35:05 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1627 DIP=203.125.164.132 DPort=80
Aug 30 12:35:06 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1628 DIP=203.125.164.142 DPort=80
Aug 30 12:35:06 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8¢ SIP=10.1.1.37 SPort=1629 DIP=203.125.164.142 DPort=80
Aug 30 12:35:07 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1630 DIP=67.18.163.154 DPort=80
Aug 30 12:35:09 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8¢ SIP=10.1.1.37 SPort=1631 DIP=202.43.195.52 DPort=80

Aug 30 12:35:10 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8¢c SIP=10.1.1.37 SPort=1632 DIP=203.84.196.242 DPort=80

P/N: V10020080124
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