4ipnet WHG301 User's Manual

4.4.1 Network Address Translation

Set the configuration for DMZ, Public Accessible Server and Port and Redirect.

i

Network Address Translaticn

OMEZ (Demilitarized Lone)

Public Accessible Server

Port and IP Redirect

DmMZ

The system supports up to 40 sets of Internal IP address (LAN) to External IP address (WAN) mapping in the
Static Assignments. The External IP Address of the Automatic WAN IP Assignment is the IP address of External
Interface (WANL1) that will change dynamically if WAN1 Interface is Dynamic. When Automatic WAN IP
Assignments is enabled, the entered Internal IP Address of Automatic WAN IP Assignment will be bound with
WANL1 interface. Each Static Assignment could be bound with the chosen External Interface, WAN1 or WANZ2.
There are 40 sets of static Internal IP Address and External IP Address available. Enter Internal and
External IP Addresses as a set. After the setup, accessing the WAN will be mapped to access the Internal IP

Address. These settings will become effective immediately after clicking the Apply button.

Automatic WAN IP Assignment

Enable External IP Address External Interface Internal IP Address

| 10.2.3.100 WAN1

Static Assignments

Item External IP Address External Interface Internal IP Address
1 WANT |~
2 WANT
3 WANT »
4 WANT »
5 WANT »
5} VWANT »
7 WANT »
8 WANT |
9 WANT »
10 WANT »
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Public Accessible Server

This function allows the administrator to set 40 virtual servers at most, so that client devices outside the
managed network can access these servers within the managed network. Different virtual servers can be
configured for different sets of physical services, such as TCP and UDP services in general. Enter the “External
Service Port”, “Local Server IP Address” and “Local Server Port”. Select “TCP” or “UDP” for the service’s
type. In the Enable column, check the desired server to enable. These settings will become effective

immediately after clicking the Apply button.

Public Accessible Server
Item External Service Port Local Server IP Address Local Server Port Type  Enable

O TCP
! O upP O

O TP
O upP

O TCP
O upP

O TCP
O upP

O TCP
O uUDF

O TCP
O uUDF

O TCP
O uUDF

O TCP
O UDP

O TCP
O UDpP

O TCP
O UDpP

8]

[35)

o

o o o o o o o o O

Port and IP Redirect

This function allows the administrator to set 40 sets of the IP addresses at most for redirection purpose. When
the user attempts to connect to a destination IP address listed here, the connection packet will be converted and
redirected to the corresponding destination. Please enter the “IP Address” and “Port” of Destination, and the
“IP Address” and “Port” of Translated to Destination. Select “TCP” or “UDP?” for the service’s type. These

settings will become effective immediately after clicking Apply.
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Port and IP Redirect

Destination Translated to Destination
Item Type

IP Address Port IP Address Port
v o [
2| | R =g
5| | | 1 3
s | g | 13
5| g | 13
o | g | 13
a o [
5| i — o =g
0| | | 1 3
0| g | 13
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4.4.2 Privilege List

Set the configuration for Privilege IP Address List and Privilege MAC Address List.

Privilege List

Privilege IP Address List

Erivilege MAC Address List

i Privilege IP Address List
If there are workstations inside the managed network that need to access the network without authentication,
enter the IP addresses of these workstations in the “Privilege IP Address List”. The “Remark” field is not
necessary but is useful to keep track. WHG301 allows 100 privilege IP addresses at most. These settings will
become effective immediately after clicking Apply.

Privilege IP Address List

ltem Privilege IP Address Remark

Permitting specific IP addresses to have network access rights without going through standard
authentication process at the controlled port may cause security problems.

i Privilege MAC Address List
In addition to the IP address, the MAC address of the workstations that need to access the network without
authentication can also be set in the “Privilege MAC Address List”. WHG301 allows 100 privilege MAC
addresses at most. When manually creating the list, enter the MAC address (the format is XX:XX:XX:XX:XX:XX) as

well as the remark (not necessary). These settings will become effective immediately after clicking Apply.
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Privilege MAC Address List

MAC Address

Remark
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Permitting specific MAC addresses to have network access rights without going through standard
authentication process at the controlled port may cause security problems
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4.4.3 Monitor IP List

WHG301 will send out a packet periodically to monitor the connection status of the IP addresses on the list. If the
monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable. After entering the necessary information, click Apply to save the settings. Click
Monitor to check the current status of all the monitored IP. The system supports monitoring on 40 IP addresses

listed in the “Monitor IP List”.

Monitor IP List

item Protocol IP Address Link Item Protocol IP Address Link
1 |ntp 3] | | [2oa] 2 [nup ] | |
3 | [mp 8 | | [ada] 4 |[nep (& | | 2] |
s [mE | | & ¢ [m | =]
: [ | | G s [ | fizn)
o [np ] | | [add] 10 [ntp (8] | |
11 |np & | | [paa] 12 [mp & | | 2] |
13 | [ntp [ | [add] 14 |[ntp ] | | [Aad
15  |[ntp [ | | [agd] 16 [ntp 8] | | [Aae
7 [ 9 | | & s [ | fien)
19 | [ntp [ | | [agd] 20 |[ntp [ | | 2dd) |

On each monitored item with a WEB server running, administrators may add a link for the easy access by selecting
a protocol, http or https, and click the Add button. After clicking Add button, the IP address will become a hyperlink,

and administrators can easily access the host by clicking the hyperlink remotely. Click the Del button to remove the

Monitor IP result

setting.

No IP Address Result
1 182.168.1.200 @
2 192.168.1.100 @
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4.4.4 \Walled Garden List

This function provides certain free services for users to access the websites listed here before login and
authentication. Up to 20 addresses or domain names of the websites can be defined in this list. Users without the
network access right can still have a chance to experience the actual network service free of charge. Enter the

website IP Address or Domain Name in the list and click Apply to save the settings.

Walled Garden List

[tem Address Item Address

1 www _paypal.com

(g )

[¥%)
s

(&)
i)

7 a8
g 10
1 12
13 14
15 16
17 18
19 20
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4.4.5 Proxy Server Properties

WHG301 supports Internal Proxy Server and External Proxy Server functions.

External Proxy Server

[tem Server IP Port

10

Internal Proxy Server

Built-in Proxy Server ) Enabled & Disabled

i External Proxy Server: Under the security management of WHG301, the system will match the External Proxy
Server list to the clients’ proxy settings. If there is not a match, the clients will not be able to reach the login page
and thus unable to access the network. If there is a match, the clients will be directed to the system for
authentication. After a successful authentication, the clients will be redirected back to the desired proxy servers

depending on different situations.

U Internal Proxy Server: WHG301 has a built-in proxy server. If this function is enabled, the clients will be forced

to treat WHG301 as the proxy server regardless of their original proxy settings.

For more details about how to set up the proxy servers, please refer to Appendix D. Proxy Setting.
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4.4.6 Dynamic DNS

Before activating this function, you must have your Dynamic DNS hostname registered with a Dynamic DNS
provider. WHG301 supports DNS function to alias the dynamic IP address for the WAN port to a static domain name,
allowing the administrator to easily access WHG301's WAN. If the dynamic DHCP is activated at the WAN port, it

will update the IP address of the DNS server periodically. These settings will become effective immediately after

clicking Apply.
Dynamic DNS
DONS (O Enabled & Disabled
Provider DynDMS arg(Dynamich

Host name
Username/E-mail

PasswordKey

U DDNS: Enable or disable this function.

i Provider: Select the DNS provider.

i Host name: The IP address/domain name of the WAN port.

i Username/E-mail: The register ID (username or e-mail) for the DNS provider.

i Password/Key: The register password for the DNS provider.

To apply for free Dynamic DNS service, you may go to

8 Note:
ote http://www.dyndns.com/services/dns/dyndns/howto.html.

4.4.7 |P Mobility
WHG301 supports IP PNP function.

IP Mobility

IP PNP O Enable & Disable

At the user end, a static IP address can be used to connect to the system. Regardless of what the IP address at the

user end is, authentication can still be performed through WHG301.
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4.4.8 VPN Configuration

Virtual Private Network, or VPN, a type of technology designed to increase the security of information transferred
over the Internet. VPN can work with either wired or wireless networks, as well as with dial-up connections over
POTS. VPN creates a private encrypted tunnel from the end user's computer, through the local wireless network,

through the Internet, all the way to the corporate servers and database.

VPN Configuration

Local VPN
Remote VPN

Site-to-Site VPN

Local VPN: Local VPN allows to create the VPN tunnel between a user's device and WHG301, to encrypt the data
transmission. In addition, only when this function is enabled (Active) here do users of the entire system are able to

use Local VPN. Local VPN users can also be isolated from each other when VPN Client Isolation is enabled.

Local VPN For The Entire System

Active () Enable O Disable

VPH Client Isolation O Enable & Disable

IPSec Parameters

Encryption ) DES & 3-DES
Integrity ® mDs O SHa-1
Diffie-Hellman & Group 1 O Group 2

For more information about Local VPN, please see Appendix H. Local VPN.

Remote VPN: When the setting is enabled, the system allows the VPN tunnel between a remote client and the
system to encrypt the data transmission via PPTP. The system's VPN supports end-users’ device under Windows
2000, Windows XP SP1, SP2 and Windows Vista. Start IP field must be entered when enabled. The supported
Authentication Servers, Group Permission, Client Policy, and the Remote VPN login page also can be configured

here. The system supports up to 10 PPTP connections.
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Remote VPN Status

IP Address Range
Assignment

SIP Configuration

Authentication
Options

Group Permission
Configuration
Applied Policy to
Remote Client

Remote VPN Login
Page

Remote VPN for the Entire System

CEnable ®
Start IP Addres
Enable [

Auth Option

Policy 1w |

Disable

5:|192.168.6.1

WAN Interface WANA

Auth Database

LOCAL
POP3
RADIUS
LDAP

Postiix

local
pop3
radius
ldap

Default

@
]
C
e

%

Enabled

EEER
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Site-to-site VPN: When the setting is enabled, the system enables the IPSec VPN tunnel between two remote

networks/sites to encrypt the data transmission. Click Add A Remote Site button to set configuration about remote

VPN capable devices such as VPN gateway. Click Add A Local Site button to set configuration about local site.

Name

Remote Site Configuration

IP Address

Pre-shared Key

Add A Remote Site

Local Site Configuration

Edit

Local Subnet Local Interface Remote VPH Gateway Remote Subnet

Add A Local Site
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4.5 Utilities

This section provides four utilities to customize and maintain the system including Change Password,

Backup/Restore Settings, Firmware Upgrade, Restart and Network Utilities.

Syanmam
Configuration |

e‘ itiirtsers

(_ Change Password _:
Ulilities
—
cm"'w‘”" farmings | Change Password  Change the adminiskation possworl
( Firmamre Bpgrade 1 BackupRestore Backug and restong Sysieem Saming SIminsmane may M M
- Sedtings BYSMT SATINGS 10 RGO Daraa
-
(_ RESinr ) Finmware Upgrade  Lipdate Jipeet WHGI01 Brware
( [ e R L ] : Restar Restad e sysdem

Some bk uilies SUCh 38 YWEhonLAN wab-0aii PQ and
AR falS ME SR DO Oy Nk SvENm

®0

Network Utilises
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4.5.1 Change Password

There are three levels of authorities: admin, manager or operator. The default usernames and passwords are as
follows:
Admin: The administrator can access all configuration pages of WHG301.
User Name: admin
Password: admin
Manager: The manager can only access the configuration pages under User Authentication to manage the user
accounts, but without permission to change the settings of the profiles of Firewall, Specific Route and Schedule.
User Name: manager
Password: manager
Operator: The operator can only access the configuration page of Create On-demand User to create new
on-demand user accounts and print out the on-demand user account receipts.
User Name: operator
Password: operator
The administrator can change the passwords here. Please enter the current password and then enter the new

password twice to verify. Click Apply to activate this new password.

Change Admin Password

Old Password | |

Hew Password | |

Verify Password | |

/Aoy X Clear

Change Manager Password

Hew Password | |

Verify Password | |

/ooy X Clear __]

Change Operator Password

HNew Password | |

Verify Password | |

& If the administrator’s password is lost, the administrator’s password still can be changed through the text
mode management interface at the serial console port.
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4.5.2 Backup/Restore Settings

This function is used to backup/restore the 4ipnet WHG301 settings. Also, WHG301 can be restored to the factory

default settings here.
Backup current system settings

Restore system settings

File Name | |(Erowse...

Reset to the factory-default settings

i Backup current system settings: Click Backup to create a .db database backup file and save it on disk.

i

['o wou want to open or zave this file?

%] Marne:  20050303.db

Type: Data Base Fil=

From: 10.2.3.70

Open Save | Cancel I

v &lways ask before opening this tepe of file

“while filez from the Internet can be uzeful, some files can potentially
harm your computer. I pou do not tuzt the source, do not open or
save this file. What's the rigk?

i Restore system settings: Click Browse to search for a .db database backup file created by WHG301 and click
Restore to restore to the same settings at the time when the backup file was saved.

i Reset to the factory-default settings: Click Reset to load the factory default settings of WHG301.
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4.5.3 Firmware Upgrade

The administrator can download the latest firmware from website and upgrade the system here. Click Browse to
search for the firmware file and click Apply for the firmware upgrade. It might take a few minutes before the upgrade

process completes and the system needs to be restarted afterwards to activate the new firmware.

Firmware Upgrade

Current WVersion 1.00.00-EMN-M

File Name [ | (Erowse_. |

Hote: For maintenance issues, we strongly recommend you backup system settings before
upgrading firmware,

1. Firmware upgrade may cause the loss of some data. Please refer to the release notes for the limitation

& before upgrading.
2. Please restart the system after upgrading the firmware. Do not power on/off the system during the
upgrade or restart process. It may damage the system and cause malfunction.
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4.5.4 Restart

This function allows the administrator to safely restart 4ipnet WHG301, and the process might take approximately
three minutes. Click YES to restart WHG301,; click NO to go back to the previous screen. If the power needs to be
turned off, it is highly recommended to restart WHG301 first and then turn off the power after completing the restart

process.

Do you want to RESTART the system?

The connection of all online users of the system will be disconnected when system is in the process of
restarting.
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4.5.5 Network Utilities

This function allows the administrators to manage functions including Wake-on-LAN, Ping, Trace Route, and

showing ARP Table by entering IP or Domain Name.

Network Utilities

Wake On Lan [ O R MR XA
Ping _".-\-".-\-"a‘.l'._y'ah.'ZIG.CEII'I'I _f IPDamain Mame
Trace Route _ fiermoriai tisme
ARP Table

Status Done
FPIMNG www yahoo-ht3.akadns.net (209.131.36.198) 96(84) bvies of
G4 bytes from f1www, yahoo.com (209.131.36.158). icmp_5
G4 bytes from £1.4 ; yahoo.com (209.131.36.158) icmp_s
54 bytes from fowww.vip.spl.vahoo.com (209.131.36.158) icmp_s
G54 bytes from fowww.vip.spl.yahoo.com (202.131.36.158) icmp_s

Result — www yahoo-ht3.akadns net ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3091ms
it minfavg/max'mdeyv = 154 933/237 035/320 277/81.918 ms

@ Wake on LAN: It allows the system to remotely boot up a power-down computer with Wake-On-LAN
feature enabled and is on the LAN side. Enter the MAC Address of the desired device and click Wake Up
button to execute this function.

@ Ping: It allows administrator to detect a device using IP address or Host domain name to see if it is alive or
not.

@ Trace Route: It allows administrator to find out the real path of packets from the gateway to a destination
using IP address or Host domain name.

@ ARP Table: It allows administrator to view the IP-to-Physical address translation tables used by address

resolution protocol (ARP).
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4.6 Status

This section includes System Status, Interface Status, Routing Table, Current Users, Traffic History, and

Notification Configuration to provide system status information and online user status.
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4.6.1 System Status
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This section provides an overview of the system for the administrator.

System Status

Current Firmware Version
Build
System Name
Home Page
SYSLOG server - Traffic History
SYSLOG server - On-demand Users Log
Proxy Server
VWarning of Internet Disconnection
VAN Failover
Load Balancing
SHMP

Retained Days

History
Email To

NTP Server
Time

Date Time

Idle Timer
User

Multiple Login
Preferred DNS Server

OHS

Alternate DNS Server

111

1.00.00-EMN-M
00400
Wireless Hotspot Gateway
hitp:hanaw dipnet.com
MIAIMIA
MIAIMIA
Disabled
Disabled
Dizahled
Dizabled
Dizabled

3 days

NiA
NiA
NiA

tock.usno.navy.mil
20072127 09:41:43 +0800
10 Min{s]
Disabled
168.95.11

NiA
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The description of the above-mentioned table is as follows:

ltem Description
Current Firmware Version The present firmware version of WHG301
Build The current build number.
System Name The system name. The default is WHG301
Home Page The page the users are directed to after initial login success.

The IP address and port number of the external Syslog Server. N/A means
Syslog server-Traffic History
that it is not configured.

The IP address and port number of the external Syslog Server. N/A means
Syslog server-On demand User log
that it is not configured.

Enabled/disabled stands for that the system is currently using the proxy
Proxy Server
server or not.

Enabled/Disabled stands for the connection at WAN is normal or abnormal
Warning of Internet Disconnection |(Internet Connection Detection) and all online users are

allowed/disallowed to log in the network.

WAN Failover Enabled/Disabled stands for the function currently being used or not.
Load Balancing Enabled/Disabled stands for the function currently being used or not.
Enabled/disabled stands for the current status of the SNMP management
SNMP
function.
Retained Days |The maximum number of days for the system to retain the users’ information.
History . . . , -
The email address to which the traffic history or user’s traffic history
Email To
information will be sent.
NTP Server |The network time server that the system is set to align.
Time
Date Time The system time is shown as the local time.
The minutes allowed for the users to be inactive before their account expires
Idle Timer
automatically.
User
Enabled/disabled stands for the current setting to allow/disallow multiple
Multiple Login
logins form the same account.
Preferred DNS
IP address of the preferred DNS Server.
Server
DNS
Alternate DNS
IP address of the alternate DNS Server.
Server
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4.6.2 Interface Status
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This section provides an overview of the interface for the administrator including WAN1, WAN2, SZ Default~8.

VAN

WWAN2

Packets In
Packets Qut
Bytes In

Bytes Qut

Service Zone - Default

Service Zone - Default
DHCP Server

Service Zone - 521

Interface Status

MAC Address
IP Address

Subnet Mask

12887 (A12882)

29570963 (A 2916864)

9170108 (A 9167181)

Mode

MAC Address

IP Address

Subnet Mask

Status

WINS IP Address

Start IP Address

End IP Address

Lease Time

113

Disabled

Disahbled

VWAN2
0oy
0o
0o
0o
MNAT

Enabled
MIA
192.168.1.1
192.168.1.100

1440 Min{s)
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The description of the above-mentioned table is as follows:

Item Description

MAC Address The MAC address of the WANL port.
WAN1 IP Address The IP address of the WANL1 port.

Subnet Mask The Subnet Mask of the WAN1 port.

MAC Address The MAC address of the WAN2 port.
WAN2 IP Address The IP address of the WAN2 port.

Subnet Mask The Subnet Mask of the WAN2 port.

The total accumulated packets in through this WAN port since the gateway
Packets In boots up. The delta shows the difference between the numbers from last time

this Interface Status page is visited.

Packets Out

The total accumulated packets out through this WAN port since the gateway
boots up. The delta shows the difference between the numbers from last time

this Interface Status page is visited.

The total accumulated bytes in through this WAN port since the gateway boots

Bytes In up. The delta shows the difference between the numbers from last time this
Interface Status page is visited.
The total accumulated packets out through this WAN port since the gateway
Bytes Out boots up. The delta shows the difference between the numbers from last time

this Interface Status page is visited.

Service Zone -
Default DHCP

Server

Status

Enable/disable stands for status of the DHCP server in Default Service Zone

WINS IP Address

The WINS server IP on DHCP server. N/A means that it is not configured.

Start IP Address

The start IP address of the DHCP IP range.

End IP address

The end IP address of the DHCP IP range.

Lease Time Minutes of the lease time of the IP address.
Mode The operation mode of the default SZ.
Service Zone — MAC Address The MAC address of the default SZ.
Default IP Address The IP address of the default SZ.

Subnet Mask

The Subnet Mask of the default SZ.
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4.6.3 Routing Table

4ipnet WHG301 User's Manual

All the Policy Route rules and Global Policy Route rules will be listed here. Also it will show the System Route

rules specified by each interface.

i Policy 1~12: Shows the information of the individual Policy from 1 to 12.

Destinstion

Dreesdiniation

Destination

Drersdination

Dentination

Dimntinazion

Dentination

Dimntinazion

Dierstination

[Dreestination

Destination

Dieestination

Dreestination

[Creestination

192 1610

St Mank

Zushined Mask

Subned Mask

Zuahined Mask

Subrsen M=k

Subreet Miask

Subrsen M=k

Subreet Miask

Subnet Mask

Subinet Mask

Subnet Mask

Subnet Mask

Foloy 1
ey

Folloy 2

Galevay

Pelicy 3
Galeyay

Policy 4
Galenay

Polioy &
EatEmy

Podicy &

At

Podioy T

rAtEEE

Policy &

L LU

Policy 9
Gatemgy

Pelizy 10

Gatemay

Pelizy 11

Gatemay

Felicy 12

Gatemy

Glekal Policy

Subnet Mask

Subinet Mask

Gatemay

System
Gatemay
i U]
b ]

112 30

LLLRF

i Global Policy: Shows the information of the Global Policy.

i System: Shows the information of the system administration.

@ Destination: The destination IP address of the device.

@ Subnet Mask: The Subnet Mask IP address of the port.

@ Gateway: The Gateway IP address of the port.

Inmardace

lifeitacs

Intertas

Infertacs

nisrtece

ierfpce

niertece

ierfpce

LiiL:afod ]

nierface

nierime

nterfoce

nieface

nterface
Dtault
WA

@ Interface: The choice of interface network, including WAN1, WAN2, Default, or the named Service

Zones to be applied for the traffic interface.
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4.6.4 Current Users

In this function, each online user’s information including Username, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes
Out, Idle, Location and Kick Out will be shown. Administrators can force out a specific online user by clicking the
hyperlink of “Logout” and check the user access AP status by clicking the hyperlink of the AP name for “Location.”

Click Refresh is to update the current users list.

Current Users List

Username Pkts In Bytes In Location
[tem Idle
P MAC Pkts Out Bytes Out Kick Out

[ reiresn
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4.6.5 Traffic History

This function is used to check the traffic history of 4ipnet WHG301. The history of each day will be saved separately
in the DRAM for at least 3 days (72 full hours). The system also keeps a cumulated record of the traffic data

generated by each user in the latest 2 calendar months.

Traffic History

Date Size (Byte)
2007-12-21 65
2007-12-22 G5
2007-12-23 G5
2007-12-24 65

On-demand User L-:lg

Date Size (Byte)
2007-12-21 105
2007-12-22 105
2007-12-23 105
2007-12-24 105

Roaming Out Traffic History

Date Size (Byte)
2007-12-21 106
2007-12-22 106
2007-12-23 106
2007-12-24 106

Roaming In Traffic History

Date Size (Byte)
2007-12-21 112
2007-12-22 112
2007-12-23 112
2007-12-24 112

SIP Call Usage Log

Date Call Count
2007-12-21 0
2007-12-22 0
2007-12-23 0
2007-12-24 0

Monthly Network Usage of Local User

lMonth Mo, of Entries Usage Data

2007-12 0 Cownload

Since the history is saved in the DRAM, if you need to restart the system, and at the same time, keep the
history, please manually copy and save the traffic history information before restarting.
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If the History Email has been entered under the Notify Configuration page, the system will automatically send out

the history information to that specified email address.

i

Traffic History

All activities occur on the system within the nearest 72 hours are recorded; in date and time order. As shown in
the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP, MAC, Pkts
In, Bytes In, Pkts Out and Bytes Out of the user activities.

Traffie History 2005.03.22
[rabe Typsa Mame F' MBI Plts In Bytes In PR Out Bues Ot

200%-03-22 13:02:3]1 +0000 LOGIH uperl®locel tv (L33 ,160.1.143 00:;D0:C9:432:37:20 0 ] n o
S00%-03-33 138334 +0000 LOGOUT npesrlP®locel tv (L73 0%0.1.143 09;D0:C9:43:37:49 3 25 ¥ BEe
200%-03-22 19:22:39 +0800 LOGCIN aper®locel tv 192 1%8.1.143 00:D0:C9:42:37:20 0 ] 0 ]
200%-03-22 19:132:32 +0000 LOGOUT uper®local tv 192 1%8.1.143 00:D0:C9:42:37:20 3 252 3 i
200%-03-22 19:1%: 51 +0800 LOGCIN uperl®locel tv (192 1%0.1.1 00:D0;CR ED:DL: 01 0 0 o o

On-demand User Log

As shown in the following figure, each line is a on-demand user log record consisting of 13 fields, Date, System
Name, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, 1st Login Expiration Time, Account
Valid Through and Remark, of user activities.

On.cemand User Lag 2207 -11-26
' Hetes  1'Ms gied |t Lognkspraton sopoumiVEls oL

Swsluin by e T Far w I [ i I it od Ol e e
;':"_'u'_f' - R PP T IO (UL P I T T u u L ERE T R TP S Flon 1
Alden e JH TR A R Y £T0T T TH R TR f n r ST MR L BE 1T R Elw *
- T I ] FTeETeT T T N n r HTTo L=t e BEO1T Tene Flmn 3
Cremte T Lomzlkes (1ol [T PAY P u u L TR R TT R P B Pt Lien &
Lio oo buodfucda (1o 0 Looda e u u L L0l G A% T buas Elan L
R N IR I N n ' ML M L RS A R Fla *
T T P ] (BT T T TR 1 u 1 ER TR PN 1imn
L8 NI 5 B E-fad T LU BT R O ) A L R WA | L u u L ez l=n=
00 Taon Lo e a2y [L92.028 _2a0 L3R E2ER EE] - ) o TN
N N ] ' n otk N n r - 0=
A wwr_Legras|E [ 1 o v n Im -a-n-

Roaming Out Traffic History

As shown in the following figure, each line is a roaming out traffic history record consisting of 14 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, SessionlD, SessionTime, Bytes in, Bytes Out, Pkts In,
Pkts Out and Message, of user activities.

Roaming Out Traffic History 2005.03.22
Ciate Type Mame MASID MASIE MAZPoM LsefiAC sessionD sessionTins Bytes In | Bytes Ol PRE In Pis Out Message

Roaming In Traffic History

As shown in the following figure, each line is a roaming in traffic history record consisting of 15 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, UserlP, SessionID, SessionTime, Bytes in, Bytes Out,
Pkts In, Pkts Out and Message, of user activities.

Raaming In Traffic History 2005403-22
Crate Ty Mara MASID MASEP NASF ot Lisaralc kel SessionlD SessonTime Bytes In| Bytes Ot PRE In Pris Out WMessage
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SIP Call Usage Log
The log provides the login and logout activities of SIP clients (device and soft clients) such as Start Time, Caller,
Callee and Duration (seconds)

SIP Call Usage Log
Start Time Caller Calles Ciuration (seconds)

Monthly Network Usage of Local User
The system keeps a cumulated record of the traffic data generated by each user in the latest 2 calendar months.
As shown in the following figure, each line in a monthly network usage of local user record consists of 6 fields,

System Name, Connection Time Usage, Packets In, Bytes In, Packets Out and Bytes Out of user activities.

Monthly Report 2007-11
Username Connection Time Usage Packetsin  BytesIn Packets Out Bytes Out
userl 2 mins 42 secs 195 269K 202 23K
user’ 1 min 43 secs 27K 23. 1M 21 3K 12 1M
(Total: 2)

First Previous Next Last
Username: Username of the local user account.
Connection Time Usage: The total time used by the user.

Pkts In/ Pkts Out: The total number of packets received and sent by the user.

O O O o

Bytes In/ Bytes Out: The total number of bytes received and sent by the user.

@  Download Monthly Network Usage of Local User: Click on the Download button for outputting the
report manually to a local database.

Monthly Network Usage of Local User

IMonth HNo. of Entries Usage Data

2007-12 0

A warning message will then appear. Click Save to download the record into .txt format.

File Dewnlaad Ei

7 Some Hes can ham yowr compter. Hhe fils irommestion below looks
= U OnuE, of you do otk s e source, do ot open or e his
fa
Film name:  Z007-08. 5t
Flakpa:  Tast Documant
Fram 100,165 2. 554

Wikl wau Hlom I open e Al or s i oo reompuier?

opan || swe || ceea || e
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4.6.6 Notify Configuration

WHG301 can automatically send the notification of Monitor IP Report, Traffic History, On-demand User Log,
Session Log and AP status to up to 3 particular e-mail address. The notification of AP Status is triggered by the
event when a managed AP becomes unreachable while the other types of emails are sent periodically in given
intervals such as 1 hour. A trial email is provided by the system for validation. In addition, the system supports
recording Syslog of Traffic History, On-demand User Log and Session Log via external Syslog servers. In addition,
the Session Log can be sent to a specified FTP server. Enter the related information and select the desired items

and then apply the settings.

E-mail Notification Configuration

Monitor IP Traffic On-demand ' AP
Jeaxl 1o Report History User Log s 1og Status
O ¥ O L4 O
¥ ¥ ¥ . Ll
O ¥ O . Ll
Interval [1Hour %] [1Hour ™| [1Hour [ [1Hour (|
Send Test Email [ send | [ send | [ send | [Send | [send ]
Send From
SMTP
Auth Method . Ncne “
SYSLOG Configuration
System Log IF: Port: |
On-demand User Log IP: Port:
Session Log Ip: Part:
FTP Server Settings
ip: | Port: | _
Send Log every Hours “(Mots: sams 23 "Int=rval of Session Lag” in the
Session Log Hotification E-mail Settings

Using &nonymous & vyves O Mo

FTP Setting Test

i E-mail Notification Configuration:
@ Send To: Up to 3 e-mail address can be set up to receive the notification. These are the receiver's e-mail
addresses. There are four kinds of notification to selection -- Monitor IP Report, Traffic History, On-demand
User Log and AP Status, and check which type of notification to be sent.
@ Interval: The time interval to send the e-mail report.
@ Send Test Email: To test the settings immediately.

@ Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
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sender’s e-mail.

@ SMTP: The IP address of the sender’s SMTP server.

@ Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1,
or “None” to use none of the above. Depending on which authentication method selected, enter the
Account Name, Password and Domain.

0 NTLMv1 is not currently available for general use.

o Plain and CRAM-MD5 are standardized authentication mechanisms while Login and NTLMv1 are
Microsoft proprietary mechanisms. Only Plain and Login can use the UNIX login password.
Netscape uses Plain. Outlook and Outlook express use Login as default, although they can be set
to use NTLMv1.

0 Pegasus uses CRAM-MD5 or Login but which method to be used can not be configured.

i Syslog Configuration: There are 3 types of Syslog supported: System Log, On-demand User Log, and
Session Log. Enter the IP address and Port number to specify which and from where the report should be sent

to.

When the number of a user’s session (TCP and UDP) reaches the session limit specified in the
policy, a record will be logged to this Syslog server.

8 Note:
U FTP Server Settings
Session Log: Log each connection created by users and tracking the source IP and destination IP. If Syslog is
enabled, Session Log will be sent to the Syslog server automatically during every defined interval in Session Log
email notification. Session Log allows uploading the log file to a FTP server periodically. The maximum log file size is
256K. The log file will be sent to the FTP server once the file size reaches its maximum size or periodical time

interval.
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4.7 Help

On the screen, the Help button is on the upper right corner.

Click Help to the Online Help window and then click the hyperlink of the items to get the information.

Online Help

Overview
System Configuration
Configuration Wizard
System Information
WAN1 Configuration
WANZ2 Configuration
WAN Traffic Settings
LAN Port Mapping
Service Zones
User Authentication
Authentication Configuration
Authentication Server Configuration
Auth Method - Local
Auth Method - POP3
Auth Method - RADIUS
Auth Method - LDAP
Auth Method - NT Domain
Auth Method - ONDEMAND
Auth Method - 8IP
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Appendix A. Accepting Payment via Authorize.Net

This section is to show independent Hotspot owners how to configure related settings in order to accept credit card
payments via Authorize.Net, making the Hotspot an e-commerce environment for clients to pay for and obtain
Internet access using their credit cards.

MERCHANT'S

BUSINESS
® r’ = "";-ru]

II INTERNET
CLISTOMER &) @

Authnrize.Net'

MERCHANT'S
BAME
ACCOUNT

I @

MERCHANT'S
BANE

\\0 (3] '
! P PEANKS

\‘ ’,:"- FROCESSOR

CREDIT CARD
INTERCHANGE
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fers instant (on-demand
guest access fo Internet

|

eeds 1o charge
Internet access on
credit cards?

Mo

L
Disable
Credit Card Billing function

Make sure two lypes
of accounts are
\Elnlarnul Merchant Account

r
ﬂpEI'IEId and eadg.r Payment Gateway Account

y
Obtain -
information from 1. Merchant Login 1D

Authorize.Net \2 Merchant Transaction Key
3. Payment Gateway URL

4.MD5 Hash Value

Enable and configure the
Credit Card Billing function

Mo

esting OKY

¥
Check and retry
(or ask for technical support)

redit Card Billing function
Up and runnirg
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1. Setting Up

1.1 Open Accounts

To set up 4ipnet WHG301 to process credit card billing, the merchant owner will need two accounts (Internet

Merchant account and Authorize.Net account).
If you are looking for a merchant account or Internet payment gateway to process transactions, you can fill out the

Inquiry Form on http://www.authorize.net/solutions/merchantsolutions/merchantinquiryform/.

Auﬂ]orize.Net Your Gateway to IP Transactions™ ‘;“4‘

Merchants Resellers Developers Resources Company

Home = Merchants = Merchant Inquiry

Merchant Inquiry

Ifvou are looking for a merchant account andfor payment gateway to
process transactions, please call us at 866-437-0476 (Monday - Friday, &
AM - 5 PM Pacific time) or fill out the form below.

*Reaguired field

First Mame: . :*
Last Mame: | | =
Company Mame:

Jab Title:

Address:

City:

State: -- Plaase Selack -- % |

1.2 Configure 4ipnet WHG301 using an Authorize.Net account
Please log in 4ipnet WHG301. User Authentication >> Authentication Configuration >> Click the server name

On-demand User >> External Payment Gateway >> Click Configure >> External Payment Gateway >> Select
Authorize.Net

External Payment Gateway

(¥ Authorize et O PayPal (O Disable

Authorize.Net Payment Page Configuration

IMerchant Login 1D
Merchant Transaction Key
Payment Gateway URL  |httpsiisecure.authorize netigatewayitransact.dil
Verify SSL Certificate (2 Enable O Disable

Test Mode (i Enable @ Disahle -

MD5 Hash (O Enable @) Disable
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Some major fields are required:

Setting Description

Merchant Login ID This is the “Login ID” that comes with the Authorize.Net account.

To get a new key, please log in Authorize.Net >> Click Settings and Profile >>
Merchant Transaction Key | Go to the “Security” section >> Click Obtain Transaction Key >> Enter
“Secret Answer” >> Click Submit.

Payment Gateway URL https://secure.authorize.net/gateway/transact.dll (default gateway address)

To enhance the transaction security, merchant owner can choose to enable this

MD5 Hash function and enter a value in the text box: “MD5 Hash Value”.

8 Note: For detailed description, please see 4.2.1.6 Authentication Method — On-demand User.

1.3 Configure the Authorize.Net Merchant Account to Match the Configuration of 4ipnet WHG301

Settings of the merchant account on Authorize.Net should be matched with the configuration of 4ipnet WHG301:

Setting Description

To configure “MD5 Hash Value”, please log in Authorize.Net >> Click Settings
MD5 Hash and Profile >> Go to the “Security” section >> Click MD5 Hash >> Enter
“New Hash Value” & “Confirm Hash Value” >> Click Submit.

If the “Card Code” is set up as a required field, please log in Authorize.Net >>
Required Card Code Click Settings and Profile >> Go to the “Security” section >> Click Card
Code Verification >> Check the Does NOT Match (N) box >> Click Submit.

After setting up the required address fields on the “Credit Card Payment Page
Billing Configuration” section of 4ipnet WHG301, the same requirements
Required Address Fields | must be set on Authorize.Net. To do so, please log in Authorize.Net >> Click
Settings and Profile >> Go to the “Security” section >> Click Address
Verification System (AVS) >> Check the boxes accordingly >> Click Submit.

1.4 Test The Credit Card Payment via Authorize.Net

To test the connection between 4ipnet WHG301 and Authorize.Net, please log in 4ipnet WHG301. User
Authentication >> Authentication Configuration >> Click the server On-demand User >> External Payment
Gateway >> Click Configure >> External Payment Gateway >> Select Authorize.Net >> Go to “Authorize.Net

Payment Page Configuration” section >> Enable the “Test Mode” >> Click Try Test and follow the instructions

External Payment Gateway

& Authorize Met O PayPal O Disahle

Authorize.Net Payment Page Configuration
Merchant Login 1D |
Merchant Transaction Key
Payment Gateway URL '_hrtp s:/isecure. authorize. net'gatewaytransact.dil

Verify SSL Certificate () Enable ) Disable

@Enable O Disable [ Try Test |- |

MD5 Hash (O Enable 3 Disable

Test Mode
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2. Basic Maintenance

In order to maintain the operation, merchant owners will have to manage the accounts and transactions via
Authorize.Net as well as 4ipnet WHG301.

2.1 Void A Transaction and Remove the On-demand Account Generated on 4ipnet WHG301

Sometimes, a transaction (as well as the related user account on 4ipnet WHG301) may have to be canceled before

it has been settled with the bank.

a. To void an unsettled transaction, please log in Authorize.Net. Click Unsettled Transactions >> Locate the
specific transaction record on the “List of Unsettled Transactions” >> Click the Trans ID number >> Confirm
and click Void.

To find the on-demand account name, click Show Itemized Order Information on the “Order

8 Note: . . « PRSI
Information” page >> Username can be found in the “Iltem Description”.

b. To remove the specific account from 4ipnet WHG301, please log in 4ipnet WHG301. User Authentication >>
Authentication Configuration >> Click the server On-demand User >> On-demand Account List >> Click
View >> On-demand Account List >> Click Delete on the record with the account name. Click Delete All to

delete all users at once.

On-demand Account List

Username Password Remaining Quota Status Remark Delete All

323 quraghdy 2 hr(s} Mormal Delet

i

(Total1) Eirst Previcus Med Last

2.2 Refund A Settled Transaction and Remove the On-demand Account Generated on 4ipnet WHG301

a. To refund a credit card payment, please log in Authorize.Net. Click Virtual Terminal >> Select a Payment
Method >> Click Refund a Credit Card >> Payment/Authorization Information >> Type information in at least
three fields: Card Number, Expiration Date, and Amount >> Confirm and click Submit.

b. To remove the specific account from 4ipnet WHG301, please log in 4ipnet WHG301. User Authentication >>
Authentication Configuration >> Click the server On-demand User >> On-demand Account List >> Click

View >> On-demand Account List >> Click Delete on the record with the account name.

2.3 Find the Username and Password for A Specific Customer
Please log in Authorize.Net. Click Unsettled Transactions >> Try to locate the specific transaction record on the
“List of Unsettled Transactions” >> Click the Trans ID number >> Click Show Itemized Order Information in the

“Order Information” section >> Username and Password can be found in the “Item Description”.

2.4 Send An Email Receipt to A Customer
If a valid email address is provided, an email receipt with payment details for each successful transaction will be

automatically sent to the customer via Authorize.Net. To change the information on the receipt for customer, please
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log in 4ipnet WHG301. User Authentication >> Authentication Configuration >> Click the server On-demand
User >> External Payment Gateway >> Click Configure >> External Payment Gateway >> Select
Authorize.NET >> Scroll down to Client's Purchasing Record section of the page >> Type in information in the

text boxes: “Description” and “E-mail Header” >> Confirm and click Apply.

Client's Purchasing Record
Starting lnvoice Number = [Jchange the Mumber
Description {item Mame) Internet Access

Title for Message to Seller  |Special Mote to Seller

2.5 Send an Email Receipt for Each Transaction to the Merchant Owner

A copy of email receipt with payment details for each successful transaction will also be automatically sent to the
merchant owner/administrator via Authorize.Net.

To configure the contact person who will receive a receipt for each transaction, please log in Authorize.Net. Click
Settings and Profile >> Go to the “General” section >> Click Manage Contacts >> Click Add New Contact to >>

Enter necessary contact information on this page >> Check the “Transaction Receipt” box >> Click Submit.

3. Reporting

During normal operation, the following steps will be necessary to generate transaction reports.

3.1 Transaction Statistics by Credit Card Type during the Period.
Please log in Authorize.Net. >> Click Reports >> Check “Statistics by Settlement Date” radio button

>> Select “Transaction Type”, “Start Date”, and “End Date” as the criteria >> Click Run Report.

3.2 Transaction Statistics by Different Location

a. To deploy more than one 4ipnet WHG301, the way to distinguish transactions from different locations is to make
the invoice numbers different. To change the invoice setting, please log in 4ipnet WHG301. User
Authentication >> Authentication Configuration >> Click the server On-demand User >> External
Payment Gateway >> Click Configure >> External Payment Gateway >> Select Authorize.NET >> Scroll
down to “Client's Purchasing Record” section of the page >> Check the “Reset” box >> A location-specific ID
(for example, Hotspot-A) can be used as the first part of “Invoice Number” >> Confirm and click Apply.

Client's Purchasing Record
Starting Invoice Number = [Jchange the Number

Description {kem Mame) Internet Access

Title for Message to Seller |Special Mote to Seller

128 © 2008 4IPNET, INC.



4ipnet WHG301 User's Manual

b. Please log in Authorize.Net >> Click Search and Download >> Specify the transaction period (or ALL Settled,
Unsettled) in “Settlement Date” section >> Go to “Transaction” section >> Enter the first part of invoice
number plus an asterisk character (for example, Hotspot-A*) in the “Invoice #” text box >> Click Search >> If
transaction records can be found, the number of accounts sold is the number of search results >> Or, click

Download To File to download records and then use MS Excel to generate more detailed reports.

3.3 Search for The Transaction Details for A Specific Customer
Please log in Authorize.Net. Click Search and Download >> Enter the information for a specific customer as

criteria >> Click Search >> Click the Trans ID number to view the transaction details.

8 Note:  For more information about Authorize.Net, please see http://www.authorize.net.

4. Examples of Making Payment for End Users
Step 1: Click the link below the login window to pay for the service by credit card via Authorize.Net.

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In.

‘ User Name:

? Password:

(chonres e : )

Step 2: Choose | agree to accept the terms of use and click Next.

Ve may collect and store the following personal ~
Information:

enail addressz. phyeical contmct information, credit
card numbers and trangactional information based om
vour activities on the I[ntermet mervice provided by
18,

If the information you provide camnot be werified,

ve may ask you to send e additiomal imformation
(such &= your driver license, credit card

gtatement, and/or & recent utility bill or other
Inforsation confirming your address), or to answer
additional questions te help wverify womr
information.) v

= | agres
| disapras
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Step 3: Please fill out the form and Click Submit to send out this transaction. There will be a confirm dialog box.

Rate Flan

af! Harme

Addrae

Step 4: Please confirm the data and the click OK to go on the transaction or click Cancel to revise the data or cancel

this transaction. After clicking OK, there will be another dialog box showing up to confirm this transaction again.

Microsoft Internet Explorer

?‘/ Please check the data vou input:
.

Credit Card Murmber: 4567 123456780000
Credit Card Expiration Date: 1208
Card Type: Visa

Card Code: 527

E-mail; 1223@yahoo.com

Room Mumber:

First Mame: Tom

Lask Mame: Lee

Company:

address:

Ciky:

Skake:

Zip:

Caunkry:

Phone:

Fam:

Do you want ko continue the credit card pavment process?

Cancel

x|
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Step 5: Click OK to complete the process or click Cancel to revise the data or cancel this transaction.

Microsoft Internet Explorer x|

The process may take several minnutes.
\{/ Please DO MOT close or leave this page before getting the resulk,

Do wou want to continue the credit card payment process?

Cancel

Step 6: Click Start Internet Access to use the Internet access service.

L ogjin I P TEP sl
Passwerd BHA
Price faon
Ulsapn B ki 8 min
ESEID : YE-Cafe-Cradit-Card
Wadld To Uge Untll - 2006M4M4 14.03 04

Hhote;
Befod& clasding MWas wihimbow, please waite i Pl et name Swl fias swold

Start Imterned Accese

The clients must fill in the correct credit card number and expiration date. Card code is the last 3
8 Note: digits of the security code located on the back of your credit card. If clients choose to enter the e-mail
addresses, clients will receive confirmation letters for reference.
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Appendix B. Accepting Payment via PayPal

This section is to show independent Hotspot owners how to configure related settings in order to accept payments

via PayPal, making the Hotspot an e-commerce environment for clients to pay for and obtain Internet access using

their PayPal accounts or credit cards.

ffers instant (on-demand
guest access to Internet

eeds to charge
Intermet access and
accept payments via
PayPal?

Yes

4

Make sure PayPal
“Business Account”
is opened and ready

¥
Obtain
information from
PayPal.com

¥

Disable
External Payment Gateway

1. Business Account ID
2. Payment Gateway URL
3. Identity Token

Enable and configure the
PayPal-related settings

¥

Mo

esting OK?

Yes

¥

h

Check and retry
(or ask for technical support)

Payment function via PayPal
Up and running
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As follows are the basic steps to open and configure a “Business Account” on PayPal.

1.1 Open An Account

Step 1: Sign up for a PayPal Business Account and login.

Here is a link: https://www.paypal.com/cqgi-bin/webscr?cmd=_reqistration-run

[honne o

Sign Up for a PayPal Account

arafane with an emal address can use PayPal 1o send and recedve maney

anlmg, Whgt 15 Peivirgl?

O Persomal dor i

Alrgady have a
PayPal Account?
Unorede pour coork

Ideal for shopping aning. Its a free, secure, and Fast way to sand
pAymants, You ean Ales secapt Bank seeaunt ar PayPal balsnee-fusdsd
paymants for fees and a limated number of credit or debit card payments par

yaar for & |gw fos. Laarn mars

T Prmmier focoant

Parfect far buying aeed sallng on eBay or marchant websites, accept all
paymant tppes for fga feesy. Do busness under your own nama.

{3 Mmsine s5 @ pai

Ther right choica for your anlines business, Accept al paymant tppes for ke
faus. Oo business urder 8 Compamy or group Namse. Earn Do

Member Log-In

Forgot vour emnail address?
Forgot your password?

Password |

| [Logln]

Step 2: Edit necessary settings in “Website Payment Preferences”

Click Profile >> Click Website Payment Preferences in the Selling Preferences section

RayRai)

Py Aocownd Send Maney

Dwereiew Aald Fumds

Profile Sumnary

Log Out | Help | Sscurity Center

Bepuest Maney Merchent Tools #uction Toals

W ithraw Resslution Ceater

To edit yous Frofike informaton, please clck mn

Account Information

Financlal Information

@ lnk beslorey

Selling Preferences

Emas SRl Ciards Auctions
Slmst sdiress Bank accounts Esgiongl Tax
Eharg Curency Balances Shipging Calculations
Eaxaory Gift Cariificalgs
Barifications Monthly SCCount Statements Erefitercas
BAl-UGEr A2Cg5s Preagerovad Davmants Ingtant Paviant Notification
APLACCESS Arautatlan
Busirsss Iofarmation T
Llocs sccount Saliar Flighdicy !I:I PayPad
E I.:E =13 !IE x|
[ itE P nt Pyl
f Li =} [Li=TH Lilal
[ El i pg:l'llgl'll "a!EE
[l T 1}
Larguage Encodieg

Administrators should scroll down to edit each setting as shown in the table below. To activate all the changes,

please click Save at the end of the page.
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Settings Screenshots

Auto Return (On) PayPall
Return URL (Redirect Webpage)

Type http://www.www.com or other

My Accomt | Ses ey | Reguest Maney

Fdd Pusds

Ovarwiew

URL. Website Fayment Preferences

Auto Return for Website Payments

At Betum for ‘Wabsits Pepments brings your buyars bsck to your website mmedistaly
AThar pavymant EampEtan, Auts Beturm applas ta PayRal Wabksite Paymente, Reludieg Buy
HNoww', Donateons, Subcciplions, and Shopping Cart, Lodim Mo

Kata Betusmnl 000
{30

fmtarm WAL Endar dhr UAL that will b uvsad 1 redirs ol o Cucommeers o b gt oo plet on.
Thin UAL must mast the guidelines detailed balon. Lggn Marg

Retwrn WRL ey o waas. com

Barturn UBL Raqueiremants: Tha fallswing fame acd raquicad in ordsr b6 ot ug Suts Daburn.

Payment Data Transfer (On) Payment Data Transfer {optional)

Payment Data Transfer allows you to receive notification of successful payments as they
are made, The use of Payment Data Transfer depends on your system configuration and
your Return URL. Please note that in order to use Payment Data Transfer, you must turn
on Auto Return.

Payment Data = On
Transfer:

 Off
Block Non-encrypted Website Encrypted Website Payments
Using encryption enhances the security of website payments by decreasing the possibility
Payment (Off) that a 3rd party could manipulate the data in your button code, If you plan on only using

encrypted buttons you can block payments from non-encrypted ones,

Learn more about Encrypted Webhsite Payments

Note: If you enable Encrypted Website Payments, all of your Buy Mow, Donations, and
Subscriptions buttons must be encrypted via one of the following methods:

e Using the Button Factory with the security settings enabled,

e Llsing your own code, you encrypt all website payments before sending them to
PayPal.

By enabling this feature, any Buy Mow, Donation, or Subscription button that is not
encrypted will be rejected by PayPal.

Block MNon-encrypted ( On
Website Payment: & Off

PayPal Account Optional (Off) PayPal Account Optional

When this feature is turned on, your customers will go through an optimized checkout
experience. This feature is available for Buy Mow, Donations, and Shopping Cart buttons,
but not for Subscription buttons, Learn More

PayPal Account ¢ On
Optional: @ Off

Contact Telephone Number (Off) Contact Telephone Number
When you activate this option, your customers will be asked to include a Contact
Click Save. Telephone Mumber with their payment information, Learn More

Note: Selecting On (Required Field) could have a negative effect on buyer conversion.

Contact Telephone ¢ On (Optional Field)
¢ On (Required Field)
& Off (PayPal recommends this optian)

Save Canc
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1.2 Configure 4ipnet WHG301 with a PayPal Business Account

Please log in 4ipnet WHG301:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> External

Payment Gateway >> Click Configure >> External Payment Gateway >> Select PayPal

Three fields are required:

Baiimnrize pst | P e Ciisabie

Bisiterss Ao tesl_busress_scoouniiholmali com

P imanearen (o owany | IFL httos Sweaw papal comicg-bmbsebsor
hilseminy Tisk iy [

Wiy 551 Coriificats @ Enable ) Ditsbis

Al | sy LD (U 6. DoR L4

Setting

Description

Business Account ID

This is the “Login ID” (email address) that is associated with the PayPal
Business Account.

Payment Gateway URL

https://www.paypal.com/cgi-bin/webscr (default URL for PayPal)

Identity Token

Please log in PayPal after saving the above settings >> Click Profile

>> Click Website Payment Preferences in the Selling Preferences

section >> Scroll down to the section, Payment Data Transfer
(optional).

Fayment Data Transfer {optional)

Payment Data Tramster allows you ko recesve notification of successful payments as thay
are msds . The use of Fayment Dats Transfer deperds on powr ard
your Retum UAL, Please nobe that in ondar to wse Paymant Data Transfar, pou mast um
on Auko Peturm,

Fayment Data (@00
Transfer: aff

Tdenbity Twken:| FTrdSali-EMdUbgAE_1rThLS 1585 dpP-od ot o-KE 0P Shok ZkCBan |

Copy the Identity Token in the above page to the section “PayPal
Payment Page Configuration” of 4ipnet WHG301.

PayPal Payment Page Configuration

Business Account

IteSt_husiness_account@hotmail.cum | -

Payment Gateway URL |https:.b‘-;vw‘-n-‘.pay'pal.caln.fcgi-binrwehscr | .

Gdentity Token

!FIYOqL"v’-EHl:IUthD_B'y'?KLG1CBiGcIX|JF-zETEKC-3I-1]-

Verify S5L Certificate

Currency

O Enable @ Disable
| USD (U.5. Dollar) e
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1.3 Requirements for Building a Secure PayPal-based E-Commerce Site
To deploy the PayPal function properly, it is required that the merchant register an Internet domain name (for

example, www.StoreName.com) for this subscriber gateway device.

System information
System Namse

gy The Serdace is tfemporanly unavailabie

Administrator info

[_:JE"- ice Hamea weavwy StoreMlame com ]

In addition, it is necessary to sign up for a SSL certificate, licensed from a “Certificate Authority” (for example,

VeriSign), for this registered Internet domain name.

Thus, by meeting these two requirements, it will allow end customers or subscribers to pay for the Internet access in

a securer and convenient way.

2. Basic Maintenance

In order to maintain the operation, the merchant owner will have to manage the accounts and payment transactions

on PayPal website as well as 4ipnet WHG301.

2.1 Refund a completed payment and remove the on-demand account generated on 4ipnet WHG301

(2) To refund a payment, please log in PayPal >> Click History >> Locate the specific payment listing in the activity
history log >> Click Details of the payment listing >> Click Refund Payment at the end of the details page >> Type
in information: Gross Refund Amount and/or Optional Note to Buyer >> Click Submit >> Confirm the details and
click Process Refund

(2) To remove the specific account from 4ipnet WHG301, please log in 4ipnet WHG301:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand
Account List >> Click View >> On-demand Account List >> Click Delete on the record with the account ID. Click

Delete All to delete all users at once.

On-demand Users List

e ot iration Time. [ Delets All ]
Username Password TimeVolume Status Expiration Time Delete All
200750201
Y340 KP23IERAC 2 hour Marmal 133541 Celete

2.2 Find the username and password for a specific customer

(2) To find the username, please log in PayPal >> Click History >> Locate the specific payment listing in the activity
history log >> Click Details of the payment listing >> Username can be found in the “item Title” field

(2) To find the password associated with a specific username, please log in 4ipnet WHG301:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand
Account List >> Click View >> On-demand Account List. Search for the specific username. Password can be

found in the same record
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On-demand Users List

i iration Time [ Delete Al |
Username Password TimeAolume Status Expiration Time Celete All
2007502001
W40 KP23EG4C 2 hour Mormal 133541 Celete

As stated by PayPal, you can issue a full or partial refund for any reason and for 60 days after the
original payment was sent. To find the on-demand account name for a specific payment, click Details
of the payment listing in the activity history log >> Username can be found in the “Item Title” field.

8 Note:

2.3 Send an email receipt to a customer

If a valid email address is provided, an email receipt with payment details for each successful transaction will be
automatically sent to the customer via PayPal. To change the information on the receipt for customer, please log in
4ipnet WHG301:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand
User Server Configuration >> External Payment Gateway >> Click Configure >> External Payment Gateway
>> Select PayPal >> Go to “Client's Purchasing Record” section >> Type in information in the text boxes: Invoice
Number and Description (Item Name) >> Confirm and click Apply

Client's Purchasing Record

Invoice Mumber | || |- Oreset
Description(ltern Mame) |Wire|ess Internet Access | "
Title for Message to Seller |Specia| Hote to Seller | "

2.4 Send an email receipt for each transaction to the merchant
A copy of email receipt with payment details (including available message note from buyer) for each successful

transaction will also be automatically sent to the merchant owner/administrator via PayPal.

137 © 2008 4IPNET, INC.



3. Reporting

4ipnet WHG301 User's Manual

During normal operation, the following steps will be necessary to generate transaction reports.

3.1 Transaction activity during a period

(1) Please log in PayPal >> Click History >> Choose activity type from the Show field as the search criteria

>> Specify the dates (From and To fields) for the period >> Click Search

dodd Famds o it fll e HHETERY Pl gl I St @
Hiis bory
Winw up e thires manthe of l_lv |
e ihily a0 ot Shat is il
Search
[Shmei| | a1 petoity - Simgls Visw -

[ Withis: | Th pygiDay

= From
@ Fromi e Tl FAE
Manth Doy fear

Te: = u=

1 s || § |7

Mankh Craw T

AR Activity - Simpla View fram Dac. 31, 2006 to Jan., 30, 2007
Date Type TofFrom MamefEmadl - Staties Detalls Action  Gress

3.2 Search for the transaction details for a specific customer

Fee  Het Amount

Please log in PayPal >> Click History >> Click Advanced Search >> Enter the name for a specific customer as

criteria in the Search For field and Choose Last Name or First Name in the In field >> Specify the time

period >> Click Submit >> Click Details to view the transaction details

itk raw Fou n iz wtiem Confur
History History
R Wisw up to Hees monthes of
maathly acesust sbatanmests

Advanced Sewrch

History

SE?!;"‘_ ||HDtSthDDDDDDD1 | ‘ In:“ Invaice ID v H
O Within: | The PastDay v
@ From: g )J[F ] 2 pee |TOEf | 7 [2007 |
Month Day Tear Year

8 Note:  For more information about PayPal, please see http://www.paypal.com.
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4. Examples of Making Payment for End Users

Step 1: Click the link below the login window to pay for the service via PayPal.

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In_

‘ User Name:

? Password:

(7 Suerit 7 Clear i VRemaining |
( P —— ol Card .]

Step 2: Choose | agree to accept the terms of use and click Next.

We may collect and store the followlng personal ~
Information:

enall address, phyeical contact information, credit
icard numbers and transactlonal information based om
vour activitie=m on the Internet service provided by
14,

If the information you provide camnot be werified,
we may ask you to send ws additiomal information
(such &2 vour driver license, credit card
gtatement, and/or a recent uwtility bill or other
Inforsation confirming your address), or to ansver
additional questions to help werify wour

{{nformation.) v
® | agres
] | disapras

Step 3: Please fill out the form and Click Submit to send out this transaction. There will be a confirm dialog box.

Rate Plan Price
® 2nrsdmins EUR2
(3 3hes 0 ming EUR 2
) 300 Mixta EURS

MHote:

A, Paymenl i accepled wa PayPal PayPal enables you 1o send paymanis
secunely anline using PP el account, 8 credit cand or bank accound
Clicking on "Buy Now® button, you will be radirected ta PayPal's sde io
MEKE pEyTRENT

B Please don' mnanually close the biowses whien you resch PayPels
payrnem canfifmalion page || takes aboul 30 seconds of more bifine
you are mmomatically redin ected back 1o oun welisite with a set of
Login i and Passwond.

Microsoft Internet Explorer

9 Do youa want 1o purchase the internet service through PayPal’s websie?
e )

(Mote: Toudon't necessnly reed o PayFal sceount to do s credit card payvment on PayPal's webste )

[ Ok ] [ Cancel
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Step 4: You will be redirected to PayPal website to complete the payment process.
YK Cafa " EErE

[
—i1
Enter Payment Information

R 1.3 BT (HA BN TR T [T TR I I R TR R |

shn F Za-Fa

o Ticszonn O
Rayrannt For Muartity Riirn
I re ane Ttharwd docsss ok (h Carmu hre D C1tE 1 LR T
Fubcckal: TI0IL0AS
Latel Rannrt L NlIN] III‘1
WFEEEEN 17 Fnak Wi oyl
S T e e e Sen bAanl- e saa g T ialinl
p——
YK Cafe hT
[
[

Review Your Payment

Fayment For Juardty Price
wrelmss [ -he Ter Oicess o7 1< Zehe 125 0 mins) 1 Lo
Tuxckal: FIICEN
[ COICEN
Taknl Lranunk FE.N0CIHE
Srrze ke paccroab drkzrs aad Dz < PEy ED Domo ok ODUr SDOLrD 3aymIrT

Saneel amd BA ITe VARSSARE Ty

P
YK Cafe (ELED

You Made A Payment
Vo pepeenl T e s baa e e 4l

FALAF DO A3 a] PRFAREEE b VR Rt

-y ae -e1 csdrcoied sk o o0 snoords Zlck s
Step 5: Click Start Internet Access to use the Internet access service.
Laqgim I I T
Passwimd
Prica

Lhsaipe

EBSID  Yh-Cafe TESTZ

our first time login mast be done before AEITAOTAY 18:35:28
The accounl it walid within 7 days afler yaur firsd login
Please wiits down ot boghs 1D amd Password immediately!

(&) Payment is accepted via PayPal. PayPal enables you to send payments securely online using
PayPal account, a credit card or bank account. Clicking on Buy Now button, you will be

redirected to PayPal's site to make payment.
(b) Please do not manually close the browser when you reach PayPal’'s payment confirmation

page. It takes about 30 seconds or more before you are automatically redirected back to our
website with a set of Login ID and Password.
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Appendix C. Service Zone Deployment Example

§ Port-Based Service Zone

In Port-Based mode, each LAN port can only serve traffic from one Service Zone. An example of network
application diagram is shown as below: one Service Zone for Staff and one for Guests.

XDSL/Cable sy ISP1

dem

WANI1

Service Zone (VLAN) Service Zone (VLAN)
for Staff for Guests

| é The switches deployed under WHG301 in Port-Based mode must be Layer 2 switches only.

U Configuration Steps for Port-Based Service Zones:

Step 1: Configure Service Zone 1 for Guests
Assume that LAN1 is assigned to the Service Zone 1 (SZ1) for Guests. Click the System Configuration menu and
select the Service Zones tab. Click Configure of SZ1.

Service Zone Settings

Service
Zone Port Map 58ID

Name
Default 421“ Mone Palicy 1 Server 1 Enable

% % % % 'gﬁ: Mone Palicy 1 Senver 1 Disable

WLAN  Applied Default

Encryption Policy Authentication Sthths Delans

Step 2: Configure Basic Settings for SZ1
Check the Enable radio button of Service Zone Status to activate SZ1.

Enter a name for SZ1 (e.g. “Guests”) in the Service Zone Name field.
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Basic Settings

Service Zone Status  ||® Enable | O Disable

Service Zone Name [Guestsl l

Network Settings

Operation Mode

IF Address :

Subnet Mask

®nNaT O Router

192.168.2.254

2662652550

Step 3: Configure Authentication Settings for SZ1

Check the Enable radio button to enable Authentication Required for the Zone.
Check the Default button and Enabled box of Guest Users to set ONDEMAND authentication method as default.

4ipnet WHG301 User's Manual

Disable all other authentication options. Then, click Apply to activate the settings made so far. A warning message

“You should restart the system to activate the changes.” will appear at the bottom of the page. Do NOT restart

the system until you have completed all the configuration steps.

Authentication Settings
Authentication Status || & Enable | O Disable
Auth Option LI Postfix |Default| Enabled
Database
Server 1 LOCAL local O O
Server2 POP3 pop3 (@] O
Authentication Options Server 3 RADIUS radius O 0
Server d LOAP Idap O
SISEANE | ONDEMAND | ondemand | @
sIP sIP (N7

Step 4: Configure LAN Port Mapping for SZ1

Select the LAN Port Mapping tab from the System menu to enter the LAN Ports and Service Zone Mapping

page. Select Guests from the drop-down list box of LAN1. Click Apply to save the selection.

Service Zone Port Role Setting

Select Service Zone Mode (&) Port Bazed
(0 Tag Based

Choice Of Port Role

LANS LAMNE LANT LAMNS
N T . T T o |
Default w 5Default v Default » _Default |
[Guest 2 ;Default ~ [ pefaurt v Default v
T Sy 55y Iy
LANA1 LANZ LAM3 LARM4
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A warning message “You should restart the system to activate the changes.” will appear at the bottom of the

page. Do NOT restart the system until you have completed all the configuration steps.

Service Zone Port Role Setting

Select Service Zone Mode () Port Based

OTag Based
Choice Of Port Role
LANS LAMG LANT LAMNS

N ol = ol N S S R G

Default » |§ || Default » Default + || | Defautt ~|

| Guest w gDefauItv "Default v/ Default b
H I I I

LAM1 LAaM2 LAMN3 LAn4

|'1'-I=L| should restart the system to activate the changes. Restart

LANL1 is now configured for Guests.

Step 5: Configure Service Zone 2 for Staff
Assume that LAN2 is assigned to the Service Zone 2 (SZ2) for Staff. Select the Service Zones tab and click
Configure of SZ2.

Service Zone Settings
Service .
WLAN  Applied Default i

Zone Port Map 5810 Encryption Policy Authentication Status Details
Hame
Default @@ 4:;” Mone  Policy1  Server Enable

L8] (a]ls)
Ciost BBBB dipn More  Folicy 1 On-demand U Enable

moog -
522 %%%% ';it'fg Mone Paolicy 1 Server 1 Disahle| Configure

Step 6: Configure Basic Settings for SZ2
Check the Enable radio button of Service Zone Status to activate SZ2.

Enter a name for SZ2 (e.g. “Staff”) in the Service Zone Name field.

Basic Settings

Service Zone Status || & Enable | © Disable

Service Zone Name [ Staff ]

Operation Mode @ naT O Router

Network Settings P Address : (192.168.3.254 =

Subnet Mask: [255.255.255.0 =
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Step 7: Configure Authentication Settings for SZ2

Check the Enable radio button to enable Authentication Required for the Zone.

Check the Default button and Enabled box of Server 1 to set LOCAL authentication method as default. Disable all
other authentication options. Then, click Apply to activate the settings made so far. A warning message “You
should restart the system to activate the changes.” will appear at the bottom of the page. Do NOT restart the

system until you have completed all the configuration steps.

Authentication Settings

Authentication Status | |@ Enable | O Disable
- Auth
Auth Option Dataiase Postfix Default Enabled
[ Server 1 LOGAL lacal ®
Server 2 POP3 pop3 O N
Authentication Options Cerver 3 RADIUS radius O O
Server 4 LDOAP Idap O O
On-demand
ler OMDEMAMD | ondemand @) O
SIP sIP A

Step 8: Configure LAN Port Mapping for Sz2
Select the LAN Port Mapping tab from the System menu to enter the LAN Ports and Service Zone Mapping
page. Select Staff from the drop-down list box of LAN2. Click Apply to save the selection.

Service Zone Port Role Setting

Select Service Zone Mode () Port Based

(O Tag Based
Choice Of Port Role
LANS LANG LANT LANS

P T T T 1

_.D.efault.\(f "_Defdult_v: :Def:ault ¥ f.DéfaL-nt V_i

Guest v v | Default v | Default |
Hh 7 S 4

LANA LAMNE LANZ LAN4

A warning message “You should restart the system to activate the changes.” will appear at the bottom of the

page. Click the hyperlink of Restart to restart the system and activate all configurations.
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LAMS LAMEG LAMT LAME
r LJ LI LI 1L
Default Default » Default » Default »
Guests Staff  |w Default » Default »
+tL SIS 143 1 Iy
LAMT LAm 2 LAM3 LAM4

ou should restart the systern to activate the changes. Restan

Step 9: Restart the System

A confirmation message of “Do you want to restart the system?” will appear. Click Yes to start the restarting
process. A confirmation dialog box will then pop out. Click OK to continue.

Do you want to RESTART the system?

| & Please do not interrupt the system during the restarting process.

Once the settings of two Service Zones are completed, the configured result will be displayed in the Service Zone
Settings page: SZ1 and SZ2 are both enabled.

Service Zone Settings
Service -
1 WLAN  Applied Default i
Zone Port Map S5ID Encryption Policy Authentication Status Details
Name
(91 (@1 (@1 () 40n __ .
Default Mone Paolicy 1 Server 1 Enahkle
CE)E] =
i an-
Guest ﬂﬂﬂﬂ dipn Mone Palicy 1 Cn-demand U Enakili
Olvlwiw/iy o
A sin - :
Staff DDD cto Maone Palicy 1 Server 1 Enable
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§ Tag-Based Service Zone

VLAN tags carried within message frames. An example of network application diagram is shown as below: one
Service Zone for Staff and another for Guests.

XDSL/Cable sy ISP1

Modem

WANI1

Service Zone (VLAN) Service Zone (VLAN)
for Staff for Guests

| The switch deployed under WHG301 in Tag-Based mode must be a VLAN switch only.

U Configuration Steps for Tag-Based Service Zones:

The following example assumes the system is in factory default status and just powered up.

Step 1: Set Tag-Based mode
Click the System menu and select the LAN Port Mapping tab. Select Tag-Based mode and click Apply. A warning
message “You should restart the system to activate the changes.” will appear at the bottom of the page. Do

NOT restart the system until you have completed all the configuration steps.

Service Zone Fort Role Sewming

Selecl Sendce Fuie Mode O pon Baged

=1 Tag Basnd
B g b i b, eeiy pail insajs Do ovei y Sonace Joie
-] Lam# LANT LANE

K WY e,

A Lk LARS LANE
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Step 2: Configure Service Zone 1 for Staff

Select the Service Zones tab and click Configure of SZ1.

s;;\.:;e VLAN (oo WLAN  Applied Default
Wi Tag Encryption Policy Authentication

Ciefault 4”:;% Mone Policy 1 Server
Guest 1 4|E1ne Mone Palicy 1 On—demrand —
Staff 2 Hpne Mone Policy 1 Server

t-2

Step 3: Configure Basic Settings for SZ1

Service Zone Settings

Status

Details

Enable [ Configure |

Check the Enable radio button of Service Zone Status to activate SZ1.

Enter a name for SZ1 (e.g. “Employee”) in the Service Zone Name field.
Enter a VLAN tag for SZ1 (e.g. “1111”) in the VLAN Tag field.

4ipnet WHG301 User's Manual

Basic Settings

Service Zone Status

Service Zone Name

[®Enable | Opisable

[ Employes

]

Network Settings

IF Address :

O Router

192.168.2.254

Subnet Mask: [255.255.255.0

WLAN Tag |[11171] F (range 1~ 4094)

Operation Mode (8 paT

Step 4: Configure Authentication Settings for SZ1

Check the Enable radio button to enable Authentication Required for the Zone.

Check the Default button and Enabled box of Server 1 to set LOCAL authentication method as default. Disable all

other authentication options.

Authentication Settings

Authentication Status

@ Enable |O Disable

Authentication Options

- Auth
Auth Option e Paostfix Default Enabled
| genver LocAL local ®
Servar 2 POP3 pop3 O O
Server 3 RADIUS radius O O
Server 4 LDAP Idap O O
On-demand | onpeganD | ondemand | O O
User
sIP sIP NiA
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Step 5: Set Policy SZ1

Select Policy 1 from the drop-down list box.

Click Apply to activate the settings made so far. A warning message “You should restart the system to activate
the changes.” will appear at the bottom of the page. Do NOT restart the system until you have completed all the
configuration steps.

Group Permission for this Service Zone
Default Policy in this Service Zone -.Policy 1 |8 ., Edit Systermn Policies
=
Email Message for Login Reminding ©@Enable Edit Mail Message
O pisable

Step 6: Configure Service Zone 2 for Guests
Follow Step 2 to Step 5 to configure SZ2.

Basic Settings
Service Zone Status (3 Enable O Disable

Service Zone Name Guest

WLAM Tag |222 - rangs 1~ 4094

Operation Mode & NAT O Router
Network Settings
IP Address . |192.168.12.254

SubnetMask: |255.255.255.0

In the Authentication Settings section, check the Default button and Enable box of Guest Users to set

ONDEMAND authentication method as default. Disable all other authentication options.

Authentication Settings

Authentication Status || & Enable | O Disable

Authoption | M 1 postfic |Default|  Enabled
Server1 LOCAL lacal o)
Server2 FOP3 pap3 @] O
Authentication Options Server 3 RADIUS radius O |
Serverd LDAP Idap o) O
SIEGEMANG | ONDEMAND | ondemand | @©
sIP SIP N

Step 7: Restart the System

Click Apply to activate the settings. A warning message “You should restart the system to activate the
changes.” will appear at the bottom of the page. Click the hyperlink of Restart to restart the system and activate all
changes you have made.

Group Permission for this Service Zone
Default Policy in this Service Zone :_I;'ol.i.cy“i v Edit System Policies
Email Message for Login Reminding © Enable Edit Mail Message
O Disable
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A confirmation message of “Do you want to restart the system?” will appear. Click Yes to start the restarting

process. A confirmation dialog box will then pop out. Click OK to continue.

Do you want to RESTART the system?

| Please do not interrupt the system during the restarting process

Once the settings of two Service Zones are completed, the configured result will be displayed in the Service Zone

Settings page: SZ1 and SZ2 are both enabled.

Service Zone Settings

Service y
VLAN VVLAN Applied Default r
LR Tag 53 Encryption Paolicy Authentication Alatus betads
HName
Default 4|ptne Mone Paolicy 1 Server 1 Enahble
- dipne .
Employee 1111 1 Mone Palicy 1 Server 1 Enable
Guest 222 “P0° Nome  Policyt OMIOMANAUSE pngye
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Appendix D. Proxy Setting

Basically, a proxy server can help clients access the network resources more quickly. This section presents basic

examples for configuring the proxy server settings of WHG301.

§ Using Internet Proxy Server

The first scenario is that a proxy server is placed outside the LAN environment or in the Internet. For example, the

following diagram shows that a proxy server of an ISP will be used.

ADSL ! Cable Modem

Cateway

(4

?j)
Access Point

Notehook

ISP Proxy Server
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Follow the following steps to complete the proxy configuration:

Step 1.  Log into the system by using the admin account.

Step 2. Network >> Proxy Server >> External Proxy Servers page. Add the IP address (leaving it blank
means any IP address) and port number of the proxy servers into External Proxy Servers setting.

Enable the Built-in Proxy Server. Click Apply to save the settings.

External Proxy Server

ftem Server IP Port
1 6588
2 5080
£ 8023
4 3128
&
[}
7

g

9

10

Internal Proxy Server

Built-in Proxy Server @ Enabled | O Disabled

Step 3.  Make sure that the proxy server settings match with at least one of the proxy server setting of the
system — for example, in this case, 203.125.142.1:3128 matches with blank:3128.

Local Area Network (LAN) Settings X

Automatic configuration

Bukomatic configuration may override manual sektings, To ensure the
use of manual setkings, disable automatic configuration,

[ ] Automatically detect settings

D |Jse autornatic configuration scripk

Prowy server
Idse a proxy server For wour LAN (These settings will not apply ko
dial-up or ¥PM connections),

Address: | Park: |

Bypass proxy server For local addresses

[ Ok ] [ Cancel l
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Proxy Settings [gl
Servers
| B | Tvpe Proxy address to use Part
W=
== HTTP: !3:6.125.142.1 [[3t= |
Secure: | | ! | |
FTF: | | ¢ | |
]

Socks: | | :

[[Juse the same prosy server For all pratacals

Exceptions

| N Do not use proxy server for addresses beginning with:

o=

Use semicalons { ; ) to separate entries,

L a4 J [ Zancel

It is required that the proxy server setting of the clients match with the proxy server setting of the
system. Otherwise, users will not be able to get the Login page for authentication via browsers and it

will show an error page in the browser.
What the Built-in Proxy Server is enabled, all the outgoing proxy traffic will be automatically redirected

to the built-in proxy server.
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§ Using Extranet Proxy Server

The second scenario is that a proxy server is placed in the Extranet (such as DMZ), which all users from the Intranet
or the Internet are able to access. For example, the following diagram shows that a proxy server of an organization
in the DMZ will be used.

Desktop

Router

&5,

=
> E
ore Switch Firewall

%) ((A))

Access Point Access Point

Proxy Server Web Server Mail Server

DMZ

A special scenario is that a proxy server is placed in a zone like Intranet — where users can reach each
other without going through the system. In this case, whenever any one of users in the Intranet has been

é authenticated and connects to the network via the proxy server, other users using the same proxy setting in
their browsers will be able to access the network without any authentication. Therefore, to stop the risk, it is
strongly recommended to put all proxy servers outside the Intranet.

153 © 2008 4IPNET, INC.



4ipnet WHG301 User's Manual

Follow the following steps to complete the proxy configuration:

Step 1.  Log in the system by using the admin account.

Step 2. Network >> Proxy Server >> External Proxy Servers page. Add the IP address and port number of the
proxy server into External Proxy Servers setting. Click Apply to save the settings.

Step 3.  Make sure that clients use the same proxy server settings. Please also configure appropriate exceptions
if there is any traffic which is not needed to go through proxy server — for example, there is no need to

use proxy server for the Default Gateway (192.168.1.254).

Local Area Network (LAN) Settings (X

Automatic configur ation

Automatic configuration may override manual sektings, To ensure the
use of manual settings, disable aukomatic configuration,

[ automatically detect settings

|:| Use automatic configuration scripk

Proxy server

Use a proxy server For vour LAM (These settings will not apply to
dial-up or WPM connections).

Address: I_ _| Part: | || Advanced I

Bwpass proxy server for local addresses

[ K ][ Cancel ]

Socks: | | :

Proxy Settings El

Servers

A | Type Proxy address ko use Pork

W=

A= (ﬂTTP: 102320 | [esae U
Secure: | | : | |
ETP: [ | : i |

|

[[Juse the same prozy server For all protocols

Exceptions

L

Do not use proxy server for addresses beqginning with:

4
{1

192.168.1.254; 1.1.1.1 !

Use semicolons { ; i to separate entries,

O J [ Cancel ]

It is required that the proxy server setting of the clients match with the proxy server setting of the system.
Otherwise, users will not be able to get the Login page for authentication via browsers and it will show an
error page in the browser.
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Appendix E. Session Limit and Session Log

8 Session Limit

To prevent ill-behaved clients or malicious software from using up the system’s connection resources, the

administrator can restrict the number of concurrent sessions that a user can establish.

@  The maximum number of concurrent sessions (TCP and UDP) for each user can be specified in the Global
policy, which applies to authenticated users, users on a non-authenticated port, privileged users, and
clients in DMZ zones.

@  When the number of a user’s sessions reaches the session limit (a choice of Unlimited, 10, 25, 50, 100,
200, 350 and 500), the user will be implicitly suspended upon receipt of any new connection request. In
this case, a record will be logged to a Syslog server.

@  Since this basic protection mechanism may not be able to protect the system from all malicious DoS
attacks, it is strongly recommended to build some immune capabilities (such as IDS or IPS solutions) in

network deployment to maintain network operation.

8 Session Log

The system can record connection details of each user accessing the Internet. In addition, the log data can be

sent out to a specified Syslog Server, Email Box or FTP Server based on pre-defined interval time.

@  The description of the fields of a session log record is shown as below:

Field Description

Date and Time The date and time that the session is established

. [New]: This is a newly established session.
Session Type . oo )
[Blocked]: This session is blocked by a Firewall rule.

The account name (with postfix) of the user. When it shows “N.A.”, it
indicates that the user or device does not need to log in with a
username, for example, the user or device is on a non-authenticated
Username port or on the privileged MAC/IP list. Change the account name
accordingly, if the name is not identifiable in the record.

8 Note: Only 31 characters are allowed for the combination of
Session Type plus Username.

Protocol The communication protocol of session: TCP or UDP
MAC The MAC address of the user’s computer or device
SIP The source IP address of the user's computer or device
SPort The source port number of the user's computer or device
DIP The destination IP address of the user's computer or device
DPort The destination port number of the user's computer or device
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@ An example of session log data is shown as below:

31 Aug 12:35:05 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1626 DIP=203.125.164.132 DPort=80
31 Aug 12:35:05 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1627 DIP=203.125.164.132 DPort=80
31 Aug 12:35:06 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1628 DIP=203.125.164.142 DPort=80
31 Aug 12:35:06 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1629 DIP=203.125.164.142 DPort=80
31 Aug 12:35:07 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1630 DIP=67.18.163.154 DPort=80
31 Aug 12:35:09 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1631 DIP=202.43.195.52 DPort=80

31 Aug 12:35:10 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1632 DIP=203.84.196.242 DPort=80
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Appendix F. Network Configuration on PC & User Login

8 Network Configuration on PC

After 4ipnet WHG301 is installed, the following configurations must be set up on the PC: Internet Connection
Setup and TCP/IP Network Setup.

i Internet Connection Setup
§ Windows 9x/2000

T =lml=

1) Choose Start >> Control Panel >> Internet T [ |
. | = Sk _u-..ﬁ:wu.:. _.r.u\h:. G 1T R A e i

OptIOI"IS. | pccmn [0 Coranad Pl =l e

B = | @ B 7

.|.. =
Al
. RCRRMEY RO eI R RGNS BNy MR e
Caintiol Painel Tokers Hardesare Pagraars Teas

| Senfigprr your ok doploy

| wrd It Ciaplary Fodw Optioms Fandn -
| caradoon stnge : =
| e s i c = >
| BT SRR ' L
= O = & 9
Fagtawd Pl fbeabasd  Phossand P Options
[ T Y
= @ a = {
B H Fogpoedl  oawews and  Gchedded  Sodnds and
-5 Ly Tak LT

2 &

Sinr  Uswrand  Vimerr Took =
| PN el =
oafiga par ninret dipl and caredion mking r—‘:.m":’l'lﬂ.

Internet Properties i 21xl

2) Choose the Connections tab, and then click

zeneral I Security I Content  ‘Connections IPrograms I Advanced I

—  Use the Internet Connection Wizard to
1 connect your computer bo the Internet,

— Dial-up settings

Setup.

add. ..

Hemoye |
Sebbings. . |

" Dial whenever anetwork conneckion is ot present

% ever dial & conmection

1= Always dial mydefault conmection

EUrrent Mone Sek Default |

—Local Area Metwork, (LAM) settings

Lar Settings... |

(a] 4 Cancel I Febun] |l I
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3) Choose “l want to set up my Internet

connection manually, or | want to connect

through alocal Area network (LAN)”, and then

click Next.

4) Choose “l connect through alocal area
network (LAN)” and then click Next.

5) DO NOT choose any option in the following LAN

window for Internet configuration, and just click

Next.
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6) Choose “No” and then click Next.

7) Finally, click Finish to exit the Internet
Connection Wizard. Now, the set up is

completed.

§ Windows XP
1) Choose Start >> Control Panel >> Internet

Option.
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2) Choose the Connections tab, and then click Internet Properties ZX

Setup | General Security || Privacy Contentj: Connections | Pragrams Advanced |

To set up an Internet connection, click
Setup.

| Dialup and Yirtual Private Metwork settings

| Add...

Choose Settings if you need ko configure a proxy S etings...
server for a connection.

Local srea Metwork [LaM] settings

LaM Settings do not apply bo dial-up connections. LAN Settings...
Choose Settings abowve For dial-up settings.

[ ak. ] [ Cancel Apply

3) When the Welcome to the New Connection M Compmetinm Mboars

Welcome to the Mew Connection
Wizard

Vg wvizand halipe: yegui
* Tl (e Haes [deied

Wizard window appears, click Next.

* Connect to o pivate retwat, s o por wakplee
Peliadl

* St e v b o sl olon rebwark

T contis. cichk, Nad

C Gl

4) Choose “Connect to the Internet” and then

Fatwerh. Connectian Type
click Next. W g0 s e b T

Connact o the intermet 2o Y con o e aeb d eed el

wm b ot my work place

Conmect o busmess rsbwo; husrng chalbup of VPHosoucn ok bonham,
a fiedd pffice. o ancther localon

(7 Gt wp & bomes o7 smadl alfice metwerk
Conemct o iy swastireg Feom oo smll plficr retwecsl of st g i one.
[ St up an advanced connection

Connaet divactip it snothar sompbar Lising pour ey i), o ks pos, o
i oD W Compube 20 el Dl compubin Can connedd b i

(Ginct. Hetx )| Coval
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5) Choose “Set up my connection manually” and

Benktbing Fia ady
then C|ICk Next. ¥ s wizaard 13 Doen i fon St Lo y0u s Bribésinedl Ouowwsoiion.

Hiww 0 fams il (T ConnesDl B the [nbermei ™

) Choora om @ finl of ntenel seovice prossdeos [15P)
(21 Snt aliy
-1

2 g Donne 1 3
dalup connaciion, oy el

LT als!

iyl o sccoun raine, pastnesd and B
ookl v e un 0k v ] Dl

() Uze the T ) gat Wom an |5P

T

6) Choose “Connect using a broadband

Inkarmunt Conrection

connection that is always on” and then click Hirer o s vl B Commnesch B0 he Bnkesned 7

Next. 7 Conmect uzing a diel-up modos
T hiz bppa of connachon uses & mocdam and & ssgullsr o | 500 phors na

[ Conmect using a broadband eonmection thal saquies o giel sane and
pazzword
This i = Figh-spand eannachion (idng sbar & D51 o eable ot Yol 5P ey
b b thes g of connmchon &3 PPPoE

O

m:-dm L]

T

7) Finally, click Finish to exit the Connection B o romatiniy Mizard

Completing the Mew

Wizard. Now, the setup is completed. Connection Wizard

"o b orweobion should sieads be oonfigaasd
arvd reaecty b0 uzm | poes comecton ot waking
ooy, obolk Bhe bollceng ink

Loz e Sbeni Roadband coeiiong

T choim Wy wag el click Freh

| :gm Fm-)l Ll
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TCP/IP Network Setup
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If the operating system of the PC in use is Windows 95/98/ME/2000/XP, keep the default settings without any

changes to directly start/restart the system. With the factory default settings, during the process of starting the

system, 4ipnet WHG301 with DHCP function will automatically assign an appropriate IP address and related

information for each PC. If the Windows operating system is not a server version, the default settings of the

TCP/IP will regard the PC as a DHCP client, and this function is called “Obtain an IP address automatically”.
If checking the TCP/IP setup or using the static IP in the LAN1/LAN2 or LAN3/LAN4 section is desired, please

follow these steps:

§ Check the TCP/IP Setup of Window 9x/ME

1) Choose Start >> Control Panel >> Network.

2) Click on the Configuration tab and select
“TCP/IP >> AMD PCNET Family Ethernet
Adapter (PCI-ISA)”, and then click Properties.
Now, you can choose to use DHCP or a specific

IP address.
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P EM e Go P Heb 3

- 5
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Configuration I |dentification I Access Contral I

The following network, components are installed:

-mm.[g.msm. |
E 1f3 =
& T & @ @
Goeslty  bd] Uee  Gbifemrer  DodeTie
':ﬂl'ltrﬂl [T Hadays Fugps
Panel B 4 4 §
Deplap Farir Caamra it
mpbwark ~crklan [pam
o vhigpd il et ok i =
harware avd softare gy 2@ ‘:] m
Finpyoo Hodere Wags Wl
Migpyoft Homs b e
Tashras Ss oo . .k =
gi AR}
OBCDets  Panmad: Peremt
Rl [T b
iy L il ml =
Cordguees rwtvark Fussdevarn ancd 2l | 3] by Conpute
MNetwork B3

Client for Microsoft Metworks

>

Primary Metwork, Logon:

IEIient for Microzoft Networks LI

File and Print Sharing. . |

D escription
TCP/IP iz the protocol you uze to connect ta the [nternet and
wide-area networks.

ak I Cancel
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3) Using DHCP: If you want to use DHCP, click on
« . Bindings | Advanced | MetBI0S |
the IP Address tab and choose “Obtain an IP DS Configuration I Gateway I “wiMS Configuration 1P Address
address automatical |y”, and then click OK. This An IP address can be automatically assianed to this computer.
If wour network. does not automatically aszign IP addreszes, ask
H H H wour nebwork. administrator for an address, and then tepe it in
is also the default setting of Windows. Then, Hhe Shaoe bolow,

reboot the PC to make sure an IP address is
obtained from WHG301.

@an |IF address autm
—

¢ Specify an [P address:

B addiess: | R | R |

Subrnet kMiask: | . " . |

m Cancel I

—

4) Using Specific IP Address: If you want to use a specific IP address, acquire the following information
from the network administrator: the IP Address, Subnet Mask and DNS Server address provided by your
ISP and the Gateway address of WHG301.

& If your PC has been set up completely, please inform the network administrator before proceeding to the
following steps.

T DRI Proopeer s

4.1) Click on the IP Address tab and choose

Hirclarig 1 o B | 1 HstBI0S |
. N ' = Ackhezs
“Specify an IP address”. Enter the IP B -

Address, Subnet Mask and then click OK.

o 1P address Coan be actcanoiicalhes s agred o s compaier
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42) Click on the Gateway tab. Enter the gateway
Bindings | Advanced | MetBI0S |

address of WHG301 in the “New gateway”

DMS Configuration  Gateway I "WIAMS Configuration I IP Address

field and click Add. Then, click OK.

The first gateway in the [nstalled Gatewsay lizt will be the default.
The address order in the list will be the order in which these
machines are used.

HMews gatewsay:
(1. . . e

Inztalled gatewsays:

4.3) Click on DNS Configuration tab. If the DNS
o Bindings | Advanced | MetBI0S |
Server field is empty, select “Enable DNS” DMS Corfigurstion | Gateway | wINS Configuration | IP Address
and enter DNS Server address. Click Add, and LD

then click OK to complete the configuration. :

Hos=t: I Domairn: I

DRSS Server Search Order
S ————

T P e= D
Eemove I

Drornain Suffiz Search Order

C Ok, ID Cancel

§ Check the TCP/IP Setup of Window 2000

OErErE—— ol
Dis [t Wew Fgeotes Jodk  Hele
1) Select Start >> Control Panel >> Network and e o v (Ll Pymeath Garodery (e | 0 o |
. . w-:-ilﬂwlfpﬂ‘- o T ) i hd {ri]
Dial-up Connections. e = : :I e —
= k — [ TiE Caplany Pk ot Fanis =
ol ) ; .
Control Panel A, & & »
(= ] [rbarmet Verrtoad Fim e
P bssrare and Ddal-up Contyolews hphiere:
Cirwtags i e coapubers ,
rrstveata, s e e ]
Whredoess Update Prinkai
RAsgaons  Soawews wdd Shedulied Sk prad
Opline L Tasls kTl
= |
2 2 & l
Systen  Lheryand W Took =
ot b ot comn e, retvaceka, 26t Intamest = conpar 2
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2) Right click on the Local Area Connection icon

and select “Properties”.

3) Select “Internet Protocol (TCP/IP)” and then

click Properties. Now, you can choose to use

DHCP or a specific IP address.

4) Using DHCP: If you want to use DHCP, choose

“Obtain an IP address automatically”, and then
click OK. This is also the default setting of
Windows. Then, reboot the PC to make sure an

IP address is obtained from WHG301.
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up Connections Leinchs
1 Statss

| ADCE BreE LiSECTn {rec Eharbak
| Toe 1 L ornatior o

| mian: Erabied ey
| i v i s b [t
| sdapim

= Doy b propacri of o sslechad connmcion.

Local Area Connection Properties x|

General I

Connect using:

I B AMMD PCHET Family PCl Ethernet Adapter

Componentz checked are uzed by this connection:

Client for Microzoft Metworks
il L aaLl Microzoft Metwarks

e Wrinetal [ Properies D

—_—

— Diezcription
Transmission Control Protocol/nternet Protocol. The default
wide area nebwork protocal that provides communication
across diverse interconnected nebworks.

[T Show icon in tagkbar when connected

Internet Protocol {TCP/IP} Properkties 2 ﬂil

General I

ou can get IP zettings azsigned automatically if your network supports
thiz capability. Otherwize, you need to azk vour nebwork. administratar for
the appropriate [P zettings.

i Obtain an [P address automatical
—{" Usze the following IP addres

P address: I
Subret mask: I
Dretault gateway: I :

¥ Ohbtain DNS server address automatically

17 Usze the following DNS server addresses:

Freferred DHS servern I .
Lltermate DHS serven I

Advanced |
( ok I ) Cancel I

e —
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5) Using Specific IP Address: If you want to use a specific IP address, acquire the following information

from the network administrator: the IP Address, Subnet Mask and DNS Server address provided by your

ISP and the Gateway address of WHG301.

&

following steps.

If your PC has been set up completely, please inform the network administrator before proceeding to the

5.1) Choose “Use the following IP address” and
enter the IP address, Subnet mask. If the DNS
Server field is empty, select “Using the
following DNS server addresses” and enter
the DNS Server address. Then, click OK.

5.2) Click Advanced to enter the Advanced

TCP/IP Settings window.

5.3) Click on the IP Settings tab and click Add
below the “Default gateways” column and the

TCP/IP Gateway Address window will appear.

5.4) Enter the gateway address of WHG301 in the
“Gateway” field, and then click Add. After
back to the IP Settings tab, click OK to

complete the configuration.
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Intermnet Protocol [TCP/IP) Properties 3

General |

A

You can get IP settings assigned automatically if your network supparts
thiz capability. Otherwize, pou need to ask your network. administrator for
the appropriate [P settings.

i Optai utomatically

i+ |ze the following IP address;
IFP address: I . ’ .

& [hta tcally
i* |ze the following DNS server addw
Freferred SETVET .

Subnet mask:

Default gateway:

Ailtermnate DMNS server:

Ok I Cancel I

Advanced TCP/IP Settings 3

IP Settings | DMS | WwiNS | Options |

gl |

— IP addiesses
IP address | Subnet mask
DHCP Enabled
add | Edi. || Aemope |
— Default gateways:
G ateway | kdetric |
Agdd... Edi.. || Femove |
—
Interface metric: I1

( ak I Cancel I
- ———

TCFP/IP Gateway Address

v Autormatic metric

2=

Gateveay:

P Etric: I

Cancel |

© 2008 4IPNET, INC.



§

Check the TCP/IP Setup of Window XP
1) Select Start >> Control Panel >> Network

Connection.

2) Right click on the Local Area Connection icon

and select “Properties”.

3) Click on the General tab and choose “Internet
Protocol (TCP/IP)”, and then click Properties.
Now, you can choose to use DHCP or a specific

IP address.
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-4 Local Area Connection Properties

General | Authentication | Advanced |

Connect using:

| H8 AMD PCMET Family POl Ethemnet Adapter |

Thiz connection uzes the following items:

g Client for Microsoft Mebworks
g File and Printer Sharing for Microsoft Metworks
I RP=a= E N

Internet Protocol [TCRAR) B

Install... Froperties '
~—— —
D escription

Transmizzion Control Protocol/lnternet Protocol. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

Lininztall

[[] Show icon in notification area when connected

[ Ok, ] [ Cancel ]
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4) Using DHCP: If you want to use DHCP, choose  [RiiaSii b RSl R RRET S RIX

General | Alternate Configuration

“Obtain an IP address automatically” and click

“r'ou can get IP settings azzigned automatically if pour netwark, supports

.. . - hi bility. Cithy ize, d | k. admini i
OK. This is also the default setting of Windows. el e L Ree A RAL Rl BRIk sdERs St e

Then, reboot the PC to make sure an IP address
() Use theTolowing 1P addiess:

is obtained from WHG301. o —
(il
5) Using Specific IP Address: If you want to use a Exben M adins e
() Use the fallowing DMS server addresses:

specific IP address, acquire the following Prefered ONE serve | |

information from the network administrator: the IP RIS [
Address, Subnet Mask and DNS Server address
provided by your ISP and the Gateway address of ok ][ cancel ]

WHG301.

& If your PC has been set up completely, please inform the network administrator before proceeding to the
following steps.

Internet Protocol {TCP/IP) Properties

5.1) Choose “Use the following IP address” and

General |

enter the IP address, Subnet mask. If the DNS

*f'ou can get IP zettings azzigned automatically if vour network supparts
thiz capability. Otherwize, you need to ask pour nebwork. administrator for

Server field is empty, select “Using the the appropriate P settings.

following DNS server addresses” and enter

the DNS Server address. Then, click OK. IF addoes ,

5.2) Click Advanced to enter the Advanced Subret mask: o o
|

. . Default gateway:
TCP/IP Settings window.

Alternate DMS server

l Ok l [ Cancel ]
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5.3) Click on the IP Settings tab and click Add
below the “Default gateways” column and the

TCP/IP Gateway Address window will appear.

5.4) Enter the gateway address of WHG301 in the
“Gateway” field, and then click Add. After
back to the IP Settings tab, click OK to finish

the configuration.

4ipnet WHG301 User's Manual

IP Seftings | DMS | wiNMS | Options|

IF addies=zes

IP address
DHCF Enabled

Subnet mask

Add E dit. emo
Drefault gateveaps:
G ateway bl etric
Add.. Edit. Remove
Automahic metric
Interface metric |

(\GK TD Cancel ]

TCP/IP Gateway Address

Gateveay:

&

3

Automatic metric

b atfic |
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8 An Example of User Login

Normally, users will be authenticated before they get network access through WHG301. This section presents the
basic authentication flow for end users. Please make sure that the WHG301 is configured properly and network

related settings are done.

1. Open an Internet browser and try to connect to any website (in this example, we try to connect to

www.google.com).

a) For the first time, if the WHG301 is not using a trusted SSL certificate (for more information, please see
4.2.5 Additional Configuration), there will be a “Certificate Error”, because the browser treats WHG301

as an illegal website.

2 Cenificase Ereve: Mavipation Bocked - Wisdows |niemel Eaplorer

] b e, rocghe conl
Fle Flf s Fuwinc Trks Heh

SR | e ko R b

&l There iz a problem with this website's securizy certificate

ET Ty cerlificate prasanted Dy this wolisig wes not iseded Oy a truscad cernhcats

We recommend Ehat you close this webpage and da net cominoe 1o s websibe,
& = This weticar

b) Please press “Continue to this website” to continue.

c) The default user login page will appear in the browser.
R e ———
& [ Ty T ——— =

=

Walesd U5 Lket LSS0 PRgE

Pladias Falar Wroest i Minmk e B i nid T S b
a.'.l-lhlu

\ L iy

2. Enter the username and password (for example, we use a local user account: test@local here) and then click
Submit button. If the Remember Me check box is checked, the browser will remember this user’'s name and
password so that he/she can just click Submit next time he/she wants to login.

Check the Remember Me box to store the username and password on the current computer in order to
automatically login to the system at next login. Then, click the Submit button.
The Remaining button on the User Login Page is for on-demand users only, where they can check their

Remaining Usage time.
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1 User Login Foge

Walcama To Usar Laghs Paga! {
Plaasa Entar Your Usar Nama g Pasisond To Sigs b |

a Uger Mame: ez 2cal |
Bl Password:  sand

| s s @

[=] Heariearder [

3. Successful! The Login Successful page appearing means WHG301 has been installed and configured
successfully. Now, you are connected to the network and Internet!

Hello, vou are logged in via
testi&@local

Flease click this buftan to

=

Login time: 2007-12-31 16:0:0

S Note: When On-demand accounts are used (for example, we use 7ksc@ondemand here), the system will
" display more information, as shown below.
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4. Remaining Usage: The remaining quota of this On-demand account that the user can surf the Internet.

Hello, you are logged i wa
Tksc@ondemand

e

Flease close this window or click this bulion fo

[V ioron

Thatk vt
Bappmammg Usape:

Hour 52  Min 44  |Sec
Login time: 20064-2 14:3:58

€

5. Redeem: When the remaining quota is insufficient, the user can add up the quota by purchasing an additional
account. Please enter the new username and password in the Redeem Page and click ENTER button to merge

the two accounts so that there will be more quota for the original account.

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In .

@ User Name:

E Password:

i _enren WV Coar )

The maximum session time/data transfer is 24305 days/9,999,999 Mbytes. If the redeem amount

8 Note: _ . . :
exceeds this number, the system will automatically reject the redeem process.
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Appendix G. Console Interface

Via this port to enter the console interface for the
P 2]

administrator to handle the problems and situations

Fuart Settings I
occurred during operation.
1. In order to connect to the console port of 4ipnet
WHG301, a console, modem cable and a terminal Bits per second: |EIEDD j

simulation program, such as the Hyper Terminal

Diata bits: IB LI

are needed.
2. If a Hyper Terminal is used, please set the Paiity [Nore ]
parameters as 9600,8,n,1.
Stop bits -
Flows contral; INDne j

Bestore Defaults |

k. I Cancel | Apply |

The main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the
keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of 4ipnet WHG301 is connected properly, the console main screen will appear
automatically. If the screen does not appear in the terminal simulation program automatically, please try to press
the arrow keys, so that the terminal simulation program will send some messages to the system, where the
welcome screen or main menu should appear. If the welcome screen or main menu of the console still does not

pop up, please check the connection of the cables and the settings of the terminal simulation program.

Floass seleCL UTllity:

ility
suord Changs admin passenrd
[T Feload Iactory celmult

stLAart Restarc
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U Utilities for network debugging

The console interface provides several utilities to assist the Administrator to check the system conditions

and to debug any problems. The utilities are described as follows:

Q

Q8 8 Q

Flumss =xlwct utility:

Traoe routing patch

Display incecfAcs SsTEings
Piaplay couting table
Dioplay ARF cable

Display sysceEm op ©ime

Clheck aslvica atatus

Bet device into *=afe mode'
Asr OUERUEROUEE

Synchronize clock with NTF mscvelr
Print the kecnel ring buffer
Hain menu

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

Set device into “safe mode”: If the administrator is unable to use Web Management Interface via
browser for the system failed inexplicitly. The administrator can choose this utility and set it into safe
mode, which enables him to manage this device with browser again.

Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its
internal clock, therefore we must reset the internal clock through the NTP.

Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program helps
users to print out their boot-up messages instead of copying the messages by hand.

Main menu: Go back to the main menu.
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Change admin password

Besides supporting the use of console management interface through the connection of null modem, the
system also supports the SSH online connection for the setup. When using a null modem to connect to
the system console, we do not need to enter administrator’s password to enter the console management

interface. But connecting the system by SSH, we have to enter the username and password.

The username is “admin” and the default password is also “admin”, which is the same as for the web
management interface. Password can also be changed here. If administrators forget the password and
are unable to log in the management interface from the web or the remote end of the SSH, they can still
use the null modem to connect the console management interface and set the administrator’s password

again.

Although it does not require a username and password for the connection via the serial port, the same
management interface can be accessed via SSH. Therefore, we recommend you to immediately change
the 4ipnet WHG301 Admin username and password after logging in the system for the first time.

Reload factory default

Choosing this option will reset the system configuration to the factory defaults.
Restart 4ipnet WHG301

Choosing this option will restart 4ipnet WHG301.
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Appendix H. Local VPN

The system is equipped with IPSec VPN feature. To utilize IPSec VPN supported by Microsoft Windows XP SP2
(with patch) and Windows 2000 operating systems, the system implements IPSec VPN tunneling technology

between client’s windows devices and the system itself regardless of wired or wireless network.

By pushing down ActiveX to the client’s Windows device from the system, no extra client software is required to be
installed except ActiveX, in which a so-called “clientless” IPSec VPN setting is then configured automatically. At the
end of this setup, a build-in IPSec VPN feature will be enabled and ready to serve once it is launched for setup. The
goal of this design is to eliminate the configuration difficulty from IPSec VPN users. At the client side, the IPSec VPN

implementation of the system is based on ActiveX and the built-in IPSec VPN client of Windows OS.

ActiveX Component
The ActiveX is a software component running inside Internet Explorer. The ActiveX component can be checked

by the following windows.

Manage Add-oms &
Vo ] s i o e i il o A DR, Dsbng oF dhsting add-one inighl
Fraeerd come v b epet o wior b g comecly
Shoer | Said-gns thet haws besn unsd By brtsnet Eplorer w
MNamm = Publshar Stalia Tvpm Fim =
Bfaconghe SCrDE Ot TG00 B Ersbbsd.  Aamiwst okl e
| saccgie Toobar Halpss oo b Erssblsd  Browues Helpar Obieck  gaogial
BTEvpress Erwsbbs]  Broverss Helper Ohiedt e
5 davvm Phugein 1,301 _02 e Meroykee, Ing. Ensalbed  Atreld Conipol el
'_‘-:IMH.-:-H 1.50_110 Surs Micrasyratamg, Ine Enasbiad  dstresit Conerd wdl
T Searchilesictank G Microsoft Conporation Erashisd  Ropedd Contra shioey
S shochwaws Flash Object  Adole Svsbess Incorpora, . Enabled Ao Gontrd RAritd
A sou-siper Class S Mieramratng, [ne Enabial et Helpar Obrt el
Elim Yvra Consols S Microsy=teme, Inc. Eresblsd  Brovess Edeein szl
& Tsewth Ensabbed  Agrald Confyal Tt
D-Lind. Corpewation Ensbied et Conerdl Lin
] Veinclowrs: Meszerger Froshlsd  Brovees o
;-'l:u Docament Mirosoft Conoonation Enabb  Adiwt Contrad r-mr;:"'
Swtlrgi L Ta o
Chel n sdd-on nases shoie snd Clhelk #ha rwa ol n
#vd Hob chick. Exnablis o Dizabis, (%) Enable At conkd dba wnd |i|
) [ilsabis ther cick Delate
i i fead | ral i ) pr——
L eross abons add-gns e

Windows Internet Explorer: From the Tools menu, click on Internet Options. Select the Programs tab and
click Manage add-ons button to enter the Manage add-ons dialogue box, where you can see VPNClient.ipsec

is enabled.
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During the first-time login to WHG301, Internet Explorer will ask clients to download an ActiveX component of
IPSec VPN. Once this ActiveX component is downloaded, it will run in parallel with the “Login Success Page”
after the page being brought up successfully. The ActiveX component helps set up individual IPSec VPN tunnels
between clients and WHG301 and check the validity of IPSec VPN tunnels between them. If the connection is
down, the ActiveX component will detect the broken link and decompose the IPSec tunnel. Once the IPSec VPN
tunnel was built, all sent packets will be encrypted. Without connecting to the original IPSec VPN tunnel, a client
has no alternative way to gain network connection beyond this. IPSec VPN feature supported by WHG301
directly solves possible data security leak problem between clients and the system via either wireless or wired

connections without extra hardware or client software installed.

Limitations

The limitation on the client side due to ActiveX and Windows OS includes:
@ Internet Connection Firewall of Windows XP or Windows XP SP1 is not compatible with IPSec protocol. It
shall be turned off to allow IPSec packets to pass through.
@ Without patch, ICMP (Ping) and PORT command of FTP can not work in Windows XP SP2.
@ The forced termination (through CTRL+ALT+DEL, Task Manager) of the Internet Explorer will stop the
running of ActiveX. It causes that IPSec tunnel cannot be cleared properly at client device. A reboot of
client device is needed to clear the IPSec tunnel.

@ The crash of Windows Internet Explorer may cause the same result.

Internet Connection Firewall

In Windows XP and Windows XP SP1, the Internet Connection Firewall is not compatible with IPSec. Internet
Connection Firewall will drop packets from tunneling of IPSec VPN. Please TURN OFF Internet Connection

Firewall feature or upgrade the Windows OS into Windows XP SP2.

. Ether I -k Ethernet Properties
General | Support | General | &uthentication | Advanced |
Eobrestion Internet Connection Firewall
Status: Connected [ Pratect my camputer and netwark By limiting or preventing }
Bluraticn 5 days 04:53:39 access to this computer from the Internet
Speed: 100.0 Mbps Learn more about [nternet Connection Firewall
Internet Connection Sharing
oo [] Allaws ather netwark. users ta cannect through this
Activity 7 ]
computer's Intermet connection
Sent HLﬂ Received
(=S
Packets: 45 176,578
- - Learn mare about Internet Connection Sharing.
Froperties ] [ Dizable ]
|-
Ok ] ’ Cancel
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ICMP and Active Mode FTP
In Windows XP SP2 without patching by KB889527, it will drop ICMP packets from IPSec tunnel. This problem

can be fixed by upgrading patch KB889527. Before enabling IPSec VPN function on client devices, please

access the patch from Microsoft’s web at http://support.microsoft.com/default.aspx?scid=kb;en-us;889527.

This patch also fixes the problem of supporting active mode FTP inside IPSec VPN tunnel of Windows XP SP2.
Please UPDATE clients’ Windows XP SP2 with this patch.

The Termination of ActiveX

The ActiveX component for IPSec VPN is running in parallel with the web page of “Login Success”. To ensure
that the built-in IPSec VPN tunnel is always alive, unless clients decide to close the session and to disconnect
from WHG301, the following conditions or behaviors, which may cause the Internet Explorer to stop the

ActiveX, should be avoided.

(1) The crash of Internet Explorer on running ActiveX.
If it happens, please reboot the client computer. Once Windows service is resumed, go through the login
process again.

(2) Termination of the Internet Explorer Task from Windows Task Manager.

Do NOT terminate this VPN task of Internet Explorer.

£ wWindows Task Manager
Fils Optionzs  View Windows Haslpg

| Apphcations | processes | PesFormance Metworking

| Task Stakus

| % urtitled - Pant Runmirg

| gt peivaba g page s vpn_main.shi, .. Rausirirg
skemI2tomd, exe Ramning

>

Sweitch To ]E Mews Task. .. |

Processas: 47 O Ulsage: 0% Bommet Charge: 2953688k § 6315

(3) Execution of instructions given by the following Windows messages:
U Close the Windows Internet Explorer.
U Click Logout on Login Success page.
U Click Back or Refresh of the same Internet Explorer browser page.
U Enter a new URL in the same Internet Explorer browser page.
U Open a URL from the other application (e.g. email of Outlook) that occupies this existing Internet
Explorer.

Click Cancel if you do not intend to stop the IPSec VPN connection.
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Currently, Windows Internet Explorer is the only browser supported by the system. Windows XP and Windows

2000 are the only two supported OS along with this release.

FAQ

(1) How to clean IPSec client?

ANS:
Open a command prompt window and type the commands as follows.
C:\> cd %windir%\system32
C:\> Clean_IPSEC.bat
Or
C:\> cd %windir%\system32

C:\> ipsec2k.exe stop

(2) How to remove ActiveX component in client's computer?
ANS:
(1 Uninstall and delete ActiveX component
(@ Close all Internet Explorer windows
® Open a command prompt window and type the commands as follows
C:\> cd %windir%\system32
C:\>regsvr32 /u VPNClient_1 5.ocx
C:\> del VPNClient_1 5.0cx

(3) What can | do if unable establish IPSec connection for Windows XP SP1?

ANS:

Disable Windows XP firewall
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Appendix l. Customizable Pages

There are five users’ login and logout pages for each service zone that can be customized by administrators.

Go to System Configuration >> Service Zone >> Service Zone Settings Configure >> Custom Pages.

Click the button of Configure, the Login (Logout) page will appear, including Login page, Logout Page, Login
Success Page, Login Success Page for On-demand User and Logout Success Page.

Click the radio button of page selections to have further configuration.

Login Page

Logout Page

Custom Pages Login Success Page
Login Success Page for Ondemand User

Logout Success Page

1  Custom Pages >> Login Page
The administrator can use the default login page or get the customized login page by setting the template page,
uploading the page or downloading from a designated website. After finishing the setting, click Preview to see

the login page.

i Custom Pages >> Login Page >> Default Page

Choose Default Page to use the default login page.

Login Page Selection for Users - Service Zone: Default

@'DefauItPage OTempIate Fage

OUplnaded Fage O External FPage

Default Page Setting - Service Zone: Default

This is default login page for users.
You could click preview link to preview the default login page.
Thanks.

Preview

i Custom Pages >> Login Page >> Template Page
Choose Template Page to make a customized login page. Click Select to pick up a color and then fill in all of
the blanks. You can also upload a background image file for your template. Click Preview to see the result

first.
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Login Page Selection for Users - Service Zone: Default

Y Detauit Page

O Upsoanad Paga

Cobor for Tite Background
Color for Tile Taxt
Colar 1or Page Background
Calor for Pape Text
Tii#

WWelcome
INMCfTTeation
Ugernama
Faapwond
Sumbemit
Clger
Ramaining
Copyrignt
Rememoer b
Logo Image File

Background imege File

{2 Twmiptate P age

7 Exterrisl Fagé

Template Fage Setting
EIF4FD | Bolegt (ROGE valwes inher maode)
QMEAD | Zaled (RGE valees inhey mode
FFFFFF Sslont (RGE valses inhen maode)
SESRER | Selog) (RWGE vaives inher mode)
LB LOGIn Page
VISOmME Ta L Login Papd
PHEAEA EADET YO Mlame 3nd P aEsword 10 Sign in
L3 T T
Pasengra
Summit
e
Ramaining
SopyTignt €}

REmEmoe e

[ Freview and Edi e Imape Fils ]

[ Freview and Edil s Image File ]

Prisview

Custom Pages >> Login Page >> Uploaded Page

Choose Uploaded Page and upload a login page.

Legin Page Selection far Usars - Service Zone! Default

) Dafoull Fage

=) Uploaded Page

File Hpme

Todal Capacite 212k
Haar Usea: v

Upload mages

} Temnplate Pags

{_) Exernal Page

Uploaded Page Setting

E wisting Image Fllas:

Uploae Image Files
[ Bubmit
Prgraigr
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The user-defined login page must include the following HTML codes to provide the necessary fields for user

name and password.

=form action="us erlogin.s htm!” method="post” name="E nter”=
<input type="text” name="myus ername™>

<input type="password” name="mypassword”=

<input type="submit” name="submit™ value="Enter"-

<input type="reset” name="clear” value="Clear”=

</form=

And if the user-defined login page includes an image file, the image file path in the HTML code must be the

image file to be uploaded.

Remote VPN : <img src=images/xx.j pg”>
Default Service Zone: <img src=imagesO/xx.j pg”>
ServiceZonel : <img src=imagesl/xx.jpg”>
ServiceZone?2 : <img src=images2/xx.jpg”>
ServiceZone3  : <img src=images3/xx.jpg”>
ServiceZone4  : <img src=images4/xx.jpg”>

Click the Browse button to select the file to upload. Then click Submit to complete the upload process.

Next, enter or browse the filename of the images to upload in the Upload Images field on the Upload Images
Files page and then click Submit. The system will show the used space and the maximum size of the image
file of 512K. If the administrator wishes to restore the factory default of the login page, click the Use Default
Page button to restore it to default.

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file and
click Delete to delete the file.

After the upload process is completed and applied, the new login page can be previewed by clicking Preview

button at the button.

i Custom Pages >> Login Pages >> External Page

Login Page Selection for Users - Service Zone: Default

ODefaultPage OTempIate Fage

O Uploaded Page @ External Page

External Page Setting

External URL | hitp:if

Choose the External Page selection and get the login page from a designated website. In the External Page
Setting, enter the URL of the external login page and then click Apply.

After applying the setting, the new login page can be previewed by clicking Preview button at the bottom of this
page.

The user-defined logout page must include the following HTML codes to provide the necessary fields for

username and password.
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=form action="us erlogin.s htmI” method="post” name="E nter”=
<input type="text” name="myus ername”=

<input type="password” name="mypassword”=

<input type="submit” name="submit” value="Enter >

<input type="reset” name="clear” value="Clear”=

</form=

2 Custom Pages >> Logout Page
The administrator can apply their own logout page in the menu. As the process is similar to that of the Login

Page, please refer to the “Login Page >> Uploaded Page” instructions for more details.

Upload Logout Page - Service Zone: Default
File Name _

[ Submit ][ Use Default Page ]

Existing Image Files:

Total Capacity: 512 |

Now Used: 0 K
Upload Image Files - Service Zone: Default
Upload Images
Preview

The different part is the HTML code of the user-defined logout interface must include the following
HTML code that the user can enter the username and password. After the upload is completed, the
customized logout page can be previewed by clicking Preview at the bottom of this page. If restore to
factory default setting is needed for the logout interface, click the “Use Default Page” button.

8 Note:

<form action="userdogout.shtml” method="post” name="E nter'">
<input type="text” name="myusemame"=

<input type=""password” nane="Tnypassword >

<input type="submit™ name="submit" value="Logout">

<input type="reset” name=""clear” value="Clear">

< form>

3 Custom Pages >> Login Success Page
The users can apply their own Login Success page in the menu. As the process is similar to that of the Login

Page, please refer to the “Login Page” instructions for more details.

i Custom Pages >> Login Success Page >> Default Page
Choose Default Page to use the default login success page.
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Login Success Page Selection for Users - Service Zone: Default
® Default Page (O Template Page

OU|JI-:|acIecI Fage C External Fage

Default Page Setting - Service Zone: Default

This is default login success page for users.
You could click preview link to preview the default login success page.
Preview
i Custom Pages >> Login Success Page >> Template Page
Choose Template Page to make a customized login success page. Click Select to pick up a color and then fill

in all of the blanks. Click Preview to see the result first.

Login Success Page Selection for Users - Service Zone: Default

) Default Page @ Ternplate Page
OUpIuaded Fage OExternaIF'age

Template Page Setting

Color for Title Background Select (RGBvalues in hex mode)
Color for Title Text Select (RGBEwalues in hex mode)
Color for Page Background Select (RGBwvalues in hex mode)
Color for Page Text Select (RGBwalues in hex mode)
Title Login Success Page
Welcome Hello
Information Flease click this button to
Logout Logaout
Information2 Thank you
Login Time Login Time

i Custom Pages >> Login Success Page >> Uploaded Page
Choose Uploaded Page and get the login success page to upload. Click the Browse button to select the
file for the login success page upload. Then click Submit to complete the upload process.
After the upload process is completed and applied, the new login success page can be previewed by

clicking Preview button at the bottom.
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Login Suceess Page Selection for Users - Service Zone: Defaul
 Ciefalt Page 1 Template Page

w Upleaded Page External Fage

Uploaded Page Sefting

Fillé Hatnis [(Boowin.. |

[Ewmma |

Exiaim e Fild 52

Tatal Copacin:
Mow Dged
gl i g Fles
Lo o Winacpes |
(s
Erpgsy

i Custom Pages >> Login Success Page >> External Page
Choose the External Page selection and get the login success page from a designated website. In the
External Page Setting, enter URL of the external login page and then click Apply. After applying the setting,
the new login success page can be previewed by clicking Preview button at the bottom of this page
Login Success Page Selection for Users - Service Zone: Default

O Default Fage IC)Template Fage
O Uploaded Page ) External Page

External Page Setting

External URL hitp:sf

4 Custom Pages >> Login Success Page for On-demand User
The users can apply their own Login Success page for on-demand Users in the menu. As the process is similar
to that of the Login Page, please refer to the “Login Page” instructions for more details.
i Custom Pages >> Login Success Page for On-demand Users >> Default Page

Choose Default Page to use the default login success page for on-demand account

Login Success Page Selection for on-demand Users - Service Zone:

Default
@ Default Page O Termplate Page
O‘Uploaded Fage O External Fage

Default Page Setting - Service Zone: Default

This is default login success page for on-demand users.
You could click preview link to preview the default login success page.
Thanks.

Preview
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Custom Pages>> Login Success Page for On-demand Users>> Template Page

Choose Template to make a customized login success for on-demand account. Click Select to pick up a

color and then fill in all of the blanks. Click Preview to see the result.

Login Success Page Selection tor on-demand Users - Service Zone:
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Custom Pages>> Login Success Pages for On-demand Users>> Uploaded Page

Choose Uploaded Page and get the login success page for on-demand users by uploading. Click the

Browse button to select the file for the login success page for Instant upload. Then click Submit to

complete the upload process.
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i Custom Pages >> Login Success Pages for On-demand Users >> External Page
Choose the External Page selection and get the login success page from a designated website. In the
External Page Setting, enter URL of the external login page and then click Apply. After applying the setting,

the new login success page can be previewed by clicking Preview button at the bottom of this page.

Login Success Page Selection for on-demand Users - Service Zone:

Default
O Default Fage OTempIate Fage
O Uploaded Page @) External Page

External Page Setting

External URL hitp:if

5  Custom Pages >> Logout Success Page
The administrator can apply their own Logout Success page for Users in the menu. As the process is similar to
that of the Login Page, please refer to the “Login Page” instructions for more details.
i Custom Pages >> Logout Success Page >> Default Page
Choose Default Page to use the default logout success page.
Logout Success Page Selection for Users - Service Zone: Default

&) Default Page O Template Page
OUDI-JacIecI Fage OE.dernaIPage

Default Page Setting - Service Zone: Default

This is default logout success page for users.
You could click preview link to preview the default logout success page.
Preview
i Custom Pages >> Logout Success Page >>Template Page

Choose Template Page to make a customized logout success page. Click Select to pick up a color and then
fill in all of the blanks. Click Preview to see the result first.

Logout Bucoess Fage Sekeciion for Users - Service Zonae: Default

Delailt Fage % Template Pape

Lipipaded Fage Sl Fage

Template Page Setting
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Color for Page Backgrownd
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Tithe Logpout Success Page
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Custom Pages >> Logout Success Page >> Uploaded Page

Choose Uploaded Page and get the logout success page to upload. Click the Browse button to select the
file for the logout success page upload. Then click Submit to complete the upload process.

After the upload process is completed and applied, the new logout success page can be previewed by

clicking Preview button at the bottom.

Logout Success Page Selection for Users - Service Zone: Default
O Cefault Page OTempIate Fage
@ Uploaded Page () External Page

Upload Logout Success Page
File Hame [

Existing Image Files:

Total Capacity: 512 K

Now Used: 0 K
Upload Image Files
Upload Images
Preview

Custom Pages >>Logout Success Page >> External Page
Choose the External Page selection and get the logout success page from a designated website. Enter the
website address in the External Page Setting field and then click Apply. After applying the setting, the new
logout success page can be previewed by clicking Preview button at the bottom of this page.

Logout Success Page Selection for Users - Service Zone: Default

O Default Fage O Template Fage
O Uploaded Page @ External Page

External Page Setting

External URL hitp:#/

Preview
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