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INTRODUCTION

Disclaimer

SmartRG does not assume any liability arising out of the application or use of any products, or software described herein.
Neither does it convey any license under its patent rights nor patent rights of others. SmartRG further reserves the right to
make changes to any products described herein without notice. This publication is subject to change without notice.

Any trademarks mentioned in this publication are used for identification purposes only and may be properties of their
respective owners.

Copyright and Trademarks

Copyright © 2016 by SmartRG, Inc.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a retrieval system,
translated into any language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chem-
ical, photocopying, manual, or otherwise, without the prior written permission of SmartRG, Inc.

Published by SmartRG, Inc. All rights reserved.

Safety Warnings
For your safety, be sure toread and follow all warning notices and instructions.

o Toreduce the risk of fire, use only No. 26 AWG (American Wire Gauge) or larger telecommunication line cord.

« Do NOT open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or
other risks. ONLY qualified service personnel can service the device. Contact your vendor for further information.

« Use ONLY the dedicated power supply for your device. Connect the power cord or power adapter to the correct sup-
ply voltage (110V AC in North America or 230V AC in Europe).

« Do NOT use the device if the power supply is damaged as it might cause electrocution.

« If the power supply is damaged, remove it from the power outlet.

o Do NOT attempt to repair the power supply. Contact your local vendor to order a new power supply.
« Place connecting cables carefully so that no one will step on them or stumble over them.

o Do NOT allow anything to rest on the power cord and do NOT locate the product where anyone can walk on the
power cord.

« If you wall mount your device, make sure that no electrical, gas, or water pipes will be damaged.

« Do NOT install nor use your device during a thunderstorm. There may be a remote risk of electric shock from light-
ning.

« Do NOT expose your device to dampness, dust, or corrosive liquids.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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« Do NOT use this product near water, for example, in a wet basement or near a swimming pool.
« Make sure to connect the cables to the correct ports.

« Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your device.

« Do NOT store things on the device.

« Connect ONLY suitable accessories to the device.

FCC Information

See Appendix C: FCC_Statements.
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WELCOME!

Thank you for purchasing this SmartRG product.

SmartRG proudly brings you the best, most innovative broadband gateways available. SmartRG enables service providers to
monitor, manage, and monetize the connected home through the design and production of reliable and highly inter-
operable hardware and software solutions.

As an early innovator in TR-069 remote management technology, SmartRG offers the finest in managed broadband and home
networking solutions. Our products leverage various broadband access technologies and are outfitted with highly cus-
tomizable software, meeting diverse service provider requirements. Based in the USA, SmartRG provides local, proactive
software development and customer support. In the rapidly evolving broadband market, SmartRG helps service providers
keep their businesses on the cutting edge through its laser-focused product line, leveraging the very latest in broadband
access and home networking technologies. SmartRG solutions enable service providers to improve their bottom line by redu-
cing service costs and increasing customer satisfaction.

Learn more at www.SmartRG.com.

Purpose & Scope

The purpose and scope of this document is to provide SmartRG customers with installation, configuration and monitoring
information for the SR506n CPE.

Intended Audience

This document is intended for Network Architects, NOC Administrators, Field Service Technicians, and other networking pro-
fessionals responsible for deploying and managing broadband access networks. Readers of this manual are assumed to have
a basic understanding of desktop computer operating systems, networking concepts and telecommunications.

Getting Assistance

Subscribers: If you require help with this product, please contact your service provider.

Service providers: If you require help with this product, please open a support request.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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GETTING FAMILIAR WITH YOUR GATEWAY

This section contains descriptions of the SR506n gateway's lights, ports, and buttons.

LED Status Indicators

Your SmartRG gateway has several indicator lights (LEDs) on its exterior. The LED indicators are described below (from left
toright).

INDICATOR ACTION DESCRIPTION

Power : [ Device is powered on and operating normally.
""" ® sotwaressnong
0 imedeviespoweredor.
oL @ Slumksestbtshed.
""" ® [ TheDSLtmesstramng.
""" O iThedevicelspoweredof.
mtemet | ® ntemetlnkbestablshed.
""" ® Datasbemgtramsmited.
""" O mtemetinterfacesdiscomected.
""" ® [ Authentication hasfailed.
UNT4 . ®  Ehemetiterfcelscomected.
. ® bamsbengansmted.
""" O lthemetinterfaceisdiconnected.
uss @ Thecomectionof G or USB flash disk has established.
: 5 111 TW: Bug RB-2380 open on this LED's function. Check for resolution before publishing.
""" © daaibengtransmieed.
""" O Nosgnalisdetected.
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Connections

Below is an illustration of the connectors located on the back of the SR506n gateway.

DSL

LAN Power_On/Off

J|
O, @ &

The buttons and ports located on the gateway are described below.

Feature Description

Top

WiFi  iButton used for enabling or disabling the 5 GHz wireless function.
WPS  :Button used for enabling or disabling the 2.4 GHz wireless function.
Rearpanel
DSL  :The grey RU11 port is used to connect your gateway toan Internet provider viaa DSLservice.

......................................................................................................................................

......................................................................................................................................

Reset  :The Reset button is a small hole in the gateway's enclosure with the actual button mounted behind the sur-
- face. This style of push-button prevents the gateway from being inadvertently reset during handling. Reset
. must be actuated with a paper clip or similar implement.

éThe Reset button is located on the left side of the unit. Press the button for at least 1 second and release. The
factory default settings are restored.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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Buttons

On/Off Button

The On/Off button is located on the back of the gateway and turns the gateway on and off.

Reset Button

The Reset button is a small hole in the gateway's enclosure with the actual button mounted behind the surface. This style
of push-button prevents the gateway from being inadvertently reset during handling. Reset must be actuated with a paper
clip or similar implement.

The Reset button is located on the backleft side of the unit.

This pin-hole sized reset button has three functions. The duration for which the button is held dictates which function is

carried out.

Hold Duration Effect

Less than 6 E Performs a modem reset that is equivalent to the Reboot function in the gateway software.
seconds

6-20 seconds Performs the software equivalent to the Restore Defaults function in the gateway software.

20 or more seconds: Changes the POWER LED to red and the gateway enters CFE mode which is a state associated with per-
: forming firmware updates via Internet browser.

WPS Button

The WPS button is located on the top of the unit. It triggers WPS (Wi-Fi Protected Setup™) mode. WPS is a standard means
for creating a secure connection between your gateway and various wireless client devices. It is designed to simplify the
pairing process between devices.

If you have client devices that support WPS, use this button to automatically configure wireless security for your network.
For specific instructions, refer to the Quick Start Guide included with your gateway. Also see the Wireless section of this
manual.

WiFi Button
The WiFi button is located on the top of the unit and toggles the WiFi radio on and off.

To activate the WiFiradio, press and hold the WiFi button for 3-5 seconds and then release. Repeat this step to deactivate
the WiFi radio.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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INSTALLING YOUR SR506N GATEWAY

1. Plug the power adapter into the wall outlet and then connect the other end to the Power port of the gateway.
2. Connect the LAN port of the gateway to the network card of the PC using an Ethernet cable.
3. Turn on the unit by pressing the On/Off button on the side of the gateway.

Note: If you use 3G WAN service, connect the 3G USB data card to a USB port of the gateway. If you use the Ethernet uplink,
connect to the WAN interface using an Ethernet cable. You cannot use the xDSL uplink, 3G WAN service, and Ethernet
uplink all at the same time.

Your gateway is now automatically being set up to connect to the Internet. This process may take a few minutes to com-
plete before you can begin using your Internet applications (browser, email, etc.).

If you are unable to connect to the Internet, confirm that all cable connections are in place and the router’s power is
turned on.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

LOGGING IN TO YOUR GATEWAY'S Ul

To manually configure the SmartRG SR555acSR655ac gateway, access the gateway's embedded Ul.

1. Open a Web browser on your computer.

2. Enter http://192.168.1.1 (the default IP address of the DSL gateway) in the address bar. The login page appears
where you can access the gateway's GUI or view the system log. For more information about configuring system logs,
see the System Log topic in this User Manual.

8 00 Brtwerk Slalus

= = 08 192.168.1.1 g 18 ]

SMART/RG

forwadd thinkmn

m

Hetwork status

=
Authentication Reguired T _—

Hetwork
The sesnver Bitp: 7/ 192, 168.1. 1-80 requires & usernime and Vg b
@ pasiward. The server 1oy Brasdband Bouter.
user Name:  admin
Please wait -ﬂhl

Paswword: | sssss |

Cancel Liseg 18

Setun Wl be complEEE T I Tew mInUtes.
LLLLEETE L

-- Extablishing WAM Ethernet connection - Please confirm your gateway is connected to
the intermet -

3. Click the Manage gateway (advanced) link at the top right of the page.

Enter the admin user name and password. The default admin username/password are admin/admin. The default
username/password of the common user are user/user. It is recommended that you change these default values
after logging in to the DSL gateway for the first time.

5. Click OK. The gateway interface appears, showing the Device Info summary page.
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DEVICE INFO

In this section, you can view information about your gateway's setup, status or nature of its connection with the provider
and with LAN devices. You cannot interact with or change the settings in this section.

Summary

When you log into the gateway interface, the Device Info summary page appears. This page displays details about the hard-
ware and software associated with your gateway. In addition, the current status of the WAN connection (if present) is

shown.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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SMART/RG’

forward thinking

d ID: B63IB1REF1
metric CPU Threads: 2
161013_1533
2.6, 2006:10:13:13:37:22
| smartRG
ader (CFE) Version: |[RIURESERRE 3
DSL PHY and Driver Version: [E¥ais FILR Y]
Wirel Drriwer Vi 3 T.14.131.1608. cped. 16L05.0-kdb
Liptime: 0D 2H BM 4TS
00: 23:6a:d8:9d:86
SRS06MADBS-SO00001

DHCP

Advance

BO Line Rate tre.; ( : 4107

BO Line Rate - Downstream 100016

B1 Traffic Type: lm-clive

B1 Line Rate - Upstream (Kbps): 0

B1 Line Rate - Downstream | IJ

LAM IPvd Address: 192.168.1.1
Default Gateway: . pppl

WAM IPve Add . 10.101.2.1%
Primary DHS 5 O 8.8.8.8
[5.8.4.4

WAN

On this page, you can view information about the connection between your ISP and your gateway. The WAN interface can be
DSL or Ethernet and supports a number of Layer 2 and above configuration options (explained later in this document).

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

In the left navigation bar, click Device Info > WAN. The following page appears.

SMART/RG’ SR506n

Borward thinking

The fields on this page are explained in the following table.

Field Name Description

Interface éThe connection interface (Layer 2 interface) through which the gateway handles the traffic.
Description | The service description such ipoe_0_0_1, showing the type of WAN and itsD.
e “The service type. Options are PPPOE, IPOE, and Bridge.
VanMudd  TheVLANDD.Optionsare Disabled or0-4094.
e “The state of Pv6. Options are Enabled and Disabled.
lgmpPxy ‘The IGMP proxy.

.............................................................................................................................

.............................................................................................................................

NAT éThe state of NAT. Options are Enabled and Disabled.
Firewall éThe state of the Firewall. Options are Enabled and Disabled.
Status The status of the WAN connection. Options are Disconnected, Unconfigured, Connecting, and

Connected.

IPv6 Address The obtained IPv6 address.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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Statistics

In this section, you can view network interface information for LAN, WAN Service, xTM and xDSL. All data is updated in 15-
minute intervals.

LAN

On this page, you can view the received and transmitted bytes, packets, errors and drops for each LAN interface configured
on your gateway. Data is provided for the total bytes, packets, errors and drops as well as bytes and packets for multicast
transmissions, and packets for unicast and broadcast transmission. All local LAN Ethernet ports, Ethernet WAN ports and
w10 (Wireless Interface) are included.

In the left navigation bar, click Device Info > Statistics. The Statistics - LAN page appears where you can view detailed
information about the status of your LAN.

Toreset the counters, click Reset Statistics near the bottom of the page.

SMART/RG SR506n

Forward 1.'1inlcir.-_g

Statistics -~ LAM

Inteeface 3
Eytes .I-'-.I:': Er
| | o 0 ] |
[ 0 [32esfisase [3m3 aT21642|35676[0 D 542 (14816 [20218
R TR T (5 R R T R T b =
b o [0 o |o |0 3 o o Jo fo o o fo o
0 o [15 o fo [ o o b foJo Jo o o [

Rt Tastiti

The fields on this page are explained in the following table.

Field Name Description ‘

- Available LAN interfaces. The only avalable option is LAN 1.0ptions are LAN1 - LAN4, WAN (if con-
- figured on your device), Wireless, and 2.4 Ghz and 5 Ghz.

Interface

Bytes Number of packets in bytes.

Pkts  :Numberofpackets.
Errs Numberoferrorpackets.
Drops 'Number of dropped packets.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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WAN Service

On this page, you can view the received and transmitted bytes, packets, errors and drops for each WAN interface for your
SmartRG Gateway. Data is provided for the total bytes, packets, errors and drops as well as bytes and packets for multicast
transmissions, and packets for unicast and broadcast transmission. All WAN interfaces configured for your gateway are
included.

In the left navigation bar, click Device Info > Statistics > WAN Service. The Statistics - WAN page appears where you can
view detailed information about the status of your WAN.

Toreset the counters, click Reset Statistics near the bottom of the page.

SMART/RGJ SR506n

forward thinking

Device Info Statistics - WaN

Summary
Transmi thed

The fields on this page are explained in the following table.

Field Name Description ‘
Interface ‘ Available WAN interfaces. Options are: atm, ptm, and eth.
Description - Service description. Options are: pppoe, ipoe, and bridge.
Received & Transmitted columns
Bytes ‘Number of packets in bytes.
Pkts :Number of packets.
Errs ‘Number of error packets.
Drops ‘Number of dropped packets.
XTM

On this page, you can view the ATM/PTM statistics for your gateway. All WAN interfaces configured for your SmartRG gate-
way are included.

In the left navigation bar, click Device Info > Statistics > xXTM. The Interface Statistics page appears.

Toreset these counters, click Reset near the bottom of the page.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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SMART/RG’ SR506)

foreard thinking

Interface Statistics
Out 5 N ¥
In Qut In QAN I:\IH In ASM | Qut ASM| In Packet | In Cell
Packets | Packets Cells |'-.:4.I- Colls Colls Errors Ermrors
1 10204740 | 3454500 | 37704 10517 o 0 o 1} o 0
Rty

The fields on this page are explained in the following table.

Field Name Description ‘
Port Number : Statistics for Port 1, or both ports if Bonded.

.............................................................................................................................

In Octets : Total quantity of received octets.
Out Octets : Total quantity of transmitted octets.
In Packets : Total quantity of received packets.

.............................................................................................................................
.............................................................................................................................
.............................................................................................................................

In Cell Errors : Total quantity of received cell errors.

xDSL

On this page, you can view the DSL statistics for your gateway. All xDSL (VDSL or ADSL) interfaces configured for your
SmartRG gateway are included. The terms and their explanations are derived from the relevant ITU-T standards and ref-
erenced accordingly.
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1. In the left navigation bar, click Device Info > Statistics > xDSL. The Statistics - xDSL page appears.

SMART/RG’

forward thinking

L T Mt ety

g

ol b b b s e

=3 bl e e R

g

Tarrers |

P
]

13240858 [120OTS1140

ElETeTes

L - e i b R i el

|

L= = = = - -

2. Torun an xDSL Bit Error Rate (BER) test which determines the quality of the xDSL connection:
a. Scroll to the bottom of the page and click xDSL BER Test. The ADSL BER Test dialog box appears.
b. Inthe Tested Time field, select the duration in seconds and click Start. Options range from 1 second to 360

seconds. The default is 20 seconds.

The test transfers idle cells containing a known pattern and compares the received data with this known

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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pattern. Comparison errors are tabulated and displayed in the dialog box.

@ Mesills Firefex = a X
192.168.1.1 fadmin/berstop.tet

ADSL BER Test - Result

The ADSL BER test completed successfully.

Test Time (sec H

Total Emor Bits:

Error Ratio:

3. Toreset the counters, click Reset Statistics at the bottom of the page.

The fields on this page are explained in the following table.

Field Name Description ‘
Mode :xDSL mode that the modem has trained under, such as ADSL2+, G.DMT, etc.

Traffic Type 'Connection type. Options are: ATMand PTM.
Status ' Status of the connection. Options are: Up, Disabled, NoSignal, and Initializing.

.............................................................................................................................

SNR Margin (dB) : The signal-to-noise ration margin (SNRM) is the maximum increase (in dB) of the received
' noise power, such that the modem can still meet all of the target BERs over all the frame
' bearers. [2]

Attenuation (dB) éThe signal attenuation is qefined as the difference in dB between the power received at the
‘near-end and that transmitted from the far-end. [2]

Output Power : Transmission power from the gateway to the DSL loop relative to one Milliwat (dBm).

(dBm) :

Attainable Rate : The typically obtainable sync rate, i.e., the attainable net data rate that the receive PMS-TC
(Kbps) :and PMD functions are designed to support under the following conditions:

« Single frame bearer and single latency operation

« Signal-to-Noise Ratio Margin (SNRM) to be equal or above the SNR Target Margin

« BER not to exceed the highest BER configured for one (or more) latency paths

« Latency not to exceed the highest latency configured for one (or more) latency paths

« Accounting for all coding gains available (e.g., trellis coding, RS FEC) with latency
bound

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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Field Name Description ‘

« Accounting for the loop characteristics at the instant of measurement [2]

PhyR Status - Physical Layer Retransmission feature status. Options are Inactive and Active.
G.inp Status : The status of video data retrieval from the buffer. Options are Inactive and Active.
Rate (Kbps) : The current net data rate of the xDSL link. Net data rate is defined as the sum of all frame

:bearer data rates over all latency paths. [2]

B (# of bytes in Mux : The nominal number of bytes from frame bearer #n per Mux Data Frame at Reference Point A
Data Frame) +in the current latency path.

M (# of Mux Data : The number of Mux Data Frames per FEC Data Frame in the current latency path.
Frames in FEC Data :
Frame :

T (Mux Data Frames : The ratio of the number of Mux Data Frames to the number of sync bytes in the current
over sync bytes) - latency path.

R (# of check bytes :The number of Reed Solomon redundancy bytes per codeword in the current latency path.
in FEC Data Frame) :This is also the number of redundancy bytes per FEC Data Frame in the current latency path.

S (ratio of FEC over :The ratio of FEC over PMD Data Frame length.
PMD Data Frame

L (# of bits in PMD : The number of bits from the latency path included per PMD.
Data Frame) :

D (interleaver : The interleaving depth in the current latency path, used to manager error correction.
depth) :

| (interleaver block : The block sizeused for interleaving data transmissions.
size in bytes)

N (RS codeword : The size of the Reed-Solomon (RS) codeword used for managing error correction.
size) :

Delay (msec) : The PMS-TC delay in milliseconds of the current latency path (or the lowest latency path
‘when running dual-latency paths).

RS Words : The number of Reed-Solomon-based Forward Error Correction (FEC) codewords trans-
‘mitted/received.

RS Correctable : The number of Reed-Solomon-based FEC codewords received with errors that have been cor-

Errors ‘rected.

RS Uncorrectable :The number of Reed-Solomon-based FEC codewords received with errors that were not cor-

Errors ‘rectable.

RS Codewords : (Visible only for gateways connected via DSL) Total number of Reed-Solomon Codewords
Received ‘received.

RS Codewords Cor- : (Visible only for gateways connected via DSL) Total number of Reed-Solomon Codewords cor-
rected ‘rected.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016
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Field Name Description ‘
RS Codewords : (Visible only for gateways connected via DSL) Total number of Reed-Solomon Codewords
Uncorrected Uncorrected

HEC Errors : A count of ATM HEC errors detected. As per ITU-T G.992.1 and G.992.3, a1-byte HEC is gen-

s erated for each ATM cell header. Error detection is implemented as defined in ITU-T 1.432.1
» with the exception that any HEC error shall be considered as a multiple bit error, and there-
. fore, HEC Error Correction is not performed. [1],[2]

OCD Errors : Total number of Out-of-Cell Delineation errors. ATM Cell delineation is the process which
- allows identification of the cell boundaries. The HEC field is used to achieve cell delineation.
+ [4] An OCD Error is counted when the cell delineation process transitions from the SYNC state
' to the HUNT state. [2]

...................... bemmmccececeecceccacceaccaceescascemeeeeeaaeeameemeeeeesameaeeaeemeceeeeaneaeemmemaeeaeaaeaamananann

LCD Errors : Total number of Loss of Cell Delineation errors. An LCD Error is counted when at least one
OCD error is present in each of four consecutive overhead channel periods and SEF (Severely
+Errored Frame) defect is present. [2]

Total Cells : The total number of cells (OAM and Data cells) transmitted/received.

DataCells ' The total number of data cells transmitted/received.
Bit Errors ' The total number of Idle Cell Bit Errors in the ATM Data Path.[3]
TotalES  Total number of Errored Seconds. This parameter is a count of 1-second intervals with one or

:more CRC-8 anomalies. [4]

Total SES : Total number of Severely Errored Seconds. An SES is declared if, during a 1-second interval,
- there are 18 or more CRC-8 anomalies in one or more of the received bearer channels, or one
»or more LOS (Loss of Signal) defects, or one or more SEF (Severely Errored Frame) defects, or
:one or more LPR (Loss of Power) defects. [4]

Total UAS : Total number of Unavailable Seconds. This parameter is a count of 1-second intervals for
:which the xDSL line is unavailable. The xDSL line becomes unavailable at the onset of 10 con-
» tiguous SESs. These 10 SES’s shall be included in the unavailable time. Once unavailable, the
: xDSL line becomes available at the onset of 10 contiguous seconds with no SESs. These 10
: seconds with no SES’s shall be excluded from unavailable time. [4]

References

[1] ITU-T Recommendation G.992.1 (1999), Asymmetric digital subscriber line (ADSL) transceivers.

[2] ITU-T Recommendation G.992.3 (2005), Asymmetric digital subscriber line transceivers 2 (ADSL2).

[3] ITU-T Recommendation G.997.1 (2006), Physical layer management for digital subscriber line (DSL) transceivers.

[4] ITU-T Recommendation 1.432.1 (1999), B-ISDN user-network interface - Physical layer specification: General char-
acteristics.

Route

On this page, you can view the LAN and WAN route table information configured in your SmartRG Gateway for both IPv4 and
IPv6 implementation.

In the left navigation bar, click Device Info > Route. The following page appears.
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SMART/RG SR506n

forward thinking

Device Info == Route

Summany

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
O - dynamic {redirect), M - modified (redirect).

WAN
Statistics
ay |5

192.168.5.0 |0.0.0.0 |255.255.255.0

ation | Gateway | Subnet Mask | Flag | Metric | Service | Interface

IPv6 Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
0 - dynamic {redirect), M - modified (redirect).

Destination | Hext H-:_1|'_:- F';.g-g Metnc | Service | Interface

The fields on this page are explained in the following table.

Field Name Description ‘
v B Py roUte Fie s
Destination (Including IPvé Destination IP addresses.

Route) :

Gateway GatewayPaddress.
SubnetMask Subnetmaskfor the gateway.
Flag (including IPvéRoute) | Status o the flags. See detailed descriptions above the tables.
Metric (ncluding IPvé Route) | Number of hops required toreach the default gateway.
Service (ncluding Pv6 Route) servicetype.
Interface (ncluding PvéRoute) | WAN/LAN interface.
IPvé Route only fields
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Field Name Description
Destination Destination IP addresses.
Next Hop Next hop IP address.

ARP

On this page, you can view the host IP addresses and their hardware (MAC) addresses for each LAN Client connected to the
gateway via a LAN Ethernet port or wireless LAN.

In the left navigation bar, click Device Info > ARP. The following page appears.

SMART/RG’ SR506n

forward thinking

Device Info Device Info - ARP

Summary
AN P2 0 Flags HW Address [evice |

Statistics 192.168.5.12 | Complete | 20:47:47:bb:8a:ce | br0
Route
ARP

The fields on this page are explained in the following table.

Field Description

Name

IP address The IP address of the host.

Flags Each entry in the ARP cache is marked with one of these flags. Options are: Complete, Permanent, and
: Published.

HW The hardware (MAC) address of the host.

Address

Device The system level interface by which the host is connected. Options are: br(n), atm(n), and ptm(n).
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DHCP

The DHCP page displays a list of locally connected LAN hosts and their DHCP lease status, which are directly connected to
the SmartRG Gateway via a LAN Ethernet port or Wireless LAN.

In the left navigation bar, select Device Info > DHCP. The following page appears.

SMART/RG’ SR506n

forward thinking

Device Info = DHCP Leases

Hostname MAC Address P Address Expires In

12 hours, 14

20:47:47:bb:8a: 192.168.5.12
o minutes, 7 seconds

The fields on this page are explained in the following table.

Field Name Description ‘

Hostname éThe host name of each connected LAN device.

MACAddress  |The MACAddress for cach connected LaN device.
PAddress “The P Address for each connected AN device.
Bpirestn The time until the DHCP lease expires for each LN device.
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ADVANCED SETUP

In this section, you can configure network interfaces, security, quality of service settings, and many other settings for your
gateway and network.

Layer?2 Interface

In this section, you can configure interfaces for ATM and PTM interfaces. Generally you can accept the settings configured
by default. If your network is highly customized, you may need to modify some of the settings, such as Username and Pass-
word.

ATM Interface

On this page, you can configure Asynchronous Transfer Mode / Permanent Virtual Conduit (ATM/PVC) settings for your gate-
way. You can customize latency options, link type, encapsulation mode, and more.

Note: Devices (routers) on both ends of the connection must support ATM / PVC.

1. In the left navigation bar, click Advanced Setup > Layer2 Interface > ATM Interface and then click Add. The fol-
lowing page appears.
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Deetice infn ATw P¥E Configuration
dhvanced Setup
| :
2 itariace This pcreen allows you o confipare & ATH PV
1”:;“‘5;‘““ i B [0-298)
T 44 2 ;

¥ at Confle WCI; 'm  [XX-455FF)

LAH

AT Selecy D5 Latency

3 oy i Pathl) (Fasd)

Parmmial fortrd Pathl [Interieswed)

ity of Servioe
ﬁ‘; i Select 5L Link Type [Eak is for PPPoE, IPoE, and Bridge. |
Ing @ End

Dees PPRoA

v Pk,

DEL Bonding

Lifn? Encagaulation Mode: AL ERAP- BUDCING 1

DS Preory -

P - Service Categony, i Wkt ROR =

'l:__f'-"""- Minimurm Cell Rate: | [eeitsfs] i1 endicaces no shaping)

o

Certificate Select Scheduler for Quewes of Eqgual Precedence s the Default Queue

w Weaghted Rowsd Robin
Wedghted Fair Queuing

Default Quewe Weight= v [v-43]
Defnult Queve Pricedence! 1 [1-8] (Lower value, higher priority]
WIE WRS welght: v [1-63]
W Presg o e [1-8} [Loveer value, higher priarty]
Hote: WE scheduling will usrmqummmwcfww ogual precedence W

Far single queue VT, The delaull quiue Sretadence bnd Iﬂ'!"lﬂ“ wiil ﬁ\.ﬂ-ﬂ Tor arbitratisn.
Far rruﬂtl-qnl.rnrr\l'l'l. fiz WL precedence and welght will be e for arbitretion,

| e LR e

2. Modify the settings as desired, using the information provided in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘

VPI :Enter a Virtual Path Identifier. A VPl is an 8-bit identifier that uniquely identifies a network path
for ATM cell packets to reach its destination. A unique VPI number is required for each ATM
: path. This setting works with the VCI. Each individual DSL circuit must have a unique VPI/VCI
combination. String limits are: 0-255.

Vcl :Enter a Virtual Channel Identifier. A VCl is a 16-bit identifier that has a unique channel. Options
are: 32-65535.
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Field Name Description
Select DSL Select the level of DSL latency. Options are:
Latency :

« PathO Fast: No error correction and can provide lower latency on error free lines.
« Path1 Interleaved: Error checking that provides error free data which increases latency.
« PathO and Path1: If you are not certain which method is best, you can select both.

Select Link Type Select the linking protocol. EoA is the most popular with PPPoA a close second (used with many
legacy ISPs). Options are:

« EoA: Ethernet over ATM.
o PPPoOA: Point-to-Point Protocol over ATM.
« IPoA: Internet Protocol over ATM.

Encapsulation Select whether multiple protocols or only one protocol is carried per PVC (Permanent Virtual
Mode Circuit). Options are:

o LLC/ENCAPSULATION: (Available for PPOA only) Logical Link Control (LLC) encapsulation
protocols used with multiple PVCs

o LLC/SNAP-BRIDGING: LLC used to carry multiple protocols in a single PVC.
o LLC/SNAP-ROUTING: (Available for IPoA only) LLC used to carry one protocol per PVC.

« VC/MUX: Virtual Circuit Multiplexer creates a virtual connection used to carry one pro-
tocol per PVC.

................... bememecceccceccecacescee-ce-ceaceacemeceecea-easeeeeeaeeaseaeeemeemaeaeceaeemeemaemeeeaeaemaemeoea.nn.aan

Service Category : Select the bit rate protocol. Options are:

« UBR without PCR: Unspecified Bit Rate with no Peak Cell Rate, flow control or time syn-
chronization between the traffic source and destination. Commonly used with applic-
ations that can tolerate data / packet loss.

« UBR with PCR: Same as above but with a Peak Cell Rate.

« CBR: Constant Bit Rate relies on timing synchronization to make the network traffic pre-
dictable. Used commonly in Video and Audio traffic network applications.

« Non Realtime VBR: Non Realtime Variable Bit Rate used for connections that transport
traffic at a Variable Rate. This category requires a guaranteed bandwidth and latency. It
does not rely on timing synchronization between the destination and source.

« Realtime VBR: Realtime Variable Bit Rate. Same as the above option but relies on timing
and synchronization between the destination and source. This category is commonly
used in networks with compressed video traffic.
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Field Name Description ‘

Minimum Cell éMinimum allowable rate (cells per second) at which cells can be sent on a ATM network. The
Rate default is -1 (no shaping).

Scheduler for éThe algorithm used to schedule the queue behavior. VC scheduling is different than the default
Queues of Equal queues. Options are:

Precedence as « Weighted Round Robin: Packets are accessed in a round robin style. Classes can be
the Default .

assigned.
Queue

« Weighted Fair Queuing: Packets are assigned to a specific queue.

o Default Queue Weight: The default weight of the specified queue. Options are 1-63.
« Default Queue Precedence: The precedence of the specified group. Options are 1-8.
« VC WRR Weight: The weight of the specified virtual channel queue. Options are 1-63.
« VC Precedence: The priority of the specified virtual channel queue. Options are 1-8.

PTM Interface

The SmartRG gateway's VDSL2 standards support Packet Transfer Mode (PTM). An alternative to ATM mode, PTM transports
packets (IP, PPP, Ethernet, MPLS, and others) over DSL links. For more information, refer to the IEEE802.3ah standard for Eth-
ernet in the First Mile (EFM). Some 500 series gateways have a PTM interface configured by default.

On this page, you can configure a PTM interface for your gateway.

1. In the left navigation bar, click Advanced Setup > Layer2 Interface > PTM Interface and then click Add. The fol-
lowing page appears.
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PThl Configuration
This sereen allaws you bo configure a PTM flow,

Select DSL Latency
& Path (Fast)
[ Patht {stedsaved)

Select Scheduler for Queues of Equal Precedence as the Default Queue
® Welghted Round Robin
O Weighted Fair Queuing

Default Queus Weight: 063

Default Queus Precedence: i | [1-8] lower value, higher priority)
Default Queue Minimum Rate: [+ | [1-41358 Kbgs] [-1 indicates no shaping)
Default Queue Shaping Rate: 1 [ 1-41358 Kbps) (-1 indicates no shaping)

Default Queue Shaping Burst Size: m [Bytes] {shall be »=1600)

Back | Applyfhaes

B P

2. Modify the settings as desired.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘

Weighted Round Robin : Time slices are assigned to each process in equal portions and in circular order, hand-
:ling all processes without priority (also known as cyclic executive).

Weighted Fair Queuing : A data packet scheduling technique allowing different scheduling priorities to be
assigned to statistically multiplexed data flows. Since each data flow has its own
queue, an ill-behaved flow (that sent larger packets or more packets per second than
the others since it became active) will only affect itself and not other sessions.

Default Queue Weight Enter a default weight of the specified queue. Options are: 1-63.
Default Queue Pre- Enter a precedence for the specified queue. Options are: 1-8.
cedence :

Default Queue Minimum éThe default minimum rate at which traffic can pass through the queue. For no shaping,
Rate enter -1 (disabled). Options are: 1-0 Kbps.

Default Queue Shaping éThe shaping rate for the specified queue. Options are: 1-0 Kbps. The default is -1 (no
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Field Name Description

Default Queue Shaping The maximum rate at which traffic can pass through the queue. Options are 1600 or
Burst Rate greater.

ETH Interface

On this page, you can configure an Ethernet interface for your gateway.

Note: If a WAN port is already configured, you must remove it before you can define a new one. The Add button does not
appear until the existing port is removed. Modify or delete any WAN service that uses it. Then, return to this page and click
the Remove checkbox and then click the Remove button.

1. In the left navigation bar, click Advanced Setup > Layer2 Interface > ETH Interface. If no WAN port is configured,
the following page appears.

SMART/RG"

forward thenkang

ETH WAN Configuration
This screen allows you to configure a ETH port
Setect a ETH port;

eth/LANL -
Back | | Aoty baee

2. Click Add.
3. If aWAN port is already configured or you clicked Add, the following page appears.

- SMART/RG

forward thinking

ETH WAH Interface Configuration

Choose Add, or Remove to configure ETH WAN interfaces.,
Ao one ETH a5 layer T WAHN interface.

| 1
Interface S (Mame) | Conneclion Mode | REmove

4, Select the LAN port you wish to act as a WAN port.
5. Click Apply/Save to commit your changes.
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WAN Service

In this section, you can configure WAN services for:

« "PPP over Ethernet"
o "IP over Ethernet"

» Bridging
Instructions are provided for each variation.
PPP over Ethernet

There are several parts to configuring a PPP over Ethernet WAN service. You will progress through several pages to com-
plete the configuration.

1. In the left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.

SMART/RG’ SR506n

forvard thinking

W Service Interface Configuration

Select a layer I interface for this service

Hiote: For ATM interface, the descriptor tring s (portld_vpd_wci)
For FTM interface, the descriptor string iz {porthd_high_low)
Where portlidsd --» DEL Latency PATHD
portidet - DL Latency PETHI
portide4 --» D51 Latency PATHOE1
lowr = .. Low PTAM Priority not set
v =i oo¥ Low PR Priority set
high =il .= » High PTM Priority not set
high =1 = High FTM Priority set

Miﬂ -] iéi e

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

2. Select the Layer2 interface to use for the WAN service and click Next. The following page appears.
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forveard thinking

WAH Service Configuration

Slect WEN 8rvice Dype:

{':I' PPP gwgr Etharras (PPPOE)
) ip over Ethernet

O Brudging

Enter Service Description: |seece_t_o_ |

For tagped service, enter valid BO2. 1P Priority and 80210 VLAM ID.
For entagped service, set -1 to both BO2. 1P Priority and 80210 ¥LAM ID.

Enter BO2. 1P Priority [0-7]: &
Ervpaer S02, 10 WLAN 1D [0-4054]; -1 it ;
Solect WILAN TRl Select a TRID . |

Internet Protocol Selection:
PV Dby V;'

3. Select the PPP over Ethernet (PPPoE) WAN service type.
4. Modify the other settings as needed, using the information in the following table.

Field Name Description

Enter Service :Enter a name to describe this configuration.

Description

Internet Pro- éDifferent scheduling priorities can be applied to statistically multiplexed data flows. Since each

tocol Selection édata flow has its own queue, an ill-behaved flow (which has sent larger packets or more packets
:per second than the others) will only punish itself and not other sessions. Options are IPv4 Only,
' IPv4&IPv6 (Dual Stack), and IPv6 Only.

éNote: When you select IPV4&IPV6 or IPV6, the subsequent options presented will change
raccordingly.

Enter 802.1P Pri- éOptions are 0 - 7. The default is 0.

ority :
.For tagged service, enter values in this field and the 802.1Q VLAN ID field.

éFor untagged service, enter -1 (disabled) in this field and the 802.1Q VLAN ID field.
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Field Name Description ‘

Enter 802.1Q éOptions are 0 - 4094. The default is -1 (disabled).

VLAN ID :
.For tagged service, enter values in this field and the 802.1P Priority field.

:For untagged service, enter -1 (disabled) in this field and the 802.1P Priority field.

Internet Pro- ;Select the IP version. Optlons are IPv4 Only, IPv4&IPv6 (Dual Stack), and IPv6 Only.
tocol Selection

5. Click Next. The following page appears.
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PP Lgsrrame snd Paword

PPF usually decguires thit pou e & user name snd| patrscerd o eZebitd your connection. In the bone Beiow, entee the
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PPPOE Seviln M
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6. Modify the fields as needed.

The fields on this page are explained in the following table.

Field Name Description ‘

PPP Username :Enter the username required for authentication to the PPP server.

.............................................................................................................................

Authentication

ESelect a means for authentication. Options are:
Method 5 P

o AUTO: Attempt to automatically detect handshake protocol (listed below)s.

o PAP: Password Authentication Protocol (plaintext passwords).

o CHAP: Challenge Handshake Authentication Protocol. (MD5 hashing scheme on pass-
words).

o MSCHAP: Microsoft Challenge Handshake Authentication Protocol. (Microsoft encrypted
password authentication protocol).

LCP Keepalive fThe frequency with which the keepalive packet is sent by the gateway to the PPP server.

Period
LCP Retry rEnter the number of additional attempted packets that the gateway will send (in the event
Threshold ‘that the PPP server does not respond to the Keepalive) before giving up and declaring the con-

.nection as Failed.

PPP IP Extension éSelect whether to forward all traffic to the advanced DMZ IP specified in the next field. When
éyou select this option, the NAT fields are hidden.
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Field Name Description ‘

Advanced DMZ éSpecify the IP address and mask to which PPPoE traffic is forwarded.

Non DMZ IP ‘If using the Advanced DMZ feature, you can enter a specific vendor ID that will be broadcast for
Address :the DHCP server to accept the device, e.g., 192.168.2.1.

Non DMZ Net ‘If using the Advanced DMZ feature, you can enter a secondary LAN IP address for the gateway.
Mask ‘The default is 255.255.255.0.

Use Static IPv4 éSpecify the IPv4 Address to apply for this WAN service.
Address :
Use Static IPv6 éSpecify the IPv6 Address to apply for this WAN service.
Address :

Enable IPv6 ‘(Available only when IPv4&IPvé (Dual Stack) is selected for the Interned Protocol field)
Unnumbered :Select to allow your gateway to process IP packets without configuring a unique IP address. This

Model »works by “borrowing” an IP address from another interface.

Launch Dhcpéc : (Available only when IPv4&IPv6 (Dual Stack) is selected for the Interned Protocol field)
for Address :Select to launch the dhcpéc client deamon to request and configure IPv6 addresses and host
Assignment 'network configuration information.

(IANA) :

Launch Dhcpéc : (Available only when IPv4&IPvé (Dual Stack) is selected for the Interned Protocol field)
for Prefix Deleg- :Select to enable your DHCPv6 server to allow your gateway to ask for an IPvé prefix (subnet)
ation (APD) ‘that it can then split up and delegate to the clients it serves. This option is selected by default.

Retry PPP pass- :Enter the maximum number of PPP authentication retries on failure. Options are 1 - 65536.
word on authen- éEntering 65536 sets the maximum to unlimited.
tication error

Enable PPP éSelect to have the system put more PPP connection information into the system log of the
Debug Mode édevice. This is for debugging errors and not for normal usage.

Bridge PPPoE :Select to enable PPPoE passthrough to relay PPPoE connections from behind the modem. Also
Frames Between éknown as Half-Bridged mode.

WAN and Local

Ports

................... bemmmccecccecceccescee-ce-sceaceacemeceeceaeeaseeeeeaeeaeemeeaemeemeeaecaaeeaeemaemaeeaeaemaema.a.nn.ann

Enable Firewall éSelect to enable functions in the Security sub-menu.

Enable NAT éSelect to enable sharing the WAN interface across multiple devices on the LAN. Additional NAT
:and PPPOE NAT features appear.

Enable Fullcone é(Appears when Enable NAT is selected) Click to enable what is known as one-to-one NAT.
NAT :

Enable SIP ALG é(Appears when Enable NAT is selected) Click to enable Session Initiation Protocol (SIP) pass-
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Field Name Description ‘

éthrough NAT. Used for Voice over IP (VOIP) applications.

Enable IGMP :Click to enable Internet Group Membership Protocol (IGMP) multicast. Used by IPv4 hosts to
Multicast Proxy éreport multicast group memberships to any neighboring multicast routers.

Enable IGMP :Select to enable this service to act as an IGMP multicast source.
Multicast Source :

MTU sizes ‘Enter the MTU (Maximum Transmission Unit) size for SmartRG gateways supporting a gigabit-cap-
éable WAN interface. Options are 1370 - 1492 bytes. The default is 1492 bytes.
:Firmware v2.5.0.7 or later is required.
Use Base MAC  :Use the SmartRG Devices Base (Primary) MAC address. When unchecked, a unique MAC is
Address on this éassigned for each service.
WAN interface

Enable :(Appears when Use Base MAC Address is deselected) Enter the MAC address to be used as the
MAC Clone :close address.
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7. Click Next. The following page appears.

SMART/RG’ SR506n

lorward thanking

Rowting — Default Gateway

Defasit gatesay interfece list can have multiple WaAN interfaces served & mystem defamit gateways
byt only one will b used according (o the priority with the first beteg the Fgest and the st one
thi lowedt priority i the WEN interface i3 connected. Priority order can be chunped by remodng
all and adiding them back in again,

Selected Dofault Available Routed
Gateway Interfaces WaMN Interfsce:
[ pot popl.d
wth3.1
e | et

8. Select the interface used as a default gateway for the PPP service being created and click the arrows to move your
selection from left to right or from right to left.
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9. Click Next. The following page appears where you will select DNS Server settings.

SMART/RG’ SRS06n

Toravard thinking

DS Server Configuration

Select DS Server Imverface from svallsble WAN erfaces OR snter static DNS server (P addresss
Laywrd imarface for the Fystem. In ATM made, 1f orly B tingle PV with IPod o szacks IPok protocel i configured,

i = Stanic DG perver IP sddresses maat be entered.
DHS Server Interfaces can Fuve multiple WAN interfaces served a2 Tyitem dro servers but only one
will be wed according to the priority with the first betng the higest and the tat one the loeest
priorivy if the WaMN inter face i oorected. Pricrity order can be changed by removing all and adiding
chem back in again

@ Select ONE Server Interface from available WaHN interfaces:

Selecued DHE Server B piladle WAN
Interfaces Interfaces
popd a ] [popta

| | w3l

10. Select the DNS Server Interface from Available WAN interfaces and click the arrows to move your selection from left
toright or from right to left.

11. Alternatively, you can enter static DNS IP addresses in the Use the following Static DNS IP address section.
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12. Click Next. The summary page appears indicating that your PPPoE WAN setup is complete.
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WAN Setup - Summary

Mk surs Chal the SETTIAES DO MaLCh th SFTTINES Provided Ery your (57

oe Enabled

Chick "Apply/ Save®™ to huve this inter face to be effective. Click "Back® to make sny modifications.
Baa Aty

13. Review the summary and either click Apply/Save to commit your changes or click Back to step through the pages in
reverse order to make any necessary alterations.

IP over Ethernet

There are several parts to configuring a IP over Ethernet WAN service. You will progress through several pages to complete
the configuration.
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1. In the left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.

SMART/RG SR506n

forward thinking

WAH Servdee Interface Configuration

Seloct alayer 2 intorface for this service

Mote: For ATM interface, the descriptor string is [portid_vpl_vel)
Faor PTM interface, the descriptor string is (portid_high_lew)
Where portid=0 -.» DSL Latency PATHO
portld=1 --» DSL Latency PATHI
parthd=4 ..» DSL Latency PATHRE
low =0 --» Low PTM Priiority not set
low =1 ==» Low FTM Prority set
high =0 ..» High PTM Priorty not sot
Bigh =1 -» High PTM Pricrty set

[atmai(o_o_35) ~|
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2. Select the Layer2 interface to use for the WAN service and click Next. The following page appears.

SMARTI'{ RGD SR506n

foreard 1k inklnE

WAHN Service Configuration

Select WAN sonvice typa:

) PPP over Ethemat (PPPoE)
W @ over Ethermat

0 Bridging

Enter Senvice Description: :1_0-9*_?_-_1__1‘!

For tagged serdce, eater valid BO2. 1P Priority and 802,10 VLAN ID.

For untagged service, set -1 to both BOZ. 1P Priority and B0Z.10 VLAN ID.
Enter B0L. 1P Priority [0-7): [

Entor 802,10 VLAN ID [0-4054] 4|
Select VILAN TRID: Select 8 TFID ~ |

Intemet Protocod Selection:

[Praonly |
Ban (2214
R
3. Select the IP over Ethernet WAN service type.
4. Madify the fields as needed.
The fields on this page are explained in the following table.
Field Name Description ‘
Enter Service (Optional) Enter a name to describe this configuration.
Description '

Enter 802.1P Pri- Options are 0 - 7. The default is -1 (disabled).

ority :
. For tagged service, enter values in this field and the 802.1Q VLAN ID field.

' For untagged service, accept the default of -1 in this field and inthe 802.1Q VLAN ID field.

Enter 802.1Q VLAN Options are 0 - 4094. The default is -1 (disabled).
ID :

For tagged service, enter values in this field and the 802.1P Priority field.
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Field Name Description ‘

For untagged service, accept the default of -1 in this field and in the 802.1P Priority field.

.............................................................................................................................

Internet Protocol : This data packet scheduling technique allows different scheduling priorities to be applied to
Selection statistically multiplexed data flows. Since each data flow has its own queue, an ill-behaved
: flow (which has sent larger packets or more packets per second than the others since it
' became active) will only punish itself and not other sessions. Options are IPv4 Only, IPv4&IPv6
(Dual Stack), and IPv6 Only. The default is IPv4 Only.

: Note: When selecting IPV4&IPV6 or IPV6, the subsequent options presented will change
+accordingly.
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5. Click Next. The following page appears.

SMART/RG’ SR506n

forward thinking

WAN |P Settings

Enter information provided to you by your ISP to configure the WAN P settings.

Hotice: If “Obkain an IP address avtomatically” is chosen, DHCP will be enabled for PYC in
Fof mode.

H *Use the following Static P address® is chosen, enter the WaN IP address, subnet mask
and interface gateway

® Obtain an IP address automatically

Option 60 Vendor ID:

Option &1 LAID: [8 hexadecimal digits)
Optien 61 DILID: [hexadecimal digit)
Option 77 User ID: — |

Option 125: ® Dicable () Enable

Option 50 Request IP
Address:

Option 51 Reguest
Leased Time:

Option 54 Request Server-
Address:

&

O ke the following Static IP addrass:
WAM P Address:

WaN Subnet Mask:

WAN gateway P

Address;

0O Advanced W

Hon DM2 IF Address: [1#2.160.2.1
Nom DMZ Het Mask: [229.380

6. Enter the relevant WAN IP Settings, using the information provided in the following table.

Field Name Description ‘

Obtain an IP address auto- Select when you want the ISP to automatically assign the WAN IP to the gateway.

matically 5
Option 60 Vendor ID (Optional) Broadcast a specific vendor ID for the DHCP server to accept the device.
Option 61 IAID (Optional) Interface Association Identifier (IAID). A unique identifier for an IA, chosen

by the client.
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Field Name Description ‘

Option 61 DUID (Optional) DHCP Unique Identifier (DUID) is used by the client to get an IP address from
: : the DHCP server.

Option 77User b (Optional) Enter the user class ID that should be used to filter traffic.

Option 125 : (Optional) Select whether to enable local devices to automatically receive DHCP
»options from the server.This option is disabled by default. To enable it, click Enabled.

Option 50 Request IP :Select to request a specific IP address when sending messages. If the address is not

Address -available, the DHCP server assigns the next allowed IP address.

Option 51 Request Leased Select torequest the maximum lease time defined for the client.

Time

Option 54 Request Server Select torequest the IP address of the source server.

Address :

Use the following Static IP Select when you want to manually declare the static IP information provided by your

address ISP. The WAN address fields become available.

WAN IP Address Enter the static WAN IPV4 Address.

WAN Subnet Mask Enter the static subnet mask.

WAN gateway IP Address Enter the static gateway IP address.

Advanced DMZ (Optional) Select this option to enable Advanced DMZ on the WAN service. For more

information, see the knowledgebase on SmartRG Support site.

Non DMZ IP Address If using the Advanced DMZ feature, you can enter a specific vendor ID that will be
broadcast for the DHCP server to accept the device, e.g., 192.168.2.1.

Non DMZ Net Mask If using the Advanced DMZ feature, you can enter a secondary LAN IP address for the
: gateway. The default is 255.255.255.0.

IPv6 settings

The following fields appear when either IPv6 Only or IPv4&IPv6 (Dual Stack) network protocols are selected on
the WAN Service Configuration page.

Obtain IPv6 address auto- Enables the DHCPv6 Client on this WAN interface. Select this option when you want
matically the ISP to automatically assign the WAN IP to the gateway.

Dhcpvé Address Assign- Select this option for the CPE to receive WAN IP from ISP.
ment (IANA) :

Dhcpvé Prefix Delegation Select this option for the CPE to generate the WAN IP's prefix from the server's REST
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Field Name Description ‘
(IAPD) ' by MAC address.

Use the following Static Select this option to manually declare the vé6 Static IP information provided by your
IPv6 address ISP.

WAN IPv6 Address/Prefix If entering a static IP address, enter the IP address / prefix length. If you do not spe-
Length cify a prefix length, the default of /64 is used.

Specify the Next-Hop IPv6 Enter the IP address of the next WAN in the group. This address can be either a local
address link or a global unicast IPv6 address.

7. Click Next. The NAT settings page appears.

SMART/RG SR506n

forward thinking

Hetwork Address Translation Settings

Hetwork Address Trangdation (MAT) allows you to share one Wide Arga Hetwork [WAN) IP
address for multiple computers on your Local Area Network (LAN).
EA Enable MAT

[0 Enable Fullcone MAT

EA Enable Firewal
[0 Enable SIP ALG

IGMP Multicast
[0 Enable KGMP Multicast Proxy

[0 Enable IGMP Multicast Source

EAUse Base MAC Address on this WAHN interface [Hote: only select this for one WAN
interface)

8. Click Next.

9. Modify the settings if desired. All settings are optional.
Network Address Translation (NAT) allows you to share one Wide Area Network (WAN) IP address for multiple
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computers on your Local Area Network (LAN). If you do not want to enable NAT (atypical) and wish the user of this
gateway to access the Internet normally, you need to add a route on the uplink equipment. Failure to do so will
cause access to the Internet to fail.

The fields on this page are explained in the following table.

FIELD NAME DESCRIPTION ‘

Enable NAT Enable sharing the WAN interface across multiple devices on the LAN. Also enables the
functions in the NAT sub-menu and addition PPPoE NAT features to select.

- Note: This option and its related options are not available when IPvé6 is selected as the
Internet protocol.

Enable SIP ALG (Appears when Enable NAT is selected) Enables Session Initiation Protocol (SIP) pass-
through NAT. Used for Voice over IP (VOIP) applications.

Enable IGMP Multicast Click to enable Internet Group Membership Protocol (IGMP) multicast. Used by IPv4 hosts
Proxy to report multicast group memberships to any neighboring multicast routers.

Enable IGMP Multicast :Select to enable this service to act as an IGMP multicast source.
Source :

Use Base MAC Address Use SmartRG Devices Base (Primary) MAC address. When unchecked, a unique MAC per
on this WAN interface service is assigned.
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10. Click Next. The following page appears.

SMART/RG

file SR506n
Forward thinking

Routirg = Default Gateway

Default gateway interface st can have multiple WAN interfaces served as system default
gateways but only one will be used according to the pricrity with the fiest being the
higest and the last one the lowest priorty If the WaAMN interface is connected. Priadty
order can be changed by removing all and adding them back in again.

Zelected Default Available Routed WAN
Gatewny Interfaces Interfaces
[pppn ] atmi.2
wth3. 1
pppLd
Back Hawt

11. Select the interface used as a default gateway for the PPP service being created and click the arrows to move your
selection from left to right or from right to left.
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12. Click Next. The following page appears where you will select DNS Server settings.

SMART/RG

forward thinking

SR506n

DHS Server Configuration

Select DNS Server Interface from available WAN interfaces OB enter static DNS server IP
addresses for the system. In ATM mode, if only a single PVC with Pod or static IPoE
probecol is configured, Static DS server IP addresses must be entered,

DH5 Server Interfaces can have multiple WaM interfaces served as system dns servers but
only one will be used according to the priority with the first being the higest and the last
one the lowest pricdty if the WAN interface is connected. Priority order can be changed
by remosing Al and adding them back in again.

® Select DNS Server Interface from available WAN interfaces:

Sedected DHS Server Awailable WAN
Interfaces Interfaces
ppp ' [atmi.2

ethi.1

pepl.l

InberTace |

IP Tunnel

{1207

' Use the following Static DHS IP address:
Primary DS server: |
Secondary DNS server:

13. Select the DNS Server Interface from available WAN interfaces and click the arrows to move your selection from left
to right or from right to left.

14. Alternatively, you can enter static DNS IP addresses in the Use the following Static DNS IP address section.

15. If you selected IPvé6 as the Internet protocol earlier, you can configure the same DNS server information in the fol-
lowing fields:

« Obtain IPv6 DNS info from a WAN interface: Select a WAN Interface.

« Use the following Static IPv6é DNS address: Enter the Primary IPv6 DNS server address and, if desired,
enter a Secondary IPvé DNS server address.
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16. Click Next. The summary page appears.

SMA RT;RG@? SR506n

forward thinking

WAM Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Qror3s
IFoE
ipoe_0_0_35

UBR

Automatically Assigred

Enabled

Enabled

Disabled

Enabled

Disabled

Dvisabded

[risabded

i Cvisabded

Drisabded

Qick "Apply/Save” to have this interface to be effective. (ick "Back” to make any
maodifications.

Back || gy

17. Review the summary and either click Apply/Save to commit your changes or click Back to step through the pages in
reverse order to make any necessary alterations.

Bridging

Before you can configure a bridge WAN service, you must create the related ATM interface.
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1. In the left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.

SMART/RG SR506n

forward thinking

WAH Servdee Interface Configuration

Seloct alayer 2 intorface for this service

Mote: For ATM interface, the descriptor string is [portid_vpl_vel)
Faor PTM interface, the descriptor string is (portid_high_lew)
Where portid=0 -.» DSL Latency PATHO
portld=1 --» DSL Latency PATHI
parthd=4 ..» DSL Latency PATHRE
low =0 --» Low PTM Priiority not set
low =1 ==» Low FTM Prority set
high =0 ..» High PTM Priorty not sot
Bigh =1 -» High PTM Pricrty set

[atmai(o_o_35) ~|
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2. Select an ATM interface for the WAN service and then click Next. The following page appears.

'SMART/RG $R506n

forward thinking

WAM Service Configuration

Select WAN serdoe type:

) PPP gver Ethemet [PPPoE)

) IP over Exhemet

® Bridging

[ Allow as IGMP Multicast Source
[0 afiow as MLD Multicast Source

Enter Service Description: [so8m

For tagged service, enter valid 802.1F Priorty and 502,10 VLAN 10,

For untagged serdce, set -1 to both B02.1F Priodty and 802,10 VLAM 1D,
Enter 802 1P Pricdty [0-Th =

Enter 802, 1 VLAM ID [0-4094]; '
Select VLAN TPID: Sebect & TPID |

3. Select Bridging. The Multicast Source fields appear.
4. Modify the other fields as needed, using the information in the following table.

Field Name Description ‘

Allow as IGMP Multicast :Select to enable this service to act as an IGMP multicast source.
Source :

Allow as MLD Multicast :Select to enable this service to act as an MLD multicast source.
Source :

Enter Service Descrip- : (Optional) Enter a name to describe this configuration.
tion :

Enter 802.1P Priority gptions are 0 - 7. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1Q VLAN ID field.

' For untagged service, accept the default of -1 in this field and in the 802.1Q VLAN ID
field.
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Field Name Description ‘

Enter 802.1QVLANID  : options are 0 - 4094. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1P Priority field.

' For untagged service, enter -1 (disabled) in this field and in the 802.1P Priority field.
Select VLAN TPID - (Optional) Select the TPID for this VLAN. Options are 0x8100, 0x88A8, and 0x9100.

5. Click Next. The summary page appears indicating that your Bridging WAN setup is complete.

SMART/RG SR506n

forward thinking

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISR

Click *Apply/5ave” to have this Interface to be effective. (ick "Back” to make any
medi fications.
(1529 hpply e

6. Review the summary and either click Apply/Save to commit your changes or click Back to step through the pages in
reverse order to make any necessary alterations.

LAN

On the Local Area Network (LAN) Setup page, you can configure the router’s local IP addresses, subnet mask, DHCP behavior
and other related LAN side settings for your gateway.
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1. In the left navigation bar, click Advanced Setup > LAN. The following page appears.

SMART/RG’

forward thinking

SR506n

Device Info Local Area Metwork (LAN) Setup

Configure the Broadband Aouter IP Address and Subn et Mask for LAN interface.
GroupName | Default |

IP Address: K
Subnet Mask: W10

B Enable IGMP Snooping

O Standard Mode
) Hocking Mode

Enable IGMP LAM to LAN Multicast: [ pisable ~|

this setting. )
[0 Enable LA side firewall

O Disable DHCP Server

® Enable DHCP Server
Start P Address: |eader
End P Address; 190000
Leased Time (hour): 22 1
Static P Lease List: (A macdmum 32 entries can be configured)

MAL J

At Erdtried Rewren [oteiwin

Automaticaly create static IF leases for the Tollowing OUis:

A et v C0E

Option &b | q {TFTP Server Hame)
Oation 150: | 1 (Comma-seperated st of TFTP Server Pl
P A laddessies) (maximum 2 entries])

Oonfigure the second IP Address and Subnet Mask for LAN interface

Apgiy e

2. Customize the fields as desired.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.
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Field Name Description ‘

GroupName Select an interface group from the list of available groups (defined on the Interface Group-
1ing page).

PAddress Enter the LAN IP address by which LAN devices will connect tothis gateway.

SubnetMask Enter the Subnet mask to be used by LAN devices connecting tothis gateway.

Enable IGMP Snooping: Enables your gateway to listen to IGMP network traffic between hosts and routers. By listen-
ing to these conversations, the gateway maintains a map of which links need which IP mul-
 ticast streams.

Standard Mode éAllows multicast traffic will flood to all bridge ports when there is no client subscribed to
any multicast group.

Blocking Mode Blocks multicast data traffic, preventing it from flooding to all bridge ports when no client
subscriptions to a multicast group are present.

Enable IGMP LAN to : Allows multicast traffic between LANs.
LAN Multicast :

Enable LAN Side Fire- Enables the restriction of traffic between LAN hosts.
wall :

Disable DHCP Server Prevents the DHCP functionality of your gateway from automatically assigning LAN
- IP addresses to host devices as they connect with the gateway.

Enable DHCP Server Allows the DHCP functionality of your gateway to automatically assign LAN IP addresses to
host devices as they connect with the gateway. Fill in the next three fields to configure
: this action.

Start IP Address (Becomes editable when Enable DHCP Server is selected) Enter the beginning of the class
C, IP address range to be assigned by the DHCP server.

End IP Address (Becomes editable when Enable DHCP Server is selected) Enter the end of the class C, IP
address range to be assigned by the DHCP server.

Leased Time (hour) (Becomes editable when Enable DHCP Server is selected) Enter the number of hours for
gwhich an IP address will be leased.

Static IP Lease List Specify a literal, static IP address to be associated with a specific MAC Address of one of
:your LAN host devices.

1. Click Add Entries.
2. Enter the MAC address and IP address and click Apply/Save.
3. Repeat this step to create any additional entries that you need up to 32.
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Field Name Description ‘

Automatically create For LAN hosts, IP addresses can be assigned manually or by using DHCP. Click Add OUI.
static IP leases from Enter the OUI and click Apply/Save. Repeat these steps to create any additional entries
the following OUIs ' that you need.

Option 66 : For devices that require access toa TFTP server (device configuration name files are in .cnf
file format), which enables the device to communicate with other infrastructure, select
' this option to specify the name of the TFTP server.

Configure the second éWhen you select this option, the IP Address and Subnet Mask fields appear where you can
IP address and sub- enter a second IP address and Subnet mask to support a second, simultaneous LAN, i.e., the
net mask for LAN : primary LAN might be defined as 192.168.0.1 and this secondary LAN defined as 192.168.2.1.
interface :
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On this page, you can configure your gateway's IPv6 environment.

1. In the left navigation bar, click Advanced Setup > LAN > IPv6 Autoconfig . The following page appears.

SMART/RG’

Torvward thinkin

1Pt LAN Auto Configuration

Mote: Stateful BHCPvE is supported based on the assumption of prefix ogth bess than &4, Interface ID
dows HOT support ZERD COMPRESSION "::". Please enter the complete Information. For sxampe: Fease
enber "0c@u0:Y" instead of *1:3°.

Static LAN IPv6 Address Configuration B

Interface Address (prelix length 5 required)s

it LAN Applications
] Enable DMCEPwh Server

) Stateless

O stateful
Start interface I0: o
End interface B oI
Lezsed Time [hour):

[ Enable RADVD

[ Enable LA Prafix Advertisament

) Randamly Generate
O statically Configure
Prefioc

Praferraed Lifs Time (hour): -
“alid Life Time (hour): -1

E enable MLD Snoaping

0 standard mode
® plocking Mode

Enable MLD LAN to LAM Mailticast: [ Disatle |
[LAM to LAN Multicast is enablad untll the first 'WAN servioe i connected, regardiess of this weiting.)

2. Modify the fields as needed, using the information in the table below.
3. Click Save/Apply to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Interface Address

Enable DHCP vé6
Server

IPV6 address to assign as the gateways Local LAN IPV6 address and prefix length. Prefix length is
i required.

Enable the DHCP vé6 feature on the LAN.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

Enable DHCP Server - This option is selected by default. Click to stop inheriting IPV6 address assignments from the WAN
Stateless IPV6 interface.

Enable DHCP Server - DHCPvé6 server given by the LAN IPV6 network as configured with additional options. Zero com-
Stateful pression is not supported. Make sure to enter zeros between the colons, that is, do not use short-
hand notation (::2). Options are:

. Start interface ID: Enter the beginning IPv6 available addresses for DHCP to assign to LAN
devices.

- End interface ID: Enter the ending IPv6 available addresses for DHCP to assign to LAN
devices.

o Leased Time (hour): Amount of time before a new IPvé6 lease is requested by the LAN cli-

Enable RADVD (Optional) This option is enabled by default. It enables Router Advertisement Daemon (RADVD) ser-
vice that sends router advertisements to LAN clients. Clear the check box to disable RADVD.
: Options are:

. Enable ULA Prefix Advertisement: Check this option to enable unique local address (ULA)
advertisement on the LAN. When you select this option, the Randomly Generate option is
selected and the gateway can generate a random IPvé prefix.

« Statically Configure Prefix: Select this option to configure the IPv6 prefix, and enter values
in the Preferred Life Time and Valid Life Time fields (in hours). The default value for
these fields is -1 (no limit).

Enable MLD Snooping (Optional) This option is enabled by default. It enables Multicast Listener Discovery (MLD) snooping
to manage IPV6 multicast traffic. Options are:

« Standard Mode: Multicast traffic will flood to all bridge ports when no client subscribes to a
multicast group even if IGMP snooping is enabled.

« Blocking Mode: The multicast data traffic will be blocked and not flood to all bridge ports
when there are no client subscriptions to any multicast group. This is the default.

Enable MLD LAN to  : (Optional) This option is enabled by default. It enables LAN-to-LAN Multicast until the first WAN ser-
LAN Multicast »vice is connected. Options are Disable and Enable.

Ethernet Config

On the Ethernet Port Configuration page, you can set the speed and duplex mode for each of the Ethernet ports.
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1. In the left navigation bar, click Advanced Setup > Ethernet Config . The following page appears.

SMART}X R'Gﬂ SR506n

forward thinking

Ethernet Port Configuration

Port Configure | Current Bit Rate | Duplex Mode | Status

ethOILAMT |[Auts  +] Auts Aute | Down

Ethemet Lonfig ethi/LanZ |[Auts ] 100 Ful Up
r_'l.-ﬂ eth? LANI :AI.I‘DCI bl Auto Auto Down
ethI LAY :Au‘bq hd Auto Auto Dawn

* Always configure 1000BaseT connections with Auto,

preTre

2. In the Configure column, select an option (Auto, 100 Full, 100 Half, 10 Full or 10 Half) for the Ethernet port on
your gateway.

These options represent 100 megabits or 10 megabits using half or full duplex transmission protocols. When you have
a specific device with a known limited transmission speed capability, select one of the latter four options. If you

select Auto, your gateway will automatically select an appropriate setting based on Ethernet auto negotiation with
the NIC of the LAN host.

Note: For 1000 BaseT connections, always select Auto.

3. Click Save/Apply to commit your changes.
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NAT

In this section, you can configure the settings for Network Address Translation including setting up virtual servers, port trig-
gering and DMZ host. There is seldom need to customize these settings as the default settings manage the related features
sufficiently for most environments.

Virtual Servers

Virtual Servers (more commonly known as port forwards) is a technique used to facilitate communications by external hosts
with services provided within a private local area network.

On this page, you can configure the virtual server settings for your gateway.

1. In the left navigation bar, select Advanced Setup > NAT. The following page appears.

SMART/RG

faraward thinking

HAT - Virtual Servers Setup

virtual Server allows you to direct incoming traffic from Wil side (kdentified by Protocol and External port) to the
Intermal sgrver with private i address on the LAN side. The intemal port is requined only iff the external pork needs to
be conwerted to a different port number used by the server on the LAN side, A maximum 96 entries can be configared.

Sheype UDP at
T52.168.1.2:41273 £1273 152.168.1.2

| (3557}
| Skeype TCP a1

192.168.1.2:4127] 192 160.1.2
{1557
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2. Toadd avirtual server, click Add. The following page appears.

SMART/RG’ SRS06n

fTorward thinking

MAT - Virtusl Sereeri

Select the service name. wd enter the werver IP addrets and dick "Apply Mave” to forward IP packets
for this service to the spedfled server HOTE: The “Internal Port End” cannot be modified directly
Harmally, it b et to the 1ame value 5 Cxternal Port End’, However, if you modify Tinternal Port
Start”, then “Internal Port End” will be 3ot to the same value 1 Iinternal Port Start”.

Remaining rumber of entries that can be configured 94

e lnterface ipoe_0,0_Watm0  ~|
Service Hame:

& Solect a Service: | Select One w
O Custom Servce: | |

Server P Address: |10 s

Aty

3. Customize the fields to create your port forwarding entry, using the information provided in the table below.
4. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Use Interface Select the WAN interface to which this NAT rule will apply.

Select a Service Select from a list of application that typically require port forwards configured. The port ranges
and protocol fields will be pre-populated.

Custom Service :If your application does not appear in the Select a Service list, you can enter a unique name for
the application in this field.
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Field Name Description ‘
Server IP Enter the IP address of the LAN client where the service is hosted.

Address :

External Port Enter the first external port for this server.

Start :

External Port Enter the last external port for this server.

End :

Protocol Select the protocol to be used with this range of ports. Options are: TCP, UDP, or TCP/UDP.
Internal Port Enter the first internal port for this server.

Start '

Internal Port End Enter the last internal port for this server.

Port Triggering

Some applications require that specific ports in the gateway's firewall be opened for access by remote parties. The Port Trig-
ger feature dynamically opens up the open ports in the firewall when an application on the LAN initiates a TCP/UDP con-
nection to a remote party using the triggering ports. The gateway allows the remote party from the WAN side to establish
new connections back to the application on the LAN side using the Open Ports.

1. In the left navigation bar, click Advanced Setup > NAT > Port Triggering and then click Add. The following page
appears.
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HAT - Port Triggering

Some applications such as games, video con feremd ng, remole acoess applications and others require
that specific ports in the Router's firewall be opened for access by the apptications. You can configure
the port settings from this scresn by selecting an exdsting application or creating your own (Custom
applicationjand dick “Save/Apply”™ to addit.

Remaining number of entries that can be configured: 26

LUse nterface |poe_0_0_35/atmb._2 pud
Application Mame: o

® Select an application; |Select One

O Custom application:

Trigger Port Start Trigger Port EndTrigger Protocol Open Port Start Open Port EndOpen Protoool

2. Customize the fields as needed for the firewall pinholes you wish to establish. A maximum 96 entries can be con-
figured.

3. Click Apply/Save to commit your changes. If the selected service configures multiple servers, the same number of
entries are added to the table of the NAT - Virtual Servers Setup page.

The fields on this page are explained in the following table.

Field Name Description ‘
Use Interface Select the interface for which the port triggering rule will apply.
Select a Service Select the application which requires a port trigger entry. The starting and ending IP

addresses and port numbers that are configured for the service are populated into the
‘ table at the bottom of the page.

Custom Service - If the application you want does not appear in the selection list, enter a unique name for
the application for which you are creating a port trigger entry. This is a free-form text field.

Trigger Port Start Enter the starting number of the range of available outgoing trigger ports. Options are: 1 -
1 65535.
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Field Name Description ‘
Trigger Port End Enter the end number of the range of available outgoing trigger ports. Options are: 1 -

1 65535,
Trigger Protocol Select the protocol required by the application that will be using the ports in the specified

range. Options are: TCP, UDP, and TCP/UDP.

Open Port Start Enter the starting number of the range of available incoming ports. Options are: 1 - 65535.
Open Port End Enter the end number of the range of available incoming ports. Options are: 1 - 65535.
Open Protocol Select the protocol for the open port. Options are: TCP, UDP, and TCP/UDP.

DMZ Host

The Broadband Router will forward IP packets from the WAN that do not belong to any of the applications configured in the
Virtual Servers table to the DMZ host computer. If you want to route all internet traffic to a specific LAN device with no fil-
tering or security, add the IP address of that device to this page.

1. In the left navigation bar, click Advanced Setup > NAT > DMZ Host. The following page appears.
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MAT -- DMZI Host

The Broadband Rou ter will forward IP packets from the WAN that do not belong to any
of the applications configured in the Virtual Servers table to the DMZ host computer

Enter the computer's I address and dick ‘Apply’ to activate the DMZ host.
Oear the IP addreis field and dick ‘Apply’ to deactivate the DMI kaost.
DME Host IP Address:

SeweSdpply

o BT P s B e

2. Enter the DMZ Host IP Address.
3. Click Apply/Save to commit your change.

Security

In this section, you can configure filtering for IP and MAC addresses.
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IP Filtering - Outgoing
On this page, you can add an outgoing filter when refusal of data transmitted from the LAN to the WAN is desired.

1. In the left navigation bar, click Advanced Setup > Security > IP Filtering and then click Add. The following page
appears.
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Add IP Filter -- Outgoing

The screen allows you to create a filter rule to identify outgoing IP traffic by
spediying a new filter name and at least one condition below. All of the spedfied
condi tions in this flter rule must be satisfied for the rule to take effect. Click
‘Apply/Save’ to save and activate the filter

Filter Hame:

IP Version: [P il |
Protocol: |
Source P address] fprefix length]:

Source Port (port or port:port):

Destination IP address]/prefix length]:

Destination Port {port or port:port): |

My Plivvw

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit the completed entry.

The fields on this page are explained in the following table.

Field Name Description
Filter Name Enter a descriptive name for this filter.
IP Version For the filter to be configured and effective for IPV6 , the gateway must be installed on a net-

work that is either a IPV6-only network (with that protocol enabled) or is both IPV4 and IPV6 dual
. protocol enabled/configured. Options are IPv4 and IPv6. The default is IPv4.

If you select IPV6, both the Source and Destination IP address must be specified in IPV6 format.
: The following is an IPV6-compliant, hexadecimal address:
: 2001:0DB8:AC10:FE01:0000:0000:0000:0001.

Protocol Select the protocol profile for the filter you are defining. TCP/UDP is most commonly used. The
options are TCP/UDP, TCP, UDP, and ICMP.
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Field Name Description ‘
Source IP Enter the source IP address of a LAN side host for which you wish to filter/block outgoing traffic
address [/prefix for the specified protocol(s).

length]

- Note: This address can be a particular address or a block of IP addresses on a network subnet.
éThis is done by appending the associated routing "/prefix" length decimal value (preceded with
:the slash) to the addresses. A valid decimal routing prefix is required for defining the subnet
mask per CIDR notation.

Source Port (port Set the outgoing host port (or range of ports) for the above host (or range of hosts defined by
or port:port) optional routing "/prefix" subnet mask) to define the ports profile for which egress traffic will be
filtered from reaching the specified destination(s).

Destination IP Enter the destination IP address of a LAN side host for which you wish to filter/block outgoing
address traffic for the specified protocol(s).

- Note: This address can be a particular address or a block of IP address on a network subnet. This
is done by appending the associated routing "/prefix” length decimal value (preceded with the
:slash) to the addresses. A valid decimal routing prefix is required for defining the subnet mask
per CIDR notation.

Destination Port :Set the destination host port (or range of ports) for the above host (or range of hosts) to define

(port or port:- the destination port profile for which the filtered host egress traffic will be filtered from reach-

port) +ing the otherwise intended destination(s), e.g., to block the traffic to those ports on, say, a com-
puter external to the local network.

IP Filtering - Incoming
On this page, you can add an incoming filter when refusal of data from the WAN to the LAN is desired.

1. In the left navigation bar, click Advanced Setup > Security > IP Filtering > Incoming and then click Add. The fol-
lowing page appears.
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Add IP Filter = Incoming

The scréen alows you Lo ereate a fllter nale o iden tify incoming IP traffic by
spedfying a new filter name and at least one condition below, All of the spedfied
conditions in this fMver ule must be satisfied for the rule to take effect. Click
‘Apply/Save’ Lo save and activate the Mien

Filter Mame:

iP Version: [t ~|
Protocol: | w |
Source P address[/prefislength]:

Source Port (port or port:port):

Destination IP address] /prefix length]:

Destination Port {port or port:port): L

WaN Interfaces (Configured in Routing mode and with firewall enabled) and LAN
Interfaces
Select one or more WAN/LAN interfaces displayed below to apply this nale.

Ed select AR ipoe_0_0_35/atmd.2 B9 ipoe_ethifethd, 1 B3
popoe_0_0_35.5/pppl.1 B popoe_0_0_1/ppp0 & bel/bed

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘

Filter Name - Enter a descriptive name for this filter.

IPVersion Select the IP version for this filter. Options are IPv4 and IPv6. The default is -
1 IPv4,

protocol Select the protocol to be associated with this incoming filter. Options are:

: TCP/UDP, TCP, UDP, or ICMP.

Source Port (port or port:port) - Enter source port number or range (XXXxx:yyyyy).
Destination IP address [/prefix - Enter the destination IP address for rule. For IPv6, enter the prefix as well.
length] :

WAN Interfaces : Click to apply this rule to all WAN interfaces or only certain types. Options
- are Select All or the interfaces defined for your network.
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MAC Filtering

Your SmartRG gateway can block or forward packets based on the originating device. This MAC filtering feature is available
only in Bridge mode. For other modes, similar functionality is available via IP Filtering.

On this page, you can manage MAC filtering for your gateway.

1. In the left navigation bar, click Advanced Setup > Security > MAC Filtering. The following page appears.
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MAC Fileering Setup

MALC Filtering is only effective on ATM FYCs configured in Bridge mode. FORWARDED
means that all MAC layer frames will be FORWARDED except those matching with any of
the spedfied ndes in the following table. BLOCKED means that all MAC layer frames will
be BLOCKED except those matching with any of the specified rnules in the following
table.

MAL Filtering Policy For Each Interface:

WARNING: Changing from one pelicy te another of an interface will cause all defined
rules for that interface to be REMOVED AUTOMATICALLY! You will need to create new
rules for the new policy.

Interface | Policy Change

nterface | Protocol | Destination MAC | Source MAC | Frame Direction | Remove

2. To modify policy settings:
a. Review the information on the page.

b. Once you understand the consequences of changing the policy, click the Change checkbox, and then click
Change Policy. The policy is switched to FORWARD or BLOCKED.

3. Toadd arule, follow the instructions in "MAC Filtering".
To remove arule, click the Remove checkbox next to the rule and click the Remove button.
5. When your changes are completed, click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Interface : The interface associated with an established policy rule.

.............................................................................................................................

Policy : The current/active policy type that is in place. Options are FORWARD and BLOCKED.
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Adding a MAC Filtering Rule

You cannot edit rules but you can add new ones and then remove the obsolete ones.

1.

On the MAC Filtering page, click Add. The following page appears.

forward thinking

LAM
Ethemat Config
AT

Sacunty

SMART/RG'

SR506n

Add MAC Filter

Create a filter o (dentify the MAC layer frames by specifying at least one condition
baelaw, If midtiple conditicnd are sped fied, Al of them Lake effect. (ick "Apply® to ddve
and activate the filter,

Protocal Type: B
Destination MAC Address:
Source MAL Addreds:

Frame Direction: LAM<=>WAN ~ '
WaN Interfaces [Configured in Bridge mode anly)
br_0_0_35.7/atm0.3 ~

T by

o SRR A T

2. Fillin the fields, using the information provided in the following table.
3. Click Save/Apply to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘

- Select the protocol associated with the device at the destination MAC address. Options are
. PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, and IGMP.

Destination MAC: Enter the MAC address of the hardware you wish to associate with this filter.

Protocol Type

Address
Source MAC Enter the MAC address of the device that is originating requests intended for the device asso-
Address ' ciated with the Destination MAC Address.

Frame Direction : Select the incoming/outgoing packet interface. Options are LAN<=>WAN, WAN=>LAN, and LAN-
:N=>WAN. The default is LAN<=>WAN,

WAN Interfaces : Select the interface to which the filter should be applied.

Parental Control

In this section, you can configure the Parental Control features of your SmartRG gateway to restrict Internet access to cer-
tain hours and to certain URLS.
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Time Restriction

On this page, you can restrict Internet access to particular days and specific times for each device that accesses your gate-
way.

1. In the left navigation bar, click Advanced Setup > Parental Control and then click Add. The following page appears.

SMART/RG SR506n
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Access Time Restriction

This page adds time of day restriction to a speda LAN device connected to the Router.
The Browser's MAL Address’ automaticaly displays the MAL address of the LAN device
LAM where the browser ks running. To restrict other LAN device, dick the “0ther MAC
Ethemat Conflg Address” button and enter the MAC address of the other LAN device. To find cut the
MAC address of a Windows based PC, go to command window and type “ipconfig /all”.

Ukgr Hamae
® Browsers MAC Address T:F__i_i_';'?"}}-l:_-;-_' |

O Other MAC Address
oo S B

Days of the week
Click to select

Start Blocking Time —_—
{hhzmmj .
End Bocking Time (hh:mm) |

2. Fillin the fields using the information in the table below.
3. Click Apply/Save.

The fields on this page are explained in the following table.

Field Name Description ‘
User Name Enter a descriptive name for this restriction.
Browser's MAC Address This option is selected by default. The MAC address of the connected device is shown.
Other MAC Address Select this option to restrict access to another device. Enter the MAC address of that
device.
Note: You can view a list of the connected devices and MAC addresses on the Device
 Info > ARP page.
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Field Name Description

Days of the week Select the days (Mon - Sun) for which the restrictions apply.

Start Time Blocking / End Enter the range of time that the devices listed above are restricted from access to the
Time Blocking Internet. Use 24-hour clock notation (00:00 - 24:00).

URL Filter

The other side of the Parental Controls coin is URL filtering. On this page, you can exclude and include URLs as desired.
Each list can include up to 100 addresses.

Note: Only one Exclude list and one Include list are supported for each gateway. Unique lists are not supported for con-
necting devices.

1. In the left navigation bar, click Advanced Setup > Parental Control > Url Filter.
2. Toblock a URL:

a. Next to URL List Type, select Exclude.
b. Click Add. The following page appears.

'SMART/RG’

Torvraid Ihlnh1g

Parental Contral -- URL Filter Add

Enter the URL address and port number then dick "Apply/Save” to add the entry to the
URL filter.

URL Address: | |
Port Number: | | {Default 80 will be applied if leave

Fouting

c. Click Apply/Save to save your settings. You are returned to the Url Filter page.
3. Tocreate alist of URLs to allow, next to URL List Type, select Include and repeat the above steps.

The fields on this page are explained in the following table.

Field Name Description

URL Address :Enter the URL address to be included in the list.

Port Number  :(Optional) Enter the port number associated with the URL. The default is 80.
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Quality Of Service

Quality of Service (QoS) enables prioritization of Internet content to help ensure the best possible performance. This is par-
ticularly useful for streaming video and audio content with minimized potential for drop-outs. QoS becomes significant when
the sum of all traffic (audio, vid"QoS Classification"data) exceeds the capacity of the line.

In this section, you can configure QoS settings including traffic queues, classifications (rules) and port shaping.

Note: Before proceeding, make sure that the necessary WAN service has been configured with the appropriate Priority set-
ting.

QoS Config

On this page, you can enable QoS and set the DSCP Mark classification.

The maximum number of queues that can be configured vary by mode, as shown below.

Maximum # of queues

Note: Queues for Wireless (e.g., WMM Voice Priority) are shown only when wireless is enabled. If the WMM Advertise func-
tion on the Wireless Basic Setup page is disabled, assigning classifications to wireless traffic has no effect.
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1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Config. The following page appears.
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forward thinking

Qes - Queue Management Configuration

If Enable Qo5 checkbax is selected, choose a default DSCP mark to automatically mark
incoming traffic without reference to a particular dassifier. Click ‘Apply/Save” button to
savie it

Ethemet Config

Usage Hotes:

HAT If the Enable QoS chockbax is not selected, al oS will be disabled for all interfaces.
Seournity

The default DSCP mark is wsed to mark all egress packets that do not match any
dassification rules,

et and & non-default quewe are highly recommended for PFP WAN services. Each time
a PPP WAN service starts or resets, if a non-default queue does not exdst, one will be
created and QoS automatically enabled.

E Enable QoS

Select Default DSCP Mark [ Change(-1)  ~|

Appiy /e

2. If the Enable QoS checkbox is not checked, click it to select it.
Warning: If this option is already enabled and you clear the checkbox, QoS will be disabled for ALL interfaces.

3. In the Select Default DSCP Mark field, select the Differentiated Services Code Point (DSCP) Mark classification value
to be used. The default is No Change(-1). For a list of supported values, see "Supported DSCP Values".

4. Click Apply/Save to save your settings.

Supported DSCP Values

The DSCP marking QoS Queue Management Configuration marking on ingress packets is based on the selection you make in
the Select Default DSCP Mark field. The selected default marking is applied automatically to all incoming packets without
reference to a particular classification.

Note: A default DSCP mark value of Default(000000) will mark all egress packets that do NOT match any classification.

The following values are supported. For more information about commonly used DSCP values, refer to RFC 2475.

No Change(-1) ' €51(001000) | AF32(011100) LS4

: : : (100000)
Auto Marking(-2) | AF23(010110) | AF31(011010) 'EF

: : : (101110)
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Default(000000) | AF22(010100) ' €53(011000) | Cs5

: : : (101000)
AF13(001110) | AF21(010010) | AF43(100110) 1 Cs6

: : : (110000)
AF12(001100) | £52(010000) | AF42(100100)
AF11(001010) | AF33(011110) | AF41(100010)

QoS Queue Config
On this page, you can configure a queue and add it to a Layer2 interface.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Queue Config and then click Add. The
following page appears.
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Device Info QoS == Configuration

This screen allows you to configure a Qob queue and add it to a selected
layerd interface.

LAM (Only one queue can be defined for any one interface/precedence pair,

Ethemet Config resulting in a madmum of three queues per interface.)
Enabie: | Enabie '
Interface: L |
dgsphe rhivw

2. In the Name field, type a descriptive name for this queue.
3. In the Interface field, select the Layer 2 interface to be associated for this queue. Additional fields appear.

Fill in the fields, using the information provided in the table below.
Note: For Dynamic WAN interfaces, the Queue Priority settings appear twice - once for ATM WAN QoS configuration

and once for PTM WAN QoS configuration.
5. Click Apply/Save to save your settings.

The fields on this page are explained in the following table.
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Field Name Description ‘

Enable Select to enable or disable this queue configured on the selected interface. This option is
enabled by default.

Note: Only one queue can be defined for any one interface/precedence pair, resulting in a
maximum of three queues per interface.

Queue Pre- Select the priority value to be associated with the new queue. Options vary by interface type
cedence/ and include 1(SP - 4(SP), 1(WRR/WFQ) - 7(WRR/WFQ), and 8(WRR).
Precedence :

Note: The lower the value, the higher the priority.

Scheduler (Not applicable for ETH interfaces) Select an algorithm for applying queue data priority.
Algorithm Options are:

« Weighted Round Robin: Applies a fair round robin scheme weighting that is effective
for networks with fixed packet sizes, e.g., ATM networks.

- Weighted Fair Queuing: Applies a fair queue weighting scheme by allowing different
sessions to have different service shares for improved data packet flow in networks
with variable packet sizes, e.g., PTM/IP networks.

Queue Weight . (Not applicable for ETH interfaces) Enter a weight for prioritizing this queue. Options are 1 -
163,
Minimum Rate (Applicable for PTM and Dynamic WAN interfaces only) Enter the minimum shaping rate for

packets in QoS queues. Options are 1 - 100000 Kbps.

: To specify no minimum rate, enter -1.

Shaping Rate (Applicable for PTM and Dynamic WAN interfaces only) Enter the shaping rate for packets in
QoS queues. Options are 1 - 100000 Kbps.

To specify no shaping, enter -1 .
Shaping Burst Size (Applicable for PTM and Dynamic WAN interfaces only) Enter the shaping burst size to be
applied to packets in the defined queue. Options are 1600 bytes or greater.

- : (Applicable for PTM and Dynamic WAN interfaces only) Select the priority for the PTM inter-
PTM Priority : . .
- face. Options are Low and High.
DSL Latency (Not applicable for ETH or Dynamic WAN interfaces) Select the level of DSL latency. Options
Lare:
atm, ptm :

« PathO (Fast): No error correction and can provide lower latency on error free lines.

« Path1 (Interleaved): Error checking that provides error free data which increases
latency.

Note: If you are not sure which option to select, you can select both.
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Wlan Queue

On this page, you can view the WLAN queues defined for your network.

In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Queue > Wlan Queue. The following page
appears.
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Qas - Wlan Queus Setup

Uzage Note:

Wireless queues and dassifications have no effect if WA Advertise is
disabled. The WM Advertise function is located on the Wireless Basic Setup
page.

interface | Oid | Prec/Alg/Wght | Enable

WHM Volce Priority | 1 will 8 1/5P Enabled

WM Volce Priority | 2 wil 7 2i5P Enabled

WMM Video Priority | 3 wil & Irsp Enabled

WMM Video Priorty | 4 wiil 5 4/5p Enabled

art Sh ..,-_..L: WM Bast Effort 3 wil 4 5/5pP Enabled
Routing WM Background | & wil 3 GISP Enabled
WM Background FJ wil 2 TI5P Enabled

WMM Best Effort ] wil 1 B/SP Enabled

QoS Classification

On this page, you can create traffic class rules for classifying the ingress traffic into a priority queue. You can also mark the
DSCP or Ethernet priority of the packet.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Classification and then click Add. The
following page appears. A maximum of 32 entries can be configured.
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Add Hetwork Traffic Clais Rule

This screen creates a traffic dass rule to dassify the ingress traffic into a pority queue and opticnally
mark the DSCP or Ethemet priorty of the packet.
(ick ‘Apply/Save’ Lo save and activabe the rule.

Traffie Class Plame:
Rule Ordes: Last
Rule Seatus: Ensbla

Specify Classification Criteria (A Bank criterion ndicates it s not wied for dassification.

Ingross Intorface: LAN > :._ ~
Ether Type: _
Sauree MAC Addrass:

Source MAC Mask:
Drestinaticn MAC Address:
Daestination MAL Mask:

Specify Classification Results [A Blank value indicates no operation. )

Specify Egress Interface (Required): o
Spedfy Egress Queus [Requined): | ol

- Packets dassified into a queue that exdt throwgh an interface for which the queue
1% not spod fied to exdst, will instead egress to the default quewe on the interface.

Mark Differentiated Service Coe Point [DSCP): =]

Mark B02.1p priority: |

- Class noa-vian packets egress to 3 non-dan interface will be tagped with WID 0 and the dass rule
pobits.

- Class Wan packets egress to anon-van interface will have the packet p-bits re-marked by the dass
rule p-bits. No additional vian tag is added.
- Class nom-vian packets egress to avian interface will be tagged with the interface VID and the dass
rule p-bits.

Olass vlan packots egriss to a vian intorface will be additicnaly tagged with the packet VID, and the
dads rule p-bits.

Set Rate Limit: [ | [¥pitsis]

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘
Traffic Class Name Enter a descriptive name for this rule. This is a free-form text field.
Rule Order Select whether this rule is processed last in the list of classification rules. The only

option is Last.

Rule Status :Select whether this rule is active or inactive. Options are Disable and Enable.The
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Field Name Description ‘

édefault is Enable.

Ingress Interface ‘Select an interface for incoming data. Options are LAN, WAN, Local and any interface
- already configured for your gateway.

Ether Type Select the Ethernet interface type for this classification. Options are IP, ARP, IPV6,
PPPoE_DISC, pPPoE_SES, 8865, 8866, and 8021Q.

802.1P priority (For Ether Type of 8021Q only) This value is inserted into the Ethernet frame and
used to differentiate traffic. Lower values assign higher priorities. Options are: 1 - 7.

Source MAC Address (Not applicable for Ether Type of 8021Q) Enter the source MAC Address and Source
Source MAC Mask MAC Mask for this classification.

Destination MAC Address (Not applicable for Ether Type of 8021Q) Enter the destination MAC Address and des-
Destination MAC Mask tination MAC Mask for this classification.

Source IP Address[Mask] (Not applicable for Ether Type of 8021Q) (Optional) Enter the source IP address and
subnet mask for this classification, or select a DHCP option from the drop-down list and
:enter the address and mask for that server.

Destination IP Address (Optional) (Not applicable for Ether Type of 8021Q) Enter the destination IP address
[Mask] and subnet mask for this classification.

Differentiated Service (Optional) (Not applicable for Ether Type of 8021Q) Select the desired DSCP code for
Code Point (DSCP) Check marking incoming data.

Protocol (Optional) (Not applicable for Ether Type of 8021Q) Enter the Protocol specified for
this classification.

Specify Class Queue (Not applicable for Ether Type of 8021Q) Select from the available queues.

Note: Make sure to select a queue that is configured for the interface that you selec-
‘ted. If you select a queue that is not configured for the selected interface, any packets
classified into that queue are processed by the default queue for the interface.

Mark Applied Dif- Select the desired DSCP code for marking classification results.
ferentiated Service Code
Point :
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Field Name Description

802.1P priority éThis value is inserted into the Ethernet frame and used to differentiate traffic. Lower
évalues assign higher priorities. Options are: 1 - 7.

Set Rate Limit Enter the data traffic rate limit (in Kbps) applied for this classification.
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QoS Port Shaping
QoS Port Shaping facilitates setting a fixed rate (Kbps) for each of the Ethernet ports.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Port Shaping. The following page
appears.

SMART/RG’ SR506n

Torward thining

Qo - Port Shaping Setup

os Port Shaging suppedts traffic rate Bmitiag on the Ethemel interiace.
I *Egreas Shaping Rate” ix 5ot to *-1%, shaping wil be disabiod and “Egress Burst Size® will be ignored.
If “imprews Policing Rate” is wek to *-1°, policing wil be diabled

Egreas Shaping Hate Egress Bunit Slaw

WA | 0

=0 LAM : B
181 LA;I_ [ & q

TS LaM | C

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘
Interface Each entry in this column represents one of the Ethernet LAN ports on the gateway.
Type Each entry in this column identifies the function for which each physical port is con-

: figured on the gateway.

Shaping Rate (Kbps) Enter the data rate for packets on the specified Interface. Options are: 1 - 1,000,000
Kbps. The default is -1 (no shaping).

Burst Size (bytes) Enter the burst size to be applied to packets in the defined queue. Options are 1600
 bytes or greater.

If you enter a value of -1 (disabled) in the Shaping Rate field, the value in this field is
rignored.

Egress Shaping Rate . Enter the data rate for packets on the specified Interface. Options are: 1 - 1,000,000
(Kbps) - Kbps. The default is -1 (no shaping).
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Field Name Description ‘

Egress Burst Size (bytes: gnter the burst size to be applied to packets in the defined queue. Options are 1600

bytes or greater. The default is O (no size limit).

If you enter a value of -1 (disabled) in the Egress Shaping Rate field, the value in this
: : field is ignored.

Ingress Policing Rate | Enter data rate for policing incoming packets in the defined queue. The default i -1 (no
(Kbps) . policing).

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

Routing

In this section, you can configure default gateways, static routing, policy routing and RIP settings.

Default Gateway

On this page, you can configure the default gateway interface list to establish access priority, that is, interfaces are
accessed in the order listed in the Selected Default Gateway Interfaces column.

Note: You must configure the IPvé interface before attempting to assign it as the default gateway interface.

1. In the left navigation bar, select Advanced Setup > Routing. The following page appears.

SMART/RG SR506n

Parveard thinking

Routimg ~ Default Gateway

Dofault gatoway interface st can have maitiple WAN interfaces served as system defalt gateways bt
only one wil be used according to the peiorty with the first being the Bighest and the lmt one the
towest priority if the WAN interface is connected. Priorty order can be changed by removing all and
adding them back in again.

Selected Default dorailabile Routed WlH
Gateway Interfaces Interfsces
PP atmd.2

[ el

pepld

Select a preferred wan interfasce a3 the yatem default P gatewn,

Salocted WAN h'ulrfx:n-.lh:l CONFIGURED INTERFALCE ~

2. Select the interfaces that you want used as default gateway interfaces. Click the arrows to move your selection
between the columns. Move the highest priority interface first, followed by the next highest priority interface, and
soon.

3. (Optional) In the Selected WAN Interface field, select an IPvé6 interface. The default is NO CONFIGURED
INTERFACE.

4. Click Apply/Save to commit your changes.
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Static Route

On this page, you can configure static routes for your network. A static route is a manually configured, fixed route for IP
data. You can enter a maximum of 32 entries.

1. In the left navigation bar, click Advanced Setup > Routing > Static Route and then click Add. The following page
appears.

'SMART/RG' sasosal

| Forward think ineg

Reuting -- Static Route Add

Enter the destination network address, subnel mank, gateway AND/OR available WAN interface
then dick “Apply Save” to add the entry 1o the routing table.

1P Varsion: TPt

Destination I address/ prefix length:

In tesrface: »
Gateway P Address: [

[optional: metric number should be greater than or squal te zeno)

Metrc:
Aty i
e
2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.
The fields on this page are explained in the following table.
Field Name Description ‘
IP Version : Select the IP version associated with the static route you wish to create. Options are: IPv4
rand IPv6.
Destination IP address/ : Enter the destination network address / subnet mask for route.
prefix length
Interface : Select the WAN Interface for this route. This list filtered by the selected IP version.
Gateway IP Address - Enter the destination IP address for this route. If needed, include the /prefix length.
Metric - (Optional) Establishes traffic priority/weighting. Must be equal to or greater than zero (>
:0).

Policy Routing

Policy routing makes somewhat automated routing choices based on policies defined by a network administrator. For
example, a network administrator might want to deviate from standard routing based on destination markers in the packet
and, instead, forward a packet based on the source address.

On this page, you can configure similar policies.
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1. In the left navigation bar, click Advanced Setup > Routing > Policy Routing and then click Add. The following page
appears.

'SMART/RG’ SR506n

forward thinking

Falicy Routing Settup

Enter the policy name, policies, and WaN Interface then dick "Apply/Save” to add the entry
o the policy routing table.

MHote: Default gatoway must be configured for Pof connecton that dowesn't rely on DHCE

Pollcy Mame:

Physical LAM P‘nr!:. -]

Source P

Use Interface ipos_0_0_3%/stmd,2 |
Dofault Gateway IP:

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘
Policy Name - Enter a descriptive name for this entry to the policy routing table.

Physical LAN Port  :Select aphysical port on the gateway.
source P 'Enter the IP address for the source of this policy route.
Use Interface 'Select the WAN Interface for this policy route.
Default Gateway P :Enter the IP address of the default gateway.

RIP (Routing Information Protocol)

RIP is a type of distance-vector routing protocol, which leverages hop count as a metric for routing. RIP puts a limit on the
number of hops (maximum of 15) allowed in order to prevent routing loops. This can sometimes limit the size of networks
where RIP can be successfully employed.

Note: This feature applies only to IPoE configurations.

On this page, you can configure the RIP settings.
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1. In the left navigation bar, click Advanced Setup > Routing > RIP, and then click Add. The following page appears.

SMART/RG’

forvward thank g

Routing -- RIP Configuration

HOTE: i selected interface has HAT enabled, only Passive mode is allowed.

To activate RIP for the WaM Interface, select the desired RIP version and operation and
place a chedk in the Enabled’ chedkdboor, To stop RIP on the WaN Interface, unchedk the
‘Enabled’ chedkboo. Click the “apphy/Save’ button to star/stop RIP and save the
configuration.

InterisceE  Version

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Interface Displays a list of available WAN interfaces. Complete the line item(s) associated with the inter-
face where you wish to employ RIP.

Version Select the version of Routing Interface Protocol you desire. Reference RFC 1058 and RFC 1453 for
édetailed information on RIP versions. Options are: 1, 2, and Both.

Operation : Select the operation mode. Options are:

« Active: This mode listens and advertises routes.
« Passive: This mode listens only. It does not advertise routes.

Enabled Select to employ RIP on the displayed interface.

DNS

In this section, you can configure a DNS server, dynamic DNS and static DNS.
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DNS Server

On this page, you can input the Domain Name Server (DNS) information supplied by your service provider.

1. In the left navigation bar, click Advanced Setup > DNS. The following page appears.

SMART/RG

Torward thinking

SR306Nn

DnS Server Configuration

Select DMNS Server lnterface from avaflable WAN interfaces OR enter static DNS server P
zddresses for the system. In ATM mode, if only a single PYC with Pof or static IPoE protocol
s configured, Static DNS server [P addresses must b ontened.

DHS Server Interfaces can have multiple WaN interfaces served as system das servers bul
only one will be used according to the prlorty with the first being the higest and the Last one
the lowest priority if the WAN interface i3 connected. Priorty order can be changed by
removing all and adding them back in again.

® Select DNS Server Interface from available WAM interfaces:

Selectad DNS Server Awailable WAN
Interfaces Interfaces
pppod atmd.2
pppld sth3.l

epll

O e the following Static DNS IP address:
Primary DS server:
Secondary DS server:

Select the configured Wi interface for the Pvh DNS server information OR enter the static
IPvd DS server Addresses.

Mot that selgcting a WAN interface for the PvE DNS server will enable the DHOPS Oient on
that interface.

@ Obtain IPvé DMS info from a WAN interface:
WitH Interface selected: | pppoe_0_0_35/ppp2. 4 ~|
CF Use the following Static IPvh DNS address:

Primary IPvit DNS server:
Secondary Pl DMNS server:

2. (Optional) Select DNS Server interfaces by moving them from left to right or right to left by clicking the arrows.
The options for obtaining the DNS information from a WAN interface are selected by default.

3. Touse astatic DNS IP address, click Use the following Static DNS IP address and enter the primary DNS IP address.
If applicable, enter a secondary DNS IP address.
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4, (Optional) In the WAN Interface selected field, select a different WAN interface.
The Obtain IPv6 DNS info from a WAN interface option is selected by default.

5. Touse astatic DNS IPv6 address, click Use the following Static IPv6 DNS address and enter the primary DNS IP
address. If applicable, enter a secondary DNS IP address.

6. Click Apply/Save to commit changes.

Dynamic DNS

Dynamic DNS (DDNS) automatically updates a name server in the DNS with the active DNS configuration of its configured host-
names, addresses or other data. Often this update occurs in real time. On this page, you can configure the settings for this
feature.

1. In the left navigation bar, click Advanced Setup > DNS > Dynamic DNS and then click Add. The following page
appears.

SMART/RG’ SR506n

Torward thinking

Add Dynamic DNS

This page dlows you to add a Dynamic DNS address Tfrom DynD8S.crg, T2O, or no-fp.com

D-0#45 provider Dgﬂ.bﬂﬁ-:\n; -
Histnamse
Interface |ipee_0_0_35/stmd.2
DynDHS Settings
Usermama i
Passwgerd 000 e

Ay v

2. Modify the settings, using the information provided in the following table.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Interface Select the gateway WAN interface whose traffic will be pointed at the specified Dynamic DNS
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Field Name Description

provider.
Username |Enter the username for the dynamic NS server .
Password |Enter the password for the dynamic ONS server.

Static DNS

The Static DNS service allows you to resolve DNS queries on the Broadband Router by adding a static host name to the IP
Address mappings. On this page, you can configure up to 10 static DNS entries.

1. In the left navigation bar, click Advanced Setup > DNS > Static DNS and then click Add. The following page appears.

SMART/RG" SR506n

fesrsward thinking

Ztatic BNS Entry

Enter the Host Mame and IP address then dick "Apply/Save”

Hoat Mame:
P Address:

2. Modify the settings, using the information provided in the following table.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Hostname : Enter the hostname of the client computer.

Interface ‘Enter the IP address of the DNS server client uses to assist in resolving domain names.
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DSL

On this page, you can configure settings for the DSL interface.

Caution: Altering these settings unnecessarily can result in the gateway being unable to attain DSL synchronization.

1. In the left navigation bar, click Advanced Setup -> DSL. The following page appears.

SMART/RG

ferward thinking

SR506n

D5L Settings
Select the modulation below. Select the profile below.
G.Dmt Enabled B Ba Enabled
B Glite Enabled B #b Enabled
B T1.413 Enabled B g Enabled
B ADSL2 Enabled B Bd Enabled
B Annexl Enabled B 12a Enabled
B ADSLI+ Enabled B 11b Enabled
[ Annexm Enabied B 17a Enabled

B vwisL2 Enabled

ush
B Enabied

Grouping

Select the phone line pair below,
® Inner pair

CF Quter pair

Capability
B Bitswap Enable

[0 srA Enable

[ PhyR Enable

[0 ADSL PTM Mode Enable
[ stinger® Made Enable

Inventory Management
[0 Use board serial for EOC Seda Humber

Appy M
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2. Modify the settings as needed.
3. Click Apply/Save to commit your changes.

The modulation settings are described in the table below.

Modulation Data Transmission Rate Max Downstream Max Upstream
(Mbps) (Mbps)

GDmt  ITU-TG.992.1 standard. 12 13

Glte  MUTGIstandard. LR o5

T4 ANSITL4UbsueZstandad. L o

s TUTGRIstandard. o o

.............................................................................................................................

AnnexL Annex L of ITU-T G.992.3 standard which supports longer loops
but with reduced transmission rates.

AnnexM Annex L of ITU-T G.992.5 standard which supports extended : 24 3
upstream bandwidth. : :

VDSL2  {ITU-T G.993.2 standard. 1100 60

The following table explains the maximum transaction power for each profile supported for SRG gateways.

Parameter

Max DS Tx Power (dBm) §+17.5 §+zo.5 §+11.5 +14.5
MaxUSTxPower @Bm) T was
Min bidirectional net datarate . soMbps © GBMbps  100Mbps
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Other Settings

Field Name Description

Inner éThe RJ11 connector has four contacts. The center pair of pins is DSL1. The outer pins are the con-
Pair/Outer Pairé tacts for DSL2. Select which pair should be used.

Capability « Bitswap Enable: Enables adaptive handshaking functionality.
: « SRA Enable: Enables Seamless Rate Adaptation.
« PhyR Enable: Enables Physical Layer Retransmission.
« ADSL PTM Mode Enable: Enables Asymmetric Digital Subscriber Line in Packet Transfer
Mode.
« Stinger® Mode Enable: Enables communication with Stinger type equipment.

Inventory Man- : Select whether to use the gateway serial number as the EOC serial number in your inventory man-

agement : agement database.

UPNHP

On this page, you can enable UPnP when 3rd party devices on your LAN support this Universal Plug and Play standard. Com-
mon client devices include gaming consoles, IP cameras, printers and others. This feature is enabled by default.

1. In the left navigation bar, select Advanced Setup > UPnP. The following page appears.

SMART/RG’ SR506n

forward thinking

UPnP Configuration

MOTE: UPnP is activated only when there is a live WAN service with MAT enabled.

E Enable UPnP

Ethemet Config
MAT

[
S

2. Todisable this option, click Enable UPnP to clear the box.
3. Click Apply/Save to commit your changes.
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DNS Proxy

On this page, you can configure the DNS proxy settings. A DNS proxy improves domain look-up performance for clients by cre-
ating a historical cache of look-ups.

1. In the left navigation bar, click Advanced Setup > DNS Proxy. The following page appears.

SMART/RG"

lorward thinking

ONS Procy Configuration

B Enable DHS Proogy

Host name of the Broadband Router; |cservees
Domain name of the LAN network:  [nome

2. If not already selected, click Enable DNS Proxy.
The Host name and Domain Name fields appear.

3. Enter the host name of the broadband router and the domain name of the LAN network.
Click Apply/Save to commit your changes.

Storage Service

In this section, you can view information about the storage devices connected to the gateway and manage the user accounts
that can access them.

Storage Device Info

On this page, you can view information about storage devices that connect to the gateway and manage the related user
accounts.

In the left navigation menu, click Advanced Setup > Storage Service. The following page appears, showing information
about the connected storage device.
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iSMAﬁTf/ RG SR506n

Slorage Service

The Storage serace alows you o use Storage devioes with modem to be more exsdy
accessed

User Accounts

On this page, you can manage user accounts for the storage devices.

1. In the left navigation menu, click Advanced Setup > Storage Service > User Accounts. The following page appears.

=
SMART/RG SR506n
forward thinking
Seorage UserAccount Configuration
Choose Add, or Remove 1o configure User Aocounts,
UserMame | HomaDir | RBemove
Ethemet Config A
AT
———— - .
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2. Toadd anew account:
a. Click Add. the following page appears.

SMART/RG’ SR506n

forward thinking

Storage User Account Setup

In the bowes below, enter the user name, password and volume name on which
the home drectory is to be created.

Username: [
Password: |wnrns
Canfirm Password:
wolumadame: i
Aty M

B GIED, ey e P e

b. Enter auser name and enter the password twice. Spaces are not allowed in the password.
Note: The volumeName field is not currently used.

c. Click Apply/Save to save your settings. You are returned to the User Accounts page.
3. Toremove a user account, click the Remove checkbox next to the account entry and then click the Remove button.
The list refreshes to show your changes were applied.

Interface Grouping

You can create an interface group to map local interfaces to WAN interfaces. A typical application for this feature is assign-
ing IPTV STBs to a WAN interface.

1. In the left navigation bar, click Advanced Setup > Interface Grouping and then click Add (below the table). The fol-
lowing page appears.
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appropriate IF address.
Group Hame: |
Shared WAH Interface: [

Grouped WAN Interfaces

Grouped LAN Interfaces

Automatically Add Clients
With the follewing DHCP
Vendor IDs

IMPORTANT If a vendor ID is configured for a specific client device, please
REBOOT the client device attached to the modem to allow it to obtain an

Avallable WAN Interfaces

ipoa_0_0_35/atm0.2
br_o_0_35.7atmi.3
ipoe_eth3/feth3.1
pppoe_0_0_35.5/pppl.1
pppoe_0_0_35/ppp2.4
pppoe_0_0_L/pppd

No Interface/Hone

Available LAN Interfaces

LANL

LAN2

LAN3

Wireless

Wireless Guest|wif.1
Wirgless Guast]|wi.2
Wireless Guestlwi.3

SR506n

SMART/RG

2. Tocreate anew interface group, enter a unique Group Name, then proceed with either step 3 (dynamic) or step 4

(static) below.

3. If this new grouped interface is to share the WAN interface, click Shared WAN Interface. Not selecting this option
this will cause the WAN interface you select to be removed from any other interface groups.

Important: If a vendor ID is configured for a specific client device, make sure to reboot the client device attached to

the gateway to allow it to obtain an appropriate IP address.
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4. Map the ports for the WAN or LAN interface:
a. Select an interface from the applicable Available Interface list.

b. Add it to the Grouped Interface list by clicking the arrow to create the required mapping of the ports. Hold
down the Shift key to select multiple interfaces.
Note: Depending on the WAN interface configuration, these clients may obtain public IP addresses.

5. Toautomatically add LAN clients (such as set-top boxes) to a WAN Interface in the new group, enter the DHCP
vendor ID string. You can add up to 16 vendor IDs.
When you configure a DHCP vendor ID string, any DHCP client request that includes this vendor ID is denied an IP
address from the local DHCP server (DHCP option 60).

6. Click Apply/Save. Your changes take effect immediately.

7. Toremove agrouping, on the Interface Grouping list page, select the grouping and click Remove. You can only
remove groupings that you create.

IP Tunnel

IP Tunneling is typically used as a means to establish a path between two independent networks. Your SmartRG gateway
supports connecting islands of IPv6 networks across the IPv4 internet or IPv4in IPvé as well.

On this page, you can configure IP tunnel settings.

Note: For IPv6inIPv4, only 6rd configuration is supported. For IPv4inIPvé, only DS-Lite configuration is supported.

IPv6iniPv4
On this page, you can configure the IPv6inIP4 settings.

1. In the left navigation bar, click Advanced Setup > IP Tunnel > IPv6inIPv4 and then click Add. The following page
appears.

SMART/RG

forward thinking

Device Info IP Tunneling — &in4 Tunnel Configuration

ced Satup

Currently, only 6rd configuration is supported.
Layerl Interface

Wi Service Tunnel Hame

LAN Mazchanism:

Ethernet IZ_-:'.-nH-g Associated WAN nterface:
HAT Associated LAN Interface:
Security ® Manual O Automatic

Farent

Quality of Se
s faade 1Pvd Mask Length:

Routing &rd Prefix with Prefix Length:
DNS Border Relay IPvd Address:
D50
UPnP
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2. Enter adescriptive Tunnel Name.
Skip the Mechanism field. Currently, only the 6RD mechanism is supported.

3. Select the WAN and LAN interfaces associated with the tunnel you wish to establish.
Do one of the following:

a. Toconfigure the LAN interface settings manually, enter values located below the Manual button.
o IPv4 Mask Length: Options are 0 - 32.

« 6rd Prefix with Prefix Length: prefix/length, such as: 2002::/64.

« Border Relay IPv4 Address: Enter the IP address for the IPvé relay server.

b. Toconfigure these settings automatically, select Automatic. The fields below the buttons are hidden.
5. Click Apply/Save to commit your changes.

IPv4inIPvé
On this page, you can configure the IPv4inIP6 settings.

1. In the left navigation bar, click Advanced Setup > IP Tunnel > IPv6inIPv4 and then click Add. The following page
appears.

'SMART/RG'

| forwand thinking

Device Info IF Tunneling - 4iné Tunnel Configuration

Advan

Currently, only D5-Lite configuration is supported.

WAN Servic Tunned Mame i i—
LAN Mechanism: D5-Lite "'
Ethemet Conffig Associated WAN Interface: | |
Associated LAN Interface: |LAN/BFD |

® Manua O Automatic

Note: Currently, only the DS-Lite Mechanism is supported. Consult RFC6333 for further information regarding DS-
Lite.

2. Enter adescriptive Tunnel Name.

3. Select the LAN and WAN interfaces associated with the tunnel you wish to establish.

4. Under Associated LAN Interface, enter the appropriate value for AFTR (Address Family Transition Router). To con-
figure this setting automatically, select Automatic. The AFTR field is hidden.

Click Apply/Save to commit your changes.

b
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IPSec

Internet Protocol Security is a protocol for securing communications by packet level encryption and authentication.

On this page, you can enable and remove IPSec connections, or edit existing connections.

1. In the left navigation bar, click Advanced Setup > IP Sec and then click Add New Connection. The following page
appears.

SMART/RG’ $RS06n

forward thinking

Davvice Info IP3ec Settings
IPSec Connection Name [-u_-;:u;
IP Version: |l'\.nl- *-":
Tunnel Mode [EsP ~]
Local Gateway Interface: lSl'lm interface ”],

Remote IPSec Gateway Address [0.0.0.0

Tunnel access from local IP
addresses

IP Address for VPN [eaen

Mazk or Prefix Len gl:h PR RSN ]

[ subret v

Tunned access from remote IP

acddrEses | Suboat e

IP Address for VPN 8.0.0.0

Mack or Prefix Length [ ]
Key Exchange Method Auto(IKE) |
Authentication Method |Pre-shared key |
Pre-Shared Key [y _ '
Perfect Forward Secrecy |Dism}e v:
Advanced IKE Settings g echvancd SeTings

e e

2. Complete the fields, using the information provided in the following table.

3. If desired, click Advanced IKE Settings to select Phase 1 and Phase 2 specific parameters. For detailed information
about these settings, see "Advanced IKE Settings".

4, Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.
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Field Name Description ‘
IPSec Connection Name - Enter a descriptive name for this connection
IP Version :Select the IP version associated with your infrastructure. Options are IPv4 and

Tunnel Mode Select the encapsulation method to be used. Options are:

« AH: Use this mode to encapsulate a packet with AH and IP headers. For
authentication, the entire packet is signed.

« ESP: Use this mode to encapsulate a packet with ESP and IP headers. An
ESP trailer is added to the packet for authentication and integrity.

Local Gateway Interface Select the WAN connection to be associated with this tunnel.
Remote IPSec Gateway Address Enter the WAN IP for this tunnel.

Tunnel Access From Local IP Select IP information for site A and B. Options are:

Addresses '

« Subnet: Allows access to the entire LAN.
« Single Address: For single host, select this option.

.................................... Feommcceccecceecceccecceeceecceacea-eseeeaceacea-emeeeaeeamemeemaeeaeeeeeaaeaamnnaan

IP Address for VPN :Enter the IP address used for local access.

Mask or PrefixLength  :Enter the subnet mask or prefix length for IP address entered for local access.
' The default is 255.255.255.0.

Tunnel Access From Remote IP Select IP information for site A and B. Options are:

Addresses « Subnet: Allows access to the entire LAN.

« Single Address: Allows access to a single host.

.............................................................................................................................

Mask or PrefixLength ~ :Enter the subnet mask or prefix length for IP address entered for remote access.
' The default is 255.255.255.0.

Key Exchange Method Select the key-exchange method to be used for IPSec. Options are:

« Auto(IKE): This method uses the negotiated key-exchange method for
IPSec. This is the default and recommended for best results.

« Manual: This method requires that you configure the details.

Authentication Method Select the method by which the remote end will authenticate.

« Pre-Shared Key: A key is distributed to authorized users for logging into
the system. Enter the key in the Pre-Shared Key field.

« Certificate (X.509): A certificate is used for authentication. Select the
certificate file in the Certificates field that appears.

Perfect Forward Secrecy : Select whether a session key is derived from a set of long-term keys is com-
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Field Name Description ‘

: promised if one of the long-term keys in the set is compromised.

« Enable: Prevents long-term key from being compromised.
« Disable: Permits long-term keys to be compromised.

Encryption Algorithm Select the encryption algorithm. Options are DES, 3DES and AES.

EncryptionKey I Enter the hex value for the selected encryption algorithm.
Authentication Algorithm Select the authentication algorithm. Options are MD5 and SHA1

Authentication Key Enter the hex value for the selected authentication algorithm

SPI . Enter the hex value for the service provider interface (SPI). The default is 101.

Advanced IKE Settings
You can configure advanced IKE settings if desired.

1. On the IPSec Settings page, click Show Advanced Settings to display the Phase 1 and Phase 2 fields.
2. Fillin the fields, using the information in the table below.

Field Name Description ‘

Mode Select a mode. Options are Main and Aggressive.

Encryption Algorithm _ Select the encryption algorithm. Options are DES, 3DES , AES 128, AES-192,and
' AES-256.

Integrity Algorithm Select the integrity algorithm. Options are MDS and SHAT.

Select Diffie-Hellman Group: Select the D-H group. Options are 768bit - 8192bit. The default is 1024bit.
for Key Exchange :

Key Life Time Enter the number of seconds that a key is valid. The default is 3600 seconds.

3. Click Apply/Save to commit your changes.
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Certificate

In this section, you can configure certificates for the gateway. You can use Local and Trusted CA certificates on this gate-
way.

Local

Local certificates are used to identify the gateway to other users. On this page, you can create a new certificate request
and have it signed by a certificate authority, or you can import an existing certificate.

For additional info regarding Public Key Infrastructure (PKI), refer to ITU-T X.509.

1. In the left navigation bar, click Advanced Setup > Certificate > Local and then click Create Certificate Request.
The following page appears.

SMART/RG’

forward thinking

Create new certificate request

To generate a certificate signing request you need to indude Common Mame,
Organization Mame, State/Province Name, and the 2-letter Country Code for
WAN Servic the certificate.
LAN
srnet Config Certificate Name:
Commaon Mame;
Organization Name:
State /Province Name:
St Country/Region Name: [US (United States)

Quality

HAT

Security

Routing

D%

2. Complete the fields, using the information in the table below. For more information about certificates, refer to the
ITU X.509 standard.

3. Click Apply to complete the request.
Field Name Description ‘

Certificate Name :Enter a description of the intended use of the certificate.

Common Name :Enter the IP address (in dotted decimal notation), domain name or email address in the field
provided. The domain name or email address is for identification purposes and is a free-form
' text field.
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Field Name Description

Organization Name A free form text field. Typically, this is the name of the company creating the request.

Country/Region Select the country or region in which this certificate will be employed.

4. Toimport a certificate and the corresponding private key, on the Advanced Setup > Local Certificates page, click
Import Certificate. The following page appears.

SMART/RG’
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hwlmﬂﬁﬂ‘l..

Ented cortifcale anme, paile cvtiBcale conlednl aad prvile king

Cinpert certificete Beler
sesssND CERTIFICATE=sscss

Certificate:

—aaaBECIN RSA PRIVATE NEY-----
CIRFMTIT Privat® Evy DEDe>
----- END ASA FRIVATE EEf=csas

Frivate

5. In the Certificate Name field, type "cpecert”.
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6. Paste the Certificate details between the BEGIN and END markers.
7. Paste the Private Key information between the BEGIN and END markers.
8. Click Apply to implement this certificate.

Trusted CA

On this page you import and store up to four trusted certificates. Trusted Certificates are used to identity other gateways
to your gateway as a trusted source.

1. In the left navigation bar, click Advanced Setup > Certificate > Trusted CA and then click Import Certificate. The
following page appears.
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Device Infa Impart CA cortificate

Enter certificate name and paste certificate content.

Certificate |
Mame: =
Ethemet Config -----BEGIN CERTIFICATE-----
22 Linsert certificate here>
HAT -—-——END CERTIFICATE-—-——
Security
Certificate:

UPnP
DMS

Wireleis

2. In the Certificate Name field, type "acscert”
Paste the Certificate details between the BEGIN and END markers.
Click Apply to commit this certificate.

A w

After you add one certificate, a Remove button appears on the Trusted CA landing page. Click this button to remove the
current certificate and replace it with a new one.
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Multicast

Multicast methodology is used for applications shipping information simultaneously to multiple destinations. The most com-
mon scenario is Internet television and other streaming media. In IP Multicast, the implementation occurs at the IP routing
level, where routers create the most efficient distribution paths for packets sent to a destination.

On this page, you can configure the multicast settings.
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1. In the left navigation bar, select Advanced Setup > Multicast. The following page appears.

SMART/RG SRS06n

Torwart thiniing

Multizase Feecedenie. | Doamble ~ Leede value, Bighad pelanity
Madtiesse Strict Grouping

Erdercoment: e

BOMP Confipuraticn

Enter IGMP protocol configeration fiskds if you want modity default values shown balow.

Diafauly Vrsion: [

Quwry Interval: (im
Cuery Response inberval- |w
——

Lawt Meembear Query Interval: =
[ TERL TR TS i
Musimiin Mol tzant Geoupi: ]
Wad i Masltlcant Daka Sogrces -
 for BGMP I

Masimium Maltlcant Group
Marnlars:

Fat Leave Enasble: =)

IGMP Greus Exeestion Lit

114.0.0,0 95,255, 185.0
THCIS5. 295050 | 255.055.255.055 ]
14,0255, 105 W5 755, 255,055 m]
] e
[T
MLD Confipuration

Entes ML protecl [Pt Malticast) confiperation fslds I you wank modily defauli vases shown below.

Dafaislt Varsion:
Oy Inferval: n
Cuery Reyponse nteral: 1]
Lt Mavnbeer Queey Interval; =
Psbis it Valus:

Masimum Multicast Groupa: e
Wasimurm Malticait Data Soororn r
{for midvljc
Masimum Multicast Group 5
Mamitsrl L
Fant Leavw Enable; =
MLD Group Exesption Lint
FD8: 0030 18700000
0220000 TRf=0000

100010008 | HERHECHIG M It rE At | O

Bamgea Chacked [reran

2. Modify the settings as needed, using the information in the table below. The same fields are provided for both IGMP
and MLD configuration.

3. Toadd addresses to the exception lists, in the Group Exception List tables, enter any additional address and mask
information and then click Add.
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Note: For the IGMP list, the Group Address must be between 244.x.x.x and 239.x.x.x. For the MLD table, the Group
Address must be a valid IPvé address.

4. Toremove addresses from the exception lists, click the checkbox in the Remove column next to the address(es) and
then click Remove Checked Entries. The list refreshes immediately.

5. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘

Multicast Precedence Select whether IGMP packets are given priority handling and at what level. Options are:

« 1 -4:IGMP packets are prioritized using the multicast precedence value. The
lower the multicast precedence value, the higher that IGMP packets will be
placed in the queue.

« Disable: IGMP packets are not prioritized. This is the default.

Multicast Strict Group- : Select whether strict grouping is applied to IGMP packets. Options are Enable and Dis-
ing Enforcement +able.

Query Interval :Enter the interval (in seconds) at which the multicast router sends a query messages to
hosts. the default is 125.

: Note: If you enter a number below 128, the value is used directly. If you enter a number
128, it is interpreted as an exponent and mantissa.

Query Response Inter- : Upon receiving a query packet, a host begins counting down seconds, from a random num-
val ' ber. When the timer expires, the host sends its report. The default is 10 seconds.

: Enter the maximum number of seconds that a host can pick to count down from. The
évalue must be greater than the Query Interval. If using IGMP v1, this value is fixed at 10

: seconds.
Last Member Query : Enter the maximum response time (in seconds) within which the host must respond to the
Interval Out of Sequence query from the router. The default is 10 seconds.

 IGMP uses this value when the router receives an IGMPv2 Leave report indicating at least
one host wants to leave the group. Upon receiving the Leave report, the router verifies
:whether the interface is configured for IGMP Immediate Leave. If not, the router sends
the out-of-sequence query.
.......................... P
Robustness Value : Enter the value representing the complexity of the query. The greater the value, the
more robust the query. Options are 2 - 7. The default is 2.

Maximum Multicast Enter the maximum number of groups allowed. The default is 25.
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Field Name Description ‘
Groups
Maximum Multicast Enter the maximum number of data sources allowed. Options are 1 - 24. The default is
Data Sources (for 10.
IGMPv3) :
Maximum Multicast Enter the maximum number of multicast groups that can be joined on a port or group of
Group Members ports. The default is 25.
Fast Leave Enable Select whether the IGMP proxy removes group members immediately without sending a
query. Options are:
« Enabled: Group members are removed immediately. This is the default.
« Disabled: Group members are removed after a query is sent and a response
received.
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WIRELESS

In this section, you can configure the wireless interface settings for your gateway, including basic and advanced settings,
MAC filtering, and wireless bridging.

Basic

On this page, you can configure basic features of the WiFi LAN interface. You can enable or disable the WiFi LAN interface,
hide the network from active scans, set the WiFi network name (also known as SSID) and restrict the channel set based on
country requirements.
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1. In the left navigation bar, click Wireless > Basic. The following page appears.

SMART/RG’ SR506n

forward thinking

Wireless -- Basic

This page alows you to configure basic features of the wireless LAN interface. You
can enable or disable the wireless LAN interface, hide the natwerk from active scans,
set the wireless network name (also known as 5510 and restrict the channel set
based on country requirements.
Click “"Apply/Save® to configure the basic wireless options.
R Enable WiFi Button
Enable Wireless
Hide Access Point

=

O

[ dlients lsclation
[0 Disable WMM Advertise
O

Enable Wireless Multicast Forwarding (WhAF)

SSID:  [SmarthGhene |

BSSID: 00:23:6A:08: %083
Country: | UNITED STATES. v

Wireless - Guest/Virtual Access Points:

g are| Disable
Enabled Hidden| S%¥%®| o

Clients -
() [ o |O O ] [wea
O [Gueat (o (o O ] [wea
O ) g |o |& O =] |nia

2. Modify the settings as desired, using the information provided in the table below.

3. (Optional) Define up to three virtual access points for guest use using the information from the Wireless - Guest/Vir-
tual Access Points section of the table below.

4. Click Apply/Save to commit your settings.

The fields on this page are explained in the following table.
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Field Name Description ‘

Enable Wireless Select to enable the gateway's WiFi radio.

Enable Wireless Hot-: Select whether to enable wireless Hotspot 2.0. (WPA2 is required.) Hotspot 2.0 enables a

spot 2.0 : mobile device to automatically discover Wi-Fi access points that have a roaming arrangement
. with the user's home network and then connect securely. Options are Enabled and Dis-
:abled.

....................... beommceecceccescesccecceccesccecceccee-eeccescemcem-eeaesaeeaeemaeeeemaeeanemeaemmeeaeaaeaamnnanaana

Hide Access Point ! Select to hide the access point SSID from end users and passive scanning.

Clients Isolation :Select to prevent LAN client devices from communicating with one another on the wireless
: network.

Disable WMM Advert-é Select to stop the wireless from advertising Wireless Multimedia (WMM) functionality. Select-

ise ing this option can improve transmission performance for voice and video data.

Enable Wireless Select to disable Wireless Multicast Forwarding (WMF). Multicast traffic is forwarded across
Multicast For- wireless clients. Selecting this option can improve the quality of video services such as IPTV.
warding

SSID Enter the WiFi SSID. For security purposes, this identifier should be unique for your system
BSSID Displays the Basic Service Set Identifier (BSSID), the MAC address, assigned to the wireless

'router.

Country Select the country in which the gateway is deployed. The wireless channel will adjust to
the frequency provision for the selected country.

Max Clients Enter the maximum number of clients that can access the route wirelessly. Options are 1
through to the value set in the Global Max Clients field on the Wireless > Advanced page.

Note: Before you can change this setting, you must change the Global Max Clients setting.

Enabled Select to enable a virtual wireless access point for guest access.

so Enter the wireless D for gueststowse.
Widden Select tohide the ssD from being broadcast publicty.
lsolate Clients | Select to prevent client PCs from communicating with one another.
Enable WM Advert-_ Select to stop the wireless from advertising Wireless Multimedia (WM) functionality.
ise :
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Field Name Description ‘
Enable WMF Select to enable Wireless Multicast Forwarding (WMF).

Enable HSPOT iSelect toenable Hotspot 2.0access.
Max Clients Enter the maximum number of clients that can connect to this access point.

BsD Displays the Basic Service Set dentifiror WA
Security

On this page, you can configure network security settings of a wireless LAN interface, either by using the WiFi Protected
Setup (WPS) method or by setting the network authentication mode. For WiFi Protected Setup, the following methods are
supported:
« PIN entry, a mandatory method of setup for all WPS-certified devices. Options are:
« Enter STA PIN: You must enter the (input) station PIN from the client.
o Use AP PIN: AP generates the device PIN.
o PBC (Push button configuration): Uses a simulated push button in the software. (This is an optional method on wire-
less clients.)

To use the PIN method, you need a Registrar (access point/wireless gateway) to initiate the registration between a new
device and an active access point/wireless gateway.

Note: The PBC method may also need a Registrar when the PIN is all zeros.

Seven types of network authentication modes are supported: Open, Shared, 802.1X, WPA2, WPA2-PSK, Mixed WPA2/WPA,
and Mixed WPA2/WPA-PSK.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

1. In the left navigation bar, click Wireless > Security. The following page appears.

SMART/RG’ SR506n

forward thinking

WPS Setup

Enable WPS | Enabled ~

Add CHent (This feature is available only when WPA-PSE[WPS1), WPAZ PSK or
OPEM mode is configured)
Ouse STAPIN OUse AP PIN | &0d Tnrstes

Set WPS AP Mode Configured  ~
Jagement Setup AP (Configure al security settings with an external registar)
L Device PIN | Einbichia | Help
Manual Setup AP

You can set the network authentication method, selecting data encryplion,
spedfy whether a network key is required to authenticate to this wireless
network and specify the encryption strength.

Qlick "Apply/Save” when done.

Select S5I0: SmartRG-9486 ~
Network Authentication: | Moed WPAZ/WPA -PSK ~ |

Protected Management
F . Disabled ~ _

'WPA passphrase: sasssarens Click here to display
[ Use base MAC address as default WPA passphrase

WPA Group Rekey Interval: [0

WPA Encryption: AES bl
WEP Encryption: Dizabled
Ay v

2. Modify the settings as needed, using the information provided in the field description table below and in the sec-
tions that explain each authentication method.

The fields in the WPS Setup section are described in the following table.
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Field Name Description ‘

Enable WPS Select to enable WiFi Protected Setup. Options are: Enabled and Disabled. The default is Dis-
‘abled.

Add Client (Available for WPA-PSK, WPA2-PSK and Open Network Authentication methods) Select the

method for generating the WPS PIN. Options are: Enter STA PIN and Use AP PIN. If you select
Enter STA PIN, type the PIN in the field below the radio button. If you select Use AP PIN, the
rentry field and the Set Authorized Station MAC field disappear.

éTo add an enrollee station, click Add Enrollee.

Note: If the PIN and Set Authorized Station MAC fields are left blank, the PBC (push-button)
:mode is automatically made active.

.............................................................................................................................

Set Authorized : (Available only when Enter STA PIN is selected) Enter the MAC address of the authorized
Station MAC ' (input) station.

Set WPS AP Mode Select how security is assigned to clients.

« Configured: The gateway assigns security settings to clients. This is the default.
« Unconfigured: An external client assigns security settings to the gateway.

Device PIN éThis value is generated by the access point.

3. In the Manual Setup AP section, select the SSID for the device that you want to configure.

4. Select the Network Authentication method and then fill in the fields that appear. The default method is Mixed
WPA2 / WPA-PSK. Detailed instructions are provided for each method in the following sections:

« "Open and Shared Network Authentication”
o "802.1X Network Authentication”
o "WPA2-PSK and Mixed WPA2/WPA-PSK Network Authentication”
o "WPA2 and Mixed WPA2/WPA Network Authentication”
5. Click Apply/Save to commit your changes.

Open and Shared Network Authentication

The same configuration fields apply for both Shared and Open authentication types except that WEP Encryption is enabled
by default for the Shared method.

The following fields appear when you select Open or Shared in the Network Authentication field.
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Manual Setup AP

Y¥ou can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify the encryption
strength.

Click "Apply/Save' when done.

Select SSID: SmartRG4AS0
Network Authentication: Open -
WEP Encryption: Disabled -

Modify the fields as needed and then click Apply/Save.

The fields on this page are explained in the following table.

Field Name Description ‘

WEP Encryption Select to enable Wired Equivalent Privacy (WEP) mode. Options are Enabled and Disabled.
éThe default is Disabled for Open authentication and Enabled for Shared authentication.

Encryption Strength (Appears when WEP Encryption is set to Enabled) Select the length of the encryption
method. Options are 128-bit and 64-bit. 128-bit is the default and is the more robust option
- for security.

Current Network (Appears when WEP Encryption is set to Enabled) Select which of the four keys is presently

Key in effect.

Network Key 1-4 (Appear when WEP Encryption is set to Enabled) Enter up to four encryption keys using the
on-screen instructions to achieve the desired security strength.

802.1X Network Authentication

The following fields appear when you select 802.1X in the Network Authentication field. WPS is disabled for this method.
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Manual Setup AP

You can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify the
encryption strength.

Click 'Apply/Save"’ when done.

Select SSID: SmartRG_5Gbgef

Network Authentication: B02.1X% -

RADIUS Server IP Address: o.0.0.0

RADIUS Fort: 1812
RADIUS Key:
WEP Encryption: Enabled ~
Encryption Strength: 128-bit «
Current Network Key: 2~
Network Key 1: 1234567830123
Network Key 2: 1234567890123
Network Key 3: 1234567830123
Network Key 4: 1334567890123
Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption
keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption
keys
Apply/Save

Modify the fields as needed, using the information provided in the table below, and then click Apply/Save.

The fields on this page are explained in the following table.

Field Name Description ‘

RADIUS Server IP Enter the IP address of the RADIUS (Remote Authentication Dial In User Service) server asso-
address ciated with your network. RADIUS server is used to authenticate the hosts on the wireless net-
- work.

RADIUS Port Enter the port number for the RADIUS server. Port 1812 is the default and the current stand-
ard for RADIUS authentication per the IETF RFC 2865. Older servers may use port 1645. Options
‘are 1-65535.

RADIUS Key (Optional) Enter the encryption key (if required) needed to authenticate to the specified
RADIUS server.

Encryption (Appears when WEP Encryption is set to Enabled) Select the length of the encryption
Strength method. Options are 128-bit and 64-bit. 128-bit is the default and is the more robust option
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Field Name Description
for security.

Current Network (Appears when WEP Encryption is set to Enabled) Select which of the four keys is presently
Key in effect.

Network Key 1-4 (Appear when WEP Encryption is set to Enabled) Enter up to four encryption keys using the
on-screen instructions to achieve the desired security strength.

WPA2 and Mixed WPA2/WPA Network Authentication

The following fields appear when you select WPA2 or Mixed WPA2/WPA in the Network Authentication field.

Manual Setup AP

‘fou can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify
the encryption strength.

Click ‘Apply/Save’ when done.

Select S5ID: | SmartRG-bBef-56 |

Network authentication: ' WPA2 bt

Protected Management e
Frames: m

WPA2 Preauthentication: | Disabled |
Network Re-auth Interval: | 000

WPA Group Rekeay Interval: |o

RADIUS Server IP Address: o000

RADIUS Port: 1812
RADIUS Key: |

WPRA/WAP] Encryption: | AES |
WEP Encryption: Disabled

Modify the fields as needed and then click Apply/Save.

The fields on this page are explained in the following table.
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Field Name Description ‘

Protected Management :Select whether management frames are protected. Options are Disabled, Capable, and
Frames ' Required. The default is Disabled.

WPA2 Preauthentication Select whether clients can pre-authenticate with the gateway while still connected to
another AP. Options are Enabled and Disabled. The default is Disabled.

Network Re-Auth Inter- Enter the interval at which the client must re-authenticate with the gateway. The
val default is 36000 seconds (10 hours).

WPA Group Rekey Inter- The frequency at which the gateway automatically updates the group key and sends it
val to connected LAN client devices. Options are: 0 - 65535 seconds. The default is 0.

RADIUS Server IP address Enter the IP address of the RADIUS (Remote Authentication Dial In User Service) server
associated with your network.

RADIUS Port Enter the port number for the RADIUS server. Port 1812 is the default and is the cur-
rent standard for RADIUS authentication per the IETF RFC 2865. Older servers may use
:port 1645. Options are 1 - 65535.

.............................................................................................................................

.............................................................................................................................

WPA/WAPI Encryption Select the encryption standard. This field is displays the option most compatible with
the selected network authentication method. Options are:

« AES: Advanced Encryption Standard. This is the default.

o TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol) allows
access by either standard.

.............................................................................................................................

WEP Encryption This option is set to Disabled and cannot be changed. It enables Wired Equivalent Pri-
 vacy (WEP) mode.

WPA2-PSK and Mixed WPA2/WPA-PSK Network Authentication

The following fields appear when you select WPA2-PSK or Mixed WPA2/WPA-PSK in the Network Authentication field.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

Manual Setup AP

You can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network
and specify the encryption strength.

Click "Apply/Save™ when done.

Select SSID: SmartRG-9d86 |

Metwork Authentication: |IWPA2 -PSK -

Protected Management

Frames: @

WPA passphrase: tenssnsnns Click here to display

[ use base MAC address as default WPA passphrase

WPA Group Rekey Interval: [0

WPA Encryption: AES pa
WEP Encryption: Dizabled
Apphy S

Modify the fields as needed and then click Apply/Save.

The fields on this page are explained in the following table.

Field Name Description ‘

Protected Management : Select whether management frames are protected. Options are Disabled, Capable, and
Frames ' Required. The default is Disabled.

Use base MAC address as : Select to use the gateway's MAC address as the passphrase for wireless security.
default WPA passphrase

WPA Group Rekey Inter- The frequency at which the gateway automatically updates the group key and sends it
val éto connected LAN client devices. Options are: 1 - 65535 seconds.

WPA/WAPI Encryption Select the encryption standard. This field is displays the option most compatible with
the selected network authentication method. Options are:

o AES: Advanced Encryption Standard.
o TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol).

WEP Encryption éThis option is set to Disabled and cannot be changed. It disables WEP (Wired Equivalent
: Privacy) mode.
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MAC Filter

On this page, you can configure whether wireless clients are allowed to access the wireless network of the wireless gate-
way.

1. In the left navigation bar, click Wireless > MAC Filter. The following page appears.

SMART/RG’ SRS06n

foraard thinking

‘Wireless -- MAC Filter

Select SSID: |SmanRG-9dss |

MAC Restrict @& O O MHote: If ‘dlew’is choosed and mac
Mode: Disabled  Allow  Deny  filter is emply, WPS will be disabled

WAl Address | Remave

2. In the Select SSID field, select the access point that you want to configure.
3. Select the MAC Restrict Mode. Options are:
« Disabled: Disable wireless MAC address filtering.

« Allow: Allow the wireless clients in the MAC Address list to access the wireless network.
Note: For this option to work, you must add at least one MAC address to this page.

« Deny: Reject the wireless clients in the MAC Address list to access the wireless network.
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4, Toadd a MAC Address to the filter list:
a. Click Add. The following page appears.

SMART/RG’ sR506n)

forward thinking

Wireless -- MAC Filter

Enter the MAC address and dick “Apply/Save” to add the MAC address to the wireless
MAC address filters.

MAC Address: |

b. Enter the MAC address of the wireless client.
c. Click Apply/Save to save the address to the list.

5. Toremove a MAC address from the list, click the Remove check box next to it and then click the Remove button.
The list refreshes.

Wireless Bridge

On this page, you can configure the wireless bridge features of the wireless LAN interface.
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1. In the left navigation menu, click Wireless > Wireless Bridge. The following page appears.

SMART/RG

forveard thinking

SR506n

Wireless — Bridge

This page alows you to confgure the wireless bridge features for the wireless LAM interface. Select
Tisabled for Bridge Restrict’ to disable wireless bridge restriction, and any wireless bridge will be
granted access. Selecting Emabled’ or Enabled(Scan)’ enables the wireless bridge restriction, and
only those bridges spedfied by Remote Bridges MAC Address’ will e granted access.

Chick “Refresh” to update the remote bridges. Walt for a few seconds for the update to complete.
ek "Apply/Save” Lo configure the wirdess bridge options.

AP Mode: [Access Pt |
Bridge Restrict: [Enabled  ~
Remote Bridges MAC Address:

Btrass Apply e

2. Modify the fields as needed, using the information provided in the field description table below.

Field Name Description

Bridge Restrict

Remote Bridges
MAC Address

Enable or disable the bridge restrict function for MAC addresses in the Remote Bridges MAC
éAddress field. Options are:

'LAN.

« Disabled: Disable the wireless MAC address filtering function. Any wireless bridge can
access the wireless LAN.

« Enabled and Enabled (Scan): Allow only those bridges selected in the Remote Bridges
MAC Address table to access the wireless LAN. This is the default.

Enter up to four MAC addresses for the remote bridges that are allowed to access the wireless

3. Click Apply/Save to save your settings.

Advanced

On this page, you can configure the advanced features of the wireless LAN interface. You can select a particular channel on
which to operate, force the transmission rate to a desired speed, set the fragmentation threshold, the RTS threshold, the
wakeup interval for clients in power-save mode, and more.

Note: The default settings work for most environments. It is recommended that only experienced users change settings on

this page.
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1. In the left navigation bar, click Wireless > Advanced. The following page appears.

SMART/RG

Wireless -- Advanced

This page allws you to configure advanced features of the wireless LAN mterface. You can

select a particular channel on which to operate, force the transmission rate to a partcular
Dewwics Infa speed, set the fragmentaton theeshold, set the RTS threshold, set the wakeup interval for
Adbvnncad Satup chents in power-save mode, set the beacon interval for the access point, set XPress made and
sat whather shart or long preambles are usad,
Click ‘apply/Save” to configure the advanced wireless options.

Wareleus
wellk

b
s eand:
Security

ke Pl Channel:
Wirskess Bridge Auto Channal Timer{min)
[ vmsce | B02.110/EWC: -
Hatica Ialo Bandwidth: | ol Current:; 40MHz
s Control Sideband: Linve Current: Lower
O e— B02.11n Rate:
B02.11n Protectson:
Suppaort 802.11n Clenk

Bl
[ SPRPE SN
Manasgemam

Liogo

RIFS Advartsiemant:

DB55 Co-Existance: | Disable ~ |

RX Chasn Power Save: ! | Power Save status:
RX Chamn Power Save Queel |

Timid: L

R Chaan Power Save PPS;

549 Rata:

Muiticast Rate:

Basic Rata:

Fragmentatsen Threshald:

RTS Thraghold:

DTIM Interyal:

Beacon Inberval:

Global Max Chents:

HPress Tedhnalagy:

Regulatory Mode:

Pre-Metwork Radar Check:

In-Nebwork Radar Check:

TPC Mitigatson(db):

WM \Wi-Fi Multimedia):

WMM Mo Acknowledgement: Di

WMM APSD: |
Beamlarming Transmisson
(BFR):

Beamforming Recepbon
(BFE]: B

Band Stesrng: Disabled |
Enable Traffic Scheduler; | Disable |
Asrtime Farrnass: Enable -~

2. Modify the fields as needed, using the information in the field description table.
3. Click Apply/Save to commit your changes.
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The fields on this page are explained in the following table.

Field Name Description ‘
Band The only option for this field is 2.4GHz.
Channel Select the WiFi channel you want to use. This gateway supports auto-channeling. The

default is Auto. The current channel number displays to the right of the field.

: All devices in your wireless network must use the same channel in order to work cor-

rectly.
Auto Channel Timer Enter the frequency (in minutes) at which the gateway scans channels for interference.
(min) If a threshold of inference is detected, a new channel will be selected automatically.

: Options are: 0 - 65535 minutes. The default is 15 minutes.

MIMO-OFDM Select whether to enable this standard. Options are Auto and Disabled. The default is
Auto.
Bandwidth Select the operating bandwidth. Options are 20 MHz, 40 MHz, and 80 MHz. The current

' bandwidth setting displays to the right of the field.

MIMO Data rate : Select the desired physical transmission rate. The rate of data transmission should be
set depending on the speed of your wireless network. You can select from a range of
: transmission speeds (1 - 15), or you can select Auto to have the gateway automatically
' use the fastest possible data rate and enable the Auto-Fallback feature. Auto-Fallback
will negotiate the best possible connection speed between the gateway and a wireless
: client. The default is Auto.

RTS/CTS Protection Select whether to enable 802.11n and legacy clients to both work effectively on the net-
work. Options are:

« Auto: Provides maximum security but produces a noticeable impact on through-
put. With this option, RTS/CTS behavior permits legacy clients to become aware
of 802.11n transmit times, but decreases overall throughput. This is the default.

« Off: Provides better throughput.

Support MIMO Clients Select whether to restrict non-MIMO clients from accessing the gateway. Options are On
Only and Off. The default is Off.

RIFS Advertisement :RIFS (Reduced InterFrame Speed) is the time in micro seconds by which the multiple
- transmissions from a single station is separated. This option Improves performance by
: reducing dead time required between OFDM transmission. Options are Off and Auto.
: The default is Auto.

OBSS Co-Existence - Coexistence of Overlapping Basic Service Sets (OBSS) prevents overlapping in the 20 MHz
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Field Name Description

- and 40 MHz frequencies. Options are:

: « Enable: The gateway automatically reverts to 20 MHz channel bandwidth when
another WiFi network within 2 channels of its own channel is detected or when a
client device with its 40 MHz Intolerant bit set is detected. This is the default.

« Disable: The gateway advertises and operates in 40 MHz mode regardless of what
other networks are configured nearby.

RX Chain Power Save :gg|ect whether to turn on power-save mode. Options are Disable and Enable.

Note: Before setting this parameter, set MIMO-OFDM to Auto.

RX Chain Power Save : Enter the number of minutes that will elapse before quiet time begins. The default is
Quiet Time 10,

RX Chain Power Save PPS: Enter the number of seconds for the throughput threshold for when the router engages
. power save mode after the quiet time seconds have elapsed. The default is 10.

Multicast Rate :Select the multicast transmission rate for the network according to the speed of your
wireless network. Select from a range of transmission speeds or select Auto to have the
' gateway automatically use the fastest possible data rate and enable the Auto-Fallback
' feature. Auto-Fallback will negotiate the best possible connection speed between the
gateway and a wireless client.

: Options are Auto and 1 - 54 Mbps. The default is Auto.

............................ Fmmeeecceccecceccceccecceccecccs-ceascesceacesaceecea-easemeemaeeaneaeemmemaeeaeaaeanmananaaa

Basic Rate : Select the basic transmission rate ability for the AP. Options are Default, All, 1 & 2
‘Mbps,and1 & 2 &5.5 & 6 & 11 & 12 & 24 Mbps. The default is Default.

Fragmentation Enter the size at which packets will be fragmented into smaller units. The primary con-

Threshold sideration for this setting is the size/capability of the circuit. Options are 256 - 2346

' bytes. The default is 2346 bytes.

Note: A high packet error rate is an indication that a slightly increased fragmentation
- threshold is needed. When possible, the default value of 2346 bytes should be main-
‘ tained. Poor throughput is a likely result of setting this threshold too low.

RTS Threshold The gateway sends Request to Send (RTS) frames to a particular receiving station and
negotiates the sending of a data frame. After receiving an RTS, the wireless station
:responds with a Clear to Send (CTS) frame to acknowledge the right to begin trans-
" mission.

If a packet is smaller than this setting, the WLAN client hardware does not invoke its
' RTS/CTS mechanism. Options are 256 - 2347 bytes.

éThe default value (2347, disabled) should be left in place unless you encounter incon-
' sistent data flow. In that case, make minor reductions to this value until the issue is
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Field Name Description ‘
resolved.
DTIM Interval Enter the Delivery Traffic Indication Message (DTIM or Beacon rate) countdown variable

used to indicate when the next window is available to client devices for listening to buf-
. fered broadcast and multicast messages. Options are 1 - 255. The default is 1.

Beacon Interval : A beacon is a packet of information that is sent from a connected device to all other
devices where it announces its availability and readiness. A beacon interval is the period
- of time (sent with the beacon) that the device waits before sending the beacon again.

Enter the time interval (in milliseconds) between beacon transmissions. Options are 1 -
65535 ms. The default is 100 ms, which is recommended.

Global Max Clients ' Enter the maximum number of clients that can assess this wireless network at one time.

éThe maximum for 5 GHZ is 80; the maximum for 2.4 GHZ is 128. The default is 128.

Note: You must change this field before you can change the Max Clients on the Wireless
> Basic. page.

Xpress™ Technology Select whether to enable Xpress Technology. This is a special accelerating technology
:for IEEE802.11g. Options are Enabled and Disabled.

WMM (WiFi Multimedia) f Select whether to enable this technology. It allows multimedia services (audio, video
and voice packets) to get higher priority for transmission. Options are Auto, Enabled,
-and Disabled. The default is Enabled.

Warning: If you disable this option, all QoS queues and classifications defined for the
:wireless network are also disabled.

WMM No Acknow- : The acknowledge policy used at the MAC level. Enabling this option allows better
ledgment throughput but, in a noisy RF environment, higher -963error rates may result. The
- default is Disabled, meaning that an acknowledgement packet is returned for every
' packet received. This provides a more reliable transmission but increases traffic load,
which decreases performance. Disabling the acknowledgement can be useful for Voice,
- for example, where speed of transmission is important and packet loss is tolerable to a
certain degree. Options are Enabled and Disabled. The default is Disabled.

WMM APSD : APSD (Automatic Power Save Delivery) is an automatic power saving feature. Enabling
ensures very low power consumption. WMM Power Save is an improvement to the
: 802.11e amendment, adding advanced power management functionality to WMM.
Options are Enabled and Disabled. The default is Enabled.

Band Steering : Select whether to detect if the client has the ability to use two bands. When enabled,
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Field Name Description ‘

the less-congested 5GHz network is selected (by blocking the client's 2.4GHz network).
: : Options are Disabled and Enabled. The default is Disabled.

Enable Traffic Scheduler 'é'e'l'e'éé whether to enable scheduling of traffic to improve efficienty and increase usable
- bandwidth for some types of packets by delaying other types. Options are Disable and
:Enable. The default is Disable.

Airtime Fairness : Select how the gateway will manage the receiving signal with other devices. Options are
: Disable and Enable. The default is Enable.

Station Info

On this page, you can view the authenticated wireless stations and their status.
In the left navigation menu, click Wireless > Station Info. The following page appears.

SMART/RG SR506n

forward thinking

Wireless - Authenticated Stations

This page shows authenticated wireless stations and their status.

MAC | Acsociated | Authorized | 551D | Interface

MaC Filter
s Bridge Rafresh

Advanoed

Atation Info., . - B e T e SR

To update the data, click Refresh.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG
DIAGNOSTICS

in this section, you can run line performance tests. Three legs of the data path are included in the available tests: LAN con-
nectivity, DSL connectivity and Internet connectivity tests.

You can also ping a host or trace a connection.

Diagnostics
On this page, you can view information about your DSL connections.

1. In the left navigation bar, click Diagnostics > Diagnostics. The following page appears.
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Device Info ipoe_0_0_35 Diagnostics
d Setup

Your modem is capable of testing your D5L connection. The individual tests
are Hsted below, If a test displays a fail status, dick "Rerun Diagnostic Tests®
at the bottom of this page to make sure the fail status is consistent. If the
test continues to fall, dick "Help® and fellow the troubleshooting
procedures,
Test the connection to your lecal network
LAMT connection: FAIL |Help
rLANMZ connection; PASS | Help
rLAN3 conne | FAIL |Help
Wireless C ON |Help

Fing default

Fin g primary

Tt Tusn Wich Qu F4
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2. Torefresh the displayed data, click Test at the bottom of the page.

The normal test method is initiated, utilizing OAM F5 loopback cells. The table is updated with fresh diagnostic
information about connection integrity. To learn more about what is being tested and what actions to take in the
event that a particular test should fail, click the Help link at the far right of each line item.

3. Totest at the VP level instead of at an individual VC connection, click Test With OAM F4.

4, To test additional connections, click Next Connection. The page refreshes to show data for the next connection and
the Previous Connection button appears. Repeat steps 2-4 for each connection.

Ping Host

On this page you can ping a server by host name or IP address.

1. In the left navigation menu, click Diagnostics Tools > Ping Host. The following page appears.
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forward thinking

Ping Host
Enter the IP address of the device that you wish to ping. The results will
take a few moments (up to 15 seconds) to appear.

Target Host Address: | | | Ping oz

2. Enter the host name or IP address.
3. Click Submit. The details of the ping appear on the page.
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PING 192.168.1.2 (192.168.1.2): 54 data bytes

&4 bytes from 192.168.1.2: 3eq=0 ttl=128 time=1.341 ms
&4 bytes from 191L.168.1.2: seq=1 ttl=118 time=0.861 m1
&4 bytes from 192.168.1.2: seq=2 ttl=128 time -0.988 ma
&4 bytes from 192.168.1.2: seq=3 ttl=118 time=0.9%8 ms

e 192.168.1,2 ping statistics -
4 packets transmitted, 4 packets received, OK packet loss
round-trip minfavgiman = 0.86L51.047/1.342 ms

COMPLETED
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Trace Route to Host

On this page, you can use the Trace Route utility to trace a connection.

1. In the left navigation menu, click Diagnostics Tools > Trace Route to Host. The following page appears.

SMART/RG’ SR506n
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Trace Route to Host

Enter the IP address of the device that you wish to trace. The results will
take a few moments (up to 15 seconds) to appear.

Target Host Address: | | Trace Reute ts Host

2. Enter the host name or IP address that you want to trace.
3. Click Trace Route to Host. The details of the trace appear on the page.
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tracersute to 192.168.1.2 (192.168.1.2), 10 haps max, 38 byte packets

1=
zil
3"
FER
g
P
gee
g**
gee
1+ Al

COMFLETED

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

Settings

In this section, you can back up the current settings, restore saved settings, or reset the gateway to default settings.

Backup

You can back up the current settings for your gateway to a file stored on your computer.

1. In the left navigation bar, click Management. The following page appears.
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Settings -~ Backup

Backup Running Broadband Router Settings. You may save your router

Wireless running settings to a file on your PC.
Diagnostics
Man agement
(B Ronming Sethng
Kup
Updates
bt tore Dolaolt Backup Default Broadband Router Settings. You may save your router default
settings to a file on your PC.
Enchap Defaut Setings
Management Server
' e - e

2. Tosave abackup file of the currently running settings to a local drive, click Backup Running Settings. The File
Upload dialog box appears. Click OK. The backupsettings.conf file is created in your default download location.

3. Tosave abackup file of the default settings to a local drive, click Backup Default Settings. The Save dialog box
appears. Click OK. The backupdefaultsettings.conf file is created in your default download location.

Note: If you plan to create backups frequently, you may want to rename the backup files by appending dates to the file
name. Otherwise, every new backup file overwrites the existing backup file.

Update

On this page, you can restore previously backed-up gateway settings. Both current and default settings can be managed
here.
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1. In the left navigation bar, click Management > Settings > Update. The following page appears.
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Settings -- Update

Update Running Broadband Router Settings. You may update your router
running settings using your saved files.

Settings File Hame: | Brovas . | o fis wlected

Uplate Furming fetting

Update Default Broadband Router Settings. You may update your router
default settings using your saved files.

Settings File Mame: | Browss_ | Ho fie selected.

Uptaie Definit Setriogs

2. Click the Browse button for the type of setting you wish to restore.
Locate the desired .conf file on your local system and click Open.

Click the appropriate Update button.
The gateway reboots when the update has completed.

> w

Restore Default

On this page, you can reset the gateway to its default settings which can be the factory defaults or defaults that you cus-
tomized and stored. For details, see "Restore Default” and "Restore Default” sections above.

1. In the left navigation bar, click Management > Settings > Restore Default. The following page appears.
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Settings -- Restore Default

Restore Broadband Router setting to the defaults.

Reitore Default Tetting

2. Click Restore Default Settings. The gateway is rebooted and the default settings overwrite the previous settings.
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On this page you can view and configure the system log generated for your gateway.

1. In the left navigation bar, click Management > System Log. The following page appears.

SMARTf R(:'Ju SR506n
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System Log

The Syitem Log diaog dlows you to Wew the Syitem Log and configure the Syatém Log options.
Click “Wiew System Log® to view the Syitem Log.

(ick "Configare System Log™ to configure the Syatem Log options.

W Gyiine Lng | Cenlipere Tyotes Lag

2. Toview the contents of the system log, click View System Log. The System Log details page appears.

Switch to tabe | 19216811/ admin/legview.cmd
System Log

Jan 1 y = :
a0=00:28 Sy HOR: caTmBk:Tame Blocking: Shubting down, sig -1
i 1_ daemonjerit  [kernel: ethd (switch port: 4) Link UP 1000 mbps ful duplex
00=00: 26
;;.nu::,“ daemon =rr sysiog: COM:caCdmPolforMessages: unrecognized msg 0o 10000250
sk semonkerr  |YSOR: HRIpd:644.295:cgivalicatesessionkiey:2356:Taked session key check. Got 2135380610,
00:10:44 expected 658209780, age=0 max=500000
o 3 isemonkerr | |FYE0R: MELPE:TH0.530:cqiVaidateSessionKey:2356:1ated session key check. Got 685658293,
00:13:10 expacted 1511472544, age=0 max=600000
Jan 1 E -
0:15:so  [Jdemonferit  [kernel: Line 1: XDSL G.994 training
Jan 1 - -
ao-1s0p  [deemonkrit  Jkernel Line 1: ADSL link down
Jan 1 ;
fiociacee; [mOMGR lmms Uked SDGL GV Sy

(Lot | (o ]

3. Toupdate the displayed entries, click Refresh.
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4, To modify the system log settings:
a. Click Configure System Log. The System Log - Configuration page appears.
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Torward thinking

System Log - Configuration

If the log mode i3 enabled, the system will begin to log al the seected events. For the Log Level,
all gvents above or equal to the sdocted lovel will be logged. For the [isplay Lovel, 2l logged
evenis above of equal o the selecied level will be displayed. Il the selected mode is Hemole' or
Hoth," events will be sent o the spedfied [P sddress snd UDP port af the remote sydog sedner If
the selected mode I Local® or Both," events will be recorded in the local memon.

Select the desired values and dick ‘Apply/Save’ to configure the system log options.

Log: % [ivable ' Enable

Log Level: Debugging -
Display Leval: | Error |
Made: | bucal

Ao L

b. Modify the settings as needed, using the information provided in the following table.

Action Description

Log Select to turn logging off or on. The default is Disable.

Logging Level :Select Error unless actively troubleshooting a situation with a subscriber for which
increased log detail is required. Options are Emergency, Alert, Critical, Error, Notice,
:Warning, Informational, and Debugging. The options are listed in top-down order. The
default is Debugging.

Display Level Select Error unless actively troubleshooting a situation with a subscriber for which
increased detail is required. This field has the same options as the Logging Level field. The
- default is Error.

Mode Select where log events will be sent.

To send logs to the specified IP address and UDP port of a remote syslog server, select
 Remote or Both.

gTo record events in the local memory of your SmartRG gateway, select Local or Both.

c. Click Apply/Save to save your changes.
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Security Log

The security log contains a history of events related to sensitive access to the gateway. Logged events include:

« Password change success/failure

o Authorized login success/failure

o Authorized user logged out

« Security lockout added/removed

o Authorized/unauthorized resource access

« Software update

1. In the left navigation bar, click Management > Security Log. The following page appears.
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Device Info Security Log

Advanced Setup ; " i
Neat The Security Log dialog allows you to view the Security Log.
Wireless

[iagnostics Click "View" to view the Security Log.
ﬁ-'l_'iﬂ:lgl'-'l'l'll_-l'l L
Click "Reset” to dear and reset the Security Log.

Settings

System Log

Right-click here to save Security Log to a file.
Security Log

CHME -l!l.gi:‘r'l t
Management Server

Intemet Time

Access Control

2. Do any of the following:
« Toview the log, click View.
o Topurge the log entries and start fresh, click Reset. A confirmation message appears. Click Close.
« Toexport the log to a local drive, click the here link in the last line of the instructions on the page. The log
appears in the browser window. You can save the page or select all of the log text, paste it into a Notepad
window and save the file.

SNMP Agent

On this page, you can configure the SNMP (Simple Network Management Protocol) settings to retrieve statistics from the
SNMP agent for the gateway. You can enable or disable the SNMP agent and set parameters such as the read community,
system name and trap manager IP.
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1. In the left navigation bar, click Management > SNMP Agent. The following page appears.

'SMART/RG’ T~
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SHMP - Configuration

Simple Metwork Management Protocol [SHMP) allows a management application to
retrigve statistics and status from the SHMP agent in this device.

Select the desired values and dick "Apply” to configure the SHMP optons.

SHMP Agent @ Disable O Enable

Rirad Commund ty: [emtse
Set Communlty: | —
System Name; |Fmart
Systom Location; |seeeoen
Systemn Contact: |y

Trap Manager IP:  [0.00.0

Sewwlipply

2. Modify the fields as needed.
3. Click Save/Apply to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘

Read Community éThe options are public and private. The default is public.

Trap Manager IP éThe IP address where the trap manager is installed.

Management Server

SmartRG gateways support TR-069 based standards for remote management, including STUN server configuration. In this sec-
tion, you can configure the gateway with details about the management ACS (Auto Configuration Server) to which this gate-
way will be linked.
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TR-069

The TR-069 client screen contains default connection parameters and generally only needs to be enabled, pointed to the
ACS URL, and any required ACS Username and ACS Password entered. This manual does not cover the setup of your ACS. If
you need to modify the default settings, consult the materials provided by your ACS vendor to determine the appropriate
parameters and server settings.

SmartRG products can accommodate several ACS products, including:

« Device Manager by SmartRG
o Cisco Prime Home
« Calix Consumer ACS

1. In the left navigation bar, click Management > Management Server. The following page appears.
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TR-08% Client -- Configuraticn

Device Info

WAN Management Protocol (TR-069) allows a Auto-Configuration Server (ACS) to perform
auto-configuration, provision, collection, and diagnostics to this device.

Select the desired values and dick "Apply/Save® to configure the TR-069 dient options.

OUlI-Serial ®maC O serial Number
TR-06% Client ) ) Enabl
[Hsabie .
ACS URL from DHCP: H
Enabled
Inform Interval: 1600
ACS LIRL: L e T T
ACS User Hame: (ml
ACS Password: BEEEEE
TR-06% Client Port: W0

WAN Interface used by TR-069 dient: | Any_WaN - TP~

B Connection Request Authentication

Connection Request User Mame: e |
Connection Request Password: el |
Connection Request URL: httg: 110,101 2. 156: 30005/
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2. Complete the necessary fields per the instructions from your ACS platform vendor.

The fields on this page are explained in the following table.

Field Name Description ‘
Inform :Select whether to disable this function.
Inform Interval éEnter the frequency (in seconds) at which the CPE (gateway) checks in with the ACS to

ésync and exchange data. A typical production environment has CPEs informing to the ACS
ronce/day or every 86,400 seconds.

ACS URL ‘Enter the URL for the CPE to connect to the ACS using the CPE WAN Management Pro-
étocol. This parameter MUST be in the form of a valid HTTP or HTTPS URL. An HTTPS URL
rindicates that the ACS supports SSL. The "host” portion of this URL is used by the CPE for
évalidating the certificate from the ACS when using certificate-based authentication.

éYou can include a port specification suffix if your ACS platform requires it, e.g., http://-
' customer.acs.wanmanagmentservices.com:30005 where 30005 is the port number. The
+default port is 30005.

WAN Interface used by éSelect any WAN, LAN, Loopback or configured connection to identify how this gateway
TR-069 client :will connect to the ACS.

Display SOAP messages :Select whether to enable the display of messages on consoles.
on serial console

3. (Optional) To configure the modem client Connection Request mechanism used by your ACS for communication with
subscriber gateways, click Connection Request Authentication. Additional fields appear.
Note: Consult with your ACS vendor for any specific connection request requirement impacted by the following set-

tings.
Field Name Description ‘
Connection Request User- Enter the user name by which this gateway authenticates the ACS. For example,
name :many ACS platforms use “admin” or “tr069”.
Connection Request Pass- Enter the password by which this gateway wil authenticate tothe ACS.
word :

Connection Request Port /  :There is typically no need to set the Connection Request URL as it is normally estab-

URL élished automatically based on the effective WAN IP. The port can be configured if
‘needed. An example value might be "http://xxx.xxx.xxx.xxx:30005/" where the xxx
évalues are specific WAN IP octet numbers.
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Field Name Description

éThe default port value is 30005.

4. Toforce the gateway to attempt to sync with the ACS, click the GetRPCMethods button. This will assist you in veri-
fying the TR-069 parameters entered above.

5. Click Apply/Save to commit your changes.

STUN Config

STUN stands for “Simple Traversal of UDP through NATs”. STUN enables a device to find out its public IP address and the
type of NAT service it is sitting behind.

STUN is most commonly used with older modems under ACS management connected via a NAT gateway. NAT accommodates
a LAN-side device that has been allocated a Private IP address such as a CPE device on a private network behind an ONT. In
this instance, the regular CWMP Connection Request mechanism to talk to the modem gateway cannot be used toinitiate a
session with that ACS.

A STUN server receives STUN requests and sends STUN responses. STUN servers are generally attached to the public Inter-
net.

On this page, when a STUN server is present within the infrastructure of the Service Provider, you can configure this gate-
way with the connectivity specifics for that server.

1. In the left navigation bar, click Management > Management Server > STUN Config. The STUN Configuration page
appears.

'SMART/RG’ SR506n

forward thinking

TR-0&% Clignt - STUN Configuration

Select the desired values and dick "Apply® to configure the TR-06% (Hent STUN options.

[J STUN Server support

Lawwd Aoy

WWMW' —

2. Toview the required STUN settings, click STUN Server Support.

3. Complete the fields in accordance with the implementation specifics of your server. Information about the fields is
provided in the table below.

4. Click Save/Apply to commit your changes.

The fields on this page are explained in the following table.
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Field Name Description ‘

STUN Server Address éThe physical STUN server’s assigned network address. An invalid address will produce
an immediate on-page error message from the gateway. You can enter a maximum of
: 256 characters

An ACS server may also have STUN functionality running on the same physical box. Con-
:sult your ACS vendor for implementation options and also TR-069 protocol doc-
' umentation, if necessary.

STUN Server Port Set the port number associated with your STUN server infrastructure. Options are O -
164435, The default is 3478.

STUN Server User Name éThe username by which the gateway accesses the STUN infrastructure. Maximum
length is 256 characters. Special characters are valid.

STUN Server Password éThe password by which the modem authenticates the above username to the STUN
infrastructure. Maximum length is 256 characters. Special characters are valid. The
s value will be hidden.

STUN Server Maximum Enter the maximum keepalive time in seconds. Options are any integer. The default is -
Keep Alive Period * 1 (no maximum time).

STUN Server Minimum Enter the maximum keepalive time in seconds. Options are any integer. The default is
Keep Alive Period * 0.

* This mechanism is used in coordination with the refreshing of NAT bindings. Specifically, in conjunction with use of Restric-
ted Cone NAT or Port Restricted Cone NAT (as may be configured in some gateways). A device’s internal address / port map-
pings, which the STUN protocol is allowed to make use of, can have keep alive values attributed. These minimum and
maximum keep alive times define respectively, the minimum time to retain the mapping information STUN has discovered,
and the maximum time to retain that information, before refreshing it through forced re-discovery.

Which values are appropriate for these two fields is influenced by a variety of environmental factors including devices types
deployed, services employed and NAT configuration options enabled within the topology.

With the above-mentioned NAT schemes, it is possible the network address translation initially established may not be used
after a specified elapsed time. Such internal mapping is dropped. The gateway will then assign a different address map-
ping. This mechanism allows for coordinated refresh on the bindings for mappings it uses. For further information, review
STUN-related RFCs.

Internet Time

On this page, you can configure the gateway to synchronize its time with the Internet time servers. This feature is enabled
by default.
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1. In the left navigation bar, click Management > Internet Time. The following page appears.

SMART/RG $R506n

foreard thinking

Time settings

This page alows you to change the modem's time configuration.

[J Automatically synchronize with Intemet time servers

Click Automatically synchronize with Internet time servers. Additional fields appears.

Select the desired time servers.

Select the Time zone offset.

Click Apply/Save to save and apply your settings.

To disable this feature, click the Automatically synchronize with Internet time servers check box to clear it.
Click Apply/Save.

N hwh

Access Control

In this section, you can manage access to your gateway and network. You can configure passwords, accounts, services, the
logout timer, and access lists.

Accounts

On this page, you can create and manage user accounts for your gateway. Your gateway can support multiple login accounts
for its on-board user interface. Each account can be customized to grant access privileges to specific pages in the interface.
This is particularly useful when an ISP wishes to limit access for subscribers, yet grant full access for technical support and
on-site installation personnel.

Note: This feature requires firmware v2.5.0.7 or later.
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Add an Account

1. In the left navigation bar, click Management > Access Control > Accounts. The following page appears.

SMART/RG
: SR506n
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Create Account
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2. Tosetup anew user, click Create Account. The following page appears.

SMART/RG’
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Create Account
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3. Enter a Username and Password for the new account.

Select the features that you want this user to access. If you select a category, the subordinate boxes are also selec-
ted. For example, if you select Support Tools, Port Mirroring and Factory Reset are selected as well.

5. Click Save Account to commit your changes. The new account is created. To test the account credentials, log out of
the interface and then log back in using the new account.
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Modify or Delete an Account

Note: You can NOT delete the default user accounts (Admin, Support, MFG, or User) but you can disable all but the Admin
accounts. The default passwords for the default user accounts are listed in the "Default Passwords" section of this topic.

1. Make sure you are logged into the gateway as an Admin or Support user.

2. In the left navigation bar, click Management > Access Control > Accounts and then click Delete/Modify Account.
The Delete/Edit Account page appears.

SMART/RG

forward !.h.-r-iung

Device Info Delete/Edit Account

Select an account - support ~ |
Enable/Disable account: ™ Enable (O Disable
u!l.‘rl'h!.l'l'lﬂ::l.ppo.rl |

Privileges for support,user and 'mig’ acoounts cannot bé customized.

3. In the Select an account field, select the account you wish to modify or delete.
4. Do one of the following:

a. Todisable or enable the account, click the appropriate Enable/Disable account button and then click
Update Account (at the borrom of the page).

b. Tomodify the account, check or clear the check boxes for the privileges as needed, and then click Update
Account to commit your changes.

c. Todelete the account, click Delete Account. A confirming message appears. Click OK.

Your changes are implemented immediately.

Default Passwords

PASSWORD

mfg - IDH7iw@ibRsPOIBa

Services

On this page, you can define a Service Control List to control which services (FTP, HTTP, Telnet, etc.) are restricted on the
LAN.
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1. In the left navigation bar, click Management > Access Control > Services. The following page appears.

SMART/RG’ SR506n
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Aocess Control -- Services
A Service Control List ("50L%) is used to enable or disable network services on the

gatewig
Hote: LAM side firewall must be enabled to modify LAM SCLs.

WAN Port Mumber

[0 use encrypted HTTP{S) -- unit will restart.

Emable Enable | (default)
Enable Enable | (default)

Enable Enable | (default)

Enable Enable |12

Enabie {default)

Enable |dafault)

2. Modify settings as needed, using the information in the following table.
3. Click Save/Apply to commit your settings.

The fields on this page are explained in the following table.

Field Name Description ‘
Services Select the SCL services that you want to be enabled. Options are FTP, HTTP, ICMP, SNMP,
SSH, TELNET, and TFTP.

Use encrypted HTTP Click this checkbox to implement secured HTTP.

®) Warning: When you click this option, the gateway reboots.

e Select the services enabled on LAN side firewall. Depending on configuration settings made
5 elsewhere in the GUI, this column may be read-only.
Note: ICMP is an always-enabled service by default and has no checkbox.

wano Select the services enabled on the WaN side frewall,
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Field Name Description ‘
WAN Port Number Enter the port to which the access control applies on the WAN side for the given service.

: Except where noted below, the service ports are the default ports for the WAN.
Serviceportoprions
FTP FTP service access.
wre TP Service access. (This s i association with the specified port.) The default port i 80.
o WP service access.
swe SWPseviceaccess.
s SSH service access. (This s in association with the specified port) The port defaultis 22.
TENET TENETserviceaccess.
e TFPserviceaccess.
Passwords

On this page, you can create or change passwords associated with access to the gateway. Three accounts are available to
manage: Admin, Support and User.
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1. In the left navigation bar, click Management > Access Control > Passwords. The following page appears.

SMART/RG’ SR506n
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Access Control — Passwords

Access to your Router is controlled through three user accounts: admin,
support, and user.

The user name “admin® has unrestricted access to change and view
configuration of your Router.

The user name “support” is used to allow an I5F technician to access your
Router for maintenance and to run diagnostics.

The user name “user” can access the Router, view configuration settings and
statistics, as well as update the router's software.

Use the fields below to enter up to 16 characters and dick "Apply/Save® to
change or créate passwords. Note: Password cannot contain a space.

User Mame: dmin
Old Password: wanee
Hew Password:

Confirm Password:

Apphy M

Logout

2. In the New Password and Confirm Password fields, enter the new password.
3. Click Apply/Save toimplement the change.

Access List
On this page, you can create and manage access control lists to control inbound access to specific IP addresses.

1. In the left navigation bar, click Management > Access Control > Access List. The following page appears, showing
any addresses already configured for managed access.
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SMART/RG’ SR506n
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Management Access Lists

ACLs allow the admin to restrict inbound WAM-side management
connections to sped fied source addresses.
The spedfied address should be in CIDR format.

Address Examples:

152.168.1.50/24 will alow acoess to al hosts in the 192.168.1.0
subnetwaork,

T2.185.226. 106,32 will allow access only to the host with [P address
T1.1B5.226. 104,

MP Agent

A reboot may be required for certain complex configurations.

A madmum of 10 entries can be added.

2. Toadd an address:
a. Click Add. The following page appears.

SMART/RG’ SR506n
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Managernent Access List

Restrict inbound management connections to specified source address

Source Address: |

Appty M

b. Enter the address for which you want to restrict access.
c. Click Apply/Save. You are returned to the Management Access Lists page.
d. Toadd up to9 more addresses, repeat steps 2a - 2c.
3. Toremove an address, click the Remove checkbox next to it and then click Remove. The list is updated.
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Logout Timer
On this page, you can define the maximum time that a session can remain open before the gateway logs out.

1. In the left navigation bar, click Management > Access Control > Logout Timer. The following page appears.

SMART/RG’ SR506n
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Doviea it Access Control - Logout Timer

Here you can configure the automatic GUIlegout timer.
A value of zero disables the automatic logout feature,

Legout Timer Period [enter a value between 0 and 60 C
minutes): -

tem Log
Apply SSav

by Log

2. In the Logout Timer Period field, type the number of minutes after which a session will be ended. Options are O -
60 minutes. The default is 15 minutes. To disable this feature, enter a zero (0) in the field.

Update Software

On this page, you can update the firmware of your SmartRG gateway. Software updates for SmartRG products are available
for download by direct customers of SmartRG via the SmartRG Customer Portal.
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1. In the left navigation bar, click Management > Update Software. The following page appears.

SMART/R.GB SR506n
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Device Info Update Software
Step 1: Dbtain an updated software image file from your ISP,

Step 1: Enter the path to the image file location in the box below or dick
the "Browse” button to locate the image file.

Step 3: (ick the "Update Software® button once to upload the new image
fHe.

MOTE: The update process takes about 2 minutes to complete, and your
Broadband Router will reboot.

Software File Mame: | Breves . | b fis wected.

Lizdiate Saftire

2. Follow the on-page instructions. When the update has completed, the gateway reboots.

Reboot

Occasionally, troubleshooting measures may require that the gateway be rebooted. On this page, you can reboot your gate-
way.

1. In the left navigation bar, select Management > Reboot. The following page appears.

SMART/RG

farward thinking

Click the button below to reboot the router.

Bibct.

Management

2. Click Reboot. Your gateway is rebooted and you must log in again if you want to make further changes.
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LOGGING OUT

1. Tolog out of your gateway, click Logout in the left navigation menu. The logout page appears.

SMART/RG’

forward thinking

Click the button below to log out of the GUI.

g

2. Click the Logout button. A success message appears.
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Q&A

Q: Why are all the indicators off?

A: Check the following:

= The connection between the power adapter and the power socket.
m The status of the power switch.

Q: Why is the LAN indicator off?

A: Check the following:

m The connection between the ADSL gateway and your computer, hub, or switch.
= The running status of your PC, hub, or switch.

Q: Why is the DSL indicator off?

A: Check the connection between the “DSL” port of gateway and the wall jack.

Q: Why does Internet access fail while the DSL indicator is on?

A: Check whether the VPI, VCI, user name, and password are correctly entered.

Q: Why can't | access the web configuration page of the DSL gateway?

A: Choose Start > Run from the desktop, and ping 192.168.1.1 (IP address of the DSL gateway). If the DSL gateway is not reach-
able, check the type of the network cable, the connection between the DSL gateway and the PC, and the TCP/IP con-
figuration of the PC.

Q: How can I reload the default settings after anincorrect configuration?

A: Torestore the factory default settings, turn on the device, and press the reset button for about 1 second, and then
release it. The default IP address and the subnet mask of the DSL gateway are 192.168.1.1 and 255.255.255.0, respectively.

m User/password of super user: admin/admin
m User/password of common user: user/user
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APPENDIX A: ADVANCED FEATURES

This appendix outlines the advanced feature set for SmartRG brand home gateway products.

Connect-and-Surf (Automatic Broadband Connection Con-
figuration)

Connect-and-Surf automatically establishes a WAN connection for default-configured gateways, obviating the need for
manual or custom configurations. The active physical layer is detected (ADSL, VDSL or GigE) and layer 3 connectivity is estab-
lished using PPP authentication or DHCP.

Notes

« If you prefer to configure your SmartRG's WAN interface manually, connect a laptop to any of the LAN ports and fol-
low the instructions in the "LOGGING IN TO YOUR GATEWAY'S UI" and "Management Server" sections of this User
Manual.

« Donot connect the WAN interface cable until after the configuration is completed.

Activation (Automatic ACS Connection Configuration)

SmartRG gateways are designed to discover their service provider-specific ACS management settings without custom firm-
ware. SmartRG Inc. maintains an activation server that associates a device's MAC address with its service provider's ACS set-
tings. The MAC addresses are entered into the activation server prior to delivery. Gateways contact the activation server to
have their ACS settings modified upon initial power up (or after being reset to factory default settings).

Note: Activation server support is provided for ALL SmartRG gateways at no additional cost.

TR-069 Remote Management: Automated Configuration
Server Support

With a rich TR-069 heritage and a strong commitment to standards-based, remote management, SmartRG gateways are
designed for maximum interoperability with industry leading, TR-069-based remote management systems. SmartRG gate-
ways provide maximum remote manageability and the highest level of visibility into the connected home yielding:

« Shorter integration times

« Lower system integration costs

« Improved customer support

« Reduced operational expenses
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SmartRG works closely with TR-069 automated configuration server (ACS) solutions providers to ensure "plug-n-play” inter-
operability. See the following table for examples.

Device Manager by SmartRG
Device Manager Device Manager is a robust TR-069 ACS management platform which utilizes a secure cloud-based deploy-
by SmartRG ment designed to be repeatable and portable. For more information, go to the Device Manager page on
the SmartRG web site.

Calix Compass/Consumer Connect ACS

In addition to being Calix physical layer certified (to ensure Calix access equipment compatibility),
SmartRG gateways have been tested to confirm maximum interoperability with the Calix Com-
pass/Consumer Connect ACS solution.

A AFFINEGY Affinegy ACS

h SmartRG gateways have been tested to confirm maximum interoperability with the Affinegy ACS solution.
aloaln Cisco Prime Home™ ACS
cisco SmartRG gateways have a long history of Prime Home (formerly ClearVision) ACS interoperability.
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APPENDIX B: GATEWAY FEATURE
COMPARISON

SmartRG residential gateways combine WAN connectivity with a firewall-protected router and industry-leading TR-069
remote management support. Most variants provide 802.11n Wi-Fi connectivity, as well. See the model-specific details
below. For more information, contact SmartRG Support.

Model Broadband Con- LAN LAN Managed Managed Wi-Fi Wi-Fi Signal IPv6 IPTV
nection ports Device Dis- Firewall Monitor Ready
covery

SRS52n | Trimode:ADSL2+, | 5GE i v i Y 802.11n N T I

. VDSL2, GigE : = : : : :
SR550n | Trimode:ADSL2+, | 3FE+: v i v 802.11n A

. VDSL2,GigE  : 1GE : : : : = =
SR515ac Tri-mode: ADSL2+, 4FE+§ v v éDual-band concurrenté 4 v v

. VDSL2,GigE  : 1GE : § § 802.11ac ' L
SR512nm: Tri-mode: ADSL2+, : 4FE+: ., . i 802.11n A R

VDSL2, Gige " 1GE+: : : : : :
. Coax

SR510n : Tri-mode: ADSL2+, : 4FE+: v v 802.11n § v o v

. VDSL2,GigE  : 1GE : : : : = =
SRS06n [ADSL2+,Ethernet | 4FE i, ., i 802.11n s i
SR505n | Trimode:ADSL2+, | 3FE+i v i v 802.11n A

. VDSL2,GigE  : 1GE : : g : = =
SR301 : ApDSL2+, Ethernet | 1FE v v oo
SR500n : Tri-mode:ADSL2+, : 4FE+: v . v 802.11n § v o i

. VDSL2,GigE  : 1GE : : : : = =
SR400ac Gigabit Ethernet 5GE v v éDual-band concurrenté v v v

: : : : § 802.11ac ' L
SR360n ADSL2+, Ethernet : 4FE v v 802.11n v v v
SR350N ADSL2+ P 1FE L v i v 802.11n v v
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Model Broadband Con- LAN LAN Managed Managed Wi-Fi Wi-Fi Signal IPv6 IPTV
nection ports Device Dis- Firewall Monitor Ready
covery
SR3SONE:  Ethernet  : 4FE : v . v 802.11n : v iV
SR100 ADSL2+ 4FE v v oo
SR10 ADSL2+ CAFE L v L v
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APPENDIX C: FCC STATEMENTS

This appendix includes the FCC statements that apply to the products described in this User Manual.

FCC - PART 68

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the ACTA. On the bottom case of
this equipment is a label that contains, among other information, a product identifier in the format US: VW7DLO1ASR506N,
and REN: NAN for this equipment.

This equipment uses the following USOC jacks: RJ-11/RJ45/USB/Power Jacks!

A plug and jack used to connect this equipment to the premises wiring and telephone network must comply with the applic-
able FCC Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular plug is provided
with this product. It is designed to be connected to a compatible modular jack that is also compliant. See installation
instructions for details.

REN (RINGER EQUIVALENT NUMBERS) STATEMENT

REN=0.1A

Notice: The Ringer Equivalence Number (REN) assigned to each terminal device provides an indication of the maximum num-
ber of terminals allowed to be connected to a telephone interface. The termination on an interface may consist of any com-
bination of devices subject only to the requirement that the sum of the Ringer Equivalence Numbers of all the devices does
not exceed 5.

If this equipment VW7DLO1ASR506N causes harm to the telephone network, the telephone company will notify you in
advance that temporary discontinuance of service may be required. But if advance notice isn't practical, the telephone com-
pany will notify the customer as soon as possible. Also, you will be advised of your right to file a complaint with the FCC if

you believe it is necessary.

The telephone company may make changes in its facilities, equipment, operations or procedures that could affect the oper-
ation of the equipment. If this happens the telephone company will provide advance notice in order for you to make neces-
sary modifications to maintain uninterrupted service.

If trouble is experienced with this equipment VW7DLO1ASR506N , for repair or warranty information, please contact
SmartRG,Inc.. If the equipment is causing harm to the telephone network, the telephone company may request that you
disconnect the equipment until the problem is resolved.

Connection to party line service is subject to state tariffs. Contact the state public utility commission, public service com-
mission or corporation commission for information.

If your home has specially wired alarm equipment connected to the telephone line, ensure the installation of this
VW7DLO1ASR506N does not disable your alarm equipment. If you have questions about what will disable alarm equipment,
consult your telephone company or a qualified installer.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

This product meets the applicable Industry Canada technical specifications. / Le présent matériel est conforme aux spe-
cifications techniques applicables d’Industrie Canada.

IC-CS03 statement

This product meets the applicable Industry Canada technical specifications. / Le présent matériel est conforme aux spe-
cifications techniques applicables d’Industrie Canada

The Ringer Equivalence Number (REN) is an indication of the maximum number of devices allowed to be connected to a tele-
phone interface. The termination of an interface may consist of any combination of devices subject only to the requirement
that the sum of the RENs of all the devices not exceed five. / L’indice d’équivalence de la sonnerie (IES) sert a indiquer le
nombre maximal de terminaux qui peuvent étre raccordés a une interface téléphonique. La terminaison d’une interface
peut consister en une combinaison quelconque de dispositifs, a la seule condition que la somme d’indices d’équivalence de
la sonnerie de tous les dispositifs n’excéde pas cing.

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential install-
ation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. However, there is no guarantee that inter-
ference will not occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the inter-
ference by one or more of the following measures:

—Reorient or relocate the receiving antenna.
—Increase the separation between the equipment and receiver.
—Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

—Consult the dealer or an experienced radio/TV technician for help.
FCC Radiation Exposure Statement

This device complies with FCC radiation exposure limits set forth for an uncontrolled environment and it also complies with
Part 15 of the FCC RF Rules. This equipment must be installed and operated in accordance with provided instructions and
the antenna(s) used for this transmitter must be installed to provide a separation distance of at least 20 cm from all persons
and must not be co-located or operating in conjunction with any other antenna or transmitter. End-users and installers
must be provide with antenna installation instructions and consider removing the no-collocation statement.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device may
not cause harmful interference, and (2) this device must accept any interference received, including interference that
may cause undesired operation.

Caution! Any changes or modifications not expressly approved by the party responsible for compliance could void the user’s
authority to operate the equipment.
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Canada Statement

This device complies with Industry Canada licence-exempt RSS standard(s). Operation is subject to the following two con-
ditions: (1) this device may not cause interference, and (2) this device must accept any interference, including inter-
ference that may cause undesired operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence. L'ex-
ploitation est autorisée aux deux conditions suivantes : (1) l'appareil ne doit pas produire de brouillage, et (2) l'utilisateur
de l'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d'en compromettre
le fonctionnement.

The device meets the exemption from the routine evaluation limits in section 2.5 of RSS 102 and compliance with RSS-102 RF
exposure, users can obtain Canadian information on RF exposure and compliance.

Le dispositif rencontre 'exemption des limites courantes d'évaluation dans la section 2.5 de RSS 102 et la conformité a l'ex-
position de RSS-102 rf, utilisateurs peut obtenir l'information canadienne sur l'exposition et la conformité de rf.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter. This equipment
should be installed and operated with a minimum distance of 20 centimeters between the radiator and your body.

Cet émetteur ne doit pas étre Co-placé ou ne fonctionnant en méme temps qu'aucune autre antenne ou émetteur. Cet
équipement devrait étre installé et actionné avec une distance minimum de 20 centimetres entre le radiateur et votre
corps.

This radio transmitter (11130A-SR506N) has been approved by Industry Canada to operate with the antenna types listed
below with the maximum permissible gain and required antenna impedance for each antenna type indicated. Antenna
types not included in this list, having a gain greater than the maximum gain indicated for that type, are strictly prohibited
for use with this device.

Le présent émetteur radio (identifier le dispositif par son numéro de certification ou son numéro de modele s'il fait partie
du matériel de catégorie 1) a été approuvé par Industrie Canada pour fonctionner avec les types dantenne énumérés ci-des-
sous et ayant un gain admissible maximal et l'impédance requise pour chaque type d'antenne. Les types d'antenne non
inclus dans cette liste, ou dont le gain est supérieur au gain maximal indiqué, sont strictement interdits pour l'exploitation
de l'émetteur.
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