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More Security, More Convenience

Statement

Thank you for using our IP camera products. The IP camera designed for network video surveillance, adopted
high performance and powerful single SOC chip media processor to integrate audio and video capture,
compression and transmission. Standard H.264 Main Profile coding algorithm ensures clearer and smoother
video transmission effect. Built-in Web Server allows users to easily perform real-time monitoring and remote

control over front-end cameras via |IE browser.

The IP cameras are suitable for small and medium-sized enterprises, families, and other environments that

require remote network video transmission and monitoring. It is easy to be installed and operated.

Before installation, please check the product and all accessories. If anything is missing, please contact your

supplier in time.

Package Contents:

1 IP Camera X1
2 Power Adapter (refer to camera model) X1
3 CD X1
4 User Manual X1
5 WIFI Antenna (for wireless model) X1
6 Bracket X1
7 Network Cable X1
NOTE:

Contents in this manual may be different from the edition that you are using. Should any unsolved problem
occur given that the product is used according to this manual, please contact our technical support
department or your product suppliers.

The content of this manual may be updated at irregular intervals without prior notice.
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1. INTRODUCTION

1.1. General Description
This is a minitype camera with elegant and beautiful shape, built-in Web server, open application interface

and industrial grade stable performance, makes the industrial network transmission safety, quickly, simple
operation, easy control. It integrates audio and image information, perform real-time monitoring
synchronously through the network, to achieve real-time monitoring audio and image via a standard Web

browser.

1.2. Characteristic

Easy to Install
Just insert the network cable to the RJ45 interface of the camera, inputting the camera’s IP address through

Microsoft IE, Mozilla Firefox, Safari, Google Chrome or other standard browsers, then using it.

High Quality Image
The camera adopts H.264 video compression, with clear picture, the maximum speed up to 30 frames/second

via 10M/100M network real-time transfer.

Open Standard Environment
Support TCP/IP network, support HTTP DNS DHCP PPPoE SMTP FTP SSL TFTP NTP ARP/RARP NFS
RTSP RTP RTCP protocols and Dynamic IP(DDNS). Support up to 10 users online simultaneously.

Advanced Extended Function

Connect home appliances and panalarm via GPIO interface to achieve I/O alarm input and output functions.

Simple Management Mode

Using standard web browser, to configure and manage the camera, upgrade the software online directly.

Safety Performance Guarantee
Multi-level users management and passwords definition, the administrator can set different access permission

to different level visitors.

Extensive Range Application

Real-time video is transferred by internet, which can’t be compared by traditional video surveillance system.
Users can view and remote control the real time image at anytime, anywhere via network. The camera can be
widely used such as product demonstrations, real-time monitoring, real-time recording and taking. It can also

be at the scheduled time or event occurs, send pictures to the specified E-Mail, FTP server timely.
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1.3. Specification

Image Sensor

Image Sensor

1/4" Color CMOS Sensor

Lens

f: 6 mm, F:2.0 (IR Lens)

Mini. lllumination

0.5Lux

Audio

Input

1 channel audio input

Output

1 channel audio output

Audio Compression

G.711

Video

Image Compression

H.264, MIPEG

Image Frame Rate

30fps

Resolution

1280 x 720(30fps), 640 x 480(30fps), 320x240(30fps)

Flip Mirror Images

\Vertical / Horizontal

Light Frequency

50Hz, 60Hz, Outdoor

Video Parameters

Brightness, Saturation, Contrast, Hue

Communication

Ethernet Interface

Build in 10/100Mbps,Auto MDI/MDIX , RJ-45

Supported Protocol

TCP/IP HTTP DNS DHCP PPPoE SMTP FTP SSL TFTP NTP
ARP/RARP NFS RTSP RTP RTCP.

Compress rate level

128Kbps~4Mbps

Wireless Standard

IEEE 802.11b/g/n

Data Rate

802.11b: 11Mbps (Max.), 802.11g: 54Mbps (Max.),
802.11n: 150Mbps (Max.),

Wireless Security

WEP & WPA WPA2 Encryption

Infrared Light

30 IR LEDs, Night visibility about 25 meters

Dimension 175(L) x98(W) x98mm(H)
Physical Alarm Input 1 Channel on/off Input
Alarm Output 1 Channel relay Output
Bower Power Supply DC 12V/2.0A (EU,US,AU adapter or other types optional)

Power Consumption

9 Watts (Max)

Environment

Operate Temper.

-30° ~ 55°C  (14°F ~ 131°F)

Operating Humidity

20% ~ 85% non-condensing

Storage Temper.

-30°C ~ 60° (14°F ~ 140°F)

Storage Humidity

0% ~ 90% non-condensing

PC System

Requirements

CPU

2.0GHZ or above (suggested 3.0GHz)

Memory Size

256MB or above (suggested 1.0GHz)

Display Card

64M or above

Supported OS

Microsoft Windows 2000/XP/Vista/7/8

Browser

IE6.0/7.0/8.0/Firefox/Safari/Google chrome or other standard browsers
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2. INSTALLATION AND SETTINGS

System Requirement:

Operating System: Windows 2000 / XP / Vista / 7/8

Network Protocol: TCP/IP

Network Structure: Applies to all network connections 10/100M LAN platform

Browser: Internet Explore 6.0 or above.

2.1. Network Connection

Intranet and Extranet Connection Reference:

Extranet means public IP, Intranet means private IP. If your IP belongs to the follow range, then it's a private
IP:

Category A: 10.0.0.0 - 10.255.255.255

Category B: 172.16.0.0 - 172.31.255.255

Category C: 192.168.0.0 - 192.168.255.255

Intranet Connection: IP camera and user’s computer (device) should be under the same network
environment, and both of their IP should be under the same subnet, then means correct connection, picture

as below:

Ethernet

Figurel.0
Extranet Connection: there are 2 ways as below:
(2). IP camera connect to the Internet via router, here camera’s IP is a private IP, clients need to connect to IP

camera through a router, with forwarding rule to be connected correctly, as below:

Internet

IP camera

;; Ethernet
( ] — ; 0

Figurel.l

router

(2). IP camera connect to the Internet directly, if it's a fixed IP which provided by ISP, just input it. If it's a

floating IP, then input the account and password which provided by ISP to dial-up connection.
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Internet

IP camera

Figurel.2

2.2. |E Browser Settings

OCX will be downloaded automatically when users login the IP Camera, so users have to set the IE browser
to enable the OCX be downloaded automatically after signing in. Steps as below:

1. Close the firewall of your computer.

2. Change the ActiveX settings, “IE” browser > “Tool” > “Internet Options” > “Security”> “Custom Level” >
“ActiveX control and Plug-ins”, all the ActiveX options set to be “Enable”:

Especially:

Enable: Download unsigned ActiveX controls

Enable: Initialize and script ActiveX controls not marked as safe

Enable: Run ActiveX controls and plu-ins

e —
it X b-:--' P. E:ncr |wt]mm Prwﬂla“ld-r.r“d
R M --.-_—n.---. -
Bow w [ - -
2~ B - Pager Sefdy~ 1_"”""'0 swmuwmmﬂrwm-nrmw
a X @ @« v 0O
19 Reepen Lot Browsing Sesuion . Local ntranet  Trusted sites  Restricted
stes
= ¥ Intermet
oy Pbﬂ—upﬂh(lh‘ Thes more i for Inbemet websites,
d MonageAdd-cos T
o Werk Offine Sacurity level for ths rone
lioswied bevels for this zone: Medium o High
r HMedmm-high
Compatibadity Votw Settngn - Apprepriate for most veebates
. — - Proamps be fore dewnlaading poten aly urdafe
¥ Fall Screen il T content
« Unsigried ActiveX controls wil not be downloaded
Teolban r
Explover B ! +f| Enable Protected Modeirroarm rers e t Explater)
3 — | Cutom el ..
W Developer Tecks A2
Swggerted Saes I
) termet Ogions [ox [ comcet |[ semty |
S
Figurel.3
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Secunity Settings - Imermnet Zone H

] Settings
Sattrgl "] er“ﬂmmmu%ﬁlh:mtﬁ il
| 9 Aw controis and plug-ns 2 s Dtiable__
W) Alowi privcusly unusad Actvel controls 85 run without pron & Enable
p, Dovnioad sghed dctnvel confrols
T Digabbe
& Enable 4
3 Prompt
=) Digable
Hor Actop) Soribici @ Enabie
Pravrot
¢ Iretiakize and feript Actvel ontrols not marked as safe for &
¥ ) Disable
¢ aporoved +
5 @ Enable
T IO
W Erable =
& ,_w‘_l_m'mnw‘w"\.l “."‘“Mm__:. - n e plnag u--'dl-\:\-w.rlphu-w e A b ||.l“wr|-r-\nn-'|l
Takes effect after you restart Internet Explorer *Takes effect after you restart Internet Explorer
Rsat fumtom setings Reset cusbom petbngs
Resetion [ Madum-nigh (defandt) = [ Reselio: | Mecum-low (defadt) = :_L‘_“._IL'.'_,
I m I e [
1 (e 5 | Gencd J
% s L Fa— — — — — +
Figurel.4

In addition: you can also click “Start” menu>“Internet Explorer”, choose “Internet attributes “ to enter, or via

“Control Panel” >“Internet Explorer”, enter to Security setting.

2.3. UPnP Service

UPNP could help you to find your camera’s IP more faster. For Window XP, from “Control Panel” > “Add or
remove applications” > “Add or remove Windows component” > “Network service” > “Detailed data” >
“UPnP users interface”, enable it, factory settings is disable. Then it can allow your operating system to

support UPnP.

2.4. IPCam IP Address Search Tool
Step 1: Use tool “SearchIPCam.exe” to find IP address of LAN.

Organize « Include in library = Share with = MNew folder == » i @

E |

e e MName Date modified Type Size
B Desktop

4 Downloads

% SearchlPCam 2010/7/2317:27 Application
4% | SearchlPCam 2010/8/3 11:59 Configuration sett...
Recent Places

(5]
gl
wla

m

= Libraries
@ Documents
J? Music
[ Pictures

E Videos

I I 3

} 2 items

. - __________________________________|

Figurel.5

Step 2: Double click “Search IPCam”, camera IP & MAC list will be displayed. If you want to re-search, click
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“Search” again.

Hame | IF Address | MAC Address | Gateway | Feb Fort | Data Fort |
IF Camara 192, 185, 1. 211 00:11:22:33:44:58 192, 166. 1. 1 211 33401
IF Camers 4z |Es 00:11-22:33:44:13 182 168.1. 1 213 38401
IF Camers 192, 165. 1. 205 00:ED:4C:B1:65:7F 192, 188. 1. 1 &0 33401

Sancasest feais 3] G| e | ) )

Figurel.6

Step 3: Choose the IP, click “Login” or double click the IP to enter IE login interface.

Login i

Prompt:

Load OCX

Figurel.7

2.5. Install the OCX ActiveX

Load OCX
Install the OCX activeX for the first time login; click the - icon on the right bottom,

i

Download the OCX file MalEiEE After that, double click to install it automatically.

After OCX installed fully, then input the user name and password to login the camera.
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3. SOFTWARE OPERATION (IE BROWSER)

Choose the suitable language, input correct user name and password, then click “Login

For example,if the factory default settings as below:
IP Address:192.168.1.155

User name: admin Password: admin

nguage English »

“admin

Login [f A

2. Mobile Phone (For Browser that supports Javasoript).
3. Please downloed and complete the install

_Load OCX

if your first sign in or sign in does not properly display video.

Figurel.8

Eotlsl English »
gt : Choose languages here

_: For mobile phone login
: For OCX installation

Login ) ) )
-: Click to login the IE interface as below:

Neiwork Yideo Server

Figurel.9
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3.1. Three main functions:

G

Figure2.0

u Live video: Click it, back to live video window from “Playback” or “Params settings”
(O]
Playback: Click to query and playback the video files (Details see 5 Playback)

] Params Settings: Setting the camera’s parameters (Details see 4 Params settings)

3.2. For Live Video

3.2.1 TOP Menu:

Figure2.1

D] Play: Play the live video.
[Cﬂ Stop: Stop the live video.
%]
@J Listen: Click it to enable listen function, the icon will change to green color can hear the live

audio from camera via PC if audio is ON. Click it again, will stop listen function.

) . : . . )
[QJ Talk: Click it to enable talk function, the icon will change to green color can talk between PC and

camera if audio device connected. Click it again, will stop talk function.

Capture: Click to take snapshot, the picture be saved in the PC to it's appointed path as JPG format,

and pop-up the prompt as below:

DVEHIP ™1 X

L) 'l-n, Capture Suce

Figure2.2

[Q] Record: Click to start record manually, the icon will change to green color Record file will be

saved in the PC to it's appointed path as AVI format. Click it again, will stop record function.
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[ b
L[.‘V] Clear Alarm: Click to stop the alarm manually when there is an alarm triggered, and pop-up prompt as
below:

! Clear alarm suce
Ley

Figure2.3

[@J OSD Settings: Click it will pop-up the OSD settings interface, including OSD Color, Frequency, Image

Mirror and Flip.

nsh Silwer n
Frequency | R0HZ n|
Mirror [ ]
Flip [
o Close.
Figure2.4

OSD: Means “On-Screen Display”
OSD Color: Including Disabled, Black, Red, Green, Blue, Purple, Gray, Silver, Yellow, Olive, Turquoise, White,
Light Blue etc.

0SD  |Silver !

Dizabled
Black
Eed
Green
Fll]:l Elue
Purple
Gray
Silver
Tellow
0live
Turgquoize
Vhite
Light Hlue

Frequency

NMirror

Figure2.5
Frequency: Including 50HZ, 60HZ, Outdoor.
50HZ/60HZ for the users who use 50HZ/60HZ frequency, outdoor for the users who want to use this camera

to monitor the outdoor environment
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05D
Frequency
Mirror

Flip

Silwer n
OHI |
GOHE

AOHE

Outdoor

Mirror and Flip

Figure2.6

Mirror: Select this icon to see the mirror image. Erase it, will back to normal.

Flip: Select this icon to see the reversal image. Erase it, will back to normal.

0Sh  Silwer E

Frequency S0HZ n|
Mirror
Flip

Figure2.7

NOTE: You can choose Mirror and Flip function when you set up the camera in a special position.

E] Full Screen: Click it, shift to full screen mode, double click left mouse or click the icong‘ on the left

bottom to exit full screen mode

3.2.2 Left Side Menu:

There are some basic operation icons listed on the left side menu as below:

Figure2.8
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PT Control: Not Applicable

Figure3.0
: Click this one, you can view the main channel of the camera you login, move the mouse to the icon,
the frame will change to red color-.
E: Click this one; you can view 4 Channels of cameras which connected, from CH1 to CH4. move the
mouse to the icon, the frame will change to red coIor-.
: Click this one; you can view 9 Channels of cameras which connected, from CH1 to CH9. move the

mouse to the icon, the frame will change to red coIor-.

NOTE: If you want to view 4/9 channels, you should set the Multi-Device firstly (See 4.13 Multi-Device
Settings)

Figure3.1

: PTZ speed: Not Applicable
: Brightness: set value from 0 to 255, click the icon, it will back to factory settings.
: Contrast: set value from 0 to 255, click the icon, it will back to factory settings.
: Hue: set value from -128 to 127, click the icon, it will back to factory settings.

u: Saturation: set value from 0 to 200, click the icon, it will back to factory settings.

Figure3.2

There are 9 icons U at the bottom of the Ul which show the status of each channel of the camera.
U: Grey color: means there is no device connected to the main device from this channel.

l;]: Green color: means the device connected from this channel, and it works well.

U: Red color: means the device of this channel is recording.

ﬂ: Yellow color: means set this channel in multi-device already, but it fails to connect to the main device.
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4. PARAMS SETTINGS

4.1. Device Info.

Click “Params Settings” icon , select “Device info”, it will show the basic information such as “Device

ID”, “Device Client”, “Device Host”, “Description”, “IP Address”, “UPNP Status”, “DDNS Status” etc.

Default device name is “IP Camera”, users can change the camera’s description here, picture as below:

Device Info
Wideo Info
Audir

htation

4.2.Video Info.

Device D

Device ClientVersion

Device HostVersion

Description

IP Address

UPMP Status

DDMNS Status

Click “Video Info” to enter the interface as below:

[000dcsdaetbs

[114536

[83.2.5.68ki

[IP CAMERA

[192.168.1.155

|I\iorma!

Mormal hitp:Afea01 apexisip.com:155

Figure3.3

Neitwork Yideo Server

>Video Info

Refresh

Save

Resolution

Frame Rate
Bit Rate

Image Cluality

Resolution
Frame Rate

Bit Rate

Image Quality

Initial-Strearm

1280%720
25

[ | 2Mbrs

Standard

640%368
10

[]  384Khis

Standard

fain-Stream [ sub-stream

Undate
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Figure3.4
There are two option for stream, Main-Stream and Sub-Stream, users can set the stream based on the
actual operation environment, for example, if the band width is good enough, set Main-Stream as
Initial-Stream, or choose Sub-Stream will be better.
Set the parameters of Main-Stream and Sub-Stream as below:
Resolution: 1280x720, 640x368, 320x208 optional.
Frame Rate: Set the frame rate according to the band width. Frame rate could be “Auto” or “from 1fps to
30fps(Real time)”. if the network situation is not ideal, can reduce the frame rate to control the coding rate,
make the moving pictures more smoothly
Bit Rate: Higher bite rate means better quality images, but take more band width, so please adjust the

settings according to the actual band width. The range of bit rate from 128Kbps~4Mbps.

Bit Rate 384Kb/ = “
128Kb/ =
Image Quality [] |256Kb/=
38dEb/ =
N = 1 ok <
T68Eb/ =
Resolution 1Mb/ =
Wb/ =
Frame Rate 4Mb/ =
Figure3.5

Image Quality: Better image quality, higher bit rate value, and it will take more band width, the image quality

parameters could be set as below:

Image Quality Good n

Worze

Sozo0

Not bad
Medium
Standard
Frame Eate oot

Well

Bit Rate [ |Pretty good

Rezolution

Figure3.6

NOTE: When the device runs, only can select Bit Rate or Image Quality either.

4.3. Audio Settings

Click “Audio Settings” to enter the interface:
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>Audio Settings

Dewice Infa

¥iden Info

l Audio Settings

Motion Detection

Built-in headset
[:I External headzet Update

Marm Settings

Basic Hetwork Settings

Figure3.7
Built-in headset: Choose built-in MIC as the audio input device.

External headset: Choose external headset as the audio input device.

4.4. Motion Detection
Click “Motion Detection” to enter the interface:

Nelwork Video Server

>Motion Detection

Mation Detection

Sensitivity High E
Alarm Duration 55 n
Scheduler O
Wi 1 Seftings e i '
UPR Action With Alarm
[]  Aarm output
Indic inogs ey
= - D SD-Card Record
' - (* Hold down the left mouse button and drag to add the D Send E-mail
detection zane)
[ FTF Upload
Area ID | [ Detect Al H Clear ]
[ Save l [ Update
Figure3.8

Motion Detection Zone Armed:
Can set all zone to be armed, or a specified zone armed.
Before setting a specified zone, should set "Motion Detection” to "ON", then press left mouse, drag it on

video area to set the detection zone, and save it, supports 3 area |ID mostly.
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Network Yideo Server

>Motion Detection

Motion Detection

Sensitivity High 7|
Alarm Duration a8 n
Scheduler i

Vith Alarm

O
O
O
O

Alarm Output

S0-Card Record

(* Hold down the left mouse buttan and drag to add the Send E-mail
detection zone)
FTF Upload
Area D [ Dietect All H Clear ]
[ Save l [ Update

Figure3.9
e Detect All: Setting the whole video window as the motion detect armed zone.
e Clear: Clear all armed zone.

e Motion Detection: Set motion detection armed function ON/OFF.

Motion Detection] |QFF n
COFF
Senzitivity an
Figure4.0

e Sensitivity: Set detection sensitivity as Low, Middle, High, Higher, Highest.

Senzitivity High n
Low
Alarm Duration Niddle
Hizh
Action With Alarm Higher
Highes=t

Figure4.1

e Alarm Duration: Set each alarm duration, can be forever, 5s, 10s, 15s, 30s, 60s.

Alarm Duration 30= n
Forewer
Action With Alarm b=

10=

[] Alarm Outpd15s
0=

[] sb-Card Rd A=

Figure4.2

Action with Alarm
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These are actions optional for motion detection.

Action With Alarm

[] Alarm Output
[0 sp-Card Record
[ Send E-mail

[1 FTP Upload

Figure4.3
e Alarm output: Select it to enable alarm output, unselect to stop.
e SD-Card Record: Select it to enable record in SD card, unselect to stop.
e Send E-mail: Select it to enable E-mail alert function, unselect to stop. (Mail service details see 4.14)
e FTP Upload: Select it to enable FTP upload function, unselect to stop. (FTP details see 4.15)
Click Save to save all the settings.

Click Update to refresh the settings.

4.5. Alarm Settings

Click "Alarm Settings” to enter the interface:

Network Video Server

>Alarm Settings

External Alarm OFF

Alarm Duration 55 E
Lose SD-Card Alarm OFF |
Alarm Input Enhable Mode MO n ‘

D Alarm Output

[] so-card Record

Action With Alarm
. [ send E-mail
Manage [] FTP Upload
Scheduler D
Save ] [ Lpdate
Figured.4
e External Alarm: Set external alarm function ON/OFF.
I External Alarml 0OFF n
: oN
b8larm Duration OFF

Figure4.5
e Alarm Duration: Set external alarm output duration(Relay close time), can be Forever, 5s, 10s, 15s, 30s,
60s.

19 of 40



More Security, More Convenience

IElarm Dura‘tiu:unl 0= n
Loze SD-Card Alarm E:rever
10=
Alarm Input |Ex I
ilz
Az
T oI arm oarpae

Figure4.6
e Lose SD-Card Alarm: Set alarm triggered ON/OFF if the SD-Card is lost.

IL-:use SD-Card P;larml QOFF n

Alarm Input QFF

Figure4.7
e Alarm Input: Set alarm input ON/OFF, it supports NO/NC external alalrm device, shoose the correct mode

to make sure it works well, it refers to the 1/0 pin6(Input2) and pin7(Inputl).

Alarmm Input Enable Mode [NO [l
[]u]
M
Alarm Input 2 Enable Mode
Figure4.8

e Action with Alarm

These are actions optional for external alarm triggerred.

|:| Alarm Output
[] sD-Card Record
[] send E-mail
[] FTIF Upload

botion With Alarm

Figure4.9
Alarm output: Select it to enable alarm output, unselect to stop.
SD-Card Record: Select it to enable record in SD card, unselect to stop.
Send E-mail: Select it to enable E-mail alert function, unselect to stop. (Mail service details see 4.14)
FTP Upload: Select it to enable FTP upload function, unselect to stop. (FTP details see 4.15)
Click Save to save all the settings.

Click Update to refresh the settings.
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4.6. Basic Network Settings

Click "Basic Network Settings” to enter the interface:

>Basic Network Settings

Metwark Type Static Address 5
Media Part
Mobile Port
RTSP Port 254
IP Address
Subnet Mask
I DNS Setvar 192 168, 1 . 1
Settings MAC Address |-Ja.11-zz:33:44:55

Enable DDMNE

DOMNS Server Type

DODMNE User
DOMS Password

DDME Host Mame

Close n

Factary DDRS

ahe

| abcapcam.cam

Save ] [ Update

Figure5.0

Network Type: There are three modes: Static Address, DHCP, PPPoE.

Network Twpe Static Addresi
: Static Addrezs
Media Port DHCE
Web Port PPFoE
Figure5.1

4.6.1 Static Address

Set network parameters manually
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Network Twype Static Addresi

Media Port 38401

Web Port &l

Mobile Port 2012

RTSF Port 854

IP Address 182, 188. 1. 231

Subret Maszk 25h, 2BA, 266, 0

Gat eway 192, 168, 1.1
Figure5.2

e Media Port: Default is 38401.

e Web Port: Default is 80.

e Mobile Port: Default is 2012.

o RTSP Port: Default is 554.

e I[P Address: Set the IP address of camera.

e Subnet Mark: Default is 255.255.255.0.

e Gateway: Set the gateway of IP camera. If the camera connect to extranet via router, then the gateway is
the router’s IP.

NOTE: Please don't change the Media Port, Web Port, Mobile Port, RTSP Port if no necessary.

4.6.2 DHCP

Choose DHCP, the camera will get IP address automatically.

Network Type DHCP k2
Media Port 38401
Web Fort &0
NMobile Port 2012
RTSE Port EE4
Figure5.3

e Media Port: Default is 38401.

e Web Port: Default is 80.

e Mobile Port: Default is 2012.

o RTSP Port: Default is 554.

NOTE: Please don’t change the Media Port, Web Port, Mobile Port, RTSP Port if no necessary.

4.6.3 PPPoE

Set parameters here to enable PPPoE function.
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Network Twpe FFFPoE n
Media Port J&401

Web Port a0

Mobile Fort 201z

RISP Port F54

Enable FFPFoE Open n
FFPoE User abec

FFPoE Faszzword EE 3

FPPoE IP Addr

Figure5.4
e Media Port: Default is 38401.
e Web Port: Default is 80.
e Mobile Port: Default is 2012.
o RTSP Port: Default is 554.
e Enable PPPoE: Choose Open to enable PPPoE function.
e PPPOE User: The account provided by ISP
e PPPoE Password: The password provided by ISP.
e PPPOE IP Addr. If PPPoE dial-up succeed, will display the IP address distributed by ISP.
NOTE: Please don't change the Media Port, Web Port, Mobile Port, RTSP Port if no necessary.

DNS Server 192, 168. 1.1

MaC Addrezs

Figure5.5
e DNS Server: Set DNS server
e MAC Address: MAC address of IP Camera.

If you don’t know Subnet Mask, Gateway, DNS Server. Please check the Local Area Connection Status of
your computer; it contains all these information, steps as below:

1. Control Panel > Network Connections > Local Area Connections > Support > Details

2. Find the local connection icon Eﬂ from taskbar, left click it, choose Support > Details
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"~ Motwork Connections.

dvanced  Help — -

Qo= - © iI__F‘Sﬂﬂ-d- [ Foues | [

Arcieas | etwark Ceenedians

ATy e OIS L [ ocal Area Connectian Status
Network Tasks

= Local Area Cormection _ﬁ'ﬂ'ﬂi
[E] Create anew Cornacted, Firewated

gr@:hm ; 4, Foakek RTLEL39/310x Fa Conrection shabus
g dfi:fn;wnrkc‘ima Addaz: Tupa: Agzigned by HCP

- Emis“:m” ! IP fckdiess: 192168150
& Disable this netwark Subnel Mask: 295 255.255.0

& Ropat the cormestion Dl Galessay: 19216811

W) Rename this cornsttion __Delaia :
Click here

W o status of this

cannection
Change settings of th “Windows did not detect problems with this i
L.&mnmclr: bty Eam?aitnllmwnwmu:mddc
L
|
Figure5.6

"+ Metwark Connectizns o [=11E3

Eck Vicw avorkes T 1 ; a

Qe - G T D [ rddes | [

~*Local Area Connection Status

“  LaMar High-Speed Internet
Metwork Tasks r
Hetwork Connection Datails

@—Ftﬂm:m
1 :1 Reakek RTLSLIAA10: Fal  Helwark Connaction Detals: =
fupete. Moy
: Ssame Subnet Mask anfl | Priesiste O0EODOF 230
R Cicabe e 4y of the camera with—]-{{ sumetbtas: FHEEERD
dervics Drafad Galeway 19@1@; 1
9, Repiir this confiscbion i L ease Obnaned 1331;?2'3{?31&&
Q Perams this connection . Lemaze Evpiras M1G?23T§Z}dd
® vz theraiare two DNS servers, DR Sorvme ez
4] cheree settnc: S/ B CEIN St any of them. RTTEL
MR Gamg vith gateway is also O
Other Places
B coriral Pans! -
R My Hstvork Places
L) v Documents -
Figure5.7
If you don’t know the DNS Server, you can set it the same as Gateway.
4.6.4 DDNS: Enable DDNS function.
Enable DDNS Open ki
DDHS Serwver Twpe Factory DDNS n
DDNS User |abe |
DDNS Pasaword | e |
DDNS Host Name |ab-:'. ALDCAN. COMm |

Figure5.8

There are 2 options:
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Factory DDNS: This domain is provided by manufacturer.

Third Party DDNS: This domain is provided by the 3rd party, such as Dyndns, 3322 etc.

e Enable DDNS: Set DDNS function ON/OFF.

e DDNS Server Type: Set DDNS server type, such as factory DDNS or third party DDNS server provider.

e DDNS User: Registered user name from DDNS server. (If use factory DDNS, it can’'t be modified.)

e DDNS Password: Registered password from DDNS server. (If use factory DDNS, it can’'t be modified.)

e DDNS Host Name: Domain name set by user. (If use factory DDNS, it can’t be modified.)

For the third party DDNS, you have to register an account firstly, keep the user, password, host, then input it.
NOTE: Only one DDNS can be chosen, for example, if you use manufacturer’s DDNS, the 3rd one won't work,

if use the 3rd DDNS, the manufacturer’s one won't work.

4.7. Wireless Lan Settings

Click "Wireless Lan Settings” to enter the interface:

Network Video Server

>Wireless Lan Settings

MNetwoark Type Encryption Authentication

|

Using WWireless Lan
| e
S2D |Test_W|ﬂ
Drate Tin
Wult-De Metwork Type L |
Ma 5 Encryption TKIP 7|
Authentication WPAZ-FSK ﬂ
=
Update
Figure5.9

Click the icon “Search” to scan the wireless network in this environment automatically.
Using Wireless Lan: Set WiFi ON/OFF.

SSID: the ID of Wireless network, it should be the same SSID as the connected WiFi router.
Network Type: Two modes:

1. Infra (Infrastructure Mode) , if using normal AP, choose Infra mode..

2. Ad-Hoc Mode. If using point-to-point transmission, choose Adhoc mode.

The factory setting is Infra.
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e Encryption: WEP, TKIP, AES optional.

e Authentication: WEP: Open System or Share Key. TKIP (AES): WPA-PSK or WPA2-PSK.

e Select Key: Choose the channel of WEP share Key.

e Key: Input the key the same as the settings in your router.

All the WiFi encryption mode should be the same as WiFi router which connected, and different encryption

has different authentication menu.

4.8. UPNP Settings
Click “UPNP Settings” to enter the interface:

>UPNP Settings

+ 2. Click it to zubmit the =zettings

Enable UPNP | save || | uvpdate
1. Choose it to enable UPNP

Figure6.0
Enable UPNP: Set UPNP function ON/OFF.
Select it to enable UPNP, then the camera will do port forwarding automatically.
It's helpful for using DDNS, if your router support UPNP, then you no need do port forwarding in router.
NOTE: Here UPNP only for port forwarding now. It has much relation with security settings of your router,
make sure the UPnP function of router is ON.
ATTENTION: If your router doesn’t support UPNP function, it may show error information. So we recommend

you do port forwarding manually in your router.

4.9. Cruise Settings
Not Applicable

4.10. Indicator Settings

Network Yideo Server

>|ndicator Settings

Indicator Maode Blink when network connected; Slow blink when no cannection ﬂ

Blink wwhen network connected; Off when no connection
Blink wwhen network connected; Slow blinkwhen no connection '
Alvways off

Indicator Settings

There are 3 Indicator Modes,choose the one,then click "Save"
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4.11. User Manage

Click “User Manage” to enter the interface:

Network Video Server

>User Manage

Rights
Super Adrinistrator
dd

Edit

Delete

Update

Date Time Se

hulti-Device Settings

Figure6.2
Every camera supports 16 users, and every user can be divided into three grades including Super
Administrator, Administrator, Operator, Visitor.

Click Add, will pop-up the window as below:

UserName | input a name |

Eightz |administrator n
badminlstrator s
Operator level
Vizitor

Figure6.3

Pazzwaord

zubmit

Super Administrator: Every device has a super administrator, it has the highest permission, can set all the
parameters.

Administrator: Lower permission than super administrator, it can set most of the parameters except adding
or editing other administrator accounts.

Operator: Lower permission than administrator, can do some operation such as pan/tilt control and set some
parameters.

Visitor: The lowest permission, only can view live video, can’t control the pan/tilt, parameter settings etc.

4.12. Log

Click “Log” to enter the interface:
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Network Video Server - %
.
>Log
admin 192.168.1.184 20130415 10:483:48 Login In
admin 192.168.1.184 20130415 10:683:48 Login Cut
admin 192.168.1.184 20130415 10:26: Login In
root DEVICE Power On
raot DEVICE 20130415 10:18:42 Fower Off
admin 192.168.1.188 2030415101512 Login In
root DEVICE FPower On
raot DEVICE 20130415 101250 Power Off
admin 1821681188 20130415 10:13:.05 Login In
root DEVICE Fower On
raot DEVICE 20130415 10:08:45 Power Off
root DEVICE Fower On
root DEVICE 201304715 10:08:01 P over Off
admin 192168.1.188 201304/11510:08:245 Login Cut
admin 192168.1.188 201304/11510:08:23 Set Config
admin 192.168.1.188 20130415 10:07:40 Lagin In
raot DEVICE Fawer On
raot DEVICE 20130415 10:01:40 Pawer Off
admin 192.168.1.188 20130415 10:03:58 Lagin Cut
admin 192.168.1.188 20130415 10:03:52 Set Canfig
admin 192.168.1.188 20130415 10:03:29 Lagin In
admin 192.168.1.184 200413128617 Lagin Cut
admin 192 168.1.243 20130413 12:28:04 Login Cut
admin 192.168.1.184 MM A041M 3122715 Login In
admin 192.168.1.243 203043122707 Login In
2t Taal
Clear Lpdate 16
Figure6.4

Record user information, including account, date, time, visitor IP address etc.

4.13. Date Time Settings

Click “Date Time Settings” to enter the interface:

»Date Time Settings

Datelime 1970-01-01 0&:08:06

Time Zone GMT+E n

Tine Mode HTP Time ]
NTF Serwver clockl. redhat. com n

Figure6.5
Date Time: Display the current date and time
Time Zone: Set the current time zone
Time Mode: Can choose PC Time or NTP Time.
Time Mode NIP Time B
HTP Time
NTP Server FC Time (7]
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Figure6.6

NTP Server: Choose the relevant NTP sever when set time mode as NTP Time.

4.14. Multi-Device Settings

Click “Multi-Device Settings” to enter the interface:

Figure6.7
Click Search, all the cameras connected in the Lan will be listed, then select a number from the bottom

window, click edit, will pop-up a parameter settings window:

Enable
Id |2 7]

Hoat |192. 168. 1. 223

Web Port |223

TzerName |fl

|
|
Media Port 38401 |
|
|

Password |*

Figure6.8

Choose the ID, input host, web port, media port, username, and password manually, click OK to submit.

4.15. Mail Service Settings

Click “Mail Service Settings” to enter the interface:

>Mail Service Settings

Enable Smtp
Addresz=zer |ab'3 |
Outbox |abc@163. com |

supportd@abe. com. on

Inbox

SNTP Serwer |sm‘tp. 163, com | [] s5L Login

SNTP Port |25 |

Luth TUszer

[ |

Fleaze =zawve at first, and then test
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Figure6.9
Enable Smtp: Set e-mail function ON/OFF.
Addresser: Set sender’s name.
Outbox: Set sender’s email address.

Inbox: Set receiver’s email box. (support the most 3 emails simultaneously)

: Add email address

: Delete email address which selected.
SMTP Server: The sender’'s SMTP server.

SMTP Port: The sender’'s SMTP Port, usually is 25, some SMTP server have its own port, such as the smtp
port for Gmail is 465.

Auth User: Verify the user settings

SMTP User: Set sender’s user name.

SMTP password: Set sender’s password.

4.16. FTP Service Settings

Set FTP service, Snapshots will be delivered to appointed FTP server when alarmed.

Click “FTP Service Settings” to enter the interface:

>FTP Service Settings

Enable FTP
FIP Server |192. 168. 1. 163 |
FIP Port |21 |
FTP User iselin |
FTP Pazsword |****** |
—
Upload Folder \/var/ftp/test |
FTF Mode PORT H

Pleaze sawve at first, and then test

Figure7.0
Enable FTP: Set FTP function ON/OFF.
FTP Server: Set FTP server address.
FTP Port: Set the port of FTP server, default is 21.
FTP User: Set the user name of FTP server.
FTP Password: Set the password of FTP server.
Upload Folder: Set the path of remote FTP server. Make sure that the folder you plan to store images exists.
For camera couldn't create the folder itself. Also, the folder must be erasable.
FTP Mode: It supports standard (POST) mode and passive (PASV) mode.
Click save to submit, click test to check the settings.

NOTE: Only alarmed, there will be 3 snapshots sent to the FTP server every 1 second.
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4.17. P2P Settings
Users don't need to change the P2P Settings

4.18. SD Card Info.

Click “SD-Card Info” to enter the interface:

>SD-Card Info

Device Mame W

Total Size IW [fil=]

Free Space 27739.844 MB Faormat
State Marmal Update

Cpen Auto cover [:I

Cpen Pre-recording D

Alarm capture to 5D card il

Pre-recording Time 3 n Seconds
Record Strearn Main-Stream n

Manual Rec anl E
Manual Rec Pack Time 10 n Minutes Update

Figure7.1
Device Name: Display the name of SD card.
Total Size: Display the total size of SD card
Free Space: Display the free space of SD card
State: Display the state of SD card.
Format: Click it to delete all data and format the SD card. (All data will be lost if formatted)
Open Auto cover: Set SD card auto cover when it's full.
Open Pre-recording: Set Pre-recording function(Record the video before alarm triggered).
Pre-recording Time: Set the Pre-recording time, could be from 1 to 6 seconds.

Record Stream: Choose the stream here.

4.19. Local Settings

Click “Local Settings” to enter the interface:
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> ocal Settings

Enable Alarm fudio |:|
Enable Alarm Rec £
Alarm Rec Time 1 Minute n
Marnual Kec Pack Time 30 Minutes n
Record Path |D=“~RECF1133 | I Erowse ‘
Capture Path |D:'\CapFiles | I Browse }
Figure7.2

Enable Alarm Audio: Set audio ON/OFF once alarmed.

Enable Alarm Rec: Set alarm record function ON/OFF.

Alarm Rec Time: Set alarm record duration time, can be 30s, 1min, 2min, 3min, 5min.
Manual Rec Pack Time: Set the manual record file pack time, can be 30min, 1h, 2h, 3h, 5h.
Record Path: Set the path for record file saved..

Capture Path: Set the path for snapshot saved.

4.20. System Tool

Click “System Tool” to enter the interface:

>System Tool

[ Feboot Dewvice l

I Restore Factory Settings l

TTpzrade Dewvice Firmware | | [ Browze l [ Start l

TTpgrade Dewvice Web TI | | [ Browze l [ Start l

Figure7.3
e Reboot Device: Click to Reboot the camera.
e Restore Factory Settings: Click it, all the parameters will be back to factory settings.
e Upgrade Device Firmware: Click “Browse”, choose the correct system file for upgrade, then click “Start”.
e Upgrade Device Web Ul: Click “Browse”, choose the correct Web Ul file for upgrade, then click “Start”.
NOTE: Please use the correct upgrade file, must keep the power on when upgrading, wired mode suggested,

because wrong operation or incorrect upgrade file maybe damage the device.
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5. PLAYBACK

CIick[ R, 1 login the playback interface, this is for SD Card files playback.

Network Video Server

Figure7.4

Click search icon, will pop-up a window for search file, set the mode or time, click OK to submit, then
all the correlative files will be listed on the right side.

1.Click. it to.search the file

Search File 2.Pop—up the zearch window

Begin Time |

— 5.Choose the search mode

b 4. Select the file type

End Time |20

P

Figure7.5
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Search Mode: There are 4 search modes optional.

Search File

ISearch Mudeli vl

File Tvpe [Time
Type and Time e

Begin Time LALL 31 5|

End Time i:‘zaséé- T= & |s::f 33501 |

@ o=

Figure7.6
1. Type: means search by the file type.

Search File

Search MNode |T3.r1:|e vl

Figure7.7

2. Time: means search by the appointed record time

Search File

Search Mode |Type and Time vi

|

File Type [Motion Detectior v|
|
i

Begin Time 2011~ 7- & | 10:33:31 ;‘

End Time |2011- 7- 8 v [10:33:31 &
[V

Figure7.8

3. Type and Time: means search by both file type and appointed record time.
4. All: means all the files.
After searching, files will be listed on the right side window, choose the file, double click it or click play icon }

to start replay. Users can check the replay file information here, do other operation such as Stop,

Pause, Previous, Next, Fast Backward, Fast Forward etc.

Figure7.9
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Image Enlarge and Reduce
During playback, users can enlarge the image to see the video details, it supports 2X, 4X, 8X zoom.
Click the enlarge icon, will pop-up a window to choose the zoom in type.

Click the reduce icon, will zoom out the image.

Figure8.0

Audio:
During playback, users can adjust the volume, drag the volume icon on the right bottom side.
e .

Figure8.1
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6. FREQUENTLY ASKED QUESTIONS

1. | have forgotten the administrator username and/or password

There is a [RST] button on the rear panel, keep the power on, hold the reset button for 10 seconds, it will
restore back to factory default settings as below:

Username: admin

Password: admin

NOTE: Please don't press RST button if without professional guide.

2. There is no picture displayed in IE browser
It maybe the ActiveX problem,

If use the IE browser for the first time, should install the ActiveX, details as below:

Before login, click the ActiveX icon [—] at the right side of interface to download, save the file, run

it to install the ActiveX.

3. Fail to visit IP camera via IE after upgrading
Solution: Clear the browser buffer.
Steps: Open IE>click “Tools™> “Internet Options">"“General”>"Delete”> “Internet temporary files”, delete

the cookies and temporary files, then click “OK” and re-login.

4. Thevideo is not smooth

Possible reason 1: The frame rate value is too small.

Solution: Increase the frame rate value.

Possible reason 2: Too many users are connecting to the device.
Solution: Close some connection or reduce the video frame rate.
Possible reason 3: Network bandwidth is too low, lots of lost packets.

Solution: Reduce the video frame rate or video compression bit rate.

5. Fail to visit IP camera via IE browser

Possible Reason 1: Network is disconnected.

Solution: Connect your PC to network, check whether the network works well or not. Check whether the
cable problem, or network problem caused by PC virus.

Possible reason 2: IP Address has been occupied by other devices.

Solution: Stop the connection between IP camera and network; connect the IP camera to PC

directly, reset IP address according to the proper operations recommended.

Possible reason 3: IP addresses are in different subnets.

Solution: Check IP address, Subnet masking and Gateway.

Possible reason 4: Physical address of network conflict with IP camera.
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Solution: modify the physical address of IP camera.

Possible Reason 5: Web port has been modified.

Solution: Contact Network Administrator to obtain related information.

Possible Reason 6: Unknown.

Solution: Press RESET to restore to factory settings then connect it again, the default IP address is
192.168.1.155, subnet mask is 255.255.255.0

6. The color of image is abnormal (Green or other color)

Sometimes the IP camera images cannot be displayed properly because of different graphics cards, the
images appears to be green or other colors, then you should run the programme “Config.exe” from the
downloaded OCT files.

(or run C:\windows\system32\Config.exe) to set the following parameters of display buffer: auto-detection,
used display card memory or system memory,

then run IE , connect IP camera again.

7. There is no voice while monitoring

Possible Reason 1: No audio input connection

Solution: Check audio connection of the host

Possible Reason 2: the relative audio option of IP camera is OFF.

Solution: Check audio parameter settings to see if you have set the audio option ON, but without external

audio input.

8. Image processing doesn’t work properly

Possible Reason 1: System problem, DirectX function is disabled, which will cause slow display of images
and abnormal color.

Possible Reason 2: Hardware problem, graphics card doesn't support image acceleration and hardware
zooming functions. (For hardware issue, the only solution is to change the graphics card)

Solution: Install DirectX image driver, then click “Start”>"Run”>input “dxdiag”, set enable "DirectDraw

Acceleration" "Direct3D Acceleration " "AGP Texture Acceleration" functions.
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|System| Display |Sour|d I Input |

Device Drivers

Mame: ATIRadeon HD 4300 Series Main Driver: atiumdag.dll,atidxx32.dll atidxx64,at
Manufacturer: ATI Technologies Inc. Version: 8.632.1.2000
Chip Type: ATI display adapter {0x954F) Date: 2009/8/18 2:20:38
DAC Type: Internal DAC(400MHz) WHGQL Logo'd: nfa
Approx. Total Memory: 1275 MB DOI Version: 10.1
Current Display Mode: 1024 x 758 (32 bit) (75Hz) Driver Model: WDDM 1.1

Monitor: i FA EIHGRNA iiles

DirectX Features

DirectDraw Acceleration: Enabled
Direct3D Acceleration: Enabled
AGP Texture Acceleration:  Enabled

MNotes
= No problems found.

Help [ Next Page ] [ Save All Information... ] [ Exit

Figure8.2

Note: If you are unable to do it, it means your DirectX is not installed properly or hardware doesn't support this

function.

9. Fail to use DDNS

Possible Reason 1: The PC or IP Camera can’t connect to the internet.

Solution: Check the internet connection and settings.

Possible Reason 2: Port forward is not set in router.

Solution: Set the port forward of extranet in router correctly.

For example, if IP Camera address is: 192.168.1.100, Media port is 38401, Web port is 85, factory DDNS is
http://test.aipcam.com. Use TP-Link router as below:

(1) Login the router.

+ Virtual Servers

= Porl Triggering

(2) Choose “Forwarding”, select “Virtual Servers”

(3) Click the Add New button, pop-up below:
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Add or Modify a Virtual Server Entry

Service Port: | (Rl Or B
IP Address: I

Protocol: | ALL j
Status:  |Enabled =~
Common Service Port: |_5.;|e.31 One— j
Save | Reum |
Figure8.3

Fill the service port as 85, IP address as 192.168.1.100, click Save.

(4) Repeat the step 3, will pop-up the window again, fill the service port as 38401, IP address as
192.168.1.100, then save.

(5) Then check the “Device Info” —“DDNS Status”,

Will show DDNS: http://test.aipcam.com:85 , input this link in IE, then can visit this camera remotely.
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7. OBTAINING TECHNICAL SUPPORT

While we hope your experience with the IP CAMERA network camera is enjoyable and easy to use, you may
experience some issues or have some questions that this User’'s Guide has not answered. Please contact

your reseller and ask for help firstly, if they could not resolve your issue, please contact our company.

If your cameras do not support some special functions showed in the manual, please contact our technical

support team to obtain the latest Firmware and WEB Ul file for doing upgrade.

NOTE: Some old version cameras can’t be upgraded to the latest version, that’s not only the software
difference, but also the hardware difference. If you can’t make sure of it, please contact with our technical

support team directly.

FCC STATEMENT

1. This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference.

(2) This device must accept any interference received, including interference that may cause undesired
operation.

2. Changes or modifications not expressly approved by the party responsible for compliance could void the

user's authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation.
This equipment generates uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.
FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This

equipment should be installed and operated with minimum distance 20cm between the radiator & your body
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