5 Troubleshooting

| cannot access the Web-based configuration utility from the
Ethernet computer used to configure the router.

Check that the LAN LED is on. If the LED is not on, check
that the cable for the LAN connection is securely
connected.

Check that your computer resides on the same subnet
with the router's LAN IP address.

If your computer act as a DHCP client, check that your
computer has been assigned an |P address from the
DHCP server. If not, you will need to renew the IP address.
See the check/renew |IP address section under ‘3.2
Setting up TCP/IP’ for instructions.

Use the ping command to ping the router's LAN IP
address to verify the connection.

Make sure your browser is not configured to use a proxy
server.

Check that the |P address you entered is correct. If the
router's LAN IP address has been changed, you should
enter the reassigned |IP address instead.

| can browse the router’'s Web-based configuration but cannot
access the Internet.

Check the WAN LED is illuminated. If not, check the
physical connection between the router and the
DSL/ICable modem is OK.

If WAN LED is illuminated, open the WAN page of the
Web configuration utility and check the status group to
see if the router’s WAN port has successfully obtained an
IP address.

Make sure you are use the correction method (DHCP
client, PPPoE client, PPTP client or Manual) as required
by your ISP. Also ensure you have entered correct
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settings provided by your ISP.

For cable users, if you ISP required a fixed Ethernet card
MAC address, make sure you have cloned the network
adapter’s MAC address to the WAN port of the router.
(See the MAC Address field in WAN page.)

My wireless client cannot communicate with another Ethernet
computer.

Ensure your wireless adapter functions properly. You may
open the Device Manager in Windows to see if the
adapter is proper installed.

Make sure your wireless client is configured to use
Infrastructure mode. Also make sure the client uses the
same SSID and security settings (if enabled) with the AP.

Ensure that the wireless adapter's TCP/IP settings are
correct as required by your network administrator.

Check that the wireless adapter's MAC address is not in
the MAC address list if Access Control is enabled to use a
deny list. (See Wireless LAN page in Web configuration
utility.)

If you are using a 802.11b wireless adapter, check that the
Operational Mode item (in Wireless LAN page) is not
limited to use 802.11g. On the other hand, if you are using
an 802.11¢g draft adapter, check the Operational Mode
item is not configured to use 802.11b only.

Use the ping command to verify the wireless client's
communication.with the router's LAN port and with the
opposite computer. If the wireless client can successfully
ping the router's LAN port but fails to ping the opposite
computer, then verify the TCP/IP settings of the opposite
computer.

After | retrieved my saved configuration file, the retrieved
settings do not take effect.
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After you retrieved the desired file, you must reboot the
router to have retrieved settings take effect.



A Implementing 802.1x

A 1 Overview

In a typical 802.11-based wireless network, the security is often
established by the proper settings of SSID broadcast, security
mode, WEP keys and MAC-address-based access control.
However, for a network carrying sensitive information, a more
enhanced and effective security mechanism might be needed to
further protect the network against eavesdroppers. In this
circumstance, 802.1x would be a better choice to offer a
higher-level security solution.

Compared with the WEP encryption as defined by IEEE 802.11,
802.1x function offers the following advantages:

¢  Security. When a station requests access to a network, it
is required to be authenticated by a central authentication
server. Only an authenticated user is granted the network
acccess and thererby unauthorized access is blocked.

¢ Centralized user administration: The WEP key does not
need to be set at each station. Instead, centralized user
authentication, authorization and accounting are used in
802.1x.

¢ Dynamic key distribution: 802.1x can provides WEP
keys on a per-user, per-session basis. It's more secure in
that even an eavesdropper obtains a WEP key, it is no
longer valid after a user session terminates. It is also more
effective than fixed WEP keys since it spares system
administrators the tasks of updating the fixed WEP keys.
* Whether the WEP key can be dynamically distributed
depends on the authentication method used.
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A2 802.1x Function

This section explains the 802.1x function more specifically to help
you better understand howthe 802.1x operates.

A.2.1 Required Components

The following components are required to implement 802.1x on a
wireless network:

¢ Access Point (the Authenticator) : It actsas a
intermediary between the authentication server and the
supplicant.

¢ 802.1x station (the supplicant): A wireless station must
use 802.1x-compliant software such as Windows XP
built-in Wireless Zero Configuration Utility.

¢ RADIUS Server (the authentication server): A server
providing Remote Authentication Dial In User Service. It is
a central server for managing authenticaticatoin,
authorization and configuration for 802.1x stations.
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A2 2 Authentication Procedure

This section briefly describes the authentication procedure. In this
section, the abbreviation “STA” is used to refer to the 802.1x
wireless client.

1.

When an unauthenticated STA attempts to connect to the AP,

the authentication starts. In this initial stage, the STA sends an

EAP-start message to the AP.

The AP asks the STA to start the authentication. Then a series

of message exchange between the AP and the STA will start:

a. The AP replies with an EAP-request/identity message
requesting the STA ’s identity.

b. The STA sends an EAP-response message containing its
identity.

¢. The AP transfers all authentication-related messages to
the authenticator server (the RADIUS server).

The STA and the RADIUS server keep changing EAP
messages to perform mutual authentication. AP acts as the
intermediary only.

While the authentication procedure is performed, only EAP
traffic is allowed to pass through the AP; all other traffic are
blocked. That is, the STA cannot yet join the network.

The EAP authentication mechanisms can be MD5-challenge or
EAP-TLS as required.

When the STA passes the authentication, the RADIUS server
reports to the AP.

The AP in turn sends an EAP-success message to the STA.
At this point, the WEP key can be distributed. (Whether the
WEP key can be distributed depends on the authentication
type.)

The AP changes the originally controlled port state to be
authorized so that other network traffic are allowed
between the STA and the network.
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The following figure depicts a successful authentication procedure:

T = Amh =

802.1x Station AP (RADIUS Client) RADIUS Server

[

@ s1A associates with AP

-

9 AP asks STA to start authentication

- L —
e STA and RADIUS server perform mutual authenticaion
(using AP as the intermediary)

-

0 RADIUS server reports to AP that
STA has passed the authenticaion.

-

@ AP informs STA of successful
authenticaion.

@ STA can join the netwok.

52



5. Troubleshooting

A.2.3 EAP and Authentication Type

The Extensible Authentication Protocol (EAP) is a method of
conducting an authentication conversation between a client and an
authentication server. Intermediate devices (such as the AP) do not
take part in the conversation but just relay EAP messages between
the parties performing the authentication. 802.1X employs the
Extensible Authentication Protocol (EAP) as an authentication
framework.

The wireless network and the RADIUS sever should use the same
method to perform the authentication procedure. Two commonly
used EAP authentication mechanisms are MD5-challenge and
EAP-TLS, which are described as below:

¢ MD5-Challenge (Message Digest version 5)
Using this method, the user must provide the user name
and password to pass the authentication. In this type of
authentication, the WEP key cannot be distributed.

¢ EAP-TLS (Transport Layer Security).
Using this method, the wireless client computer has to
obtain a valid digital certificate from a Central Authority
(CA) or Smart Card for authentication.
In this type of authentication, the WEP key can he
distributed and the WEP key is created at random by the
AP
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A.3 Configuration Example

This section gives a specific example to explain how to establish

an 802.1x environment. The following components will be used in
our example network:

¢ Windows 2000 Server
— Active Directory is installed.

— RADIUS server is installed using “Internet
Authentication Service.”

— Certificate Services is installed (due to EAP-TLS is be
used as the authentication method in our example.)
¢ AP (Wireless Broadband Router)

— Connects to Windows 2000 Advanced Server through
its LAN port.

— The Wireless Broadband Router's DHCP serveris
used (192.168.1.100~152.168.1.150).
— 802.1x and WEP Key distribution is enabled.
— The SSID is set to “STR".
¢ 3802.1x Station

—  AWLAN card supporting 128-bit WEP is used.

—  Windows XP built-in Wireless Zero Configuration
Utility is used for 802.1x function.

¢ Authentication Mechanism

— EAP-TLS is used so that a session key is
automatically generated for wireless packets
encryption between the wireless client and the AP.

N
=

—_— LAN
O\ = i—

(—
802.1x Station AP (Wireless Broadband Router) Win2000 Server
192.168.1.1 192.168.1.10
= OSINInXR - SSID: STR - Active Directory
+ DHCP Server + RADIUS Server (IAS)

+ 802.1x enabled + Certificate Authority
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Part 1. Windows 2000 Server

Assumptions:

The following description assumes that Active Directory and a
RADIUS server using Internet Authentication Service are already
installed on the Windows 2000 server. For details on these
services, refer to the online Help of Windows 2000.

In Active Directory Users and Computers, a domain user “lan” was
created and will be used in our example.

Step 1: Install Certificate Authority.

Select Control Panel > Add/Remove Programs > Add/Remove
Windows Components > Certificate Services and then follow
the on-screen prompts to proceed. For details on installing
Certificate Service, refer to the online help of Windows 2000.

As this is the first CA in our example Active Directory domain, we
create an Enterprise Root CA named WirelessCA.

=10 x|
| aoon o |0 M@ DB @] n

Tren | Hame | Description
et ah TIwesersca Cortiiesrion dtherty

Step 2: Create a Radius client for the RADIUS server.

Install Internet Authentication Service (IAS) in Windows 2000
Server. For details on IAS, refer to the online Help of Windows
2000.

Then take the following procedures to create a RADISU client.

1. Start Internet authentication service in Administrative
Tools.
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2

3.

Right-click Client in the Tree window and select New Client

from the menu.

73 Intermet ARhentication SErve - Ll
| At Mo || = @@ W B @

Tiee | Ny [ashess [ Frotocn

&

Set Friendly name. In this example, N

O X

Hame arel Probimzl
Argn a rame and protocol o the chant

150 a hiendy: rame and proboca e the chent.

friendly rae [
Drolocet T |

e |

Set Client address. Enter the IP address of the AP. In this

example, 192.168.1.1 is set.

Set Shared secret. Enter the password for communication
between the AP and the RADIUS server. In this example,

secret is set.

Leave the other items in the default setting and click Finish.

aadrromisciene x|
Chord Indrraaten
S pecily nfomation megarding e clert

Lot oo (1P 4 DHSE

e Lj
CjeriVendar

RADILIS Stardaed =]
T Dl i b ol s 54 2 "

Ehred acast: -

Confim shased secast: =

etAP is set. Leave the
other items in the default setting and click Next.
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Step 3: Create Remote Access Policies.

1. In the Tree window, right-click Remote Access Policies and
select New Remote Access Policy from the menu.

" Interriet ALghenbic Macn SEree alolx

Ao Yew || G o= GW B &}
e | [T TS )
[y e —————rr T 152068001 RADSS

A ™ anelol
ek oelan

n P e
sty cowss ol o aoln.
Poicy sendy name
[

] o |

3. Click Add to add a condition. This example defines that this
policy should be used when Client-Friendly-Name is NetAP.

Various conditions are available. For details, refer to Windows
2000 online Help. Click Next.

TR x|
AR s
Name | Bescrcton
Lo Stanonrd Fhions b disisd by user
CEITTTEE— E| Cilleg Slakiaribd Phocrs e o ook oul oxgieded
2 Lieril b B Frendy rame fo e RADILS cherl [185 onkd
Tty ChentdP-fcckats: |P' addiaczs of FADILS chent. 145
D e condors o s, Dt wrckon Ml schues of AADIUS prooy on HAS . (145 ond
Dagpdnd Time-Aestnc.,.  Time periods and days of week duing which s
Sy e e R Framediictocel Thee protecol o be uted
Congmrs. HAS e L hng the HAS
NAS|Paddess IP axdierss of the MAS origmatieg the reaust 15
NASForType Type of chosical port uted by the NAS cognatn
SetviceType Tyme of tarece utas hat isctad
Tunrch Tioe Turmclng petoccks o be wied
fwincioms Groups TWindows groups that user beiongs o
L1} '] M
o . | =
v | | oo | o |
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4. Select Grant remote access permission. Click Next.

Add Remote Access Policy i x|

Parmissions
Determine whelher to grant o1 deny remate access permissian

‘You can use a Remate Access Policy either o giant certain access privieges to a
aroup of users, or bo act as & filler and deny access privileges o @ group of users.

tied conditiors:

€ Deny remate access permission

<Back | News | cencel |

Click the Edit Profile button and select the Authentication
tab.

Place a check mark in the Extensible Authentication
Protocol check box.

Select Smart Card or other Certificate for the EAP type.
Click OK and then Finish.

Edit Dial-in Profile - 2lx|
Dialin Coristraints | IP I Pultiink. |
Authentication Encryption | Bdvanced

Check the authertication methods which are allowed for this connection

¥ Estensible Authentication Protocol

Select the EAF type which is acceptable for this policy.

[~ Micresoft Ercrypted Authentication version 2 [MS-CHAP +2]
I~ Microsoit Ercrynted Authentication (MS-CHAF)

™ Encrupted Authentication (CHAP)
™ Unenerypted Authentication (PAP, SPAP)

i~ Unauthenticated Acc:

Allow remate PPP: clients to cornect without negotiating
any authentication method

oK I Cancel | Apply |

Step 4: Enable remote access login for the user.

1.

Go to Active Directory Users and Computers and double-
click on the user (“lan” in our example) to bring up its
properties window.
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Select the Dial-in tab and select Allow access. Click OK.

Ian Properties T 2%

Fiemote control I Teminal Services Profie
General | Address I Account i Prafile | Telephaones | Organization
Mernber OF Dialn Enviorment | Gessions

i~ Remote Access Permission [Diakin or WPN] -
= Allow access

" Deny access

@ by
- Callback Optiore

' Mo Callback

£ Set by Caller [Routing and Remote Access Service only]

O Always Callback to:

= a5

Nafine rantes b Anahle far Bhis Dialkin
connection.

oK i Cancel Apply

Part 2: Access Point

The following is the setting procedure for the AP.

Step 1: Setting the 802.1x function at the AP.

The following procedure is to enable the 802. 1x function. The other
settings of the Wireless LAN page are omitted.

1.

Enter the Web-Based Configuration Utility of the Wireless
Broadband Router and go to the Wireless LAN Security

page.

In 802.1x group:

802.1x: Select Used.

WEP Key Distribution: Select Enable.

If WEP key distribution is disabled, you will need to manually
set the WEP keys instead.

Re-authentication: Select Enable. This enables periodic
802.1x client re-authentication. VWWhen authentication times out,
the authenticator (AP) will request the stations to be reinitiate
the authentication process.
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Interval: Specify how often the re-authentication occurs.

Key Length: Set Sbyte in this example.

In RADIUS group:

RADIUS Server1: Select Enable.

IP Address: Enter the IP address of the RADIUS server. In
this example, set 192.168.1.10.

Port: Use the default 1812. The RADISU server uses this port
for authentication.

Shared Secret: This is a password shared between the AP
and the RADIUS server. In this example, set secret.
Time-out: Enter a response time-out value. In this example,
set 5.

RADIUS Server2: Select Disabled unless you have a backup
RADIUS server.

Systum Wislem LAY | Wieles LAY ¥ 7
Ovaiviser WaN LAK AT Sholrin Littars Ennaarding Administration
This page confiqures the Wireless LAN Security interfaco.
B2AK BOZAX: & Used O Mt Used

WEP Koy Distribution: = Enable ™ Disable
Roauthentlcatlon: & Enable  © Disuble
Intweeal: 15 {min]

KeyLomgth: & shpe € 1ioyte

RAIMUS RADMUS Serverd; O Disstss  Enable
| T 5
HADIIS Servard:  © Disstla @ Enable
| o F
Accss Control MAC Addross Access ™ Disstle 1 Alow © Dany
Cantral: s 1
MAC Address List: | [ [
]
[
[
Apply Cancel
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Part 3: 802.1x Station

The following provides the setting procedure for the 802.1x station.

Step 1. Install Certificate.

1. Temporarily, have the station join the wired network. Then
open the Web browser and connect to the following URL:

http://<the CA’s IP address>/certsrv

In this example, type http://192.168.1.10/certsrv in the URL
field.

I fuddress _Q] hebp {192,168, L. 10fcertsry]

2. Log on to the domain using the user account “lan” that has
been allowed remote access dial-in.

Conrecl 1o 192.168.1.10

Connesting to 192.168.1.10

Usor name: 0w | .
Passwrd wreres|
[ Remereber my passweord
o [ ewan |

3. Select Request a certificate and click Next.

2 Wicrosed Certificate Services . Microssd] Internet Dxplarer

Qe O (= [& € fJloewd rowe @ @3- 5 5

. | L e L T ] v Yo e M

Welcoms

You US® BES Wb S 00 FqUESt & COnicate for your web Browser, o-ma chee, or oo
Secure program CnCe you BOglre & carificats, you wil be able o secursly identfy yoursed 1o
other peopia over the web, SIgn your a-mail messages, encrypt your e-mail messages, and
mode depending upon the type of canficate you request

Select a task:
CRemeve he CA camificats or camficats revocation fist
@ Requist a camificate
O Chipck on @ pending coificaty

Pl
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4. Select User certificate request:

User Certificate and click
Next.

Cw - Q M @G Swes slireem @ @ 2- 56
sk | e 19021841 Dbty st

Choose Request Type

Please select e type of request you woukl B to maks

@ Lar cortiicate request

O Advanced raquast

o= :

Click Submit and then waiting for server response.

Ificate Sarvices - Microssdt infernel xplore) %
Fle Bl vew Favorter Tok teb L
. . A | - =

Q- O W [E € Jmes e @ @3- 55
e [ b 1901001 Bt et “[ e s ¥

User Centificate - Identify

AR tha necessary identifying information has aready been collectad, Yo may now submit your

gt
[ ¥arn Dytiona >>
[ Siesa » |
| B e ]

6. Click Install this certificate.

Issusd

The ceetificate you requastad wars Issied i you

B i cenicd
| O ® e
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You'll receive a confirmation message about accepting the
certificate, click Yes

Root Certificate Store

' Do you wank to ADD the Following certificate ko the Root Store?
LY

Subject : WirslessCh, ASKRD, ASKRD, US, stellshg@nmydomain

Issuer : Self Issued

Time Yalidity : Monday, April 07, 2003 through Thursday, April 07, 2005
Serial Number : 48585BF3 916939AC 47164933 SEF36671

Thumbprint ishal) : 10ASAESE 4C16EBEG] 561E006F SD102682 BEDTESAF
Thumbprint {mdS) : 46CDDCT3 96E1103C EGBBEDGZ 666F03FF

fes No

Notes:

To issue a cerificate from the certificate authority and install i,
[Certificate Service Web Enrollment Support] heeds to have
been installed in the certificate authority.

The above example issues and installs a certificate through
the network. You can also export the certificate into a file and
then import it to another wireless client. For more information,
refer to the online Help of the certificate authority.

Step 2. Setting the 802.1x function in the Wireless LAN station

Next, set the 802. 1x function.

1.

Launch Windows XP built-in Wireless Zero Configuration Utility
and then select the Wireless Networks tab.

Make sure the Use Windows to configure my wireless
network settings check box is ticked.

-4 Wireless Metwark Connection Properties @

General | Wieless Mebwarks | Authentication | Advanced

Use Windowes to configuie my wireless network settings

Select the Authentication tab.

Select the Enable network access control using IEEE
802.1x check box.

Select Smart Card or other Certificate from the EAP type list.
Then click Properties.
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- Wireless Network Connection Properties E”E

-Eienela.\.[rwifeless Hetworks | Authentication |Ad;fanced}

Select this aption o provide authenticated netwark access for
wired and wireless Ethernet nebworke.

Enable network access control using IEEE 802174

EaP e | Smart Card o other Cetificate v

[JAuthenticats: as compuler when computer information is avaiable

[C] Authenticate as guest when user or compter information is
unavailable

3. Select the Use a certificate on this computer radio button.
Select the Validate server certificate check box.

Select a reliable certificate authority from the Trusted root
certificate authority list.

In this example, select the certificate authority, WirelessCA,
which was installed in Windows 2000 Server.

Smart Card or other, Certificate Properties @@
When connecting

(O Use my smart card

(D Usze a certificate on this computer

Walidate server certificate

] Connect only if server name ends vith:

[[Use a different user name for the connection




3. Troubleshooting

Step 3. Connect to the Wireless Network

1. Make sure the properties of the target wireless network (STR)
are set to use Data encryption (WEP enabled), and ensure
The key is provided for me automatically is also selected

Wiraless Metwork Properties

Metwork name [S510] |STR

Wireless netwark key (WEF)
This network, requires a key far the following:

[ ata encryption WEFP enabled)
[ Metwork Avthentication [5 hared made]

The keyis provided for me automatically

[] This i & camputer-ta-computer [2d kac] mebwark: wirslses
access points ane not used

I Ok ][ LCancel ]

2. Open the Connect to Wireless Network. Select the target
B802.1x wireless network and click Connect.

Connect to Wireless Network:

The fallowing netwark(s) are available. To access a netwark, select
it from the list, and then olick Connect.

Auvailable networks:
1 PE_Wieless ~
i

Ll

This netweork requires the use of & network key (WEP). To access
this network, type the key, and then click Connect.

Metwork key: I

If you are having difficulty connecting to a netwoik, click Advanced
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Step 4. Check the connection status.

A successful wireless connection is shown as the figure below.
Highlighting the icon of the wireless adapter displays the
connection details. The wireless client has been successfully
authenticated and obtained an IP address (192.168.1.100) from the
DHCP server of the Wireless Broadband Router.

"= Network Connections N e B@@

File Edit View Favortes Tools  Advanced  Help

Qe - @ B POswer [ ok | [

fuddress | &) Network Connections v B e

A Internet Gateway

) Intermet Connection
Disabled
W Intemet Connectian

LAN or High-Speed Internet

=]} Rename this connection

&) View status of this
connection

Change settings of this
connection

Other Places
e Lacal Area Connection

3 Control Panel g_* Hsbevarl cablh urphiaoe

& My Metwork Places T D-Lirk DFE-530TX PCT Fast B,

(5} My Documents

§ My Computer

Details

Wireless Network
Connection

Authentication succesded

1P Address: 192,168, 1,100
Subnet Mask: 255,255, 255.0
Assigned by DHCP

Actess Paint

Hetwork; STR,

Encryption: Enabled

Signal Strengtti:E xcelent L Wireless Netwark Connection (STR)
Speed: 11.0Mbps
Signal Strength: Excellent

“4 start s Hetwo L Lozem

Re-authentication

When re-authentication interval passes (15 minute is set in our
example), the re-authentication will be performed.

Wireless Metwork Connection
Attempting ko authenticate

byl Y Viirelezs 802,119 Metwork &,



B Specification

B.1 Hardware

e 125MHz MIPS CPU

® 16MB SDRAM

¢ AMB Flash Memory

®  \Wireless: 802.11¢g draft MiniPCI| module

¢ One external and one built-in antennas for wireless
technology

Interface

¢ One 10/100 Base-TX RJ-45 auto sensing and crossover
Ethernet WAN port for Broadband connection (Cable/DSL
or direct Ethernet)

¢  [Four RJ-45 LAN ports for 10/100Base-TX auto sensing &
crossover Ethernet Switch LAN connection

¢ 3802119 draft wireless LAN

® One external and one built-in antennas for wireless
technology

Physical

¢ Front Panel: 7 LEDs ( Powerx 1, LAN x 4, WAN x 1,
Wirelessx 1)

¢ Back Panel: Reset / Load Default button, Power Jack,
RJ-45 LAN Port x 4, RJ-45 WAN Port x 1

® Dimensions
170mm (L) x 135mm (W) x 45mm (H)

¢ (Case types:

Stand up / Lay down
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Power Adapter and Environmental Requirement

Power Adapter:
Input AC110V, Output 12V AC, 1A

Temperature: 0 to 40°C (operation), -20 to 70 °C (storage)

Relative Humidity: 5% to 90% (nhon-condensing)

Electromagnetic Compliance

¢ FCCPart15Class B
e CE
¢ EMI/Immunity: VCCI class B
e PTT. JATE
B.2 Software

WAN Port Features

PPPcE (PPP over Ethernet) Client with Keep
Alive/Connect On Demand Support

PAP and CHAP Authentication
DHCP Client

MAC Address Cloning

Settable and Changeable |IP Address

LAN Port Features

DHCP Server
Settable and Changeable IP Address

Router Features

NAT

Firewall Support

Bridge Mode Support

802.1D Spanning Tree Bridging
IP Filtering, IP Forwarding
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DMZ Hosting

DNS Forwarding

UPNP Support

Microsoft NetMeeting Passthrough Support
Microsoft XP Messenger Passthrough Support

Security Features

PAP and CHAP Authentication

ASCII/HEX Format 64/128 Bit WEP Key for Wireless LAN
Allow/Deny List for Wireless LAN

802.1x Security for Wireless LAN

Supports IP packets filtering based on IP address, port
number, and protocol

VPN Support (IPSec Passthrough, and PPTP
Passthrough)

Wireless LAN Features

Fully compatible to 802.11g draft standard

Direct Sequence Spread Spectrum (DSSS) technology
exploitation

Seamless roaming within wireless LAN infrastructure

Low power consumption via efficient power management

Configuration and Management Features

Configurable through Web Browser via WAN/LAN
Software Upgrade

DHCP Server function for |P distribution to local network
users

NTP/Manual System Clock
Configuration Saving/Retrieving

Event Log
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