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FCC and IC statements

FCC (Federal Communications Commission) statements
These devices comply with Part 15 of the FCC Rules. Operation is subject to the following
two conditions:

(1) these devices may not cause harmful interference, and

(2) these devices must accept any interference received, including interference that may
cause undesired operation.
Important note: To maintain compliance with FCC’s RF exposure guidelines, this equipment
should be installed and operated with minimum distance 20 cm between the radiator and your
body. Use only the supplied antenna.

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.

These transmitters must not be co-located or operating in conjunction with any other antennas
or transmitters.

Changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate the equipment.

Note: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or
more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the

receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

The concerned end product must be labeled to say 'Contains FCC ID: WYV-EN110'.
The concerned end product must be labeled to say 'Contains FCC ID: WYV-ENO55'".
The concerned end product must be labeled to say 'FCC ID: Y7V-683081067C1".
The concerned end product must be labeled to say 'Contains FCC ID: WYV-RT067".
The concerned end product must be labeled to say 'FCC ID: Y7V-683081066C1'.

The concerned end product must be labeled to say 'FCC ID: Y7V-GW683081066".
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IC (Industry Canada) statements
These devices comply with Industry Canada licence-exempt RSS standard CAN ICES-3 (B)/NMB-3(B) B.
Operation is subject to the following two conditions:
(1) these devices may not cause interference, and
(2) these devices must accept any interference, including interference that may cause undesired
operation of the devices.

Les présents appareils sont conformes aux CNR d'Industrie Canada applicables aux appareils radio
exempts de licence. L'exploitation est autorisée aux deux conditions suivantes:
(1) les appareils ne doivent pas produire de brouillage, et
(2) l'utilisateur des appareils doit accepter tout brouillage radioélectrique subi,
méme si le brouillage est susceptible d’en compromettre le fonctionnement.

Important note: To comply with Industry Canada RF radiation exposure limits for general population,
the antennas used for these transmitters must be installed such that a minimum separation distance
of 20 cm is maintained between the radiator (antenna) and all persons at all times and must not be
co-located or operating in conjunction with any other antenna or transmitter.

Under Industry Canada regulations, these radio transmitters may only operate using an antenna of a
type and maximum (or lesser) gain approved for the transmitter by Industry Canada. To reduce potential
radio interference to other users, the antenna type and its gain should be so chosen that the equivalent
isotropically radiated power (e.i.r.p.) is not more than that necessary for successful communication.

These radio transmitters IC8231A-EN110, IC8231A-ENQ55, IC9514A-683081067C1, IC8231A-RT067,
IC9514A-683081066C1 and IC9514A-683081066 have been approved by Industry Canada to operate

with the antenna types listed below with the maximum permissible gain and required antenna
impedance for each antenna type indicated. Antenna types not included in this list, having a gain
greater than the maximum gain indicated for that type, are strictly prohibited for use with these devices.

Name/Model Gain Impedance
Inverted F-antenna 3.0 dBi 50 ohm

The term "IC" before the equipment certification number only signifies that the Industry Canada
technical specifications were met.

Le terme "IC" devant le numéro de certification signifie seulement que les specifications techniques
Industrie Canada ont été respectées.

OEM responsibilities
The endnode module has been certified for integration into products only by OEM integrators under
the following conditions:
1. The antenna must be installed such that a minimum separation distance of 20cm is maintained
between the radiator (antenna) and all persons at all times.
2. The transmitter module must not be co-located or operating in conjunction with any other
antenna or transmitter.

As long as the two conditions above are met, further transmitter testing will not be required.
However, the OEM integrator is still responsible for testing their end-product for any additional
compliance requirements required with these modules installed (e.g., digital device emissions,
PC peripheral requirements, etc.).

Important note: In the event that these conditions can not be met (for certain configurations or
co-location with another transmitter), then Industry Canada certification is no longer considered valid
and the IC Certification Number can not be used on the final product. In these circumstances, the OEM
integrator will be responsible for re-evaluating the end products (including the transmitter) and obtaining
a separate Industry Canada authorization.
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End product labeling

The endnode module is labeled with its own IC Certification Number. If the IC Certification Number is not
visible when a module is installed inside another device, then the outside of the device into which the module
is installed must also display a label referring to the enclosed module. In that case, the final end product
must be labeled in a visible area with the following:

'Contains IC: 8231A-EN110'

'Contains IC: 8231A-ENO55'

The OEM of the respective module must only use the approved antenna listed above, which have been
certified with this module. The OEM integrator has to be aware not to provide information to the end user
regarding how to install or remove this RF module or change RF related parameters in the user's manual
of the end products.
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ASSA ABLOY Hospitality

1. Introduction

CENTRAL ELECTRONIC LOCKING SYSTEM
USING RADIO FREQUENCY (RF) COMMUNICATION

ZIGBEE

SERVER
GUEST ROOM
+ MATY ¢
DISTRIBUTION

GUEST ROOM WITH RF GATEWAY

o) (1 G

FIREWALL

SOFTWARE SERVER DATA WAREHOUSE

HOTEL NETWCRK

SERIAL
> CABLE

S

N TERMINAL W/ TERMINAL WY PC W/ LOCAL DCE
RF GATEWAY DOOR LOCK WY - NETWORK DCE MNETWORK DCE
RF MODULE -
NEARBY GUEST ROOMS IN RANGE OF ROUTER #1
(r"*(f“ (r“
DOOR LOCK Wy DOOR LOCK W DOOR LOCK W/
RF MODULE RF MODULE RF MODULE

(<)

RF ROUTER #2 MNEARBY GUEST ROCMS IN RANGE OF ROUTER #2

(( (@ (0
) OO OJ

S

DOOR LOCK W/  DOOR LOCKW  DOOR LOCK Wr
RF MODULE RF MODLLE RF MODLLE

Figure 1: Example of online configuration. Several other configurations are possible;
see Appendix C for some examples.

With the online option, the locks can both send and retrieve information. Commands
can be sent from the front desk (hotel systems)/company reception (access control
systems) to the lock. e.g., in hotel systems a guest can change rooms without
needing to go to the reception. Events are directly sent to the application server.

This chapter describes the online network topology all the way from the server to
the lock. Commands sent from the server to a lock will pass through the items in the
order they are mentioned. Answers will pass through the same items but in the
opposite direction.

Note: The most information in this manual is common for hotel systems and access
control systems. In some cases there are however specific sections, which is clearly
stated in the heading.

Note: Some online functions require the Online advanced option; see the section
about options in the client user manual for details.
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1.1 ZigBee standard
The online option is based on the ZigBee standard, a standard for transmission of
data via radio. The ZigBee devices have low power consumption and the standard is
aimed at control applications with relatively low data rate. Below are some basic facts
for the standard:
e based on IEEE 802.15.4 (Open ISM 2.4GHz band; ISM = industrial, scientific
and medical)
e 16 channels spread spectrum (DSSS, Direct Sequence Spread Spectrum)
e 250kbit/s (~2kbit/s @ 1% duty-cycle)
e consists of a virtually unlimited number of small networks (PANs, personal area
networks)

1.2 Server

The server is the manager of the whole network for a property. It can manage a
virtually unlimited number of gateways. All commands sent from the server are
encrypted.

1.3 Gateway

The gateways connect to the server via TCP/IP and automatically adjusts to

10 or 100 Mbit/s networks. The gateway starts by retrieving an IP address via

DHCP (Dynamic Host Configuration Protocol) and then automatically finds the server.
Note: The DHCP protocol is specified according to the standard RFC 2131.

Note: A ping is sent to each gateway once an hour. The statistics is evaluated once
a day. An alarm is triggered if more than one per cent of the pings fail. The statistics
is shown in the System Settings report in the client.

If DHCP has previously been turned off manually, it can be enabled again by clicking
the Set button in the Online Network dialog of SysMon (System Monitor) and
choosing Turn on DHCP in gateway. See section 1.10 for more information

about SysMon.
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Figure 2
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The dialog Enter MAC address will be shown; fill it in and click OK.

Enter MAC address

Entes MAL sddress and kit OF to
et OHCE 1 the oo

Figure 3

The gateway contains functionality for coordination of a PAN (Personal Area
Network). The PAN is a wireless network that communicates on the 2.4GHz band.
The gateway allows routers (see section 1.4) and endnodes (see section 1.5) to join
the PAN and assigns network addresses. Each ZigBee node has a unique 64-bit IEEE
address similar to Mac addresses used in TCP/IP.

e The gateway chooses which of the 16 channels in the 2.4GHz band the nodes in
the PAN should use.

e The gateway is powered either over Ethernet or by a power adapter.

e The total number of gateways is virtually unlimited.

e The maximum theoretical limit of endnodes per PAN is high, but a practical limit
is some hundred. In most cases, only some ten to 20 endnodes will be
connected to each gateway. However, this can change due to the building
construction, materialwise etc.

e The gateway can have either five routers or 15 endnodes connected as direct
descendants.

See Appendix A for more information about the gateway, including a
detailed picture.

See Appendix B for preferred way of mounting the gateway.

See Appendix C for configuration examples.

1.3.1 Without DHCP server

1. The IP address on the gateway will change to an IP address in the range
169.254.1.0 - 169.254.254.255; this IP address range is based on the
zero config standard.

2. Have a web browser available, to reach a web interface where the gateway
parameters can be changed. Follow the steps below:
- Press the F button on the gateway for a short while (see in Appendix A where
the button is located). The status LED on top of the gateway will blink yellow.
- Use Wireshark to find out the zero config IP address of the gateway.
- Enter the zero config IP address in the web browser (http://ipaddress) to reach
the web interface (ZigBee Gateway Setup page) where the desired changes can
be made. Note: See Appendix D e.g. screenshot and more details about the web
interface. Note: For a reset to factory default values, press and hold the F button
while powering up the gateway.
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1.4 Router
A router acts either as a repeater for range extension, or as a parent for endnodes.
It will also act as a buffer for messages sent to endnodes connected to the router.

e Routers are externally powered.

e The router can have either five routers or 15 endnodes connected as direct
descendants.

e There can be a maximum of five hops down the gateway; i.e. gateway - router
- router - router - router - endnode. This limits the physical coverage of a
PAN. Important: Even though it is possible to have five hops, it is
recommended to have maximum three hops, i.e. gateway - router -
router - endnode. The link quality index (LQI) should be at least 30%.
See section 1.11 for more information about the LQI.

See Appendix A for more information about the router, including a detailed picture.
See Appendix B for preferred way of mounting the router.
See Appendix C for configuration examples.

1.5 Endnode

An endnode is built into each lock. It is optimized for low power consumption.

The parent router will act as a buffer for commands from the server. A command
sent from the server to a lock will be sent from the gateway to the lock’s parent
router. The command will be sent through the routers that may be located between
the gateway and the lock’s parent router. Any message sent from the lock will be
passed on to the server through the parent router, any intermediate routers and the
gateway. Messages from the lock are sent instantly. The total number of endnodes is
virtually unlimited.

1.6 Lock
The locks are the destination for commands and the source of events.

1.7 Permit joining/Forbid joining

In order to prevent nodes from joining randomly, 'permit joining' can for each PAN
only be made at one router or its 'parent gateway' at a time. When a node is to be
joined to the PAN, 'permit joining' must be made at the router or gateway that shall
be its parent. When the node has joined, 'forbid joining' should be made at the
parent. 'Forbid joining' will automatically be made on the parent after 15 minutes
in case it is forgotten. Note: It is only possible to make 'permit joining' at one RT
per PAN at a time. If you make 'permit joining' at one RT and then at another RT

in the same PAN, the first RT will automatically make 'forbid joining'.
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The commands for 'permit joining' and 'forbid joining' are sent from SysMon.

The 'permit joining'/'forbid joining' states of routers can also be toggled by pressing
the F1 button. The LED on the router indicates 'permit joining' by fast blinking;
short blink every 0.5 seconds. 'Forbid joining' is indicated by slow blinking; short
blink every two seconds. See Appendix A for a router picture with buttons, LED etc.

1.8 Discovery

Discovery is the process when a node shall join a PAN. It starts by the node
broadcasting a discovery message. Any plausible parent will answer and the
node will join the one on which “permit joining” has been made, provided that
it is within range.

Routers make discovery when given a reset while the F1 button is being pressed;
see Appendix A for a router picture with buttons.

An endnode makes discovery when a Discovery card is presented at the lock; see
chapter 5 Issuing a ZigBee configuration card. When the card is presented, the lock
will chirp once and/or a show a green LED signal (depending on lock model). If the
endnode in the lock is busy at the moment, there will instead be a tick sound and/or
a very short green LED signal. In this case, make a new try by presenting the
Discovery card at the lock again.

1.9 Orphan join

As it can take up to three hours for the endnodes to get online after recovery from
a power cut, there is an Orphan Join card that will initiate an orphan join when
presented at a lock; see chapter 5 Issuing a ZigBee configuration card. When the
card is presented at the lock, the lock will chirp once and/or a show a green LED
signal (depending on lock model). If the endnode in the lock is busy at the moment,
there will instead be a tick sound and/or a very short green LED signal. In this case,
make a new try by presenting the Orphan Join card at the lock again.

1.10 SysMon and the client

The System Monitor (SysMon; found in the folder where the server software has
been installed) is used for managing the online network. In SysMon all connected
gateways, routers, endnodes etc are shown. Depending on what operator template
that the logged on operator belongs to, the operator is authorized to perform
different operations in SysMon.

Note: If the distributor is going to log on to SysMon, system manager must be logged
on first.
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To set up SysMon authorities:

1. Double click on Operator templates under the Lists tab in the navigation window
of the client.

2. Mark an existing operator template and click Properties, or click Add to create
a new operator template.

3. In the Operator Template Details dialog, click SysMon in the left pane.

4. Mark the applicable checkboxes for operations that operators belonging to the
template should be allowed to perform in SysMon.

5. If an existing operator template was updated with SysMon information, click
Update and Close. If a new operator template was created, enter applicable
information for the operator template under the other panes General, Database
etc and then click Save and Close.

i/ Operator, template details - Manager.

General Syson
Database
Cards
[=J- Group autharity
Door areas

[] Edit name of ZigBee nodes and encoders.
[] Make a ZigBee node leave.
[] Upload new firmware in any device.

User groups [[] Wiew online parameters.

Blacking groups [ Form new network in Zigbee coordinators,
Default groups to block [ set channels in ZigBee coordinatars,
Options |:| Set PAN ID in ZigBee coordinators.

|:| Permit joining in Zighee coordinators and routers,

Alarm popups |:| Add nodes to Zighee coordinators and roukers,

Special [[] Dump the memary of Zighes coardinatars and routers,

Online [[] remove a gateway From the Ziges tree or encoder From encoder view,
Energy management [] bump the log of a gateway.

|:| Turn on DHCP in & gateway,

[ Check all H Uncheck sl
[ Print I [ Mew ] Update
Figure 4

Online settings and commands are made in the client.

If a dialog in the client should be refreshed due to online changes, this is shown with
a * in the dialog caption. Click the Refresh button in the dialog.

Different operator templates can be given different authorities for online commands;
see sections 4.3 Set up operator templates in a hotel system and 4.4 Set up operator
templates in an access control system respectively.

For online settings, see chapter 4 Online settings in the client.

For online commands, see the user manual for the client (the sections about
online commands for a door and about commands under the Online tab).

For supervision of the system, see chapters 6 System operation and
7 Commissioning.
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1.11 Link quality

The Link Quality Index (LQI) is an average percentage that should not be below 30%.
It is displayed when the mouse hovers over a node in the SysMon Online Network
view; see example in the screenshot below. See section 3.2 Installing a gateway for
information about how to log on to SysMon and find the Online Network view.

Note: The LQI value which is shown when the mouse hovers over a node is not an
instantaneous value but an average; the last instantaneous value, with timestamp,
is however shown within parantheses after the average. To get an instantaneous
value of the LQI, right click on a router or endnode in the SysMon Online Network
view and choose Get User Description.

#» Online Network

[l BRT. 040001 South Entrance

IEEE Address: 00.17.74.01.00.04.00.00
Link Quality: 43% [last: 45% at B/26/2007 2:17:20 PM)
HChildren; 15

Figure 5

The LQI is valid for the link between the node and its parent.

If the LQI is below 30%, the dot in front of the node in SysMon is yellow; see
example in Figure 6.

: 01861
Figure 6

If the LQI is below 15%, the dot in front of the node is SysMon is red; see example
in Figure 7.

i 041867
Figure 7

1.12 Abbreviations
In the rest of this user manual, the following abbreviations are used:

GW = gateway
RT = router
EN = endnode

PAN = personal area network

ASSA ABLOY Hospitality 66 3081 004-22




2. Installing the option

If the option has been ordered together with the software, it is included in the license
code and will be set in the software when the license code is entered.

If the option should be added to the system at a later occasion, when the license code
has already been entered and system ID is therefore set, an option code is used instead.
Several software options can be included in one option code. An operator with the
authority to handle option codes must be logged on. Normally, options are set by the
system manager or the distributor.

When ordering the option, the system code must be communicated to the
ordering department:

1. Double click on System settings under the Reports tab in the navigation
window to find the system code. System settings is available even if you are not
logged on.

2. Communicate your system code to the order department; see order
acknowledgement for phone number and e-mail address. The system code can also
be entered in the Ordering web page when making the order.

To install the option:

1. When you have got your option code, go to Tools/Option code.
2. Enter the option code and click Apply.

Option Code |g|
System code

EEES-LE4C-3D 30

(ption code

4Z287-A6FB-33A3-D421-18

I Apply l lgead card... ] ’ Close

Figure 8
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3. Installing online devices

The online devices were designed to allow for maximum flexibility during installation.
There are no particular location specifications as long as the devices are within
reasonable range of each other and good radio communication can be attained.
Generally, the range is however around 20 metres or through a wall. The range

of the devices depends to large extent on the building material(s) in the
surroundings. As much effort as possible should be made to securely install each
device in a location where it will be dry, cool, and undisturbed, yet still maintain
good radio contact with its parent or children.

Important: The ZigBee communication can be disturbed by e.g. Wi-Fi networks;
always make sure to have as long distances as is physically possible between ZigBee
devices and other radio equipment. If this still causes problems at a site, automatic
channel change can be enabled. See more information about automatic channel
change in section 9.1.1.

This section will discuss the installation methods for each device in the system as
well as options for forcing devices to connect to specific parent devices.
Software requirement:

e Hotel system: version 1.9.0 or later
e Access control system: version 1.6.0 or later

ASSA ABLOY Hospitality 66 3081 004-22




3.1 Installing a server

e The application server must be connected to the same network that the
GW devices will be connected to.

e The application server must have the online option installed; see chapter 2
for details.

1. Before you install the first GW device, you must add a ZigBee gateway to the
device list in the software (double click on Devices under the Lists tab in the
navigation window and click Add to add a new device) using the following
parameters:

B Device details

[Iwacerd mode I

Figure 9

2. When the fields have been filled in according to Figure 9 (port 7799 is pre-filled
as default when choosing 'ZigBee gateway' at Type), click Save and Close.
Note: If desired, mark the checkbox 'Wizard mode' to get more detailed help.
Note: The same device is used for all GWs.

For testing and commissioning purposes it is a good idea to have either a laptop with
the server software installed which you can use to directly connect to gateways as
they are installed, or a laptop with a connection to the live application server. This
will allow you to test radio signal strength as you are installing the devices on each
floor so issues can be addressed immediately.

Note: The network information is stored in the GWs and not in the laptop.

3.1.1 TL Concentrator

TL Concentrator is a utility for simplifying the setup of a firewall when the GWs are
located on a different network. TLConcentrator runs on the ZigBee server and listens
for GWs on one port and forwards all traffic to the application server on another port.
All traffic from the application server is sent to the correct GW. In this way, the
firewall will only have to be set up to allow sockets from the ZigBee server.

The alternative would be to set up the firewall to allow sockets for every GW.

This would add implications, especially when adding or exchanging GWs.
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3.1.1.1 TL Concentrator setup

The application server is set up to listen for GWs on port 7799. This is where
TLConcentrator will connect. TLConcentrator is set up to listen for GWs on port 7798
and to open sockets on the application server using port 7799.

To set up these parameters:
1. Go to Start/Run.
2. Browse to the installation folder, mark TLConcentrator.exe and click Open.
3. Add /config
Note: There should be a space before /
4. Click OK.

A Configuration dialog will be shown.
1. Let the default 7798 be at Listen Port.
2. State the host’s IP address at Host Address.
3. Let the default 7799 be at Host Port.

Fhint e iy peint, 12, th et
itevwin use b conrect 5, Alin slabs the E
etz IP sdders snd pot. Note that the Cancel

listen paort aredl the heat's port havelo be
differerd

Linten Pest 778
HestAddess  [MO2LS0IH
Haat Post 778

Figure 10

3.1.1.2 TL Concentrator monitor
It is possible to monitor the traffic through TLConcentrator using
TLConcentrator.exe /monitor.

Go to Start/Run.
Browse to the installation folder, mark TLConcentrator.exe and click Open.
. Add /monitor
Note: There should be a space before /
4. Click OK. The following dialog (with example statistics) is shown.

W=

imelex Galeway Concentratos Monitor (The Funeel) 3

Lishérarg on gt T80
Sarem kated s ¥ 24USILH keterirg on port 773

Slatisticy
8 Cerrmeied Gabowars: 300

0 Frames isom Datessays 9 207 178

B Framad bo Gabessags 449 072

Figure 11
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3.2 Installing a gateway
Power and network connections should be made in a manner that will reduce the
chances of the device being unplugged.
e The GW is powered by 5VDC using a plug in wall power adapter, or via power
over Ethernet.
e For network connectivity, the GW requires an available Ethernet port and a
patch cord.

1. Open the System Monitor (SysMon), which is used for managing the online
network. To open SysMon, double click on SysMon.exe in the installation
folder.

2. Log on to SysMon: go to File/Log on and enter user ID and password.

At 'Operator card', choose the applicable card encoder. Click Enter.

3. If it is not open already, open SysMon's Online Network view at View/
Online Network. The Online Network view of SysMon shows all connected
GWs, RTs and ENs. Several useful commands are available by right clicking on
nodes; see sections 3.8.1-3.8.3 for more information about the different
commands.

Figure 12

4. Mount the GW in a convenient, out of the way location using the

VELCRO® strip.

Connect the network cable and power cable to the GW.

After approximately 30 seconds the GW will announce itself to the
server and appear as a new GW in the Online Network tree in SysMon.

ouw

Figure 13

7. Right click on the new GW to bring up the device option menu and choose
Edit Name.
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G, Gateway D007 TA02 DOOF is new. Give # a name

-
om0
N
=
:
%

Upgrade Firmavare in PAN Coordinator
Upgrade Firmware in Gateway
Dump Gabeveay Log

Figure 14

8. Name the GW something meaningful - it should generally indicate the GW's
location or coverage area.

G, Bth Floor

Figure 15

9. Right click on the GW and select Form new network to make sure that the GW is
reset and gets a PAN ID.

Edit Hame

Memary Durg

Remowve

Upgrade Firmware in PAN Coordinator
Upgrade Firmware in Gabeway

Durmp Gabesway Log

Figure 16
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3.3 Adding routers to a gateway

The RT is powered by 5VDC using a plug in wall power adapter or a wired
transformer. No wired Ethernet network connection is required as it communicates
with the GW via radio.

Note: The recommended installation method is to use the enclosed VELCRO® strip to
attach the RT to a wall or some other convenient location.

As described in section 1.10 SysMon and the client, it is set up in the operator
template what operations a certain operator can perform in SysMon.

1. To add an RT to the online network, right click on the GW the RT should join and
choose Permit Joining.

#+ Online Network

Form new netwark

Set channels

Set PaN ID

Reset

Get User Description

Get IEEE address and children

Forbid Joining

Add Mode

Edit Name

Mermory Dump

Remove

Ipgrade Firmare in PAN Coordinator
IJpgrade Firmmare in Gateway

Durnp Gateway Log

Figure 17

2. Hold your mouse over the GW name and a box will pop up containing some
information about that device. At the bottom of that box you will see it says
Join permitted, indicating that the GW now allows new connections.

#1+ Dnline Network

G Bth Floar

IEEE Address: 00.17.7A.01.00.00.00.0F
FAN 1D: 0=000f [15)

Channel: 11

HChildrern: 2

Jain permitted

Figure 18
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3. When the RT has been mounted with the VELCRO® strip, press the F1 button on
the RT while connecting power to the RT. The RT will power up and automatically
begin looking for a parent device to associate with. It will discover the GW on
which Permit Joining has been made, announce itself, and appear in the Online
Network tree in SysMon.

1+ Dnline Network

=@ GW. Bth Flaar

Figure 19

4. Right click on the RT and choose Edit Name to name the RT something
meaningful. In our example we have named it 'RT 620-623' to indicate the group
of rooms that will be attached to that RT.

#+ Online Network

= G, Bth Floor

Figure 20

5. Hold your mouse over the device to view the RF link quality (LQI) between the RT
and the GW. It shows the average LQI followed by the last measurement with
timestamp in parentheses. Note: The LQI should not be below 30%.

#1+ Dnline Network

E|. G Bth Floor

IEEE Address: 00,17 7A.01.00.04.00.21
Link Quality: B9% [last: 9% at 10/11/2006 5:471:03 Ak
HChildren: 0

Figure 21

6. While the GW still says Join permitted when holding the mouse over the GW,
plug in any additional RTs as needed (up to five per GW) and name them.

7+ Dnline Network

=8 GWw. Gth Floor

Figure 22
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7. Hold your mouse over each RT to check the LQI making sure it is within
acceptable limits.

8. When all desired RTs have been added to the GW, right click on the GW
and choose Forbid Joining.

#+ Online Network

G\, Bth Floor

Form new network,

Set channels

Set PAN ID

Reset

Get User Description

et IEEE address and children
Permit Jaining

Add Node

Edit Mame

Memary Dump

Remove

pgrade Firmware in PAN Coordinator
Ipgrade Firmware in Gateway

Figure 23

9. Hold your mouse over the GW to confirm it no longer says Join permitted.

#1+ Online Network

01 DT o0 097
EEE &ddress: 00.17.74.01.00.00.00.0F
PaM 10 0=000f (15)

Channel: 11

HChildren: 2

Figure 24
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3.4 Adding endnodes to a router

The EN is the radio board inside the door lock unit. This device should not

be confused with the lock electronics themselves, and when troubleshooting
communication or lock issues care should be taken to diagnose the correct piece
of hardware.

1. To add an EN to an RT, right click on the RT the EN should join and choose
Permit Joining (or press the F1 button on the RT). Hold your mouse over
the RT to verify that joining is permitted.

=@ GW. Bth Floas
L BRT 0x0001 BT 620623
@ RT.x0c32 AT £24-627
IEEE Address; 00.17.74,01.00,04,00.21
Link Quality: 7% [last: 85 at 10/11/2008 9:46:14 AM)
HChildren: 0
Join permitted

Figure 25

2. Present the Discovery card at the lock; see chapter 5 Issuing a ZigBee
configuration card. The lock will chirp once and/or show a green LED signal
(depending on lock model) to indicate it has read the card, and will start
searching for the RT on which Permit Joining has been made to join.
When it finds the RT it will announce itself to the server and appear in
the Online Network tree.

Note: The Discovery card also sets sub product ZigBee in the lock.

=@ GW. Gth Floor
=-@ RT. 00001 RT 620623

b
@ RT.0:0c32 AT 624627

Figure 26

After the lock sends its first event, the room number that is programmed in the lock
will automatically fill in. This can be forced by presenting a working key in the lock.

- GW. 6th Floar
=@ RT. 00001 RT 620623
NN 622 (00c23)

@ RT.0x0c32RT 624627
Figure 27

3. Hold your mouse over the lock to verify the LQI is within acceptable limits.
Continue adding additional locks to the RT as needed. When finished, right
click on the RT and choose Forbid Joining.
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3.5 Using routers as repeaters
In the event there are locks that are not in range of a GW and RT combination,
an additional RT can be added for extended range.
1. Addthe GW and first RT as normal. This first RT will act as a repeater between

the GW and the an RT which will be communicating with the locks. In our
example we named the first RT 'RPTR 620-623' to indicate that it will act as
a repeater for the RT serving 620-623.

= GW. Bth Floor
Ol B R T. 00c32 RPTR 620623

Figure 28

Choose Forbid Joining on the GW and Permit Joining on the 1st RT.
Plug in the an RT. The an RT will find and attach itself to the 15t RT.

Choose Forbid Joining on the 15t RT. Name the an RT and choose Permit
Joining on it.

=@ GW. Bth Floor
=@ RT.0x0c32RPTR 620.623
U BRT. 0:0c33RT 620623
|IEEE Addeess 00.17.74.00.00004.00.21
|L'!lk Queality: T8% [last 79% at 10/11,/2006 35532 AM)
HChadrer: 0
Jomn permitted

Figure 29

5. Present the Discovery card at the lock (see chapter 5 Issuing a ZigBee
configuration card); the lock will chirp once and/or show a green LED signal,
depending on lock model. The lock will find and attach itself to the RT on
which Permit Joining has been made, and when the first event is received
from the lock the room number will fill in.

6. Add all the necessary locks and choose Forbid Joining on the an RT.

= GW. 6th Floor
=@ RT. 0032 RPTR 620623
= @ RT. 0:0c33RT 620623

L BEN. 622 [(:d0e91)

Figure 30

Note: For Z-Stack (ZigBee 2004), the RT acting as a repeater is only capable of
communicating to the GW and the an RT; it is in this case not possible at this time
to repeat signals to a an RT and communicate directly with locks at the same time.
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3.6 Adding locks to gateways
There may be cases where the locks will communicate directly with the GW.

To do this:

1. Choose Permit Joining on the GW and present the Discovery card at the lock
(see chapter 5 Issuing a ZigBee configuration card); the lock will chirp once
and/or show a green LED signal, depending on lock model. The lock will attach
itself to the GW on which Permit Joining has been made, and when the first
event is received the room number will automatically fill in.

#+ Online Network

Figure 31

2. Add the necessary locks and then choose Forbid Joining on the GW.

Note: RTs should not be connected to a GW which has got ENs connected to it.

3.7 Forcing parents

If a device such as an EN sees two RTs when it is in discovery mode (i.e. if 'permit
joining' has by mistake been made on two RTs belonging to different PANs at the
same time), it is possible that the EN will not join the desired RT - i.e. the RT with
which it has the strongest RF link. For this reason it is recommended that GWs, RTs
and ENs be installed in a systematic way to ensure all devices are connected to the
parent that makes the most sense.

If a situation arises in which a device is connected to the wrong parent, it is easy
enough to force the child device to leave the network and rejoin properly. If a right
click is made on the child device in SysMon, and the Leave network command is
chosen, the child device will deregister from the parent so another node can join.
The rejoining to a new parent is performed with the Permit Joining command.

An example when a child device is connected to the wrong parent would be that an
EN is within range of both RT-A and RT-B. Signal strength between the EN and RT-A
is 32%, while signal strength between the EN and RT-B is 75%. In this case it is a
good idea to force the EN to connect to RT-B.

To force the EN by using the Permit Joining command:

1. Right click on the EN and choose Leave Network. The EN will deregister
from RT-A.
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Note: Due to a bug in BeeStack radio nodes of versions before 1.0.49, do not
use the Leave Network command for these older versions.

2. Important: Wait for 40 seconds to avoid confusing RT-A from which the EN has
deregistered.

3. Make sure that Forbid Joining has been chosen for RT-A and that Permit
Joining has been chosen for RT-B.

4. Present a Discovery card at the EN door lock (see chapter 5 Issuing a ZigBee
configuration card); the lock will chirp once and/or show a green LED signal,
depending on lock model. The EN will immediately begin to look for an available
parent, and since RT-A is in 'forbid joining' mode, RT-B will be its only option.

5. Once the EN has joined the correct RT, choose Forbid Joining on RT-B.

Note: The method above with Permit Joining can also be applied to RTs joining RTs,
RTs joining GWs, and ENs joining GWs.

3.8 Right-click menus in SysMon

When right clicking on GWs, RTs and ENs in SysMon, different choices appear
depending on what item you right click on. The different choices are described in
the following sections.

Note: Depending on what operator template that the logged on operator belongs to,
different operations in the right-click menus are greyed or not. The operations that a
certain operator template should be allowed to perform are set up in the client under
the SysMon alternative in the Operator Template Details dialog; see the client
setup manual for details.
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3.8.1 Right-click menu choices for GWs

Form new netwark,

Set channels

Set PAN ID

Reset

Get User Description

Get IEEE address and children
Perrnit Joining

Farbid Joining

Add Node

Edit Mame

Mermory Dump

Remawve

Upgrade Firmware in PAN Coordinator
Upgrade Firmware in Gakewary
Dump Gateway Log

Figure 32

Select Firmware for Bootload

Selacted Firmwae -
Single-Chip Cocsdinalor T ] - Concel
DualChip Coordinator [ =]

Coldiire Gatevay [233 =

Single-Chip Router [10.53 =l

RFID Encoder [ |

RFID Encoder w e memoiy [ =

Ethemet Lock Interface [ =]

Cancentistor [ =l

Hote that the frmvate it kaded in the clent under Toolz/Module fenwaie

Figure 33: Bootload dialog - see 'Upgrade Firmware in PAN Coordinator' and 'Upgrade
Firmware in Gateway'in Table 1 and 'Upgrade Firmware in Router' in section 3.8.2.
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Menu choice Description

Form new network makes a total reset of the GW

Set channels selects allowed channels; see section 9.1
Communication channel for further information

Set PAN ID sets another identity
Note: The Set PAN ID choice is normally not used,
since the PAN ID is given automatically by the
network. If the PAN ID is 0x000, choose Form
new network in the right-click menu for the GW;
see above.

Reset makes a reset; all data is retained

Get gets parameters (e.g. version) for the node

User Description

Get IEEE address gets the IEEE address as well as all children stored

and children in the association list

Permit Joining makes it possible for children to join

Forbid Joining forbids children to join

Add Node This menu choice can be used e.g. if a gateway in
a corridor is broken and needs to be replaced. The
children under the gateway must then be set up as
new nodes in the association table, and instead of
needing to go into the guest rooms to fix this it can
be done from the Add Node dialog; see details here.

Edit Name edits the node's name in the database

Memory Dump reads the memory; only used by Technical support

Remove removes the GW from the database

Upgrade Firmware in loads a new firmware into the PAN coordinator; see

PAN Coordinator bootload dialog in Figure 33
Note: The firmware shown is the one that has been
loaded into the application server database at
Tools/Module firmware; see the client setup
manual for details.

Upgrade Firmware in see bootload dialog in Figure 33

Gateway Note: This menu alternative is not applicable for
the older type of gateway (9VDC).

Dump Gateway Log creates an xlIs file with internal gateway events for
troubleshooting purposes

Table 1
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Details about 'Add Node':

1. When Add Node is chosen in the
right-click menu of a gateway or
router, a dialog as in Figure 34 is
shown.

Bowiws [ 2. If the node that should be added

NetworkAddiess (4 hex numbed | 306 =l is a router, mark the checkbox
Router.

. Choose the applicable Network
Address in the drop-down-menu;
the network addresses are shown
in the Online Network tree of

Figure 34 SysMon, see example in Figure
35.

4. Complete the IEEE Address,
which is also found in the Online
Network tree of SysMon; see
example in Figure 36 (hover with
the cursor over the concerned node
to show information about IEEE
address etc).

Add 8 rew nods to the sssociaion table. o]
_ Comedt|

IEEE Address (16 hex numbers)  |001772401 3

Note: The Add Node function requires
BeeStack version x.0.53 or later.

@ RT.O00DRT E20:623
Figure 35

| =@ GW. Bth Floor
=R RFT. 0:0001 RT E20-623

IEEE &ddres#£00.17.74.01.00.04.00.0 i)
Link Qluality: 43 : 7 21720 Pr)

HChildren; 15

Figure 36
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3.8.2 Right-click menu choices for RTs

Get User Description
Get IEEE address and children
Permit Joining

Forbid Joining
Add Node
Edit Mame
Memory Dump

Ipgrade Firmware in Router

Figure 37
Menu choice Description
Leave network deregisters from the parent so another node can join

Note: Due to a bug in BeeStack radio nodes of versions
before 1.0.49, do not use the Leave Network command
for these older versions.

Get User Description gets parameters (e.g. link quality index, LQI) for
the node

Note: The LQI which is shown with Get User
Description is an instantaneous value.

Get IEEE address gets the IEEE address as well as all children stored in
and children the association list

Permit Joining makes it possible for children to join

Forbid Joining forbids children to join

Add Node This menu choice can be used e.q. if a router is broken

and needs to be replaced. The children under the router
must then be set up as new nodes in the association

table, and instead of needing to go into the guest rooms
to fix this it can be done from the Add Node dialog; see

details here.
Edit Name edits the node's name in the database
Memory Dump reads the memory; only used by Technical support
Upgrade Firmware loads a new firmware into the router; see Figure 33
in Router Note: The firmware shown is the one that has been

loaded into the application server database at Tools/
Module firmware; see the client setup manual
for details.

Table 2
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3.8.3 Right-click menu choices for ENs

""" & Leave netwark

""" . Get User Description
""" & Get IEEE address

""" & Memary Dump

""" & Force Comnmand Buffer
R
Figure 38

Menu choice Description

Leave network deregisters from the parent so another node can join
Note: Due to a bug in BeeStack radio nodes of
versions before 1.0.49, do not use the Leave Network
command for these older versions.

Get gets parameters (e.g. link quality index, LQI) for

User Description the node
Note: The LQI which is shown with Get User
Description is an instantaneous value.

Get IEEE address gets the IEEE address for the EN

Memory Dump reads the memory; only used by Technical support

Force Command Buffer |forces the first buffered command for the lock to be
sent immediately

Ping Door sends a command to the door to check whether it is
online or not

Table 3
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4. Online settings in the client

This section describes
e door parameters for online doors
e online authorities for operator templates
e the function prevent invalid staff card usage; this function is only applicable for
hotel systems

For setup of doors (online as well as non-online doors), see the section about doors in
the setup manual for the client.

4.1 Setting up door parameters in a hotel system

Go to Tools/Options in the client and click Online in the left column; you can make
settings regarding

1. Door ajar alarm

2. Status - intruder and offline status

3. Miscellaneous

4. Alarms

5. Safes

4.1.1 Door ajar alarm

Generdl Doce ajar slaim

T
Figure 39

You can modify the time for when there will be a door ajar alarm. The door ajar
alarm can be 1-60 minutes; 0 means that the alarm is not used. The default
values are:

e 2 minutes when a guest card type has opened the door

e 2 minutes when a door has been opened from the inside

e 30 minutes when a staff card type has opened the door
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4.1.2 Status

Options [El
eneral Intruder status
& m‘:& 5 Humber of faled attempts in the same door befare an slarm s briggered.
& t’::*‘:*“dm 5 faumiber of Falied atbempts in dfferent doors before the card is cancelled,
@ System
T vetton ofis iR

120 Humber of minutes & door should be offline before & warning is triggered.

[ 1440 | rumber of minutes a doar should be offine before an alarm is triggered.

Figure 40

The values for intruder status and offline status can be modified. See the screenshot
above and the sections below for default values.

4.1.2.1 Intruder status

e After five failed attempts in the same online door, an alarm is triggered. This is
referred to as sequential intruder.

o After five failed attempts in different online doors, the card is cancelled and an
alarm is triggered. This is referred to as wandering intruder.

4.1.2.2 Offline status

e After 120 minutes of offline status in an online door, a warning is triggered.
e After 1440 minutes of offline status in an online door, an alarm is triggered.
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4.1.3 Miscellaneous

Options r5|
General Miscellaneous
Guesk cards )
Grace time: El hours
Report bypes
User defined text [1Enable online
Events Show success message For online commands
System Automatic cancel of wandering inkruder
Printer [ Aukamatic privacy
‘alidation
(=) Onilirve:

Doar ajar alarm
Skatus
Miscellaneous
Inncom
Alarms
Safes

E-rnail

SMS

Energy ranagerment

Lovalty

Figure 41

Under the Miscellaneous choice, you can

e set the grace time, i.e. for how long the guest(s) can enter a room after a
check-out. The grace time can be 0-24 hours, default is 0.
Note: The default grace time which is set up at Tools/Options/Online/
Miscellaneous applies unless a specific grace time is specified when the guest
is checked out using the PMS interface. It also applies if the check-out is sent
from the client.

o if for some reason desired, turn off the online functionality in the software by
unmarking the checkbox 'Enable Online'.

e choose whether success messages should be shown or not when online
commands have been successfully performed; default is that they are shown.
See message below:

1 ) Online command Finished.

Figure 42

e choose whether automatic cancel of wandering intruder should be used or not.
If a card is used five consecutive times in different online doors where it does
not have access, the alarm 'wandering intruder' is triggered and the card is
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cancelled. If the checkbox 'Automatic cancel of wandering intruder' is
unmarked, the card will not be cancelled when the alarm is triggered.

e choose whether automatic privacy should be used or not; only applicable if
the Orion EMS option is used. If 'Automatic privacy' is marked, the room will
automatically be set in privacy as long as it is rented and there is a detection
that someone is in the room.

Note: Automatic privacy is not a standard function; make sure to fully understand
the function before enabling it.

Only the emergency card and - if applicable - cards belonging to user groups for

which ‘Ignore privacy’ has been chosen in the User group details dialog will be able
to enter when automatic privacy is set.

4.1.4 Alarms

Options &|
General Alarms
Guest cards The mazximunm number of minutes a staff person may be inside an unsold
Repart types room with the door closed before an alarm is triggered.
User defined text I:l The maximumn number of quest cards that may be issued from the client
Events before an alarm is triggered.
Syskem I:l The maximunm number of times a card may be used per ¥ minutes befare
Prinker an alarm is triggeread.
WValidati
= O?'uiinz ton I:l The above ¥ minutes,
Do ajar alarm I:l The maximum percentage of reading errors before an alarm is raised for
Status the reader.
Miscell i i i
IHI::ZF:“EDUS ;h;i;nga:;;ndum rumber of minutes a router may be offline before an alarm
480 The mazximunn number of minutes a gakeway may be offline befare an
Safes alarm is triggered.
E-mail Mumber of minutes a doar may be without activity before an alarm is
SM5 880 triggered,
Energy management
Lovalty
Figure 43

Under the Alarms choice, it is possible to set up different parameters related to
the alarm list; see the user manual for the client for more information about the list.

Note: Offline alarms have a default holdback time of 24 hours, i.e. they are not
shown as alarms in the client until 24 hours after they were triggered. An offline
alarm is described with the name of the gateway or router that caused the alarm
for any of its children.
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'The maximum number of minutes a staff person may be inside an unsold room
with the door closed before an alarm is triggered'; default is 30 minutes. This
parameter is related to the alarm Invalid staff-card usage; see the user manual
for the client for more information.

e 'The maximum number of guest cards that may be issued from the client before
an alarm is triggered.' This parameter is related to the alarm Too many guest
cards issued in the client; see 'To limit the guest card issuing' in the setup
manual for the client for more information.

e 'The maximum number of times a card may be used per X minutes before an
alarm is triggered.' This parameter is related to the alarm Excessive card usage.

e 'The above X minutes'. This parameter is related to the alarm Excessive card
usage.

¢ 'The maximum percentage of reading errors before an alarm is raised for the
reader.' This parameter is related to the alarm Bad card reader.

Note: The alarm Bad card reader is triggered if the percentage of reading
failures exceeds the percentage that is entered in this field. The alarm must be
completed manually. The percentage is calculated continuously and there is no
lower limit for the number of reads needed for the calculation.

¢ The maximum number of minutes a router may be offline before an alarm is
triggered. This parameter is related to the alarm ZigBee Router Offline.

¢ The maximum number of minutes a gateway may be offline before an alarm is
triggered. This parameter is related to the alarm ZigBee Gateway Offline.

¢ The maximum number of minutes a door may be without activity before an

alarm is triggered. This parameter is related to the alarm No door activity.

4.1.5 Safes
Safes can be set up at Tools/Options/Online/Safes and also require the In-room
safes option; see Installation instruction In-room safes option for details.

4.2 Setting up door parameters in an access control system

Go to Tools/Options in the client and click Online in the left column; you can make
settings regarding

1. Status - intruder and offline status; see section 4.1.2 for details

2. Miscellaneous; see section 4.1.3 for details

3. Alarms; see section 4.1.4 for details
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4.3 Setting up operator templates in a hotel system

In the Operator Template Details dialog, it is possible to set up what online
commands a certain operator template should be allowed to perform. See the section
about the Online tab in User manual Visionline for further information about the
different online commands.

To set up/modify an operator template:

& Operator Template Details - Manager |__||E|g|
General Online:
Eatjbase [ allow open door.
ares [ allow checkout guest.,
Options
Special [ allow emergency dose.

[ allow stand openjclose.
[ allow reading parameters.
[ allow blockfunblock,

[ allows initiation.

[] allow movefextend card.

Check all l l Uncheck, al ]

| et || mew |

Figure 44

1. Double click on Operator templates under the Lists tab in the
navigation window.

2. Mark the desired operator template and click Properties to open the

Operator Template Details dialog (or click Add to add a new operator

template; in that case, also make the appropriate choices under the other

alternatives in the left part of the Operator Template Details dialog).

Mark Online in the left column.

Check the applicable online operation(s) to the right.

Click Update, if an existing operator template was updated; click New or

Save if a new operator template was created.

uhw

Note: 'Allow emergency open' is by default only available for the distributor.
Discuss with your distributor if this choice should be available for any other operator.
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4.4 Setting up operator templates in an access control system

In the Operator Template Details dialog, it is possible to set up what online
commands a certain operator template should be allowed to perform. See the section
about the Online tab in the client user manual for further information about the
different online commands.

To set up/modify an operator template:

B Operator, template details - Manager |-_”E”X|
General Online:
Eatzbase [ Allaw open doar,
Gar = tharit [ Allaw emergency dose.
DFDFUPISU o YI: block [ Allaws stand openfclase.
OE:"' grovps to ot []allow reading parameters.
; R |0.n|s [] Allows blockjunblock.
pecial o
Allovs initiation.
=
[ Check all l l Uncheck, all ]
T
Figure 45

1. Double click on Operator templates under the Lists tab in the
navigation window.

2. Mark the desired operator template and click Properties to open the

Operator Template Details dialog (or click Add to add a new operator

template; in that case, also make the appropriate choices under the other

alternatives in the left part of the Operator Template Details dialog).

Mark Online in the left column.

Check the applicable online operation(s) to the right.

Click Update, if an existing operator template was updated; click New or

Save if a new operator template was created.

uihw

Note: 'Allow emergency open' is by default only available for the distributor.
Discuss with your distributor if this choice should be available for any other operator.
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4.5 Preventing invalid staff card usage (only applicable for
hotel systems)

To avoid unsuitable use of other cards than different types of guest cards in guest
rooms, it is possible to set up that an alarm should be triggered if a person with a
non-guest card dead-bolts a guest room from the inside, or stays too long inside the
guest room. The function requires that the online option has been set. The invalid
staff card usage function covers all card types except for cards of type guest, joiner,
guest, joiner, suite, joiner suite, guest advanced, future arrival, one time and
meeting room.

At Tools/Options/Online/Alarms, the choice 'The maximum number of minutes
a staff person may be inside an unsold room with the door closed before an alarm is
triggered' is available; default is 30 minutes. If the number of minutes should be
changed, enter the applicable number and click OK; see Figure 43.

To enable the alarm:

1. Go to Tools/Enable/disable alarms.
2. Mark 'Invalid staff-card usage'.
3. Click Update and Close.

The alarms will appear in the alarm list; see the user manual for the client for more
information about the list.

See Installation instruction Communication option for information about
e how to set up receivers of alarm e-mails/SMSes
e how to set up e-mail receivers of reports
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5. Issuing a ZigBee configuration card

The ZigBee configuration cards are smart/4k cards that are used for setting up online
locks of ZigBee type. The following cards are available:

Type Description

Set subproduct ZigBee Sets the lock in ZigBee mode

Start discovery in ZigBee See section 1.8 Discovery. This card also sets the lock in
ZigBee mode.

Start orphan join in ZigBee See section 1.9 Orphan join.

Check ZigBee status See section 7.3 Check online status with card

Construction mode See section 6.3 Set in construction mode

Enable EMI events Note: This also See below the EMI events that are sent to the thermostat from

requires the enable EMI events option. |the lock:

- 0. Guest entrance
- 1. Staff entrance
- 2. Inside open
- 3. Dead-bolt thrown
- 4. Dead-bolt released
- 5. Door closed
- 6. Battery status
Disable EMI events
Remove all sub products Removes all sub products from the lock
Table 4
B Zigbee Configuration Card (=1 . Double click on ZigBee configuration in the
— navigation window.
Card helder: | Smith, John Im| 2. Select a cardholder from the operator list by
User group: | Staff ' clicking the (-] button; double click on a name
Mo.ofdays: (2| or mark the name and click Select.
Expiration time: | 2015-10-06 14:28 | 3. Choose the expiration time of the card: enter
e the number of days for which the card shall
Egilizgh iyt 3 be valid, or click the ~| button next to the

Expiration time field and mark a date in
the calendar (or enter a date manually).

U The chosen date will appear at Expiration
Elftheecebt time; the number of days will change
pro| p——— accordingly.
4. At Type, choose the applicable card type;
Figure 46 see the list of available cards above for

more information.

5. If you want a receipt for the cardholder to sign,
check Print receipt. If you want an additional
text of your own choice, you can add this
under Tools/Options/Printer/Receipt,
'Note on receipt'; maximum 765 characters.
This text will be added to all staff/operator
receipts until it is changed or deleted.

6. Click Make card; present a card at
the encoder.

ASSA ABLOY Hospitality 66 3081 004-22




6. System operation

There is a two-way communication with the locks — online commands are sent to the
locks, and the locks send events.

6.1 Events

This section describes the transmission of events from the locks. Events are sent from
the lock as they occur. Should there be any events in the queue, the first queued
event is sent instead.

6.1.1 Acknowledge

If there are any queued events, the lock will send the next event when the EN sends
an acknowledgement to the lock. The acknowledgement will be delayed by the EN for
approximately one minute in order not to flood the network.

6.1.2 Retransmission
If there has been no acknowledgement for two minutes, the lock will retransmit the
first event in the queue.

6.1.3 Fallback

The time between retransmissions will be doubled until it reaches three hours.

As soon as an acknowledgement is received, the retransmission time is reset to two
minutes. If an acknowledgement has not been received after three hours, the last
event from the lock will be retransmitted.

6.2 Online functionality

In the software, several online commands are available. See the section 6.2.1 and
also see the user manual for the client for more detailed information (section about
online commands for a door and section about the Online tab; for cancellation of
card, section about card list). Certain situations give an alarm; see section 6.2.2 for
more information.
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6.2.1 Commands
The commands that are sent online to the locks include:
¢ Room move (only applicable for hotel systems; add a card to the new room
and cancel it from the old room, and/or change the card expiration time)
Check-out of guest; only applicable for hotel systems
Cancellation of card
Sending of parameters; time, calendar etc
Remote open/stand open/emergency open and
clear stand open/emergency close
Blocking and unblocking of user groups
e Read-out of missing events

6.2.1.1 Buffered commands

Some commands (but not interactive commands) can be buffered. Regardless of in
what order the commands have been buffered, they will be sent according to the
following priority:

. Define local card (elevator, entrance)

. Emergency open and close

. Cancel

. Anti-passback block and unblock

. Checkout

. Auto unblock

. Auto block

. Other buffered commands

oNOTU P~ WNH

6.2.2 Alarm list
Alarms are situations that require immediate action, e.g. offline lock.

Alarms are shown in the alarm list of the server software, and also in the Alarms
view of SysMon. These alarm lists show all types of alarms, online related as non-
online related; e.g. housekeeping failed.

The alarms can be used as a work order system. From the alarm list it is possible

to assign an alarm to a user. If the Communication option is used, the assigned

user can get an e-mail and/or SMS when the alarm is triggered. The user can

then acknowledge the alarm, i.e. confirm that he intends to take care of the matter.
When the matter has been taken care of, the alarm should be marked as completed
in the alarm list of the server software. Some alarms are however auto-completed,
e.g. when the system detects that they have been attended to they are automatically
marked as 'Auto-completed' in the alarm list. See the user manual for the client for
more information about the alarm list.

From the user notification list of the software it is possible to define which users that
should be notified by e-mail or SMS (requires the Communication option) when

ASSA ABLOY Hospitality 66 3081 004-22




alarms occur. From the user notification list, it is also possible to set up that reports
should be sent via e-mail. The reports can either be alarm reports, or reports about
items that do not trigger alarms; e.g. a summary of issued cards.

See Installation instruction Communication option for more information about the
user notification list and other features of the Communication option.

6.2.3 Endnode list
The endnode list in the software shows ZigBee endnodes in the system with IEEE
address, firmware version and door name.

Note: Endnodes in thermostats are not shown in the list.

To remove an endnode from the endnode list:

1. Double click on Endnodes under the Lists tab in the navigation window.

il Endnodes
IEEE Firmware Dot name
00177a0100100005 2.0.50 101
00177a0100240000 2.0.50 10z
00177a0100250005 2.0.50 103
00177a01002500cF 2.0.50 104
00177a01002500fe 2.0.50 105
Remove
Figure 47

2. Mark the endnode in the list and click Remove. The endnode will
automatically also be removed from the treeview in SysMon.

Note: If a * is shown in the dialog caption, one or more endnodes have been added,
removed or renamed. In this case, press the Refresh button in the endnode list.
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6.2.4 Router list

The router list in the software contains all ZigBee routers in the system. The date
column shows the last time the router announced itself. In case a router has been
physically replaced there will be duplicates in the router list, but the last
announcement time gives a hint of which router should be deleted.

To remove a router from the router list:

1. Double click on Routers under the Lists tab in the navigation window.

ill Routers g |E| |Z|
IEEE Mame Last announcement Firnware Description B
0017720100040016 100-F-1 12/14/2007 :10:55PM RT - DC On-line - TLXRT2_MC13213 38 080826.tmf :
00177a0100040000 100-F-2 12/14/2007 4:10:56 PM RT - DC On-line - TLXRT2_MC13213 v38 080826.tmf
00177a010004000c 100-R-1 12/14/2007 4:09:35 PM RT - DC On-line - TLXRT2_MC13213 v38 080826.tmf
00177a0100040004 100-R-2 12/14/2007 4:09:39 PM RT - DC On-line - TLXRT2 MC13213 v38 080826.tmf
00177a0100040013 200-F-1 12/14/2007 4:09:43 FM RT - DC On-line - TLART2_M(C13213 v38 080826.tmf
00177a010004001e 200-F-2 8/31/2007 4:52:39 AM RT - D On-line - TLXRT2_MC13213 38 080826.tmf
00177a0100040022 200-R-1 8/17/2007 §:35:02 AM RT - DC On-line - TLXRT2_MC13213 v38 080826.tmf
00177a0100040003 200-R-2 12/14/2007 4:05:09 PM RT - DC On-line - TLXRTZ MC13213 v38 080826.tmf
00177a010004001 1 300-F-1 6/23/2007 9:29:32 PM RT - DC On-line - TLXRT2_MC13213 v38 080826.tmf
00177a0100040015 300-F-2 12/13{2007 4:26:47 PM RT - DC On-line - TLART2_M(C13213 v38 080826.tmf
00177a010004001 4 300-R-1 7412007 6:54:28 AM RT - D On-line - TLXRT2_MC13213 38 080826.tmf
00177a0100040027 a00-R-2 71412007 6:54:29 AM RT - DC On-line - TLXRT2 M(C13213 v38 080826.tmf
00177 a01 N0N4nn>= RIE-1 AIZ2I70N07 901130 PR BT N~ Onlime - TIYRET? AAT1 2713 .38 ARNR DA +rnf X

Remowve Properties
Print = ] ’ Close
Figure 48

2. Mark the router in the list and click Remove. The router will automatically
also be removed from the treeview in SysMon.

Note: If a * is shown in the dialog caption, one or more routers have been added,
removed or renamed. In this case, press the Refresh button in the router list.
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6.2.5 Gateway list
The gateway list in the software contains all ZigBee gateways in the system.

To remove a gateway from the gateway list:

1. Double click on Gateways under the Lists tab in the navigation window.

MName IEEE MAC Firmware  Coordinator firmware | PAN ID
Gakeway 000 17:74:02:02:04 MX's office 00177a010001000a  00177A020204  2.3.3.0 1.0.52 223
Remaoyve Properties
Prink = ] l Close
Figure 49

2. Mark the gateway in the list and click Remove. The gateway will
automatically also be removed from the treeview in SysMon.

Note: If a * is shown in the dialog caption, one or more gateways have been added,
removed or renamed. In this case, press the Refresh button in the gateway list.

6.3 Setting in construction mode

If the network should be down for a period, e.g. during construction or renovation

of the hotel, the locks should be set in construction mode to reduce battery
consumption. Present a Construction Mode card at the locks (see chapter 5 Issuing

a ZigBee configuration card); each lock will chirp and/or a show a green LED signal,
depending on lock model. When the card is presented, the EN will be turned off.

If the EN in the lock is busy when the card is presented, instead a tick is heard and/or
a very short green LED signal is shown. In this case, make a new try by presenting
the Construction Mode card at the lock again.

To turn the EN on again, present a Discovery card at the lock; see chapter 5 Issuing a
ZigBee configuration card.
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7. Commissioning

7.1 Printing a status report
SysMon provides a simple method for printing out the status of all the connected
devices in the online network.

1. In the Online Network view in SysMon, click the Print Status button.
Note: When clicking Print Status, it is possible to choose where to save
the status report.

#+ Online Network
=@ GW. Eth Floor
g 3R 7. 0=0001 RT 620-623

Find Hode

et

il

Print Status

Find Offline

=
-
—y
ra

Figure 50

2. A Microsoft Excel spreadsheet will be written to the TempData folder in your
installation folder.

The spreadsheet provides detailed information for each connected RT and EN; see
example screenshot on next page. The information written to the document includes:
name of the PAN (GW) the device is connected to

RT name

room; if it is an EN

IEEE address

version for RT, EN or GW; in the last case, GW firmware as well as version in
the PAN coordinator (PC) are stated

network address

average link quality between the device and its parent

time that last LQI measurement was taken

last link quality index (LQI) recorded

time for last successful command since the server was restarted; if this column
says 'n/a', there has not yet been any answer from the lock
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7.2 Pinging a door

While the spreadsheet described in section 7.1 is convenient in showing the
communication status of the online devices, it does not show that the locks
themselves are communicating with the server. To do that it is necessary to 'ping'
every online door from SysMon. A ping is a simple 'are you there' message sent from
the server to the lock and back. The ping shows that the lock, the server, and all the
devices in between are operating correctly.

To ping a door in SysMon:
1. Open the Online Rooms window at View/Online Rooms.

2. Mark the door you want to ping and click the Ping Door button on the right.
You will see the status for the door change to offline.

#+ Online Pooms

Door Last Contact Status HE~ -
#7  B/26/2007 443004M  Online 0 Bing Doar |
511 B/26/2007 4:42:00 8 Online 0y
h23 B/26/2007 4:44:00 4 Online 0 Force Door |
1048567 6/26/2007 4:25:004M  Online 57
1048566 6/26/2007 4:43:004M  Online 11
1048565 6/21/2007 4:23:004M  Offline (tied: 5/26/2007 3:18:00 AM] 13
303 Offine [tried: 6/26/2007 3:33:004M] 0
Figure 51

3. At the same time, you should watch the Online Command Log (found at
View/Online Commands) so you can see the Ping command go out.

#+ Online Command Log

Door Command | Time Status

403 Fing B/2B/2007 10:15:00 84 0K

403 Fing B/28,/2007 10:75:00 Ak Mo anzwer was received within the time limit
Figure 52

The status in the Online Command Log will always say 'No answer was received
within the time limit' when the ping first goes out. If the ping is successful a response
of OK will be sent back. If the ping fails you will not receive any other notification.
You should allow up to 25 seconds for a ping to respond before labeling it a failure.

A [ B ] D [ E [ F | G B 1 | 3 E
RT name Room _ [EEE address Version network address |LQl (average) Last LQI LastLQlat Last successful command at -
Gateway 00-17-TA02.0002 Timelox Carridor 117 00177A0100240000 40 0x0c23 69%  88% 2009-03-25 0406 n/a
17:7A:02:00:02 Timelox Corridor 103 00177A0100244C27 34 0x0c25 2% 80% 2009-03-25 04:07 2009-03-24 12:02
17 102 00177A0100245528 34/0x0c26 80%  82% 2009-03-25 04:07 2009-03-24 12:00
Gateway 00-17-7A02:00-02 Timelox Cartidor Hybrid  00177A0100245224 40 0x0c24 9% 9% 20090325 04:07 2009-03-24 10:32
Gateway 00-17-7A:02.0002 Timelox Cortidor 00177A0100050005 38 0x0001 98%  99% 2009-03-25 0406 n/a
Gateway 00:17:7A:02:00:02 Timelox Corridr _ Gateway 00:17:7A:02:00:02 Timelox Corridor. Mac: 001774020002 00177A010001001F  GW: 2.0.0.9. PC: 40 0x0000 100% nia
» '\ ZigheeStatus e i I |
M

Egure 53: The screenshot shows an example of a status report; see section 7.1 for
more information.
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As part of the commissioning process it is necessary to show that the server is able
to communicate to every lock. This is shown in the last column of the status report
in section 7.1. If the server has been restarted, the last column of the status report
will show 'n/a’' for all locks - in this case the Broadcast Answers dialog can be used
to determine whether the locks have answered or not, for all broadcast commands
except for 'Ping'. See the user manual for the client for further information about
Broadcast Answers.

As each floor or wing is completed, sign off on the status report to indicate that all
of the online devices are communicating and the server is able to communicate with
the locks.

7.3 Checking online status with card

To check the online status directly at the lock, a Check ZigBee Status card can be
used; see chapter 5 ZigBee configuration card. When the card is presented at the
lock, a check is made whether the EN in the lock has still got contact with its parent
or not. If a chirp is heard when the card is presented at the lock, the lock is online;
if an error beep is heard and/or three red LED signals are shown (depending on lock
model) when the card is presented, the lock is offline. If the EN in the lock either is
busy at the moment or is connected to the LCA (lock case adapter; for lock types
where this is applicable), a tick is heard and/or a very short green LED signal is
shown instead. In this case, make a new try by presenting the Check ZigBee Status
card at the lock again.
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8. Power loss and hardware failure

This section describes the mechanisms in place to recover from power loss as well as
instructions to replace devices in case of hardware failure.

8.1 Lock electronics

If the lock electronics (not the online EN radio) have gone bad, they can be replaced
with no interruption to the online network. Replace the lock electronics and put the

lock back together. If power was temporarily disconnected from the EN, it will rejoin
its parent on power up.

8.2 Endnode

If an EN loses power - typically due to a dead battery or battery replacement -

it will rejoin its parent on power up using an orphan join. The radio ID is already in
the appropriate RT and so it is allowed to join again without requiring a technician to
re-open the RT.

If an EN needs to be replaced:

1. Make a leave on the old EN: right click on the EN in SysMon's Online Network
view and choose Leave Network. In this way the old EN will deregister from
the parent.

Note: Due to a bug in BeeStack radio nodes of versions before 1.0.49, do not
use the Leave Network command for these older versions.

2. Important: Wait for 40 seconds to avoid confusing the parent from which the
EN has deregistered.

3. Make Permit Joining on the RT to which the EN should be connected. This can
be done either by right clicking on the RT in SysMon's Online Network view
and choosing Permit Joining, or by pressing the F1 button on the RT.

4. Once Permit Joining has been made on the RT, install the new EN device in
the lock. When it is powered up, present a Discovery card at the lock (see
chapter 5 Issuing a ZigBee configuration card); the lock will chirp once and/or
show a green LED signal, depending on lock model. The EN will announce itself
to the server.

5. After the EN has joined the network, make Forbid Joining on the RT by right
clicking on the RT in SysMon’s Online Network view, or by pressing the F1
button on the RT.

ASSA ABLOY Hospitality 51 66 3081 004-22




8.3 Router

If an RT loses power none of its children will be able to communicate to the server.
When an RT loses power it will send a special SOS message to the server at least
once to indicate that power may have been disconnected.

A power cut is illustrated with a red dot in front of the RT in SysMon:

---. RT. 00001 AT 620-623
Figure 54

It can take up to three hours for the ENs to get online after recovery from a power
cut. Upon power up the RT will perform an orphan join and will rejoin its parent GW
or RT. Any children (EN or RT) will rejoin the RT automatically by performing orphan
joins after they realize they have lost their parent.

To expedite this process in ENs:
1. Present an Orphan Join card at the door lock of each EN (see chapter 5
Issuing a ZigBee configuration card); each lock will chirp once and/or show a
green LED signal, depending on lock model.

This may be a necessary step if the RT has been without power for an extended
period of time as the ENs will only attempt an orphan join every so often (i.e. every
three hours) in an attempt to conserve power.

If an RT needs to be replaced, the 'Permit Joining' command is used:

1. Make a leave on the old RT: right click on the RT in SysMon’s Online

Network view and choose Leave Network.

In this way the old RT will deregister from the parent.

Note: Due to a bug in BeeStack radio nodes of versions before 1.0.49, do
not use the Leave Network command for these older versions.

2. Important: Wait for 40 seconds to avoid confusing the parent from which the
old RT has deregistered.

3. Choose Permit Joining on the GW that the new RT should associate itself
with.

4. Press the F1 button when powering up the new RT. The RT will make a
discovery, i.e. it will search for and join the GW on which Permit Joining has
been made. After this, choose Forbid Joining on the GW.

5. Make Permit Joining on the new RT. This can be done either by right
clicking on the new RT and choosing Permit Joining, or by pressing the F1
button on the new RT. Present a Discovery card at the door lock of each EN
that should associate with the new RT; each lock will chirp once and/or show
a green LED signal, depending on lock model. For more information about the
ZigBee configuration card, see chapter 5 Issuing a ZigBee configuration card.

6. Each EN will search for and join the new RT on which Permit Joining has
been chosen. After this, make Forbid Joining on the new RT. This is done
either by right clicking on the new RT and choosing Forbid Joining, or by
pressing the F1 button on the new RT.
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8.4 Gateway
If a GW loses power, none of its children (RT or EN) will be able to communicate to
the server. A power cut is illustrated with a red dot in front of the GW in SysMon:

-4 Gw. Gth Floor

Figure 55

Note: If a GW is replaced, the entire commissioning process must be performed
again; see sections 3.2-3.7.

8.5 Server

If the server loses power, no commands can be sent to the locks. When the server is
recovered it will need to query the locks to retrieve any events it may have missed
while it was down.
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9. Redundancy and recovery

9.1 Communication channel

The ZigBee communication protocol has the built in capability to communicate on any
one of 16 different channels (or frequencies). In the event that one or more channels
are blocked or do not allow for adequate signal strength and stability, other channels
may be used. Important: The ZigBee communication can be disturbed by e.g. Wi-Fi
networks; always make sure to have as long distances as is physically possible
between ZigBee devices and other radio equipment. It is also possible to use the Set
all coordinators checkbox in the Select channels dialog; see details below. If Wi-Fi
disturbance still causes problems at a site, automatic channel change can be enabled.
See more information about automatic channel change in section 9.1.1.

If there are circumstances that dictate the devices should communicate on a specific
channel (i.e. if there are other online devices or known interference on other
channels), it is possible to force the devices to stay on a specific channel.

1. Right click on the concerned GW in SysMon's Online Network view and
choose Set channels; a dialog as in Figure 56 will be shown.

Avalable channels in the 2.4 GHz band

~ fiil ¥ 13
12 W 20
W 13 WV 21
14 [ 22
¥ 15 ¥ 23
¥ 18 [v 24
17 v 25
18 v 25

Al I Clzar |

I Set all coondinalors
Caresl
Figure 56

2. By default, all 16 channels are checked since the GW will normally choose
which of the 16 channels in the 2.4GHz band the nodes in the PAN should
use. If a specific channel should be used, click Clear to uncheck all channels.

3. Check the desired channel(s); if more than one channel is checked, the best
one will be chosen.

4. If the chosen channel(s) should be used for all GWs in the system, mark the
checkbox Set all coordinators.

5. Click OK.
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9.1.1 Automatic channel change

Note: Automatic channel change requires Visionline 1.12.2 or higher.
Note: Contact Technical support for details about how to enable automatic
channel change.

The channel is automatically changed if:
e more than 25% of the end nodes are offline or have an LQI less than 30%
e (requires the Orion EMS option) more than five offline alarms have been
received from the same thermostat during the last 24 hours; these alarms
are triggered when the thermostat detects that a motion detector, lock or
door switch is offline

The new channel is accepted if all routers report back within 15 minutes. If not,

a new channel is selected. When the new channel has been accepted it will be
retained during at least 24 hours even if the conditions above are met. At automatic
channel change, all 16 channels are used regardless of the channels selected by

the user.

9.2 Recovery

9.2.1 Polling

In order to preserve the battery, the ENs use a scheme called polling. Each EN wakes
up periodically to check (poll) its parent for messages. Any message for the node is
sent as an answer to the poll. The polling is the reason of variable answering times.

9.2.2 Fallback
If the poll does not give any answer five successive times, the EN has a fallback
procedure. The missing answer can have two causes:

e the parent is offline due to a power cut

e the channel is jammed

In the latter case, follow steps 1-3 in section Communication channel to choose
another channel. The EN will start orphan joining as a fallback, but continue to
send polls even after this. This will find the parent in case there has been a
channel switch. It will also find the parent in case there has been a power cut
and the power returns. Due to the high power consumption of orphan joining,
it will be performed at very long intervals:

e [Initially, the interval will be one minute.

e For every time the orphan join fails, the interval is doubled until it reaches

three hours.

Note: RTs have the same functionality, but as they are powered externally they
will make an orphan join every 30 seconds.
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Appendix A: Online devices

Gateway

Status LED:
- red while the gateway gets its IP address
= LED off (no LED colour) while
the gateway looks for the server
- steady yellow while the gateway has
got contact with the application server
- blinking yellow when the F button is
pressed for reaching the web interface
where some gateway settings are made
Mounting hole
for wire saddle

Power LED

Reset
butten F button:

#
-

’ - this butten is  Ethernet connector

~
RS-485 connector  DC pl used for reaching
B the web interface

where some gateway
settings are made
- toggling function

Figure Al
e Automatic adjustment to 10 or 100 Mbit/s networks

e Powered via Ethernet or by a power adapter (5VDC)
Note: The gateway is of PoE class 1; power range 0.44-3.84W.

e Low power consumption
e The total number of gateways is virtually unlimited
e Can have either five routers or 15 endnodes connected as direct descendants

e Case with the dimensions 63 mm x 144 mm x 27,5 mm (2,48" x 5,67" x 1,08")

o Easy mounting (can be mounted either with adhesive VELCRO® strips or fastening screws;
a package with two VELCRO® strips and two fastenings screws are enclosed)

¢ Weight: 116 g

e Flame retardant ABS
e UL94 V-0 approved
e Colour: RAL 7047

e Suitable for operation in the range 5-50° C and
10-90% non-condensed relative humidity
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Router

Fi button Resst button Status LED

Wire saddie BC plug

Figure A2

e Powered by a power adapter (5VDC)

e Low power consumption

e Can have either five routers or 15 endnodes connected as direct descendants

e There can be a maximum of five hops down the gateway (i.e. gateway - router - router -
router - router - endnode). This limits the physical coverage of a PAN.
Important: Even though it is possible to have five hops, it is recommended to
have maximum three hops, i.e. gateway - router - router - endnode. The link
quality index (LQI) should be at least 30%.

e Case with the dimensions 40 mm x 105 mm x 19,5 mm (1,57" x 4,13" x 0,77")
o Easy mounting (can be mounted either with adhesive VELCRO® strips or fastening screws;
a package with two VELCRO® strips and two fastenings screws are enclosed)

e Weight: 36 g

e Flame retardant ABS
e UL94 V-0 approved
e Colour: RAL 7047

e Suitable for operation in the range 5-50° C and
10-90% non-condensed relative humidity
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Appendix B: Mounting of gateway and router

Preferred way of mounting the gateway is horizontally on the wall:

ASSA ABLOY DO-MM-YYYY
Model: 683081064R6 Gateway ER

ASSA ABLOY Hospi
msvsmm.ue@tgm

1D: Y7V-683081 1

Figure B1

Note: The older type of gateway (9VDC) should be mounted vertically.

Preferred way of mounting the router is horizontally:

ASSA ABLOY DO-MM-1TYY
Model: 683081067Ré6 Router ER
ASSA ABLOY Hospitality

=== 5V 100 mA 6c®

IEEE: 00177 A0100X00XX

FCC ID: Y7V-583081067C1
IC: 951 4A-683081067C1
@ [E: ponding

vF R

Figure B2
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Appendix C: Example configurations
Several online configurations are possible. Here are some examples:

SOFTWARE SERVER

DOOR LOCK W/ SwiTeH
RF MODULE RF GATEWAY ©

o @) (%

HOTEL NETWORK

NEARBY GUEST ROOMS IN RANGE OF ROUTER #1

P,

— — —
) O OJ
DOORLOCK W/ DOOR LOCKW'  DOOR LOCK W/ THIN CLIENT W/ THIN CLIENT W/ PC W/ LOCAL ENCODER
RF MODULE RF MODULE RF MODULE NETWORKED ENCODER NETWORKED ENCODER
(RF ROUTER #2 )

NEARBY GUEST ROOMS IN RANGE OF ROUTER #2

NN M)

O O O
DOOR LOCK W, DOORLOCKW' DOOR LOCK W/
RF MODULE RF MODULE RF MODULE

Figure C1: Basic setup with GWs, RTs and no firewall

Notes for the configuration in Figure C1:
¢ RF door locks communicate with RF routers; maximum 15 locks per router.

e RF routers 1 and 2 communicate with the Rf gateway (it is recommended to have
maximum three hops down the gateway, i.e. gateway - router - router - door lock,
and an LQI, link quality index, of at least 30%). Routers are powered by a 5VDC
plug-in transformer.

e RF gateways communicate with the application server over the Ethernet network
of the property. Gateways are powered by a 5VDC plug-in transformer.

e The application server communicates to client stations and networked
card encoders via the network of the property.
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Appendix C: Example configurations

m (((

- -
DOOFECK Wi DOOR LOCK W/
RF MODULE ((( RF MODULE

)% e ((( PC W/ LOCAL ENCODER

C_.}I C_J W
DOOR LOCK Wi DOOR LOCK W <AL
RF MODULE RF MODULE
10/ 100%0\/52
ETHERNET (PoE) SWITCH ’
- 3 (( S THIN CLIENT W
C ) C \ NETWORKED ENCODER
_,—il —_—
DOOR LOCK Wi DOCR LOCK W
RF MODULE (( ( RF MODULE
)ﬁ RF GATEWAY ((
(—_ —wl [__\:
DOOR LOCK Wi DOOR LOCK W/
RF MODULE RF MODULE

Figure C2: GWs using Power over Ethernet (PoE) communicating directly with doors.

Notes for the configuration in Figure C2:
e RF door locks communicate with RF gateways; maximum 15 locks per gateway.

e RF gateways communicate with the application server over the Ethernet network
of the property. Gateways are powered centrally by a PoE (Power over Ethernet)
network switch.

e The application server communicates to client stations and networked card
encoders via the network of the property.
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Appendix D: Web interface for gateway

The gateway parameters can be modified to suit the network where the gateway is
located. This is done via the web interface as described below.

Note: See Table E1 in Appendix E for a description of the gateway parameters.

To modify the gateway parameters:

tigees Guremay setup 1. Press the F button on the gateway for a
A short while; the status LED on top of the
P s gateway will blink yellow. See in Appendix

Biees sem e 1 53 Bt G W

A where the F button is located.
2. In the web browser, enter http://

AL e 3 VT T8 350 i e

P S b ipaddress; the IP address to enter is shown
e s when hovering over the gateway in

SysMon. See example below for IP address
entered in the web browser:

e R, |2 http://192168.0.109
bk ki Figure D2
=

g Note: If no DHCP server is available, use
the zero config IP address which is shown
in Wireshark; see section 1.3.1 for more
information about zero config.

3. Make the desired changes in the ZigBee
Gateway Setup page; see example in
Figure D1.

4. If the server IP should be changed and
there is no DNS (Domain Name System):
- Enter the applicable Server IP

OR

- Mark the radio button 'Enable’' for
Announcement Broadcast; this makes
the gateway find the server.

5. When all desired changes have been done
in the ZigBee Gateway Setup page:

- Click Save.

- Click Reboot.

- Press the F button on the
gateway again.

Figure D1
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http://ipaddress
http://ipaddress

Appendix E: Reset of gateway

If the gateway parameters need to be reset to default values, e.g. if a gateway should
be used at a demo installation, press and hold the F button while powering up the

gateway.

Parameter

Default value

Dynamic IP address (DHCP; Dynamic Host Configuration
Protocol)

Enabled

Host IP address

192.168.0.100

Default gateway 192.168.0.1
Subnet mask 255.255.255.0
Announcement broadcast Enabled
Server port 7799

Table E1: Default values and descriptions of gateway parameters
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Appendlx F: Gateway boot-up
. When a ZigBee gateway comes out of reset, it reads its IP configuration
from a non-volatile memory.

2. If 'Dynamic IP Address' is set to Disable (see Appendix D): the gateway
sets its IP address to the address stored in the config memory. Continue at
step 13 below.

3. If 'Dynamic IP Address' is set to Enable (see Appendix D): the gateway
sends a DHCP Request packet with IP destination address 255.255.255.255,
i.e. IP broadcast, requesting its most recently used IP address.

4. If the network/subnet configuration has not changed, the DHCP server will
most likely send a DHCP ACK packet, allowing the gateway to continue to
use the same IP. The DHCP server may use either IP broadcast or unicast for
this packet; broadcast is however most commonly used. Continue at step 10
below.

5. If the DHCP server is unwilling to let the gateway use the same address as
before, or if the requested IP is out of scope, it sends a DHCP NAK.

6. Then the gateway resets its IP address to 0.0.0.0 and sends a DHCP Discover
packet with IP destination address 255.255.255.255; IP broadcast.

7. If a DHCP server is available, it sends a DHCP Offer packet. Since the gateway
has no valid IP address, the DHCP server must send to IP destination
255.255.255.255; IP broadcast.

8. The gateway receives the offer and sends a DHCP Request packet, as in step 3
above, but this time requests the IP address offered by the DHCP server.

9. The DHCP server sends a DHCP ACK packet, confirming that the gateway may
start using the new IP address. Unlike the ACK in step 4 above, this ACK
packet must be sent to IP destination address 255.255.255.255 (IP broadcast),
since the gateway has not got any confirmed IP address yet.

10.The gateway performs gratuitous ARP (Address Resolution Protocol) to ensure
that no other host has got the same IP.

11.If IP collision is detected, the gateway sends a DHCP Decline packet which
refuses the assigned IP address and restarts the gateway’s IP acquirement
procedure.

12. New functionality, Zigbee gateway version 2.3.0 and later: If there is no DHCP
server available on the subnet, the gateway self-assigns an IP address from the
IPv4 Local Link address space (169.254.0.0/16), and sends gratuitous ARP to
ensure that no other host has got the same IP.

13. The gateway reads the most recently used Visionline server IP address and
tries to open a TCP connection to the server.

14. If the TCP connection attempt fails, the gateway will continue to try
connections to the same IP over and over again — unless it detects that the
network/subnet setup has changed, e.g. the gateway may have been moved to
a new location. Then it will send an application specific service discovery
request (announcement broadcast) with IP destination address
255.255.255.255; IP broadcast.

14 b. New functionality, Zigbee gateway version 2.3.0 and later: Even if the
network/subnet setup is unchanged, but long time (one hour) has elapsed
without any successful TCP connection with the Visionline server, the gateway
will start sending service discovery requests.
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Appendix F: Gateway boot-up

15. If a Visionline server is on the same subnet, or if another gateway with a valid
TCP connection to the server is on the subnet, they will send a reply
to the querying unit, letting it know the IP address and TCP port of the
Visionline server. The gateway then tries TCP connection to that IP.

15 b. New functionality, Zigbee gateway version 2.3.0 and later: From the payload
supplied in the reply (the reply is sent with IP destination address
255.255.255.255, IP broadcast), the querying unit can determine if its own IP
address properties are correct with respect to network class, default gateway IP
and subnet mask. If required, it will self-assign a new IP-address within the
subnet specified in the reply, and then send gratuitous ARP to ensure that no
other host has got the same IP. Then it goes on and tries TCP connection to the
received server IP address.

16. New functionality, Zigbee gateway version 2.3.0 and later: Prior to sending the
service discovery request, the gateway tries to contact a DNS server (Domain
Name System), with a request for resolving the most recently used Server
Host Name. If that name is unknown to the DNS, the gateway tries to resolve
the factory default Server Host Name. If any of the two names renders a
successful DNS reply, the gateway uses the IP address received from the DNS
server, and tries TCP connections to that address. If the factory default name is
unknown too, or if a DNS server is not available at all, the gateway sends a
service discovery request.

Note: 14, 14 b, (15/15b) and 16 will go on in a round robin way until the gateway
has reached the server.
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Appendix G: More about how the gateway finds
the server

Introduction

This appendix describes the process of how the gateway finds the server. The solution is
based on DNS (domain name system) as well as on announcement broadcast, which is a
proprietary implementation of zero config.

Note: A general description of setup of DNS entries cannot be made in this document,
since this varies with the type of DNS server that is used.

There are three challenges when the gateway is connected to the network:

1. A new gateway must be able to find the server even if it is located on a
separate subnet.

2. The gateway must be able to locate a backup server in case the primary server
fails. The backup server is assumed to have the latest database from the
primary server.

3. The above must be fulfilled even if there are multiple Visionline servers on the
same network.

Commissioning of gateways:

Single server - commissioning of gateways with DNS
Multiple servers - commissioning of gateways with DNS
Commissioning of gateways without DNS

Switching to backup server:

Single server - switching to backup server with DNS
Multiple servers - switching to backup server with DNS
Switching to backup server without DNS
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Appendix G: More about how the gateway finds
the server

Commissioning of gateways

If the gateway is located on the same subnet as the server, the gateway will locate
the server using announcement broadcast without any need for manual
configuration. However, the normal case is that the server and the gateway are
located on different subnets. The first gateway for each subnet requires help from
the DNS to locate the server.

Single server - commissioning of gateways with DNS
1. Add a DNS entry called timeloxserver and let its IP address be the address of
the application server to which the new gateway shall connect. The gateway
will then make a DNS query using the name timeloxserver and in this way get
the IP address of the server.
2. Connect the gateway to Ethernet and wait for it to appear in the SysMon
Online Network tree.

Multiple servers - commissioning of gateways with DNS
In the steps below, it is necessary to know the system code. To find it, double click
on System settings under Reports in the software navigation window.

[ ] System Settings

[System code]
D124-B023-3013

Figure G1

1. For each application server, add a new DNS entry with the system name for
the concerned server. The system name is timelox_12-character system code
without dashes, e.g. timelox_D124BD233D13.

2. In order to find the correct server at first installation, the gateways must be
installed for one server at a time.

3. Let timeloxserver refer to the IP address of the first application server.

4. When all gateways have been installed for one server, the DNS entry for
timeloxserver must be changed to the IP address of the next server.

5. When all gateways for the last server have been installed, the timeloxserver
entry must be removed.
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Commissioning of gateways without DNS

1. Connect one gateway to each subnet. Use the web interface for the gateway
to configure the IP address of the Visionline server. Note: This is only needed
for the first gateway for each subnet, since the other gateways on the same
subnet will retrieve the server IP address from the first one by announcement
broadcast.

2. Continue adding gateways. They will automatically obtain the IP address of
the application server from the gateways on the same subnet that are already
online with the server.

Switching to backup server

Single server - switching to backup server with DNS
1. Change the IP address of the timeloxserver entry in the DNS so it points to
the backup server. The gateways will then connect to the backup server if
the connection to the primary server is lost and cannot be re-established.

Multiple servers - switching to backup server with DNS
1. For the concerned application server, change the IP adress of the system
name entry in the DNS so it points to the backup server. The gateways will
then connect to the backup server if the connection to the primary server is
lost
and cannot be re-established.

Switching to backup server without DNS
1. Remove the primary server from the network.
2. Assign the IP address of the primary server to the backup server
OR
enter the IP address of the backup server in the web interface for
one gateway per subnet.

__ Note: 1t will take one hour after the primary server closes its sockets
until the rest of the gateways enable their announcement broadcast.
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Appendix H: Firmware upgrade

If one or a few online devices should be upgraded, this is done from SysMon;
the applicable firmware must however first be saved to the database from
the Tools/Module firmware dialog in the client. For details about Tools/
Module firmware, see the appendix about firmware upgrade in the client
setup manual.

When the firmware that is applicable for an upgrade has been loaded into the
database, follow the steps below:

1. Click the Set button in the Online Network dialog and choose
Set Firmware Files for Bootloading.

o 0 G, PLOOR 01 Rt 1050017340028 60 -
& @ G, FLODR 01 Rt 112FOR RIS 113487 0017 7RG 2400
. MR

# DDA G 25
» @ G FLDOR 82 Fod 261 FOR 25823 0017 TA 02 269

& @ Gu FLODR 03 R TEVO017 P2 100
* @ G, FLODR )R 500 17Tk 21558
» @ G FUDOR 03 st 96 FOR RAFS 160,067 0017 24,02 145D
& ) W FLODR 01 6 251 0017 PAIINES

Figure H1

2. The Select Firmware Files for Bootload will show the firmwares that
have been saved to the database. If several versions of the same firmware
have been saved to the database, click the applicable ~| button if another
version should be chosen.

Select Firmware for Bootload |Z|
-~ Selected Fimwar
Single-Chip Coardinatar lﬁl Cancel |
Dual-Chip Coordinator I
Coldfire Gateway |233
Single-Chip Router I 1.0.53
RFID Encoder |

RFID Encoder w ext memory

Ll Ll Lo Ll L Led L

|
Ethemet Lock Interface I
/

Cancentrator

Make that the firmware is lnaded in the client under Tools/Module firmeware

Figure H2
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