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Copyright Information
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SPECIFICATIONS AND INFORMATION CONTAINED IN THIS MANUAL
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THAT MAY APPEAR IN THIS MANUAL, INCLUDING THE PRODUCTS AND
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Contact Information

ASUSTeK COMPUTER INC. (Asia Pacific)

Address 15 Li-Te Road, Peitou, Taipei, Taiwan 11259
Website WWW.asus.com.com

Technical Support

Telephone +886228943447

Support Fax +886228907698

Software download support.asus.com*

ASUS COMPUTER INTERNATIONAL (America)

Address 800 Corporate Way, Fremont, CA 94539, USA
Telephone +15029550883

Fax +15029338713

Website usa.asus.com

Software download support.asus.com*

ASUS COMPUTER GmbH (Germany and Austria)

Address Harkort Str. 25, D40880 Ratingen, Germany
Fax +492102959911

Online contact www.asus.com.de/sales

Technical Support

Component Telephone +49-1805-010923

System/Notebook

/Eee/LCD Telephone +49-1805-010920

Support Fax +492102959911

Online support www.asus.com.de/support

Website www.asus.com.de/news

* Available on this site is an online Technical Inquiry Form that you can fill out to contact technical
support.
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Chapter 1 - Introduction

1. Introduction

Package contents

Check the following items in your ASUS Wireless LAN Adapter package.
Contact your retailer if any item is damaged or missing.

1 x ASUS Wireless LAN Adapter (USB-N13)
1 x Support CD

1 x Quick Start Guide

1 x Warranty Card

Features

High speed networking (11n Draft) for fast download, file transfer, and
media streaming

EZ WPS setup: Press button on adapter and router for WiFi setup.
Multiple OS support: Windows, Linux

ASUS WLAN Adapter



Chapter 2 - Installation

2. Installation
System Requirements

To begin using the WLAN Adapter, you must meet the following minimum
requirements:

+ Windows XP/2000/2003/Vista 32/64bit/7, Linux (for Linux Kernel
2.6.29)

+ USB 2.0 for personal computer or notebook computer
+ 128MB system memory or larger
+  750MHz processor or higher
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(& + ASUS utility cannot run under Windows 7 and Linux.

+ Install the WLAN Adapter utilities CD before inserting the WLAN Adapt
er into your computer.

Installation Procedures
Installing the WLAN utilities and driver (for Windows XP)

Follow these instructions to install the WLAN Adapter utilities and driver. Insert
the support CD into your optical drive. If autorun is enabled in your computer,
the CD automatically displays the utility menu. Click Install ASUS WLAN Card
Utilities/Driver. If autorun is disabled, double-click SETUP.EXE in the root
directory of the CD.

" AsUS Wireless LAN Card

1. Select your language and click Install 2. Click Next on the Welcome screen.
ASUS WLAN Card Utilities/Driver.

3. Click Next to use the default Destination Folder 4. Click Next to create short cut.
or click Browse to select another folder.

ASUS WLAN Adapter 7




Chapter 2 - Installation

6. When Setup is complete, click Finish to
exit the installation wizard and restart the

computer.

5. The installation process takes several
seconds.
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/ Notes:
~ + For Linux user, download the Linux driver source code form CD, and
build the driver for the Linux OS you are using.

———1 oo
e S ———
o | e |
7. Carefully insert the WLAN Adapter into 8. Click OK to disable Windows Zero
your computer’s USB slot. Windows will Configuration and allow ASUS WLAN
automatically detect and configure the utilities to manage your wireless network.

WLAN Adapter using the utilities and
drivers installed in the previous steps.
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Chapter 2 - Installation

Installing the WLAN utilities eca —
and driver (for MAC OS) Welcome to the USE Wireless Urility - Tiger Installer

Welcome to the Mat 05 X ram. You will be
© Introduction quided through the steps tall this software

1.Double click the installation lcon and then B
click Continue.

Continue

2]
2
’l

& Install USB Wireless Utility - Tiger

2.Select a destination volume to install the Seloct a Dastination
USB ereless Utlllty When done‘ c“ck Select a destination volume to install the US3 Wireless

) Intraduction Utility - Tiger software.

Continue. & Select Destinadly

c
N
2
28
3
_C-O-'
[7/]
Oc

—

Maciniosh HD  RTUSH_ASUS Installe
15268 (82.6GB Free)  5.0MD (195 Free

[

Instaliing this software requires 2.6M8 of space

You have chasen to install 1his software on the valume “Maciniosh
HO-

Go Back Continue

3. Click Install to perform a basic installation ~**® e e
of this software package on the volume.

o Introdution
& Select Destinatign Click Install to perform a basic installation of this

software package n the volume “Maciniosh HD,"
 Installation Type

Go Back install

4. Click Restart to finish installating the ®2° 2 58 e Ly - Tger
software.

© Introduction
) Select Dectinatign
allation Type

& Install

@ Finish Up
Click Restart to finish installing the software.

ASUS WLAN Adapter 9
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Chapter 2 - Installation

Installing the WLAN utilities and driver (for Linux)

If you want to install the utilities and driver under Linux, please refer to the
attached CD for details.

Reading the WLAN status indicators

The device comes with one LED to indicate the status of the WLAN Adapter,
and on button for WiFi Protected Setup (WPS).
LED

ON: Connected to wireless device.
Blinking:  Transmitting data; the blinking speed
indicates the link speed.

OFF: Adapter is disabled.

Button

WPS Push Button:  Enable WPS Push Button

mode.

10
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Chapter 2 - Installation

WPS Wizard

WPS Wizard is a utility that allows you to easily set up your wireless network.
To set up WPS wizard:

2 wps Wizard

TEUS  weswizar

| Choose a connection type.

Please select the method you want to use to connect to your network.

« Use the WPS button

© Use the PIN code
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Use Pust Button to set up WPS Wizard:

1. Press the WPS button of USB-N13 and then press the WPS button on
the router.

&) WPS Wizard
m—
NSUUS  wes wizar

Piess the WPS button

Press the WPS button on the router.

ASUS WLAN Adapter 1



Chapter 2 - Installation

2. Follow the onscreen instructions to continue. When done, click Next.

2 wps Wizard

TEUS  weswizar

| Scanning wireless router...

Please waitfor a while...
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B Wes Wizard

na—
SEUS  wes wizard

Push the button to start the setup

Please press the button on your router.

Router’s hutton is pushed, click Next' to continue.

Use the PIN code to set up WPS Wizard:
1. Select Use the PIN code box, when done, click Next.

2 Wps Wizard

US  wes wizard

| Choose a connection type.

Please select the method you want to use to connect to your network.

© Use the WPS button

 Use the PIN codeﬁ

12 ASUS WLAN Adapter



Chapter 2 - Installation

2. Select the WPS AP you want to connect. When done, click Next.

B WPS Wizard

a—
SSUS  weswizerd

Please select the WPS AP you want to connect.

55D | cH| BSSID | Securit | status
WLB00GP\2 47698 B O0.904C:C100:2D TKIP (MPA-Personal)  Configured
RTN1B 11 000000000014 None Unconfigured

@ Scan the network again
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3. Key in the following PIN code into AP’s internal registrar (through its
webpage) or external registrar.

B Wes Wizard

—
NSUS  weswia

Enter following PIN code into AP's internal registrar (through its webpage)
or external registrar.

PIN code:

/ Key in the PIN number given by AP into the router’s setting page.

If the SSID status you selected is unconfigured, you must key in the
AP/router PIN numbers.

ASUS WLAN Adapter 13
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Chapter 2 - Installation

Key in the router's PIN number in the the WPS Wizard or utility.

S Wrs Wizard

—
TEUS  weswizer

Enter AP's PIN code.

PIN code:

Search for the wireless router.

B WS Wizaxd

a—
SSUS  wes wiard

Applying the wireless settings...

Please wait for a while...

4. Key in the Network Name (SSID). When done, click Next.

B Wes Wizard

—
SSUS  weswia

Assign a name for your network

Choose a name that people who connect to your netvork wil recogrize,
SSID is a string used to
identify a wireless LAN. Use
the cally generated
string as your SSID or
assign the 551D manually

letters or numbere.

If the router is used for the first time, the WPS wizard will run this
- process automatically.

14 ASUS WLAN Adapter



Chapter 2 - Installation

5. Follow the onscreen constructions to set up the key. When done, click
next.

B WPS Wizard
a—
NMSUS  weswieas

WMake your network more secure with a passphrase

This wizard will uss the passphrass provided below to generate a WA

securiy key for you Asecuity key can prevent

outsider fram accessing your
wireless netwark. Use the
generated
string as your passphrase or
assigr the passphrase
manually

The passphrase must be between 8 and B3 characters

W~ Display characters

» Create a different passphrase for me

» Show advanced network security options
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B WPS Wizard

—
NSUS  weswiad

Choose advanced network security options.

W recommend using WPA-Personal for better security.

’7&“'.

ity key or
[7UAALAT ANAZAZOBVDIL

AWPA passphrase must be betwsen 8 and B3 characters, A WEP key rust be 26 hex characters using
digits 08 and letters AF

/4 Display characters

Create a different security key or passphrase for me

6. When done, click Finish.

B WS Wizard
SNEUS  weswiar

This wizard finished successfully

—Print or save

You will need to pravide the following information to athers to connect to this network
« Metwork Name:  WLA00gF\V2_ 78475

* Passphrase: 2Batchgeeyu

= Security: TKIP (WPAPersanal)

_» Save or printsettings
% Save or print the wireless settings for future reference.

/ » Save seffings to a USB flash drive
*5% | Use a USB drive to add ather devices ta the network

ASUS WLAN Adapter 15



Chapter 2 - Installation

7. Insert the USB-N13 and select the drive from the list below.

B WeS Wizard

a—
EUS  wes wizard

Insert the USB flash drive into this computer

Plug the USB flash drive into & USE port on your cormputer, and then select the drive from the list below

o — ()
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8. When done, click Finish.

%) WPS Wizard

TSUS  wrswizan

Add other computers to the wireless network

1. Remove the USE flah drive from this computer

2. Insert the USE flash drive into & USB port on other device or computer. Camputers must be running
Windows X or Windows Vista

3 For computers, run the YWireless Network Setup 'Wizard in the USB flash drive. For devices, follow its

e--<g

instructions.
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Chapter 2 - Installation

Configuring with the WLAN utility (Infrastructure)

Use ASUS WLAN utility to get connected with an existing wireless network.

‘ § Wireless Settings ' L

| @' Activate Configuration »
? Mobile Manager

@ WPS Wizard
& Site Monitar
@ Help ©

A\“ Preferences
2 About Control Center

X Ezxit Control Center -
k= EE

1. Right-click the wireless connection icon
and select Wireless Settings.
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3. Use Site Survey if you don’t know the
SSID of your access point(s).
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5. Check the Status page to see the
association state. If connection is
established, the box shows “Connected -
XX XX XX XX XX XX,

ABLS WL Card Sacings ®
=N Erctn| utbeticoion| Advacced | 5c14P |
e
S S -
Bt
= rta ]
sbout
e
et e
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2. Check the Config page to set the SSID
(network name) to that of your wireless AP.

ASUS WLAN Card Settings ®
= B [EGE50] utortcoion | e S22 |
b dbericstor = el
@) o= =3
o
I Vi ek e TP ‘
iy I =
- , =
bl e
a E
) ”
Saye Conlpasion =
A o [ 1
X Corcat
k4

4. Encryption settings must match those
at the access point. Ask your network
administrator about settings if necessary.
Click Apply to activate the settings.

Fe s

B st o0

6. Check the Connection tab to see the
signal strength. Click OK to exit the utility.

ASUS WLAN Adapter
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Chapter 2 - Installation

Configuring with the WLAN utility (Ad Hoc)

The WLAN Adapter supports Ad Hoc mode that allows communication
between wireless stations without an AP.

‘ ? Wireless Settings ) et

| @ Activate Configuration L3
? Mobile Manager

@ WPS Wizard

& Site Manitar:

20
& g & Help v
E -90- _\v Preferences
= 2 ? About Contral Center A e poms,
[N X emea E
= X Exit Control Center - 765
1. Right-click the wireless connection icon 2. Click the Config button and set the WLAN
and select Wireless Settings. Adapter to Ad Hoc connection mode.
ASUS WLAN Card Settings. ]
»a Bk [P udhericalon | Audvoreed | S0 28 |
Tt [ Secming [0 1 " Hrdsh bt Doer. =l
Huss 3w Susess E s e e ]

e} ¢

Bmbar +f dnawn Betwarkia) s i
Fee] o X o
o
3. Click the Survey button to scan for Ad 4. If the encryption settings of your WLAN
Hoc nodes. Select the node you want to Adapter are different from those of the
communicate with and press Connect. other Ad Hoc nodes, you are prompted

to make the encryption of the two nodes
identical. Click Apply to activate the
settings.

& ses N T
L e

<0
5. Check the Status page to see the association =
state. If connection is established, the box e

shows “Connected - XX:XX:XXXXXXXX
6. Check the Connection tab to see the
signal strength. Click OK to exit the utility.

18 ASUS WLAN Adapter



Chapter 3 - Software Reference

3. Software Reference
ASUS WLAN Control Center

ASUS WLAN Control Center is an application which makes it easier to launch
WLAN applications and activate network location settings. The WLAN Control
Center starts automatically when system boots. When WLAN Control Center is
running, you can see a Control Center icon on the Windows taskbar.

Starting the Control Center

» Select ASUS WLAN Control Center in Windows Start
menu, or

+  Double-click the ASUS WLAN Control Center icon on the desktop.
Using the Control Center
The Control Center taskbar icon displays the following information:

+ Link quality of the WLAN Adapter (Excellent, Good, Fair, Poor, Not
Linked)

«  Whether the WLAN Adapter is connected to a network (Blue:
Connected, Gray: Not Connected)
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Taskbar Icon and Status
Wireless Status Icons (on the taskbar)

8% Excellent link quality and connected to Internet (Infrastructure)
Good link quality and connected to Internet (Infrastructure)
Fair link quality and connected to Internet (Infrastructure)

Poor link quality and connected to Internet (Infrastructure)

Not linked but connected to Internet (Infrastructure)

H =

Excellent link quality but not connected to Internet (Infrastructure)

H )

Good link quality but not connected to Internet (Infrastructure)

HY )

Fair link quality but not connected to Internet (Infrastructure)

g

Poor link quality but not connected to Internet (Infrastructure)

45 18 RE EE IE HE 18 IS Y

L=

Not linked and not connected to Internet (Infrastructure)

ASUS WLAN Adapter 19
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Chapter 3 - Software Reference

Taskbar icon - Right-click menu
Right-click the taskbar icon to show the following menu items:

+  Wireless Settings — Click to launch Wireless Settings application.
+ Activate Configuration — Click to choose a preset profile.
«  WPS - Click to launch Wireless Protected Setup Wizard.

+ Preferences — Click to customize the Control Center program. You can
create a Control Center shortcut on the desktop and decide whether to
start Control Center when system boots.

+ About Control Center-Shows the version of Control Center.
+ Help - Click to launch the help file.
+ Exit - Click to close the Control Center program.

Taskbar icon - Left-click menu v Wireless Radio On

Left-click the taskbar icon to show the following | Wireless Radio Off
menu items:

«  Wireless Radio On - Click to turn the

wireless radio ON. Wirelss Option W
+  Wireless Radio Off — Click to turn the

wireless radio OFF. Taskbar Left-Click Menu
+ Search & Connect — Click to view the properties of available access
points.
+ Wireless Option (Windows® XP only) — Click to choose Windows”
Wireless Zero Configuration (WZC) service or ASUS utilities to configure
your WLAN Adapter.

0\ Search & Connect

Taskbar Icon - Launch Wireless Settings [l
Double-click the taskbar icon to launch the Wireless Settings utility. —'_'. Tals

20
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Chapter 3 - Software Reference

ASUS Wireless Settings Utility

Wireless Settings is an application for managing the WLAN Adapter. Use Wireless
Settings to view or modify the configuration settings, or to monitor the operational
status of your WLAN Adapter. When Wireless Settings is launched, you can

see the tabbed property sheets which categorize the configuration options into
groups.

Starting Wireless Settings

+  Click the Windows Start button, select Programs | ASUS Utility |
WLAN card | Wireless Settings.

or

+ Right-click the Control Center icon on the Windows taskbar and
select Wireless Settings.

/ NOTE: If you have more than one ASUS WLAN device installed on your
computer, you may see a device selection window when you launch the
“Wireless Settings” utility. Select the device you want when such situation
occurs.
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Status - Status

You can view the information about the
WLAN Adapter from the Status menu. The
status fields are blank if the WLAN Adapter
is not installed. You can turn off the WLAN
Adapter by clicking the

“Disable Radio” button.

Association State
Displays the connection status as follows:

Connected - The adapter is now associated with one wireless LAN device. When operating in
Infrastructure mode, this field shows the MAC address of the access point with which the WLAN
Adapter is communicating. When operating in Ad Hoc mode, this field shows the virtual MAC
address used by computers participating in the Ad Hoc network.

ASUS WLAN Adapter 21
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Chapter 3 - Software Reference

Scanning... : The station is trying to authenticate and associate with an access point or Ad Hoc
node.

Disconnected: The WLAN Adapter is installed to the system, but not yet connected to a wireless
device.

SSID: Displays the Service Set Identifier (SSID) of the device that the adapter
is either associated or intending to join.

MAC address: Shows the hardware address of the WLAN Adapter. MAC

address is a unique identifier for networking devices (typically written as twelve
hexadecimal digits from 0 through 9 and A through F separated by colons, i.e.
00:E0:18:F0:05:C0).

Current Channel: Displays the radio channel to which the adapter

is currently tuned. This number changes as the radio scans the available
channels.

Current Data Rate: Displays the current data rate in megabits per second
(Mbps).

NOTE: For 802.11n performance, select 40MHz bandwidth in wireless
router. Channel option depends on the bandwidth that you select.

Radio State: Shows the wireless radio status: ON or OFF.
Radio On - When the wireless radio is turned ON, the icon on the right C“@
appears in the upper left of the Status page.

Radio Off - When the wireless radio is turned OFF, the icon on the right &
appears in the upper left of the Status page.

Buttons

Rescan — Make the WLAN Adapter rescan all available devices. If the current

link quality or signal strength is poor, rescanning can be used to push the radio
off a weak access point and search for a better link with another access point.

This function usually takes several seconds.

Change SSID - Click this button to set the SSID to that of the AP you want to
connect.

Search & Connect — Click this button to connect to an available wireless AP.

22
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Chapter 3 - Software Reference

Activate Configuration 2 Wobesetine

Auto roaming is enabled by default and makes s
the adapter automatically switch to APs with better @& ,
signal. You can uncheck it if you want to connectto | retee:

a specified AP using a particular profile. e

X Exit Control Center

Status - Connection

You can view the current link statistics about the
WLAN Adapter. These statistics are updated
once per second and are valid if the WLAN
Adapter is correctly installed.

Throughput

Transmitted - The number of frames that
were transmitted.

Received - The number of frames that were received.
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Frame Error

Transmitted - The number of frames that were not successfully transmitted.
Received - The number of frames that were not successfully received.

Connection Quality

Signal Strength/Link Quality - Shows the signal strength/link quaility of the
access point or Ad Hoc node the WLAN Adapter is currently connected to.
Ratings are: Excellent, Good, Fair, and Poor.

Overall Connection Quality

The overall connection quality is derived from the current signal strength. A
graphic chart uses percentage to show signal quality.

ASUS WLAN Adapter 23



Chapter 3 - Software Reference

Status - IP Config

IP Config tab shows all the current host and
WLAN Adapter information including host
name, DNS servers, IP address, Subnet
Mask and Default Gateway.

Button

IP Release - If you want to remove the
current IP address, click this button to release the IP address from DHCP
server.

IP Renew - If you want to obtain a new IP address from DHCP server, click this
button to renew the IP address.

Ping - Click this button to open “Ping” tab which is used to ping the devices in
your network.

NOTE: The IP Release and IP Renew buttons can only be used on the
/ WLAN Adapter which gets IP address from DHCP server.
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Status - Ping

Click the "Ping" button in Status-IP Config

tab to open this page. The Ping tab allows

you to verify the accessibility of other

computers or network devices. To ping a

connection:

1. Type the IP address of the device you want to
verify in the IP Address field.

2. Configure the ping session by assigning the ping packet size and number of packet
to send, and the timeout value (in milliseconds).

3. Click the “Ping” button.
During the ping session, the Ping button Changes into a Stop button. To cancel
the ping session, click the “Stop” button.

The session field displays information on the verified connection including the
roundtrip time (minimum, maximum, and average) and packets sent, received,
and lost after a ping session.

Click the “Clear” button to clear the session field.
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Config - Basic

This page enables you to change the WLAN
Adapter configurations.

Network Type

Infrastructure — Infrastructure means to
establish a connection with an access point.
Once connected, the access point allows you
to access wireless LAN and wired LAN (Ethernet). The Channel field turns to
Auto if the connection is based on Infrastructure.

T
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Ad Hoc — Ad Hoc means to communicate directly with other wireless clients
without using an access point. An “Ad Hoc” network can be setup quickly
and easily without pre-planning, for example, sharing meeting notes between
attendants in a meeting room.

Network Name (SSID)

SSID stands for “Service Set Identifier”, which is a string used to identify a
wireless LAN. Use the SSID to connect with a known access point. You can
enter a new SSID or select one from the drop-down list box. If you get connected
by designating the SSID, you are only to connect the AP with the SSID you
assigned. If the AP is removed from the network, your WLAN Adapter does not
roam automatically to other APs. SSIDs must all be printable characters and
having a maximum of 32 case sensitive characters, such as “ Wireless”.
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Channel

The Channel field is for setting radio channel. Your WLAN Adapter can
automatically select the correct channel to communicate with a wireless device,
and the parameter is fixed to "Auto" in both Infrastructure and Ad Hoc mode.

The available radio channels depend on the regulations in your country. For
the United States (FCC) and Canada (IC), channel 1 to 11 are supported. For
Europe (ETSI), channel 1 to 13 are supported. For Japan (MKK), channel 1 to
14 are supported.

/ NOTE: Click Apply to save and activate the new configurations.
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PS Mode

Constantly Awake Mode (CAM), also known as Disable Power Saving Mode,
is a full powered state that yields the best performance. We recommend this
mode for devices running on AC power.

Power Saving Polling Mode (PSP Mode), which is also known as Enable
Power Saving mode, periodically wakes up the system to check if there is any
data being sent. We recommend this mode for devices running on battery
power.

Others
Encryption - Click this link to show the "Encryption" tab.

Advanced - Click this link to show the "Advanced" tab. In most cases, the
default values do not have to be changed.

Config - Advanced

Click Advanced link on Config-Basic page to
show this tab. This tab allows you to set up
additional parameters for the wireless Adapter. :
We recommend using the default values for all | [ e
items in this window. e

RTS Threshold (0-2347)

The RTS/CTS (Request to Send/Clear to Send) function is used to minimize
collisions among wireless stations. When RTS/CTS is enabled, the router
refrains from sending a data frame until another RTS/CTS handshake is
completed. Enable RTS/CTS by setting a specific packet size threshold. The
default value (2347) is recommended.

Fragmentation Threshold (256-2346)

Fragmentation is used to divide 802.11 frames into smaller pieces (fragments)
that are sent separately to the destination. Enable fragmentation by setting

a specific packet size threshold. If there is an excessive number of collisions
on the WLAN, experiment with different fragmentation values to increase the
reliability of frame transmissions. The default value (2346) is recommended for
normal use.

Frame Bursting

Frame Bursting technology improves wireless network efficiency and boosts
throughput.

26
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Config - Encryption

This page enables you to configure the Wireless LAN Adapter encryption
settings. For data confidentiality in a wireless environment, IEEE 802.11
specifies a Wired Equivalent Privacy (WEP) algorithm to offer transmission
privacy. The WEP uses keys to encrypt and decrypt data packets. The
encryption process can scramble frame bits to avoid disclosure to others. The
WPA/WPA2 is improved security system for 802.11 which are developed to
overcome the weakness of the WEP protocol.

Network Authentication [ N—)

Since there is no precise bound in wireless
LANSs, the WLAN users need to implement
certain mechanism to provide security solution.
The Authentication policies in this tab provide
protection of different levels such as Open,
Shared, WPA-PSK, WPA, WPA2 and WPA2-
PSK.

Open - Select this option to make the network operate on Open System mode,
which use no authentication algorithm. Open stations and APs can authenticate
with each other without checking any WEP Key, even if there is.
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Shared - Select this option to make the network operate on Shared key mode.
In a Share Key Authentication system, four-step exchange of frames is required
to validate that the station is using the same WEP Key as the access point.

WPA-PSK/ WPA2-PSK - Select this option to enable WPA Pre-Shared Key
under Infrastructure mode. It enables communication between your client and
APs using WPA-PSK/WPA2-PSK encryption mode.

WPA/ WPA2 - The network is operating in IEEE 802.1x authentication mode.
This mode is for environments with RADIUS (Remote Access Dial-in User
Service). In a RADIUS environment, five Extensible Authentication Protocol
(EAP) are supported, including PEAP, TLS/Smart Card, TTLS, LEAP and Md5-
Challenge.

ASUS WLAN Adapter
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Chapter 3 - Software Reference

Data encryption

For Open and Shared authentication mode, the configuration options of
encryption type are Disabled and WEP. For WPA, WPA-PSK, WPA2 and
WPA2-PSK authentication mode, Temporal Key Integrity Protocol (TKIP)
encryption and Advanced Encryption Standard (AES) encryption are supported.

Disabled - Disable the encryption function.

WEP - WEP Key is used to encrypt your data before it is transmitted over air.
You can only connect and communicate with wireless devices that use the
same WEP keys.

TKIP - TKIP uses an encryption algorithm method that is more stringent than
the WEP algorithm. It also uses existing WLAN calculation facilities to perform
encryption. TKIP verifies the security configuration after the encryption keys are
determined.

AES: AES is a symmetric 128-bit block encryption technique that works
simultaneously on multiple network layers.

Wireless Network Key

This option is enabled only if you select WPA-PSK or WPA2-PSK authentication
mode. Select “TKIP” or “AES” in the encryption filed as encryption mode to
begin the encryption proceed. Note: 8 to 64 characters are required in this field.

Wireless Network Key (WEP)

This option is configurable only if you enable WEP in Network Authentication
field. The WEP Key is a 64 bits (5 byte) or 128 bits (13 byte) Hexadecimal
digits which is used to encrypt and decrypt data packets.

Key Format

You can select to enter Hexadecimal digits (0~9, a~f, and A~F) or ASCII
characters to setup keys by defining the Key Format.

Key Length

For 64 bits encryption, each key contains 10 hex digits or 5 ASCII characters.
For 128 bits encryption, each key contains 26 hex digits or 13 ASCII characters.

Manual assign WEP keys - When you select this option, the cursor appears
in the field for Key 1. For 64-bit encryption, you are required to enter four WEP
Keys. Each Key contains exactly 10 hex digits (0~9, a~f, and A~F). For 128-bit
encryption, you are required to enter four WEP Keys. Each Key contains
exactly 26 hex digits (0~9, a~f, and A~F).

28
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Select one as your Default Key

The Default Key field allows you specify which of the four encryption keys is to
use for transmitting data over wireless LAN. You can change the default key
by clicking on the downward arrow, selecting the number of the key you want
to use, and clicking the “Apply” button. If the access point or station with which
you are communicating uses the identical key by the same sequence, you can
use any of the keys as the default on your WLAN Adapter.

Click the “Apply” button after you have created the encryption keys, the
Wireless Settings Utility uses asterisks to mask your keys.

64/128bits versus 40/104bits
There are two levels of WEP Encryption: 64 bits and 128 bits.

Firstly, 64 bit WEP and 40 bit WEP are the same encryption method and can
interoperate in the wireless network. This lower level of WEP encryption uses a
40 bit (10 Hex character) as a “secret key” (set by user), and a 24 bit
“Initialization Vector” (not under user control). This together makes 64 bits (40 +
24). Some vendors refer to this level of WEP as 40 bits and others refer to this
as 64 bits. Our Wireless LAN products use the term 64 bits when referring to
this lower level of encryption.

Secondly, 104 bit WEP and 128 bit WEP are the same encryption method and
can interoperate in the wireless network. This higher level of WEP encryption
uses a 104 bit (26 Hex character) as a “secret key” (set by user), and a 24 bit
“Initialization Vector” (not under user control). This together makes 128 bits
(104 + 24). Some vendors refer to this level of WEP as 104 bits and others
refer to this as 128 bits. Our Wireless LAN products use the term 128 bits when
referring to this higher level of encryption.
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Config - Authentication

This tab allows you to set the security settings to match those of your AP. It is
configurable only if you have set Network Authentication to WPA or WPA2 in
Config-Encryption tab.

Authentication Type

The authentication type methods include: ‘3 =
U | [ — :

PEAP: PEAP (Protected Extensible ¥ '

Authentication Protocol) authentication is a B

version of Extensible Authentication Protocol s

(EAP). EAP ensures mutual authentication T

between a wireless client and a server that e

resides at the network operations center.

TLS: TLS (Transport Layer Security) authentication is used to create an
encrypted tunnel and achieve server-side authentication in a manner similar
to Web server authentication using Secure Sockets Layer (SSL) protocol. This
method uses digital certificates to verify the identity of a client and server.

TTLS: TTLS authentication uses certificates to authenticate the server, while
maintaining similar security properties to TLS such as mutual authentication
and a shared confidentiality for session WEP key.

i |

Survey - Site Survey [
Use the Site Survey tab to view statistics on o T
the wireless networks available to the WLAN 2=
adapter and their parameters. E
+ SSID: The SSID of the available

networks. o |li==
+ Channel: The channel used by each =

network.
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+ RSSI: The Received Signal Strength Indication (RSSI) transmitted by each
network. This information is helpful in determining which network to connect
to. The value is then normalized to a dBm value.

+  Security: Wireless network encryption information. All devices in
the network should use the same encryption method to ensure the
communication.

+ BSSID: The media access control (MAC) address of the access point or
the Basic Service Set ID of the Ad Hoc node.

NOTE: Some access points may disable SSID broadcast and hide
themselves from “Site Survey” or “Site Monitor”, however, you can
connect such AP if you know their SSID.

Buttons

Search — To scan all available wireless networks and show the scan result in
the “Available Network” list.

Connect — To associate with a network, select the network from the
“Available Network” list and click this button.

About - Version Info

Use the Version Info tab to view program and WLAN Adapter version
information. The program version information field includes the Copyright and
utility version. The version information includes the NDIS version, driver name,
driver version and hardware version.
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This screen is an example only. Your version numbers
will be different from what are shown here.
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Link State

WLAN Adapter “Link State” icon appears on the left side of
the WLAN Adapter Settings. Use the icon to view the current
signal status.

<0
<0
<0
<0
<0

x

ASUS Mobile Manager

The Mobile Manager is a convenient
tool to set up and manage network
location settings. In different places,
you have to reconfigure settings for
confoming to the connectivity needs
of the place.

Excellent Link Quality (Infrastructure)
Good Link Quality (Infrastructure)
Fair Link Quality (Infrastructure)
Poor Link Quality (Infrastructure)

Not linked (Infrastructure)

Mobile Manager lets users configure
multiple alternative configurations for different locations. You just need to set
once, and then easily activate a configuration with a push of a button when
you change location. Mobile Manager would determine whether or not the new
settings wourld require rebooting Windows to take effect.

32
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Site Monitor

The Site Monitor can monitor the signal
of wireless.

S ——
0 12 3 @ % 8 0 a0 w0

Exit Wireless Settings =
To exit Wireless Settings, you can click OK or Cancel. ’:C}{E
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Windows® XP Wireless Options

The wireless options window shown below is only available for Windows® XP.
It appears when you run the Control Center utility at the first time. Select the
utility you want to use for configuring your WLAN Adapter.

Only use Windows wireless function

— Only use Windows® XP Wireless Zero
Configuration service to configure the WLAN
Adapter.

1 Zero Configuation
senvice. Select the folowing operations about how to canfigure the WLAN Card

Only use our WLAN utilities and disable
Windows wireless function
—Only use ASUS WLAN utilities to configure the WLAN Adapter.

Configuring with Windows® Wireless Zero Configuration service

If you want to configure your WLAN Adapter via Windows® Wireless Zero
Configuration (WZC) service, follow the instruction below to make the settings.
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Please wait while Windows connects to the'WL-500Wnetwork.

- Detecting network type...

(L — e |

1. Double-click the wireless network icon 2. Awindow prompts out asking you for

on the task bar at the right bottom
comner of the desktop to view available
networks.Select the AP and click
Connect.

the key if you have set up encryption
on your wireless router, input the keys
and click Connect. The connection is
complete.
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