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[4. Wireless router features ]

This chapter provides setup examples of some frequentlly used router features.
You can setup these features via your Web browser.

1) Choosing an appropriate operation mode

ASUS WL-500gP V2 Wireless Router supports three
operation modes: home gateway, router, and access point.
Click System Setup -> Operation mode to open the
configuration page.

Home gateway mode is for home or SOHO users who
want to connect to their ISPs for Internet services. In this operation mode, NAT,
WAN connection, Internet firewall functions are supported.

Router mode is for office use where multiple routers and switches co-exist.
You can set up routing policies in this mode; however, NAT function is disabled.

Access point mode works when you setup WL-500gP V2 as a wireless bridge.
In this mode, all Ethernet ports on WL-500gP V2 (4 LAN ports and 1 WAN
port) are recognized as LAN ports. WAN connection, NAT, and Internet firewall
functions are disabled in access point mode.

@ Select a proper mode which complies to your network senario and press Apply @
button, and then you can continue to setup advanced features for your WL-500gP
V2.

System Setup - Operation Mode

ASUS Wireless Router supports three operation modes to meet different requirements from
different group of people. Please select the made that match your situatian

In this made, we suppase you use ASUS Wireless Router to connect to
Internet through ADSL or Cable Modem. And, there are many people in
your environment share the same IP to ISP,

© Home Gateway Explaining with technical terms, gateway mode is , NAT is enabed, WAN
connection is allowed by using PPPoE, or DHCP client, or static 1P, In
addition, same features which are useful for home user, such as UPnP
and DDNS, are supported,

In Router mode, we suppose you use ASUS Wireless Router to connect
ta LAN in your company, So, you can set up routing protocol ta meet
O Rout your requirement in office,
outer
Explaining with technical terms, router mods is, NAT is disabled, static
routing protocol are allowed to set,

In 4ccess Point mode, all 5 Ethernet ports and wireless devices are set
to locate in the same local area netwark. Those WaN related functions
are nat supported here,

© Access Point
Explaining with technical terms, access point mode is, NAT is disabled,
ane wan port and four lan parts of ASUS Wireless Router are bridged
together,

()
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2) Setting up wireless encryption

WL-500gP V2 provides a set of encryption and
authentication methods to meet the different demands
of home, SOHO, and enterprise users. Before setting up
encryption and authentication for WL-500gP V2, contact
your network administrator for advice.

Click Wireless -> Interface to open the configuration page.

Wireless - Interface

SSID: [wisoage

Channel:

Wireless Mode: Ag Protection

Authentication Method: WPA n

WPA Encryption:

WPA Pre-Shared Key: _

WEP Encryption:

Passphrase: |

WEP Key 1 (10 or 26 hex digits): _

WEP Key 2 {10 or 26 hex digits): |m

WEP Key 3 (10 or 26 hex digits): |’*‘*””’*

WEP Key 4 {10 or 26 hex digits): _
@ Key Index: @

Network Key Rotation Interval:

Restore Finish ‘ Apply

Encryption

The encrytion modes supported by WL-500gP V2 are: WEP (64bits), WEP
(128bits), TKIP, AES, and TKIP+AES.

WEP stands for Wired Equivalent Privacy, it uses 64bits or 128bits static keys
to encrypt the data for wireless transmission. To setup WEP keys, set WEP
Encryption to WEP-64bits or WEP-128bits, then manually type in four sets
WEP Keys (10 hexadicimal digits for 64-bit key or 26 hexadicimal digits for
128-bit key). You can also let the system generate the keys by entering a
Passphrase.

TKIP stands for Temporal Key Integrity Protocol. TKIP dynamically generates
unique keys to encrypt every data packet in a wireless session.

AES stands for Advanced Encryption Standard. This solution offers stronger
protection and increases the complexity of wireless encryption.

TKIP+AES is used when both WPA and WPA2 clients co-exist in the wireless
network.

@)
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Authentication

The authentication methods supported by WL-500gP V2 include: Open, shared

key, WPA-PSK, WPA, and Radius with 80.211x.

Open: This option disables authentication protection for wireless network. Under
Open mode, any IEEE802.11b/g client can connect to your wireless network.

Shared: This mode uses the the WEP keys currently in use for authentication.

WPA and WPA-PSK: WPA stands for WiFi-Protected Access. WPA provides two
security modes: WPA for enterprise network, and WPA-PSK for home and SOHO
users. For enterprise network, WPA uses the already existing RADIUS server for
authentication; for home and SOHO user, it provides Pre-Shared Key (PSK) for
user identification. The Pre-Shared Key consists of 8 to 64 characters.

Radius with 802.1X: Similar with WPA, this solution also uses RADIUS server

for authentication. The difference lays on the encryption mothods: WPA adopts
TKIP or AES encryption methods, while Radius with 802.1X does not provide

encryption.

When authentication and encryption are set, click Finish to save the settings and

restart the wireless router.

3) Setting up virtual server in your LAN

@ computer within a LAN into a server by allowing data
packets of certain service, such as HTTP, from Internet.

1. Click Virtual Server in NAT Setting folder to open the NAT

configuration page.

2. Select Yes to enable virtual
server. For example, if host
192.168.1.100 is FTP server
which is to be accessed by
Internet user, it means all
packets from Internet with
destination port as 21 are to
be directed to the host. Set
Well-known Application to
FTP. Port range to 21, Local
IP to the host IP, Local Port
to 21, Protocol to TCP.

3. Click Finish.

4. Click Save & Restart to
restart the wireless router
and activate the settings.

Sfrur.

Enable Vinwal Server?

NAT Setting - Virtual Server

Ta make sarvices, like WWW, FTF, provided by 3 servar in your local netwark accessible for
outside users, you shauld specify a local [P address to the server. Then, add the 1P address and
network pratacal type, port number, and name h h

hst, the gateway wil forward sevvice request fn

Virtual Server List

Wall Known Applications:

FTP

Local

Pont Range Local IF Pt Protocol  Description
T [192 1801100 71 |1eP v [FTP Server (21} I
Raston Firish o | Aaply |
|Save & Restart
SavenRestart will save all setting you have changed to ASUS Wireless Router and restart it.
Pleasa clck SaveRastart button to continua.
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4) Setting up virtual DMZ in your LAN

To expose an internal host to Internet and make all services provided by this host
available to outside users, enable Vitural DMZ function to open all ports of the host.
This function is useful when the host plays multiple roles such as HTTP server and
FTP server. However, in doing this, your network becomes less secure.

1. Click Virtual DMZ in the NAT Setting menu.

2. Enter the IP address of the | NaT setting - Virtual M2
host and click Finish.

wirtual B2 allows you to expose ona computer to Intermat, so that all the inbounds packets will
b redirectod ta the computer you set, 1t is useful whils you run soma applications that use
uncertaned meomng ports. Please use it carefuly

1P Address of Exposed Station: {132.160.1. 100

3. Click Save & Restart to  [Save &Restart
restart the wireless router
and activate the settings.

SavelRestart will save all setting you have changed to ASUS wireless Router and restart it
Pleasa click SaveRestart button 1o continua.

5) Setting up DDNS

DNS enables host who uses static IP address to associate with a domain name;
for dynamic IP user, they can also associate with a domain name via dynamic
DNS (DDNS). DDNS requires registering and account-creating at ASUS DDNS
service. The ASUS DDNS server has already recorded your
IP address information. You just set your domain name and
you can access USB Hard Disc Drive that plugged in WL-
500gP V2 via Internet.

ASUS DDNS Service
1. Click DDNS from IP Config folder.

2. Select Yes to enable the DDNS service.

DDNS Setting

Dynarmic-DNS (DDNS) allows you to export your server to Internet with an unique name, even
though you have no static IP address. Currently, serveral DDNS clients are embedded in
WLEDDGPv2, You can click Free Trial below to start with a free trial account.

Enable the DDNS Client? = o

ez Mol

@)
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3. Select WWW.ASUS.COM for detail setting. You do not necessary to key in User Name of
E-mail Address and Password or DDNS Key if you select this server. Or you can select
another website to register and apply for DDNS service. Please refer to Page 18 to see
another service setting.

DDNS Setting

Dynamic-DNS (DDNS) allows you to export your server to Internet with an unique name, even
though you have no static IP address. Currently, serveral DDNS clients are embedded in
WLEOOGPYZ, Vou can click Free Trial below to start with a free trial account.

Enable the DDNS Client? “ ves T No

Server: WYY ASUS COM Free Trial
1l
WY DYNDNS ORG
WARYY, DYNDNS. ORG(CUSTOM)
Password or DDNS Key: A DYNDNS. ORGSTATIC)
WWAYYY TZ0.COM

Host Name: IVWWV ZONEEDIT.COM Submit Query

4. Enter the host name then click Submit Query. The format should be xxx.asuscomm.com.
(xxx is what you want to set up a host name)

DDNS Setting

Dynamic-ONS (DDNS) allows you to export your server to Internet with an unique name, even
though you have no static IP address. Currently, serveral DDNS clients are embedded in
WLE00GPv2, ¥ou can click Free Trial below to start with a free trial account.

User Name or E-mail Address:

Enable the DDNS Client? “vas " No

@ Server: (WA ASUS.COM v Free Tl @
User Name or E-mail Address: _

Host Name: Iaaa.asuscumm com | I Subrnit Query I

Enable wildcard? “ves o

Update Manually: Update

5. You can see this message when your host name is successfully registered.

DDNS Setting

Dynamic-DNS (DDNS) allows you to export your server to Intarnet with an unique name, even
though you have no static [P address, Currently, serveral DDNS clients are embeddad in
WLS00GPv2, You can click Free Trial below to start with a free trial account,

Enable the DDNS Client? Microsoft Internet Explorer FZI
Server: 1 E New hostname register success| | Free rial
User Name o1 E-mail Add
Lx ]
Passwaord or DDNS Key: T
Host Name: [Wan asuscomm.com Submit Query
Enable wildcard? * ves ® No

Update Manually: Updata
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If host name’s format does not follow xxx.asuscomm.com, you will see this message. Please
re-enter your host name again.

DDNS Setting

Dynamic-DNS (DDNS) allows you to export your server to Internet with an unique name, even
though you have no static IP address. Currently, serveral DDNS clients are embedded in
WLS00GPv2, You can click Free Trial below to start with a free trial account,

[SEIHERIEN IO RA® picrosoft Internet Explorer

Saivar; 15 Invalld Hostname! The format shouid be *soox,asuscomm.com’, | ¥ Free frial

L]

User Name or E-ma)

Password or DDNS &

Host Name: |338 asu Submit Query

Enable wildcard? Cyee ®

Update Manually: Update

Na

If you want to change host name, please enter new host name and click Submit Query. You
can see this message when your host name is successfully updated.

DDNS Setting

Dynamic=DNS (DDNS) allows you to export your server to Internst with an unique name, sven
though you have no static IP address. Currently, serveral DDNS clients are embedded in
WLE00GPY2, You can click Free Trial below to start with a free trial account,

Enable the DONS Client? Microsoft Internet Explorer @
Serven '} Hostriame update success | Free Trial
User Name or E-mail Add,
Lex ]
Password or DONS Key: T
Host Name: |aaa asuscomm.com Submit Guery
Enable wildcard? “ ves ® No

Update Manually: Updata

If the host name had been registered, you will see this message. Please re-enter your host
name again.

DDNS Setting

Dynamic-DNS (DDMS) allows you to export your server to Internet with an unigue name, even
though you have no static IP address. Currently, serveral DDMS clients are embedded in
WLEOOGPv2, You can click Free Trial below to start with a free trial account.

[JIETIERTYURIRRMIEY Microsoft Internet Explorer

Server: !E The hostriame "sss. ssuscomm. o hiad be registed. v | FreeTrial

User Name or E-mail A

—
P d or DDNS Key T
Host Name: |aaa asUSCAMmmM.com Submit Guery
Enable wildcard? “ ves © g

Update Manually: Update

@
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9. Click Apply then click Finish.

10.Click Save & Restart to restart WL-500gP V2 and activate settings.
Save & Restart

SaveBRestart will save all setting you have changed to WL500GPv2 and restart it. Please click
SaveRkRestart button to continue.
Save&Restart

11. You can type your host name in the address bar of browser to access your Hard Disk

Drive plugged in WL-500gP V2. For FTP site setting, please refer to P25 "Setting up FTP
Site" section.

DynDNS Service

1. Select Yes to enable the [l
DDNS service. If you do

Dynamic-DNS {DONS) allows you 16 8xpart yaur sorver ta Intemat with an unique name, sven

nOt have a DDNS account though you have no static IP address. Currently, serveral DDNS chents are embedded in

WLEGGgM, You can click Free Trial below to start with a free trial account.

click Free Trial to register

. Enahble the DONS Clien?
for a trial account.

Soma L
@ 2. After clicking Free Trial, @) DynDNS - - =) @

you are directed to the - e St -
homepage of www.DynDNS. |5 coate account

Crvtn Accmnt

0rg, where you can register [ s ez ey e et
and apply for DDNS service. [~

Read the policy and select oo it B
"I have read...". it o it

v Sreans

| " |

3. Enter your user name,
e-mail address, password, e = T—
then CliCk create Account. [Your usename will be used to lagn to your account and make changes.
E-mail Address

s anesfemmsgomn oo T caios i [ ||

[T -l achdvcks you omstve el b wabel, Iseiractions 1o acinate your sccou will be sand 1o the #-mal address provded. You murt
i this it cunind. Any accounts with imwalid #-misl acdiisias bk Submct 1 rimovil wllut wirming. Wi do net sell ot st 16
rptrve Riad mees sbeut (it frrcai Sy

Password
asowars frasass (S —] YT ]

[T ubsiwrd o orstve will bt e L et yous aeceunt W st be mies than § charactars #nd Earmot be pout vakmame

4. A message prompts
0 Ut I n fO rm I n g t h at yo ur ¥t Beeaiunl, sccoent, has Been crasted Dractions for sctaling your sccourt have bisn sent sccourt Gasus com. Ta complete
account haS been Created. ::;:::::.su... ot Tha Srwctiors Thal you wil recaie Yo et complete hese Migs witha 48 hous 10 compie rout
An E-mai I iS Sent to yo u r ‘s shoukd rec o the condematon e-mad withen a few mnutes Plaate make censn that yoor spam fBenng aliows metsages fom
mal|bOX Open your mal|bOX puppon{dyndss com o be delvered. ¥ you have not recered fhe emad it an bowr of 59, Iequest 8 pRsgmerd resel

f Fabiowing the imstuctians in the passwond esst s-mad wil slss confim yout raw accourt B yos dont recene tha gassword reset emai
and read the mail. ther, s shoukd Check with your smad prosades 1o delermine why y2u are not recemang thess messages

Account Created
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5. You can find the activation
letter in your E-mail box.
Click the hyperlink.

6. The link directs you to a
login page. Click login.

7. Enter the user name and
password then click Login.

8. After logging in, you can
see this welcome message.

Select Services tab.

10.Click Add Dynamic DNS
Host .

Your DynDHS user account “account’ has been created

to complete the account creation process

services.

our availsble services.

confirmation address below within 45 hours of the time thiz e-mail was sent

Our basic service offerings are fres, but they are supperted by omr premium

See hitp:/fwww. dyndns. com/services/ for a full listing of all of

To confirm your account, please go to the address below

Tou must wisit the

Inups:,f,fwww dyndns. con/ aceount contirn/ KbFUNZENRT s anvirah |

Account Confirmed

e sccoare*sccount“has baen confimed. o can ummu.uz your accaurt

e dyndos arg

it & BT AFACATTES Mg ) YOuU ma with 10 SUIREHER 10 - Thek BE1 18 Uk Bt FAtZMns of new 14MERE, EhBNgE
i irpertant 4 ke b emancalitatus rolfeations. To dubvcribe, smply sind an a-mad 1o aiuTe

Usernsme: | sctou Paspwond wwawsn

=

Logged In

ou are currently logged in as: account (Legouh

@ DynDNS

Services

DNS Services

My Account

Add Host Services
My Sevvices
Accoust Ungeadis
MaiHap Outaun Dymamic BRS (0}
Retursie DS e (Y

A Wiebliop ()
Framisr Gupgort yWabiop (7}

Wy Zoads MHetwork Menitoring (7)

A8 Zoea Bevates
My Hosts

Dwnamiz DNS
St NG
Wabise
BvieoHos
Pitwark Weniriog
Actourt Settngs

Biting

Add Webbop
Add WywebHzg
Add Network Meoiosng
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11. Enter the host name then  [New Dynamic DNS* Host
click Add Host.

Tastmame:
WP Address:
Enable Wildcssd:
Mail Exchanger jopiemall:

Add Hest || Reset Form

12.You can see this message |Hostname Created
when your hostname is
successfully created.

wean created. The information no

Hostname:
1P Adddress:
Wildeard: N
Mail Exchanger: More
Tackup MX: N

18 il th account informaton

into the DDNS setting fields

Dynamic-DNS (DONS) allows you to export your server to Internet with an unigue name, even

of your wireless fouter. | VEiZL LT R T T ST R S
Enable the DDNS Cliem? #ves Mo
Sener WWAW DYNDNS ORG ¥ Free Trial
User Hame or E-mail Address: account
Paseword or DDNS Key: CCLTTTTTS
Hust Hamu: account dyndns arg
Enabla wildcard? T yes ™ Mo
Update Manually: Updste

14.Click Finish. — — )

15.Click Save & Restart to ([Save &Restart
restart the wireless router Savehrestart will save all setting you have changed to ASUS wWireless Router and restart it.
and activate the Settings. Pleass click SaveRastart button to continus.

16. Verify whether DDNS is working. Click Start menu and select Run....Type emd and click
OK to open the CLI console.

= Type the name of a program, folder, document, or
7 Internet resource, and Windows wil open it For you,

open: | and] ~|

(ot 1) [ conel ) [mowsen, |

17.Type ping account.dyndns. |
org (your DDNS domain Kt R i el
name). If you can see the  CITETNESEIEIENIIIRRS SEPEEaa s
reply like what is shown in
the right picture, DDNS is

aceount.d n 92.168.123.211 wi of data:

Reply from 192.168.123.21: b, tine<ins TTL=64

working correctly. Reply £ : 21: by tine¢ins TIL=64
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6) Setting up Bandwidth Management

Bandwidth Management provides a mechanism to setup download and upload
bandwidth based on IP address and port range. You can define the minimum
bandwidth and maximum bandwidth for host within your LAN, and therefore control
the traffic of you network. To set up upload bandwidth management, you need first
setup virtual server to allow the incoming packets of the specified services.

1. Click Basic Config page in Bandwidth Management folder.

2. Select Yes to enable |gandwidth Management-Basic Config
Bandwidth Management

function.

Bandwidth Management allows you to control the bandwidth for different applications,

Enable Bandwidth Managemen?  ives T o

3. Download bandwidth

If you want to limit the download bandwidth of a host within a speed range, for example,
between 100 to 200kbps, you need to fill in the host IP address, the speeds (maximum:
200kbps; minimum: 100kbps). When the minimum speed is defined, the host can transmit
data at the minimum speed regardless of the traffic conditions.

1. To apply on all host an FTP | pownload Palicy List (ar] ol

@ download speed policy, @
leave the IP address field o4
blank, input "20" in the Port g i
field and define the speeds, fFsERESES
then click Add.

1P Address Port Ma_khps) Min.{kbps)

2.To set up Web access |pownioadPolicy List Pail oo
download policy, input "80"
in the Port field, define the e =t e
speeds and click Add. 'm — & I:_'

3.To set up download |Download Policy List (zea]  [oa
bandwidth policy of a certain
service for a host, input the o oo S 0 i) el
host IP address and the pre-vi.Gm | pres (.|
port number of the service, WA o
define the speeds and click i o
Add.

@)
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4.To set up download
bandwidth policy for the all
hosts in your LAN, leave the
IP address and port fields
blank, define the speeds
(the speeds are higher than
download policies). Click
Add to add the rule.

4. Upload stream

If you want to set up upload traffic control policy, for example, to
limit the upload bandwidth of port 2100 of 192.168.1.2 between
10 to 80kbps, You need first set up NAT policy to allow incoming

packets.

1.Select Yes to enable
Virtual Server function. In
the Vitual Server List field,
fill the port, IP address into
the fields and press Add.

2. Press Apply button.

3. Return to the Upload Policy List in Bandwidth

Management setting page.

4. Set the Port as "2100", Max
(kbps) as "80", Min.(kbps)
as "10", then click Add.

5. When the settings are
complete, press Finish.

6. Click Save & Restart to
restart the wireless router
and activate the settings.

Downiload Policy List s | [pel]

W Addrass Part Mae, (ki) M, fklips)

I [

IFRITER 200 00
20 108 50
fn ang 100

W08 3T L]

NAT Setting - Virtual Server

To make services, ke WWW, FTP, provided by a server in your local natwork accessible for
outside users, you should specify a local 1# address to the server. Then, add the [P address and
natwork protocal type, part number, and name of the sarvice in the fallowing list. Gased an the
Bst, the gateway will forward service request from outside users to the corresponding local
server.

Enable Virual Senver?

Virtual Server List sl [0
Well-Known Applications: Usér Defined =
Port Range Local IP Local Port Pratocal  Description

1080 107168 1.7 Ealll] TCP = | I

R o |

Upload Peliey List [pad] - [oe]
Part Mo {klsps) Min.(kbps)
ST TR T
Restone I Finish Apply
[Save & Restart

SavelRestart will save all setting you have changed to ASUS wireless Router and restart it.
Pleasa click SaveRestart button 1o continua.

©)
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