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COMPLIANCES

FCC -Class B

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with instructions, may cause
harmful interference to radio communications. However, there is no guarantee that
the interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

* Reorient the receiving antenna
* Increase the separation between the equipment and receiver

* Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected

* Consult the dealer or an experienced radio/TV technician for help
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: To assure continued compliance, (example - use only shielded
interface cables when connecting to computer or peripheral devices) any changes
or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that
may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for

an uncontrolled environment. This equipment should be installed and operated
with a minimum distance of 20 centimeters (8 inches) between the radiator and
your body. This transmitter must not be co-located or operating in conjunction with

any other antenna or transmitter.

Industry Canada - Class B

This digital apparatus does not exceed the Class B limits for radio noise emissions
from digital apparatus as set out in the interference-causing equipment standard
entitled “Digital Apparatus,” ICES-003 of the Department of Communications.



Compliances

Cet appareil numérique respecte les limites de bruits radioélectriques applicables
aux appareils numériques de Classe B prescrites dans la norme sur le matériel
brouilleur: “Appareils Numériques,” NMB-003 édictée par le ministére des
Communications.

EC Conformance Declaration - Class B

SMC contact for these products in Europe is:

SMC Networks Europe,
Edificio Conata Il,

Calle Fructuds Gelabert 6-8, 22, 42,
08970 - Sant Joan Despi,
Barcelona, Spain.

This information technology equipment complies with the requirements of the
Council Directive 89/336/EEC on the Approximation of the laws of the Member
States relating to Electromagnetic Compatibility and 73/23/EEC for electrical
equipment used within certain voltage limits and the Amendment Directive 93/68/
EEC. For the evaluation of the compliance with these Directives, the following
standards were applied:

RFI * Limit class B according to EN 55022:1998
Emission: * Limit class B for harmonic current emission according to EN 61000-3-2/
1995

Limitation of voltage fluctuation and flicker in low-voltage supply system
according to EN 61000-3-3/1995

Immunity: * Product family standard according to EN 55024:1998

* Electrostatic Discharge according to EN 61000-4-2:1995

(Contact Discharge: +4 kV, Air Discharge: +8 kV)

Radio-frequency electromagnetic field according to EN 61000-4-3: 1996

(80 - 1000 MHz with 1 kHz AM 80% Modulation: 3 V/m)

* Electrical fast transient/burst according to EN 61000-4-4:1995(AC/DC
power supply: +1 kV, Data/Signal lines: 0.5 kV)

* Surge immunity test according to EN 61000-4-5:1995(AC/DC Line to Line:

+1 kV, AC/DC Line to Earth: +2 kV)

Immunity to conducted disturbances, Induced by radio-frequency fields:

EN 61000-4-6:1996(0.15 - 80 MHz with 1 kHz AM 80% Modulation: 3 V/m)

Power frequency magnetic field immunity test according to EN

61000-4-8:1993(1 A/m at frequency 50 Hz)

Voltage dips, short interruptions and voltage variations immunity test
according to EN 61000-4-11:1994(>95% Reduction @10 ms, 30%
Reduction @500 ms, >95% Reduction @ 5000 ms)

LVD: * ENG60950(A1/1992; A2/1993; A3/1993; A4/1995; A11/1997)
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ABOUT THE

WIRELESS BARRICADE

ROUTER

Congratulations on your purchase of the Barricade™ Wireless
Cable/DSL Broadband Router. SMC is proud to provide you with
a powerful yet simple communication device for connecting your
local area network (LAN) to the Internet.

LED Indicators

The SMC7004AWBR includes status LED indicators, as
described in the following figure and table.

PWR WLAN WAN
[ @ @ @ linkiAct

LAN 1

2 3

O O O speed

LED Condition | Status

PWR On Wireless Barricade is receiving power.
(Green)

WLAN | On The Wireless Barricade has established a valid
(Green) wireless connection.

WAN On The WAN port has established a valid network
(Green) connection.




About the Wireless Barricade Router

LED Condition | Status
LAN
Link/Act | On The indicated LAN port has established a valid
(Green) network connection.
Flashing The indicated LAN port is transmitting or
receiving traffic.
Speed | On The port is transmitting or receiving traffic ar
(Amber) 100 Mbps.
Off The port is transmitting or receiving traffic
at 10 Mbps.

Features and Benefits

® |nternet connection to xDSL or Cable modem via a
10/100 Mbps WAN port

® |nternet connection to ISDN TA or PSTN modem via an

RS-232 serial port

Local network connection via 10/100 Mbps Ethernet ports or
11 Mbps wireless interface (supporting up to 128 mobile
users)

802.11b Compliant — interoperable with multiple vendors

Provides seamless roaming within an 802.11b WLAN
environment

Supports 64-bit and 128-bit WEP (Wired Equivalent Privacy)
Built-in Print Server allows direct connection of a printer

DHCP for dynamic IP configuration, and DNS for domain
name mapping



Features and Benefits

Firewall with client privileges, hacker prevention, and NAT
(Network Address Translation)

NAT also enables multi-user access with a single-user
account, and virtual server functionality (providing protected
access to Internet services such as Web, FTP, mail and
Telnet)

Virtual Private Network support using PPTP, L2TP or IPSec
pass-through

User-definable application sensing tunnel supports
applications requiring multiple connections

Supports CHAP authentication protocol for dial-up
identification

Supports PPP dial-out connection

Easy setup through a Web browser on any operating system
that supports TCP/IP

Compatible with all popular Internet applications



INSTALLING THE WIRELESS
BARRICADE

Before installing the Wireless Barricade, verify that you have all
the items listed under “Package Contents.” If any of the items are
missing or damaged, contact your local SMC distributor. Also be
sure that you have all the necessary cabling before installing the
Wireless Barricade. After installing the Wireless Barricade, refer
to the Web-based configuration program in “Configuring the
Wireless Barricade” on page 25 for information on configuring the
router.

Package Contents

After unpacking the Wireless Barricade check the contents of the
box to be sure you have received the following components:

® Barricade Broadband Wireless Router
® Power adapter

® One CAT-5 Ethernet cable

®  Four rubber feet

® |Installation CD containing this User Guide and EZ 3-Click
Installation Wizard

®  Quick Installation Guide

Immediately inform your dealer in the event of any incorrect,
missing or damaged parts. If possible, please retain the carton
and original packing materials in case there is a need to return
the product.

Please register on SMC’s Web site at www.smc.com.


http://www.smc.com
http://www.smc.com

Hardware Description

Hardware Description

The Wireless Barricade may be connected to the Internet or to a
remote site using its RJ-45 WAN port or RS-232 serial port. It can
be connected directly to your PC or to a local area network using
any of the three Fast Ethernet LAN ports or through the wireless
interface. It also functions as a print server.

Access speed to the Internet depends on your service type.
Full-rate ADSL provides up to 8 Mbps downstream and 640
Mbps upstream. G.lite (or splitterless) ADSL provides up to 1.5
Mbps downstream and 512 Kbps upstream. Cable modems
provide up to 36 Mbps downstream and 2 Mbps upstream. ISDN
provides up to 128 Kbps when using two bearer channels. And
PSTN analog connections can now run up to 56 Kbps. However,
you should note that the actual rate provided by specific service
providers may vary dramatically from these upper limits.

Though Internet access speed is determined by the modem type
connected to your Wireless Barricade, data passing between
devices connected to your local area network can run up to 100
Mbps over the Fast Ethernet ports.

The Wireless Barricade includes an LED display on the front
panel for system power and port indications that simplifies
installation and network troubleshooting.



Installing the Wireless Barricade

On the rear panel, the Wireless Barricade provides:

Three RJ-45 ports for connection to a 10BASE-T/
100BASE-TX Ethernet Local Area Network (LAN). These
ports can auto- negotiate the operating speed to 10/100 Mbps,
the mode to half/full duplex, and the pin signals to MDI/MDI-X
(i.e., allowing these ports to be connected to any network
device with straight-through cable).

These RJ-45 ports can be connected directly to a PC orto a

server equipped with an Ethernet network interface card, or to
a networking device such as an Ethernet hub or switch.

One RJ-45 port for connection to an xDSL or Cable modem.

This is a 10/100 Mbps, full duplex port, Use a Category 3 or
higher cable to connect this WAN port to a xDSL or Cable
modem.

One RS-232 serial port to connect to an ISDN Terminal
Adapter (TA) or to a PSTN analog modem.

One parallel printer port that can be connected to a printer.
This printer can then be shared by any LAN/WLAN users.

Two external antennas (dipole, omni-directional).



Hardware Description

The following figure shows the components of the Wireless
Barricade:

SMC® I—BARR|CADET| PWR WLAN WAN Nt 2 s
= - oo e @ @ @ LinkiAct
Networks SMC7004AWBR
O O O speed

- &
RESET Printer ] WAN 1 2 3 K ~@*

Figure 1. Front and Rear Panels



Installing the Wireless Barricade

Item Description

LEDs Power, WLAN, WAN and LAN port status indicators.
(See “LED Indicators” on page 1.)

Wireless | Dual antennas provide optimal reception by dynamically

Antennas | choosing the best antenna for each client.

Reset Use this button to reset the power and restore the default

Button factory settings.

Printer Parallel port (25-pin, D-type, female). Connect the shared

Port printer to this port.

COM Port| Serial port (9-pin, D-type, male). Connect your ISDN TA or
56K analog modem to this port.

WAN Port| WAN port (RJ-45). Connect your Cable modem, xDSL
modem, or an Ethernet router to this port.

LAN Portg Fast Ethernet ports (RJ-45). Connect devices on your local
area network to these ports (such as a PC, hub, or switch).

Power Connect the included power adapter to this inlet.

Inlet Warning: The included power adapter is DC 9 V/1 A. Using
the wrong type of power adapter may cause damage.

System Requirements

You should meet the following minimum requirements.

® Internet access from your local telephone company or ISP
using an xDSL modem, Cable modem, ISDN TA, or PSTN
analog modem. You may also have access over the telephone
system to an analog modem at another site.

® A PC using a fixed IP address or dynamic IP address

assignment via DHCP, as well as a Gateway server address
and DNS server address from your service provider.




Connect the System

® For wired LAN connection, you need a computer equipped
with a 10 Mbps, 100 Mbps, or 10/100 Mbps Fast Ethernet
card,or a USB-to-Ethernet converter. For wireless LAN
connections, each computer must have an IEEE 802.11b
compatible wireless adapter.

® TCP/IP network protocols installed on each PC that needs to
access the Internet.

® A Java-enabled Web browser, such as Microsoft Internet

Explorer 5.0 or above, or Netscape Communicator 4.0 or
above installed on one PC at your site for configuring the
Wireless Barricade.

Connect the System

The Wireless Barricade can be positioned at any convenient
location in your office or home. No special wiring or cooling
requirements are needed. You should, however comply with the
following guidelines:

® Keep the Wireless Barricade away from any heating devices.

® Do not place the Wireless Barricade in a dusty or wet
environment.

You should also remember to turn off the power, remove the
power cord from the outlet, and keep your hands dry when you
install the Wireless Barricade.

Basic Installation Procedure

1. Connect the LAN: You can connect the Wireless Barricade to
your PC, or to a hub or switch. Run Ethernet cable from one
of the LAN ports of the Wireless Barricade to your computer’s
network adapter or to another network device.



Installing the Wireless Barricade

You may also connect the Wireless Barricade to your PC
(using a wireless client adapter) via radio signals. Position
both antennas on the back of the Wireless Barricade into the
desired positions.

For more effective coverage, you may want to position one
antenna along the vertical axis and the other antenna along
the horizontal axis. (The antennas emit signals along the
toroidal plane — and thus provide more effective
coverage when positioned along alternate axes.)

2. Connect the WAN: Prepare an Ethernet cable for connecting
the Wireless Barricade to a cable/DSL modem or Ethernet
router. Prepare a serial cable for connecting the Wireless
Barricade to an ISDN TA or PSTN modem.

3. Connect your printer: Use standard parallel printer cable to
connect your printer to the printer port on the Wireless
Barricade.

4. Power on: Connect the power adapter to the Wireless
Barricade.

Internet
Internet
ACC?SS SMC7004AWBR
Device Wireless Broadband Router
:/ ((c T)))

Notebook with

N — Wireless PC Card

SOHO Office or Residence
Figure 2. Connecting the Wireless Barricade
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CONFIGURING
CLient TCP/IP

If you have not previously installed the TCP/IP protocols on your
client PCs, refer to the following section. If you need information
on how to configure a TCP/IP address on a PC, refer to “Setting
Up TCP/IP” on page 13.

Installing TCP/IP
Windows 95/98/Me
1. Click Start/Settings/Control Panel.

2. Double-click the Network icon and select the Configuration
tab in the Network window.

3. Click the Add button.

4. Double-click Protocol.

Select Network Component Type EHE

Click the type of network. component you want ta ingtall:

Protocol is a language' a computer uses. Computers
must uze the same protocol to communicate.

11



Configuring Client TCP/IP

5. Select Microsoft in the manufacturers list. Select TCP/IP in
the Network Protocols list. Click the OK button to return to the
Network window.

Select Metwork Protocol

Click the Network Pratocal that you want ta install. then click OK. [f you have
E an installation disk for this device, click Have Disk.

Manutacturers: Netvaork Pratocols:
4 Fast Infrared Protocol ﬂ
4 |IFX/SPx-compatible Protocol
4 Microsoft 32-bit DLC

4 Microsoft DLC

Have Disk..

Cancel

6. The TCP/IP protocol will be listed in the Network window.
Click OK. The operating system may prompt you to restart
your system. Click Yes and the computer will shut down and
restart.

Windows 2000

1. Click the Start button and choose Settings, then click the
Network and Dial-up Connections icon.

2. Double-click the Local Area Connection icon, and click the
Properties button on the General tab.

3. Click the install... button.

12



4. Double-click Protocol.

Select Network Component Type

[ 7]x]
Click the type of network. component you want ta ingtall:
Client Add...
S8 Adapter
‘_ Protacal Cancel |
l-E': Service

Protocol is a language' a computer uses. Computers
must uze the same protocol to communicate.

Setting Up TCP/IP

5. Choose Internet Protocol (TCP/IP). Click the OK button to

return to the Network window.

Select Network Pratocol x|

Click the Network Protocol that pou want ta install, then click OF. If you have
¥ ah installation disk for this component, click Have: Disk.

Metwork Protocol

AppleT ok Protocol
DLC Pratocol
Internet Protosal [TCPAP)

Metwark Maritor Driver

Have Disk...

Cancel

6. The TCP/IP protocol will be listed in the Network window.
Click OK to complete the installation procedure.

Setting Up TCP/IP

To access the Internet through the Wireless Barricade, you must
configure the network settings of the computers on your LAN to
use the same IP subnet as the Wireless Barricade. The default
network settings for the Wireless Barricade are:

IP Address: 192.168.2.1

13



Configuring Client TCP/IP

Subnet Mask: 255.255.255.0

Note: These settings may be changed to suit your network
requirements, but you must first configure at least one
computer as described in this chapter to access the
Wireless Barricade’s Web configuration interface.See
“Configuring the Wireless Barricade” on page 25 for
information on configuring the Wireless Barricade.)

If you have not previously configured TCP/IP for your computer,
refer to“Configuring Client TCP/IP” on page 11. The IP address
of the connected client PC should be 192.168.2.x (where x
means 2—-254). You can set the IP address for client PCs either
by automatically obtaining an IP address from the Wireless
Barricade’s DHCP service or by manual configuration.

Configuring Your Computer in Windows 95/98/2000/Me

14

You may find that the instructions here do not exactly match your
version of Windows. This is because these steps and
screenshots were created in Windows 98. Windows 95 and
Windows Millennium Edition are very similar, but not identical, to
Windows 98.

1. From the Windows desktop, click Start/Settings/Control
Panel.

2. Inthe Control Panel, locate and double click the Network icon.



Setting Up TCP/IP

3. On the Network window Notwork KIEd
Conflgu rat|on tab, Canfiguratian | Identification | Access Control |
double-click the TCP/IP The following network components are installsc

Client for Microsoft Networks -
entry for your network Mictsaft Feril Logon :I

I3 Dial-Up Adapter
card. BB SMC EZ Cord 104100 [SME1211 ]
[% TCPAP -» DiakUp Adapter

Y TCPAP -> SMC EZ Card 104100 ([SMC1211T]

Bad, ] Remove | Propeties |

Primay Network Logon
| Clent tor Microsoft Networks =l

File and Frint Sharing,

Deseription
TCPAF iz the protocol you use to connect to the Internet and
wide-area networks.

oK Cancel

4. CI|Ck the IP Addl’eSS tab TCP/IP Properties

Bindings | Advanced | NetBIOS 1
DNS Configuration | Gateway | WINS Configuration [P Address

A |P address can be automatically assigned to this computer.
|F your network doss not sutomatically assign IP' addresses. ask
your netwark administrator for an address, and then type it in
the space below.

@ Obtsin an I address automaticall:

€ Specify an IF addiess

5. Click the “Obtain an IP Subriet ks l:l

address “option.

6. Next click on the Gateway
tab and verify the Gateway [t |
field is blank. If there are
IP addresses listed in the Gateway section, highlight each
one and click Remove until the section is empty.

7. Click the OK button to close the TCP/IP Properties window.

15



Configuring Client TCP/IP

16

8. On the Network Properties Window, click the OK button to

save these new settings.

Note:

Windows may ask you for the original Windows

installation disk or additional files. Check for the files at
c:\windows\options\cabs, or insert your Windows
CD-ROM into your CDROM drive and check the correct
file location, e.g., D:\win98, D:\win9x. (if D is the letter

of your CD-ROM drive).

9. Windows may prompt you to restart the PC. If so, click the Yes
button. If Windows does not prompt you to restart your
computer, do so to insure your settings.

Obtain IP Settings from Your Wireless Barricade

Now that you have configured your computer to connect to your
Wireless Barricade, it needs to obtain new network settings. By
releasing old IP settings and renewing them with settings from
your Wireless Barricade, you will also verify that you have
configured your computer correctly.

1. Click Start/Run.

2. Type WINIPCFG and click
OK.

3. From the drop-down menu,
select your network card.
Click Release and then
Renew. Verify that your IP
address is now
192.168.2.xxx, your Subnet
Mask is 255.255.255.0 and
your Default Gateway is

Run [2]x]

Type the name of a program, folder, documet, or Intermet
resource, and Windows will open it for you

Open: [WINIPCFG] =l

o]

Cancel | Browse... |

B IP Configuration
- Ethemet Adapter Information

ST therBawer Il 107100 Hel
Adapter Address ’m
IP Address ’W
SubnetMask | pEE 252660
Default Gatewsy 192.168.21

Aelzaze |

T

Relezsedll | Aenewdll | Morelifo > |




Setting Up TCP/IP

192.168. 2.1. These values confirm that your Wireless
Barricade is functioning. Click OK to close the IP
Configuration window.

Configuring Your Computer in Windows NT 4.0
1. From the Windows desktop click Start/Settings/Control Panel.

2. Double-c!lckthe e i S
Network icon. fle Edt View Help
E § o
Add/Remove Congole Date/Time Devices Display
Programs
2 D
= @ m?
Fonts Intemnet Kevboard todems tousze

F <
Multimedia ODBC PC Card Paorts
[PCMCIA]
3. Click on the Network =T
PrOtOCOIS tab |dentification I Services Protocols | Adapters I Bindings |
. Hetwork. Protocals:
4. Double-click TCP/ e -
IP Protocol. RN
Add.. BRemove Propetties... Update
— Description:
Transport Control Protocal/Internet Pratacal. The default wides
area network. protocol that provides communication across
diverse interconnected networks:

Cancel |

17



Configuring Client TCP/IP
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Click on the IP Address tab.

In the Adapter drop-down list, be sure your Ethernet adapter
is selected.

Click on “Obtain an IP address from a DHCP server”.
Click OK to close the window.

Windows may copy files and will then prompt you to restart
your system. Click Yes and your computer will shut down and
restart.

Obtain IP Settings From Your Wireless Barricade

Now that you have configured your computer to connect to the
Wireless Barricade, it needs to obtain new network settings. By
releasing old IP settings and renewing them with settings from
the Wireless Barricade, you will also verify that you have
configured your computer correctly.

1.

On the Windows desktop, click Start/Programs/Command
Prompt.

In the Command Prompt window, type IPCONFIG /RELEASE
and press the <ENTER> key.

] Command Prompt

icrosoft Windows 2088 [Uersion 5.808.21951
[C> Copyright 1985-1999 Microsoft Corp.

:\>IPCONFIG /RELERSE
Windows 2088 IP Configuration

IP address successfully released for adapter “Local Area Connection 1%




Setting Up TCP/IP

Type IPCONFIG /RENEW and press the <ENTER> key. Verify
that your IP Address is now 192.168.2.xxx, your Subnet Mask
is 255.255.255.0 and your Default Gateway is 192.168.2.1.
These values confirm that the Wireless Barricade is
functioning.

[ lcommand Prompt

icrosoft Windows 2008 [Uersion 5.88.2195
<C> Copyright 1985-1999 Microsoft Corp.

:\>IPCONFIG ~RELEASE

Yindows 28@@ IP Configuwration

IP address successfully released for adapter "Local Area Connection 1"
=\>IPCONFIG /RENEW

lindows 2B@@ IP Configuwration

[Ethernet adapter Local Area Connection 1:

Connection—specific DNS Suffix

1 i 192.168.2.125
i 2550355 265.0
192 168.2.254

4. Type EXIT and press <ENTER> to close the Command

Prompt window.

Configuring Your Computer in Windows 2000

1.

Access your Network settings by clicking Start, then choose
Settings and then select Control Panel.

In the Control Panel, locate and double-click the Network and
Dial-up Connections icon.

19



Configuring Client TCP/IP

3. Locate and dOUbIe-CIICk the Local Area Connection 1 Status
Local Area Connection icon P
for the Ethernet adapter that F.

2=

Status: Connected
Duratior: 001512
Speed: 10.0 Mbps

is connected to the Wireless

Barricade. When the Status

dialog box window opens, r
Packets:

Ci=
Sent — 2 —  Received
Lk

click the Properties button.

4 | 0

4. Inthe Local Area Cropaties | Dissble
Connection Properties box,
verify the box next to e |

Internet Protocol (TCP/IP) is
checked. Then highlight the Internet Protocol (TCP/IP), and
click the Properties button.

5. Select “Obtain an IP address automatically” to configure your
computer for DHCP. Click the [OK] button to save this change
and close the Properties window.

6. Click the OK button again to save these new changes.
7. Reboot your PC.

8. To obtain new network settings see “Obtain IP Settings from
Your Wireless Barricade” on page 16.

Configuring Your Computer in Windows XP

The following instructions assume you are running Windows XP
with the default interface. If you are using the Classic interface
(where the icons and menus look like previous Windows
versions), please follow the instructions for Windows 2000
outlined above.

1. Access your Network settings by clicking Start, choose
Control Panel, select Network and Internet Connections and
then click on the Network Connections icon.

20



5.
6.

Setting Up TCP/IP

Locate and dOUble-C“Ck the -k Local Area Connection 2 Status @@
Local Area Connection iCoN | gema | sumpen

for the Ethernet adapter that Cornection

is connected to the Wireless - g

Barricade. Next, click the Speect T1.0Mbps
Properties button.

Activity 5
o
Sent -4/][ Received

Packets: 43 43

Close

In the Local Area Connection Properties box, verify the box
next to Internet Protocol (TCP/IP) is checked. Then highlight
the Internet Protocol (TCP/IP), and click the Properties
button.

Select “Obtain an IP address automatically” to configure your
computer for DHCP. Click the OK button to save this change
and close the Properties window.

Click the OK button again to save these new changes.

Reboot your PC.

Configuring a Macintosh Computer

You may find that the instructions here do not exactly match your
screen. This is because these steps and screenshots were
created using Mac OS 8.5. Mac OS 7.x and above are all very
similar, but may not be identical to Mac OS 8.5.

1.

Pull down the Apple Menu. Click Control Panel and select
TCP/IP.
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2.

Inthe TCP/IP &

=————  1(P/IP=—————8§H
dialog bOX, " Conneot via: [[Ethernet :
— Setup
make sure that Configure: [Uizing DHCP Server 5
Ethernet is DHCP Client: [ ]
selected in the IP Address: < will be supplied by server >
Connect VIa Subnet mask: < will be supplied by server »

Router address: < will be supplied by server »

field.

Search domains

Name server addr.: < vwill be supplied by server »

Select Using
DHCP Server
in the
Configure

field.

Manual IP Configuration

1.

Check SpeCIfy anIP TCP/IP Properties HE

address on the IP Address Bindngs | Advenced | HWemios |

tab. Enter an IP address DNS Configuration | Gateway | WINS Configwiation 1P Addiess

based on the default DSttt e ke e el o o
your netwark administrator for an address. and then ype itin

network 192.168.2.x (where el ich

X iS between 2 and 254)1 and " Obtain an IP address automatically

use 2552552550 fOI’ the % Specity ar IP address:

subnet mask. 1P iddress 192 .168. 2 . 22

Cancel




2.

In the Gateway tab, add the
IP address of the Wireless
Barricade (default:
192.168.2.1) in the New
gateway field and click Add.

On the DNS Configuration tab,
add the IP address for the
Wireless Barricade and click
Add. This automatically
relays DNS requests to the
DNS server(s) provided by
your ISP. Otherwise, add
specific DNS servers into the
DNS Server Search Order
field and click Add.

After finishing TCP/IP setup,
click OK, and then reboot
the computer. After that, set

TCP/IP Properties

DNS Configuration  Gateway |W\NS Canfiguration | IP Address

Setting Up TCP/IP

Bindings | Advanced | MetBIOS |

The first gateway in the Install=d Gateway list will be the default.
The address order in the list will be the arder in which these
machines are used.

Mew gateway:

192.166. 2 . 1 sl |

Installed gateways

’ Eemove

TCP/P Properties
Bindngs |  Advanced | NeBIOS |

DS Configuraticn | Gateway | WINS Configuration | IF Address

£ Disable DNS
—{* Enable DNS

Host: IMyComputel Damain; |

DNS Server Seach Order

168. 95 .192. 1 add |
168.95.1.1 Hemuve

Domain Suffix Search Order

[ fdd

HEmuye:

Cancel

up other PCs on the LAN according to the procedures

described above.
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Verifying Your TCP/IP Connection
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After installing the TCP/IP communication protocols and
configuring an IP address in the same network as the Wireless
Barricade, use the Ping command to check if your computer has
successfully connected to the Wireless Barricade. The following
example shows how the Ping procedure can be executed in an
MS-DOS window. First, execute the Ping command:

ping 192.168.2.1
If a message similar to the following appears:

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1: bytes=32 time=2ms TTL=64

a communication link between your computer and the Wireless
Barricade has been successfully established.

If you get the following message,

Pinging 192.168.2.1 with 32 bytes of data:
Request timed out.

there may be something wrong in your installation procedure.
Check the following items in sequence:

1. Is the Ethernet cable correctly connected between the
Wireless Barricade and the computer?

The LAN LED on the Wireless Barricade and the Link LED of
the network card on your computer must be on.

2. Is TCP/IP properly configured on your computer?

If the IP address of the Wireless Barricade is 192.168.2.1, the
IP address of your PC must be from 192.168.2.2 -
192.168.2.254 and the default gateway must be 192.168.2.1.

If you can successfully Ping the Wireless Barricade you are
now ready to connect to the Internet!



CONFIGURING THE
WIRELESS BARRICADE

The Wireless Barricade can be configured by any
Java-supported browser including Internet Explorer 4.0 or above,
or Netscape Navigator 5.0 or above. Using the Web
management interface, you can configure the Wireless Barricade
and view statistics to monitor network activity.

Note: NOTE: Before you attempt to configure your router, if
you have access to the Internet please visit
www.smc.com and download the latest firmware
update to insure your router is running the latest
firmware.

Before you attempt to log into the Wireless Barricade Web-based
Administration, please verify the following.

1. Your browser is configured properly (see below).
2. Disable any firewall or security software that may be running.

3. Confirm that you have a good link LED where your computer
is plugged into the Wireless Barricade. If you don’t have a link
light — then try another cable until you get a good link.

Browser Configuration

Confirm your browser is configured for a direct connection to the
Internet using the Ethernet cable that is installed in the computer.
This is configured through the options/preference section of your
browser.
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Configuring the Wireless Barricade

Disable Proxy Connection

You will also need to verify that the HTTP Proxy feature of your
web browser is disabled. This is so that your web browser will be
able to view the Wireless Barricade configuration pages. The
following steps are for Internet Explorer and for Netscape.
Determine which browser you use and follow the appropriate
steps.

Internet Explorer (5 or above)

1.

Open Internet Explorer. Click Tools, and then select Internet
Options.

In the Internet Options window, click the Connections tab.
Click the LAN Settings button.

Clear all the check boxes and click OK to save these LAN
settings changes.

Click OK again to close the Internet Options window.

Internet Explorer (For Macintosh)

1.

2.

26

Open Internet Explorer. Click Edit/Preferences.

In the Internet Explorer Preferences window, under Network,
select Proxies.

Uncheck all checkboxes and click OK.



Netscape (4 or above)

Netscape (4 or above)

1. Open Netscape. Click Edit, and then select Preferences.

2. In the Preferences window, under Category, double-click
Advanced, then select the Proxies option.

3. Check “Direct connection to the Internet.”
4. Click the OK button to save the changes.

To access the Wireless Barricade’s
management interface, enter the SMC
Barricade Wireless Broadband Router IP

LOGIN USER PASSWORD

address in your Web browser http:// Passwords |
192.168.2.1. Then click LOGIN. (By oo | _canceL |

default, there is no password.)

The home page displays the Setup Wizard and Advanced Setup
options.

Setup Wizard
The Barri

& [ |4 mntemet
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Configuring the Wireless Barricade

Navigating the Web Browser Interface

The Wireless Barricade’s management interface features a
Setup Wizard and an Advanced Setup section. Use the Setup
Wizard if you want to quickly set up the Wireless Barricade for
use with a cable modem or DSL modem.

Advanced setup supports more advanced functions like hacker
attack detection, IP and MAC address filtering, intrusion
detection, virtual server setup, virtual DMZ hosts, and other
advanced functions.

Making Configuration Changes

28

Configurable parameters have a dialog box or a drop-down list.
Once a configuration change has been made on a page, be sure
to click the APPLY or NEXT button at the bottom of the page to
enable the new setting.

Note: To ensure proper screen refresh after a command
entry, ensure that Internet Explorer 5.0 is configured as
follows: Under the menu Tools/Internet Options/
General/Temporary Internet Files/Settings, the setting
for “Check for newer versions of stored pages” should
be “Every visit to the page.”



Setup Wizard

Setup Wizard

Time Zone

Click on the Setup Wizard picture. The first item in the Setup
Wizard is Time Zone setup.

For accurate timing of client filtering and log events, you need to
set the time zone. Select your time zone from the drop-down list,
and click NEXT.

1. Time Zone

Set Time Zone:

Use this setting to insure the fime-based client fitering feature and system Iog enfries are hased on the comect localized time.

(GMT-08:00)Pacific Time (U3 & Canada). Tiuana =
Configure Time Server (NTP):
You can automatically maintain the systern time on your ME Baricade by synchronizing with a public fime server aver the Internet,
[ Enable Automatic Time Server Maintenance

Winen you enable this option you will need to configure two different time seers, uss the options below to setthe primary and secandary NTP
seners inyour area:

Primary Server:  [132.163.4.102 - North America
Secondary Server: [132.5.41.41 - North America.

®

Broadband Type
Select the type of broadband connection you have.

For a cable modem connection see the following page. For a
Fixed-IP xDSL connection see “Fixed-IP xDSL” on page 30, and
for a PPPoE xDSL connection, see “PPPoE” on page 31.
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SMC* AR

# Home @ Logout

1. Time Zi

(TR 2. Broadband Type

0 2. Broadhand Type Specify the WAN connection type required by vour Internet Service Provider, Specify Cable modem,
© 3.1p Aduress Info Fixed-IP DSL, or PPPOE xDSL.

(o Cable Modem

Acable modern reguires minimal configuration. When you have setup an accountwith your Internet
provider, the Barricade will be automatically configured when plugged into the cable moderm. The host
name field is optional, but may be required by some Service Providers. [fthere is a Domain Name
Serer (DNS) that you would rather use, you need to specify the IP address in the "Advanced Setup |
WAN | DNS" page

~ Bl Fixed-IP xDSL

Some xDEL Internet Service Providers may assian a fived IP address forvour gateway. [fyou have heen
provided with this infarmation, choose this option and enter the assigned IP address, subnet mask,
gateway IP and DNS IP addresses for your Barricade.

- %E PPPoE xDSL

Ifyou connectto the Internet using an xDSL Modem and your ISP has provided you with a passward,
and service name, then your ISP uses PPPOE. You must choose this option and enter the required j

Cable Modem

After selecting Cable Modem as the Broadband Type, a
message will appear stating that your data has been successfully
saved.

Note: Select Home to return to the home page, then select
Advanced Settings/WAN to configure the required
parameters. (See “WAN” on page 35.)

Fixed-IP xDSL

e
e |
e
- [t

Some xDSL Internet Service Providers may assign a fixed
(static) IP address. If you have been provided with this
information, choose this option and enter the assigned IP
address, gateway IP address, DNS IP addresses, and subnet
mask. Click FINISH to complete the setup.



Setup Wizard

PPPOE

Use PPPoE Authentication
User Mame

Password
Flease retype your password
Service Name

MTU: [1454  (1440==MTU Valug==1492)

Waximum Idle Time [y

¥ auto-reconnect

Enter the PPPoE User Name and Password assigned by your
Service Provider. The Service Name is normally optional, but
may be required by some service providers.

Leave the Maximum Transmission Unit (MTU) at the default
value (1454) unless you have a particular reason to change it.

Enter a Maximum Idle Time (in minutes) to define a maximum
period of time for which the Internet connection is maintained
during inactivity. If the connection is inactive for longer than the
Maximum Idle Time, it will be dropped. (Default: 10)

Enable the Auto-reconnect option to automatically re-establish
the connection as soon as you attempt to access the Internet
again. Click FINISH to complete the setup
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Use the Web management interface to define system
parameters, manage and control the Wireless Barricade and its
ports, or monitor network conditions. The following table outlines
the selections available from this program.

Menu

Description

System

Sets the local time zone, the password for administrator
access, and the IP address of a PC that will be allowed to
manage the Wireless Barricade remotely.

WAN

Specifies the Internet connection type:

Dynamic IP host configuration and the physical MAC
address of each media interface

PPPoE configuration

PPTP

Static IP and ISP gateway address
BigPond

Specifies DNS servers to use for domain name
resolution.

LAN

Sets the TCP/IP configuration of the Wireless Barricade’s
LAN interface and all DHCP clients.

Wireless

Configures the radio frequency, domain, and encryption
for wireless communications.

NAT

Shares a single ISP account with multiple users, sets up
virtual servers.

Firewall

Configures a variety of security and specialized
functions, including: Access Control, Hacker Prevention,
and DMZ.

DDNS

Dynamic DNS provides users on the Internet with a
method to tie their domain name(s) to computers or
servers.




Advanced Setup

Menu

Description

UPnP

With Universal Plug and Play, a device can automatically
dynamically join a network, obtain an IP address,
communicate its capabilities, and learn about the
presence and capabilities of other devices. Devices can
then directly communicate with each other. This further
enables peer to peer networking.

Tools

Contains options to backup & restore the current
configuration, restore all configuration settings to the
factory defaults, update system firmware, or reset the
system.

Status

Provides WAN connection type and status, firmware and
hardware version numbers, system IP settings, as well as
DHCP, NAT, and Firewall information.

Displays the number of attached clients, the firmware
versions, the physical MAC address for each media
interface, and the hardware version and serial number.

Shows the security and DHCP client log.

System

Time Zone

1. Time Zone

Set Time Zone:

Use this setting to insure the time-based client fitering feature and system log entries are based on the carrect localized time.

(GMT-08:00)Paciic Time (US & Canada): Tijuana. =

Configure Time Server (NTP):

You can automatically maintain the syster time on your SMC Barricade by synchronizing with a public time server over the Intemet.
¥ Enable Automatic Time Server Maintenance

\When you enable this option you will need to configure two different time servers, use the aptions below to setthe primary and secondary NTP
severs in your area

Primary Server:  [132.163.4.102 - North America )
Secondary Server: [192.5.41.41 - North America. v

@
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Sets the time zone for the Wireless Barricade. This information is
used for log entries and client access control.

Password Settings

51) (O

* System
E- e o) . Password Settings

' Remote Management

IR A

# Home @ Logout

Set a password o restrict management access o the Barricads

= Current Password o IdleTime Out [10 hin

(ille Time =0 NO Time Oufy

CoooocCoo

LX)

Use this menu to restrict access based on a password. By
default, there is no password. For security reasons you should
assign one before exposing the Wireless Barricade to the
Internet.

Passwords can contain from 3—12 alphanumeric characters and
are not case sensitive.

Note: If your password is lost, or you cannot gain access to
the user interface, press the Reset button on the front
panel (holding it down for at least five seconds) to
restore the factory defaults. (The default is no
password.)

Enter a maximum Idle Time Out (in minutes) to define a
maximum period of time for which the login session is maintained



Advanced Setup

during inactivity. If the connection is inactive for longer than the
maximum idle time, it will perform system logout, and you have to
login to the Web management system again. (Default: 10
minutes)

Remote Management

SMC*

- System
: . Remote Management
PR i s Set the remate management ofthe Barricade. Ifyouwant to manage the Barricade fram a remate location (autside ofthe local

 WAN networky, you must also specify the IP address ofthe remate PC.

- LAN

- NAT oSt ihess
- Firewall ,n— ,n— ln— ,n— @]

- DDNS
- UPnP
- Tools

- Staws @ @ @

2
)

Remote Management allows a remote PC to configure, manage,
and monitor the Wireless Barricade using a standard Web
browser. Check Enable and enter the IP address of the remote
host. Click APPLY.

Note: If you specify 0.0.0.0 as this IP address, any host can
manage the Wireless Barricade.

WAN

Specify the WAN connection type provided by your Internet
Service Provider, then click More Configuration to enter detailed
configuration parameters for the selected connection type.
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Dynamic IP

SMC® R A

#t Home @ Logout

- System =

* WAN Dynamic IP
% Dynamic IP
[

The Host name is optional, but may be required by some Service Provider's, The default MAC address
is setto the WWAN's physical interface on the Barricade

If required by your Service Pravider, you can use the "Clane MAC Address” buttan to copy the MAC
address ofthe Netwark Interface Card installed invour PC to replace the WAR MAC address.

ol |
& 00 -jo4 [E2 -[FB |74 .|BY
Clone MAC Address

[
[>
[>
[
[>

* LAN

* Wireless

* NAT

* Firewall

* DDNS
* UPnP

* Tools
* Status

@05

|&] pore [ [ |8 mmtsrnet

The Host Name is optional, but may be required by some ISPs.
The default MAC address is set to the WAN'’s physical interface
on the Wireless Barricade. Use this address when registering for
Internet service, and do not change it unless required by your
ISP. If your ISP used the MAC address of an Ethernet card as an
identifier when first setting up your broadband account, only
connect the PC with the registered MAC address to the Wireless
Barricade and click the Clone MAC Address button. This will
replace the current Wireless Barricade MAC address with the
already registered Ethernet card MAC address.

If you are unsure of which PC was originally set up by the
broadband technician, call your ISP and request that they
register a new MAC address for your account. Register the
default MAC address of the Wireless Barricade.
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Point-to-Point Over Ethernet (PPPOE)

SMC*

- System PPPOE

Enter the PPFOE user name and password assigned by your Service Provider. The Service Name i normally optional, but may be required by

s0me sarvies praviders. Enter a Maximumn Idle Time (in minutes) to define a maimurn period of ime for which the Intemet connection is

maintained during inactivity. Ifthe connection is inactive for longer than the Maximurm Idie Time, then itwill be dropped. You can enable the
toption to -gstablish the connection as $00n A8 you atlemptte access the ntemet again.

Ifyour Intemet Senvice Provider requires the use of FFPOE, enter he infarmation below.

* Wireless

AT
* Firewall

- DDNS User Narne

=uPnk Password

* Tools

- Status. Please retype your password

Setvice Narne
MTU: [1454  (1440<=MTU Valu==1482)

Masimum ldle Time 15 winy

[¥ Auto-reconnect

il -1

[T [ iesmet

Enter the PPPoE User Name and Password assigned by your
Service Provider. The Service Name is normally optional, but
may be required by some service providers.

The MTU (Maximum Transmission Unit) governs the maximum
size of the data packets. Leave this on the default value (1454)
unless you have a particular reason to change it.

Enter a Maximum Idle Time (in minutes) to define a maximum
period of time for which the Internet connection is maintained
during inactivity. If the connection is inactive for longer than the
Maximum Idle Time, it will be dropped. (Default: 10 minutes)
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Point-to-Point Tunneling Protocol (PPTP)

SMC*

* System
SIWEN PPTP
>

b
» PPTP
>

Paintto-Point Tunneling Pratocol is & common connection method used for xDSL connestions in Eurape.

(ot et el
(ot ot ot
(ot ot et
———

—
o o o o

b
* LAN

* Wireless
* NAT

- Firewall
- DDNS

* UPnP

* Tools

- Status.

*Ifyou have an ISP that charges by the time, change your idle fime outvalue to 1 minute:

oo

[T [ weermer

Point-to-Point Tunneling Protocol (PPTP) can be used to join
different physical networks using the Internet as an intermediary.
Using the above screen allows client PCs to establish a normal
PPTP session and provides hassle-free configuration of the
PPTP client on each client PC.

Enter the assigned IP address, subnet mask and default gateway
IP address (usually supplied by your ISP), and then the PPTP
User ID, Password and PPPTP Gateway IP address.

Enter a maximum Idle Time Out (in minutes) to define a
maximum period of time for which the PPTP connection is
maintained during inactivity. If the connection is inactive for
longer than the Maximum ldle Time, it will be dropped. (Default:
10 minutes)
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Static IP Address

SMC

- System

# Home @ Logout

Static IP

Ifyour Service Provider has assigned a fixed IP address, enter the assigned IP address, subnet mask
and the gateway address provided.

Has your Service Pravider given you an IP address and Gateway address?

- Wireless
- NAT

* Firewall
- DDNS

* UPnP

- Tools

" @ @ @

& pene

[ |8 mternet

If your Internet Service Provider has assigned a fixed IP address,
enter the assigned address and subnet mask for the Wireless
Barricade, then enter the gateway address of your ISP.

You may need a fixed address if you want to provide Internet
services, such as a Web server or FTP server.
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BigPond

SMC

* System =
BigPond

M Home

In this section you can configure the built-in client for the BigPond Internet service available in Australia

'ond Authentication Client
User Name

- Wireless l—
- NAT Password
el Please retype your password
- DDNS Pe your
Authentication Service Name © [login-server

* UPnP
- Tools
- Status

&1 Dore [ @ mternet

Enter your User Name and Password to configure the built-in
client for the BigPond Internet service available in Australia.

DNS

SMC

- System e

A Domain Name Server (DNS) is an index of IP addresses and Web addresses. Ifyou type a Web address info your browser, such as

ki ST, COM, @ DINS server will ind that name in its index and find the matching IP address: 202 43118 222. Most ISP provide a DNS server for
speed and convenience. Since your Semice Provider may connectto the Intermetwith dynamic IP settings, itis likely that the DN server IP's are also
provided dynamically. However, ifthere is a DNS server that you would rather use, you need to specify the IP address here

Domain Nam

* Wireless
- NAT

- Firewall
* DDNS

- UPnP

- Tools

- Status.

[T [ intemnet



Advanced Setup

Domain Name Servers map numerical IP addresses to the
equivalent domain name (e.g., www.smc.com). Your ISP should
provide the IP address of one or more domain name servers.
Enter those addresses in this screen.

Dial-up

SMC*

* System
* WAN

y Enter the 2 sets of dial-up setings assigned by your Senvice Provider. The Moderm Initialzation String is normally optional, but may be required by some senvice providers
andior some mogems. Enter a Maximum Idle Time (in minutes) to define a maxmum period of time for which the inte met cannection is maintained during inactiiy. Ifthe
connection is inactive for longer than the Maxmum ldle Time, then itwill be dropped. You can enable the Auto-reconnect option to automatically re-establish the connection
a5 5000 a5 You attemptto access the Internet again,

Dial-up

Ifyou have a static IP assigned by your Senvice Provider, complets the Advanced Settings section.

Dial-up Settings

D
D
D
D
D
D

Dialk-up
N

- Wireless
© NAT

* Firewall
* DDNS

- UPnP.

* Tools

- Status.

CEnable @ Disabled

1454 (1440==MTU Values=1432)
i Minutes

© Primary Phone Number

51 (o

* System
Az
>

D
D
D
D
D

» Diakup
LAN

- Wireless
© NAT

* Firewall
- DDNS

- UPnP

* Tools

- Status

EHooe [ st

If you are accessing the Internet via an ISDN TA or PSTN
modem attached to the serial port on the Wireless Barricade,
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then you must specify your account information on this screen as
described below.

Note: If not checked, then this connection will only be used
for backup access if the primary WAN link fails

® Auto Backup/Failover — If this is enabled, then if the telephone
connection goes down, the router will automatically redial.

® MTU - Leave the Maximum Transmission Unit (MTU) at the
default value (1454) unless you have a particular reason to
change it.

® Maximum Idle Time — Enter a maximum idle time (in minutes)
to define a maximum period of time for which the Internet
connection is maintained during inactivity (Default: 10). If the
connection is inactive for longer than the Maximum Idle Time,
it will be dropped. Enable the Auto-reconnect option to
automatically re-establish the connection as soon as you
attempt to access the Internet again.

®  Phone Number — Enter the phone number your service
provider has given to you for Internet access.

® User Name — Enter your ISP account user name.
® Password — Enter your ISP account password.

® Modem Initialization String — This is normally optional, but
may be required by some service providers.

® Has your Internet Service Provider given you an IP address?
—If you are assigned a dynamic IP address every time you dial
up, select No for this item. However, if your ISP has assigned
a fixed IP address for you to use, select Yes for this item and
enter the IP address and subnet mask.

Note: If your ISP has given you a secondary phone number,
or if you have a secondary Internet service account,
then fill in the relevant fields under Secondary Phone
Number.



Advanced Setup

LAN

LAN Settings

‘ou can enatile DHCP to dynamically allocate |P addresses to your client PCs, or canfigure filtering funetions based on speeifc clients or protocels.The Barricade must
have an IP address forthe local network.

LANIP

e 197 L[5

266.265.255.0

©ccocooco0goC
5
z

LIGY @ Enabled C Disabled

IP Address Pool

m 8o

® AN IP —Use the LAN menu to configure the LAN IP address

for the Wireless Barricade and to enable the DHCP server for
dynamic client address allocation.

® Set a period for the lease time if required. For home networks
this may be set to Forever, which means there is no time limit
on the IP address lease.

® |P Address Pool — A dynamic IP start address may be

specified by the user, e.g. 192.168.2.100 (default value).
Once this start IP address has been assigned, IP addresses
running from 192.168.2.100 to 192.168.2.199 will be part of
the dynamic IP address pool. IP addresses from 192.168.2.2
to 192.168.2.99, and 192.168.2.200 to 192.168.2.254 will be
available as static IP addresses.

Remember not to include the address of the Wireless Barricade
in the client address pool. Also remember to configure your client
PCs for dynamic IP address allocation.
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Wireless Settings (Wireless)

To configure the Wireless Barricade as a wireless access point
for wireless clients (either stationary or roaming), all you need to
do is define the service set identifier (ESSID), the rates of
transmission of data and of commands, the radio channel, and
the encryption options. Note that the radio channel and the
service set identifier must be set to the same value for the
Wireless Barricade and for all wireless clients.

Channel and SSID

SMC* R A

# Home @ Logout

- System 1=

QUL Channel and SSID

- LAN

* Wireless
% Chann
[>

* NAT

This page allows vou to define S50, Transmission Rate, Basic Rate and Channel 1D for wireless
connection. Inthe wireless environment, the Barticade can also act as an wireless access paint.
These parameters are used for the mobile stations to connect to this access point.

* Firewall
- DDNS SMC
$:::; ully Automatic ¥
* Status lm
el I
=
&] hitp: v sme.comf U D

ESSID — The Extended Service Set Identifier for the wireless
network. Also known as the wireless service domain.

Transmission Rate — The rate of transmission of data, the

selections from the drop-down menu are: Fully Automatic,
11 Mbps, Automatic 1 or 2 Mbps, 2 Mbps, or 1 Mbps.
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If set to Fully Automatic, the data rate will be automatically
selected. If set to Automatic 1 to 2 Mbps the data rate will
automatically be selected between these values. If manually set
to a specific value then the data rate is fixed at that value.

Basic Rate — The rate of transmission of commands.
Channel — The radio channel.

Encryption

If you are transmitting sensitive data across wireless channels,
you should enable encryption.

Hum &) Customize Links &7 Free Hotmail &7 Windaws

SMC"

- System

* WAN Encryption
© LAN

* Wireless Encryption transmits your data securely aver the wireless network. Matching encryption keys musthbe
setup onyour Barricade and wireless client devices to use encryption. Do you want ta use encryption?

LbM |Dischled  x

Disabled

* Firewall
- DDNS

- UPnP

* Tools

- Status

Ed-bit WEP

0o

[ [ |4 mkermet

Encryption requires you to use the same set of encryption/
decryption keys for the Wireless Barricade and your wireless
clients. You can choose between standard 64-bit or the more
robust 128-bit encryption keys. However, please be aware that
the extra processing time required for encryption may affect the
throughput for wireless communications.
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You can automatically generate encryption keys or you can
manually enter the keys. For automatic 64-bit security, you enter
a passphrase that is used to create four keys and click Generate
(as shown below). A passphrase may consist of up to 32
alphanumeric digits. The automatic 128-bit security generates a
single key by entering a passphrase. To manually configure the
keys, enter five hexadecimal pairs for each 64-bit key, or enter 13
pairs for the single 128-bit key. (A hexadecimal digit is a number
or letter in the range 0-9 or A-F.)

BN AW

M Home

@ Logout

Encryption

Encryption transrnits your
on your Barics

the wireless network Matching encryption keys must be
selup on your Barricade 58 en

er
it devices fo use encryption. Do you wart to u nyption?

CH [64bit WEP 7

Enter a passphrase and clickthe Generate button, or manually enter a ke into the table.
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Clear All Keys

©cocooo
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(&1 javascriptiindowJocation. reload() [ @ tnternet

Network Address Translation (NAT)
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From this section you can configure the Address Mapping, Virtual
Server, and Special Application features that provide control over
the port openings in the router’s firewall. This section can be

used to support several Internet based applications such as VPN
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Address Mapping

SMC"®

* System N
Address Mapping

* LAN

Network Address Translation (NAT) allows [P addresses used in a private Iocal network to be mapped to one of more addresses used inthe public, global Intemet.
This feature limits the number of public P addresses required from the ISP and also maintains the privacy and securty of the lacal network e allow one or more than
one public IP address to be mapped to a pool of local addresses,

- Firewall Address Mapping
- DDNS
1. Glohal IP: [0 o o 0 istransformed as multiple virtual IPs

- UPnP

* Tools rom 19216820 to192188.2]0

* Status.

2600aP:0 0 [0 I istanstormed as mutipte vitual s
fom 19216820 12210820

acionalp:l 0 [0 I istanstormed as mutiple vitual s
fom 19216820 112210820

acionalp:l 0 [0 [0 istanstormed as mutiple vitual s
fiom 19216820 012210820

scionalp:l 0 [0 [0 istanstormed as mutiple vitual s
fom 19216820 12210820

acional Pl [0 [0 [0 istanstomed as mutiple vitual s
fom 19216820 torezteezf

rooael0 0 0 0 istanstormed as mutipie vituai s
fom 19216820 torazieezfo

Allows one or more public IP addresses to be shared by multiple
internal users. Enter the Public IP address you wish to share into
the Global IP field. Enter a range of internal IPs that will share the
global IP.
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Virtual Server

IS

M Home ® Logout

9 =
o .
Virtual Server
o
° You can configure the Barricade as a virual senver so that remote Users accessing senices suth as the Weh or FTP atyour local site via public I addresses
can be toIncal servers piivate IP addresses. In other words, depending on the requested service (TCRIUDP port
e numben), the Barricade redirects the edemal senice requestto the appropriate server (acated at another Internal IP address). This tool can support both port
5 ranges, muliple ports, and combinations of the two
 spesial Applications
For example:
o
o « PortRanges: ex 100-150
o « Multiple Ports: ex 25,110,80
o + Combination: ex 25-100,80
o
LaN Public
1 192.168.2J2 TCP = [100-150 [100-150 I3 Add | Clean
2 192.168.2 [TcP | [ [ r Add | Clean
3 192.168.2. [P = [ [ [m] Add | Clean
4 192.168.2 [P =l [ [ [m] Add | Clean -
5 192.168.2 [P =l [ [ [m] Add | Clean
3 192.168.2 [TcP =l [ [ [m] Add | Clean
7 192.168.2 [P =l [ [ [u] Add | Clean
- = 8 192.168.2. [TcP =l [ [ [m] Add | Clean
|
= Add| Ci
| I s 192.188.2. [Tee = [ [ =] lean
‘ 10 192.168.2 [P =l [ [ [m] Add | Clean
i " 192.168.2. [TcP = [ [ (m] Add | Clean
12 192.168.2 [TcP! = [ [ [m] Add | Clean =l

If you configure the Wireless Barricade as a virtual server,
remote users accessing services such as Web or FTP at your
local site via public IP addresses can be automatically redirected
to local servers configured with private IP addresses (LAN IP
Addresses). In other words, depending on the requested service
(TCP/UDP port number), the Wireless Barricade redirects the
external service request to the appropriate server (located at
another internal IP address).

For example, if you set Protocol Type /Public Port to TCP/80
(HTTP or Web) and the LAN IP Address/LAN Port to
192.168.2.2/80, then all HTTP requests from outside users will
be transferred to 192.168.2.2 on port 80. Therefore, by just
entering the IP Address provided by the ISP, Internet users can
access the service they need at the local address to which you
redirect them.
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The more common TCP service ports include:
HTTP: 80, FTP: 21, Telnet: 23, and POP3: 110.

Note: This tool can support both port ranges, multiple ports,
and combinations of the two.

For example:

Port Ranges:100-150
Multiple Ports: 25,110,80
Combination: 25-50,80

Special Applications

Some applications, such as Internet gaming, videoconferencing,
Internet telephony and others, require multiple connections.
These applications cannot work with Network Address
Translation (NAT) enabled. If you need to run applications that
require multiple connections, use the following screen to specify
the additional public ports to be opened for each application.

SMC* SAR

# Home @ Logout

* System
- WAN

Special Applications
* LAN
- NAT Some appl uliple cor as a ing, Internettelephony and others. These applica
N
D

,specify the p al
4 th the trigger port t open the
» Special Applications
+ Firewall
* DDNS

* Tools

o (O o R 5 A ) e — o "
A == — fi r
N e A B —— e :
N = A — S r
S e T - B e— e :
N == —— S = B
A — g :
o | |8 | C——— S o
—_— & TcP — TP e =l
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Specify the public port number normally associated with an
application in the Trigger Port field. Set the protocol type to TCP
or UDP, then enter the ports that the application requires. The
ports may be in the format 7, 11, 57, or in a range, e.g., 72-96, or
a combination of both, e.g., 7, 11, 57, 72-96.

Popular applications requiring multiple ports are listed in the
Popular Applications field. From the drop-down list, choose the
application and then choose a row number to copy this data into.

Note: Choosing a row that already contains data will
overwrite the current settings.

For a full list of ports and the services that run on them, see
www.iana.org/assignments/port-numbers.

Firewall

50

The Wireless Barricade firewall can provide access control of
connected client PCs, block common hacker attacks, including IP
Spoofing, Land Attack, Ping of Death, IP with zero length, Smurf
Attack, UDP port loopback, Snork Attack, TCP null scan, and
TCP SYN flooding. The firewall does not significantly affect
system performance, so we advise leaving it enabled to protect
your network users. To access the firewall menu, select Enable
and click on Apply.
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Access Control

SMC*

- System

B Home @1

Access Control

Access Control allows users to define the traffic type permitted or not-permitted to WAN port service. This
page includes |P address filtering and MAC address filtering.

« Enable Filtering Function:  © Yes  No

+ Normal Filtering Table (up to 10 computers)

Add PC

Using this option allows you to specify different privileges based
on IP address for the client PCs.
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Note: Click on Add PC and define the appropriate settings for
client PC services (as shown in the following screen).

SMC® U

Oz Access Control Add PC B
- WAN

‘LAN This page allows users to define senice limitations of dlient PCs, including IP address, service type and scheduling rule criteria. For the URL blocking function, you need to
- NAT confiyure the URL adress st on the "URL Blacking " page. For the scheduling function, you also need to configLre the < checiule rule frston the "Sch edue Rule"

* Firewall

o Client PC Description:
o Client PC IP Address: 192.168.2 ~o

« Client PC Service:

W HTTP, TCP Part 80, 3128, 8000, 8001, 2080 =]
WA with URL Blocking HTTP (Ret. URL Blocking Site Page) ]
E-mail Sending SMTP, TCP Port 25 r
News Forums NNTP, TCP Port 118 r
E-mail Receiing POP3, TCP Part110 {m)
Secure HTTF HTTPS, TCP Fort 443 =]
File Transfer FTP,TCP Port 21 =]
MSN Messenger TCP Port 1863 r
Telnet Service TCP Port 23 r
Am AOLInstant Messenger, TCP Port 5190 [=] =
Nethesting 123, TOP Port1720,1503 =]
[ UDF Port53 {m)
SNMP UDP Port 151, 162 ]
VPN-PPTP TCPPort 1723 r
VPN-L2TP UDP Port1701 r

Bt Home

- System
MAC Filtering Table

Thiz section helps provides MAC Filter confiquration. When enabled, only MAC addresses configured wil|
have access to your netwark. All ather client devices will get denied access. This security feature can
* Firewall support up to 32 devices and applies to clients

P
s MAC Address Control:  © Yes @& No
¥
¥
: #+ MAC Filtering Table {up to 32 computers)
- DDNS D
- UPnP q
- Tools
* Status
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