WIRELESS

Wireless

The Barricade also operates as a wireless-to-wired bridge, allowing wireless
computers to access resources available on the wired LAN, and to access
the Internet. To configure the Barricade as a wireless access point for
wireless clients (either stationary or roaming), all you need to do is enable
the wireless function, define the radio channel, the domain identifier, and
the encryption options. Check Enable and click APPLY.

SMC

- System

QUL Wireless Settings
© LAN

* Wireless The gateway can be quickly configured as a wireless access point for raming clients hy setting
the access identifier and channel number. It alsa supports data encryption and client filtering

* NAT

* Routing system
- Firewall

- SNMP

- ADSL
- Tools
* Status

Enable or disable Wireless module function # Enable  Disable
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Channel and SSID

4-26

You must specify a common radio channel and SSID (Service Set ID) to
be used by the Barricade Wireless Router and all of your wireless clients.

Be sure you configure all of your clients to the same values.

SMC

- System

PiHome @

Channel and SSID

* LAN
* Wireless This page allows you to define SSID, Transmission Rate, Basic Rate and Channel 1D for wireless
b G ) connection. In the wireless environment, this gateway can be acting as an wireless access
D point. These parameters are used for the mobile stations to connect to this access point.
D
* NAT
- Routing system
* Firewall
* SNMP
- ADSL
* Tools
- Status

3 [Fully Autornatic =
N |1, 2hbps hd
=

7

Parameter Description

ESSID Extended Service Set ID. The ESSID must be the same on the
Barricade and all of its wireless clients.

Transmission Rate The default is Fully Automatic. The transmission rate is
automatically adjusted based on the receiving data error rate.
Usually the connection quality will vary depending on the
distance between the wireless router and wireless adapter. You
can also select a lower transmission data rate to maximize the
radio communication range.




WIRELESS

Parameter

Basic Rate

Channel

Description

The highest rate specified will be the rate that the Barricade will
use when transmitting broadcast/multicast and management
frames. Available options are: All (1, 2, 5.5, and 11Mbps), and
1, 2Mbps (default is 1, 2Mbps).

The radio channel must be the same on the Barricade and all of
your wireless clients.

The Barricade will automatically assign itself a radio channel, or
you may select one manually.
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Encryption

If you are transmitting sensitive data across wireless channels, you should
enable encryption. You must use the same set of encryption keys for the
Barricade and all of the wireless clients. Choose between standard 64-bit
WEP (Wired Equivalent Privacy) or the more robust 128-bit encryption.

'SMC*®

- System
- WAN Encryption
- LAN
* Wireless
[
+ Encryption
b

want to use encryption?

© NAT
* Routing system
- Firewall
* SNMP
* ADSL Pagsphrase.
- Tools
* Status Key 1
Key 2:
Key 3
Key 4

Encryption transmits your data securely over the wirelese network. Matching encryption keys must
be setup on your Home Wireless Gateway and wireless client devices to use encryption. Do you

SN | G4-hit WEP =

Enter a passphrase and click the Generate button, or manually enter a key into the table

|

FFFFF]

FFFFF]

FFFFF]

FF FF F
Clear All Keys

Generate
Default Key: |1

eed.

You may automatically generate encryption keys or manually enter the
keys. For automatic 64-bit security, enter a passphrase and click Generate,
four keys will be generated. Choose a key from the drop-down list or
accept the default key. Automatic 128-bit security generates a single key.

Note: The passphrase can consist of up to 32 alphanumeric characters.

To manually configure the keys, enter five hexadecimal pairs of digits for
each 64-bit key, or enter 13 pairs for the single 128-bit key. (A hexadecimal
digit is a number or letter in the range 0-9 or A-F)

Note that WEP protects data transmitted between wireless nodes, but
does not protect any transmissions over your wired network or over the

Internet.
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MAC Address Filtering
Client computers can be filtered using the unique MAC address of their
IEEE 802.11 network card. To secure an access point using MAC address
filtering, you must enter a list of allowed/denied client MAC addtesses into
the filtering table. (See “Finding the MAC address of a Network Card” on
page 4-57.)

SMC

+ System
* WAN Mac Address Filtering
- LAN
© Wireless Client computers are viewed by a unique MAC address of its IEEE 802.11 network card. To secure
an access point using MAG address filtering, each access point must have a list of autharized
client MAC address in its access control list. MAC address filtering is time consuming because the
list of clignt MAC address must be manually inputted in each access point. Since the MAC
address list must be kept up-to-date its better suited for a smaller network. In a small network the
NAT security solution can be 128-hit YWWEP in conjunction with MAC address filtering and SSID
- Routing system
* Firewall
© SNMP Setting: & Permizsions ¢ Prohibition
* ADSL
* Tools
* Status

# Home

ering

Filtering: & Disable C Enable

iltering Table

Index Mac Address
O P e Y P P
B o P e i Y
3 ol Y T o ol
2 o oo i o s o i o
30 [ oo i o 0w c
E S TN TP TSN COATS T
EER [T TP [T COE I
Parameter Description
Filtering
Disable Disables MAC address filtering.
Enable Enables MAC address filtering.
Setting
Permissions Allows only devices with their MAC address in the list to
connect to the Barricade.
Prohibition Denies access to the Barricade from devices with their

MAC address in the list.
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NAT

Some applications require multiple connections, such as Internet gaming,
videoconferencing, and Internet telephony. These applications may not
work when Network Address Translation (NAT) is enabled. If you need to
run applications that require multiple connections, use these pages to
specify the additional public ports to be opened for each application.

Address Mapping

4-30

Allows one or more public IP addresses to be shared by multiple internal

users. This also hides the internal network for increased privacy and
security. Enter the Public IP address you wish to share into the Global IP
field. Enter a range of internal IPs that will share the global IP into the
from field.

SMC

* System Address Mappin
P pping

* LAN Metwork Address Translation (NAT) allows IP addresses used in a private local network to be

- Wireless mapped to one or mare addresses used in the public, global Internet. This feature limits the

. nurmber of public IP addresses required from the ISP and also maintaing the privacy and security
NAT of the local network. We allow one or more than one public IP address to be mapped to a pool of

b Addr apping Incal addresses

b

* Routing system

# Home

- Firewall .

- SNMP 1. Global IP: |0 0 L jB Al is transformed as multiple virtual IPs
- ADSL

ool from 1921882, [0 1o 1921882, [0

= Status 2 Glabal IP: |0 0 0 0 is transformed as multiple virtual IPs

from 192.168.2. |0 to 192.168.2. |0

Glabal IP: |0 0 0 0 is transformed as multiple wirtual 1Ps
Glabal IP: |0 0 o 0 is transformed as multiple virtual IPs

from 192.168.2. |0 to 192.168.2. |0

10. Global IP: |0 0 0 0 is transformed as multiple vitual IPs

from 192.168.2. [0 to 192.168.2. |0

w

@
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Virtual Server

If you configure the Barricade as a virtual server, remote users accessing
services such as Web or FTP at your local site via public IP addresses can
be automatically redirected to local servers configured with private IP
addresses. In other words, depending on the requested service (TCP/UDP
port number), the Barricade redirects the external service request to the

appropriate server (located at another internal IP address).

SMC

- System Virtual Server
- WAN
* LAN Vou can configure the Baricade as a virtual server so that remote users accessing serices such

M Home @

- Wireless 25 the Web or FTP &t your local site via public P addresses can be automatically redirected ta
 NAT local servars | with private IP addi In other words, depending on the requested
senvice (TCP/UDP) port number), the Barricade redirects the extemal service request ta the
L approptiate server (located at another intermal [P address).
¥ Wirtual Serve
* Routing system
- Firewall
* SNMP
- ADSL
- Tools & TCP
- Status . TR < UpP
& Top
2. 192.168.2. £ upP
& TCP
3 192.188.2 £ UDp
& Top
4. 192.168.2. ~ UpP
& Tcp
17. 192.168.2 £ Upp
& Top
18. 1921682 ~ upP
& Tcp
19. 192.168.2 £ Upp
& Top
200 182.168.2 ~ upP

If you configure the Barricade as a virtual server, remote users accessing
services such as Web or FTP at your local site via public IP addresses can
be automatically redirected to local servers configured with private IP
addresses. In other words, depending on the requested service (TCP/UDP
port number), the Barricade redirects the external service request to the
appropriate server (located at another internal IP address).
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4-32

For example, if you set Type/Public Port to TCP/80 (HTTP or Web) and
the Private IP/Port to 192.168.2.2/80, then all HT'TP requests from
outside users will be transferred to 192.168.2.2 on port 80. Therefore, by
just entering the IP Address provided by the ISP, Internet users can access
the service they need at the local address to which you redirect them.

The more common TCP service ports include:

HTTP: 80, FIP: 21, Telnet: 23, and POP3: 110. A list of ports is
maintained at the following link:

http://www.iana.org/assignments/port-numbers.

iana.org/assignments/port-numbers - Mi

-0 x|
Favorites  Tools  Help |
| &Back - = - D tat | Qisearch GaFavortes (HHistory | Eh- S W0

Jngdress I@ htkp: f v iana,.orgfassignments/port-numbers j @Go HLlnks ”

Wiew

FORT NUMEERS ﬂ
{last updated 2003-03-13)

The port rumbers are divided into three ranges: the Well Enown Ports,
the Registered Ports, and the Dvnamic andfor Private Forts.

The Well Enown Ports are those from 0 through 1023,

The Fegistered Ports are those from 1024 through 40151 ]
The Dynamic and/or Private Ports are those from 49152 through 65535

### TNASSIGNED PORT NUMBERS SHOULD NOT BE USED. THE I[aNs WILL ASSIGN

TI'HE NUMEER FOR THE PORT AFTER YOUR APPLICATION HAS BEEN APFROVED ### hd
4 3

Note: The WAN interface should have a fixed IP address to best utilize
this function. If your ISP only provides dynamic IP addresses, a
search for “free dynamic IP” on any major search engine will turn
up tools that will allow you to use the same domain name even
though your IP address changes each time you log into the ISP.



ROUTING SYSTEM

Routing System

These pages define routing related parameters, including static routes and
RIP (Routing Information Protocol) parameters.

Static Route
Click Add to add a new static route to the list, or check the box of an
already entered route and click Modify. Click Delete to remove an entry
from the list.

SMC®

- System

- WAN

* LAN

- Wireless

=INAT = Table of current staic route entries:

* Routing system click <add> button to add new entry, or click <delete> or <modify> button to change the
Route selected entry,

: [Indox | Hotwork Adross | SubnotMask | Gauway |

 Firewall [oF] 192.168.4.1 266.255.256.0 £4.147.25.20

::’D‘;‘Il_P 02 192 168 44 1 265 255.0.0 BA.147.25.21
3 192.168.33.1 265.255.0.0 64.147.25.22

* Tools

# Home

Static Route Parameter

Please Enter the Following C

 Status _Add| Delete | Moty

Parameter Description

Index Check the box of the route you wish to delete or
modify.

Network Address Enter the IP address of the remote computer for

which to set a static route.

Subnet Mask Enter the subnet mask of the remote network for
which to set a static route.

Gateway Enter the WAN IP address of the gateway to the
remote network.
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RIP

434

Routing Information Protocol (RIP) sends routing-update messages at regular
intervals and when the network topology changes. When a router receives
a routing update that includes changes to an entry, it updates its routing
table to reflect the new route. RIP routers maintain only the best route to a
destination. After updating its routing table, the router immediately begins
transmitting routing updates to inform other network routers of the

change.

SMC

- System

- WAN RIP Parameter
* LAN

- Wireless Please Enter the
* NAT

* Routing system = General RIP parameter:

> RIP mode: " Disable @ Enahble

» RIP Auto summary: @ Disable € Enable
b

following C ion P

* Firewall
* SNMP
* ADSL

* Tools

- Status

= Table of current interface RIP parameter:

ATM  [Dissble =] [17] [Disable =] [None =] |
I;/I\jfgsE [Disatle =] m [Disable =] [None =] |

s

Parameter Description
Interface The WAN interface to be configured.
Operation Mode Disable: RIP disabled on this interface.

Enable: RIP enabled on this interface.

Silent: Listens for route broadcasts and updates its
route table. It does not participate in sending route
broadcasts.

Version Sets the RIP (Routing Information Protocol)

version to use on this interface.




RoutinG SysTEM

Parameter Description

Poison Reverse A way in which a router tells its neighbor routers
that one of the routers is no longer connected.

Authentication Required *  None: No authentication.

*  Password: A password authentication key is
included in the packet. If this does not match
what is expected, the packet will be discarded.
This method provides very little secutity as it
is possible to learn the authentication key by
watching RIP packets.

MD5: MD5 is an algorithm that is used to verify
data integrity through the creation of a 128-bit
message digest from data input (which may be a
message of any length) that is claimed to be as
unique to that specific data as a fingerprint is to a
specific individual.

Authentication Code Password or MD5 Authentication key.
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Routing Table
SMC* s

1 Home

@ Logout

- System
- WAN Routing Table
* LAN

- Wireless List Routing Table.
© NAT

* Routing system

3 B
b C 19216820 2552852850 directly  LAN

» Routing Table C  127.0.01 255255255255 directly Loopback --

- Firewall Flags : C- directly connected, 3 - static, R - RIF, I - ICMFP Redirect.
- SNMP

* ADSL

* Tools

* Status

Parameter Description

Flags Indicates the route status:

C = Ditect connection on the same subnet.

S = Static route.

R = RIP (Routing Information Protocol) assigned route.

I =ICMP (Internet Control Message Protocol) Redirect route.
Network Address Destination IP address.
Netmask The subnetwork associated with the destination.

This is a template that identifies the address bits in the
destination address used for routing to specific subnets. Each bit
that cotresponds to a “1” is part of the network/subnet number;
each bit that corresponds to “0” is part of the host number.

Gateway The IP address of the router at the next hop to which matching
frames are forwarded.

Interface The local interface through which the next hop of this route is
reached.

Metric When a router receives a routing update that contains a new or

changed destination network entry, the router adds 1 to the
metric value indicated in the update and enters the network in
the routing table.

Note: Most modern routers support RIP-2 so there is usually no need for
a static route table.
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Firewall

The Barricade Router’s firewall inspects packets at the application layer,
maintains TCP and UDP session information including time-outs and
number of active sessions, and provides the ability to detect and prevent

certain types of network attacks.

SMC

- System
- WAN

- LAN

* Wireless
- NAT The Barricade provides extensive firewall protection by restricting connection parameters to limit
* Routing system the risk of hacker attack, and defending against a wide array of common attacks. However, for
applications that require unrestricted access to the Internet, you can configure a specific
client/server as a demilitarized zone (DMZ)

#t Home

Security Settings (Firewall)

- Firewall

b
b
b
b Enable or disable Firewall module function: & Enable € Disable
b
- SNMP
- ADSL
- Tools

Iy

Network attacks that deny access to a network device are called Denial-of-

Service (DoS) attacks. DoS attacks are aimed at devices and networks with
a connection to the Internet. Their goal is not to steal information, but to
disable a device or network so users no longer have access to network
resources.

The Barricade protects against the following DoS attacks: IP Spoofing,
Land Attack, Ping of Death, IP with zero length, Smutf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SYN flooding. (See
“Intrusion Detection” on page 4-42 for details.)

The firewall does not significantly affect system performance, so we advise
leaving it enabled to protect your network. Select Enable and click the
APPLY button to open the Firewall submenus.
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Access Control

4-38

Access Control allows users to define the outgoing traffic permitted or
not-permitted through the WAN interface. The default is to permit all
outgoing traffic.

sMc®

+ System
© WAN Access Control

- LAN

S Wireless Access Control llows users to define the trafic type permitted or not-permitted to WAN port senice. This page includes IP address fitering
NAT

* Routing system

and MAC address fitering.

o Enable Filtering Function: @ Yes € No

« Normal Filtering Table (up to 10 computers)

Add PC

« MAC Filtering Table (up to 32 computers)

1 | o R EERE GRS R CE
2 | R TR CRRE i
3 | ERE T TR TP (P (T
27 | ERE T TR TR (P (T
28 | EORE T TR TP (P (T
29 oo oo o c o : e
30 | EORE T TR TP (P (T
31 | ERE T TR TR (P T
32 o :fo i :fo o :fo

The Barricade can also limit the access of hosts within the local area
network (LAN). The MAC Filtering Table allows the Barricade to enter up
to 32 MAC addresses that are not allowed access to the WAN port.

The following items are on the Access Control screen:

Parameter Description

Normal Filtering Table Displays the IP address (or an IP address range)
filtering table.

MAC Filtering Table Displays the MAC (Media Access Control) address

filtering table.




3.

Click Add PC on the Access Control screen.

FIREWALL

Define the appropriate settings for client PC services (as shown on the

following screen).

Click OK and then click APPLY to save your settings.

Access Control Add PC

This page allows users ta define senice limitation of client PC, including IP address, senice type and scheduling rule criteria. For URL

blacking function, you need config URL address first in *URL Blacking Site” page. Far scheduling function, you also need config schedule
ule first in "Schedule Rule" page.

+ Client PC Description:

+ Client PCIP Address: 1921882 [ ~[0

» Client PC Servics

WA
WA with URL Blocking
E-mail Sending

News Forums

E-mail Receiing

Secure HTTP

File Transfer

MSN Wessenger

Telnet Senice

Al

Methzsting

NS

SNMP

VPHPPTP

VRNL2TP

Detail Description
HTTP, TGP Port &0, 3128, 5000, 8001, 8080

HTTP (Ref. URL Blocking Site Page)
SMTP, TCP Port 25

NNTP, TCP Port 119

POP3, TCP Port 110

HTTPS, TCP Port 443

FTP, TCP Port 21

TCP Port 1963

TCP Part 23

AOL Instant Messenger, TGP Part 5190
H.323, TCP Port 1720, 1503

UDP Port 53

UDP Port 161, 162

TCP Port 1723

UDP Port 1701

All TCP Port

All UDP Port

a|ajo|o|aja|o|aja|g|a(oja|ao|o(oja

Protocol: ©TCP € UDP

PatRange: [0 A0 0 o o o p o o
« Scheduling Rule (Ref. Schedule Rule Page): |Aways Blocking x
oK Cancel
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URL Blocking

The Barricade allows the user to block access to Web sites from a
particular PC by entering either a full URL address or just a keyword. This
feature can be used to protect children from accessing violent or
pornographic Web sites.

SMC

- System URL EI " -
ockin,

- WAN 9

* LAN Disallowed Web Sites and Keywords.

* Wireless

° NAT You can block access to certain Web sites fram a particular PC by entering either a full URL address

- Routing system or just a keyward of the Weh site

- Firewall
¥
»URL Bl
[>

To specify the particular PC, go back to the “Access Control" page and check the box for "Hitp with
URL Blocking” in the "Mormal Filtering Table"

Site 1 | Site 16 [
Site 2 | Site 17 [
Site 3 | Site 18 [
Site 4 | Site 19 [ -
Site 5 | Site 20 [
Site & | Site 21 [
Site 7 | Site 22 [
Site & | Site 23 [
Site 9 | Site 24 [
Site 10 Site 25 |
Site 1] Site: 26 |
Site 12 Site 27 |
Site 13 [ Site: 28 [
Site 14 Site 29 [
Site 15 Site 30 [

Claar All
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Schedule Rule
You may filter Internet access for local clients based on rules. Each access
control rule may be activated at a scheduled time. Define the schedule on
the Schedule Rule page, and apply the rule on the Access Control page.

SMC s

Mt Home @ Logout

- System
- WAN Schedule Rule

* LAN
- Wireless TZ\sgpage defines schedule rule names and activates the schedule for use in the "Access Control”
© NAT Pl
:Routing system « Schedule Rule Table {up to 10 rules)
* Firewall
? ent ure
dule Rule e Edit Delete

» ‘Belly |:Dn3uh Part time |m Delete |
* SNMP
* ADSL Add Schedule Rule
- Tools

- Status

Follow steps to add schedule rule:

1. Click Add Schedule Edit Schedule Rule
Rule. Nare:  [Normal

Comment: [OfficeHows

2. Define the appropriate Activate Time Period

Start Time (hh:mm) End Time (hh:mm)

settings for a schedule

Every Day oo~ : Joo~ oo™ :foo”

rule (as shown on the Sundy o ol

. Monday o5 oo [ie :foo”

following screen). Tusscay o ol

Wednesday Jos~ :foo~ [ia" oo

3. Click OK and then Thursday o [

. Friday o5 oo [ie :foo”

click APPLY to save y @ [
your settings. Lok| _coreal
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Intrusion Detection

4-42

SMC

+ System

*LAN

* Wireless

* NAT

* Routing system

* Firewall

Intrusion Detection =l

“When the SPI (Stateful Packet Inspection) firewall feature is enabled, all packets can be

blocked. Stateful Packet Inspection (SPI) allows full support of different application types that are
using dynarmic port numbere, For the applications checked in the list below, the Barricade will
support full operation as initiated from the local LAR

The Barricade firewsall can block common hacker attacks, including IP Spoofing, Land Attack,
Ping of Death, IF with zero length, Smurf Attack, UDP port lnophack, Snork Attack, TCP null
=can, and TCP SYM flooding.

« Enable SPI and Anti-DoS firewall protection: & Yes  © No

+ Stateful Packet Inspection

AAI7AAd

When hackers attempt to enter your network, we can alert you by e-mail

Your E-mail Address |
SMTP Server Address I
POPR3 Server Address |

User name

Passward

+ Connection Policy

Fragmentation half-open wait: [10 secs
TCP SV wait: |30 sec.

TCF FIN wait: |5 SBC

TCP connection idle timeout: 3600 sec
UDF zession idle timeout: [30 8L,
H.323 data channel idle timeout: |180 SecC

DaS Detect Criteria:

Tatal incomplete TCP/UDP sessions HIGH: |300 session

Total incomplete TCP/UDP sessions LOW: [250 session

Incomplete TCPAUDP sessions (per min) HIGH: [250 session
Incorplete TCPAUDP sessions (per min) LOW: |200 session

Maximun incomplete TCP/UDP sessions number from same host: [10

Incomplete TGPAUDP sessions detect sensitive time period: [300 msec.
Maximun hal-open fragmentation packet number fram same hast: |30

Half-open fragmentation detect sensitive time periad: |10000 msec

Flooding cracker black time: |300 sec.
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. Intrusion Detection Feature

SPI and Anti-DoS firewall protection (Default: Enabled) — The Intrusion
Detection Feature of the Barricade Router limits access for incoming
traffic at the WAN port. When the SPI feature is turned on, all incoming
packets will be blocked except for those types marked with a check in the
Stateful Packet Inspection section.

RIP Defect (Default: Enabled) — If an RIP request packet is not replied
to by the router, it will stay in the input queue and not be released.
Accumulated packets could cause the input queue to fill, causing severe
problems for all protocols. Enabling this feature prevents the packets

accumulating.

Discard Ping from WAN (Default: Disabled) — Prevent a PING on the
Gateway’s WAN port from being routed to the network.

+ Stateful Packet Inspection

This is called a “stateful” packet inspection because it examines the
contents of the packet to determine the state of the communications; i.e., it
ensures that the stated destination computer has previously requested the
current communication. This is a way of ensuring that all communications
are initiated by the recipient computer and are taking place only with
sources that are known and trusted from previous interactions. In addition
to being more rigorous in their inspection of packets, stateful inspection
firewalls also close off ports until connection to the specific port is

requested.

When particular types of traffic are checked, only the particular type of
traffic initiated from the internal LAN will be allowed. For example, if the
user only checks “FTP Service” in the Stateful Packet Inspection section,
all incoming traffic will be blocked except for FTP connections initiated
from the local LAN.
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Stateful Packet Inspection allows you to select different application types
that are using dynamic port numbers. If you wish to use the Stateful Packet
Inspection (SPI) to block packets, click on the Yes radio button in the
“Enable SPI and Anti-DoS firewall protection” field and then check the
inspection type that you need, such as Packet Fragmentation, TCP
Connection, UDP Session, FTP Service, H.323 Service, and TFTP Service.

*  When hackers attempt to enter your network, we can
alert you by e-mail

Enter your E-mail address. Specify your SMTP and POP3 servers, user

name, and password.
* Connection Policy

Enter the approptiate values for TCP/UDP sessions as described in the
following table.

Parameter Defaults Description
Fragmentation 10 sec Configures the number of seconds that a packet
half-open wait state structure remains active. When the timeout

value expires, the router drops the unassembled
packet, freeing that structure for use by another

packet.

TCP SYN wait 30 sec Defines how long the software will wait for a
TCP session to synchronize before dropping the
session.

TCP FIN wait 5 sec Specifies how long a TCP session will be
maintained after the firewall detects a FIN
packet.

TCP connection 3600 The length of time for which a TCP session will

idle timeout seconds  be managed if there is no activity.

(1 hour)

UDP sessionidle 30 sec The length of time for which a UDP session will

timeout be managed if there is no activity.

H.323 data channel 180 sec  The length of time for which an H.323 session

idle timeout will be managed if there is no activity.




FIREWALL

¢ DoS Criteria and Port Scan Criteria

Set up DoS and port scan criteria in the spaces provided (as shown below).

Parameter

Defaults Description

Total incomplete
TCP/UDP sessions
HIGH

Total incomplete
TCP/UDP sessions
LOW

Incomplete
TCP/UDP sessions
(per min) HIGH

Incomplete
TCP/UDP sessions
(per min) LOW

Maximumincomplete

TCP/UDP sessions
number from same
host

Incomplete
TCP/UDP sessions
detect sensitive time

period

Maximum half-open
fragmentation packet
number from same
host

Half-open
fragmentation detect
sensitive time period

Flooding cracker
block time

300

sessions

250

sessions

250

sessions

200

sessions

10

300

msec

30

10000
msec

300
second

Defines the rate of new unestablished sessions
that will cause the software to start deleting
half-open sessions.

Defines the rate of new unestablished sessions
that will cause the software to stop deleting
half-open sessions.

Maximum number of allowed incomplete
TCP/UDP sessions per minute.

Minimum number of allowed incomplete
TCP/UDP sessions per minute.

Maximum number of incomplete TCP/UDP
sessions from the same host.

Length of time before an incomplete
TCP/UDP session is detected as incomplete.

Maximum number of half-open fragmentation
packets from the same host.

Length of time before a half-open
fragmentation session is detected as half-open.

Length of time from detecting a flood attack to
blocking the attack.

Note: The firewall does not significantly affect system performance, so

we advise enabling the prevention features to protect your

network.
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DMZ
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If you have a client PC that cannot run an Internet application propetly

from behind the firewall, you can open the client up to unrestricted
two-way Internet access. Enter the IP address of a DMZ (Demilitarized
Zone) host on this screen. Adding a client to the DMZ may expose your

local network to a variety of security risks, so only use this option as a last

resort.

SMC

- System

© WAN

© LAN

* Wireless

© NAT

° Routing system
* Firewall

DMZ{Demilitarized Zone)

If you have & local client PC that cannot run an Internet application properly from behind the MAT
firewall, then you can open the client up to unrestricted two-way Internet access by defining a
Wirtual DIVZ Host

Enable DMZ: C Yes & HNo

Multiple PCs can be exposed to the Internst for two-way communications e.g. Internst gaming,
video conferencing, or WPM connections. To use the DIVIZ, you must set a static IP address for
that PC

Public IP Address Client PC IP Address
1. 0000 1oz ezl
2o [ @ [ [CZR1=21 O
a o o p o | 1:2882[0
4o o p o | o2 882[0
s o o p 5 1oz ies2f0
g o o p o | o2 882[0
Fo o o o w2 ieazfl
g o o p o | 1:2882[0

kil



SNMP

SNMP

Use the SNMP configuration screen to display and modify parameters for
the Simple Network Management Protocol (SNMP).

Community

A computer attached to the network, called a Network Management
Station (NMS), can be used to access this information. Access rights to the
agent are controlled by community strings. To communicate with the

Barricade, the NMS must first submit a valid community string for

authentication.

'SMC

+ System

* WAN

* LAN

* Wireless

© NAT

* Routing system
* Firewall

SNMP Community

In the context of SNMP, a relationship between an agent and a set of SNMP managers defines

security characteristics. The community concept is  local ane, defined &t the agent. The agent

establishes one community for each desired combination of authentication, access control, and

proxy characteristics. Each community is given a unigue (within this agent) community narme,

and the management stations swithin that community are provided with and must employ the

commuriity name in all get operations. The agent may ectablish a number of communities, with
station

s T [Femd
O — |

<

o oo

=
Parameter Description
Community A community name authorized for management access.
Access Management access is restricted to Read Only (Read) or
Read/Write (Write).
Valid Enables/disables the entry.

Note: Up to 5 community names may be entered.
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Specify the IP address to notify an NMS that a significant event has
occurred at an agent. When a trap condition occurs, the SNMP agent
sends an SNMP trap message to any NMSs specified as the trap receivers.

SMC

- System

M Home @ Logout

SNMP Trap

* Wireless In the context of SNMP, an unsolicited message can be sent by an agent to management
- NAT station. The purpose is to notify the management station of some unusual event
* Routing system

- Firewall Community

s Fe o [ i paee

: AEDTSEFJ IR R R R TR | [Disabl=d =]

* Tools R (O N R | [Disabled =]

S P T T N T | [Disabl=d =]
s b ] [Disabled =]

Parameter Description

IP Address Traps are sent to this address when errors or specific events
occur on the network.

Community A community string (password) specified for trap management.
Enter a word, something other than public or private, to
prevent unauthorized individuals from reading information on
your system.

Vetsion Sets the trap status to disabled, or enabled with V1 or V2c.

The v2c¢ protocol was proposed in late 1995 and includes
enhancements to v1 that are universally accepted. These
include a get-bulk command to reduce network management
traffic when retrieving a sequence of MIB variables, and a more
elaborate set of error codes for improved reporting to a
Network Management Station.




ADSL

ADSL

ADSL (Asymmetric Digital Subscriber Line) is designed to deliver more
bandwidth downstream (from the central office to the customer site) than
upstream. This section is used to configure the ADSL operation type and
shows the ADSL status.

Parameters

SMC”

- System
- WAN ADSL Parameter:

* LAN
© Wireless Operation Mode: | Autormatic -

- NAT

Autorm atic [

: T5I D15/ M-16006

(TR CEm Address C3: [00 |3.9921 AonecB
- Firewall
. SNMP Address C4
* ADSL Address C: [oo

» Pa

3 Address C8: [o0
* Tools Address C3: |00
BEIETS Address 0A [24

APPLY @

Parameter Description

Operation Mode *  Automatic
+  ETSIDTS/TM-06006 standard
* G.992.1 standard

Address 3C etc. Reserved.
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