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Compliances

Federal Communication Commission interference Statement

This equipment has been tested and found to comply with the limils for a Class B digital
device, pursuant to Part 15 of the ECC Rules. Thesa limils are designed fo provide
geasonable protection against harmful interference in a residential instaltation. This
equipment generaies, uses and can radiate radio frequency ensigy and, if not installed
and used in accordance with the instructions, may cause hammful interfarence io radio
communications, However, there is no quarantea that inlerference will not ocouring
particular instaftation. If this equipment does cause harmful interference to radio of
telovision reception, which can be determinad by turning the equipment off and on, the
user ig encouraged to try to correct the interferance by one of the following measufes:

+ Raotient or relocate the raceiving antenna

» increase the separation between the equipment and receiver

» Connsctihe equipment intoan outlet on a circuit diffarent from that to which the receiver
is connocted

« Consult the dealer or an experienced radief TV technician for help

This davice complies with Part 15 of ihe FCC Rules. Operation is subject 1o the following

two conditions: (1) This device may not cause hammful interference, and {2} this device

must accept any interdference received, including interfarence that may cause undesired

operation.

FCC Cautlon: Any changes of modifications not expressly approved by the party

responsible for compliance coulkd void the users authority to operate this equipment.

IMPORTANT NOTE: FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limils set forth for an uncontrolied
enviponment. This equipment should be instalied and operated with minnum distance
20 cm betweaen the radiator and yout body.

This transmitter must not be codocated or operating in conjunction with any other antenna
of ransmitler.

NCC Statement: T BRI R



About This Guide

Purpose

This guide details the hardware features of the WIMAX Residential Gateway including its
physical and performance-related characleristics, and how te install the device and use its
configuration soflware.

Audience

This guide is for PC users with 2 working knowledge of computers. You should be familiar
with basic networking concepls.

Conventions

The following conventions are used throughout this guide to show information:

Note: Emphasizes imporiant information or calls your aftention to related features or
instructions.
Caution: Aleris you to a potential hazard that could cause loss of data, or damage the
syatem of equipment.
Wasning: Aleris you to a potential hazard that could cause personal injury.

Related Publications

The following publication gives basic information on how o install and use the WIMAX
Residential Gateway.

Quick Instaliation Guide
As part of the WiMAX Residential Gateway's software, there is online help that describes
all configuration retated features.

Revision History

This section summarizes the changes in each revision of this guide.

September 2008 Revision
This is the first revision of this guide. This guide is valid for software release v0.2.0.0.
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Chapter 1: Introduction

The RG230-2.5 Wimax 802,16 Self-install Residential Gateway is & WiMAX
subscriber station designed to provide Intemet access for a home or small office.
The unit provides a gateway function hetwasn a WiMAX service provider and a lecal
Ethernet LAN. Tha device enables a service provider to deliver last mile broadband
wireless access as an alternative to wired DSL or cable modems,

The RG230-2.5 inciudes four RJ-45 Ethernet swilch poris for LAN connections and
two optional RJ-11 Voice over IP {VoiF) phone ports.

The initial configuration steps can be made through the web browser interface using
the Setup Wizard. ltis racommended to make the initial changes by connacting 8

PC directly to one of the RG230's LAN ports.

11



[4  trocuction

RG230 Hardware Description

The front of the RGZ30 provides an anay of system siatus indicators. The back
ncludes four LAN ports for 10£100 Mbps Ethemat connections, two RJ-11 VolP
phone poris {on 30me models), and a DC power jack.
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Figuea 11 Front of the RG2I8
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RG230 Hardware Descripion |

Scan Button

This button is usad to scan WiMAX cperating chanmels. When you press the button,
the unit will perform amntofmlhobntafmoknwnmquchhmnds.

WIMAX Antennas
Two sntennas ars includad with the RG230 for WiMAX communications. The
omnidiractional antennas transmit and receive signels in all directions aqually.

power Status Indicator LED

The RG230 includes & Power LED indicator that simplifies instalistion and WIMAX
network froubleshooting. The LED, which is located on the front panel, is described

in the following table.

" Power Status LED
WHRAAX SIS LED e
WIMAX Signal LEDS
: Table 1-2 Power Status LED
Status Description
On Groen mmmmmmwm.nmm
Flashing Grasn Mmdmmmcuﬁm:

» mmmmmmmxmlemmm,
indicates authendication hos faled.

- mmmmdmmmwwmm
suthontication has imed oif




(e inroduction
Table 1-2 Power Status LED [Continued)
Status Deacription
On Crange Indicates one of the foflowng condibons:
< Ader power on, indicates the unit is ruaning ds seif test.
. Theunitis in scan mode of selecting the base stabon with the
strongest signal.
«  Inchcates the nefwork entry process has restariad.
Flashing Orenge The unit 1 bemng resel to faciory defaulls.
O Fed A system fadure has cocured.
oF No power 1 being supplied 10 e unil.

WIMAX Signal Indicator LEDsS

Tha RG230 includes seven WIMAX signal strength LED indicators that display the
eurrant WIMAX receive signal status. The LEDs, which are

panel, are described in the foliowing table.

Table 1.4 WIMAX Signal Status LEDs

LED Status Description

i On Graen Indicates the recave signat is 5 4B or more.
2 On Groen Indicates the receive signal is 8 dB or more.
3 On Green Indicates the recewe signalis 12 4B or mare.
4 On Green Indicates lhe moeve signal i 15 dB or more.
5 On Green Tndicates the receve signal is 18 ¢B or more.
& On Green Indicates the raceive signal s 20 dB or more.
7 On Green Tncicates ihe receve signal i 25 B or more.
{0 7 n sequence Gydle OniOf Green | A full fraquency acan 1 progress.

&, 345,288, 1&7T in Cycle On/Of Groen | Selscling @ datected base station with the strongest
Sequence signal.

14

located on the front




RG220 Hardware Descripion |

Table -4 WilAX Signal Status LEDs {Continuad)

LED Status Dascription

Al 71LEDs Flashing Green Indicates ihe receive signal strength is too high (has
reached saturation).

A8 7LEDS Off o powes is being supplied o the unit.

RJ-45 LAN Ports Vol Phone Ports  Power Socket
(include LinkfActivity LEDS)

Figurs 1-3 Back of the RG230

10BASE-T/100BASE-TX LAN Ports

The RG230 provides four 10BASE-THOOBASE-TX RJ-45 ports. These LAN ports
are standard RJ-45 Ethernet network ports that connect diractly to PCs. They can
also be connecied 1o an Ethernet switch or hub to support more users.

matic MDUMDI-X operation, S0 you Can use straight-through
cables for all network connections to PCs or senvers, of to other switches or hubs.
Each of these ports support auto-negofiation, so the optimum transmission mode
(half or full duplex), and data rate 10 or 100 Mbps) is selecled automatically.

Each RJ-45 post includes a built-in LED indicator. This LED indicator is described in
the following table.

Adl ports support auto!

Table -5 LAMN Port Status LEDs
LED Status Description
Link/Activity On Green Efhemet port hes a valid ink with an atiached device.

Fiashing Green Tite port is transmitting or receiving data.
Off Ethemet port has no link with another devica.

VolP Phone Ports
Some RG230 models optionally provide two fJ-11 telephone poris that connect
directly to a standard (anaiog) telephone set. This allows a regular telephone to be

used for making VolP calls over the internet.
15
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Chapter 2: Installing the RG230

This section describes how to install and connect the RG220 WiMAX Residential
Gateway.

Package Checklist

The RG230 package includes:

» RG230-2.5 unit

» RJ-45 Category 5 network cable
- AC power adapter

» Quick Installation Guide

« User Guide CD

installation Overview

Bafore instafling the RG230, verify that you have all the items listed in the package
checklist above. If any of the items are missing of damaged, contact your local
dealer. Also, be sure you have all the necessary tools and cabling before installing

the RG230.

Select a Location

The RG230 can be installed indoors on any horizontal surface, such as a desktop or

shelf.

When selecting a suitable location for the davice, consider these guidsiines:

» Select a cool, dry place, which is out of direct sunfight.

- The device should have adequate space (approximately two inches) on all sides
for proper aif flow.

» The device must be near an AC power outlet that provides 100 to 240V, 50t
60 Hz.

~ The device should be accessible for network cabling and allow the status LED
indicators to be clearly visible.

Note: Ifthe RG230 displays a weak WiMAX receive signal, try moving it to another
location. Alternatively, you can connect optional external antennas to the unitto
improve performance.



‘2> nstaling the RG230

t

Cable Connections
The RG230 is a plug-and-play device, so once it has been connected fo your PC
and powered up, it is fully operable.

Functioning as a gateway, the unit routes traffic between a WIMAX service
provider's base station and PCs or notebooks in the focal network.

1 H 'y
i L
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i
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%
%
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!

Notebook Computer

fRequisr Phone

Figure 2-1 RGZ30 Connestions

To connect the RG230, follow these steps:

1. Power on the RG230 by by first connecting the AC power adapter to the unit's
power socket, and then connecting the adapter to an AC power source.

Caution: Use ONLY the power adapter supplied with the RG230. Otherwise, the
product may be damaged.

2 Observe the Indicator LEDs. When you power on the RG230, verify that the

Power LED tums on and that the other LED indicators start functioning as

described under “RG230 Hardware Description” on page 1-2.

Connect Category & or better Ethernet cables from the RG230's LAN poris to

the natwork ports of your PCs. Alternatively, you can connect the LAN ports 1o

an Ethernet switch or other devicas. Make sure the length of each cable does

not exceed 100 meters (328 fi).

if your PCs are powered on, the RJ-45 LAN port LEDs on the RG230 shouid

tumn on to indicate valid links.

L

4. (Optional) Connect one of (w0 standard {analog) felephone sets fo the RG230's
ViolP ports using standard telephone cable with RJ-11 plugs.

22
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Using Extemal WIMAX Antennas g2

The RG230 enables VolP calis fo be made through the unit using a standard
(analog) telephone set connected to a VolP port, or from PCs or other natwork
devices connected to the LAN ports. Standard Session Initiation Protocol {SiP)
technology is used to make VoIP calls. You must access the web interface and
configure settings for your SIP service provider before being able io make VolP
calfs.

Use your PC's web browser o access the unit’s management interface and run
the Setup Wizard to make any configuration changes. For more information,
see Chapter 3, “Initial Configuration.”



Chapter 3: Initial Configuration

The RG230 can be configured through its web management interface. The web
interface provides a simple Setup Wizard or Advanced Setup options.

Accessing the Web Management Interface

The RG230 has a default P address of 192,168.1.1 and a subnet mask of
256.255.255.0. if your PC is set o have an IP address assigned by DHCP (Dynamic
Host Configuration Protocol), you can connect immediately to the web management
interface. Otherwise, you must first check if your PC's IP address is seton the same
subnet as the RG230 (that is, the PC’s P address starts 192.168.1.x).

In the web browser's address bar, type the default IP address: http:/192.168.1. 1.

The web browser displays the RG230's login page.

1 Password: [

{io6R 3 CARCEL |

Figure 3-1 Login Page

Logging In — Type the defauit User Name “admin” and Password *agimin,” then click
Login. The home page displays.



3 inifial Configuration

Setus Wizard  Asvanusd Setup
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Figure 3-2 Home Page

To configure basic setfings for the current operating mode, click Setup Wizard. For
more information, see *Initial Configuration” on page 3-1

Alternatively, to configure more detailed seftings, click Advanced Setup. For more
information, see “The Advanced Setup Menu” on page 3-13.

Mote: It is recommended that you configure a user password as the first step under
“administratos Setiings” on page 4-3 to control management access o the unit.

32



Using the Setup Wizard 3;

o d

Using the Setup Wizard

The Setup Wizard takes you through the basic configuration steps for the current
operating mode.

Launching the Setup Wizard — To perform basic configuration, click Setup Wizard
on the home page.

When configuring the unit through the Setup Wizard you will need to procesd
through the following steps:

1. Host Settings — The Host Settings page defines a name that identifies your
unit and the domain name used by the local network.

Figure 3-3 Host Seitings

Host Name ~ The name that uniquely identifies the unit.
Domain Mame — The name that uniquely identifies the domain to which the unit
belongs.



3 Initial Configuration

2. Time Zone — The time zone for the couniry in which the unit is being used,
expressed in GMT format.

Sl Thwe Zone

Vi muse 191 the e 2008 i aidat J6 561 vl TR itk i e teviee. This itk 18 wasd 10 seoon) the svstarn fog and
owseed chosk Grang

Figure 34 Time Zone

Set Time Zone — Selects the time zone in which the unitis being used.



Using the Setup Wizard 3“3

3. WAN Settings — The WAN Settings page is for specifying the fype of
connection 10 your Intemnet servica provider (ISP). When one of the options is
selected, the Wizard displays the appropriate configuration parameters.

Theg Dowece o3 boe coapecivd 1n your sevsn prowde i aay of the bilowing ways!

& Dyraeic B Addrate. DRas a0 82 Ademns sutomseticaliy Fom yees sandes prossdes

L O Seae 1P Addoase UmnStleMYumeaaquwmt
A eRMCER.
£ s 1
PREE F"Pwm’ﬁammcmmmhuﬁﬁL

Figure 3-5 WAHN Type

Dynamic P Address — Selecis configuration for an Intemet connection using
DHCP for IP address assignment.

Static IP Address — Selects configuration for an Internet connection using a
fixed IP assignment.

L2TP ~ Selecis configuration for an Intemet connection using the Layer 2
Tunneling Protocol, an access protocol often used for virtual private networks.

PPPoE ~ Selects configuration for an Intemat connection using the
Point-to-Point Protocol over Ethernet (PPPoE), a common connection method

used for DSL access.

Note: For the Dynamic IP Addsess (DHCP) option, the unit requires no further
configuration and you can confinue directly to next step. Selecting other WAN
iypes displays the parameters that are required for configuring the connection.

35
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Figure 3-6 WAN Type - Static IP Address
For the static: IP option, you are prompted for the foltowing information (as
supplied by your ISP}

IP Address ~ If your ISP has assigned you a fixed IP addeess, enter the
address here.

Subnet Mask ~ Enter the subnet mask as supplied by your ISP
ISP Gateway Address — The galeway (P address of your ISP,



Using the Setup Wizard 3]

The DEiEs CA0 I8 CORRSIREY 10 Youe SR provider i any of thi: falbring sy
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idbaAion.

68 sex (10~ 180 vece)

Figure 3-7 WAHN Type - LZTP

For the L2TP option, you are prompted for the foliowing information (specified
by the service provider).

User Name — Enter your user name for connecting to the L2TP service, as
supplied by the service provider. {Range: 1-32 characters)

Password — Specify the password for your connection, as suppliad by the
service provider. (Default: No password)

L2TE Network Server — The IP address of the L2TP server, as specified by the
service provider.
Keep Alive — This option enables the unit to check periodically that the L2TP

connection is still operating. If the connection is found to be fost, the unit
automatically attempts fo reconnect to the service provider. (Default: Enabled)

Keep Alive Time — The time period the unit waits before checking that the
L2TP connection is siill operating. This parameter only applies when Keep Alive
is enabled. (Default: 60 seconds; Range: 10-1 80 seconds)
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Figure 3-8 WAN Type - PPPoE

For the PPPoE option, you are prompled for the following information (specified
by the service provider}:

PPPOE Network Server — The IP address of the PPPoE sarver, as specified by
the service provider.

Keep Alive — This opiion enables the unit to check periodically that the PPPoE

connection is still operating. f the connection is found to be lost, the unit
automatically attempts to reconnect to the service provider. (Default: Enabled)

Keep Alive Time — The time period the unit waits before checking that the
PPPoE connection is still operating. This parameter only applies when Keep
Alive is enabled. (Default: 60 seconds; Range: 10-180 seconds)



Using the Setup Wizard 3}

4. Profile Settings — A profile allows a user o sef specific details for connecting
10 various WiMAX service providers. The RG230 must have at teast ons profile
configured fo be able to connect to 3 WiMAX service.

Figure 3-8 Profile Configuration

Operator ID — Tha 1D number that identifies the WIMAX operator for this prefile.
Gperator name ~ The WiMAX cperator nama.

Operator Restriction — When snabled, the user can only connect 1o the
servica provider specified in the profile. The user cannot roam i other
networks. When disabled, the operator specified in the profile will be used when
hase stations are detected, otherwise the user can roam to other networks.

{Default: Disabled)

Scan Frequency - Specifies a center frequency to scan.
Range:

FCC_2.5: 2496 ~ 2690 MHz

Taiwan NCC: 2500 — 2680 MHz

Support for Full Scan and Partial Scan

Sean Bandwidih - Either 5,7, 8.75, or 10 MHz, depending on model (software
configurable). {Options: 5.00, 7.00, 8.75, 10.00 MHz}

2§ GHz model: 8§, and 10 MHz
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Figure 3-10 Profile Configuration — Authentication

Enable Authentication — Enables user authentication for connection to the

network. (Default: Disabled)

EAP Method — Selects the Extensible Authentication Protocol (EAP) method fo use

for authentication. (Default: EAP-TTLS-MSCHAPVZ)

. EAP-TLS — Transport Layer Security. Provides for certificate-based and mutual
authentication of the client and the network. it relies on client-side and server-side
certificates to perform authentication and can he used to dynamically generate
user-based and session-based encrypfion keys to secure subsequent
communications between the user and the network.

« EAP-TTLS-CHAP -~ Tunneled Transport Layer Security with
Challenge-Handshake Authentication Protocol (CHAP). This security method
provides for certificate-based, mutual authentication of the client and network
through an encrypted channel, Unlike EAP-TLS, EAP-TTLS requires only
server-side certificates.

» EAP-TTLS-MSCHAPV2 -~ Tunneled Transport Layes Security with Microsoft's
version 2 of CHAP.

EAP Mode — Selects if only a specific user is i0 he authenticated (user-only}, the
subscriber device itself (device-only), or both a user and the device (user-device).
Select the option instructed by the WiMAX service operator.

User Name — The user name required for EAP-TTLS authentication.
(Defaull: pseudo@reaim)

Password — The user password required for EAP-TTLS authentication.
{Default: hello}

3-10



Using the Setup Wizard <3|

MAC Address@domain — An identity that is used to authenticate the WIMAX
subscriber device itself. it consists of the MAC address of the RG230 specified in
the format xxuemeooocxx @ the domain URL of the service provider. For
example; 1£.20:30:10:4d:50@service-telecom.

5 DNS (Domain Name System) ~ A DNS server is fike an index of |P addresses
and Web host name addressas. YWhen you type a Web address into your
browser, such as www.awbnetworks.com, a DNS server will find that name in
its index and translate it to a matching IP address, such as 211.21.189.106.
DNS sefver addresses are usually provided by service providers, however if
you want to specify certain other servers, this page allows you to enter primary
and secodary DNS addresses.

Fetun Wizarn

A fromain Name systen E3IS) sorer is (e am ey of I EReESRR And Wish adiwsses.  you LYDE & Wb sdderes.
ey ravvaes,such a5 wors acitin £om. DM sanes vl Snd thot 4atna in ds indes anet fnd fae mtching B
addrasn - 711 21, 189 105, Most SE's prowrie » RIS seter e 2pesd and commpAnCR Sinnw gour Sovare Fiodde:
any conmect 1o e infamet wiik drman Psm.iammamﬂmm?m«mﬂm

provded dynaawcally, m,dxmn:nNSmtm}wm\ﬂmmmc‘wmmwm £ addemas bilow

| The 1 ardress B 2.0 0 memns diasbing (83

Prisaaey DHS addeass
Secambary DHS addeors foptinnal

Figuse 3-11 DNS Configuration

Primary DNS address — Address of the primary DNS server, specified in the
form of 0.0.0.0.

Secondary DNS address — Optional address of a secondary DNS server,
specified in the form of 0.0.0.0.

1



i3 iniial Configuration

6. Wizard Setup Finished — When the wizard set up steps are completed, click
on the Home button to retum to the Home page.

Figure 3-12 Wizard Setup Finished
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The Advanced Setup Menu 3,

The Advanced Setup Menu

The Advanced Setup menu provides access to all the configuration settings
available for the RG230.

Sgwiem  BEAN  EAM AT Fieewsl frante WPRE

cashias Conflg  Yvatim EM AMENSTWONERASE  FRERHELERERL

g e Bt SR R piERCInG Yt 10t Wil A0 B0 2 M0 TO1 wrud 13 caeig,
Gt Gy kia Aty cusk pantion 7y DEote H i ot g LGORE PR 1Y
pping e 2 3 Sdess.

[ 1 Nosmmin tamn iponsvorkom i

Figure 3-13 Advanced Setup

Each primary menu item is sumarizad below with finks to the relevant section in this
guide where configuration parameters are described in detail:

= System - Configures general device settings. see page 4-1
« WAN ~ Configures WAN port connection settings. see page 5-2
+ LAN ~ Configures LAN settings, ses page 5-7
s NAT - Configures Network Address Transiation ssttings. sea page 5-8
- Firewall — Configures firewall sattings. saa page 5-11
. Route - Configures static routing settings. see page 5-15
+ UPnP — Enables UPnP. see page 5-16
. WIMAX — Views the wireless connection status. sae page G-1
» VolP - Configures VoIP SIP settings. see page 7-1



Chapter 4: System Settings

The RG230's Syste!
for the unit, including seffing the system time, configuring an acce

upgrading the system software.

The System pages include the following options.

m menu allows you to parform general management functions
$5 password, and

Table 4-1 System Seftings
Meny Description Page
Host Name Config Configures a host name and domain name 41
System Time Configures the system time setiings for updaies from a time seiver 42
Administrator Seitings Configures user password for management actess 43
Firmware Upgrade Updates the current frmware 43
Configuration Tools Resiores the faciory default settings, or save the unit's current 44
seffings

System Status g;stglsays WAN and LAN interface information and other system 46
System Log Displays event log enfries 45
Raset Resels the device 45
Host Name

The RG230 afiows you to define a name that identifies your unit and the domain
name used by the local network. Sefting a host name enables the web interface to
be accessed using an easy-to-remember name instead of its IP address.

typing the ip addess.
Hast Hasme

Domain Hame

Enter the host name rap

resenting vour hast and the domain nama you want 1o cenfig,
then you can doing web configuration fry iyping it whele name you config instead by

Figure 4-1 System Host Name

» Host Name — Enter the name chosen for the unit. {Defaull: cpe}
+ Domain Name — Enter the domain to which the unit is connected.

41
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System Time

The RG230 uses the Simple Neitwork Time Protocol (SNTP) to set ifs internal clock
based on periodic updates from a time server. Maintaining an accurate time on the
device enables the system log to record meaningful dates and times for event
antries.

SNTP uses Coordinated Universal Time (or UTC, formerly Greenwich Mean Time,
of GMT) based on the time at the Earth's prime meridian, zero degrees iongitude. To
display a time corresponding to your local time, you must salect your time zone.

Connecting 1o & Simple Network Time Protocal (SNTE semer allows the Router
to synchronize the systerm clack to the global intemet. The synchromzed clock
in the Router is used to recored the securty log and contro! client fitering.

Timse Protecel
TFime Seiver Addisss

Ceurent Time Dlhomoarss)
How Time Hbumonsa)

Cusremt Date fyyyyimm'ddh
Haw Date {yyyymmidd

Sas Time Zone | (T +08:00) Taipei »

Figura 42 System Time

Time Protocol — Select SNTP to enable the unit o set iis internal clock based on
periodic updates from a time server. The unit acts as an SNTP client, periodically
sending time synchronization requesis to a specified time server. Altematively, you
can select “Mone” and set the time and date manually. {Default: SNTP)

Time Server Address ~ The IP address of a time server that the unit attempts {0
poll for a time update. (Default: 192.43.244.18)

Current Time (hh:mm:ss) — Displays the cumrent fime of the system clock.

New Time (hh:mm:ss) — Sets the system clock fo the lime specified.

Current Date {yyyy:mmudd) — Displays the current date of the system clock.

MNew Date (yyyy:mm:dd) ~ Sets the system clock to the date specified.

Set Time Zone ~ SNTP uses Coordinated Universal Time {or UTC, formerly
Greenwich Mean Time, of GMT) based on the fime at the Earth’s prime meridian,
zero degrees longitude. To display a time corresponding to your local time, you must

select your time zone from the pull-cdown fist. {(Defauit: {GMT+08:00) Taipei}
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Administrator Settings

The Administrator Setlings page enables you to change the defauit password for

management access to the RG230.

Set 3 paseword lo restricl management access 10 the device.

Casent Password

Hew Passward
Conflsm How Paseward | (312 Characters)
AwiedLogom Time din {Auto-Logout Time, at feast >= 1 Min}

Figure 43 Setting a Password

Current Password — You need o first enter your current administrator password o

be able to configure a new one. (Default: admin}

Mew Password — Enter a new adminisirator password. (Range: 3~12 characters)

Confirm Mew Password — Enter the new password again for verification.
{Range: 3~12 characters)

Auto-Logout Time — The time of inachivity after which the unit terminates a web

management session. (Default: 30 minuies; Range: 1~99 minutes})

Firmware Update

The Firmware Update page enables you 1o download new software to the unit.

AWE Inc. may create new firware for your device fo mprove funchionality and performance.

lick here )
Enter the path and name of t_he upgrade fle then click the APPLY bufien belaw,

You will be prompied to confimn the upg

Runtime Code Version: 0200
image: i Browse.. 1

Figuse 4-4 Firmware Update

- Firmware Update — Downloads an operation code file from the web management
station to the RG230 using HTTP. Use the Browse button o jocata the code file

locally on the management station and click Apply to proceed.
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] System Settings

Configuration Tools

The Configurations Tools page allows you to restore factory default settings, or save
and restore the unit's configuration settings to or from a file on the management
station.

Use the “Backup Settings” toof to sawe the davice’s cumrsnt configuration to a file namad "config.bin” on your P,
You can then use the Restars Settings” teol 1o restore the savsd quration of the dewca & ly, yot £an
use the "Restore to Fantory Defaulls™ tool ta force the device 1 padmm reset and reskors the origingl fctery sastings.

& Pestore Factory Defaul Configueation

% Backup Setlings / Resiore sellngs

Figure 4-5 Configuration Tools

Rastore Factory Default Configuration ~ Resets the unit to its factory default
settings.

Backup Settings/Restore Settings —When selacted, prompts either to backup the
current configuration to a file, or select a previously backed up file to resfore to the
unit.

When you select “Restore Factory Default Configuration” and click Apply, a
confirmation page displays. Click the Restore button fo continue.

To restore the fctory default seftings of the device, click on the “Resiore™ button, You wilt be asked to
confinm your decision.

Figure 46 Restore Factory Default Configuration



Configueation Tools &

When you select “Backup Settings/Restore Settings” and click Apply, The following
page displays.

Please prass the "Backup Seitings™ buiton 1D save the configuration file to youw PC

Backup Setings

Enter the psth and name of the backup fila then press the "Restore Settings” buiton below, You will be
d to confirm the backup ¢

¥ '

i Browse...

{ Restore Selings §

Figure 4-7 Backup/Restore Settings

Backup Settings — Saves the current configuration settings to a file named
“config.bin” on the web management station.

Restore Settings — Restores a saved configuration file to the unit. You can use the
Browse button o locate the file on the web management station.
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System Status

The system status page displays connectivity status information for the unit's
WIMAX (WAN) and LAN interfaces, firmware and hardware version numbers, and
the number of clients connected to your network.

You can use the statua scroen to see the connection status for the devices WANLAN interfaces, fimware

and & version hers, and the her of connected clients 1o your network.
WAR P 4000
Subnes Mask [HiriAY
fateway 30040
Primary DNS 0080
Secondasy DNS 0060
Connection Type OHOP

Figure 4-8 System Status ~ internat

INTERNET — Displays WAN (WiMAX) connaction status:

»

-

-

YWAN IP - Displays the IP address assigned by the service provider.

Subnet Mask — Displays the WAN subnet mask assigned by the service provider.
Gateway — Displays the WAN gateway address assigned by the service provider.
Primary DNS — Displays the WARN primary DNS address.

Secondary DNS — Displays the WAN secondary DNS address.

Connection Type — Displays the connection type for the WAN. Either FIXED for a
static IP setting, or DHCPC for dynamic P assignment.

Release — Releases the current IP address informnation.
Renew — Initiates a new DHCP client request for an 1P address.

1P Addsess 192.168.1.1
Subnet Mask WEIGE 55D
PHOP Server Enable
Firewall Disable

Figura 49 Systom Status — Gateway
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System Status 4;

GATEWAY — Display system IP settings, as well as DHCP, NAT and firewail status!
- [P Address — Displays the unit's IP address.

- Subnet Mask — Displays the subnet mask.

+ DHCP Server — Displays the DHCP server status.

» Firewall — Displays the firewal! status.

Connacted Cllanm ji]

Runtime Cede Version 02040

LAK MAC Addrose 12.CF735310
WAH MAC Addiess 1 e g s vl v d

Figure 4-10 System Status ~ Information

INFORMATION — Displays the number of connected clients, as well as the unil's
LAN and WAN MAC addresses:
» Connected Clients ~ Displays the number of connected clients, if any.

. Runtime Code Version — Displays the runtime code version.
- LAN MAC Address — Displays the LAN MAC address.
- WAN MAC Address ~ Displays WAN MAC address.



I System Settings

System Log

The System Log page allows you lo display system event messages. The logged
messages can serve as a valuable tool for isolating device and network problems,
and also indicate if any unauthorized attempts have been made 0 gain accass lo
your network.

Setting system log level in erder 1o show message youg weand 10 know

Sysleg Level

Syatem Ing messages according 1 sysieg faved,

o info mepel: Dentry coche hash tabhle entries: 4096 (oraer: 3,

+ karn.into kernel: Inode cache bash tabie sntrise: 2040 forger: 3, 1

60200204 [pone} keen. info kernels Hownt cache hath cable emcries: 512 {onders O, 4
0D:00:04 (nonei kern.infe kernmels Buffer opche hesh reble envries: 1024 jerdes: O, -

1
Jsp 1
Jam 1 00:00:08 {nons] kecn.wsrn Kernsls Page-cache hash tsble enrries: 8192 {ocder: 3, 33°
Jap 1 O0:0A:04 (nonel Kerh.wacn pecnel: Checking for ‘waict inscruction... unayailsble.
Jan 1 U0:08:04 [nonel kexn.warn kmenels POSTY conformsnee testing by BNIFIX
Jen 1 G0:08:04 {none) kern.uarn kepnsl: POL Probing PCI hapdwase on bost hus 2.
Jan & 00:00:04 {nonel kern,wars keraell susosontig POI channel DxANTIed 1R
Jap @ 00:00:04 {nonel kern. estn recnel: Scanning bus 80, IFQ 0x 14e00000: 0 1N00000 T, Hewm O
Jam 1 00:00:04 {eonel kero.uarn ernel? 00:0e.3 Class DI0D: 168e:00la (rev O1)
Jen 1 00:00:04 (pone) Kern.warn keonneli Hem ac DRIBGODOOD {size~Ox10000Y
dan ! 00:00:04 (none} kexn.info kecnel: Lisux NET4.0 fox Linuw 2.4
Fan 1 0:00:02 (none} kern.info kernel: Bassd upon Swanses Toiverzicy Compurar Zacisty HE
dan 1 200:04 [(pope} kern.wazn kernel: Inicializing BT necltpk socket
Jen 1 00:00:9% (pone) kecn.info kernel: L3P Revizion I

3

a0:NB102 (pone) kepp.wach besnel; Sversing kowap

(Geonr]
Figure 4-11 System Log

Syslog Level — Sets the minimum severity level for event logging. The sysiem
allows you to limit the messages that are logged by specifving a minimum severity
level. Error message levels range from the most severe {Emergency) to least severe
{Debug). The message levels that are fogged inciude the specified minimum level
up to the Emergency lavel. {Default: info)

Download — Downloads the current iog file to the web management station.
Clear - Deletes all entries in the current fog file.
Refresh — Updates the displayed log entries on the web page.

Mote: Log messages saved in the unil’s memoty are erased when the device is
rebooted.



Reset E

Reset

The Reset page allows you to restart the device's software. If the unit stops
responding comrectly or in some way siops functioning, performing a reset can clear

the condition.

in the event that the device stops responding conectly or It Seme way slaps functioning, you can perform a resel.
Your seflings will not be changed. To perform the reset, ohick an the “Reset” butten below. You wil be asked to
confirm your decision. The reset will be camplete when the power light staps blinking.

Figure 4-12 Reset Unit

Reset — Resets the unit. All current setlings are retainad.
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Chapter 5: Gateway Configuration

The information in this chapter covers the configuration options for the RG230%s

internet gateway functions.

The RG230 provides comprahensive firewall features and NAT isoiation for internet

traffic passing from the WiMAX service provid
he LAN ports. The DHCP server feature can as

network PCs and wireless clients.

The Advanced Setup menu includes the foilowing items for internet gateway

configuration.
Table 51 Gateway Configuration
fenu Description Page
WAN 52
WAN Seftings Qets the connection mathod of your Intemet service provider 52
DNS Specifies DNS sesvers that you want 1o access 58
LAN 57
LAN Seitings Sets the unit’s IP address and configures the DHCP server 57
for the focal network
DHCP Client List Displays connected DHCP clients that have been assigned 58
iP addresses by the DHCP server
NAT 58
Virtuad Server Allows the unit fo be configured 38 a virlual server 58
Port Mapping Enables IP pori mapping for special applications 510
DMZ Allows clients fo connect to the unit directly bypassing the 511
firewall
Firewall 511
Firewall Seffing Controls access 1o and from the local network 51
Firewall Options Blocke scans of the network services from an outside hacker 5-11
Client Fittering Blocks Internet access based on IP adidresses 513
MAC Control Blocks intemet access based on MAC addresses 514
Route 515
Routing Table List Displays the routing table 515
UPnP 518
Settings Provides support for Universal Plug and Play devices 516

or 10 the local network conngctad to
sign IP addresses forup to 32 locsl
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5 Gateway Configuration

WAN Settings

Select the WAN connection type used by your service provider and specify DNS
{Domain Name System) servers.

Tha Device can be connecied to your sendce provider in any of the following ways

& Dynamic P Address Obtain a0 I Addrss avtomatically fom your sevice provider.

£ Siglic I Address Uses s Satic I Address. Your sernca provider gves a Slatic P Addrens 1o acouss
inteinet semices.

O umP 12TP

€1 PPPE PPP ovar Eihemel 8 3 common conpection melhod used for xDSL.

Figure 5-1 WAN Settings
The unit can be connected to your ISP in one of the following ways:

Dynamic IP Address — Selects configuration for an Intemet connection using
DHCP for IP address assignment. This is the default seting.

Static IP Address — Selects configuration for an Internet connection using a fixed P
assignment.

L2TP ~ Selects configuration for an Intemet connection using the Layer 2 Tunneling
Protocol, an access protocol often used for virtual private networks.

PPPoE ~ Selects configuration for an Intemnet connection using the Point-to-Point
Protocol over Ethernet (PPPoE), a common connection method used for DSL
BCCesSs.

Note: For the Dynamic IP Address (DHCP) option, the unit requires no further
configuration. Selecting other WAN types displays the parameters that are
required for configusing the connaction.
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Dynamic IP Address

For dynamic IP assignment from the sefvice provider, the unit functions as a
Dynamic Host Configuration Protocol (DHCP) client. When enabled, no other
settings are required.

The Device can be connected ta your senice provider in any of the fallowing ways:

& Dynamic IP Address Obtain an P Addrass avtomatically fors vour serdce provider,

% Siatic 1P Address Uses a Static 1P Address. Your service privider gives 3 Slailc 1P Address to access
Intemel serices.

LU Vi1 Lap

£y PPPoE PPP over Ethemet s a comman connection method used for xDSE.

Figure 52 Dynamic iP Addrass

Static IP Settings

Selecting Static IP Address for the WAN type enables you to anter static IP seftings
as assigned by the service provider.

The Davice can he connected o ynur sevice peawider in any of the following ways

2% Dynamic IP Address Obtain an 1P Address automatically fram your senice provides.

@ Static 1P Address Uses 3 Static IP Address. Your senice provider gives ] Siatic I Address 10 ac0ess
Intemet sefvices.

o e

< PPPol PPP over Ethemet is 2 commen connection methed ysed for xD5h.

f your serice provider has assigned » fivad IR Addmss, enter the assigned IP Address, Subnet wask and

IS0 Gateway Addrass prosided.

18 Addsess assignad by yout ISP
Suhnet Mask
Gateway

Figuse 5-3 Static IP Seitings

1P Address assigned by your ISP ~The {P address provided by your service
provider. Valid IP addresses consist of four decimal numbers, 0 to 255, separated by

periods.
Subnet Mask — Indicates the subnet mask, such as 255.255.265.0.
Gateway — The gateway IP address provided by your service provider.
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L2TP Settings

i your service provider supports Layer 2 Tunneling Protocod (L2TP) for your intemet
connection, configure the settings described below.

The Device can be connacted 16 your sendca proader in any of the iolleving wirys:

% Dynamic I Address Obtain an I Address automatically from your sendce provider.

2y Stetic IP Address tses a Static IP Address. Your serice prowider gves a Btatie P Address fo atoeas
intemat sandas.

& 3P L27P

& PPRoE BPP aver Ethemst is 2 comman connection method usad for xD8L.

i vour ISP provided you the PPTP Account, POTP Password, Host Name, Serdce IP Address, 1P Address,
Rubnet Mask end the Connection 1D, then your ISP uses FRTP. Yau have to choose this option and enter the

sequired infasmation.
ifses Mame

Password

LZTP Hetwask Server
Keep Alvaz

¥eap Alive Time:

Figure 54 L2TP Seitings

User Name — Enter your user name for connectling to the L2TP service, as supplied
by the service provider. (Range: 1-32 characters)

Password — Specify the password for your connection, as supplied by the service
provider. (Default No password)

L2TP Network Server — The IP address of the L2TP server, as specified by the
service provider.

Keep Alive — This option enables the unit to check periodically that the LZTP
connection is stiff operating. If the connection is found o be lost, the unit
automatically attempts to reconnect io the service provider, (Default Enabled)

Keep Alive Time — The time period the unit waits before checking that the L2TP
connection is still operating. This parameter only applies when Keep Alive is
enabled. (Default: 60 seconds; Range: 10-180 seconds)
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1

PPPoE Settings

If your service provider supporis Point-to-Point Protocol over Ethernet (PPPoE) for
your intemet connection, configure the setfings described below.

The Device can be connected 1o your semce pigvder in any of the fllovang ways:

3 Dynamic IP Address Ottain an P Address awlomatically Bom your senice provider.

£% Slatic 1P Address thass a Static I Address. Your semice provider gives & Static 1P Address to acceas
Iniamet senices.

O 2P L2

& PPPoE PPP guer Ethomet i 5 commen conneciion method weed far xDSL.

i your infemet Senice Provider requires the use of PPPOE, enter the equired information.

PPPaE Netwark Sonces
Keaep Slive:
Keop Alive Tiae:

Figure 5-5 PPPoE Settings

PPPoE Network Server — The IP address of the PPPoE server, as specified by the
service provider.

Kaep Alive — This option enables the unit to check periodically that the PPPoE
connection is still operating. If the connection is found to be Jost, the unit
automatically attempts to reconnect to the service provider. (Default: Enabled)

Keep Alive Time ~ The time period the unit waits before checking that the PPPoE
connection is still operating. This parameter only applies when Keep Alive is
enabled. (Default: 60 seconds; Range: 10-180 seconds})
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DNS

DNS (Domain Name System) server addresses are usually provided by service
providers, however if you want to specify certain servers, the DNS page enables you
o enter primary and secodary DNS addresses.

A Domain Mame Syster (DNS) Sarec is like an index of IP Add and Web Add . i you type 2 Wab
Addrass ipto your biowses, such a3 waw gednebyos.com. 8 DMS Sorvee will find that nama in its mdex and find the
maiching 1P Address : 21059.229.17.

Most 15Ps provide a DNS Sewver for speed and canvenience. Since your senice provider may connsct te the

Intermet wilth dynamic [P selfings, i 18 tikely that the DINS Sewer P ane alan provided el
Hoveaver, if thare is a DNS server that you would raiher use, you aead lo spacify the 1P Addrass belew.

The # address 0.0.0.0 means disabling DMS.

Domain Hame ServerDNS) Addkess [0

Secondaty DHS Address joptional

Figure 5-6 DNS Settings

Domain Name Server {DNS) Address —~ Address of the primary DNG server,
specified in the form of 0.0.0.0. (The default address 0.0.0.0 disables the manual

DNS sefting.)

Secondary DNS Address {optional) — Optional address of a secondary DNS
server, specified in the form of 0.0.0.0.




LAN

The RG230 must have a valid IP address for management using a web browser and
1o suppori other features. The unithas a default IP address of 192.168.1.1. You can
use this IP address or assign another address thatis compatible with your existing
tocat network. The unit can also be enabled as a Dynamic Host Configuration
Protocol (DHCP) server fo aliocate 1P addresses to local PCs.

LAN Settings

The RG230 includes a DHCP server that can assign temporary P addresses o any
attached host requesting the service. Addresses are assigned to clients from a
common address pool configured on the unit Configure an address pool by
specifying start and end IP addresses. Be sure not to include the unit's IF address in

the address pool range.

You can disable DHGP to set siatic I addreases to your client PCs.

P Addiess
Subnet Mask
The Gateway acts a BHCP Seevers

P Pool Stanting Address
IP Paol Ending Address
Lease Thae

Laecal Domain Hame

Figuss 5-7 LAN Seftings

P Address — The IP address of the unit. Valid 1P addresses consist of four decimal
numbers, 0 to 255, separated by periods. The default setting is 192.168.1.1.

Subnet Mask — Indicates the local subnet mask is fixed as 255.255.255.0.
The Gateway acts as DHCP Server — Check this box to enable the DHCP server.

#® Pool Starting/Ending Address — Specifies the start and end IP address of a
range that the DHCP server can allocate (o DHCP dlients. You can specify a single
address of an address range. Note that the address pool range is always in the
same subnet as the unit’s IP setting. (Default: 102.168.1.2 to 192.168.1.254)
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i ease Time — Selects a time limit for the use of an IP address form the iP pool.
When the time limit expires, the client has fo request a new IP address.
{Default: Half hour; Options: Half hour, one hour, two hours, half day, one day,
o days, one week, two weeks)

iocal Domain Name — This optional parameter specifies the name of the domain
the unit is attached to.
DHCP Client List

The DHCP Client List page enables you 1o see the MAC address of devices that are
currently connected to the unit and have been assigned an IP address by the DHCP

server.

The DHCR cliant list sllows you 1o see which cliants ae conneciar 1o the device wa I addrass, host name, and WAL addrees.

192188.1.9

Figure 58 DHCP Client List

NAT

Network Address Translation (NAT) is a standard method of mapping multipie
"internal® IP addresses to one “external” 1P address on devices at the edge of a
petwork. For the RG230, the interal (local) IF addresses are the P addresses
assigned to local PCs by the DHOP server, and the extemal [P address is the 1P
address assigned fo the WiMAX interface.

Virtual Server

Using the NAT Virtual Server feature, remote USers can access different servers on
your local network using your single public IP address.

Remote ugers accessing services such as web or FTP at your local site thorugh
your public IP address, are redirected {mapped) to other local server iP addresses
and TCPUDP port numbers. For example, if you set Type/Public Port to TCRABO
(HTTP or web) and the Private IP/Port to 192.168.7.9/80, then all HTTP requests
from outside users forwarded to 192.168.7.9 on port 80. Therefore, by just using
your external IP address provided by your ISP, Internat users can access the
services they need at the local addresses to which you redirect them.
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NAT

The more common TCP service port numbers inciude: HTTP: 80, FTP: 21, Telnet
23, and POP3: 110

You can configure the device a3 avifual semver 5o ihal remale users a0Cessing sendcas such as the Wab or F1P
34 your tocal sie via public 1P add can be ically radirented 1o iocsl gewvars configued wih prvate IP
sddrasses. In othes words, depending on the requested semvca (TCPAUDP port numbers), the device radirects the
sxtemat senine requast 10 the appropriate server flocated of another ifemat 1P addrass).

192.460.1.
192.168.1.
192.168.1.
1921881,
192169.1. ]

HTCR SIUDP
DICP CUDR
HICE OUDP
HTCP UDP
STCP QUDP

W e L0 R e

Figure 59 Virtual Server

Private IP — The IP address of the server on the local Ethernet network. The
specified address must be in the same subnet as the RG230 and its DHCP server
address pool. (Range: 192.168.1.1 1o 192.168.1.284)

Private Port — Specifies the TCP/UDP port number used on the local server for the
service. (Range: 0-65535)

Type — Specifies the port type. (Options: TCP or UDP; Default: TCP)

Public Port — Specifies the public TCP/UDF port used for the service on the WAN
interface. {Range: 0-655358)

Enabled — Enables the virtual server mapping on the specified ports.
{Default: Disabled)

58



P
5 Gateway Configuration

Port Mapping

Some applications, such as intemet gaming, videoconferencing, internet telephony
and others, require multiple connections. These applications cannot work with
Network Address Transiation (NAT) enabled. if you need to run applications that
require muitiple connections, use post mapping fo specify the additional public ports
to be opened for each application.

For same applications, you need to assign a set of & fange of ports 1o a specified local machine to coute the
packets. Device aflows the user te configure the needed port mappings to suil such appheations.

The valid value o "Mapping Pon” is such as "B0°, 20:21%, or 2021 IR

1 192168,
2 192.168.1.1
3 192168,
4 192,168,
5 1921681 ]

oDoonoE. ’

Figuee 5-10 Port Mapping

Sesver IP — The 1P address of the local server. (Range: 192.168.1.1 10
192 168.1.254)

Mapping Ports — Specifies the TCP/UDP ports that the application requires. The
ports may be specified individually, in a range, or a combination of both. For
axample, 7, 11, 57, 72-96. (Range: 0-65535)

Enabled — Enables port mapping for the specified 1P address. (Default: Disabled)
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Firewall

DMZ

If you have a client PC that cannot run an internet application properly from behind
the NAT firewall, you can open the client up to unresincted two-way internet access
by defining a virtual-DMZ (virtual-demilitarized-zone) host.

i you have 2 local client PC that cannol run on Intemet application propedy fom behing the NAT frewall, you can
apen the cliant up 10 usrestricted two-way Intemat accass by defining 3 wival DMZ Hast

Enabfe 7
P Address of Viewsal DMZ Homt

Figure 5-11 DMZ Settings

Enable — Enables the feature. (Default: Disabled)

IP Address of Virtual DMZ Host — Specifies the IP address of the virtual DMZ host.
(Range: 192.168.1.1 to 192,168 1.254; Default: 0.0.0.0)

Note: Adding a host fo the DMZ may expose your local network to a variety of security
risks, so only use this option as a last resort.

Firewall

The RG230 provides extensive firewall protection by restricting connection
parameters to limit the risk of intrusion and defending against a wide aray of
common hacker attacks. You can also block access to the Internet from clients on
the focal network based on 1P addresses and TCP/UDP port numbers, or specific

MAC addresses.

The device provides exiensive frawall protection by restricting connection parameters to fimd the rsk of itrusion
and defending against a wide aray of common hacker aitacks. However, lor applications that require
unrestricted access to the lntewnel, you can iqure & specific client 28 9 demilitarized zona (DMZ),

B Enable O Disable

Figure 512 Firewall Selting
Enable - Enables the feature.
Disable — Disables the feature. {This is the default.)
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5 Gateway Configuration

Firewall Options

The RG230's firewall enables access control of client PCs, blocks common hacker
attacks, including IP Spoofing, Land Altack, Ping of Death, Smurf Attack, TCP null
scan, ICMP defect, and TCP SYN flooding. The firewall does not significantly affect
system performance and it is best {0 leave it enabled to protect your network.

“Block WAN Scan” allows you to provent the hackers from tasting the senices of the dewce.
“Discand ping fosn WAN side” cause the device fa not raspond 10 the hacker sean packeis fom the
public WAN IP address.
Enable Hacker Awtack Provect
Digcasd PING frem WAN side

Tiacard 10 PING the Gateway

aoon

Daop Part Scan

Figure 5-13 Firewali Options

Enable Hacker Attack Protect — Network aftacks that deny access to a network
device are cailed DoS attacks. DoS aftacks are aimed at devices and nefworks with
a connection to the Infernet. Their goal is not to steal information, but to disable a
devica or network so users ne longer have access fo network resources. The Router
protects against the following Do$S attacks: IP Spoofing. Land Attack, Ping of Death,
Srnuif Attack, TCP null scan, ICMP defect, and TCP SYN flooding.

Discard PING from WAN side — Prevents pings on the unit's WiMAX interface from
being routed to the network.

Discard to PING the Gateway — Prevents any response {0 a ping to the unif’s P
address.

Drop Port Scan — Prevents outside hackers form testing the TCPUDP port
numbers on the unit for any services.
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Client Filtering

You can block access to the Internet from clients on the local network by specifying
IP addresses and TCP/UDP port numbers. You can configure up to five 1P filters on
the unit.

You can black cerfain client PCs aceessing the intemet based on i and port msmber,

£A Enable Clisnt Filler

&er

168.1.
5 192.168.1.] ouoR

Figure 5-14 Client Filtering Seitings

Enable Client Filter — Enables client filtering for entries in the table.
{Default: Disabled)

IP — Specifies an IP address or range on the local network. (Range: i92.168.1.1to
162.168.1.254}

Port — Specifies a TCP/UDP port number range to filter. (Range: 0-65535}
Type ~ Specifies the the port type. (Options: TCP or UDP; Default: TCP)

Enable — Enables filtering for the table entry. (Default: Disabled)
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Gateway Configuration

MAC Control

You can block access to the Internet from clients on the local network by MAC
addresses. You can configure up to 32 MAC address filters on the unit.

You can hlock certain client PCs accessing tha intermet based on MAC addrasses.

AL Address Contrel @ @

AL Address Comtred List

m:12:34:56:?8;93 § elete ;

08112233 44:55

BAD

Figure 515 MAC Control
MAC Address Control ~ Enables the feature. (Default: Enabled)

Biock Connect to internet — Blocks Internet access for the scpacified MAC
address. (Default Enabled)

MAC Address — Specifies a local PC MAC address.
Add — Adds a new MAC address fo the filter table.

Delete — Removeas a MAC address from the filter table.
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Route 5

Route

The Routing Table displays the list of static routes on the unit

The Routing tabla allews you Lo see how many routings en your device muling fable and inferface infermation.

Refresh

192.188.10 EEVEXED 0000 o
BE08 %5000 a0ng o

Figure 5-16 Routing Table

Destination LAN IP — The IP address that identifies the IP subnet of the remote
network.

Subnet Mask — The mask that idendifies the IP subnet of the remote natwork.

Gateway — The P address of the router within the local 1P subnet that forwards
fraffic to the remote IP subnet.

Metric — Costior the local interface. This cost is only used when routes are imported
by a dynamic routing protecol.

interface — indicates the local network interface on the unit.
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15 Gateway Configuration

UuPnP

UPnP (Universal Plug and Play Forum) provides inter-connectivily between devices
supported by the same standard.

UPnP is an architecture for § k connactivity of intell iral
devices, and PC3 of aﬂ ?‘rom famms s dastgned i biing casy-do-use, daxible, stammd&based connectivity 1o
atkhec of hether in the home, it 2 sowall business, public spaces, or attachad 1o the

Intemet. The device suppors the UPnP intemeiGatewayDevice for Home Networking.

Enable UPRP b}

Figure 5-17 UPaP Setting

UPnP — Enables UpnP support on the unit. (Default: Enabled)
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Chapter 6: WiMAX Settings

The RG230’s WiMAX menu enables you to configura WIMAX connection profiles,
view subscriber station information, and select an operating antenna.

The WiMAX pages include the following options.

Tahle 81 WiMAX Seitings
Henu Description Page
Profile Configures WiMAX connection profles 61
S$Sinfo Displays subscriber siation information for the unit B4
Antenna Seiting Configures use of internal or external antennas 84

Profile Configuration

A profile allows a user to set specific details for connecting to various WIMAX

service providers. The RG230 must have at least one profile configured to be able to

connect to a WiMAX service.
Opesator i 60:00.82 * o 255:055255)
S e
idpasater Reswictan i}

c<add Frequency

gﬁemwe» ! Bandwidih

Figure 6-1 WilAX Profife Configuration

Operator 1D — The 1D number that identifies the WIMAX operator for this profile.

{Defauit: 00:00:02)
Operator name — The WIMAX operator name. {Defaull: AWB)
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@  WiMAX Setiings

QOperator Restriction ~ When enabled, the user can only connect to the service
provider specified in the profile. The user cannot roam fo other networks. When
disabled, the operator specified in the profile will be used when base stations are
detected, otherwise the user can roam to other networks. {Defauit: Disabled)

Scan Frequency — Specifies a center frequency to scan.
Range: FCC_2.3: 2305 — 2320 MHz, 2345 — 2360 Mz
FCC_2.5: 2496 —~ 2690 MHz

Taiwan NCC: 2500 — 2690 MHz

Suppart for Full Scan and Partial Scan

Scan Bandwidth — Either 5, 7, 8.75, or 10 Mz, depending on model {software
configurable). (Options: 5.00, 7.00, 8.75, 10.00 MHz)

2.3 GHz model; 5, 8.75, and 10 MHz

2.5 GHz medel: 5, and 10 MHz

3.5 GHz medel: 5, 7, and 10 MHz

Add/Remove — Use the Add button to add a new center frequency and channel
bandwidth to scan. Use the Remove bution to delete a frequency from the scan list.

Authentication

Set user authentication for the WiMAX connection profile, as specified by the service
provider. Selecting EAP-TLS, EAP-TTLS-CHAP, or EAR-TTLS-MSCHAPV2 displays
the parameters that are required for configuring the authentication method.

~

Selecting suitable EAP method types and ing pomvect user profile far ing through the
chedlc from AAA server,

Enable Authensication
EAP Hlethed:
EAP Hode:

MAC Address@domain: : A2 CFT3ET B4R

Figure 6-2 WiMAX Profile Authentication - EAR-TLS
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Profile Configuration

o

Selecting suitable EAP method types and ing correct user profite for passing theough the awthentication
check from AAA server.

Eaahle Awhantdcation
EAP Mathed:
EAP Meda:

tses Mame?

Passwoud:

OSSN 4

MAC Addiessi@domwain: 001 2.CF 7357 BAG sardce-provi

Figure 6-3 WIMAX Profile Authentication - EAP-TTLS-CHAP

Selecting suitable EAP methed types and ing comect uses profile for passi gh the tior
chack fiom AAA semer,

Enable Ambentication
EAP tethod:

EAP Made:

User Names

Passwosd: : :
HAC Addreseiddemain: 780 12 CF 7357 BAgY senvice-provider i

Figure 6-4 WilAX Profils Authentication - EAP-TTLS-MSCHAPVZ

Enable Authentication — Enables user authentication for connaction fo the
network. (Default: Disabled)

EAP Method ~ Selects the Extensible Authentication Protocol {(EAP) method (0 use

for authentication. (Default: EAP-TTLS-MSCHAPVZ)

- EAP-TLS — Tronsport Layer Security. Provides for certificate-based and mutual

authentication of the client and the network. it relies on client-side and server-side

certificates o perform authentication and can be used to dynamically generate

user-hased and session-based encryption keys to secure subsequent
communications between the user and ihe network.

« EAP-TTLS-CHAP - Tunneled Transport Layer Security with
Challenge-Handshake Authentication Protocol {CHAP). This secusity method
provides for certificate-based, mutual authentication of the client and network
through an encrypted channel. Uniike EAP-TLS, EAP-TTLS requires only
server-side certificates.

. EAP-TTLS-MSCHAPV2 - Tunneled Transport Layer Security with Microsoft's
version 2 of CHAP.





