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Copyright

The contents of this publication may not be reproduced in any part or as a whole, stored,
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in any form or by any means, mechanical, magnetic, electronic, optical, photocopying,

manual, or otherwise, without the prior written permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of their
respective companies. They are used for identification purpose only. Specifications are
subject to be changed without prior notice.

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against radio interference in a commercial environment. This
equipment can generate, use and radiate radio frequency energy and, if not installed and
used in accordance with the instructions in this manual, may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely to cause
interference, in which case the user, at his own expense, will be required to take whatever

measures are necessary to correct the interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility,
EN 55022/A1 Class B.
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding product: WiFi Broadband Router.
This product is specifically designed for those who need to have the file sharing and P2P
download services beyond his home and office. It provides a complete solution for Internet
surfing and broadband sharing. Instructions for installing and configuring this product can
be found in this manual. Before you install and use this product, please read this manual
carefully for fully exploiting the functions of this product.

1.1. Package List

Iltems | Description Contents Quantity
1 WiFi Broadband Router 1
2 Power adapter i 1
3 CD 1




1.2.Hardware Installation

1.2.1 Hardware configuration

Antenna
| I Reset
= Bys/USB Status
WAN LED
WiFi LED
LAN LED
WPS/USB OFF
LAN
SysiUsB WAN WiEi 1 2 ; s L)
Reset Status uc\)NRPSFF

WAN PORT =——
LAN PORT =—

USB PORT Power JACK
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1.2.2 LED indicators

LED Status Description
Status LED Green Power ON
Green USB storage attached
Green in flash Data access
USB LED , Press ‘USB off button till LED flashing, then
Green in flash
can remove USB storage when LED stop
then stop :
flashing.
WAN LED Green It is connected to local Ethernet.
Green in flash Data access
Ethernet LED Green . RJ45 cable is plugged
Green in flash Data access
Green WLAN is on
WiFi LED
Green in flash Data access
Power LED Green Power ON

How to Operate

4
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Step 1.

Screw the antenna in a clockwise direction

to the back panel of the unit.

> DO NOT connect WiFi Broadband Router to power before performing the
, installation steps below.

: i



Step 2.
Plug the RJ45 cable into LAN port 1~4 and
connect with your PC or NB.

Step 3.
Plug your RJ-45 into the WAN port and
connect with your xDSL modem.

Step 4.
Plug the power jack into it.

Step 5.
Prepare a USB Storage and then
plug into the USB port.

Chapter 2 Getting Started
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Please use windows EZ setup utility or Web Ul wizard to enter the setup process.



2.1.Easy Setup by Windows Utility

Step 1. F

Install the Easy Setup Utility EasilvitoiConfiaure

from the provided CD then (SASLV Ie honlente
follow the steps to configure

the device. > QuicklInstallation] Guide
PYosershants]
‘ e ER

- |
Step 2. . Welcome to the Easy Setup for WiF1
Select Language then click 1 I [ | Broadband Router
“Next” to continue. w ‘—f
This wizard will guide you to simply and quickly
configure the WiFi Broadband Eouter.
2
3 I Select Language:
A [English -]
<Back || Wewt> | | Cancal |
Step 3 Zetap Mode ‘_3—'51
Then Cllck the uVVizardn tO Thiz step will let wou choose one of the setup modes. L’“—‘QL
continue.
""" :373 This step-by-step gudde will let yow easily and guickly connect to Intemet.
Fell,
Wizard
.9 o7 Thiz will provide a diagnostic of your network and the setiings used by the
o Fouter.
Advamnced




Step 4.
Click “Next” to continue.

Step 5.

One free DDNS account
‘MAC address.ezguard.net’
for end user to access the
NAS router remotely, you can
rename an alias name to
remember it easily. Once you
type in a name, you can click
‘ check’ to see if the name
server accept it or not. You
also can click ‘Ignore’ to pass
it.

Step 6.
Select Wireless Enable, and
then click “Next” to continue.

Prepare Setap
This step will make sure connection can be established between wour PC and Router

2

FPlease make sure the following items.
1. Make sure the Router is powered on.

2. kake sure your network adapter is conmected to the LAN port of the Router
3. Make sure your network adapter has an [P address.

= 4

[=mon [ Wonr ) [ Gt ]

Set Domain Homme 5;9\—[3
(==

The current Domain Name 005018606501 ez zuard. net

Wou can vse a preferred name as the domsin neome and vee the new name o access
the Internet.

Diovradn Narme : ez gmard net
|¥] Iznore
<Back || Wem> | [ Comcel |
Thiz step will setup wour basic wireless network sttings. ez,

Thiz will provide “wou with a basic workable setting for vour wireless. You can also select fo do it
later.

Wi
Diizable

Enable

[] Do niot set at this time.

sBuk || Next> | [ Comel |

10




Step 7.

Enter SSID, Channel and
Security options, and then
click “Next” to continue.

Step 8.
Select Auto Detect WAN
service.

Step 9.
Save the setting.

Thiz step will s=tup wour basic wireless network ssthings.

@1

Pleaze asnign the parameters o your wireless networking. If youw need more settings, please login to

the Router's configuration page.

31D defamlt
Security: WETR =
Eev: 0000000088

<Back || Wext> | [ Concel

Aunto Detect WAN Sexvice
Thiz step will antormatically detect one suitable WAN service for Router

Pleaze make sure the WAN cable connection iz working between wour Eouter and broad band
mnodem.

Fou can ignore the WAN cable connection, but the WAN service w+ill not be checked later.
You can set it moamually if yow kaowe wour WAN service twpe.

= b @

[T Let me select WAN service by morself

<Back || Wem> | [ Concel
Save Settlings -
27

The settings will be saved to the Fouter and reboot at the next step.

Wireless Setting

Wireless Mode:AP Only Mode
S551D-default

Channel-6

Security:Disable

WAN Setting (Dynamic IP Service)

Modifyr Settings

<Back || Newt> | |

Caneel

11




Step 10.
Congratulations!
Setup is completed.
Now you have already
connected to Internet
successfully.

Setap Completed

The Fouter 1z configured, sand the WAN service funchonality is working

- &

12




2.2.Easy Setup by Configuring Web Ul

You can also browse Ul of the web to configure the device.

Browse to Activate the Setup Wizard
Type in the IP Address ?"““i“‘""ﬁ‘:’a':i i 1-—
(http://192.168.123.254) ' L= =

Type the default WiFi Broadband Router (R0.02)
Username and password =l AR i Sioi

‘admin’ in the System ifasses B (detouiacminy [ Lown]
Password and then click

‘login’ button.

Select your language. L ADMINISTRATOR < AL HEND st ¥ Vizard il hdvanced

Select “Wizard” for basic O Please Select the Operations
settings in simple way.

@ Wizard

) Advance Setup

* This screen reminds you to configure until the Wizard is finished.

Press “N.eXt" to start the 3 Setup Wizard [EXT]
Setup Wizard.

Setup Wizard will guide you through a basic configuration procedure step by step.

+ Step 1. Setup Login Passward.
¥ Step 2. Setup Time Zone.

b Step 3. WAN Setup

+ Step 4, Wireless Setup.

¥ Step 5. Summary.

+ Step 6. Finish

2]
e
W
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Configure with the Setup Wizard

Step 1

You can change the
password of administrator
here.

Step 2
Select Time Zone.

Step 3

You can select Auto
detecting WAN type or
setup WAN type
manually.

J Setup Wizard - Setup Login Password [EXIT]
4 Setup Wizard - Setup Time Zone [EXIT]
(GMT+08:00) Beijing, Chongaing, Hong Kong, Urumgi v
Detect Again

[ Start > Password > Time > LAl Next»

o Setup Wizard - Select WAN Type [EXIT]
(& Auto Detecting WAN Type
O Setup WAN Type Manually

14




Step 4

The system will detect the
WAN type if you choose
to let the system detect
automatically.

Step 5

Type in Host name and
ISP registered MAC
address. (if no such
information, you can go
next)

Step 5-1
Wireless setting.

Step 5-2
Wireless authentication
and encryption.

o Setup Wizard - Auto Detecting WAN type

[EXIT]

Please wait a few second..

LAN/WAN >

& Setup Wizard - Dynamic IP Address

[EXIT]

» LANIP Address
+ HostName

» ISP registered MAC Address

192.168.123.254
—

LAN/WAN >

© Setup Wizard - Wireless settings [EXIT]
» Wireless Module @® Enable O Disable
» Network ID(SSID) default
» Channel 1 8

O Setup Wizard - Wireless settings [EXIT]

+ Authentication

» Encryption

Wireless >

15




Step 6
Check the information
again.

Step 7
System is applying the
setting.

Step 8
Click finish to complete it.

o Setup Wizard - Summary

[EXIT]

Please confirm the information below
[ WAN Setting ]
WAN Type Dynamic IP Address
Host Hame =
WAN's MAC Address =

[Wireless Setting]

Wireless Enable

SSID default

Channel "

Authentication Auto (OpeniShared)
Encryption MNone

[[] Do you want to proceed the network testing?

ord = Time > LAN/WAN > V ess > Summary > Finish!

Apply Settings

O Setup Wizard - Apply settings [EXIT]
System is applying the settings.
Please wait 36 seconds...

Ba > d > Time > LA AN > eless > Summary > Finish! ] Finis

© Setup Wizard - Apply settings [EXIT]
Configuration is Completed.
Please click “Finish™ to back to Status page.
Ba ord > Time > LAN/WAN > Wireless > Summary > Finish!

16




Chapter 3 Making Configuration

Whenever you want to configure your network or this device, you can access the
Configuration Menu by opening the web-browser and typing in the IP Address of the
device. The default IP Address is: 192.168.123.254.

(€ Windows Intemet Bxplorer

\J U | &) 192163123254 |9 x]

Enter the default username and password “admin” in the System Password and then click
‘login’ button.

WiFi Broadband Router (RO.02)

o UStire rinan maeru —__siazus

— Username — Password | taefawt: adminy [ Login

Afterwards, select ‘Advanced’ indicated in the user interface for further configuring this
device. In the “Advanced” page, it could be categorized several sections, respectively
Basic Setting, Forwarding Rules, Security Setting, NAS and Advanced Setting.

DDNS support

This NAS router provide one free DDNS account, so that end user can enter the NAS
router by using this DDNSaccount remotely.

Note : Once you finish setting DDNA alias in EZsetup utility, you can use this DDNS alias
to connect to your EzGuard via windows |IE browser or 3G smart phone or device. For
example : type in http://AliasTest.ezguard.net/ and enter the system.

Username and password support

This NAS router provides another model for guest to enter it with lower level authorization.

< Username |guest - Password: |esees| (default: admin}

Note : Once you type in username and password ‘ guest/guest’, you can see as below
WebHDD contents, which means your guest can only be allowed to check the ‘public’ area
in the Hard drive under this NAS router.

< Web HDD

You can download /upload files on Web HDD.

Currentlocation:;{'

S public

[ Upload ][ Download ][ Add Folder ][ Delete ][ Logout]

17



3.1.Basic Setting

< Basic Setting

= MNetwork Setup

- Configurs LAN |P, and s=l=ct WAN typs.

« DOHCF Server
- The settings include Host |F,

i
m

= Wirgless

Wireless s=ttings sllow you to conf gure the wirsless

3.1.1. Network Setup

There are two ways to configure the network, respectively LAN Setup and Internet
setup.

3.1.1.1 LANtype

< LAN Setup

Item Setting

1. LAN IP Address: The local IP address of this device. The computer on your
network must use the LAN IP address of this device as their Default Gateway.
You can change it if necessary.

2. Subnet Mask: Input your Subnet mask. (All devices in the network must have the

same
subnet mask.) The default subnet mask is 255.255.255.0.

3.1.1.1 Internet Setup
1. WAN Interface: Select Ethernet WAN or Wireless WAN to continue.

2. WAN Type: WAN connection type of your ISP. You can click WAN Type combo
button to choose a correct one from the following options:

18



Ethernet WAN

A. Static IP Address

& Internet Setup

[HELP ]

WA Interface

Ethernet WAMN | w

FWAN Type

[ Static IP Address

+ WAN IP Address

r WAN Subnet Mask

r WAN Gateway

¥ Primary DNS

v Secondary DMNS

F MAT disable

(1 Enable

1. WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: Enter
the proper settings provided by your ISP.

2. NAT disable: The device would not send private IP to other LAN PC if you select

disable.

B. Dynamic IP Address

& Internet Setup

[HELP ]

k WAN Interface

Ethernet WAMN s

b WAN Type | Dynamic IP Address v |

F Host Mame | |[Dptigna|}
b ISP registered MAC Address || [ clone |

F Connection Control | Connect-on-Demand b |

b NAT disable

[] Enable

1. Host Name: Optional, required by some ISPs, for example, @Home.
2. ISP registered MAC Address: Enter MAC address of your ISP. (Optional)

3. Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send

outgoing

packets.

19




Auto Reconnect (Always-on): The device will link with ISP until the
connection is
established.
Manually: The device will not make the link until someone clicks the
connect-button in
the Status-page.

4. NAT disable: The device would not send private IP to other LAN PC if you select

disable.

C. PPP over Ethernet

< Internet Setup [ HELF ]

|
b WAN Intarface |Et!'5.'rz-t WAN |

B OWAN Type PPP over Ethemet b

» Erimary DHE [

» Secondary DMS

¥ Connection Control |35rra:t—:r-Eerssr-: v
¥ Madimum [die Time SECOnds

» FFPoE Service Name | | {optional)

» Assigned IF Address {optional)
» MTU I:l {0 s awto)

b MAT disablz [ Enzbi=

1. PPPoE Account and Password: The account and password your ISP assigned
to you. For security, this field appears blank. If you don't want to change the
password, leave it blank.

2. Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send
outgoing

packets.

Auto Reconnect (Always-on): The device will link with ISP until the
connection is

established.

Manually: The device will not make the link until someone clicks the

20



connect-button in
the Status-page.
Maximum Idle Time: the amount of time of inactivity before disconnecting your

PPPoE session. Set it to zero or enable “Auto-reconnect” to disable this

feature.

PPPoE Service Name: Optional. Input the service name if your ISP requires it.
Otherwise, leave it blank.

Assigned IP Address: It is required by some ISPs. (Optional)

Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The
default MTU value is 0 (auto).

NAT disable: The device would not send private IP to other LAN PC if you select

disable.
D. PPTP
< Internet Setup [ HELF ]
—————
b WAN Intarface |Et!'5.'rz-t WAN |
b WAN Typs PPTP hd
b IP Mode ! Crynamic [P Address. Y|

¥ My |P Address

v Server IF AddressiName | |
FRTF Azcount | |
¢ PETE Paccword e |
annection 1D | | ioptions
|+ Madmum Ide Time 00 e
¥ Connection Contro Connsct-on-Demand M
b MTU P o au

IP Mode: Please check the IP mode your ISP assigned, and select “Static IP
Address” or “Dynamic IP Address”.

My IP Address and My Subnet Mask: The private IP address and subnet mask
your ISP assigned to you.

Gateway IP and Server IP Address/Name: The IP address of the PPTP server
and designated Gateway provided by your ISP.

PPTP Account and Password: The account and password your ISP assigned to

21



you. If you don't want to change the password, keep it blank.
Connection ID: Optional. Input the connection ID if your ISP requires it.
Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set
it to zero or enable “Auto-reconnect” to disable this feature. If Auto-reconnect is
enabled, this device will connect with ISP automatically after system is restarted
or connection is dropped.
7. Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send
outgoing packets.
Auto Reconnect (Always-on): The device will link with ISP until the
connection is established.
Manually: The device will not make the link until someone clicks the
connect-button in the Status-page.
8. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The
default MTU value is 0 (auto).

E.L2TP

< Internet Setup [ HELF ]

Connection Contro

» MTU

1. IP Mode: Please check the IP mode your ISP assigned, and select “Static IP
Address” or “Dynamic IP Address”.

2. My IP Address and My Subnet Mask: The private IP address and subnet mask
your ISP assigned to you.

3. Gateway IP and Server IP Address/Name: The IP address of the L2TP server

22



and designated Gateway provided by your ISP.

4. L2TP Account and Password: The account and password your ISP assigned to
you. If you don't want to change the password, keep it blank.

5. Maximum Idle Time: The time of no activity to disconnect your L2TP session. Set
it to zero or enable “Auto-reconnect” to disable this feature. If Auto-reconnect is
enabled, this device will connect with ISP automatically, after system is restarted
or connection is dropped.

6. Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send
outgoing packets.

Auto Reconnect (Always-on): The device will link with ISP until the
connection is established.

Manually: The device will not make the link untili someone clicks the
connect-button in the Status-page.

7. Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The
default MTU value is 0 (auto).

3.1.2 DHCP Server

< DHCP Server [HELP]
Item Setting
» DHCP Server O Disable @ Enable
b IP Pool Starting Address 1UU
¥ IP Pool Ending Address 200
+ Lease Time 86400 -_:Sec-:nnds
» Domain Mame
[_Sa'v'eHUndu ” More== ” Clients List... ” Fixed Mapping... ]

1. DHCP Server: Choose either Disable or Enable. If you enable the DHCP Server
function, the following settings will be effective.

2. IP Pool Starting/Ending Address: Whenever there is a request, the DHCP
server will automatically allocate an unused IP address from the IP address pool
to the requesting computer. You must specify the starting / ending address of the
IP address pool.

3. Lease Time: DHCP lease time to the DHCP client.

23



Press “More>>" and you can find more settings.

Domain Name: Optional, this information will be passed to the clients.

5. Primary DNS/Secondary DNS: Optional. This feature allows you to assign a

DNS Servers

6. Primary WINS/Secondary WINS: Optional. This feature allows you to assign a

WINS Servers

7. Gateway: Optional. Gateway Address would be the IP address of an alternate

Gateway. This function enables you to assign another gateway to your PC, when

DHCP server offers an IP to your PC.

Press “Clients List” and the list of DHCP clients will be shown consequently.

- OHCP Clients List

Lease
IP Address Host Name MAC Address Type Select
Time
192.168.123.100 joseph 00-0B-GA-F4-40-D6 Wired 23:59:34 F

[ Delete ][Elack“ Refresh ][ Fixed Mapping ]

Press “ Fixed Mapping” and the DHCP Server will reserve the special IP for

designated MAC address.

24



& Fixed Mapping

[ HELF ]

DHCFP clients [— sstect ore — &8 [ Ceev = ] 1o [— &

o MAC Address IF Address Enabls
: e —| L 1 ]
: L 1 L 1 =
] E_ L 1 ]
4 L 1 L 1 =
= . 1 ]
s L 1 L 1 =
v L 1 L 1 =
= L 1 =
B — — o
o L 1 L 1 =

< Pr=wvmes [Nt == [ E=v=][Unzc][Eack]

25




3.1.3 Wireless Settings

< Wireless Setting [ HELF ]
Item Setting
Wirsless Module (& Ensblz ) Disable
» Metwork ID{SSID [defautt |
» S50 Brosdoast () Enable ) Disable
» Channe I-E V-i
v Wirgless Maods |:E G/ mied :l
Authenticstion I.—-_I::- B
» Encrypticn !-_‘.-'E= Vi
EVWEF ey = _v'g 14337550
O WEF Key 2 [HEx v [1223z278%0
CHWER Hay 2 i_l—_—f_ Vi’z'qu':a_
£V WEF Hay 4 i_l—;EJ_’.__ vﬂi_z_'_.f_f':::

Wireless settings allow you to set the wireless configuration items.

1.
2.

Wireless Module: You can enable or disable wireless function.

Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN).

Client stations can roam freely over this device and other Access Points that have

the same Network ID. (The factory default setting is “default”)

SSID Broadcast: The router will broadcast beacons that have some information,

including SSID so that wireless clients can know how many AP devices by

scanning the network. Therefore, if this setting is configured as “Disable”, the

wireless clients can not find the device from beacons.

Channel: The radio channel number. The permissible channels depend on the

Regulatory Domain. The factory default setting is as the following: channel 6 for

North America; channel 7 for European (ETSI); channel 7 for Japan.

Wireless Mode: Choose “B/G mixed”, “B only”, “G only”, “N only”, “G/N mixed” or
“B/G/N mixed”. The factory default setting is “B/G/N mixed”.

Authentication mode: You may select one of the following authentications to
secure your wireless network: Open, Shared, Auto, WPA-PSK, WPA, WPA2-PSK,
WPA2, WPA-PSK/WPA2-PSK, or WPA /WPA2.

26




Open

Open system authentication simply consists of two communications. The first is
an authentication request by the client that contains the station ID (typically the
MAC address). This is followed by an authentication response from the AP/router
containing a success or failure message. An example of when a failure may occur

is if the client's MAC address is explicitly excluded in the AP/router configuration.

Shared

Shared key authentication relies on the fact that both stations taking part in the
authentication process have the same "shared" key or passphrase. The shared
key is manually set on both the client station and the AP/router. Three types of
shared key authentication are available today for home or small office WLAN

environments.

Auto

The AP will Select the Open or Shared by the client’s request automatically.

WPA-PSK

Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.
If you select ASCII, the length of pre-share key is from 8 to 63.

Fill in the key, Ex 12345678

WPA

Check Box was used to switch the function of the WPA. When the WPA function is
enabled, the Wireless user must authenticate to this router first to use the
Network service. RADIUS Server IP address or the 802.1X server’s
domain-name.

Select Encryption and RADIUS Shared Key.

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.
If you select ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is

consistent with the key value in the RADIUS server.

WPA2-PSK

WPA2-PSK user AES and TKIP for Same the encryption, the others are same as
the WPA2-PSK.

WPA-PSK/WPA2-PSK

27



Another encryption options for WPA-PSK-TKIP and WPA2-PSK-AES, the others

are same as the WPA-PSK.

WPA/WPA2

Another encryption options for WPA-TKIP and WPA2-AES, the others are same

the WPA.

Press “WDS Setting” and It allows PC to get connected to wireless network within the area.

= WDS Setting [ HELF ]
Item Setting
Wirsless Bridging ) Enstl= & Disable
Remaots AP MAC | |
Remate AP MAC 2 | |
Remats AP MAC 2 | |
Remote AP MAC 4 | |
Encryption key | |
[Bave |[Unde][EBac

1. Wireless Bridging: You could enable this function by selecting “Enable”.

2. Remote AP MAC 1~-Remote AP MAC 2: Enter the wireless MAC into the blank.

3. Encryption type: Select the appropriate category. Once you set up that type of

encryption, second LAN PC must enter the same encryption type as the first one.

4. Encryption key: Set up encryption key based on the rule of encryption type.

Once you set up encryption, second LAN PC must enter the same encryption type

as the first one.

Press “WPS Setup”, you can configure and enable the easy setup feature WPS

(Wi-Fi Protection Setup) for your wireless network.
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& Wi-Fi Protected Setup

Item Setting

onfig Status CONFIGURED Felzszs

1. WPS:.You can enable this function by selecting “Enable”. WPS offers a safe

and easy way to allow the wireless clients connected to your wireless network.
AP PIN: You can press Generate New Pin to get an AP PIN.
Config Mode: Select your config Mode from “Registrar” or “Enrollee”.

Config Status: It shows the status of your configuration.

o & 0D

Config Method: You can select the Config Method here from “Pin Code” or
“Push Button”.

6. WPS status: According to your setting, the status will show “Start Process” or

“No used”.

Press “Wireless Clients List” and the list of wireless clients will be shown

consequently.

= Wireless Clients List

D MAC Address
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3.1.4 Change Password

& Change Password

Item

Setting

+ Old Password

r MNew Passward

¢ Reconfirm

You can change the System Password here. We strongly recommend you to change

the system password for security reason. Click on “Save” to store your settings or click

“Undo” to give up the changes.
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3.2.NAS Configuration

3.2.1. Disk Utility

1. Format
This utility would format the certain partition.
Please be noted! This action will clear all your data in this partition. You will not
be able to recover it any more.

< Disk Distribution

¥ Disk Total Capacity = 7628 MB

Partition Free(MB) Used(MB) Total(MB)

1 [FAT3Z] 841 G786 TE28
“Warning! Formatting will erase all data on this partition.

2. Check
This utility could help you check the partition, find the lost files, try to

fix some problems.

3.2.2. File Sharing

3.2.2.1. Basic Setting

< Basic Setting
Item Setting
b Computer Name [NAS |
» WorkGroup |WORKGROUP |
b Server Comment |samba Senver |
[ Save ][ Undo ][ FTF Service Configuration ]

These settings are for Samba Server (Windows Network Neighbors).

1. Computer Name
The name that is showed on the windows network neighbors search result.

2. WorkGroup
This name MUST be the same as your computer, or you could not search this
device via windows.

3. Server Comment
Just a comment for recognize.
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3.2.2.2. FTP Service

= FTP Setting

[tem Setting
v FTP & Enable ) Disable
» FTP Port |21 ]

k FTF Max Connection per P

» FTP MAX Clients

F Client Support UTFS

¢ Codepage | Arabic(CP864) v

These settings are for FTP service.

1. FTP Port:

The default port is 21, but sometimes you might want to hide your FTP service by
changing it. We have the ability to receive the request on non-standard FTP port,
but please be noted, some NAT router could not support non-standard FTP port,
that means some of your clients might have to use passive mode to get file.
Client Support UTF8:

This option is used when your FTP client could support UTF8. Usually, the default
value “No” is okay for most clients.

Codepage:

Please set correct value to suit your language.

3.2.3. Access Control

o User Access Configuration

Item Setting

v Security Level & Guest mode O Authorization mode

[Save][ User Configuration ]

The default setting is “Guest mode”, all clients could access as anonymous users.

If you want to control the permission, change to “Authorization mode” and save it, then go

to “User Configuration”.
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3.2.3.1.  User Configuration

< User Access Configuration

[tem Setting
k User Mame | I[Max. 20 users)
k Password | |
D Username Password Select

[ Add |[ Delete || Cancel |[Back |

In this page, you can manage the user account.
Key in the user name and password then press “Add” could let you add a new user.
If you want to delete an account, select it and click “Delete” button.

3.2.4.

iITunes Server

o Tunes Server Configuration

[tem Setting

b Senice ("' Enable & Disable

F Service Mame | |

b Senice Port 3689 |

F Access Password | |

This function could enable the built-in iTunes Server to support iTunes which is a media
player released by Apple.

1.

2.

Server Name:

The name of this server, it will be shown on the iTunes.

Service Port:

The TCP port for WEB management interface, for example, if the default value is
3689, then your iTunes server URL will be http://This_Device_IP:3689

Access Password:

The password for iTunes Server WEB management interface.

3.3. Download Assistant
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33.1. FTP

If you want to download something from a FTP site regularly but you don’t want to spend
time on remembering doing this, this FTP download assistant could help you.

< Download Assistant - FTP

Item Setting
» Download Type @ FTP & HTTP © BT © aMule
+ Job Name
¥ URL Paort 21
+ Save To IC/IDownloads/FTP
¥ Login method @ Anonymous ©) Account

F Usermame
+ Password

b Start Time ) Bchedule @ At Once

Time || 2010 I Sep 1013 - | - |26

*When you use the download service of FTP, HTTP, BT, or aMule, please check
ifthese files you downloaded are legal or not.

[ E-mail Alert Configuration ][ Save ][ Undo ]

1. Job Name:
It's for you to remember the job easily, and the device would use this name to info
you when the job is done.
2. URL:
The URL for the file you want to download.
You have to use this format:
IP/path/file, you don’t have to add protocol part such like “ftp://”.
3. Save To:
The destination path on USB disk that you want to save files.
Default value is /C/Download/FTP
4. Login method:
Anonymous, you can access this site without any authentication
Account, you have to enter the username and password to login.
5. Start Time:
Schedule: this device will start FTP download on the time that you specified. The
schedule job that is saved could be check on Status page by selecting “View
Scheduled Download Status”.
At Once: the FTP download would be started immediately.

3.3.2. HTTP
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< Download Assistant - HTTP

Item Setting
» Download Type ) FTP @ HTTP © BT ) aMule
+ Job Name
+ URL
+ Save To ICIDownloads/HTTP
» Start Time ) Schedule @ At Once
Time || 2010 r5ep 113 - | - |46

*When you use the download service of FTP, HTTP, BT, or aMule, please check
ifthese files you downloaded are legal or not.

[ E-mail Alert Configuration ][ Save ][ Undo ]

1. Job Name:
It's for you to remember the job easily, and the device would use this name to info
you when the job is done.
2. URL:
The URL for the file you want to download.
You have to use this format:
IP/path/file, you don’t have to add protocol part such like “http://”.
3. Save To:
The destination path on USB disk that you want to save files.
Default value is /C/Download/HTTP
4. Start Time:
Schedule: this device will start FTP download on the time that you specified. The
schedule job that is saved could be check on Status page by selecting “View
Scheduled Download Status”.
At Once: the FTP download would be started immediately.
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3.3.3. BT (Bit Torrent)

& Download Assistant - BitTorrent

Item Setting

» Download Type CIFTP OHTTP ® BT © aMule

0 00 3§ Obytesjs 4 Obytes/s

P Downloading Seeding Paused Queued Q, Filter

3.3.3.1. Start BT download

First, you have to get a seed file, which we called “torrent”. Then click the “Open” link on UlI,
it would pop up a sub menu to let you upload.
Or, if your torrent file could be download from network, you could just enter a URL.

& Download Assistant - BitTorrent

ltem Setting

» Download Type COFTP OHTTP @ BT @ aMule

0040 ;4 Obytesjs
) Down Upload Torrent Files lter -

Please select a torrent file to upload:

| [FE.. |

Or enker 3 URL:

| Cancel | ‘ Upload |

3.3.3.2. BT download status
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After you upload the torrent, download job would be started immediately.

The device could support 3 concurrent download jobs, other jobs would wait in job queue. If
one of the three running job is done, the next new job would be started.

{\t this p‘age, yOl‘J could see the Idownload process and the bandwidth.

attoment | status

Download Assistant - BitTorrent

Qoen Remove I Pause Resume 1 Pause Al Resume Al Fier Inspector

1 Transfers 4 42.6KBs + 244.3KBfs

Julia
86,8 MB of 178.1 MB (48.71%) - 27 min 7 seconds remaining

DOWNLOADING from 26 of 34 peers - DL: 426 KB/s UL: 244.8 KB/fs

]

*When you use the download service of FTP, HTTP, or BT, please check if these files you downloaded are legal or not.

3.3.3.3.  Stop, Resume and Remove seed

Select any job on the list, and click right button of mouse, you could see a menu with
several actions you could do.
You could Stop (Pause), Resume, or Remove a job with this sub menu.

Download Assistant - BitTorrent

Crpen Remowve | Pause Resume |

1Transfers

Julia
254 ME of 17E.1 ME [14.24%) - remaining time

FaLse Selected
Resume Selectad

_['II- Remaowe From List... [
Trash Data & Remowe From List..

Werify Local Data

Show INspectior

Select all
Cesalact Al
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Download
speed

L - I -
e 10000%) 0(0) Wailing ity

iCoeme Reza Ama.(Eat.Pray Love).2010.TS.SPANISH.XVID- - _ High

e 136gb 0b(000%) 0{0) Waiting (auto)

699.76 B 8 High

[Esr_prar Lo 27 obom) I 0 oo [

File name Size Completed Progress SourcesStatus Priority

lEEaI‘Fray and Love.avi

3.3.4. Download Status

& Download Status - Job List

There are 0 download jobs in the list.
» View |Running (0 Jobs)  +|Download Status

FPage 1

Typ% Name Status

[ Pause ][ Delete ][ Resume ][ Start Mow ]

At this page, you could check the download jobs of HTTP and FTP.

3.3.5. How to access data on the NAS?
3.3.5.1.  Windows User
3.3.5.1.1. By network place

Then start your “file manager”, type the IP with “\\” on the beginning, as follow
picture shown. Then press enter.

38



e —~
@;\ J= € 1192.168.122.154]

You could find a folder named “Storage”. It is what you are looking for.

! Sorage

e
—

3.3.5.1.2. By Web HDD

This Web HDD can allow you to enter HDD by web Ul, and also can allow you to
let “guest’ to enter the ‘public’ area only.

< Web HDD

You can download (upload files on \Web HDD.

Current location: |/ I

(1 pownloads
2 p11

(5} recycler
(I rina

O Public

3.3.5.2.  Unix User

We do not provide NFS support, so the only way for UNIX to get files is FTP.
Use your FTP client to connect the FTP server.
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3.4. Forwarding Rules

< Forwarding Rules

» Wirtual Server

- Allows others to access WIWW, FTP, and other services on your LAN
= Special Application
- This configuration alliows some spphcations to conmect, and work with the NAT routsr.

» Miscellaneous

3.4.1. Virtual Server

This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so
all hosts behind this product are invisible to the outside world. If you wish, you can
make some of them accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be
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redirected to the computer specified by the Server IP. Virtual Server can work with

Scheduling Rules, and give user more flexibility on Access control. For the details,

please refer to Scheduling Rule.

< Virtual Server [HELFl_
Wiedl kenioen servioes !— ssl=ct one — || Copyv to | o |__ vl

1D Service Ports Server IP Enzable
[ 1 L 1 O
2 | — [ 1 o
3 | 1 =
4 I — I O
5 —— | 1]
| L | I =
7 L | — O
s Il ] [ | =
= C 1 [ | =
- I 1 [ 1 —

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port
80) at 192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify
the following virtual server mapping table:

Service Port Server IP Enable
21 192.168.123.1 \Y,
80 192.168.123.2 Vv
1723 192.168.123.6 V

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.

3.4.2. Special AP

Some applications

require multiple connections,

like Internet games, Video

conferencing, Internet telephony, etc. Because of the firewall function, these

applications cannot work with a pure NAT router. The Special Applications feature

allows some of these applications to work with this product. If the mechanism of

Special Applications fails to make an application work, try setting your computer as
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the DMZ host instead.

& Special Applications

[HELF ]

opular apphoatio

vl[ Copy to ] ”:l_ P

Incoming Ports

Enzble

H

H

H

H

H

O|Oo|ojo|o(o|o

This device provides some predefined settings. Select your application and click “Copy

to” to add the predefined setting to your list.

1. Trigger: The outbound port number issued by the application.

2. Incoming Ports: When the trigger packet is detected, the inbound packets sent to

the specified port numbers are allowed to pass through the firewall.

Afterwards, Click on “Save” to store your settings or click “Undo” to give up the

changes.

3.4.3.Miscellaneous

« Miscellaneous ltems [HELP ]
[tem Setting Enable

» IP Address of DMZ Host | | O

» UPNP setting

1. IP Address of DMZ Host
DMZ (Demilitarized Zone) Host is a host without the protection of firewall. It allows
a computer to be exposed to unrestricted 2-way communication for Internet
games, Video conferencing, Internet telephony and other special applications.

2. UPnP Setting

The device supports the UPnP function. If the OS of your client computer supports
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this function, and you enabled it, like Windows XP, you can see the following icon
when the client computer gets IP from the device.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the
changes.

3.4.4. Security Setting

= Faoked FlRers
- WS R 0 T STOSSS D0 & PO Oy Sy TEng e Incouming sed caungoing
DemeCiomss: el heSTng TR RSSO adting Themn ioerseeid o Fee BF acicine-5:5: Of T Sonuroe
memec] ChEsSmEmEaETE
» [Domaidn Fllers
= ILET PO DRSNS LISETS. LINCEr TES. JENOE IO SOOESSEND SecTno LFLS
USL SElocking
= LS IS DRCsCc I DOIEDORErS: 90 COrEeecT =i ] hsines
= MAT Address Toninol
- AT Adcress Sormral aiows o To assion dfferers scoess reg e e arsers e
20 mEslo & goe s s (5 soidnes — AT mSones

s Misc=llarsous

3.4.4.1. Packet Filters

Packet Filter includes both outbound filter and inbound filter. And they have same way
to setting. It enables you to control what packets are allowed to pass the router.
Outbound filter applies on all outbound packets. However, inbound filter applies on

packets that destined to Virtual Servers or DMZ host only. You can select one of the
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two filtering policies:

1. Allow all to pass except those match the specified rules.
2. Deny all to pass except those match the specified rules.
= Dutbound Packet Filter [ HELF ]

(=] Source IF Enabl= Use rules

Ulololololololalo

You can specify 8 rules for each direction: inbound or outbound. For each rule, you

can define the following:

e Source IP address

e Source port

o Destination IP address

e Destination port

e Protocol: TCP or UDP or both.
e Use Rule#

For source or destination IP address, you can define a single IP address (4.3.2.1) or a
range of IP addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports
(1000-1999). Add prefix "T" or "U" to specify TCP or UDP protocol. For example, T80,
U53, U2000-2999, No prefix indicates both TCP and UDP are defined. An empty
implies all port addresses. Packet Filter can work with Scheduling Rules, and give
user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

Each rule can be enabled or disabled individually.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.
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3.4.4.2. Domain Filters

= Dromain Filter [ HELF ]

Item Setting

D Domain Suffix Action Enable

[ Crrop Log

O

] Drop Log

O Crep O Leg

[ Drop Log

] Drop Log

O Corop Log

[ Crop Log

0|0o0|0|o|jo|o|o

Domain Filter prevents users under this device from accessing specific URLs.

1.
2.

3.

6.

Domain Filter: Check if you want to enable Domain Filter.

Log DNS Query: Check if you want to log the action when someone accesses the
specific URLs.

Privilege IP Address Range: Setting a group of hosts and privilege these hosts
to access network without restriction.

Domain Suffix: A suffix of URL can be restricted, for example, ".com", "xxx.com".

Action: When someone is accessing the URL met the domain-suffix, what kind of
action you want.
Check “Drop” to block the access. Check “Log” to log these access.

Enable: Check to enable each rule.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.

3.4.4.3. URL Blocking
URL Blocking will block LAN computers to connect with pre-define Websites. The

major difference between “Domain filter” and “URL Blocking” is Domain filter requires

user to input suffix (like .com or .org, etc), while URL Blocking requires user to input a

keyword only. In other words, Domain filter can block specific website, while URL

Blocking can block hundreds of websites by simply a keyword.
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= URL Blocking [ HELF ]
Item Betting
+ URL Blocking [] Ensbie
o URL Enzble
| | O
= | | O
? | | O
* | | O
: | | O
H | | O
7 | | O
: | | O
? | | O
ia | | O

1. URL Blocking: Check if you want to enable URL Blocking.

2. URL: If any part of the Website's URL matches the pre-defined word, the

connection will be blocked.

For example, you can use pre-defined word "sex" to block all websites if their

URLSs contain pre-defined word "sex".

3. Enable: Check to enable each rule.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.

3.4.4.4. MAC Control

MAC Address Control allows you to assign different access right for different users

and to assign a specific IP address to a certain MAC address.
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< MAC Address Control [ HELF ]

Item Setting

5] MAC Address IP Address

i O O O s Y
Ooo|io|o|=

1. MAC Address Control: Check “Enable” to enable the “MAC Address Control”. All

of the settings in this page will take effect only when “Enable” is checked.

2. Connection control: Check "Connection control" to enable the controlling of
which wired and wireless clients can connect with this device. If a client is denied
to connect with this device, it means the client can't access to the Internet either.
Choose "allow" or "deny" to allow or deny the clients, whose MAC addresses are

not in the "Control table" (please see below), to connect with this device.
3. Association control: Check "Association control" to enable the controlling of

which wireless client can associate to the wireless LAN. If a client is denied to
associate to the wireless LAN, it means the client can't send or receive any data
via this device. Choose "allow" or "deny" to allow or deny the clients, whose MAC
addresses are not in the "Control table", to associate to the wireless LAN.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.

3.4.45. Miscellaneous
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< Miscellaneous Items [HELP]
Item Setting Enable

» Administrator Time-out 300 seconds (0 to disable)

+ Remoate Administrator Host: Port : O

b Discard PING from WAN side O

» DoS Aftack Detection O

Administrator Time-out: The time of no activity to logout automatically, you may

set it to zero to disable this feature.

Remote Administrator Host/Port

In general, only Internet user can browse the built-in web pages to perform
administration task. This feature enables you to perform administration task from
remote host. If this feature is enabled, only the specified IP address can perform
remote administration. If the specified IP address is 0.0.0.0, any host can connect
with this product to perform administration task. You can use subnet mask bits
"Inn" notation to specified a group of trusted IP addresses for example,
"10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be
shifted to 80. You can change web server port to other port, too.

Discard PING from WAN side: When this feature is enabled, any host on the
WAN cannot ping this product.

DoS Attack Detection: When this feature is enabled, the router will detect and
log the DoS attack coming from the Internet. Currently, the router can detect the
following DoS attack: SYN Attack, WinNuke, Port Scan, Ping of Death, Land
Attack etc.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.

3.4.5. Advanced Setting
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3.45.1. System Log

& System Log

[HELP ]

Item

Setting Enable

¥ |P address for syslogd I:I |

» Setting of Email alert

L]

= SMTF Server: port |

® SMTP Username |

* SMTP Password |

® E-mail addresses

= E-mmail subject |

Undo

[Viewl_og... ][ Email Log Mow ]

This page supports two methods to export system logs to specific destination by

means of syslog (UDP) and SMTP(TCP). The items you have to setup include:

1. IP Address for Syslog: Host IP of destination where syslog will be sent to. Check

Enable to enable this function.

2. Setting of Email alert: Check if you want to enable Email alert (send syslog via
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email).
3. SMTP Server: Port: Input the SMTP server IP and port, which are connected with
"' If you do not specify port number, the default value is 25.
For example, "mail.your_url.com" or "192.168.1.100:26".
4. SMTP Username: Enter the Username offered by your ISP.
5. SMTP Password: Enter the User name offered by your ISP.
6. E-mail Addresses: The recipients are the ones who will receive these logs. You
can assign more than 1 recipient, using ;' or ', to separate these email addresses.
7. E-mail Subject: The subject of email alert is optional.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the
changes.

3.4.5.2. Dynamic DNS

To host your server on a changing IP address, you have to use dynamic domain name
service (DDNS). Therefore, anyone wishing to reach your host only needs to know the
name of it. Dynamic DNS will map the name of your host to your current IP address,
which changes each time you connect your Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these

Dynamic DNS servers that we list in Provider field.

< Dynamic DNS [HELP]

Item Setting

» DDNS ® Disable O Enable

Pravider DynDMS.argiDynamic) »

Host Name

Username / E-mail

Password / Key

1. DDNS: Select enable if you would like to trigger this function.

2.  Provider: The DDNS provider supports service for you to bind your IP(even
private IP) with a certain Domain name. You could choose your favorite provider.

3. Host Name: Register a domain name to the DDNS provider. The fully domain
name is concatenated with hostname(you specify) and a suffix(DDNS provider
specifies).

4. Username/E-mail: Input username or E-mail based on the DDNS provider you
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select.

5. Password/Key: Input password or key based on the DDNS provider you select.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.

3.453. QoS

QoS provide different priority to different users or data flows, or guarantee a certain

level of performance.

< @o5 Rule
Item Setting
+ oS Control [ Enshi=
» Bandwidth of Lpstrezm S kbps (Kilobits per second)
{n] Local IP : Ports Remaote |P : Ports Qo5 Prigrity|Enable| Use Rules

[High || O ([ Aways 88

[Hiah

]

D) Awmys (8|

[High o] D) Awmys (8|

{2 Ahways (W

{2 Ahways (W

[&1)

| 3| | High Vl 1) Always vl

| 3| | High Vl 1) Always vl

I |

I | O
I | O
I | | |[Hen  88|| O
I | |[Hen  88|| O
I | O
I | O
I | O

| 3| | High Vl 10 Always vl

1. QoS Control: Check Enable to enable this function.
Bandwidth of Upstream: Set the limitation of upstream bandwidth.
Local IP : Ports: Define the Local IP address and ports of packets.

Remote IP : Ports: Define the Remote IP address and ports of packets.

o &> 0D

QoS Priority : This defines the priority level of the current Policy Configuration.
Packets associated with this policy will be serviced based upon the priority level
set. For critical applications High or Normal level is recommended. For non-critical

applications select a Low level.
6. Enable: Check to enable the corresponding QOS rule.

7. User Rule#: The QoS rule can work with Scheduling Rule number#. Please refer
to the Section 3.4.1.7 Schedule Rule.

Afterwards, Click on “Save” to store your settings or click “Undo” to give up the
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changes.

3454. SNMP

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to

give a user the capability to remotely manage a computer network by polling and

setting terminal values and monitoring network events.

« SHNMP Setting [HELP ]

Item Setting

Enable SNIMP O Local (] Remote

-

r

Get Community

» Set Community

» SNMP Version ®&v1Ovae

» WAN Access IP Address

Enable SNMP: You must check “Local”, “Remote” or both to enable SNMP
function. If “Local” is checked, this device will respond request from LAN. If
“Remote” is checked, this device will respond request from WAN.

Get Community: The community of GetRequest is that this device will respond.
Set Community: The community of SetRequest is that this device will accept.

IP 1, 1P 2, IP 3, IP 4: Enter the IP addresses of your SNMP Management PCs.
User has to configure where this device should send SNMP Trap message.
SNMP Version: Select proper SNMP Version that your SNMP Management
software supports.

WAN Access IP Address: If you want to limit the remote SNMP access to
specific computer, please enter the PC’s IP address. The default value is 0.0.0.0,
and it means that any Internet connected computer can get some information of
the device with SNMP protocol.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.
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3.45.5. Routing

If you have more than one routers and subnets, you will need to enable routing table
to allow packets to find proper routing path and allow different subnets to
communicate with each other. The routing table allows you to determine which

physical interface addresses are utilized for outgoing IP data grams.

J Routing Table [ HELF ]
Item Setting

v Dynamic Routing & Disable D RIFVT D RIPGZ

v Static Routing (3) Di=sble O Enable

5] Destination Subnet Mask Gateway Hop | Enable
| | | | | | | | [L_I| &

2l | | | | | | | L e

2| | | | | | | | | [L_I| &

4| | | | | | | | LA e

5| | | | | | | | | [L_I| &

8| | | | | | | | LA e

T | | | | | | | [L_I| &

8| | | | | | | | Lo J| .

Bave|[ Undo

1. Dynamic Routing: Routing Information Protocol (RIP) will exchange information
about destinations for computing routes throughout the network. Please select
RIPv2 only if you have different subnets in your network. Otherwise, please select
RIPv1 if you need this protocol.

2. Static Routing: For static routing, you can specify up to 8 routing rules. You can
enter the destination IP address, subnet mask, gateway, and hop for each
routing rule, and then enable or disable the rule by checking or un-checking the

Enable checkbox.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.

3.45.6. System Time
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J System Time [HELP]
[tem Setting
} Time Zone [(GT=08:00) Beiing. Chongaing, Hong Kong, Unimai. [ ]
b Auto-Synchronization Enable
Tirne Server [RFC-BBE}:?Aut-:u ¥

[ 3ync with Time Server ]

Sync with my PC (undefined December 21, 2009 09:29:06)

1. Time Zone: Select a time zone where this device locates.

2. Auto-Synchronization: Check the “Enable” checkbox to enable this function.

Besides, you can select a NTP time server to consult UTC time.

3. Sync with Time Server: Click on the button if you want to set Date and Time by

NTP Protocol .

4. Sync with my PC:

Click on the button if you want to set Date and Time using

PC’s Date and Time.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.

3.4.5.7.  Scheduling

You can set the schedule time to decide which service will be turned on or off.
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= Schedule Rule

[ HELF ]

Item

Setting

] Enati=

Rule Name

Action

Mew Add

Mew Add

MNew Add

Mew Add

Mew Add

Mew Add

Mew Add

Mew Agd

Mew Add

.

1]

Al :
4] 8

[ hlzat == ][ Sa-.'a][

Add Mew

1. Schedule: Check to enable the schedule rule settings.

Add New Rule: To create a schedule rule, click the “New Add” button. You can

edit the Name of Rule, Policy, and set the schedule time (Week day, Start Time,

and End Time). The following example configures “wake-up time* everyday from

06:00 to 07:00.
& Edit Schedule Rule [ HELF ]
Item Setting

» Name of Rule 1 [wakeup time

* Policy cept the selectad days and howrs below.

i Week Day Start Time (hh:mm} End Time [hh:mm}
|Every Day w 0500

3 [~ choose one — w — -

| Comeoe = — —

2 [ 1] 1

Afterwards, click save” to store your settings or click “Undo” to give up the changes.
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3.4.6. Tool Box

& Toolboo

= WView Log

- Wiew the system logs.

= Firmware Upgrade

- Prompt the sdministrator for 5 file and vpgrads it to this device.

= Backup Setting

- S3we the s=ttings

= Reset to Default

- Rizsst the settings of this device to the defsult waluss,

= Reboot

- Reboot this devios.

= Miscellaneous

- WAC

fior Wiake-on-LAMN: Let yvou to pows

up another netacrk d

remotehy.
- Domain Mame or |P address for Fing Test: Allow you to configure an [P, and ping

the dewice. You can ping a secific |P to test whether it

3.4.6.1. System Info

i Sgsteem Enfomsation
rbemm S=tting
F AN TyDe =
» Desplay tme Ko, 21 Dec D08 JECS2 30 +3500
L Sypsteam Log
Tima Lo
Do 21 083158 kermel Kiogd stamed: SusySon vl 32 {P008-12-16 1113505 5T
DeC 21 0552004 _-IIJ"\_.""_'D-10_1E'] LENCIRs (M09 S-pire | SEsTRed
Dec 21 08532104 LS 16] SHOCGEFINDEX falied!: Mo such device
Dec 21 53207 sysiog: Fallure parsing fne 11 of sstciadnopd contd
Dec 21 053207 LoD 1417] wdhceDd (W09 S-pre} stamed
Do 21 053207 wcinopdf 14 17] Uinabde o open Aarinoniadhopd leases Tor neading
Do 21 OESZ08 T E.".al'.l'-; Dk 1455 Sorpsode TS hinvEsn
Des 21 0209 SomETOer STOS WANTYRE 32
Dec 21 053229 udnop 14191 sending OFSER of 192 163,123 100
Dec 21 053229 wancpd 1419] sending ACK 0 192 168123100
Dec 21 053743 oo 1419] Meceied a SHEUSR1
Dec 21 0553015 wancpd 1419] sending OFFER of 192 165 123101
Dwec 21 0559 4d IS 120 0 N30 Did e
Dz 2110920001 OICD1419] sending OFFER o 192 165,123,101
D 21 092305 WS 1419] sending OFFSR of 192 165,123,101
Pags: 12 [Log Numbsr: 75
crewcas | [mes== | [ Ewstrage ] | Lasipage |
metresn | [ Dowmosa | [ Coearsogs |

You can view the System Information and System log, and download/clear the

System log, in this page.
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3.4.6.2. Firmware Upgrade

You can upgrade firmware by clicking “Upgrade” button.

& Firmware Upgrade

Firmware Filename

|[ Browse. .. ]

Current firmware version is R1.0101.

MNote! Do natinterrupt the process or power off the unit when itis being upgraded.

When the process is done successfully, the unit will be restarted automatically.

O Accept unofficial firmware,

[ Uparade || Cancel |

3.4.6.3. Backup Setting
R 0% of config.bin from 192.1

e R | il Download
L= 2
W sscH ] pg you want to save this file, or find a program online to open
it?
- yeten it Mame: config.bin
S Type: Undmown File Typa, 978 bytes
From: 192.168.123.254
+ Bazhup Satting
+ Pashat to Datautt
- [ Find ] [ Save ] | Cancal |
* Rabool
- WiscsliEnsTus b
| - Whil filez from the Intemet can be uzeful, zome files can potentially "
. @ harm your computer. [F you do nob trust the source, do nat find & .
program to open this file or save this file, What's the rigk?

‘ | | S S—

You can backup your settings by clicking the “Backup Setting” function item and
save it as a bin file. Once you want to restore these settings, please click Firmware

Upgrade button and use the bin file you saved.
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3.4.6.4.

Reset to Default

& Firmwrare Upgrade

Firmware Filename

| CBrowse... ]

Mo

(|

Message from webpage rz|

L it

? ,‘ Eezet all sethings to factors defanlt?

i oK

][ Cancel ]

(e

raded.

(5]

U

i

tsrted automaticaihy.

up gy IT == Eec

You can also reset this device to factory default settings by clicking the Reset to

default function item.

3.4.6.5. Reboot

W Firmweare Upgrade

Firmware Filename

| Browse.. |

firmware version is  R1.01b1,

1 ? ," Eeboot rght now?

T

J[ Cancel ]

tis being wpgraded.

rted sutomaticsing.

You can also reboot this device by clicking the Reboot function item.

3.4.6.6.

Miscellaneous

< Miscellaneous ltems [HELP]
[tem Setting

» MAC Address for Wake-on-LAN | | wake up |

v Domain Name or IP address for Ping Test | |[F'il'IEI]
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1.  MAC Address for Wake-on-LAN: It enables you to power up a networked
device remotely. If you would like to trigger this function, you have to know the
MAC address of this device. For instance if the MAC address is
00-11-22-33-44-55, enter it into the blank of MAC Address for Wake-on-LAN.
Afterwards. Afterwards, click "Wake up" button which makes the router to send

the wake-up frame to the target device immediately.

2. Domain Name or IP address for Ping Test: Allow you to configure an IP, and

ping the device. You can ping a specific IP to test whether it is alive.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the

changes.
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4 . Troubleshooting

This Chapter provides solutions to problems for the installation and operation of the WiFi

Broadband Router. You can refer to the following if you are having problems.

1 Why can’t | configure the router even the cable is
plugged and the LED is Ilit?

Do a Ping test to make sure that the WiFi Note: It is recommended that you use an
Broadband Router is responding. Ethernet connection to configure it

Go to Start > Run.
1. Type cmd.

Ron 2l

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: 52 |

Press OK.
Type ipconfig to get the IP of default gateway.

4, Type “ping 192.168.123.254". Assure that you ping the correct IP Address
assigned to the WiFi Broadband Router. It will show four replies if you ping

correctly.
inging 192.168.123.254 with 32 buytes of data:

eply from 192.168.123_.254: hytes=32 time<imz TTL=64

eply from 192.168.123_254: hytes=32 time<ims TTL=64
eply from 192.168.123_.254: hytes=32 time<imz TTL=64
eply from 192.168.123_.254: hytes=32 time<imz TTL=64

Ensure that your Ethernet Adapter is working, and that all network drivers are installed
properly. Network adapter names will vary depending on your specific adapter. The
installation steps listed below are applicable for all network adapters.

1. Goto Start > Right click on “My Computer” > Properties.

2 Select the Hardware Tab.
3.  Click Device Manager.
4

Double-click on “Network Adapters”.
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Right-click on Wireless Card bus Adapter or your specific network adapter.
Select Properties to ensure that all drivers are installed properly.

Look under Device Status to see if the device is working properly.

Click “OK™.

© N o o

2 What can I do if my Ethernet connection does
not work properly?

Make sure the RJ45 cable connects with the router.

B. Ensure that the setting on your Network Interface Card adapter is “Enabled”.

C. If settings are correct, ensure that you are not using a crossover Ethernet cable,
not all Network Interface Cards are MDI/MDIX compatible, and use a patch
cable is recommended.

D. If the connection still doesn’t work properly, then you can reset it to default.

3 Something wrong with the wireless connection?

A. Can't setup awireless connection?

l. Ensure that the SSID and the encryption settings are exactly the same to
the Clients.

II.  Move the WiFi Broadband Router and the wireless client into the same
room, and then test the wireless connection.

[ll.  Disable all security settings such as WEP, and MAC Address Control.

IV. Turn off the WiFi Broadband Router and the client, then restart it and then
turn on the client again.

V. Ensure that the LEDs are indicating normally. If not, make sure that the
power and Ethernet cables are firmly connected.

VI. Ensure that the IP Address, subnet mask, gateway and DNS settings are
correctly entered for the network.

VII. If you are using other wireless device, home security systems or ceiling
fans, lights in your home, your wireless connection may degrade
dramatically. Keep your product away from electrical devices that
generate RF noise such as microwaves, monitors, electric motors...

B. What can | do if my wireless client can not access the Internet?

l. Out of range: Put the router closer to your client.

II.  Wrong SSID or Encryption Key: Check the SSID or Encryption setting.

lll. Connect with wrong AP: Ensure that the client is connected with the
correct Access Point.

i. Right-click on the Local Area Connection icon in the taskbar.
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2
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P 0D =

ii. SelectView Available Wireless Networks in Wireless Configure.
Ensure you have selected the correct available network.
iii. Reset the WiFi Broadband Router to default setting
C. Why does my wireless connection keep dropping?
l. Antenna Orientation.
i. Try different antenna orientations for the WiFi Broadband Router.
i. Try to keep the antenna at least 6 inches away from the wall or other
objects.

II.  Try changing the channel on the WiFi Broadband Router, and your
Access Point and Wireless adapter to a different channel to avoid
interference.

[ll.  Keep your product away from electrical devices that generate RF noise,

like microwaves, monitors, electric motors, etc.

What to do if | forgot my encryption key?

Go back to advanced setting to set up your Encryption key again.
. Reset the WiFi Broadband Router to default setting

How to reset to default?

Ensure the WiFi Broadband Router is powered on

Find the Reset button on the right side

Press the Reset button for 8 seconds and then release.

After the WiFi Broadband Router reboots, it has back to the factory default

settings.
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Appendix A. Spec Summary Table

RJ-45 port, 10/100/1000Mbps,
Ethernet WAN auto-MDI/MDIX 1
RJ-45 port, 10/100/1000Mbps,
Ethernet LAN auto-MDI/MDIX 4
USB Sharing | USB 2.0 for file sharing °
Antenna 2 dBi detachable antenna 2
WPS / USB For WPS connection and USB storage 1
OFF Button remove button
Reset Button | Reset router setting to factory default 1
L Power/Status / USB/ WAN / LAN1 ~ LAN4/
LED Indication WiFi °
Power Jack DC 12V/1.5A switching power adapter 1
Standard IEEE 802.11b/g/n compliance °
SSID SSID broadcast or in stealth mode °
Channel Auto-selection, manually °
Security WEP, WPA, WPA-PSK, WPA2, WPA2-PSK °
WPS WPS (Wi-Fi Protected Setup) °
WMM WMM (Wi-Fi Multimedia °
Ethernet WAN | PPPoE, DHCP client, Static IP, PPTP, L2TP °
\(/:VAN , Auto-reconnect, dial-on-demand, manually °
onnection
IC\I)R_T_-to-Many Virtual server, special application, DMZ o
NAT Session | Support NAT session 20000
SPI Firewall IP/Service filter, URL blocking, MAC control °
DoS DoS (Deny of Service) detection and .
Protection protection
|I§out|ng Static route, dynamic route (RIP v1/v2) °
rotocol
Storage/File FAT16/FAT32, EXT2, NTFS ( Read only) .
Sharing Samba server, FTP server
Media server | UPnP AV media server, iTunes server °
Scheduling FTP
Download HTTP °
management | BitTorrent
Management | SNMP, UPnP IGD, syslog, DDNS °
Administration | Web-based Ul, remote login, backup/restore °
setting

Environment & Certification

Package

CDE570AM-U02, Power adapter, Quick
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Content

Installation Guide, CD

rackagg Device dimension (mm) 185x112x25
nformation
Package dimension (246x210x62mm) .
SP/MP/ZP
Package dimension (214x146x69mm) PP o
Package dimension (290x234x100mm) AP o
Operation Temp.: 0~400C, Humidity 10%~90% o
Temp. non-condensing
St Temp.: -10~700C, Humidity: 0~95%
orage Temp. : °
non-condensing
Home DLNA compliance o
Networking
EMI CE/FCC compliance °
Certification
RoHS RoHS compliance °
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Appendix B. Licensing information

This product includes copyrighted third-party software licensed under the terms of the GNU

General Public License. Please refer to the GNU General Public License below to check the

detailed terms of this license.

The following parts of this product are subject to the GNU GPL, and those software packages

are copyright by their respective authors.

Linux Kernel ~ GPLv2 | Linux-2.6.21
Busybox GPLv2 | busybox_1.3.2
bridge-utils GPLv2 | bridge-utils 1.1
udhcp server  GPLv2 | udhcp-0.9.9
udhcp client

fdisk GPLv2 | util-linux 2.12q

mke2fs, e2fsck
samba
wireless tools
vsfptd

Transmission

GPLv2 | e2fsprogs v1.40.2
GNUvV2 | samba 3.0.20
GPLv2 | wireless tools
GPLv2 | vsftpd-2.0.3

MIT | Transmission-1.74

mt-daapd GNUvV2 | mt-daapd-0.2.4
dnrd GNUv2 | DNRD-2.17
libcurl cURL-7.19.6

OpenSSL BSD | openssl-1.00b3
ntfs-3g GNUv2 | ntfs-3g-2009.4.4
Zebra GNUv2 | zebra-0.95a
Snmpd CMU | snmp-4.1.2

Pptp GNUv2 | pptp-1.7.1
Pppoe GPLv2 | pppoe-3.8
Pppd BSD | ppp-2.4

12tpd GPLv2 | I12tp-0.4
iptables GNUv2 | iptables-1.4.2
tc GNUv2 |iproute2-2.6.11

Availability of source code

Please visit our web site or contact us to obtain more information.
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GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA  02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it.
By contrast, the GNU General Public License is intended to guarantee your freedom to share
and change free software--to make sure the software is free for all its users. This General
Public License applies to most of the Free Software Foundation's software and to any other
program whose authors commit to using it. (Some other Free Software Foundation software is
covered by the GNU Library General Public License instead.) You can apply it to your
programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for this service if you wish), that you receive source code or can get it if
you want it, that you can change the software or use pieces of it in new free programs; and that
you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights
or to ask you to surrender the rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must
give the recipients all the rights that you have. You must make sure that they, too, receive or
can get the source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license
which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone
understands that there is no warranty for this free software. If the software is modified by
someone else and passed on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect on the original authors'
reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the
danger that redistributors of a free program will individually obtain patent licenses, in effect
making the program proprietary. To prevent this, we have made it clear that any patent must be
licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
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GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License.
The "Program”, below, refers to any such program or work, and a "work based on the
Program" means either the Program or any derivative work under copyright law: that is to say,
a work containing the Program or a portion of it, either verbatim or with modifications and/or
translated into another language. (Hereinafter, translation is included without limitation in the
term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License;
they are outside its scope. The act of running the Program is not restricted, and the output
from the Program is covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program). Whether that is true depends on
what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it,
in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to
this License and to the absence of any warranty; and give any other recipients of the Program
a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option
offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or
is derived from the Program or any part thereof, to be licensed as a whole at no charge to
all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause
it, when started running for such interactive use in the most ordinary way, to print or display
an announcement including an appropriate copyright notice and a notice that there is no
warranty (or else, saying that you provide a warranty) and that users may redistribute the
program under these conditions, and telling the user how to view a copy of this License.
(Exception: if the Program itself is interactive but does not normally print such an
announcement, your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and
separate works in themselves, then this License, and its terms, do not apply to those sections
when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Program, the distribution of the whole must be on
the terms of this License, whose permissions for other licensees extend to the entire whole,
and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or

with a work based on the Program) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.
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3. You may copy and distribute the Program (or a work based on it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you also do
one of the following:

a) Accompany it with the complete corresponding machine-readable source code,
which must be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange;
or,

c) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if
you received the program in object code or executable form with such an offer, in accord
with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it.
For an executable work, complete source code means all the source code for all modules it
contains, plus any associated interface definition files, plus the scripts used to control
compilation and installation of the executable. However, as a special exception, the source
code distributed need not include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so on) of the operating system
on which the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a
designated place, then offering equivalent access to copy the source code from the same
place counts as distribution of the source code, even though third parties are not compelled to
copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense or distribute
the Program is void, and will automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Program or its derivative works. These
actions are prohibited by law if you do not accept this License. Therefore, by modifying or
distributing the Program (or any work based on the Program), you indicate your acceptance of
this License to do so, and all its terms and conditions for copying, distributing or modifying the
Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. You may not impose any further restrictions
on the recipients' exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you
from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent license would not permit
royalty-free redistribution of the Program by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain
entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance,

the balance of the section is intended to apply and the section as a whole is intended to apply
in other circumstances.
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It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is implemented by public license
practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to
the author/donor to decide if he or she is willing to distribute software through any other system
and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the
rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the Program
under this License may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among countries not thus excluded. In
such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General
Public License from time to time. Such new versions will be similar in spirit to the present
version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version
number of this License which applies to it and "any later version", you have the option of
following the terms and conditions either of that version or of any later version published by the
Free Software Foundation. If the Program does not specify a version number of this License,
you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES,

INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT
NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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