4.7.1 System Time

i BASIC SETTING

J FORWARDING RULES . SECURITY SETTING ) ADVAHCED SETTING W TOOLBOX

+ System Time e [HELP |
« System Log tem Setting
+ Dynamic DHS b Systermn Time JO068EGH 248 TF 0540049
e v & Get Date and Time by TP Protocal W
« Routing Time Server | time nist.gov ﬂ
. Sehedule Rule Time Zone | (GMT-08:00) Pacific Time (US & Canada) =
v & SetDate and Time using PC's Date and Time
FC Date and Tirme |EDDEﬂE1 0RA5H £ 11:10:01 |
v @ SetDate and Time manually
Date Year: Mnnth: Day:
Tirme Hour[d 023 Minute0 Jo-59) Second(D  [(0-59)

4

Draylight Saving

& Enable @ Dizable

Start hanth : Da\,r: Hour:
End hdanth : Da\,r: Hour:

sz Lunds ]

Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server

Daylight Saving:Set up where the location is.
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4.7.2 System Log

e e e e A b e e e A e b
Multi-Functional Wireless Broadband NAT Router {R1.97f2a)

- HISTRATOR's MAIN MEN I Status 3 r Logout

. BASIC SETTIHG . FORWARDIHNG RULES W SECURITY SETTING ) ADVAHCED SETTING W TOOLBOX

= Systemn Time = gntod [ HELF ]
— ftem Setting Enable

» System Log

+ Dynamic DHS v P Address for Syslogd 192168122 [

« SHMP b IF Address of Outgoing Mail Server W =

& Rauting o SMTF Server IPiFort

+ Schedule Rule o E-mail addresses

o Llsername

| |
| |
« E-mail Subject | |
| |
| |

o Password

b Log Type Systern Activity
Debug Information
b nttacks
EDrupped Packets
b rotice

LVienLons | Save.) wlndo.

This page support two methods to export system logs to specific destination by means of syslog(UDP)
and SMTP(TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslogs will be sent to.
Check Enable to enable this function.

E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).
SMTP Server IP and Port

Input the SMTP server IP and port, which are concated with ":'. If you do not specify port number, the
default value is 25.
For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient,
using ;' or ', to separate these email addresses.
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4.7.3 Dynamic DNS

. ADMINISTRATOR's MAIN MENU + Status » Wizar + Logout

« BASIC SETTING ) FORWARDING RULES « SECURITY SETTING . ADVAHCED SETTING o TOOLBOX

d

o Syatem Tiie « Dynamic DNS [HELP ]
+ System Log Lo Setting
+ Dynamic DHS ¥ DDMS o Disable @ Enable
+ SHMP » Provider | Mo-1F.carm ﬂ
* Routing b Host Mame | |
+ Schedule Rule b Lzername [ E-mail | |

b Password § Key | |

REETER| RN

To host your server on a changing IP address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current IP address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

You have to define:

Provider

Host Name
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Username/E-mail
Password/Key
You will get this information when you register an account on a Dynamic DNS server.

Example:

e e e S R S S B ESS BE S S B eSS S BasS h SB S s e =
Multi-Functional Wireless Broadband NAT Router (R1 .QTI’Za)

i BASIC SETTING « FORWARDING RULES W SECURITY SETTIHNG ) ADVAHCED SETTING W TOOLBOX

| | L L |
&1 amic DNS
< Syelam fime Dnm [ HELP ]
. tem Setting
* System Log
+ Dynamic DS » DDMNS ! Dizable @ Enahle
S ¥ Provider | Mo-IP . carm ﬂ
+ Routing b Host Mame |fae|inux.nc:—ip.cnm |
. Schedule Rule b Usernarme [ E-mail |cnstra@ami1.cnm_mr |
r Password [ Key | |

After Dynamic DNS setting is configured, click the save button.

4.7.4 SNMP Setting
o SHMP Setting [HELP ]
Itern Setting
k Enable SMMP b Local kd Remate
¥ Get Community |F3L|h|i'3 |
b Set Cammunity nrivate |
FAAR Access IP Address |':'-':'-'1':| |
i | Undo |

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and
monitoring network events.

Enable SNMP
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You must check either Local or Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.
WAN Access IP Address

IF the user wants to limit to specific the ip address to access,please input in the item.The default

0.0.0.0 and means every ip of Internet can get some information of device with snmp protocol.
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4.7.5 Routing
(S i S S s s s Ss s

Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

_ADMINISTRATOR'S MAIN MEN ) Status___» Wizard » Logou

. <l BASIC SETTING |  FORWARDING RULES .  SECURITY SETTIHG | . ADVAHCED SETTING . o TOOLBOX |

S o Routing Table [HELP ]

e Item Setting

+ Dynamic DS » Dynamic Routing @ Disable @ RIPY1 @ RIPv2

e b Static Routing & Disable ® Enanle

S D Destination Subnet Mask Gateway Hop  |Enable

. Sehedule Bule 1| [1ezies1230 | |256.265.265.0 | [192.168.1223 | ]| M
2 1182.168.14.0 | 2552552550 | 19216812218 | 1 | |
3| | | ] || | | L]
o L 1] | || [ I~
5| | | ]| || | | L] =
6| | ] || | L ]| =
7 | || | | L] =
8| | i || [ N O~

Lsave.][Llndo ]

Routing Tables allow you to determine which physical interface address to use for outgoing IP data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Dynamic Routing
Routing Information Protocol (RIP) will exchange information about destinations for computing routes
throughout the network. Please select RIPv2 only if you have different subnet in your network.

Otherwise, please select RIPv1 if you need this protocol.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.
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Example:

[1ent?

192,166, 123.X3X g
Submask /Ei,ﬁ Zan
"f!

Fouterl Touter?
o o
it 192.18,123.2 T 101802
J62. 185, .11
[1ignt]
1916000
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 \Y,
192.168.0.0 255.255.255.0 192.168.123.103 1 %

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use the above
table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packets to 192.168.1.11 will go via 192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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4.7.6 Schedule Rule

- ADMINISTRATOR's MAIN MERU r Status + Wizard r Logout
. BASIC SETTING ) FORWARDING RULES W SECURITY SETTING . ADVAHCED SETTING o TOOLBOX
| | | b — |
E U Schedule Rule
* System Time =R
E : ftem Setting
+ System Log
« Dynamic DHS v Schedule [l Enable
e Rule# Rule Name Action
* Routing wSave || AddNew Rule. |

+ Schedule Rule

You can set the schedule time to decide which service will be turned on or off. Select the “enable”

item.

Press “Add New Rule”
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You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

J ADMINISTRATOR's MAIN MENU + Status + Wizard 3 Ll:lil:lut

| . BASIC SETTIHG | < FORWARDING RULES | W SECURITY SETTIHG | ) ADVAHCED SETTIHG o TOOLBOX |

~ Syetem Time U Schedule Rule Setting [HELP ]

.m tem Setting

. DynemicDus | | * Name ofRule 1 | |

T b Systerm Time 200656 248 T 06:07:06

o — Week Day Start Time {hh:mm) End Time (hhzmm)

- Schedule Rule Sunday [ [ ] [ 11
C ] C ]
westesta C ] C ]
Thursday |:| : |:| |:| : l:l
Saturday |:| : |:| |:| : I:l

LSave || Undo || Back |
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:
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Exanplel: Virtual Server — Apply Rule#1 (ftp time: everyday 14:10 to 16:20)

W BASIC SETTING ) FORWARDING RULES W SECURITY SETTING  ADVAHNCED SETTING o TOOLBOX

| e ——— . |
» Virtual Server B iitug Sorver [HELP |
Tnaar el known serices use Schedule rule | (O0wways [ |Gamkiae 'O
« Miscellaneous ID Server IP Service Ports Protocol |Enable | Schedule Rule#

1 102.166.122[33 | 21 | (et | M

2 192.168.122[13 | | || (e | & o]

3 102.166.122/226 | | | [en | & o

4 192.166.122/228 | | | (e | & o

5 192.168.122[218 | | || (e | & o

B 102.466.122/218 | | | (e | & o

7 102.166.122/218 | | | (e | & o

8 192168122218 | | || (e | & o

: 192.168.122)13 | | | (e | & o

10 1ez468.122] | | | (een @ | & o

el it il

Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:10 to 16:20).
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U Outhound Packet Fitter [ HELP ]
ltem Setting
b Outbound Filter b Enable
& Allow all to pass exceptthose match the following rules.
@ Deny all to pass exceptthose match the following rules.
Schedule rule | (00)Always (gl MIDljl
ID Source IP : Ports Destination IP : Ports Enable | Schedule Rule#
il | || HEET N~
2 || | || | | o |
3 || | || | | o
i | || | | o |
5 | | || | | o
6 || | || | | = o |
7| | || | | = o]
il | || | | = o
v gL 0000 DRl LG Ll
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4.8 Toolbox

i BASIC SETTING W FORWARDING RULES W SECURITY SETTING W ADVANCED SETTING ) TOOLBOX

- el o Toolhox
+ Firmware Upgrade
* View Log
+ Backup Setting - Vigw the systermn logs.
+ Reset to Default * Firmware Upgrade

- Prompt the administratar for a file and upgrade it to this device.
+ Reboot

* Backup Setting
* Miscellansous - Sawve the settings of this device to a file.
* Reset to Default
- Resetthe settings ofthis dewice to the default values.
* Rehoot
- Rehootthis device.
* Miscellaneous
- A Address for Wake-on-LAN: Let vou to power up another network device
remotely.

- Domain Mame ar IP address far Ping Test Allow you to canfigure an IP, and
ping the device. ¥ou can ping a secific IP to testwhether itis alive,

4.8.1 System Log
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o System Log

ITEM

AR Type

Cynamic IP Address (R1.89712a)

Display time

SatJun 24 18:145:35 2006

Time

Log

20065FEH248 T4F 06:12:00

Block 00-E0-18-06-BF-24 hecause deny all

20065F6H 248 T4F 06:12:00

Block 00-50-BA-04-D9-B45 hecause deny all

20065FEH 248 T4F 06:12:00

Block 00-20-ED-5F-F3-348 hecause derny all

20065F6H248 TF4F 06:12:01

Block 00-50-80-50-C6-CA because deny all

20065E6H 248 TF4F 06:12:01

Block 00-EQ-18-06-BF-24 hecause deny all

20065FEH248 T4 06:12:01

Block 00-50-18-00-0F-FA because deny all

20065E6H248 T4F 06:12:01

Block 00-50-BA-04-D9-B45 hecause deny all

20065FEH 248 TFF 06:12:01

Block 00-20-ED-5F-F3-348 hecause deny all

20065F6H248 TAF 06:12:02

Block 00-13-D04-29-TA-D4A hecause deny all

200REEH24H FF 06:12:02

Block 00-50-BA-04-09-B45 hecause deny all

20065F6H248 T4F 06:12:02

Block 00-50-BA-04-09-B5 hecause deny all

20065E6H248 T4F 06:12:02

Block 00-20-ED-5F-F3-348 hecause deny all

20065FEH248 T4F 06:12:02

Block 00-50-BA-04-D9-B5 hecause deny all

20065FE6H248 T4F 06:12:02

Block 00-50-18-00-0F-F6 because derny all

20065FEH 248 TR 06:12:02

Block 00-13-D4-BA-23-93 hecause deny all

You can View system log by clicking the View Log button
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4.8.2 Firmware Upgrade

. Firmware Upgrade

Firmware Filename

L8 |

Current firmmeeare wersion is R1.8972a. The updrade pracedure takes about 20 seconds.

Mote! Do not poweer off the unitwhen it is being uporaded.

When the upgrade is done successfully, the unitwill be restarted automatically.

lbligrade,. L Cancel. |

You can upgrade firmware by clicking Firmware Upgrade button.

4.8.3 Backup Setting

File Download %]

\::) Y¥ou are downloading the File:
L]
config.bin From 192.168.123.254

Would vou like to open the fle o save it bo your compuber?

i Open i[ Save ][ Cancel ][Mnrelnfn

[#] Alwaps ask before opening this ype of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once you

want to restore these settings, please click Firmware Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer @

\?() Reset 2l setting to default?

E - ox ;I Cancel J
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You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

\:;i) Reboot right now?

| O ;I Cancel ]

You can also reboot this product by clicking the Reboot button.

4.8.6 Miscellaneous Items

- Miscellaneous kems

[ HELP ]

ftem

Setting

b MAG Address for Wake-on-LAN |

et ]

k Domain Mame or IP address for Ping Test |

L

|Save | Undo |

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely. In order to

enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send

the wake-up frame to the target device immediately.

Domain Name or IP Address for Test

Allow you to configure an IP, and ping the device. You can ping a secific IP to test whether it is alive.
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose
you have been successfully installed one network card on your personal computer. If not, please refer
to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP values for

working with this NAT Router correctly.

A.1 Install TCP/IP Protocol into Your PC

=

Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon and select Configuration tab in the Network window.

w

Click Add button to add network component into your PC.

»>

Double click Protocol to add TCP/IP protocol.

Select Metwork Component Type EE

Click the type of network, component you want to ingtall

&dd...

-'l_ Protacal Cancel

Protacal iz a language’ a computer uses. Computers
muzt uze the zame protocol to communicate.

5. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.

Click OK button to return to Network window.

Select Network Protocol E |

Click the Network Protocol that you want ta install, then click OF. If pou have
E an installation disk for this device, click Hawve Disk.

Manufacturers: Metwork Protocols:
(& Banyan 4 Fast Infrared Pratocol ﬂ
- 1BM 4 IFx/5P¥-compatible Protocol

T Microsoft 4 Microzoft 32-bit DLC
5 Movell 5 Microsoft DLC
i MetBELI

T TCP/P

Hawe Disk. .. |
0K I Cancel |

68



6. The TCP/IP protocol shall be listed in the Network window. Click OK to complete the install

procedure and restart your PC to enable the TCP/IP protocol.

A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card

in the Configuration tab of the Network window.

Hetwork E E |

Configuratian I Identification I Access Control I

The fallowing network, companents are installed:

Add. . | Remove | Properties |

Primary Metwork, Lagaon:
II:Iient for Microzoft Metwarks ;I

File and Print Sharing... |

Dezcrption

TCP/IP is the protocol you uze bo connect to the [nternet and
wide-area netwarks.

(1] I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:

69



a. Select Obtain an IP address automatically in the IP Address tab.

TCP/IP Properties

b. Don’tinput any value in the Gateway tab.

TCP/IP Properhes
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¢. Choose Disable DNS in the DNS Configuration tab.

TCP/IP Properties HE|
Bindings | Advanced | MetBl0S

DM5 Configuration | Gateway I WINS Configuration I IF Addiess

1" Enable DMS

Host I [rormart: I

WS Semer Seanet Wrder

| ) . . | el

Eemave

[anait Stfhy Seanct Wder

| dd

’ Fremave

L1 L

Ok Cancel

B. Configure IP manually

a. Select Specify an IP address in the IP Address tab. The default IP address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxx is between 1 and 253)
for IP Address field and 255.255.255.0 for Subnet Mask field.

TCP/IP Propeties HE|
Bindings | Avanced | MethI0S |

DMS Configuration I Gateway I "wWiMNS Configuration  |F Address

An P address can be automatically azzigned to this computer.
IF wour network, does not automatically aszign P addresses, ask
wour hetwork, adrinigtratar for an address, and then twpe it in
the space below.

" Obtain an IP address autamatically

% Specify an IP address:

IPAddess [192.168.123.115 |

Subnethdask: |255.255.255. 0] |

Ok I Cancel
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b. In the Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCP/IP Properties EE|

Bindings | Advanced | MetBIOS
DMS Configuration  Gateway | WS Configuration I IP Address

The first gateway in the Inztalled G ateway list will be the default.
The addrezz arder in the lizt will be the order in which these
machines are uzed.

Mew gatewan:

192.168.123.254 | sdd |

Ingtalled gatewways:

HEmGEWE |

Ok, I Cancel

c. Inthe DNS Configuration tab, add the DNS values which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCP/IP Properties [ 2] |

Bindings | Advanced | MetBIOS
DS Configuration I G ateway I WwINS Configuration I IF &ddress

' Dizable DNS
—{*¥ Enable DNS

Host: IMyEomputer Daornain: I

DMS Server Search Order
[168. 95 .192. 1] | fidd

168.95.1.1 Eemove

Domain Suffix Search Order

| Eemmve

K. Cancel

1L L
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Appendix B 802.1x Setting

PC 1
(USER A) \ l
\ |
S
Wireless ~
PC2 i Wired LAN
(USER B) ouy
s Authengcator !
192.168.123.254 t
l ;
l Ruthentication Server
~ { Windows 2000 Radius server )
192.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)
1 Equipment Details
PC1:
Microsoft Windows XP Professional without Service Pack 1.
AMIT 531C Wireless Cardbus:3.0.3.0
Driver version:
PC2:
Microsoft Windows XP Professional with Service Pack 1a or latter.
AMIT 561C Wireless Cardbus:1.0.1.0
Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack 3 and
HotFix Q313664 (You can get more information from

http://support.microsoft.com/default.aspx?scid=kb; en-us;313664)

2DUT

Configuration:

73



1.Enable DHCP server.

2.WAN setting: static IP address.
3.LAN IP address: 192.168.123.254/24.
4.Set RADIUS server IP.

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)

using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox“).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4.We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users
upgrade to service pack 1, then they can’t see MD5-Challenge from EAP
type list any more, but they will get a new Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.If choosing use smart card or the certificate as the EAP type, we select to

use a certificate on this computer. (Fig 3)
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4. We will change EAP type to fit the variable test condition.

- Wireless Metwork Connection Properties |E|[E|

General | wWireless Netwnrks| Authentication |.-i‘-.|:|vann:eu:|

Select this ophion to provide authenticated netwark, access for
wired and wirelezz Ethernet networkz,

Enable netwark, access control using IEEE 8021

EAF type: Srmart Card or ather Certificate b
MO 5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer infarmation iz available

[] Awthenticate as guest when uzer or computer information is
unavailable

Ok, l [ Cancel

Figure 2: Enable IEEE 802.1X access control
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Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1.

2.

Download and install the certificate on PC1. (Fig 4)

PC1 choose the SSID of DUT as the Access Point.

. Set authentication type of wireless client and RADIUS server both to

EAP_TLS.

. Disable the wireless connection and enable again.

. The DUT will send the user's certificate to the RADIUS server, and then

send the message of authentication result to PC1. (Fig 5)

. Windows XP will prompt that the authentication process is success or fail

and end the authentication procedure. ( Fig 6)

. Terminate the test steps when PC1 get dynamic IP and PING remote host

successfully.
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Certificates

Intended purpose:

| <All=

Personal | Other People || Intermediate Certification Autharities || Trusted Root Certificatior € *

Is Issued By Expiratia... i
 [Zdrael WirelessC A 21612004 <Mane =
_HF__

Zertificate intended purposes

Wiew

Close

Figure 4: Certificate information on PC1

s Network Connections

File Edit Wiew Favorites Tools  Advanced  Help a'h
&= Bbr! (] B == -

< 2 l? 7 Seatch i Folders

fiddress | € Metwark Cannections v| g

LAN or Hi_g_l'l-Speed Internet

Network Tasks
3 Local Area Connection ‘it eless hlebwork Conpeckion
Wl Create a ned! o Disahled e Atternpting to authenticate
trian LA, D-Link DFE-S30TK PCI Fast Et., [ Ny MInTISE WIrEess e

ﬁ Set up a home or small
~ office nebwark,

Figure 5: Authenticating
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s Network Connections

File Edit Wew Favorites Tools  Advanced Help |';"
\ r- | @) [
< i > I'B‘ 7~ Search b= Folders v
fddress |'t_:; Metwork Connections b | a0

—, # LAN or High-Speed Internet
Metwork Tasks A =

-~ Local Area Connection
w| Create anew . Disabled
connection T/ D-Link DFE-S30Tx PCI Fast EL. ..

ﬂ'l Set up a home or small
— office netwark

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

3. Disable the wireless connection and enable again.

4.The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IP and PING remote host

successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 is on Windows XP platform without Service Pack 1.
2.PC2 is on Windows XP platform with Service Pack 1la.
3.PEAP is supported on Windows XP with Service Pack 1 only.
4.Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enable.
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Appendix C WPA-PSK and WPA

PC1
{USER A) N !
b A I Wan ip:192.168.122.216
N
2 WIS\t g LAN
(USER B) Tl
AdthenSes

"
Lan ip:192.168.123 254

! Authentication Server
! ( Windows 2000 Radius server )

192.168.122.1

Wireless Router: LAN IP: 192.168.123.254
WAN IP: 192.168.122.216

Radius Server: 192.168.122.1

UserA : XP Wireless Card:Ti-11g

Tool: Odyssey Client Manager

Refer to: www.funk.com

Download: http://www.funk.com/News&Events/ody ¢ wpa_preview pn.asp
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Or Another Configuration:

PC1
(USER A) \ !
& \\\ I
Wireless * |
PC2 “* Wired LAN

(SR ) '
192 163 123.254 E

Authentication Server
{ Windows 2000 Rodius server )

192.168.123.33

WPA-PSK

In fact, it is not necessary for this function to authenticate by Radius Server, the client and wireless

Router authenticate by themselves.

Method1:

1. Go to the Web manager of Wireless Router to configure, like below:

Network ID(SSID) 123Kk |
Channe 8 ]

Security ;__yﬂf'lz_'_,_m_._l_:f SK '_ v_":

Key Wode [2sar v

Preshare Key }:123456‘?3

2. Go to Odyssey Client Manager, first choose “Network”
Before doing that, you should verify if the software can show the wireless card.

Open “Adapters”
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Odyszzey Client Manager
getiings Command: Web Help

'ﬁ- Connechion Networks
The following networks are configured:

{:5 Frelics <lary]> Add .
£123kk

“.ﬁ.utu-ﬁcan Lists Properties ...

5_5\ Truzted Servers
Q Adapters

3. Add and edit some settings:

Network Properties

Metwork
’__U___,—o—'—'_'_'_ e e
k. SSIDY): |123kk r—wf)
Metwork name [SSID) |
I Connect to any available network Scan ...
Description [optional]: ]
Mebwork bpes: i-ﬁccass pomt [infrastructure mods]

Ehaneel

Ciation mode:

I
:
2
5
_a
El
o
)

— Authentication -
[T Authenticate using profile: | |
[T Keiswill be oenerated sutomaticaliy for data privacs
Pre: REWP?]——__““‘—«\
pirasE: | 12345678 ____ﬂ—-f””_"r/
¥ Unmask

| OF. I Cancel




4. Back to Connection:

Then Select “Connect to network™ You will see:

Media State . . . . . . . . . . . f Media discon

F ~d
il Cornaction
-

C:“Documents and Settings™fae>ping 192.168.8.247 -t

{ t Profiles
Pinging 192.168.0.247 with 32 bytes of data:
?—'Networks

AutoScan Lis
C:“\Documents and Settings“fae>ping 192.168.0.248 -t @ PR
Pinging 192.168.8.248 with 32 bytes of data: S_S Hited SenEts

.248: hytes=32 time-lns Q Adplers
.248: bhytes=32 time=1ms
.248: bhytes=32 time=ims
.248: bhytes=32 time=ims
.248: bhytes=32 time=ims
.248: hytes=32 time=ims
.248: hytes=32 time=ims
.248: bhytes=32 time=4ms
.248: bhytes=32 time=ims
.248: bhytes=32 time=ims
.248: bhytes=32 time=ims

from 192.168.
from 192.168
from 192.168.
from 192.168.
from 192.168
from 192.168.
from 192.168.
from 192.168
from 192.168.

from 192.168.
from 192.168.

Method2:
1. First, patch windows XP and have to install “Service package 1”
Patch:

Odyssey Client Manager
Settings Commands Web Help

Connection

Adapter: | THET1130 WLAN Adapter
Adapter type:  wireless

J¥ Caonnect to network:

Connection information

Scan

Status: open
Elapzed time: 00:04:13
Metwark (SSID) 123kk
Access paint: 00-50-18-00-0F-F&
Packets infout: 1EE / 246
Reconnect | :Iﬂ] é,

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=5039ef4a-61e0-4c44

-94f0-c25c9delace9
2. Then reboot.

3. Setting on the router and client:

Router:

Metwark ID{SSIDY 123kk
Channel g8 W
Security WRPA-PSK W
ey Moda ASCH
Freshare Key 12345678
Client:

Go to “Network Connection” and select wireless adapter.
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Choose “View available Wireless Networks” like below:
Advanced-> choose “123kk”

Wireless Network Connection Properties

| General T\iireless NEtWDI’i’(S ] Aduancedl

E”X| 123kk properties

agsoeiation | Authentication |

IJze Windows to configure my wireless network, settings Metwark name [SSID): |
Levailable network s: Wirelezs netwark, key
To connect to an available network, click Configure. eqies a key for the following:
1 dale ] Configure
1 amitol — etwark Authentication: | WRA-PSK w |
i JOYCE M ata encryption: | TEIP -
Prefered rietwork s: Metwork key: |
Automatically connect to available networks in the order listed
belaw: Confirm netwark. key: |uuuu |
1 123kk Maove up
tove down ey I
The key iz provided for me automatically
[ Add.. ] [ Femave ] [ Properties l ARER & i :
Learn about sefting up wireless netwark Thiz is & computer-to-computer (ad hoc) network; wireless
confiquration. access painks are not uzed
[ 0K ] ’ Cancel ] [_ 0K J [ Cancel ]
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1
{USER A) N !
b A I Wan ip:192.168.122.216
N
2 WIS\t g LAN
(USER B) Tl
AdthenSes

"
Lan ip:192.168.123 254

! Authentication Server
! ( Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:
1. The UserA or UserB have to get certificate from Radius, first.
http://192.168.122.1/certsrv

account : fael

passwd : fael

Connect to 192.168.122.1

Connecking bo 192.1658.122.1

User name; |ﬁ | v| i

Password: | |

[ |Remember my password

[ Ok, J [ Cancel

2. Then, Install this certificate and finish.

3. Go to the Web manager of Wireless Router to configure, like below:
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Metwark |DiS S04 123kk

Channel ia v'i

Security 1P v |

RADIUS Server P 1921681221 |
RADIUS port 1812 |
RADIUS Shared Key \costra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

Il Profile name: ]1

User Infa | authentication | TTLS Settings | PEAP Settings |

ﬂ Login name: ]fae1

- Pazsword -
v Pemit login using password

7 uze Windows pazsword
" prompt for password
{+ wuze the following passwaord:

ifae'l

¥ Upmask

- Certificate -

W Permit login uzing my certificate:
ifae'l

Wiew . ‘ Browse ... ‘

] | Cancel |

Login name and passwd are fael and fael.

Remember that you get certificate from Radius in Stepl.
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5. Then Choose “certificate” like above.

Select Certificate
Persomal Certificates
lzsued Ta I Izsued By I =
wireless A
i >
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Prafile name: |1

UserInfo Authentication | TTLS Settings | PEAP Setings |

Authentication protocolz, in arder of preference:;
EAP / TLS 2| ¥|
&dd ... |
Remove |

v Walidate zerver certificate

k. Cancel
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7. Go “Network” and Select “1” and ok
Network Properhies rs_(|

i Mehwork,
Metwark, name (55107 11 23kk

[7 Connect to any available network Scan...

Dezcription [optional); ]

M etwark, tupe: J.ﬁ.ccess point [infrastructure mode) _1]

Azzociation mode:

Encryption method: ]TKlF‘ _.11
= Authenticati
¥ Authenticate using profile: -

v Eevs will be generated atomahicaly for data privacy

i~ Pre-zhared key MWFA] -

k. | Cancel
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8. Back to Connection and Select “123kk.

If successfully, the wireless client has to authenticate with Radius Server, like below:

Nebwork.

Odyssey Client

Network name [SS10]: ‘123kk

*You are about to authenticate to an untrusted serverd

To temminate communication, press [Mo]

I Connect to any available network Scan I
Disstintion (ool gé,— To temporarily tust this server, press [Tes]
=5 LR R e '_ To permanently trust this server, check "add this trusted server o
Metwark tupe: the database and press [Yes]

'i?:- Connection onnaction Cottificate chain:

ar ; s Aclapter THET1130%LAN Adapter il il

Azzociation mode: wWielssCa

Q Frafiles Adapter type:  wireless sl 2

. win2000ady. intra. com. ba

Encryption method:

'?-‘ Networks
m Auto-Scan Lists

Authentication

¥ Authenticate using

v Connect to nebwork:

a4 <123k

Connection information

W Kens will be gerers S_ Trusted Servers Status: authenticating M
Elapzed time:
Q Adapters Network (SSID] 123Kk bieahil
Pre-shared key PWPA] <
At 0-50-16-00-0F F& I Add this trusted server to the database
Packets indout: Server name must end with:
I? |
Beconnect Reauthenticate |
Proceed to authenticate with this server?
Yes
9.Result:
from 192_168.122 _219: hytes=32 time=1ms
from 192_168.122 _219: hytes=32 time=1ms
from 192_168.122 _219: hytes=32 time=1ms
[ I | Connection from 192_168.122 _219: hytes=32 time=1ms
-@connection from 192_168.122.219: bytes=32 time=ims
Adapter: THET1130'LAN Adapter =l from 192_168.122.219: bytes=32 time=ims
{ t Profiles Adapter type:  wireless from 192_.168.122_.219: hytes=32 time=1ms
2 from 192 168122 _219: bytes=32 time=ims
-0 atuorks W Connectto network: s <123k =~ from 192_168.122.219: hytes=32 time=lms

@Autoﬁcan Lists
S_ Trusted Servers
Q Adapters

tatug:
Elapsed time:
Metwork [SSID}:
Access point:

Packets infout:

Beconnect

dhniection information

192 168.122 _219:
192 168.122 _219:

from hytes time=1ms

from hytes time=1ms

from 192_168_.122 _219: hytes time=2mz
from 192_168_.122 _219: hytes time=1ms
i from 192_168_.122 _219: hytes time=1ms
123k from 192.168.122_.219: hytes time=1ms
from 192.168.122_.219: hytes time=1ms
00-50-18-00-0F-F8 from 192.168.122.219: bytes=32 time=ims
12673 4 13605 from 192.168.122_.219: hytes time=2ms

192.168.122.219:
192.168.122.219:
192.168.122.219:

from time=2ms

hytes
hytes

from time=1ms

Reauthenticate |

Jll % ~o

from time=1ms

bytes=32

Method 2:

1. The UserA or UserB have to get certificate from Radius,first.

http://192.168.122.1/certsrv

account:fael

passwd:fael
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Connect to 192.168.122.1

Connecking bo 192.1658.122.1

User name; |ﬁ | v| i

Password: | |

[ |Remember my password

L Ok J[ Cancel ]

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:
Metwark ID(S5I0) 123Kk
Channel
Security R, ¥
802.1X Settings
RADIUS Server IP 11921681221 |
RADIUS port 11812 |
RADIUS Shared Key costra |
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Client:

Go to “Network Connection” and select wireless adapter.
Choose “View available Wireless Networks” like below:
Advanced-> choose *“123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:

[ Geneml_I Authentication |_Advanc:ed! Smart Card or other Certificate Properties E”E|

; : ; ; b fing:
Select thiz option to provide authenticated network. access for B COnNeCting

wired and wireless Ethermet networks. ) Use my smart card

riable netwark access contral uzing IEEE 802 14 © Use a gatiicate on this computer

5 v I ifi
: | Smart Card ar other Certificate hd | deeliizacmeEeefbicale

[] Cannect only if server name ends with:

=3 I |
Trusted root certificate authoriby
Authenticate as computer when computer information iz available J

[ Authenticate as guest when wser or computer information is

Lnavailable Use a different user name for the connechion

l 0k ][ Cancel ]

| Gieneral| Wireless Networks | Advanced| Assaciation |'Authentication!
Use Windows to configure my wireless network, settings Metwark narne (5510 T123kk |
Avyailable networks: Wireless netwaork, key

Ta connect ta an available netwark, click Canfigure.

1 dale i Configure

1 amitdd |

{ o 3

Preferred networks:

This network

Metwork Authentication:

ata encypbion:

Automatically connect to available netwarks in the order listed
below: B etk ke | |

1 123kk Move up
dex [advanced) I:I

The key iz provided for me- automatically

b ave dawr Key

,_ Add... ][ Remove ][ Froperties ]

Lean sbout setting up wireless network This i & computer-to-computer (ad hoc| network: wireless
configuration. access point: are not used
0K ] ’ Cancel ] [ 0K _] [ Cancel

Then, if the wireless client wants to associate, it has to request to authenticate.
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Appendix D FAQ and Troubleshooting
What can | do when | have some trouble at the first time?

1. Why can | not configure the router even if the cable is plugged in the ports of
Router and the led is also light?

A: First, make sure that which port is plugged. If the cable is in the Wan port, please change

to plug in Lan port 1 or Lan port 4:

4 K. . 1

Then, please check if the Pc gets ip address from Router. Use command mode as below:

WAN

sswripoonf ig

Jindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IF Addres=s. . . . . 192 _168.123.115
Subnet Mask . . . . 2505 2656 2558
Default Gateway . 192 .168.123.254

If yes, please execute Browser, like Mozilla and key 192.168.123.254 in address.

If not, please ipconfig /release, then ipconfig /renew.

wripoconfig srelease

Jindows IP Configuration

thernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP fAddress. - . - -« = = o = « =
Subnet Mask . . . . . . . . . .
Default Gateway . e e e e e -
sipeconfig Areneuw

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHS Suffix
IP Address. . . . - - . . .
Subnet Mask . . . . . . .
Default Gateway . .

192.168.123.115
255 .255.255.8
192.168.123.254

Whatever | setup, the pc can not get ip. Please check Status Led and refer to the Q2:

2.Why can | not connect the router even if the cable is plugged in Lan port and
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the led is light?

A: First, please check Status Led. If the device is normal, the led will blink per second.
If not, please check How blinking Status led shows.
There are many abnormal symptoms as below:
Status Led is bright or dark in work: The system hanged up .Suggest powering off and on
the router. But this symptom often occurs, please reset to default or upgrade latest fw to try
again.
Status led flashes irregularly: Maybe the root cause is Flash rom and please press reset
Button to reset to default or try to use Recovery mode.(Refer to Q3 and Q4)
Status flashes very fast while powering on: Maybe the router is the recovery mode and

please refer to Q4.

3.How to reset to factory default?

A: There are 2 methods to reset to default.

1. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push the
RESET button down until the M1 and or M2 LED (or Status LED) start flashing, then remove the
finger. If LED flashes about 8 times, the RESTORE process is completed. However, if LED flashes 2

times, repeat.

2. Restore directly when the router power on

First, push the RESET button about 5 seconds (Status will start flashing about 5 times), remove the

finger. The RESTORE process is completed.

4.How to do recovery mode when the router is abnormal ?

A: Allocate a Static IP Address on your computer as below:
Stepl:First, press the reset button and power on the router until Status blinks very ffast.
Step2:Find the Inter Protocol(TCP/IP) Properties from My Network Places and check Properties
of Local Area Network Connection. And click the “General” icon and assign one IP address
which can be from 192.168.123.1 to 192.168.123.253. Here we use the 192.168.123.88 as
the IP address. The Subnet mask must be 255.255.255.0, and the Default gateway must
be 192.168.123.254. Then click “OK” button to complete TCP/IP setup.
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(") Obtain an IP address automatically
(#)iJze the following IF address:

IP address: 192 168 123 . B4
Subnet mazk: SRR ZRE O ZRE . 0
Default gateway: 192 168 . 123 . 2584

Step2: Open the command mode and input “cmd” then check if the router replies to ping
192.168.123.254

Run E]@

~ Twpe the name of a program, folder, document, or
= Internet resource, and Windows will open it For wou,

En: L

g

l ik ] [ Cancel ] [ Browse. ..

swrping 192 .168.123.254
inging 192.168.123.254 with 32 bytes of data:

eply from 192.168.123.254: huytes=32 time<ims TTL=64
eply from 192_.168.123_.254: hytes=32 time<ims TTL=64
eply from 192.168.123.254: huytes=32 time<ims TTL=64

Step3:Please use the exe-file of fw and click as below:

Firmware Upgrade Utility ﬂ

Select one device. Or pou can input IP marnually ;

|'I 92168.123.254 craszh j Refrezh
|lpgrade E wit

Press Upgrade Button To Upgrade Router

Then click” Upgrade” if necessary, please input password “admin” .Then reset to default and refer to
Q1 How to connect Router.

However, if those methods can not make the router normal, please send the unit to the seller to check,
thanks.

5.Why can | not connect Internet even though the cables are plugged in Wan
port and Lan port and the leds are blink. In addition, Status led is also normal
and I can configure web management?

94



A: Make sure that the network cable from DSL or Cable modem is plugged in Wan port of Router and

that the network cable from Lan port of router is plugged in Ethernet adapter. Then, please check

which wan type you use. If you are not sure, please call the isp. Then please go to this page to input the

information isp is assigned.

- Choose WAN Type

Type Usage
i Static IP Address ISP assigns you a static [P address.
@ Dynamic IP Address Obtain an IP address from ISP automatically,
& Dynamic IP Address with Road Runner Session Management.(e.g. Telstra BigPond)
& PPF over Ethermet Some 13Ps require the use of PPPOE to connect to their senices.
@ FFTP Some 13Ps require the use of PPTF to connect to their senices.
@ LITP Some |SPs require the use of L2TP to connectto their senvices.

T T

6.When | use Static IP Address to roam Internet, I can access or ping global IP
202.93.91.218, But | can not access the site that inputs domain name, for example
http://espn.com ?

A: Please check the dns configuration of Static IP Address. Please refer to the
information of ISP and assign one or two in dns item.

How do | connect router by using wireless?

1.How to start to use wireless?
A: First, make sure that you already installed wireless client device in your computer. Then check the

Configuration of wireless router. The default is as below:

- Wireless Setting [ HELP ]
tem Setting

F Wireless & Enable ® Disahle

» Metwark ID{SSID) \default

b Wireless Mode W Mixed @ 11gonly

» 5510 broadeast & Enable @ Disable

k Channel

F Security | Hone ﬂ

it llliine] | DS Setlinel | MAC Address Control.., |
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About wireless client, you will see wireless icon:

L4 "-.i-'g

Then click and will see the ap list that wireless client can be accessed:

< = default Signal Strength: panllll
Related Tasks "“'r Mon-secure wireless network,
Change preferred ¢~ BombTest Signal Strength: ol
wireless netwark 'qr’ Security-enabled wireless network, al
]
4 Learn about wireless '

If the client can not access your wireless router, please refresh network list again. However, | still can

not fine the device which ssid is “default”, please refer to Q3.

Metwork Tasks Choose a wireless network
Refresh Click. an item in the lisk below to connect to a wireless network in range or to get more
2 network list informatior,
< = default Signal Strenath: oon
'qr Mon-secure wirgless nebwork Connected

Choose the one that you will want to connect and Connect:

g * default Signal Strenath: | 111

S L
Related Tasks I Mon-secur

|ill Change preferred _— : ' = = - —
e Wire less Metwork Connection

\y Learn about wirels
networking

"default” does not require a network key, Information sent over this network is ]
not encrypted and may be visible to others,

l.;

)., hange settings ol
ﬁ’ conneckion

If vou are sure you want ko connect to this network, dlick Connect, Otherwise,

click Cancel, ]

Connect | Cancel | ]

If successfully, the computer will show

-
j‘,} Wireless Network Connection 5 is now connected | X

Speed: 54.0 Mbps

nmand Prompt | Y untitled - Paint | « &\?E‘l

and get ip from router:
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thernet adapter Wireless Metwork Connection 5:

Connection—=specific DNS Suffix
IP Addres=. . . . .
Subnet Mask . . . .
Default Gateway . .

192.168.123.165
255.255.255.8
192.168.123.254

2.When I use AES encryption of WPA-PSK to connect even if | input the correct
pre-share key?

A: First, you must check if the driver of wireless client supports AES encryption. Please refer to the

below:
Related Tasks [ Mon-secure wireless network
F Change preferred > 217 Signal Strength: gl
wireless network F

Secutity-enabled wireless network,

: . Learn about wirgless
i

networking " Z2yXEL Signal Strength: ool
o Change sethings of this I hon-secure wireless network,
¥ connection
" Maron2 Signal Strength: ool

If SSID is default and click “Properties” to check if the driver of wireless client supports AES

encryption.

default properties T x

Azzociation | Authentication | Connection

Metwork, name [SSI0):

Wirelesz netwark ke

T hiz netwark requires a key for the fallowing:

Metwork Authentication: WwWRA-PSE,
D ata encryption: AES -
M etwork, ke

Confirmn netwaork, key:

Cancel
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3.When I use wireless to connect the router, but I find the signal is very low even
if I am close to the router?

A: Please check if the wireless client is normal, first. If yes, please send the unit to the seller and verify

What the problem is.
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FCC statement in User's Manual (for class B)

"Federal Communications Commission (FCC) Statement

This Equipment has been tested and found to comply with the limits for a class B digital

device, pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses and can radiate radio frequency energy and, if not installed and used in accordance with

the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment

does cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by

one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.



FCC Caution:

1.The device complies with Part 15 of the FCC rules. Operation 1s subject to the following

two conditions:
(1) This device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that may

cause undesired operation.

2.This device and its antenna(s) must not be co-located or operating in conjunction with
any other antenna or transmitter.

2. Changes or modifications to this unit not expressly approved by the party responsible
for comphance could void the user authority to operate the equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled

environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.





