4.7.1 System Time

. BASIC SETTING

W FORWARDING RULES

W SECURITY SETTING

. ADVAHCED SETTING W TOOLBOX

+ System Time

O Systemn Time

[HELP ]

ftem

Setting

* System Log
 Dymarmic DHS b System Time 20065E6H 248 F4F 054048
R b @ Get Date and Time by NTP Protocol [gyeblaade]
- i Time Server |time.nist.gov ﬂ
Time Zone | (GMT-08:00) Pacific Time (US & Canada) =

+ Schedule Rule

» & SetDate and Time

using PC's Date and Time

FiZ Date and Time

|EDDE£E1DH5EI EF 111001

» ® SetDate and Time

manually

Date Year: Month: Dray:
Time Hourfo 023 MinuteD  (0-59) Second(D  [(0-59)

r Daylight Saving

& Enable @ Disable

Start tianth : Da\,r: Hnur:
End tanth : Da\,r: Hnur:

(e ] unee |

Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server

Daylight Saving:Set up where the location is.
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4.7.2 System Log

|
Multi-Functional Wireless Broadband NAT Router (R1.9712a)

. ADMINISTRATOR's MAIN MERU + Status + Wizard 3 Ll:lil:lu‘l

i BASIC SETTING W FORWARDING RULES J SECURITY SETTING ) ADVANCED SETTING W TOOLBOX

System Lo

» System Time = 4 [HELP ]
kem Setting Enable

+ System Log

+ Dynamic DHS b IP Address for Syslogd 1921681 22.|:| [

+ SHMP b IP Address of Outgoing hail Server W =]

s o SMTF Server IPIPaort

o o E-mail addresses

| |
| |
» E-rnail Subject | |
| |
| |

e Lzarname
& Password
¥ Log Type ] Systam Activity
mDebug Information
bl pttacks
mDerped Packets
b Motice

g log | Save [l Undo |

This page support two methods to export system logs to specific destination by means of syslog(UDP)

and SMTP(TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslogs will be sent to.
Check Enable to enable this function.

E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).
SMTP Server IP and Port

Input the SMTP server IP and port, which are concated with ":'. If you do not specify port number, the
default value is 25.
For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient,
using ;' or ', to separate these email addresses.
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4.7.3 Dynamic DNS

. ADMINISTRATOR's MAIN MENL + Status + Wizard 3 Lnil:lut

. BASIC SETTING W FORWARDING RULES i SECURITY SETTING ) ADVAHCED SETTIHG W TOOLBOX

amic DHS
+ Systemn Time =B LHELE]
kem Setting

+ Sy=tem Log
+ Dynamic DS » DOME i Dizable @ Enahble
T » Provider |N|:|-IF'.ct|m ﬂ
+ Routing b Host Mame | |
+ Schedule Rule b Username f E-mail | |

b Password I key | |

To host your server on a changing IP address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current IP address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

You have to define:

Provider

Host Name
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Username/E-mail
Password/Key
You will get this information when you register an account on a Dynamic DNS server.

Example:

[ e
Multi-Functional Wireless Broadband NAT Router (R1.97f2a)

- ADMINISTRATOR's MAIN MEHRU + Status + Wizard » Luil]ut

i BASIC SETTIHG W FORWARDIHG RULES W SECURITY SETTING ) ADVAHCED SETTING W TOOLBOX

| | L S ——— |
armic DHS
+ System Time R LELE]
' tem Setting
+ Sy=tem Log
« Dynamic DHS » DOMS @ Dizahle @ Enable
— ¥ Provider | Mo-IP.com ﬂ
T » Host Mame |fae|inu}{.n0—ip.c0m |
+ Schedule Rule v Username | E-rmail |costra@amit.cnm_lw |
b Password f Key | |

After Dynamic DNS setting is configured, click the save button.

4.7.4 SNMP Setting
O SHMP Setting [ HELP ]
item Setting
» Enahle SNMP b Local kel Remote
¥ Get Community |F'Ub|it |
b Set Cammunity nrivate |
b WAN Access IP Address |U-D-U-U |
B | Undo |

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and
monitoring network events.

Enable SNMP




You must check either Local or Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.
WAN Access IP Address

IF the user wants to limit to specific the ip address to access,please input in the item.The default

0.0.0.0 and means every ip of Internet can get some information of device with snmp protocol.
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4.7.5 Routing
e S A S s b

Multi-Functional Wireless Broadband NAT Router (R1.9712a)

L ADMINISTRATOR'S MAIN MENU » Status  » Wizard > Lniuut

| W BASIC SETTIHG | W FORWARDING RULES | ) SECURITY SETTIHG | ! ADVAHCED SETTIHG | o TOOLBOX |

B T Routing Table [HELP ]

T e Item Setting

+ Dynamic DHS » Dynamic Routing @® Disable @ RIPY1 @ RIPy2

L b Static Routing @ Disable @ Enable

e D Destination Subnet Mask Gateway Hop  |Enable

* Gehedule Rule 1 [192.168.1230 | |256.265.265.0 | 1821681223 | [ | | &
2 [162.168.18.0 | |256.255.2550 | (18216812218 | 1 | | &
3| | ]| | | | ]| =
o | || | | | | (L ]| =
5| | ]| | | | | ]| =
6| | ||| | | | (L ]| =
7| | || | | | | (L ]| =
8| | L | | | | [ ]| =

[save ][ undo ]

Routing Tables allow you to determine which physical interface address to use for outgoing IP data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Dynamic Routing
Routing Information Protocol (RIP) will exchange information about destinations for computing routes
throughout the network. Please select RIPv2 only if you have different subnet in your network.

Otherwise, please select RIPv1 if you need this protocol.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.



Example:

192,188,123, X0¥
Submask {Ei‘f ﬁé‘i’f’ﬁ’g 7

i [1ient?

Fouterl Vi Router?
— -
it 19, 168,128,216 T 10180
I6e. 185, .11
[1igntd
1916008
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 \Y,
192.168.0.0 255.255.255.0 192.168.123.103 1 \

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use the above
table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packets to 192.168.1.11 will go via 192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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4.7.6 Schedule Rule

. ADMINISTRATOR's MAIN MENU r Status F Wizard r Logout
o BASIC SETTING o FORWARDIHG RULES o SECURITY SETTING I ADVANHCED SETTING o TOOLBOX
| | | LS | |
: 4 Schedule Rule
+ System Time [HELP
E ftem Setting
* Sy=stem Log
« Dynamic DS b Schedule [ Enahle
« SHMP Rule# Rule Hame Action
- Routing lSave, || AddHew Rule,, |

+ Schedule Rule

You can set the schedule time to decide which service will be turned on or off. Select the “enable”

item.

Press “Add New Rule”
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You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

J ADMINISTRATOR's MAIN MENU b Status + Wizard 3 Ll:lil:lut

L BASIC SETTING U FORWARDING RULES L SECURITY SETTING ) ADVANCED SETTING U TOOLBOX
| | | L) |
;m’ o Schedule Rule Setting [ HELP ]
.; Sy=temn Log . ftem
." Mymamic DHS F Mame of Rule 1 | |
- SHMP v System Tirme 200668 248 F4F 06:07:06
N Routing Week Day Start Time (hh:zmm) End Time (hhzmm)
. Schedule Rule Sunday [ ] [ ]
) C ]
Wednesday I:ll:l I:ll:l
Thursday I:ll:l I:ll:l
C L] ]
Saturday l:ll:l I:Il:l
LSave | Undy || Back |
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:
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Exanplel: Virtual Server — Apply Rule#1 (ftp time: everyday 14:10 to 16:20)

- ADMINISTRATOR's MAIN MENU + Status F Wizard 3 Ll]il]ul

i BASIC SETTING ) FORWARDING RULES W SECURITY SETTING W ADVAHCED SETTING W TOOLBOX

. — . . .
+ Virtual Server =IO =R
e Well known serices use Schedule rule | (O0Aways [l (Gamdad 0|~ &
« Miscellaneous ID Server IP Senvice Ports Protocol |Enable| Schedule Rule#

1 192.168.122(33 | 21 || (et | M

2 192.168.122[13 | | | | [eonfm | & o

3 102166.122/226 | [ V| (et | & o

4 102.168.122/228 | [ V| (e | & o

5 102.168.122/218 | | V| (een @ | & o

B 192168122218 | | | | [eon i | & o

7 192.168.122218 | | | | [eon @ | & o

8 102.168.122/218 | | V| (een @ | & o

9 102468.122)13 | [ V| (e | & o

10 192168.122] | | || [pn [ | & o

elelon L gae /L Udo )

Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:10 to 16:20).
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O Outbound Packet Filter [HELP ]
ftem Setting

» Qutbound Filter b Enable

@ Allow allto pass exceptthose match the fallowing rules,

@® Deny all to pass except those match the following rules.

Schedule rulel onaways (3 |aSamuag 0 |j|

ID Source IP : Ports Destination IP : Ports Enable | Schedule Rule#
il | || eI
2 || | || | | M o
3 || | || | | o
1 | || | | o
5 || | || | | o
6 || | || | | = o]
7| | || | | & o
8 || | || | | = o
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4.8 Toolbox

i BASIC SETTING W FORMWARDING RULES i SECURITY SETTIHNG W ADVAHCED SETTIHG ) TOOLBOX

+ View Log o Toolbox
+ Firmware Upgrade
* Yiew Log
* Backup Setting - Wiew the systern logs.
+ Reset to Default * Firmware Upgrade

- Prompt the administrator for a file and upgrade it to this device.

* Backup Setting
- Save the settings of this device to afile.

+ Reboot

+ Miscellaneous

* Reset to Default
- Resetthe settings ofthis dewice to the default values.
* Rehoot
- Rehoot this dewice.
* Miscellaneous
- MAC Address for Wake-on-LARN: Let vou to power up another netwark device
rermaotely.

- Domain Name ar IP address far Ping Test: Allow you to canfigure an 1P, and
ping the device. ¥ou can ping a secific 1P to test whether itis alive.

4.8.1 System Log
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o Systemn Log

ITEM

AR Type

Cvnamic 1P Address (R1.89712a)

Display time

SatJun 24 18:145:35 2006

Time

Log

20065F6H 248 T-F 06:12:00

Block 00-E0-18-06-BF-24 hecause deny all

20065F6H 248 TF 06:12:00

Block 00-50-BA-04-D9-B45 hecause deny all

20065F6H 248 T4 06:12:00

Block 00-20-ED-5F-F3-34 hecause deny all

20065F6H 248 F4F 061 2:01

Block 00-50-80-50-C6-CA because deny all

20065E6H 248 F4F 06:12:01

Block 00-E0-18-06-BF-24 because deny all

20065F6H 248 F4F 06:12:01

Block 00-50-18-00-0F-FA because deny all

20065E6H 248 TF4F 06:12:01

Block 00-50-BA-04-D9-B45 hecause deny all

200688E6H 248 T4F 06:12:01

Block 00-20-ED-5F-F3-34 hecause deny all

20065F6H 248 TF 06:12:02

Block 00-13-04-29-TA-Da hecause deny all

2006EE6H 248 T4 06:12:02

Block 00-50-BA-04-09-B5 hecause deny all

20065F6H 248 T-F 06:12:02

Block 00-50-BA-04-09-B5 hecause deny all

20065E6H 248 T4 06:12:02

Block 00-20-ED-5F-F3-34 hecause deny all

20065F6H 248 TF 06:12:02

Block 00-50-BA-04-09-B5 hecause deny all

20065F6H 248 T-F 06:12:02

Block 00-50-18-00-0F-F6 because deny all

20065F6H 248 TFF 06:12:02

Block 00-13-D4-BA-23-93 hecause deny all

You can View system log by clicking the View Log button
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4.8.2 Firmware Upgrade

o Firmware Upgrade

Firmware Filename

Las. |

Current firmmaeare version is B1.97f2a. The upgrade procedure takes ahout 20 seconds.

klotel Do not power off the unitwhen itis heing upgraded.

When the upgrade is done successfully, the unitwill be restarted automatically.

labligrade, /| Cancel,

You can upgrade firmware by clicking Firmware Upgrade button.

4.8.3 Backup Setting

File Download X

:) You are downloading the file:
(]
config.bin from 192.168.123.254

Would you like to open the fle o save it to your computer?

E__%pen i [ Save ][ Cancel ] [ More Infao

[+] &lvaays ask before opening this type of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once you

want to restore these settings, please click Firmware Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer @

\?() Reset 2l setting to default?

E ok ;I Cancel ]
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You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

‘i) Reboot right now?

'y \‘“.

E ok 3[ Cancel ]

You can also reboot this product by clicking the Reboot button.

4.8.6 Miscellaneous Items

- Miscellaneous kems

[ HELP ]

ftem

Setting

F MAC Address forWake-on-LAMN |

et

¥ Damain Mame ar IP address for Ping Test |

Lfing]

ve, Lo,

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely. In order to

enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send

the wake-up frame to the target device immediately.

Domain Name or IP Address for Test

Allow you to configure an IP, and ping the device. You can ping a secific IP to test whether it is alive.
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose
you have been successfully installed one network card on your personal computer. If not, please refer
to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP values for

working with this NAT Router correctly.

A.1 Install TCP/IP Protocol into Your PC

=

Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon and select Configuration tab in the Network window.

w

Click Add button to add network component into your PC.

»>

Double click Protocol to add TCP/IP protocol.

Select Hetwork Component Type EE

Click, the type of network, component pou want bo install

&dd...

-'l_ Protacal Cancel

Protocol iz a language’ a computer uges. Computers
muzt uze the zame protocol to communicate.

5. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.

Click OK button to return to Network window.

Select Metwork Protocol

Click the Metwork Protocol that you want to install, then click QK. [f you hawve
ﬁ at installation disk, for this device, click Have Dizk.

Manufacturers: M etwork, Probocols:

5~ Banyan 4 Fast Infrared Pratocal ﬂ
g 4 IFx/SF*-compatible Protocol

T Microsaft i Microsaft 32-kit DLC

4 Movel ¥ Microsoft DLC

Have Disk... |
Q. I Cancel |
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6. The TCP/IP protocol shall be listed in the Network window. Click OK to complete the install

procedure and restart your PC to enable the TCP/IP protocol.

A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card

in the Configuration tab of the Network window.

Metwork |

Configuration I Identifiu:atiu:unl Access D:untru:ull

The follawing network. components are installed:

Add. . | Remove | Properties |

Prirmary Metwork, Logan:
Client for Microzoft Metworks LI

File and Print Sharing... |

Dezcription

TCFAP iz the protocal you uze to connect to the Internet and
wide-area networks.

0k I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
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a. Select Obtain an IP address automatically in the IP Address tab.

TCP/IP Properties

b. Don’tinput any value in the Gateway tab.

TCP/IP Properhes
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¢. Choose Disable DNS in the DNS Configuration tab.

TCP/IP Properties HE|
Bindings | Advanced | MetBl0S

DM5 Configuration | Gateway I WINS Configuration I IF Addiess

1" Enable DMS

Host I [rormart: I

WS Semer Seanet Wrder

| ) . . | el

Eemave

[anait Stfhy Seanct Wder

| dd

’ Fremave

L1 L

Ok Cancel

B. Configure IP manually

a. Select Specify an IP address in the IP Address tab. The default IP address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxx is between 1 and 253)
for IP Address field and 255.255.255.0 for Subnet Mask field.

TCF/IP Properties K E |
Bindings | Advanced | NetBIOS |

DMS Configuration I Gateway I WIMS Configuration 1P Address

A P address can be automatically azzigned to thiz computer.
|F wour netwark, does not automatically aszign [P addresses, ask
wour netbwork, adrminigtratar for an address, and then type it in
the space below.

" Obtain an [P address autamatically

% Specify an IP address:

IPAddress [192.168.123.115 |

Subnetbask: |255.255.255. 0] |

Ok I Cancel
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b. In the Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCP/IP Properties EE |

Bindings | Advanced | MetBI0S |
DMS Configuration  Gateway I WIS Configuration I IP Addiezs

The first gateway in the Installed G ateway list will be the default.
The addreszs order in the list will be the order in which theze
machinez are uzed.

MHew gatewan:

192.168.123.254 | sdd |

Inztalled gateways:

EEmave |

Ok I Cancel

c. Inthe DNS Configuration tab, add the DNS values which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCPAP Properties [ 2] |

Bindings | Advanced | NetBI0s |
DNS Configuration | Gateway I WwINS Configuration I IP Address

" Disable DNS
—{* Enable DN5

Host: IMyEumputer Daornain: I

DMS Server Search Order
1168. 95 .192. 1] | fid

168.95.1.1 Eemave

Domain Suffix Search Order

’ Eemmve

k. Cancel

UL
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Appendix B 802.1x Setting

PC 1
(USER A) \ |
5,
S
Wireless ~ !
PC2 i Wired LAN
(USER B) ouy
s Authandcator !
192.168.123.254 ?
l i
l Ruthentication Server
~ { Windows 2000 Radius server )
1592.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)
1 Equipment Details
PC1:
Microsoft Windows XP Professional without Service Pack 1.
AMIT 531C Wireless Cardbus:3.0.3.0
Driver version:
PC2:
Microsoft Windows XP Professional with Service Pack 1a or latter.
AMIT 561C Wireless Cardbus:1.0.1.0
Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack 3 and
HotFix Q313664 (You can get more information from

http://support.microsoft.com/default.aspx?scid=kb; en-us;313664)

2DUT

Configuration:
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1.Enable DHCP server.

2.WAN setting: static IP address.
3.LAN IP address: 192.168.123.254/24.
4.Set RADIUS server IP.

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)

using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox®).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4.We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users
upgrade to service pack 1, then they can’t see MD5-Challenge from EAP
type list any more, but they will get a new Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.If choosing use smart card or the certificate as the EAP type, we select to

use a certificate on this computer. (Fig 3)
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4. We will change EAP type to fit the variable test condition.

- Wireless Network Connection Properties E|r5__(|

| General | ‘wireless Netwnrks-g Authentication I.:ﬁ.dvanced;

Select thiz option to provide authenticated network, access for
wired and wirelezs Ethemet netwarks,

Enable network. access control using IEEE 8027

EAF tppe: Smart Card or ather Certificate W
kD 5-Challenoe

Smart Card or other Certificate

Authenticate as computer when computer information iz available

[] Authenticate as guest when uzer or computer information iz
unavailable

Ok, ][ Cancel J

Figure 2: Enable IEEE 802.1X access control
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Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1.

2.

Download and install the certificate on PC1. (Fig 4)

PC1 choose the SSID of DUT as the Access Point.

. Set authentication type of wireless client and RADIUS server both to

EAP_TLS.

. Disable the wireless connection and enable again.

. The DUT will send the user's certificate to the RADIUS server, and then

send the message of authentication result to PC1. (Fig 5)

. Windows XP will prompt that the authentication process is success or fail

and end the authentication procedure. ( Fig 6)

. Terminate the test steps when PC1 get dynamic IP and PING remote host

successfully.
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Certificates

Intended purpose: <hll= LTe |

| Personal | Other People !i Intermediate Certification &utharities || Trusted Roat Certificatior € *

Is Iszued By Expiratia. .. {2
¢ [=krae1 wirelessCa 2/6/2004 <None =

Certificate intended purposes

Wi

| Zlose

Figure 4: Certificate information on PC1

*s Network Connections

Edit ‘iew Favorites Tools  Advanced  Help a"’

File

™

\_) Back, \__,J LE ).F) Search [L_ Falders v

‘;}. Metwark Connections hd | G0
LAN or High-9peed Internet

Address

|

Network Tasks =
Local Area Connection ‘Wire|ges hlabaork Coopackion
G| Create 4 ne o Disahled K aktemnpting to authenticate
conneckion i R = T o

T __M_ D-Link DFE-530T% PCI Fast Ek... T~ Mol
) Setup ahome or small == Y
~office netwark

Figure 5: Authenticating
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" Network Connections

File Edit Wiew Favorites Tools  Advanced  Help

\_J i \_J lw /_\J Search i Falders v

A=

X
'1;

Address e._'_ Metwark Connections

CE

A LANor Higl_1_—5peed Internet
Network Tasks

3 Local Area Conneckion

.'d Disabled
T D-Link DFE-S30TH PCI Fast EL. ..

% Create anew
conneckion

#) Set up a home or small
"~ office network.

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

3. Disable the wireless connection and enable again.

4. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IP and PING remote host

successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 is on Windows XP platform without Service Pack 1.
2.PC2 is on Windows XP platform with Service Pack 1a.
3.PEAP is supported on Windows XP with Service Pack 1 only.
4.Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enable.

78




Appendix C WPA-PSK and WPA

PC1
(USER A) hY i
h \5\\ i Wan ip:192.168.122.216
N
2 WIEESS ot g LN
(USER B) E‘
Authendtatol

"
Lan 1p:192.168.123.254

! Authentication Server
! ( Windows 2000 Radius server )

192.168.122.1

Wireless Router: LAN IP: 192.168.123.254
WAN IP: 192.168.122.216

Radius Server: 192.168.122.1

UserA : XP Wireless Card:Ti-11g

Tool: Odyssey Client Manager

Refer to: www.funk.com

Download: http://www.funk.com/News&Events/ody ¢ wpa preview_pn.asp
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Or Another Configuration:

PC 1
(USER A) N |
-
o
Wireless *
PC2 “\ . Wired LAN
(USER B)
192168123254 E
Authentication Server
( Windows 2000 Rodius server )
192.168.123,33
WPA-PSK

In fact, it is not necessary for this function to authenticate by Radius Server, the client and wireless

Router authenticate by themselves.

Method1:

1. Go to the Web manager of Wireless Router to configure, like below:

Network ID(SSID) 1234k |
Channel 8 |

Security ;__yﬂf'lz_'_,_m_._l_:f SK '_ v_":

Key ode (2sc1 v

Preshare Key ;:123456?3

2. Go to Odyssey Client Manager, first choose “Network”
Before doing that, you should verify if the software can show the wireless card.

Open “Adapters”
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Odyssey Client Manager
Sethngs Commandz Web Help

'ﬁ- Connechion Networks
The following networks are configuned;

g Profiles P Add .
123kk>

ﬁ.ﬁ.utu-s can Lists Properties ...

Q Truzted Servers
Q Adapters

3. Add and edit some settings:

Network Froperties

Metwork
’__U___,—o—'—'_'_'_ e
k SSID) 1123kk r—W)
Hetwork name ($51D) |
I Connect to any available neteork Scan ...
Descrption [optional]: ]
Metwork bpe: i-ﬁccaas pomt [infragtructure mods]

Ehyanrel

Ciation mode:

I
:
2
5
3
El
o
)

— Authentication -
T Authenticate using profils; | ]
[T Eeiswill b oenerated auomaticaliy for data privacs
Pre- T@WP?]——___“‘—«\\
i aeE: I 12345678 —_f_#_ﬂ_ﬂ__,.-/
¥ Unmask

| OE. I Cancel




4. Back to Connection:

Then Select “Connect to network” You will see:

Media State

C:“Documents and Settings“faerping 192.168.8.247 -t

Pinging 192.168.0.247 with 32 bytes of data:

C:“\Documents and Settings“fae>ping 192.168.0.248 -t

Pinging 192.168.08.248 with 32 bytes of data:

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168
168.
168.
168
168.
168.
168
168.

.248:
.248:
.248:
248:
.248:
.248:
248:
.248:
.248:
248:
.248:

from
from
from
from
from
from
from
from
from

bytes=32
bytes=32
bytez=32
bytez=32
bytez=32
bytez=32
bytez=32
bytes=32
bytes=32
hytes=32
hytes=32

from
from

Method2:

Odyssey Client Manager

Media discon

= "
= = Connection
-

{ ¢ Profiles

'?"' Netwaorks
@Auto-Scan Lists
S_S Trusted Servers
Q Adapters

time=1lms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=1ms
time=4ms
time=1ms
time=1ms
time=1ms

1. First, patch windows XP and have to install “Service package 1”

Patch:

Settings Commands Web Help

Connection
Adapter: | THET1130W/LAN Adapter
Adapter type:  wireless

J¥ Connect to network:

Connection information

Scan

Status: open

Elapsed time: 00:04:13

Metwark (SS1D) 123kk

Access paint: 00-50-18-00-0F-F8
Packets infout: 166 / 246

Reconnect

|l

http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=5039ef4a-61e0-4c44

-94f0-c25c9delace9
2. Then reboot.

3. Setting on the router and client:

Router:

Metwork ID(SSID)
Channel

Security

Key Mode

FPrashare Key

Client:

123kk
B W
WWRA PSS W
ASCl

W

12345678

Go to “Network Connection” and select wireless adapter.
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Choose “View available Wireless Networks” like below:
Advanced-> choose “123kk”

Wireless Network Connection Properties

| General T\ﬁl’e'ESS NElWDIkS . Advanced|

E”X| 123kk properties

Agsociation | Authentication |

IJze Windows to configure my wirelezs network settings Metwaork name (5510 | 123kk
Aevailable netwarks: WWirelezs network ke
To connect o an available netwark, click Configure. T
1 dale o Configure
i amit0l | etwork Authentication: |W'F'A-F'SK ~ |
1 JOYCE M ata encryption: | TEIP "
Prefemed networks: Metwork kew |
Automatically connect to available networks in the order lizted
belaw: Confirm netwark key: |uuuu |
1 123kk Maove up
Move down Keyi I
The key iz provided for me automatically
[ Add... l [ Femave ] [ Froperties ] A = i :
Learn about setting up wireless netwark Thiz is a computer-to-computer [ad hoc] network; wirsless
confiqurstion. ACCESS pOinks are not uzed
’_ 0K ] [ Cancel ] [ 0K J [ Cancel ]
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1
(USER A} N |
A \5\\ i Wan ip:192.168.122.216
N
2 WIEKSS gt e L
(USER B) E‘
Autheniesiol

"
Lan 1p:192.168.123.254

! Authentication Server
! ( Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:
1. The UserA or UserB have to get certificate from Radius, first.
http://192.168.122.1/certsrv

account : fael

passwd : fael

Connect to 192.168.122.1

ki

Connecking ko 192.165.122.1

Lser narme; | | “w |

Passwiord; | |

[ ]remember my passwaord

[ Ok J[ Cancel ]

2. Then, Install this certificate and finish.

3. Go to the Web manager of Wireless Router to configure, like below:
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Metwork ID(SSI0) 123kk

Channeal i v|

Security 5‘4?& :I

RADIUS Server IP 11921681221 |
RADIUS port 1812 |
RADIUS Shared Key costra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

Profile name: ]1

UsetInfa | Authentication | TTLS Settings | PEAP Seftings

ﬂ Login name; ]fae‘l

- Pazzwiord-
W Pemit login using password

" uze Windows pazsword
™" prompt for pazzword
{+ uze the following password:

]fae'l

W Unmask

- Certificate -

v Pemit login using my certificate:
]fae'l

Wi . J Ernwse...]

(] | Cancel ‘

Login name and passwd are fael and fael.

Remember that you get certificate from Radius in Stepl.
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5. Then Choose “certificate” like above.

Select Certificate
Personal Certificates
lzsued To I Issued By I E
wirelezs ;
~ >

86



6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Edit Profile Properties:

Prafile name; |'I
Userlnfo Authentication | TTLS Settings | PEAP Settings |

Authentication protocols, in order of preference;
EAP /TLS . | b4 |
Add .. |
Bemove |

v Validate server cerificate

0k, Cancel
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7. Go “Network” and Select “1” and ok
Network Froperties [$_<|

i~ Metwark,

Metwork name [S510]: 11 23kk

[ Connect to any available network Scan ... |

Dezcription [optional); |

MHetwark, bype: i.-’-'-.u:u:ess paint [infrastructure mode] __v_]

Agzociation mode:;

Encreption method; 1TK|F' _:j
i~ Authenticaty —
v Authenticate uzing profile; -

W Feys wil be generated atomatically for data privacy

i~ Pre-zhared key [wFA)-

|

I Upmas

]9 | Cancel
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8. Back to Connection and Select “123kk.

If successfully, the wireless client has to authenticate with Radius Server, like below:

Metwork.

Odyssey Client

Network name [SS1D]: ‘123kk

You are about to authenticate to an untrusted serverd

To terminate communication, press [Mo]

™ Connect to any available network Scan ..
Diessifior: fonianal % To temporarily tust this server, press [Tes]
=l R s To permanently trust this server, check "add this tusted server o
Metwork tupe: the databasze and press [Yes]
{i_ R Connection
o . Adapter: THET1130°/LAN Adapter
Azzociation mode: C
i Profiles : i
e s win2000ady. intra. com. ba

Encryption method:

'?-‘- Networks
m Auto-Scan Lists

Authentication

¥ Authenticate using

[v Connect to nebwork:

[ <123kk>

Connection information

W Keus will be gerers S_ Trusted Servers Status: authenticating m
Q Kapters E:f:j:lg;m o Permanent truzt
Pre-shared key [wPA] e 3 0-50-16-00-0F F& [ Add this brusted server ta the database
Packets indout: Server name must end with:
-
Beconnect Reauthenticate |
Proceed to authenticate with this server?
Yes
9.Result:
192.168.122.219: hytes=32 time=1ms
192.168.122.219: hytes=32 time=1ms
192.168.122.219: hytes=32 time=1ms
[ O | Connatim 192.168.122.219: hytes=32 time=1ms !
'@CUNHEC[IUN 192.168.122.219: hytes=32 time=1ms
Lianler THETLT30 M EaM Sdapter = 192.168.122.219: bytes=32 time=-lms
Q Prafiles Adapter type:  wireless 192.168.122_.219: hytes=32 time=ims ]
192.168.122_.219: hytes=32 time=ims
-?-‘Netwmks b Eoprec o nataoh I «123kk> 2| 192.168.122.219: bytes=32 time=ims
Son 192.168.122 _.219: hytes=32 time=ims ]
@B st Soan Lists — : Q‘ 192.168.122_219: hytes time=ims
ahnection infomation 192.168.122.219: hytes time=2ms
S_ Truzted Servers tatus: open and authenticated 192 .168.122.219: hytes time=1ms
Elapsed time: el 192.168.122.219: hytes time=1ims
192.168.122.21%: bytes time=1ms
Qmapm petl il et 192.168.122.219: h;tes time=ims
Aceess point 00-50-18-00-0F-F8 192 .168.122.219: bytes=32 time=ims
Packets inout: 12673/ 13605 192.168.122.219: hytes time=2ms

Beconnect

192.168.122.219:
192.168.122.219:
192.168.122.219:

time=2ms
time=1ims ]
time=1ims

hytes
hytes=32

Jll & -e

Reauthenticate |

hytes=32

Method 2:

1. The UserA or UserB have to get certificate from Radius,first.

http://192.168.122.1/certsrv

account:fael

passwd:fael
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Connect to 192.168.122.1

Connecking ko 192.165.122.1

Lser narme; | |

Passwiord; |

[ ]remember my passwaord

L Ok J[ Cancel ]

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:
MNetwork ID(SSI0) 123Kk
Channel |8 %
Security WP, W
B02.1X Settings
RADIUS Server IP 192.168.122.1 |
RADIUS port 11812 |
RADIUS Shared Key \costra |
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Client:

Go to “Network Connection” and select wireless adapter.
Choose “View available Wireless Networks” like below:
Advanced-> choose “123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:

[ Geneml-l Athentic ation |-Advanc:ed! Smart Card or other Certificate Properties

; : ; ; i ting:
Select this option to provide authenticated network access for =HREIRTEE

wired and wirelass Etheret networks. () Use my smart card

: u tificat thi lg
le nebwork access control uzing [EEE 802,15 © Use a getiicate on this computer

=5 v I ifi
: | Smart Card or other Certificate b | il ceeretea et

[] Cannect only if server name ends with:

=] I |

Trusted root certificate authariby

Authenticate as computer when computer information iz available |

[] Awthenticate a3 guest when wser or computer infarmatian i

; Uze a different uzer name for the connection
unavailable

l ar J[ Cancel ]

[ Ok ] [ Cancel

123kk properties

|'Genelal wiireless Networks |-Advanc:ed| Association |-.t‘-\uthentication!
Usge Windows to configure my wireless network, settings Metwork name (551D | 23kk: |
Available networks: Wireless network, key

To connect to an available netwoark, click Configure.

1 dale | Configure

1 amitdl i

¢ ovee 2

Freferred netwarks:

This netwo ez a key for the following:

Autarnatically connect ta available nebworks in the order listed
belovw: E

1 123k Move up

tove down Key

dex [advanced) IZ'

The key iz provided for me autamatically

[ Add... ][ Femave ][ Froperties ]

Leam abolut setting up wireless network Thiz 1z a computer-to-computer [ad hoc) network: wireless
configuration. access poin

b are not uged

[a]:4 H Cancel ] I, OF. _][ Cancel

Then, if the wireless client wants to associate, it has to request to authenticate.
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Appendix D FAQ and Troubleshooting
What can | do when | have some trouble at the first time?

1. Why can | not configure the router even if the cable is plugged in the ports of
Router and the led is also light?

A: First, make sure that which port is plugged. If the cable is in the Wan port, please change

to plug in Lan port 1 or Lan port 4:

4 - 2 1

Then, please check if the Pc gets ip address from Router. Use command mode as below:

WAN

swnipeonfig

dindows [P Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . 192 . 168.123.115
Subnet Mask . . . . 255 _255_255.08
Default Gateway . 192.168.123.254

If yes, please execute Browser, like Mozilla and key 192.168.123.254 in address.

If not, please ipconfig /release, then ipconfig /renew.
»ipoonfig Arelease

Jindows IP Configuration

thernet adapter Local Area Connection:
Connection—specific DHS Suffix
IP Address. . - - . . - - .
Subnet Mask . . . . . . . .
Default Gateway . . . . . .
snipeconfig Arenew

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHE Suffix
IP Address. . - - . . - - .
Subnet Mask . . . . . - -
Default Gateway . . . . . .

1922.168.123.115
255 _255.255.@
1922.168.123.254

Whatever | setup, the pc can not get ip. Please check Status Led and refer to the Q2:

2.Why can | not connect the router even if the cable is plugged in Lan port and
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the led is light?

A: First, please check Status Led. If the device is normal, the led will blink per second.
If not, please check How blinking Status led shows.
There are many abnormal symptoms as below:
Status Led is bright or dark in work: The system hanged up .Suggest powering off and on
the router. But this symptom often occurs, please reset to default or upgrade latest fw to try
again.
Status led flashes irregularly: Maybe the root cause is Flash rom and please press reset
Button to reset to default or try to use Recovery mode.(Refer to Q3 and Q4)
Status flashes very fast while powering on: Maybe the router is the recovery mode and

please refer to Q4.

3.How to reset to factory default?

A: There are 2 methods to reset to default.

1. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push the
RESET button down until the M1 and or M2 LED (or Status LED) start flashing, then remove the
finger. If LED flashes about 8 times, the RESTORE process is completed. However, if LED flashes 2

times, repeat.

2. Restore directly when the router power on

First, push the RESET button about 5 seconds (Status will start flashing about 5 times), remove the

finger. The RESTORE process is completed.

4.How to do recovery mode when the router is abnormal ?

A: Allocate a Static IP Address on your computer as below:
Stepl:First, press the reset button and power on the router until Status blinks very ffast.
Step2:Find the Inter Protocol(TCP/IP) Properties from My Network Places and check Properties
of Local Area Network Connection. And click the “General” icon and assign one IP address
which can be from 192.168.123.1 to 192.168.123.253. Here we use the 192.168.123.88 as
the IP address. The Subnet mask must be 255.255.255.0, and the Default gateway must
be 192.168.123.254. Then click “OK” button to complete TCP/IP setup.
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(") Dbtain an IP address automatically
{(#)iJze the following IF address:

IP address: 192 168 123 . B4
Subnet magk; JRR . ZRE . ZRE . 0
Default gatewmway: 192 168 . 123 . 254

Step2: Open the command mode and input “cmd” then check if the router replies to ping
192.168.123.254

Run @@

— Twpe the name of a program, Folder, document, or
- Internet resource, and Windows will open it For vou,

2 "

g

L Ok ] I Cancel J [ Browse. ..

x|
Select ohe device. Or wou can input [P manually
i‘l 92168123254 craszh _v_'f Refrezh |

|
|
|
Press pgrade Bukton Ta Upadrade Router |

Then click” Upgrade” if necessary, please input password “admin” .Then reset to default and refer to
Q1 How to connect Router.

However, if those methods can not make the router normal, please send the unit to the seller to check,
thanks.

5.Why can | not connect Internet even though the cables are plugged in Wan
port and Lan port and the leds are blink. In addition, Status led is also normal
and I can configure web management?
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A: Make sure that the network cable from DSL or Cable modem is plugged in Wan port of Router and

that the network cable from Lan port of router is plugged in Ethernet adapter. Then, please check

which wan type you use. If you are not sure, please call the isp. Then please go to this page to input the

information isp is assigned.

2 Choose WAN Type

Type Usage
i Static IP Address ISP assigns you a static [P address.
& Dynamic IP Address Cihtain an IP address from ISP autormatically.
i Dwnamic IP Address with Road Runner Session Management.ie.g. Telstra BigPand)
i FPFPover Ethernet Some ISPz require the use of PPPOE to connect to their services.
@ FFTF Some |5Ps require the use of PPTF to connect to their serices.
@ LITP Sore |SPs reguire the use of L2TP to connect to their serices.

S eI

6.When | use Static IP Address to roam Internet, | can access or ping global IP
202.93.91.218, But | can not access the site that inputs domain name, for example
http://espn.com ?

A: Please check the dns configuration of Static IP Address. Please refer to the
information of ISP and assign one or two in dns item.

How do | connect router by using wireless?

1.How to start to use wireless?
A: First, make sure that you already installed wireless client device in your computer. Then check the

Configuration of wireless router. The default is as below:

J Wireless Setting [ HELP ]
tem Setting

b Wireless & Enable @ Disable

F Metwark ID{SSI0 default

Foiireless Mode W Mixed @110 anly

» 551D broadcast & Enable @ Disable

F Channel

b Security | Mane ﬂ

iR belliiin ) |JODS SEffing | MAC Address Control... |
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About wireless client, you will see wireless icon:

L ‘-j-ﬂ!

Then click and will see the ap list that wireless client can be accessed:

< = default Signal Strength: 5ol
Related Tasks "r Mon-secure wireless netwark
Change preferred “ " BombTest Signal Strenath: anill
wireless netwark 'qr Security-enabled wireless network, B
I
;. Learn about wireless :

If the client can not access your wireless router, please refresh network list again. However, | still can

not fine the device which ssid is “default”, please refer to Q3.

Metwork Tasks - | | Choose a wireless network
2 Befresh : Click. an item in the list below ko connect to a wireless network in range or to get more
netwark list information,
¢ default Signal Strenath: oo
.-.lw Mon-secure wireless nebwork Connected

Choose the one that you will want to connect and Connect:

‘ *  default Signial Strength: 1]

]
[~ Related Tasks - ] I Mon-secur

H] Change preferred pm el : : = Iy . R -
e Wireless Network Connection J

Hi.l) Learn about wirele
networking "default" does not require a netwark key, Information sent over this network, is

not encrypked and may be visible to others,

N

), hange settings ol
'f" conneckion

IF wou are sure you want ko connect to this network, click Connect, Otherwise,
click Cancel.

Conneck J Cancel |

If successfully, the computer will show

=]
,jr..ﬂ Wireless Network Connection 5 is now connected | X |

Speed: 54.0 Mbps
. ﬁ?gl

nmand Prompt | W untitled - Paint

and get ip from router:
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thernet adapter Wireless Hetwork Connection 5:

Connection—specific DNS Suffix
IP Addres=. . . . . . . .
Subnet Mask . . . . . .
Default Gateway . . . . . .

122.168.123.165
255255 .255.8
192.168.123.254

2.When I use AES encryption of WPA-PSK to connect even if | input the correct
pre-share key?

A: First, you must check if the driver of wireless client supports AES encryption. Please refer to the

below:
Related Tasks Mon-secure wireless network,
F Change preferred =t 217 Signal strength: gl

wireless network Security-enabled wireless network

: . Learn about wireless

i :
< nebworking " 2yEEL Signal Strength: ool
- Change settings of this Mon-secure wireless network,
¥ connection
~—" Maron2 Signal Strength: podll

If SSID is default and click “Properties” to check if the driver of wireless client supports AES

encryption.

default properties X

Azzociation | Authentication | Connection

Metwork, name [SSI0);

Wireless netwark key

T hiz netwark, requires a key for the following:

Metwark Autherntication: "/ PA-PSE,
Data encryption: AES -
M etwork, keyw:

Confirm nebwork, ke

Cancel
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3.When I use wireless to connect the router, but I find the signal is very low even
if I am close to the router?

A: Please check if the wireless client is normal, first. If yes, please send the unit to the seller and verify

What the problem is.

Attention :

1.Changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate the equipment.

2.This device and its antenna must not be co-located or operating in conjunction with any other
antenna or transmitter. A minimum separation distance of 20 cm between the antenna and from all
persons must be maintained to satisfy the RF exposure requirements.
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註解
“Marked”的設定者是“peifang”


