Charlie 20030401

Appendix B Win 2000/XP IPSEC Setting guide

Example: Win XP/2000 ->VPN Router
(Configuration on WIN 2000 issimilar to XP)

1. On Win 2000/XP, click [Start] button, select [Run], type secpol.msc in the field,
then click [Run]—> Goto **L ocal Security Policy Settings** page

2. OrinWin XP, Click [Control Pannel]
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Local Security Policy Settings

Double-click [Local Security Palicy]
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Right-click [IP Security Policies on Local Computer], and click [Create | P

Security Poalicy].

Click the [Next] button, enter your policy’s name (Hereitis

to_vpn_router). Then, click [Next].

Dis-select the [Activate the default response rule] check box, and click

[Next] button.

Click [Finish] button, make sure [Edit] check box is checked.
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to_vpn_router Properties

Rules |Eeneral

@mpE  Secuty rules for communicating with other computers

P Security rules;

IF Filter List Filker Action Authenticatior... 1 Tu

»rauter Require Security Preshared Key 19
router->xp Require Security Freshared Kepy 19
O <Dynamics Default Responsze K.erberoz Mc
- ! £

add. | Ede. | Bemove | [ e addwioed

[ k. H Cancel ] Apply

Build 2 Filter Lists: “xp->router” and “router->xp”

Filter List 1. xp-> router
In the “new policy’s properties’ screen, disselect [Use Add Wizard] check
box, and then click [Add] button to create anew rule.



Edit Rule Properties

Authentication Methods ] Tunnel Setting Connection Tepe ]
IF Filter List ] Filter Action
= The zelected [P filker list specifies which netwark, traffic will be
R affected by thiz ule.
IP Filker Lists:
Mame | Description
O Al ICHP Traffic tatches all ICMP packets betw...
2 Al 1P Traffic katches all [P packets from thiz .
0 router-»up
) up-rrouter
Add. ‘ Edit.. ‘ Remove ‘
k. | Cancel ‘

click [Add] button
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B IP Filter List

A 1P filter ligt iz compozed of multiple filkers. 1n thiz way, multiple subnets, [P
addrezzez and protocol: can be combined into one [P filker.
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Enter aname, for example: xp->router
and dis-select [Use Add Wizard] check box. Click [Add] button.

Filter Properties

Addreszing ] F'rl:utl:uccull D escription

— Source address:

IPéddess: | 192 . 168 . 1 . 1

- Destination address: -

I.ﬁ. gpecific [P Subnet L]

IPaddiess: | 192 . 168 . 123 . 0
Subnet mask: | 255 , 255 , 255 ., 00

[ Minored. Also match packets with the exact opposite source and
destination addreszes.

] | Cancel |

In the Source address field, select [A specific P Address|.
andfill inIP Address: 192.168.1.1

In the Destination address field, select [A specific | P Subnet], fill in
|P Address. 192.168.123.0 and Subnet mask: 255.255.255.0.

If you want to select a protocol for your filter, click [Protocol] page.



Filter Properties

Addressing  Protocol ] Descriptinni

Select a protocal type:

[EETRR— -

| =

k. | Cancel

Click [OK] button. Then click [OK] button on the “I P Filter List” page.



Edit Rule Properties

Authentication Methods Tunnel Setting ] Connection Type
IF Filter List Filter Action

The zelected filter action specifies whether this rule negotiates
for zecure nebwark, traffic, and how it will zecure the traffic.

Eilter Actions:
Mame | Description |
O Permit Permit unzecured IF packets to ..

Aocepts unzecured communicat...

{2 Fequest Security [Jptional]
Aoceptz unzecured communicat...

(2 Fequire Security

Add.. ‘ Edit.. ‘ Bemove Ir Uze Add Wizard

l

Ok | Caricel |

select [Filter Action], select [Require Security], then
click [Edit] button.



Require Security Properties E|E|

Secunty Methodz l Eenereﬂl

" Permit

" Block

« Hegotiate secunity:

Security method preference arder:
Type AH Inkegrity ESF Confidential... | ES Add...
Cuztom <Mone: DES ML _
Custom  <Mones 3DES SH Edit...
Custam <Mones JDES kAL
Cuztarm <Manes DES 5H Remove
Cuztom <Mone: DES ML
£ [ > b ove dowin

[ Accept unsecured communication, but always rezpond uzing |PSec
[ allow unsecured communication with non-|PSec-aware computer

W Session key perfect forward secrecy [PFS)

] | Cancel

select [Negotiate security], Select [Session key Perfect Forward Secrecy (PFS)]

click [Edit] button.



Mew Security Method E|B|

Securnty Method l

" Encryption and [ntegrity

D ata will be enciypted and verified as authentic and unmodified
7 Inteqrity anly

Drata will be verfied az authentic and unmadified, but will not be
encrypted

Lustom
Settings...

k. | Cancel

select [Custom] button
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Custom Security Method Settings

Specify the zettings for thiz custom zecurnity method.

[ Data and addrezs integrity without encryption [&H]

[v [rata inkegrity and encroption [ESP)
|ntegrity algorithm:

|MD5 -l
Encroption algarithrm;

|DES -l

[~ Seszzion key settings: -

| Generate a new key eveny: v Generate a new key every

o Ebuptes 1000d seconds

0k, | Cancel




Select [Data integrity and encryption (ESP)]
Configure “Integrity algorithm”: [MD5]

Configure “Encryption algorithm”: [DES]

Configure “Generate a new key every [10000] seconds’
Click [OK] button
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Edit Rule Properties

I Filter List ] Filter Action ]
Authentication Methods l Turnel Setting Connection Type ]

Authentication methods zpecify how truzt i established
T bebween computers. These authentication methods are
o i offered and accepted when negotiating security with another
cornputer.

Authentication method preference order;

Method | Details &dd
Frezhared Kep myprezharedkey

Edit...

Lt

Ok | Caricel | ypply ‘

select [Authentication M ethods] page, click [Add] button.



Edit Authentication Method Properties

Authentication kethod

The authentication method specifies how tust iz establizhed
LIgC ! between the computers.

™ Active Directony default [Kerberoz V5 protocal]

™ Use a certificate from this certification authority [C4);

o+ Usze this shing [preshared key):

myprezharedkey

] | Cancel |

select [Use thisstring to protect the key exchange (preshared key)],
and enter your preshared key string, such as

mypresharedkey. Click [OK] button.

Click [OK] button on [Authentication M ethods] page.

Select [Tunnel Setting]
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Edit Rule Properties

I Filter List | Filter Action ]
Authentication Methods Tunnel Setting l Connection Type ]

The tunnel endpaint iz the tunneling computer clogest ta the
IP traffic destination, as specified by the azzociated IP filker
list. It takes two wles to describe an IPSec tunnel.

4

£ Thiz rule does not specify an IPSec tunnel,
& The tunnel endpaoint iz specified by thiz |P address;
192 .168 . 1 .254

Ok | Cancel yoply ‘

configure [The tunnel endpoint is specified by this P address|: 192.168.1.254

Select [Connection Type]
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Edit Rule Properties

I Filter List ] Filter Action |
Authentication kMethods 1 Tunnel Setting Connection Type

Thiz rule only applies to networl: traffic over connections of
e the zelected type.

o Al network connections

7 Local area nebwark [LAM]

" Bemote access

k. | Canicel

select [All network connectiong]

Tunné 2: router->xp
In the “new policy’s properties’ page, dis-select [Use Add Wizard] check
box, and then click [Add] button to create anew rule.



Edit Rule Properties

Authentication Methods ] Tunnel Setting Connection Tepe ]
IF Filter Lizt Filter Action
= The zelected [P filker list specifies which netwark, traffic will be
R affected by thiz ule.
IP Filker Lists:
Mame | Description
O Al ICHP Traffic tatches all ICMP packets betw...
2 Al 1P Traffic katches all [P packets from thiz .
&) router-»up

0 up-rrouter

Add. ‘ Edit.. ‘ Remove ‘

Ok | Caricel ‘

click [Add] button

- _1
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A 1P filter ligt iz compozed of multiple filkers. 1n thiz way, multiple subnets, [P
addrezzez and protocol: can be combined into one [P filker.
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Enter aname, such asrouter->xp
and dis-select [Use Add Wizard] check box. Click [Add] button.

Filter Properties

&ddressing ] F'ru:utu:u:u:ul] Description

—Source address:

IPAddess: | 192 . 168 . 123 . 0
Suhnetmask:| 255 . 255 . 255 . 0

- Destination address; -
I.ﬁ. gpecific [P Address L]

IPaddiess | 192 . 168 . 1 . 1

I Mimored. Alzo match packets with the exact opposite source and
destination addreszes.

] | Canicel |

In the Source address field, select [A specific | P Subnet]. fill in
|P Address. 192.168.123.0 and Subnet mask: 255.255.255.0.

In the Destination address field, select [A specific IP Address],
andfill inIP Address: 192.168.1.1
If you want to select a protocol for your filter, click [Protocol] page.



Filter Properties

Addressing  Protocol ] Descriptinni

Select a protocal type:

[EETRR— -

| =

] | Cancel ‘

Click [OK] button. Then click [OK] button on [I P Filter List] window.



Edit Rule Properties

Authentication Methods Tunnel Setting ] Connection Type
IF Filter List Filter Action

The zelected filter action specifies whether this rule negotiates
for zecure nebwark, traffic, and how it will zecure the traffic.

Eilter Actions:
Mame | Description |
O Permit Permit unzecured IF packets to ..

Aocepts unzecured communicat...

{2 Fequest Security [Jptional]
Aoceptz unzecured communicat...

(2 Fequire Security

Add.. ‘ Edit.. ‘ Bemove Ir Uze Add Wizard

l

Ok | Caricel |

select [Filter Action tab], select [Require Security], then
click [Edit] button.



Require Security Properties E|E|

Secunty Methodz l Eenereﬂl

" Permit

" Block

« Hegotiate secunity:

Security method preference arder:
Type AH Inkegrity ESF Confidential... | ES Add...
Cuztom <Mone: DES ML _
Custom  <Mones 3DES SH Edit...
Custam <Mones JDES kAL
Cuztarm <Manes DES 5H Remove
Cuztom <Mone: DES ML
£ [ > b ove dowin

[ Accept unsecured communication, but always rezpond uzing |PSec
[ allow unsecured communication with non-|PSec-aware computer

W Session key perfect forward secrecy [PFS)

] | Cancel

select [Negotiate security], Select [Session key Perfect Forward Secrecy (PFS)]

click [Edit] button.



Mew Security Method E|B|

Securnty Method l

" Encryption and [ntegrity

D ata will be enciypted and verified as authentic and unmodified
7 Inteqrity anly

Drata will be verfied az authentic and unmadified, but will not be
encrypted

Lustom
Settings...

k. | Cancel

select [Custom] button

r

Custom Security Method Settings

Specify the zettings for thiz custom zecurnity method.

[ Data and addrezs integrity without encryption [&H]

[v [rata inkegrity and encroption [ESP)
|ntegrity algorithm:

|MD5 -l
Encroption algarithrm;

|DES -l

[~ Seszzion key settings: -

| Generate a new key eveny: v Generate a new key every

o Ebuptes 1000d seconds

0k, | Cancel




Select [Data integrity and encryption (ESP)]
Configure “Integrity algorithm”: [MD5]

Configure “Encryption algorithm”: [DES]

Configure “Generate a new key every [10000] seconds’
Click [OK] button
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Edit Rule Properties

I Filter List ] Filter Action ]
Authentication Methods l Turnel Setting Connection Type ]

Authentication methods zpecify how truzt i established
T bebween computers. These authentication methods are
o i offered and accepted when negotiating security with another
cornputer.

Authentication method preference order;

Method | Details &dd
Frezhared Kep myprezharedkey

Edit...

Lt

Ok | Caricel | ypply ‘

select [Authentication M ethods] page, click [Add] button.



Edit Authentication Method Properties

Authentication kethod

The authentication method specifies how tust iz establizhed
LIgC ! between the computers.

™ Active Directony default [Kerberoz V5 protocal]

™ Use a certificate from this certification authority [C4);

o+ Usze this shing [preshared key):

myprezharedkey

] | Cancel |

select [Usethisstring to protect the key exchange (preshared key)],
and enter the preshared key string, such as

mypresharedkey. Click [OK] button.

Click [OK] button on [Authentication M ethods] page.

Select [Tunnel Setting]



Edit Rule Properties

I Filter List | Filter Action ]
Authentication Methods Tunnel Setting l Connection Type ]

The tunnel endpaint iz the tunneling computer clogest ta the
IP traffic destination, as specified by the azzociated IP filker
list. It takes two wles to describe an IPSec tunnel.

4

£ Thiz rule does not specify an IPSec tunnel,
& The tunnel endpaoint iz specified by thiz |P address;
192 .168. 1 . 1

Ok | Caricel Apply ‘

Configure [Thetunnel endpoint is specified by this|P address]: 192.168.1.1

Select [Connection Type]
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Edit Rule Properties

I Filter List ] Filter Action |
Authentication kMethods 1 Tunnel Setting Connection Type

Thiz rule only applies to networl: traffic over connections of
e the zelected type.

o Al network connections

7 Local area netwark [LAM]

" Bemaote access

k. | Canicel

select [All network connectiong]




Configure IKE properties
Select [General]

to_vpn_router Properties

.Fiules | General |

IP Secunty policy general propertiez

H ame:

1tu:-_vpn_n:uuter

Description;

Check far policy changes eveny:

120 rinLte[z]

Perfarm key exchange using these zettings:

Advanced...

[ k. l [ Cancel Apply

Click [Advanced...]

Key Exchange Settings

W Master key perfect forward secrecy [PFSE

Authenticate and generate a new key after even:

11 taoo mintes

1 generate a new keu after evens

| &=
4]
]

Praotect identities with thesze security methods:;
Methods. .

f

Internet K.ey Exchange [[KE] far Windows =P
Jaintly developed by Mizrozaft and Cizco Systemsz, Ihe.

k. | Cancel




enable “Master key perfect forward security (PFS)”
configure “ Authenticate and generate a new key after every [10000] seconds”
click [Methods...]

r

Key Exchange Security Methods

==

Securty method preference order;

Frotect identities during authentication with these secunty
= methods.

Type Encryption Integrity | Add...
IKE aDES SHAT B

IKE JDES D5 § Edit...
IKE DES SHAT L

[KE DES kD5 L Bemove
< * kove down

k. | Cancel

click [Add] button

r

Encryption algorithm:
|30ES

Diffie-Helmar group:

| Medium [2)
Q. | Cancel |

Configure “Integrity algorithm”: [SHA1]
Configure “Encryption algorithm”: [SDES]
Configure “DiffieeHelman group”: [Medium (2)]




Settings on VPN router

VPN Router: Wan IP address:192.168.1.254
Lan IP address:192.168.123.254

PC: 192.168.123.123

o - e -

i
e

Kulky-Funchonal Broadband MAT FEouler

Adminisirator’s

Mlain Menn

VPN Sellings

Ttem Sethng
F VPN [#] Enakle
I bt mimber of funnels .
I Tumnel I ammn Mlathod
1 ! IKE w | More
2 iKE " |h-1:r=
3 IKE | [More
4 IKE i |H.'rE“
5 IKE - |r.-1-.r|:
| Sewe | | Ungo | | Halp |
VPN Settings:
VPN: Enable
Max. number of tunnels: 2
ID: 1
Tunnel Name: 1
Method: IKE

Press “More"->
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Wuky-Funchonal Broadband MAT Fouler

Adminisirator’s

Main Menu VPN Settings - Tunnel 1 - IKE
Ttem Sethng
¥ Tharmel 1ame |
F Local Submnet 192 BB 230
P Locsl Hetrnask 255 255 2560
F Eemote Subnet 152 158.1.1
F Eemicte Metmask P
b Eemote Gateway 192 16811
¥ Preshage Fey mypeshamdkey
b IE Proposal mdex | Selad KE Proposs |
b IFSec Prepgosal mdex l Saled IFSes Proposal _|

| Seve | | Unda || Back | | Halp | 174 changs!

-

Log out

VPN Settings- Tunnel 1 —1KE
Tunnel:1

Local Subnet:192.168.123.0

Local Netmask:255.255.255.0
Remote Subnet:192.168.1.1
Remote Netmask:255.255.255.255
Remote Gateway:192.168.1.1
Preshare Key: mypresharedkey
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Kulky-Funchonal Broadband MAT Bouler

Adminisirator’s

Main Menu VPN Settings - Tunnel 1 - Sel IKE Proposal

Ttem Sethng
b IEE Proposal mdex {

[ Femove

I Propogal Mame DH Greop  Encrypt algonthm Auth algonthen Lie Tene Life Time Uk

1 | Group & IDES = SHal = 10000 Sec ¥
= Graup 1 = J0ES = SHA] = 1] TEC W
3 Group 1 = DES = SHA W a Sec ™
d Group 1 * IDES [w Al - il Soc M
3 Graup 1 = iDES = SHAL = a SEC
{ Group 1 = ILES = SHAT # i Sec W
' Group 1 # IDEE = SiHAL = 1] Sec ¥
i Group 1 JDES | SHAL # a 21
) Group 1 = IDES SHA] = i Sec ™
10 Group 1 * IDEE = Al w J| Sec ™

VPN Settings- Tunnel 1 - Set IKE Proposal
ID: 1

Proposal Name: 1

DH Group: Group2

Encrypt. Algorithm: 3DES

Auth. Algorithm: SHA1

Life Time: 10000

Life Time Unit: Sec.
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Wuky-Funchonal Broadband MAT Fouler

Adminisirator’s

Main Menu VPN Sellings - Tunnel 1 - Set |PSec Proposal

Ttem Sethng
F IFSec Progosal index {

[ Remove |
D = ek 1

= ].qua:"lf . BE g ]E:I:I-'ll:r-.-*l:.-:ﬂ E]E-:‘E‘uu ;@ﬁmtlhll %:‘:t ]ﬁf; o
1 |1 Groug £ = ESP = DES = WMO5 | 10000 HeC. %
Mona = EGF = IDES = Hone = [ 1= Tl

3 Mane = ESP & J0ES & More [ De W
4 Mone = | ESP w I0ES Mome & T Sec. W
- Mone & ESP = IDES = Hona | o Sec. |+
& Mane ESF IDES = More = [ De. o
T Mone = ESP = I0ES = hone & (0 SeC. |
-1 Monm = ESP [»= 10ES = Mone 0 Bec. |+
] Mone = |ESP = IDES = Mone » |0 Sec. ™
] MHona = |EEP 0ES Hong & | Ser, ™

VPN Settings - Tunnel 1 - Set | PSec Proposal
ID: 1

Proposal Name: proposal 1

DH Group: Group2

Encap. Protocol: ESP

Encrypt. Algorithm: DES

Auth. Algorithm:MD5

Life Time: 10000

Life Time Unit: Sec.
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Mk Funchanal Broadband AT Roulse

Adminisrrator’s "
SYELE
Main Menu System Log

WAN Type Stabc [P Address
Dhzplay time: Toesday, Apnl 01, 2003 22820 AN
Tussday, Lpril 01, 2003 D:28:34 AN 1892.148.123.107 legin succesdfial

-
¥ Iniciaml IKE.
' ¢——H1 [IMIT] [89] -=-¥HI |RESP] [80]

" ineli0] oaucrdE |24}

¥ -—=Md (KETRESP) [154]

-=>M& ([ IDEEJP) [40]

(1928, 1068, 1, 1) €= |I538.-. 000 .1 ,550%) Phass]l =atmblished
>0 (QRESP) [Z264]

in:Z 68435457 (10000001 ouc: 205415805 (Ta7Ded81)
Inbound L1477TI3Z |1000010]
Cutbound ZA542 19805 [(TaTleBEL)
(192 ,168,1.1) €= |19Z2.869.1,254) Fhmsel (IPIEC 3A) esacad]lishsed

O Horify: ISAKNF _NHT CONNECTEDR

IFE damman SCart lp.
——>1THF o[ B4]

IKE dsemon =carc up.
waEday, Apeil 01, Z003 D:28:10 AN 192.168.323.114 loglsn succeEsaril

User can view VPN connection processin “ System Log” page, and correct their
settings. Phasel isrelated to | K E settings, Phase2 isrelated to | PSEC settings.



Appendix C Console Mode (optional)

When you forget the system password or the | P address of this product, you need enter console mode to
reset them.

Before invoking the console program, be sure to find a null modem cable and use it to connect from
this product’s COM port to your computer’s COM port. Then, execute a terminal program, such as the
Hyper Terminal of MS Windows 95. The connection parameters should be set to 19200 8-N-1. And,
reboot this product. When the M1 indicator starts flashing regularly, you can press the “Enter” key of
the keyboard several times, there should be some messages and console prompt ">" appeared in the

terminal.
In the console mode, you may reset the IP address and the system password of this product. Please
remember to execute the SR command to save the changes you have made. For example,

| P 192.168. 123. 254

PW adm n
SR





