4.7.5 Routing Table

Tator's [v
Menu

Routing Table

1)) Destination Subnet Mask Gateway Hop  Enable

+ Basic Setting

+ Forwarding Rules

+ Security Setting

- Advanced Setting

[ e L T O L S T
O o ooo d

) I [

Schedule Bule

+ Toolhox

Routing Tables allow you to determine which physical interface address to use for outgoing IP data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, gateway, hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.

51



Example:

192,166, 123.X3X g
Submask /Eif Zan
"f!

[1ent?

Fouter] Tauter?
— -
iz 192.18,123.2 T 101802
J62. 185, .11
Clientd
14168704
Configuration on NAT Router
Destination SubnetMask Gateway Hop Enabled
192.168.1.0 255.255.255.0 192.168.123.216 1 \%
192.168.0.0 255.255.255.0 192.168.123.103 1 \

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use the above
table to determine that it had to go via 192.168.123.103 (a gateway),

And if it sends Packets to 192.168.1.11 will go via 192.168.123.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.

52



4.7.6 Schedule Rule

Administrator's Main
Menu

Ttem
P Schedule

+ Basic Setting
Rule#
+ Forwarding Rules

Save Add Mew Fule,

. | Helpl

+ Toolhox

You can set the schedule time to decide which service will be turned on or off. Select the “enable”

item.

Press “Add New Rule”
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Setting
¥ Enable

Rule Name

Action



You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

Administrator's Main

Menu Schedule Rule Setting
Ttem Setting
P MName of Rule 1 [ftp time
+ Basic Setting
Week Da Start Time mm End Time mm
+ Forwarding Rules 4 (kh:mm) (kh:mm)
Sunday I I

+ Security Setting Monday

- Advanced Setting Tuesday
Wednezday
Thursday
Friday
Saturday

Every Day

Savel Undo | Helpl Backl

+ Toolhox
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After configure Rule 1>

Adminisirator's Main

Menu Schedule Rule
Ttem Setting
b Schedule ™ Enable
+ Basic Setting
Rule# Rule Name Action

+ Forwarding Rules

1 fip time Edi|  Delee |

+ Security Setting
Save Add Mew Rule... | Help |

- Advanced Setting

IIJ.T TIE

+ Toolhox

Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease one
automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:
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Exanplel: Virtual Server — Apply Rule#1 (ftp time: everyday 14:10 to 16:20)

Administrator's Main
Menu

+ Basic Setting

- Forwarding Rules

+ Advanced Setting

+ Toolhox

Admimsirator’s ¥

Menu

dl
+ Basic Setting

+ Forwarding Rules

+ Advanced Setting

+ Toolbox

w0 - o oth B ow o o— o

e e e e
Lh s L D e—

» Outbound Filter

Service Ports

Ttem

Virtual Server

Server IP

1921681223
192168122
192168122
192168122
192168122
192168122
192168122
192168122
192168122
192168122
192168122
192168122
192168122
192168122
192168122

Outhound Packet Filter

W Enable

@ Allow all to pass except those match the following rules.
 Deny all to pass except those match the following rules.

Source IP : Ports

Destination IP : Ports

Enahle

Setting

W

OOOoogoooogoooOoaogQaag

Enabhle

—

7

[ o T W A TS T ]

OoOooooaoaO

Save | LIndo |

Schedule m]el(EID)Always v| Copy to |m|:|

Inbound Filter.. | MAC Level.. | Help |
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4.8 Toolbox

Administrator's Main

Menu
Toolhox
* View Log
+ Basic Setting - View the system logs.
+ Forwarding Rules * Firmware Upgrade

, e e - Prompt the admirstrator for a file and wpgrade 1 to this dewvice.
+ Security Setting
* Backup Setting

+ Advanced Setting
- - Bave the settings of this device to afile.

- Toolhox

* Reset to Default
- Reset the settings of this dewice to the default values.

® e

* Rehoot
- Reboot this device,

* Miscellaneous

- MAC Address for Wake-on-LAN: Let you to power wp another network device
remotely.

- Domain Name or [P address for Ping Test: Allow you to configure anIP, and ping
the device. Tou can ping a secific [P to test whether it is alive.
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4.8.1 System Log

Adminisirator's Main
Menu System Log

WAL Type: Dynarmc [P Address (R1.944vTIG)
Dusplay tume: Wed Oct 01 00:10:04 2003

+ Basic Setting

20038100 1H E& 12:01:30 DOD:TCD trigger from 192.168.123%.125:2288 to 207.46.104.20:186
+ Forwarding Rules 20038108 1H L£&% 12:01:30 DHCP:discover ()

2003810518 E& 12:01:34 DHCP:discover()

200310 1H L% 12:01:35 Admin from 192.168.123.125 login successfully
2003 108 1H L% 12:01:42 DHCP:discover()

20038 10H 18 E& 12:01:58 DHCP:discover()

200310 1H L% 12:02:47 DOD:triggered internally

2003 10518 L& 12:02:47 DHCP:discover()

20038 10H 18 E& 12:02:51 DHCP:discover()

2003106 1H L% 12:02:59 DHCP:discover ()

2003 10818 L% 12:03:15 DHCP:discover()

2003F 10H 18 E& 12:03:48 DOD:triggered internally

2003106 1H L% 12:03:48 DHCP:discover ()

2003 108 1H L% 12:03:52 DHCP:discover|()

20038 10H 18 E& 12:04:00 DHCP:discover()

200310 1H L& 12:04:16 DHCP:discover ()

Backl Refresh | Diownload | Clearl

You can View system log by clicking the View Log button
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4.8.2 Firmware Upgrade

Administrator's Main
Menu

+ Basic Setting

+ Forwarding Rules

+ Advanced Setting

- Toolbox

Firmware Upgrade

Firmware Filename

| 8.

Current firmware version is 1. 944vTIG. The upgrade procedure takes about 20 seconds. MNotel Do not power off
the urit when it 13 being upgraded. When the upgrade iz done successfilly, the utt will be restarted automatically,

Upgrade | Cancel |

You can upgrade firmware by clicking Firmware Upgrade button.
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4.8.3 Backup Setting

File Download %]

\“:) Y¥ou are downloading the file:
[ ]
corfig.bin From 192.168.123.254

Would pou like to open the fle o zave it to your computer?

i Open i[ Save ][ Cancel ][Mnrelnfu

[+] &lweays ask before opening this lype of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once you

want to restore these settings, please click Firmware Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer F)_?J

\ ? ,I\ Resst &l sething bo default?

| O ;I Cancel ]

You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

\?() Reboot right now?

| O ;I Cancel ]

You can also reboot this product by clicking the Reboot button.
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4.8.6 Miscellaneous Items

Adminisirator's Main
Menu Miscellaneous Items

Ttem Setting
P MAC Address for Wake-on-LAN | Wake up |

+ Basic Setting

+ Forwarding Rules El Undo | ml

+ Advanced Setting

- Toolhox

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send

the wake-up frame to the target device immediately.
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Chapter 5 Print Server

This product provides the function of network print server for MS Windows 95/98/NT/2000 and Unix

based platforms. (If the product you purchased doesn’t have printer port, please skip this chapter.)

5.1 Configuring on Windows 95/98 Platforms

After you finished the software installation procedure described in Chapter 3, your computer has
possessed the network printing facility provided by this product. For convenience, we call the printer
connected to the printer port of this product as server printer. On a Windows 95/98 platform, open the

Printers window in the My Computer menu:

3 Printers =] Ed
File Edit Yiew Help

s P

Add Printer {HF Cazer/etl HPLaserlet]...
: BL[PCL) ¢ Chinese)

|4 abject(s] -

Now, yon can configure the print server of this product:
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Find out the corresponding icon of your server printer, for example, the HP
LaserJet 6L. Click the mouse’s right button on that icon, and then select the Properties

item:

HF Lazerlet 6L [PCL) Properties
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2. Click the Details item:

HP LaserJet 6L (PCL) Properties H |

General Details I Sharingl FPaper I Frirt E!ualit_l,ll Fonts I Device Dptiu:unsl

Ii:lg HF Lazerlet EL [FCL]

Frint ta the following port:

PETmate: [All-in-1] ;I Add Port. . |
Delete Part. . |

Frint uzing the fallowing driver:
HP Lazerlet EL [PCL) ;I MHew Driver... |
LCapture Printer Fort. .. | End Capture... |

Timeout settings

Mot zelected: zeconds

I 15
Tranzmizzion ety I 45 zeconds

Spoo| Sethngs. . | Part Settings. .. |

OF. I Cancel | Apply | Helm

3. Choose the “PRTmate: (All-in-1)” from the list attached at the Print To item. Be sure that the

Printer Driver item is configured to the correct driver of your server printer.

4. Click on the button of Port Settings:

Printer Position

Enter the Product's IF Ik
|192.1EB.123.254 Cancel

Type in the IP address of this product and then click the OK button.

6. Make sure that all settings mentioned above are correct and then click the OK button.
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5.2 Configuring on Windows NT Platforms

The configuration procedure for a Windows NT platform is similar to that of Windows 95/98 except

the screen of printer Properties:

& Hewlelt Packard Lazerlet EL Properlies

General Ports | Scheduling | Sharing | Security | Devies Setiings |

Cﬁ Hewiet: Packard Lasenlet BL

Frint bo the followng ports]. Docwments wil print bo the first iree

checked port,
Pt | Diezciption | Prirer ﬂ
C1LPTR Laeal Pest
[ COm1: Local Pot _”_J
] COm2: Local Poet
| COM3: Local Poat
[ COM4: Local Post
LI FILE: Local Peet
Sl FE Tate Local Pt
| Fsmate Local Pt Hewl=it Packaid L, ;l
AddPat. | DeletePot | ConfguePat. |

™ Enable Badrechonal suppast
™ Enable minter pooling

[ ok | coen |

Compared to the procedure in last section, the selection of Details is equivalent to the selection of

Ports, and Port Settings is equivalent to Configure Port.
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5.3 Configuring on Windows 2000 and XP Platforms

Windows 2000 and XP have built-in LPR client, users could utilize this feature to Print.

You have to install your Printer Driver on LPT1 or other ports before you preceed the following

sequence.

1.Open Printers and Faxs.

® Printers and Faxes - [FX]
File Edit Wiew Favorites Tools Help o

Qoack - © - ¥ | Psearch [ Folders |~
Address %aPrirters and Faxes M | Go

Printer Tasks

E Add 2 printer
&5 Set up Faxing

See Also

m Troubleshoat printing
@) Get help with printing

Other Places

[} Contral Panel

‘3& Scanners and Cameras
lD ¥y Documents

[E Iy Pickures

i My Computer

Details
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2.Select “Ports” page, Click “Add Port...”

HP LaserJet 2200 Series PCL 6 Pro...

| Forts anced | Color b anagement ||

Frint to the following port(=]. Dlocuments will print to the first free
checked port.

Fort Drezcription Frinter -~
%] Frinter Fort "5
O LPTZ  Printer Port
CJ LPT3:  Printer Part
O co..  Sedal Port =
O co.. Sedial Port
O co.. Sedial Port
O o Segial Port 1

[ [ Aidd Port. h Delete Port ] [ LConfigure Port. .

E riable bidrectional support

["] Enable printer pooling

[_ Ok __] [ Cancel Lpply Help

3. Select “Standard TCP/IP Port”, and then click “New Port...”

Printer Ports

fvailable port bypes:

=2 mor

& Standard TCPJIP Port

[ew Pork Type... L Mew Part... ] [ Cancel
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4.Click Next and then provide the following information:

Type address of server providing LPD that is our NAT device:192.168.123.254

Add Standard TCP/IP Printer Port Wizard |7|

Add Port
For which device do you want to add a port?

Enter the Frinter Mame or IP address, and a part name for the desired device.

Printer M ame or [P gddre@ | 1392.168.123 254 ) |

Poit Name: ||_P_1 52 168.123.254 |

¢ Back ” Mest » ][ Cancel

1. Select Custom, then click “Settings...”

Add Standard TCP/IP Printer Port Wizard |7|

Additional Port Information Bequired
The device could not be identified.

The device iz not found on the network, Be sure that;

The device iz turned on,

The netwark iz connected,

The device is properly configured.

The addrezs on the previous page iz comect,

[f yow) think the address is not corect, click Back to retumn to the previous page. Then comect
the address and perform another search on the netwark. [f vou are sure the address iz comect,
select the device type below.

Device Type

(%) Custom

< Back ” Mewt > ][ Cancel
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6.Select “LPR”, type ” Ip*“ lowercase letter in “Queue Name:”

And enable “LPR Byte Counting Enabled”.

Configure Standard TCP/IP P... [2 X

Port Setlings |

Port Marne: IF_132.168.123.254

Frinter Hame or IF Address: 192.168.123.2584

Fratacal
) Baw (®) LPR

Raw Settings

Fork M umber 3100 |

[ ] 5MMP Status Enab

Lornrnuenty N anme oublic |
L ! pubh

]
=

)

Ly

.| i
{ME Llewice Index 1 |

[ ak. J[ Canicel ]
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7.Apply your settings

Add Standard TCP/IP Printer Port Wizard E‘

Completing the Add Standard
TCP/IP Printer Port Wizard

“'ou have selected a port with the following characteristics.

SHMP: Mo
Protocal; LPR. Ip
Device: 192.168.123.204

Port Hame: IP_1921658.123.254
Adapter Type:

To complete this wizard, click Finigh.

[ < Back ]l Finizh | [ Cancel ]

& HP LaserJet 2200 Series PCL 6 Pro...
General | SHaring: Portz ..f-‘-.dvanced_" I.:DIDrManagemen.t MEIEE |

@
;_::;ﬂ HF Lazer)et 2200 Senes PCLE

Frint to the following port(z). Diocurments will print to the first free
checked port,

Fuort [rezcription Frinter ~
| O coms: S erial Port
{ 3 Frirt to File
_ IP_192168123.254  Standard TCP/IF Port
e il TE BT Loc Auto hp des
O R Local Paort =
~||
IE: _ >
[ Add Paort.. ] [ Delete Port ] [ Configure Paort..

=imrark

[]Enable printer podling
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5.4 Configuring on Unix-like based Platforms

Please follow the traditional configuration procedure on Unix platforms to setup the print server of this
product. The printer name is “Ip.”

In X-Windows, for example, In Redhat Platforms,
Please follow the below steps to configure your printer on Red Hat 9.0.1. Start from the Red Hat--->

System Setting---> Printing.

Printer configuration - amit-test.com - X

Action Test  Help

& L

MNew Edit Delete Default  Apply

TS ‘

i

PRCENS

|Queue name |Defaulr |Descn'pri0n

% Accessories *

@ Graphics ¥
Q Internet »

é‘fk Office »
E_{;‘]’ Preferences 5
W Programming (._')3 Server Settings »
ﬁ‘ Sound & Video 5} Add/Remove Applications
@m 33 Authentication

Qg System Tools 3 |-‘Cb Date & Time

@ Help LA pisplay
[ '-‘-.\|
@ Home Folder = Keyboard

%y Network Servers g Language
r'-,@ Login Screen

{E.:; Run Program... @ M

:: ouse
Search for Files...
[y open Recent 1

@ Lock Screen
Log Out

adE

41 Network

PRCRNN

= Printer configuration - amit-test.com
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2. Click New---> Forward.

% Printer configuration - amit-test.com o |

o
g&crion Test  Help

=) L

New Edit Delete Default Apply

i

LTS

|Queue name +« |Defaulr |Descn'pri0n

bd Add a new. print g

Add a new print queue

©On the following screens, you will be asked to provide basic
information for adding a new print queue. You will be able to
edit the more advanced options afterwards.

MNothing will be done to \?ur settings until you hit "Apply" on
the last screen.

| 3 Cancel | | < Back |(1:b Eomardﬁ

1. Enter the Pinter Name, Comments then forward.

~ T - %

Queue name

Please enter a name for this queue. Choose a short
name that begins with a letter and contains no spaces.

MName: |printertest

About

If you like, you can enter a description of the printer
to help you identify it more easily.

Short description: tesd

L & Help 3 cancel <] Back (> Eorward

=
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4. Select LPD protocol and then forward.

E'd Add a new print quene

Select a queue type:

Locally-connected

Metworked CUPS (IPP)

Jdev/lp0

@ Rescan devices
1

Metworked JetDirect

Metworked Windows (SMEB)
Metworked Novell (NCP)

& Help

B

3 cancel

<] Back

> Eorward

=

5. Enter Router LAN IP Address and the queue name "lp". Then forward.

~ R - |t %

Select a queue type: | Networked UNIX (LPD) g
Semnver: Queue;
Router Lan IP Address Ip|
3
A Help 3¢ Cancel <] Back (> Forward

=l




6. Select the Printer Brand and Model Name. Then Forward.

K% Adc 2 new printauene. ... =1

Printer model

Select the printer manufacturer and model. Depending
on how the remote queue is configured, you may need Motes...
to select the generic PostScript option here.

HP v

Laser et 2000
Laser et 2100
Laser et 2100M [} =
Laser et 2200

4

| & Help ¥ Cancel <] Back [ Forward I
7. Click Apply to finish setup.
d = [ ¢ ]

Finish, and create the new print queue

About to create the following queue:

Type: Unix Print Queue
Queue: [p@Router Lan IP Address
Printer: HP Laser Jet 2200

i & Help 3% Cancel < Back < Apply

8. At last you must click Apply on the toolbox to make the change take effective.
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In Command Mode:

Linux has built-in LPR client ,You can utilize it for printing.
You can manual set it or via the tool "printtool" in X-windows.
PS: The spool name is "Ip"------ all lowercase letter.

Below is my setting.

/etc/printcap

Ip:\

:sd=/var/spool/lpd/Ip:\

'mx#0:\

:sh:\

:rm=192.168.123.254:\

Then add the corresponding directory
#mkdir /var/spool/lpd/Ip

Too see the detail ,please refer to the online manual in linux.

#man printcap
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5.5 Configuring on Apple PC

1.First, go to Printer center (Printer list) and add printer

Printer List

"IP Printing 4

Frintar'c Addracs: |

Interner address ar O3 name

¥ Use default gueue on server

Queus Name:
Frintar Modal: | Generic E*

[ Cancel Add

2.Choose IP print and setup printer ip address (router Lan ip address).
3.Disable “Default Queue of Server.” And fill in ‘ Ip ¢ in Queue name item.

4 Printer Model: Choose “General” or Printer as below.

Printer List

"IP Printing F

Printer's Addrass. Rourer Lan IP Address

Internet address ar ONS namea
Incorislete ar invalid address,
[ 1Use default qgueue on server

Queue Name: Ip

Printer Modal. | HF E*

I Madzl Mame .
HP Laserlet 2100 Series -
HP Laserjer 2200 m
4
v

HF Laserjet 32 00M
HP Laserfet 3300/3310/3320

{ Cancel | add )
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose
you have been successfully installed one network card on your personal computer. If not, please refer
to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP values for

working with this NAT Router correctly.
A.1 Install TCP/IP Protocol into Your PC

1. Click Start button and choose Settings, then click Control Panel.
2. Double click Network icon and select Configuration tab in the Network window.
3. Click Add button to add network component into your PC.

4. Double click Protocol to add TCP/IP protocol.

Select Network Component Type EHE

Click the type of netwark, component wou want o install;

Cancel

| 1=
=l
=N

-".:_ Pratacal

Protocol iz a language’ a computer uses. Computers
must use the zame pratocol to communicate.

5. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.

Click OK button to return to Network window.
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Select Network Protocol E |

Click the Network Protocol that you want ta install, then click OF. If pou have
E an installation disk for this device, click Hawve Disk.

Manufacturers: Metwork Protocols:

Fast Infrared Protocol ﬂ
PSP -compatible Protocol
Microsoft 32-bit DLC
Microgoft DLC
MHetBELI

4 Banyan
- 1BM

T Microsoft

5 Movell

Y TCP/AP

Hawe Disk. .. |
0K I Cancel |

6. The TCP/IP protocol shall be listed in the Network window. Click OK to complete the install

procedure and restart your PC to enable the TCP/IP protocol.

A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card

in the Configuration tab of the Network window.

MNetwork EHE3 |

Configuration I ldentification I Access Contral I

The faollowing network, components are installed:

MetBEUI -» Dial-Up Adapter
MetBEUI -» PCI Fast Ethernet DEC 21140 Baszed Adapter
TCRAIP - Dial-ldp Adapter

Add... | Remove | Properties |

Primary Metwork, Logon:
Client for Microzoft Metworks :I

File and Print Sharing... |

Dezcription

TCR/P iz the protocol you uze bo connect to the [nternet and
wide-arza networks.

(0] I Cancel
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3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:
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a. Select Obtain an IP address automatically in the IP Address tab.

TCF/IF Properties
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c. Choose Disable DNS in the DNS Configuration tab.

TCP/IP Properties HE|
Bindings | Advanced | MetBl0S

DM5 Configuration | Gateway I WINS Configuration I IF Addiess

1" Enable DMS

Host I [rormart: I

WS Semer Seanet Wrder

| ) . . | el

Eemave

[anait Stfhy Seanct Wder

| dd

’ Fremave

L1 L

Ok Cancel

B. Configure IP manually

a. Select Specify an IP address in the [P Address tab. The default IP address of this
product is 192.168.123.254. So please use 192.168.123.xxx (xxx is between 1 and 253)
for IP Address field and 255.255.255.0 for Subnet Mask field.

TCP/IP Properties |
Bindings | Advanced | MetBIOS |

DMS Configuration I Gateway I "wIMNS Configuration  |F Address

Ain IP address can be automatically azzigned to this computer.
If wour network. does not automatically aszign IP addieszes, ask
wour network, adminigtrator for an addregzs, and then type it in
the space below.

" Ohbtain an IP address autamatically

% Specify an IP address:

IPAddress: (192 .168.123.115 |

Subnetbask;  |255.255.255. 0] |

ak I Cancel
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b. In the Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCP/IP Properties EE|

Bindings | Advanced | MetBIOS
DMS Configuration  Gateway | WS Configuration I IP Address

The first gateway in the Inztalled G ateway list will be the default.
The addrezz arder in the lizt will be the order in which these
machines are uzed.

Mew gatewan:

192.168.123.254 | sdd |

Ingtalled gatewways:

HEmGEWE |

Ok, I Cancel

c. In the DNS Configuration tab, add the DNS values which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCP/IP Properties [ 2] |

Bindings | Advanced | MetBIOS
DS Configuration I G ateway I WwINS Configuration I IF &ddress

' Dizable DNS
—{*¥ Enable DNS

Host: IMyEomputer Daornain: I

DMS Server Search Order
[168. 95 .192. 1] | fidd

168.95.1.1 Eemove

Domain Suffix Search Order

| Eemmve

K. Cancel

1L L
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Appendix B 802.1x Setting

PC 1
(USER A) \ |
\ 1
S
Wireless ~ !
PC 2 | et Wired LAN
(USER B) =l
s Authendcator !
192.168.123.254 l’
| i
' Ruthentication Server
{ Windows 2000 Radius server )
192.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)

1 Equipment Details

PCI:
Microsoft Windows XP Professional without Service Pack 1.
D-Link DWL-650+ wireless LAN adapter
Driver version: 3.0.5.0 (Driver date: 03.05.2003)

PC2:

Microsoft Windows XP Professional with Service Pack 1la.
Z-Com XI-725 wireless LAN USB adapter
Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack
3 and HotFix Q313664 (You can get more information from

http://support.microsoft.com/default.aspx?scid=kb; en-us:313664)

2DUT

Configuration:
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1.Enable DHCP server.

2.WAN setting: static IP address.
3.LAN IP address: 192.168.123.254/24.
4.Set RADIUS server IP.

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)

using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox®).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4.We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users
upgrade to service pack 1, then they can’t see MD5-Challenge from EAP
type list any more, but they will get a new Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.If choosing use smart card or the certificate as the EAP type, we select to

use a certificate on this computer. (Fig 3)
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4. We will change EAP type to fit the variable test condition.

- Wireless Metwork Connection Properties |E|[E|

General | wWireless Netwnrks| Authentication |.-i‘-.|:|vann:eu:|

Select this ophion to provide authenticated netwark, access for
wired and wirelezz Ethernet networkz,

Enable netwark, access control using IEEE 8021

EAF type: Srmart Card or ather Certificate b
MO 5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer infarmation iz available

[] Awthenticate as guest when uzer or computer information is
unavailable

Ok, l [ Cancel

Figure 2: Enable IEEE 802.1X access control
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Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1. Download and install the certificate on PC1. (Fig 4)

2. PC1 choose the SSID of DUT as the Access Point.

3. Set authentication type of wireless client and RADIUS server both to

EAP_TLS.

4. Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

6. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure. ( Fig 6)

7. Terminate the test steps when PC1 get dynamic IP and PING remote host

successfully.
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Certificates

Intended purpose:

| <All=

Personal | Other People || Intermediate Certification Autharities || Trusted Root Certificatior € *

Is Issued By Expiratia... i
 [Zdrael WirelessC A 21612004 <Mane =
_HF__

Zertificate intended purposes

Wiew

Close

Figure 4: Certificate information on PC1

s Network Connections

File Edit Wiew Favorites Tools  Advanced  Help a'h
&= Bbr! (] B == -

< 2 l? 7 Seatch i Folders

fiddress | € Metwark Cannections v| g

LAN or Hi_g_l'l-Speed Internet

Network Tasks
3 Local Area Connection ‘it eless hlebwork Conpeckion
Wl Create a ned! o Disahled e Atternpting to authenticate
trian LA, D-Link DFE-S30TK PCI Fast Et., [ Ny MInTISE WIrEess e

ﬁ Set up a home or small
~ office nebwark,

Figure 5: Authenticating
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"% Network Connections

File Edit Wiew Faworites Tools  Advanced  Help

,_,) Bacl J I? /':-] Search li. Folders v

Address |e; Metwork Connections

— ! #| LAN or High-5peed Internet
Network Tasks 2 Ens

=1 :
.l Local Area Connection

o Disabled
T A D-Llink DFE-S30T: PCI Fast EL. ..

| Create anew
conneckion

ﬂl Set up a home or small
~ office netwark

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choose the SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP_TLS.

3. Disable the wireless connection and enable again.

4. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IP and PING remote host

successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 is on Windows XP platform without Service Pack 1.
2.PC2 is on Windows XP platform with Service Pack 1la.
3.PEAP is supported on Windows XP with Service Pack 1 only.
4.Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enable.
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Appendix C WPA-PSK and WPA

PC1
(USER A) hY :
A AN I Wan ip:192.168.122.216
N
Wireless '
PC2 \ Wired LAN

(USER )
Lan ip:192.168. 123 254 E

Authentication Server
( Windows 2000 Radius server )
192.168.122.1

Wireless Router: LAN IP: 192.168.123.254
WAN IP: 192.168.122.216

Radius Server: 192.168.122.1

UserA : XP Wireless Card:Ti-11g

Tool: Odyssey Client Manager

Refer to: www.funk.com

Download: http://www.funk.com/News&Events/ody _c_wpa_preview_pn.asp
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Or Another Configuration:

PC1
(USER A) \ !
& ™ ‘&\ I
Wireless * . |
PC2 ST Wied LAN

(USERB) 0Tl
Autiinbestor i 1]
192.168.123.254 It'E

I Authentication Server
! ( Windows 2000 Rodius server )

192.168.123.33

WPA-PSK

In fact, it is not necessary for this function to authenticate by Radius Server, the client

and wireless Router authenticate by themselves.

Method1:

1. Go to the Web manager of Wireless Router to configure, like below:

Network ID(SSID) 123Kk ]
Channel 8 ¥

Securty WPA-pSK |

Key Mode | ascr v

Preshare Key }:123456?3

2. Go to Odyssey Client Manager, first choose “Network”
Before doing that, you should verify if the software can show the wireless card.

Open “Adapters”
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Odyszey Client Manager
getiings Command: Web Help

'e— Connechion Networks
The following networks are configured:
{ ¢ Profiles <[ary]>

M <123kk:

“.ﬁ.utu-ﬁcan Liztz
5_5\ Truzted Servers
Q Adapters

Bemove

il

Propertiez ...

3. Add and edit some settings:

Network Properties

I
2
3
=
R
E
o
)

I etyaork
r_u____————— e —te

Mumi@lb]: |123kk r—#)

I Connect to any available network Scan ...

Description [optional]: ]

Metwork bpe: i-ﬁccass poirt [infrastructure mode] LI

Chanme! ':-mF--l_'"..;r_L_‘___ ;!
Ciation mode: | wPA T |

=l

| OF. I Cancel

— Authentication -
[T Authenticate using profile: | |
[T Keiswill be oenerated sutomaticaliy for data privacs
Pre: REWP?]——__““‘—«\
pirasE: | 12345678 ____ﬂ—-f””_"r/
¥ Unmask




4. Back to Connection:

Then Select “Connect to network™ You will see:

Odyszey Client Manager
Setti Commands  Web  Hel
Media State . . . . . . . . . . . : Media diszcon :jﬁfi_:________' =
Connection
Adapter: | THET1130 WLAN Adapter

Adapter type:  wireless

F —d >
. = Connection
T

C:“Documents and Settings fae>ping 192.168.8.247 -t

{ ¢ Profiles
Pinging 192.168.8.247 with 32 bytez of data:
Q'F.Networks ¥ Canhect to network:
v

Control-C

S @ sutoScan List =
C:“Documents and Settings“fael>ping 192.168.8.248 -t MBI R Connection infamation

Statuz: open
Pinging 192.168.0.248 with 32 bytes of data: S_S Hosted Serens ?

Elapsed time: 00:04:13
.248: bytes=32 time=ims Q Adapters Network (S51D] 123kk
.248: hyt 32 time=1ms Access point: 00-50-18-00-0F-F8
-248: hytes=32 time=lnms Packets in/out: 166 / 246
.248: hyt 32 time=1ms
.248: hyt 32 time=1ms
.248: bytes=32 time=ims Becarineat : | &
.248: hyt 32 time=1ms
.248: hyt 32 time=4ms
.248: hyt 32 time=1ms
.248: hyt 32 time=1ms
.248: bhytes=32 time=1ms

from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.

from 192.168.
from 192.168.

Method2:

1. First, patch windows XP and have to install “Service package 1”
Patch:
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=503
9ef4a-61e0-4c44-9410-c25¢c9delace9

2. Then reboot.

3. Setting on the router and client:

Router:

MNetwork ID(SSID) 123kk
Channel B W
Security VWPAPSK W
ey Mode ASCI W
Preshare HE'y" 12345678
Client:

Go to “Network Connection” and select wireless adapter.
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Choose “View available Wireless Networks” like below:

Advanced=> choose “123kk”

i Wireless Network Connection Properties

| Gene[aﬂ _\"\"'ilE|E$S NE—'tWCII'i'@ Advanced |

|E”X| 123kk properties

sgzocistion | Authentication|

Uze YWindows to configure my wireless nebwork, settings Metwark narne [SSI00 |
Available netwarks: Wireless netwiork key
To connect to an available network, click Configure. e L L o el
i dale Al Configure
1 amitdl = etwork Authentication: !W’F’A-F’SK v\|
i JOYCE bel] ata encryption: iTKIP .
Preferred networks: Metwork key: |
Automatically connect to available network s in the order listed
below: Confirm netwark, key: |uuuu |
1 123kk b e uip
Move down Ky indes !
The key iz provided for me automatically
[ Add... ] [ Femawe ] [ Properties ] SR et y
Learn about setting up wireless netwark Thiz iz a computerto-computer {ad hoc] network; wirsless
confiquration. access points are not uzed
[ 0K ] [ Carcel ] [_ 0K J [ Cancel J

T
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1
{USER A) N !
A A I Wan ip:192.168.122.216
N
o7 Wireless .

e Wired LAN
(USER B) %‘\‘U\ ._
!J‘HmI“E ! 3
Lan ip:192.168.123.254 tE

! Authentication Server
! ( Windows 2000 Radius server )

192.168.122.1

The above is our environment:

Method 1:

1. The UserA or UserB have to get certificate from Radius, first.
http://192.168.122.1/certsrv

account : fael

passwd : fael

Connect to 192.168.122.1

Connecking bo 192.1658.122.1

User name; |ﬁ | v| i

Password: | |

[ |Remember my password

[ Ok, J[ Cancel ]

2. Then, Install this certificate and finish.

3. Go to the Web manager of Wireless Router to configure, like below:

94



Metwark |DiS S04 123kk

Channel ia v'i

Security 1P v |

RADIUS Server P 1921681221 |
RADIUS port 1812 |
RADIUS Shared Key \costra |

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

Il Profile name: ]1

User Infa | authentication | TTLS Settings | PEAP Settings |

ﬂ Login name: ]fae1

- Pazsword -
v Pemit login using password

7 uze Windows pazsword
" prompt for password
{+ wuze the following passwaord:

ifae'l

¥ Upmask

- Certificate -

W Permit login uzing my certificate:
ifae'l

Wiew . ‘ Browse ... ‘

] | Cancel |

Login name and passwd are fael and fael.
Remember that you get certificate from Radius in Stepl.
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5. Then Choose “certificate” like above.

Select Certificate

Personal Certificates ]

lzzued To I |zzued By I E

wirelessCa,

{_ 11l i
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Pralfile name: I1

UserInfo Authentication | TTLS Settings | PEAP Settings |

Authentication protocaolz, it order of preference:
EAP / TLS 2| ¥|
Add ... |
Bemove |

i~ Walidate server certificate

k. Cancel
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7. Go “Network™ and Select “1”” and ok

Network Properhies

i~ Metwark,

Metwark, name [S5100; 11 23kk

[™ Connect to any available network Scan...

Dezcrption [optional); ]

I etwark, tupe: J.-'-‘-.u:u:ess point [infrastructure mode) _1]

Azzociation mode:;

Encryption method: ] TEIP _.11
- Authenticati
v Authenticate uzsing profile: -

¥ Eeys will be generated aatomanicaly for data privacy

i~ Pre-zhared key MwFaA) -

k. | Cancel
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8. Back to Connection and Select “123kk.

If successfully, the wireless client has to authenticate with Radius Server, like below:

Nebwork.

Odyssey Client

Network name [SS10]: ‘123kk

*You are about to authenticate to an untrusted serverd

To temminate communication, press [Mo]

I Connect to any available network Scan I
Disstintion (ool gé,— To temporarily tust this server, press [Tes]
=5 LR R e '_ To permanently trust this server, check "add this trusted server o
Metwark tupe: the database and press [Yes]

'i?:- Connection onnaction Cottificate chain:

ar ; s Aclapter THET1130%LAN Adapter il il

Azzociation mode: I

{ ¢ Prafiles N Ararines i WwirelessC

sidi=s Wlsies win2000ady. intra. com. ba

Encryption method:

'?-‘ Networks
m Auto-Scan Lists

Authentication

¥ Authenticate using

[V Keps will be genera S_ Trusted Servers
Q Adapters

Pre-shared key PWPA]

[is

v Connect to nebwork:

a4 <123k

Connection information

Status: authenticating Wigw
Elapzed time:
Pemanent trust
Netwark [S51D]: 123kk EE 5 it
s 00-50-18-00-0F F& Add this trusted server to the database

Server name must end with:

Packets infout:

Beconnect Reauthenticate |
Proceed to authenticate with this server?
Yes

9.Result:
192 _168.122_219: hytes=32 time=ims
192 _168.122_219: hytes=32 time=ims
192 _168.122_219: hytes=32 time=ims
[ I | Connection 192 _168.122_219: hytes=32 time=ims
-@connection 192 _168.122.219: bytes=32 time=ims
Adapter: THET1130'LAN Adapter =l 192 _168.122.219: bytes=32 time=ims
{ t Profiles Adapter type:  wireless 192.168.122_219: hytes=32 time=ims
2 192 168122 _219: bytes=32 time=ims
-0 atuorks ¥ Connect to network: — [e <123k =~ 192 168.122 _219: hytes=32 time=ims
Scan .. 192_.168.122 219 hytes time=1ms
@¥*By st Soan Lists p— - Q‘ 192.168.122_219: hytes time=ims
ahnection infarmation 192.168.122.219: hytes time=2ms
S_ Trusted Servers tatus: 192_.168.122 219 hytes time=1ms
Elapsed time: i 192.168.122_.219: hytes time=1ims
Q Adapters Network [S51DT 123k 192.168.122.219: hytes time=1ims
SHEEElE: 192.168.122.219: hytes=32 time=ims
Aceess point: 00-50-18-00-0F-F8 192.168.122.219: bytes=32 time=ims
Packets infout: 12679 / 13605 192.168.122.219: hytes time=2ms

Beconnect

192.168.122.219:
192.168.122.219:
192.168.122.219:

time=2ms

hytes
hytes

Figauthenticate | time=1ms

Jll % ~o

time=1ms

bytes=32

Method 2:

1. The UserA or UserB have to get certificate from Radius,first.
http://192.168.122.1/certsrv

account:fael

passwd:fael
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Connecking bo 192.1658.122.1

Iser narme; | | 5

Password: |

[ |Remember my password

L Ok J [ Cancel

]

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:

Mletwark [D{SSID
Channel

Security

B02.1X Settings
RADIUS Server IP
RADILIS port
RADILS Shared Key

123Kk

WP,

b

11921681221

1812

||:|:|stra
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Client:

Go to “Network Connection” and select wireless adapter.

Choose “View available Wireless Networks” like below:

Advanced=> choose “123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:

i_Gﬂaﬂi Authentication | sdvanced|

Select thiz option to provide authenticated nebwork access far
wired and wireless Ethemet netwarks,

figble network, access contiol uzing IEEE 8021

. | Srnart Card or other Certificate " |

s D

————er,

Authenticate az computer when computer information iz available

[] Authenticate as guest when user or computer information is
unavailable

Smart Card or other, Certificate Properties

‘when connecting:

() Use my smart card

(®) Use a certificate on this computer

[¥] W alidate server certificate

[] Connect anly if server name ends with:

PIX

Trusted root cetificate authnrib:

Use a different user name for the connection

[ ok

| General|

Usge Windows to configure my wirsless network settings

Available networks:
Ta connect ta an available netwark, click Canfigure.

1 dale | Configure
1 amidi e
i JoveE v

Preferred netwiorks:

Autormatically connect to available netwarks in the order listed

below:
1 123kk Move up
Maove down
,_ Add.. ][ Remove ][ Froperties ]

Learn about setting up wireless netwark,
configuration,

@@ 123kk properties

Aszocistion |'Authenticati0n!

Metwark name [S5ID]: 123kk

Wireless netwaork, key

Thiz netwiol 3 Eey for the following:

etwork Authentication:

ta enciyphion:

0k ” Cancel ]

[ 0K _] [ Cancel

Then, if the wireless client wants to associate, it has to request to authenticate.
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Appendix D FAQ and Troubleshooting

Reset to factory Default

There are 2 methods to reset to default.

1. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and push the RESET button
down until the M1 and or M2 LED (or Status LED) start flashing, then remove the finger. If LED flashes about 8

times, the RESTORE process is completed. However, if LED flashes 2 times, repeat.

2. Restore directly when the router power on

First, push the RESET button about 5 seconds (M1 will start flashing about 5 times), remove the finger

. The RESTORE process is completed.
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FCC Channel selection disabled attestation:

The Channels 1-11 is just for USA used,other channels will be disabled by software.
the end user can not provide with any controls or software to allow operation outside
the USA frequency band for all future applications when selling this product in USA.

FCC Caution

1. The device complies with Part 15 of the FCC rules. Operation is subject to
the following two conditions:

(1)This device may not cause harmful interference.

(2)This device must accept any interference received, including interference
that may cause undesired operation.

2. FCC RF Radiation Exposure Statement: The equipment complies with
FCC RF radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distance

of 20 centimeters between the radiator and your body.

3. This Transmitter must not be co-located or operating in conjunction with

any other antenna or transmitter.

4. Changes or modifications to this unit not expressly approved by the party

responsible for compliance could void the user authority to operate the
equipment.





