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LIMITED WARRANTY

Limited Warranty Statement: SMC Networks, Inc. (“SMC”) warrants its products to be
free from defects in workmanship and materials, under normal use and service, for the
applicable warranty term. All SMC products carry a standard 90-day limited warranty from
the date of purchase from SMC or its Authorized Reseller. SMC may, at its own discretion,
repair or replace any product not operating as warranted with a similar or functionally
equivalent product, during the applicable warranty term. SMC will endeavor to repair or
replace any product returned under warranty within 30 days of receipt of the product.

The standard limited warranty can be upgraded to a Limited Lifetime* warranty by registering
new products within 30 days of purchase from SMC or its Authorized Reseller. Registration
can be accomplished via the enclosed product registration card or online via the SMC web
site. Failure to register will not affect the standard limited warranty. The Limited Lifetime
warranty covers a product during the Life of that Product, which is defined as the petiod of
time during which the product is an “Active” SMC product. A product is considered to be
“Active” while it is listed on the current SMC price list. As new technologies emerge, older
technologies become obsolete and SMC will, at its discretion, replace an older product in its
product line with one that incorporates these newer technologies. At that point, the obsolete
product is discontinued and is no longer an “Active” SMC product. A list of discontinued
products with their respective dates of discontinuance can be found at:

http:/ /www.smc.com/index.cfm?action=customer_service_warranty.

All products that are replaced become the property of SMC. Replacement products may be
either new or reconditioned. Any replaced or repaired product carries either a 30-day limited
warranty or the remainder of the initial warranty, whichever is longer. SMC is not responsible
for any custom software or firmware, configuration information, or memory data of
Customer contained in, stored on, or integrated with any products returned to SMC pursuant
to any warranty. Products returned to SMC should have any customer-installed accessory or
add-on components, such as expansion modules, removed prior to returning the product for
replacement. SMC is not responsible for these items if they are returned with the product.

Customers must contact SMC for a Return Material Authotization number ptior to returning
any product to SMC. Proof of purchase may be required. Any product returned to SMC
without a valid Return Material Authorization (RMA) number clearly marked on the outside
of the package will be returned to customer at customer’s expense. For warranty claims within
North America, please call our toll-free customer support number at (800) 762-4968.
Customers are responsible for all shipping charges from their facility to SMC. SMC is
responsible for return shipping charges from SMC to customer.



LIMITED WARRANTY

WARRANTIES EXCLUSIVE: IF AN SMC PRODUCT DOES NOT OPERATE AS
WARRANTED ABOVE, CUSTOMER’S SOLE REMEDY SHALL BE REPAIR OR
REPLACEMENT OF THE PRODUCT IN QUESTION, AT SMC’S OPTION. THE
FOREGOING WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN
LIEU OF ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED,
EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE,
INCLUDING WARRANTIES OR CONDITIONS OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. SMC NEITHER ASSUMES NOR
AUTHORIZES ANY OTHER PERSON TO ASSUME FOR IT ANY OTHER
LIABILITY IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE OR USE OF ITS PRODUCTS. SMC SHALL NOT BE LIABLE
UNDER THIS WARRANTY IF ITS TESTING AND EXAMINATION DISCLOSE THE
ALLEGED DEFECT IN THE PRODUCT DOES NOT EXIST OR WAS CAUSED BY
CUSTOMER’S OR ANY THIRD PERSON’S MISUSE, NEGLECT, IMPROPER
INSTALLATION OR TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR, OR
ANY OTHER CAUSE BEYOND THE RANGE OF THE INTENDED USE, OR BY
ACCIDENT, FIRE, LIGHTNING, OR OTHER HAZARD.

LIMITATION OF LIABILITY: IN NO EVENT, WHETHER BASED IN CONTRACT
OR TORT (INCLUDING NEGLIGENCE), SHALL SMC BE LIABLE FOR
INCIDENTAL, CONSEQUENTIAL, INDIRECT, SPECIAL, OR PUNITIVE
DAMAGES OF ANY KIND, OR FOR LOSS OF REVENUE, LOSS OF BUSINESS, OR
OTHER FINANCIAL LOSS ARISING OUT OF OR IN CONNECTION WITH THE
SALE, INSTALLATION, MAINTENANCE, USE, PERFORMANCE, FAILURE, OR
INTERRUPTION OF ITS PRODUCTS, EVEN IF SMC OR ITS AUTHORIZED
RESELLER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

SOME STATES DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES
OR THE LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES FOR
CONSUMER PRODUCTS, SO THE ABOVE LIMITATIONS AND EXCLUSIONS
MAY NOT APPLY TO YOU. THIS WARRANTY GIVES YOU SPECIFIC LEGAL
RIGHTS, WHICH MAY VARY FROM STATE TO STATE. NOTHING IN THIS
WARRANTY SHALL BE TAKEN TO AFFECT YOUR STATUTORY RIGHTS.

* SMC will provide warranty service for one year following discontinuance from the active
SMC price list. Under the limited lifetime warranty, internal and external power supplies, fans,
and cables are covered by a standard one-year warranty from date of purchase.

SMC Networks, Inc.
20 Mason
Irvine, CA 92618
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COMPLIANCES

Federal Communication Commission Interference
Statement

This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation. This

equipment generates, uses and can radiate radio frequency energy and, if not installed and

used in accordance with the instructions, may cause harmful interference to radio

communications. However, there is no guarantee that interference will not occur in a

particular installation. If this equipment does cause harmful interference to radio or

television reception, which can be determined by turning the equipment off and on, the user

is encouraged to try to correct the interference by one of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

*  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

*  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following

two conditions: (1) This device may not cause harmful interference, and (2) this device must

accept any interference received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party

responsible for compliance could void the user’s authority to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20 cm
between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna
or transmittet.

IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to
channels 1 through 11.



COMPLIANCES

EC Declaration of Conformity C€(®)

SMC contact for these products in Europe is:
SMC Networks Europe,
Edificio Conata II,
Calle Fructuos Gelabert 6-8, 20, 4a,
08970 - Sant Joan Despi,
Barcelona, Spain.

Marking by the above symbol indicates compliance with the Essential Requirements of the
R&TTE Directive of the Eutropean Union (1999/5/EC). This equipment meets the
following conformance standards:

EN 300 328
EN 301 489
EN 60950-1

Countries of Operation & Conditions of Use in the
European Community

This device is intended to be operated in all counttries of the European Community.
Requirements for indoor vs. outdoor operation, license requirements and allowed channels of
operation apply in some countries as described below:

Note: The user must use the configuration utility provided with this product to ensure the
channels of operation are in conformance with the spectrum usage rules for European

Community countries as described below.

*  This device will automatically limit the allowable channels determined by the current
country of operation. Incorrectly entering the country of operation may result in illegal
operation and may cause harmful interference to other system. The user is obligated to
ensure the device is operating according to the channel limitations, indoot/outdoor
restrictions and license requirements for each European Community country as described
in this document.

*  This device may be operated zndoors or outdoors in all countries of the European Community
using the 2.4 GHz band: Channels 1 - 13.
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COMPLIANCES

Declaration of Conformity in Languages of the
European Community

English

Hereby, SMC Networks, declares that this Radio LAN device is in
compliance with the essential requirements and other relevant provisions
of Directive 1999/5/EC.

Finnish

Valmistaja SMC Networks vakuuttaa titen ettd Radio LAN device
tyyppinen laite on direktiivin 1999/5/EY oleellisten vaatimusten ja sité
koskevien direktiivin muiden ehtojen mukainen.

Dutch

Hierbij verklaart SMC Networks dat het toestel Radio LAN device in
overeenstemming is met de essentiéle eisen en de andere relevante

bepalingen van richtlijn 1999/5/EG

Bij deze SMC Networks dat deze Radio LAN device voldoet aan de
essentiéle eisen en aan de overige relevante bepalingen van Richtlijn 1999/
5/EC.

French

Par la présente SMC Networks déclare que l'appareil Radio LAN device est
conforme aux exigences essentielles et aux autres dispositions pertinentes

de la directive 1999/5/CE

Swedish

Hirmed intygar SMC Networks att denna Radio LAN device stir I
Sverensstimmelse med de visentliga egenskapskrav och 6vriga relevanta
bestimmelser som framgér av direktiv 1999/5/EG.

Danish

Undertegnede SMC Networks erklerer herved, at folgende udstyr Radio
LAN device overholder de vasentlige krav og ovrige relevante krav i
direktiv 1999/5/EF

German

Hiermit erklirt SMC Networks, dass sich dieser/diese/dieses Radio LAN
device in Ubereinstimmung mit den grundlegenden Anforderungen und
den anderen relevanten Vorschriften der Richtlinie 1999/5/EG befindet".
(BMWi)

Hiermit erklirt SMC Networks die Ubereinstimmung des Gerites Radio
LAN device mit den grundlegenden Anforderungen und den anderen
relevanten Festlegungen der Richtlinie 1999/5/EG. (Wien)

Greek

Me tnv TTapouca sme networks dnAwvel ot radio LAN device
QUUHOPQUWVETAI TTPOC TIC OUCIWDEIC ATTAITNTEIC KAl TIO AQITTED
oXeTIkeo Olaraelo Tno odnylac 1999/5/ek




COMPLIANCES

Ttalian

Con la presente SMC Networks dichiara che questo Radio LAN device ¢

conforme ai requisiti essenziali ed alle altre disposizioni pertinenti stabilite
dalla direttiva 1999/5/CE.

Spanish

Por medio de la presente SMC Networks declara que el Radio LAN device
cumple con los requisitos esenciales y cualesquiera otras disposiciones
aplicables o exigibles de la Directiva 1999/5/CE

Portuguese

SMC Networks declara que este Radio LAN device esta conforme com os
requisitos essenciais e outras disposi¢des da Directiva 1999/5/CE.
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COMPLIANCES

vii

Safety Compliance

Underwriters Laboratories Compliance Statement
Important! Before making connections, make sure you have the correct cord set. Check it

(read the label on the cable) against the following:

Operating Voltage Cord Set Specifications

120 Volts UL Listed/CSA Certified Cord Set
Minimum 18 AWG

Type SVT or §JT three conductor cord

Maximum length of 15 feet

Parallel blade, grounding type attachment plug rated 15
A 125V

240 Volts (Europe only) Cord Set with HO5VV-F cord having three conductors
with minimum diameter of 0.75 mm?2

IEC-320 receptacle
Male plug rated 10 A, 250 V

The unit automatically matches the connected input voltage. Therefore, no additional
adjustments are necessary when connecting it to any input voltage within the range marked
on the power adapter.

Information for Power Source N11846

This unit is to be used with a class 2 or level 3 external power adapter, approved suitable for
use in North American equipment installation, having an output voltage rating of 12 V DC,
and output current rating of 1.0 A or equivalent.



COMPLIANCES

Wichtige Sicherheitshinweise (Germany)

10.
11.

12.

13.

Bitte lesen Sie diese Hinweise sorgfiltig durch.

Heben Sie diese Anleitung fiir den spiteren Gebrauch auf.

Vor jedem Reinigen ist das Gerit vom Stromnetz zu trennen. Verwenden Sie keine Fliis-

sigoder Aerosolreiniger. Am besten eignet sich ein angefeuchtetes Tuch zur Reinigung.

Die Netzanschlu Bsteckdose soll nahe dem Gerit angebracht und leicht zuginglich sein.

Das Gerit ist vor Feuchtigkeit zu schiitzen.

Bei der Aufstellung des Gerites ist auf sicheren Stand zu achten. Ein Kippen oder

Fallen koénnte Beschddigungen hervorrufen.

Die Beliiftungséffnungen dienen der Luftzirkulation, die das Gerit vor Uberhitzung

schiitzt. Sorgen Sie dafiir, dafl diese Offnungen nicht abgedeckt werden.

Beachten Sie beim Anschluf3 an das Stromnetz die Anschlu3werte.

Vetlegen Sie die NetzanschluBleitung so, dal niemand dartber fallen kann. Es sollte

auch nichts auf der Leitung abgestellt werden.

Alle Hinweise und Warnungen, die sich am Gerit befinden, sind zu beachten.

Wird das Gerit iiber einen lingeren Zeitraum nicht benutzt, sollten Sie es vom Strom-

netz trennen. Somit wird im Falle einer Uberspannung eine Beschidigung vermieden.

Durch die Liftungséffnungen dirfen niemals Gegenstinde oder Flissigkeiten in das

Gerit gelangen. Dies konnte einen Brand bzw. elektrischen Schlag auslésen.

Offnen sie niemals das Gerit. Das Gerit darf aus Griinden der elektrischen Sicherheit

nur von authorisiertem Servicepersonal gedffnet werden.

Wenn folgende Situationen auftreten ist das Gerit vom Stromnetz zu trennen und von

einer qualifizierten Servicestelle zu tberpriifen:

a. Netzkabel oder Netzstecker sind beschidigt.

b. Flissigkeit ist in das Gerit eingedrungen.

c. Das Gerit war Feuchtigkeit ausgesetzt.

d. Wenn das Gerit nicht der Bedienungsanleitung entsprechend funktioniert oder Sie mit
Hilfe dieser Anleitung keine Verbesserung erzielen.

e. Das Gerit ist gefallen und/oder das Gehiuse ist beschadigt.

f. Wenn das Gerit deutliche Anzeichen eines Defektes aufweist.

. Stellen Sie sicher, daf3 die Stromversorgung dieses Gerites nach der EN 60950 gepriift

ist. Ausgangswerte der Stromversorgung sollten die Werte von AC 7,5-8 V, 50-60 Hz
nicht tber oder unterschreiten sowie den minimalen Sttom von 1 A nicht unterschreiten.

Der arbeitsplatzbezogene Schalldruckpegel nach DIN 45 635 Teil 1000 betrigt 70 dB(A)
oder weniger.

viii



X

TABLE OF CONTENTS

Introduction .......... ... ..o i, 1-1
About the Barricade ....... ... .. . o 1-1
Features and Benefits ........ ... . .. ... . il 1-2
Applcations . ... ... 1-3
Installation ............ ... . ... 2-1
Package Contents ..............iiiiiiiniiiiii 2-1
System Requirements . ..., 2-2
Hardware Description .............. .. oo, 2-2
ISP Settings .. ..o 2-5
Connectthe System ......... ... i 2-6
Connect the Cable/xDSL Modem .. .........cviiuiin... 2-6
Connecting the Barricade to your LAN ................... 2-6
Connect the Power Adapter . ......................... ... 2-7
Configuring the Client PC...................... 3-1
TCP/IP Configuration .. ...oovuteeinieinneeeeaeeaaaaaann. 3-2
Windows 2000 . ... 3-3
Obtain IP Settings From Your Barricade .................. 3-5
Manual IP Configuration ...................iiiiun.... 3-7
Windows XP .. ..o 3-9
Disable HITTP Proxy ............iiiiiiiiinnaaaon. 3-14
Configuring Your Macintosh Computer ........................ 3-15
Disable HITP Proxy ............oiiiiiiiiinnaaaoan. 3-17
Configuring the Barricade . . .................... 4-1
Navigating the Web Browser Interface .................... ... ... 4-2
Making Configuration Changes .......................... 4-2
Setup Wizard ... .. o 4-3
TIMe ZOMNE . . v vt 4-3
Wireless Settings ... 4-4
Connection Type Setting . .......... ..., 4-6



TABLE oF CONTENTS

System ..o 4-12
TIME ZONE . oottt e 4-12
Password Settings ........... ... .o o oo 4-13
Remote Management .................couuniiinnonn... 4-14

WAN Settings .. ..oovviiii 4-15
DynamicIP ... ... .. o 4-16
PPPOE ... 4-17
PPTIP oo 4-18
L2TP oo 4-19
StaticIP .. ..o 4-20
Clone MAC Address . ...t 4-21
DNS 4-22

LAN Settings ... 4-23

WILEless . .. 4-25
Channeland SSID ... .. ... ... ... L. 4-26
Access Control ... 4-28
Secufity ... 4-29
Wi-Fi Protected Setup (WPS) ........ ...t 4-36

NAT 4-40
Address Mapping .. ... 4-41
Virtual Server ... .. ... 4-42
Special Application ......... ... . i 4-43
NAT Mapping Table ......... ... .. ... ... ... ..., 4-44

Routing ...... .. 4-45
StaticRoute ...... ... ... 4-45

Firewall ... ... 4-47
Access Control ... 4-48
MACHFilter ... oo i i i 4-50
URLBlocking ........ ..o 4-51
Schedule Rule ........ ... ... . i i 4-52
Intrusion Detection ........... ... ... ... 4-54
DMZ o 4-59

UPnP ..o 4-60

DDNS 4-61



TABLE oF CONTENTS

x1

TOOIS « o 4-62
Configuration Tools ......... ... . ... .. ... 4-62
Firmware Upgrade ........... ... .. ... i, 4-63
Reset ..o 4-64
Status ... 4-65

Finding the MAC address of a Network Card ................... 4-67
Windows NT4/2000/XP . ..., 4-67
Macintosh . ... ... o 4-67
Linux ..o 4-67

Troubleshooting ...........ooiiiiiiiiin.. A-1

Cables ........coiiiiiiiii ittt B-1

Ethernet Cable . ...... .. B-1
Specifications ........... ... ... i B-1
Wiring Conventions . ............ooiiiiiiiieniinin... B-1

RJ-45 Port Ethernet Connection .. ........ooviuuiiinnen.... B-2
Pin Assighments ... B-3

Specifications .......... ... i it C-1



CHAPTER 1
INTRODUCTION

Congtratulations on your purchase of the Barricade™ N Draft 11n
Wireless 4-port Broadband Router (SMCWBR14S-N). We are proud to
provide you with a powerful yet simple communication device for
connecting your local area network (LAN) to the Internet. For those who
want to surf the Internet in the most secure way, this router provides a

convenient and powerful solution.

About the Barricade

The Barricade provides Internet access to multiple users by sharing a
single-user account. This new technology provides many secure and
cost-effective functions. It is simple to configure and can be up and

running in minutes.

The Barricade is compliant with the next generation IEEE 802.11n draft
v2.0 specification while maintaining full backwards compatibility with the
IEEE 802.11b/g standards. This next generation wireless networking
standard utilizes advanced MIMO (multiple-in, multiple-out) technology
to deliver incredible speed and range. With wireless speeds up to 300Mbps
- five times faster than 802.11g, the SMCWBR14S-N provides sufficient
bandwidth to stream HD video, listen to digital music, play online games,

transfer large files, make VoIP calls and surf the Internet simultaneously.

11



FrATURES AND BENEFITS

Features and Benefits

* IEEES802.11n draft v2.0 compliant
*  Wireless speeds up to 300 Mbps

*  Increased speed and coverage - up to 5 times the speed of IEEE
802.11¢g

*  Fully backwards compatible with 802.11b/g witeless networks

*  Allows you to stream HD video, listen to digital music, play online
games, transfer large files, make VoIP calls and surf the Internet

simultaneously
*  Wi-Fi Multimedia (WMM) for wireless quality-of-service
*  Local network connection via a 10/100 Mbps Ethernet port

e DHCP for dynamic IP configuration, and DNS for domain name
mapping

*  Firewall with Stateful Packet Inspection, client privileges, intrusion
detection, and NAT

*  NAT also enables multi-user Internet access via a single user account,
and virtual server functionality (providing protected access to Internet
services such as web, FTP, email, and Telnet)

* VPN transparent pass-through (IPSec-ESP Tunnel mode, L2TP,
PPTP)

*  User-definable application sensing tunnel supports applications

requiring multiple connections

*  Easy setup through a web browser on any operating system that
suppotts TCP/IP

*  Compatible with all popular Internet applications

1-2



INTRODUCTION

Applications

Many advanced networking features ate provided by this Barricade:

Wired and Wireless LAN

The Batricade provides connectivity to 10/100 Mbps devices, and
wireless connection speed up to 300 Mbps. This router is fully
compliant with specifications defined in IEEE 802.11b, IEEE
802.11g and IEEE 802.11n draft v2.0 standards, making it easy to
create a network in small offices or homes.

Internet Access

This device allows you to shate your Cable/xDSL Internet
connection. Since many ADSL providers use PPPoE to establish
communications with end users, the Barricade includes a built-in
client for this protocol, eliminating the need to install these services

on your computetr.

Shared IP Address

The Barricade provides Internet access for up to 253 users via a single
shared IP address. Using only one ISP account, multiple users on your

network can browse the web at the same time.

Virtual Server

If you have a fixed IP address, you can set the Barricade to act as a
virtual host for network address translation. Remote users access
various services at your site using a constant IP address. Then,
depending on the requested service (or port number), the Barricade
can route the request to the appropriate server (at another internal IP
address). This secures your network from direct attack by hackers, and
provides more flexible management by allowing you to change
internal IP addresses without affecting outside access to your
network.

1-3



APPLICATIONS
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DMZ Host Support

Allows a networked computer to be fully exposed to the Internet.
This function is used when NAT and firewall security prevent an

Internet application from functioning correctly.

Security

The Barricade supports security features that deny Internet access to
specified users, or filter all requests for specific services that the
administrator does not want to serve. The Barricade’s firewall also
blocks common hacker attacks, including IP Spoofing, Land Attack,
Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SYN flooding.
WPA/WPA2, IEEE802.1x, WEP, SSID, and MAC filtering provide

security over the wireless network.

Virtual Private Network (VPN Pass-through)

The Barricade supports three of the most commonly used VPN
protocols — PPTP, L2TP, and IPSec. These VPN protocols are
transparent pass-through. The protocols supported by the Barricade
are briefly described below.

*  Point-to-Point Tunneling Protocol — Provides a secure tunnel for
remote client access to a PPTP security gateway. PPTP includes

provisions for call origination and flow control required by ISPs.

e L2TP merges the best features of PPTP and L2F — Like PPTP,
L2TP requires that the ISP’s routers support the protocol.

*  IP Security — Provides IP network-layer encryption. IPSec can
support large encryption networks (such as the Internet) by using

digital certificates for device authentication.



CHAPTER 2
INSTALLATION

Before installing the Barricade, verify that you have all the items listed
under “Package Contents.” If any of the items are missing or damaged,
contact your local distributor. Also be sure that you have all the necessary
cabling before installing the Barricade. After installing the Barricade, refer
to “Configuring the Barricade” on page 4-1.

Package Contents

After unpacking the Barricade, check the contents of the box to be sure
you have received the following components:

*  Barricade™ N Draft 11n Wireless 4-port Broadband Router
(SMCWBR14S-N)

*  Power adapter

*  One CAT-5 Ethernet cable (RJ-45)
*  One documentation CD

*  Quick Install Guide

e Warranty Information Card

Immediately inform your dealer in the event of any incorrect, missing, or
damaged parts. If possible, please retain the carton and original packing
materials in case there is a need to return the product.

2-1



INSTALLATION

System Requirements

You must meet the following minimum requirements:

*  Broadband (Cable/xDSL) Internet service and Modem with Ethernet
connection

*  24GHz 802.11n draft wireless adapter or 2.4GHz 802.11b/g wireless
adapter installed on each PC. Alternatively an Ethernet adapter can be
used.

*  Anup to date web browser: Internet Explorer 5.5 or above, Netscape
4.7 or above, Mozilla Firefox 1.0 or above.

Hardware Description

2-2

The Barricade connects to a cable or xDSIL. modem with Ethernet
connection using it’s RJ-45 WAN port. It can be connected directly to your
PC or to a local area network using the Fast Ethernet LAN ports.

Data passing between devices connected to your local area network can
run at up to 100 Mbps over the Fast Ethernet port and up to 300 Mbps

over the built-in wireless access point.

The Barricade includes an LED display on the top panel for system power
and port indications that simplifies installation and network

troubleshooting.



HARDWARE DESCRIPTION

The following figures show the top and rear panels of the Barricade.

SMC"

Networks

BARRICADEN

Draft 11n Wireless 4-port Broadband Router
SMCWBR14S8-N

Power WAN Online WLAN LANT LAN2 LAN3

Figure 2-1. Top Panel

Power

LAN4 LAN3 LAN2 LAN1 WAN Reset 12V=1A

Figure 2-2. Rear Panel
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INSTALLATION

The power and port LED indicators on the top panel are illustrated by the
following table.

LED Status Description
Power On The Batricade is receiving power. Normal
operation.
Off Power off or failure.
WAN On WAN link.
Off No WAN link.
Online On Internet connection is functioning correctly.
Flashing The Barricade is establishing an Internet link.
Off No Internet link.
WLAN On WLAN link.
Flashing The Barricade is sending or receiving data via
WLAN.
Off No WLAN link.
LAN 1~4 On Ethernet link.

Flashing The LAN port is sending or receiving data.

Off No Ethernet link.
WPS On WPS link is successfully established.
i-Fi
I(’\X)tected Off * This LED will be on for 300 seconds after
Setup) WPS connection is successfully established,
then go off.

e The WPS is disabled.

Slow WPS association is establishing between the
Flashing Barricade and clients.

Quick WPS access failed.

Flashing

24



ISP SETTINGS

The Barricade contains the following ports and buttons:

Item Description

LAN Ports Fast Ethernet ports (RJ-45). Connect devices on your local
area network to these ports (i.e., a PC, hub, switch or IP set
top box).

WAN Port WAN port (RJ-45). Connect your cable/xDSL modem line to

this pott.

Reset Button

Use this button to reset the power and restore the default
factory settings. To reset without losing configuration settings,
see “Reset” on page 4-64.

Power Inlet

Connect the included power adapter to this inlet.

Warning: Using the wrong type of power adapter may cause
damage.

WPS Button
(on top panel)

Press this button for over 4 seconds to start using the WPS.

ISP Settings

If you are not sure of your connection method, please contact your

Internet Service Provider. There are several connection types to choose
from: Static IP, DHCP, PPPoE, PPTP and L2TP.

Note: If using the PPPoE option, you will need to remove or disable any

PPPoE client software on your computers.

2-5



INSTALLATION

Connect the System

The Barricade can be positioned at any convenient location in your office
or home. No special wiring or cooling requitements are needed. You
should, however, comply with the following guidelines:

*  Keep the Barricade away from any heating devices.
* Do not place the Barricade in a dusty or wet environment.

You should also remember to turn off the power, remove the power cord

from the outlet, and keep your hands dry when you install the Barricade.

Connect the Cable/xDSL Modem

Connect the cable/xDSL modem using a CAT-5 Ethernet cable (R]-45)
to the Barricade’s WAN port. When inserting the RJ-45 plug, be sure the

tab on the plug clicks into position to ensure it is properly seated.

Connecting the Barricade to your LAN

2-6

The four LAN ports on the Barricade auto-negotiate the connection speed
to 10 Mbps Ethernet or 100 Mbps Fast Ethernet, as well as the
transmission mode to half duplex or full duplex.

Use RJ-45 cables to connect any of the four LAN ports on the Barricade
to an Ethernet adapter on your PC. Otherwise, cascade any of the LAN
ports on the Barricade to an Ethernet hub or switch, and then connect
your PC or other network equipment to the hub or switch. When inserting
an RJ-45 connector, be sure the tab on the connector clicks into position
to ensure that it is propetly seated.

Notes: 1. Use 100-ohm shielded or unshielded twisted-pair cable with
RJ-45 connectors for all Ethernet ports. Use Category 3, 4, or 5
for connections that operate at 10 Mbps, and Category 5 for
connections that operate at 100 Mbps.

2. Make sure each twisted-pair cable length does not exceed
100 meters (328 feet).



CONNECT THE SYSTEM

Connect the Power Adapter

Plug the power adapter into the power socket on the back panel of the

Batrricade, and the other end into a power outlet.

Check the power indicator on the front panel is lit. If the power indicator is
not lit, refer to “Troubleshooting” on page A-1.

In case of a power input failure, the Barricade will automatically restart and

begin to operate once the input power is restored.
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CHAPTER 3
CONFIGURING THE

CLIENT PC

After completing hardware setup by connecting all your network devices,
you need to configure your computer to connect to the Barricade. You can
either configure your computer to automatically obtain IP settings
(DHCP) or manually configure IP address settings (Static IP).

Depending on your operating system see:
“Windows 2000” on page 3-3,
“Windows XP” on page 3-9,

or

“Configuring Your Macintosh Computer” on page 3-15.
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TCP/IP CONFIGURATION

TCP/IP Configuration

3-2

To access the Internet through the Barricade, you must configure the
network settings of the computers on your LAN to use the same IP subnet
as the Barricade. The default network settings for the Barricade are:

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0

Note: These settings can be changed to fit your network requirements,
but you must first configure at least one computer to access the
Barricade’s web configuration interface in order to make the
required changes. (See “Configuring the Barricade” on page 4-1
for instructions on configuring the Barricade.)



Windows 2000
DHCEP IP Configuration
1. On the Windows desktop,
click Start/Settings/
Network and Dial-Up
Connections.

2. Click the icon that
corresponds to the
connection to your

Barricade.

3. The connection status
screen will open. Click
Properties.

Local Area Connection 1 Status

CONFIGURING THE CLIENT PC

@ Mew Office Document:
[ Open Office Document
% Windows Update

E Acrobat Reader 5.0

@ WinZip
(&) Frograms 3
‘2§ Documents 4

B setti

Q Search
g Help [ Printers
Run... i
S e P Taskbar fuStart Menu. .

&) shut Down.
[t | (A & S 0y |

2=

General I
r— Connection

Statuz: Connected
Duration: 00:15:12
Speed 10.0 Mbpz

— Butivi

. =E
Sent — =FN ——  Received
=S
Packets: 43 | 0
Disable |

LCloze
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TCP/IP CONFIGURATION

4. Double-click Internet
Protocol (TCP/IP).

5. If Obtain an IP address
automatically and Obtain
DNS server address
automatically are already
selected, your computer is
already configured for
DHCP. If not, select these
options now and click OK.

3.4

Local Area Connection 1 Propetties x|

General | Sharing |

Connect using:

| B9 SMEC EZ Card 10100 (SMC1211T)

Camponents checked are used by this connection:
Client for Microsaft Metwarks

SMC EZStart Service

File and Printer Sharing for Microsoft Metworks

Internet Protocol (TCP/IP) Properties 2lx|

General

“fou can get IP settings assigned automatically if your netwark supports
this capability. Othemwise, you need to ask pour network. administrator for
the appraopriate IP settings.

 Obtair
17 Uze the following P address

P address auto

1P address:
Subnet mask:

Default gatevay:

@ Obtain DNS server address automatically

—{ Use the following DNS server addresses——————————————————
Advanced

Cancel

Erefered DNE seiver

Sltermate NS server




CONFIGURING THE CLIENT PC

Obtain IP Settings From Your Barricade

Now that you have configured your computer to connect to your
Batricade, it needs to obtain new network settings. By releasing old DHCP
IP settings and renewing them with settings from your Barricade, you can

verify that you have configured your computer correctly.

1. On the Windows desktop,

Windows Update ‘

click Start/Programs/

Programs = [F Communications ¥
Accessories/Command @ Intemet Explarer romand Fromek

Documernts * 3 outlookExpress 5§ Paint
Prompt‘ Settings (S S— ¥ WordPa::I

Search 3

Help

Run...

Shut Dawin, ..

Hstare || (1] & 53

2. In the Command Prompt window, type “IPCONFIG /RELEASE”
and press the Enter key.

Microsoft Windows 2888 [Version 5.88.21951
(C> Copyright 1985-2000 Microsoft Corp.

C:\Documents and Settings\laurence>IPCONFIG /RELEASE
Windows 2088 IP Configuration
IP address successfully released for adapter "Local Area Connection 2"

C:\Documents and Settings\laurence>
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Type “IPCONFIG /RENEW” and press the Enter key. Verify that
your IP Address is now 192.168.2.xxx, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These values
confirm that your Barricade is functioning correctly.

WINNT \system32'cmd.exe
Microsoft dous 2068 [U
CC> Copyright 1985-2088 Mi

C:\Documents and Settings\laurence>IPCONFIG ~RELEASE
Windows 2888 IP Configuration
IP address succ fully released for adapter "Local Area Connection 2"
IC:\Documents and Settings“\laurence>IPCONFIG ~/RENEW
Windows 2888 IP Configuration
[Ethernet adapter Local Area Connection 2:
Connection-specific DNS Suffix . :
IP Addy =« = » = = 192,168.2
Subnet Mask ST LR

Default Gateway . . . . . . . . . = 192.168.2.

C:\Documents and Settings\laurence>_

Type EXIT and press the Enter key to close the Command Prompt
window.



CONFIGURING THE CLIENT PC

Manual IP Configuration

1.

2.

Follow steps 1-4 in “DHCP IP Configuration” on page 3-3.

Select Use the 20
following IP address. General |
Enter an IP address “r'ou cah get IP settings assigned automatically if pour network supports
thiz capability, Otherwize, you need to ask your netwark, administrator for
baSed on the default the appropriate |P settings.
nCtWOrk 192'168_2.)( " Obtain an IP address automatically
h . b 2 — % Use the fallowing |P address:

(W ere X 1s between IP address: 192 168, 2 . 20
and 254), and use Subrst mask: %6 . 5. 255 0
255.255.255.0 for the Diefault gateway: 192 168 2 1
subnet mask. Use ! Obtain DHS server address automatically
192.168.2.1 for the —{*" Use the following DNS server addresses

Prefeired DNS server. 192 .18, 2 1
Default gateway field.

Alternate DNS server: . .

SCICCt USC the Advanced...
following DNS server —

addresses.

Enter the IP address for the Barricade in the Preferred DNS server field.
This automatically relays DNS requests to the DNS server(s) provided
by your ISP. Otherwise, add a specific DNS server into the Alternate
DNS Server field and click OK to close the dialog boxes.

Record the configured information in the following table.

TCP/IP Configuration Setting
IP Address

Subnet Mask
Preferred DNS Setver
Alternate DNS Server
Default Gateway
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Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is

disabled. This is so that your browser can view the Barricade’s HTML

configuration pages.

1. To disable the proxy in
Internet Explorer, click
Tools. Click Internet
Options... and then
the Connections tab,
shown on the right. In
the Local Area Network
(LAN) settings section,
click LAN Settings...
to display the Local
Area Network (LAN)
Settings pop-up window
below.

2. In the Proxy server
section, ensure the Use
a proxy server for
your LAN (These
settings will not apply
to dial-up or VPN
connections) check

box is not ticked.

3. Click OK.

Internet Options

EBnBlaW] SEl:urilyl Plivan:yl Content  Connections IngramI Advam:sdl

= To set up an Intemnet connection, click
% S Setup...
~Diglup and Virtual Private Metwark settings—————————————————
Add..

Remove
Settings

€| Diallwhenever a network connection is not present

| Always dial my defaul
Set Default

Choose Settings if you need to configure a proxy
server for a connection.

| Never dial a connection

onrection

Current defaul. — None

i Local Area Network [LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings abave for dial-up settings.

21x|

Cancel I Apply

Local Area Network (LAN) Settings ﬂﬁ[

i~ Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

¥ automatically detect settings
™ Use automatic configuration script

Address I

~Proxy server -

Use a proxy server For your LAN (These settings will not apply to

dial-up or YPI connections),
Advanced, ..

Addresst | Port; |

I Bypass proxy server for locel addresses

o ] _coes




Windows XP

DHCP IP Configuration

1. On the Windows desktop,
click Start/Control Panel.

2. In the Control Panel window,
click Network and Internet
Connections.

3. The Network Connections
window will open. Locate and
double-click the Local Area
Connection icon for the
Ethernet adapter that is
connected to the Barricade.

4. In the connection status screen,
click Properties.

CONFIGURING THE CLIENT PC

is‘.“l E-mail

Outlook Express
“ MM Explarer

@ Windews Media Player
@ Windows Movie Maker
@ Tour Windows =P

Files and Settings Transfer
Wizard

@ Snaglt 5.0

All Programs b

4 start

r
% Hetwork Conne

s & hate o srnal
etvecy

Fia Edt Vew Faerbes Tooh Advaoed el

@m Q¥ P |

5 My Recent Documents »

ﬁ My Pictures

) My Music

9.] My Computer

&i’; Printers and Faxes

@) Help and Support:
J:) Search

J Run..,

Fokders 731

- Local Area Connection 2 Status

General | Suppart |

Cornection
Status:
Duration:

Speed:

Activig

Packets:

Sent — %— Received
43 |

Connected
00:47:38
11.0 Mbps

43

Cloze
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5. DOublC—Cth Internet - Local Area Connection 3 Properties
Protocol (TCP/IP). Generdl | Advanced

Connect using:
| B8 SMCEZ Card 107100 [SMC1285FTHAT) #2 |

This connecion uses the following ilems:
421 oS Packet Scheduler

5= AEGIS Prolocal (IEEE 80214 v2.31 9

ne j

>

nternet Pr

Internet Protocol (TCP/IP) Properties

6. If Obtain an IP address General | Altemate Configuration
automatically and Obtain | i e v aetve ks s o
the appropriate |P settings.
DNS server address
(® Dbtain an |P address automaticaly

automatically are already O Use the lolowing [P address:

: [
selected, your computer is 1
already configured for DHCP. O

If not, select these options ® Obiain DNS server ackess automalicaly

() Use the fallawing DNS server addresses

now and click OK. e
I

3-10
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Obtain IP Settings From Your Barricade

Now that you have configured your computer to connect to your
Barricade, it needs to obtain new network settings. By releasing old DHCP
IP settings and renewing them with settings from your Batricade, you can

verify that you have configured your computer correctly.

1. On the Windows desktop, click Start/Programs/Accessories/
Command Prompt.

\’ S &5 wWindows Catalog I —
Sl Im) Accessibilt: 3
o & windows Update @ ¥
1) Communications 3
CD) Windows Media Plays
I Entertainment 2
R I Games i & ¥
WL windows Movie Ma 4 @ System Tools
T StnetEx YD address Back.
f-, al Il =
@ Tour Windaws xP m Startup | Calculator

& Internet Explarer
9’) Files and Settings Tral w8 s Explorer

L75 Wizard 4 Motepad
lfgi Outlaok Express H Paint
Snaglk 5.0 .
@ wd Remots Assistance @) Program Compatibiity Wizard

@ windows Media Player € synchronize

All Programs I i Windows Messenger &) Tour Windows X
|3 Windows Explorer
W windows Movie Maker
A wordrad

2. In the Command Prompt window, type “IPCONFIG /RELEASE”
and press the Enter key.

Command Prompt

IC:~>ipconfig /release

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection cific DNS Suffix
IP Addre.
Subnet M

Default Gateway
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3. Type “IPCONFIG /RENEW” and press the Enter key. Verify that
your IP Address is now 192.168.2.xxx, your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.2.1. These values
confirm that your Barricade is functioning correctly.

Nripeconfig /release

e R
[«]

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Addre.

Subnet Mask

Default Gateway

C=\>ipconfig Arenew

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

IP Addre. H -168.2.188
Subnet Mask H .255.255.8
Default Gateway H .168.2.1

4. Type EXIT and press the Enter key to close the Command Prompt
window.

Your computer is now configured to connect to the Barricade.
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Manual IP Configuration

CONFIGURING THE CLIENT PC

1. Follow steps 1-5 in “DHCP IP Configuration” on page 3-9.

2. Select Use the following IP
Address.

3. Enter an IP address based on
the default network
192.168.2.x (where x is
between 2 and 254), and use
255.255.255.0 for the subnet
mask. Use 192.168.2.1 for the
Default gateway field.

4. Select Use the following
DNS server addresses.

General
You ean get P seltings assigned automaically if your network, supports
this capabilly. Otherwise, you need to ask your network administrator for
the appropriate IF seftings,
€ Obtain an 1P address automatically
(&) Use the following IP address:
IF address: 1% 188 2 22
Subnet mask 255255 255 0
Default gateway 192188 2 1
(5 Use the following DNS server addresses:
Prefened DN server 192168, 2 . 1
Altemate DNS server

5. Enter the IP address for the Barricade in the Preferred DNS server
field. This automatically relays DNS requests to the DNS server(s)
provided by your ISP. Otherwise, add a specific DNS server into the
Alternate DNS Server field and click OK to close the dialog boxes.

TCP/IP Configuration Setting

IP Address

Subnet Mask

Preferred DNS Server

Alternate DNS Server

Default Gateway

Record the configured information in the following table.
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Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the Barricade’s HTML

3-14

configuration pages.

1. 'To disable the proxy in
Internet Explorer, click
Tools. Click Internet
Options... and then
the Connections tab,
shown on the right. In
the Local Area Network
(LAN) settings section,
click LAN Settings...
to display the Local
Area Network (LAN)
Settings pop-up window
below.

2. In the Proxy server
section, ensure the Use
a proxy server for
your LAN (These
settings will not apply
to dial-up or VPN
connections) check
box is not ticked.

3. Click OK.

Internet Options El@
| General Seculiuf Privacy | Content Connections Programs | Advanced
To set up an Internet connection, click
1] setup. Setup...

Dial-up and Virtual Private Network settings

Choose Settings if you need to configure a proxy
server for a connection.

Local Area Network [LAN] settings

LAN Settings do not apply to diakup connections,  [LAN Settings...|

Chaose Settings above for dial-up settings.

Cancel

cal Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

D Automatically detect settings

|:| Use automatic configuration script

Proxy server

O Use a proxy server For your LAN {These settings will not apply to
dial-up or YPM connections).




CONFIGURING THE CLIENT PC

Configuring Your Macintosh Computer

You may find that the instructions here do not exactly match your

operating system. This is because these steps and screen shots were created

using Mac OS 10.2. Mac OS 7.x and above are similar, but may not be

identical to Mac OS 10.2.

Follow these instructions:

1. Pull down the Apple Menud. Click

System Preferences.

Edit View

]

Finder File

About This Mac
Get Mac OS5 X Software...

System Preferences...

Dock >
Location |
Recent Items >
Force Quit...
Sleep
Restart...
Shut Down. ..
Log Out... 0%Q
2. Double-click the Network icon in the
Systems Preferences window.
886, System Preferences =
Personal
=)
E 0 e 1A &
Deskiop Dock General International  Login ltems My Account  Screen Effects
Hardware
e Tl . = N
N G B—\i = =¥ LY, &
CDs & DVDs ColorSync Displays Energy Keyboard Mouse Sound
Saver
Internet & Network
® (@)QA @
Internet Network QuickTime Sharing
System
- o 2
21 @ & & § 4
Accounts Classic Date & Time Software Speech Startup Disk Universal
Update Access
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3-16

5.

If Using DHCP Serveris eo Hemwark o
already selected in the Lot o L
Shaw | Built-in Ethernet =

Configure field, your

[rceie] reroe | Appietanc | proxies |

computer is already Configure: [ Using DHCP il
configured for DHCP. If st Servre i

P Address. 10.1.28.83
[Provided try DHCF Server]

not, select this OptiOﬂ. Suboet Mask: 295.255.252.0

Router. 10.1.28.254 il ipnonl:

DHCP Chient 1D:
-

Ethernat Address: 00-50:04-00 2606 . sarthbnk net

&) Gl the hock 1o prevent further changes.  Revert 1 (" Apply Now

Yout new settings are shown in the TCP/IP tab. Vetify that your IP
Address is now 192.168.2.xxx, your Subnet Mask is 255.255.255.0 and
your Default Gateway is 192.168.2.1. These values confirm that your
Barricade is functioning.

Close the Network window.

Now your computer is configured to connect to the Barricade.



CONFIGURING THE CLIENT PC

Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the Barricade’s HTML
configuration pages. The following steps are for Internet Explorer.

Internet Explorer

1. Open Internet Explorer and click the Stop & File Edit View G
. B O About Internet Explorer...
button. Click Explorer/Preferences. | License Agreement... ;
2. In the Internet Explorer Preferences window, | _@: ™ "
. Hide Explorer WH
under Network, select Proxies. Hide thers e

Quit Explorer w0

3. Uncheck all check boxes and click OK.

38 C Internet Explorer Preferences

@ Security | If you are accessing the Internet from a private network, you can set
: gateways to allow Intermet access. Contact your network manager

@ Security Zones for more information. Nete: These settings are shared with ather
@ Ratings applications through Internet Config.
@ Advanced Use Proxy Servers

W Forms AutoFill | Web Proxy: Settings...
@ Forms AutoComplete R D Use Web Praoxy for all
@ AutoFill Profile D Bypass Web Proxy far FTP

¥ Receiving Files D Sacure Praxy: Settings...
@ Downdoad Options e — - =

: Settings.

@ File Helpers IRy —_—
@ Cookies | Gopher Proxy: Settings...
¥ Network = = =

List the sites you want to connect to directly, bypassing the proxies
@ Protocol Helpers set above. Put a space or comma between each site.
@ Proxies
@ Site Passwords
) o
¥ E-mail A
@ General Y-

2] Camee) @O0
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CHAPTER 4
CONFIGURING THE
BARRICADE

Aftet you have configuted TCP/IP on a client computet, use a web
browser to configure the Barricade. The Barricade can be configured by
any Java-supported browser such as Internet Explorer 5.5 or above. Using
the web management interface, you can configure the Barricade and view

statistics to monitor network activity.

To access the Barricade’s management interface, enter the IP address of
the Barricade in your web browser:
http://192.168.2.1

Enter the default password: smcadmin, and click LOGIN.

Note: Passwords can contain from 3~12 alphanumeric characters and
are case sensitive.

SMCWBR14S-N

Passuor:

Default password;smeadmin,
Please enter comect password for Administrator Access, Thank you,

If you have lost ar forgotten your password click here.

We suggest that you use Internet Explorer 5.5 or above at a minimum of 10242768 resolution

41
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CONFIGURING THE BARRICADE

Navigating the Web Browser Interface

The Barricade’s management interface consists of a Setup Wizard and an
Advanced Settings section.

Setup Wizard: Use the Setup Wizard for quick and easy configuration of
your Internet connection and basic LAN settings.

Advanced Settings: Advanced Settings supports more advanced
functions like NAT, system maintenance, firewall and UPnP.

Status

¥ou can use the Status ccroon to Seo the cannection status for the router's WAN/LAN interfaces, firmware and
hardware verskn numbers, any legal attempts o access your notwark, a5 well a5 infarmation on all BHCP cliont
PCE clsmantly connectad to your network,

Curennt Time: 07/20/2007 02:11:14 prm

INTERNET GATEWAY INFORMATION

WAN TP 0,0.0.0 1P Address; 192,180.2.1 Numbiers of DHEP Chents: 1
Subnet Mask: 258 258 266.0 Funtime Code Versin:
OHCP Sorver: Enabled 0.00.08 (dul 16 2007 14:1302)

5 Frawall, Enabled Root Code Version: V.09

Secondary ONS: 0.0.0.0 UPnP: Enabled LAN MAC Address: 00-17-3F-80-53-17

Wirgless: Enabled Wireloss MAC Address: 00-17-3F <88«
Fumw 53-18

WAN MAC Address: DO-17-3F-G8-53-
15

Mardware Versian: 01
Senal Num:  12717823300177

Security Log DHCP Client Log

View any attampts that have baen made to gan access View nformation on LAN DHCP cliants currently linked to
1o your retwetk, the router.

07/20/2007 14:11:13 192.166,2,100 A 1p=192.168,2.100  wac=00-04-E2-0D

O7/20/2007 14:13:08 DECP Client: [

07/20/2007  14:13:00 DICP Clisnt: [

ATCMLANT 141101 TR Climnrs T o

Making Configuration Changes

Configurable parameters have a dialog box or a drop-down list. Once a
configuration change has been made on a screen, click the APPLY or
SAVE SETTINGS or NEXT button at the bottom of the screen to
enable the new setting;

Note: To ensure proper screen refresh after a command entry, be sure
that Internet Explorer is configured as follows: Under the menu
Tools/Internet Options/General/Temporaty Internet
Files/Settings, the setting for Check for newer versions of
stored pages should be Every visit to the page.
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Setup Wizard

Time Zone

Click on SETUP WIZARD and NEXT, then you will see the Time Zone
screen. Select your local time zone from the drop-down menu. This

information is used for log entries and client filtering;

2. Time Zone

This page abows you to confgure the lacalized time 2one & sutomatic time maintenance. Automate time
maintenance synchronizes the Bamicade with 2 public time server an the Intermat. SMC recommend 1o use this

1. Wirnless Sottlngs ol

4. Canneetion Typo

3. Selact tha required tims 2ons.
Sutlings = . x

(GMT-0800) Pacts Tima (LS & Canada) Tijusen

b. Enable or dsable automatic time server mantenance. By default this feature s enablad.
[FlEnable Automatic Time Server Mantanance

. Selact primary B secondary time server fram the pradafined list,

Primary Server: | 1321634102 - Nocth America %
Swcondary Server:| 1321634102 - North America %

. Click 'Next' to eantinug,

i
]

If you want to automatically synchronize the Barricade with a public time
servet, check the box to Enable Automatic Time Server Maintenance.
Select the desired servers from the drop-down menus.

Click NEXT to continue.
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Wireless Settings

4.4

This screen allows you to configure the SSID, wireless Mode and channel.
Optionally you can disable broadcasting of SSID for added security. SSID
is the name given to your wireless LAN. Wireless clients within the same
network should be configured to use the same SSID.

3. Wireless Settings

This page alows you to configure the wireless SSI0, Mode and channel. Optaonally you
£an desable brosdcasting of SSI0 for added secunity, SSI0 & thi name gven 1o your
wirnboss LAN, Wimlnss clionts should be configurnd fo use the same SSI0

1. Canneciion Typs 2. Entar naw SSID or use the default valus.

Setlings
b, Select Wireless mode. For best compatinkly SMC recommend Meed (11b+11g+11n},
c. Select operating channel.

o, Chck Wewt' to continue

Parameter Description

Wireless Channel The radio channel used by the wireless router and its clients to
communicate with each other. This channel must be the same
on the Barricade and all of its wireless clients.

The Barricade will automatically assign itself a radio channel, or
you may select one manually.

Extension Setting the Bandwith Mode as 20/40MHz allows you to use this

Channel extension channel as the secondary channel for doubling the
bandwith of your wireless network.

SSID Service Set ID. The SSID must be the same on the Barricade

and all of its wireless clients. (Default: SMC)

Wireless Mode This device supports 11n, 11gand 11b wireless networks. Make
your selection depending on the type of wireless network that
you have. SMC recommend using “Mixed 802.11n, 802.11g and
802.11b” to provide compatibility with 11n, 11g and 11b
wireless clients.
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Parameter

Description

Bandwidth

Broadcast SSID

Protected Mode

802.11e/WMM
QoS

* 20MHz: Sets the operation bandwidth as 20 MHz.

* 20/40MHz: Allows automatic detection of the operation
bandwidth between 20 MHz and 40 MHz.

Choosing the bandwidth mode as 20/40MHz allows you to
use the extension channel.

Enable or disable the broadcasting of the SSID. Disabling SSID

broadcast will provide increased security by hiding the SSID of
your wireless network.

Enabling this function to ensure the best performance of your
11n throughput in case there is a lot of interference from the
11g and 11b devices in the wireless network.

Enable or disable the use of QoS. The QoS (Quality of Service)

function allows you to differentiate WMM (Wi-Fi Multimedia)
traffic and provide it with high-priority forwarding setvice

Click NEXT to continue.
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CONFIGURING THE BARRICADE

Connection Type Setting

46

Specify the WAN connection type required by your Internet Service
Provider. Specify Dynamic IP Address, PPPoE, PPTP, L2TP or Static IP
Address.

4, Connection Type Setting
This page slows you 10 Select & CONNBCTon type Lo connect mtermet.

2. Select required connection type. For the comect settings contact your ISP,

Bl Ctaming an IP sddress stomatically froen your sendce prowder
PP o Ethamat is 3 comman connection method usad for 1051
Pain-to-Paint Tunnolieg Protocol is  comman cennection nwithod
used in Ewopean sDSL connsctiont.

Layur 2 Tunneling Pretocol is a comimon connettion muthod wsed in
Euitpasn xD5L connoctions

Your semce prowder provides & static (P sddress to access Intemet
sunices

b. Clek 'Next' to continue

§

Select your connection type to proceed. Click BACK to go back and
change your settings.



SeETuP Wi1zARD

Dynamic IP Address

If the ISP requires you to input a Host Name, type it in the Host Name
field. Click on the Clone the MAC Address and the MAC Address of
the current PC will be filled automatically.

Dynamic IP

The Host name is optional, but may bie requred by some Serece Provders The defastt MAC address is sat 10 the WaN's phiysical
mizetuce on the Bamicade

W required by your Sensce Provider, you <8 use the "Clone MAC Addiess” button to copy the MAC address of the Network Interface
e installad in your T 10 rmplace 1he WAN MAC address

I necessaey, you can uie the "Releue" and *Renew” bulleers on the Stetus page 10 releise and reniw th WAN IP sddress

Cone MAL Address

Click NEXT to proceed, or BACK to change your settings.



CONFIGURING THE BARRICADE

PPPoE

Enter the User Name and Password required by your ISP in the
appropriate fields. If your ISP has provided you with a Service Name enter
it in the Service Name field, otherwise, leave it blank. Leave the
Maximum Transmission Unit (MTU) at the default value (1454) unless you
have a particular reason to change it. Enter the maximum idle time for the
Internet connection. After this time has been exceeded the connection will
be terminated. Check the Auto-reconnect check box to automatically

re-establish the connection as soon as you attempt to access the Internet

again.

PPPoE

Erter the FPFOE wisr name and password assgned by your Semce Provider. The Serace Name is noimally epfional, but may be
requeed by some ssece providers. Enfer o Masimenn Idle Time (e minutes) 15 debne o masimm pemed of fims ks which the Inlsmst
commection in mantamed during inactaily. Ifhe connection is inactie foe fongur than the Masireum Idlo Time, ther & wil be dropped
You can enable the A aption 15 h tho consstion 85 3640 88 you MIampL 10 access the Intemet
agan

I your Istemet Senace Pronder requrres the use of PRPoE, anber b misemation below.

User Name
Pazgword
Plaass ratyps your paeswnrd
Sarazs Nama

MTU: 1454

Maximurn ks Tima g i

[F] Austorecormmees

Click NEXT to proceed, or BACK to change your settings.

Note: Clicking NEXT will not automatically connect the Barricade to
the Internet. The Barricade will only connect when you explicitly
request it to, for example, by launching your web browser.



SeETuP Wi1zARD

PPTP (Point-to-Point Tunneling Protocol)

The Barricade supports PPTP connection. The PPTP connection delivers user-
level authentication VPN (virtual private network) for secure network path.

Enter the user account ID and password required by your ISP in the

appropriate fields. If your ISP has provided you with a Host Name enter it
in the Host Name field, otherwise, leave it blank. If your ISP uses DHCP
service, enable the Get IP by DHCP. Then enter the Service IP Address

provided by your ISP.

Click on the Disconnect after x minutes of no activity and then entet the
idle time for the Internet connection. This is the period of time for which the
connection to the Internet is maintained during inactivity. If your ISP charges
you by the minute, you should change the idle time out to one minute.

Most ISPs provide a DNS server for speed and convenience. Since your
Service Provider may connect to the Internet with dynamic IP settings, it is

likely that the DNS server IP’ are also provided dynamically. Clicking on
the Click here to enter your DNS Settings for DNS configuration. See
“DNS” on page 4-22.

FFTP

Peints-Pait Tunnsling Protacal: & versian of PPP {Painl-te-Peint Protocol] (el has the sbildy ta sncapsulale packets of dla
formatiad fe one nutwork protocel i puckots used by anothor pratocel This tuneeing tochnique llows TCPAP data 1o bi
transmitted ovar a nan-TCPAP retwork PETE can be usnd ta join difrent physical natworks usng the Intemat as an intemadiary

Use PPTP Authenfication

PRTP Aeenun

PITH Passwnnd :

Retype Password :
Hust Rame :
Get IP By DHCP ¢ =]
Service IF Address : [ ] ] ]

[ Disconnect alter| semutes ol oo activiy

Click hars ta snter your NS Snitings

Click NEXT to proceed, or BACK to change your settings.
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4-10

L2TP (Layer 2 Tunneling Protocol)

The Barricade supports L2TP connection. The L2TP connection delivers
computer-level authentication VPN (virtual private network) for secure
network path.

Enter the user account ID and password required by your ISP in the
appropriate fields. If your ISP uses DHCP service, enable the Get IP by
DHCP. Then enter the L2TP Server Address provided by your ISP.

Click on the Disconnect after x minutes of no activity and then enter
the idle time for the Internet connection. This is the petiod of time for
which the connection to the Internet is maintained during inactivity. If
your ISP charges you by the minute, you should change the idle time out to
one minute.

Most ISPs provide a DNS server for speed and convenience. Since your
Service Provider may connect to the Internet with dynamic IP settings, it is

likely that the DNS server IP’s are also provided dynamically. Clicking on
the Click here to enter your DNS Settings for DNS configuration. See
“DNS” on page 4-22.

L2ZTP

Sern SP's raguire the wte of L2TP to wskablsh conneclions ba heir networks If Ihe inslallstion melrections Ihal accormany your
modem wtk you to sut up o Salup ceemection using @ LZTP VPN tunnel then select this eption. Mot that coce the Rouer
intallod. you will it e 10 s {he disiup VPN an yoir P any mars

Use LZTP Authenticstion

LR Aecount =
LITP Passwnrd =
Retype Fasseoed @
GetlP By DHCP : =]
LITR Sarvar Addrose |0 o o o

B Dnscenmect after 10 mmutes of no actraty:

Cliek hare te snter your DNE Semings

Click NEXT to proceed, or BACK to change your settings.



SeETuP Wi1zARD

Static IP Address

Enter the IP address, Subnet Mask and Gateway Address provided to you
by your ISP in the appropriate fields below.

Static IP

It your Sanice Frovider has assigned a fixed IP address; enter 1he asxigned IF address, subnst mask and the gateway addess
potrded

o o o

U] 0 o

o 0 o

[mack | nexT

Click NEXT to proceed, or BACK to change your settings.
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CONFIGURING THE BARRICADE

System

Time Zone

Select your local time zone from the drop-down list. This information is

used for log entries and client filtering,

Time Zone

st Time Zane:
Time Zone

Usa this satting ta msure the tima-basad client filtenng faature and system log entries are based on the carrect
Password Sattings locahizad time.

Remote Management

[GMT-08.00) Pache Tene (US & Canadel. Tysana

ClEnabis Daylight Savings

Start Daylight Savings Time | Januesy ¥ 1 %

End Doylight Savings Time | Jenuegy = 1 =

configure Tine Server (NTP)!

TOOLS

¥ou can automatically mantain the system timo on your ADSL router by synchronizing with a public tme sarver
over tha Intamat,

[ Enable Automatic Time Seréer Maintenance

Whin you enable this option you will nead to configure two different tme sarvers, wse the options below to sot the
primary and sacondary NTR SSPVArs in your anaa:

Primary Borvor: 132 1634 102 - Narth Amanca %
Gncondary Server: 1321634102 - Harth Amenca = -

For accurate timing of log entries and system events, you need to set the

time zone. Select your time zone from the drop-down list.

If daylight savings is used in your area, check the box to enable the
function, and select the start/end dates.

If you want to automatically synchronize the Barricade with a public time
server, check the box to Enable Automatic Time Server Maintenance.
Select the desired servers from the drop-down menu.

Click Save Settings.
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SYSTEM

Password Settings

Use this screen to change the password for accessing the management

interface.

Password Settings

Set & password 10 restrict management access to the router.

Password Settings

Remote Managsment o Curmont Password « fdie Time Cutr 10| Min
(Il Terie =0 5 N Tine Qut)

* New Password:

* Ra-Enter Password for Verification

Passwords can contain from 3~12 alphanumeric characters and are case

sensitive.

Note: If you lost the password, or you cannot gain access to the user
interface, press the blue reset button on the rear panel, holding it
down for at least 10 seconds to restore the factory defaults. The
default password is smcadmin.

Enter a maximum Idle Time Out (in minutes) to define a maximum period
of time for which the login session is maintained during inactivity. If the
connection is inactive for longer than the maximum idle time, it will
perform system logout, and you have to log in again to access the
management interface. (Default: 10 minutes)
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CONFIGURING THE BARRICADE

Remote Management

By default, management access is only available to users on your local

network. However, you can also manage the Barricade from a remote host
by entering the IP address of a remote computer on this screen. Check the
Enabled check box, and enter the IP address of the Host Address and
click Save Settings.

§ Remote Management

Set the remote management of the router. If you want to manage the router from & remote location (cutside of the
Password Settings locat network), you must also specify the [ address of the remate PC

Remote Management

NAT

ROUTING HELF SAVE SETTINGS CANCEL
FIREWALL

UPnF

DDNS
ToOLS
STATUS

Note: If you check Enable and specify an IP address of 0.0.0.0, any
remote host can manage the Barricade.

For remote management via WAN IP address you need to connect using
port 8080. Simply enter WAN IP address followed by :8080, for example,
211.20.16.1:8080.

File Edit ‘iew Favorites Tools  Help

dmEack - = - &) i | ‘Dhsearch [ Favorites

Address 211,20.16,1:3080
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WAN SETTINGS

WAN Settings

Specify the WAN connection type required by your Internet Service
Provider. Choose Dynamic IP Address, PPPoE, PPTP, L2TP or Static
IP Address for your WAN link.

WAN Settings

The Biaincade can be conesctad 10 your service providar in any of tha fllweg ways
Dynamic IF Address

PPPoE @ DynamieiP Addrase  Ottaing 5n P addrss sulomsticsly fem your sEMce peovdsr
PPTP
L2Te O PPPE PPP trer Ethamet 15 8 eeenmon connection method used for 050
Btatic IP Address o PP Poin-to-Peint Tunneleg Pretocol is 8 cemmaon connection method
Clens MAC Address ) 43 ENESpO SO oo

o LaTe Layor 2 Tunnaling Pratacal is a commen connection method used in

Eurspaan ¥DEL connactions.

Your eanice prowidar provides  static P addmss to access tamst
EEMCEE.

[ More Canniguration |

0 Static IP Address

Select the connection type and click More Configuration.
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CONFIGURING THE BARRICADE

Dynamic IP

4-16

The Host Name is optional, but may be required by some service
provider’s. The default MAC address is set to the WAN’s physical interface
on the Barricade.

If required by your service provider, you can use the Clone MAC Address
button to copy the MAC address of the Network Interface Card (NIC)
installed in your PC to replace the WAN MAC address.

If necessary, you can use the Renew button on the Status page to renew
the WAN IP address.

Dynamic IP

Tha Most name is opbonal, but may be mquimd by some Sanice Frovders Tha dafaull MAC addmss is 581 10 The WANT pliysical
Oynamic IP Address imlarface on the Bamcads.

FPPoE Hipquingd by your Sarvice Provides, you can wse the "Tlons MAC Address” button 1o copy the MAC address of the Netwark Imarface
PPTP Card ingtalied in your PC to replace the WAN MAL addmss

L2TP W necessary, you cen use the “Release” and Renew” bottons on the Status page to releade and rerew he WAN IP address
Btatic IP Address
Clone MAC Address

1 Clors MAC Addiess

[HELP | SAVESETTMGS || CANCEL |

Note: Make sure you record the MAC address that you clone, so that if
you lose your settings you will be able to re-connect to the
Internet.

Click SAVE SETTINGS to proceed, or CANCEL to change your
settings.



WAN SETTINGS

PPPoE

Enter the PPPoE user name and password assigned by your Service
Provider. The Service Name is normally optional, but may be required by
some service providers. Enter a Maximum Idle Time (in minutes) to define
a maximum period of time for which the Internet connection is
maintained during inactivity. If the connection is inactive for longer than
the Maximum Idle Time, then it will be dropped. You can enable the
Auto-reconnect option to automatically re-establish the connection as

soon as you attempt to access the Internet again.

PPPoE

Ener the FPFOE wisr name and password assgned by your Semce Provider. The Sendce Name is noimatly opfional, but may be

[EIEPYSPRFOPPIBRPN  cquced by some seece providers. Erden & Masimsarn ldle Tine (1 minules) 1o defne o resimam pared of fime ke which e lilamst

cormection iu muntared during inactaity. I he connoction ia inacte for longer than the Masirmm dio Time, ther & wil bi dropped
FPPoE Yau can 4nable the A sption 16 k ah tho canme<tion a5 4000 86 you MIEME 1o a6¢ess tha Intemot
PPTP agun

LZTP
Static IP Address
Clons MAC Address

I your Intemet Serace Provder requires the use of PPPoE, anber (e micemation below

User Name
Pazgword
Plaass ratyps your pRzewond
Ssenzs Hams

MTU: 1454

Maximu Idie Tima g i

[F] Austorecormmees
HELF || SAVESETTINGS CANCEL |

Click SAVE SETTINGS to proceed, or CANCEL to change your
settings.
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PPTP

Enter the Account ID and Password, and Host Name assigned by your
ISP in the appropriate fields. If your ISP uses DHCP service, enable the
Get IP by DHCP. Then enter the Service IP Address provided by your
ISP. Click on the Disconnect after x minutes of no activity and then
enter the idle time for the Internet connection. This is the period of time
for which the connection to the Internet is maintained during inactivity. If
your ISP charges you by the minute, you should change the idle time out to

one minute.

Most ISPs provide a DNS server for speed and convenience. Since your
Service Provider may connect to the Internet with dynamic IP settings, it is

likely that the DNS server IP’s are also provided dynamically. Clicking on
the Click here to enter your DNS Settings for DNS configuration. See
“DNS” on page 4-22.

PPTP
Peints-Pait Tunnsling Protacal: & versian of PPP {Painl-te-Peint Protocol] (el has the sbildy ta sncapsulale packets of dla
formtled S one metenrk protocol in puckots used by another protocel This lummeing tochnique allows TCPAP data 1o be
transmitted ovar a nan-TCPAP retwork PETE can be usnd ta join difrent physical natworks usng the Intemat as an intemadiary
Dynamic IF Address

PPPoE

PRTP Use PP TP Auithenfication
=ty PRTR Aceount :
Static IP Address
Clons MAC Addrass FETE wpemo.s
Retype Password @
Hust Name
Got IP By DHCP ¢ =]
Sonvice IP Addrass : [0 u u u
[ Dhsconneet altes] smiites ol o activity.
Click hars ta snter your NS Snitings
[ ClemeChonges | [ Apphs Changes |

Click Apply Changes to proceed, or Clear Changes to change your
settings.



WAN SETTINGS

L2TP

Enter the L2TP Account ID and Password assigned by your ISP in the
appropriate fields. If your ISP uses DHCP service, enable the Get IP by
DHCP. Then enter the L2TP Server Address provided by your ISP. Click
on the Disconnect after x minutes of no activity and then enter the idle
time for the Internet connection. This is the period of time for which the
connection to the Internet is maintained during inactivity. If your ISP
charges you by the minute, you should change the idle time out to one
minute.

Most ISPs provide a DNS server for speed and convenience. Since your
Service Provider may connect to the Internet with dynamic IP settings, it is

likely that the DNS server IP’s are also provided dynamically. Clicking on
the Click here to enter your DNS Settings for DNS configuration. See
“DNS” on page 4-22.

L2TF
Sume 157" requre he use of L2TF (o establish connechrims fo their rabwrks. W the matsTation nstuctiuns thal stcompany your
mucdirm ok you 10 64 Up & dinkp conniction useg @ LITR VRN funnal then sultet this uption. Nole that onco the Route is
insaalied, yous wil nt nnad f0 uaa the Galup VPN on your PG any mom

Dynamic IF Address

PPPOE

FRTE Use LZ11P Autheication

L2TP

Btatic IP Address
Glona MAC Addrass

LFTI Areaunt :
LITP Paemward |
Ratyps Passward

G IPBy DHCP: [

LITP Sarver Addrsss: |0 0 0 0

[l Discoemect afier 10 proistes of no actvaty
Click hers to satar your DNS Settings

[ CloarChanges | [ Apgly Cheges ]

Click Apply Changes to proceed, or Clear Changes to change your
settings.
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Static IP

If your Service Provider has assigned a fixed IP address, enter the assigned

IP address, subnet mask and the gateway address on this screen.

§ Static IP

H your Senvice Provider has assigned 2 ficed IP addrecs, enter the assigned P address, subnat mask and the gatewsy address

Dynamic IF Address prsided
PPPoE
PPTP ] ] ]
Sl 0 0 0
Btatic IP Address
Clene MAC Addrass n n n
[HELR | save sETTGE || canceL |

Click SAVE SETTINGS to proceed, or CANCEL to change your
settings.
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Clone MAC Address

Some ISPs require you to register your MAC address with them. If this is

the case, and you have previously registered the MAC address of another
device, the MAC address of the Barricade must be changed to the MAC
address that you have registered with your ISP.

g Clone MAC Address

Some 1SPs requins you to regster your MAC addrass with them. IF you have dang this, the MAC sddress of the
Gateway must be changed to the MAC address that you supplad to your 156,

Dynamic IF Addr

PPPoE » WAN Interface MAC Address:

PPTP
LZTP
Static IP Address ) Lsa this PC's MAC addross 00:04:E2:00:02:F0

O s the Gatewsy's dafault MAC address D0:17:0F80:53:19

ol Lol L @ Enter 3 naw MAC sddrezs manually:
w |- (7 |:fF |2l |3 |ie

HELF | [ SaVESETTMGS || CANCEL
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DNS

4-22

A Domain Name Server (DNS) is an index of IP addresses and web
addresses. If you type a web address into your browser, such as

www.smc.com, 2 DNS server will find that name in its index and find the

matching IP address: xxx.xxx.xxx.xxx. Most ISPs provide a DNS server

for speed and convenience. Since your Service Provider may connect to

the Internet with dynamic IP settings, it is likely that the DNS server IP’s
are also provided dynamically. However, if there is a DNS server that you

would rather use, you need to specify the IP address here.

Dynamic IF Address

PPFoE
PPTP

L2TP

Static IP Address
Clons MAC Address

WIRELEES

NAT
ROUTING
FIREWALL

DNS

A Domain Mame Server (DNS) i3 an index of 1P addresses and Web addresses. If you type & Web adivess into your
browser, such a5 www, sme com, 3 DNS server will find that name = itz index and find the matching 1P address:

o oo, ok o0, Mokt 15Ps provide a DNS server for speed and conveniance. Since your Sarvice Providar may
connsct to tha Intemat with dynamic 1D Settings, it I baly that tha DNS sarvar [Fs ara also providad dynamically.
Hawever, If there i a DS servar that you would rather use, you nesd to specify the 1P address here

HELF H BANE SETTINGS CAMCEL



L.AN SETTINGS

LAN Settings

You can enable DHCP to dynamically allocate IP addresses to your client
PCs, or configure filtering functions based on specific clients or protocols.

The Barricade must have an IP address for the local network.

§ LAN Settings

You can enable DHCP ta dynamicaly sllocate 1P addresses ta your client PC3, o configure fitering Rinctions based
on specific chients or protocels. The router must have an 1P addross for tho local network,

LAN IP

192 | ee |2 1
256258, 255 | |0

(3 Enabled ) esabiad

Farever -

IP Address Pool

[ e

The LAN Settings parameters are listed below.

Parameter Description
LAN IP
IP Address The IP address of the Barricade.

IP Subnet Mask The IP subnet mask.

DHCP Setver DHCP allows individual computets to obtain the TCP/IP
configuration at startup from a centralized DHCP server. To
dynamically assign an IP address to a client PC, enable the
DHCP (Dynamic Host Configuration Protocol) function.
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424

Parameter

Description

Lease Time

The length of time the DHCP server will reserve the IP
address for each computer. Setting lease times for shorter
intervals such as one day or one hour frees IP addresses after
the specified period of time. This also means that a particular
computer’s IP address may change over time. If you have set
any advanced features such as DMZ, this is dependent on the
IP address. For this reason, you will not want the IP address
to change.

IP Address Pool

Start IP

End IP

Domain Name

The DHCP IP Addtess Pool is the range of IP addresses set
aside for dynamic assighment to the computers on your
network.

This field indicates the first of the contiguous IP addresses in
the IP address pool.

This field indicates the last of the contiguous IP addresses in
the IP address pool.

The domain name is the name you assign to your network.




WIRELESS

Wireless

The Barricade also operates as a wireless access point, allowing wireless

computers to communicate with each other. To configure this function, all

you need to do is to enable the wireless function, define the radio channel,
the SSID, and the security options.

Wireless Settings

The router can be quickly configured as an wireless aceess paint for roaming clients by setting the service sat
identifior (SS10) and channed number. [t 350 supports datd encryption and chent filtering,

Enable or disable Wireloss module function : @ Enable O Disable

Channel and 551D

Access Control

Becurity SAVESETTINGS |
WEP

WPA

B02.1%

Wi-Fi Protectad Getl

PIN
PEC
Manual

Check Enable and click SAVE SETTINGS.
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Channel and SSID

4-26

You must specify a common radio channel and SSID (Service Set ID) to
be used by the Barricade and all of its wireless clients. Be sute you

configure all of its clients to the same values.

Channel and SSI10
Access Contrel
Security

WEP
WPA
BO2.4X

WI-Fi Protected Set

PIN
FEC
Manual

Channel and 551D

This page allows you to define SSI0 and Channed 1D for wirgless connection, In the wiraless environmant, the router
can also act a5 an wireless access point. These parameters are used for the mobile stations to connect to this access
paint.

Channel BEEEY

fon Channel

SMC

Mioend 802 110802 11 and 802 11b
Aandvidth [E I

Broodc 5 =

Protoctod aFF

a0z 1w gos IR

(re) (e e (e

Parameter

Description

Wireless Channel

Extension
Channel

SSID

Wireless Mode

The radio channel used by the wireless router and its clients to
communicate with each othet. This channel must be the same
on the Barricade and all of its wireless clients.

The Barricade will automatically assign itself a radio channel, or
you may select one manually.

Setting the Bandwith Mode as 20/40MHz allows you to use this
extension channel as the secondary channel for doubling the
bandwith of your wireless network.

Service Set ID. The SSID must be the same on the Barricade
and all of its wireless clients. (Default: SMC)

This device supports 11n, 11gand 11b wireless networks. Make
your selection depending on the type of wireless network that
you have. SMC recommend using “Mixed 802.11n, 802.11g and
802.11b” to provide compatibility with 11n, 11g and 11b
witeless clients.



