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Bay Networks, Inc. Software License Agreement

NOTICE: Please carefully read this license agreement before copying or using the accompanying software or
installing the hardware unit with pre-enabled software (each of which isreferred to as* Software” in thisAgreement).
BY COPYING OR USING THE SOFTWARE, YOU ACCEPT ALL OF THE TERMSAND CONDITIONSOF THIS
LICENSE AGREEMENT. THE TERMS EXPRESSED IN THISAGREEMENT ARE THE ONLY TERMS UNDER
WHICH BAY NETWORKSWILL PERMIT YOU TO USE THE SOFTWARE. If you do not accept these terms and
conditions, return the product, unused and in the original shipping container, within 30 days of purchase to obtain a
credit for the full purchase price

1. License Grant. Bay Networks, Inc. (“Bay Networks") grants the end user of the Software (“Licensee”) a personal,
nonexclusive, nontransferable license: a) to use the Software either on a single computer or, if applicable, on asingle
authorized device identified by host ID, for which it was originally acquired; b) to copy the Software solely for backup
purposes in support of authorized use of the Software; and c) to use and copy the associated user manual solely in
support of authorized use of the Software by Licensee. Thislicense applies to the Software only and does not extend
to Bay Networks Agent software or other Bay Networks software products. Bay Networks Agent software or other
Bay Networks software products are licensed for use under the terms of the applicable Bay Networks, Inc. Software
License Agreement that accompanies such software and upon payment by the end user of the applicable license fees
for such software.

2. Restrictions on use; reservation of rights. The Software and user manuals are protected under copyright laws.
Bay Networks and/or its licensors retain al title and ownership in both the Software and user manuals, including any
revisions made by Bay Networks or its licensors. The copyright notice must be reproduced and included with any
copy of any portion of the Software or user manuals. Licensee may not modify, trandate, decompile, disassemble, use
for any competitive analysis, reverse engineer, distribute, or create derivative works from the Software or user
manuals or any copy, in whole or in part. Except as expressly provided in this Agreement, Licensee may hot copy or
transfer the Software or user manuals, in whole or in part. The Software and user manuals embody Bay Networks' and
itslicensors’ confidential and proprietary intellectual property. Licensee shall not sublicense, assign, or otherwise
disclose to any third party the Software, or any information about the operation, design, performance, or
implementation of the Software and user manuals that is confidential to Bay Networks and its licensors; however,
Licensee may grant permission to its consultants, subcontractors, and agents to use the Software at Licensee’s facility,
provided they have agreed to use the Software only in accordance with the terms of this license.

3. Limited warranty. Bay Networks warrants each item of Software, as delivered by Bay Networks and properly
installed and operated on Bay Networks hardware or other equipment it is originally licensed for, to function
substantially as described in its accompanying user manual during its warranty period, which begins on the date
Softwareisfirst shipped to Licensee. If any item of Software failsto so function during its warranty period, asthe sole
remedy Bay Networks will at its discretion provide a suitable fix, patch, or workaround for the problem that may be
included in a future Software release. Bay Networks further warrants to Licensee that the media on which the
Softwareis provided will be free from defectsin materials and workmanship under normal use for a period of 90 days
from the date Software is first shipped to Licensee. Bay Networks will replace defective media at no chargeiif itis
returned to Bay Networks during the warranty period along with proof of the date of shipment. Thiswarranty does not
apply if the media has been damaged as aresult of accident, misuse, or abuse. The Licensee assumes all responsibility
for selection of the Software to achieve Licensee's intended results and for the installation, use, and results obtained
from the Software. Bay Networks does not warrant @) that the functions contained in the software will meet the
Licensee's requirements, b) that the Software will operate in the hardware or software combinations that the Licensee
may select, ¢) that the operation of the Software will be uninterrupted or error free, or d) that all defectsin the
operation of the Software will be corrected. Bay Networks is not obligated to remedy any Software defect that cannot
be reproduced with the latest Software release. These warranties do not apply to the Softwareif it has been (i) altered,
except by Bay Networks or in accordance with itsinstructions; (ii) used in conjunction with another vendor’s product,
resulting in the defect; or (iii) damaged by improper environment, abuse, misuse, accident, or negligence. THE
FOREGOING WARRANTIESAND LIMITATIONSARE EXCLUSIVE REMEDIESAND ARE IN LIEU OFALL
OTHER WARRANTIES EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Licenseeis responsible for the security of
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its own data and information and for maintai ning adeguate procedures apart from the Software to reconstruct lost or
altered files, data, or programs.

4. Limitation of liability. IN NO EVENT WILL BAY NETWORKS OR ITSLICENSORS BE LIABLE FORANY
COST OF SUBSTITUTE PROCUREMENT; SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES; ORANY DAMAGES RESULTING FROM INACCURATE OR LOST DATA OR LOSS OF USE OR
PROFITSARISING OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF THE SOFTWARE, EVEN
IF BAY NETWORKSHAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT
SHALL THE LIABILITY OF BAY NETWORKS RELATING TO THE SOFTWARE OR THISAGREEMENT
EXCEED THE PRICE PAID TO BAY NETWORKS FOR THE SOFTWARE LICENSE.

5. Government Licensees. This provision applies to al Software and documentation acquired directly or indirectly
by or on behalf of the United States Government. The Software and documentation are commercial products, licensed
on the open market at market prices, and were developed entirely at private expense and without the use of any U.S.
Government funds. The license to the U.S. Government is granted only with restricted rights, and use, duplication, or
disclosure by the U.S. Government is subject to the restrictions set forth in subparagraph (c)(1) of the Commercial
Computer Software—Restricted Rights clause of FAR 52.227-19 and the limitations set out in this license for civilian
agencies, and subparagraph (c)(1)(ii) of the Rightsin Technical Data and Computer Software clause of DFARS
252.227-7013, for agencies of the Department of Defense or their successors, whichever is applicable.

6. Use of Softwarein the European Community. This provision appliesto all Software acquired for use within the
European Community. If Licensee uses the Software within a country in the European Community, the Software
Directive enacted by the Council of European Communities Directive dated 14 May, 1991, will apply to the
examination of the Software to facilitate interoperability. Licensee agreesto notify Bay Networks of any such
intended examination of the Software and may procure support and assistance from Bay Networks.

7. Term and termination. Thislicense is effective until terminated; however, al of the restrictions with respect to
Bay Networks' copyright in the Software and user manuals will cease being effective at the date of expiration of the
Bay Networks copyright; those restrictions relating to use and disclosure of Bay Networks' confidential information
shall continue in effect. Licensee may terminate this license at any time. The license will automatically terminate if
Licensee fails to comply with any of the terms and conditions of the license. Upon termination for any reason,
Licensee will immediately destroy or return to Bay Networks the Software, user manuals, and all copies. Bay
Networks is not liable to Licensee for damages in any form solely by reason of the termination of this license.

8. Export and Re-export. Licensee agrees not to export, directly or indirectly, the Software or related technical data
or information without first obtaining any required export licenses or other governmental approvals. Without limiting
the foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees that it will not, without first
obtaining al export licenses and approvals required by the U.S. Government: (i) export, re-export, transfer, or divert
any such Software or technical data, or any direct product thereof, to any country to which such exports or re-exports
are restricted or embargoed under United States export control laws and regulations, or to any national or resident of
such restricted or embargoed countries; or (ii) provide the Software or related technical data or information to any
military end user or for any military end use, including the design, development, or production of any chemical,
nuclear, or biological weapons.

9. General. If any provision of thisAgreement is held to be invalid or unenforceable by a court of competent
jurisdiction, the remainder of the provisions of this Agreement shall remain in full force and effect. This Agreement
will be governed by the laws of the state of California.

Should you have any questions concerning thisAgreement, contact Bay Networks, Inc., 4401 Great America Parkway,
PO. Box 58185, Santa Clara, California 95054-8185.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THISAGREEMENT, UNDERSTANDS IT, AND
AGREES TO BE BOUND BY ITSTERMSAND CONDITIONS. LICENSEE FURTHER AGREES THAT THIS
AGREEMENT ISTHE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN BAY NETWORKSAND
LICENSEE, WHICH SUPERSEDESALL PRIOR ORAL AND WRITTEN AGREEMENTSAND
COMMUNICATIONS BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF THIS
AGREEMENT. NO DIFFERENT ORADDITIONAL TERMSWILL BE ENFORCEABLE AGAINST BAY
NETWORKS UNLESS BAY NETWORKS GIVES ITS EXPRESSWRITTEN CONSENT, INCLUDING AN
EXPRESSWAIVER OF THE TERMS OF THISAGREEMENT.
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About This Guide

If you are responsible for configuring and managing routers with Site Manager,

you need to read this guide.

If you want to Go to

Start Site Manager Chapter 1
Learn about the Configuration Manager Chapter 2
Modify and save configuration files Chapter 3
Boot the router Chapter 4
Learn how to manage router files Chapter 5
Modify router software images Chapter 6
Monitor trap and event messages Chapter 7
Monitor router statistics Chapter 8
Generate a configuration file report or a binary configuration file Chapter 9
Generate a configuration file audit trail Chapter 10
Test the router connection using ping and the ping MIB Chapter 11
Start Site Manager from the UNIX command line Appendix A
Obtain Site Manager parameter descriptions Appendix B
Learn about SNMP SET errors Appendix C
Use the UNIX syslog facility to generate a configuration log Appendix D
Reallocate memory partitions on FRE-2 and ACE-32 processor Appendix E
modules
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Before You Begin

Before using this guide, you must complete the following procedures. For anew
router:

* Install the router (refer to the installation guide that came with your router).

e Connect the router to the network (refer to Quick-Sarting Routers,
Configuring BayStack Remote Access, or Connecting ASN Routersto a
Network).

Make sure that you are running the latest version of Bay Networks Site Manager
and router software. For instructions, refer to Upgrading Routers from Version
7-11.xx to Version 12.00.

Conventions

angle brackets (< >) Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.
Example: if command syntax is ping <ip_address>,
you enter ping 192.32.10.12

bold text Indicates text that you need to enter, command names,
and buttons in menu paths.
Example: Enter wism &

Example: Use the dinfo command.

Example: ATM DXI > Interfaces > PV Csidentifiesthe
PV Cs button in the window that appears when you
select the Interfaces option from the ATM DXI menu.

italic text Indicates variable values in command syntax
descriptions, new terms, file and directory names, and
book titles.

quotation marks (* ") Indicate the title of a chapter or section within a book.

screen text Indicates data that appears on the screen.

Example: Set Bay Networks Trap Monitor Filters
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separator ( >) Separates menu and option names in instructions and
internal pin-to-pin wire connections.
Example: Protocols > AppleTak identifies the
AppleTak option in the Protocols menu.

Example: Pin 7> 19> 20

vertical line (|) Indicates that you enter only one of the parts of the
command. The vertical line separates choices. Do not
type the vertical line when entering the command.
Example: If the command syntax is

show at routes | nets, you enter either
show at routes or show at nets, but not both.

Acronyms

APPN Advanced Peer-to-Peer Networking

ARP Address Resolution Protocol

ATM asynchronous transfer mode

BootP Bootstrap Protocol

CLNP Connectionless Network Protocol

GUI graphical user interface

GMT Greenwich mean time

IP Internet Protocol

IPX Internet Packet Exchange

ITU-T International Telecommunications Union-Telecommunications
(formerly CCITT)

LAN local area network

MIB management information base

NSAP network service access point

osl Open Systems I nterconnection protocol

PPP Point-to-Point Protocol

RAM random access memory

SNMP Simple Network Management Protocol

TFTP Trivial File Transfer Protocol

UDP User Datagram Protocol
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VINES Virtual Network System
WAN wide area network

Ordering Bay Networks Publications

To purchase additional copies of this document or other Bay Networks
publications, order by part number from Bay Networks Press™ at the following
numbers:

e Phone--U.S./Canada: 888-422-9773
¢ Phone--International; 510-490-4752
+ FAX--U.S./Canadaand International: 510-498-2609

The Bay Networks Press catalog is available on the World Wide Web at
support.baynetworks.com/Library/GenMisc. Bay Networks publications are
available on the World Wide Web at support.baynetworks.comy/Library/tpubs.

Bay Networks Customer Service

You can purchase a support contract from your Bay Networks distributor or
authorized reseller, or directly from Bay Networks Services. For information
about, or to purchase a Bay Networks service contract, either call your local Bay
Networks field sales office or one of the following numbers:

Region Telephone number Fax number
United States and 800-2LANWAN; then enter Express 978-916-3514
Canada Routing Code (ERC) 290, when prompted,

to purchase or renew a service contract

978-916-8880 (direct)

Europe 33-4-92-96-69-66 33-4-92-96-69-96
Asia/Pacific 61-2-9927-8888 61-2-9927-8899
Latin America 561-988-7661 561-988-7550

Information about customer service is also available on the World Wide Web at
support.baynetworks.com.
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How to Get Help

If you purchased a service contract for your Bay Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Bay Networks service program, call one of the following Bay
Networks Technical Solutions Centers:

Technical Solutions Center

Telephone number

Fax number

Billerica, MA

800-2LANWAN

978-916-3514

Santa Clara, CA

800-2LANWAN

408-495-1188

Valbonne, France

33-4-92-96-69-68

33-4-92-96-69-98

Sydney, Australia

61-2-9927-8800

61-2-9927-8811

Tokyo, Japan

81-3-5402-0180

81-3-5402-0173
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Chapter 1
Getting Started with Site Manager

Site Manager is a software application for configuring and managing Bay
Networks routers. It uses a graphical user interface (GUI) to make router
configuration and management tasks easier. Site Manager is a collection of tools
that enable you to perform the following tasks:

* Router configuration
»  Software image building
*  File management

* Router performance monitoring

You can operate Site Manager on a PC or a UNIX workstation, and integrate it
with many popular Simple Network Management Protocol (SNMP) applications,
such as the Hewlett-Packard OpenView Network Node Manager.

This chapter contains the following information:

Topic Page
Before You Begin 1-2
Updating the Original config File 1-3
Router Security 1-4
How to Use This Guide 1-4
Starting Site Manager 1-5
Connecting to a Router for the First Time 1-7
Main Site Manager Window 1-9
Using Site Manager Windows 1-13
(continued)
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Topic Page
Performing Basic Site Manager Operations 1-16
Exiting Site Manager 1-27
Changing Site Manager Fonts and Colors 1-28

Before You Begin

If you are setting up a new router, complete the procedures that follow before
continuing with this book. If your routers are already installed and operating, go
to the next section, “How to Use This Guide.”

For new routers, complete the following tasks:

Boot the router according to the instructions in Quick-Sarting Routers.

Quick-Sarting Routers is on the Bay Networks BayRS Version 12.00 Online
Library CD for the current version of software. The CD isincluded with your
router. These instructions start the router with a software image and abasic
configuration file, which you can later modify to suit your network.

At the end of the Quick-Start procedure, there are three configuration files on
the router:

startup.cfg (the Quick-Start procedure’s suggested file name). Thisisthe
active filein the router’s memory that configures the first interface on the
router for the Internet Protocol (IP). The router is operating with thisfile
at the end of the Quick-Start procedure.

ti.cfg, the initial configuration file that contains only minimal information
to boot new routers. You use ti.cfg before adding configuration
information with the Quick-Start installation script. Do not modify ti.cfg
or overwriteit with another file.

config, the router’s default configuration file. When you initially boot the
router, config contains some system information, but it does not contain a
configured router interface. When the router boots, it uses the config file
by default.

Install Site Manager as instructed in Quick-Sarting Routers.

1-2

117347-A Rev. A



Getting Started with Site Manager

Updating the Original config File

The router uses the config file by default when it boots. When you first receive
your router, the config file does not contain a configured router interface. You will
need to update config to include a configured interface. To do this, modify
startup.cfg, save the modified file under a unique name, then boot the router with
this new file. If the router boots successfully, you can then save the new file under
the name config.

For instructions on modifying router configuration files, refer to Chapter 3.

If you do not update the original default config file and the router reboots with this
file, for example, after a power failure, it will not have a configured interface,
making the router inaccessible using Site Manager. In this case, use the
Technician Interface to reboot the router with startup.cfg, which will reactivate the
initial network interface. The Technician Interface is a command-line interface
that provides access to a Bay Networks router.

To access arouter using the Technician Interface:

1. Establish aTechnician Interface session locally or with an out-of-band
connection.

Refer to Using Technician Interface Software.
2. Enter thefollowing command:
boot <slot_number>:<image_file> <slot_number>:startup.cfg
For example:
boot 2:bn.exe 2:startup.cfg

The router boots and the IP initial interface is reestablished. You can now use
Site Manager to access the router.
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Router Security

Asthe system administrator responsible for configuring and managing your
router, you need to have full read-write access to the router; however, you will
want to prevent unauthorized users from accessing the router.

To secure the router, you must configure the router's SNMP agent so that
specific routers belong to an SNMP community of the appropriate access
level, that is, read or read/write.

If you have not already set up router security, refer to Quick-Sarting Routers
for instructions. For information about SNMP, refer to Configuring SNMP,
RMON, BootP, DHCP, and RARP Services.

How to Use This Guide

Understanding how this guide is organized should make it more useful to you. The
chapters are organized as follows:

Getting Started with Site Manager

If you are a new user, begin with this chapter. It tells you how to start Site
Manager and familiarizes you with Site Manager’s graphical user interface
and itstools. If you are dready familiar with Site Manager, skip this chapter
and go to the chapter that best describes the task you are trying to accomplish.

Descriptions of each Site Manager tool and the tasks that each tool helps you
accomplish (Chapters 2 through 11)

Go to the chapter that best describes the task you need to accomplish.

If you are anew user, you will probably begin by configuring and booting the
router, and performing basic file management. If you are an experienced user,
you may be modifying your configuration, upgrading and loading new
software, or monitoring router performance.

Appendixes about starting Site Manager using UNIX commands, parameter
descriptions, information about SNMP errors, the syslog facility, and
reallocating memory partitions on processor modules.

The Site Manager windows in this guide are examples from a UNIX workstation.
You may see dlight differences if you are using Site Manager on a PC, but the
windows work the same way.

1-4
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Starting Site Manager

You should have aready installed Site Manager on a UNIX workstation or a PC
(see Quick-Sarting Routers for instructions). The next step isto start Site
Manager, according to instructions for your platform.

UNIX Workstation

Start Site Manager from a directory where you have read/write permissions,
because this becomes the working directory for Site Manager operations. Do not
start Site Manager from the /usr/wf directory.

To start Site Manager:

1

With a user account that has been set up for Site Manager, log on to a
UNIX workstation.

Be sure that the user account has the correct environment variables set and
that the workstation meets the system requirements for Site Manager (refer to
Quick-Sarting Routers for more information).

Start the window environment.

Refer to the documentation for your UNIX workstation for instructions.
Gotothedirectory where you want to storerouter configuration files.
Enter wfsm &

Site Manager starts and the Router Connection Options window opens
(Figure 1-1). From this window, you will connect to the router. Go to
“Connecting to a Router for the First Time.”

You can aso start Site Manager from the UNIX command line, but this
method is only recommended for users experienced with Site Manager. Refer
to Appendix A for instructions.

117347-A Rev. A
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PC

To start Site Manager using Windows 95%:
1. From theWindows 95 desktop, click on the START button.

2. From the START menu, choose Programs > Site Manager >
PC_Site Manager.

The main Site Manager window opens, then the Router Connection Options
window opens (Figure 1-1). From this window, you connect to the router. Go
to “ Connecting to a Router for the First Time”
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Connecting to a Router for the First Time

Thefirst time you start Site Manager, the Router Connection Options window
opens, prompting you to define arouter connection (Figure 1-1).

192,.32.6.4

5
e
3
o |

Figure 1-1. Router Connection Options Window

The Router Connection Options window lets you connect to a Bay Networks
router. You can open this window from within different Site Manager tools and
connect to adifferent router. In this way, you can manage several routers at the
sametime.

To connect to arouter:

1. TypethelP addressof therouter you want to connect to.

2. Accept thedefault valuesfor theremaining fieldsin thewindow or supply
new values. See the parameter descriptions beginning on page B-2.

You can click on Delete to delete the currently displayed connection.
3. Click on OK.
Site Manager connectsto the router and opens the main Site Manager window

(Figure 1-2).

It also adds the router’s | P address to the Well-K nown Connections list, on the
right side of the main Site Manager window.
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= BayMetworks Site Manager L ]

Figure 1-2. Bay Networks Site Manager Window

1-8 117347-A Rev. A



Getting Started with Site Manager

Main Site Manager Window

Site Manager’s graphical user interface organizes, summarizes, and simplifies
router information. The first window you see after you start Site Manager isthe
main Site Manager window (refer to Figure 1-2). You access al Site Manager
tools and commands from the main window. The lower half of the window
displays basic router information such as IP address, SNMP community, system
name, and management information base (MIB) version.

The next sections describe each part of the main Site Manager window.

Main Menu Bar

The Site Manager main menu bar |ets you access the following options

(Figure 1-3):

File - exits Site Manager

View - refreshes the Site Manager display

Options - enables you to connect to routers and define connection options
Tools - lets you access all Site Manager tools

Administration - lets you select administration functions, such as booting and
setting the router’s date and time

Help - indicates the version of Site Manager you are operating

Subsequent sections in this chapter explain how to use each option.

117347-A Rev. A
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Figure 1-3. Main Menu Bar and Submenus
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Main Window Buttons

Below the main menu bar is arow of buttons that let you access certain Site
Manager functions (Figure 1-4).

Figure 1-4.

Buttons on the Main Site Manager Window

Table 1-1 describes each button.

Table 1-1. Main Window Buttons
Button Function
Connection Opens the Router Connection Options window, which lets you connect
to a specific rout and delete router entries.
Statistics Opens the Statistics Manager window. Refer to Chapter 8 for more
information about the Statistics Manager.
Traps Opens the Trap Monitor window. Refer to Chapter 7 for more
information about the Trap Monitor.
Events Opens the Events Manager window. Refer to Chapter 7 for more
information about the Events Manager.
Files Opens the Router Files Manager window. Refer to Chapter 5 for more
information about the Router Files Manager.

The windows that you access using a button are also accessible from the Options
or Tools menu on the main menu bar.

117347-A Rev. A

1-11



Configuring and Managing Routers with Site Manager

Well-Known Connections List

At theright of the main Site Manager window, thereisalist box entitled
WEell-Known Connections (refer to Figure 1-2), which lists the | P addresses of
routers you have connected to with this version of Site Manager. Click on an IP
address in the list to connect to a specific router.

For information about how to use thislist, go to “ Connecting to Routers’ on
page 1-16.
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Using Site Manager Windows

To use Site Manager, you need to learn aboult:

e Site Manager menu bars and function buttons
»  Site Manager window conventions
e Getting Help for Site Manager windows

To configure your router, you use the Configuration Manager. Refer to Chapter 2
for information about the Configuration Manager and how to enter datain the
Configuration Manager windows.

Menu Bars and Function Buttons

Every Site Manager window has either amenu bar or function buttons.

A menu bar lets you access additional menus and commands. For example, the
Site Manager main menu bar (refer to Figure 1-3) gives you access to the File,
View, Options, Tools, and Administration menus.

Function buttons let you enter and modify data for a specific function. For
example, the Circuit List window (Figure 1-5) contains Edit, Delete, and Done
buttons. You use the Edit button to edit a circuit, the Delete button to delete a
circuit, and the Done button to close the Circuit List window.

L | i

Figure 1-5. Window with Function Buttons
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Window Conventions

Site Manager windows use the following conventions:

Menu options and buttons that end with three dots (...) display awindow when
you select them.

Menu options not followed by three dots and menu options followed by a
shaded arrow ( ;») display a menu when you select them.

Buttons not followed by three dots perform a function when you click on
them.

Underlined letters in menu options identify keyboard shortcuts.

-- If you are using a Sun or IBM keyboard, hold down the meta key (on
either side of the space bar) and press the key underlined in the menu
option to select that option.

-- If you are using a PC keyboard, hold down the [Alt] key and press the key
underlined in the menu option to select that option.

The arrow keys on the keyboard allow you to scroll up, down, right, or | eft
within a menu.

The PF number in amenu option identifies the program function key shortcut.
This number appears to the right of an option in amenu (refer to Figure 1-3).

Menu options are dimmed when they are not active for a particular window.

Some Site Manager windows have vertical scroll bars at the right side of the
window. You can view the entire contents of awindow using the scroll bar.

Getting Help for Site Manager Windows

Some Site Manager windows have a Help button near the bottom of the window.
By clicking on this button, you receive instructions about the window itself.
Figure 1-6 shows the Trap Configuration window with a Help button.

1-14
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Frvailahle Entities

Figure 1-6.
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Trap Configuration Window with Help Button

To get Help about the window, click on Help; a Help window opens (Figure 1-7).

Figure 1-7.

To exit the Help window, click on OK.

Trap Configuration Help Window
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Performing Basic Site Manager Operations
This section describes the following basic operations you can perform with Site
Manager:
e Connecting to routers
e Setting the router’s date and time
» Determining Site Manager version
e  Starting Site Manager tools
» Exiting Site Manager tools

Connecting to Routers
When you connect to arouter for the first time, you must enter the router’'s IP

address in the Router Connection Options window (refer to “ Connecting to a
Router for the First Time” on page 1-7).

For subsequent connections, you can use any one of the following methods to
connect to arouter:

*  Router Connection Options window
*  Well-Known Connections list

»  Options function from within a Site Manager tool

The next sections describe each router connection method. These methods allow
you to connect to one router at atime. You can also connect to multiple routers
when transferring files using the Router Files Manager tool. Refer to Chapter 5 for
instructions.
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Using the Router Connection Options Window

To access the Router Connection Options window:

1. Inthemain Site Manager window (refer to Figure 1-2), click on the
Connection function button or choose Options > Connections.

The Router Connection Options window opens (refer to Figure 1-1).

2. IntheNode Name/I P Addressfield, typethe I P address of the destination
router.

3. Accept thedefault valuesfor the remaining parametersin the window or
supply new values. See the parameter descriptionson page B-2.

You can click on Delete to delete the currently displayed connection.
4. Click on OK.

Site Manager connects to the router. The connection is successful if the
router’s system information is displayed in the lower half of the main Site
Manager window.

Using the Well-Known Connections List

At theright of the main Site Manager window, thereisalist box entitled
Well-Known Connections (refer to Figure 1-2), which lists the | P addresses of
routers you have aready connected to with this version of Site Manager.

To connect to a specific router, simply click on the router’s | P address, and Site
Manager makes the connection. This method is the easiest way to connect to a
router.

Site Manager lists the | P addresses in numeric order. Every time you make a new
connection using the Connection button or the Router Connection Options
window, Site Manager automatically adds the new |P address to the Well-Known
Connections list. You can have a maximum of 50 addressesin the list.

The status of the connection to the router is polled at arate you can define. The
Well-Known Connections window displays the results of the poll next to the IP
address, as Up, Down, or Ignore.

If you click on an IP address listed as Down, the Connection List Management

window opens (Figure 1-8).
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Figure 1-8.

Connection List Management Window

Table 1-2 describes the options in the Connection List Management window.

Table 1-2.

Options in Connection List Management Window

Option

Function

Try

Polls the accessibility of the connection to the router again, and tries to
connect to the router

Ignore

Does not poll the address again

Delete

Removes the address from the Well-Known Connections list

Cancel

Returns to the previous window without changing anything

Click on the option you want for this connection. You then return to the main Site

Manager window.

1-18
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Configuring the Well-Known Connections List

You can define how Site Manager displays information in the Well-Known
Connections list, how many routers are in the list, as well as other connection
features.

To set the options you want in the Well-Known Connections list, choose
Options > Connections List from the Site Manager menu.

The Connections List Options window opens (Figure 1-9).

Figure 1-9. Connections List Options Window
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Table 1-3 describes the options in the Connections List Options window.

Table 1-3. Connections List Options
Option Function
Polling Enables or disables the polling of the IP addresses in the list. If you set this

option to On, Site Manager polls the IP addresses in the Well-Known
Connections list to test whether the connections are still accessible.

Test Sample Tests one connection or all connections per poll. If you select One
Connection, each poll tests one connection on the list in sequential order.

Test Rate (secs) Specifies how often to poll the IP addresses to test the validity of the
connections. The default is 300 seconds.

Max. Connections Sets a maximum number of IP addresses displayed in the Well-Known
Connections list. The maximum number of address entries is 50. If you set
this field to a value less than the number of connections currently in the list,
Site Manager truncates the list from the bottom.

List Label Lets you change the label (or name) of the Well-Known Connections list.

Up Label Lets you change the label indicating the status of an accessible IP address
in the Well-Known Connections list.

Down Label Lets you change the label indicating the status of an inaccessible IP
address in the Well-Known Connections list.

Ignore Label Lets you change the label indicating the status of connections to be ignored
in the Well-Known Connections list. Site Manager does not poll ignored
connections.

Sound Specifies when (if at all) the Well-Known Connections list generates a

sound. The list can generate a sound when:

« A connection is down (the default).

« Polling occurs (one beep) and polling shows that a connection is down
(one beep per down connection).

e There is a change in status.

Auto Scroll Lets you specify whether you want Site Manager to automatically scroll to a
down connection in the Well-Known Connections list.

When you complete your changes in the Connections List Option window, click
on OK to implement them.

1-20 117347-A Rev. A



Getting Started with Site Manager

Connecting to the Router from a Site Manager Tool

Several Site Manager tools (the Router Files Manager, the Statistics Manager, and
the Events Manager) let you connect to a router from within the tool.

To connect to arouter from a Site Manager tool:
1. Select Tools > <tool option>.

Thetool’s main window opens.
2. Choose Options > Router Connection.

The Router Connection Options window opens (refer to Figure 1-1).

3. Specify thedestination router’s | P addressin the Node Name/I P Address
field.

4. Click on OK.

Therouter’s IP addressis displayed in the tool’s main window while the
connection is active.
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Router Connection Messages

Site Manager provides three error messages that explain why arouter connection
attempt failed. These messagestell you what adjustments are needed to connect to
the router. Any of these messages can appear in a message window in response to

afailed connection attempt (Table 1-4).

Table 1-4.

Router Connection Error Messages

Error Message

Meaning and Action

Connection failed, SNMP agent not responding. Check
IP address and Community. Timeout and Retries may
also need to be increased.

The router at the specified IP address did not
respond to the connection attempt from your Site
Manager workstation.

Check the IP address, Community, Timeout, and
Retries settings.

WARNING: Site Manager no longer supports the
version of software that the router is running. Proceed
with caution.

The router at the specified IP address is using a
MIB version that is older than the MIB versions
that your Site Manager workstation supports.
(There is a backward-compatibility problem.)

Update the router software to an appropriate
version.

WARNING: Site Manager has discovered a forward
compatibility situation with the router software. It is
recommended that Site Manager be upgraded in order
to manage this router properly. Proceed with caution.

The router at the specified address is using a MIB
version that is newer than the MIB versions that
your Site Manager workstation supports. (There is
a forward-compatibility problem.)

Upgrade Site Manager software.

1-22
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Setting a Router’s Date and Time

To update the router’s date, time, and time zone, use the Router Date and Time
option.
To update the routers date, time, and time zone:

1. Inthemain Site Manager window, choose Administration > Router Date
and Time.

The Router Date and Time window opens (Figure 1-10).

Figure 1-10.  Router Date and Time Window

2. Usethedidebar in each field to select the correct values.

The Zone field lets you specify the number of hours your time zone is ahead
of or behind Greenwich mean time (GMT). Move the dlide bar to the left to
select avalue behind (-) GMT. Move the slide bar to the right to select avalue
ahead of GMT. For example, Eastern Standard Time is 5 hours behind GMT,
so you would select -5.

3. Click on Set.
The information is saved and you return to the main Site Manager window.
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Displaying Site Manager Version

To display the version of Site Manager you are running, choose Help > Site
Manager Version in any window. The Version window opens (Figure 1-11).

Figure 1-11.  Version Window

Make sure that the Site Manager version is compatible with the version of router
software shown in the Description and MIB Version fieldsin the lower half of the
main Site Manager window (refer to Figure 1-2). If you have questions about Site
Manager and router software compatibility, check the Release Notes for the router
software or contact the Bay Networks Technical Solutions Center.
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Starting Site Manager Tools

To start a Site Manager tool, choose an option from the Tools menu in the main
Site Manager window (refer to Figure 1-3). Table 1-5 lists and describes Site

Manager tools.

Table 1-5. Site Manager Tools

Site Manager Tool

What It Does

Configuration Manager

Configures the router.

Statistics Manager

Collects information about the router, protocols, the MIB, and
router performance.

Trap Monitor

Collects real-time information about the operating status of
the router.

Router Files Manager

Transfers, copies, deletes, and manages files.

Report Generator

Creates reports about router configuration files.

Events Manager

Displays the current event log, which includes detailed
messages about the operating status of the router.

Image Builder

Customizes router software image files.

Router Redundancy

Enables you to configure a router as a backup router and
include it in a router redundancy group. If a primary router
from the redundancy group fails, a secondary router
activates.

If you want to configure a router with the redundancy feature,
use this option instead of the Configuration Manager. Refer
to Configuring Interface and Router Redundancy for all
configuration instructions.

Each of these tools, except router redundancy, is described in a subsequent chapter
of this guide. For information about starting Site Manager tools from the UNIX
command line, refer to Appendix A.

For information about router redundancy, refer to Configuring Interface and

Router Redundancy.
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Exiting Site Manager Tools

To exit a Site Manager tool, begin at the main window for the tool and choose
File > Exit.

For all tools other than the Configuration Manager, you exit the tool immediately.
If you are exiting the Configuration Manager, a window opens (Figure 1-12)
asking:

Your conFilguration File hes bsen sodlfied.
il you 1lke Lo Geve LLY

Tam o

Figure 1-12.  Exit Configuration Manager Window

Click onYesto save your changes and exit the Configuration Manager. Click on
No to exit the Configuration Manager without saving your changes, or click on
Cancel to continue.

Caution: When you exit a Site Manager window on the PC, always use the

@ appropriate Site Manager button or menu. Do not exit a Site Manager window
using the Windows 95 Close button in the upper right corner of each window
because you may affect Site Manager operation.

All windows associated with the tool close when you shut down the application.
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Exiting Site Manager

Caution: When you exit a Site Manager window on the PC, always use the
appropriate Site Manager button or menu. Do not exit a Site Manager window
using the Windows 95 Close button in the upper right corner of each window
because you may affect Site Manager operation.

To exit Site Manager:
1. Accessthemain Site Manager window (refer to Figure 1-2).
2. Choose File > Exit.

A confirmation window opens asking if you want to exit.
3. Click on OK.

When you exit Site Manager on a UNIX workstation, only those tools and
associated windows you started from the Site Manager window shut down. Tools
started from the command line remain open.

When you exit Site Manager on a PC, awindow indicates which Site Manager
tools and associated windows are still open. You cannot exit Site Manager until
you close these windows.
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Changing Site Manager Fonts and Colors

To display and change Site Manager fonts and colors, go to one of the following
sections:

e Changing Fontson a PC

e Changing Colorson aPC

e Changing Fonts on a UNIX Workstation
e Changing Colors on a UNIX Workstation

Changing Fonts on a PC

To change Site Manager fonts on the PC, open the file jam.ini in your Windows 95
directory (usualy \windows). Search for the following line:

Syst enfFont =CEM FI XED _FONT

Change CEM FI XED_FONT to the font you want. The jam.ini file provides examples.
A sample change follows:

Syst enfFont =SYSTEM FI XED FONT
Changing Colors on a PC

The color scheme of Windows 95 determines the colors displayed in Site Manager
windows. To change the colors, refer to the documentation for Windows 95.

@ Caution: Do not edit the colors defined in the jam.ini file; this may cause
problems with Site Manager.
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Changing Fonts on a UNIX Workstation

You can change fonts and colors for yourself or for all users of Site Manager on a
UNIX workstation.

The .Xdefaults file in your home directory defines the fonts and colors for your
Site Manager environment.

The XJam file defines Site Manager fonts and colors displayed in windows for all
users of Site Manager. On SPARCstations running OpenWindows, thisfileisin
the SOPENWINHOME/lib/app-defaults directory. On SPARCstations running
X11, and on HP 9000 and RS/6000 workstations, thisfileisin the
usr/lib/X11/app-defaults directory.

When changing a font or color, make sure that your system supports the new font
or color. Refer to the documentation that came with your system.

To change the font for your own use of Site Manager:

1. Addthefollowinglinetoyour .Xdefaultsfile, wherefont isthe name of the
font you want:

XJam*fontList:font
2. Savethe .Xdefaultsfile.

3. Enter thefollowing command to reload the contents of the .Xdefaultsfile
on the X server:

xrdb -merge .Xdefaults

To change the font for al users of Site Manager on this workstation:
1. Open the XJamfile.
2. Search for thefollowing line:
XJantfont Li st: 8x13
3. Change 8x13 to the font you want.
4. Savethe XJamfile.
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Changing Colors on a UNIX Workstation

To change the foreground or background color for your own use of Site Manager:

1. Addtheappropriatelinetothe .Xdefaultsfile.

If you want to change the foreground color, add the following line, where
color isthe name of the color you want:

XJam*foreground:color

If you want to change the background color, add the following line, where
color isthe name of the color you want:

XJam*background:color
Save the .Xdefaultsfile.

Enter the following command to reload the contents of the .Xdefaultsfile
on the X server:

xrdb -merge.Xdefaults

To change the foreground or background color for all users of Site Manager on
this workstation:

1
2.

Open the XJamfile.

Search for the appropriate line, asfollows:

If you want to change the foreground color, search for the following line:
XJantf or egr ound: st eel bl ue3

If you want to change the background color, search for the following line:
XJant backgr ound: chartreuse3

Change the color nameto the one you want.

Save the XJam file.
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Chapter 2
Using the Configuration Manager

This chapter describes the Configuration Manager, the Site Manager tool that lets
you create and modify router configuration files.

A configuration file contains the user-defined configuration for arouter and its
interfaces. Once you have aworking configuration file, you can use that file to
boot the router.

Note: If you are configuring an Access Node (AN®), Access Node Hub
(ANH™), Access Stack Node (ASN™), or Advanced Remote Node™ (ARN™)
for the first time, you must read Configuring BayStack Remote Access or
Connecting ASN Routers to a Network before you continue. These guides
explain the special considerations for configuring and booting ANs, ANHS,
ARNSs, and ASNs.

This chapter contains the following information:

Topic Page
Configuration Manager User Interface 2-2
Configuration Manager Operating Modes 2-8
The Configuration Manager and the Technician Interface 2-22

Instructions for modifying and saving configuration files are in Chapter 3.
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Configuration Manager User Interface

The Configuration Manager is the tool you use to configure a router. You access
the Configuration Manager by choosing Tools > Configuration Manager from the
main Site Manager window.

Using the Configuration Manager, you can do the following:
» Customize and add network interfaces on the router.
e Make configuration changes locally or remotely.

» Configure the router’s connection to the Technician Interface.

Each Configuration Manager session allows you to access only one router. To
configure two routers simultaneoudly, first connect to one router and bring up the
Configuration Manager. Then, return to the main Site Manager window, open the
Router Connection Options window, connect to the second router, and start
another Configuration Manager session.

Before you perform any of the configuration tasks, you need to familiarize
yourself with the Configuration Manager interface. The following sections explain
how to enter data in the Configuration Manager windows:

» Entering Parameter Values Using the Values Button on page 2-3
» Entering Parameter Values Using the Keyboard on page 2-4
o Getting Help for Parameters on page 2-5

After you are familiar with how to enter configuration data, you can learn about
the Configuration Manager’s three operating modes.

2-2

117347-A Rev. A



Using the Configuration Manager

Entering Parameter Values Using the Values Button

To configure arouter, you need to enter values for parameters in the Configuration
Manager windows. Most configuration parameters have adefault value that is
displayed in the parameter field. To change the default value, you can use the
Values button and choose avalue from alist of valid options. The Values button is
in the upper right corner of the window (Figure 2-1). Thisis the recommended
method for selecting parameter values.

Note: Some parameters do not list options when you click on Values, for
example, an IP address parameter or a password parameter. You must type
such values.
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Figure 2-1. Edit SNMP Global Parameters Window

To select a parameter value using the Values button:
1. Click onthefield acrossfrom the parameter.
2. Click on Values.

The Configuration Manager opens aValues Selection window that lists all
valid options for that parameter.

Figure 2-2 shows an example for the Enable parameter in the Edit SNMP
Global Parameters window.
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Viluss Selleclion

| ok |
Figure 2-2. Values Selection Window

Click on the diamond to theleft of the option you want.
Click on OK.

The option you selected appears in the appropriate field. Click on Cancel to
exit the Values Selection window without choosing avalue. Exit the Values
Selection window to view values for other parameters.

Entering Parameter Values Using the Keyboard

You can also use the keyboard to enter parameter values.

To replace an existing value for a parameter:

1.

2.

Placethe cursor in the parameter field.
* Double-click on aword to select the word only.
» Triple-click on aword to select the entire field.

Type anew value.

To add to the existing value or to overwrite the value:

1
2.

Place the cur sor in the parameter field.
Toggletheinsert key to either insert or overwrite mode.

e Ininsert mode, the cursor appearsasan | (1), and your entry is added to
the existing entry.

* Inoverwrite mode, the cursor appears as ablock ([3), and your entry
overwrites the existing entry.

Type anew value.

2-4
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Getting Help for Parameters

Most Configuration Manager windows have a Help button in upper right corner of
thewindow (refer to Figure 2-1). If you are unsure of aparameter’sfunction, click
on Help to get adescription of the parameter that includes the default value, the
valid options, the function of the parameter, and instructions about setting the
parameter.

To get help about a parameter:
1. Click in thefield for which you want help.
2. Click on Help.

For example, if you click in the Enable field in the Edit SNMP Global
Parameters window (refer to Figure 2-1) then click on Help, a Help window

opens (Figure 2-3).

Figure 2-3. Enable Parameter Help Window

Use the scroll bar on the right side of the window to read the entire help text.
Click on OK to close the window. You must close a Help window before you
can get Help for other parameters.
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Specifying System Information

When you connect to the router from the main Site Manager window, Site
Manager displays administrative information in the main Site Manager window
(refer to Figure 1-2).

You can use the Configuration Manager to specify a system name, a system
contact, and a system location for the router.

To specify router information:
1. Connect totherouter.
Refer to Chapter 1 for instructions.

2. Inthemain Site Manager window, choose Tools > Configuration
Manager > L ocal File/Remote File/Dynamic.

The Configuration Manager window opens (Figure 2-4).
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Figure 2-4. Configuration Manager Window

3. Choose Platform > Edit System Infor mation.
The Edit System Description Parameters window opens (Figure 2-5).
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Figure 2-5. Edit System Description Parameters Window

4. Enter therequired information.

Refer to the parameter descriptions beginning on page B-4. You can aso click
on Help.

5. Click on OK.

The information is saved and you return to the Configuration Manager
window.

6. Choose File> Exit.
You return to the main Site Manager window.
7. Do one of the following to see the new system information:

a. For local and remote configuration files, you will not seethe new
information until you reboot the router. For instructions on booting
therouter, refer to Chapter 4.

b. For dynamic configurations, select View > Refresh from the main Site
Manager menu bar to seethe new system infor mation.
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Configuration Manager Operating Modes

Local Mode

You can perform all configuration tasks in one of three modes:
» Loca mode, described on page 2-8

* Remote mode, described on page 2-19

»  Dynamic mode, described on page 2-21

The Configuration Mode field in the upper left corner of each window identifies
the Configuration Manager’s current operating mode (refer to Figure 2-4). The
Configuration Manager displays the same windows in the same sequence
regardless of the operating mode.

Local mode letsyou create or edit a configuration file locally on the Site Manager
workstation for later implementation on the router. Unlike remote and dynamic
modes, local mode does not access a router or, for new configurations,
automatically display the router’s hardware configuration. You enter the router’s
hardware configuration when you create anew configuration file or edit afile with
hardware changes.

Local mode is the most cautious mode in which to work. In this mode, you do not
edit the configuration filein RAM or in permanent storage until you transfer the
file to the router and boot with that file.

You can create a new configuration file or open an existing onein local mode. If
you are modifying an existing configuration file, you can use a copy of thefile
residing on the Site Manager workstation or use the Router Files Manager to
transfer a copy of afile from the router to the Site Manager workstation. For
instructions about using the Router Files Manager, refer to Chapter 5.

Note: Inlocal mode, you can only create new configurations for the current
version of software; however, you can modify existing configurations from
previous versions.

2-8
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Opening a Configuration File in Local Mode

To open a configuration file in local mode, begin at the main Site Manager
window and choose Tools > Configuration Manager > Local File. The File
Selection window opens (Figure 2-6).

Figure 2-6. File Selection Window

The File Selection window contains the following information:

» ThePath List, which shows the path from the root directory to the current
directory.

» TheDirectories List, which shows the subdirectories in the current directory.
Select directories in descending order to move down alevel.

e TheFilesLigt, which showsfilesin the current subdirectory.

* Buttonsthat let you open and delete files, delete directories, cancel any
operation, and get Help.

The next step depends on whether you open an existing or new configuration file.

Go to one of the following sections:

*  Opening an Existing Configuration File on page 2-10

*  Opening aNew Configuration File on page 2-11
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Opening an Existing Configuration File

To open an existing file, use one of the following methods:

» Click on the correct path by selecting options in the Path List, Directories
List, and Files List boxes, then click on Open File.

» Enter the correct namesin the Path, Directory, and Files fields, then click on
Open File.

After you open afile, the Configuration Manager opens and displays alogical
image of the router’s connectors. Figure 2-7 shows the connectors on a BLN®.
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Figure 2-7. Configuration Manager Window

For information about modifying a configuration file, go to Chapter 3.
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Opening a New Configuration File

You must have write-access privilegesto the directory where you want to create a
configuration file.

To open anew configuration file:

1. IntheFile Selection window, specify thefile name (refer to Figure 2-6).

» Click on the correct path by selecting optionsin the Path List, Directories
List, and Files List boxes, then click on Open File.

» Enter the correct namesin the Path, Directory, and Filesfields, then click
on Open File.

The Select Router Model window opens, listing Bay Networks router models
(Figure 2-8).
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Figure 2-8. Select Router Model Window

2. Select the appropriate router, and then click on Confirm.
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The Configuration Manager opens and displays the logical image of the
router’s connectors (Figure 2-9).

If you are configuring an ARN, go to “Opening a New Configuration File for
an ARN Router” on page 2-14.
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Figure 2-9. Configuration Manager Window for a New Configuration File

3. Specify therouter’s hardware.

In local mode, the Configuration Manager requires that you specify the
hardware configuration whenever you create anew configuration file. You can
add hardware to empty sots and change the hardware in occupied slots. The
procedure for both is the same.

a. Click on the box labeled Empty Slot to specify hardware for a slot.

The Module List window opens, which lists the modules and their
corresponding model numbers (Figure 2-10).
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Figure 2-10.  Module List Window

b. Click on the har dware module you want for that slot.
Scroll through the window to see all the modules.
c. Click on OK.

You return to the Configuration Manager window, which now displaysthe dot
with the module you selected.

4. Specify modulesfor any other slotsyou want to configure.
5. Goto Chapter 3to modify the configuration file.
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Opening a New Configuration File for an ARN Router

When you open anew configuration file for an ARN router, the Configuration
Manager window displays the logical image of the ARN router’s connectors
(Figure 2-11).
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Figure 2-11.  Configuration Manager Window for a New Configuration File (ARN)

1. IntheConfiguration Manager window, click on Base Module.
The Module List window for the ARN opens (Figure 2-12).
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Figure 2-12. Module List Window for an ARN Base Module

Select the base module configuration from the Base M odules/Data
Collection Moduleslist.

If the ARN base module contains an installed RMON data collection module
(DCM), select Ethernet/DCM.

Click on OK.

You return to the Configuration Manager window, which now displays the
interfaces for the base modul e sel ected.

If the ARN contains no expansion or adapter modules, configurethe base
moduleinterfaces next.

If the ARN contains only an expansion module, go to step 11.

If the ARN containsa WAN adapter moduleinstalled in a front panel
dot, click on Adapter Modulein the Configuration Manager window.

The Module List window opens (Figure 2-13).
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Figure 2-13.
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Module List Window for an ARN Adapter Module

7. Select the WAN module type from the Adapter Moduleslist at the top of

the window.

You return to the Configuration Manager window, which now displays an

interface for the selected adapter module.

8. To sdlect a second WAN adapter module, repeat steps6 and 7.

0.

If the ARN contains no expansion module, configure the ARN module

interfaces next.

10. Click on Expansion Modulein the Configuration Manager window.

The Module List window opens (Figure 2-14).
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Figure 2-14.  Module List Window for an ARN Expansion Module

11. Select the expansion module type from the Expansion M odules/Data
Collection Moduleslist.

12. Click on OK.

You return to the Configuration Manager window, which now displays the
expansion module interfaces. Figure 2-15 shows the interfaces for a sample
configuration.
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Figure 2-15. Sample ARN Module Configuration

13. Goto Chapter 3to modify the configuration file.
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Remote Mode

Remote mode lets you access the router over the network and retrieve the
configuration file from the router. You can then modify the configuration, saveit,
and implement it at alater time by rebooting the router. This mode allows you to
change the router’s configuration at atime that will least interrupt productivity.

In most situations, Bay Networks recommends using remote mode because you
do not have to configure the hardware; the Configuration Manager reads the
hardware automatically.

In remote mode, you do not need to manually transfer the configuration file to and
from the router. Site Manager automatically retrievesthe file from the router using
TFTP, and automatically sends the file back to the router when you save it.
Essentially, remote mode is similar to local mode with an automatic TFTP
function when you open and subsequently save a configuration file.

If the file you open in remote mode has the same name as alocal file on the Site
Manager workstation, Site Manager asks whether you want to back up the local
file. If you choose to save the local file, Site Manager then renamesit to
<file_name>.bak.

Opening a New or Existing Configuration File in Remote Mode

To open a configuration file in remote mode:
1. Connect totherouter.
Refer to Chapter 1 for instructions.

2. Inthemain Site Manager window, choose Tools > Configuration
Manager > Remote File.

The Edit Remote Configuration File window opens (Figure 2-16).
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Figure 2-16.  Edit Remote Configuration File Window

3. Retrieve a configuration file from therouter asfollows:

a. IntheVolumefield, select a volume. Thisisthe volume of an existing
configuration file or the destination volume for a new file.

When you click in the Volume field, a menu listing the volumes opens.
When you select avolume, its contents are displayed in the Directory list.

b. Specify afilenamein the Enter file namefield.
Type anew file name or select afile name from the Directory list.
c. Click on Open.
If you selected an existing file, the Configuration Manager retrieves the file and

displays the router’s connectors (refer to Figure 2-7); the file name appears in the
upper left corner of the main Configuration Manager window.

4. Goto Chapter 3 to modify the configuration file.
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Dynamic Mode

Dynamic mode lets you access the router over the network and configure the
router inreal time. Any changes you make happen immediately in RAM, but they
are not written to flash memory (or diskette on older routers) until you save the
file.

Do not use dynamic mode to create an entirely new router configuration file.
Instead, useit to make minor changesto an existing configurationfile. It issafer to
create a configuration file using local or remote mode, because it is easier to
correct mistakes or redo a configuration.

Also, configuring arouter in dynamic mode can interrupt service, depending on
the attributes you modify. Be careful when modifying the global attributes of
protocols. For example, changing the size of the bridge forwarding table will flush
and re-create the table, which can briefly affect performance.

Opening a Configuration File in Dynamic Mode

To open a configuration file in dynamic mode:

1. Inthemain Site Manager window, connect to a router you want to
configure.

Refer to Chapter 1 for instructions.
2. Choose Tools > Configuration Manager > Dynamic.

If you used the Technician Interface to set the router to secure mode during
the Quick-Start procedure, you will be prompted for a password when you try
to change a parameter value. Enter the encryption key that you used when you
set this router to secure mode.

The Configuration Manager window opens, displaying the real-time router
hardware and software configuration.

- | Note: Youwill need to save the configuration file in dynamic mode for the
router to update the file's MIB stamp to match the newer software.

3. Goto Chapter 3tomodify the configuration file.
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The Configuration Manager and the Technician Interface

The Technician Interface is a command-line interface that provides management
access to a Bay Networks router. Using the Technician Interface, you can
configure some parameters, disable or enable protocols, and monitor router
operation. For more information, refer to Using Technician Interface Software.

One way to access the Technician Interface is through adirect or dial connection
to the router’s consol e port.

To configure the console port to access the Technician Interface:

1. Inthemain Site Manager window, choose Tools > Configuration
Manager > Local File/Remote File/Dynamic.

The Configuration Manager window opens (refer to Figure 2-7).

2. Click on Console.
The Console Lists window opens (Figure 2-17).

Figure 2-17.  Console Lists Window
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The Console Lists window displays the router’s console (serial) ports.
Console ports are the physical ports on arouter for system input and output.
The number of ports depends on the router model.

3. Select aconsole port from the Console Lists window.
4. Edit the parameters.
Refer to the parameter descriptions beginning on page B-5 or click on Help.
5. Click on Apply to save your changes.
6. Click on Done after you configure all the ports.

You return to the Configuration Manager window.

Customizing the ARN V.34 Console Modem Port

In addition to the console port, the ARN supports an integrated V.34 modem to
access the Technician Interface.

Note: When the V.34 console modem port isinstalled in the ARN, the default
console modem port is disabled.

Refer to Installing and Operating BayStack ARN Routers for information about
cabling a service console device and configuring a serial terminal or modem.

The integrated V.34 modem is set to operate as a remote console using a factory-
default configuration. Bay Networks recommends using this default configuration.

The modem defaults are set by the following factory-default AT command
initialization string:
ATT&d0&Kk4&X0S0=252=43

Table 2-1 on page 2-24 lists the default settings for the V.34 console modem.
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Table 2-1. ARN V.34 Console Modem Defaults

Modem Signal/Parameter Value

Clear To Send (CTS) On

Data Terminal Ready (DTR) Set to answer all incoming calls.

Data Carrier Detect (DCD) or RLSD | On while carrier is present. (The ARN uses DCD
to detect modem connect and disconnect.)

Data Set Ready (DSR) On

Ready to Send (RTS) Ignored

Synchronous/Asynchronous Mode | Asynchronous

AutoAnswer Answer on two rings with DTR active.
Local Character Echo Off

Supervisory Functions Off

Baud Rate 9600

Data Bits 8

Stop Bits 1

Parity None

To change the default modem initialization string for an ARN V.34 console
modem port:

1. Inthe Configuration Manager window, choose Platform >V 34 Modem.

The Configuration Manager displays the following warning message about
editing the AT modem initialization string.

The AT initinlization cbring cevrmt be verified in local noe remote sodes,
il changes macde will be aocepted as correct.

Mynamic mods will chook Fos

& walud AT SUreing.
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2. Read the message and click on OK.
The Configure Console V.34 Modem window opens (Figure 2-18).

Feiifim Facteiry Deelsnlvs

Modew Conflig STrdmg

Figure 2-18.  Configure Console V.34 Modem Window

3. Set the Modem Factory Defaults parameter to Disable.
Click on Help for parameter descriptions.

4. IntheModem Config String parameter, enter a standard AT command
string.

Caution: Entering an invalid command string could disable the modem. Site
Manager can verify AT command string changes only when in dynamic mode.

Refer to Configuring Dial Servicesfor asummary of AT modem initialization
commands for the ARN.

5. Click on OK.
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Chapter 3

Modifying and Saving Router Configurations

This chapter describes how to use the Configuration Manager to add and modify
network interfaces. Most parameters are set to a default value that is suitable for
most networks; however, the Configuration Manager lets you customize these

settings.

Bay Networks provides documentation that contains information and instructions
for configuring network interfaces for a particular protocol. After you are familiar
with the configuration process, documented in this chapter, refer to the

protocol -specific guides as necessary. See About this Guide for information about

ordering any Bay Networks guide.

This chapter contains the following information:

Topic Page
Modifying a Router’s Configuration 3-2

Preparing to Modify a Configuration File 3-5

Adding a Circuit to an Interface 3-11
Modifying Circuits on an Interface 3-19
Modifying Configurations with New Link or Net Modules 3-27
Saving Configuration Files 3-30
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Modifying a Router’s Configuration

If you are configuring a new router, you need to modify theinitial configuration
file, startup.cfg, which you created using the Quick-Start procedure. (For
information about the Quick-Start procedure, refer to Quick-Sarting Routers.)

If you are configuring arouter that is aready in your network, you need to modify
an existing configuration file, usually named config (config is the default
configuration file).

You can generate areport of the router’s configuration using the Report Generator.
The Report Generator is useful because it converts the binary configuration file to
ASCII format for easy reading, so that you can verify the configuration and
troubleshoot any problems. Refer to Chapter 9 for information about the Report
Generator.

For information about how to enter datain Configuration Manager windows, refer
to Chapter 2.

Configuration Procedure

Table 3-1 outlines the configuration procedure for new and existing routers. This
procedure provides maximum safety when altering arouter’s configuration.

Local and remote configuration modes are the safest modes to work in; however,
you can use any mode that suits your situation. For critical applications, when you
must alter how the router is operating, use dynamic mode.

Bay Networks recommends that you always have a config file that you know
works and test any new or modified configuration file under a unique name, for
example, test.cfg. In thisway, if the router has a problem starting, you can reset it
and it will restart with the default file, config (refer to Chapter 4 for instructions
about resetting the router).

This procedure is recommended for new and existing routers. In the case of anew
router, although the config file does not represent a complete working
configuration, you do not want to corrupt the config file. If the router should
behave unpredictably, it is easier to recover with the config file.

Specific instructions for each task in Table 3-1 are located in this and other
chapters. You may want to print or copy this procedure and use it as a checklist as
you compl ete each task.
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Table 3-1. Tasks to Configure a New or Existing Router
Task Instructions
1. Connect to the router. Refer to Chapter 1.
2. Verify free space on the destination router volume and, | Refer to “Verifying Available Space on the
if applicable, compact flash memory. Destination Volume” on page 3-5.
3. Make a copy of the configuration file using the Router | Refer to “Making a Copy of the Existing
Files Manager. Configuration File” on page 3-7.
< For new routers, make a copy of startup.cfg.
» For existing routers, make a copy of config.
4. Open a new file or the existing configuration file in any | Refer to Chapter 2.
Configuration Manager mode.
If you are using an existing file in local mode, you must
manually transfer the configuration file to the Site
Manager workstation before opening it.
5. Specify the router’'s hardware for a new file (local mode | Refer to Chapter 2.
only).
6. Modify the configuration file. Refer to “Configuring a Circuit” on page 3-12.
For example, add a protocol interface or change
parameter values. For instructions on configuring a specific
protocol, refer to the guide for that protocol.
7. Save the configuration file under a new name, for Refer to “Saving Configuration Files” on
example, test.cfg. page 3-30.
8. Transfer the configuration file to the router (local mode | Refer to “Saving a Configuration File in Local
only). Mode” on page 3-30.
9. Perform a named boot to boot the router with the Refer to Chapter 4.
modified configuration file.
This tests the new file before you rename it to config.
10. Rename the new configuration file to config after the Refer to Chapter 4.

router boots successfully.

The new file is now the default config file.
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Modifying Network Interfaces

Before you modify a configuration file, you should be familiar with the
Configuration Manager’s three operating modes and you should make sure that
the Configuration Manager is operating on your UNIX workstation or PC. (Refer
to Chapter 2 for information.)

You can add a protocol interface to the router, for example, amultiple IPinterface,
aWAN interface, or aLAN interface. After you add an interface to arouter, you
can use the Configuration Manager to customizeit.

The Configuration Manager provides access to all parameters associated with an
interface. These parameters consist of the physical layer (line) parameters, data
link layer parameters, and network layer parameters. You can perform the
following modifications:

* Modify the line parameters associated with the interface.

Configuring WAN Line Services and Configuring Ethernet, FDDI, and Token
Ring Services describe how to edit line parameters.

» Add and delete protocols from the circuit associated with the interface.
» Edit bridging and routing protocol parameters.

You can access these parameters on a system-wide or interface-specific basis.
Refer to the appropriate protocol-specific guide for instructions.

+ Delete and rename circuits, as well as move acircuit to another interface.

* Add multiple IP addresses to a single circuit that supports IP.
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Preparing

to Modify a Configuration File

Before modifying a configuration file, you need to make sure that you do not
corrupt any existing configuration file. The following sections tell you how to
prepare for modifying an interface. (Chapter 5 provides additional detail about
these procedures.)

Verifying Available Space on the Destination Volume

Before you save aconfiguration filein local or remote mode and reboot the router
with it, make sure that the router’s destination volume has enough space available
for thefile. If thereis not enough space, you will have to copy the original filesto
another system and then delete them from the router.

To free up space on nonvolatile file systems (NVFS), that is, routers that use flash
memory, you may heed to compact the files. Before you compact memory, Bay
Networks recommends that you back up the files by copying them to a second
flash card. If possible, compact file space at off-peak times, because compacting a
file uses up memory resources.

In addition to checking the space, look at the names of the existing configuration
filesto ensure that you save the new file under a unique name. Even if you change
the name of the file to the default configuration file, config, you should initially
test the file under a unique name.

Use the Router Files Manager to show the available and contiguous free space on
the router as well as the files on the volume (refer to Chapter 5). Note that for
routers that use flash memory, the volume is represented by the slot number of the
flash media. For routers that use diskettes, the volume is indicated by the disk
drive letter.

To start the Router Files Manager:

1. Connect totherouter.
Refer to Chapter 1 for instructions.

2. Inthemain Site Manager window, choose Tools > Router Files Manager.
The Router Files Manager window opens (Figure 3-1).

Thiswindow liststhefiles, file sizes, and availabl e free space.
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Figure 3-1. Router Files Manager Window

3. Check the amount of free space.

-- For NVFSrouters, that is, routers with flash memory, check the number
of bytes displayed for contiguous free space.

-- For DOS routers, that is, routers that use diskettes, check the number of
bytes displayed for available free space.

4. For flash memory cards only, choose Commands > Compact.

A confirmation window opens asking if you want to compact the files
(Figure 3-2). Compacting the flash memory card optimizes the available
space.
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Figure 3-2. Compact Confirmation Window
5. Click on OK.

You return to the Router Files Manager window (refer to Figure 3-1).

Caution: On AN and ANH routers, compacting memory can take up to 12
minutes. Do not reset the router during this time because you will corrupt the
flash memory. Consequently, you will need to replace the flash memory to
boot the router.

6. Choose File > Exit.

You return to the main Site Manager window.

Making a Copy of the Existing Configuration File

If you are configuring a new router, make a copy of startup.cfg and modify the
copy. If you are configuring an existing router, make a copy of the config file.

To create a copy of a configuration file as a backup:
1. Connect totherouter.
Refer to Chapter 1 for instructions.

2. Inthemain Site Manager window, choose Tools > Router Files Manager.

The Router Files Manager window opens (refer to Figure 3-1).
3. Choosetherouter volume wherethe configuration fileresides.
4. Choose the configuration file from thelist of files.
5. Choose Commands > Copy.

The Copy window opens (Figure 3-3).
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e

Copy File

Source Filename: 2:conFig‘!

Cancel

Figure 3-3. Copy Window (Source File Name)

6. Typeasourcefile name, then click on OK.
A second Copy window prompts you for the destination file name

(Figure 3-4).

Copy File

DESTIRatIonNEIeRamesy 2 : test.cfefl

Cancel

Figure 3-4. Copy Window (Destination File Name)
7. Typeanew namefor thefile copy, in the for mat <volume><filename>, for

example, 2:test.cfg, then click on OK.
A confirmation window opens (Figure 3-5).

Proceed with "copy 2:config 2:test.cfg" ?

ICancel

Figure 3-5. Copy Confirmation Window
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8. Click on OK.

The Router Files Manager copies the sourcefile to the file name and volume
you specified.

9. Goto“Transferring the Configuration Fileto the Site Manager
Workstation.”

Transferring the Configuration File to the Site Manager Workstation

To transfer the copy of the configuration file from the router to your Site Manager
workstation:

1. IntheRouter FilesManager window, choose the router volume where
you stored the copy of thefile.

2. Choosethe copied file.
3. ChooseFile>TFTP > Get File(s).
The TFTP Get Files window opens (Figure 3-6).

Froceed with T Get of Filels) 9
TLST.CFG

=] = FI
Destination irectoryl
fowtraSmagrl]

Figure 3-6. TFTP Get Files Window

4. IntheDestination Directory field, typethedirectory where you want to
storethefile on your Site Manager wor kstation.
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5. Click on OK.

The configuration file now resides in adirectory on your Site Manager
workstation.

You return to the Router Files Manager.
6. Choose File > Exit.
You return to the main Site Manager window.
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Adding a Circuit to an Interface

The Configuration Manager simplifies router configuration by providing default
values for most of the parameters required to configure an interface. To customize
the configuration for your network, you can modify these parameter defaults.

To add a network interface, you must configure a circuit then enable bridging or
routing protocols for that circuit. The next section details these procedures.

Circuit Naming Conventions

When you configure a circuit on an interface, you assign the circuit a name.
Initially, Site Manager provides a circuit name, which, for most routers, consists
of aletter that indicates the circuit type followed by two numbersthat identify the
circuit location. Thefirst number isfrom 1 to 14 and identifies the router slot. The
second number isfrom 1 to 8 and identifies the specific connector in that ot. For
example, the circuit name S51 identifies a synchronous circuit in slot 5 on
communications port 1.

Circuit names for the ASN router differ. The name consists of aletter indicating
the circuit type, followed by three numbers which identify the ASN in the stack
and the circuit location. The first number isthe dot ID of the ASN router in the
stack, which Site Manager refers to as the slot. The second number is the net
module, and the third number is the connector. For example, the circuit name
E321 identifies an Ethernet circuit on port 1 of the second net module for the third
ASN in the stack.

Table 3-2 on page 3-12 lists the circuit-type letter and its meaning.
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Table 3-2. Understanding Letters in Circuit Names
Circuit-Type Letter Connector Type
E Ethernet

E1l El

F FDDI

H HSSI

MCE1 MCE1

MCT1 MCT1

(0] Token ring

S Synchronous
T1 T1

Use the circuit-naming convention to consistently name circuit types and
locations. You can, however, assign any circuit name containing up to 15
characters (alphanumeric, underline, or slash) without spaces. Circuit names are
case-sensitive.

Configuring a Circuit

To configure a circuit:

1. Inthemain Site Manager window, choose Tools > Configuration
Manager > L ocal File/Remote File/Dynamic.

2. Open thefilethat you just transferred or a new file.

If you are opening an existing filein local or remote mode, you must open the
file before Site Manager displays the Configuration Manager window.

If you are opening anew filein local mode, you have to select the router
platform and the hardware before Site Manager displays the Configuration
Manager window.

The Configuration Manager window opens (Figure 3-7).

3-12
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Figure 3-7. Configuration Manager Window

3. Click on the connector for the network interface.
The Add Circuit window opens (Figure 3-8).
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Figure 3-8. Add Circuit Window
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Except for MCT1 and MCEL connectors, the Configuration Manager
automatically setsall physical layer parameters, that is, the line parameters, to
default values for the type of connector you select. For all LAN connections,
the Configuration Manager also configures the data link layer connection for
the LAN circuit.

Accept the default circuit name or type a new one, then click on OK.

Refer to “ Circuit Naming Conventions” on page 3-11 for information about
naming conventions.

If the connector supports hardwarefilters, a window prompts:
Do you want to enable Hardware Filters on this circuit?

Click on OK to enable hardware filters. Otherwise, click on Cancel to exit the
window. You return to the Add Circuit window.

Click on OK.
Gotothe next section to add protocols.

Adding a Protocol to a Circuit

After you name a circuit, the Configuration Manager opensaLAN or WAN
protocols menu, depending on the type of circuit you are configuring. After you
enable a protocol on acircuit, you have configured a network interface.

Go to one of the following sections to enable a protocol:

“Configuring a LAN Protocol for a Circuit,” next in this chapter.

Refer to this section if you configured any LAN circuits, for example,
Ethernet, FDDI, or token ring.

“Configuring aWAN Protocol for a Circuit” on page 3-16

Refer to this section if you configured any WAN circuits, for example, COM,
MCTZ, or ISDN circuits.

3-14
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Configuring a LAN Protocol for a Circuit

After you add aLAN circuit, the Select Protocols window opens (Figure 3-9).

Eeims) Protenala

L
I

Figure 3-9. Select Protocols Window

The Select Protocols window varies according to circuit type, displaying only
those protocols that the circuit type supports. In addition, for certain circuit types,
the window allows you to select the protocol prioritization feature (refer to
Configuring Traffic Filters and Protocol Prioritization for instructions).

To select bridging or routing protocols for acircuit:

1. Click onthebox totheleft of the protocolsyou want to enable, then click
on OK.

In some cases, the Configuration Manager opens a protocol-specific
configuration window prompting for additional information. You cannot
enabl e the protocol unless you configure these parameters. For information
about specific protocol parameters, refer to the protocol-specific
documentation. Any parameter that does not require information uses the
default value.

Some protocols (for example, Bridge, VINES, and NetBIOS) require no
additional information to provide default service.
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N

w

If you select a protocol service, that protocol is enabled. For example, if you
select RIP or OSPF, the Configuration Manager enables | P because RIP and
OSPF are services of IP.

Specify therequired information in each protocol-specific window that
opens.

Click on OK.

After you define all protocols for the circuit, you return to the Configuration
Manager window. The connector is highlighted to indicate that the interfaceis
configured.

The Configuration Manager then opens the window for the next protocol
enabled on the circuit.

Configuring a WAN Protocol for a Circuit

After you add aWAN circuit, the WAN Protocols window opens (Figure 3-10).
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Figure 3-10. WAN Protocols Window
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To select WAN protocols for acircuit:

1. Click onthebox totheleft of the protocolsyou want to enable, then click
on OK.

When you select aWAN protocol, note the following:

Selecting frame relay, PPP, or SMDS automatically enables protocol
prioritization. For information about protocal prioritization, refer to
Configuring Traffic Filters and Protocol Prioritization.

If you select Bay Networks Standard protocol, you cannot change the
WAN protocol on this circuit to any other protocol. If you want to enable
another protocol on this circuit, you must delete the circuit and create a
new one. For instructions on deleting a circuit from the router, refer to
“Deleting a Circuit from the Router” on page 3-26.

When you enable aWAN protocol, the synchronous line parameters are
automatically set to the following values.

Parameter Setting

BOFL Disable

Promiscuous Enable

Service Transparent

WAN Protocol WAN protocol you enabled

Refer to Configuring WAN Line Services for more information.

If you are configuring the COM 2 port on an AN or ANH router, the Edit
ASY NC Parameters window opens. See Configuring WAN Line Services
for information about this window.

2. After you choose a WAN protocol, do one of the following:

Select aLAN protocol for this circuit, if prompted by the Configuration
Manager.

For some WAN protocols, such as Bay Networks Standard, PassThru,
PPP, and frame relay, the Configuration Manager displays the Select
Protocols window (refer to Figure 3-9), prompting you to select aLAN
protocol. Depending on the protocol you choose, you may need to
configure afew parameters. Refer to the protocol -specific documentation
for configuration instructions.
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»  Specify values for WAN configuration parameters, if prompted by the
Configuration Manager.

For some WAN protocols, such asATM DXI, SMDS, SDLC, and X.25,
you must configure certain parameters immediately after selecting the
WAN protocol for acircuit. Refer to the appropriate WAN documentation
for instructions on configuring protocol parameters.

After you define all protocols for the circuit, you return to the Configuration
Manager window. The connector is highlighted to indicate that the interface has
been configured.

After you add a network interface you can:
* Add more network interfaces (repeat the previous procedures).

* Modify existing network interface (refer to “Modifying Circuits on an
Interface” on page 3-19).

« Saveand implement your new configuration file (refer to “ Saving
Configuration Files’ on page 3-30).
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Modifying Circuits on an Interface

You can modify existing circuits in the following ways:

Add protocolsto acircuit.

Move acircuit.

Rename a circuit.

Assign additional |P addressesto acircuit.
Delete protocols from a circuit.

Delete a circuit from the router.

The sections that follow explain how to do these tasks.

Adding Protocols to a Circuit

To add protocols to an existing circuit:

1

In the Configuration Manager window, choose Circuits > Edit Circuits.
The Circuit List window opens (Figure 3-11).

Coref igurstion Mode:  Local
SHHF Agent; LOCAL FILE

Carmmites

T
552

Figure 3-11.  Circuit List Window

2. Choosethe circuit to which you want to add protocols.
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3. Click on Edit.
The Circuit Definition window opens (Figure 3-12).

Configurat Lon Mode:  Tooul
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Figure 3-12.  Circuit Definition Window

4. Choose Protocols > Add/Delete.
The Select Protocols window opens (refer to Figure 3-9).

5. Choosethe protocolsthat you want add to thiscircuit; then click on OK.

For each protocol you add, the Configuration Manager displays a
protocol-specific configuration window.

6. Configure each protocaol you are adding.

Refer to the appropriate protocol-specific documentation.You return to the
Circuit Definition window when the protocol configuration is complete.

7. Repeat steps 1 through 6 for each circuit requiring additional protocols.
8. Choose File > Exit.

You return to the Circuit List window.
9. Click on Done.
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Moving a Circuit

After you configure acircuit on a network interface, you can move the circuit to
another interface. Moving acircuit is useful if you plan to replace a hardware
module and you do not want to lose a configured interface.

When you move acircuit to adifferent type of network interface, for example,
from an Ethernet interface to an FDDI interface, the Configuration Manager
accounts for the changes in the physical layer configuration and automatically
adjusts the line detail parameters accordingly.

To move acircuit:
1. Inthe Configuration Manager window, choose Circuits > Edit Circuit.

The Circuit List window opens (refer to Figure 3-11).

2. Choosethecircuit that you want to move.
3. Click on Edit.

The Circuit Definition window opens with the name of the selected circuit in
the Circuit Name field and the connector for the circuit interface highlighted
(refer to Figure 3-12).

4. Click on thecircuit’'s connector.

The Configuration Manager removes the circuit from the connector, and the
connector is no longer highlighted.

5. Click on the new connector for the circuit interface.

The connector you chose is now highlighted, indicating that the circuit now
connectstoiit.

You may want to rename the circuit if you think the old circuit name may
cause confusion. To do this, enter a new name in the Circuit Name field.

6. ChooselLines> ChangelLines.

You return to the Circuit Definition window, which reflects all circuits that
have moved.

7. Repeat steps 1 through 6 for each circuit that you want to move.
8. Choose File > Exit.
You return to the Circuit List window.

9. Click on Done.
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Renaming a Circuit

You may want to rename a circuit if you moved the circuit from oneinterface to
another. The circuit name reflects the location of the connector and if it is moved,
the old name may cause confusion.

To rename acircuit on the router:
1. IntheConfiguration Manager window, choose Circuits > Edit Circuits.

The Circuit List window opens (refer to Figure 3-11).

2. Chosethecircuit that you want to rename.
3. Click on Edit.
The Circuit Definition window opens (refer to Figure 3-12).

4. Typeanew namefor thiscircuit in the Circuit Name box.
5. Choose Lines> ChangelLines.
The Circuit Definition window reflects the change.
6. Repeat steps 1 through 5 for each circuit that you want to rename.
7. Choose File > Exit.
You return to the Circuit List window.

8. Click on Done.

Assigning an Additional IP Address to a Circuit

Bay Networks IP routing supports multinet, which lets you assign multiple IP
addresses to a single circuit. With multinet, a single circuit supports multiple |IP
network interfaces. Use multinet if you want to subnet a Class C address. Each IP
address on a multinet circuit must belong to a unigue network and subnet. You
cannot have two interfaces for the same subnet. You can assign any number of IP
addresses to a circuit. For more information about multinet, see Configuring IP
Services.

To assign additional |P addressesto acircuit:
1. Inthe Configuration Manager window, choose Circuits> Edit Circuits.
The Circuit List window opens (refer to Figure 3-11).

2. Sdlect thecircuit for multinet configuration, then click on Edit.

3-22
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The Circuit Definition window opens (refer to Figure 3-12).
3. Choose Protocols > Edit I P > Interfaces.
The IP Interfaces window opens (Figure 3-13).
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Figure 3-13.  IP Interfaces Window

4. Click on Add.
The IP Configuration window opens (Figure 3-14).
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Figure 3-14.  IP Configuration Window

5. Specify an | P addressfor thiscircuit.
6. Click on OK.

You return to the I P Interfaces window (refer to Figure 3-13). The address you
assigned to the circuit appears in the window’s list box.

7. Repeat steps 1 through 6 for each I P address you want to add.
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Deleting Protocols from a Circuit

To delete protocols from a circuit:

1.

In the Configuration Manager window, choose Circuits > Edit Circuits.

The Circuit List window opens (refer to Figure 3-11).

Select the circuit whose configuration you want to modify.
Click on Edit.

The Circuit Definition window opens (refer to Figure 3-12).
Choose Protocols > Add/Delete.

The Select Protocols window opens (refer to Figure 3-9).

Click on the box to theleft of each protocol that you want to delete.
Click on OK.

You return to the Circuit Definition window (refer to Figure 3-12). The
protocols you just deleted no longer appear in the Protocols list.

Repeat steps 4 through 6 to delete other protocols.
Choose File > Exit.

You return to the Circuit List window.

Click on Done.

You return to the Configuration Manager window.
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Deleting a Circuit from the Router

When you delete acircuit from the router, you remove al line and protocol
information from that circuit. If you want to redefine this circuit, you must repeat
the procedure for adding network interfaces.

To delete acircuit from the router:

1

In the Configuration Manager window, choose Circuits > Delete Circuit.

The Circuit List window opens (refer to Figure 3-11).
Choose the circuit you want to delete.
Click on Delete.

The Delete Circuit window opens (Figure 3-15). The circuit you selected is
displayed in the Delete circuit field.

Delata Lircetl
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Figure 3-15.  Delete Circuit Window

4. Click on Delete again.

You return to the Circuit List window.

Repeat steps 2 through 4 for each circuit that you want to delete.
Click on Done.

You return to the Configuration Manager window.

The Configuration Manager deletes the circuit from the router. This circuit
will no longer appear in the Circuit List window.
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Modifying Configurations with New Link or Net Modules

When you replace alink module or net module with a module of a different type,
you must edit the router’s configuration file to reflect this change. When you
change hardware in a slot containing configured circuits, the Configuration
Manager automatically deletes the circuits.

=»| Note: Only the ASN router uses net modules.

To replace anew link module or net module:
1. Copy therouter’s configuration file.
Refer to “Making a Copy of the Existing Configuration File’ on page 3-7.

2. Inthemain Site Manager window, choose Tools > Configuration
Manager > Local File/Remote File/Dynamic.

The Configuration Manager window opens (refer to Figure 3-7).

3. Select thefileand click on Open File.
The Configuration Manager displays the router’s connectors.

4. Specify the new module in the Configuration Manager window as
follows:

a. Click on thelink or net module from which you deleted the circuits.

The Module List window opens. Figure 3-16 shows the Module List
window for an ASN router.
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Figure 3-16.  Module List Window

b. Select the new link module or net module you installed, then click on
OK.

A confirmation window opens (Figure 3-17).

Do o RERLLY siant to change this Link Moo lo?

Figure 3-17.  Confirming a Circuit Delete Request

c. Click on OK.
You return to the Configuration Manager window (refer to Figure 3-7).
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Configurecircuitson the new link or net module.

Refer to “ Configuring a Circuit” on page 3-12.

Choose File > Save to save your changes.

Refer to “ Saving Configuration Files’ on page 3-30 for instructions.
Reboot the router with the edited configuration file.

Refer to Chapter 4 for instructions.

Delete the old configuration file from therouter.

Refer to Chapter 4 for instructions.

Rename the edited configuration fileto config.

Refer to Chapter 4 for instructions.
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Saving Configuration Files

The Configuration Manager does not create a configuration file until you save the
configuration information to a volume on the router’s file system. A volume isthe
dot location of the router’s flash memory card or the disk drive. Refer to one of
the following sections for instructions on saving a configuration file. The
instructions you choose should match the operating mode you selected when you
started the Configuration Manager.

Caution: Before you save a new file, make sure that there is enough spacein

@ the router's memory. If you transfer a new file to the router, and the router
cannot accommodate it, you will corrupt the new file. If the new file has the
same name as the existing file, you will overwrite the existing file.

Saving a Configuration File in Local Mode

To save aconfiguration file created or modified in local mode:
1. Inthe Configuration Manager window, choose File > Save As.
The Save Configuration File window opens (Figure 3-18).
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Figure 3-18.  Save Configuration File Window

2. Typeadirectory path, including thefile namein the format filename.cfg,
for example, test.cfg.

Save the filein adirectory other than the one where Site Manager resides.

3. Specify the appropriate directory by clicking on Volume and selecting a
volume.
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4.

Click on Save.
The File Saved window opens (Figure 3-19).

Figure 3-19.  File Saved Window

Click on OK.

You return to the Configuration Manager window.
Choose File > Exit.

You return to the main Site Manager window.

Gotothenext section “ Transferring a Local M ode Configuration Fileto
the Router” to send the configuration file to therouter.

Transferring a Local Mode Configuration File to the Router

After you save a configuration filein local mode, you must transfer the file to the
router before you can reboot the router with it. The Router Files Manager lets you
transfer files between the Site Manager workstation and any Bay Networks router
using the Trivial File Transfer Protocol (TFTP).

To transfer files from the Site Manager workstation to a router:

1

Connect to therouter.

Refer to Chapter 1 for instructions.

Select arouter volume.

Choose Tools > Router Files Manager.

The Router Files Manager window opens (refer to Figure 3-1).
Choose File > TFTP > Put File(s).

The TFTP Put File Selection window opens (Figure 3-20).

117347-A Rev. A

3-31



Configuring and Managing Routers with Site Manager

Paitkii | Aeat e easil i
Vi i Filims Tei Paifi

1i
Filgils (=@l gl
LS ik

milafl

LR

el

i el
FRILEr S
riteed
e L

Maltiple Mouterss (Mo [Yes

Rattoima | Gl

Figure 3-20.  TFTP Put File Selection Window

In the Path field, type the path to the directory that containsthe file you
want to transfer.

Thefilesin that directory appear in the Files window. You may transfer one or
morefilesat atime.

In theFileslist, click on thefilethat you want to transfer, then click on
Add.

The selected file appears in the Files To Put list box.

If you inadvertently add filesthat you do not want to transfer, select thosefiles
in the Files To Put list box and click on Remove.

Repeat steps5 and 6 to select files from other directories.

Click on Noin the Multiple Routersfield to send afileto only onerouter.
Click on Yesto send it to multiplerouters, provided you have set up the
multiple router s option.

Refer to Chapter 5 for instructions on setting up multiple routers.
Click on OK.
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The Router Files Manager transfers the selected file to the router.

During thefile transfer operation, the Router Files Manager displays a
message at the bottom of the window indicating which file is currently being
transferred, and the address of the router that is receiving the file. When the
transfer is complete, the TFTP Put File Selection window closes and you
return to the Router Files Manager window.

10. Goto Chapter 4to boot therouter with the new file.

You should test the configuration file to verify its integrity. After you are
confident that you can use the new file, you can rename it config.

Saving a Configuration File in Remote Mode

These instructionstell you how to save a configuration file in remote mode.

Caution: Do not use the file name config until you have tested the new
configuration file.

To save a configuration file in remote mode:
1. Inthe Configuration Manager window, choose File > Save As.
The Save Configuration File window opens (Figure 3-21).

Figure 3-21.  Save Configuration File Window

2. Typeanew file name using the format filename.cfg.
3. Select thedestination volume for thefilein the Volumefield.

117347-A Rev. A 3-33



Configuring and Managing Routers with Site Manager

4. Click on Save.
The File Saved window opens (Figure 3-22).

Figure 3-22.  File Saved Window

5. Click on OK.
You return to the Configuration Manager window.
6. Goto Chapter 4to boot therouter with the new file.

You should test the configuration file to verify its integrity. After you are
confident that you can use the new file, you can rename it config.
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Saving a Configuration File in Dynamic Mode

If you make configuration changes in dynamic mode, you are changing the active
configuration file on the router. You are implementing changes in memory, but not
overwriting the config file until you save the modified file. When you save your

changes, thefile is saved directly to the router. Save dynamically made changesto
the config file only when you want to maintain a permanent record of the changes.

To save your changes:
1. Inthe Configuration Manager window, choose File > Save As.

The Save Configuration File window opens (refer to Figure 3-21).

2. Enter anew file name, using the format filename.cfg.

If you use a unigue file name, you will not overwrite the existing config file.
3. Sdlect the correct volume by clicking in the Volumefield.
4. Click on Save.

The File Saved window opens, asking you to confirm your decision to save
thefile (refer to Figure 3-22).

5. Click on OK.
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Chapter 4
Booting the Router

To restart the router with a modified configuration file or router imagefile, or to
recover if the router experiences a problem, you need to boot the router. In this
book, the term boot refers to awarm-start of the router. When you warm-start a
router, the power remains on while the router resets; you do not use the power
switch to turn the router off and then on.

This chapter contains the following information:

Topic Page
Booting Methods 4-2
Preparing to Boot a Router 4-3
Booting with the Default Configuration and Image Files 4-4
Booting with a Named Boot 4-5
Booting with a Scheduled Boot 4-9
Booting a Processor Module 4-16
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Booting Methods

You can boot the router in one of three ways:
* Regular boot (also referred to as a default boot)

The router boots with the default config and image files when you press the
Reset button on the router.

* Named boot
The router boots with configuration and image files that you name.

»  Scheduled boot
Therouter boots with configuration and image files that you name at atime of
day that you specify.

In addition to booting the router as awhole, you can boot an individual hardware
module by resetting the module.

Note: For the AN, ANH, ASN and ARN routers, you can also use EZ-Install,
=>| Nethoot, or Directed Netboot to boot the router. For information about these
boot procedures, refer to the appropriate router documentation.
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Preparing to Boot a Router

You access the boot function in the main Site Manager window by choosing
Administration from the main menu bar.

Booting arouter warm-starts every processor module in the router. Pressing the
Reset button on the front panel of the router performs the same procedure.

Note: You can use Site Manager to warm-start arouter only. To cold-start a
router to initiate diagnostic tests, you must physically turn off and then turn on
the router, or use the Technician Interface diags command. Refer to Using
Technician Interface Software for information about the diags command.

Booting interrupts router operation, so plan your boot carefully. Before you boot
the router, decide the following:

e Which router you are booting
*  Whether to use the default configuration and image files, or files you specify
*  Whether to use a scheduled boot

FN/LN/CN Router Boot Prerequisite

The PCM CIA/Floppy switch on the Flash System Controller board of an FN®,
LN®, or CN® router determines where the router looks for the image (ace.out)
and configuration file when it is booting. The PCMCIA position is for memory
card boot access, and the Floppy position is for diskette boot access.

You can use Site Manager and the Technician I nterface to access both the memory
card and diskette files, regardless of the position of this switch. But you cannot
override the switch setting when booting. For example, you cannot boot from a
diskette if the switch is set to the PCM CIA position.

When you use Site Manager to boot the router, or when you specify an image and
configuration file in a Technician Interface boot command, the software verifies
thefiles' existence before alowing the boot to take place.
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If the PCM CIA/Floppy switch isin the PCMCIA setting and you boot the router,
the following occurs:

» Therouter bootsusing 1:ace.out if it isavailable. If not, it boots from
2:ace.out if it isavailable. If both are unavailable, a boot error occurs.

* Therouter boots using 1:config if it isavailable. If not, it boots from 2: config
if itisavailable. If both are unavailable, a configuration error occurs.

Booting with the Default Configuration and Image Files

To boot the router using the default configuration file (config) and imagefile, press
the Reset button on the router’s front panel.

You typically perform this type of boot when testing a new configuration file. If
the router does not boot properly, you can press the Reset button to boot the router
using the default config file.
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Booting with a Named Boot

You typically perform a named boot to use a new or modified configuration or
image file. Thistype of boot lets you specify the files that the router uses to boot
and to operate.

If you are booting with anew or modified configuration file, you should have
saved thisfile under a unique name. (Refer to Chapter 3 for instructions on how to
save a configuration file.) After you boot the router with the new file and are
confident that it is stable, you can then rename the file config, the default
configuration file.

To perform a named boot:
1. Inthemain Site Manager window, choose Administration > Boot Router.

The Boot Router window opens listing the default volumes and file names for
the router boot image and the configuration file (Figure 4-1). The file names
and volumes vary depending on the router.

For routers that use flash memory cards or single inline memory modules
(SIMMs), the default volume is the first available card or module, whichis
designated by its slot number. For routers that use diskettes, the volumeisthe
letter A.

(2 _ofonexe

[Zrlener |

Figure 4-1. Boot Router Window

2. Touseaboot image and configuration file other than the ones displayed,
goto step 3. To accept thefileslisted, go to step 4.

117347-A Rev. A 4-5



Configuring and Managing Routers with Site Manager

3.

For arouter with multiple volumes, specify the volume for the boot image
and the volume for the configuration file.

a. Click in thevolume box for the boot image (not the box that displays
the name of the boot image file, for example, bn.exe).

A menu lists all available volumes.
b. Choosethevolume with the boot image that you want to use.

c. Toboot with a different imagefile, type thefile namein thefield next
to the volume box.

d. Repeat stepsathrough cfor the configuration file volume and name.
Click on Boot.

A confirmation window appears.

Click on OK.

The router boots using the router software image and the configuration file
you specified.Wait a few minutes for the router to boot.

In the main Site Manager window, choose View > Refresh Display to
verify that therouter booted correctly.

If the router booted correctly, the new system information appearsin the main
Site Manager window.

If Site Manager does not display system information, the router did not boot
successfully. Contact your local Bay Networks Technical Solutions Center for
assistance.

If you can no longer access the router with Site Manager, refer to Using
Technician Interface Software for instructions on using the Technician
Interface to access the router. Contact your local Bay Networks Technical
Solutions Center for assistance.

If you are confident the configuration fileis stable, go to the next section,
“Copying and Renaming the Configuration File”

4-6
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Copying and Renaming the Configuration File

By default, the file named config is the configuration file used to boot the router.
After you test amodified configuration file, you can use the Router Files Manager
to copy the file under the default file name, config, and delete the old file.

Before you copy your configuration file, make sure that there is enough space on
the router for all the files. Refer to Chapter 5 for information.

To copy and rename a modified configuration file:

1

In the main Site Manager window, choose Tools > Router Files Manager.
The Router Files Manager window opens (refer to Figure 3-1).

Choose the router volume where the configuration file resides.

Choose the modified configuration file from thelist of files.

Choose Commands > Copy.

The Copy window opens (refer to Figure 3-3).

Click on OK.

A second Copy window prompts you for the destination file name (refer to
Figure 3-4).

Enter config in the window, then click on OK.
A confirmation window opens.

Click on OK.

You return to the Router Files Manager window.

The modified configuration file has been copied and renamed config,
overwriting the existing config file.

Gotothe next section, “ Deleting a Configuration File,” to deletethetest
configuration file.
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Deleting a Configuration File

Use the Router Files Manager to del ete a configuration file from the router, that is,
the test configuration file, not the config file.

To delete afile:

1.

In the Site Manager window, choose Tools > Router Files Manager.
The Router Files Manager window opens.

Select thetest configuration file from thelist.

Choose Commands > Delete.

A confirmation window appears.

Click on OK.

The Router Files Manager deletes thefile.

If the router uses flash memory, choose Commands > Compact to
compact memory.

4-8
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Booting with a Scheduled Boot

A scheduled boot, or Remote User Interface (RUI) boot, lets you specify the exact
date and time a boot takes place. It functionsin all other aspects as a named boot
(refer to “Booting with a Named Boot”).

This section describes how to:

» Enable and disable a scheduled boot.
e Schedule multiple boot times.

* Modify a scheduled boot.

* Delete a scheduled boot.

Enabling and Disabling a Scheduled Boot

Setting up a scheduled boot involves:
»  Enabling the boot
»  Configuring the boot schedule

You can globally enable and disable a scheduled boot. A scheduled boot will not

take place until you enable it; however, you can configure the boot schedule even

if the boot is disabled. Disabling a boot does not alter the boot schedule; the boot

will occur after you reenable it. If the scheduled boot is enabled later, any routers

whose boot time has not expired will boot as schedul ed.

To enable and disable a scheduled boot:

1. Inthe Site Manager window, choose Tools > Configuration M anager.
The Configuration Manager window opens.

2. IntheConfiguration Manager window, choose Platform > Scheduled
Boot > Create Boot Param.

The RUI Boot Group List window opens (Figure 4-2).
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Figure 4-2. RUI Boot Group List Window

3. Edit the parameter.
-- Enter Enable to globally enable booting.
-- Enter Disable to globally disable booting.

After you enable the boot parameter, you choose Platform > Scheduled Boot
> Global to enable or disable subsequent scheduled boots.

4. Click on OK.

You return to the Configuration Manager window.
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Configuring the Boot Schedule

To specify the date and time for arouter boot, as well as the image and
configuration files the router uses:

1. Inthe Configuration Manager window, choose Platform > Scheduled
Boot > Boot Parameters.

The RUI Boot Interface Parameters window opens (Figure 4-3).
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Figure 4-3. RUI Boot Interface Parameters Window

2. Click on Add.
The RUI Boot Parameters window opens (Figure 4-4).
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Figure 4-4. RUI Boot Parameters Window

3. Enter theappropriate information for each of the parameters.

You must configure al the parameters to schedule a boot. Refer to the
parameter descriptions beginning on page B-12 or click on Help.

4. Click on OK.

You return to the RUI Boot Interface Parameters window, which lists the
image name and configuration file of the appropriate router (Figure 4-5). The
date and time of the boot appear in the list box.
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Figure 4-5. RUI Boot Interface Parameters Window

5. Click on Done.
You return to the Configuration Manager window.

A scheduled boot is how configured for the specified date and time, using the
boot image and configuration file you specified.

How the Router’s Date and Time Affect a Scheduled Boot

If you change the router’s date and time after you configure a scheduled boot, the
router does not adjust the boot schedule accordingly. The router boots based on
the previous date and time.

For the router to boot as scheduled, you must del ete the original boot schedule and
create anew one that works with the router’s new date and time.
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Modifying the Parameters for a Scheduled Boot

You can modify the Enable, Image Name, and Configuration File Name
parameters for a scheduled boot. To modify the date and time of a scheduled boot,
you must delete that boot and reschedul e another boot. Refer to*Deleting a
Scheduled Boot,” next in this chapter, for instructions.

To edit parameters for a scheduled boot:

1. IntheConfiguration Manager window, choose Platform > Scheduled
Boot > Boot Parameters.

The RUI Boot Interface Parameters window opens (refer to Figure 4-5).

2. Select the entry you want to modify from thelist.

3. Edit the Enable, Image Name, or Configuration File Namefield.
Refer to the parameter descriptions on page B-12 or click on Help.

4. Click on Apply.

5. Click on Done.

You return to the Configuration Manager window.

Deleting a Scheduled Boot

To modify the date and time of a scheduled boot, you must delete the original boot
schedule and create a new one. You can delete individual boot entries or all of
them. The sections that follow describe each method.

Deleting Individual Scheduled Boots

To delete an individual boot entry:

1. Inthe Configuration Manager window, choose Platform > Scheduled
Boot > Boot Parameters.

The RUI Boot Interface Parameters window appears (refer to Figure 4-5).

2. Choosethe scheduled entry you want to delete.
3. Click on Delete.
The boot entry is deleted.

4-14
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4. Click on Done.
You return to the Configuration Manager window.

5. Tocreateanew scheduled boot entry, refer to “Booting with a Scheduled
Boot” on page 4-9.

Deleting All Scheduled Boots

You can delete all scheduled boots from the current version of Site Manager. After
you delete all entries, you cannot recover them. To disable all scheduled boots
without deleting them, refer to “ Enabling and Disabling a Scheduled Boot” on

page 4-9.
To delete all scheduled boots:

1. Inthe Configuration Manager window, choose Platform >
Scheduled Boot > Delete.

The Delete RUI Boot message window opens (Figure 4-6).

Figure 4-6. Delete RUI Boot Message Window

2. Click on OK.
The Configuration Manager deletes all scheduled boot entries.

You return to the Configuration Manager window.

117347-A Rev. A

4-15



Configuring and Managing Routers with Site Manager

Booting a Processor Module

To troubleshoot arouter problem, you can boot a processor module to determine
whether the module is the problem. To boot an individual processor module, you
use the Reset Slot option in the Administration menu in the Site Manager menu
bar. The Reset Slot option warm-starts a single processor modul e in the router
with the boot image and configuration file that the router is currently using.

The following steps explain what happens when you boot a processor module:

1.

The router software that is operating on the processor modul e forwards a boot
reguest to the other processor modules.

Thefirst processor module that responds to the boot request sends back the
boot image resident in its memory to the requesting module.

The processor modul e that you are booting receives and executes the boot
image. The router disrupts connectivity to the associated slot and to the
services provided by that slot. The other processor modules resynchronize
their routing tables after the slot fails to receive packets.

The processor modul e that you are booting completes the boot process and
reguests a configuration. The first available processor module sends the
configuration resident in its memory.

The resetting processor modul e loads the configuration image and initiates the
services provided by the slot, thus reestablishing connectivity. It then aerts
the other processor modules that it can receive packets.

The other processor modules resynchronize their routing tables accordingly.

4-16
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To boot a processor module:
1. Inthemain Site Manager window, choose Administration > Reset Slot.
The Reset Slot window opens, showing the router’s default slot (Figure 4-7).

Figure 4-7. Reset Slot Window

2. Click on the box displaying the slot number.
A menu opens listing all available slots (Figure 4-8).

Figure 4-8. Selecting a Slot

3. Choosethe dlot that holds the processor module that you want to boot.
4. Click on Reset.

A confirmation window opens.
5. Click on OK.

You return to the main Site Manager window.
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Chapter 5
Managing Router Files

To manage router files, you use the Router Files Manager. To access the Router
Files Manager, choose Tools > Router Files Manager from the main Site Manager
window.

This chapter contains the following information:

Topic Page
Displaying a List of Router Files 5-2

Copying a File 5-8

Deleting a File 5-10
Transferring Files 5-12
Backing Up Router Software Files to a Host Computer 5-22
Compacting Flash Memory 5-22
Formatting Flash Memory 5-24
Partitioning Media on AN, ANH, and ASN Routers 5-25
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Displaying a List of Router Files

To display the files on the router, begin at the main Site Manager window and
choose select Tools > Router Files Manager. The Router Files Manager window
opens, showing the files in the active volume (Figure 5-1).
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Figure 5-1. Router Files Manager Window

- | Note:You can access the same window from the main Site Manager window
by clicking on the Files button.

5-2
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In the Router Files Manager window, the active volume is represented by a
number or letter, depending on the type of mediathe router uses (Table 5-1).

Table 5-1. Active Volume Representations
Media Active Volume | Description
Flash memory 1 through 142 If the router uses a memory card or a SIMM, the
card or SIMM active volume can be from 1 through 14,
depending on the router platform.
Diskette A If the router uses a diskette, the active volume
shown is A.

a. This number is the number of the slot where the first available memory card resides. Additional
memory cards in the router are optional; they provide redundancy and additional storage.

If the router isan Access Node (AN) or Access Stack Node (ASN), and the media
is partitioned, the active volume is represented by a number (for the slot) and a
letter (for the volume). For example, 1A refersto volume A (the primary volume)
ondot 1, and 1B refersto volume B (the secondary volume) on the same mediain
slot 1. For more information, see “ Partitioning Mediaon AN, ANH, and ASN
Routers’ on page 5-25.

To change the volume displayed, click in the Volume box just above the list of
filesin the Router Files Manager window (Eigure 5-2). The Volume box lists all
available volumes on the router. Choose the volume you want.

For PC users, not all the volumes will be visible when you click in the Volume
box. Use the arrows to the right of the volume number to scroll through the list of
available volumes.

File Options Commands Helg

I

Figure 5-2. Volume Box in Router Files Manager Window
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Default Router File Names

Table 5-2 lists the default file names in the Router Files Manager window.

Table 5-2. Default Router File Names

File Name Description Notes

ace.out Bootable image for the FN, The router automatically references this binary file for
LN, ALN, AFN with diskette, booting instructions, unless you specify another bootable
and CN image. You cannot read or change this file. It must have the

afn.exe Bootable image for the AFN colr;ectt f'lteS ame tfk?r Tg rgqtetr tt(? bo;)tBs uctc;ssftu lly aftt.er a
with nonvolatile (flash) file cold-s f]lr -Using neth rmm}:ts rarlo_r:n oot Router option,
system you can specify another software image.

an.exe Bootable image for the AN You can rename the bootable image file, but you must use
and ANH the new name when you boot the router. See Chapter 4 for

arn.exe Bootable image for the ARN information about booting routers.

asn.exe Bootable image for the ASN

bn.exe Bootable image for the BLN
and BCN

s5000.exe Bootable image for the

System 5000

asndiag.exe

Copy of the diagnostics image
for the ASN

You cannot read or change this file.

bece.help

Help file for the Bay
Command Console (BCC™)

You cannot change this file.

config

Default configuration file

The router references this binary file for configuration data
when booting. You can use another configuration file using
the Boot Router option. You can change the default config
file by renaming a new, tested configuration file to config.
The file must be named config for the router to boot with it
automatically. We recommend that you back up the config
file under a unique name before overwriting it.

debug.al

ASCII file containing aliases

Aliases are commands that abbreviate long or multiple
commands. They are used to debug common network
problems.

frediag.exe

Copy of the diagnostics image
resident on the diagnostics
PROM for the BCN and BLN

You cannot read or change this file.

(continued)
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Table 5-2. Default Router File Names (continued)

File Name Description Notes

freboot.exe Copy of the bootstrap image | You cannot read or change this file.
resident on the bootstrap
PROM for the BCN and BLN

install.bat Script containing Technician | You use Bay Networks Technician Interface commands
Interface commands during the initial startup. Refer to Quick-Starting Routers.

ti.cfg Configuration file containing | This file contains the minimal configuration necessary to
the MIB variables associated | operate the router. You boot with this file when updating a
with the default Technician PROM. You may also want to boot with this file when
Interface console operating copying a volume to provide full use of all system buffers.
parameters This file is stored in binary format.
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File-Naming Conventions

Table 5-2 lists the default file names for the router software. You can change file
names or make copies of afile and give the copy a unique name. For example, if
you modify a configuration file, you may want to test it under a unique name
before you rename it config and overwrite the original configuration file.

The guidelines for naming files are:

File names must start with an alphabetical character. The remaining characters
must be al phanumeric and may a so include the underscore () character.

Image file names can consist of 1 to 8 characters, while configuration file
names can consist of 1 to 15 characters (including a period). Bay Networks
recommends that you limit file names to 8 characters to ensure that all
supported operating Systems can recognize the names.

File name extensions are optional and must be preceded by afile name and a
period. They can be from 1 to 3 characters.

In addition to the previous guidelines, Bay Networks recommends that you use
the following conventions when you name files so that you can distinguish files by

type:

Use the .exe extension for software images for FRE processor modul es and
.out for ACE processor modules (refer to Table 5-2).

Use the .cfg extension for alternate configuration files. The default
configuration file is config.

Usethe .al extension for aliasfiles.

Use the .log extension for log files.

5-6
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Checking Available and Contiguous Free Space on aVolume

At the bottom of the Router Files Manager window (refer to Figure 5-1), the
amount of free space in a selected volume is displayed (Table 5-3).

Table 5-3. Free Space Information
Field Description
Total size Total number of bytes (used and unused) on the
volume
Available free space Number of unused bytes on the volume
Contiguous free space Number of unused bytes in the largest block available
on the volume

The router volume must have enough space available for a copied or transferred
file. Depending on the router software version you are using, your software may
automatically check the available space for you. To display your router software
version, choose Help > Site Manager Version in the Router Files Manager
window.

Routers that use Version 7.80 software (or later) automatically check to ensure
that there is adequate free space on the destination volume.

For routers that use software earlier than Version 7.80, do the following:
» Determine the size of the file you want to copy.

»  Check the amount of free space available on the destination volume; free
space is displayed at the bottom of the Router Files Manager window.

For arouter diskette destination volume, use the number of bytes displayed
for the Avai | abl e free space. For aflash memory destination volume, use
the number of bytes displayed for Conti guous free space.

Caution: Copying afile to flash memory that has an insufficient amount of
contiguous free space can corrupt the copied file. Before you copy afile,
compact memory. Refer to “ Compacting Flash Memory ” on page 5-22.

117347-A Rev. A
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Copying a File

You can use the Router Files Manager to copy afile on the router. You can copy
the file to a different volume or to the same volume. You may want to copy afile
and modify it to protect the original .

Before you copy afile, do the following:

Use a unique file name for the copy.

The router automatically overwrites any existing file with afile of the same
name. To avoid overwriting an existing file, display alist of the volume's
contents and check thefile namesthat are already in use. Refer to “ Displaying
alList of Router Files” on page 5-2 for instructions.

If you are unfamiliar with the file-naming conventions, refer to “File-Naming
Conventions” on page 5-6 before you proceed.

Verify that you have adequate space on the destination volume.

Refer to “ Checking Available and Contiguous Free Space on aVolume” on
page 5-7.

To copy afileon therouter:

1

In the main Site Manager window, choose Tools > Router Files Manager.

The Router Files Manager window opens (refer to Figure 5-1).

Choose the volume where the source file resides.
Choose the file you want to copy.

Choose Commands > Copy.

The Copy window opens displaying the source file name (Figure 5-3).

Figure 5-3. Copy Window (Source File Name)

5-8
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5. Click on OK.

A second Copy window prompts you for the destination file name

(Figure 5-4).

Copy File

et it i Fillensmep §

Figure 5-4. Copy Window (Destination File Name)

6. Enter thedestination file namein the following format:
<volume>:<file_name>

If you are copying afile from a diskette to flash memory, enter the destination
file name in lowercase letters only.

7. Click on OK.
A confirmation window opens (Figure 5-5).

'. Procood with "copy A:COMFIG A:test.ofg™ 7

Figure 5-5. Copy Confirmation Window

8. Click on OK.
The router copies the source file to the file name and volume you specified.
You return to the Router Files Manager window.
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Deleting a File

Using the Router Files Manager, you can delete one or morefiles at atime from a
volume.

@ Caution: You cannot recover afile after you delete it. Be sure to back up
critical files.

To delete files from arouter:

1. Inthemain Site Manager window, choose Tools > Router Files Manager.
The Router Files Manager window opens (refer to Figure 5-1).

2. Sedlect thefilethat you want to delete.

To select multiplefiles, click on each file.

If you mistakenly select afile that you do not want to delete, click on the file
again to deselect it.

3. Choose Commands > Delete.
A window prompts you to confirm your delete request (Figure 5-6).

*rooeed with DELETION of Filed{slr

cond i 50013
coend L bk

Figure 5-6. Deleting Router Files
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4. Click on Yes.
The router deletes the files you specified from the volume.
You return to the Router Files Manager window.

5. If therouter usesflash memory, choose Commands > Compact to
compact memory.

Compacting memory provides more file space and ensures that the available
free space is contiguous.
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Transferring Files

The Router Files Manager alows you to transfer files between any router and Site
Manager workstation by using the Trivial File Transfer Protocol (TFTP)
(Figure 5-7).
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Figure 5-7. Choosing the TFTP Option

Using TFTR, you can perform the following tasks:

» Transfer afile from the router to the Site Manager workstation (refer to
“Transferring a File from the Router” on page 5-13).

» Transfer afile from the Site Manager workstation to the router (refer to
“Transferring Files to the Router” on page 5-16).

5-12 117347-A Rev. A



Managing Router Files

Note: To transfer files to or from arouter that uses a diskette-based file
nd system, you must set the TFTP Retry Time Out parameter to 10 seconds. If

you do not adjust this parameter, duplicate transfer sessions may occur. This,
in turn, may result in zero-length or locked files on the diskette. (For more
information about how to set the TFTP Retry Time Out parameter, refer to
Configuring IP Utilities.)

Transferring a File from the Router

The Get File(s) option from the TFTP menu allows you to transfer one or more
files from the router to the Site Manager workstation. You can retrieve files from
only one router at atime.

To transfer files from the router to the Site Manager workstation:

1.

In the Router Files Manager window, connect to the router.
Refer to Chapter 1 for instructions.
Choose Tools > Router Files Manager.

The Router Files Manager window opens (refer to Figure 5-1).

Select therouter volume from which you need to transfer afile.
Select thefilesyou want to transfer from therouter.

Choose File > TFTP > Get Filg(s).

The TFTP Get Files window opens (Figure 5-8).
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Froceed with T® Get of Filels) 3
b . o

—

Destination [lirectoryl
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Figure 5-8. TFTP Get Files Window

6. Transfer thefilesusing one of the following methods:

» Totransfer afile without changing the file name, specify the destination
directory on the Site Manager workstation and click on OK.

» The Router Files Manager transfers the file to the Site Manager
workstation. If afile with the same name already existsin that directory,
the transferred file overwritesiit.

* Totransfer afile under anew name, click on Rename (Figure 5-8).
The TFTP Rename Files window opens (Figure 5-9).
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Froceed with P10 Get of file @
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Figure 5-9. TFTP Rename Files Window

a. Enter thename of thefile you want to retrieve from therouter in the
Proceed with TFTP Get of file field.

b. Enter the path and file name of the destination directory on your Site
Manager workstation in the Destination Filefield.

c. Click on OK.

The Router Files Manager transfers the files to the Site Manager
workstation using the new name. If afile with the same name aready
existsin that directory, the transferred file overwrites it.
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Transferring Files to the Router

The Put File(s) option from the TFTP menu allows you to transfer files from the
Site Manager workstation to one or more routers. Note the following guidelines:

If the destination router isrunning IP in host-only mode, and you have
configured the destination router with the same IP address on multiple
physical interfaces, test the connection to the router using the ping command.
After the connection is active you can transfer the file.

Use a unique file name for the transferred file.

The router automatically overwrites any existing file with afile of the same
name. To avoid overwriting an existing file, display alist of the volume's
contents to check the file namesthat are already in use. Refer to “ Displaying a
List of Router Files” on page 5-2 for instructions.

If you are unfamiliar with the file-naming conventions, refer to “File-Naming
Conventions” on page 5-6 before you proceed.

Verify that you have adequate space on the destination volume.

If you transfer anew file that the router cannot accommodate, you will corrupt
the new file. Refer to “ Checking Available and Contiguous Free Space on a
Volume” on page 5-7.

If you aretransferring files to one router only, go to “Using the Put Files Option to
Transfer Files” on page 5-19.

5-16
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Setting Up File Transfers to Multiple Routers

You can transfer one or more files from the Site Manager workstation to several
routers simultaneously. For example, you might want to send a new boot image to
three different routers at the same time.

Before you can use the Put File(s) option to transfer files to multiple routers, you
need to set up the destination routers.

To set up multiple routers to receive file transfers:

1

In the Router FilesManager window, choose Options > Router
Connection.

The Router Connection Options window opens.

Complete the Router Connection Optionswindow for each router to
which you want to transfer thefiles, then click on OK.

Refer to Chapter 1 for instructions on completing this window.
Choose Options > Multiple Router Setup.
The Multiple Router Setup window opens (Figure 5-10).

Defmult Houtern Carrent Boutern
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Figure 5-10.  Multiple Router Setup Window
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The Default Routers list displays the routers to which you are currently
connected. The Current Routers list displays the routers whose files you want
to manage simultaneously. The Volume list displays al the volume identifiers
for Bay Networks routers.

4. Select the destination volumes and routersfor thefiles being transferred
asfollows:

a. Select oneor moreroutersfrom the Default Routerslist.
b. Select one or morevolumesfrom theVolumelist.

--  Select only one volume to transfer files to the same volume on all the
routers you selected.

--  Select one or more volumes to transfer files to different volumes on
multiple routers or different volumes on a single router.

c. Click on Add.

The selected routers appear in the Current Routers list followed by the
volume (Figure 5-11).

In Figure 5-11, you will transfer the same files to volume 3 on two
different routersin the Current Routers list.

ledmult Boutern Carrent. Boatern
152, 168, 13,3 192, 168, i34 63 .31
192168, 13903 PR b c P . e R
16, 22, 156 B 3

192 3. 156 6l
162, 32, 156,65

Figure 5-11.  Adding Routers to the Current Routers List
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In Figure 5-12, you will transfer the same files to volume 2 on the first router,
volume 3 on the second router, and volume 4 on the third router.

Defmult Houiers Carrent Wmatern
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Figure 5-12.  Multiple Volumes and Routers in the Router Setup Window

5.
6.

To remove an entry from the Current Routers list, select the router entry and
click on Remove.

Click on Save.
Goto“Using the Put Files Option to Transfer Files’ on page 5-19.

Using the Put Files Option to Transfer Files

To transfer files to one or more routers;

1.

In the Router FilesManager window, choose Options > Router
Connection and specify the | P address of the destination router.

Click on OK.

To transfer files to more than one router at atime, follow the instructionsin
“Setting Up File Transfers to Multiple Routers’ on page 5-17.

Select arouter volumein the Volumefield at thetop of the window.
Choose File> TFTP > Put File(s).
The TFTP Put File Selection window opens (Figure 5-13).
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Figure 5-13.  TFTP Put File Selection Window

5. InthePath field, type the path to the directory on the Site Manager
workstation that containsthefiles you want to transfer.

Thefilesin that directory appear in the Fileslist.
6. IntheFileslist, click on thefilesthat you want to transfer.
7. Click on Add.

The selected files appear in the Files To Put list.

If you inadvertently add filesthat you do not want to transfer, select thosefiles
in the Files To Put list and click on Remove.

8. Repeat steps4 through 6 to select files from other directoriesthat you
want to transfer.

9. Click on Noin the Multiple Routersfield to send filesto only onerouter.
Click on Yesto send filesto multiplerouters.

5-20
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10. Click on OK totransfer thefilesunder the samename, or goto step 11to
transfer the filesunder a new name.

The Router Files Manager transfers the files to the router. If afile of the same
nameis already in that directory, the transferred file overwritesiit.

11. Totransfer afileunder a new name, click on Rename.
The TFTP Rename Files window opens (Figure 5-14).

Froceed with THTF Put of flle #

L —

Destinatlon Flle:

Figure 5-14. TFTP Rename Files Window

a. Enter thename of thefile you want to transfer to therouter in the
Proceed with TFTP Put of filefield.

b. Enter thenew file namein the Destination Filefield.
c. Click on OK.

The Router Files Manager transfers the file to the router under the new
name. You then return to the TFTP Put File Selection window.

Note: You can transfer arenamed file to only one router at atime (the router to
=>| which you are currently connected), even if you choose multiple routersin the
TFTP Put File Selection window.
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Backing Up Router Software Files to a Host Computer

Bay Networks recommends that you use TFTP to back up the contents of flash
memory to a host computer on your network. After you back up all files, you can
remove the files freboot.exe and frediag.exe. These files are not required on the
router and are distributed only as backups for the boot EEPROMSs.

Refer to “Copying aFile” on page 5-8 for instructions.

Compacting Flash Memory

When you delete a file from flash memory, the file becomes inaccessible, but the
dataremainsin memory, taking up space. To provide more file space and to ensure
that the available free space is contiguous, you must compact memory.

Use the Router Files Manager Compact option to copy the active files from the
flash memory card to the router’s memory, erase the flash memory card, and copy
the files back to the memory card.

Before you use the Compact option, be sure to do the following:
» Back up thefiles by copying them to a second memory card.

» Compact file space at off-peak hoursif possible, dueto the resource
requirements for performing the compaction.

The instructions that follow apply to flash memory cards and flash SIMMs.

To compact the flash memory:
1. Inthemain Site Manager window, choose Tools > Router Files Manager.

The Router Files Manager window opens (refer to Figure 5-1).

2. Select thevolumethat containsthe flash memory media you want to
compact.

3. Choose Commands > Compact.
A confirmation window appears.
4. Click on OK to begin compacting.

5-22
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Caution: On AN and ANH routers, the compacting operation can take up to
12 minutes. Refrain from resetting the router during this time. Resetting the
router during compacting corrupts the memory card, and the router will not
boot until you replace the memory card.

While the operation isin progress, a running percentage of work completed
appears next to the Volume field in the Router Files Manager window. After the
flash memory is compacted, the Router Files Manager displaysthe list of files
stored on the flash media.

The router is unavailable for any other file system requests until it finishes
compacting. If you issue afile system request before the router finishes
compacting memory, you see the following message:

Last command fail ed appears.

This messages indicates that the router did not successfully complete the
operation. You will have to repeat the procedure.

Caution: While the router is compacting memory, if the slot that contains the

@ memory card resets, runs diagnostics, or |oses power, the memory card loses
al its data and can become corrupted. Likewise, if you remove amemory card
whileit is being compacted, the memory card can become corrupted and lose
its stored data.
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Formatting Flash Memory

The Router Files Manager Format option allows you to format and initialize flash
memory. Use the Format option to format new memory cards or SIMMs, if you
did not obtain them from Bay Networks.

@ Caution: You cannot recover files after you use the Format option. Copy all
files to a second memory card or SIMM before you use the Format option.

The instructions that follow apply to flash memory cards and flash SIMMs.

To format a memory card:

1. Inthemain Site Manager window, choose Tools > Router Files Manager.

The Router Files Manager window opens (refer to Figure 5-1).
2. Select thevolumethat containsthe memory media you want to format.
3. Choose Commands > Format.
A confirmation window appears.
4. Click on OK.
The router formats and initializes the memory.
5. Display alist of thevolume's contentswhen the format operation isdone.
Formatting is complete if the Router Files Manager does not display any files.
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Partitioning Media on AN, ANH, and ASN Routers

The AN, ANH, and ASN routers use a single flash file system; that is, the routers
have only one medium where the file system resides. The NVFS for the AN
resides on aflash SIMM; the BayStack AN, ANH, and ASN use a flash memory
card. If the single flash file system fails, the router has no backup file system from
which to boot.

Site Manager allows you to partition the flash media on these routers. You can
partition file systems on 4 MB, 8 MB, and 16 MB media only.

Partitioning the file system dividesit into two independent volumes of equal size.
You can store default boot images and configuration files on each volume for
redundancy. Then, if the router is unable to boot from the primary file system, it
automatically attempts to boot from the secondary (backup) file system.

For example, suppose the file system for your AN resideson a4 MB SIMM.
Partitioning the file system creates two 2 MB volumes. The volumes function
independently, and you reference them with unique slot and volume identifiers.
You could then copy the files from the primary volume to the secondary volume.

You can stack ASNs and use more than one flash memory card in the stack to
achieve file system redundancy. In this case, partitioning would not be necessary.

The next two sections explain how to create a partition and how to delete one.
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Creating a Partition

To partition the NVFS:
1. Inthemain Site Manager window, choose Tools > Router Files Manager.

The Router Files Manager window opens (refer to Figure 5-1).

2. Select the volume you want to partition.

Make sure the value for Cont i guous free space ismore than haf the
volume'stotal size.

To create volumes of equal size, the existing file system cannot be more than
half the total mediasize. If the file system istoo large, you might want to do
one or more of the following so that you will be able to create a partition:

-- Delete somefiles, as described in “Deleting aFile” on page 5-10.

--  Compact thefiles, as described in “ Compacting Flash Memory” on
page 5-22.
--  Format the media, as described in the previous section.

3. Makesurethat the flash memory card is not write-protected.

Bay Networks ships memory cards unprotected. Refer to the installation
guide for the BayStack AN, ANH, or ASN for information about setting the
Read/Write switch on the flash memory card.

4. Choose Commands > Create Partition.

A window opens asking you to confirm your decision to partition the media

(Figure 5-15).

' Procosd wlth "creats partition 157 9

_II Cancel

Figure 5-15.  Create Partition Confirmation Window

5. Click on OK in the confirmation window.
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Site Manager displays the following message next to the Volume field in the
Router Files Manager window:

CREATI NG nedi a partition. Please wait...
When the process is complete, the following message appears:
Medi a partition created. |ssuing D RECTCRY conmand.

The partitions function as independent flash media. Site Manager uses the
following format to identify the partitions:

<slot><volume>.

dot refersto the number of the processor board that contains the partitioned
media, and volumeis a for the primary volume and b for the secondary
volume.

Inthe AN and ANH, the dot isalways 1. In an ASN, the slot can be from 1 to
4, depending on the setting of the slot ID selector. (Refer to the ASN
installation manual for information about setting the slot ID.) For example, if
you partition an AN router’s file system, Site Manager refers to the primary
volume as 1la and the secondary volume as 1b (Figure 5-16).
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Figure 5-16.  Volume Identifiers for Partitioned Media

To manage the files on a partitioned volume, you can use any command that you
would use to manage the files on an unpartitioned volume. For example, you can
compact the files on one volume without affecting the files on the other.

You can use the Router Files Manager Command > Copy option to copy the
router files to the new volume. Refer to “Copying aFile” on page 5-8.

Note: In partitioning the volume, the router creates a special partition filein
the secondary volume. (You will not see the file in the secondary volume's list
of files.) The partition file takes up 98 bytes of space on the secondary volume
only.
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Deleting a Partition

If you partitioned the NVFS, you can remove the partition to revert to asingle
flash file system. You might want to do this, for example, if the router software
image is larger than half the total media size.

=)

Caution: Deleting a partition deletes al files from the secondary volume.
Files on the primary volume remain intact, and the primary volume then
represents the entire size of the media.

To delete a partition:

1

In the Router Files Manager window, click on the Volume field and
switch to the primary volume.

Choose Commands > Delete Partition.
A window opens asking you to confirm your decision to delete the partition.
Click on OK in the confirmation window.

Site Manager displays the following message next to the Volume field in the
Router Files Manager window:

DELETI NG nedi a partition. Please wait...
When the process is complete, the following message appears:
Medi a partition del eted. |ssuing D RECTCRY conmand.
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Chapter 6
Customizing Router Software Images

You can customize the router’s software image using a Site Manager tool called
the Image Builder. In most cases, you use the Image Builder when you are
upgrading the router with new software; however, you can use it to change the
software image currently operating on a router.

The Image Builder lets you customize a software image in the following ways:

Remove a protocol that you do not use.

You might want to remove protocols to make more space available on the
media that contains the router software image.

Add aprotocol that you removed inadvertently.
Upgrade your router by replacing an existing image with a new one.
Consolidate the software image.

Sometimes Bay Networks supplies the software image on two diskettes. You
might want to consolidate the two partsinto one image.

View information about the image components.

The Image Builder displays arouter software image as alist of individual
components.

Convert an image you created to an equivalent image for a different type of
router.

Create an entirely new software image.

You can make an entirely new image from several custom images.

117347-A Rev. A
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The chapter contains the following information:

Topic Page
Overview of Router Software Images 6-3

Image Builder Tool 6-4

Loading Image Files into the Image Builder 6-7

Using the Image Builder to Modify the Software Image 6-10
Saving a Modified Image 6-14
Creating a New Image 6-16
Converting an Image for Other Types of Routers 6-17
Converting an Image for Other Software Versions 6-18
Saving the Contents of the Current Component List to a File 6-19

Note: If you are upgrading your software, you should have already ordered
=»| new software from Bay Networks and received a CD. If you have arouter that
uses diskettes, contact the Bay Networks Technical Solutions Center for
instructions about upgrading router software.

6-2 117347-A Rev. A



Customizing Router Software Images

Overview of Router Software Images

A router softwareimageisagroup of executable files that contain aversion of the
router software for arouter. You modify an image file to update or change the
software. The type of software image arouter uses depends on the type of router.

Table 6-1 lists router software images by router type.

Table 6-1. Router Software Image Types
Router Software Image Device Where Image Resides
AN an.exe Flash card
AFN (flash) afn.exe Flash card
ANH an.exe Flash card
ARE bn.exe Flash card
ARN arn.exe Flash card
ASN asn.exe Flash card
BCN® bn.exe Flash card
BLN bn.exe Flash card
CN, FN, LN (VME) ace.out Flash card
IN in.exe Flash card
5380, 5580, 5780 s5000.exe Flash card
5780 ARE s5000.exe Flash card

The image contains al executable files for the current router software. Most
executable files have an extension of .exe. The exceptions are protocol files on the
CN, FN, and LN routers, which use the extension .out, the ATM Routing Engine
(ARE) dlots, which use the extension .ppc. The .ppc files are equivalent to .exe
files. For example, instead of using ip.exe on an ARE slot, the router usesip.ppc.

117347-A Rev. A 6-3



Configuring and Managing Routers with Site Manager

Image Builder Tool

The Image Builder |ets you determine the filesin a software image and modify the
image contents. When you select the Image Builder from the Tools menu, the

Image Builder window opens (Figure 6-1).
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Figure 6-1. Image Builder Window

The following sections describe the main Image Builder window.
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The Image Builder Menu Bar

The Image Builder menu bar consists of the following options:

File -- Lets you open, close, and save files, change the format and the rel ease of
the image, and exit the Image Builder.

Edit -- Lets you add and remove components from an image, and includes the
Undo, and Redo options, which let you cancel your last action or redo your last
cancelled action.

View -- Lets you view details about the available and current components.

Options -- Letsyou create atext file of the software image.

Image Information

Thetop part of the window listsinformation about the software image, such asthe
file name, the format it was saved in, the software version of the image, and its
compressed and uncompressed size.

Available Components and Current Components Lists

The software image consists of components. A component is a collection of files
that make up a protocol or software feature. The component fileisincluded in the
executable imagefile, for example, bn.exe.

The Available Components list contains all the software components that are
available as part of the router software image. Thislist does not reflect what a
router is currently using as its software image.

The Current Components list includes the subset of components that make up the
router’s software image from the compl ete set of image components.

You can scroll through both lists to see the complete list.

117347-A Rev. A 6-5



Configuring and Managing Routers with Site Manager

Details Buttons

The Details button is below the Available Components and Current Components
lists. You can click on Detailsto display all the executable files that make up alist
of components. To return to the list of components, click on Details again.

For example, if you click on Detailsfor current components, all the componentsin
that list open to reveal the executabl e files that make up those components.
Protocol components may contain only afew files, whereas the baseline router
software component contains many files, including the operating system kernel.

You can aso choose the View option from the menu bar to display details about a
list of components.

Component Information Box

At the bottom of the Image Builder window is the Component Information box,
which lists details about a selected component (refer to Figure 6-1). When you
select a component from the Available Components or Current Components list,
the Image Builder displays the following information in this box:

»  Order number and name of the component
* Router software version

e Compressed size of the files

e Uncompressed size of thefiles

The Image Builder uses an asterisk (*) to denote a partial component. A partia
component is a component from which you removed afile.

6-6
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Loading Image Files into the Image Builder

To upgrade an image file, you should have ordered new software from Bay
Networks. The software resides on a CD. To modify an existing image file, the
files should already reside on your Site Manager workstation.

You can load software into the Image Builder from CD, network directory, or any
other location where the files reside. When you open the image file using the
Image Builder, Site Manager copies the image to the Image Builder directory.

To load the software into the Image Builder:
1. Inthemain Site Manager window, choose Tools > I mage Builder.

The Image Builder window opens (refer to Figure 6-1).

2. Choose File> Open.
The window in Figure 6-2 opens listing directories and files.

Filter

Stmp_mnt/bneshome/pgordons= |

Directories Files

Kauthority
LXdefaults
Lbuilder .cshrc
.hetscape Lexrc
wfscrns Ldogin
cd . logout

1s .mailrc
wf Lwfcfginit

ST A S —

Selection

Stmp_mnt/bne/home/pgordons |
I 0K IFilter ICancel

Figure 6-2. Open Window
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3. Gotothedirectory wheretheimagefilesreside.

If you are loading files from a CD that you received from Bay Networks, the
filesare in the following default directories:

* For the PC: rtr_xxxx, for example, rtr_1200

*  For UNIX: /cdrom/release_xxxx/yyy, for example,
/cdrom/release 1200 600

Double-click on thedirectory that containsthe image you want to load.
Select the file name of the image that you want to open.

The directory and file name that you specify depend on the following:

*  The computer platform (UNIX workstation or PC)

* Thetype of router platform (VME or ACE)

If you |oaded the router software onto a UNIX workstation, the system stored
the image in the associated directory for that router. For example, the image
bn.exe for the VME platform isin the vme directory.

If you loaded the router software onto a PC, the system stored the router
image in the directory that you created for the image, for example, \whxxx.

Click on OK.

After you select the directory and file name of the image, the Image Builder
window lists the current components of the image (Figure 6-3). The
components listed vary depending on the version of software you are using.

117347-A Rev. A



Customizing Router Software Images

F B ] i ;
Mrchiva Format?
B L mame g

i Slsas

Freml Inkle Comporessyts Curmant. Lomponentn
B4 DEChat Phasa IV Rowlar | £00%x Basallrm FRouler Soelisoar|
i ] Feoseler SwrF bssre |
Al Harvipan YIRES Ronslar .'inull'

I Detallo Detolln

Compemanit Indorsat lon

Figure 6-3. Image Builder Window with Current Components

7. Goto“Usngthelmage Builder to Modify the Software I[mage” on
page 6-10.
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Using the Image Builder to Modify the Software Image

When you use the Image Builder, it creates a builder directory. On a PC, the
directory is\wh\builder.dir. On a UNIX workstation, the directory is

defined by the environment variable BUILDER_DIR. You should have already
defined this variable during the Quick-Start procedure (refer to Quick-Sarting
Routers for instructions).

Thisdirectory may contain portions of old imagesthat are no longer in use, unless
thisis anew installation. You can remove these partial images to free up space on
your PC or UNIX workstation.

Be sure you have enough space on the destination router volume to transfer the
new or modified image to the router. To check the available space, refer to
Chapter 5 for instructions.

Removing Software Components

You can remove files from the software image to make more space available on
the router software volume.

The Image Builder will not let you remove essential files. This protects the most
important files that make up your router software image. For example, you cannot
remove the Operating System Kernel file from the baseline router software
component. Also, because the baseline router software component contains
essentia files, you cannot remove it from the list of current components.

To remove components from the software image:
1. Inthemain Site Manager window, choose Tools > I mage Builder.

The Image Builder window opens (refer to Figure 6-1).

2. Load therouter softwareinto the Image Builder.

Refer to “Loading Image Files into the Image Builder” on page 6-7.

3. Select thefilein the Current Componentslist that you want to remove.
The Remove button appears in the Image Builder window (Figure 6-4).

If you select an essential file that you should not remove, for example, the
Operating System Kernel file from the baseline router software component,
you will not see the Remove button.

6-10
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Figure 6-4. Image Builder Window with the Remove Button

4. Click on Remove.

The Image Builder removes the component from the Current Components list
and moves it to the Available Components list.

You can also choose Edit > Remove Component from the Image Builder
menu bar to remove a component. To remove all components from the image,
choose Edit > Remove All Components. You do not need to select each
component individually before you choose this option.

5. Goto“Saving aModified | mage’ on page 6-14.
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Adding Software Components

If you removed files from an existing software image, or you changed the router’s
hardware modules to add functionality, you may want to add components to the

software image.

To add a component to the software image:
1. Inthemain Site Manager window, choose Tools > Image Builder.
The Image Builder window opens (refer to Figure 6-1).

2. Load therouter softwareinto the lmage Builder.
Refer to “Loading Image Files into the Image Builder” on page 6-7.

3. Select thefilein the Available Componentslist that you want to add.
The Add button appears in the Image Builder window (Figure 6-5).
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Figure 6-5. Image Builder Window with the Add Button
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4. Click on Add.

The component moves from the Available Components list to the Current
Componentslist.

You can also add components by choosing Edit > Add from the Image Builder
menu bar. To add all components that appear in the Available Components
list, choose Edit > Add All Components. You do not need to select each
component individually before you choose this option.

Note: In Figure 6-4, the word EDITED appearsin parentheses next to the
=*| Filenamefield. Thisword is displayed whenever you load a previously
modified file into the Image Builder.

5. Goto“Saving a Modified Image’ on page 6-14.
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Saving a Modified Image

The Image Builder automatically archives all software images in the Image
Builder directory, which is created when you install Site Manager. (Refer to
Quick-Sarting Routersfor information about installing Site Manager.) The Image
Builder saves only individual componentsin this directory, which are listed in the
Available Components list. Bay Networks recommends that you save modified
software images in a different directory.

If you save fileslocally on the Site Manager workstation, use different image file
names for each router on your network and keep arecord of which images are
operating on which routers.

You may want to save the image in the same directory in which you loaded the
router software. (Refer to “Loading Image Files into the Image Builder” on

page 6-7.) Be sure that you include all components you want before you save the
image.

To save the modified image:
1. Inthelmage Builder window, choose File > Save.

This saves the image to your current directory. There is no confirmation
window after theimage is saved successfully.

2. Tosaveasecond copy of theimage under another name, choose
File> Save As.

The Save As window opens. Thiswindow is similar to Figure 6-2.
3. Sdlect adirectory from the Directoriesscroll list.
4. Typeafilenamein the Selection field.
5. Click on OK.

The new image is saved and the updated file name, version, compressed and
uncompressed file size appear at the top of the Image Builder window (refer

to Figure 6-5).

If you are copying the new image to a diskette, refer to the compressed and
uncompressed size of the image to determine whether it will fit on a diskette.

6. Choose File > Exit.

You return to the main Site Manager window.

6-14
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If you exit the Image Builder without saving your changes, you are asked if
the changes should be discarded before you exit.

7. Transfer the new imageto therouter using the Router Files Manager.

The Router Files Manager lets you transfer files between the Site Manager
workstation and any Bay Networks router using TFTP.

If spaceis available, you should keep the old software image on the router
until you succeed in booting it with the new image. If spaceis not available,
delete the old image and then transfer the new one. Refer to Chapter 5 for
instructions.

Note: Be surethat al the filesin the image are from the same router software
version.

8. Useanamed boot and boot the router with the new image.
Refer to Chapter 4 for instructions on performing a named boot.

If the router has the available memory, test the new image file before you
overwrite the existing image.
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Creating a New Image

Creating an entirely new image is usually not necessary; however, the Image
Builder providesthe option if you need it. For example, you might want to
completely reconfigure the router’s software image or perform amajor upgrade
from avery old version of software to the most current version.

To create a new image:

1

In the Image Builder window, choose File > New.
The New Image window opens (Figure 6-6).

You cannot choose the New command unless the router software files are
archived in the Image Builder directory.

lo Crests A Wew [mogol
1) Select tha ITmage Forsael,
2} Salect the Belaams Yaralon,
I} Gelect O Lo create the leage.

Imojpa Format: Rulaasn Yarolsn:

& DM Format (0010 and Llabaor)

Figure 6-6. New Image Window

2. Confirm that the format you want isavailable.

The image formats that appear in the New Image window are those that you
loaded into the Image Builder. For example, the image bn.exe isin the Image
Builder, which iswhy you can select the BN/BNX format.

If you cannot select the image format you want, you need to load the image
associated with the image format into the Image Builder. Refer to “Loading
Image Files into the Image Builder” on page 6-7 for instructions.

6-16
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3.

Select the appropriateimage for mat, then click on OK.
An empty Image Builder window opens.

You can now build a new image using the router software on your
workstation. Refer to “Using the Image Builder to Modify the Software
Image” on page 6-10 for instructions.

Converting an Image for Other Types of Routers

If you want to run the same image on different types of Bay Networksroutersin a
network, you can create an image for one type of router and convert the image to
run on other types of routers. For example, you might want to run the same
protocolson AN and BN routersin anetwork. You can customize an image for the
BN routers and then convert that image to run on the AN routers.

You can use this feature only to convert to image formats that you previously
loaded into the Image Builder.

To convert an image for a different router type:

1.

In the Image Builder window, choose File > Change Format.

A window with alist of image formats opens (refer to Figure 6-6).
Confirm that the format you want isavailable.

If you cannot select the image format you want because it is dimmed, you
need to load the image associated with that image format into the Image
Builder. Refer to “Loading Image Files into the Image Builder” on page 6-7
for instructions.

Select aformat from thelist.

The image changes to the format you sel ected.

Save the modified image.

Refer to “ Saving a Modified Image”’ on page 6-14 for instructions.
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Converting an Image for Other Software Versions

You may have Bay Networks routers in a network that use different versions of
router software. To run the same image on all routers, you can create an image for
arouter running one software version and convert the image for routers running
other software versions.

For example, you might want to run the same image on routers running Version
11.00 software and routers running Version 12.00 software. You can create an
image with Version 12.00 files and convert the image to use with Version 11.00
files.

You can use this feature only to convert images to software versions that you
previously loaded into the Image Builder.

To convert an image to adifferent software version:

1. Inthelmage Builder window, choose File > Change Release.
A list of software versions opens.

2. Confirm that therelease version you want is available.

If you cannot select the version you want, you need to load the associated
image for that version into the Image Builder. Refer to “Loading Image Files
into the Image Builder” on page 6-7 for instructions.

3. Sdlect aversion from thelist.

The image changes to the software version you sel ected.
4. Savethemaodified image.

Refer to “ Saving a Modified Image” on page 6-14.
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Saving the Contents of the Current Component List to a File

To keep arecord of thefilesincluded in the router’s software image, you can save
the Image Builder’s Current Components list to an ASCII file. The
CONTENTSTXT filelists al the order numbers, components, file names, and
descriptions shown in the Current Components list.

In the Image Builder window, save the Current Components list by choosing
Options > Generate CONTENTS.TXT when Saving.

You will not see a confirmation window after selecting the option. The Image
Builder createsan ASCI| file named CONTENTS. TXT when you save an image by
choosing File > Save or File > Save As.

CONTENTSTXT is saved in the same directory as the image.

Note: If you do not specify adirectory, by default the image and the
CONTENTSTXT file are saved to the Image Builder directory.

117347-A Rev. A
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Chapter 7
Monitoring Trap and Event Messages

To manage your Bay Networks routers and ensure that they are working properly,

you can use trap and event messages.

Trap messages provide rea -time information about the operating status of the

routersin your network. Bay Networks routers use SNMP, an industry standard,
which sends trap messages. The Trap Monitor tool lets you view these messages.

Event messages al so provide information about the operating status of the routers
in your network; however, event messages provide more detailed information than

trap messages. The Events Manager tool lets you display event messages.

This chapter contains the following information:

Topic Page
Comparing Trap and Event Messages 7-2

Configuring Trap Messages 7-3

Using the Trap Monitor 7-15
Monitoring Router Events 7-23
Loading the Event Log into the Events Manager 7-26
Filtering Event Messages 7-30
Searching for an Event Message 7-31
Refreshing the Events Manager Window 7-32
Clearing the Events Manager Window 7-32
Saving Event Messages 7-33
Clearing the Current Event Log 7-34
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Comparing Trap and Event Messages

Trap and event messages are closely related. Trap messages are a concise form of
event messages. The information that generates trap messages comes from the
same source as the event messages. By configuring atrap, you instruct the router
to automatically send events to the router’'s SNM P manager.

To check how your routers are functioning, view the trap messagesfirst; then view
event messages for more detailed information about the routers' operating status.

Table 7-1 comparestrap and event messages.

Table 7-1. Comparison of Trap and Event Messages
Trap Messages Event Messages?
Show real-time display Show detailed display not in real time

Display SNMP-standard messages and | Display Bay Networks-specific messages
Bay Networks-specific messages

Use more router resources because they | Use fewer router resources because the

are sent across the network display is viewed locally
Provide concise messages Provide lengthier and more descriptive
messages

Use Configuration Manager to configure | Use Events Manager to view and filter
SNMP agent to send messages to Trap | messages.
Monitor.

Use Trap Monitor to view and filter

messages.
Use SNMP agent to send event Use Site Manager to get event log and load it
messages to Trap Monitor. into the Events Manager

Save messages to an ASCII file Save messages to an ASCII file

Store messages in workstation’s trap Store messages in router’s event log

history file

Stamp messages with workstation’s time | Stamp messages with router’s time

a. Refer to Event Messages for Routers, which lists the event messages and provides information
about how to respond to them.

To configure traps messages, go to “ Configuring Trap Messages’ on page 7-3. To
view event messages, go to “Monitoring Router Events’ on page 7-23.
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Configuring Trap Messages

There are two parts to configuring trap messages:

»  Configuring the router’s SNMP agent to send trap messages to the SNMP
manager, which is your Site Manager workstation

» Using the Trap Monitor to view and manage trap messages

To set up the router’ s trap capability, go to the next section.

Configuring the Router’s SNMP Agent

Every Bay Networks router incorporates an SNMP management agent. The agent
is a software entity included with the software image on the flash card or diskette.
The SNMP agent responds to commands and requests from an SNMP manager,
that is, your Site Manager workstation. The agent then interprets the commands
and performs the required task.

Before using the Trap Monitor, you must configure the SNM P agent on the router.
After you set up the agent, you specify the types of trap messages you want to
collect, then use the Trap Monitor to view and manage the messages.

You must configure the SNMP agent on the router to:
e ldentify your Site Manager workstation as an SNMP manager.
»  Send specified trap messages to your Site Manager workstation.

To configure the SNMP agent, use the Configuration Manager.

For more information about SNMP, refer to Configuring SNMP, RMON, BootP,
DHCP, and RARP Services.
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Figure 7-1.

Identifying the Site Manager Workstation as an SNMP Manager

To configure the router’s SNMP agent, you must first configure the router to
recognize your Site Manager workstation as avalid SNMP manager.

To set up the workstation as an SNM P manager:

1. Connect totherouter.

Refer to Chapter 1 for instructions.

2. Inthe Site Manager window, choose Tools > Configuration Manager >
Local File, Remote File, or Dynamic.

The Configuration Manager window opens (Figure 7-1).
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Configuration Manager Window

3. Choose Protocols > |P > SNMP > Communities.

Cor e G

The SNMP Community List window opens (Figure 7-2). The default

community, public, is selected.
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Figure 7-2. SNMP Community List Window

4. Choose Community > Managers.
The SNMP Manager List window opens (Figure 7-3).
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Figure 7-3. SNMP Manager List Window
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5. Choose Manager > Add Manager.
The Add SNMP Manager window opens (Figure 7-4).

Figure 7-4. Add SNMP Manager Window

6. TypethelP address of your Site Manager workstation, then click on OK.

You return to the SNMP Manager List window, which now displays your
workstation’s |P address.

7. Choose File > Exit.
You return to the SNMP Community List window.
8. Choose File > Exit.
You return to the Configuration Manager window.
9. Choose File > Save or File> Save Asto save the configuration file.

Specify the router volume and configuration file name. If you want this to be
the default configuration, name the file config.

Refer to Chapter 3 for details about saving configuration files.
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Selecting Trap Messages

You can configure the SNM P agent to send trap messages to the Trap Monitor
based on the following criteria

» By category (al, generic, specific, none)
The category determines the type of the trap messages you want to collect.
* By protocol entity

The protocol entity instructs the agent to send trap messages for a specific
protocol. You must use this criterion together with the event severity level.

* By event severity level

The event severity level instructs the agent to send trap messages if an event
with the specified severity level appearsin the event log. You must use this
criterion together with the protocol entity.

You can also select specific trap messages that the SNMP agent always sends or
never sends, regardless of other criteriayou have set. These are trap exceptions,
and they are specified by their entity and event code.

Specifying Trap Messages by Category

You can configure the SNMP agent to send the following trap messages.

o All traps

» Generictraps
»  Specific traps
*  None

To specify the types of messages sent by the agent:

1. Inthe Configuration Manager window, choose Protocols > [P > SNMP >
Communities.

The SNMP Community List window opens (refer to Figure 7-2).

2. Choose Community > Managers.

The SNMP Manager List window opens (refer to Figure 7-3).

3. Choose Manager > Edit Manager.
The Trap Port and Trap Types window opens (Figure 7-5).
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Figure 7-5.

Trap Port and Trap Types Window

4. Specify avaluefor the Trap Types parameter, then click on OK.
Table 7-2 lists the different trap types.

Table 7-2.

Trap Types

Type?

Description

All

Instructs the agent to transmit cold-start and warm-start traps, as well as
all other enabled traps (authentication failure, fault, warning, debug,
information, and trace traps).

Generic

Instructs the agent to transmit well-defined SNMP traps (cold-start,
warm-start, and authentication failure traps).

The agent is automatically enabled to send cold-start and warm-start
traps. To transmit authentication failure trap messages, you must enable
the Authentication Failure Trap parameter. Refer to Configuring SNMP,
RMON, BootP, DHCP, and RARP Services for instructions.

Specific

Instructs the agent to send only trap messages for a specific protocol
entity and event severity level (fault, warning, debug, information, and
trace).

Refer to “Specifying Trap Messages by Protocol Entity and Event
Severity” for instructions.

None

Prohibits the SNMP agent from transmitting traps to the SNMP manager.

a. Specifying generic or specific trap messages minimizes the agent’s use of router resources.

After you select atrap type, you return to the Configuration Manager window.
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5. Choose File > Saveto save the configuration file.
Refer to Chapter 3 for more instructions on saving configuration files.

Specifying Trap Messages by Protocol Entity and Event Severity

If you configure an SNM P manager’s trap type to specific, you instruct the SNMP
agent to send trap messages based on the protocol entity and event severity level
that you specify. You must specify both criteria. For example, if you select IP as
the entity and Fault as the event severity, you receive only IP fault messages. If
you want messages for another entity, you must specify a separate entry.

To set up specific trap messages:

1. Inthe Configuration Manager window, choose Protocols> |P > SNMP >
Trap Configuration > Interfaces.

The Trap Configuration window opens (Figure 7-6).
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Figure 7-6. Trap Configuration Window

2. Select the appropriate slot by clicking in the Slot field.
3. Select an entity from the Available Entitieslist.
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4. Select the event severity from the Eventsfield.

This specifies what type of event triggers a trap message for the selected
entity.

5. Click on Update.
The entity and event are added to the Current Entitieslist.

6. Repeat steps 2 through 5 for every entity whose trap messages you want
to receive.

7. Click on Save.
You return to the Configuration Manager window.
8. Choose File > Saveto save this configuration file.

Refer to Chapter 3 for instructions.

The entities you selected will now send the trap messages you selected to your
Site Manager workstation.

7-10
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Specifying Trap Message Exceptions

You can configure the router’s SNMP agent to send specific trap messages al the
time or not at all. You select these types of exceptions by their unique entity and
event code.

To specify trap message exceptions:

1. Inthe Configuration Manager window, choose Protocols > IP > SNMP >
Trap Configuration > Exceptions.

The Traps Exceptions Lists window opens (Figure 7-7).

Figure 7-7. Traps Exceptions Lists Window

2. Click on Add.
The Add Trap window opens (Figure 7-8).
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Figure 7-8. Add Trap Window

3. Typevaluesfor the parametersin the Add Trap window.

To determine the entity code and event code values, refer to Event Messages
for Routers.

Table 7-3 lists the options for each parameter.

Table 7-3. Entering Values in the Add Trap Window
Field Value
Entity Code Enter a value from 0 to 61.
Event Code Enter a value from O to 255.
Always/Never Trap Enter Always to receive this trap message; otherwise,
enter Never Trap.

4. Click on OK.
You return to the Traps Exceptions Lists window (Figure 7-9), which displays
the trap entry.
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Figure 7-9. Traps Exceptions Lists Window

5. Click on Apply.
6. Repeat steps 2 through 5 for each trap exception you want to configure.
7. Click on Done.
You return to the Configuration Manager.
8. Choose File > Save to save the configuration file.
Refer to Chapter 3 for instructions.

You have now configured the SNM P agent for a router. The agent will now
send the trap messages you specified to the Site Manager workstation.

9. Goto“UsingtheTrap Monitor” on page 7-15 to view trap messages
using the Trap Monitor.

If you are running multiple network management applications, go to “Changing
the Trap Port for Multiple Network Management Applications’ on page 7-14.

117347-A Rev. A 7-13



Configuring and Managing Routers with Site Manager

Changing the Trap Port for Multiple Network Management Applications

If you are running more than one network management application on your Site
Manager workstation, you must configure Site Manager to receive trap messages
from the SNMP agent on a port other than the default port, 162. Thisis necessary
for the following reasons:

The agent can only send trap messages to one network management
application at atime.

Only one application can map to a UDP port at atime.

By default, the network management application on your workstation is
assigned to User Datagram Protocol (UDP) port 162. This port is dedicated to
receiving SNMP trap messages from the SNMP agent.

Site Manager is the preferred network management application for receiving
trap messages. To avoid any problems when running another network
management application, Bay Networks recommends that you configure Site
Manager to map to an alternative UDP port. This alows you to send trap
messages to Site Manager directly.

To reconfigure the trap port:

1

In the Configuration Manager window, choose Protocols > IP > SNMP >
Communities.

The SNMP Community List window that opens (refer to Figure 7-2).

Choose Community > Managers.

The SNMP Manager List window opens (refer to Figure 7-3).

Choose Manager > Edit Manager.

The Trap Port and Trap Types window opens (refer to Figure 7-5).

Type anew port number for the Trap Port parameter, then click on OK.

You can enter any port number on your Site Manager workstation, aslong as
another application is not using that port.

You return to the Configuration Manager window.
Choose File > Saveto save this configuration file.

Refer to Chapter 3 for instructions on saving configuration files.

7-14
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6. Choose File > Exit.
You return to the main Site Manager window.

7. Restart Site Manager accordingto theinstructionsin Chapter 1.

Using the Trap Monitor

The Trap Monitor receives trap messages from all router SNMP agents on the
network. After you configure a router’'s SNM P agent to send trap messages to the
SNMP manager, that is, the Site Manager workstation, atrap history file saves a
running history of these messages. The Trap Monitor dynamically displaystrap
messages from the trap history file after you load the file into the Trap Monitor.

Before using the Trap Monitor, you should have already configured each router’'s
SNMP agent to send trap messages. (Refer to “ Configuring the Router’'s SNMP
Agent” on page 7-3.) After the Site Manager workstation receives the trap
messages, you can instruct the Trap Monitor to filter and display a subset of these

trap messages.

If you configure your router’s SNMP agent to send trap messages, it sends
messages regardless of whether you are currently viewing them using the Trap
Monitor.

To access the Trap Monitor, begin at the main Site Manager window and choose
Tools > Trap Monitor, or click on the Traps function button below the main menu.

Use the Trap Monitor to do the following:

» Load the trap messages into the Trap Monitor.

* View trap messages.

»  Filter trap messages so you can see a subset of all messages sent.

»  Savetrap messagesto an ASCII file on your workstation. You can view or
print the file later.

*  Clear the Trap Monitor window to display only the latest messages.
* Clear thetrap history fileto start anew log.

The following sections describe each of these tasks.
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Loading Trap Messages into the Trap Monitor

The trap messages that Site Manager receives are stored in the trap history file.
After you load the trap history file into the Trap Monitor, the Trap Monitor
dynamically displays trap messages from thefile.

To load trap messages, begin at the main Site Manager window and choose
Tools > Trap Monitor.

The Trap Monitor window opens and displays incoming trap messages
(Figure 7-10).
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Figure 7-10.  Trap Monitor Window

You can scroll through the trap messages using the window’s scroll bars.

Choose File > Load History File to view messages that were cleared from the
previous display.
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Viewing Messages in the Trap Monitor Window

The Trap Monitor menu bar contains the following options:
File -- Letsyou exit the tool.
View -- Letsyou view only a subset of the trap messages by type or 1P address.

You view trap messagesin real time using the Trap Monitor (refer to Figure 7-10).

Table 7-4 describes the window contents.

Table 7-4. Trap Message Details
Column Description
Timestamp Displays the date and time the Site Manager workstation received

the trap message

Node Lists the IP address of the router whose SNMP agent generated
the trap message

Slot Lists the slot hosting the entity that generated the trap message

Entity Lists the abbreviated name of the entity that generated the trap
message

Severity Lists the first letter of the trap messages’ severity level: Fault,
Warning, Information, Debug, or Trace. For example, W stands for
Warning.

Description Includes text describing the trap message

Viewing Specific Trap Messages

After you load the trap messages, you can filter the trap messages you view in the
Trap Monitor window.

Remember that filtering the messages has no effect on which trap messages the
SNMP agent sends to the Site Manager workstation. To specify the types of

messages sent by the SNM P agent, refer to “ Selecting Trap Messages’ on
page 7-7.

Using the Trap Monitor, you can filter trap messages by trap type (which isthe
same as the event severity level) or by IP address.
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Viewing Messages by Event Severity Level

When you view trap messages by the event severity level (fault, warning,
information, debug, or trace), you are seeing the trap messages triggered by a
specific type of event.

To view messages by event severity:
1. IntheTrap Monitor window, choose View > Select Trap Types.
The Selected Trap-Types window opens (Figure 7-11).
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Figure 7-11.  Selected Trap-Types Window

2. Select thetrap typesyou want to see, then click on OK.
The Trap Monitor window displays messages of the specified types.

To remove unwanted messages from the window, refer to “ Clearing the Trap
Monitor Window” on page 7-21.

3. Choose File> Exit to exit the Trap Monitor window.

You return to the main Site Manager window.
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Viewing Messages by Router IP Address

Viewing messages by router |P address shows messages that originate from the
SNMP agent at that address only. Specifying a partial | P address causes the Trap
Monitor to show trap messages from all agents that have the same partial 1P
address.

To view message by router |P address:
1. IntheTrap Monitor window, choose View > Set Address Filters.
The Address Filters window opens (Figure 7-12).

Figure 7-12.  Address Filters Window

The default address filter of 0.0.0.0 instructs the Trap Monitor to display trap
messages from all routers. The address filter of 255.255.255.255 is merely a
placeholder for an I P address that you specify.

2. Enter oneor morecomplete or partial | P addresses.

You can enter as many as five complete or partial 1P addresses. Any field that
you do not fill in must display the placeholder, 255.255.255.255.

Figure 7-13 shows an example of an Address Filters window.
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Figure 7-13. Sample Address Filters Window

The window in Figure 7-13 will enable you to view trap messages from all
routers with | P addresses starting with 128. and 192.32., along with those
from the | P address 140.250.200.1.

3. Click on Save.

After you save thefilter entries, the Trap Monitor displays trap messages only
from those routers with an |P address that matches the values you specified.

4. Choose File > EXxit to exit the Trap M onitor window.

You return to the main Site Manager window.
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Saving Trap Messages

The Trap Monitor lets you save the traps currently displayed in the Trap Monitor
window to an ASCII file on your Site Manager workstation. You can later view,
edit, or print thisfile.

To save trap messagesto an ASCI| file:
1. IntheTrap Monitor window, choose File > Save Traps.
The Trap Monitor prompts you to name the file (Figure 7-14).

Figure 7-14.  Saving Traps to a File

2. Typeadirectory path and file name, then click on Save.
You return to the Trap Monitor window.

The system saves the message display to an ASCII file on your computer. (If
you do not specify adirectory, the system saves thefile to your local
directory.) You cannot reload an ASCI| file back into the Trap Monitor.

Clearing the Trap Monitor Window

To clear the Trap Monitor window, choose View > Clear Window. The Trap
Monitor clears the window of all trap messages.

Because the SNMP agent constantly updates the trap history file, new trap
messages appear right away.
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Clearing the Trap History File

Thetrap history file can hold only afixed number of messages. When the file
reachesits limit, the Trap Monitor starts overwriting the existing messages from
the beginning of thefile. The Trap Monitor lets you empty the current trap history
file so that you can start anew list of trap messages.

In the Trap Monitor window, choose File > Clear History File.

The Trap Monitor clears the trap history file and begins immediately to store new
trap messages.
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Monitoring Router Events

To monitor router events, you use the Events Manager. You access the Events
Manager from the main Site Manager window by choosing Tools > Events

Manager or by clicking on the Events button.

Figure 7-15 shows an example of the Events Manager window with an event log

displayed.
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The Events Manager menu bar includes the following options:

File -- Letsyou retrieve and load log files, save the output to disk, and exit the
Events Manager.

View -- Letsyou refresh the display, clear the Events Manager window, and
access filter options.

Options -- Lets you connect to the router.
Find -- Lets you search for messages that contain specific text.

For suggested responses to specific event messages, refer to Event Messages for
Routers.

Use the Events Manager to do the following:

» Display event logs.

»  Filter event messages.

»  Search for an event message in the events log.

* Reload an event log saved in binary format back into the Events Manager
window.

(Storing alog on arouter diskette or memory card saves the log in binary
format.)

* Refresh the Events Manager window.

* Clear the Events Manager window.

» Save event messagesto an ASCII file on your workstation. You can then view
or print thefile.

» Clear the current event log.

In addition to the Events Manager, on UNIX workstations you can use the UNIX
syslog facility to gather information about the router. Using the syslog facility, you
can specify adestination to which the router can forward event messages. For
example, you can specify afile on aremote host to receive event messages. You
can then open or print the event messagesfile.

For information about using the syslog facility, refer to Appendix D, “ Configuring
the sydog Facility.”
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Viewing Event Messages

You view events messages for one router at atime. The router’s event messages
are collected in an event log. To view the router’s event log, you can use the
Events Manager, which retrieves the log from the router to which you are
connected.

The Events Manager does not display event messagesin real time.

You can scroll through the event messages using the window scroll bars (refer to
Figure 7-15). Choose Ascending to display events from the oldest to the most
recent. Choose Descending to display events from the newest (most recent) to the
oldest.

Table 7-5 describes the contents of the event log displayed by the Events Manager.

Table 7-5. Event Message Details
Column Description
Event number Event’s place in the event log.

(See the Number of records field for the total count.)

Timestamp Date and time the event occurred, as recorded by the router

Severity Severity level of the event message

Slot Slot hosting the entity that generated the event message

Entity Abbreviated name of the entity that generated the event message.
Refer to Event Messages for Routers for information about each
event code.

Event code Event code. Refer to Event Messages for Routers for information

about each event code.

Description Text describing the event
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Loading the Event Log into the Events Manager

You must load an event log into the Events Manager window to view event
messages. There are three types of event logs:

The current log in the router’s active memory
The remote log on the router’s flash memory

Thelocal log stored locally (in binary format) on the Site Manager
workstation

You must transfer and save the log on the Site Manager workstation using the
Router Files Manager TFTP option. Refer to Chapter 5 for instructions. For each
log file that you retrieve, you see the following information at the top of the
Events Manager window (refer to Figure 7-15):

The Log File Name field listing the name of the log file
The Log File Source field with current Log, Remote Log, or Local Log
The Number of records field listing the total number of events

Loading the Current Log

The current log is the active log file in the router’s memory.

To display the event messagesin arouter’s current log:

1

Connect to therouter.
Refer to Chapter 1 for instructions.

Inthemain Site Manager window, choose Tools> Events M anager, unless
you connected to the router from the Events M anager.

The Events Manager window opens (refer to Figure 7-15).

Choose File > Get Current Log File.

The event messages in the current log now appear in the Events Manager
window (refer to Figure 7-15).

Choose File > Exit when you are done viewing the log file.

You return to the main Site Manager window.

7-26
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Loading the Remote Log
A remote log resides in the router’s flash memory.

To display thelog:
1. Connect totherouter.
Refer to Chapter 1 for instructions.

2. Inthemain Site M anager window, choose Tools> Events M anager, unless
you connected to therouter from the Events M anager.

The Events Manager window opens (refer to Figure 7-15).
3. Choose File > Get Remote L og File.
The Load Remote Log File window opens (Figure 7-16).

File name: [l

el e ke :.:'|. -

Nircotory: | -

Figure 7-16. Load Remote Log File Window

4. Typethefile name of the event log in the format <filename>.log.

Use the Router Files Manager to display alist of files on the router (refer to
Chapter 5).
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5. Select the volumethat containsthelog filein the Volumefield.
6. Click on Open.

The router transfers the file and displays it in the Events Manager window.
7. Choose File > Exit when you are done viewing the log file.

You return to the main Site Manager window.

Loading a Local Log

A locdl log resides on the hard drive of your Site Manager workstation.

To display the local log:

1. Inthemain Site Manager window, choose Tools > Events M anager.
The Events Manager window opens (refer to Figure 7-15).

2. Choose File > Load Local Log File.
The Load Local Log window opens (Figure 7-17).
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Figure 7-17.  Load Local Log Window

3. Select thedirectory from the Directorieslist and thelog filefrom the Files
list.
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The path appears in the Selection field.
Click on OK.

Therouter displaysthefile residing on the workstation in the Events Manager
window.

Choose File > Exit when you are done viewing the log file.

You return to the main Site Manager window.
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Filtering Event Messages

You can select the types of event messages to display in the Events Manager
window by specifying filters. You can filter event messages by event severity,
router slot, and protocol entity.

Filtering does not affect how events are logged in the router’s memory. Event
messages are filtered only in the Events Manager window, not in the sourcefile.

To filter event messages:
1. Load theevent logintothe Events Manager window.

Refer to “Loading the Event L og into the Events Manager” on page 7-26.

The Events Manager window opens (refer to Figure 7-15).

2. IntheEvents Manager window, choose View > Filters.
The Filtering Parameters window opens (Figure 7-18).

In thiswindow the options (parameters) that determine the messages you will
see are highlighted. Click on Toggle to make a highlighted option
unhighlighted, and the reverse.
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Figure 7-18.  Filtering Parameters Window
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3. Select or deselect any Severity, Slot, or Entities option to modify the event
log display.

4. Click on Refresh to view the event messages with the new filter.

5. Click on OK to save your changes.
You return to the Events Manager window.

When you save you save only the changes. Only the Refresh option filters the
event messages to reflect the changes you made.

When you filter messages, the number of records does not change; the total
number of event messages is always displayed.

Searching for an Event Message

You can use the Find and Find Next options in the Events Manager window to
locate an event message containing specific text. This can make troubleshooting
more efficient.

To locate a specific event message:
1. Load theevent loginto the Events Manager window.
Refer to “Loading the Event L og into the Events Manager” on page 7-26.

2. Inthe Events Manager window, choose Find > Find.
The Find Text Pattern window opens (Figure 7-19).

Figure 7-19.  Find Text Pattern Window
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3. Typethetext you want to find.

You can enter up to 255 characters (including spaces) in thisfield.

=»| Note: The Find Text Pattern window is case-sensitive.

4. Click on Find.

The Events Manager searches the event log until it finds the first instance of
the text pattern. It then highlights that event message.

5. Choose Find > Find Next to find the next instance of the same text
pattern.

6. Click on Doneto closethe Find Text Pattern window.

You return to the Events Manager window.

Refreshing the Events Manager Window

To refresh the display in the Events Manager window, for example, after you filter
event messages, choose View > Refresh Display.

Clearing the Events Manager Window

To clear the event messages in the Events Manager window, choose View > Clear
Window. The window remains empty until you load an event log or refresh the

display.
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Saving Event Messages

You can save the event messages in the Events Manager window to an ASCI| file
on your Site Manager workstation. You can then print the log.

To save an event log to an ASCI| file:
1. Load theevent loginto the Events Manager window.
Refer to “Loading the Event L og into the Events Manager” on page 7-26.

2. If you want, filter the event messages displayed.
Refer to “Filtering Event Messages’ on page 7-30.
3. Choose File > Save Output to Disk.
The Save Log window opens (Figure 7-20).

Fulter
RO R T T B TR T ]

DErectories Files
e R —

wa M TR

R R T T el Py e g
il e FRarrrarlog

ook igpg ~-oohng

bl dn wenhrs, orig
Jaan + O A

By T rl login.orlg

Sl Ll

Fomp s usr? ]S techpiba s

| (i | Iilter | Corce)

Figure 7-20.  Save Log Window

4. Select the path and file name from the Directories and Filesliststo
specify where you want to save thefile.

The path appears in the Selection field.
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5. Click on OK.

The Events Manager saves the log to an ASCII file in the specified local
directory. (If you do not specify a directory, the file is automatically saved to
your local directory.)

For viewing purposes, you can reload event logs saved in binary format into
the Events Manager, but you cannot reload event logs saved in ASCI I format.

Clearing the Current Event Log

The router’s event log can hold only afixed number of messages. When the file
reaches its limit, the Events Manager starts overwriting the log from the
beginning.

To clear arouter’s current event log:

1. Inthemain Site Manager window, choose Administration > Clear Event
L og.

A confirmation window opens (Figure 7-21).

§  Frocosd with Tlear Event Log” 7

==

Figure 7-21.  Confirmation Window for Clearing Event Log

2. Click on OK.

This deletes al the event messages that are currently stored in the router’s
memory.

Site Manager enters a message in the event log indicating that it has cleared
the log. New event messages automatically start filling the event log.
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Chapter 8
Monitoring Statistics

The Statistics Manager enables you to gather statistical information that tells you
how arouter is operating in the network. Specifically, the Statistics Manager uses
an SNMP-based polling mechanism to request the following:

* Red-timedatalink layer statistics providing circuit information
* Network layer statistics providing protocol information

Site Manager displays the information in a statistics window. This chapter
explains how to use the Statistics Manager to view statistics information.

The chapter contains the following information:

Topic Page
Statistics Manager Tool 8-2

Accessing Statistics 8-6

Defining the Current Screen List 8-7

Retrieving Statistics 8-10
Creating Statistics Filters 8-15
Searching for Information in a Statistics Window 8-20
Saving Statistics Information in an ASCII File 8-21
Building Custom Statistics Windows 8-22
Viewing the Bay Networks MIB 8-29
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Statistics Manager Tool

To access the Statistics Manager, begin at the main Site Manager window and
click on the Statistics function button or choose Tools > Statistics Manager. The
Statistics Manager window opens (Figure 8-1).
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Figure 8-1. Statistics Manager Window

The menu bar in the Statistics Manager window contains the following options:
File -- Letsyou exit the tool.

View -- Lets you refresh the display.

Options -- Lets you connect to the router.

Tools -- Lets you access Statistics Manager tools.

Window -- Lets you display a particular window.

8-2
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Depending on whether you operate Site Manager on a UNIX workstation or aPC,
the Statistics Manager stores all statistics window files in one of the following

directories (Table 8-1).

Table 8-1. Location of Statistics Window Files
Platform Default Window Directory Custom Window Directory
UNIX workstation | /Jusr/wi/lib/.wfscrns $(HOME)/.wfscrns
PC \wAliblwfscrns \wflwfscrns

Statistics Manager Tools

The Statistics Manager provides four tools that you can access from the Statistics
Manager’s Tools menu (Figure 8-2).
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Figure 8-2. Statistics Manager Tools Menu
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Table 8-2 lists each Statistics Manager tool.

Table 8-2. Statistics Manager Tools
Tool Use to
Quick Get View objects in the Bay Networks MIB.
Screen Builder Design custom statistics windows.

Screen Manager Manage your statistics window database and specify a current
statistics window list.

Launch Facility Select and display statistics windows from a current list of

windows.

The following sections describe each of these tools.

Quick Get Tool

The Quick Get tool lets you view the MIB and retrieve instances of selected MIB
objects from the router. The Bay Networks MIB is a Bay Networks proprietary
database that contains the router’s configuration parameters and statistics.

Quick Get enables you to debug your network, for example, by monitoring MI1B
objects, and provides an easy way to view the MIB and decide which objects you
want to include in your customized statistics windows.

Quick Get includes a MIB browser, which you use to scroll through the MIB and
select objects about which you want information. Quick Get retrieves all instances
of the specified MIB objects and displays the statistics in a window.

Screen Builder Tool

The Screen Builder tool lets you create custom statistics screens. The MIB
browser lets you select up to nine objects to be included in awindow. For each
object you select, you design the display of the statistics window as follows:

»  Column heading

e Column width

» Format of the display (decimal or hexadecimal)

You can also use the Screen Builder to edit custom windows. For example, you
can redefine the display, and add or delete objects from the window.

8-4
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Screen Manager Tool

The Screen Manager tool lets you manage the statistics window database and lets
you define a current screen list. The database contains more than 75 default
statistics windows. In addition, you can design and save up to 4,000 customized
windows. The current screen list is a subset of the entire database of statistics
windows -- usually those you use most often. Thelist can contain both default and
custom-built windows. You can display only those statistics windows that you
have added to the current screen list.

Launch Facility Tool

The Launch Facility tool lets you retrieve and display any statistics windows that
are in the current screen list. When you retrieve statistics from the router, the
Statistics Manager polls the router for all instances of the MIB objects that you
specified in the window, then it formats and displays the data in columns.

There are two modes in which the Statistics Manager retrieves statistics:

» Circuit mode -- The Statistics Manager continually polls the router for
statistics and updates the statistics window with new data. You can specify
how often the Statistics Manager polls the routers for statistics.

» Table mode -- The Statistics Manager retrieves statistics from the router only
once -- when you display the window. You must refresh the window each time
you want to update it with new data.

Circuit mode is predetermined for the default statistics windows. If you build
custom statistics windows, you can specify the mode in which statistics are
retrieved.

Using Online Help

Site Manager provides online Help for each Statistics Manager tool. To get Help,
click on Help at the bottom of the tool’s window. To exit the Help window, click
on OK.
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Accessing Statistics

You access al router statistics from the Statistics Manager window. To access this
window, begin at the main Site Manager window and click on Statistics, or choose
Tools > Statistics Manager. The Statistics Manager window opens (Figure 8-3).
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Figure 8-3. Statistics Manager Window

The Statistics Manager requires an active connection to arouter to display router
statistics. You can connect to a router before accessing the Statistics Manager or

from within the Statistics Manager using Options from the menu bar. Refer to
Chapter 1 for instructions.

The Statistics Manager window displays the current router’s configuration. That
is, it displays the circuit type and location of the router’s network interfaces and
the bridging and routing protocols that are enabled on each interface.

From the Statistics Manager window, you perform any statistics task.

8-6
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Defining the Current Screen List

The current screen list isasubset of the default statistics windows and any custom
statistics windows you built to display statistics. (Refer to “Building Custom
Statistics Windows” on page 8-22 for information about designing custom
statistics windows.)

When you first start the Statistics Manager, there are no available statistics
windows. To view statistics, you must add statistics windows to the current screen
list. Add only those statistics windows that you use most often. Thiswill help you
to manage your statistics window database most effectively.

Adding Statistics Windows

To add a statistics window to the current screen list:
1. Inthe Statistics Manager window, choose Tools > Screen M anager.
The Screen Manager window opens (Figure 8-4).
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Figure 8-4. Screen Manager Window
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In the Default Screenslist, the Screen Manager displays the default statistics
windows, grouped by protocol. Use the scroll bar to view the list.

The Statistics Manager identifies each default statistics window using afile
name with the .dat extension, followed by a description of the datathe
window displays. Figure 8-5 shows the IP routing statistics window title.

File name Screen description
ip_rte.dat IP Routing table
MANOOO2A
Figure 8-5. Example of File Name and Window Description

The User Screenslist, below the Default Screenslist, isempty if you have not
yet built any custom statistics windows using the Screen Builder.

2. From the Default Screenslist, select a statistics window that you want to
add tothe Current Screen List.

3. Click on Add.

The Current Screen List can contain both default windows and custom
windows.

4. Repeat steps 2 and 3 to add more windowsto the current screen list.
5. Click on OK to update the current screen list and save your changes.

The Statistics Manager updates the Current Screen List to include the
statistics windows that you add.

Click on Cancel to exit the Screen Manager window without saving.
6. Gotooneof thefollowing sections:

» To remove statistics windows from the current screen list, go to
“Removing Statistics Windows” on page 8-9.

» Toretrieve statistics from the router and display them, go to “Retrieving
Statistics” on page 8-10.

8-8
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Removing Statistics Windows

To remove a statistics window from the Current Screen List:

1.

In the Statistics Manager window, choose Tools > Screen Manager.

The Screen Manager window opens (refer to Figure 8-4).

Select the statistics window you want to remove from the current screen
list.

Click on Remove.
The Statistics Manager removes the statistics screen you selected.

Repeat steps 2 and 3 to remove additional statistics windows from the
current screen list.

Click on OK to exit the window and save your changes.
Click on Cancel to exit without saving the changes.

Goto “Retrieving Statistics’ on page 8-10 to retrieve statistics from the
router and display them.

117347-A Rev. A
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Retrieving Statistics

Use the Launch Facility to retrieve statistics from the router and display themin a
window. Before you can display a statistics window, you must add it to the current
screen list. For instructions, refer to “Defining the Current Screen List” on

page 8-7.

To retrieve statistics from the router:
1. Inthe Statistics Manager window, choose Tools > Launch Facility.

The Statistics Launch Facility window opens, displaying the statistics
windows from the current screen list (Figure 8-6).
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Figure 8-6. Statistics Launch Facility Window

2. Select one of the statistics windows.
3. Click on Launch.

Site Manager retrieves the specified MIB objects from the router and opens a
window, which displays the statistics. For example, Figure 8-7 shows the IP
Traffic Information statistics window.

8-10
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e baprams ROV Balagrams 3H[

Figure 8-7. Retrieved Statistics Display

Refreshing Active Statistics Windows

To update a statistics window, choose View > Refresh Display.
The Statistics Manager retrieves the MIB abjects from the router and updates the
statistics window with the new data.

Stopping Statistics Retrieval

To stop the Statistics Manager from collecting any further statistics, choose
View > Stop Retrieval.

You can then choose File > Exit to exit the Statistics Manager.

117347-A Rev. A 8-11



Configuring and Managing Routers with Site Manager

Specifying the Circuit Mode Polling Rate

When the Statistics Manager retrieves statistics in circuit mode, it continually
polls the router for statistics and updates the statistics windows with new data. If
you watch the window, the information will keep changing.

The Statistics Manager retrieves statistics in circuit mode for default statistics
windows. However, you can specify the number of seconds that the Statistics
Manager waits between polls to the router.

To specify the polling rate:
1. Inany statistics window, choose Options > Poll Rate.
The Polling Rate window opens (Figure 8-8).

|
Foll Rate (mecs)p -
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Figure 8-8. Polling Rate Window

2. Usethedidebar to specify a polling rate, then click on OK.

You return to the previous stati stics window.

8-12
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Zeroing Circuit Mode Statistics

You can reset all countersin a circuit mode statistics window to 0 using the Zero
All Counters option. You can also reset the counters in a selected row to O using
the Zero Current Row Counters option.

When you reset a counter to 0, the Statistics Manager stores the value of the
counter at that moment and uses this value as a reference point. When the counter
display resumes, the Statistics Manager displays the difference between the
counter’s current value and the last known reference value.

Zeroing a counter affects only the values displayed by the Statistics Manager and
has no effect on the actual value of counter objectsin the router's MIB. If you
close the Statistics Manager, then restart it, you will see the actual value of the
counter in the MIB, not the value displayed after resetting the counter.

The next sections explain how to zero the countersin a circuit mode window.

Zeroing All Counters in aWindow
To clear all counters, choose Options > Zero All Counters.

Figure 8-9 shows atypical response to the Zero All Counters option.

Ieocription: T
Ghmp fgont = 1
Fhjmteer nf Clesseris: 1

INTESTEE A ™ =0 iF Schirpas 3 labayrams ROV Belagrams W[

2F] N, 80, |, | 1 o
[ ] 15, 30 156, RS 0 a
i1 1468 50 R5E, 1380 it [
rH KR T0 | B, A . n m

Figure 8-9. Zeroing All Counters in aWindow
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In this example, the counters Datagrams RCV D and Datagrams XMIT arereset to
0. Thistype of reset has no effect on the current values of these counter objectsin
the MIB.

Zeroing All Counters in a Specific Row

To clear all countersin a specific row, select arow, then choose Options > Zero
Current Row Counters.

Figure 8-10 shows atypical response to the Zero Current Row Counters option.
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Figure 8-10.  Zeroing All Counters in a Specific Row

The counters Datagrams RCV D and Datagrams XMIT arereset to O in the
selected row. The reset has no effect on the current values of these counter objects
in the router MIB.
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Creating Statistics Filters

Using the Launch Facility, you can set filters for each statistics window you open.

Normally, the Statistics Manager pollsarouter for the values of al MIB objects
defined in the active statistics window. The window then shows the values of those
objects, as determined by the data returned by the router. Filtering limits the
objects you view in the statistics window.

There are two types of filters:
» Display filters
* Retrieva filters

A display filter enables the Statistics Manager to search the contents of the active
statistics window and then show or hide the specified objects.

You can set the display filter to show or hide only those objects that contain a
string matching the filter string. Specifying alonger display filter string narrows
the number of possible matchesin the active statistics window.

A retrieval filter enablesthe Statistics Manager to poll arouter for only a subset of
MIB objects. These objects have instance | Ds that match the full or partial
instance ID you enter in the Retrieval Filter window. Specifying alonger string for
theinstance ID in the Retrieval Filter window causes the workstation to solicit a
smaller number of objects from arouter.

The active statistics window displays the values of those objects you filtered, as
determined by the data returned by the polled router. The Statistics Manager polls
only one router in each statistics window.

117347-A Rev. A
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Using retrieval filtersto collect statistics across your network reduces the amount
of processing overhead performed by your Site Manager workstation and any
polled router. It also reduces the amount of network bandwidth consumed by
periodic polling and poll responses.

You can use display filters and retrieval filtersin various combinations. For
example, you could use aretrieval filter first to solicit the values of certain MIB
objects, then apply adisplay filter to hide or show objectsin the resulting statistics
window.

Using Display Filters

To create adisplay filter:
1. Open a gtatisticswindow using the Launch Facility.
2. Choose Filters > Display Filters.

The Display Filters window opens (Figure 8-11).
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Figure 8-11.  Display Filters Window

3. Typethetext string you want to use asthefilter in the Text field.

4. Usethedidebar to select the column in the statistics window to which
you want to apply thefilter.

5. Determine whether you want to show or hidethefiltered statistics.
» Choose Display to display only those statistics that match the filter.
» Choose No Display to hide those statistics that match the filter.
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6. Click on OK to savethefilter in memory, or click on Refresh to
implement thefilter immediately.

» If you click on OK, the Display Filters window closes. Thereisno
immediate change to the statistics window. However, the next time you
refresh the statistics window, it displays only statistics specified by the
filter.

» If you click on Refresh, the Statistics Manager immediately refreshes the
statistics window and displays only the statistics specified by thefilter.

7. Click on OK to exit the Display Filterswindow.
Display Filter Example

To display only the statistics for a circuit with an | P address of 192.32.180.43,
configure the display filter as shown in Figure 8-12.

492,52 180, 43 I
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Figure 8-12. Sample Display Filters Window

When you click on Refresh in the Display Filters window, the Statistics Manager
displays only the IP address 192.32.180.43 in column 2 of the active statistics
window.

Figure 8-13 shows the result of applying the display filter.

117347-A Rev. A
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Figure 8-13.  Statistics Window After Using a Display Filter

Using Retrieval Filters

To create aretrieval filter:
1. Open a statisticswindow using the Launch Facility.
2. ChooseFilters > Retrieval Filters.

The Retrieval Filters window opens (Figure 8-14).
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Figure 8-14.  Retrieval Filters Window
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3. Typetheinstance|D of the object you want to view.

Specifying apartial ID causes the Statistics Manager to poll and display all
objects that begin with the same partial ID.

4. Click on OK to savethefilter in memory.
You return to the active statistics window.
5. ChooseView > Refresh Display.
Figure 8-15 shows the result of this retrieval filter. In this case, the Statistics

Manager retrieves only one MIB object; no other instances of the same object
exist in the MIB associated with the currently connected router.
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Figure 8-15.  Statistics Window After Using a Retrieval Filter
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Searching for Information in a Statistics Window

You can search for any text string that appears in a statistics window.

To define the text string for the search:

1. Open a statisticswindow using the Launch Facility.

2. Intheactive statistics window, choose Search > Find.
The Search Options window opens (Figure 8-16).
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Figure 8-16.  Search Options Window

3. Enter thetext you want to search for.

The Search Options window is case-sensitive.
4. Click on Find.

The Statistics Manager selects the first line that includes the text string.
5. Continueclicking on Find to search for other matching strings.

You can aso search for other matching strings by clicking on Cancel in the
Search Options window, then choosing Search > Find Next in the statistics
window.
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Saving Statistics Information in an ASCII File

The Statistics Manager lets you save the information displayed in a statistics
window to an ASCII file on your Site Manager workstation.

To save the information shown in the statistics window:

1. ChooseFile > Save As.

A window opens prompting you to choose a directory and file name for the
statistics file (Figure 8-17).
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I Cancel

Figure 8-17.  Save As Window

2. Select adirectory for thefile.
3. Typeafilename.

4. Click on OK.

Site Manager saves the statisticsin ASCII format to the named file.

After you save thefile, you can use any text editor to view the data.

117347-A Rev. A
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Building Custom Statistics Windows

You can build custom statistics windows that include up to nine objects from the
Bay Networks MIB and define the format of the statistics display. After you save
the custom statistics window, it is added to the User Screens list in the Screen
Manager window (refer to Figure 8-4).

Designing Custom Statistics Windows

To design a custom statistics window:
1. Inthe Statistics Manager window, choose Tools > Screen Builder.
The Screen Builder Facility window opens (Figure 8-18).

Hibk D pectn

wf o Teaeeon P g

Ty T

i i -
aiffgmp | ieakion | Pomi B ipikidoen, ,,

Colws Indpresstion el Setup
{Gawe Column [Cloar Colusn  [Total... [Provies...

e 1 ] EFFEEE

N et s |
3|

Hemdarg |

BEEhy - i

Figure 8-18.  Screen Builder Facility Window

The MIB browser on the left side of the window lets you scroll through the
MIB and select MIB objects to add to the statistics window. (Refer to “Using
the MIB Browser” on page 8-32 to learn how to find objectsin the MIB.) The
Column Information and Setup portion of the window lets you specify how
the statistics for the selected objects appear.
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Specify the column you want to define in the window by clicking on the
corresponding column number.

For example, to define the first column in the statistics window, click on 1.

Select the M 1B object that you want listed in the column from the MIB
Objectslist.

The Object field displays the MIB object you select.

In the Heading field, type a name that describesthe type of statisticsthat
will be displayed in the column selected in step 2.

For example, if you select the object wflPInterfaceAddr, you could name the
column |P Address.

In theWidth field, usethe dlide bar to select the column width.

The width is displayed in character units. The width you specify must be
greater than 0 and greater than or equal to the column heading width. If any
data exceeds the specified column width, the rest of the data on the same line
moves to theright.

Asarule of thumb, alow at least the following widths:

IP addresses 18 units (15 for the address, plus 3 spaces)
MAC addresses 16 units (14 for the address, plus 2 spaces)
Circuit names/numbers 18 units

In the Radix field, click on the appropriate button to specify whether the
display uses decimal, hexadecimal, or ASCI | format.

You may find the ASCII radix useful for displaying NetBIOS names.
Click on Save Column to save the column attribute infor mation.

The Screen Builder displays an asterisk in the column button for the column
you just saved.

Repeat steps 1 through 7 to add other columnsto the statistics window.

To generate a sum of the valuesin two or more columns, follow these
steps:

a. Click on the number of the column that should display the sum.
b. Click on Total.

117347-A Rev. A
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The Screen Builder Column Total window opens (Figure 8-19).
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Figure 8-19.  Screen Builder Column Total Window

c. Click on each column that will contain valuesthat you want to
includein atotal.

For example, if columns 1, 2, and 3 will contain information about
different kinds of dropped packets, you can generate atotal of all dropped
packets by adding the values in those three columns.

Figure 8-20 shows that column 4 will display the total of the valuesin
columns 1, 2, and 3.
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Figure 8-20.  Selecting Columns to Total

d. Click on Save.
You return to the Screen Builder Facility window.
e. Click on Save Column to save thetotals column you just specified.
10. Click on Preview to preview the statistics window you just built.

The statistics window opens. Note, however, that the Statistics Manager does
not retrieve any statistics from the router.
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Saving the Custom Window to a File

After you design a custom statistics window, you can save it to afile for future
use.

To save a custom statistics window:
1. Inthe Screen Builder window, click on Save.

The Statistics Save/Load Screen window opens (Figure 8-21). It lists all the
custom statistics window files that already exist in the directory.
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Figure 8-21.  Statistics Save/Load Screen Window
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2. Savethewindow to a new file according to the stepsthat follow, or goto
step 3to savethewindow to an existing file.

a. IntheScreen Namefield, type a new name for the window.
If you are saving the fileto a PC, the name you enter must follow standard
file-naming conventions.
b. IntheDescription field, type a description of the window.
The maximum length of the window description is 40 characters.
c. Specify the mode by selecting either Circuit or Table.
Choose Circuit if you want the Statistics Manager to continually update
the window with new statistics. Choose Table if you want the Statistics
Manager to gather and display current statistics only once, when you
retrieve statistics with the Launch Facility.
d. Click on Saveto savethe statisticswindow to afile.
Depending on whether you are running Site Manager on a UNIX
workstation or PC, the Statistics Manager saves all custom statistics
windows to the directory listed in Table 8-3:
Table 8-3. Directories for Custom Statistics Windows
Platform Custom Window Directory
UNIX $(HOME)/.wfscrns
PC Iwflwfscrns

3. Tosavethewindow to an existing file:

a. Sdect thefilefrom thelist, then click on Save.

b. The Statistics Manager confirmsthat you want to save thefile. Click

on OK to allow the Statistics Manager to overwritethe existing file.
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Using the Custom Statistics Window to Retrieve Statistics

To use the custom statistics window you created:

1.

Add the custom window to the current screen list.

See “Defining the Current Screen List” on page 8-7 for instructions.

Use the Launch Facility to retrieve statisticsin the custom window.
See “Retrieving Statistics” on page 8-10 for instructions.

You can also view the text version of the statistics window file using any text
editor.

Editing Statistics Windows

The default statistics windows are write-protected, so you cannot edit them. To
customize a default window, copy it to the custom window directory on your Site
Manager workstation under a new name. Then load and edit it as described in this
section. You can also edit any custom window you created.

Loading a Statistics Window into the Screen Builder

Before you can edit a statistics window file, you must load it into the Screen
Builder.

To load a statistics window file:

1

In the Statistics Manager window, choose Tools > Screen Builder.
The Screen Builder Facility window opens (refer to Figure 8-18).
Click on L oad.

The Statistics Save/L oad Screen opens (refer to Figure 8-21).

Select thefile you want to edit.

After you select afile, the Screen Information fields reflect the window name
and type of datait collects.

Click on Load to load the column attributesinto the Screen Builder.

The Column Information and Setup portion of the Screen Builder Facility
window now reflects the statistics window you loaded, beginning with the
information for the first column.
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Modifying the Statistics Window

After you load a statistics window into the Screen Builder, you can edit it.

To edit the window columns:

1

N o g A&

Click on the number corresponding to the column you want to edit.

When you select the column number, the Object, Heading, Width, and Radix
fields display the current column information. If the column is currently
undefined, these fields remain blank.

Toremove all of the current column information, click on Clear Column.
Select and edit any of the column attributes, as follows:

» |f you want the column to contain statistics about a different object, select
anew object from the MIB Objectsist.

» To change the column size, use the dide bar to increase or decrease the
current size.

» To change the column heading, type a new heading.
» Todisplay theinteger in adifferent format, change the Radix setting.

Refer to “Designing Custom Statistics Windows” on page 8-22 for
information about setting each column attribute.

Click on Save Column to implement your changes.

Repeat steps 3 and 4 to edit additional columns.

To seetheresults of your edits, click on Preview to view the window.
Click on Saveto save your changes.

The Statistics Save/L oad Screen opens (refer to Figure 8-21).

You can save this modified window to an existing file or save it asanew file.
Refer to “ Saving the Custom Window to aFile” on page 8-25 for instructions.

To view a new statistics window:

1

Add thewindow to the current screen list.

See “ Defining the Current Screen List” on page 8-7 for instructions.

Usethe Launch Facility to retrieve statisticsin the custom window.
See “Retrieving Statistics” on page 8-10 for instructions.
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Viewing the Bay Networks MIB

The Bay Networks MIB is a hierarchical database consisting of:

» Configuration and statistical objects that the router’s Gate Access
Management Entity (GAME) operating system uses

»  Protocol image software that defines, limits, and monitors the behavior of a
Bay Networks router in your network

The Bay Networks MIB includes all objectsfor every protocol that Bay Networks
routers support. It is a specific extension of the Management Information Base |
(MIB I1) described in Internet Request for Comments (RFC) 1213.

Through Site Manager or the Technician Interface, you can:

* Read the values of many MIB objects with the SNMP GET command

*  Writethe values of a subset of MIB objects with the SNMP SET command
The GAME operating system also has exclusive read/write access to certain

objectsin the MIB. GAME uses the configuration file to create an active MIB that
dictates the behavior of that router on your network.

Figure 8-22 shows the relationship between Site Manager and the Bay Networks
MIB.
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Figure 8-22.  Accessing the Bay Networks MIB
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Using Quick Get to View the MIB

To view the Bay Networks MIB, you use the Quick Get tool. To open the Quick
Get tool, begin at the Statistics Manager window and choose Tools > Quick Get.
The Quick Get Facility window opens (Figure 8-23).
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Figure 8-23.  Quick Get Facility Window

Quick Get includes aMIB browser in the upper left corner that lets you scroll
through the MIB Objects list and select up to 10 objects from the MIB. You then
use Quick Get to retrieve all instances of the objects you select and to display that
information in columnsin the Quick Get Facility window.
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Using the MIB Browser

The Bay Networks MIB is organized as ahierarchical tree. When you first activate
Quick Get, it displays the top of the MIB tree. Navigate through the tree until you
get to the Bay Networks MIB, called Wellfleet Series 7 MIB.

Thelist of object groupsin the Bay Networks MIB is as follows:

wfHardwareConfig

wf SoftwareConfig
wfSystem

wfLine

wfApplication

rptrBasi cPackage
rptrMonitorPackage
rptrAddrTrackPackage

Beneath these object groups, related objects are organized in subordinate object
groups or tables. For example, Figure 8-24 shows part of the MIB tree for the
wiSystem object group. The prefix wf that precedes many of the MIB objects
indicates that they are Bay Networks enterprise-specific objects.

8-32
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wfSystem
wfServices wfSystem
wfGame... wfConsole... wfTI Rui... wfSysDescrip

wfSysObjectID
wfSysContact
wfSysLocation
wfSysServices
wfGmtOffSet
wfMibVersion

MANOOO1A

Figure 8-24. MIB Tree for System Object Group

To access individual objects, first select the top-level object group. The MIB
browser displays subordinate object groups at the next level of the tree. Continue
selecting object groups and descending through the MIB tree until the MI1B
Browser displays the individual objects that you want to select.

You can differentiate between object groups and individual objects by noting their
position in the MIB Browser window. Object groups are flush left with the
window; individual objects are indented dightly.

Usethe scroll bar to scroll through the MIB Objectslist. To move backward in the
MIB tree, select the Back option, which appearsin the Quick Get Facility window
after you display subordinate object groups from the top-level object group.
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Table 8-4 describes the contents of the top-level MIB object groups.

Table 8-4.

Contents of Top-Level MIB Objects

Top-Level MIB Object
Group

Types of Objects and Information

Example

wfHardwareConfig Objects pertaining to router hardware Router backplane ID, power supply,
configuration temperature, serial number
wfSoftwareConfig Objects pertaining to the type of protocol |Interface drivers
and driver software that is loaded, and
information required to load the software
wfSystem Objects pertaining to the router system System record, console, remote
software console, circuit name table
wfLine Objects pertaining to drivers and lines FDDI tables, line state, line traffic
wfApplication LAN, WAN, and bridge information Routing tables, packet information,

protocol state information

rptrBasicPackage

Repeater configuration, status, and
control information

Repeater operational state

rptrMonitorPackage Objects that monitor repeater Performance and error statistics for
performance statistics groups and ports
rptrAddrTrackPackage Table of address mapping information Source address of the last readable
about the repeater ports frame that the port received
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Getting Instances of MIB Objects

You can select and retrieve instances for as many as 10 MIB objects at onetime.

To locate individual aobjects:

1

In the Statistics Manager window, choose Tools > Quick Get.

The Quick Get Facility window opens (refer to Figure 8-23).

Select thetop-level abject group to which the objectsbelong (refer to
Table 8-4).

The MIB Objectslist displaysthe subordinate groups. For example, when you
select wfApplication, the objects shown in Figure 8-23 appear.

Select additional object groups until you reach the individual objectsyou
want.

For example, to see the current state of al I1P interfaces configured on the
router, select wflnternet > wflpRouting > wflpGroup > wflplnterfaceTable.
Then select the wfl PInterfaceState and wflPlnterfaceAddr objects located in
the wflplnterfaceTable group.

Select each object whose statistics you want to display (selectable objects
areindented).

When you select an individual object, the Object Information box at the top
right of the Quick Get Facility window displays the following information
about that object:

» Access -- Whether the object is user-configurable (read-write) or
nonconfigurable (read-only)

» Type-- Thetype of object (integer, octet, string)
* Syntax -- The possible values for the object

a. Click on Read Description in the Object Information box to display a
Statistics Help window that contains a more detailed description of
the object.

b. Click on OK to exit the Statistics Help window.
To deselect an object in the MIB Objects list, click on the object again.
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Formatting the MIB Object Information Display

To specify the format of MIB objects retrieved in the Output box (bottom of the
Quick Get Facility window), use the Display Information and Retrieval Filter
fields of the Quick Get Facility window.

You can format the output MIB object information as follows.

» Display all instances of selected MIB objects with or without their instance
IDs.

» Display specific instances of selected MIB objects with or without their
instance IDs.
To format the MIB object Output display:

1. IntheQuick Get Facility window, set the Retrieval Filter and Display
I nfor mation fields according to Table 8-5.

Table 8-5. Retrieval Filter and Display Information Field Settings

Display
MIB Object Output Display Retrieval Filter Information
All instances of selected MIB Leave blank Yes

objects with instance IDs

All instances of selected MIB Leave blank No
objects without instance IDs

Specific instances of MIB objects | Enter all or part of the instance ID | Yes

with instance IDs for the MIB object, for example,
192.168.

Specific instances of MIB objects | Enter all or part of the instance ID | No

without instance IDs for the MIB object, for example,
192.168.

2. Click on Retrieve Request.

The Quick Get Facility displaysthelist of instances of the selected MIB
objects in the Output box. Figure 8-25 shows al instances with their instance
IDs; Figure 8-26 shows al instances without their instance I Ds.
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= Ouick Get Facilits s ([

Mib Objects
Back. .. Object Information
wfIpBaseRtEntry fAccess: Read-0Only
wfIpBaseRoutelest Type: Integer
wfIpBaseRoutelfIndex Syntax:
wfIpBaseRouteMetricl
wfIpBaseRouteMetric?
wfIpBaseRouteMetric3
wfIpBaseRouteMetricd

wf IpBaseRouteNextHop BEERIER e

wfIpBaseRouteType Instance ID: |

wfIpBaseRouteFroto

ufIpBaseRoutefge Display Information

wfIpBaseRouteMask
Inst ID: i N
wfIpBaseRouteMetrich i & Tes &

wfIpBaseRoutelnfo

o — = I Retrieve Request

Output

Instance ID wflpBaseRouteNextHop
131.119.0.0 192.168.129.33
134,177.0.0 192,.168.129.33
141.251.0.0 192.168.129.33
192.32.1.0 192.168.129.33
192,32.2.0 192,168,129,33
192.32.4.0 192.168.129.33
192,32.5.0 192,168.129,.33
192.32.6.0 192.168.129.33
192,32.8.0 192,.168.129.33

| Stop Retriewval

Figure 8-25.  Quick Get Facility Window: All MIB Objects with Instance IDs
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Mib Objects

Back...
wfIpBaseRtEntry

wfIpBaseRoutelest

wflpBaseRoutelfIndex
wfIpBaseRouteMetricl
wfIpBaseRouteMetric?
wfIpBaseRouteMetric3
wfIpBaseRouteMetricd

wf IpBaseRouteNextHop

wfIpBaseRouteType
wfIlpBaseRouteProto
wfIpBaseRoutefge
wfIpBaseRouteMask

wfIpBaseRouteMetrich

wfIpBaseRouteInfo

o — = I Retrieve Request

Output

wfIpBaseRouteMextHop
192.168.129,33
192,168.129,33
192.168.129,33
192.168.129,33
192.168.129,33
192.168.129,33
192.168.129,33
192.168.129,33
192,168.129,33

| Stop Retrieval

Object Information
Access: Read-Only
Type: Integer
Syntax:

I Read Descrip

Retrieval Filter

Instance ID: |

Display Information
Instance ID: “Yes “*HNo

Figure 8-26.

IDs

Quick Get Facility Window: All MIB Objects Without Instance

If you specified specific instances and not all instances, the Quick Get Facility
window would show adisplay similar to Figures 8-25 and 8-26, with the
Instance ID field completed and only the specific instances in the Output box.

Click on Stop Retrieval to halt theretrieval of objects.
Click on Retrieve Request to refresh the display in the Output field.
Click on Doneto exit the Quick Get Facility window.

You return to the Statistics Manager window.
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Using the ASCII Version of the Bay Networks MIB

Site Manager software providesadirectory of ASCII MIB filesin ASN.1 syntax --
each file (identified by a.mib extension) contains asingle MIB. You can use these
files as areference to MIB objects. You can also compile these fileswith a
network management application to provide network management access to Bay
Networks routers.

MIB files are found in the Windows directory \wfimibs or the UNIX directory
{usr/wf/mibs. For example, the Point-to-Point Protocol MIB (ppp) can be found in
Jusr iwf/mibs/ppp.mib on a UNIX workstation, or in \wAimibs\ppp.mib on a PC.

Using the MIB Il Counters Feature

MIB 11 isthe second version of the Management Information Base. The MIB 11
Counters feature lets you track the number of packets each circuit in the router
processes at the datalink layer. By default, Site Manager enablesthe MIB I
counters described in Table 8-6.

Table 8-6. MIB Il Counters
Counter Description
ifinNUcastPkts Counts the number of non-unicast (such as

subnetwork-broadcast or subnetwork-multicast) packets
delivered to a higher-layer protocol

ifOutUcastPkts Counts the total number of packets that higher-level
protocols requested be transmitted to a
subnetwork-unicast address, including those that were
discarded or not sent

ifOutNUcastPkts Counts the total number of packets that higher-level
protocols requested be transmitted to a non-unicast
address, including those that were discarded or not sent

iflnUcastPkts Counts the number of subnetwork-unicast packets
delivered to a higher-layer protocol

ifinUnknownProtos Counts the number of packets received by the interface
that were discarded because of an unknown or
unsupported protocol

To access these countersin the MIB Browser, use the Quick Get tool to select the
objects wfApplication, wfDataLink, wflfGroup, and then wflfTable.
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By default, the MIB 11 counters are enabled. To measure packet count statistics
accurately, you should not disable the counters; doing so would result in
inaccurate aggregate statistics. However, if you choose to disable the counters,
you can do so by following these steps:

1. IntheConfiguration Manager window, choose Platform > MIB 11
Counters.

The MIB Il Counters Enable/Disable window opens (Figure 8-27).

Hibk 1T Couniers Enashle

Figure 8-27.  MIB Il Counters Enable/Disable Window

2. Select Disablefor the MIB Il Counters Enable parameter.

Note that disabling the counters disables them on all circuits and slots.
Likewise, enabling the counters enables them on all circuits and slots.

3. Click on OK to savethe change.

You return to the Configuration Manager window.
For information about MIB standards, see the following references:

Sructure and Identification of Management Information for TCP/IP-based
Internets (SM1; RFC 1155).

Information Processing Systems - Open Systems | nterconnection Specification of
Abstract Syntax Notation One (1SO 8824).
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Chapter 9
Examining Configuration File Reports

The Report Generator creates areport of an existing configuration file; it does not
record changes as they are made to the file, only the file's existing contents. The
Report Generator creates areport by trandating the router’s binary configuration
fileto an ASCII file. You can use any standard text editor to view and print thefile.
You can also use source-comparison utilities to compare one report with another
to detect configuration changes.

The configuration fileis difficult to read by looking through Site Manager
configuration windows. Using the Report Generator, you receive areport that is
easy to read and useful for cross-referencing information against another router’s
configuration report. It isahelpful tool for troubleshooting your router's
configuration.

This chapter contains the following information:

Topic Page
Generating Configuration File Reports 9-2
Generating Binary Configuration Files 9-11

If you are running Site Manager on a UNIX workstation, you can convert your
ASCII configuration file reports into bootable binary configuration files (refer to
“ Generating Binary Configuration Files” on page 9-11.
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Generating Configuration File Reports

You can generate reports from arouter’s configuration file from
» Site Manager

*  TheUNIX command line

*  WindowsonaPC

The following sections describe each method.

Generating Reports from Site Manager

To generate a configuration file report from Site Manager:
1. Inthemain Site Manager window, choose Tools > Report Generator.
The Configuration Report Generator window opens (Figure 9-1).

Figure 9-1. Configuration Report Generator Window

2. IntheOutput Format Optionsbox, click on the optionsthat you want to
usein thereport.
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Table 9-1 describes each option.

Table 9-1. Report Generator Output Format Options

Option

Description

Show Defaults

Includes the default MIB value for any configurable attribute
for which you did not specify a value in the configuration file

Tag Defaults

Includes the label “[default]” beside any attribute that uses the
default MIB value.

If you click on Tag Defaults and Show Defaults is not selected,
Site Manager automatically selects Show Defaults as well.

Show MIB Names

Includes MIB attribute identifier names in addition to the ASCII
translation of those names

Show Raw Data (hex)

Includes the hexadecimal configuration data along with the
ASCII translation of that data.

You might want to include the hexadecimal data if you plan to
use the Technician Interface for configuration. In the
Technician Interface, you must enter the data in raw format.

Use Report Template

Indicates that you want to use a report template other than the
default.

The default is a template based on the version of the
configuration file. For example, the Report Generator uses a
12.0 template file to generate a report for a 12.0 configuration
file. You may want to use a report template other than the
configuration file version.

If you select this option, the Report Template File field appears
below the Report File field in the Configuration Report
Generator window. You must enter a file name in the Report
Template File field.

Warn on Unrecognized

Includes the warning “Unrecognized Attribute” for any attribute
that is in the configuration file but is not present in the MIB.

Warn on No Default

Includes the warning “NO VALUE, NO DEFAULT” for any
attribute for which you did not specify a value in the
configuration file and that does not have a default MIB value.

3. Under the Configuration Filefield, click on Select File.

The window in Figure 9-2 opens.
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Figure 9-2. Filter Window to Select Configuration File

4. Select the configuration file as follows:

a. From theDirectorieslist, select the directory path of the
configuration filefor thereport.

b. From theFileslist, select the configuration file.
The path name and file name appear in the Selection field.
c. Click on OK.
You return to the Configuration Report Generator window.
5. Under theReport Filefield, click on Select File.
The window in Figure 9-3 opens.

Note: You can skip this step if you want the Report Generator to send the
output to <stdout>.
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Figure 9-3. Filter Window to Save a Report File

6. Select alocation for thereport file as follows:

a. FromtheDirectorieslist, select the directory path where you want to

store the configuration file report.

The path appearsin the Selection field.

b. Typeafilenamefor thereport at the end of the path in the Selection

field.
c. Click on OK.

You return to the Configuration Report Generator window.

7. 1f you selected Use Report Templatein the Output Format Optionslist,
under the Report Template Filefield, click on Select File.

The window in Figure 9-4 opens.
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Figure 9-4. Filter Window to Select Report Template

8. Select thereport template as follows:

a. From the Directorieslist, select thedirectory path that containsthe

template file you want to use.

b. From theFileswindow, select the templatefile.

On UNIX workstations, the template files are in the directory /usr/wi/lib.
On the PC, the template files are in the directory c:\wf\lib. The format of

the template file name is <version>.rpt.
For example, for Version 12.00 the templateis 12_0.rpt.
The path name and file name appear in the Selection field.

c. Click on OK.

You return to the Configuration Report Generator window.

9. Click on Generate Report.

Site Manager generates the configuration file report and saves the report under
the file name you specified. You can then open the report using a text editor.
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Figure 9-5 shows an exampl e of aconfiguration file report. Thisisjust one portion

of the entire report.
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Figure 9-5.

Sample Configuration File Report

Notice that the report includes information about the entire configuration,
hardware and software, including module types and parameter settings.
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Generating Configuration File Reports from UNIX

You can generate a configuration file report from the UNIX command line. The
syntax of the UNIX command you useis as follows:

smcfgrpt [-d] [-t] [-h] [-m] [-W <warning level>] [-r <report template>]
[-c] <configuration file> [-0] <report file>

Table 9-2 describes the options you can use in the UNIX command line.

Table 9-2. Options for Command Line (UNIX)
Option Description
-d Includes the default MIB value for any configurable

attribute for which you did not specify a value in the
configuration file

Produces the same result as -d, except that default values
are tagged “[Default]”

-h Includes raw hexadecimal data in addition to the ASCII
translation of that data
-m Includes the MIB attribute identifier names in addition to

the ASCII translation of those names

-W <warning level>

Sets the warning level to indicate types of warnings to
include in the report:

0 = no warning (default warning level)

1 = warn on unrecognized attributes

2 = warn on unrecognized records

3 = combination of levels 1 and 2

4 = warn on unset attributes with no default
7 = combination of 3 and 4

-r <report template>

Specifies the report template file to use. By default, the
Report Generator uses a template based on the version of
the configuration file. Template files are in /usr/wf/lib.

The format of the template file name is <version>.rpt, for
example, 12_0.rpt.

-c <configuration file>

Specifies the name of the configuration file from which you
want to generate a report

-0 <report file>

Specifies the path and file name of the report file. If you
omit this argument, the Report Generator sends the output
to <stdout>.
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Generating Configuration File Reports from Windows

To generate a configuration file report from Windows 95 on a PC:

1.

From the Windows desktop, choose Start > Programs > MS-DOS
prompt.

The DOS window opens.
At the DOS prompt, go to the\wf directory.
Enter the smcfgrpt command in the following format:

smcfgrpt [-d] [-t] [-h] [-m] [-W <warning level>] [-r <report template>]
[-c] <configuration file> [-0] <report file>

Table 9-3 describes the options you can use in this command line.
Click on OK.

The Report Generator generates a configuration file report.
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Table 9-3. Options for Command Line (Windows)
Option Description
-d Includes the default MIB value for any configurable

attribute for which you did not specify a value in the
configuration file

-t Produces the same result as -d, except that default
values are tagged “[Default]”

-h Includes raw hexadecimal data in addition to the ASCII
translation of that data

-m Includes the MIB attribute identifier names in addition to
the ASCII translation of those names

-W <warning level> Sets the warning level to indicate types of warnings to
include in the report:

0 = no warning (default warning level)

1 = warn on unrecognized attributes

2 = warn on unrecognized records

3 = combination of levels 1 and 2

4 = warn on unset attributes with no default

7 = combination of 3 and 4

-r <report template> Specifies the report template file to use. By default, the
Report Generator uses a template based on the version
of the configuration file. Template files are in c:\wAlib.

The format of the template file name is <version>.rpt, for
example, 12_0.rpt.

-c <configuration file> Specifies the name of the configuration file from which
you want to generate a report.

If the path to the configuration file is not in your PATH
statement, be sure to enter the full path name.

-0 <report file> Specifies the path name of the report file
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Generating Binary Configuration Files

If you are running Site Manager on a UNIX workstation, you can use Config
Generator (rpt2cfg), a UNIX command-line tool, to create bootable binary
configuration files from your edited ASCII configuration file reports. Config
Generator creates configuration files faster than the Configuration Manager.

Make sure you are familiar with the ASCII configuration file format and know
exactly what changes to make before you use Config Generator. For additional
information or advice, contact the Bay Networks Technical Solutions Center.

Caution: Use Config Generator only if you are an experienced user. It
provides very limited validation checking of the edited ASCII configuration
file. If you attempt to boot from a corrupt configuration file, the results will be
unpredictable. The router or platform may fail diagnostics or fail to boot.

To create a bootable binary configuration file with Config Generator you need to

» Usethe Report Generator to create an ASCII configuration file report. Refer
to “Generating Configuration File Reports’ on page 9-2.

» Useatext editor to make changesto thefile.

» Use Config Generator to convert the edited ASCII configuration file report to
a bootable binary configuration file.

Preparing the ASCII Configuration File

To use Config Generator you must include the Bay Networks MIB namesin the
ASCII configuration file report that you create using the Report Generator. If you
exclude MIB names, Config Generator cannot create avalid binary file.

Choose the appropriate option when you generate your report:

» If you are using the Report Generator from Site Manager, select the
Show MIB Names option in the Output Format Options box in the
Configuration Report Generator window.

» If you are using the Report Generator from the UNIX or Windows command
line, usethe -m option.

You can select any of the other options you want to include in the ASCI|
configuration file report, aslong as you include the MIB names.

117347-A Rev. A
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Using Config Generator

Config Generator is available to users of Site Manager Version 4.0 or later. Config
Generator islocated in the /fusr/wi/bin directory, along with the other Site
Manager command-line tools.

You run Config Generator from the UNIX command line. Enter the name of the
edited ASCII configuration file you want to convert and a name for the new binary
configuration file in the following format:

rpt2cfg -f <ASCII Report Filename>[-o <New Binary Filename>|

If you do not supply anew binary file name, Config Generator sends the output to
<stdout>.

Depending on the size of the file, Config Generator may take several minutes to
convert the file. When Config Generator is finished, the UNIX prompt returns. If
no error messages appear, Config Generator created and saved the binary
configuration file. If you receive an error message, the file is corrupt and should
not be used.

Checking for Errors

Config Generator checks the ASCII configuration file for valid MIB names, valid
MIB values, and for duplicate circuit names. If these errors are found, Config
Generator displaysthe line number in the ASCII configuration file where the error
occurred, and a brief description of the error. The program does not check for
cross-dependencies within the file.

Correct any errorsin the ASCII configuration file report and run Config Generator
on the corrected file. When you are satisfied that you have avalid binary
configuration file, use TFTP to transfer thefile to the router and reboot. (Refer to
Chapter 5 for instructions.)

Remember that Config Generator provides very limited error checking. Always
keep avalid binary configuration file ready in case the boot fails.

9-12
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Checking MIB Attributes

You can use Config Generator to find the possible MIB attributes for a particular
MIB record. To find the possible attributes, you provide the MIB name and MIB
version number in the following format:

rpt2cfg -q <MIB Name>-d <MIB Version Number>

MIB Version Number isthe current software version number (for example, 12.00).
For example, to find the MIB attributes for Version 12.00 of the MIB record
wfsys, enter the following command:

rpt2cfg -q wfsys -d 12.00

Config Generator displays the following:

Possible valid attributes for this record entry are:
wf SysCont act

wf SysNarre

wf SysLocat i on

wf SysM bRevi si on

wf SysM bCount er Enabl e

Checking MIB Attribute Values

You can use Config Generator to find valid values for a given MIB attribute. To
find the values, you provide the MIB attribute and the MIB version number in the
following format:

rpt2cfg -q <MIB Attribute>-d <MIB Version Number>
MIB Version Number isthe current software version number, for example, 12.00.

For example, to find the values for Version 12.00 of the MIB attribute
wiSysMibCounterEnable enter the following:

rpt2cfg -q wfSysMibCounterEnable -d 12.00

Config Generator displays the following:

Possible valid list of values are:
Dl SABLE, ENABLE
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Identifying Files Created by Config Generator

Config Generator adds atext string to the system name of the configuration filesit
generates so that you can differentiate them from other configuration files.
To seethe text string:

1. Inthemain Site Manager window, choose Tools > Configuration
M anager.

The Configuration Manager window opens.

2. IntheConfiguration Manager window, choose Platform > Edit System
Information.

You will see the following message in the System Name field:

/This binary config was created using rpt2cfg
You will also see this message in any ASCII configuration file reports that you
create with the Report Generator from binary configuration files that you created

with Config Generator. You can see the message on the line in the file that
identifies the system name.
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Chapter 10
Auditing Configuration Files

In organizations where network managers at branch |locations share router
management responsibilities, central administrators can use audit trail logs to
monitor who changes a configuration file.

The Audit Trail feature lets you record who made changes to a configuration file
from a single Site Manager workstation, and then place thisinformation in an
ASCII filecalled an audit trail log. Each router hasits own audit trail log and each
Site Manager workstation uses the audit trail feature independently. You cannot
create alog file for multiple Site Manager workstations.

Each time someone changes a configuration file, the audit trail feature, if enabled
for that router, appends the changes to the audit trail log.

This chapter contains the following information:

Topic Page
Audit Trail Feature for Remote and Dynamic Mode 10-2
Viewing an Audit Trail Log File 10-2
Maintaining an Audit Trail Log 10-4
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Audit Trail Feature for Remote and Dynamic Mode

The Audit Trail feature keeps track of router configuration changes made in
remote mode or dynamic mode only. The feature does not track changes madein
local mode or those made using the Technician Interface. You must always enable
the audit trail feature before it can track changes.

If you configure the router in remote mode, Site Manager does the following:

» Transfersthe configuration file to the router
» Createsthe audit trail log file (if it does not already exist)
»  Appends the configuration changes to the audit trail log

If you configure the router in dynamic mode, Site Manager does the following
each time an SNMP SET occurs:

»  Updates the configuration on the router

* Logschangesto aMIB object in the audit trail log, which is created if it does
not already exist, and appends the changes to the file

Viewing an Audit Trail Log File

After Site Manager creates an audit trail log and appends information to it, you
can open the log file, audit.cfg, using any standard text editor. You can also print
thefile.

Figure 10-1 shows a sample audit trail log.
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Wed Jul 6 04:57:13 1994

192. 32.156. 71 wf Seri al Port Tabl e. 11=2 ksnow r enpt e.
Wed Jul 6 04:57:13 1994

192.32.156. 71 wf Seri al Port Tabl e. 11=15 ksnow r enot e.
Wed Jul 6 04:58:37 1994

192. 32. 156. 71 wf Sof t war eConfi g. 20=4 ksnow r enot e.
Wed Jul 6 04:58:37 1994

192. 32. 156. 71 wf Sof t war eConfi g. 30=5 ksnow r enot e.
Wed Jul 6 04:58:37 1994

192. 32. 156. 71 wf Sof t war eConfi g. 30=1 ksnow renot e.
Wed Jul 6 04:58:37 1994

192. 32. 156. 71 wf CSMACDTabl e. 16. 2=6 ksnow r enot e.
Wed Jul 6 04:58:37 1994

192. 32. 156. 71 wf Li neMappi ngTabl e. 1106102=4 ksnow renpt e.
Wed Jul 6 04:58:37 1994

192. 32. 156. 71 wf Li neMappi ngTabl e. 1106102=3 ksnow renot e.
Wed Jul 6 04:58:37 1994

192. 32. 156. 71 wf CSMACDTabl e. 16. 2=38 ksnow r enpt e.
Wed Jul 6 04:58:37 1994

192.32.156.71 wfCircuitNaneTabl e. 12=3 ksnow r enot e.
Wed Jul 6 04:58:37 1994

192.32.156.71 wfCircuitNaneTabl e. 12=4 ksnow r enot e.
Wed Jul 6 04:58:37 1994

192. 32.156. 71 wfCircui t NaneTabl e. 12=5 ksnow r enpt e.

MANOOO4A

Figure 10-1.  Sample Audit Trail Log File
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Maintaining an Audit Trail Log

To prevent an audit trail log file from becoming too large, you should periodically
delete old information in it or delete the file itself.

You can configure the Audit Trail feature to send you (and other network
managers) a copy of the audit trail log file whenever Site Manager updatesit with
new information. For routers configured in dynamic mode, the Audit Trail feature
sends the log file after every tenth SNMP SET.

To use the Audit Trail feature, you must edit the default audit trail configuration
file that comes with Site Manager. You edit the file to:

»  Specify an audit trail community for the routers.

»  Specify whether you want auditing on or off. By default, the Audit Trail
feature is off.

The following section describes how to edit the audit trail configuration file.

Editing the Audit Trail Configuration File

Site Manager provides a default audit trail configuration file, audit.cfg. Thefile
resides in /usr/wf on UNIX workstations, and in c:\wf on PCs. You must edit the
file to specify the following information for each router you want to audit:

* ThelP address of the router
»  The path name of the audit trail log file

* Thee-mail addresses of al usersthat the Audit Trail feature should notify if
the router’s configuration file changes

*  Whether the audit trail feature is on or off

To edit the audit trail configuration file:

1. OnaUNIX workstation, copy the audit.cfg file to a directory where you
have write permission.

2. Open audit.cfg using a standard text editor.
Figure 10-2 shows the default file.

10-4
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#ROUTER=192. 32. 156. 66

#AUDI T=ON

#FI LE=/ usr/ wf/ r out er A. adt

#EMAI L=j doe@wel | fl eet.comjsmith@wel | fl eet.com

MANOOO3A

Figure 10-2.  Default Audit Trail Configuration File

Copy thefour default linesin thefileand insert them at the end of thefile.
Delete the pound sign (#) from the beginning of all four lines.

In thefirst line, ROUTER=, overwrite the default value with the IP
address of therouter you want to audit.

Inthe FILE=line, overwritethe default value with the path name and file
name for the audit trail log file for the router.

On UNIX workstations, the path for your audit trail log file should point to a
directory in your UNIX environment where you have write permission; on
PCs, the path is c:\wf. The file name should be the router’s name (not its IP
address) followed by the .adt extension. For example:

FI LE=/ usr 1/ j b/ sout hcape. adt

Inthe EMAIL=Iline, overwrite the default value with the e-mail
addresses of usersyou want to notify of configuration changes.

Use acommato separate each e-mail address, for example:
EMAl L=pgrant, | | ant z, odi az
If you do not want to use mail notification, delete the default e-mail addresses.

Note: The mail notification feature is not available on PCs.

10.

In the AUDIT=line, accept the default value, ON, to enable the feature.
To disable the audit trail log, type OFF.
Repeat steps 2 through 8 for each router that you want to audit.

Save your changes and exit thefile.
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10-5



Configuring and Managing Routers with Site Manager

Modifying the Audit Path Environment Variable
You must specify the new path name for the AUDIT_PATH environment variable.

For UNIX platforms, this variable should point to the directory where you have
placed the modified audit trail configuration file, for example:

AUDIT_PATH=/usr1/jake/audit.cfg

For the PC, the variable should point to the directory c:\wf\audit.cfg, for example:
set audit_path=c:\wflaudit.cfg
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Chapter 11
Using the Ping Option

The Site Manager Ping from Router option lets you test whether the router can
contact other remote devices. The ping option works with the IP, IPX, OS,
VINES, AppleTalk, and APPN protocols.

This chapter contains the following information:

Topic Page
Checking Router Connections Using Ping 11-2
Monitoring Network Activity Using the Ping MIB 11-19
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Checking Router Connections Using Ping

To ping other remote devices from the router, choose Administration > Ping from
Router in the Site Manager window and then choose one of the protocolslisted in

the menu (Figure 11-1).

Figure 11-1.  Ping from Router Menu

The following sections describe the avail able ping options.
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IP Ping

When you ping aremote device using I P, the ping program residing on the router
sends an Internet Control Message Protocol (ICMP) echo reguest to the remote
address you specify in the | P Ping window. The remote device responds to the
router’s request if it can be reached. A window then opens showing the response
or the result of the request.

To ping aremote device running IP:

1. Inthemain Site Manager window, choose Administration >
Ping from Router > IP.

The IP Ping window opens (Figure 11-2).

Figure 11-2.  IP Ping Window

2. InthelP Addressfield, typethe | P address of the remote device.

3. IntheTimeout field, type the number of seconds after which the ping
should time out.

If the router receives aresponse to a ping after the ping has timed out, it does
not send an “aive” message to Site Manager.

4. IntheRetriesfield, typethenumber of successivetimestherouter should
repeat the ping.

The router does not wait for the timeout before it sends the next ping.

117347-A Rev. A
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5.

7.

In the Packet Sizefield, type the number of bytes of data to send with
each ping.

In the Traceroutefield, typey (yes) if you want therouter to generate a
path report that showstheintervening hop addressesto the destination.

Click on Ping.

IP Ping Responses

Site Manager displays one of the following messages when you click on Ping. (If
you enter avalue other than O for Retries, Site Manager displays one of the
following messages for the default ping, plus one for each additional ping.)

An “aive’ message

An “aive” message appears if the router received an ICMP echo response
from the target device within the timeout period. The message also provides
the size of the test packet. Figure 11-3 shows a sample message.

“pang 19, EELIES ] &1 -alh —rDp [P pongr 192522, 1682.0 k= omlive (mize = 16
I_:uhﬂ::!

=

Figure 11-3.  Ping Is Alive Window

A “does not respond” message

A “does not respond” message appears if the media access control (MAC)
address of the target deviceisresolved, but the router did not receive an ICMP
echo response from the target device within the timeout period. Figure 11-4
shows a sample message.

11-4
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243,27 coms ok respon g

Figure 11-4.  Ping Does Not Respond Window

* An“ICMP host unreachable from <y.y.y.y>" message

An “ICMP host unreachable from <y.y.y.y>" message appears if the router
whose address is y.y.y.y cannot forward the ping request any further along the
path to the target device. |P updatesits | P routing or Address Resolution
Protocol (ARP) table accordingly. A sample message follows:

ping: 1 OW host unreachabl e from 192, 32.243. 1
e A target address “is unreachable” message

A target address “is unreachable” message appears if the router previously
issued an “ICMP host unreachable from <y.y.y.y>" message. Within

40 seconds, the router receives a subsequent | CM P echo request addressed to
the same target device. The ARP times out or the addressis not resolved. A
sample message follows:

pi ng: 192.32.1.151 is unreachabl e
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IPX Ping

When you issue an Internet Packet Exchange Protocol (IPX) ping, the router
sends an IPX configuration request packet to the remote IPX address that you
specify. If the remote device islistening on socket number 456h for an IPX
configuration regquest packet, the device respondsif it can be reached, and Site
Manager displays the response or the result of the request.

IPX configuration request packets are typically used to get configuration
information from other devices on a NetWare network. However, the router only
uses these packets to test the reachability of a remote device that listens for and
respondsto IPX configuration request packets.

The IPX router will not send or acknowledge IPX configuration regquest packets
addressed to

*  Network 0x00000000 (local network destination) or network OxFFFFFFFF

» Host 0x000000000000 or host OxFFFFFFFFFFFF (broadcast host
destination)

The IPX router will only respond to request packets sent directly to one of its
interface addresses. If you send arequest packet from arouter to an IPX interface
on that same router, the router does not send the request packet out onto the line.
Instead, the router sends the packet internally to the specified interface, which
then responds internally.

- | Note: The IPX router will respond (reply with a ping response) to any ping
packet that comes in on socket number 9086 and that has atype field of O.
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To send an IPX configuration request packet:

1. Inthemain Site Manager window, choose Administration >
Ping from Router > IPX.

The IPX Ping window opens (Figure 11-5).

Figure 11-5.  IPX Ping Window

2. IntheAddressfield, typethe IPX address of the remote device, in
hexadecimal or decimal notation.

An IPX address consists of a 4-byte network address and a 6-byte host
address, separated by a period (for example, 0x0000AB12.0x000000CD1234
[leading zero padding is not required]). Ox indicates that the addressisin
hexadecimal notation.

An IPX addressin decimal notation consists of a 4-byte network address and
a 6-byte host address, where each byte is a number between 0 and 255,
inclusive, and each byte is separated from the next byte by a period (for
example, 0.1.23.47.0.0.0.1.2.55).

Note: If you issue an IPX ping to an entity on atoken ring network, you must
=>| enter the host portion of the IPX addressin byte-swapped (noncanonical)
form.
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3.

5.

In the Timeout field, type the number of seconds after which each ping
times out.

If the router receives aresponse to a ping after it times out, it does not send an
“alive’ message to Site Manager.

Inthe Retriesfield, typethe number of successivetimestherouter should
repeat the ping.

The router does not wait for the timeout before sending the next ping.

Click on Ping.

IPX Ping Responses

Site Manager displays one of the following messages when you issue an IPX ping.
(If you enter avalue other than O for Retries, Site Manager displays one of the
following messages for the default ping, plus one for each additiona ping.)

A target address “is unreachable” message appears if the router cannot find
the specified network address in its table of IPX networks, for example:

I PX ping: OxAB12. CD1234 is unreachabl e

An “aive” message appears if the router receives an IPX reply packet from
the target device within the timeout period, for example:

I PX ping: OxABl12.(D1234 is alive

A “does not respond” message appearsif the IPX address of the target device
isresolved, but the router does not receive an IPX reply packet from the target
device within the timeout period, for example:

I PX ping: OxABl2. CD1234 does not respond

An “invalid parameter specified” message appearsif the network or host
addressisall Os, all Fs, or not avalid IPX address, for example:

IPX ping: invalid paraneter specified

A “resource error” message appearsif the router cannot allocate a buffer for
the request because no buffers are available, for example:

I PX ping: resource error

11-8
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OSI Ping

When you issue an Open Systems Interconnection (OSl) ping, the router sends a
Connectionless Network Protocol (CLNP) echo request to the remote network
service access point (NSAP) address you specify. The remote device respondsif it
can be reached, and Site Manager displays the response.

To send a CLNP echo request:

1. Inthemain Site Manager window, choose Administration >
Ping from Router > OSl.

The OSI Ping window opens (Figure 11-6).

.
L
=]

Camuzm ]

Figure 11-6.  OSI Ping Window

2. IntheAddressfield, typethe NSAP address of the remote devicein
hexadecimal notation.

3. IntheTimeout field, type the number of secondstherouter should wait
for aresponse from theremote device.

If the router receives aresponse to a ping after it times out, it does not send an
“alive” message to Site Manager.

4. IntheRetriesfield, typethenumber of successivetimestherouter should
repeat the ping.

The router does not wait for the timeout before it sends the next ping after a
response to a previous ping is received.

5. Click on Ping.
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OSI Ping Responses

Site Manager displays one of the following messages when you issue an OSI ping.
(If you enter avalue other than O for Retries, Site Manager displays a message for
the default ping plus one for each additiona ping.)

An“alive’” message appearsif the router receives a CL NP echo response from
the target device within the timeout period, for example:

Csl ping: 49000400000a12121200 is alive

A target address “is unreachable” message appears if the local router cannot
find the specified address in its routing table, for example:

C8l ping: 49000400000a12121200 i s unreachabl e

A “does not respond” message appears if the NSAP address of the target
deviceisresolved, but the router does not receive a CLNP echo response from
the target device within the timeout period, for example:

Csl ping: 49000400000a12121200 does not respond

An “NSAP addressistoo short” message appears if the NSAP addressis too
short. The allowed NSAP address length is 20 hexadecimal characters (10
bytes), for example:

OBl ping: NSAP address is too short

An“OSl serviceisnot running” message appearsif the OSI serviceis not
enabled on the router, for example:

C8l ping: OBl service is not running

A “resource error” message appears if the router cannot allocate a buffer for
the request because no buffers are available, for example:

Csl ping: resource error

A “system error” message appears if the Technician Interface fails, for
example:

C8l ping: systemerror

A “<YVVYYYYYYYYYYYYY.Y.YY.Y> isabad NSAP address’ message
appearsif the NSAP address is more than 20 characters.

VY.Y.YYY.Y.YYY.Y.YY.Y.Y.Y.Y.Y.y.y isthe address of the CLNP host.
For example:
C8l ping: 1234567 is a bad NSAP address

11-10
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VINES Ping

When you issue aVINES ping to aremote VINES device, the router responds if
the device can be reached. Site Manager displays the response.

To send aVINES request to determine the network connectivity of aVINES host:

1. Inthemain Site Manager window, choose Administration >
Ping from Router > VINES.

The VINES Ping window opens (Figure 11-7).

Figure 11-7.  VINES Ping Window

2. IntheNet. Host field, type the network and host address of the remote
device you want to ping.

The Network ID isthe 32-bit serial number of the server node that identifies
thelogical grouping of nodes on aVINES network. The Host addressis the
16-hit subnetwork number that identifies the node within the server node's
logical grouping.

Note: You can enter the network and host addressesin decimal or hexadecimal
format. If you use hexadecimal format, precede each address with the Ox
prefix.
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3.

7.

In the Timeout field, type the number of seconds after which each ping
times out.

If the router receives aresponse to a ping after it hastimed out, it does not
send an “alive” message to Site Manager.

Inthe Retriesfield, typethe number of successivetimestherouter should
repeat the ping.

The router does not wait for the timeout before it sends the next ping.

In the Packet Sizefield, type the number of bytes of data to send with
each ping.

IntheTraceroutefield, specify y (yes) if you want therouter to generatea
path report that displaystheintervening hop addressesto the
destination.

Click on Ping.

VINES Ping Responses

Site Manager displays one of the following messages when you issue aVINES
ping. (If you enter avalue other than O for Retries, Site Manager displays a
message for the default ping, plus one for each additional ping.)

An “aive’ message appearsif the router receives a response from the target
device within the timeout period. The message also indicates the size of the
test packet, for example:

VI NES pi ng: 2705682.8003 is alive (size = 16 bytes)

A “does not respond” message appears if the address of the target deviceis
resolved, but the system did not receive a response from the target device
within the timeout period, for example:

VI NES pi ng: 2705682. 8003 does not respond

A target address “is unreachable” message appearsiif the router cannot find
the specified address in its routing table, for example:

VI NES pi ng: 2705682. 8003 i s unreachabl e

A “resource error” message appears if the router cannot allocate a buffer for
the request because no buffers are available, for example:

VI NES pi ng: resource error

11-12
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* An‘“invalid parameter specified” message appearsif you specify aninvalid
parameter when you issue aVINES ping, for example:

VI NES ping: invalid paraneter specified

A “VINESserviceisnot running” message appearsif the VINES serviceis
not enabled on the router, for example:

VINES ping: VI NES service is not running

AppleTalk Ping

When you issue an AppleTalk ping to aremote AppleTak device, the router
responds if the device can be reached, and Site Manager displays the response or
the result of the request.

To send an AppleTak request to determine the network connectivity of an
AppleTalk host:

1. Inthemain Site Manager window, choose Administration >
Ping from Router > AppleTalk.

The AppleTak Ping window opens (Figure 11-8).

= |

Figure 11-8.  AppleTalk Ping Window
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2.

IntheNet.Host field, type the networ k addressand node I D of theremote
device you want to ping.

The range of valid values for an AppleTak network addressisfrom 1 to
65279 (decimal). The range of valid values for an AppleTalk node ID isfrom
1to 254 (decimal).

Note: You can enter the network address and node ID in decimal or
hexadecimal format. (If you use hexadecimal format, precede each address or
node ID with the Ox prefix.)

3.

6.

Inthe Timeout field, type the number of seconds after which each ping
times out.

If the router receives aresponse to a ping after it hastimed out, it does not
send an “alive” message to Site Manager.

Inthe Retriesfield, typethe number of successivetimestherouter should
repeat the ping.

The router does not wait for the timeout before it sends the next ping.

In the Packet Sizefield, type the number of bytes of data to send with
each ping.

The maximum is 585 bytes.

Click on Ping.

AppleTalk Ping Responses

Site Manager displays one of the following messages when you issue an
AppleTalk ping. (If you enter avalue other than O for Retries, Site Manager
displays a message for the default ping, plus one for each additional ping.)

An“aive’ message appearsif the router receives a response from the target
device within the timeout period. The message also indicates the size of the
test packet, for example:

Appl eTal k ping: 2553.217 is alive (size = 16 bytes)

A “does not respond” message appears if the address of the target deviceis
resolved, but the system did not receive aresponse from the target device
within the timeout period, for example:

Appl eTal k pi ng: 2553. 217 does not respond

11-14
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A target address “is unreachable” message appears if the router cannot find
the specified address in its routing table, for example:

Appl eTal k pi ng: 2553.217 is unreachabl e

A “resource error” message appears if the router cannot allocate a buffer for
the request because no buffers are available, for example:

Appl eTal k ping: resource error

An “invalid parameter specified’ message appearsif you specify aninvalid
parameter when you issue an AppleTalk ping, for example:

Appl eTal k ping: invalid paraneter specified

An*“AppleTak serviceis not running” message appearsif the AppleTak
serviceis not enabled on the router, for example:

Appl eTal k ping: Appletal k service is not running

117347-A Rev. A
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APPN Ping

When you issue an APPN ping to aremote APPN device, the remote device
respondsif it can be reached, and Site Manager displays the response or the result
of the request. APPN ping uses the APING (APPN Ping) Transaction Program
(TP) to send an APING reguest to the APING TP running on the remote device.

To send an APPN ping request:

1. Inthemain Site Manager window, choose Administration >
Ping from Router > APPN.

The APPN Ping window opens (Figure 11-9).

Figure 11-9.  APPN Ping Window

2. IntheTarget CP/LU Namefield, typethe APPN address of the remote
device.

Enter the address in the format of a Control Point name.

Use the format <network ID>.<CP name> if the remote device is not on the
same network as the router.

11-16
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3. IntheMode Namefield, optionally type one of the following values:

» #INTER for interactive mode, for example, when there is not much data
involved and response time is very important

 #BATCH for batch-like mode, when there is alot of data involved and
response time is not important

« H#INTERSC for asecure version of the interactive mode
e  #BATCHSC for a secure version of the batch-like mode

You can leave this field blank to use the default mode, which is similar to
#INTER.

APPN route calculation uses the mode characteristics when determining the
optional route. Specifying a mode for the ping will test whether aroute exists
that is suitable to carry the type of traffic that the mode identifies.

4. IntheData Sizefield, typethe number of bytes of data to send with each
ping.

5. IntheRetriesfield, typethe number of successivetimestherouter should
repeat the ping.

The router does not wait for the timeout before it sends the next ping.

6. IntheTimeout field, typethe number of seconds after which each ping
times out.

If the router receives aresponse to a ping after it has timed out, it does not
send an “alive’ message to Site Manager.

7. Click on Ping.
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APPN Ping Responses

Site Manager displays one of the following messages when you issue an APPN
ping; Site Manager displays only one message, regardless of the number of retries
you specified.

An“aive’ message appearsif the router receives a response from the target
device within the timeout period, for example:

APPN ping: bay is alive
A “did not completein the time allowed” message appearsif the nodeis alive

but congested, the data transfer time exceeded the timeout period, or the
directory search is not complete, for example:

APPN ping: ping of bay did not conplete in the time all owed

An “unreachable” message appearsif no route could be calculated to the
remote device, or if the remote device does not support APING, for example:

APPN pi ng: bay is unreachabl e

An*“invalid name” message appearsif the specified node name or mode name
isinvalid, for example:

APPN ping: invalid nane specified

An*“APPN serviceisnot running” message appearsif the APPN serviceisnot
enabled on the router, for example:

APPN pi ng: APPN service is not running

11-18
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Monitoring Network Activity Using the Ping MIB

You can track network availability and response time using the ping MIB. The
ping MIB supports | P ping requests only. The ping MIB is a group of tables that
stores the following information for one or more ping requests:

»  General ping information, such as the address you want to ping, whether you
want to use trace routing and source routing, and the frequency of the ping

» Traceroute datathat showsthe | P addresses the ping went through to reach its
destination

»  Source route data, which contains the | P addresses that you want the ping to
go through instead of those in the routing table

» History data about previous pings that you chose to initiate at specific
intervals

You work with the ping MIB as a diagnostic tool, which distinguishes it from the
Ping from Router option described in “ Checking Router Connections Using Ping”

on page 11-2.

To use the ping MIB, you must first define the IP addresses that you want to ping.
You can enter the addresses of routers, host computers, or any device on the
network. The ping MIB stores the results of the ping requests. You can then
monitor those results using the Statistics Manager in Site Manager. You can also
create your own application to query the ping MIB, analyze the data, and generate
reports of the information.

In addition to the Statistics Manager, you can use applications such as IBM
NetView/6000, SunNet Manager, and HP OpenView to work with the ping MIB.

To use the ping MIB to track network availability and response time, you must:
e Configure IP ping requests.
* Review IP ping statistics.

The sections that follow explain how to do this.
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Configuring IP Ping Requests
The ping MIB supports IP ping requests only.

To configure the ping requests and store the results in the ping MIB:
1. Connect totherouter.
Refer to Chapter 1 for instructions.

2. Inthemain Site Manager window, choose Tools > Configuration
Manager > L ocal File, Remote File, or Dynamic.

Refer to Chapter 2 for information about opening a configuration file.

3. IntheConfiguration Manager window, choose Platform >
Ping at Intervals> IP.

The Ping at Intervals window opens (Figure 11-10).
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Figure 11-10. Ping at Intervals Window
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4.

Click on Add.
The IP Ping Parameters window opens (Figure 11-11).

Figure 11-11. IP Ping Parameters Window

10.

TypethelP addressthat you want to ping, then click on OK.

You return to the Ping at Intervals window.

Select the I P addressfor which you want to configure the ping request.
Specify values for the parametersin the Ping at | ntervals window.

Refer to the parameter descriptions beginning on page B-17 or click on Help.
Click on Apply.

If you are working in dynamic mode, click on Ping Start.

The router pingsthe | P address at the interval you specified.

Site Manager stores the results of the ping requestsin the ping MIB tables.

Repeat steps 4 through 9 to configure ping requests for additional 1P
addresses.

To stop trying an address, select the address in the Ping at Intervals window
and click on Ping Stop.
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Deleting Ping Requests

To remove the results of aping request from the ping MIB:

1. InthePingat Intervalswindow, select the ping request you want to
delete.

2. Click on Delete.
3. Click on Apply.
4. Click on Done.

Site Manager removes all entriesfor the selected request from the appropriate
tables. You return to the Configuration Manager window.

Specifying Source Routes for Ping Requests

If you want to use strict or loose source routing for the ping request, you must set
the Source Route parameter to the appropriate value in the Ping at Intervals
window (refer to Figure 11-10), then specify the routes that you want to use.

To specify source routes:
1. InthePing at Intervalswindow, click on Source Route.

The Source Route Entries window opens (Figure 11-12).
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Figure 11-12. Source Route Entries Window
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2. Click on Add.

The Source Ping Parameters window opens (Figure 11-13).

Figure 11-13. Source Ping Parameters Window

In the Source Addressfield, type the | P address of thefirst device you
want to ping.

Click on OK.

You return to the Source Route Entries window. The |P address you just
entered appearsin the list.

To enter additional source route addresses, repeat steps 2 through 4.

You can enter as many as eight source route addresses. Be sure to enter the
source route addresses in the order that you want the packet to traverse them
(from source to destination).

Click on Apply.
Click on Done.
You return to the Ping at Intervals window.
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Changing or Deleting Source Route Addresses

To change an |P address in the Source Route Entries window:
1. InthePingat Intervalswindow, click on Source Route.

The Source Route Entries window opens (refer to Figure 11-12).

2. Click on theaddressin thelist you want to change or delete.
The address appears in the Ping Source Route Address field.

3. Dooneof thefollowing:
* Enter the new address in place of the old one.
» Click on Delete to remove the entry.

Site Manager removes the entry from the Source Route Entries window
and from the ping MIB tables.

4. Click on Apply.
5. Click on Done.
Your changes are saved and you return to the Ping at Intervals window.

To save your changes without exiting the window, click on Apply.

Reviewing IP Ping Statistics

You can view the information in the ping MIB using the Statistics Manager. The
Statistics Manager provides four default windows that contain information from

the ping MIB (Table 11-1).

Table 11-1. Default Ping MIB Statistics Windows

Window Name Contains Information from
pingmain.dat Main ping MIB table
pinghist.dat Ping history table
pingsrc.dat Ping source route table
pingtrc.dat Ping trace route table

Refer to Chapter 8 for information about retrieving statistics screens.
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Removing Entries from the Ping MIB

You should periodically clear entries from the ping MIB to prevent the entries
from using up too much of your router’s memory resources.

To remove entries from the ping tables (main, history, source route, and trace):

1. InthePingat Intervalswindow, select the | P address of the device whose
ping infor mation you want to remove.

2. Click on Delete.
3. Click on Done.

You return to the Configuration Manager window.

117347-A Rev. A 11-25






Appendix

A

Operating Site Manager with UNIX Commands

Y ou can start Site Manager and access most Site Manager tools directly from the
command line on a UNIX workstation. You cannot use the command-line options
to start the Image Builder tool. Instead, at the command line, type builder to start

the tool.

Bay Networks recommends that only experienced Site Manager operators use the

command line to operate Site Manager.

Table A-1 lists the commands for starting Site Manager tools from the UNIX

command line.

Table A-1. Site Manager Startup Commands

Command Function

wfsm Starts Site Manager

wfcfg Starts the Configuration Manager
wflog Starts the Events Manager
wftraps Starts the Trap Monitor

wfrfs -a <SNMP_agent_IP_address>

Starts the Router Files Manager and
establishes a connection with the router

wfstats -a <SNMP_agent_IP_address>

Starts the Statistics Manager and
establishes a connection with the router

wflaunch -a <SNMP_agent_IP_address>

Displays an individual statistics window
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You can include options in the startup command line to override Site Manager

default settings. Table A-2 describes the available options.

Table A-2. Site Manager Startup Command Options
Startup Default
Startup Option Commands Function Setting Example
-c <SNMP All Specifies the SNMP | public wfsm -c Sitemgr
community> community string
-a <SNMP agent IP | Mandatory for Specifies the SNMP | none wfstats -a 192.32.4.2
address> wfrfs, wfstats, agent’s IP address
and wflaunch.
Use with other
commands when
you want to
connect to a
router.
-m <SNMP MIB All Specifies the MIB WFMIB.defs |wfcfg -m mymib.defs
definitions file> definitions file in the
path /usr/wt/lib
-r <SNMP retry All Specifies the number |3 wflog -r 5
count> of SNMP retries
-t <SNMP timeout> | All Specifies the number |5 wflog -t 10
of seconds for the
SNMP timeout
-s <SNMP All Specifies the UDP 0 wftraps -s 161

destination port>

port for the SNMP
destination. The
default setting
causes the
application to retrieve
the SNMP
destination port from
/etc/services

(continued)
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Table A-2. Site Manager Startup Command Options (continued)
Startup Default
Startup Option Commands Function Setting Example
-e <SNMP trap port> | wfsm Specifies the UDP 0 wftraps -e 161
wftraps port on which the
Trap Monitor should
listen for SNMP
traps. The default
setting causes the
application to retrieve
the SNMP trap port
from /etc/services.
-v <config volume> |wfsm Specifies the volume |2 wfsm -v 3
wfcfg for remote
configuration file
access
-f </path/> <file> wfcfg Specifies the 2 wfcfg -f /wfffile.cfg
wflaunch configuration or
statistics screen file
name
-0 <config mode> wfcfg Specifies the local wfcfg -o remote
configuration mode:
local, remote, or
dynamic
-p wflaunch Displays an individual |10 wflaunch -a 192.32.4.2

statistics window in
preview mode
(without displaying
data)

_pl
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To start a Site Manager tool from the UNIX command line:
1. Accessan X window on your UNIX workstation.

2. Typeoneof thecommandsfrom TableA-1 and the command options you
want from Table A-2.

3. Append the command with a space and an ampersand (&).

This action ensures that you can continue to enter commands in the
command-line window while the tool is open.

Example

You can type the following command to start the Configuration Manager with a
connection to I P address 192.32.4.2 and an SNMP timeout of 10 seconds:

wfcfg -a 192.32.4.2 -t 10 &

The Configuration Manager window opens, displaying the | P address of the router
you specified.
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Appendix B
Site Manager Parameters

You can modify many configuration parameters to set up Site Manager operation,
for example, the router connections parameters, system information parameters,
and boot parameters. This appendix contains the parameters that you can modify.

When you configure parameters in Site Manager windows, you are modifying
attributes in the Bay Networks MIB.

For each parameter, the descriptions include information about default settings,
valid parameter options, the parameter function, instructions for setting the
parameter, and the MIB object ID.

The Technician Interface lets you modify parameters by issuing set and commit
commands that specify the MIB object ID. This processis equivalent to
modifying parameters using Site Manager.

For more information about using the Technician Interface to access the MIB,
refer to Using Technician Interface Software.

Caution: The Technician Interface does not verify that the value you enter for
a parameter isvalid. Entering an invalid value can corrupt your configuration.
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Router Connection Options Parameters

This section describes the parameters in the Router Connection Options window.

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Node Name/I P Address
None
Valid host name or valid | P address

Specifies the host name or | P address of the Bay Networks router with
which you want to establish a management session. The I P address you
enter becomes the default router connection address. When you open a
Site Manager tool and choose Options > Router Connection, the Router
Connection Options window displays this address.

Enter the host name or | P address of the router. You can use the host name
to establish a management session only if it isincluded in the
workstation’s host file.

None

Identity (Community)
Public
Any valid SNMP community name

Specifies the SNM P community name you want Site Manager to use
when communi cating with the router.

Enter the SNMP community name. If you want to use the Configuration
Manager to reconfigure the router, you must enter the name of a
community with read-write access to the specified router.

On any router that is not configured with a valid SNMP community, Site
Manager configures a“public’ community with awildcard manager
(using an | P address of 0.0.0.0). This ensuresthat Site Manager can
access the router. You should reconfigure the “public” community, with
universal access limited to read-only privileges. For more information,
refer to Configuring SNMP, RMON, BootP, DHCP, and RARP Services.

None
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Timeout (seconds)
5
1 to 300 seconds

Specifies the number of seconds Site Manager waits for a response from
the router after it issuesan SNMP SET or GET before reissuing the
command.

Use the slide bar to select the number of seconds for this parameter.
None

Retries (per request)
3
1to 32 attempts

Specifiesthe number of times Site Manager will reissue acommand when
the router does not respond.

Use the dide bar to specify the number of retries.
None
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System Information Parameters

This section describes the parameters in the Edit System Description window.

Parameter:  System Name
Default:  None
Options:  Any name
Function:  Identifies thisrouter.
Instructions:  Enter a name for this router.
MIB Object ID: 1.3.6.1.4.1.18.3.3.15

Parameter:  System Contact
Default:  None
Options:  Any person’s hame
Function:  Provides the name of the person to contact about this router.
Instructions:  Enter the name of the contact person, and away to contact that person.
MIB Object ID: 1.3.6.1.4.1.18.3.3.1.4

Parameter:  System Location
Default:  None
Options:  Any place
Function:  Identifies the physical location of this router.
Instructions:  Enter alocation description for this router.
MIB Object ID: 1.36.1.4.1.18.3.3.1.6
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Console Port Parameters

This section describes the parameters in the Console Lists window.

Parameter:
Default:

Options:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Enable

Enable (first port)
Disable (other ports)

Enable | Disable

Enables or disables the serial port. Thefirst port on arouter is enabled by
default. The other ports on routers with multiple serial ports are disabled
by defauilt.

Select the status of the serial port.
136.1.4.1.1833.211.1.1.2

Port Type

TI

TI

Configures the port for the Technician Interface.
Accept the default value.
1.3.6.1.4.1.183.3.2.11.1.1.7

Baud Rate

9600

9600 | 4800 | 2400 | 1200 | 600 | 300

Specifies the rate of data transfer between the console and the router.
Set according to your console requirements.
13.6.141.183.3.211.1.1.8
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions:
MIB Object ID:

Port Data Bits
8
7|8

Specifies the number of bitsin each ASCII character received or
transmitted by the router.

Set according to your console requirements.
1.36.1.4.1.18.3.3.2.11.1.1.9

Port Parity
None
None | Odd | Even

Enables or disables data error detection for each character transmitted or
received.

Set according to your console requirements. Odd or Even enables data
error detection. None disables data error detection.

136.14.1.1833211.1.1.10

Stop Bits
1
1| 1.5] 2 bits

Specifies the number of bits that follow each ASCII character received or
transmitted by the router.

Set according to your console requirements.
1.36.1.4.1.18.33.211.1.1.11
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Parameter:
Default:
Options:

Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Enable M odem
Disable
Enable | Disable

Specifieswhether the terminal is connected directly or viaamodem to the
Technician Interface.

Select Enableif the terminal is connected via a modem to the Technician
Interface.

Select Disable if the terminal is connected directly to the Technician
Interface.

136.14.1.1833211.1.1.12

Lines Per Screen

24

1t0 99

Specifies the maximum number of lines displayed on the console screen.
Set according to your console requirements.
1.3.6.1.4.1.18.3.3.211.1.1.13

More Enable
Enable
Enable | Disable

Specifies whether the Technician Interface pauses after the screen fills
with data.

Select Enable to configure the Technician Interface to pause after the
screen fills with data.

Select Disable to configure the Technician Interface not to pause after the
screen fills with data.

1.36.14.1.1833211.1.1.14
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Parameter:
Default:
Options:

Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Prompt
$

Any string of up to 19 keyboard characters other than control key
sequences

Specifies the text used as a prompt on your console screen. Place
guotation marks around any spaces you want to include in the text string.

Accept the default or enter a different text string.
1.3.6.1.4.1.18.3.3.211.1.1.15

Login Timeout
1
110 99 (99 indicates infinity)

Specifies the number of minutes the Technician Interface waits before
timing out when no one presses the Enter key after the Logi n: prompt.
This parameter is valid only when Modem Enableis set to Enable. The
Technician Interface ends the connection when the timeout valueis
exceeded.

Accept the default, or enter a new timeout value.
1.3.6.1.4.1.183.3.211.1.1.16

Passwor d Timeout
1
110 99 (99 indicates infinity)

Specifies the number of minutes the Technician Interface waits before
timing out when no one presses the Enter key after the Passwor d: prompt.
This parameter isvalid only when Modem Enableis set to Enable. The
Technician Interface returns to the Logi n: prompt when the timeout value
is exceeded.

Accept the default, or enter a new timeout value.
13.6.1.4.1.183.3.2.11.1.1.17
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Command Timeout
15
1to 99 (99 indicates infinity)

Specifies the number of minutes that can elapse before the Technician
Interface disconnects the session if you do not enter acommand at the
command prompt. This parameter is valid only when Modem Enableis
set to Enable.

Accept the default, or enter a new timeout value.
1.3.6.1.4.1.18.3.3.2.11.1.1.18

Login Retries
3
1t0 99 (99 indicates infinity)

Specifies the maximum number of login attempts you can make before
the Technician Interface disconnects the session. This parameter isvalid
only when Modem Enableis set to Enable.

Accept the default, or enter anew retry value.
13.6.1.4.1.18.3.3.211.1.1.19

Manager Auto Script
None
Any text string

Specifies the manager’s login script file, which is automatically executed
for each login.

Enter the name of the login script file for the manager. For more
information, refer to Using Technician Interface Software.

1.36.14.1.18.332.11.1.1.29
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Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions:

MIB Object ID:

User Auto Script
None
Any text string

Specifies the user’s login script file, which is automatically executed for
each login.

Enter the name of the login script file for the user. For more information,
refer to Using Technician Interface Software.

1.36.1.4.1.18.3.3.2.11.1.1.30

Force User Logout Enable
Disable
Enable | Disable

Enabling this option forces the user to log out if he or she tries to escape
from the autoscript.

Select Enableto force the user to log out if an attempt is made to escape
the autoscript.

136.14.1.1833211.1.1.31
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RUI Boot Group List Parameter

This section describes the parameter in the RUI Boot Group List window.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Enable
Enable
Enable | Disable

Enables or disables a scheduled boot for a group of routers that you
designate.

Select Disable to prevent routers from booting according to the schedule
you defined. Otherwise, accept the default, Enable.

1.36.1.4.1.1833214.1.2
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RUI Boot Interface Parameters

This section describes the parameters in the RUI Boot Interface Parameters
window.

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:
Parameter:

Default:
Options:

Function:
Instructions:

MIB Object ID:
Parameter:

Default:
Options:

Function:
Instructions:

MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables a scheduled boot of a particular router.

Select Disable to prevent a scheduled boot of a particular router.
Otherwise, accept the default, Enable.

1.36.1.4.1.18.33214.2.1.2

Image Name
None

Any valid boot imagefile, for example, bn.exe, along with the volume that
containsthisfile

Designates which image file the router uses to boot.

Enter the volume and image file name in the format
<volume>:<image file>, for example 2:bn.exe.

1.3.6.1.4.1.18.3.3.2.14.2.1.5

Configuration File Name
None

Any valid configuration file, along with the volume that contains the
configuration file

Designates the configuration file that the router uses to boot.

Enter the volume and configuration file name in the format
<volume>:<configuration file>, for example 2: config.

1.3.6.1.4.1.18.3.3.2.14.2.1.6
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RUI Boot Parameters

This section describes the parameters in the RUI Boot Parameters window.

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Year

None

1970 to 2070

Specifies the year that the scheduled boot will occur.
Specify ayear.

None

Month

None

1to12

Specifies the month of the year that the scheduled boot will occur.
Enter an integer for a specific month.

None

Day

None

1to31

Specifies the date of the month that the scheduled boot will occur.
Enter an integer for the day of the month.

None

117347-A Rev. A
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Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:

Function:
Instructions;

MIB Object ID:

Hour

None

0to23

Specifies the hour of the day that the scheduled boot will occur.
Enter an integer from O to 23 for the hour.

None

Minute

None

0to59

Specifies the minute of the hour that the scheduled will occur.
Enter an integer from 0 to 59 for the minute.

None

Second

None

0to 60

Specifies the second that the scheduled boot will occur.
Enter an integer from 0 to 60 for the second.

None

Boot Image Name
None

Any valid boot imagefile, for example, bn.exe, along with the volume that

contains thisfile
Specifies which image file the router uses to boot.

Enter the volume and image file name in the format
<volume>:<image file>, for example, 2:bn.exe.

1.3.6.1.4.1.18.33.2.14.2.15
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Parameter:
Default:
Options:

Function:

Instructions:
MIB Object ID:
Parameter:
Default:

Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Boot Configuration File
None

Any valid configuration file, along with the volume that contains the
configuration file

Specifies the configuration file that the router uses to boot.

Enter the volume and configuration file name in the format
<volume>:<configuration file>, for example, 2: config.

1.3.6.1.4.1.18.3.3.2.14.2.1.6

Local Time/UTC Offset
None
LOCAL | PLUS | MINUS

Specifies whether the local time zone is ahead of or behind the Universal
Time Code (UTC).

Enter PLUS if your time zoneis ahead of the Universal Time Code (UTC)
or MINUS:If it is behind the Universal Time Code (UTC). Enter the value
in uppercase letters. Do not enter LOCAL unlessthe UTC offset of the
router's system clock is set to 0. Refer to Chapter 1 for instructions on
setting the router’s time.

After you enter PLUS or MINUS, the Hours from UTC and Minutes from
UTC parameters become active.

None

Hoursfrom UTC
None
Oto11

Specifies the number of hours that the local time zone differs from the
Universal Time Code (UTC).

Enter an integer that reflects the difference in hours between the local
time zone and the UTC.

None

117347-A Rev. A
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Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Minutesfrom UTC
None
0to 59

Specifies the number of minutes that the local time zone differs from the
Universal Time Code (UTC).

Enter an integer that reflects the difference in minutes between the local
time zone and the UTC.

None

Trap Parameters

This section describes the parameters in the Trap Port and Trap Types window.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Trap Port
162
1109999

Specifies the number of the port on the Site Manager workstation to
which the SNMP agent sends traps.

Accept the default, 162, or change the UDP port number to use adifferent
port for the Site Manager workstation. Do not use a port used by another
application.

1.36.1.4.1.1835.35.1.15

Trap Types

Generic

All | Generic | Specific | None

Specifies the type of trap messages that are sent to the SNMP manager.

Select the types of traps that you want to receive. Refer to Chapter 7 for
an explanation of each trap type.

136.14.1.1835351.1.6
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Ping Parameters

This section describes the parameters in the Ping at Interval s window.

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

IP Address

None

Any valid IP address

Specifies the | P address of the device you want to ping.

To change the | P address that appearsin thisfield, type the new addressin
place of the existing one.

1.36.14.1.1833213.1.14

Ping Site Name

None

Any name you want for the device from which you are trying to connect.
Serves as descriptive information for your use.

Optionally, enter a name for your ping site.
1.3.6.1.4.1.18.3.3.2.13.1.1.17

Packet Size
16
1to 4850

Specifies the size of the Internet Control Message Protocol (ICMP)
packet in bytes.

Enter the number of bytes of data that you want to send with each ping.
1.3.6.1.4.1.183.3.2.13.1.1.5
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Parameter:
Default:
Options:

Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:

Time Out
5| 15 (APPN only)
1 to 65535

Sets the length of time (in seconds) after which an unsuccessful ping
expires.

Enter avalue from 1 through 65535.
1.3.6.1.4.1.18.3.3.2.13.1.1.6

Ping Retry

0

1to0 65535

Specifies the number of successive timesto repeat a ping.
Enter avalue from 1 through 65535.
1.3.6.1.4.1.183.3.2.13.1.1.7

Ping Delay
250
1to0 65535

Specifies the amount of time (in milliseconds) to wait before sending the
next ICMP echo packet.

Enter avalue from 1 to 65535.
1.36.1.4.1.18.3.3.2.13.1.1.9
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Parameter:
Default:
Options:
Function:

Instructions;
MIB Object ID:
Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Timer

0

Any integer

Specifies the number of minutes that will pass before the ping occurs
again.

Enter an integer, or enter O if you want to initiate the ping request only
once.

1.36.14.1.18332131.1.11

Trace Route
PING_NOTRACE
PING_NOTRACE | PING_TRACE

L ets you turn on the Trace Routes feature to show the intermediate P
addresses (hops) the ICMP echo packet went through to reach the
destination address.

Select PING_TRACE to turn on the Trace Routes feature; otherwise,
accept the default, PING_NOTRACE.

1.36.14.1.18.33.2.13.1.1.8
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Parameter:
Default:
Options:

Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:

MIB Object ID:

Source Route
PING_NOSOURCEROUTE

PING_NOSOURCEROUTE | PING_STRICTSOURCEROUTE
| PING_L OOSESOURCEROUTE

L etsyou override the routing table and specify the alternate addresses you
want the ping to go through.

Choose the default, PING_NOSOURCEROUTE, to use the routing table.

Choose PING_STRICTSOURCEROUTE if you want to specify all the IP
addresses that the ping must go through to reach the destination address.
You must know all of the addresses for strict source routing to work. With
strict source routing, if the ping cannot get from one of the specified
addresses to another, the ping terminates.

Choose PING_LOOSESOURCEROUTE if you want to specify the
addresses that the ping should go through to reach the destination address;
however, the ping might pass through intermediate hops between the
addresses you specify.

If you choose strict or loose source routing, click on Source Route to
specify the routes.

136.14.1.18332131.1.12

Ping Source Address

0.0.0.0

Any valid IP address

Specifies the I P address of the source of the ping request.

Optionally, enter the | P address you want to use as the source address of
the ping request. This should be the I P address of the outgoing port on the
router.

1.36.1.4.1.18.3.3.213.1.1.13
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Parameter:
Default:
Options:

Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Ping Type of Service
NORMAL

NORMAL | PRIORITY |IMMEDIATE | FLASH | FLASH_OVERRIDE
CRITIC_ECP | INTERNETWORK_CONTROL
NETWORK_CONTROL

Specifies the quality of service (service precedence) for handling the
ICMP packet.

Accept the default, NORMAL, for routine service, or choose one of the
other types of service. Refer to an IP programmer’s manual for
information about the different types of services.

136.14.1.18332131.1.14

Num Hist Buckets Requested
1
1to 60

If theping ison atimer (that is, if you set the Timer parameter to avalue
other than 0), this parameter specifies the number of entries that you want
to store in the Ping History table. In other words, you can save
information about each ping request sent on the expiration of atimer. (If
the ping is not on atimer, the ping generates only one entry in the history
table.)

Enter a number from 1 to 60 to specify the number of instances of the
ping you want to save information about in the Ping History table.

136.1.4.1.183.32.13.1.1.15
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Syslog Group Parameters

This section describes the parameter in the Syslog Group Parameters window.

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Enable

Enable

Enable | Disable

Enables or disables the syslog facility on the router.

Set to Disableif you want to disable the syslog facility on the router. Note
that even though the syslog facility is enabled by default, you must use
Site Manager to configure aremote host and enabl e associated filters
before the syslog facility can filter and forward messages.

136.14.1.1833215.1.2
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Syslog Host List Parameters

This section describes the parametersin the Syslog Host List window.

Parameter:
Default:
Options:
Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:
Function:
Instructions:
MIB Object ID:

M essaging Enable

Enable

Enable | Disable

Enables or disables the forwarding of router events to this remote host.

If you want syslog to forward router eventsto this host, accept the default.
Otherwise, choose Disable.

You can aso stop the forwarding of router events to the host by deleting
the host. If you delete aremote host and later decide you want to forward
router events to that host, you must add the remote host again.

1.36.1.4.1.1833215.2.1.2

Host UDP Port

514

514 to 530

I dentifies the UDP port of the remote host.

Type the port number to which you want syslog to send UDP packets.
1.3.6.1.4.1.183.3.2.152.1.4
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Host L og Facility
LOCAL7
LOCALOto LOCALY

Specifies the facility type that syslog appends to router event messages as
part of the priority code. The syslogd daemon on the remote host usesthis
information to determine which system generated the message that syslog
forwarded.

Specify the facility type you want to use. You must also specify the
facility type in the syslog.conf file on the remote host so that the syslogd
daemon knows where to direct event messages from this facility.

1.36.1.4.1.18.3.3.2.15.2.1.5

Host Time Seq Enable
Disable
Enable | Disable

Forwards to the remote host router event messages in the order that they
occur.

Enablethisfeature only if it is essentia that the remote host receive router
event messages in the order that they occur.

When this feature is enabled, the syslog facility pollsthe router, filtersthe
event messages, orders them based on the time they occurred, and then
forwards them to the remote hosts.

When thisfeatureisdisabled, the syslog facility pollstherouter, filtersthe
event messages, and then forwards the messages to the remote hosts.

1.36.1.4.1.18.3.3.215.2.1.6
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Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Parameter:
Default:
Options:
Function:

Instructions:
MIB Object ID:

Maximum Hosts
5
1to 10

Specifies the maximum number of remote hosts you want to configure for
the syslog facility.

Type the maximum number of hosts that will use the syslog facility.
13.6.1.4.1.183.3.2.15.1.4

Log Poll Timer
5
5t0 610,000 seconds

Specifies the amount of time (in seconds) that syslog waits before
initiating another cycleto poll all slots for event messages the router
logged since the previous polling cycle.

Type the number of seconds that syslog waits between polling cycles.
1.3.6.1.4.1.18.3.3.215.1.5
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Syslog Host Filter List Parameters

This section describes the parameters in the Syslog Host Filter List window.

Parameter:  Filter Entity Name
Default:  None
Options:  Any valid entity name

Function:  Specifies the entity whose log messages you want to forward to the
remote host.

Instructions:  Type the name of the entity whose log messages you want to forward to
the remote host. You can click on Values and select an entity name from
the list that appears. Also, Event Messages for Routers provides a
complete list of entity names.

If you select the entity name WILDCARD, syslog uses the parameters
that you specify for thisfilter only if no other operational filters exist for
the remote host. In such cases, syslog applies the filters of the wildcard
entity to all event messages regardless of the entity.

MIB Object ID:  1.3.6.1.4.1.18.3.3.2.15.3.1.4

Parameter:  Filter Enable
Default:  Enable
Options:  Enable | Disable
Function:  Enables or disables the filter for the associated remote host.

Instructions:  If you want the syslog facility to use thisfilter to determine which
messages to forward to the remote host, choose Enable. Otherwise,
choose Disable.

You can stop using this entity filter by deleting thefilter. To do this, select
thefilter in the Syslog Host Filter List window, and then click on Delete.
If you delete an entity filter and later decide you want to use that filter,
you must add the filter again.

MIB Object ID:  1.3.6.1.4.1.18.3.3.2.15.3.1.2
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Log Evt L ower Bound
0
0to 255

Along with the Log Evt Upper Bound parameter, specifies the event
number (code) or range of event numbers (for the current filter) that you
want to forward to the remote host

To specify arange of event numbersthat you want to usein the filter, type
the lower number of the range in this field. You then type the upper
number of the rangein the Log Evt Upper Bound parameter.

The values you type for lower and upper bound are included in the range.
For example, if you specify alower bound of 2 and an upper bound of 7,
sysog forwards all messages that are of event codes 2 through 7,
inclusive. The syslog facility ignores all other event messages.

To filter a specific event code, type the event code in this parameter. Be
sure to type the same code in the Log Evt Upper Bound parameter. For
example, to forward only the log messages that have an event code of 10,
type 10 in thisfield and in the Log Evt Upper Bound parameter.

If you do not want to filter by event code, accept the default, 0. Be sureto
accept the default in the Log Evt Upper Bound parameter.

If you use the wildcard filter entry, 255, the syslog facility ignoresthis
parameter.

1.36.1.4.1.18.3.3.215.3.1.7
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

L og Evt Upper Bound
255
0to 255

Along with the Log Evt Lower Bound parameter, specifies the event
number (code) or range of event numbers (for the current filter) that you
want to forward to the remote host

To specify arange of event numbers, type the upper number of the range
in thisfield. You must specify the lower number of the range in the Log
Evt Lower Bound parameter.

The values you type for lower and upper bound are included in the range.
For example, if you specify alower bound of 2 and an upper bound of 7,
sysog forwards all messages that are of event codes 2 through 7,
inclusive. The syslog facility ignores all other event messages.

To filter a specific event code, type the event code in this parameter. You
must type the same event code in the Log Evt Lower Bound parameter.
For example, to forward only the log messages that have an event code of
10, type 10 in thisfield and in the Log Evt Lower Bound parameter.

If you do not want to filter by event code, accept the default, 255. Be sure
to accept the default in the Log Evt Lower Bound parameter.

If you use the wildcard filter entry, 255, the syslog facility ignoresthis
parameter.

1.36.1.4.1.18.3.3.2.15.3.1.8

B-28

117347-A Rev. A



Site Manager Parameters

Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Severity Mask

None

wli|t]f]d

I dentifies the types of event severity to forward.

If you specified arange of event numbers (using the Log Evt Lower
Bound and Log Evt Upper Bound parameters), syslog ignores this
parameter.

If you did not specify arange of event numbers, enter the types of events
you want to forward. The syslog facility ignores any events that you do
not specify. Use thefirst letter of each severity type you want to include:

W - warning

i - informational
t - trace

f - fault

d - debug

Be sure to type lowercase letters only. Do not separate the |etters with
COMMas Or Spaces.

13.6.1.4.1.18.3.3.2.15.3.1.9
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Slot Lower Bound
0
Oto 14

Along with the Slot Upper Bound parameter, specifies the slot or range of
slots on which you want to filter the log messages for this entity. (In the
case of ASN routers, this parameter specifiesthe module for the particul ar
dlot because an ASN router is considered aslot.)

To specify arange of dots, type the lower number of the range in this
parameter. You then type the upper number of the range in the Slot Upper
Bound parameter.

The values you type for lower and upper bound are included in the range.
For example, if you specify alower bound of 1 and an upper bound of 4,
syslog forwards all messages that occur on slots 1 through 4, inclusive.
The sydlog facility ignores event messages that occur on al other slots,

To filter events for a specific dot, type the slot number in thisfield. Be
sure to type the same number in the Slot Upper Bound field. For example,
to forward only the log messages that occur on sot 2, type 2 in this
parameter and in the Slot Upper Bound parameter.

If you do not want to use thisfilter, accept the default, 0. Be sure to accept
the default in the Slot Upper Bound parameter.

1.3.6.1.4.1.18.3.3.2.15.3.1.10
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Parameter:
Default:
Options:
Function:

Instructions;

MIB Object ID:

Parameter:
Default:
Options:

Function:

Instructions:

MIB Object ID:

Slot Upper Bound
0
Oto14

Along with the Slot Lower Bound parameter, specifiesthe slot or range of
slots on which you want to filter the log messages for this entity. (In the
case of ASN routers, this parameter specifiesthe module for the particul ar
dlot because an ASN router is considered aslot.)

To specify arange of dots, type the upper number of the range in this
parameter. You must specify the lower number of the range in the Slot
Lower Bound parameter.

The values you type for lower and upper bound are included in the range.
For example, if you specify alower bound of 1 and an upper bound of 4,
syslog forwards all messages that occur on slots 1 through 4, inclusive.
The sydlog facility ignores event messages that occur on al other slots,

To filter events for a specific dot, type the slot number in this parameter.
You must type the same number in the Slot Lower Bound parameter. For
example, to forward only the log messages that occur on slot 2, type 2in
this parameter and in the Slot Lower Bound parameter.

If you do not want to use thisfilter, accept the default, 0. Be sure to accept
the default in the Slot Lower Bound parameter.

1.36.1.4.1.18.3.3.2.15.3.1.11

Fault Map
CRIT

EMERG |ALERT | CRIT | ERR | WARNING | NOTICE | INFO |
DEBUG

Maps router event messages with a severity level of fault to an error level
that the UNIX syslogd daemon recognizes. Table B-1 describes each of
these error levels.

Bay Networks recommends that you accept the default UNIX error level
for this severity level. To map this severity level to adifferent UNIX error
level, click on Values, and then choose the error level you want.

1.36.1.4.1.18.3.3.215.3.1.12
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Table B-1. syslogd Error Levels
Error Level Description
EMERG A panic condition that the syslogd daemon normally broadcasts to all
users
ALERT A condition, such as a corrupted system database, that you should
correct immediately
CRIT Critical conditions, such as hard device errors
ERR Errors
WARNING Warning messages
NOTICE Conditions that are not errors, but may require special handling
INFO Informational messages
DEBUG Messages that contain information that is of value only when you are

debugging the network

Parameter:  Warning Map
Default:  WARNING

Options: EMERG |ALERT | CRIT | ERR | WARNING | NOTICE | INFO |
DEBUG

Function:  Maps router event messages with a severity level of warning to an error
level that the UNIX syslogd daemon recognizes. See Table B-1 for a
description of the syslogd error levels.

Instructions:  Bay Networks recommends that you accept the default UNIX error level
for this severity level. To map this severity level to adifferent UNIX error
level, click on Values, and then choose the error level you want.

MIB Object ID:  1.3.6.1.4.1.18.3.3.2.15.3.1.13
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Parameter:
Default:
Options:

Function:

Instructions:

MIB Object ID:

Parameter:
Default:
Options:

Function:

Instructions:

MIB Object ID:

Info Map
INFO

EMERG | ALERT | CRIT | ERR | WARNING | NOTICE | INFO |
DEBUG

Maps router event messages with a severity level of info to an error level
that the UNIX syslogd daemon recognizes. See Table B-1 on page B-32
for a description of the syslogd error levels.

Bay Networks recommends that you accept the default UNIX error level
for this severity level. To map this severity level to adifferent UNIX error
level, click on Values, and then choose the error level you want.

1.36.14.1.1833.2153.1.14

Trace Map
DEBUG

EMERG | ALERT | CRIT | ERR | WARNING | NOTICE | INFO |
DEBUG

Maps router event messages with a severity level of traceto an error level
that the UNIX syslogd daemon recognizes. See Table B-1 on page B-32
for a description of the syslogd error levels.

Bay Networks recommends that you accept the default UNIX error level
for this severity level. To map this severity level to adifferent UNIX error
level, click on Values, and then choose the error level you want.

1.3.6.1.4.1.18.3.3.2.15.3.1.15
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Parameter:
Default:
Options:

Function:

Instructions:

MIB Object ID:

Debug Map
DEBUG

EMERG | ALERT | CRIT | ERR | WARNING | NOTICE | INFO |
DEBUG

Maps router event messages with a severity level of debug to an error
level that the UNIX syslogd daemon recognizes. See Table B-1 on
page B-32 for a description of the syslogd error levels.

Bay Networks recommends that you accept the default UNIX error level
for this severity level. To map this severity level to adifferent UNIX error
level, click on Values, and then choose the error level you want.

1.36.1.4.1.18.3.3.2.15.3.1.16
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Appendix C
Checking SNMP SET Errors

Occasionally, you may receive an SNMP SET error when you try to connect to a
router in dynamic mode. SET errorslock you out of the router for aperiod of time
(the default lockout time is 2 minutes). The router displays one of the following
SET error messages.

e SNW CGeneral Set Error! Machine is currently | ocked by Manager (1P
Addr ess)

o SNWP set error

The SNMP General Set Error message appears when an SNMP SET lockout
condition exists on athe target router.

Common causes for these errors include the following:
» Another person is connected to the router you are attempting to configure.

* An SNMP request from your Site Manager workstation timed out due to
traffic conditions on the network.

*  The SNMP community name that you specified for the SNMP request did not
allow write access to the desired router.

When you are locked out of the router, it may mean that the router rejected one or
more of your SET attempts, or you may need to modify part of your configuration.

For more information about router SNMP SET errors, refer to Configuring SNMP,
RMON, BootP, DHCP, and RARP Services.

117347-A Rev. A
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Receiving an SNMP SET Error

When you receive an SNMP SET error message, click on OK in the error message
box and see if another SET error message appears. If no other SET error message
appearsimmediately, try the SET operation again.

If several SET error messages appear in succession while you are in dynamic
mode, wait for the router’s SNMP lockout condition to clear, then follow these

steps:
1. Deletethecircuit you are attempting to configure.
2. Addthecircuit again.

3. Repeat therest of your configuration.

If the previous steps fail:
1. Exit the Configuration Manager without saving your changes.
2. Reboot therouter with the current (last saved) configuration file.

3. Re-createyour entire configuration.

C-2
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Accessing the SNMP SET Error Log

Your Site Manager workstation can log SNMP SET errors that the router receives.
Figure C-1 shows the logged version of the SET lockout error message.

Message received

When received by locked-out ) )
(timestamp) workstation named  Received by workstation
\ software entity named

Jun 21 16:21:22 corpmgr syslog:

SNMP set error!

Machine is currently locked by manager <198.43.21.156>.
Object wfSyncLineNumber.

Message——

SET attempt failed on Locked manager's IP address

MANOOO5A

Figure C-1. Logged Version of SNMP SET Error Message

By logging the errors, you can examine them and discover their cause. You can
examine the default or designated SNMP SET error log file on your Site Manager
workstation.

The following sections explain how to specify a destination for the SNMP SET
errors on a UNIX workstation or a PC.

Error Messages on a UNIX Workstation

UNIX Site Manager workstations use the standard UNIX syslog facility and
syslog.conf file to specify destinations for SNMP SET error messages. Refer to
the instructions provided in the UNIX man pages for information on syslog and
syslog.conf.

To determine the current destination for the error messages, check the facility
level, user.err, in the /etc/syd og.conf file. The path next to each user.err entry
indicates a destination for SNMP SET error messages.

Modify the syslog.conf file if you want to change the destination for SNMP SET
€rror messages.
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Error Messages on a PC

On aPC, the destination for the SNMP SET error messagesislisted in the
seterror.log file (C: \wf \seterror.log).
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Appendix D
Configuring the syslog Facility

Bay Networks provides an implementation syslog facility that works with the
UNIX sydogd daemon residing on remote host systems. The syslog facility
periodically pollsthe router's event log and forwards any new router event
messages to the remote hosts that you specify. The UNIX syslogd daemon then
sends the messages to the appropriate device.

If you use Site Manager, you can use the Events Manager to examine router
events. However, if you manage your routers using athird-party SNM P-based
network management application, such as the Hewlett-Packard OpenView
Network Node Manager, you can use the sysog facility as an aternative to SNMP
traps for displaying router events.

To configure the syslog facility, you use the Configuration Manager. The
Configuration Manager does the following:

» Delivers event messagesin the order in which they occur
» Filters messages based on a set of criteriathat you define

» Enables or disables the syslog facility

This appendix contains the following information:

Topic Page
Configuring the syslogd Daemon D-2
Understanding How syslog Filters Messages D-3
Configuring the syslog Facility D-4
Deleting the syslog Facility from the Router D-8
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Configuring the syslogd Daemon

You must configure the UNIX syslogd daemon to specify the log files and the
remote hosts that should receive event messages. To do this, you must edit the file
etc/sysog.conf on each remote host.

The syslogd daemon determines where to write event messages based on the
following:

» A priority code that the syslog application attaches to each event message
» Event datafrom the syslog.conf file

The priority code consists of afacility and alevel.

» Thefacility describes the system that originates the event message using the
standard (configurable) UNIX facility names LOCALO through LOCAL?7.

* Thelevel isthe UNIX error level (emerg, aert, crit, err, warning, notice, info,
debug) that you associate with the event message severity level (fault, trace,
warning, information, and debug).

For example, you might map all router fault messages to the UNIX CRIT error
level. You can map more than one router severity level to the same UNIX error
level.

You can also assign afacility and severity levelsto error levels. For example,
suppose you want to log all fault, warning, and debug messages that the syslogd
daemon receives from the router to afile, for example, /usr/adm/logs/baynet.log,
on the remote host. Assume also that you used Site Manager to map fault
messagesto the CRIT error level, warning messages to the WARNING error level,
and debug messages to the UNIX DEBUG level.

You might add aline similar to the following to your syslog.conf file:

local 7.crit;local 7. warni ng; | ocal 7. debug /usr/adni | ogs/ baynet. | og

Be sure that you use atab before the path to thefile, in this example,
{usr/adm/logs/baynet.log.

In this example, the facility isLOCAL?7.

For more information about the syslogd daemon and the syslog.conf file, refer to
the instructions provided in the UNIX man pages.

D-2

117347-A Rev. A



Configuring the syslog Facility

Understanding How syslog Filters Messages

The syslog facility forwards router event messages to aremote host only if thereis
an entity filter for that host. An entity filter isaset of criteriathat you specify to
tell syslog whether to forward an event message. Entities include Bay Networks
software that provides a service, such as TFTP, IP, or the GAME operating
system.

Refer to Event Messages for Routers for a complete list of entities for which you
can create filters.

You can define many entity filters for aremote host, and you can define different
criteriafor each entity. For example, you might define two different APPN filters
for the same host.

The entity filter can filter messages based on the following criteria:
*  Theevent number or range of numbers

For example, you might want syslog to forward only the event messages with
event numbers 5 through 50.

» Theseverity level (warning, fault, trace, information, or debug)
» Thesdlot or range of dotson which the event occurred

For example, you might want only the event messages that occur on slot 4, or
on dlots 2 through 4.

- | Note: You can filter events by either event number or event severity level, but
not by both.
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Configuring the syslog Facility

To configure the syslog facility on the router:
1. Configurethe syslog group parameters.
The group parameterslet you
» Enable or disable syslog on the router.
»  Specify the number of remote hosts you want to configure for syslog.
* Setthepolling cycle.
2. Configurealist of hoststhat should receiverouter event messages.

The following sections describe how to access syslog parameters and enable the
syslog facility.

Configuring syslog Group Parameters

To configure the syslog group parameters:

1. Inthemain Site Manager window, choose Tools > Configuration
M anager.

The Configuration Manager window opens.
2. Choose Platform > Syslog > Create Syslog.
The Syslog Group Parameters window opens (Figure D-1).

Eriabale

Mas pmiim Hooic

Liog Poll T imser

Figure D-1. Syslog Group Parameters Window
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3. Enter valuesfor the parameters.

Refer to the parameter descriptions beginning on page B-22 or click on Help.
4. Click on OK.

You return to the Configuration Manager window.

After you enable syslog, you can edit the syslog group parameters at any time
by choosing Platform > Syslog > Global in the Configuration Manager
window.

Configuring the syslog Host List

To specify which remote hosts receive router event messages, add them to the
syslog host list.

To configure the syslog host list:

1. Inthemain Site Manager window, choose Tools > Configuration
Manager.

2. Choose Platform > Syslog > Syslog Host Table.
The Syslog Host List window opens (Figure D-2).

Lhoyrem
Figird
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Figure D-2. Syslog Host List Window
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3. Click on Add.
The Syslog Remote Host Configuration window opens (Figure D-3).

T T T T

Deatinatlion Most

Figure D-3. Syslog Remote Host Configuration Window

4. TypethelP address of the host, then click on OK.
The Syslog Host Filter List window opens (Figure D-4).

Filter Lnable

Log Fvt Lowsr Boind

Lig Ewt Lippor Dosind
| mwpr ity Wk
| Blot Losse Pared

Slot Upper Dourd

Figure D-4. Syslog Host Filter List Window
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5. Click on Add.
The Syslog Filter Config window opens (Figure D-5).

Filter Intity Saome

Figure D-5. Syslog Filter Config Window

6. TypetheFilter Entity Name, then click on OK.
You return to the Syslog Host Filter List window (refer to Figure D-4).

The |P address of the host, the filter number, and the filter index appear in the
list.

7. Definethefilter by entering valuesfor thefilter parameters.

Refer to the parameter descriptions beginning on page B-26 or click on Help.
8. Click on Apply.
9. Toadd morefilters, repeat steps 5 through 8.
10. Click on Done.
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Deleting the syslog Facility from the Router

To delete the syslog facility from the router:

1.
2.

Open the Configuration Manager window.
Choose Platform > Syslog > Delete Syslog.

A window prompts you to confirm your decision:

Do you REALLY want to del ete Router Sysl og?
Click on OK in the confirmation window.

D-8
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Appendix E
Reallocating Memory Partitions
for a Processor Module

Using the Site Manager’'s Kernel Configuration tool, you can reallocate global and
local memory for the following routers and processor modules:

AFN -- The AFN router contains a single processor module.
AN -- The AN router contains a single processor module.
ANH -- The ANH router contains a single processor module.
ASN -- The ASN router contains a single processor module.

ACE-32 (8 MB or greater) -- The ACE-32 processor moduleisused in
VME-based routers: CN, LN, FN, and ALN.

FRE-2 -- The FRE-2 processor module isused in the BLN, BLN-2, and BCN
routers.
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Partitioning Overview

Router processor modules use three types of memory:

* Globa

* Locd

* Nonvolatile RAM (NVRAM)

Global and local memory are separate partitions of a single, contiguous memory

address space. The RAM chips associated with this address space exist physically
on each processor module.

The NVRAM for each processor module stores the memory partitioning
configuration associated with that module. You cannot partition NVRAM.

Table E-1 describes how NVRAM supports the processor modules in PPX-bus
and VME-bus routers.

Table E-1. NVRAM Storage for PPX-Based and VME-Based Routers
Module NVRAM Storage

FRE-2 NVRAM is present on each FRE-2 processor module inside the router. If
(PPX-based |you move a FRE-2 module to another slot in the router, the memory
routers) partitioning configuration moves with the FRE-2 module to the new slot.
ACE-32 NVRAM is present only on the SYSCON processor module. If you move
(VME-based |an ACE-32 module to another slot in the router, the memory partitioning
routers) configuration does not move with the ACE-32 module to the new slot.

The partitioning remains in effect at the original slot location.

You can specify the amount of local and global memory (that is, the size of the
local and global memory partitions) used by a given processor module. Increasing
the size of the global memory partition automatically decreases the size of the
local memory partition. The router software ensures that the sum of local and
global memory always equals the total amount of memory available on a given
processor module.

Site Manager does not |et you allocate more than 4 MB of global memory to an
ACE-32 processor module if an ACE-25 module resides in the same router. You
can overcome this constraint by upgrading any ACE-25 processors in the same
router to ACE-32 processors.

E-2
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Reallocating Memory Partitions for a Processor Module

Repartitioning Global and Local Memory

=)

Caution: Change memory partitioning only at the recommendation of, or
under the direction of, the Bay Networks Technical Solutions Center. Under
normal router and network operating conditions, thereis no need to modify the
default memory partitions established for a processor module. You reallocate
processor memory partitions in rare instances, and only for the purpose of
network troubleshooting.

To repartition global and local memory:
1. Connect totherouter.
Refer to Chapter 1 for instructions.

2. Inthemain Site Manager window, choose Administration > Kernel
Configuration.

The Kernel Configuration window opens (Figure E-1).

Sinta | o

Hemory Conf bguration [Ln KButes)
Total o Spen | Fied Shot: =2
lledicated to Local Pool:o (HEE

| Medicated to Global Pocl: 20 | [Up  [foun

[ et [ Thorm

Figure E-1. Kernel Configuration Window

If the router you are configuring is not an AN, ANH, AFN, or ASN, or if the
router does not contain an ACE-32 or a FRE-2 processor module, a window
opens with the following message:

No val id nodul es were found
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The message also means that the processor modules found in the currently
connected router are not user-configurable, for example, when the Kernel
Configuration routine finds only ACE-25 or FRE modulesin the currently

connected router.

The Kernel Configuration window displays the following information

(Table E-2).

Table E-2. Kernel Configuration Window Information

Memory Configuration
Information

Description

Total memory on the
specified slot

Total memory displayed depends on the type of
processor module.

Memory dedicated to the
local pool

Local pool refers to the memory used to manage the
router. For example, it contains the statistics, event
log, bootable image, and configuration file, along with
the routes that IP learned.

Memory dedicated to the

global pool

Global pool refers to the memory dedicated for
message buffers.

Select the processor module slot that requires memory repartitioning.
Enter an amount in the Dedicated to Global Pool field.

To add more memory to the global pool, click on Up until the desired amount
of memory appears, or type avalue in the Dedicated to Global Pool field. As
you increase the amount of global memory, you decrease the amount of local
memory proportionally.

To add more memory to the local pool, click on Down until the desired
amount of memory appears, or type avalue in the field.

Click on Updatetorestart the slot with the new values.
A confirmation window prompts:
Restart slot?

To reset the memory allocation to the factory-default values, click on Default
instead of Update. A message then prompts you to confirm your decision to
reset the values.

Click on OK torestart the processor module located in that slot.

You return to the main Site Manager window.

E-4
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Reallocating Memory Partitions for a Processor Module

Site Manager stores the new configuration in NVRAM and restarts the
module (ACE-32 or FRE-2) or router (AN, ANH, AFN, or ASN). This
store-and-restart process takes about 10 seconds to compl ete.

7. Repeat steps 2 through 6 to reallocate memory partitioning on a different
processor module, if applicable.

Repeat steps 1 through 6 to reallocate memory partitioning for amodulein a
different router.

8. Click on Done.
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A

adding network interfaces, 3-12
Always/Never Trap parameter, 7-12
APING, 11-16

AppleTak ping, 11-13

APPN ping, 11-16

ARP, 11-5

Audit Trail feature
description, 10-2
editing the audit trail log, 10-4
viewing audit trail log, 10-2

B

backing up router files, 5-8, 5-22
Baud Rate parameter, B-5
Bay Networks MIB. See MIB
Bay Networks Press, xxvi
binary configuration files, 9-11
Boot Configuration File parameter, B-15
Boot Image Name parameter, B-14
booting the router
booting a processor module, 4-16
default boot, 4-4
FN/LN/CN prerequisite, 4-3
imagefiles, 5-4
methods, 4-1
named boot, 4-5
preparation, 4-3
scheduled boot, 4-9
verifying success, 4-6
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C

circuit mode statistics, description, 8-12
circuits
adding, 3-12
adding protocols, 3-19
assigning additional 1P addresses, 3-22
configuring LAN protocols, 3-15
configuring WAN protocols, 3-16
deleting from the router, 3-26
deleting protocols, 3-25
moving to other interfaces, 3-21
naming conventions, 3-11
renaming, 3-22
CLNP echo request, 11-9
cold-starting arouter, 4-3
Command Timeout parameter, B-9
compacting memory, 5-22
components in image files
adding, 6-12
component information box, 6-6
removing, 6-10
config file, description, 5-4
Config Generator, using, 9-12
Configuration File Name parameter, B-12

configuration file reports
generating from UNIX, 9-8
generating from Windows, 9-9
generating with Report Generator, 9-2

configuration files
audit trail logs, 10-2
booting arouter, 4-1
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converting to binary format, 9-11
copying, 3-7, 4-7
deleting, 4-8
generating reports, 9-1
opening in dynamic mode, 2-21
opening in local mode, 2-9
configuration files (continued)
opening in remote mode, 2-19
renaming, 4-7
saving in dynamic mode, 3-35
saving in local mode, 3-30
saving in remote mode, 3-33
selecting router model (local mode), 2-11
specifying directories, 2-9
specifying router hardware (local mode), 2-12
tracking who made changes, 10-4
transferring from the router, 3-9
transferring to the router, 3-31

Configuration Manager
choosing parameter values (keyboard), 2-4
choosing parameter values (Val ues button), 2-3
Help for parameters, 2-5
how to use, 2-2
main window, 2-10
connecting to arouter
after the first connection, 1-17
first time, 1-7
fromatool, 1-21
using Router Connection Options window,
1-17
using Well-Known Connections list, 1-17
console port parameters, B-5
copying files
configuration file, 4-7
router files, 5-8
current screen list (Statistics Manager)
adding, 8-8
description, 8-7
removing windows, 8-9
custom statistics windows
designing, 8-22
editing, 8-27

Index-2

retrieving statistics, 8-27
saving to afile, 8-25

customer support
programs, Xxvi
Technical Solutions Centers, xxvii

D

date, setting for the router, 1-23
Day parameter, B-13
Debug Map parameter, B-34
debug.al file, description, 5-4
default boot, procedure, 4-4
default configuration file, description, 1-2
deleting router files, 5-10
Details buttons (Image Builder window), 6-6
diagnostic tests, initiating, 4-3
diagnostics image file, description, 5-4
diags command (Technician Interface), 4-3
diskette, router software on, 5-3
display filters (statistics)
description, 8-15
using, 8-16
Display Filters window, 8-16

dynamic mode
description, 2-21
opening a configuration file, 2-21
saving configuration files, 3-35

E

Enable Modem parameter, B-7

Enable parameter (console port), B-5

Enable parameter (RUI boot), B-11

Enable parameter (syslog), B-22

Entity Code parameter, 7-12

entity for trap messages, 7-9

error messages (router connection), 1-22, C-1
Event Code parameter, 7-12
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event log event messages, 7-30

clearing, 7-34 statistics, 8-16
description, 7-25 trap messages, 7-17
|oading into Events Manager, 7-26 Filtering Parameters window, 7-30

loading the current log, 7-26
loading the local log, 7-28
loading the remote log, 7-27

flash memory
compacting, 5-22
formatting, 5-24

352977223 partitioning, 5-25
viaNi’ng in binary format, 7-34 Force User Logout Enable parameter, B-10

event messages

clearing the event log, 7-34 G

filtering, 7-30 _ graphical user interface
event messages (continued) main menu bar, 1-10

searching the event log, 7-31 Site Manager, 1-9

viewing, 7-25
Events Manager H

clearing the window, 7-32

description, 7-24, 7-33 hardware filters, configuring, 3-14

displaying events, 7-26 Help

refreshing the display, 7-32 for Site Manager windows, 1-14
executable files (router software images), 6-3 for Statistics Manager tools, 8-5
exiting Site Manager, 1-27 host list for syslog facility, D-5
exiting Site Manager tools, 1-26 Host Log Facility parameter, B-24

Host Time Seq Enable parameter, B-24

F Host UDP Port parameter, B-23
Fault Map parameter, B-31 Hour parameter, B-14
File Sdlection window, 2-9 Hours from UTC parameter, B-15
file-naming conventions, 5-6 |
files

default file names, 5-4 ICMP echo request, pinging, 11-3

deleting, 5-10 _ Identity (Community) parameter, B-2

displaying in the Router Files Manager, 5-2 | Build

managing, 5-1 mage bulider

adding components, 6-12
component information box, 6-6
components lists, 6-5

naming conventions, 5-6
preventing overwriting, 5-8
syslog.conf, D-2

) description, 6-1
Filter Enable parameter, B-26 image files, 6-3
Filter Entity Name parameter, B-26 image information display, 6-5
filtering listing partial components, 6-6
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loading router software, 6-7
main menu bar, 6-5
removing components, 6-10
saving images, 6-14
image files. See software images
Image Name parameter, B-12
Info Map parameter, B-33
interfaces. See circuits

|P Address parameter (ping), B-17

| P addresses, multiple addresses for a circuit,

3-22
IP ping
configuring requests, 11-20
deleting requests, 11-22
description, 11-3
reviewing statistics, 11-24
IPX ping, 11-6

K

Kernel Configuration tool, E-1

L

LAN protocols, enabling, 3-15

Launch Fecility
creating filters, 8-15
description, 8-5
refreshing the window, 8-11
retrieving statistics, 8-10
searching for information, 8-20
specifying polling rate, 8-12
stopping statistics retrieval, 8-11
zeroing statistics counters, 8-13
line parameters (WAN protocols), 3-17
Lines Per Screen Modem parameter, B-7
link modules, replacing, 3-27
local event log, description, 7-28

local mode
opening existing files, 2-10
opening new files, 2-11

Index-4

saving files, 3-30
selecting router model, 2-11
specifying router hardware, 2-12

Local Time/UTC Offset parameter, B-15
Log Evt Lower Bound parameter, B-27
Log Evt Upper Bound parameter, B-28
Log Poll Timer parameter, B-25

Login Retries parameter, B-9

Login Timeout parameter, B-8

M

management information base (MIB). See MIB

Manager Auto Script parameter, B-9
Maximum Hosts parameter, B-25
media partitioning

AN, ANH, ASN, 5-3

creating a partition, 5-26

deleting a partition, 5-29

description, 5-25
memory

checking free space, 5-7

compacting, 5-22

reallocation for processor modules, E-1
memory card. See flash memory
Messaging Enable parameter, B-23
MIB

accessing with the Quick Get tool, 8-29

description, 8-29

RFC 1213 for MIB 11, 8-29

selecting objects, 8-33

standards, 8-40

top-level objects, 8-34

viewing, 8-31, 8-32
MIB Il Counters feature, description, 8-39
Minute parameter, B-14
Minutes from UTC parameter, B-16
modem parameters (ARN), 2-24

Module List window, 3-28
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Month parameter, B-13
More Enable parameter, B-7
multinet, description, 3-22

multiple routers, configuring for file transfers,
5-17

N

named boot, description, 4-5

naming conventions for circuits, 3-11
naming router files, 5-6

net modules, replacing, 3-27

network activity, monitoring with ping MIB,
11-19

network management applications, assigning trap
ports, 7-14

Node Name/IP Address parameter, B-2
Num Hist Buckets Requested parameter, B-21
NVRAM, E-2

O

operating modes for the Configuration Manager
dynamic mode, 2-21
local mode, 2-8
remote mode, 2-19

OSl ping, 11-9
P

Packet Size parameter, B-17

parameters

getting Help, 2-5

selecting values, 2-3

See also specific parameter entry, B-2
partitioning media, AN, ANH, and ASN, 5-3
Password Timeout parameter, B-8
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PC, starting Site Manager, 1-6
ping
AppleTalk, 11-13
APPN, 11-16
description, 11-1
IPX, 11-6
0sl, 11-9
VINES, 11-11
Ping Delay parameter, B-18
ping MIB
configuring IP ping requests, 11-20
deleting IP ping requests, 11-22
removing entries, 11-25
specifying source routes, 11-22
using, 11-19
Ping Retry parameter, B-18
Ping Site Name parameter, B-17
Ping Source Address parameter, B-20
Ping Type of Service parameter, B-21
polling rate, circuit mode statistics, 8-12
Port Data Bits parameter, B-6
Port Parity parameter, B-6
Port Type parameter, B-5
ppc files, description, 6-3

processor module
booting, 4-16
partitioning memory, E-1
Prompt parameter, B-8
protocol prioritization (WAN protocols), 3-17
protocols
adding to acircuit, 3-19
deleting from acircuit, 3-25
LAN, enabling, 3-15
WAN, enabling, 3-16

publications, ordering, xxvi
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Q

Quick Get tool
accessing, 8-31
description, 8-4
MIB browser, 8-32

R

reallocating memory, processor modules, E-1
Redo command, 6-5
remote event log, loading, 7-27

remote mode
description, 2-19
opening a configuration file, 2-19
saving configuration files, 3-33
renaming circuits, 3-22
Report Generator
description, 9-2
report format options, 9-3
reports. See configuration file reports
Reset button on router, 4-3
reset slot feature, 4-16
Retries (per request) parameter, B-3
retrieval filters (statistics)
description, 8-15
using, 8-18
Router Files Manager
compacting flash memory, 5-22
configuring multiple routers for transfers, 5-17
copying files, 5-8
deleting files, 5-10
Router Files Manager (continued)
description, 5-1
displaying router files, 5-2
file-naming conventions, 5-6
formatting flash memory, 5-24
partitioning media (AN, ANH, ASN), 5-25
transferring files, 5-12
using to check space on router, 5-7

routers

Index-6

booting, 4-1

connecting to for the first time, 1-7

connection parameters, B-2

security, 1-4

setting date and time, 1-23

specifying hardware (local configuration),
2-11

specifying system information, 2-6

RUI boot. See scheduled boot

S

scheduled boot
configuring the schedule, 4-11
deleting, 4-14
disabling, 4-9
enabling, 4-9
modifying boot parameters, 4-14
parameters, B-11
Screen Builder tool
creating custom statistics windows, 8-22
description, 8-4
Screen Manager
description, 8-5
managing current screen list, 8-7
Second parameter, B-14
security, router, 1-4
Select Router Model window, 2-11
SET errors, SNMP, C-1
Severity Mask parameter, B-29
Simple Network Management Protocol (SNMP).
See SNMP
Site Manager
basic operations, 1-16
changing colors, 1-28
changing fonts, 1-28
determining version, 1-24
Site Manager (continued)
exiting, 1-27
function buttons, 1-11
Help for windows, 1-14
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introduction, 1-1

main menu bar, 1-9

main window, 1-9

starting, 1-5

starting on aPC, 1-6

starting on a UNIX workstation, 1-5
starting with UNIX commands, A-1
tools, exiting, 1-26

tools, starting, 1-25

tools, starting with UNIX commands, A-1
window conventions, 1-14

Slot Lower Bound parameter, B-30
Slot Upper Bound parameter, B-31

SNMP
configuring a manager, 7-4
configuring an agent, 7-3
configuring trap message exceptions, 7-11
configuring trap port, 7-14
polling for statistics, 8-1
selecting trap messages, 7-7
SET errors, C-1
software images
adding components, 6-12
components, definition, 6-5
default file names, 5-4
deleting images, 6-15
description, 6-3
for booting the router, 6-15
imagefiles, 6-3
loading into Image Builder, 6-7
modifying with Image Builder, 6-1
removing components, 6-10
removing files, 6-10
saving, 6-14
transferring to the router, 6-15
Source Route parameter, B-20
source routes for ping, 11-22
starting Site Manager, 1-7
statistics
circuit mode, 8-5
circuit mode windows, 8-12
counters, zeroing, 8-13
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statistics (continued)

creating filters, 8-15

database of windows, 8-5
designing custom windows, 8-22
display filters, 8-15

refreshing the window, 8-11
retrieving, 8-10

saving to an ASCl| file, 8-21
searching for information, 8-20
table mode, 8-5

Statistics Manager

creating filters, 8-15
current screen list, 8-7
description, 8-1

saving statistics, 8-21
storing window files, 8-3
window file extensions, 8-8

Statistics Manager tools. See Launch Facility,

Quick Get tool, Screen Builder tool,
Screen Manager tool

statistics windows

adding to current screen list, 8-8
circuit mode, 8-5

custom windows directory, 8-26
default statistics windows, 8-7
designing custom windows, 8-22
editing, 8-27, 8-28

file name extensions, 8-8

polling rate, 8-12

previewing custom windows, 8-24
refreshing the display, 8-11
table mode, 8-5

zeroing counters, 8-13

Stop Bits parameter, B-6
sysog facility (UNIX)

configuring, D-4

configuring syslogd daemon, D-2
configuring the host list for, D-5
deleting from the router, D-8
filtering event messages with, D-3
parameters, B-22

syslog.conf file, D-2
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System Contact parameter, B-4 monitoring, 7-15

system information parameters, .B-16
parameters, B-4 saving to afile, 7-21
specifying, 2-6 selecting by entity, 7-9

severity level filters, 7-18

System L ocation parameter, B-4 trap history file, 7-16

System Name parameter, B-4 trap port setup, 7-14
viewing specific messages, 7-17
T See also Trap Monitor

Trap Monitor, description, 7-15
Trap Port parameter, B-16

Technical Solutions Centers, xxvii
Technician Interface

connecting from router, 2-22 Trap Types parameter, B-16
console port, 2-22

diags command, 4-3 U

ti.cfgfile, 5-5

Undo command, 6-5
UNIX workstation, starting Site Manager, 1-5
User Auto Script parameter, B-10

TFTR, transferring files from the router, 5-13
ti.cfg file, description, 5-5

Time Out parameter, B-18

time, setting for router, 1-23 Vv
Timeout (seconds) parameter, B-3
Timer parameter, B-19

Trace Map parameter, B-33

Trace Route parameter, B-19

transferring files
from the router, 3-9, 5-13

verifying successful boot, 4-6

VINES ping, 11-11

volumes on the router
displaying contents, 5-2
naming conventions, 4-5

to multiple routers, 5-17 W

to the router, 3-31, 5-17

using TFTP, 5-12 WAN protocols, enabling, 3-16
trap hlsFory file warm-starting routers, 4-3

glearllngt]., 7'272 6 See al'so booting the router

lescription, 7- .

loading, 7-16 Warning Map parameter, B-32
trap messages v

adding, 7-12

clearing the trap history file, 7-22 Year parameter, B-13

clearing the Trap Monitor window, 7-21

compared with event messages, 7-2 7

configuring, 7-7

exceptions, 7-11 zeroing counter objects, 8-13

filtering, 7-19
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