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Product Overview

The DSView® 3 management software version 3.5 is a secure, web browser-based, centralized
enterprise management solution that allows users to remotely access, manage, monitor and control
target devices through Avocent managed appliances. A session may be launched to a target device
with a single point of access.

Features and Benefits

Network rebooting and troubleshooting

The DSView 3 software uses industry standard IP connections so that you can easily troubleshoot a
server, or even reboot it, from the Network Operations Center (NOC), from your desk or from any
location in the world. With the DSView 3 software, you can access all of your data center devices
from a single screen - making complex network access and control remarkably easy. Using out-of-
band management, the software can be used to reach and restart servers or other devices that are not
functioning or responding to in-band commands, regardless of the state of the equipment’s
operating system.

Web-based access and control

The DSView 3 management software provides secure “point-and-click” browser-based access to
control virtually any data center device using managed appliances from DSView 3 software clients
located anywhere in the world.

The DSView 3 software supports the following browsers:
»  Microsoft® Internet Explorer version 6.0 SP1 and later
* Mozilla version 1.7.3 and later

»  Firefox® version 1.0 and later; version 1.5 or later is required for Macintosh®
operating systems

«  Netscape® version 7.2 and later
It is recommended that the browser be kept up to date with the latest version.

NOTE: The Macintosh Safari browser is not supported by DSView 3 software. On supported Macintosh system
clients, you must use Firefox version 1.5 or later.
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Secure authentication and communication

Secure Socket Layer (SSL) encryption may be used to encrypt data traveling within the DSView 3
software system. Users may be authenticated through internal or external services such as LDAP,
Active Directory, NT Domain, TACACS+, RADIUS and RSA SecurlD.

Unit and user management

The DSView 3 management software provides centralized network access, control and security for
managed appliances. A DSView 3 software administrator may add, remove, delete and change
settings for managed appliances and target devices, including assigning permissions and per-device
contact information, which are stored on the DSView 3 server. A DSView 3 software administrator
may also assign unique permissions which allow individual users or a group of users access to units
or groups of units.

Proxy server access

The proxy server feature allows keyboard, video and mouse (KVVM) and serial sessions to be
proxied through the DSView 3 server. When a session is initiated with a target device, the viewer
communicates using the Avocent Proxy Protocol (APP) and the DSView 3 server makes a direct
connection to the appliance.

Virtual media

On supported KVM switches, a virtual media capable 1Q module and the virtual media feature
allow the client workstation user to load files onto USB2-compatible target devices when the usual
network resources are unavailable.

Mapping physical drives or image files on the client system as virtual drives on the target device
can accommodate critical tasks required on the target device, such as operating system installation
or recovery, BIOS updating and configuration backups.

System Components

The DSView 3 software system contains the following components.
DSView 3 management software

The DSView 3 software resides on the DSView 3 server (host or hub computer) and provides a web
gateway and services for managing units (appliances and target devices) using a web browser. The
gateway allows for IP-based video, serial management, Telnet Viewer, third party Telnet viewer,
web browser and other supported session types.

Users may connect to the DSView 3 server from DSView 3 software clients and use the DSView 3
Explorer windows to communicate with the system.
DSView 3 server

The DSView 3 server contains the DSView 3 management software. The server provides a
centralized database for storing configuration, user, unit and system information. It also provides
services for authentication, access control, logging events, monitoring and license management.
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You may configure one or more spoke (backup) servers in addition to the hub server.

The hub server is responsible for maintaining the master copy of the database in a DSView 3
software system. Only one server in a DSView 3 software system may be configured as the
hub server.

Spoke servers perform database replication with the hub server. The hub server acts as the
coordinator for database replication between itself and all of the other spoke servers in a DSView 3
software system. A hub server and a spoke server both offer the same DSView 3 software
functionality to a user. The distinction of hub or spoke refers only to the database replication role
that the server plays and not with the functionality that the server provides. Adding one or more
spoke servers to a DSView 3 software system provides redundancy and the ability to distribute
DSView 3 software functionality across multiple sites.

After the hub server and optional spoke server(s) are configured, you may create and configure the
type of access levels for users within your network environment. You may also set up event logs to
record full details of user access and other events.

DSView 3 software client

A DSView 3 software client is a computer with a web browser that can access the DSView 3
management software installed on the DSView 3 server.

Third party products

Third party products are not a part of the DSView 3 software, but are supported for use with it.

External authentication servers - An external authentication server enables the DSView 3 server to
broker authentication requests from users requesting access to the DSView 3 software system.

SNMP managers - The SNMP (Simple Network Management Protocol) manager monitors the
managed appliances and receives SNMP traps from the DSView 3 software on the server. An
example of an SNMP manager is the HP OpenView product.

Third party Telnet viewers - A third party Telnet viewer may be used for serial sessions instead of
the DSView 3 software Telnet Viewer.

Third party session software - Third party software such as RDP or VNC, when properly installed
and configured on the target device, may be enabled for use within the DSView 3 software for
initiating sessions with the target device.

NOTE: RDP is only available on supported Windows system clients.

Partner products
Environmental monitoring with Uptime Devices

DSView 3 management software can help you access Uptime Devices SensorHub environmental
monitoring equipment so you can quickly detect environmental conditions (equipment to track
temperature, humidity, airflow, water, voltage and contact closures) that could adversely affect
operation of servers and other network devices. Visit www.uptimedevices.com for

ordering information.
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Proactive Network Security with NetClarity Auditor Enterprise

Integrate NetClarity Auditor Enterprise with DSView 3 software and manage one or more Auditor
appliances to alert, block and correct critical IT security and compliance problems in your data
center and throughout your entire enterprise network. Visit www.netclarity.net for

ordering information.

Avocent DSView 3 Connector for HP® Software

The DSView 3 Connector for HP Software extends the capabilities of HP Software Network Node
Manager (NNM) and Operations for Windows (OVOW). Seamless access and control allows
critical management functions for dispersed IT environments. Out of band connectivity offers
solutions for lights out data centers and ensures quick and efficient troubleshooting and repair from
the HP console.

Supported Units

For management functions, the DSView 3 software client uses HTTPS (Hypertext Transfer
Protocol with SSL encryption) to send a request to the DSView 3 server, which then sends a
command to the managed appliance. The appliance then performs the requested function.

The DSView 3 software supports the managed appliances listed in this section. Other appliances
may be supported by plug-ins; see the Avocent web site, www.avocent.com, for a list of plug-ins
that may currently ship with the DSView 3 software and/or that can be added to the DSView 3
software. See Plug-ins on page 319 for information about adding and managing plug-ins in the
DSView 3 software system.

Cyclades® ACS advanced console server

ACS advanced console servers allow users to access serially attached devices over a standard TCP/
IP connection using the Avocent Telnet Viewer, a third party Telnet viewer or a Secure Shell (SSH)
client. These serial sessions can be shared among multiple users across multiple DSView 3 servers.
For more information, see the ACS console server plug-in documentation.

DSView 3 Mobile software

DSView 3 Mobile software plug-in extends DSView 3 data center solutions to enable management
of Windows servers from a handheld device. Licenses may be required; see your Avocent
representative or www.avocent.com for more information.

LANDesk® Server Manager

The DSView 3 management software plug-in for LANDesk Server Manager allows you to access
the LANDesk Server Manager and its target devices from within the DSView 3 software. This
integrated system provides complete life cycle and systems management for multiplatform server
infrastructures. Use the browser-based software to manage server performance and availability, and
launch sessions to target devices from a single point of access.
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LANDesk Server Manager supports rack-mounted and blade servers with low-impact services that
let users choose the level of management coverage — from device discovery to extended
performance analysis, security and configuration control. It enables enterprises to take inventory,
provision, patch, monitor and instantly assess server health and ensure optimum availability.

DSR® switches

DSR switches allow KVVM signals to be transmitted over a standard TCP/IP network connection.
Some DSR switches may be connected using a modem, which provides benefits for branch offices
such as low cost and dial-up performance.

The DSView 3 software supports the following DSR switch models:

800, 1010, 1020*, 1021*, 1022*, 1024*, 1030*, 1031*, 1161, 2010, 2020*, 2030*, 2035%,
2161, 4010, 4020*, 4030*, 4160, 8020*, 8030*, 8035*

*These models contain a dedicated serial port for connecting an external modem for use with
the DSR Remote Operations software.

For DSR switches, a target device is first attached to an 1Q module, which is then attached to a DSR
switch. DSView 3 software clients communicate with target device ports using a Video Viewer
connection between the client and the managed appliance.

The DSR switches allow the cascading of legacy analog KVM switches from DSR switch ports,
which may be managed in a DSView 3 software system. Certain DSR switch models also allow the
cascading of another switch. For more information, see the installer/user guide for your

DSR switch.

NOTE: PEM cascade devices are not supported.

MergePoint® 52xx service processor (SP) manager

The MergePoint 52xx service processor manager is a secure, centralized enterprise management
solution for target devices equipped with IPMI, HP iLO and Dell DRAC service processors. You
can use the DSView 3 software to access, monitor and control the MergePoint 52xx SP manager
and attached target devices.

The MergePoint 52xx SP manager provides a standardized interface independent of the
management protocols used to manage each target device. Management operations can be
performed either by using commands or scripts over a Telnet or SSH version 2 session or by using
the appliance’s web interface from a standard web browser.

For more information, see the MergePoint 52xx appliance plug-in documentation.
Cyclades OnSite branch office appliance

OnSite branch office appliances may be used to access multiple traditional or headless servers,
networking devices, infrastructure components or any other device with a serial console or KVM
port. You can use the DSView 3 software to access, monitor and control the OnSite appliance and
attached target devices. For more information, see the OnSite appliance plug-in documentation.
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VMware® environments

The DSView 3 software plug-in for Virtualization allows you to access and control VMware
VirtualCenters, ESX Servers and virtual machines from the DSView 3 software. You can launch a
Virtual Network Computing (VNC), Remote Desktop or VMware viewer session to a virtual
machine from a single point of access. For more information, see the Virtualization plug-in
documentation. Licenses may be required; see your Avocent representative or www.avocent.com
for more information.

Blade chassis

The DSView 3 software plug-in for Blade Chassis allows you to access multi-vendor blade chassis
and blades from the DSView 3 software. You can launch a KVM session to any managed blade
from a single point of access. For a list of supported blade chassis and other information, see the
Blade Chassis plug-in documentation.

Generic appliances

Generic appliances manage data center devices such as routers. These devices may be managed
within a DSView 3 software system by launching a standard web browser to the device URL or by
opening a Telnet session.

Embedded units
Using the DSView 3 software, you may add/delete, configure/display properties, and launch video
sessions to the following versions of third party embedded units:

+ IBM® ASM (Advanced System Management) RSA Il (Remote Supervisor Adapter I1) -
Version 5, Build GRE132AUS

 DRAC 4 (Dell™ Remote Access Controller) - Version 1.0, Build 06.14

* HPILO (Integrated Lights-Out) - Version 1.20

e NEC IPF (Itanium Processor Family) - Version 0.5.1.20

For management functions (other than launching video sessions) that are not performed by the
DSView 3 software, see the documentation for the unit.

Legacy units

The following legacy units are supported in the DSView 3 software.

e DSI5100 IPMI proxy appliances

» EVR1500 environmental monitors

« DS1800 digital switches

»  AutoView® 200-4, 200-8, 400-4, 400-8, 416, 424 and 2000-AM switches (these switches must
be Flash upgraded to be added to a DSView 3 software system)

¢ OutLook® 140ES, 180ES, 280ES, 1160ES, 2160ES and 4160ES switches
*  Cyclades KVM/net KVM over IP switches
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* Cyclades KVM/net Plus KVM over IP switches

»  Cyclades TS appliances

* CCM console management appliances

e CPS810and 1610 serial over IP network appliances

Target devices

Target devices encompass a wide range of data center components such as servers and routers that
a DSView 3 software administrator may manage virtually through the DSView 3 software system.
A target device is added automatically to your DSView 3 software system when the supported
managed appliance is added. A target device may also be added individually.

Power devices

A power device is a type of target device that can be cascaded from a managed appliance.

When a DSView 3 software client sends a power control request to a target device, an HTTPS
request is sent to the DSView 3 server, which then sends a command to the managed appliance.
The command is converted and serially sent to the power device. The power device then performs
the requested action (for example, turning a power outlet on or off).

The DSView 3 software supports the following power devices:
e Avocent SPC power control devices

o Server Technologies Sentry Switched CDU CW-8H1, CW-8H2, CW-16V1, CW-16V2,
CW-24V2, CW-24V3, CW-32VD1 and CW-32VD?2 (supported models may change; contact
Avocent Technical Support for current information)

«  Cyclades® Power Distribution Units (AlterPath® PM devices)

All of the above power devices are supported on DSR switches that contain one or more SPC ports.
Avocent and Server Technologies power devices are also supported on CCM and CPS appliances.

System Configuration

Figure 1.1 illustrates an example system configuration using the DSView 3 management software.
For information about the TCP ports that the DSView 3 software uses, see TCP and UDP Ports on
page 326.
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Figure 1.1: Example System Configuration

Table 1.1: DSView 3 Software System Configuration Descriptions

Number Description Number Description

1 DSView 3 Software Client 12 Power Device

2 Hub DSView 3 Software Server 13 Generic Appliance

3 Spoke DSView 3 Software Servers (Optional) 14 VMware VirtualCenter

4 External Authentication Servers (Optional) 15 Target Device

5 SNMP Manager (Optional) 16 1Q Module

6 TCP/IP 17 Cascade Switch

7 Replication 18 Target Devices

8 ACS Advanced Console Server 19 MergePoint 5200 Service Processor Manager
9 Power Device 20 VMware ESX Server

10 DSR Switch 21 VMware Virtual Machines
1 OSCAR® Interface 22 Blade Chassis




Installation

This chapter describes the following installation sequence:

*  What you should do before installing the DSView 3 software

» Installing the DSView 3 software

»  Configuring the DSView 3 software, plus considerations when upgrading
* Running the DSView 3 software, that is, start a client session

Final sections describe how to change your password, uninstall the software, end a DSView 3
software session and install Java.

About Installation

When the DSView 3 management software is installed, the DSView 3 software database and a hub
server are also installed on the dedicated server.

The DSView 3 software may be installed on a computer containing an existing DSView 2.x
software authentication server without causing any interference with the operation of the DSView
2.x software system. The DSView 2.x software authentication server and the DSView 3 software
may run on the same dedicated server at the same time.

Rebooting the dedicated server is not required prior to using the DSView 3 software.

Once the DSView 3 software is installed and you have configured the hub server, users may log in
at another computer as a DSView 3 software client, using a supported web browser.

You may also install the DSView 3 software on additional computers and configure them as spoke
servers. See Spoke Servers on page 67 and Installing the DSR Remote Operations Software on
page 19.

NOTE: A license key permits the operation of the DSView 3 software on the dedicated server. The license key
also specifies the number of clients that may use the software and the number of spoke servers allowed on a
system. See Licenses on page 50.

Minimum requirements for the DSView 3 software

The following are the minimum requirements for installing the DSView 3 software on a dedicated
hub server or a computer that will function as a DSView 3 software spoke server:
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»  For supported Windows and Linux systems: 2 GHz Pentium or equivalent processor
»  For supported Solaris systems: 1 GHz UltraSparc Il processor

* 1GB of RAM - additional memory may be needed, depending on the number of plug-ins
installed and appliances supported

* 100BaseT NIC (1GByte LAN recommended)
» 10 GB of free disk space - additional disk space may be required for data logging and plug-ins
»  One of the following operating systems:
«  Windows® 2000 Server or Advanced Server with the latest service package
*  Windows Server 2003 Standard, Enterprise and Web Edition
*  Windows XP Professional with Service Pack 2 or later
«  Windows Vista" Ultimate or Business
« RedHat® Enterprise Linux, Version 4 (AS, ES and WS products)
*  Red Hat Enterprise Linux, Version 5
«  Sun® Solaris™ SPARC 9 and 10
«  Novell® SUSE® Linux (x86) Enterprise Server 9 or 10

Before installing and configuring the DSView 3 software

Before installing the DSView 3 management software, install the managed appliance hardware.

If the computer will be a hub server, you will need the license key obtained from Avocent and
provide a username and password to use for initial log in.

If the computer will be a spoke server, you will need to identify the associated hub server and
provide the name/password of the hub server’s DSView 3 software administrator.

To prevent potential mouse conflicts, you may configure certain settings on each server connected
to a KVVM switch or serial console appliance. For details, see the Mouse and Pointer Settings
Technical Brief, which is available on the DSView 3 software DVD and on the Avocent web site.

Installing the DSView 3 Software

The DSView 3 management software may be installed using the DSView 3 software DVD or by
downloading the software in a self-extracting .zip file from the Avocent web site.

NOTE: If you are upgrading the DSView 3 software from a previous version, it is strongly recommended that you
perform a database synchronization between the hub and spoke servers; see Replication on page 71. You
should also perform a backup of the hub server prior to upgrading the DSView 3 software; see Backing up and
Restoring Hub Servers Manually on page 65. Failure to perform synchronization and backup may have
detrimental effects. A backup should be performed both before the upgrade and immediately following

the upgrade.

To install the DSView 3 software on a supported Windows system:

1. Log on to the dedicated server as Administrator.
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To install from a DVD:

a.

Insert the DSView 3 software DVD. An autorun file will bring up a menu of
installation options.

Click Install DSView 3 Software.

_Or_

If autorun is not enabled, type <drive:>\DSView\win32\setup.exe, where <drive:> is the
letter of your DVD drive.

A dialog box will indicate that the server will be verified to ensure it meets the minimum
requirements for installing the DSView 3 software.

To install from a downloaded file:

a.

Using your web browser, download the DSView 3 software from the Avocent web site.
Go to www.avocent.com and click the Support link. On the Technical Support page, click
the Product Upgrades link, then select DS Software Upgrades.

Double-click on the downloaded installation package (setup.exe). A dialog box will
indicate that the server will be verified to ensure it meets the minimum requirements for
installing the DSView 3 management software.

If the current or an earlier version of the DSView 3 software is already installed, the Installed
Product Found: Same Version message box will appear. Click OK to reinstall the DSView 3
software or Cancel to exit setup.

The Check for an UPDATED version window will open. (If the DSView 3 software is already
installed on the dedicated server, a message box will display. Click OK to close the
message box.)

a.
b.

Click Next to reinstall the software, or click Cancel to stop the reinstallation.

Click Check for UPDATES and then click Next to check the Avocent web site for the most
recent DSView 3 software installation package. Go to step 5.

_Or_
Click Next to install the DVD or downloaded version of the DSView 3 software. Go to
step 6.

If a newer version of the DSView 3 software is found, an Update Available message box
will appear.

a.

Click OK to download the latest DSView 3 software installation package. The installation
will be cancelled and the server’s default web browser will launch and open in the Product
Upgrades and Options page of the Avocent web site.

_Or_

Click Cancel to resume installation of the older version of the DSView 3 software. Go to
step 6.

Type your email address and password, and then click Submit to log in to the web site.
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10.

11.

12.

13.

c. Download the DSView 3 software installation package, log out and close the web
browser. Return to step 2.

The Introduction window will open. Click Next.
The License Agreement window will open.

» If you accept the terms, click | accept the terms of the License Agreement and then click
Next. Go to step 8.

» If you do not accept the terms, click I do NOT accept the terms of the License Agreement.
A License Agreement Warning message box will appear.

» Ifyou click Quit, the installation will exit without installing the DSView 3 software.
» Ifyou click Resume, you will be returned to the License Agreement window.

The DSView 3 software license agreement may also be viewed from the User Login window
by clicking the Avocent DSView 3 End User License Agreement link. The agreement will
appear in a separate web browser window.

If the default TCP port used by the dedicated server hosting the DSView 3 software (TCP port
443) is not available, the Define Web Application Server TCP port window will open. Type the
port you want to use in the TCP port # field, then click Next. (Clicking Cancel exits the
Checking for an Updated version installation program.)

If the default TCP port used by the Avocent proxy server (TCP port 1078) is not available, the
Define TD (target device) Session Viewer Proxy TCP port window will open. Type the port
you want to use in the TCP port # field, then click Next.

If the default ports used by the SSH server and the Syslog server for data logging are not
available, appropriate windows will open. Type the port you want to use, then click Next.

The Choose Destination Location window will open.

a. Click Choose and use the Browse for Folder dialog box to select a directory in which to
install the DSView 3 software.

_Or_
Click Restore Default Folder to restore the installation directory to the default
(C:\Program Files\Avocent DSView 3).

b. Click Install.

The Installing... window will open and display the progress of the installation. The software
will be installed in the specified folder, a Start - Programs - DSView 3 shortcut menu will be
generated and the DSView 3 software service startup will be verified.

If a previous version of the DSView 3 software already exists on the dedicated server, message
boxes may appear, prompting you to confirm overwriting existing files. Click Yes to All.

When the software has finished installing, the Successful Service Startup message box will
appear. Click Continue.

The Installation Complete window will open.
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» To begin configuration of the DSView 3 software, click Done; see Configuring the
DSView 3 Software on page 13. A Security Alert dialog box will appear containing certifi-
cate information and a warning that the generator of the certificate is not trusted. This
occurs because the DSView 3 server certificate created when the server is installed is a
self-signed certificate. You may either import the certificate into the DSView 3 software
client web browser (choosing to trust the certificate) or obtain a server certificate from a
Certificate Authority (CA) trusted by the web browser.

»  To configure the DSView 3 software at a later time, click X (Cancel) in the top right corner
of the window.
To install the DSView 3 software on a supported Linux or Solaris system:

1. Log in to the server as root.

2. Insert the DSView 3 software DVD into your DVD drive. If AutoMount is supported and
enabled, open a command window and continue with step 3.

If your system does not support AutoMount, issue the following command to mount the DVD
volume: mount <device> <mount point>, where <device> and <mount point> are the names
of your server’s DVD Linux or Solaris device and mount point directory, respectively.

For example, to mount the first IDE cdrom on /media/cdrom, enter the command:
mount /dev/cdrom /media/cdrom

3. Enter the following command to access the readme file:
less /<mount point>/DSView/readme

For example, the following command accesses the readme file on the /media/cdrom
mount point.

less /media/cdrom/DSView/readme
4. Follow the instructions in the readme file.

Configuring the DSView 3 Software

After the DSView 3 software has been installed, it must be configured using a web browser.

During configuration, you specify whether the computer will be a hub server or a spoke server. If
this is your first DSView 3 server installation, hub should be selected in the Select DSView Server
Role window. The hub server should be installed before any spoke servers are added.

What you will need

If the computer will be a hub server, you will need the license key obtained from Avocent and
provide a username and password to use for initial log in.

If the computer will be a spoke server, you will need to identify the associated hub server and
provide the name/password of the hub server’s DSView 3 software administrator.
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To configure the DSView 3 software:

1.

7.
8.

If you are configuring the DSView 3 software during the installation process, you have already
clicked Done in the Launch Default Browser window.

If you quit after installing the DSView 3 software installation process (by closing the window),
select Start - Programs - Avocent DSView 3 - DSView Software.

A security alert box will appear containing certificate information. See Certificates on page 43.
The DSView 3 Explorer will open with the Welcome page of the DSView Server
Configuration Wizard. Click Next.

The Select DSView Server Role window opens.
»  Click Hub to assign the dedicated server as the hub server, then click Next. Go to step 3.
»  Click Spoke to assign the dedicated server as a spoke server, then click Next. Go to step 8.

The Type in Master License Key window opens. Type the Avocent-provided license key for
the DSView 3 software hub server, then click Next. (DSView 3 software license keys prior to
version 3.0 are not valid.)

If you did not receive a license key, click the http://www.avocent.com/activation link to obtain
a license key.

If the entered license is already in use on another server, a license violation will occur when
you log in, and you must configure the server as a spoke server.

The Type in Initial Administrator Account window opens. Type a username, a password and
confirm the password of the user to whom you wish to give administrator privileges.
Usernames are case sensitive and may contain up to 64 characters. Click Next.

A Request in Progress message will appear. The license key will be installed and a DSView 3
software administrator account will be created. The built-in user groups will also be created.

The Completed Successful window will open when configuration is completed. Click Finish.
The User Login window will open in the DSView 3 Explorer.

You may now log in using the username and password specified during configuration.

If you chose to configure the server as a spoke server in the Select DSView Server Role window or
if you entered a duplicate software license key in the Type in Master License Key window,
continue with the following steps.

NOTE: The DSView 3 software versions of the spoke server and the hub server must match in order to register
the spoke server. For example, you may not register a spoke server running DSView 3 software version 3.0 with
a hub server running DSView 3 software version 3.2.

9.

10.

The Type in Hub Server Address and Port window will open. Type the address of the DSView
3 software hub server using standard dot notation (Xxx.XXX.XXX.xXx) or type the DNS name in
the Address field. Click Next.

The Accept DSView Server Certificate window will open. Click Next to accept the certificate.
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11. The Type in Hub Administrator Credentials window will open. Type a valid username and
password for a user with DSView 3 software administrator privileges on the DSView 3
software hub server. Click Next.

12. The Registering Spoke Server window will open with the message Request In Progress Please
Wait. The configuration of the spoke server will be saved to the database of the hub server and
the spoke server’s certificates will be installed on the hub server.

13. The Completed Successful window will open when the spoke server has been added.
Click Finish.

Upgrading the DSView 3 software

When upgrading to a newer version of the DSView 3 software, it is recommended that all DSView
3 servers are upgraded at the same time. The DSView 3 software hub server should be upgraded
first, followed by each spoke server.

Before upgrading, a replication should be performed (see Replication on page 71), then a backup
immediately before and after upgrading the DSView 3 software (see Backing up and Restoring Hub
Servers Manually on page 65).

The firmware for the appliances may also need to be upgraded in order to support new functionality
in the DSView 3 software version. The DSView 3 software should work with the existing firmware
revisions, but in cases where new functionality is not supported until the firmware is upgraded, the
DSView 3 software will indicate this in the GUI.

Running the DSView 3 Software

DSView 3 software clients access the DSView 3 management software host using a supported web
browser. Any software required by the client, such as applets and the Java Runtime Environment
(JRE), will be automatically installed by the DSView 3 server host.

The DSView 3 software uses Secure Sockets Layers (SSL) encryption to send data between the
DSView 3 software host and the web browser on the client to ensure data integrity and privacy.
When a user attempts to log in to a DSView 3 software client session, the authentication service
configured in the DSView 3 software by the DSView 3 software administrator verifies the
credentials of the user. Security alerts related to the certificates on the DSView 3 software host may
appear. See Certificates on page 43.

Minimum client requirements

The following are the minimum requirements for a DSView 3 software client:
» 1 GHz Pentium or equivalent processor

e 512 MB of RAM

e 10 o0r 100BaseT NIC (100 recommended)

»  XGA video with graphics accelerator

o Desktop size setting of at least 800 x 600
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e Color palette of at least 256 colors
»  One of the following operating systems:
*  Windows 2000 Workstation, Server or Advanced Server with the latest service package
*  Windows XP Home Edition or Professional
*  Windows 2003 Server Standard, Enterprise or Web Edition
*  Windows Vista Ultimate or Business
*  Red Hat Enterprise Linux, Version 4 (AS, ES and WS products)
*  Red Hat Enterprise Linux, Version 5
*  Sun Solaris SPARC 9 and 10
*  Novell SUSE Linux (x86) Enterprise Server 9 or 10
»  Macintosh OS X version 10.4 and later
*  One of the following browsers:
» Internet Explorer 6.0 SP1 or later web browser (Windows operating systems only)
e Mozilla version 1.7.3 and later

»  Firefox version 1.0 and later; version 1.5 or later is required for Macintosh
operating systems

»  Netscape version 7.2 and later

If you are using Mozilla, Firefox or Netscape, the Video Viewer and the Telnet Viewer clients
require Java; see Java Installation on page 18.

Opening a client session
Before opening a client session

»  Enable cookies and JavaScript on the client’s web browser.

»  Configure the web browser. If you are using Internet Explorer, see Internet Explorer Consider-
ations on page 39.

To open aclient session:

NOTE: If DSView 3 Software Client Certificate Authentication or DSView 3 Software Client Integrated Windows
Authentication is being used, the user will not be required to log in. See Certificates on page 43.

1. From the DSView 3 software client web browser, enter the URL of the server host in the
address bar in the format:

https://<servername>/dsview

In this case, <servername> is the DNS name of the host system, or the IP address in standard
dot notation (XXX.XXX.XXX.XXX).

NOTE: To avoid multiple security warnings, enter the DNS name.

_Or_
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If you are opening the session on the DSView 3 server, you may select Start - Programs -
Avocent DSView 3 - DSView Software.

2. Accept all security alerts that may appear as the client computer connects to the DSView 3
server. The DSView 3 Explorer User Login window will open.

If an RSA SecurlD external authentication service has been added to the DSView 3 software,
see RSA SecurlD login below for the login procedure.

3. Type a valid username and password in the fields provided.

Depending on the settings specified by the administrator, you may be required to change your
password before being allowed to complete the login process. See Adding User Accounts on
page 203.

4. Click Login. The window that appears depends on the rights assigned to the DSView 3 user
that is logging in.

If the client machine uses an onboard video controller and experiences video problems, be sure the

BIOS is updated to the latest version.

RSA SecurlD login

When an RSA SecurlD external authentication service has been added to the DSView 3 software,
the login credentials include a username and a passcode. The passcode includes a PIN and an RSA
SecurlD tokencode. The login request is sent to the RSA Authentication Manager. Depending on
the user configuration and state on the RSA Authentication Manager, the user may be prompted for
a second successive tokencode.

The user configuration also specifies how the 4-6 digit PIN will be generated:

e User defined - the user must enter a PIN

»  System generated - the user cannot enter a PIN; it must be generated by the RSA server

»  User selectable - the user may choose to enter a PIN or allow the RSA server to generate it

If a PIN has not yet been assigned to the user or if security policy requires a PIN change, the user
will be prompted accordingly. If the RSA server generates the PIN, the user will be given a brief
interval to memorize it.

Regaining access
If access to a DSView 3 software system is lost, see Regaining Access to the DSView 3 Software on
page 359.

Uninstalling the DSView 3 Software

To uninstall the DSView 3 software on a supported Windows system:

1. Select Start - Settings - Control Panel. The Control Panel will appear.

2. From the Control Panel, click Add/Remove Programs. The Add/Remove Programs dialog box
will appear.
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3. Select Avocent DSView 3 and then click Change/Remove. The Uninstall Avocent DSView
window will open.

4. Click Uninstall.
To uninstall the DSView 3 software on a supported Linux or Solaris system:

1. Log in to the server as root.

2. Insert the DSView 3 software DVD into your DVD drive. If AutoMount is supported and
enabled, open a command window and continue with step 3.
_Or‘_
If your system does not support AutoMount, issue the following command to mount the
DVD volume: mount <device> <mount point>, where <device> and <mount point> are the
names of your server’s DVD Linux or Solaris device and mount point directory, respectively.

For example, to mount a DVD which is the second IDE unit on /media/cdrom, enter the
command:

mount /dev/cdrom /media/cdrom

3. Enter the following command to access the readme file.
less /media/cdrom/DSView/readme

Follow the instructions in the readme file.

Closing a DSView 3 Software Session

Files are copied to DSView 3 software clients when you log in to the DSView 3 software. When
using Internet Explorer, temporary files may be removed by selecting the Delete Temporary
Internet Files command and active web components may be uninstalled by selecting the Remove
Objects command. See the Internet Explorer documentation for more information.

To close a DSView 3 software session:

From the DSView 3 Explorer, click LOGOUT or the logout icon.
Java Installation

On non-Windows clients, the Video Viewer, Telnet and VNC Viewers require Java version 1.5.
The Telnet/SSH applet may work with other versions; the Video Viewer requires that version.

On Windows clients, Java is required to run the Avocent Telnet/SSH Viewer. If the Win32 PUTTY
Telnet/SSH Viewer is selected in the user’s profile, then Java is not required on the client. On a
Windows client, it is recommended that the JRE (Java Runtime Environment) be installed in the
C:\Program Files\ location. If your system automatically installs programs in another location, you
may not be able to launch the Video Viewer. In this case, you can configure Java to find the JRE.

To configure Javato find the JRE:

1. Access the Java Control Panel.
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Select the Java tab.

In the Java Application Runtime Settings panel, click View.
Change the path to the installed JRE.

5. Click OK.

For Windows, Linux and Solaris operating systems, the DSView 3 software client automatically
downloads and installs the JRE the first time it is needed. For Macintosh operating systems, you
must update Java and install the JRE using the Macintosh software updates. Refer to the Macintosh
operating system documentation for more information.

> wn

To install the JRE on a Windows client:
1. InaDSView 3 software Units View window (see Accessing Units View windows on page 98),
click an Action link.

2. A window will open, containing a link for downloading the JRE installer. Download the JRE
installer, then close all browser windows.

3. Click on the JRE icon to launch the installer.
4. Restart the browser, and click an Action link.

To install the JRE on a Linux or Solaris client:

NOTE: Only one version of the JRE can be installed in the browser for DSView 3 software support. Depending
on your system’s configuration, you may have to log in as the root user to install the JRE. Contact your system
administrator if you need help with installing software as the root user.

1. InaDSView 3 software Units View window (see Accessing Units View windows on page 98),
click an Action link.

2. A window will open, containing a link for downloading the JRE installer. Download the JRE
installer, then close all browser windows.

3. Runthe installer.
4. Restart the browser, and click an Action link.

Installing the DSR Remote Operations Software

NOTE: Installing and using the DSR Remote Operations software is optional.

If your DSView 3 software system includes DSR1021, 1022, 1024, 1020, 1030, 1031, 2020, 2030,
2035, 4020, 4030, 8020, 8030 or 8035 switches, you may use the DSR Remote Operations software
for switch access using a dial-up point to point protocol (PPP) modem connection when an Ethernet
connection is unavailable.

See DSR Remote Operations Software on page 334 for information about installing and using the
DSR Remote Operations software.
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CHAPTER

3 DSView 3 Explorer Windows

When a user has been logged in and authenticated, the Avocent DSView 3 Explorer window opens.
From the DSView 3 Explorer window, you may view, access and manage units.
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Figure 3.1: Example Avocent DSView 3 Explorer Window Areas



22 DSView 3 Software Installer/User Guide

Table 3.1: DSView 3 Explorer Window Area Descriptions

Number Description

Top option bar - Use the top option bar to bookmark a DSView 3 software window, refresh a
1 window display, print a page, log out of a software session or access online help. The name of the
logged in user appears on the left side of the top option bar.

Tab bar - Use the tab bar to display and manage units, user accounts, reports, system settings and

2 - )
session profiles.
3 Top navigation bar - The selections in the top navigation bar vary, depending on the active tab in
the tab bar. Topics relevant to each selection display in the side navigation bar.
Side navigation bar - Use the side navigation bar to select system information to display or edit in
4 - L . o
the content area. The side navigation bar contains arrows that affect its display.
5 Content area - The information specified by the tab bar, top navigation bar and side navigation bar

selections is displayed and changed in the content area.

Accessing Target Devices

Target devices (TDs) that may be accessed system-wide are displayed in a Units View window.
You may initiate a session with a target device from a Units View window by clicking the link in
the Action column. See Units View Windows on page 95.

You may also initiate a session with a target device from a Unit Overview window. See Unit
Overview Windows on page 104.

For information about controlling the power of target devices attached to power devices, see Power
Control of Devices Attached to Power Devices on page 151.

Using the Side Navigation Bar

The side navigation bar is used to display windows that specify settings or perform operations. The
contents of the side navigation bar varies, depending on the tab and top navigation bar selections
and the window that is displayed.
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Figure 3.2: Example Side Navigation Bar

Table 3.2: Side Navigation Bar Descriptions

Number Arrow  Description

Expand All Nodes - Click this arrow in the upper right corner to expand all nodes and

! v display additional links.

2 A Collapse All Nodes - Click this arrow in the upper right corner to collapse all nodes
and their links.

3 v Collapse Node - Click this arrow to collapse an opened tree branch and its links.

4 I> Expand Node - Click this arrow to expand a closed tree branch and display its links.

You may choose whether an expanded node will collapse when another Expand Node arrow is
selected. See Changing user options on page 33.

Clicking on a link that does not contain an arrow will display its corresponding window. Some
windows contain additional links, which may display another window and a side navigation bar
with different content.
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Using Windows

Sorting information in a window

The order of rows in a list may be changed by clicking the heading of one of the displayed columns.
When you click a column heading, the order of the list rows will change to alphabetically
ascending, based on that column. If you click the column heading a second time, the order will
change to an alphabetically descending order. An up arrow indicates ascending order and a down
arrow indicates descending order.

If you are using the topology feature in a Units View window, see Topology view on page 96 for
sorting criteria.

Filtering information in a window

Some DSView 3 software windows allow you to filter list information by providing a text string
that will be used to retrieve matching items. Filtering is useful if you have many target devices or
other items that extend over many pages. Windows that allow filtering contain a text field and a
Filter button in the content area, as shown in Figure 3.1 on page 21.

Filtering is performed over the entire list of items, not just those displayed in the current window,
and can provide a shorter, more exact list of items. When filtering is performed, the text in every
row and column in the window is searched for the specified text string. For example, you may wish
to perform filtering to list only DSR1031 switches in the Name column, target devices with KVM
connections in the Action column, ACS console servers that are idle in the Status column and

S0 on.

When the topology feature is enabled in a Units View window, both parent and child units will
display in the filtered view. For example, if you filter for a child named target device 1 that is
attached to a DSR1031 switch, target device 1 will appear below the DSR1031 switch in the
filtered view.

When filtering, you may use an asterisk (*) before and/or after text strings as a wildcard. For
example, typing emailserver* and clicking Filter will display items with emailserver at the
beginning (such as emailserver, emailserverbackup). Typing *emailserver* and clicking Filter will
display items containing emailserver in any part of the name (such as emailserver,
emailserverstore, tdemailserver, tdemailserverl).

Table 3.3 lists the ways you may specify text strings for filtering.
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Table 3.3: Filter Text Strings

Typed in the Filter Field Results

Entering a string displays a filtered list of items that contain the ‘word’ (that is, it

will find matching strings that are followed by anything other than a letter or

number). For example, typing email will list any items that contain the string
<String> emalil, followed by a space or punctuation mark.

If you enter multiple words separated by spaces but without logical operators,

OR is assumed, and each word is treated separately. For example, typing email

server will display items containing email or server.

Surrounding the string with quotation marks displays a filtered list of items
containing the exact string, including spacing and punctuation. For example,
typing “email server” will display items that contain email server. The DSView
3 software will provide a closing quotation mark if it is omitted.

“<String>"

Using the AND logical operator displays the items that contain both strings. For
<Stringl> AND <String2> example, typing email and server will display items named email-server-3,
email-server-2, server email and so on.

Using the OR logical operator displays the items that contain at least one of the
<Stringl> OR <String2> strings. For example, typing email or server will find any items that contain the
string email or the string server.

Parentheses may be used to override the default (left to right) order of

precedence during evaluation of a filter string.

For example, searching for email and server or service would be the
(<String>) equivalent of ((email and server) or service), which may not be the intended

search. The user may choose instead to change the order of precedence by

grouping the search terms with parentheses, such as (email) and (server

or service).

Preceding the string with NOT displays all items that do not contain the string.
NOT <String> For example, typing not email will display all items except those containing
email (email, email server, email-server-1 and so on will not display).

To filter the list in a window:

1. Inawindow containing a Filter field, type a text string in the field. Searches are not
case sensitive.

2. Click Filter. A filtered list of the information in the window will be displayed.

3. Click Clear to return to a non-filtered list.

Saving information in a window

When you change information in a window, you must click Save in order to apply the changes. By
default, a message box will appear if you click Close or try to exit the window by clicking a link in
the top bar, top navigation bar or side navigation bar without first clicking Save.
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Clicking OK in the message box will exit the current window without saving the changes. If you
want to save the changes you have made, click Cancel in the message box, then click Save in
the window.

You may choose whether you will be reminded to save changes made in windows before exiting
them. See Changing user options on page 33.

Using the Customize link in windows

Windows that contain a Customize link allow you to change the following information:
»  The number of items displayed per page in the window

e Which columns of information are displayed in Units View windows

»  Showing units that have been hidden in Units View windows

The items available for customizing and methods for changing them will vary, depending on the
window being customized. Although the items that appear in windows may vary, the items that do
appear are modified identically regardless of the window in which you clicked the Customize link.

DSView 3 software administrators may also configure the default display for customizable
windows, that is, which columns will be displayed and how many items will be displayed per page
by default. The default values will be used by all new users and by existing users who have not
already customized their views.

To customize a window using the Customize link:

1. Inawindow containing a Customize link in the upper right corner, click the link. A View
Customization window will open.

2. Add, remove or move fields in the window display:

» Toadd one or more fields to the window display, select the fields in the Available Fields
list, then click Add. The fields will be moved to the Fields to Show list.

»  To remove one or more fields from the window display, select the fields in the Fields to
Show list, then click Remove. The fields will be moved to the Available Fields list.

» To change the order that fields display from left to right in the window, select one or more
fields in the Fields to Show list. Use the up or down arrow to change its order in the list.

3. To specify the number of items that appear in a window, use the arrow keys in the Items per
Page field to select a number or type a number (1-2000). In Units View windows that have the
topology view enabled, the number of items per page includes children, even if the display is
collapsed and the children are not visible.

4. To show hidden items in a Units View window (see Showing and hiding units on page 98).

a. Check the Show hidden items checkbox.
b. Select Visibility from the Available Fields column, and then click Add. Visibility will
move to the Fields to Show list.

5. To show group descendants in windows that display unit groups (see Unit group hierarchy on
page 194), click the Show group descendants checkbox.



Chapter 3: DSView 3 Explorer Windows 27

6. To expand a topology view automatically in a Units View window (see Topology view on
page 96), click the Expand View Automatically checkbox.

7. To set the Fields to Show and List Items as the default, click Set as Default. This button will
appear only if you are a DSView 3 software administrator. You will be prompted to confirm
setting these values as the default. Confirm or cancel.

8. Click Save and then click Finish. The window being customized will open with the changes.
Displaying pages

Multiple page windows contain navigation buttons which may be used to quickly move
among pages.

Table 3.4: DSView 3 Explorer Page Navigation Buttons

Button Description

|< First Page - Navigates to the beginning of a list displayed in a window.

<< Previous Page - Navigates to the previous page of a list displayed in a window.
>> Next Page - Navigates to the next page of a list displayed in a window.

>| Last Page - Navigates to the end of a list displayed in a window.

The page navigation buttons are enabled only if there are enough pages available to make
them necessary.

The number of items that display in a window page is specified by using the Customize link (see
Using the Customize link in windows on page 26). If a page’s content cannot fit vertically and/or
horizontally in the window, scroll bars will appear. The current page and total number of pages
appear in the top left corner of the window.

Many operations allow you to select all items on a page by enabling a checkbox located to the left
of the column headings in the window. Enabling this checkbox selects all the items listed on a page
(whether or not the entire page is visible). However, for multi-page displays, items listed on other
pages will not be included in the selection.

The only time you can select all items on all pages of a multipage display in one step is when you
are setting access rights from a Units View windows. For this operation, if you click Rights in a
Units View window with no units selected, all units on all pages will be affected by the operation.

Bookmarking a window

Many windows contain a bookmark icon and text in the top option bar. Bookmarking a window
will add a link to the window in the Favorites menu. You may select the link at any time to quickly
access the bookmarked window.

If you bookmark a window and information related to the window changes, this new information
will appear in the window when you next display the bookmarked window. For example, if you
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bookmark the Recently Accessed window and then access other units, the bookmarked window
will contain these other units the next time you display the bookmarked page.

If you click BOOKMARK or the bookmark icon after the DSView 3 server session has timed out,
the User Login window will open and you must log in again. After you log in, you will be
redirected to the bookmarked page.

To bookmark a window:

1. Inthe top option bar, click BOOKMARK or the bookmark icon. The Add Favorite dialog box
will appear.

2. Optionally, type a name for the window. You may also click Create in to create or specify a
folder in which to place the window.

3. Click OK to close the Add Favorite dialog box.
Printing a window

All windows contain a print icon and text in the top option bar. When you print a window, all the
information on the page is printed, not just the visible portion.

To print a window:

1. In the top option bar, click PRINT or the print icon. The Print dialog box will appear.
2. Specify options to use, then click Print to print the window and close the Print dialog box.

Refreshing a window

A window may be refreshed at any time by clicking REFRESH or the refresh icon in the top
option bar.

By default, status information automatically refreshes every 30 seconds. This interval may be
changed or disabled. See Changing user options on page 33.

Using keyboard commands

In addition to using a mouse, certain keyboard commands may be used to select and change items
in windows.

Table 3.5: General Keyboard Commands

Key Description

Tab Transfers focus to the next control in the window, including the calendar

Shift-Tab Transfers focus to the previous HTML control
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Table 3.6 lists the keyboard commands that may be used when a calendar is enabled and has focus.

Table 3.6: Calendar Keyboard Commands

Key Description

Enter or Space Displays or closes the calendar.

Esc Closes the calendar.

Page Up Decrements the month by one month and selects the first day of the month.

Page Down Increases the month by one month and selects the first day of the month.

Right Arrow Increments the day by one day. If the last day of the month is selected and the Right

Arrow key is pressed, the month is incremented to the next month.

Decrements the day by one day. If the first day of the month is selected and the Left

Left Arrow Arrow key is pressed, the month is decremented to the previous month.

Up Arrow Decrements the weekday by one week. If the first weekday type of the month is selected
P and the Up Arrow key is pressed, the month is decremented to the previous month.

Down Arrow Increments the weekday by one week. If the last weekday type of the month is selected

and the Down Arrow key is pressed, the month is incremented to the next month.

Table 3.7 lists the keyboard commands that may be used when a spinner is enabled and has focus.

Table 3.7: Spinner Keyboard Commands

Key Description

Up Arrow Increments the spinner number by one

Down Arrow Decrements the spinner number by one
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Basic Operations

This chapter describes basic operations and settings, including global system properties, profiles,
built-in user groups and preemption levels.

DSView 3 Help

NOTE: The DSView 3 Help section only applies to DSView 3 software versions 3.5 or later.

The DSView 3 help is hosted on the Avocent web site. If you do not have continuous access to the
Internet, you may wish to install the help on the local DSView 3 server.

NOTE: Help for DSView 3 software plug-ins is automatically installed on your local server and is not available
from the Avocent web site.

Configuring the DSView 3 help location

DSView 3 administrators can change the DSView 3 help location at any time. Help is configured
independently for each DSView 3 hub and spoke server.

To configure the DSView 3 help location:

1. Click the System tab, then click DSView 3 Server.

2. Click Properties - Help Configuration in the side navigation bar.

3. Specify the location of the help that will be accessed each time Help - DSView 3 Management
Software Help is clicked.
Select View help from the Avocent web site to access the latest help for your DSView 3
software version from the Avocent web site (Internet connection required).
-Or-
Select View help from this DSView 3 server help location to access the downloaded help from
your local server. Complete the following procedure for Installing DSView 3 help on a local
server.

4. Click Save.
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NOTE: If your DSView 3 software version is several versions prior to the current version, the help may not be
available on the Avocent web site. In this case, when you access the help from the web, you are prompted to
save a .zip file of the help to the local device. Complete the Installing DSView 3 help on a local server procedure.

Installing DSView 3 help on a local server

You can automatically download the help from the Avocent web site using the DSView 3 software,
or you can visit www.avocent.com/dsview3help to browse for the appropriate version and save a
.zip file of the help to local media.

To download or update DSView 3 help on the local server:

1.

ok~ wn

Click the System tab, then click DSView 3 Server.

Click Properties - Help Configuration in the side navigation bar.
Click the Download Latest Help button.

The DSView 3 Help Download Wizard opens. Click Next.

Select From the Avocent web site to download the latest help for your DSView 3 software
version from the Avocent web site.

_Or_

Select From a local device to retrieve the help from local media. To specify the location, click
Browse or type the path in the field.

Click Next.

The Completed Successful window opens. Click Finish.

NOTE: If you reinstall or upgrade the DSView 3 software, the DSView 3 help location is reset to From the
Avocent web site. Complete the Installing DSView 3 help on a local server procedure if you want to access the
help from the local server.

Global System Properties

Global system properties affect all DSView 3 servers in the system. That is, when global system
properties are changed on a DSView 3 server, the next replication operation will apply those
changes to all other DSView 3 servers in the system; see Replication on page 71.

Global system properties include:

Video session properties - see Video Viewer session properties on page 227

User credential properties - see Specifying a user certificate on page 35 and Specifying an SSH
key on page 36

Legal notice - see Legal Notice on page 32

Legal Notice

You may enable or disable the display of a legal caption and disclaimer prior to users logging in to
the DSView 3 software. When enabled, the legal disclaimer is displayed every time a user logs in.
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The legal notice feature affects all DSView 3 servers in the system after replication; see Replication
on page 71.

Only DSView 3 software administrators may configure the legal notice.
To enable or disable and configure the legal notice:

1. Click the System tab.
2. Click Global Properties in the top navigation bar.

3. Click Legal Notice in the side navigation bar. The DSView 3 System Logon Legal Notice
window will open.

4. To enable the legal notice display:
a. Check the Enable Legal Notice checkbox.
b. Enter up to 80 characters in the Caption field. This is a required field.

c. Enterup to 512 characters in the Text field. Carriage returns may be used to separate lines.
This is a required field.

d. Click Save.
5. To disable the legal notice display, uncheck the Enable Legal Notice checkbox and then
click Save.
Profiles

Profile information contains features and tasks that may affect actions when using the DSView 3
software. These include:

»  User options

»  Color scheme

» Changing a password

e Choice of serial session application
»  Specifying a user certificate

»  Specifying a user SSH key

NOTE: You may also set up KVM session profiles for use with the Video Viewer; see KVM Session Profiles on
page 228.

Changing user options
To change user options:
1. Click the Profile tab. The Options window will open.

2. Inthe Navigation Tree Behavior area, select one option:

« Ifyouselect Automatically collapse navigation tree nodes, a currently-expanded tree node
will be collapsed when you select another tree node.
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6.

» If you select Preserve navigation tree state, a currently-expanded tree node will remain
expanded when you select another tree node.

» Ifyou select Automatically fully expand navigation tree nodes, all tree nodes will be
expanded. This is equivalent to clicking the Expand All Nodes arrow in the side navigation
bar; see Using the Side Navigation Bar on page 22.

Enable or disable prompts when leaving pages with unsaved changes:

»  Check Skip prompt when leaving pages with unsaved changes, if you do not want a
message box to prompt you to save modified information when you leave a window.

»  Uncheck Skip prompt when leaving pages with unsaved changes if you want a message
box to prompt you to save modified information when you leave a window.

Select a refresh rate or Never. By default, windows automatically refresh every 30 seconds. If

you select Never, windows will only be refreshed when you click the REFRESH icon or text in

the top option bar.

Enable or disable the display of welcome pages when wizards are launched in the Skip

Welcome Pages in Wizards checkbox.

Click Save.

Changing the color scheme

When the color scheme is changed, it is changed only for the logged in user.

To change the color scheme:

e

5.

Click the Profile tab.
Click Preferences in the top navigation bar.
Click Color Scheme in the side navigation bar. The Color Scheme window will open.

Click a color scheme to use. If the System Colors scheme is selected, the DSView 3 Explorer
window will match the user’s desktop color scheme.

Click Save. The color scheme will be applied to the DSView 3 Explorer window.

Changing your password

When the DSView 3 software internal authentication service is used, user accounts will indicate if
users are allowed to change their password; see User account restrictions and expiration settings
on page 208.

By default, passwords must contain at least three characters and will never expire. A different
minimum character length and an expiration date may be configured; see DSView 3 software
internal authentication service on page 74.

To change your password:

1.
2.

Click the Profile tab.
Click Preferences in the top navigation bar.
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3. Click Change Password in the side navigation bar. The Change Password window will open.
4. Type your current password.

5. Type and confirm the new password.

6. Click Save.

Choosing the serial session application

You may specify the application to be used for serial sessions to target devices.
» DSView 3 software Telnet Viewer (Avocent Session Viewer)

e Win32 PUTTY Telnet/SSH application

»  Third party application

NOTE: If you use a third party Telnet application, the first time you attempt to launch a session, you will be
prompted to confirm the use of that application. If you do not confirm the use of that application, the session will
not be launched.

NOTE: Only the DSView 3 software Telnet Viewer is supported on Macintosh system clients.

To specify the serial session application:

1. Click the Profile tab.

2. Click Applications in the side navigation bar.

3. Check the checkbox for the application you want to use for serial sessions.
4

If you check 3rd Party Application, enter the path and executable name of the application
(maximum 256 characters) in the Serial Application field.

Specify any of the following parameters (up to 128 characters) in the Command Line
Arguments field. When the serial session is launched, the actual values will be substituted.

%ADDRESS% - The IP address will be substituted.
%PORT% - The port number will be substituted.
%TNAME% - The target name will be substituted.

If the third party application does not automatically launch a command window, check the
Launch in Command Window checkbox.

5. Click Save.
Specifying a user certificate
This property may be changed only for internal authentication users. See DSView 3 software

internal authentication service on page 74.

A user may specify a certificate if the administrator has allowed it; see the procedure below. If the
system certificate policy is enabled for user certificates (see System certificate policy and trust
store on page 44), the user certificate used at login must meet the policy requirements.
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As an alternative, the administrator may specify the certificate in the user account properties. See
User certificates on page 207.

To enable user settable certificates:

NOTE: Only DSView 3 software administrators may access this procedure.

1.
2.
3.
4,

Click the System tab.

Click User Credential Properties in the side navigation bar.
Check the Allow user to set own certificate checkbox.
Click Save.

To specify a user certificate:

NOTE: A user may access this procedure only if a DSView 3 software administrator has allowed it.

1.
2.
3.
4.

Click the Profile tab. Preferences will automatically be selected in the top navigation bar.
Click Credentials in the side navigation bar, then click Certificate.

Type the path and name of the certificate or browse to the certificate location.

Click Save. An updated Certificate window will open.

Specifying an SSH key

A user may specify an SSH key if the administrator has allowed it.

As an alternative to this method, the administrator may specify the SSH key in the user account
properties. See User SSH key on page 207.

To enable user settable SSH keys:

NOTE: Only DSView 3 software administrators may access this procedure.

1.
2.
3.
4.

Click the System tab.

Click User Credential Properties in the side navigation bar.
Check the Allow user to set own SSH key checkbox.

Click Save.

To specify an SSH key:

NOTE: A user may access this procedure only if a DSView 3 software administrator has enabled it.

1.
2.
3.

Click the Profile tab. Preferences will automatically be selected in the top navigation bar.
Click Credentials in the side navigation bar, then select SSH Key.

Type the 1-256 character name of the file containing the public SSH key that was generated by
a third party key generator or browse to the file location.
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4. Click Save. An updated SSH Key window will open. The SSH key file will be uploaded to the
DSView 3 server for use in authenticating the user.

Enabling user credential caching

User credential caching provides a single sign-on method for accessing units supported by certain
plug-ins. If enabled, the credentials used to log in to the DSView 3 software are maintained in a
secure internal cache. A supported plug-in, such as the Virtualization plug-in, can retrieve these
credentials to log in to connected units.

To enable user credential caching:

NOTE: Only DSView 3 software administrators may access this procedure.

1. Click the System tab.

2. Click User Credential Properties in the side navigation bar.

3. Check the Enable credential caching checkbox.

4. Click Save.

Any currently logged in users must log out and log in again for their credentials to be cached.

Built-in User Groups

When a user account is added to the DSView 3 software system, the user may be assigned to any of
the following built-in user groups:

» DSView 3 software administrators

*  Appliance administrators

e User administrators

» Auditors

e Users

Table 4.1 lists the operations allowed for the built-in user groups.

Table 4.1: Built-In User Group Allowed Operations

Built-In User Group

. s s s
Operation [ [ o 8
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Configure DSView 3 software system-level settings Yes No No No No
Add, change, import and delete DSView 3 software Yes Yes No No No
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Table 4.1: Built-In User Group Allowed Operations (Continued)

Built-In User Group

. s s s
Operation [ [ o 8
L3 2 b 0
= = 8 € S 0
£E @ £ B E B @
O T 0 T QT > (%]
n < O < < < < -}
Backup and restore the DSView 3 software database Yes No No No No
Register a spoke server Yes No No No No
Add, change and delete units Yes No Yes No No
Add, change and delete unit groups Yes Yes Yes No No
Configure access rights Yes Yes No No No
Add, change and delete sites, departments and locations Yes No Yes No No
Add, change and delete external authentication services Yes Yes No No No
Add, change, delete user accounts and user-defined Yes Yes No No No
user groups
All event-related operation Yes No No Yes No
Change your own password Yes Yes Yes Yes Yes

In addition to the built-in user groups, the DSView 3 software supports user-defined user groups;
see Grouping Units on page 187.

Preemption Levels

The preemption level of users determines whether they may interrupt or disconnect another user’s
serial or video (KVM) session with a target device. This also applies to virtual media sessions,
which are initiated from the Video Viewer.

DSView 3 software administrators and user administrators may specify the preemption level for
user accounts or user-defined user groups when an account or group is created. The preemption
level may be changed later. See Preemption level on page 209 or User Group Properties on

page 219.

By default, the preemption level used by the DSView 3 management software (the effective user
preemption level) is the highest level of all of the user groups to which the user belongs.
Preemption levels range from 1-4, with 4 being the highest level. For example, a user or a user
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group with a preemption level of 4 may preempt other level 4 users or user groups, as well as those
with a level 1, 2 or 3 setting.

Table 4.2: User and User Group Preemption Levels

Preemption Level Description

4

The default preemption level for a new local user of a KVM switch or serial
console appliance.

The default preemption level for the DSView 3 software administrator and appliance
administrator user groups.

The default preemption level for the user administrator user group.

The default preemption level for the users and auditors groups.

The preemption levels may be used in the following ways:

User preemption level - This is the preemption level assigned to a user by a DSView 3 software
administrator or user administrator. If this value is larger than the highest preemption level of
the user group to which the user belongs, the value will be used as the effective user
preemption level.

Group preemption level - This is the preemption level assigned to user groups to which the
user belongs. If the user is assigned to multiple user groups with different preemption levels,
this will be the preemption level of the user group with the highest level. For example, if a user
belongs to the administrators (level 3) and auditors (level 1) user groups, this value will be
defined as 3. If this value is larger than the highest preemption level of the user, the value will
be used as the effective user preemption level.

Effective user preemption level - This is the largest value between the user and group
preemption level, and is the actual preemption level that will be recognized by the DSView 3
software when the user attempts to preempt another user’s session. For example, if user
belongs to the auditors group (level 1) but is assigned a user preemption level of 4, the user
will have an effective user preemption level of 4. Although a member of the auditors group,
this user would also be able to preempt the session of a user belonging to the administrators or
appliance administrators user groups.

An administrator or user administrator may also specify an OSCAR graphical user interface
preemption level that is applied to users accessing target devices through the OSCAR interface. See
KVM Switch and Cascade Switch Settings on page 138.

Internet Explorer Considerations

When the Internet Explorer web browser is used, specific settings are required to enable the
DSView 3 software to operate correctly.

SSL (Secure Sockets Layer) certificates - Used for secure authentication between the DSView
3 software client and DSView 3 software hub server; see Certificates on page 43.
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ActiveX controls - Used to display Telnet application, serial and KVVM sessions.

Security Zones - Used to control the actions that may be performed within Internet Explorer.
For example, the operation of JavaScript, which is used by the DSView 3 software, is
dependent on security zone settings.

Advanced Internet options - Used for miscellaneous settings that enhance the use of the
DSView 3 software.

Managing ActiveX® controls

The DSView 3 software uses ActiveX controls to provide interactive content for viewers. (The
Avocent Telnet Viewer uses Java; see Java Installation on page 18 for information.)

The functionality of the ActiveX controls is determined by the settings for the security zone being
used by the DSView 3 software. See Security zones on page 41.

Administrators may prevent users from installing software on their computers. In this case, the
Windows domain administrators may choose to “push” an MSI installer using a Group Policy. This
will silently install the Avocent Session Viewers without requiring the user to install the software
themselves. This will install only the viewers for Internet Explorer. The MSI file is located on the
DSView 3 software DVD and in the webapp/applets directory on the DSView 3 server.

Use the following procedures if you are permitted to install software.

To download an ActiveX control on a DSView 3 software hub server using Windows
(all operating systems except Windows XP with Service Pack 2):

1.

In a Units View window that contains target devices (see Accessing Units View windows on
page 98), click the link in the Action field or select an alternate action, if available.

You can also access a Unit Overview window for a target device and click the icon or link for
the session type.

If this is the first time the ActiveX control has been requested by the DSView 3 software, an
Avocent Session Viewer message box will appear, followed by a Security Warning dialog box.

Select Always trust content from Avocent Huntsville Corporation.

Click Yes to download the ActiveX control. When the control has been downloaded, a KVM
session will start in a Video Viewer window or a serial session will start in a Telnet Viewer
window, depending on the supported action for the managed appliance.

If the required ActiveX control could not be loaded, a red X will appear in the Avocent Session
Viewer message box. The ActiveX control may fail to load for one of the following reasons:

»  The user did not select Always trust content from Avocent Huntsville Corporation.
»  The DSView 3 software client security zone settings are not correct.
e The ActiveX control failed to properly install.
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To download an ActiveX control on a DSView 3 software hub server using Windows
XP with Service Pack 2:

1. InaUnits View window that contains target devices (see Accessing Units View windows on
page 98), click the link in the Action field or select an alternate action, if available.

You can also access a Unit Overview window for a target device and click the icon or link for
the session type (see Unit Overview Windows on page 104).

If this is the first time the ActiveX control has been requested by the DSView 3 software, an
Avocent Session Viewer message box will appear.

2. Click in the top yellow bar. A pop-up menu will appear. Click Install. A Security Warning
dialog box will appear.

3. Click Install to install the ActiveX control.
Security zones

Internet Explorer restricts actions performed by the web browser, based on the security zone
membership of the web site being accessed. Each security zone typically has its own security
restrictions. The following four security zones are available in Internet Explorer:

»  Trusted Sites - Web sites contained in the list of trusted sites.
» Restricted Sites - Web sites contained in the list of restricted sites.
e Local Intranet - Web sites accessed using a host name (for example, https://sun-e2-callisto).

» Internet - All other web sites, including those accessed using standard dot notation (for
example, https://10.0.0.1).

By default, the DSView 3 software operates correctly in the Internet, Local Intranet and Trusted
Sites security zones when accessing a hub server.

NOTE: A DSView 3 software hub server installed on a PC running the Windows 2003 Server will not operate
correctly in the Internet security zone.

The current security zone appears in the lower right corner of the DSView 3 Explorer window.
To ensure that the DSView 3 software works correctly in security zones:

Specify settings for the Local Intranet and Internet security zones. When a DSView 3 software
client accesses a hub server using a host name (for example, https://avocent), the Local Intranet
security zone will be used. When a client accesses a hub server using a web address with periods
(for example, https://www.avocent.com), the Internet security zone will be used.

_Or_

Add the DSView 3 software hub server to the Trusted Sites list. The DSView 3 software client will
always connect to the hub server using the Trusted Sites security zone. The Trusted Sites zone
contains very low security settings and ensures successful communication between the client and
the hub server.
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To display or change the restrictions of a security zone:

1.

ok~

6.
7.

In Internet Explorer, select Tools - Internet Options. The Internet Options dialog box
will appear.

Click the Security tab.
Select the security zone you wish to view.
Click Custom Level. The Security Settings dialog box will appear.

Ensure that the following security settings are set to Enabled or Prompt. The Active Scripting
setting should be set to Enabled.

» Download Signed ActiveX Controls

*  Run ActiveX Controls and Plug-Ins

» Launching Programs and Files in an IFRAME

«  Active Scripting

Click OK to save the settings and close the Security Settings dialog box.
Click OK to close the Internet Options dialog box.

To add a hub server to the Trusted Sites list:

NOTE: If Trusted Sites security zone settings have been modified from their defaults, ensure that the correct
settings required for the DSView 3 software are specified, as indicated above.

1.

> w

5.
6.
7

8.

In Internet Explorer, select Tools - Internet Options. The Internet Options dialog box
will appear.

Click the Security tab.
Click Trusted Sites, then click Sites. The Trusted Sites dialog box will appear.

Type the web site address, in standard dot notation (Xxx.xxx.xxx.xxx), for the DSView 3
software hub server (for example, https://10.0.0.1).

Click Add. The web site address will appear in the web sites list box.

Ensure that Require server verification (https:) for all sites in this zone is selected.
Click OK to save the settings and close the Trusted Sites dialog box.

Click OK to close the Internet Options dialog box.

Advanced Internet options

Internet Explorer contains advanced settings that may be specified to enhance use of the DSView 3
software. Changing these settings is not required, but is recommended for optimum results.

To specify advanced Internet options for the DSView 3 software:

1.

2.

In Internet Explorer, select Tools - Internet Options. The Internet Options dialog box
will appear.

Click the Advanced tab.



Chapter 4: Basic Operations 43

6.

Select the following settings:

» Always send URLs as UTF-8

» Disable script debugging

» Play animations in web pages

»  Show pictures

*  Print background colors and images
+ UseSSL20

* UseSSL 3.0

Select Enable Integrated Windows Authentication if the DSView 3 software is using Integrated
Windows Authentication. See Integrated Windows Authentication on page 46.

Uncheck the following settings:

*  Always expand ALT text for images

» Display a notification about every script error
Click OK to save the settings and close the dialog box.

Certificates

The DSView 3 software system uses certificates to provide secure transactions between
components and to uniquely identify components in the system.

System certificate

The DSView 3 software system generates and manages a system certificate. The system certificate
may be exported to a local directory - the certificate’s public key may then be used to validate the
signature of data log files. See Verifying data log file digital signatures on page 176.

To view or export the system certificate:

1.
2.
3.

Click the System tab.
Click Global Properties in the top navigation bar.

In the side navigation bar, click X.509 Certificates, and then click System Certificate. The
System Certificate window will open.

To export the system certificate in PEM format to a local directory, click Export Certificate. A
pop-up window will open. The content of this window is browser-dependent, but it will usually
prompt you to confirm the export operation. Confirm or cancel.

Server certificates

A DSView 3 server certificate:

Uniquely identifies the DSView 3 server to DSView 3 software clients connecting to the server
using web browsers
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* Uniquely identifies the DSView 3 server to other DSView 3 servers in the system and provides
for secure transactions between them

*  Provides for secure transactions between DSView 3 software clients and the DSView 3
software server

A Security Alert dialog box may appear if there are server certificate issues. See Server certificates
on page 57 for information about certificate alerts and updating server certificates.
Client certificates

DSView 3 software client certificates (also known as user certificates) are used to authenticate
client users during login when the DSView 3 software internal authentication service is configured
in their user accounts. See Adding User Accounts on page 203.

To use DSView 3 software client certificates for authentication, a DSView 3 software administrator
must first enable certificate authentication; see Client session information on page 62. Once this is
enabled, the DSView 3 server will prompt the client web browser to send its user certificates.

The DSView 3 software client certificate must first be loaded into the client web browser and be
associated with a user account. There are two ways to do this:

»  The certificate location can be specified in a user account - see User certificates on page 207

» The DSView 3 software administrator may enable user-settable certificates, then the user may
specify the certificate location - see Specifying a user certificate on page 35

If the system certificate policy (see below) is enabled for user certificates, the certificate used at
login must meet the policy requirements.

Managed appliance certificates

Certificates are also used for authenticating and authorizing managed appliance sessions when a
managed appliance is added in secure mode. See Adding Units on page 107.

System certificate policy and trust store

DSView 3 software administrators may configure the certificate policy by enabling/disabling
settings. The trust store contains a list of all trusted certificate authorities known to the DSView 3
software. You may add, remove or modify the location of trust store entries.

To configure certificate policy settings:

1. Click the System tab.
2. Click Global Properties in the top navigation bar.

3. Click X.509 Certificates in the side navigation bar. The System Certificate Policy window
will open.
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4. Enable/disable checkboxes or select values as indicated for each setting.

Table 4.3: System Certificate Policy

Feature

Value when enabled

Chain Building

Authority Info Access (AlA)

Permits the DSView 3 software to use the AlA certificate extension to
locate a certificate’s issuer.

Max chain length

Maximum allowable number of certificates (inclusive) between the leaf
certificate and a trusted certificate. Valid range is 1-16.

Chain Validation

Partial chains

Allows partial chains. (If disabled, partial chains will be considered
invalid, even if the chain contains a trusted certificate.)

Usage flags

A certificate may be used only for the reasons dictated in the
certificate. For example, a certificate must be flagged as CA
(Certificate Authority) to be considered a valid certificate issuer.

Validity period

The current date and time on the server must be within the window on
each certificate in the chain.

Verify signatures

The signatures within the certificate chain are checked for validity.

Certificate Revocation Lists (CRL)

CRL checks

If CRLs are available, they are checked to determine a certificate’s
revocation status.

Distribution points

CRLs may be located using the distribution point certificate extension.

Reject on error

The DSView 3 software will reject a certificate chain if a CRL is
specified (either in the certificate or the DSView 3 trust store) and it
cannot be read or is invalid.

Secure Sockets Layer (SSL)

Name verification

Outbound SSL connections will verify server names.

Subject alternative names

The server names may match the certificate common name or one of
the subject alternative names.

User Certificates

Verify using trust store

User certificates presented to the DSView 3 software are verified using
the System Trust Store.

5. Click Save.
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To display and manage the trust store:

1.
2.
3.

Click the System tab.
Click Global Properties in the top navigation bar.

In the side navigation bar, click X.509 Certificates, and then click Trust Store. The System
Trust Store window will open, listing all trusted certificate authorities known to the DSView 3
software. By default, the list contains the standard CAs from Java.

To view or change information about a certificate, click on its name. The System Trust Store
Entry window will open. You may change the CRL Location, which indicates where the CRL
should be obtained for that CA. If you change the location, click Save. Then click Close.

To delete one or more certificates:

a. Click the checkbox to the left of the certificate name. To delete all certificates on the page,
click the checkbox to the left of Name at the top of the list.

b. Click Delete.

c. You are prompted to confirm the deletion. Confirm or cancel the deletion.
To add a certificate:

a. Click Add. The New System Trust Store Entry window will open.

b. Inthe Certificate File field, enter the name of the file containing the X.509 certificate to
upload into the trust store. The file may be binary or Base64 encoded.

c. Inthe CRL Location field, you may enter the location of the CRL for the uploaded
certificate (maximum 256 characters). The supported protocols are http://and Idap://.

d. Click Add.

Integrated Windows Authentication

The DSView 3 management software allows DSView 3 software clients to authenticate against
Microsoft Windows NT domain and Microsoft Active Directory external authentication servers
using Integrated Windows Authentication. This feature allows Single Sign-On (SSO) and is
disabled by default.

NOTE: Integrated Windows Authentication cannot be used if the DSView 3 server name contains periods (.).

To use Integrated Windows Authentication for authentication, a DSView 3 software administrator
must first enable it. See Client session information on page 62.

Firewalls

In a typical network configuration, as shown in Figure 4.1, the DSView 3 software client is located
outside of the firewall and the DSView 3 server and managed appliances reside inside the firewall.
In this case, the firewall must be configured to allow two TCP/IP ports inside the firewall.
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One TCP port (default=443) is used for the HTTPS web browser connection between the DSView
3 software client and the DSView 3 server. The other TCP port (default=1078) is used for the
Avocent Proxy Protocol to tunnel video and Telnet traffic. Both ports are configurable.

If you are using the DSView 3 management software through a firewall, we recommend
the following:

Place the DSView 3 server and all managed appliances within the same firewall Demilitarized
Zone (DM2Z). If the managed appliances are not in the same DMZ with the DSView 3 server,
you must configure the firewall so all data may pass between the zones using TCP/IP ports 22
(SSH), 3211, 2068, 8192 and 3871. You must also configure the User Datagram Protocol
(UDP) port 3211 so it may pass through the firewall for initial network discovery of appliances
that do not have an IP address.
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Figure 4.1: Typical DSView 3 Software System Firewall Configuration

Table 4.4: Typical DSView 3 Software System Firewall Configuration Descriptions

Number Description Number  Description

1 DSView 3 Software Client 5 DSView 3 Server

2 HTTPS 6 Proxy

3 Proxy 7 KVM Switch or Serial Console Appliance
4 Firewall 8 Target Devices
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VPNs

A Virtual Private Network (VPN) is a secure network that uses public infrastructure and typically
includes several Wide Area Network (WAN) components that may impact performance of
the VVPN.

Typically, two sites are connected in a VPN network using WANS and a router. This setup provides
a secure network between the two sites, but processing is slow.

Several factors related to the network setup, including the DSView 3 software database replication
schedule and methods of device access, can affect the speed of a multi-site VPN network. The
trade-off must be made based on the network setup.

Frequent replication of the DSView 3 software database will increase WAN/VPN traffic but
provide steady data reception at the local sites. Infrequent database replication made at the various
sites decreases the WAN/VPN traffic but delays the reception of changes at the local site.

In addition, the methods used to access devices affects network speed. VPN access of a managed
appliance is always slower than local access.

The DSView 3 management software supports VPNs that provide full transparency for IP
addresses, as well as ports between sites and many VPNs that perform network address translation
(NAT) between sites. For example, the VPN in Figure 4.2 could use NAT if Site A and Site B are
separate companies that merged but have not resolved their IP addresses. See NAT Devices on
page 49.
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Figure 4.2: DSView 3 Software System on a VPN

Table 4.5: DSView 3 Software System on a VPN Descriptions

Number Description Number  Description

1 DSView 3 Software Client 7 Replication
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Table 4.5: DSView 3 Software System on a VPN Descriptions

Number Description Number  Description
2 Firewall 8 VPN
3 Site A 9 DSView 3 Software Client
4 Target Devices 10 Site B
5 Hub Server 11 Target Devices
6 Spoke Server
NAT Devices

NAT devices enable a company to use more internal IP addresses than they have assigned to

managed appliances. The IP addresses are not exposed outside of the NAT device.

NAT devices are typically used with a DSL broadband router. A DSView 3 software client is
connected to the NAT device, as shown in Figure 1.6, which then connects to the corporate
network using a VPN.
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Figure 4.3: Single NAT Configuration (Client Only)
Table 4.6: Single NAT Configuration (Client Only) Descriptions
Number Description Number  Description
1 DSView 3 Software Client 7 Firewall
2 Private 8 Private
3 NAT Device 9 DSView 3 Server
4 Client 10 Managed Appliance
5 Public 11 Corporate
6 VPN
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Another scenario, shown in Figure 4.4 on page 50, is when the corporate site also uses a NAT
device to save IP addresses (double-NAT). Since the DSView 3 software client is trying to access a
private resource inside the corporate site, the TCP/IP ports used for HTTPS and the proxy server
must be configured to be exposed on the corporate NAT device.
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Figure 4.4: Double-NAT Configuration (Client and Corporate)

Table 4.7: Double-NAT Configuration (Client and Corporate) Descriptions

Number Description Number  Description

1 DSView 3 Software Client 7 NAT Device

2 Private 8 Private

3 NAT Device 9 DSView 3 Software Server
4 Client 10 Managed Appliance

5 Public 11 Corporate

6 VPN

NOTE: NAT devices may not be connected between the DSView 3 server and any managed appliances.

Licenses

License keys permit the operation of the DSView 3 management software on the hub server. They
also specify the number of:

» clients that may use the software

»  spoke servers allowed on a system

» third party power devices that may be added

*  plug-in license 1Ds

» data logging sessions that can be enabled concurrently
* NetClarity Auditor appliances that can be managed

»  virtual machines that can be managed
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A demonstration (demo) license key may also be used for a trial period. When the trial elapses,
login attempts will fail. A demo license key may be replaced with another demo license key or a
permanent license. If additional license keys are added during the trial and the demo key expires,
the add-on keys will have to be re-entered when a new license key is installed.

Contact Avocent for information about obtaining licenses.

To display license information:

1. Click the System tab.
2. Click Licenses in the top navigation bar.

3. Click Summary in the side navigation bar. The License Summary window will open. Table 4.8
describes the window fields.

Table 4.8: License Summary Fields

Section

Field

Description

Installation Key or
Demo Install Key

Serial Number

Serial number encoded in the license key for the DSView 3
software hub.

Client Sessions

Licensed

Total number of licenses for concurrent DSView 3 software
sessions. Unlimited indicates there are no restrictions on the
number of concurrent DSView 3 software sessions.

Currently in Use

Number of licenses for DSView 3 client sessions currently in use.
This value is incremented each time someone logs into the
DSView 3 software; it is decremented when someone logs out or
their session times out.

If a user opens any number of SSH Passthrough sessions, an
additional client session license is used and value is incremented.
Once the user closes all SSH Passthrough sessions, the license is
freed and value is decremented.

Backup Servers

Licensed

Total number of licenses for backup (spoke) DSView 3
software servers.

Currently in Use

Number of licenses for backup DSView 3 servers currently in use.

Third Party Power
Devices

Licensed

Total number of licenses for third party power devices. Unlimited
indicates there are no restrictions on the number of power devices
that can be added.

Currently In Use

Number of licenses for third party power devices currently in use.

Plug-ins

Licensed

Total number of license IDs for plug-ins.

Currently In Use

Number of license IDs for plug-ins currently in use.
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Table 4.8: License Summary Fields (Continued)

Section Field Description

Total number of data logging sessions that can be enabled
Licensed simultaneously. Unlimited indicates there are no restrictions on the
Data Logging Sessions number of data logging sessions that can be enabled.

Currently in Use Number of data logging sessions currently enabled.

Total number of Auditor appliances licensed to be added as

Licensed :
managed appliances.

Auditor Appliances

Currently in Use Number of Auditor appliance licenses currently enabled.

Total number of virtual machines licensed to be added as

Licen .
censed target devices.

Number of licensed virtual machines currently added in the
DSView 3 software.

Currently in Use NOTE: You can also manage virtualization licenses from the
License Manager window. See the DSView 3 Software Plug-in for
Virtualization help for more information.

Virtualization

To display license keys:

1. Click the System tab.
2. Click Licenses in the top navigation bar.

3. Click License Keys in the side navigation bar. The License Keys window will open and list
each installed license key and a description of the key. One of the following descriptions will
display beside each key:

* Adds <number> Backup Server(s) - Adds <N> backup (spoke) DSView 3
software servers.

e Adds <number> Backup Server(s) and Unlimited Client Sessions - Combines the keys for
Adds <N> Backup Server(s) and Client Session Site License.

* Adds <number> Client Session(s) - Adds <N> concurrent DSView 3 software client
sessions across all DSView 3 servers.

» Client Session Site License - Increases the number of concurrent DSView 3 software
client sessions to unlimited.

» Installation Key - Enables first use of the DSView 3 software and sets the initial number of
backup DSView 3 servers and concurrent DSView 3 software clients.

» Demo License Key - Enables first use of the DSView 3 software for a certain period
of time.

e Third Party Power Devices Site License - Increases the number of third party power
devices that can be added to unlimited.
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e Add <number> Third Party Power Devices - Increases the number of third party
power devices.

*  Plug-in Id <number> License Key - Enables use of a plug-in for a specific appliance type.

*  Adds <N> Data Logging Sessions - Adds <N> concurrent data logging sessions to
be enabled.

» Data Logging Session Site License - Increases the number of concurrent data logging
sessions that may be enabled to unlimited.

To add a new license key:

a k~ wn PR

7.

Click the System tab.

Click Licenses in the top navigation bar.

Click License Keys in the side navigation bar. The License Keys window will open.
Click Add. The Add License Key window will open.

If you did not receive a license key, click the http://www.avocent.com/activation link to obtain
a license key.

Type a valid new add-on license key in the License Key field. (License keys from a DSView
software release prior to version 3.0 are not valid.)

Click Save. The License Keys window opens, containing a new row with the new license key.

ISV Partners

The Avocent Independent Software Vendors (ISV) partners program supports configuring and
launching a browser from within the DSView 3 software to the console of the Ipswitch
WhatsUp Professional.

Only members of the DSView 3 administrators user group may configure ISV partner URLS.
See the Avocent web site for more information about the ISV partners program.

To add or change the partner URLS:

A

Click the Units tab.
Click Partners in the top navigation bar.
If partner URLSs have not already been configured, click Properties in the side navigation bar.

The Partner Properties window will open. Enter the URLSs for launching a browser to the
partner product. Separate multiple URLs with a line break. The maximum length in each field
is 512 characters.

Click Save. A button icon and link will appear for each configured URL on the Partner
Tools page.

To launch a browser session to a partner URL:

1.
2.

Click the Units tab.
Click Partners in the top navigation bar.
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3. The Partner Tools window will open. (This window exists only if at least one URL has been
defined in the Partner Properties window.)

4. Click on the button or link to launch the browser window to the specified URL.
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CHAPTER

DSView 3 Servers

This chapter describes how to configure DSView 3 server properties, backup and restore hub
servers and manage spoke servers.

Server Properties

Table 5.1 lists the DSView 3 server properties.

Table 5.1: Server Properties

Property

Description

Identity

Name of the DSView 3 server and the server’s role (hub or spoke).

Network

IP address (*) and port used by clients to access the server using the HTTPS (SSL)
protocol. You may change the port number used for the HTTPS connection.
NOTE: When the DSView 3 server is running on a Linux system, the IP address field may
contain the loopback address. If this is not desired, edit the /etc/hosts file on the Linux
system. Add a new line above the line that defines the loopback address. The new line
should contain the IP address, followed by the host name. For example, the following new
line adds the IP address 172.30.20.206 for the host name sun-jcv-fc3.avocent.com, above
the existing line that defines the loopback address (127.0.0.1).

172.30.20.206 sun-jcv-fc3.avocent.com

127.0.0.1 localhost.localdomain sun-jcv-fc3.avocent.com localhost sun-jcv-fc3

Certificate

DSView 3 server certificate presented to DSView 3 software client web browsers.

Proxy Server

When the Avocent proxy server is used, DSView 3 software client KVM and serial session
requests are sent through the DSView 3 server rather than directly to the KVM switch or
serial console appliance, which prevents the exposure of the internal address of the
managed appliance. You may change the proxy server configuration.

NOTE: EVR1500 environmental monitor, DSI5100 IPMI and generic appliance sessions
are not sent through the DSView 3 server, even when the proxy is enabled.

SSH Server

Enables/disables the SSH server and specifies the port it uses.
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Table 5.1: Server Properties (Continued)

Property

Description

Trap
Destinations

The DSView 3 server polls KVM switches or serial console appliances to determine if they
are responding. If the managed appliance does not respond, the DSView 3 server sends an
SNMP Loss Of Communication (LCM) trap or alert to the external SNMP manager. When

the DSView 3 server detects that the appliance is once again communicating, a Regained
Communication (RCM) trap is sent from the DSView 3 software server.

When a response change occurs during communication between the DSView 3 server and
a managed appliance, the DSView 3 software writes the event to the event log and sends

an SNMP trap to the configured trap destinations.

Trap destinations may also be specified by clicking on a managed appliance and changing
the SNMP appliance settings.

DSView Client
Sessions

Settings for inactivity time-out, Single Sign-On (SSO) for the session or restrictions to use
specific IP addresses to start the sessions.

DSView Modem
Session

Settings for dial-up sessions, including inactivity time-out, time to wait for a connection and
dial-back number.

IP address of the SMTP (Simple Mail Transfer Protocol) server that is used by the DSView

Email 3 software to send email notifications.

. Enables/disables unit status polling for the DSView 3 server, and specifies the delay
Unit Status . . )
Polling between polling cycles and the number of managed appliances that will be

concurrently polled.

Spoke Servers

Enables you to manage the DSView 3 software spoke servers in your system.

Data Logging

Settings for data log file location, archiving and Syslog server.

To display server properties:

Click the System tab. DSView Server will automatically be selected in the top navigation bar and
Identity will automatically be selected in the side navigation bar. The DSView Server Identity
Properties window will open. The top of the side navigation bar will indicate the name of the
DSView 3 software server.

To change server network properties:

1. Click the System tab.
2. Click Network in the side navigation bar. The DSView Server Network Properties window

will open.

3. Type anew DSView 3 server port number in the HTTPS Port field.

If the default value (443) is modified, the port number in the URL must be specified when
accessing the DSView 3 software. For example, if the IP address of the hub server is 10.0.0.1
and the port number is changed to 444, https://10.0.0.1:444/dsview must be typed in the
Address field of the web browser to access the DSView 3 software.
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The selected port must be available on the DSView 3 server. If DSView 3 software clients are
located on an external connection, the specified port must be open on the firewall.

4. Click Save. A confirmation dialog box will appear.

A web browser error message will appear when Save is clicked. This error message is a normal
occurrence. To reestablish connection to the DSView 3 software, you must reconnect to the
hub server by typing the URL with the new port number. For example, if you changed the port
number to 334 for a hub server with an IP address of 10.0.0.1, type https://10.0.0.1:334/
dsview to access the DSView 3 management software.

5. Confirm or cancel the change.
Server certificates

DSView 3 software administrators manage server certificates. See Certificates on page 43 for a
description of certificate types and procedures to manage certificate policy and the system trust
store.

Security alerts

The DSView 3 software uses SSL (Secure Sockets Layer) to securely communicate between the
DSView 3 software hub server and DSView 3 software clients. SSL provides secure authentication
using certificates, which is data that identifies the PC with which communication will occur. A
certificate is typically verified by another certificate from a trusted certificate authority.

When the DSView 3 software is initially installed, it generates a self-signed certificate for use with
DSView 3 software clients. To replace this, a DSView 3 software administrator may create a
Certificate Signing Request (CSR) to submit to a trusted third party Certificate Authority (CA) for
signature. The administrator may then replace the generated certificate with the new one. If the
generated certificate is not replaced, the web browser will prompt a user whether to trust the
generated certificate when a DSView 3 software client session is started.

Three tests are performed on a certificate each time a DSView 3 software client connects to the
DSView 3 software hub server:

»  Does the client web browser trust the certificate issuer?
»  Has the certificate expired?

* Does the name on the DSView 3 server certificate match the name the DSView 3 software
client used to access the DSView 3 server?

A Security Alert dialog box will appear if the answer to any of the three questions is No. To prevent
the Security Alert message box from appearing when you connect to a the DSView 3 software hub
server, all three questions must be answered Yes. When a Security Alert dialog box appears, you
have the following choices:

* Ifyou click Yes, a connection will be made with the DSView 3 software hub server and the
DSView 3 software login window will appear, but the Security Alert dialog box will continue
to appear each time you connect to the hub server.

» Ifyou click No, a connection will not be made with the DSView 3 software hub server.
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« Ifyou click View Certificate, you may install the certificate; see below.

To correct certificate security alerts for client and hub server connections:

1. From the DSView 3 software client, open a client session; see Opening a client session on
page 16. The Security Alert dialog box will appear.
Click View Certificate. The Certificate dialog box will appear.
Click Install Certificate. See the Internet Explorer documentation for more information.

Once the certificate is installed, ensure that the time setting on the DSView 3 software client
PC is within the Valid from...to... dates and that the Issued to and Issued by fields
exactly match.

Invalid to...from dates typically occur when the DSView 3 software is installed on a server that
is set to an invalid time. When a DSView 3 software client that is set to a valid time connects to
the DSView 3 server that is set to an invalid time, the following warning will appear in the
Security Alert dialog box: “The security certificate date is invalid.”

Serial session security alerts

The Serial Session Viewer, which is used during a serial session, is a Java-based applet. Three
certificate tests are performed by Java when the DSView 3 software connects to a serial device:
» Does the serial device trust the certificate issuer?

»  Has the certificate expired?

» Does the name on the serial device certificate match the name of the DSView 3 software hub
server certificate?

A warning dialog box will appear if the answer to all three questions is No. To prevent this warning
dialog box from appearing when you connect to a serial device, all three questions must be
answered Yes.

To correct certificate security alerts when connecting to a serial session:
1. InaUnits View window that contains serial console appliance target devices (see Accessing
Units View windows on page 98), click the Serial Session link in the Action field.

You can also access a Unit Overview window for a target device and click the Serial Session
icon or link for the session type (see Unit Overview Windows on page 104).

2. If the certificate is trusted and has not expired, but there is a mismatch of the name on the
DSView 3 software client certificate and the name on the DSView 3 software hub server
certificate, a Warning - HTTPS dialog box will appear. Contact the issuer of your certificate.

3. When a Warning - Security dialog box appears, you have the following choices:

» Ifyou click Yes, a connection will be made with the appliance and the viewer will open,
but the warning dialog box will continue to appear each time you connect to the serial
console appliance.

» Ifyou click No, a connection will not be made with the serial console appliance.
« If you click Always, the certificate will be added to the Java certificate store.
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To create a CSR:

5.
6.

Click the System tab.

Click Certificate in the side navigation bar. The DSView Server Certificate Properties window
will open.

Click Get CSR. A File Download dialog box will appear.

Click Open. The CSR is downloaded and displays in the configured text editor.

-or-

Click Save. The Save As dialog box will appear. Select a directory and filename and click Save
to save the CSR.

Submit the CSR generated request to a CA to obtain a signed server certificate.

Update the DSView 3 server to use the certificate created by the CA.

To update certificate information on the DSView 3 server:

NOTE: You may also update a spoke server certificate on a hub server and update a hub server certificate on a
spoke server; see Managing hub and spoke server certificates on page 60.

1.
2.

Click the System tab.

Click Certificate in the side navigation bar. The DSView Server Certificate Properties window

will appear.

Click Update. The Update DSView Server Certificate Wizard will appear. Click Next.

The Select Operation to Perform window will open.

»  Select Create a new self-signed SSL server certificate to create a minimal security SSL
certificate without incurring the costs and overhead involved with a Certificate Authority
(CA). Click Next, then go to step 5.

»  Select Import a signed SSL server certificate to import a more secure SSL certificate that
has been approved (perhaps by a CA). The public key of the imported certificate must
match the public key in the certificate that the DSView 3 server is currently using. This
requires that both certificates be made on the same DSView 3 server. Click Next, then go
to step 6.

The Type in Certificate Information window will open.

a. Type the name of the computer that will serve as the DSView 3 server on your intranet in
the Common Name field. If the DSView 3 server is outside the intranet, type the server’s
full domain name in dot notation format (XXX.XXX.XXX.XXX).

b. Type the name of the organization (or country).

c. Type the name of the organizational division or name under which the organization is
doing business.

d. Type the complete city or location name. The City or Location field is required for
organizations registered only at the local level.
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e. Type the complete name of the state or province where the organization is located.

f.  Type the two-character 1SO country code for the country where the organization
is located.

g. Click Next. Go to step 7.
The Select Certificate to Import window will open.

a. Type the full directory and filename for the SSL certificate file you wish to import to the
DSView 3 server or browse to the file location.

The name of the SSL certificate file must be entered in case sensitive text if your operating
system supports case sensitive filenames.

Imported certificates must have been generated from a CSR created on the same DSView
3 server to which you are importing the certificate.

b. Click Next.
The Completed Successful window will open.

Click Finish. The DSView Server Certificate Properties window will open, containing updated
certificate information.

Managing hub and spoke server certificates

When a spoke server is registered with a hub server, a certificate trust relationship is established
between the two servers. Certificate information must match on the hub server and the spoke
servers for communication to take place between the servers. If the spoke server certificate is
subsequently changed, a certificate mismatch will occur.

To update the certificate of a spoke server on the hub server:

NOTE: Certificates may only be viewed by DSView 3 software administrators and user administrators.

1.

On the hub server, click the System tab. DSView Server will automatically be selected in the top
navigation bar and the name of the DSView 3 software hub server will appear at the top of the
side navigation bar.

Click Spoke Servers in the side navigation bar. The Spoke Servers window will open.
In the Spoke Servers window, click Certificate. The Spoke Server Certificate window will

open including information about the spoke server certificate (Actual Certificate) and the
certificate registered for this spoke server on the hub server (Registered Certificate).

The window displays the certificate on the spoke server and the certificate registered on the
hub server.

If the DSView 3 management software cannot obtain the certificate information from the
spoke server, a message will appear at the bottom of the DSView Server Certificate - Spoke
Server window. The message states: Remote server is not responding. Information displayed
may not match remote side.

« If the certificate information does not match, go to step 5.
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5.
6.

« If the certificate information matches, go to step 6.
Click Update. The spoke server certificate information will be updated on the hub server.
Click Close. The Spoke Servers window will open.

To update the certificate of a hub server on a spoke server:

1.

4,

On the spoke server, click the System tab. DSView Server will automatically be selected in the
top navigation bar and the name of the spoke server will appear at the top of the side
navigation bar.

Click Hub Server in the side navigation bar. The Hub Server window will open.

In the Hub Server window, click Certificate. The Hub Server Certificate window will open
including information about the spoke server certificate (Actual Certificate) and the certificate
registered for this spoke server on the hub server (Registered Certificate).

If the DSView 3 software cannot obtain the certificate information from the hub server, a
message will appear at the bottom of the DSView Server Certificate - Hub Server window. The
message states: Remote server is not responding. Information displayed may not match
remote side.

If the certificate information does not match, go to step 4.
Click Update. The hub server certificate information will be updated on the spoke server.

Proxy servers

Proxy servers are valid on supported K\VVM switches or serial console appliances.

To specify a proxy server:

1.
2.

Click the System tab.

Click Proxy Server in the side navigation bar. The DSView Server Proxy Properties window
will open.

a. Type anew port number to use for DSView 3 software client communication with the
Avocent proxy to the logged in DSView 3 server.

If DSView 3 software clients are located on an external connection, the specified TCP/IP
proxy port must be opened on your firewall.
b. Select the type of Proxy Invocation:

» Click Disable the proxy server to allow all internal and external DSView 3 software
clients to communicate directly with the managed appliances. (This is the default.)

»  Click Use the proxy server for all KVM, serial and virtual media sessions to enable all
DSView 3 clients to communicate with the managed appliances using the DSView 3
software proxy server.

»  Click Use the proxy server only for clients not on the same network as this DSView
Server to enable all external and internal clients on a different network than the
current DSView 3 server to communicate with the managed appliances using the
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DSView 3 proxy server. All other external and internal clients will communicate
directly with the managed appliances.

»  Click Use the proxy server only for clients connecting with the following addresses to
enable only DSView 3 software clients with IP addresses entered in the Address List
to communicate with the managed appliances using the DSView 3 proxy server. All
other clients communicate directly with the managed appliances.

NOTE: Changing the Proxy Port or Proxy Invocation setting will disconnect active DSView 3 software
client sessions.

3. Click Save. A confirmation dialog box will appear.
4. Confirm or cancel the action.

Server trap destinations

To specify trap destinations:

1.
2.

4,

Click the System tab.

Click Trap Destinations in the side navigation bar. The DSView Server Trap Destinations
window will open.

In each address field, type the IP addresses in standard dot notation (XxX.XXX.XXX.XXx) or the
domain name for the computer that handles traps. Up to four computers may be specified.

Click Save to store the trap information in the DSView 3 software database on the host.

Client session information

To specify client session information:

1.
2.

Click the System tab.

Click DSView Client Sessions in the side navigation bar. The DSView Server Client Session
Properties window will open.

a.

Use the arrows to specify a time-out value (from 5-60 minutes) for inactivity of a DSView
3 user client session. The default is 15 minutes. When the time-out value has been
exceeded, the session will end and the user must log in again.

Check the Enable certificate authentication checkbox to allow the DSView 3 software to
automatically log in internal users if the user certificate (X.509 digital ID) installed in the
DSView 3 software client web browser matches the certificate configured for the user.
Certificates for users may be modified. See User certificates on page 207.

Web browser settings may need to be modified to allow users to automatically log in using
certificates; see your web browser documentation.
_Or_

Check the Enable Integrated Windows® Authentication checkbox to automatically log a
user into the DSView 3 software using the user’s NT domain or Active Directory
credentials and Integrated Windows Authentication.
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3.

Web browser settings may need to be modified to allow users to automatically log in using
Integrated Windows Authentication; see your web browser documentation.

c. Toenable only DSView 3 software clients with IP addresses entered in the Address List to
communicate with managed appliances, check the Restrict by address range checkbox. To
disable address restrictions for logging into the DSView 3 software, uncheck
this checkbox.

Click Save to store client session information in the DSView 3 software database on the host.

DSView 3 software modem sessions

For more information about modem sessions, see Active modem sessions on page 161.

NOTE: Modem sessions are available on supported ACS console servers.

To specify modem session properties:

1.
2.

Click the System tab.

Click DSView Modem Sessions in the side navigation bar. The DSView Server Modem Session
Properties window will open.

Specify the following Session Timeout properties:

a. Inactive dial-up session timeout - in the drop-down menu, specify the number of seconds
in the range of 60-3600 after which the session will be terminated. The default value is
120 seconds.

b. Dial-up connection attempt timeout - in the drop-down menu, specify the number of
seconds in the range of 60-600 after which the attempt will be terminated. The default
value is 120 seconds.

c. Dial-back connection attempt timeout - in the drop-down menu, specify the number of
seconds in the range of 60-600 after which the modem will be removed from listening
mode. The default value is 120 seconds.

Specify the following Dial Up settings:

a. Inthe Server Prefix field, type the dial-up prefix for the DSView 3 server to obtain an
outside line. This prefix will be added to the unit phone number.

b. Enter the IP address range to be used in dial-up connections in the From address and To
address fields.

Specify the following Dial Back Settings:

a. Inthe Analog phone number field, type the analog phone number for the appliance to
dial-back to the DSView 3 server. This number will be stored in the DSView 3 software
database and automatically updated on the ACS console server.

b. Inthe Analog on hook time field, specify the on hook interval in the range of 0-25
seconds. The default value is 4 seconds. The on hook interval is the amount of time after
the initial dial-up connection is dropped before the modems on the DSView 3 server will
receive incoming calls.
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c. Use the ISDN controller map field to define the map of Multiple Subscriber Numbers
(MSNs) to ISDN channels. Enter the controller map definition for each port sequentially
on a separate row in the text field. Use the following format:

<port number>:<MSN1><MSN2>

For example, if an Eicon card has one port, and MSN 21 is assigned to ISDN channel 1 on
port 1, and MSN 22 is assigned to ISDN channel 2 on port 1, the text in the ISDN
controller map field would be:

1:21,22

A controller map definition must be provided for each ISDN dial-back phone number.

d. Inthe ISDN phone number field, enter the Integrated Services Digital Network (ISDN)
phone number for the appliance to dial-back to the DSView 3 server. You may enter
multiple dial-back phone numbers each separated by a comma. The number(s) will be
stored in the DSView 3 software database and automatically updated on the ACS
console server.

e. Inthe ISDN on hook time field, specify the on hook interval in the range of 2-10 seconds.
The default value is 2 seconds. The on hook interval is the amount of time after the initial
dial-up connection is dropped before the modems on the DSView 3 server will receive
incoming calls.

NOTE: If your DSView 3 server is on Windows, the ACS console server username and password must be
configured as a user in Windows before a dial-back connection can be established.

6.

Email

Click Save.

To specify email properties:

1.
2.

Click the System tab.

Click Email in the side navigation bar. The DSView Server Email Server Properties window
will open.

Type a new address for the SMTP server that sends email notifications as a domain name or an
IP address in standard dot notation (XXX.XXX.XXX.XXX).

If your SMTP server requires login credentials, select Login required to access SMTP server
and type a username and password, then confirm the password.

Click Save to store DSView 3 software email property information in the DSView 3 software
database on the host.

Unit status polling

To use unit status polling:

1.

Click the System tab.
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2. Click Unit Status Polling in the side navigation bar. The DSView Server Unit Status Polling
Properties window will open.

3. Select Enable unit status polling.

Type the number of seconds to wait between polling cycles (from 30-999 seconds). The default
is 900 seconds (15 minutes). A smaller value results in greater accuracy.

5. Type the number of managed appliances that may simultaneously be polled to obtain status
information (from 1-25 units). The default is 5. A larger number results in faster speed.

6. Click Save to store unit status information in the DSView 3 software database on the host.

Backing up and Restoring Hub Servers Manually

NOTE: You may only restore a DSView 3 software hub server with a backup archive made using an identical
DSView 3 software version. For example, you may not restore a hub server running DSView 3 software version
3.2 using a backup archive made with DSView 3 software version 3.1.

You may manually create a backup of your hub server. Two methods are available:

*  Fromacommand line in an MS-DOS window. This method may be used for DSView 3
software hub servers on supported Windows or Linux systems.

»  Using the Backup and Restore Utility delivered with the DSView 3 software. The backup is
saved as a .zip file containing the files needed to restore the DSView 3 management software.
This method may be used for DSView 3 software hub servers on supported Windows
systems only.

Client sessions will be temporarily disconnected during a manual backup. The sessions will be
automatically reconnected when the backup is completed.

Hub server backups may also be automatically created as a task within the DSView 3 software. If
you use the Backup DSView database and system files task, client sessions will not be temporarily
disconnected. See Task: Backup DSView 3 software database and system files on page 294.

Manual backup and restore procedures require DSView 3 software administrator privileges.

To manually backup or restore a hub server using a command line on a supported
Windows system:

1. In the Start menu on your desktop, select Start - Programs - Accessories - Command Prompt.
A command prompt window will open.

2. Change directories to the directory in which the DSView 3 software is installed (typically
C:\Program Files\Avocent DSView 3\bin).

3. Enter DSViewBackupRestore to display the DSView 3 Backup/Restore Utility dialog box.
Follow the directions in To manually back up a hub server using the Backup and Restore
Utility dialog box to back up the hub server using the dialog box or To manually restore a hub
server using the Backup and Restore Utility dialog box to restore the hub server using the
dialog box. (These procedures are described later in this section.)

_Or-
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To backup the DSView 3 software hub server, enter DSViewBackupRestore -backup
-archive “<archive name>" -passwd <password>.
_Or_
To restore the DSView 3 software hub server, enter DSViewBackupRestore -restore -archive
“<archive name>" -passwd <password>.
“<archive name>" - Name of the archive, which must be enclosed by quotation marks (for
example, “myarchive”). The -archive option and an archive name are required.

<password> - A password that encrypts the archive. The password is optional when
creating a backup. If a password is specified when creating the backup, it will be required
when restoring the backup.

To display help information, type DSViewBackupRestore -h or
DSViewBackupRestore -help.

For example, entering the following in a command prompt window will create a backup named
db.zip with the password test.

DSViewBackupRestore.exe -backup -archive “db.zip” -passwd test

Entering the following in a command prompt window will restore a backup named db.zip with the
password test.

DSViewBackupRestore.exe -restore -archive “db.zip” -passwd test

To manually backup or restore a hub server using a command line on a supported
Linux or Solaris system:

1.
2.

Access the command prompt on your system.

Change directories to the directory where the DSView 3 software is installed, which is
typically /usr/local/dsviewserver/bin.

To backup the DSView 3 software hub server, enter DSViewBackupRestore.sh -backup
-archive <archive name> -passwd <password> -overwrite.

To restore the DSView 3 software hub server, enter DSViewBackupRestore.sh -restore
-archive <archive name> -passwd <password>.

<archive name> - Name of the archive. The -archive option and an archive name
are required.

<password> - A password that encrypts the archive. The password is optional when
creating a backup. If a password is specified when creating the backup, it will be required
when restoring the backup.

-overwrite - Enables overwriting of an existing archive during backup. If this parameter is
omitted, no overwriting will occur.

To display help information, type DSViewBackupRestore.sh -help.

For example, entering the following in a command prompt window will create a backup named
dbasebackup.zip with the password test1.

DSViewBackupRestore.sh backup -archive dbasebackup.zip -passwd testl
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Entering the following in a command prompt window will restore a backup named
dbasebackup.zip with the password test1.

DSViewBackupRestore.sh restore -archive dbasebackup.zip -passwd testl

To manually back up a hub server using the Backup and Restore Utility dialog box
on a supported Windows system:

1. Inthe Start menu on your desktop, select Start - Programs - Avocent DSView 3 - Backup and
Restore Utility. The DSView 3 Backup/Restore Utility dialog box will appear.
Click Backup Database to a file.

3. To password-protect the backup file, click Enabled and type a password in the Password field.

Click Browse and use the Save As dialog box to specify a directory and name for the backup
file. Click Save when you are finished.

5. Click Backup. The DSView 3 software system backup files are saved.
6. Click Close to close the DSView 3 Backup/Restore Utility dialog box.

To manually restore a hub server using the Backup and Restore Utility on a
supported Windows system:

1. In the Start menu on your desktop, select Start - Programs - Avocent DSView 3 - Backup and
Restore Utility. The DSView 3 Backup/Restore Utility dialog box will appear.
From the DSView 3 Backup/Restore Utility dialog box, click Restore the database from a file.

3. If the backup file is password-protected, click Enabled and type its password in the
Password field.

Click Browse and use the Save As dialog box to find the backup file.
5. Click Restore. The DSView 3 software system is restored from the backup files.
Click Close to close the DSView 3 Backup/Restore Utility dialog box.

Spoke Servers

Information on the hub server is replicated on one or more spoke servers. Information about each
spoke server, such as IP address, port number and certificate, is stored in the hub server’s database.

You may specify up to 15 computers as spoke servers. Contact Avocent for information about
spoke server licenses. To install licenses, see Licenses on page 50.

NOTE: The DSView 3 management software versions of the spoke server and hub server must match in order to
register a spoke server. For example, you may not register a spoke server running DSView 3 software version
3.1 with a hub server running DSView 3 software version 3.2.

A spoke server may be created by:
»  Specifying a spoke server when installing the DSView 3 software.
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»  Converting a hub server to a spoke server by registering it as a spoke to another DSView 3
software hub server. The DSView 3 software system data on the hub server being converted
will be lost and the converted hub server will replicate the data of the new specified hub server.

You may also change the properties of a spoke server or remove spoke servers from your system.

To display a list of spoke servers:

NOTE: The Spoke Servers window is only available on the hub server.

Click the System tab.

2. Click DSView Server in the top navigation bar. The side navigation bar will include the name
of the server to which you are logged in.

3. Click Properties in the side navigation bar, and then click Spoke Servers. The Spoke Servers
window will open.

You may change the fields that display by using the Customize link. See Using the Customize
link in windows on page 26.

Each spoke server in the list includes status.

Table 5.2: DSView 3 Software Spoke Server Status

Status

Cause

Responding

Normal operation. The hub and spoke servers are communicating with each other
using HTTPS.

Not responding

The hub and spoke servers cannot communicate with each other using HTTPS. This
typically indicates a network communication error. Ensure that network connectivity is
occurring between the two servers.

Hub/Spoke Versions
Not Compatible

The versions of DSView 3 software on the hub and spoke servers are not compatible.

Certificates Do Not
Match

Certificates on the hub server and spoke servers do not match. See Managing hub and
spoke server certificates on page 60 for information about updating the server
certificates so that they will match.

Invalid Server or
Versions Not
Compatible

A server responded, but it is not compatible with the DSView 3 software. This typically
occurs when communication is attempted with a server that does not contain the
software, or if either server contains an older version of the software. Ensure that both
servers are running the same DSView 3 software version.

To add a spoke server:

1. Install the DSView 3 software on the computer that will be used as a spoke server. See
Installing the DSView 3 Software on page 10.

2. Configure the computer as a spoke server. See Configuring the DSView 3 Software on page 13.
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To register a hub server as a spoke server:

Only DSView 3 software administrators may access this procedure.

NOTE: When registering a hub server as a spoke server on another DSView 3 software system, the information
on the hub server being registered will be lost. Its database will be updated to match the new hub server to which
it is being registered.

1.
2.

10.
11.

Click the System tab.

Click DSView Server in the top navigation bar. The side navigation bar will include the name
of the server to which you are logged in.

Select Tools in the side navigation bar. The DSView Server Tools window will open.

Click the Register as Spoke Server icon or text. The Register Spoke Server Wizard will appear.
Click Next.

The Type in Hub DSView Server Address window will open.

a. Type the IP address of the hub server in standard dot notation (XXx.XXX.XXX.XXX) or the
domain name of the hub server.

b. Type the port number for the hub server.

If the default hub server port value (443) is modified, you must specify it when registering
a spoke server so that register requests will be sent to the correct port on the hub server.
For example, if the IP address of the hub server is 10.0.0.1 and the port number is changed
to 444, type https://10.0.0.1:444/dsview in the Address field of the Register Spoke
Server Wizard.

c. Click Next.

The Operation in Progress window will open briefly, followed by the Accept Hub DSView
Server Certificate window. Click Next.

The Type in Hub DSView Server Administrator Credentials window will open. Click Next.

Type the name of a user with DSView 3 software administrator privileges on the hub server.
Type a password for the user. Click Next.

The Operation In Progress window will open. The configuration of the spoke server will be
saved to the database of the hub server and the spoke server’s certificates will be installed on
the hub server.

The Completed Successful window will open when the spoke server has been added.
Click Finish.

To change spoke server network properties:

NOTE: Spoke server network settings may need to be changed by DSView 3 software administrators when
network settings are changed and the the hub server did not automatically detect the changes. When changing
the network settings, ensure that a port mismatch does not occur between the hub server and the spoke server.

1.

On the hub server, click the System tab.
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2. Click DSView Server in the top navigation bar. The side navigation bar will include the name
of the server to which you are logged in.

3. Click Properties in the side navigation bar, and then click Spoke Servers. The Spoke Servers
window will open.

4. Click on the name of the spoke server whose network properties you wish to change. The
Spoke Server Network Properties window will open.

5. Change any of the following network settings:
»  Type a new computer name to use as the spoke server.
*  Type anew address in standard dot notation (Xxx.xxx.xxx.xxx) for the spoke server.
*  Type a new port number for the spoke server.

6. Click Save and then click Close. The Spoke Servers window will open.

To delete a spoke server:

1. On the hub server, click the System tab.

2. Click DSView Server in the top navigation bar. The side navigation bar will include the name
of the server to which you are logged in.

3. Click Properties in the side navigation bar, and then click Spoke Servers. The Spoke Servers
window will open.

4. Click the checkbox to the left of the spoke servers you wish to delete. To delete all spoke
servers, click the checkbox to the left of Name at the top of the list.

Click Delete. A confirmation dialog box will appear.
6. Confirm or cancel the deletion.

NOTE: When a spoke server is deleted, it is no longer allowed to communicate with the hub server. Only spoke
servers that are no longer active should be deleted. If a spoke server is still active, it may be re-registered using
the Register Spoke Server wizard.

Promoting spoke servers

Promoting a spoke server to be a hub server is usually done only if the current hub server is no
longer operational and will not be brought back into service. (For less severe problems with a hub
server, the backup and restore operations can be used.)

If a spoke server must be promoted, be sure to run the replication task, if possible (see Replication
on page 71) on all other spoke servers, then on the spoke server being promoted, immediately
before the promation. This will prevent loss of data from the other spoke servers.

(After the promotion of a spoke server to a hub, if the server that was originally the hub becomes
operational again, it will have to register as a spoke server, since a system can have only one
hub server.)

To promote a spoke server to be a hub server:

1. On the spoke server, click the System tab.
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Click Tools in the side navigation bar.
Click Promote to hub server. The Promote Hub Server Wizard will appear.

Follow the prompts and heed the cautionary warnings in the wizard. The spoke server on
which the wizard is running will become the hub server, and the other spoke servers will be
advised of the changed configuration.

Replication

Replication is a task that synchronizes the hub and spoke server databases. By default, replication
runs every 12 hours on each spoke server. A spoke server’s first replication occurs automatically
when the spoke server is added to the DSView 3 software system. You may change the interval that
the replication task runs on each spoke server, or you may initiate an immediate replication.

During replication, the spoke server sends all of its database changes since the last replication to the
hub server. The hub server then incorporates those changes and sends all of its database changes
since the last replication to the spoke server (excluding the changes that spoke server just sent to the
hub server).

If an item is added on a spoke server, and another item with the same name (but perhaps with
different configuration parameters) is added on the hub server, then after replication, both items
will appear on both the hub and spoke servers, with a tilde (~) and a number added to one of the
names. The administrator should handle the issue appropriately - in some cases, the duplicate item
may need to be renamed; in others, the duplicate item should be deleted.

When different changes are made to one existing item, two outcomes are possible. For example,
assume an item is added and configured on the hub server and is then replicated to the spoke server.
Later, an administrator changes something about the item on the spoke server. Another
administrator then changes something about the item on the hub server. When the replication task
runs, two things may happen.

In a few instances where no conflict occurs, both changes will be incorporated and replicated. For
example, if the hub server’s administrator adds username JaneDoe to the existing user-defined user
group Accounting and the spoke server’s administrator adds username JohnDoe to the Accounting
user group, both names will be added and replicated.

In most other instances where the changes are mutually exclusive or some other conflict occurs, the
most recent change will be the only change accepted and replicated. For example, if the hub
server’s administrator associates a unit with the Miami site, and the spoke server’s administrator
associates the same unit with the Chicago site, the change that was made closest to the time of
replication (that is, the most recent change) will be accepted and replicated.

This emphasizes the importance of ensuring the hub and spoke servers’ clocks are synchronized.

The exception to the last-change rule is when one of the actions deletes an item - in that case, the

deletion is accepted and replicated, regardless of timing. For example, if a unit was deleted on the
hub server, and then the contact information for the same unit was changed on the spoke server a
minute later, the unit will be deleted when the replication task is run.
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On a spoke server, you may enable a replication task property that forces the spoke server to
retrieve a snapshot of the hub database rather than synchronizing changes back and forth. The
snapshot is a copy of the hub at the time of the operation. This feature is not normally used; it is
intended to help recover a system when replication has failed.

To display replication results and/or change the replication schedule for a
spoke server:

1. On the spoke server, click the System tab.

2. Click Tasks in the top navigation bar. The Tasks window will open.

3. Select the Database Replication task. The Task Results - Database Replication window will
open. This window contains the results of the most recent replication.

4. To display or change the replication schedule, click Schedule in the side navigation bar. The
Task Schedule - Database Replication window will open.

By default, the replication task runs every 12 hours. You may change the schedule type, start
time, date and interval.

5. To force the spoke server to retrieve a snapshot of the hub database rather than synchronizing
changes, click Properties in the side navigation bar and then click the Perform a hub database
snapshot the next time this task executes checkbox. This setting will be reset to unchecked after
the operation completes.

6. If you made any changes, click Save and then Close.
You may also display the replication schedule from the hub server, but you cannot change it.

To initiate an immediate replication on a spoke server:

1. On the spoke server, click the System tab.
2. Click Tasks in the top navigation bar. The Tasks window will open.
3. Check the checkbox to the left of the Database Replication task and then click Run Now.

To display the replication schedule for a spoke server from the hub server:

1. On the hub server, click the System tab.
2. Click Tasks in the top navigation bar.

3. Select the Database Replication task for the spoke server you wish to view. The Task Schedule
- Database Replication window will open.
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Authentication Services

Users must be authenticated before they may access or perform any tasks in the DSView 3
management software system.

When users log in, they will be prompted for a username and password. The DSView 3 software
will look up the login, determine the authentication service to use and forward the login credentials
to the appropriate authentication service for verification. All authentication is performed over an
HTTPS (SSL) encrypted link.

Some web browsers may store password information; see your web browser documentation.
Supported Authentication Services

The DSView 3 software is delivered with the DSView internal authentication service, which
verifies a log in and password against user account information stored in the database on the
DSView 3 software server.

The DSView 3 software also supports the following external authentication services:
»  Microsoft Active Directory® *

«  IBM® SecureWay® Directory Server *

*  Novell® LDAP Services *

* Sun Solaris R9 LDAP Directory Server *

e Sun ONE™ LDAP Directory Server *

*  Microsoft Windows NT domain

»  Cisco® Secure ACS 3.3 for Windows 2000/2003 server
*  Microsoft IAS for Windows 2000/2003 server

*  FreeRADIUS for Red Hat RHL3

»  Cisco Secure ACS 3.3 for Windows 2000/2003 server
»  RSA SecurIlD®

* Uses LDAP V3

If the DSView 3 server is configured for external authentication, login requests are re-directed to
the configured external authentication server.
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The DSView 3 software obtains external group membership and external user information when a
user logs in. If a user’s group membership changes or the user is deleted externally, the DSView 3
software will not see these changes until the next time the user logs in.

You may schedule a task that will automatically verify LDAP, Active Directory and NT external
authentication servers to ensure that accounts are still valid; see Task: Validating user accounts on
an external authentication server on page 303.

Authentication services may be managed only by DSView 3 software administrators and
user administrators.
To display configured authentication services:

1. Click the Users tab.

2. Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

The User Authentication Services window may be customized by using the Customize link. See
Using the Customize link in windows on page 26.

To remove authentication services:

NOTE: The internal authentication service cannot be removed.

1. Click the Users tab.

2. Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

3. Check the checkbox to the left of the authentication service(s) to delete. To delete all external
authentication services on the page, check the checkbox to the left of Name at the top of
the list.

4. Click Delete. A confirmation dialog box will appear.
5. Confirm or cancel the deletion.

DSView 3 software internal authentication service

To change the DSView 3 internal authentication service account policies:

1. Click the Users tab.

2. Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

3. Click DSView Internal. The side navigation bar will change to include DSView Internal at the
top and, below the name, the information you may define.

4. Click Account Policies. The Authentication Service User Account Policies - DSView Internal
window will open.

5. Specify the password policies for the authentication service:
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7.

a. Type anumber (from 1-64) in the Minimum Password Length field, or click the arrows to
select a number.

b. Check the Passwords Expire checkbox to require a user to change the password after a
certain number of days. Specify a number (from 1-365) in the Maximum Expiration (days)
field, or select a number.

c. Select Passwords must contain both alpha and numeric characters if new passwords must
contain at least one letter and one number.

d. Select Passwords must contain both lower and upper case characters if new passwords
must contain at least one uppercase and one lowercase letter.

Specify the lockout policy for the authentication service:

To assign a specific number of user login attempts, check the Lockout users after invalid login

attempts checkbox, then continue with step a.

If you leave this checkbox unchecked, unlimited user login attempts will be allowed. Skip to

the last step.

a. Type the number of allowable user login failures (from 1-25) in the Maximum Login
Failures field, or select it from the menu.

b. To permit user logins after a certain period of time, check the Automatically unlock users
after the lockout period checkbox. Specify the lockout period (in minutes) by typing a
number from 1-1,440 in the Maximum Lockout Period (minutes) field, or choose a value
from the menu (1,440 minutes is equivalent to 24 hours).

If you leave this checkbox unchecked, locked user accounts must be manually unlocked
by a DSView 3 software administrator or user administrator.

See Unlocking User Accounts on page 205.
Click Save and then click Close. The User Authentication Services window will open.

To change custom field labels for user accounts that use internal authentication:

1.
2.

5.
6.

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click DSView Internal. The side navigation bar will change to include DSView Internal at the
top and, below the name, information you may define.

Click Custom Field Labels in the side navigation bar. The Authentication Service User
Account Custom Field Labels - DSView Internal window will open.

Type the text that you wish to appear in each of the six custom field labels.
Click Save and then click Close. The User Authentication Services window will open.

By default, the custom field labels do not display in the User Accounts - All window, but they may
be added to the display (or added to the default display by an administrator), using the Customize
link. See Using the Customize link in windows on page 26.
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Active directory external authentication service

To add an Active Directory external authentication service:

1.
2.

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click Add. The Add Authentication Service Wizard will appear. Click Next.
The Provide Authentication Service Name and Type window will open.

a. Type a name for the external authentication service.

b. Select Active Directory from the menu.

c. Click Next.

The Specify Active Directory Connection Settings window will open.

a. Type the Active Directory domain name for the domain you wish to add in the AD
Domain Name field.
b. Inthe User Container field, specify the name of the container to search for user accounts.

This will limit the search scope to that container. The name may be entered in several
forms, optionally including a sub-domain. Valid forms are explained below by example.

Assume an Active Directory domain name of “sunrise.mycompany.com” with users in
subfolder “sun/myusers.” The User Container field may be entered as:
Example 1 (no sub-domain): “sun.myusers”
Example 2 (ho sub-domain): “ou=myusers,ou=sun”
If users are contained in a sub-domain such as “mktg.sunrise.mycompany.com”, valid
forms are:
Example 1 (with sub-domain): “mktg.sunrise.mycompany.com/sun/myusers”
Example 2 (with sub-domain and no container specified):
“mktg.sunrise.mycompany.com/”
Example 3 (with sub-domain):
“ou=myusers,ou=sun,dc=mktg,dc=sunrise,dc=mycompany,dc=com”
¢. Inthe Group Container field, specify the name of the container to search for user groups.
This will limit the search scope to that container. The name may be entered in several
forms, optionally including a sub-domain. Valid forms are explained in step 5b above.
d. Inthe Username Type menu, select the type of username. Each choice in the menu
contains an example.
A Full Windows 2000 username is specified as username@domain.
A Partial Windows 2000 username is specified as username.

A Full Pre-Windows 2000 username is specified as domain\username.
A Partial Pre-Windows 2000 username is specified as username.
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This option may only be configured for new authentication servers; it cannot be modified.

Existing authentication servers are set to the Partial Windows 2000 Username type

for compatibility.

e. Specify a Secure Socket Layer (SSL) encryption mode:

»  Click Do Not Use SSL to have authentication performed using unencrypted clear text
instead of SSL encryption. This method is the least secure.

»  Click Use SSL in Trust All Mode to use SSL encryption for data transmission. All
server certificates will be trusted and automatically accepted by the DSView 3
software for transmitting data. This SSL method provides medium security.

This encryption mode is not recommended for wide area networks (WANS).

»  Click Use SSL in Certificate-based Trust Mode to use SSL encryption for data
transmission. The DSView 3 management software will approve the server and then
the certificate before transmitting data. This SSL method provides maximum security.

f.  Click Use Kerberos for User Authentication to use the Kerberos protocol for
authentication requests, including the browsing. If enabled, you must use DES encryption
types for this account. If an account was created prior to Active Directory, the user’s
password must be changed after this setting is changed. In addition, the Active Directory
server addresses must be resolvable to their host names via DNS.

When this is not checked, the LDAP protocol will be used.

g. Click Enable Chasing of Referrals to allow the Active Directory server to refer DSView 3
software clients to additional directory servers.

h. Click Use an Active Directory Global Catalog to have the AD service access the global
catalog for the specified domain name.

i. Click Next.
If you selected Use SSL in Certificate-based Trust Mode, go to step 6.
If you selected Do Not Use SSL or Use SSL in Trust All Mode, go to step 8.

The DSView 3 server will try to find a server that has a trusted certificate chain (see System
certificate policy and trust store on page 44). If no trusted certificate chain is found, then the
Accept Certificate window will open and list all servers that belong to the domain. It will also
list the reasons for rejection of the certificate chain.

Click Next to accept the certificate.
The Select Browsing Method window will open.

Click Browse Anonymously to browse users on the external Active Directory
authentication server.

_Or_

Click Browse with user credentials to browse users on the external Active Directory
authentication based on credentials configured on the server. If this option is selected, do
the following:
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a. Type the username for an Active Directory account that has browse rights in the User
Name field. The login ID must be entered in case sensitive text if the Active Directory
server is set up to use Kerberos. When using Kerberos, the browse account cannot be
specified in the Full Pre-Windows 2000 Username form (domain\username). If the
username is in a sub-domain of the Active Directory domain (specified in step 3a), then
the username should be specified as <username>@<subdomain>.

b. Type the password for an Active Directory account that has browse rights in the
Password field.
c. Click Next.
9. The Establish Connection with Authentication Service window will open briefly. If the
external authentication service is added successfully, the Completed Successful window
will open.
10. Click Finish. The User Authentication Services window will open with the new service listed.

To change settings for the Active Directory external authentication service:

1. Click the Users tab.

2. Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

3. Click the name of the Active Directory (AD) service. The side navigation bar will change to
include the name of the AD service at the top and, below the name, the information you may
define.

4. Click Connection in the side navigation bar. The Authentication Service Connection Settings -
AD window will open.

5. Type a name in the Service Name field to change the name of the service that appears in the
Name column of the User Authentication Services window.

Type the domain name of the Active Directory service in the AD Domain Name field.

7. Inthe User Container field, specify the name of the container to search for user accounts. This
will limit the search scope to that container. The name may be entered in several forms,
optionally including a sub-domain. See To add an Active Directory external authentication
service: on page 76 for an explanation of the valid forms.

8. Inthe Group Container field, specify the name of the container to search for user groups. This
will limit the search scope to that container. The name may be entered in several forms,
optionally including a sub-domain. See To add an Active Directory external authentication
service: on page 76 for an explanation of the valid forms.

9. Specify a Secure Socket Layer (SSL) Encryption mode:

» Click Do Not Use SSL to have authentication performed using unencrypted clear text
instead of SSL encryption. This method is the least secure.

»  Click Use SSL in Trust All Mode to use SSL encryption for data transmission. All server
certificates will be trusted and automatically accepted by the DSView 3 software for
transmitting data. This SSL method provides medium security.



Chapter 6: Authentication Services 79

10.

11.

12.

13.

14.

15.

16.

This encryption mode is not recommended for wide area networks (WANS).

»  Click Use SSL in Certificate-based Trust Mode to use SSL encryption for data
transmission. The DSView 3 software will approve the server and then the certificate
before transmitting data. This SSL method provides maximum security.

Click Use an Active Directory Global Catalog to have the AD service access the global catalog
for the specified domain name.

Click Use Kerberos for User Authentication to use the Kerberos protocol for authentication
requests, including the browsing. If enabled, you must use DES encryption types for this
account. If an account was created prior to Active Directory, the user’s password must be
changed after this setting is changed. In addition, the Active Directory server addresses must
be resolvable to their host names via DNS.

When this is not checked, the LDAP protocol will be used.
Click Save to save your changes.

» If you selected Use SSL in Certificate-based Trust Mode, the Certificates heading will
appear in the side navigation bar. Go to step 13.

» Ifyou selected Do Not Use SSL or Use SSL in Trust All Mode, go to step 16.

Click Certificates. The Authentication Service Certificate Management - AD window opens
and list all servers in that domain. A status of Trusted indicates the certificate is trusted, based
on the certificate policy (see System certificate policy and trust store on page 44); Untrusted
indicates the certificate cannot be trusted.

To register certificates:

a. Toselect one or more certificates, click the checkbox to the left of the server IP addresses.
To select all certificates on the page, click the checkbox to the left of the IP
Address heading.

b. Click Register above the IP Address list to register the certificates. The Accept SSL
Certificate window will open.

c. Click Save to store the certificate values to the DSView 3 software database on the host or
click Close if you do not wish to save the certificate values.

The Authentication Service Certificate Management window will open if only one
certificate was selected. If more than one certificate was selected, each will appear in
order in subsequent Accept SSL Certificate windows.

To unregister certificates:

a. To select one or more certificates, click the checkbox to the left of the server IP addresses.
To unregister all certificates, click the checkbox to the left of the IP Address heading.

b. Click Unregister to unregister the certificates.
c. A confirmation message box will appear. Confirm or cancel the operation.
Click Close. The User Authentication Services window will open.
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To change user browsing settings for the Active Directory external authentication

service:

1. Click the Users tab.

2. Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

3. Click the name of the AD service. The side navigation bar will change to include the name of
the AD service at the top and, below the name, the information you may define.

4. From the side navigation bar, click User Browsing. The Authentication Service User Browsing

- AD window will open.

5. Click Browse Anonymously to browse users on the external Active Directory

authentication server.

_Or_

Click Browse with User Credentials to browse users on the external Active Directory

authentication based on credentials configured on the server. If this option is selected, do

the following:

a. Type the username for an Active Directory account that has browse rights in the User
Name field. The log in ID must be entered in case sensitive text if the Active Directory
server is set up to use Kerberos.

b. Type the password for an Active Directory account that has browse rights in the
Password field.

6. Click Save and then click Close. The User Authentication Services dialog box will appear.

Windows NT external authentication service

To add a Windows NT external authentication service:

1.
2.

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click Add. The Add Authentication Service Wizard will appear. Click Next.
The Provide Authentication Service Name and Type window will open.

a. Type a name for the external authentication service.

b. Select Windows NT Domain from the menu.

c. Click Next.

The Specify Windows NT Connection Settings window will open. Type the Windows NT
domain name you wish to add in the Domain Name field, and then click Next.

The Select Browsing Method window will open.

Click Browse Anonymously to browse users on the external Windows NT
authentication server.
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8.

_Or‘_
Click Browse with user credentials to browse users on the external Windows NT

authentication based on credentials configured on the server. If this option is selected, do
the following:

a. Type the username for a Windows NT account that has browse rights in the User
Name field.

b. Type the password for a Windows NT account that has browse rights in the
Password field.

c. Click Next.

The Establish Connection with Authentication Service window will briefly appear. If the
external authentication service is added successfully, the Completed Successful window
will open.

Click Finish. The User Authentication Services window will open with the new service listed.

To change connection settings for the Windows NT external authentication service:

1.
2.

6.
7.

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click the name of the Windows NT service. The side navigation bar will change to include the
name of the service at the top and, below the name, the information you may define.

Click Connection in the side navigation bar. The Authentication Service Connection Settings -
NT window will open.

Type a name in the Service Name field to change the name of the service that appears in the
Name column of the User Authentication Services window.

Type the name of the Windows NT domain in the Domain Name field.
Click Save and then click Close. The User Authentication Services window will open.

To change user browsing settings for Windows NT external
authentication services:

1.
2.

Click the Users tab.
Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click the name of the Windows NT service. The side navigation bar will change to include the
name of the Windows NT service at the top and, below the name, the information you
may define.

Click User Browsing in the side navigation bar. The Authentication Service User Browsing -
NT window will open.

Click Browse Anonymously to anonymously browse users on the external Windows NT
authentication server.
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6.

_Or‘_
Click Browse with User Credentials to browse users on the external Windows NT
authentication based on credentials configured. If this option is selected, do the following:

a. Type the username for an NT domain account that has browse rights in the User
Name field.

b. Type the password for an NT domain account that has browse rights in the Password field.
Click Save and then click Close. The User Authentication Services dialog box will appear.

LDAP external authentication service

To add an LDAP external authentication service:

1.
2.

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click Add. The Add Authentication Service Wizard will appear. Click Next.
The Provide Authentication Service Name and Type window will open.

a. Type a name for the external authentication service.

b. Select LDAP from the Type menu.

c. Click Next.

The Specify LDAP Connection Settings window will open.

a. Type the address of the LDAP host in dot notation format (XXx.XXX.XXX.XXX) or type the
DNS host name in the Host Address field.

b. Type the number of the port for connecting to the LDAP host in the Port Number field.
c. Specify an SSL encryption mode:

e Click Do Not Use SSL to have authentication performed using unencrypted clear text
instead of SSL encryption. This method is the least secure and automatically sets the
Port Number field to a default port number of 389.

*  Click Use SSL in Trust All Mode to use SSL encryption for data transmission. All
server certificates will be trusted and automatically accepted by the DSView 3
software for transmitting data. This SSL method provides medium security and
automatically sets the Port Number field to a default port number of 636.

This encryption mode is not recommended for wide area networks (WANS).

»  Click Use SSL in Certificate-based Trust Mode to use SSL encryption for data
transmission. The DSView 3 software will approve the server and then the certificate
before transmitting data. This SSL method provides maximum security and
automatically sets the Port Number field to a default port number of 636.

d. Click Enable Chasing of Referrals if you wish to allow the LDAP server to refer DSView
3 software clients to additional directory servers.

e. Click Next.
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10.

11.

If you selected Use SSL in Certificate-based Trust Mode, go to step 6.
If you selected Do Not Use SSL or Use SSL in Trust All Mode, go to step 10.

The DSView 3 server will try to find a server that has a trusted certificate chain (see System
certificate policy and trust store on page 44). If no trusted certificate chain is found, then the
Accept Certificate window will open and list all servers that belong to the domain. It will also
list the reasons for rejection of the certificate chain.

Click Next to accept the certificate.
The Specify LDAP User Schema window will open.

a. Type the Base distinguished name (DN) from which to begin searches. This is a required
field unless the Directory Service has been configured to allow anonymous search. Each
Search DN value must be separated by a comma.

Type the key attribute. The default value is common name (cn).
Type the object class. The default value is person.

Type the full name attribute. The default value is surname (sn).
. Click Next.

The Specify LDAP Group Schema window will open.

a. Type the Base distinguished name (DN) from which to begin searches. This is a required
field unless the Directory Service has been configured to allow anonymous search. Each
Search DN value must be separated by a comma.

b. Type the object class. The default value is group.
Type the member attribute. The default value is member.

Type the username member attribute (only the username, not the full LDAP object DN).
The user’s group membership will be located using this attribute in addition to the
member attribute. This attribute is primarily used with NIS-like schemas.

e. Click Next.

The Select Browsing Method window will open.

Click Browse Anonymously to browse users on the external LDAP authentication server.

-or-

Click Browse with user credentials to browse users on the external LDAP authentication based
on credentials configured on the server. If this option is selected, do the following:

a. TypealoginID in the User Name field, in one of two forms: a fully qualified
distinguished name or the username of an account in the base user DN.

b. Type the password for the LDAP user account in the Password field.
c. Click Next.

The Establish Connection with Authentication Service window will open briefly. If the
external authentication service is added successfully, the Completed Successful window
will open.

b
C.
d.
e
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12.

Click Finish. The User Authentication Services window will open with the new service listed.

To change connection settings for the LDAP external authentication service:

1.
2.

10.

11.

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click the name of the LDAP service. The side navigation bar will change to include the name
of the LDAP service at the top and, below the name, the information you may define.

Click Connection in the side navigation bar. The Authentication Service Connection Settings -
LDAP window will open.

Type a name in the Service Name field to change the name of the service that appears in the
Name column of the User Authentication Services window.

Type the address of the LDAP host, in dot notation format (Xxx.xxx.xxx.xxx) in the Host
Address field.

Type the number of the port you wish to use for connecting to the LDAP host in the Port
Number field.

Specify a Secure Socket Layer (SSL) Encryption mode:

»  Click Do Not Use SSL to have authentication performed using unencrypted clear text
instead of SSL encryption. This method is the least secure and automatically sets the Port
Number field to a default port number of 389.

*  Click Use SSL in Trust All Mode to use SSL encryption for data transmission. All server
certificates will be trusted and automatically accepted by the DSView 3 software for
transmitting data. This SSL method provides medium security and automatically sets the
Port Number field to a default port number of 636.

This encryption mode is not recommended for wide area networks (WANS).

» Click Use SSL in Certificate-based Trust Mode to use SSL encryption for data
transmission. The DSView 3 software will approve the server and then the certificate
before transmitting data. This SSL method provides maximum security and automatically
sets the Port Number field to a default port number of 636.

Click Save to save your changes.

If you selected Use SSL in Certificate-based Trust Mode, the Certificates heading will appear
in the side navigation bar. Go to step 8.

If you selected Do Not Use SSL or Use SSL in Trust All Mode, go to step 15.

Click Certificates. The Authentication Service Certificate Management - LDAP window will
open and list all servers that belong to the domain. A status of Trusted indicates the certificate
is trusted, based on the certificate policy (see System certificate policy and trust store on

page 44); Untrusted indicates the certificate cannot be trusted.

To register certificates, click the checkbox to the left of the server IP address(es). To select all
server IP addresses on the page, click the checkbox to the left of the IP Address heading.
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12.
13.

14.

15.
16.
17.

Click Register to register the certificates. The Accept SSL Certificate window will appear.
Click Save to store the certificate values to the DSView 3 software database on the host.

The Certificate Management window will open if only one certificate was selected. If more
than one certificate was selected, each will appear in order in subsequent Accept SSL
Certificate windows.

To unregister one or more certificates, check the checkbox to the left of the server IP
address(es). To select all server IP addresses on the page, click the checkbox to the left of the
IP Address heading.

Click Unregister to unregister the certificates.
A confirmation message box will appear. Confirm or cancel the operation.
Click Close. The User Authentication Services window will open.

To change user schema settings for the LDAP external authentication service:

1.
2.

© © N o

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click the name of the LDAP service. The side navigation bar will change to include the name
of the LDAP service at the top and, below the name, the information you may define.

Click Schema in the side navigation bar. Users will automatically be selected and the
Authentication Service User Schema - LDAP window will open.

Type the Base distinguished name (DN) from which to begin searches. This is a required field
unless the Directory Service has been configured to allow anonymous search. Each Search DN
value must be separated by a comma.

Type the key attribute. The default value is common name (cn).

Type the object class. The default value is person.

Type the full name attribute for the user. The default value is surname (sn).

Click Save and then click Close. The User Authentication Services dialog box will appear.

To change group schema settings for the LDAP external authentication service:

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click the name of the LDAP service. The side navigation bar will change to include the name
of the LDAP service at the top and, below the name, the information you may define.

Click Schema in the side navigation bar, and then click Groups. The Authentication Service
Group Schema - LDAP window will open.

Type the Base distinguished name (DN) from which to begin searches. This is a required field
unless the Directory Service has been configured to allow anonymous search.
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9.

Type the object class. The default value is groupOfNames.
Type the members attribute. The default value is member.

Type the username member attribute (only the username, not the full LDAP object DN). The
user’s group membership will be located using this attribute in addition to the member
attribute. This attribute is primarily used with NIS-like schemas.

Click Save and then click Close. The User Authentication Services dialog box will appear.

To change user browsing settings for the LDAP external authentication service:

1.
2.

6.

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click the name of the LDAP service. The side navigation bar will change to include the name
of the LDAP service at the top and, below the name, the information you may define.

Click User Browsing in the side navigation bar. The Authentication Service User Browsing -
LDAP window will open.

Click Browse Anonymously to browse users on the external LDAP authentication server.
_Or‘_

Click Browse with User Credentials to browse users on the external LDAP authentication
based on credentials configured on the server. If this option is selected, do the following:

a. TypealoginID inthe User Name field, in one of two forms: a fully qualified
distinguished name or the username of an account in the base user DN.

b. Type the password for the LDAP user account in the Password field.
Click Save and then click Close. The User Authentication Services dialog box will appear.

RADIUS external authentication service

To add a RADIUS external authentication service:

1.

On the RADIUS server that will be used as an external authentication service, add the DSView
3 server as a RADIUS client. Make a note of the configured shared secret and the available
authentication type(s) on the RADIUS server.

From the DSView 3 Explorer, Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click Add. The Add Authentication Service Wizard will appear. Click Next.
The Provide Authentication Service Name and Type window will open.

a. Type a 1-64 character name for the RADIUS authentication service.

b. Select RADIUS from the Type menu.

c. Click Next.

The Specify RADIUS Connection Settings window will open.
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9.

a. Type the address of the RADIUS host in dot notation format (XXx.XXX.XXX.XXX) or type
the DNS host name in the Server Address field.

b. Type the number of the port (from 1-65535) for connecting to the RADIUS host in the
Port Number field. The default is port 1812.

c. Click Next.

The Establish Connection with Authentication Service window will open briefly. If the
external authentication service is contacted successfully, the Specify RADIUS Authentication
Settings window will open.

a. Select the authentication type from the Authentication Type menu. Make sure it is one of
the available authentication types noted in step 1.
PAP - Password Authentication Protocol
CHAP - Challenge Handshake Authentication Protocol (default)
MS-CHAP - Microsoft Challenge Handshake Authentication Protocol
MS-CHAP v2 - Microsoft Challenge Handshake Authentication Protocol Version 2

b. Inthe Shared Secret field, type the shared secret (that was configured on the RADIUS
server in step 1), which is a password protected field. Microsoft’s implementation allows
up to 128 ASCII characters for the shared secret; other servers may have a different limit.
Re-enter the shared secret in the Confirm Shared Secret field.
Click Next.

If the external authentication service is added successfully, the Completed Successful window
will open.

Click Finish. The User Authentication Services window will open with the new service listed.

To change settings for the RADIUS external authentication service:

1.
2.

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click the name of the RADIUS service. The side navigation bar will change to include the
name of the RADIUS service at the top and, below the name, the information you may define.

Click Connection in the side navigation bar. The Authentication Service Connection Settings -
RADIUS window will open.

a. Type a 1-64 character name for the RADIUS authentication service.

b. Type the address of the RADIUS host in dot notation format (XxX.XXX.XXX.XXX) or type
the DNS host name in the Server Address field.

c. Type the number of the port (from 1-65535) for connecting to the RADIUS host in the
Port Number field. The default is port 1812.

d. Click Save.

To change the authentication type and/or shared secret, click Settings in the side navigation bar.
The Authentication Service Authentication Settings - RADIUS window will open.
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a. Select the authentication type from the Authentication Type menu.

PAP - Password Authentication Protocol
CHAP - Challenge Handshake Authentication Protocol (default)
MS-CHAP - Microsoft Challenge Handshake Authentication Protocol
MS-CHAP v2 - Microsoft Challenge Handshake Authentication Protocol Version 2

b. Inthe Shared Secret field, type the shared secret, which is a password protected field.
Microsoft’s implementation allows up to 128 ASCII characters for the shared secret; other
servers may have a different limit.

c. Re-enter the shared secret in the Confirm Shared Secret field.

d. Click Save.

6. Click Close. The User Authentication Services dialog box will appear.

TACACS+ external authentication service

DSView 3 software supports TACACS+ external authentication. Once the TACACS+
authentication service is added, you may map TACACS+ users to the DSView 3 software database
by using the Add User Account wizard. The username added in the DSView 3 software should
match the username configured in the TACACS+ server. For more information about adding users,
see Adding User Accounts on page 203.

You may choose to associate users with internal DSView 3 software groups to control group level
access rights. Or, you may choose to map users to external TACACS+ groups and control group
level access rights using the TACACS+ service. There are two types of external TACACS+ groups
that can be used: the TACACS+ standard privilege level attribute, or a custom group name
attribute. To map users to external TACACS+ groups, use the DSView 3 software Add User Group
wizard and specify the group type. For more information, see Adding User-defined User Groups on
page 216.

To add a TACACS+ external authentication service:

1. Onthe TACACS+ server that will be used as an external authentication service, add the
DSView 3 server as a TACACS+ client. Make a note of the configured shared secret and the
available authentication type(s) on the TACACS+ server.

2. From the DSView 3 Explorer, Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click Add. The Add Authentication Service Wizard will appear. Click Next.
5. The Provide Authentication Service Name and Type window will open.
a. Type a 1-64 character name for the TACACS+ authentication service.
b. Select TACACS+ from the Type menu.
c. Click Next.
6. The Specify TACACS+ Connection Settings window will open.
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a. Type the address of the TACACS+ host or type the DNS host name in the Server
Address field.

b. Type the number of the port (from 1-65535) connecting to the TACACS+ host in the Port
Number field. The default port is 49.

c. Click Next.

7. The Establish Connection with Authentication Service window will open briefly. If the
external authentication service is contacted successfully, the Specify TACACS+
Authentication Settings window will open.

a. Select the authentication type from the Authentication Type menu. Make sure it is one of
the available authentication types noted in step 1.

PAP - Password Authentication Protocol
CHAP - Challenge Handshake Authentication Protocol (default)
MS-CHAP - Microsoft Challenge Handshake Authentication Protocol

b. Inthe Shared Secret field, type the shared secret (configured on the TACACS+ server in
step 1), which is a password protected field. (For the shared secret, Microsoft’s
implementation allows up to 128 ASCII characters and CISCO’s implemetation allows up
to 32 ASCII characters; other servers may have a different limit.)

NOTE: If you change the authentication type, you will be required to enter the shared secret.

c. Re-enter the shared secret in the Confirm Shared Secret field.
d. Click Next.
8. The Specify TACACS+ Group Authorization Method window will open.

a. Click the corresponding radio button to choose one of the following options to manage
group authorization:

» DSView internal groups: Choose this option if you plan to associate TACACS+ users
with DSView 3 software internal user groups.

»  TACACS+ privilege level attribute: Choose this option if you plan to associate
TACACS+ users with external TACACS+ groups using the privilege level attribute.

»  TACACS+ custom attribute for group names: Choose this option if you plan to
associate TACACS+ users with external TACACS+ groups using the custom group
names attribute.

b. Click Next.

9. Ifyou selected DSView internal groups and the external authentication service was added
successfully, the Completed Successful window will open.

_Or‘_

If you selected any other option, the Specify TACACS+ Server Group Authorization Settings
window will open.

a. Inthe Service field, type the appropriate TACACS+ service.
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If you selected the privilege level attribute method in step 8, the default value shell will
appear in the field by default.

If you selected the group name custom attribute method in step 8, the default value raccess
will appear in the field by default.

If the TACACS+ service requires a protocol for authorization requests, type the protocol
in the Protocol field.

In the Attribute Name field, type the attribute name that the DSView 3 server will receive
after an authorization request.

If you selected the privilege level attribute method in step 8, the default value priv-Ivl will
appear by default.

If you selected the group name custom attribute method in step 8, the default value
group_name will appear by default.

NOTE: The Cyclades ACS advanced console server uses the service “raccess” and the attribute “group_name”
for TACACS+ group implementation.

10. Click Next. If the external authentication service is added successfully, the Completed
Successful window will open.

11. Click Finish. The User Authentication Services window will open with the new service listed.

To change settings for the TACACS+ external authentication service:

1.
2.

Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click the name of the TACACS+ service. The side navigation bar will change to include the
name of the TACACS+ service at the top and, below the name, the information you

may define.

Click Connection in the side navigation bar. The Authentication Service Connection Settings -
TACACS+ window will open.

a.
b.

d.

Type a 1-64 character name for the TACACS+ authentication service.

Type the address of the TACACS+ host in dot notation format (XXx.XXX.XXX.XXX) or type
the DNS host name in the Server Address field.

Type the number of the port (from 1-65535) for connecting to the TACACS+ host in the
Port Number field. The default is port 49.

Click Save.

To change the authentication type and/or shared secret, click Settings in the side navigation bar.
The Authentication Service Authentication Settings - TACACS+ window will open.

a.

Select the authentication type from the Authentication Type menu.
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PAP - Password Authentication Protocol
CHAP - Challenge Handshake Authentication Protocol (default)
MS-CHAP - Microsoft Challenge Handshake Authentication Protocol

b. Inthe Shared Secret field, type the shared secret, which is a password protected field. (For
the shared secret, Microsoft’s implementation allows up to 128 ASCII characters and
CISCO’s implemetation allows up to 32 ASCII characters; other servers may have a
different limit.)

NOTE: If you change the authentication type, you will be required to enter the shared secret.

c. Re-enter the shared secret in the Confirm Shared Secret field.
d. Click Save.

6. To change the group authorization settings, click Group Authorization in the side
navigation bar.

The Method field will display the group authorization method configured when the TACACS+
authentication service was added. This field cannot be changed.

a. Inthe Service field, type the appropriate TACACS+ service.
If TACACSH+ privilege level attribute is the method, the default value is shell.
If TACACS+ custom attribute for group names is the method, the default value is raccess.

b. If the TACACS+ service requires a protocol for authorization requests, type the protocol
in the Protocol field.

c. Inthe Attribute Name field, type the attribute name that the DSView 3 server will receive
after an authorization request.

If TACACSH+ privilege level attribute is the method, the default value is priv-Ivl.
If TACACS+ custom attribute for group names is the method, the default value is
group_name.
d. Click Save.
7. Click Close. The User Authentication Services dialog box will appear.

RSA SecurlD external authentication service

When an RSA SecurlD external authentication service is added, the DSView 3 software obtains
user authentication information and relays it to the RSA Authentication Manager. The RSA
Authentication Manager’s validation results are then relayed to the user. The DSView 3 software
also supports new PIN operations, next tokencode operations, RSA Authentication Manager
Replica functionality and name locking. The DSView 3 software is the agent type Net OS Agent.
See RSA SecurlD login on page 17 for information about the login process when an RSA SecurlD
external authentication service is used. Consult the RSA Authentication Manager documentation
for additional details.
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For complete information about what is needed on the RSA server, see the RSA Secured Partner
Solutions Directory on the RSA web site (rsasecurity.com).

To add an RSA SecurlD external authentication service:

1.

On the RSA server that will be used as an external authentication service, add the DSView 3
server as an RSA Agent Host.

From the DSView 3 Explorer, Click the Users tab.

Click Authentication Services in the top navigation bar. The User Authentication Services
window will open.

Click Add. The Add Authentication Service Wizard will appear. Click Next.

The Provide Authentication Service Name and Type window will open.

a. Inthe Name field, type a 1-64 character name for the RSA authentication service.
b. Select RSA SecurID from the Type menu.

c. Click Next.

The Specify RSA SecurlD Connection Settings window will open. Type the 1-512 character
path to the sdconf.rec file, or browse to the
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4. Click Connection in the side navigation bar. The Authentication Service Connection Settings
window will open.

5. To change the name of the service:
a. Type a 1-64 character name in the Service Name field.

b. Click Save.
c. Ifthatis the only change you are entering, click Close. Otherwise, continue with the
next steps.

6. To clear the RSA SecurlD node secret for one or more DSView 3 servers:

a. Click the checkbox to the left of the server name. To select all DSView 3 servers on the
page, click the checkbox to the left of DSView Server at the top of the list.

b. Click Clear Node Secret. A confirmation dialog box will appear.
c. Confirm or cancel the operation.

7. To update the RSA configuration files used by one or more DSView 3 servers to communicate
with the RSA Authentication Manager software:

a. Click the checkbox to the left of the server name. To select all DSView 3 servers on the
page, click the checkbox to the left of DSView Server at the top of the list.

b. Click Update. The Update RSA Configuration File window will open.

c. To change the sdconf.rec configuration file, enter the path in the sdconf.rec field or
browse to the location.

d. To specify the advanced option sdopts.rec file for manual load balancing, enter the path in
the sdopts.rec field or browse to the location.

e. Click Save and then click Close.
The DSView Service may need to be restarted when the RSA configuration is updated
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Units View Windows

Units View windows display list of units that have been added to the DSView 3 software database.

A user must have unit view access rights to open Units View windows; see About Access Rights on
page 129. Also, units will not display if they are hidden; see Showing and hiding units on page 98.

Each Units View window contains one or more information fields; see Units View windows fields
on page 99.

Units are displayed in a table format with column headings. Use the checkbox to the left of each
unit name to select/deselect the unit for an operation. To select all the units on a page, click the
checkbox at the left of all the column headings at the top of the list - this is usually to the left of the
Name column. Clicking this Select All checkbox will automatically enable the checkboxes for all
units on that page. To deselect items that were previously selected, click on the checkbox.

When you click the checkbox at the top of the list, all units on the current page are selected (or
deselected if they were previously all selected). If the list of units spans more than one page, units
on subsequent pages will not be selected. You can specify how many items will appear on a Units
View page (that is, the number of rows); see Using the Customize link in windows on page 26.

Types of Units View windows

There are four types of Units View windows, which are accessed by clicking tabs and side
navigation bar links. Additional Units View windows, such as Virtualization or Blade Chassis, may
be added by plug-ins; see the plug-in documentation for more information. For information about
using the collapse/expand icons in the side navigation bar, see Using the Side Navigation Bar on
page 22.

Any Units View window that contains managed appliances may also be viewed using the topology
feature, which displays a hierarchical structure; see Topology view on page 96.

»  All Appliances: The Appliances - All window lists all managed appliances.

»  Appliance Type: Appliance Type windows list all managed appliances of a particular type (for
example, DSR1031 switches). The Appliance Type links in the side navigation bar are listed
under Appliances - All.
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An appliance type will only be listed in the side navigation bar if an appliance of that type has
been added to the DSView 3 software database and the user has access to it. For example, if a
DSR1021 switch has not been added, that type will not appear in the side navigation bar.

»  Target Devices: The Target Devices - All window lists all target devices. If target device types
have been created, their links in the side navigation bar are listed under Target Devices - All.

* Mixed Views: Mixed view windows may contain managed appliances, target devices or both.
Several links in the side navigation bar will open mixed view Units View windows.

*  Recently Accessed - Units that the user has accessed most recently.

»  Groups - Units that have been assigned to a personal or global unit group.
»  Sites - Units that have been assigned to a site.

»  Departments - Units that have been assigned to a department.

» Locations - Units that have been assigned to a location.

e Custom fields - Units that have been assigned to custom groups. These group names may
also have custom field labels.

See Grouping Units beginning on page 187 for information about creating and

managing groups.

Topology view

Units View windows that contain managed appliances support a topology feature that can be
enabled/disabled. A topology view is a series of parent-child hierarchies. A parent is a managed
appliance; children can be target devices, cascade switches (with target device children of their
own) and power control devices (with socket children of their own).

When the topology feature is enabled in a Units View window that contains appliances, an arrow
will appear next to each appliance. This arrow can be used to expand (open) an appliance display to
list all the appliance ports. A Port column will be added next to the Name column. The port value is
the port number on the appliance (or “SPC” if a power device is attached to an SPC port on a DSR
switch), the port number on a cascaded switch or the socket number on a cascaded power device
(for example, Al). By default, the topology view sorts by the Port column. The Port column is
sorted by type, number and then unit name.

Expanding and collapsing the display follows the same rules as the side navigation bar. If the arrow
is pointing right, clicking it causes the children to be displayed (expanding/opening the item). If the
arrow is pointing down, clicking it causes the children to be hidden (collapsing/closing the item).

If a port has a cascade switch or power control device attached, the unit name for that port will
include an arrow that can be used to expand/collapse the display of either all the ports on the
cascade switch or all the sockets on the power control device.

Ports on an appliance or a cascade switch that do not have units attached are also listed. The Status
column will indicate No Device Attached and the Type column will indicate the default valid
connection type for that port. The Action column will indicate Attach Device; see the procedure in
this section for how to attach device from this link.
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If a target device is connected to multiple managed appliances, it will appear multiple times in a
topology view. If you select one occurrence of an item, all other occurrences are also selected.

If you expand a display and select one or more child items, collapsing the display will hide those
children and deselect them.

The Select All checkbox at the top of the list will only select displayed items on the current page.
Items that are hidden in a collapsed unit cannot be selected with the Select All checkbox.

In a topology view, the number of items per page value applies to appliances and children, even if
the display is collapsed and the children are not visible. You may also specify that the topology
view expand automatically when the Topology button is clicked. See Using the Customize link in
windows on page 26.

If you filter the display (see Filtering information in a window on page 24), and a child matches the
filter criteria, the parent(s) automatically open. If only an appliance matches the filter criteria, the
appliance is closed (unless the Expand View Automatically option is enabled).

To enable or disable atopology view:
In a Units View window (see Accessing Units View windows on page 98), click Topology.

Although you can enable the topology view in all Units View windows, it is only meaningful in
windows that contain managed appliances (parent units that have children). If you enable topology
view in a Units View window that contains only target devices, the only change will be the addition
of the Port column to the display.

To attach a device from a topology view:
1. InaUnits View window containing appliances (see Accessing Units View windows on
page 98), enable the topology view by clicking Topology.
The Topology checkbox will appear pressed and the Port column will be added to the display.

Click the arrow next to the appliance. If the port is located on a cascade switch, click the arrow
next to the cascade switch.

4. Inthe Action field of the port where you want to attach the target device, click Attach Device.
The Attach Device Wizard will open. Click Next.

5. The Select a Method for Attachment window will open.

» To create a new target device and attach it, enable the Create a New Target Device radio
button, enter a unique name (up to 64 characters) in the Device Name field and then
click Next.

» To attach a target device that has already been added to the DSView 3 software system,
enable the Attach to an Existing Target Device radio button, enter the name in the Device
Name field and then click Next.

» To browse for a target device that has already been added to the DSView 3 software
system, enable the Browse for an Existing Target Device radio button. The Browse for an
Existing Target Device window will open, listing all target devices (or the first 2000),
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sorted alphabetically. To tailor the list, enter a valid filter string and click Filter. Select a
target device from the list and then click Next.

6. The Completed Successful window will open. Click Finish.
Accessing Units View windows
To enable a topology view in a Units View window, click Topology (see Topology view on
page 96).
To access Units View windows:
Click the Units tab.

e Todisplay target devices:

a. Click Target Devices in the side navigation bar. The Target Devices - All window will
open. This window lists all target devices in the system.

b. Click one of the target device type links (if available) in the side navigation bar. Target
device types are user-defined. If a type has been assigned to a target device, the type name
will appear under Target Devices in the side navigation bar. For example, if you assign a
type of “Windows 2000 to three target devices, a Windows 2000 link will appear in the
side navigation bar. Clicking on the link will display the three target devices, as well as
any other target devices assigned that type.

» Todisplay managed appliances:
a. Click Appliances in the side navigation bar. The Appliances - All window will open.

b. To display an Appliance Type window, click one of the appliance type links in the side
navigation bar.

» Todisplay a list of units that you have accessed most recently, click Recently Accessed in the
side navigation bar.

» Todisplay units by groupings (if available), click the link in the side navigation bar.
»  Click Sites to open the Units in Sites window.
»  Click Departments to open the Units in Departments window.
»  Click Locations to open the Units in Locations window.
e Click Custom Field Labels to display the Units in Custom Field window.

Showing and hiding units

Hiding turns off the display of units in the window, but does not remove the units from the DSView
3 software system.

To hide a unit:

1. InaUnits View window (see Accessing Units View windows on page 98), click Customize. The
Units View Customization window will open.
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Click Visibility in the Available Fields column and then click Add. Visibility will be moved to
the Fields to Show column.

Enable the Show hidden items checkbox if you wish to display hidden units in the Units View
Customization window with a transparent icon.

Click Save and then click Close. The window will open, containing the Visibility column. The
Visibility column will display Hide for each unit.

Click Hide for each unit.

The display of the selected unit will be turned off in the Units View window if Show hidden
items was not selected in the Units View Customization window.

If Show hidden items was selected, the hidden unit will appear with a transparent icon.

To hide multiple units with one operation:

1.

2.

In a Units View window (see Accessing Units View windows on page 98), click the checkbox
next to the units you want to hide from display. To select all units on the page, click the
checkbox to the left of Name at the top of the list.

Click Operations, then select Hide Units from the drop-down menu.

To show hidden units:

1.

In a Units View window (see Accessing Units View windows on page 98) click Customize. The
Units View Customization window will open.

Click Visibility in the Available Fields column and then click Add. Visibility will be moved to
the Fields to Show column.

Click Show hidden items.

Click Save and then click Close. The Units View window will open, containing the hidden
items and the Visibility column. Hidden items will have a transparent icon and the Visibility
field will contain Show.

Click Show in the Visibility column for the unit(s) you want to display. The unit will be made
visible, the icon will no longer be transparent and the Visibility field will change to Hide.

Units View windows fields

The following fields may appear in Units View windows. You may enable or disable a field’s
display using the Customize link. See Using the Customize link in windows on page 26.

Name in Appliance - Name of the unit as defined in the appliance. Click on the name to display
or change unit information.

Name in DSView - Name of the unit as defined in the DSView 3 software database.

Type - Type of target device or managed appliance model. Managed appliance types cannot be
changed; to assign a type to a target device, see Unit Overview Windows on page 104.
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»  Status - Current activity level of a unit. Table 7.1 lists and describes the possible values.

Table 7.1: Unit Status Values

Unit type Status and Icon Icon Description

Any unit Idle N/A The unit is powered up with no connection.

Any unit In Use I::I The unit has at least one active connection.

Any unit Status Unknown T The status of the unit was reported to the software

but cannot be obtained for an unknown reason.

Target devices

No Power

%

The target device is powered down.

Target devices

KVM Blocked

8

The connection path to the target device is blocked
because a cascade switch is already in use.

Target devices

No device attached
(topology view only)

N/A

The port does not have a target device attached.

Target devices

Partial Power

The DSView 3 software cannot determine the power
state of the target device, or the software received a
mixed power state from the target device. For
example, if a target device has a KVM connection
and a power device connection, the software will
prompt for a power status for both of these
connections. If both connections do not reply with
ON or OFF, the power status will display as Partial
Power.

Managed
appliances

Not Responding

%]

The managed appliance did not provide status
information. This may occur for multiple reasons,
such as the appliance is not powered up or it is
disconnected from the DSView 3 software system.

»  Action - Type of session that may be initiated. Although a unit may have multiple actions that
may be performed (for example, you may be able to access a target device using a browser
session or a Telnet session), only one action will be displayed.

For example, a target device that is only attached to a serial console appliance will not contain
a KVM Session link. If a target device has a connection to both a serial console appliance and
a KVM switch, a KVVM Session link will appear.

As shown in Figure 7.1, other available actions that have been enabled may be accessed by
clicking the Alternate Actions arrow to the right of the action with the highest precedence.
Clicking on one of the displayed links will launch the corresponding window type.
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Action

KVM Session

KVM Session

< <<

KVM Session

1 Browser Session
Telnet Session

Il Exclusive KVM Session

—

KVM Session

\

Figure 7.1: Alternate Actions Arrow in a Units View Window

Table 7.2: Action Links

Click on the Alternate Actions
arrow to display a list of all
available connection methods.

Click on an action to launch the
corresponding window.

Action link

Displays

Valid for*

KVM Session

Video Viewer window

TDs attached to KVM switch
channels/ports

Exclusive KVM
Session

Video Viewer window (this link only
appears when Alternate Action arrow
is selected)

TDs attached to KVM switch
channels/ports

Embedded Session

Viewer window

Supported versions of IBM ASM RSA I,
DRAC 4 and NEC IPF embedded units

IPMI Session

IPMI Viewer window

IPMI TDs

Serial Session

Opens a Telnet session window using
the configured application

Target devices

Browser Session

Web browser

EVR1500 environmental monitors,
generic appliances, standalone TDs
and TDs attached to serial console
appliances, HP iLO embedded unit or
KVM switch ports

Telnet Session

Telnet Viewer window or third party
Telnet view window

EVR1500 environmental monitors,
generic appliances, standalone TDs
and TDs attached to serial console
appliances, HP iLO embedded unit or
KVM switch ports

<Service Name>

Service interface

Target devices; see Target Device
Services on page 135

<Connection Name>

Session interface

Appliances and/or TDs supported by
plug-ins that define this
connection type.
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Table 7.2: Action Links (Continued)

Action link Displays Valid for*

* In addition to the units listed in this column, one or more of these connection types may be valid for units
supported by plug-ins. See the plug-in documentation for details.

Site - See Site, Department and Location Groups on page 187.

Browser URL - URL that may be used to access a target device, EVR1500 environmental
monitor or generic appliance. This field will be empty if a URL is not available.

Custom Field 1-3 - Custom fields assigned to units. If these fields have been defined with new
names, the defined names will appear instead of Custom Field 1, Custom Field 2 and Custom
Field 3. See Custom Fields on page 189.

Department - See Site, Department and Location Groups on page 187.
DSView Software Server - Name of the server associated with the units.

Location - Location assigned to the units. See Site, Department and Location Groups on
page 187.

Migration Status - Whether units imported from a DSView 2.x database or AlterPath®
Manager software require migration to be operational in the DSView 3 software. See Task:
Migrating units on page 299.

Model Number - See Unit Properties on page 125.
Part Number - See Unit Properties on page 125.

Primary Contact, Primary Contact Phone, Secondary Contact and Secondary Contact Phone -
Name and phone number of person(s) responsible for a unit. See Unit Properties on page 125.

Serial Number - See Unit Properties on page 125.

Telnet Port - Port number used for a Telnet connection to a target device. See Unit Properties
on page 125.

Visibility - Whether to display (Show) or not display (Hide) a unit in the Units View windows.
See Showing and hiding units on page 98.

Multiple unit operations from a Units View window

From a Units View window, you may delete one or more units (see Deleting Units on page 114) or
assign access rights for one or more units (see About Access Rights on page 129).

You may also use the Operations button/menu to initiate certain actions on one or more units.

Hiding units from view - see Showing and hiding units on page 98
Reboot - see Rebooting on page 285

Show version - see Managed Appliance Network, Authentication Server and Version Settings
on page 132
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Push or pull names to/from the appliance - see Manual name push on page 118 and Manual
name pull on page 119

Wall power on, off or cycle - see Power Device Sockets on page 150
Change unit properties - see Unit Properties on page 125

Custom operations defined in plug-ins may also be listed in the Operations menu.

A given action will be available only if at least one of the selected units supports the action. If a
selected unit does not support the operation, it will be reported as such in the results window.

When one of these multiple unit operations is initiated and confirmed (if needed), a system task is
created that will perform the operation on each unit. The Multiple Unit Operation window will
open, indicating the operation has been submitted. This window contains a link that directs the user
to the Operations Results window for the task.

To initiate and view results from multiple unit operations from a Units
View window:

1.

In a Units View window (see Accessing Units View windows on page 98), initiate the multiple
unit operation as described in the procedures referenced above. If prompted, confirm
the operation.

The Multiple Unit Operation window will open, indicating the operation has been submitted.

If you do not want to view the results of the operation, click Close and skip the rest of
this procedure.

To view the results of the operation, click Click here to view results.

The Operations Results window will open, listing all multiple unit operations and any unit
tasks that have been initiated (see Using Tasks on page 291). The entry for each
operation includes:

»  Name of the operation

*  When the operation started

»  When the operation finished (blank if not yet complete)
»  Status or result of the operation

You may also access this window at any time by clicking the Units tab, then clicking
Operation Results in the side navigation bar.

To view the results for an individual operation, click on the name. The Operation Results
window for that operation type will open, indicating:

e  Status - Current status of the task

e Summary - Number of successful/failed/total unit operations (for example, the summary
of an operation with a status of ‘Rebooting the unit(s)’ might contain a 2/0/3 summary - 2
successful, 0 failed and 3 total units)

»  Name of the operation
e Type of unit
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5.

*  When the operation started

» How long the operation took

»  Status or result of the operation on the unit
Click Close.

Unit Overview Windows

The Unit Overview window contains the following information about an individual unit:

Target Devices - Name, type and icon associated with the target device. You may also use this
window to connect to the target device. The available connection methods are determined by
the type of target device.

Power information appears only if the target device is a power device and the user has power
control rights. In this case, the user may power up, power down or cycle the power of the
target device.

Managed appliances - Name and type of managed appliances and the tools that may be used to:
* Reboot

e Upgrade firmware

*  Resynchronize

»  Save or restore the configuration (valid only for supported KVM switches and serial
console appliances)

»  Save or restore the user database (valid only for supported K\VM switches and serial
console appliances)

The available tasks depend on the type of managed appliance and the user’s access rights on
the managed appliance. (Custom tools defined by a plug-in may also be available.)

EVR1500 environmental monitor or generic appliance - Name and type of EVR1500
environmental monitor or generic appliance and links for establishing a connection to it.

You may change the overview information for one target device from a Unit Overview window.
From a Units View window, you can change the type or icon for several target devices in one
operation. This may be helpful when you want to assign the same values to several units. See Unit
Properties on page 125.

Other types of Unit Overview windows may be supported by plug-ins; see the plug-in
documentation for more information.

To change overview information for a target device:

1.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click on the name of a target device. The Unit Overview window will open.

Enter a name for the target device.
Enter a type for the target device.
Select a new icon for the target device using the arrows.
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5. Click Save and then click Close. The Units View window will open. If you added a type that
was not previously defined, it will appear under Target Devices in the side navigation bar.

To initiate a session with a target device from the Unit Overview window:

1. Ina Units View window containing target devices (see Accessing Units View windows on
page 98), click on the name of a target device. The Unit Overview window will open.

2. Click on the icon or name of the session type you wish to start.

To change the power state of a target device from the Unit Overview window:

NOTE: A user must have power control access rights and the target device must be connected to and powered
by a supported power device; see Power Devices and Power Device Sockets beginning on page 147.

1. Ina Units View window containing target devices (see Accessing Units View windows on
page 98), click on the name of a target device. The Unit Overview window will open.

2. Click the checkbox to the left of the power device outlet(s). To select all device outlets on the
page, click the checkbox to the left of Connection at the top of the list.

3. Click On, Off or Cycle to power up, power down, or power cycle (power down and then power
up) the power device outlets.

To change the name of a managed appliance from the Unit Overview window:

1. InaUnits View window containing appliances (see Accessing Units View windows on
page 98), click on the name of an appliance. The Unit Overview window will open.

2. Type a name for the managed appliance. (You cannot change the type.)
3. Click Save and then click Close. The Units View window will open.

Unit Status Window

The Unit Status window displays all units in a grid with a color-coded status.

NOTE: To view the Unit Status window, Adobe Flash Player version 9.0 or later must be installed on your client
workstation. The DSView 3 software will prompt you to install Flash Player if needed; or you can visit
www.adobe.com to download and install the player.

To use the Unit Status window:

1. Click the Units tab, then click Unit Status in the side navigation bar.
2. The Unit Status window opens.

3. You can filter what units are displayed by selecting a status from the Filter menu. Each unit
status is color-coded. The default filtered status is Active Status which displays only currently
active units.

You can select how often the Unit Status is updated by selecting a time from the Interval menu.

5. You can view the Unit Overview window by double-clicking the unit name, or right-clicking
the unit name and selecting Show Unit Overview.
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CHAPTER

Adding and Deleting Units

This chapter describes how to add and delete units in the DSView 3 software.

Adding Units
You may add:

» Asingle managed appliance

e Asingle embedded appliance

»  Multiple managed appliances based on a range of IP addresses

e A generic appliance or an EVR1500 environmental monitor

» Asingle target device that is not attached to a managed appliance

When a managed appliance is added, DSView 3 software administrator, user administrator and
appliance administrator privileges are automatically assigned to the managed appliance. A user
with any of these privileges may:

» Reboot a managed appliance and disconnect sessions

» Administer local user accounts on the managed appliance

«  Control target device power

»  Establish sessions with target devices from KVVM switches, serial console appliances or other
supported units.

Appliance administrators and DSView 3 software administrators may also Flash upgrade a
managed appliance and configure settings for a managed appliance.

Managed appliance rights may be changed. See About Access Rights on page 129.
When you add a KVM switch or serial console appliance, attached target devices are also added.

If you add a KVM switch or serial console appliance that has an attached power device, the power
device is automatically added to the DSView 3 software database. Any target devices plugged into
the power device outlets (sockets) are also added, based on the options selected.

The applicable X.509 certificate is automatically copied from the DSView 3 software to the unit
being added. A certificate is a unique identifier of an individual managed appliance. (EVR1500
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environmental monitors and generic appliances do not support certificates and may be added to
multiple DSView 3 software systems.)

Wizards that add units

In a Units View window, clicking Add invokes a wizard that guides you through the process of
adding managed appliances and target devices to the DSView 3 software system. The units that are
visible in the current Units View window determines which wizard will be invoked when you
click Add.

If you are in the Appliances - All window, you can add managed appliances of any type. You
cannot add target devices from that window.

If you are in the Units View window for a specific appliance type (such as Appliances -
DSR4030), you can only add more appliances of that type (DSR4030 appliances). You cannot
add appliances of any other type or any target devices.

If you are in the Target Devices - All window or any of the target device type windows (such as
Target Devices - Linux Servers), you can add target devices. You cannot add appliances from
that window.

If you are in any other Units View window (see Types of Units View windows on page 95), you
can add a managed appliance or a target device.

When a unit is added to the DSView 3 software database, it is also added to the current Units View.
For example, if you are viewing units in the department named Accounting and click Add, the
newly added unit will automatically be added to the Accounting department.

Adding a single managed appliance

This procedure is valid for supported KVM switches and serial console appliances. It may also be
valid for appliances supported by a plug-in; see the appropriate documentation.

To add a single managed appliance:

1.

In a Units View window containing managed appliances (see Accessing Units View windows

on page 98), click Add. The Add Appliance Wizard will open. Click Next.

The Select Add Unit Procedure window will open. Click Add a single appliance, then

click Next.

If you were not in an appliance type Units View window when you clicked Add in the first

step, the Select Appliance Type window will open. Select a managed appliance from the

product list, then click Next.

If you were in an appliance type Units View window when you clicked Add in the first step, go

to the next step.

A Select Address Configuration of Appliance window will open, including the type of the

managed appliance.

» If the managed appliance does not have an address, click No, the <Managed Appliance
Type> does not have an address. Go to the next step.
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If the managed appliance has an address, click Yes, the <Managed Appliance Type> does
have an address and either type the address or the fully qualified domain name for the
managed appliance. Go to step 7.

The Configure Appliance Network Settings window will open.

a.

b.
C.

Type the IP address and subnet mask, in standard dot notation (XXx.XXX.XXX.xxx), for the
managed appliance.

Optionally, type a gateway in standard dot notation (XXX.XXX.XXX.XXX).
Click Next.

The Select Appliance to Add window will open. Select the entry, then click Next.

The Select Options window will open. (For more information about the options that affect
adding target devices connected to the appliance, see Topology Synchronization on page 120.)

For appliances supported by plug-ins, the content of this window may differ; see the
appropriate documentation.

a.

d.

Enable the Enable secure mode checkbox if you want the managed appliance to only be
accessible by this DSView 3 software system. In non-secure mode, the managed appliance
may be added to multiple DSView 3 software systems.

This checkbox will not appear when adding a DSI5100 appliance, which may only be
added in Secure mode.

Enable the Allow target devices with the same name to be merged into a single target
device checkbox if you wish to merge a target device that has multiple connections into a
single target device.

Under Allow target devices that contain default names to be added for these type of
connections, you may enable the checkboxes for one or more connection types. Any target
devices that contain default names in the managed appliance and support the enabled
connection type in the managed appliance will be added to the DSView 3

software database.

This option has no effect when adding a DS15100 appliance, since default target device
names are not supported. A target device is named when it is added as a BMC port using
the Add IPMI BMC Wizard.

Click Next.

If one or more cascade switches are connected to the managed appliance, the Configure
Cascade Switches window will open.

a.

Select the type of cascade switch for each row from the menu in the Cascade Switch
Type column.

Optionally, type a name for each row in the Name column.
If two or more rows of a multiuser cascade switch are discovered, you can merge the rows
by selecting the checkboxes of those rows and clicking Merge. To undo the merge, click

the row of the merged switch and click Split. For information about other methods for
merging cascade switches, see Topology Synchronization on page 120.
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d.

Click Next.

9. The Completed Successful window will open.
10. Click Finish.

Adding a single embedded appliance

This procedure is valid only for IBM ASM RSA I, DRAC 4, HP iLO and NEC IPF
embedded appliances.

To add a single embedded appliance:

1. InaUnits View window containing managed appliances (see Accessing Units View windows
on page 98), click Add. The Add Appliance Wizard will open. Click Next.

2. The Select Add Unit Procedure window will open. Click Add a single appliance, then
click Next.

3. If you were not in an appliance type Units View window when you clicked Add in the first
step, the Select Appliance Type window will open. Select an embedded appliance from the
product list, then click Next.

For an IBM ASM RSA 11 embedded appliance, go to step 4.
For a DRAC 4 embedded appliance, go to step 5.

For an HP iLO embedded appliance, go to step 6.

For an NEC IPF embedded appliance, go to step 7.

4. For IBM ASM RSA 1l embedded appliances:

a.
b.

The Configure IBM ASM RSA 11 Settings window will open.

In the Appliance Name field, type a 1-64 character appliance name. The name is not
case sensitive.

In the Address field, type a 1-256 character IP address in dot notation form or a DNS
name. The address is not case sensitive.

In the Username field, type a 1-64 character username to be used to log in to the embedded
appliance. Usernames are case sensitive.

In the Password field, type a 1-64 character password to be used to log in to the embedded
appliance. Passwords are case sensitive.

Click Next.

The embedded device discovery will verify that a web server exists at the specified IP
address. If successful, the Select Option window will open.

Enable or disable the Allow target devices with the same name to be merged into a single
target device checkbox.

Click Next. Go to step 8.

5. For DRAC 4 embedded appliances:

a.

The Configure DELL DRAC4 Settings window will open.
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j.

In the Appliance Name field, type a 1-64 character appliance name. The name is not
case sensitive.

In the Address field, type a 1-256 character IP address in dot notation form or a DNS
name. The address is not case sensitive.

In the Port field, type a TCP port number in the range 0-65535 where the appliance
will listen.

In the Username field, type a 1-64 character username to be used to log in to the embedded
appliance. Usernames are case sensitive.

In the Password field, type a 1-64 character password to be used to log in to the embedded
appliance. Passwords are case sensitive.

Click Next.

The embedded device discovery will verify that a web server exists at the specified IP
address. If successful, the Select Option window will open.

Enable or disable the Allow target devices with the same name to be merged into a single
target device checkbox.

Click Next. Go to step 8.

For HP iLO embedded appliances:

a.
b.

d.

The Configure HP iLO Settings window will open.

In the Appliance Name field, type a 1-64 character appliance name. The name is not
case sensitive.

In the Address field, type a 1-256 character IP address in dot notation form or a DNS
name. The address is not case sensitive.

Click Next. Go to step 8.

For NEC IPF embedded appliances:

a.
b.

The Configure NEC IPF Settings window will open.

In the Address field, type a 1-256 character IP address in dot notation form or a DNS
name. The address is not case sensitive.

In the Username field, type a 1-64 character username to be used to log in to the embedded
appliance. Usernames are case sensitive.

In the Password field, type a 1-64 character password to be used to log in to the embedded
appliance. Passwords are case sensitive.

Click Next.

The embedded device discovery will verify that the embedded appliance’s product ID
matches the appliance type. If successful, the Select Options window will open.

The Appliance Name field contains the name stored in the embedded appliance. You may
change this to a 1-256 character unique name. Names are not case sensitive.

Enable or disable the Allow target devices with the same name to be merged into a single
target device checkbox.
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8.
9.

i.  Click Next.
The Completed Successful window will open.
Click Finish.

Adding managed appliances from a range of IP addresses

This procedure is valid for supported KVM switches and serial console appliances. It may also be
valid for appliances supported by a plug-in; see the appropriate documentation.

To add a managed appliance from a range of IP addresses:

1.

In a Units View window containing managed appliances (see Accessing Units View windows
on page 98), click Add. The Add Appliance Wizard will open. Click Next.

The Select Add Unit Procedure window will open. Click Discover appliances on the network
from an IP address range, then click Next.

The Type in Discover IP Address Range window will open.
a. Type the IP address in standard dot notation (xxx.xxx.xxx.xxx), from which to begin

the search.

b. Type the IP address in standard dot notation (XxX.XXx.XxX.Xxx), at which to end
the search.

c. Click Next.

The DSView 3 software will search for managed appliances within the IP address range. When
the search is completed, the Select Appliances to Add window will open, listing the results.

Add or remove appliances.

» Toadd one or more managed appliances, select the managed appliances in the Appliances
found list, then click Add. The managed appliances will be moved to the Appliances to
Add list.

e Toremove one or more managed appliances, select the managed appliances in the
Appliances to Add list, then click Remove. The managed appliances will be moved to the
Appliances found list.

Click Next.

The Select Options window will open. (For more information about the options that affect
adding target devices connected to the appliance, see Topology Synchronization on page 120.)

For appliances that are supported by plug-ins, the content of this window may differ; see the
appropriate documentation.

a. Click Enable secure mode if you want the managed appliance to only be accessible by this
DSView 3 software system. In non-secure mode, the managed appliance may be added to
multiple DSView 3 software systems.

NOTE: For appliances that require Secure mode, this checkbox will not be visible and the appliance will enable
Secure mode automatically.
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8.
9.

d.

Click Allow target devices with the same name to be merged into a single target device if
you wish to merge a target device that has multiple connections into a single target device.

Under Allow target devices that contain default names to be added for these type of
connections, you may enable one or more connection types. Any target devices that
contain default names in the managed appliance and support the enabled connection type
in the managed appliance will be added to the DSView 3 software database.

This option has no effect when adding a DSI5100 appliance, since default target device
names are not supported. A target device is named when it is added as a BMC port using
the Add IPMI BMC Wizard.

Click Next.

The Adding Appliances window will open while the selected managed appliances are added to
the DSView 3 software system.

The Completed Successful window will open.
Click Finish.

Adding a generic appliance or an EVR1500 environmental monitor

To add a single EVR1500 environmental monitor or generic appliance:

Click Add in a Units View window. The Add Unit Wizard will open. Click Next.

The Select Add Unit Procedure window will open. Click Add a single appliance, then
click Next.

The Select Appliance Type window will open. Select EVR1500 or Generic from the product
list, then click Next.

A Configure Generic Appliance Settings window will open.

1.
2.

5.
6.

a.

b
C.
d
e

Type the name.

Type either the address or the fully qualified domain name.
Type the Telnet port.

Type the web browser URL.

Click Next.

The Completed Successful window will open.
Click Finish.

Adding a target device

You may add a target device using the Add Target Device Wizard, which is described in this
section. You may also add a target device using the Attach Target Device Wizard, which is
available from a Units View window that has the topology view enabled. See Topology view on

page 96.

To add a power device, see Power Devices on page 147. To add BMCs, see the DS15100
Operations for the DSView 3 Software Technical Bulletin, available on the Avocent web site.



114 DSView 3 Software Installer/User Guide

To add a target device:

1.

5.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click Add. If you are in a target device view window, the Add Target Device Wizard
will open. If you are in a mixed view window, the Add Unit Wizard will open. Click Next.

If you were in a mixed view window when you clicked Add, the Select Add Unit Procedure
window will open. Click Add a single target device. Click Next.

If you were in a target device view window when you clicked Add, go to the next step.

The Type in Device Settings window will open, where you may enter optional information:
name, address or fully qualified domain name, Telnet port and web browser URL.

Click Next. The Completed Successful window will open.
Click Finish.

Deleting Units

When you delete a unit, it is removed from the DSView 3 software database, and all associated
connections will also be deleted.

You may also choose to delete target devices that are no longer connected when you run the Resync
Wizard; see Topology synchronization options in the Resync Wizard on page 122.

To delete a power device, see Power Devices on page 147.

To delete a unit:

1.

In a Units View window (see Accessing Units View windows on page 98), click the checkbox
next to the unit name. To delete all units on the page, click the checkbox to the left of Name at
the top of the list.

Click Delete. You are prompted to confirm the deletion.
Confirm or cancel the deletion.
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CHAPTER

Synchronizing the DSView 3
Software Database

This chapter describes how to synchronize the DSView 3 software database with changes that
occur on units.

Name Synchronization

Units and connections in the DSView 3 software system have a “Name in DSView”, which is the
name stored in the DSView 3 software database. Some units (appliance serial ports, cascade
switches, target devices, power devices and power device sockets) may also have a “Name in
Appliance,” which is the name stored in the managed appliance.

The DSView 3 software name synchronization feature will “push” and/or “pull” names. You may
enable the name push and name pull operations to run automatically. You may also push and pull
names manually.

Name push

When the name of a target device or cascade device is changed in the DSView 3 software database,
a push operation will update the target device, cascade device, serial port and power device socket
names in the appliance.

You may also rename units associated with a single connection to a target device in the DSView 3
software database. The name push operation will then push the new unit names to the appliance.

Name pull

When the name of a target device, cascade device, serial port or power device socket is changed in
a managed appliance, a pull operation will update the target device and cascade device names in the
DSView 3 software database.

You may enable/disable automatic name push and automatic name pull. You may also manually
initiate a push or pull operation at any time.
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Automatic name push

When automatic name push is enabled, the name push operation occurs automatically when a name
is changed in the DSView 3 software.

Table 9.1: Automatic Name Push Operation Effects

Unit Effect

If the target device for the serial port in the DSView 3 software database has a single
appliance connection, the target device name will be pushed to the appliance.

If the target device for the serial port in the DSView 3 software database has multiple
appliance connections, the target device name will be pushed to the appliance for
each appliance connection (for connection type(s) enabled in the Automatic Name
Push Properties window).

Appliance serial ports

The power device name in the DSView 3 software database will be pushed to

Power devices .
the appliance.

If the target device for the power device socket in the DSView 3 software database
has a single appliance connection, the target device name will be pushed to
the appliance.

Power device sockets  |f the target device for the power device socket in the DSView 3 software database
has multiple appliance connections, the target device name will be pushed to each
appliance for each appliance connection (for connection type(s) enabled in the
Automatic Name Push Properties window).

If the target device in the DSView 3 software database has a single appliance
connection, the target device name will be pushed to the appliance.

If the target device in the DSView 3 software database has multiple appliance
connections, the target device name will be pushed to the appliance for each
appliance connection (for connection type(s) enabled in the Automatic Name Push
Properties window).

Target devices

If the cascade switch in the DSView 3 software database has a single appliance
connection, the name will be pulled from the appliance to update the cascade switch
name in the DSView 3 software database.

If the cascade switch in the DSView 3 software database has multiple appliance
connections to the same appliance (a multiuser cascade switch), the cascade switch
name will be pulled from the appliance connection with the lowest port number to
update the cascade switch in the DSView 3 software database. (Multiuser cascade
switches are treated as separate cascade switches by the appliance.)

Cascade switches

To enable or disable automatic name push:

1. Click the System tab.
2. Click Global Properties in the top navigation bar.
3. Click Unit Synchronization in the side navigation bar, then click Auto Name Push.
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4. The Automatic Name Push Properties window will open. To enable automatic name push,
enable the Push Names from DSView to appliances automatically checkbox.

To disable automatic name push, disable the Push Names from DSView to appliances
automatically checkbox and go to the last step.

5. Enable the checkboxes for one or more appliance connection types. The name in the DSView 3
software will be pushed to the appliance if the target device has a connection that matches the

selected type.
6. Click Save.

Automatic name pull

When automatic name pull is enabled, the name pull operation occurs automatically when an
appliance name is changed.

Table 9.2: Automatic Name Pull Operation Effects

Unit

Effect

Appliance serial ports

If the target device for the serial port in the DSView 3 software database has a
single appliance connection, the target device name will be pulled from the
appliance to update the target device name in the DSView 3 software database.

If the target device for the serial port in the DSView 3 software database has
multiple appliance connections, the target device name will be pulled from one of
the appliance connections (based on the configured connection type priority) to
update the target device name in the DSView 3 software database.

Power devices

The power device name will be pulled from the appliance to update the power
device name in the DSView 3 software database.

Power device sockets

If the target device for the power device socket in the DSView 3 software database
has a single appliance connection, the target device name will be pulled from the
appliance to update the target device name in the DSView 3 software database.

If the target device for the power device socket in the DSView 3 software database
has multiple appliance connections, the target device name will be pulled from one
of the appliance connections (based on the configured connection type priority) to
update the target device name in the DSView 3 software database.

Target devices

If the target device in the DSView 3 software database has a single appliance
connection, the name will be pulled from the appliance to update the target device
name in the DSView 3 software database.

If the target device in the DSView 3 software database has multiple appliance
connections, the target device name will be pulled from one of the appliance
connections (based on the configured connection type priority) to update the target
device name in the DSView 3 software database.




118 DSView 3 Software Installer/User Guide

Table 9.2: Automatic Name Pull Operation Effects (Continued)

Unit Effect

If the cascade switch in the DSView 3 software database has a single appliance
connection, the name will be pulled from the appliance to update the cascade
switch name in the DSView 3 software database.

If the cascade switch in the DSView 3 software database has multiple appliance

Cascade switches connections to the same appliance (a multiuser cascade switch), the cascade
switch name will be pulled from the appliance connection with the lowest port
number to update the cascade switch in the DSView 3 software database.
(Multiuser cascade switches are treated as separate cascade switches by the
appliance.)

The following sections describe how to change a unit’s Name in Appliance:

»  Power device - see Power Devices on page 147

»  Power device socket - see Power Device Sockets on page 150

»  Cascade switch - see KVM Switch and Cascade Switch Settings on page 138
e Target device - see Target Device Settings on page 135

To enable or disable automatic name pull:

Click the System tab.

2. Click Global Properties in the top navigation bar.
3. Click Unit Synchronization in the side navigation bar, then click Auto Name Pull.
4. The Automatic Name Pull Properties window will open. To enable automatic hame pull,

enable the Pull Names from appliances to DSView automatically checkbox.

To disable automatic name pull, disable the Pull Names from appliances to DSView
automatically checkbox and go to the last step.

5. For target devices that have multiple connections, you may set the connection type priority by
using the arrows to re-order the available types. This order determines which target device
name will be pulled from one or more appliances to update the DSView 3 software database.
The name will be pulled from only one appliance.

6. Click Save.
Manual name push

You may initiate a manual name push from a Units View window (see below) and from the
following windows:

»  Target Devices window - see Target Device Settings on page 135

*  Power Device window - see Power Devices on page 147

»  Power Device Sockets window - see Power Device Sockets on page 150
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»  Appliance cascade switches window - see KVM Switch and Cascade Switch Settings on
page 138

To initiate a name push operation from a Units View window:

1. InaUnits View window (see Accessing Units View windows on page 98), click the checkboxes
next to one or more units. To select all units on the page, click the checkbox to the left of the
heading at the top of the list.

Click Operations, then select Push Names to Appliance from the drop-down menu.

The Multiple Unit Operations window will open, containing a link to the Operation Results
window; see Multiple unit operations from a Units View window on page 102.

Manual name pull

Table 9.3 describes what occurs when a name pull operation is initiated.

Table 9.3: Manual Name Pull Operation Effects

When pull is initiated

) The effect is
for one or more:

The target device name will be pulled from the appliance to update the target device

Appliance serial ports name in the DSView 3 software database.

The power device name will be pulled from the appliance to update the power device

Power devices name in the DSView 3 software database.

The target device name will be pulled from the appliance to update the target device

Power device sockets name in the DSView 3 software database.

The target device name will be pulled from the appliance to update the target device

Target devices name in the DSView 3 software database.

The cascade switch name will be pulled from the appliance to update the cascade
switch name in the DSView 3 software database.

If the cascade switch in the DSView 3 software database has multiple appliance
Cascade switches connections to the same appliance (a multiuser cascade switch), the cascade switch
name will be pulled from the appliance connection with the lowest port number to
update the cascade switch in the DSView 3 software database. Multiuser cascade
switches are treated as separate cascade switches by the managed appliance.

You may initiate a manual name pull from a Units View window and from the following windows:

»  Target Devices window - see Target Device Settings on page 135
*  Power Device window - see Power Devices on page 147
*  Power Device Sockets window - see Power Device Sockets on page 150

»  Appliance cascade switches window - see KVM Switch and Cascade Switch Settings on
page 138
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To initiate a name pull operation from a Units View window:

1.

In a Units View window (see Accessing Units View windows on page 98), click the checkboxes
next to one or more units. To select all units on the page, click the checkbox to the left of the
heading at the top of the list.

Click Operations, then select Pull Names from Appliance from the drop-down menu.

The Multiple Unit Operations window will open, containing a link to the Operation Results
window; see Multiple unit operations from a Units View window on page 102.

Topology Synchronization

The topology synchronization operation updates the DSView 3 software database when a change
occurs in a managed appliance. Examples of changes are the adding/removing of an 1Q adaptor,
cascade switch or power device.

Synchronization options include:

Merge target device names - A target device that has connections to more than one appliance
managed by the DSView 3 software can appear as two different devices when the appliances
are added to the DSView 3 software database. For example, a server may have a serial console
port connected to a serial console appliance, which is used during the boot process. The same
server may also have a K\VM connection to a KVM switch that is accessible after the server is
up and running. You may configure that target device to appear only once, and the DSView 3
software will provide the valid Action choices for accessing the device.

Default target device names allowed for connection types - If a target device has a default
name, you may indicate that it can be added to the DSView 3 software database only if it
supports specific connection type(s) in the appliance - for example, KVM, serial or power.

You may enable/disable deleting target devices that no longer have connections from the
DSView 3 software database.

You may enable or disable automatic topology synchronization. You may also control topology
synchronization manually by:

Enabling or disabling options when the Add Unit Wizard runs.
Enabling or disabling options when the Resync Wizard runs.
Initiating a target device or cascade switch merge operation from a Unit Overview window.

Initiate a target device merge operation from the Unit Tools window (see Merging target
devices on page 279).

Initiating a cascade switch merge operation on two multiuser cascade switches in the same
appliance from a Units View window.

Scheduling or manually running the update topology task (see Task: Update topology for
selected units on page 304).
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Automatic topology synchronization

NOTE: Automatic topology synchronization is not supported on some managed appliances, including the
LANDesk® Server Manager. Alternatively, you may schedule the update topology task to keep these appliances
synchronized with the DSView 3 software. See Task: Update topology for selected units on page 304.

To enable or disable automatic topology synchronization:

A

9.

Click the System tab.
Click Global Properties in the top navigation bar.
Click Unit Synchronization in the side navigation bar, then click Auto Topology.

The Automatic Topology Properties window will open. To enable automatic topology
synchronization, enable the Update DSView with topology changes from appliances
automatically checkbox.

To disable automatic topology synchronization, disable the Update DSView with topology
changes from appliances automatically checkbox and go to the last step.

If you enable the Allow target devices with the same name to be merged into a single target
device checkbox, the connection to a target device in the appliance will be merged with the
connection(s) to an existing target device in the DSView 3 software database.

If you enable the Delete Target Devices that no longer have connections checkbox, target
devices that no longer have connections will be permanently deleted from the DSView 3
software database.

If you enable the Add a target device to new connections checkbox, a target device in the
appliance will be added to a new unit (appliance, power device or cascade switch) connection
in the DSView 3 software database.

If you disable this checkbox, the target device in the appliance will not be added automatically
to a new unit connection in the DSView 3 software database. However, you can add it
manually; see Topology view on page 96.

If you enable the Allow target devices that contain default names to be added for these type of
connections checkbox, you may then enable one or more connection type checkboxes. Any
target devices that contain default names in the appliance will be added to the DSView 3
software database only if the connection type in the appliance matches an enabled connection
type in this window.

Click Save.

Topology synchronization options in the Add Unit Wizard

The Select Options window in the Add Unit Wizard allows you to specify the access mode and
certain topology synchronization options.

Enable/disable secure mode
Merge target device names
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Default target names allowed for connection types

This window is described in Adding Units on page 107.

Each of these options has a default value, which you may change.

To change the default values of the options in the Add Unit Wizard:

a k~ PR

8.

Click the System tab.

Click Global Properties in the top navigation bar.

Click Wizard Defaults in the side navigation bar, then click Add Unit Wizard.
The Add Unit Wizard Default Options window will open.

If you enable the Enable secure mode checkbox, by default, the unit will only be accessible by
this DSView 3 software system. In non-secure mode, the unit may be added to multiple
DSView 3 software systems.

If you enable the Allow target devices with the same name to be merged into a single target
device checkbox, by default, the connection to a target device in the appliance will be merged
with the connection(s) to an existing target device in the DSView 3 software database.

If a target device has a default name, you may indicate that, by default, it can be added to the
DSView 3 software database only if it supports specific connection type(s) in the appliance.
Enable the checkboxes for the specific connection types.

Click Save.

Topology synchronization options in the Resync Wizard

The Select Resync Options window in the Resync Wizard allows you to specify certain topology
synchronization options.

Remove offline connections

Delete target devices that no longer have connections
Merge target device names

Default target names allowed for connection types

This window is described in Resynchronizing units on page 286.

Each of these options has a default value, which you may change.

To change the default values of the options in the Resync Wizard:

AW e

Click the System tab.

Click Global Properties in the top navigation bar.

Click Wizard Defaults in the side navigation bar, then click Resync Wizard.
The Resync Wizard Default Options window will open.

» Ifyou enable the Remove offline connections checkbox, by default, any appliance
connections that are reported as offline in the appliance will be deleted from the DSView 3
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5.

software database. The Resync Wizard does not add offline connections to the DSView 3
software database.

If you enable the Delete target devices that no longer have connections checkbox, by
default, any target devices that no longer have connections are permanently deleted from
the DSView 3 software database.

If you enable the Allow target devices with the same name to be merged into a single
target device checkbox, by default, the connection to a target device in the appliance will
be merged with the connection(s) to an existing target device in the DSView 3

software database.

If a target device has a default name, you may indicate that, by default, it can be added to
the DSView 3 software database only if it supports specific connection type(s) in the
appliance. Enable the checkboxes for the specific connection types.

Click Save.

Merging target devices

You may also merge target devices from a Unit Tools window, see Merging target devices on
page 279.

To merge target devices:

1.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click on the target device name. The Unit Overview window will open.

Click the Merge Target Devices icon or link. The Merge Target Devices Wizard will appear.
Click Next.

The Select Target Devices to Merge window will open. The selected target device will be listed
in the Target Devices to Merge list.

To add one or more target devices to the merge list, select the target device(s) in the
Available Target Devices list, then click Add. The target devices will be moved to the
Target Devices to Merge list.

To remove one or more target devices from the merge list, select the target device(s) from
the Target Devices to Merge list, then click Remove. The target devices will be moved to
the Available Target Devices list.

To merge target devices in a particular order, select one or more target devices in the
Target Devices to Merge list and use the up and down arrows to move the selected target
devices up or down in the listing. Once the order has been specified, select Merge missing
properties to the target device based on the order of the devices in the “Target Devices to
Merge” list.

The merged target devices will contain the name of the first target device in the Target
Device to Merge list. For example, if you are merging two target devices named TD1 and
TD2, and TD2 is listed before TD1, the merged target device will be named TD2.

Click Next.
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5.
6.

The Confirm Target Device Merge window will open. Click Next to confirm merging the
connection paths into the specified destination target device. See Connections to Units on
page 162.

The Completed Successful window will open.
Click Finish.

Merging or splitting cascade switches

You may use the Merge Cascade Switch wizard to modify the name/type of one or more cascade
switches that belong to the same appliance in the DSView 3 software database. You may also
merge or split two or more multi-user cascade switches from the same appliance.

To merge or split cascade switches:

1.

In a Units View window containing cascade switches (see Accessing Units View windows on
page 98), click on the cascade switch name. The Unit Overview window will open.

Click the Merge Target Devices icon or link. The Merge Cascade Switches Wizard will appear.
Click Next.

The Cascade Switch Configuration window will open. The Appliance Port column lists the
ports in the appliance that are connected to cascade switches.

You may change the cascade switch type by selecting from the drop-down menu. If you change
the cascade switch name, it must contain 1-64 characters and must not exist in the DSView 3
software database unless it is associated with a multi-user cascade switch.

To merge cascade switches, click the checkboxes to the left of the entries, then click Merge.

To split a previously merged set of cascade switches, click the checkbox to the left of the entry,
then click Split.

Click Next. The Operation in Progress window will open, followed by the Completed
Successful window.

Click Finish.
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Managing Units

This chapter describes how to manage unit properties and settings, access rights and local account
settings, and how to view unit asset and usage reports.

Unit Properties

A user with access rights may change the following properties for a unit:

Overview - Specify the type and icon for a target device.
Identity - May be helpful for quickly identifying information about a unit.

Location (site, department and location) - May be helpful for identifying where a unit is. See
Site, Department and Location Groups on page 187.

Contacts - Identify the primary and secondary contacts may be helpful for quickly identifying
the people to notify if an issue or question arises about a particular unit.

Custom fields - Three custom fields are available, in which you may specify any information
you wish. For example, you may wish to define custom fields such as Program Manager,
Building Number and so on. See Custom Fields on page 189.

Notes.
Network.
KVM session profile. See Managing KVM session profiles on page 233.

You may specify which properties display in a Units View window by using the Customize link.
See Using the Customize link in windows on page 26.

You may change the overview, location, contacts, custom fields, notes and the DSView 3 server for
one or more units in one operation. This may be helpful when you want to assign the same
properties to several units.

To change overview information for one or more target devices:

1.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click the checkbox next to one or more target devices. To change overview
information for all target devices in the page, click the checkbox to the left of Name at the top
of the list.

Click Operations, then select Properties from the drop-down menu.
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The Multiple Unit Properties window will open. Click Unit Overview.
Enter a new type for the target devices.
Select a new icon for the target devices using the arrows.

Click Save and then click Close. The Units View window will open. If you added a type that
was not previously defined, it will appear under Target Devices in the side navigation bar.

I

To change the identity properties for a unit:

NOTE: Identity properties are visual representations only. Defining incorrect information may cause confusion
(for example, mistyping a serial number).

1. InaUnits View window (see Accessing Units View windows on page 98), click on the
appliance or target device name.

2. Click Properties in the side navigation bar. The Unit Identification Properties window will
open. To change information, type a part number, serial number, model number and/or asset
tag number.

3. Click Save and then click Close. The Units View window will open.

To change the location properties for a unit:

NOTE: Location properties are visual representations only. Defining incorrect information may cause confusion
(for example, a mistyped room number).

1. InaUnits View window (see Accessing Units View windows on page 98), click on the
appliance or target device name.

2. Click Properties in the side navigation bar and then click Location in the side navigation bar.
The Unit Location Properties window will open.

3. Type or use the menus to select the site, department and/or location for the unit.
4. Click Save and then click Close. The Units View window will open.

To change the location properties for one or more units from a Units View window:

1. InaUnits View window (see Accessing Units View windows on page 98), click the checkbox
next to the unit(s). To change location properties for all units in the page, click the checkbox to
the left of Name at the top of the list. (If the page contains units that do not support location
properties, they will not be affected.)

Click Operations, then select Properties from the drop-down menu.

The Multiple Unit Properties window will open. Click Location.

Type or use the menus to specify the site, department and/or location for the units.
Click Save and then click Close. The Units View window will open.

ok~

To change the contact properties for a unit:

1. InaUnits View window (see Accessing Units View windows on page 98), click on the
appliance or target device name.
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2. Click Properties in the side navigation bar and then click Contacts in the side navigation bar.
The Unit Contacts window will open. Type the names and phone numbers of the primary and
secondary contacts.

3. Click Save and then click Close. The Units View window will open.
To change the contact properties for one or more units from a Units View window:

1. InaUnits View window (see Accessing Units View windows on page 98), click the checkbox
next to the unit(s). To change contact properties for all units in the page, click the checkbox to
the left of Name at the top of the list. (If the page contains units that do not support contact
properties, they will not be affected.)

Click Operations, then select Properties from the drop-down menu.
The Multiple Unit Properties window will open.

»  To change the primary contact information, click Primary Contact. Type names and phone
numbers for the primary contact.

» To change the secondary contact information, click Secondary Contact. Type names and
phone numbers for the secondary contact.

4. Click Save and then click Close. The Units View window will open.
To change the custom fields for a unit:
1. Ina Units View window (see Accessing Units View windows on page 98), click on the

appliance or target device name.

2. Click Properties in the side navigation bar, then click Custom Fields in the side navigation bar.
The Unit Custom Fields window will open. To change information, type the information in
each of the three custom fields.

3. Click Save and then click Close. The Units View window will open.
To change the custom fields for one or more units from a Units View window:

1. Ina Units View window (see Accessing Units View windows on page 98), click the checkbox
next to the unit(s). To change custom fields for all units in the page, click the checkbox to the
left of Name at the top of the list. (If the page contains units that do not support custom fields,
they will not be affected.)

2. Click Operations, then select Properties from the drop-down menu.

3. The Multiple Unit Properties window will open. Click Custom Fields.
4. Type the information in each of the three custom fields.

5. Click Save and then click Close. The Units View window will open.

To change the note properties for a unit:

1. Ina Units View window (see Accessing Units View windows on page 98), click on the
appliance or target device name.
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2.

3.

Click Properties in the side navigation bar and then click Notes in the side navigation bar. The
Unit Notes window will open. Type description, accounting and comment information.

Click Save and then click Close. The Units View window will open.

To change the note properties for one or more units from a Units View window:

1.

a r~ wn

In a Units View window (see Accessing Units View windows on page 98), click the checkbox
next to the unit(s). To change note properties for all units in the page, click the checkbox to the
left of Name at the top of the list. (If the page contains units that do not support note properties,
they will not be affected.)

Click Operations, then select Properties from the drop-down menu.
The Multiple Unit Properties window will open. Click Notes.

Type description, accounting and comment information.

Click Save and then click Close. The Units View window will open.

To change the network properties for a target device:

NOTE: Defining incorrect information for these properties may cause network connection errors.

1.

3.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click on the target device name.

Click Properties in the side navigation bar and then click Network in the side navigation bar.
The Unit Network Properties window will open.

»  Type the address or the fully qualified domain name for the target device.

*  Type the Telnet port number to use for Telnet connections to the target device. If this field
is left blank, Telnet will not be enabled for the target device.

»  Type the URL for a web browser connection to the target device.
»  Select the DSView 3 server that is in charge of the target device.
Click Save and then click Close. The Units View window will open.

To change the network properties for a managed appliance:

1.

In a Units View window containing appliances (see Accessing Units View windows on page 98)
click on the appliance name.

Click Properties in the side navigation bar and then click Network in the side navigation bar.
The Unit Network Properties window will open.

»  Type the address or the fully qualified domain name.

If you are changing the appliance IP address, you should first change it in the Appliance
Network Settings window before changing it in the Unit Network Properties window. See
Managed Appliance Network, Authentication Server and Version Settings on page 132.

»  Select the DSView 3 server in charge of the managed appliance.
Click Save and then click Close. The Units View window will open.
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To change the DSView 3 server network property for one or more units from a Units
View window:

1.

4,

In a Units View window (see Accessing Units View windows on page 98), click the checkbox

next to the unit(s). To change the DSView 3 server property for all units in the page, click the

checkbox to the left of Name at the top of the list. (If the page contains units that do not support
note properties, they will not be affected.)

Click Operations, then select Properties from the drop-down menu.

The Multiple Unit Properties window will open. Click Network. Select the DSView 3 server in
charge of the units.

Click Save and then click Close. The Units View window will open.

To change the network properties for an EVR1500 environmental monitor or
generic appliance:

1.

3.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Properties in the side navigation bar and then click Network in the side navigation bar.
The Unit Network Properties window will open.

e Type the address or the fully qualified domain name.
e Type a Telnet port number.
»  Type aweb browser address.

»  Select the DSView 3 server in charge of the EVR1500 environmental monitor or
generic appliance.

Click Save and then click Close. The Units View window will open.

About Access Rights

Access rights indicate which users and user groups may access units in the DSView 3 software
system. Access rights also indicate which actions are allowed.

For target devices, you may specify whether a user or members of a user group are allowed to:

View the unit in a Units View window (this right is enabled automatically if any other access
right for the target device is enabled)

Establish viewer sessions (Video Viewer or serial, as supported on the device)
Control target device power

Establish virtual media sessions to target devices (since virtual media sessions are launched
from a Video Viewer session, if you select this option, you should also select Establish
Viewer Sessions)

Establish reserved virtual media sessions to target devices (since virtual media sessions are
launched from a Video Viewer session, if you select this option, you should also select
Establish Viewer Sessions)
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»  Configure unit settings - see Target Device Settings on page 135

»  View data logging - this access right can be set only for target devices connected to appliances
that support data logging; see Data Logging beginning on page 167

For certain managed appliances, you may specify whether a user or members of a user group are
allowed to:

*  View the appliance in Units View windows (this right is enabled automatically if any other
access right for the managed appliance is enabled)

» Reboot appliance and disconnect sessions - see Rebooting on page 285 and Active Sessions on
page 158

»  Flash upgrade appliance - see Upgrading firmware on page 285

»  Configure unit settings - see Managed Appliance Network, Authentication Server and
Version Settings on page 132

»  Configure appliance local user accounts - see Local Account Settings on page 140 (this option
will not appear for managed appliances that do not support local user accounts)

» View data logging - this access right can be set only for appliances that support data logging;
see Data Logging beginning on page 167

For example, you may allow users to configure settings on a managed appliance, but not allow

them to reboot and disconnect sessions on it. Instead, you may allow a user who has appliance

administrator privileges on the target devices to establish a Video Viewer session, but not allow

that user to perform power control operations. Access rights may also be specified for all units in

the DSView 3 software system or for a specific unit.

By default, supported embedded units have the same access rights as generic units.
About target device access rights

When you assign access rights to a target device, any available session types may be selected, even
if the target device does not support them. For example, you may enable Video Viewer and virtual
media sessions to a target device that is attached to a serial console appliance, which does not
support virtual media. The target device access rights are not based on the valid type of connection
to that target device - the ability to establish a particular session type exists only when the target
device (through its managed appliance) supports it. Using the above example, if the target device
that was attached to the serial console appliance was later moved to a managed appliance that
supported virtual media sessions, the target device could then be accessed by that method.

Each access right is independent of other access rights. For example, you may enable virtual media
session access to a target device that supports it, but not enable KVM (Video Viewer) session
access to that target device. Since a virtual media session is launched from a KVM session, that
user would, in fact, not be able to open a virtual media session with that target device. The access
right only indicates that the user is allowed to perform the operation; it does not mean that the
operation can actually be performed.
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How access rights can be assigned

There are several ways you may assign access rights.

You may assign access control rights from a unit perspective. From this perspective, you select
one or more units, specify the users/user groups for which rights will be assigned, then allow/
deny the permission to perform the action for each user/user group. See Unit Access Rights on
page 131.

You may also assign access control rights from a unit group perspective. This is similar to
assigning access control rights for a unit, except all units that belong to the selected unit group
will be affected. See Changing the name, members or access rights of a unit group on

page 197.

You may also assign access control rights from a user perspective. You select a user account,
specify the units for which rights will be assigned, then indicate the permission to perform the
action (none, allow, deny or inherit) for each unit. See User Access Rights on page 211.

You may assign access control rights from a user group perspective. This is similar to
assigning access control rights for a user, except all users who are members of the selected user
group will be affected. See User Group Access Rights on page 220.

Unit Access Rights

DSView 3 software administrators may assign unit access rights.

To add or remove access rights from a Units View window:

1.

In a Units View window (see Accessing Units View windows on page 98):

» To add/remove access to one or more units, click the checkboxes next to the units, and
then click Rights.

e Toadd/remove access to all units on the page, click the checkbox to the left of Name at the
top of the list, and then click Rights.

The Unit Access Rights window will open. To add or remove a user or user group from the

Access Rights Assignment list, click Edit List. The Unit Access Rights User Selection window

will open.

e Toadd one or more users or user groups, select the users or user groups from the Available
list, then click Add. The users and/or user groups will be moved to the List to Update list.

»  To remove one or more users or user groups, select the users or user groups from the List
to Update list, then click Remove. The users and user groups will be moved to the
Available list.

Click OK. The Unit Access Rights window will contain the current list of users/user groups.
When a user/user group is added to the list, default access rights will be displayed.

To set access rights, select a user or user group from the User and User Groups list, then enable
or disable a checkbox in the Access Rights table for each access right.

« Allow - the access right is allowed for the user/group.
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Deny - the access right is denied for the user/group.

Inherit - the access right is inherited from the unit group(s) to which the selected user/
group belongs. When Inherit is selected, the Allow and Deny checkboxes will become
gray and unchangeable, and indicate the inherited value. If the inherited settings indicated
both Allow and Deny, the inherited value is Deny, which takes precedence.

To disable the inherit functionality, uncheck the Inherit checkbox.
If none of the checkboxes are checked, the access right is neither allowed nor denied.

4. Repeat the preceding step to change access rights for other users/user groups.
5. Click Save and then click Close. The Units View window will open.

Managed Appliance Network, Authentication Server and
Version Settings

To change the network settings of a managed appliance:

NOTE: The MAC address cannot be changed.

1. Ina Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

2. Click Appliance Settings in the side navigation bar and then click Network. The Appliance
Network Settings window will open. To change information:

Type an IP address, in standard dot notation (XXX.XXX.XXX.XXX).

If you change the appliance IP address in the Appliance Network Settings window, you
must then also change the address in the Unit Network Properties window. See Unit
Properties on page 125. (When changing an IP address, always change it in the Appliance
Network Settings window before changing it in the Unit Network Properties window.)

Type a subnet, in standard dot notation (XXX.XXX.XXX.XXX).

Type a gateway, in standard dot notation (XXX.XXX.XXX.XXX).

Specify a LAN speed. This network setting will not appear for CPS appliances.
Enable or disable DHCP or BootP (KVVM switches).

Enable or disable ICMP ping reply.

3. Click Save and then click Close. The Units View window will open.

To change the IP addresses of DSView 3 servers used for managed
appliance authentication:

1. InaUnits View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

2. Click Appliance Settings in the side navigation bar and then click Authentication Servers. The
Appliance Authentication Servers Settings window will open. To change information, type an
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IP address, in standard dot notation (XxX.xxX.xxX.xxX), for up to four DSView 3 servers the
managed appliance will use for authentication.

3. Click Save and then click Close. The Units View window will open.

To display version information for one or more managed appliances from a Units
View window:

1. Ina Units View window containing appliances (see Accessing Units View windows on
page 98), click the checkbox next to the unit(s). To display information about all units in the
page, click the checkbox to the left of Name at the top of the list.

Click Operations, then select Show Versions from the drop-down menu.

3. A Multiple Unit Operation window will open, containing a link to view results; see Multiple
unit operations from a Units View window on page 102.

The results window includes the unit name, type and when the version information
retrieval began.

The Appliance Version field will contain the main firmware version; if a unit did not or cannot
report a firmware version, dashes are displayed.

The Boot Version field contains the boot firmware version. If a unit does not support a boot
version but has an appliance version, N/A will be displayed. Dashes will be displayed if a unit
does not support either appliance or boot firmware.

The Status field indicates the result of the display (for example, Show Versions complete or
Show Versions not supported).

To display version information for a managed appliance:

1. Ina Units View window containing appliances (see Accessing Units View windows on
page 98), click on an appliance name.

2. Click Appliance Settings in the side navigation bar and then Versions. The Appliance \Version
Information window will open, containing the following information:

»  For KVM switches - application, boot and video FPGA

May also include application, boot, video FPGA, matrix FPGA, UART FPGA, digital/
application, digital/digitizer, digital/FPGA and OSCAR FPGA

»  For serial console appliances - bootstrap and application versions
3. Click Close. The Units View window will open.

Managed Appliance SNMP Settings

This procedure is valid for supported KVM switches and serial console appliances. It may also be
valid for appliances supported by a plug-in; see the appropriate documentation.

The SNMP protocol is used to communicate management information between network
management applications and DSView 3 software managed appliances using TCP/IP and IPX
protocols. Other external SNMP managers (such as Tivoli® and HP OpenView) may communicate
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with your managed appliances by accessing MIB-11 (Management Information Base) and the
public portion of the enterprise MIB. MIB-II is a standard MIB that many SNMP target devices
support. The managed appliances will send their traps directly to the external SNMP manager in
addition to sending it to the server.

The following settings appear under SNMP in the side navigation bar:

»  System - Enables/disables SNMP. When you enable SNMP, the managed appliance will log
SNMP received messages over UDP (User Datagram Protocol) port 161. UDP port 162 is used
to listen for incoming traps.

»  Managers - Stations that can manage the managed appliance.

e Community - Communities to which the traps belong.

» Destinations - Stations that can receive SNMP traps.

e Traps - Available traps and enabled/disabled traps.

The traps must be also configured on each managed appliance using the Command Line Interface

(CLI). The address of the server running the DSView 3 software must be configured as a trap
recipient, the proper community must be set and each desired trap must be enabled.

SNMP traps are logged in the event log file. See Displaying the Event Log on page 313. SNMP
traps may also be configured from a system task. See Task: Configure SNMP trap settings on a
managed appliance on page 296.

To change SNMP settings for a managed appliance:

1. Ina Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

2. Click Appliance Settings in the side navigation bar and then click SNMP in the side navigation
bar. The Appliance SNMP System Settings window will open.

3. Toenable SNMP, select Enabled in the Enable SNMP menu. If desired, change the name and
description of the managed appliance and type a contact. Then, click Save.

4. To enable SNMP manager settings, click Managers in the side navigation bar. The Appliance
SNMP Manager Settings window will open. Type the IP addresses, in standard dot notation
(xxx.xxx.xxx.xxx), for up to four SNMP managers. Then, click Save.

5. To specify SNMP community settings, click Community in the side navigation bar. The
Appliance SNMP Community Settings window will open. Type the SNMP community names
for reading, writing and SNMP traps. Then, click Save.

6. To specify SNMP destination settings, click Destinations in the side navigation bar. The
Appliance SNMP Destination Settings window will open. Type the IP addresses, in standard
dot notation (xxx.xxx.xxx.xxx), for up to four SNMP destinations. Then, click Save.

7. Toenable or disable SNMP traps, click Traps in the side navigation bar. The Appliance SNMP
Trap Settings window will open. Select one of the following:

» Enabled turns a trap on; Disabled turns a trap off.
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« Enable All turns all traps on; Disable All turns all traps off.
8. Click Save and then click Close. The Units View window will open.

Target Device Settings

For information about power device settings, see Power Devices on page 147.

To display a list of target devices that are attached to a managed appliance or
initiate a push/pull name operation:

1. InaUnits View window containing appliances (see Accessing Units View windows on
page 98), click on the name of an appliance.
Click Appliance Settings in the side navigation bar, then click Target Devices.
The Target Devices window will open.

To initiate a pull or push name operation (see Name Synchronization on page 115), click the
checkboxes to the left of one or more device names. To select all names on the page, click the
box to the left of Appliance Name at the top of the list.

e For a pull operation, click Pull Name.
»  For a push operation, click Push Name.
Customizing the Target Devices window

The following fields may be displayed in the Target Devices window. Use the Customize link to
add or remove fields in the display. See Using the Customize link in windows on page 26.

* Name in Appliance - Name of the target device in the appliance.
* Name in DSView - Name of the target device in the DSView 3 software database.
»  Connection - Connection path to the target device in the appliance.

To change the appliance name for a target device:

1. Ina Units View window containing appliances, click on the name of an appliance.

2. Click Appliance Settings in the side navigation bar, then click Target Devices.

3. The Target Devices window will open. Click on a target device name.

4. Change the appliance name for the target device. If the automatic name pull feature is enabled,

see Automatic name pull on page 117 for the effect.

Target Device Services

You may add or remove support on a target device for third party services such as Terminal
Services and VNC. Before adding support for a service, the service must be properly installed and
configured on the target device.

Once support for a service has been added, you can launch a session for that service using
several methods:
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Clicking the name or icon for the service in the target device’s Unit Overview window.

Selecting the session link for that service in the Action field’s Alternate Action menu in Units
View windows that list that target device.

Clicking the Action field in the Unit Services window for that service.

Service options may include actions to be performed if a problem is detected with the service. This
may include automatically launching a KVM session, prompting the user or no action.

To add support for services on atarget device:

1.

7.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click on a target device name.

In the side navigation bar, click Properties, then click Services. The Unit Services window will
open, listing the services that are supported.

Click Add. The Add Service Wizard will appear.

If the target device does not have an address in the DSView 3 software database, you will be
prompted to enter it. After you enter the name, click Next.

The Select the Procedure window will open. You may add support for the service either by
discovery of services running on the target device or by selecting from all available services.
Enable the radio button for adding with discovery or without discovery, then click Next.

If you chose to add a service by discovery, a Request in Progress display will appear before the
next window opens.

The Select Service window will open. Select the services from the Available Services (or
Services Found) list, then click Add. The selected services will be moved to the Services to
Assign list.

To remove services from the Services to Assign list, select the services, then click Remove.
The selected services will be moved to the Available Services (or Services Found) list.
Click Next.

The Completed Successful window will open. Click Close.

To change service options:

1.

3.
4,

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click on a target device name.

In the side navigation bar, click Properties, then click Services. The Unit Services window
will open.

Click on a service name.
Enable the radio buttons to enable options, then click Save.

To remove support for a service on atarget device:

1.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click on a target device name.
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5.

In the side navigation bar, click Properties, then click Services. The Unit Services window will
open, listing the services that are supported.

Click the checkbox next to the services to be removed. To remove all services on the page,
click the checkbox to the left of Service at the top of the list.

Click Delete. A confirmation dialog box will appear.
Confirm or cancel the deletion.

IQ Module Settings

IQ modules are connected to supported KVM switches.

To display 1Q module information:

1.

In a Units View window containing appliances (see Accessing Units View windows on

page 98), click on the KVM switch name.

Click Appliance Settings, click Ports and then click 1Q Modules in the side navigation bar. The
Appliance 1Q Modules window will open. This window lists all modules with their EID,
status, port number, application version, hardware version, interface type and USB speed.

To display an individual module’s settings, click on an 1Q module. The Appliance 1Q Module
Settings window will open.

To delete offline IQ modules:

NOTE: Any offline module will have a red circle and an “X” to the left of its EID. An online module will have a
green circle to the left of its EID.

1.

3.
4,

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the KVM switch name.

Click Appliance Settings, click Ports and then click 1Q Modules in the side navigation bar. The
Appliance 1Q Modules window will open.

Click Delete Offline. A confirmation dialog box will appear.
Confirm or cancel the deletion.

To upgrade IQ modules:

NOTE: Offline IQ modules may not be selected for upgrading.

1.
2.

In a Units View window containing appliances, click on the KVM switch name.

Click Appliance Settings, click Ports and then click IQ Modules in the side navigation bar. The
Appliance 1Q Modules window will open.

Click the checkbox to the left of the IQ modules you wish to upgrade. To select all IQ modules
on the page, click the checkbox to the left of EID at the top of the list.

Click Upgrade. A confirmation dialog box will appear.
Confirm or cancel the upgrade.
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If the upgrade is confirmed, a yellow LED icon will appear to the left of the upgrading modules.
You may click on the name of an 1Q module in the EID column to display its upgrade status in the
Appliance Settings - Ports - 1Q Modules - Settings window. When the upgrade is completed, a
green circle will appear next to the modules and they may once again be selected.

To set the USB speed for IQ modules:

NOTE: The USB speed may only be set for supported USB2 and PS2M 1Q modules.

1. Ina Units View window containing appliances, click on the KVM switch name.

2. Click Appliance Settings, click Ports and then click 1Q Modules in the side navigation bar. The
Appliance 1Q Modules window will open.

3. Click the checkbox to the left of the IQ modules you wish to modify. To select all IQ modules
on the page, click the checkbox to the left of EID at the top of the list.

NOTE: If any IQ module in the list is not supported, the set USB speed buttons will be disabled.

4. Click Set USB 1.1 Speed or Set USB 2.0 Speed. The USB speed for the selected 1Q modules
will be set.

KVM Switch and Cascade Switch Settings

e For information about the SPC ports and managing power devices, see Power Devices on
page 147.

»  To merge or split multi-user cascade switches from the same appliance, see Merging or
splitting cascade switches on page 124.

To display cascade switch port settings and initiate a push/pull name operation:

1. InaUnits View window containing appliances (see Accessing Units View windows on
page 98), click on the KVM switch name.

2. Click Appliance Settings in the side navigation bar. Click Ports and then click Cascade
Switches. The Appliance Cascade Switches window will open.

3. To initiate a pull or push name operation (see Name Synchronization on page 115), click the
checkboxes to the left of one or more device name(s). To select all names on the page, click the
box to the left of Appliance Name at the top of the list.

e For a pull operation, click Pull Name.
»  For a push operation, click Push Name.

To change the name in appliance for a cascade switch:

1. InaUnits View window containing appliances (see Accessing Units View windows on
page 98), click on the KVM switch name.

2. Click Appliance Settings in the side navigation bar. Click Ports and then click Cascade
Switches. The Appliance Cascade Switches window will open.
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5.
6.

Click on a cascade switch name. The Cascade Switch Settings window will open.

Change the name in the appliance. If the automatic name pull feature is enabled, see Automatic
name pull on page 117 for the effect.

If you changed the appliance name, click Save.
Click Close when you are finished.

To change the Name in DSView for a cascade switch:

1.

4,

In a Units View window containing appliances and using the topology feature (see Accessing
Units View windows on page 98 and Topology view on page 96), click on the name of a cascade
switch. The Unit Overview window will open.

In the Name field, change the name that will be used in the DSView 3 software.

If the cascade switch is uniquely identified (for example, a power device or an AutoView 2000
switch), that type will automatically be entered in the Type field and cannot be changed.

If the appliance cannot uniquely identify the cascade switch type, the Type field will include a
list of compatible units from which you may choose. A compatible unit will have at least as
many inputs and outputs as the DSView 3 software indicates in its database for the

cascade switch.

For example, if the DSView 3 software database indicates the cascade switch has more than
one connection to the same appliance, only switches with two or more inputs will be included
in the list. The target side ports are also checked,; if a cascade switch has a target device on port
14, only types that support 14 or more ports will be displayed.

Click Save and then click Close.

You may also change the name of a cascade switch in the DSView 3 software database by using the
Merge Cascade Switch wizard; see Merging or splitting cascade switches on page 124.

You may also change cascade device properties (identity, location, contacts, custom fields and
notes) by clicking the property in the side navigation bar. These windows operate identically to
those described in Unit Properties on page 125.

To change local OSCAR interface authentication settings:

NOTE: This procedure is valid for the following managed appliances: all DSR switches except the DSR800,
1161, 2161 and 4160 switches.

1.

In a Units View window containing appliances (see Accessing Units View windows on

page 98), click on the DSR switch name.

Click Appliance Settings in the side navigation bar, then click Ports and then click OSCAR.
The Appliance OSCAR Settings window will open.

Click Disable OSCAR Authentication to prevent the supported DSR switch from performing
internal or external authentication. If the Disable OSCAR Authentication checkbox is not
selected, the supported DSR switch will attempt external authentication using the list of
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authentication servers that reside in the switch. If the authentication fails, the supported DSR
switch will use its internal user tables.

Specify a preemption level for the DSR switch (1-4).

5. The Long Name Display Mode is used when cascade switch or target device names contain
more than 15 characters. Select the radio button to specify whether the OSCAR interface will
display the first 15 characters or the last 15 characters.

6. Click Save and then click Close. The Units View window will open.

To change modem port settings:

NOTE: This procedure is valid for the following managed appliances: DSR1020, 1021, 1022, 1024, 1030, 2020,
2030, 2035, 4020, 4030, 8020, 8030 and 8035 switches.

1. Ina Units View window containing appliances (see Accessing Units View windows on
page 98), click on the DSR switch name.

2. Click Appliance Settings in the side navigation bar and then click Ports and then click
Modems. The Appliance Modem Settings window will open.

3. Select Modem sessions can preempt digital sessions to enable a modem session to disconnect
an existing Ethernet connection to the DSR switch.

Type an authentication time-out for the modem in the range of 30-300 seconds.
Type an inactivity time-out for the modem connection in the range of 1-60 minutes.
6. Click Save and then click Close. The Units View window will open.

Local Account Settings

This procedure is valid on KVVM switches and serial console appliances that support local accounts.

Local accounts allow a user to log in to a managed appliance locally if it has a server configured as
an authentication server. You may assign the user administrator, appliance administrator or user
level to a local user. See Built-in User Groups on page 37.

You must have Configure Local Accounts rights to add, modify or delete local user accounts. See
About Access Rights on page 129.

To display the Appliance Local User Accounts window:

1. InaUnits View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

2. Click Appliance Settings in the side navigation bar and then click Local Accounts. The
Appliance Local User Accounts window will open.

To change access control method for local user accounts:

1. Ina Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.
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3.
4,

Click Appliance Settings in the side navigation bar, click Local Accounts and then Settings.
The Appliance Local User Access Method window will open.

Enable the Port or Port group radio button.
Click Save.

Customizing the Appliance Local User Accounts window

The preemption level and access level fields may be displayed in the Appliance Local User
Accounts window. Use the Customize link to add or remove fields in the display. See Using the
Customize link in windows on page 26.

To add a local user account:

1.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Appliance Settings in the side navigation bar, click Local Accounts and then Users. The
Appliance Local User Accounts window will open.

Click Add. The Add Local User Account Wizard will appear. Click Next.
The Type in Local User Credentials window will open.

a. Type the name of the local user account.

b. Type a password for the local user account.

c. Confirm the password for the local user account.

d. Click Next.

The Select Preemption Level window will open. Select a preemption level (1-4) for the local
user. This will be used for KVM, serial and virtual media sessions. (See Preemption Levels on
page 38.) Click Next.

The Select Access Level window will open. Select an access level from the menu: Appliance
Administrator, User or User Administrator. (DSR1010, DSR2010 and DSR4010 switches
support local accounts, but the Appliance Administrator access level cannot be changed, so
this menu will not appear for these switches.)

Click Next.
If you selected User, go to step 8.
If you selected Appliance Administrator or User Administrator, go to step 9.

The Assign target devices window will open. Add or remove user access rights to a
target device:

a. To add user access rights to one or more target devices, select the target device(s) in the
Available Target Devices list, then click Add. The target devices will be moved to the
Assigned Target Devices list.

b. To delete user access rights to one or more target devices, select the target device(s) in the
Assigned Target Devices list, then click Remove. The target devices will be moved to the
Available Target Devices list.
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9.

Click Next. The Completed Successful window will open.

10. Click Finish. The Appliance Local User Accounts window will open.

To delete a local user account:

1.

4,
5.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Appliance Settings in the side navigation bar and then click Local Accounts. The
Appliance Local User Accounts window will open.

Click the checkbox to the left of the local usernames to be deleted. To delete all local user
accounts, click the checkbox to the left of Name at the top of the list.

Click Delete. A confirmation dialog box will appear.
Confirm or cancel the deletion.

To change the settings of a local user account:

1.

© N o oM

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Appliance Settings in the side navigation bar and then click Local Accounts. The
Appliance Local User Accounts window will open.

Click on the name of a local user account. The Appliance Local User Account Settings
window will open.

Type a new name for the local user.

Select a preemption level (1-4) for the local user. See Preemption Levels on page 38.

If available, select an access level: User Administrator, Appliance Administrator or User.
Type a new password for the local account and then confirm the password.

Click Save and then click Close. The Appliances window will open.

To change target device access rights to a local account:

1.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Appliance Settings in the side navigation bar and then click Local Accounts. The
Appliance Local User Accounts window will open.

Click on the name of a local account. The Appliance Local User Account Settings window will
open. (If the local user has Configure Local Accounts rights, a message will indicate that the
local user may access all target devices in the system.)

For all managed appliances except CCM appliances: click Access Rights in the side navigation
bar. The Appliance Local User Account Access Rights window will open.

« To add local user account access to one or more target devices, select the target device(s)
in the Available Target Devices list. Click Add. The target devices will be moved to the
Assigned Target Devices list.
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«  Toremove local user account access to one or more target devices, select the target
device(s) in the Assigned Target Devices list. Click Remove. The target devices will be
moved to the Available Target Devices list.

5. For CCM appliances:
» To change local user account access by port, click Access Rights in the side navigation bar

and then Port. Select the ports in the Available list and then click Add. The selected ports
will be moved to the Assigned list.

» To change local user account access by group, click Access Rights in the side navigation
bar and then Group. Select the groups in the Available list and then click Add. The
selected groups will be moved to the Assigned list.

6. Click Save and then click Close. The Appliance Local User Accounts window will open.

Embedded Units

The IBM ASM RSA Il and the DRAC 4 embedded units have one target port and one appliance for
each embedded appliance.

The NEC IPF embedded unit has nine target ports and one appliance for each embedded appliance.
Port names default to “Blade” plus the port number.

The HP iLO embedded unit has one target device.

In the DSView 3 software, each of these appliance types will contain specific information about the
target as well as the embedded appliance itself. All KVM connections are initiated through the
target port/device.

After an embedded appliance type is added to the DSView 3 software, an appliance type is added
under the Appliances link in the side navigation bar.

Updating firmware, changing device settings and rebooting embedded units must be done
manually. See the embedded unit documentation for further information.

Launching embedded unit sessions

From the Target Devices window, users may launch a KM or browser session to the embedded
devices. Each session is handled by the embedded unit and is launched in a separate window
browser. HP iLO, NEC IPF, IBM ASM RSA 1l and DRAC 4 viewers are proprietary to their
owners, and the DSView 3 software has little control of their look, feel and configuration.

There is no status polling for these sessions (status is idle by default); nor are there connection
types. All embedded KVVM browsers have their own certificate authentication. Users must accept
certificate authentication to launch embedded unit video sessions.

Users must manually close the window to close a session. In all cases, exiting or logging out of the
DSView 3 software will not shut the KVVM/browser session.
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The DRAC 4 KVM session launches a standalone launch browser which in turn launches a
KVM applet. To leave the session, the user must exit the KVVM session applet and the
standalone launch browser.

The IBM ASM RSA Il KVM session launches a KVVM session applet within a browser. To
leave the session, users must exit the K\VVM browser session.

The NEC IPF KVM session launches a standalone KVM session applet. To leave the session,
users must exit the standalone KVVM session.

The HP iLO session will launch a browser session to the login page of the embedded device
server. Users must log in to the web server to access the target device’s KVM session. To leave
the session, users must exit the K\VVM browser session.

See the embedded units’ documentation for further information.

Changing embedded unit credentials

You may change the login credentials for the IBM ASM RSA II, DRAC 4 and NEC IPF
embedded units.

To change login credentials for an IBM ASM RSA 1l embedded appliance:

1.
2.

Click the Units tab.

Click Appliances in the side navigation bar, and then click on the appliance type in the side
navigation bar.

Click on the embedded appliance name.
Click the Credentials link in the side navigation bar and then click Credentials in the side
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5. The DELL DRAC4 Settings window will open. To change information:

* Inthe Appliance Name field, type a 1-64 character appliance name. The name is not
case sensitive.

* Inthe Port field, type a TCP port number in the range 0-65535 where the appliance
will listen.

» Inthe Username field, type a 1-64 character username to be used to log in to the embedded
appliance. Usernames are case sensitive.

* Inthe Password field, type a 1-64 character password to be used to log in to the embedded
appliance. Passwords are case sensitive.

6. Click Save and then click Close.

To change login credentials for an NEC IPF embedded appliance:

1. Click the Units tab.

2. Click Appliances in the side navigation bar.

3. Click the embedded appliance name.

4. Click the Credentials link in the side navigation bar and then click Credentials in the side

navigation bar.
5. The NEC IPF Settings window will open. To change information:
* Inthe Name field, type a 1-64 character appliance name. The name is not case sensitive.

» Inthe Username field, type a 1-64 character username to be used to log in to the embedded
appliance. Usernames are case sensitive.

* Inthe Password field, type a 1-64 character password to be used to log in to the embedded
appliance. Passwords are case sensitive.

Click Save and then click Close.

Asset and Usage Reports

NOTE: To view Asset and Usage Reports, Adobe® Flash Player version 9.0 or later must be installed on your
client workstation. The DSView 3 software will prompt you to install Flash Player if needed; or you can visit
www.adobe.com to download and install the player.

You can view Asset and Usage reports as a pie chart, bar chart or table by clicking the appropriate
button. If multiple charts are tiled on the screen, you can change the size of the charts by dragging
the triangle on the Size bar to the right or left.

Asset

To view Asset reports:

1. Click the Reports tab, then click Asset in the top navigation bar.
2. Select one of the following reports in the side navigation bar:
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Usage

Appliance Models - Displays the number of units for each appliance model the user has
added to the DSView 3 software.

Port Types - Displays the number of ports for each type of port connected to the DSView 3
software. Port types include KVM (Keyboard Video Mouse), Serial, Power, SPC (an
Avocent power control device), SoL (Serial over LAN) and LDSM (LANDesk

Server Manager).

Appliance Versions - Displays the firmware version(s) for each appliance model managed
by the DSView 3 software.

To view Usage reports:

1. Click the Reports tab, then click Usage in the top navigation bar.
2. Select one of the following reports in the side navigation bar:

Sessions Per Day - Displays the number of sessions opened to a target device from the
DSView 3 software each day during the last seven days.

Frequently Accessed Targets - Displays the number of sessions opened from the DSView
3 software for each target device during the last seven days.
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Power Devices and Power
Device Sockets

See Power devices on page 7 for information about the power device types and models that are
supported on Avocent appliances. See Licenses on page 50 for information about third party power
device licenses.

Power Devices

To display a list of power devices attached to an appliance or initiate a push/pull
name operation:

1. InaUnits View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

2. Click Appliance Settings in the side navigation bar and then click Ports and then click Power
device. The Power Devices Attached to Appliance window will open. (For DSR switches that
have two SPC ports, one row will appear for each power device.)

3. To initiate a pull or push name operation (see Name Synchronization on page 115), click the
checkboxes to the left of one or more device name(s). To select all names on the page, click the
box to the left of Appliance Name at the top of the list.

e For a pull operation, click Pull Name.
»  For apush operation, click Push Name.

Customizing the Power Devices Attached to Appliance window

The display fields and content of the Power Devices Attached to Appliance window will differ
according to the power device type and models. For details, see the product documentation. Use the
Customize link to add or remove fields in the display; see Using the Customize link in windows on
page 26.

The following fields are always displayed, regardless of the power device type and model.

» Name in Appliance - Name of the power device in the appliance
* Name in DSView - Name of the power device in the DSView 3 software database
o  Status
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5. Click Close. The Units View window will open.
Upgrading the firmware of a Cyclades power device

You may upgrade the firmware of a Cyclades power device attached to a DSR switch. There are
two ways to do this:

*  From a Unit Overview window, using the Upgrade Firmware wizard - see Upgrading firmware
on page 285.

*  Using the Task wizard - see Task: Updating the firmware of an appliance type on page 302.
* Inthe Select Task to Add window, select Upgrade firmware of selected units.

» Inthe Select Unit Type window, you may select by product family (Cyclades Power
Devices) or unit type (specific power device types)

If multiple power devices are installed in a daisy chain configuration, the most remote power
device will be upgraded first.

Power Device Input Feed

The ability to display and change power device input feed information is currently supported on
Avocent SPC power control devices, Server Technology power devices and Cyclades PM
Intelligent Power Distribution Units (IPDU).

To display power device input feed information:
1. Ina Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

2. Click Appliance Settings in the side navigation bar, click Ports and then Power device in the
side navigation bar. The Power Devices Attached to Appliance window will open. (For DSR
switches that have two SPC ports, one row will appear for each power device.)

3. Click on the name of a power device.
4. Click Input Feeds in the side navigation bar. The Power Device Input Feeds window will open.

Customizing the Power Device Input Feeds window

The following fields may be displayed in the Power Device Input Feeds window. For detailed field
descriptions, see the product documentation. Use the Customize link to add or remove fields in the
display. See Using the Customize link in windows on page 26.

* Input Feed Name

e Status - Unknown, on, off, cycling, pending off, pending on, pending cycle or no status

* Load

» Alarm Threshold - a trap will be sent if the Load value reaches the Alarm Threshold value

* Load Max - a trap will be sent if the Load value is greater than the Load Max value

» Load Min - a trap will be sent if the Load value is less than the Load Min value
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To change power device input feed information:

1.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Appliance Settings, click Ports and then Power devices in the side navigation bar. The
Power Devices Attached to Appliance window will open.

Click on the name of a power device.
Click Input Feeds in the side navigation bar. The Power Device Input Feeds window will open.

Click on an input feed name. The Power Device Input Feed Settings window will open. Some
fields are read-only. For fields that can be modified, enter or select new values.

Click Save and then click Close. The Power Device Sockets window will open.
Click Close. The Power Devices Attached to Appliance window will open.
Click Close. The Units View window will open.

Power Device Sockets

To display information about power device sockets or initiate a push/
pull operation:

1.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Appliance Settings, click Ports and then Power devices in the side navigation bar. The
Power Devices Attached to Appliance window will open.

Click on the name of a power device.
Click Sockets in the side navigation bar. The Power Device Sockets window will open.

If you change the IP address of a managed appliance that is attached to a power device, the
appliance may need rebooting. In this case, a Reboot Required icon will be displayed in the top
left corner of the Power Device Sockets window. Click the icon to reboot the

managed appliance.

To initiate a pull or push name operation (see Name Synchronization on page 115):

a. Click the checkboxes to the left of one or more device name(s). To select all names on the
page, click the box to the left of Appliance Name at the top of the list.

b. Forapull operation, click Pull Name.
c. Forapush operation, click Push Name.

Customizing the Power Device Sockets window

The display fields and content of the Power Device Sockets window will differ according to the
power device type and models. For details, see the product documentation. Use the Customize link
to add or remove fields in the display. See Using the Customize link in windows on page 26.

The following fields are always displayed, regardless of the power device type and model.
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Socket - Socket (outlet) number.
Appliance Name - Name of the power device socket in the appliance.
Unit Name - Name of the power device socket in the DSView 3 software database.

To change power device socket settings:

1.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Appliance Settings in the side navigation bar, click Ports and then Power device in the
side navigation bar. The Power Devices Attached to Appliance window will open.

Click on the name of a power device.
Click Sockets in the side navigation bar. The Power Device Sockets window will open.
Click on a power device socket. The Power Device Socket Settings window will open.

Some fields are read-only. For fields that can be modified, enter or select new values. (If you
change the appliance name and the automatic name pull feature is enabled, see Automatic
name pull on page 117 for the effect.)

Click Save and then click Close. The Power Device Sockets window will open.
Click Close. The Power Devices Attached to Appliance window will open.
Click Close. The Units View window will open.

Power Control of Devices Attached to Power Devices

There are several ways to power up, power down or power cycle a target device that is attached to a
power device socket.

From a Power Device Sockets window - see the procedure in this section
From a Units View window containing power devices - see the procedure in this section

From the Video Viewer - see Power Control of Devices Attached to Power Devices on
page 252
From the Telnet Viewer - see Power Control of Devices Attached to Power Devices on
page 275

From the DSR Remote Operations software - see Power control of devices attached to power
device sockets on page 341

To control power from a Power Device Sockets window:

1.

2.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Appliance Settings in the side navigation bar, click Ports and then Power device in the
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Click the checkbox to the left of the power device socket(s). To select all sockets on the page,
click the checkbox to the left of Socket at the top of the list.

Click On, Off or Cycle to power up, power down or power cycle (off and then on) the selected
power device sockets. The Power field for the selected sockets will reflect the state.

For certain power device types and models, administrators may also lock or unlock a socket’s
current state by clicking Lock or Unlock. This sets the control field of the selected socket(s) to
the specified value; users other than administrators cannot change the state. The default value
is Unlock.

To control power from a Units View window:

1.

In a Units View window containing power devices (see Accessing Units View windows on
page 98), click the checkbox next to the power device(s). To select all power devices in the
page, click the checkbox to the left of Name at the top of the list. (If any of the selected units
are not power devices, the operation will be ignored for them.)

Click Operations, then select Wall Power On, Wall Power Off or Wall Power Cycle from the
drop-down menu.

A Multiple Unit Operation window will open, containing a link to view results; see Multiple
unit operations from a Units View window on page 102.
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Unit Sessions and Connections

This chapter describes how to view and manage unit sessions and connections.

Managed Appliance Session Settings

From the Appliance Sessions window, you may display session information and change appliance
session settings.

Exit macros may be used by and reside on certain switches.

Customizing the Appliance Sessions window

The following fields may be displayed in the Appliance Sessions window for managed appliances.
Use the Customize link to add or remove fields in the display. See Using the Customize link in
windows on page 26.

Duration - Length of the DSView 3 software session.
User - Name of user who initiated the DSView 3 software session.
(KVM switches that support virtual media) Type - Session type: KVM or Virtual Media.

(KVM switches that support virtual media) Lock Status - When there is a KVM and a virtual
media session to the same target device and the appliance setting Virtual Media Locked to
KVM Session is enabled, Locked will be displayed in this field.

(KVM switches) Channel - Channel being used by the managed appliance to connect to the
DSView 3 software session.

(KVM switches) Client - Proxy address if the proxy is enabled.
(KVM switches) 1Q Module - EID of the target device 1Q module.

(KVM switches) Mode - Mode of the session, which may change during the session. Available
modes are:

» Normal - An interactive session that may be shared with other users. When two or more
users are sharing the session, the mode will change to Sharing Interactive.

»  Exclusive - A private session that does not allow sharing by other users.
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» Sharing Interactive - A session that is being shared by two or more users. Interactive users
have full control of the video, mouse and keyboard. Passive users may also share the
session, but may only display the session and have a mode of Sharing Passive.

A user may display the usernames of other users sharing the session if View identity of
shared connections is checked in the Video Viewer Session Properties dialog box or if the
user is a member of the administrators user group. Users viewing the session in Stealth
mode will not be listed. If users disconnect from the session and a single user remains
connected, the mode will change to Normal.

»  Sharing Passive - A session that is being shared by two or more users. Passive users may
only display the DSView 3 software session. Interactive users may also share the session,
but have full control of the video, mouse and keyboard and have a state of
Sharing Interactive.

A user may display the usernames of other users sharing the software session if View
identity of shared connections is checked in the Video Viewer Session Properties dialog
box or if the user is a member of the built-in administrators user group. Users viewing the
session in Stealth mode will not be listed. If other users disconnect from the session and a
single user remains connected, the mode will change to Normal.

» Scan - A temporary non-exclusive DSView 3 software session that displays connected
target devices in a thumbnail viewer.

(KVM switches) Owner - Username of the logged in user that owns the session connected to

the managed appliance.

(KVVM switches) Port - Managed appliance port number connected to the session.

Preemption Level - Effective user preemption level for the user that is connected to the

appliance port. See Preemption Levels on page 38.

(serial console appliances) Client - IP address of the DSView 3 software client computer
connected to the appliance in a non-proxied connection. The IP address of the DSView 3 proxy
will display in this column if the client is connected to the appliance using a proxy connection.

(serial console appliances) Interface - Interface to which to the session is connected, which is
either a serial port or the network CLI.

To display session information:

This procedure is valid for supported KVM switches and serial console appliances. It may also be
valid for appliances supported by a plug-in; see the appropriate documentation.

1.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

Click Appliance Settings in the side navigation bar and then click Sessions. The Appliance
Sessions window will open.

To display information about a specific session, click on the name of the KVM, virtual media
or serial session. The Active Session Information window will open, including information
about the active session.
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4.
5.

Click Close. The Appliance Sessions window will open.
Click Close. The Units View window will open.

To display or change the session settings for a serial console appliance:

1.

7.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the serial console appliance name.

Click Appliance Settings in the side navigation bar and then click Sessions. The Appliance
Sessions window will open.

Click Settings in the side navigation bar. The Appliance Settings - Sessions - Settings window
will open. The display includes SSH settings for the appliance.

Specify how the most recent 64K bytes of online and offline data (history) from a serial port
will be controlled:

» Auto - Displays the history buffer content to a Telnet window.

« Hold - Saves the buffer contents. To display the contents, you must access the appliance
CLI and issue a Port History command.

Click Enable Inactivity Timeout and use the arrows to specify a value (from 1-90 minutes) that

the managed appliance will wait during inactive intervals until the session is closed and the

user must log back into the managed appliance.

(CCM appliances only) In the Serial Session Share Mode area, enable one of the radio buttons:

Disable, Auto or Query.

Click Save and then click Close. The Units View window will open.

To change the KVM session settings for a supported KVM switch:

1.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the KVM switch name.

Click Appliance Settings in the side navigation bar and then click Sessions. The Appliance
Sessions window will open.

Click Settings in the side navigation bar and then click K\VM. The Appliance KVM Session
Settings window will open.

In the Inactivity Timeout area, click Enable Inactivity Timeout and use the arrows to specify a
time-out value (from 1-90 minutes) that the managed appliance will wait during inactive
intervals until the session is closed and the user must log back into the managed appliance.

To enable video noise compensation, click the Enable Video Noise Compensation checkbox.

In the Encryption Level area, specify an encryption level for the keyboard and mouse and also
for the video:

» DES - SSL Single DES encryption

e 3DES - SSL Triple DES encryption

e 128-Bit SSL - 128-hit encryption which used an ARCFOUR (RC4®) SSL cipher
e AES - AES encryption
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7.

At least one encryption level must be specified for the keyboard and mouse. When you specify
more than one SSL encryption type, the switch negotiates the strongest algorithm that is
supported by both sides. The strongest algorithm is AES, followed by 128 bit, 3DES and DES.

Click Save and then click Close. The Units View window will open.

To change the virtual media session settings on a KVM switch:

This procedure is valid for K\VM switches that support virtual media.

1.

7.

In a Units View window containing appliances (see Accessing Units View windows on
page 98), click on the KVM switch name.

Click Appliance Settings in the side navigation bar and then click Sessions. The Appliance
Sessions window will open.

Click Settings in the side navigation bar and then click Virtual Media. The Appliance Virtual
Media Session Settings window will open.

In the Session Lock area, enable the Virtual Media locked to KVM session checkbox if you
wish to close the virtual media session when the associated KVVM session is closed. When this
feature is disabled an active virtual media session will remain active when the associated KVM
session is closed.

In the Drive Mappings area, choose an access mode from the Virtual Media Access Mode
menu: read-only or read-write.

When the access mode is read-only, the user will not be able to write data to the mapped drive
on the client machine. When the access mode is read-write, the user will be able to read and
write data to the mapped drive.

If the drive is a read-only drive (for example, CD/DVD drives or ISO images), the access mode
setting will be ignored. If the drive on the client machine is read-write (for example, a mass
storage device or USB removal media), setting read-only access mode will prevent the user
from writing data to the client machine.

In the Encryption Level area, enable one or more encryption levels for the virtual media
session: DES, 3DES, 128-Bit SSL or AES. Any combination of selections (or no selection)
is valid.

Click Save and then click Close. The Units View window will open.

Defining exit macros

Since clients are running remotely on PCs, certain commands must be sent to the controlled target
device using keyboard macros. For example, pressing Ctrl+Alt+Delete on your keyboard resets the
PC running the client rather than resetting the target device. To reset the target device, a macro is
needed. The DSView 3 management software provides numerous sequences pre-configured for
ease of operation.

Three kinds of macros are available: personal, global and exit. Personal macros and global macros
are created using the Video Viewer window. See Macros on page 247.
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Exit macros are supported on DS1800 digital switches and the following DSR switches: DSR1010,
1021, 1022, 1024, 1030, 1031, 2010, 2020, 2030, 2035, 4010, 4020, 4030, 8020, 8030 and
8035 switches.

Exit macros allow software administrators to create a macro that returns a target device to a known
state. They reside on the managed appliances and are executed whenever a DSView 3 software
session is terminated. For example, if a user is connected to a target device and the user closes the
Video Viewer session, an exit macro may be executed that resets the target device to a known state
by logging the user out of the target device session.

Exit macros may be created and maintained by any user with Configure Unit Settings access rights.
Different groups of exit macros may be created for each managed appliance in your system.

To define exit macros:
1. InaUnits View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

2. Click Appliance Settings in the side navigation bar and then click Sessions. The Appliance
Sessions window will open.

Click Exit Macros in the side navigation bar. The Appliance Exit Macros window will open.
Click the number of a macro. The Appliance Exit Macro Settings window will open.
Enter a unique description for the global macro in the Name field.

In the Select Keyboard field, select the country configuration of your keyboard. The keyboard
graphic in the window will update to reflect your selection.

7. Click on the buttons in the keyboard graphic to create the macro. As a button is clicked, it will
appear in the list box to the left of the keyboard graphic.

You may type or use the arrow buttons to specify a delay between buttons you selected from
the keyboard graphic. First, click the button in the list box after which you want to insert a
delay. Then, click Delay to insert the delay in the list box.

8. To specify one or more target devices on which you wish to use the macro, select the device(s)
in the Available list, then click Add. The target devices will be moved to the Assigned list.

9. Toremove one or more target devices on which you wish to use the macro, select the device(s)
from the Assigned list, then click Remove. The target devices will be moved to the
Available list.

10. Click Save and then click Close. The Units View window will open.

o g M~ w

Example: Creating a macro
The following example creates an exit macro where the Ctrl key is held while F1-F2-F3 are typed:

1. Type ControlF1-F2-F3 in the Name field. This is the name of the macro that will appear in the
Appliance Exit Macros window.

2. Click the left or right Ctrl key in the keyboard graphic in the window. Ctrl Left - PRESS or Ctrl
Right - PRESS will appear in the list box to the left of the keyboard graphic.
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Click F1, F2 and F3 in the keyboard graphic in the window. The keystrokes will appear in the
list box to the left of the keyboard graphic.

Click the same left or right Ctrl key in the graphic that you pressed in step 2. Ctrl Left -
RELEASE or Ctrl Right - RELEASE will appear in the list box to the left of the
keyboard graphic.

In the Assigned to Macro area, select the target devices to which you want to assign the macro.
Click Save and then click Close.

Active Sessions

There are two types of active session displays: all active sessions in your system and active session
information for each target device.

All active sessions

To display information about all active sessions:

1.
2.
3.

4.

Click the Units tab.
Click Active Sessions in the side navigation bar. The Active Sessions window will open.

To display information about a session, click on the name in the Start-Date-Time column. The
Active Session Information window will open.

Click Close to close the window and return to the Active Sessions window.

Customizing the Active Sessions window for all sessions

The Start-Date-Time field, which indicates when the target device session was started, is always
displayed in the Active Sessions window:

The following fields may be displayed in the Active Sessions window. Use the Customize link to
add or remove fields in the display. See Using the Customize link in windows on page 26.

Duration - Length of the DSView 3 software session.

User - User who initiated the session, which may be a user, a local port user or a user with a
local user account.

Target Device - Name of the target device being used for the session.
Type - Session type, which may be KVVM, virtual media or serial.

Client - IP address of the client computer connected to the session for a non-proxy connection.
For a proxy connection, the IP address of the DSView 3 proxy will appear in this field.
Connection - Connection path from the target device to the managed appliance. See
Connections to Units on page 162.

Mode - Session mode, which may change during the session. See Customizing the Appliance
Sessions window on page 153 for a description of the available modes.

Owner - Name of the user who launched the session, which may be a user, a local port user or
a user with a local user account.
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«  Preemption Level - Effective user preemption level for the user that is connected to the target
device session. See Preemption Levels on page 38.

To remove an active session from the (all) Active Sessions window:

NOTE: Removing an active session from the Active Sessions window does not disconnect the session.

1. Click the Units tab.
2. Click Active Sessions in the side navigation bar. The Active Sessions window will open.

3. Click the checkbox to the left of the session. To remove all active sessions on the page, click
the checkbox to the left of Start-Date-Time at the top of the list.

4. Click Remove. A confirmation dialog box will appear.
5. Confirm or cancel the removal.

To disconnect an active session from an appliance window:

This procedure is valid for supported KVVM switches and serial console appliances. It may also be
valid for appliances supported by a plug-in; see the appropriate documentation. You must have the
Reboot Appliance and Disconnect Sessions unit access right. See About Access Rights on page 129.
Additionally, your preemption level must be higher than the preemption level of the active session
user. See Preemption Levels on page 38.

1. Ina Units View window containing appliances (see Accessing Units View windows on
page 98), click on the appliance name.

2. Click Appliance Settings in the side navigation bar. Then click Sessions in the side navigation
bar, then Active. The Appliance Sessions window will open.

3. To disconnect one or more sessions, click the checkbox to the left of the sessions. To
disconnect all sessions on the page, click the checkbox to the left of Start-Date-Time at the top
of the list.

4. Click Disconnect. A confirmation dialog box will appear.

For virtual media sessions on supported KVM switches - If you attempt to disconnect an active
virtual media session or a KVVM session that is locked to a virtual media session, a
confirmation message is displayed, indicating that any virtual media mappings will be
disconnected. Confirm or cancel. See Using Virtual Media on page 252.

5. Confirm or cancel the disconnect.
Active sessions on atarget device
To display information about active sessions on atarget device:

In a Units View window containing target devices (see Accessing Units View windows on page 98),
click on a target device Status field. The Active Sessions window for that target device will open.

You may also display active session information for a target device by clicking on a target device
name in a Units View window, which will open the Unit Overview window. Then, click Active



160

DSView 3 Software Installer/User Guide

Sessions in the side navigation bar, and the Active Sessions window for that target device will
open. The first method above saves a step.

Customizing atarget device Active Sessions window

The following fields are always displayed in the Active Sessions window.

Duration - Elapsed time since the session started, in hours:minutes:seconds.

User - Name of current user. This field will be blank for users who do not have Appliance
Administrator or User Administrator access rights when the Video Viewer session property
“view identity of shared connections” is not set. See Video Viewer session properties on
page 227.

Type - Session type, which may be KVM, virtual media or serial.

Connection - Connection path from the managed appliance to the target device. See
Connections to Units on page 162.

The following fields may be displayed in the Active Sessions window. Use the Customize link to
add or remove fields in the display. See Using the Customize link in windows on page 26.

Owner - Owner of the session, when it is shared. This field will be blank for users who do not
have Appliance Administrator or User Administrator access rights when the Video Viewer
session property “view identity of shared connections” is not set. See Video Viewer session
properties on page 227.

Preemption Level - Effective user preemption level for the session user. See Preemption Levels
on page 38.

Channel - Channel number when connection includes a cascade switch (valid only for KVM or
virtual media sessions).

Client - IP address of client who is connected to this session (valid only for KM or virtual
media sessions).

1Q Module - 1Q module ID associated with the session (valid only for KVM or virtual
media sessions).

Lock Status - Whether KVVM and virtual media sessions are locked. See Virtual media session
settings on page 254.

Mode - Session mode, which may change during the session. See Customizing the Appliance
Sessions window on page 153 for a description of the available modes.

Port - Port associated with the session.

To disconnect one or more target device active sessions:

NOTE: To disconnect a session, a user must have unit view access rights and a preemption level that is greater
than or equal to the session user.

1.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click on a target device Status field. The Active Sessions window for that target
device will open.
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2. Click the checkbox to the left of the sessions. To disconnect all sessions, click the checkbox to
the left of Duration at the top of the list. (If you do not have permission to disconnect an active
session, you will not be able to select its checkbox or the checkbox at the top of the list.)

3. Click Disconnect. A confirmation dialog box will appear.

For virtual media sessions on supported KVM switches - If you attempt to disconnect an active
virtual media session or a KVM session that is locked to a virtual media session, a
confirmation message is displayed, indicating that any virtual media mappings will be
disconnected. Confirm or cancel. See Using Virtual Media on page 252.

4. Confirm or cancel the disconnect.
Active modem sessions

In the event the primary network fails, you may establish a session to an ACS console server
through a modem/ISDN dial-up connection method. This connection may be established using the
SSH Passthrough client or the ACS console server plug-in. To configure the SSH Passthrough
settings, see Enabling SSH Passthrough on page 177. To configure the ACS console server plug-in
settings, see the ACS console server plug-in online help.

Secure connections

During the initial dial-up connection attempt, the DSView 3 DialUp service will authenticate the
ACS console server and establish a connection using a Point-to-Point Protocol (PPP). Password
Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol (CHAP) are
supported. In addition to the PAP and CHAP methods, a One Time Password (OTP) authentication
may also be used for analog modem dial-up connections. (OTP is not supported on ISDN modems.)
A secret password will be generated for every dial-up request, and each password will only be valid
for a single attempt. Once authenticated, a secure connection will be established.

For added security, the ACS console server plug-in may also be configured for dial-back
connections. Once authenticated, the dial-up connection will be dropped, and the ACS console
server will dial-back to the DSView 3 server to establish a secure connection. This method does not
support OTP. To configure dial-back settings on the DSView 3 server, see DSView 3 software
modem sessions on page 63.

Only DSView 3 software administrators may access the Active Modem Sessions window.
Supported modems

The following modems and serial PCI cards are supported by the DSView 3 software, provided the
modems are supported on the DSView 3 server operating system.

»  Perle PCI-RAS 4 and PCI-RAS 8, which are backwards compatible with Perle V90 Modem

* Equinox SST MM 4p Modem

* Equinox SST 4p Serial

e Eicon DS series ISDN BRI-2M

» Eicon DS series ISDN 4BRI-8M
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The DSView 3 software also supports the USR3453B - Courier 56k external modem.

NOTE: The modems listed are not supported on Sun Solaris SPARC operating systems.

Customizing the Active Modem Sessions window for all sessions

The Start-Date-Time field, which indicates when the target device session was started, is always
displayed in the Active Modem Sessions window.

The Unit field, which indicates the units that are connected by dial-up, is always displayed in the
Active Modem Sessions window.

The following fields may be displayed in the Active Modem Sessions window. Use the Customize
link to add or remove fields in the display. See Using the Customize link in windows on page 26.

Duration - Length of the DSView 3 software dial-up connection to the unit.
IP Address - IP address of the dial-up connection to the unit.

Status - Status of the dial-up connection. Status values include Established, indicating that a
dial-up connection is established; or Establish/Primary, indicating that a dial-up connection is
established but the primary network connection is also available; or Disconnecting, which
indicates that a DSView 3 software administrator is closing the session.

Dial-back - Identifies if the connection used a dial-back connection.

Unit Phone Number - Phone number dialed to connect the unit.

To disconnect one or more target device active modem sessions:

NOTE: Only DSView 3 software administrators may disconnect active modem sessions.

1.

3.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click Active Modem Sessions in the side navigation bar. The Active Modem Sessions
window will open.

Click the checkbox to the left of the sessions. To disconnect all sessions, click the checkbox to
the left of Duration at the top of the list. (If you do not have permission to disconnect an active
session, you will not be able to select its checkbox or the checkbox at the top of the list.)

Click Disconnect. A confirmation dialog box will appear. Confirm or cancel the disconnect.

Connections to Units

The Connections link displays either target device or managed appliance connections.

The Target Device Connections window lists all connections to the target device. You may also
use this window to add or delete a connection to or from the target device.

The Appliance Connections window lists all connections from the managed appliance to
cascade switches or target devices. You may rename the units which are part of the connection
path through this window.
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NOTE: Connections of EVR1500 environmental monitors and generic appliances may not be viewed.

Connection display format

Connections typically appear in a format similar to the following for connections to target devices,
cascade switches and power devices:

<Managed appliance name>(<Port>) — <EID Number> — <target device>

<Managed appliance name>(<Port>) — <EID Number> — switch one
<Port>—><target device>

<Managed appliance name>(<Port>) — <Power Device> (<Port>) — <target device>
<DSI5100 Appliance Name>(<Port>)—><target device>
The following examples illustrate typical connections that may appear in your DSView 3 software.
Example: Target device connections

In the following example, there are three target devices connected to ports 3, 4 and 8 of a DSR1021
switch named dsr-1021-huntsville. The DSR1021 switch ports are connected to the three target
devices using 1Q modules. The 1Q module with an EID of 520255-044F6F is connected to target
device td-john, while 520255-03F757 is connected to td-mary and 520255-016BEO is connected
to td-tim.

dsr-1021-huntsville(3)—>520255-044F6F—td-john
dsr-1021-huntsville(4)—520255-03F757—>td-mary
dsr-1021-huntsville(8)—520255-016BE0—>td-tim

Example: Cascade switch connection

In the following example, an AutoView 200 1 x 8 switch is connected to port one of a DSR1021
switch named dsr-1021-huntsville, using an 1Q module with an EID of 520255-023FB7. Each port
of the AutoView 200 switch is connected to a different target device (520255-023FB701

through 520255-023FB708).

dsr-1021-huntsville(1)—520255-023FB7—>switch one (1)—520255-023FB701
dsr-1021-huntsville(1)—520255-023FB7—>switch one (2)—520255-023FB702
dsr-1021-huntsville(1)—520255-023FB7—>switch one (3)—520255-023FB703
dsr-1021-huntsville(1)—520255-023FB7—>switch one (4)—520255-023FB704
dsr-1021-huntsville(1)—520255-023FB7—>switch one (5)—>520255-023FB705
dsr-1021-huntsville(1)—520255-023FB7—>switch one (6)—>520255-023FB706
dsr-1021-huntsville(1)—520255-023FB7—>switch one (7)—520255-023FB707
dsr-1021-huntsville(1)—520255-023FB7—>switch one (8)—520255-023FB708
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Select a managed appliance, then click Next.
The Select Available Connection window will open. Select a connection, then click Next.

The Completed Successful window will open. Click Finish. The Target Device Connections
window will open.

To delete a target device connection:

1.

In a Units View window containing target devices (see Accessing Units View windows on
page 98), click on the name of a target device.

Click Connections in the side navigation bar. The Target Device Connections window
will open.

Click the checkbox to the left of the target device connection(s) to delete. To delete all target
device connections on the page, click the checkbox to the left of Connection at the top of
the list.

Click Delete. A confirmation dialog box will appear.
Confirm or cancel the deletion.
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CHAPTER

Data Logging

The DSView 3 software supports logging of serial session console data from certain appliances and
their target devices, using the Syslog protocol.

NOTE: Navigation links, configuration pages and display pages for data logging will only be visible for appliances
and target devices that support Syslog messaging.

The DSView 3 software has an SSH server that supports SSH2; this server must be enabled in the
DSView 3 software to use the data logging feature. An appliance establishes an SSH connection to
the DSView 3 server (using its X.509 appliance certificate) on demand when it has Syslog
messages to send. The SSH server then forwards valid messages to the Syslog server; this server
must be enabled in the DSView 3 software to use the data logging feature.

There are two types of Syslog messages:

» Data log messages - Contain serial console data that will be stored in files on the DSView 3
server. The files may then be viewed.

»  Events - When a defined event occurs on the appliance, a Syslog message is sent to the
appliance, and then to the DSView 3 software system event database (for information about
events, see Events and Event Logs on page 309). Also, when the appliance detects a port alert
string on a serial port, it can send a syslog event message.

Data session logging is enabled per connection on the appliance, subject to license availability (see
Data log licenses on page 168). The DSView 3 server supports up to 2048 enabled data logging
sessions on each DSView 3 server (assuming sufficient licenses are available).

Data log files

Syslog messages that contain data log session information are stored in individual ASCII files.
Syslog data messages that contain appliance and port values are linked with a target device; those
with only appliance values are linked with an appliance. The maximum number of data log files
that can be written simultaneously is determined by the number of data log session

licenses available.

A data log filename includes the name of the appliance and/or target device, plus the system data
and time when the file was created. Current files have a .txt file name extension. If a port supports
session sharing, concurrent sessions on that port will be written to a single log file.
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Data log files are not backed up by the DSView 3 software backup utility.

When a data log file is created, a companion signature file with the same name is created, but with
a .sig file name extension. This file is digitally signed using the DSView 3 software private key.
When a user wants to display the content of a data log file, the DSView 3 software will first verify
the digital signature to ensure the file has not been altered.

You may also export the DSView 3 system X.509 certificate and use its public key to validate the
signature of files, using external tools. See System certificate on page 43.

Data log licenses

A data log license is used for each enabled data log port connection. A direct SSH/Telnet session to
an appliance will not require or use a data log license for the DSView 3 software to capture data
logs for that appliance session. Only sessions related to appliance ports require a data log license.

A data log license is used when data logging is enabled on a port connection. When data logging is
disabled on a port connection, that license is freed and returned to the available pool.

The DSView 3 software ships with 32 available data log licenses - that is, 32 data logging sessions
may be enabled on appliance connections that support data logging. An add-on license key may be
obtained to support a certain number of additional data logging sessions or an unlimited number of
data logging sessions (site license). See Licenses on page 50 for more information.

Configuring Data Logging

Complete the following steps to configure DSView 3 software data logging.

»  Make sure you have sufficient data log licenses - one per port connection for which you want
to log session data; see Data log licenses on page 168.

« Enable the SSH server; see Enabling and disabling the SSH server on page 169.

» Enable the Syslog server; see Enabling and disabling the Syslog server on page 169.

« Enable data logging on appliance and/or target device connections; see Enabling and disabling
data logging on units on page 170.

» Verify the data logging settings for each connection; see Verifying the data logging settings for
each connection on page 170.

»  Customize the SSH server settings; see Viewing and customizing the SSH server settings on
page 171.

»  Configure the notification mode for buffer warning events as SNMP; see Configuring the
buffer warnings events as SNMP on page 172.

»  Specify where the data log files will be stored; see Specifying where data log files will be
stored on page 172.

»  Specify archiving properties; see Archiving and deleting data log files on page 173.
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Only DSView 3 software administrators may enable the SSH and Syslog servers, specify where the
data log files will be stored and specify archiving properties. You must have the Configure Unit
Settings access right to enable/disable data logging.

Enabling and disabling the SSH server

The SSH server must be enabled in the DSView 3 software to use the data logging and SSH
Passthrough features.

To enable or disable the SSH server:

1.

2.
3.
4

Click the System tab.

Click DSView Server in the top navigation bar.

Click SSH Server in the side navigation bar. The SSH Properties window will open.
To enable the SSH server:

a. Click the Enable SSH Server checkbox.

b. The default TCP port is 4122. If you wish to change the port, enter a port value in the
range 1-65535 in the Port field.

To disable the SSH server, uncheck the Enable SSH Server checkbox.
Click Save.

If you changed the port value, you are prompted to confirm the change. Confirm or cancel
the change.

Enabling or disabling the SSH server will generate a DSView 3 software system event.

Enabling and disabling the Syslog server

The Syslog server must be enabled in the DSView 3 software to use the data logging feature. You
may change the TCP port where the DSView 3 software will listen for Syslog messages forwarded
by the SSH server.

To enable or disable Syslog server port:

1.
2.
3.

Click the System tab.
Click DSView Server in the top navigation bar.

In the side navigation bar, click Data Logging, then Server Settings. The Syslog Properties
window will open.

To enable the Syslog server:
a. Click the Enable Syslog Server checkbox.

b. The default TCP port is 4514. If you wish to change the port, enter a port value in the
range 1-65535 in the Port field.

To disable the Syslog server, uncheck the Enable Syslog Server checkbox.
Click Save. You are prompted to confirm the change. Confirm or cancel the change.
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7. If you have not already done so, click the SSH server page link and enable the SSH server. See
Enabling and disabling the SSH server for more information.

Enabling or disabling the Syslog server will generate a DSView 3 software system event.
Enabling and disabling data logging on units

Data logging is enabled and disabled per connection. Depending on the appliance type, you may
enable or disable data logging on target device connections, appliance connections or both.

You must have the Configure Unit Settings access right to enable/disable data logging.

To enable or disable data logging on a unit:

NOTE: The exact name and content of configuration pages are specific to the appliance type; see the
appropriate documentation.

1. InaUnits View window containing the appliance or target device (see Accessing Units View
windows on page 98), click on the unit name.

2. Click Appliance Settings, click Data Logging and then Configure in the side navigation bar.
The Data Logging Configuration window for that unit will open. The display lists all
connections. The Status field may contain the following values:

» Enabled - Data logging is enabled in the appliance for the corresponding port connection
and a data log license has been allocated for it (data logging for a direct session to an
appliance does not require or use a license).

» Disabled - Data logging is disabled in the appliance for the corresponding port.

» Unlicensed - Data logging is enabled in the appliance for the corresponding port
connection, but there is no data log license allocated for it.

3. To enable data logging on one or more connections:

a. Click the checkbox next to the connection name(s). To select all connections on the page,
click the checkbox at the top of the list.

b. Click Enable. If sufficient data log licenses are available, logging will be enabled on the
selected connections and the Status field will indicate Enabled. If insufficient licenses are
available, a warning will be displayed, and the Status field will indicate either Enabled or
Unlicensed.

4. To disable data logging on one or more connections:

a. Click the checkbox next to the connection name(s). To select all connections on the page,
click the checkbox at the top of the list.

a. Click Disable. Data logging will be stopped on the selected connections, and the data log
licenses used by those connections will be returned to the available pool.

Verifying the data logging settings for each connection

After enabling data logging on the appliance, verify that DSView Data Log is enabled for
each connection.
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To check the data logging settings for connections:

1.
2.

3.

In a Units View window, click on the appliance name.

Click Appliance Settings, click Ports and then Serial in the side navigation bar. The Serial
window will open.

Click on the appropriate port.

NOTE: If the Status is Disabled, you will not be able to click on the connection. To change the status to Enabled,
see Enabling and disabling data logging on units on page 170.

4,
5.

In the side navigation bar, click Data Logging.

If not already selected, click the radio button next to Enable DSView Data Log. Any previous
data logging settings will be lost.

If available, click the Flash Required button to ensure that these settings remain even if power
is interrupted. If the Flash Required button is not displayed, the settings have been saved to
non-volatile Flash memory on the appliance.

Viewing and customizing the SSH server settings

To view and customize the SSH server settings:

1.
2.

In a Units View window, click on the appliance name.

Click Appliance Settings, click Data Logging and then Syslog SSH Server in the side
navigation bar.

In the DSView Server IP field, enter the IP address for the DSView 3 server that will receive
data logs. This may be either the hub or a spoke server.

In the Syslog Server Port field, enter the Syslog port that you set in Enabling and disabling the
Syslog server on page 169.

In the SSH Server Port field, enter the SSH port that you set in Enabling and disabling the SSH
server on page 1609.

NOTE: It is recommended that no more than 2048 data logging and SSH Passthrough sessions be
open concurrently.

6.

The Appliance Configuration Section contains several fields for managing the SSH sessions

and buffer warning events. Each field contains the Avocent recommended value, but you may

change these values if needed.

» SSH Idle Timeout (seconds): If the SSH session is inactive for the specified amount of
time, it will be closed. The default time-out is 15 seconds.

e SSH Start Threshold (bytes): The appliance will log data in its local memory. Once it
meets the threshold specified in this field, it will attempt to open an SSH session to the
DSView 3 server. The default threshold is 10 KB.
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*  SSH Tunnel Buffer Size (bytes): If the SSH session cannot be opened, the appliance will
continue to store data logs in its local memory until it reaches the size specified in this
field. The default buffer size is 1 MB.

NOTE: The appliance may be prevented from opening an SSH session if a firewall is blocking traffic, the DSView
SSH service is disabled or the IP address and TCP port settings are incorrect.

«  Buffer Full First Warning (bytes): If an SSH session cannot be opened, a first warning will
be sent once the appliance local memory reaches the size specified in this field. The
recommended first warning size is 500KB.

»  Buffer Full Second Warning (bytes): If an SSH session cannot be opened, a second
warning will be sent once the appliance local memory reaches the size specified in this
field. The recommended second warning size is 700 KB.

Configuring the buffer warnings events as SNMP

If the appliance fails to open an SSH connection to the DSView 3 server, the appliance will
continue to store data logs in local memory. To ensure that the administrator receives buffer
warnings events if the SSH connection fails, change the notification mode from Syslog to SNMP.

To configure the buffer warnings as SNMP:

1. Ina Units View window, click on the appliance name.
2. Select Appliance Settings - Events - Traps/Syslog.

3. Click the checkbox next to the following events: Appliance Data Log Buffer Full First
Warning, Appliance Data Log Buffer Full Second Warning and Appliance Data Log Loss.

. Click the Enable SNMP Trap button.
5. The Notification Mode for the events changes from Syslog Enabled to SNMP Trap Enabled.
If available, click the Flash Required button to ensure that these settings remain even if power

is interrupted. If the Flash Required button is not displayed, the settings have been saved to
non-volatile Flash memory on the appliance.

To begin receiving buffer warning events, configure the DSView 3 software for email notifications.
See Email Notifications in the DSView 3 software online help for more information.

Specifying where data log files will be stored

To specify where data log files will be stored:

1. Click the System tab.
2. Click DSView Server in the top navigation bar.

3. Inthe side navigation bar, click Data Logging, then Location. The Data Logging Location
Properties window will open.
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4. Inthe Location field, enter a local or network shared location, using a UNC (Universal Naming
Convention) path of up to 256 characters. You cannot specify a mapped network drive. If the
operating system supports case sensitive file names, use case sensitive text.

The default location is %<DSView 3 software installation directory>%\datalogs.

If you change the location at a later time, any data log files in the previous location will no
longer be viewable or accessible through the DSView 3 software.

Data log files are not backed up by the DSView 3 software backup utility.

5. Ifalogin will not be required to access the file location, disable the Login required to access
shared drive location checkbox.

If a login will be required to access the file location:
a. Enable the Login required to access shared drive location checkbox.
b. Inthe Username field, enter the username (up to 256 characters) to access the file location.
c. Inthe Password field, enter the password (up to 64 characters).
d. Repeat the password in the Confirm Password field.
6. Click Save.

Archiving and deleting data log files

Data log files are archived at specified intervals or when a file reaches a specified size. You may
also archive files dynamically. Archived files retain the same name with a .zip file name extension.

Each time a file is archived, it is considered a version for that particular connection/port. You may
indicate the number of versions that will be retained in the file system - when this value is exceeded
for a connection/port, the oldest archived file version will automatically be deleted. You may also
delete archived files dynamically.

If an appliance or target device name is changed, any current log files associated with the original
name will be closed and archived with their original name. Those files will be viewable only from
the Reports - Data Log Session Files window. Subsequent incoming data log messages will be
written to a new file that has the new unit name.

Similarly, if a target device or appliance is deleted from the DSView 3 software system, any current
log files associated with the unit (and its target devices if the deleted unit is an appliance) will be
closed and archived. These files will be viewable only from the Reports - Data Log Session

Files window.

To specify archiving properties:

1. Click the System tab.

2. Click DSView Server in the top navigation bar.

3. In the side navigation bar, click Data Logging, then Archiving. The Data Logging Archiving
Properties window will open.
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7.

In the Archive by frequency field, select the interval for archiving current data log files: daily
(every day at midnight local time), weekly (every Sunday at midnight) or monthly (the first
day of each month at midnight).

In the Archive by size field, enter a size from 1-2000 MB. When a current file reaches this size,
it will be closed and archived.

In the Number of archived versions field, select a value (1-10). This specifies the maximum
number of archived versions of a file (based on the file name) that will be retained. When this
number is exceeded, the oldest archived file will be deleted.

For example, if a value of 5 is specified, up to five archived versions of each file will be
retained. When a subsequent archive operation occurs for that log file (triggered either by the
archive frequency or size value being reached), the oldest archived version will be deleted.
Changing this value affects all archived files.

Click Save.

Dynamically archiving and deleting data log files

Data log files are automatically archived and deleted according to the properties specified in the
preceding procedure. You may also archive current files or delete archived files at any time.

To archive data log files dynamically:

1.
2.

4.
5.

Click the Reports tab.

Click Data Log Session Files in the top navigation bar. The Data Log Session Files window
will open.

Click the checkboxes to the left of current log files to be archived. To select all files on the
page, click the checkbox at the top of the list. (The status for all selected files must be Current.)

Click Archive Now. A confirmation dialog box will appear.
Confirm or cancel the archiving.

To delete data log files dynamically:

NOTE: Always use this procedure to delete data log files dynamically, rather than using other methods to

delete files.

1. Click the Reports tab.

2. Click Data Log Session Files in the top navigation bar. The Data Log Session Files window
will open.

3. Click the checkboxes to the left of log files to be deleted. To select all files on the page, click
the checkbox at the top of the list.

4. Click Delete. A confirmation dialog box will appear.

Confirm or cancel the deletion.
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Viewing Data Log Files

Displaying lists of data log files
Each row in the display table contains the following information about a single log file:

* Log file name

*  Name of the DSView 3 server where the file was created and stored

*  When the file was created

*  When the file was last modified

e File size in megabytes

e  Status - Archived, Current, File not Found or Pending

The Size and Last Modified fields are optional; use the Customize link to add or remove them from
the display; see Using the Customize link in windows on page 26.

To display information about log files for a single unit, you must have View Data Logging access
rights. To display information about all data log files in the DSView 3 software system, you must
be a member of the DSView 3 software administrators or auditor user group.

To display a list of data log files for a single unit:

1. InaUnits View window containing the appliance/target device (see Accessing Units View
windows on page 98), click on the unit name.

2. Inthe side navigation bar, click Data Logging, then click Session Files. The Data Logging
Session Files window for that unit will open.

3. Toview a file’s content, click on the file name. See Displaying data log file content.

To display a list of all data log files in the DSView 3 software system:

NOTE: This is the only procedure that will include log files for units that have been renamed or deleted from the
DSView 3 software system.

Click the Reports tab.

2. Click Data Log Session Files in the top navigation bar. The Data Log Session Files window
will open.

You may dynamically archive or delete data log files from this window; see Dynamically
archiving and deleting data log files on page 174.

3. Toview afile’s content, click on the file name. See Displaying data log file content below.
Displaying data log file content

When you click on a file name in a Data Log Session Files window, the file is transferred to the
browser. It will be opened as a text file, using the default text viewer on the DSView 3 software
client’s computer.
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Before the file is transferred to the browser, the DSView 3 software will verify the file’s digital

signature. If the computed digital signature does not match the actual file’s digital signature, the
content of the file will be preceded with a warning, indicating that digital signature verification

failed and the file content may have been altered.

If you select a log file that does not reside on the DSView 3 server to which you’re logged in, the
log file is transferred from the appropriate server.

You may also validate the signature of data log files by exporting the system certificate; see System
certificate on page 43 and Verifying data log file digital signatures.

Verifying data log file digital signatures

The DSView 3 software computes hashes for data log files using the SHAL digest algorithm. After
a hash is computed for a file, it is signed using the RSA public key algorithm and the DSView 3
software X.509 system certificate private key.

To verify the signature, you may use standard tools (such as OpenSSL) and the DSView 3 software
system X.509 certificate public key. (To view or export the system certificate, see System
certificate on page 43.)

For example, assume the following:

» A data log file is created with the name cisco-router-session-2006-04-02-12:12:01.txt.

» The DSView 3 software signs the data log file and creates a signature file with the name
cisco-router-session-2006-04-02-12:12:01.sig.

» The DSView 3 software system certificate has been exported with the name sun-jdoe.p10.
The OpenSSL command to verify the signature (and a successful response) is:

c:\>openssl dgst -shal -verify sun-jdoe.pl0 -signature cisco-router-
session-2006-04-02-12:12:01.sig cisco-router-session-2006-04-02-
12:12:01.txt

c:\>Verification OK
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SSH Passthrough Sessions

An SSH Passthrough session is a serial session opened to a unit without the use of a web browser.
From an SSH client, a user with access rights can establish a connection to any serial unit managed
by the DSView 3 software that supports Secure Shell 2 (SSH2) and Avocent DS Authentication 2
Protocol (ADSAP2) protocol.

The DSView 3 server provides user authentication and, if events are enabled, logs SSH
Passthrough session events. You can also share SSH Passthrough sessions with multiple users
across multiple DSView 3 servers. Serial sessions initiated from the DSView 3 client software may
also be shared if the Avocent Session Viewer is preconfigured as the serial viewer.

Shared serial sessions provide server redundancy. If a DSView 3 server is no longer available, a
user may establish an SSH Passthrough session to a different DSView 3 server.

Client licenses

A client license is required for each user operating SSH Passthrough sessions. However, a user can
open any number of SSH Passthrough sessions without increasing the license counter, provided the
username is identical, and resides on the same DSView 3 server and network source address for
each SSH Passthrough session. Once the user closes all SSH Passthrough sessions, the client
session license is freed. If the available number of client session licenses is exceeded three times,
users will be prevented from establishing a new SSH Passthrough session. See Licenses on page 50
for more information.

Configuring SSH Passthrough

» Enable the SSH server; see Enabling and disabling the SSH server on page 169.
* Enable SSH Passthrough; see Enabling SSH Passthrough on page 177.
» (Optional) Enable SSH port sharing; see SSH port sharing on page 178.
Only DSView 3 software administrators may enable the SSH servers, SSH Passthrough and SSH
port sharing.
Enabling SSH Passthrough
To enable or disable SSH Passthrough:

1. Click the System tab.
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Click DSView Server in the top navigation bar.

Click SSH Passthrough in the side navigation bar. The SSH Passthrough Properties

window opens.

To enable SSH Passthrough, select the Enable SSH Passthrough checkbox.

_Or_

To disable SSH Passthrough, uncheck the Enable SSH Passthrough checkbox.

In the event of a network failure, you may establish an SSH Passthrough session to the target
device through Modem Dial-Up. To allow this capability, select the Enable Modem Dial-Up
Connections checkbox. If the main network connection is unavailable when trying to open an
SSH Passthrough session, you will be notified that the network is unreachable and a
connection over modem dial-up is being established.

_Or‘_

To prevent connections through Modem Dial-Up, uncheck the Enable Modem Dial-Up

Connections checkbox. If the main network connection fails, the SSH Passthrough connection
will fail without attempting an alternate connection.

NOTE: Modem dial-up connections are only available on supported ACS console servers.

6.
7.

Click Save.

If you have not already done so, click the SSH Server page link and enable the SSH server. See
Enabling SSH Passthrough on page 177 for more information.

Enabling or disabling SSH Passthrough will generate a DSView 3 software system event.

SSH port sharing

SSH Passthrough sessions and/or Avocent Session Viewer sessions can be shared to allow other
users to view the session data. You can also enable hub/spoke forwarding to allow sessions from
multiple DSView 3 servers to be shared simultaneously. The first user to open an SSH Passthrough
or Avocent Session Viewer session has read/write access; all subsequent users who share the
session have read-only access. Users can enter a command to obtain read/write access, but only one
user at a time can possess read/write access.

To configure SSH Passthrough port sharing:

1.
2.
3.

Click the System tab.
Click DSView Server in the top navigation bar.

Click SSH Passthrough in the side navigation bar. The SSH Passthrough Properties
window opens.

To enable shared SSH Passthrough sessions, select the Enable Port Sharing checkbox.

To allow simultaneous shared SSH Passthrough sessions from multiple DSView 3 servers,
select the Enable Hub/Spoke Forwarding checkbox.
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If hub/spoke forwarding is enabled, shared SSH Passthrough sessions are centralized to the
DSView 3 server that owns the appliance to which the session is opened.

NOTE: The appliance is owned by the DSView 3 server to which it was first added. To determine which DSView
3 server owns an appliance, go the appliance Unit Overview Page and click Properties - Network. The DSView
Server menu displays the name of the server that owns the appliance. See Unit Properties on page 125 for
more information.

6. To allow sharing among SSH Passthrough sessions and Avocent Session Viewer sessions,
select the Enable DSView Client Serial Sessions checkbox.

7. Click Save.
Configuring the Avocent Session Viewer

To allow sharing among sessions initiated from the DSView 3 client software, you must
preconfigure the Avocent Session Viewer as the serial viewer.

To configure the Avocent Session Viewer:

1. Click the Profile tab.

2. Click Applications in the side navigation bar.
3. Select the Avocent Session Viewer checkbox.
4. Click Save.

For more information about serial session applications, see Choosing the serial session application
on page 35.

SSH Passthrough Sessions

You may establish an SSH connection to a target device or an appliance console by specifying the
appropriate name in the SSH command. You may also establish an SSH session to a target device
with multiple connections, but the appliance name and port number must be entered in place of the
target device name.

NOTE: It is recommended that no more than 2048 concurrent data logging and SSH Passthrough sessions
be open.

Preemption

Your SSH session may be interrupted or disconnected based on the appliance preemption levels. If
the appliance supports DSView 3 software preemption levels, then user preemption rights will be
determined based on the preemption levels set in the DSView 3 software. For more information,
see Preemption Levels on page 38.

Logging in with a User SSH key

A user SSH key may be used instead of a password to authenticate the user before establishing an
SSH Passthrough session. See User SSH key on page 207 to configure the key.
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Establishing an SSH Passthrough connection to a unit

To establish an SSH Passthrough connection to atarget device or
appliance console:

NOTE: If you are using the Linux or Unix SSH command, you will need to specify the port by entering -p and the
port number. The default port number is 4122. For more information or to change the port number, see Enabling
SSH Passthrough on page 177.

1. To connect to a target device or appliance console, open your SSH client and enter the
following values in the provided text fields:

. <username>:
» <targetdevicename>@ (to connect to a target device)
-or-
<appliancename>:@ (to connect to an appliance console)
* host name or IP address of the DSView 3 server

To connect to a target device using the Linux or Unix SSH command, enter a command in the
following format:

<username>:<target device name>@<host name or IP address of DSView 3 server>
For example, a command to open an SSH session to a target device may look like this:
ssh -p 4122 jsmith:Boston@172.30.19.101

To connect to an appliance console using the Linux or Unix SSH command, enter a command
in the following format:

<username>:<appliance name:>@<host name or IP address of DSView 3 server>
For example, a command to open an SSH session to an appliance console may look like this:
ssh -p 4122 jsmith:ACS_Lab:®172.30.19.101

NOTE: The colon is used to delimit different arguments; however, if a colon is contained within the name, then a
double backslash may be used as an escape sequence to include the colon in the name.

For example, if the username is “sanders:”, a command to open an SSH session to a target device may look
like this:

ssh -p 4122 sanders\\::Boston:5@172.26.5.100

2. Ifauser SSH key has been configured, the session is automatically authenticated based on the
key. The user SSH key must be stored on the DSView 3 server specified in step 1.

-Or-
When prompted, enter the password for the username. If you enter an incorrect password three
times, the login failed event will be generated and the SSH session will be closed.

The user credentials for the target device are validated by the DSView 3 server. If the user is
valid, the DSView 3 software database determines the IP address of the appliance and the
X.509 certificate for establishing the connection. If the user is invalid, the session

closes immediately.
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If more than one connection exists to the target device, the SSH connection attempt fails and
the DSView 3 software informs the user of the failure reason. To connect to a target device
with multiple connections, specify the appliance name and port instead of the target device
name. The appliance name must be identical to the appliance name in the DSView 3 software
database, and the port must be the exact port number that appears in the Units view in the
DSView 3 software.

To connect to a target device with multiple connections, open your SSH client and enter the
following values in the provided text fields:

. <username>:

e <appliancename>:port@

* host name or IP address of the DSView 3 server

To connect to a target device with multiple connections using the Linux or Unix SSH
command, enter a command in the following format:

<username>:<appliance name:port>@<host name or IP address of DSView 3 server>
The SSH client attempts to establish an SSH connection to the appliance or target device. If a

successful connection is established, the DSView 3 server acts as a proxy between the user and
target device.

If an SSH Passthrough session to the same appliance or target device is already open, your
session is shared with the previously connected users. You have read-only access to the
session, but you may enter a command to obtain read/write access. See Transferring read/write
access on page 183.

If the console port on the target device requires additional authentication, the user is prompted
to log in.

Escape key sequence

An escape key sequence is a combination of characters that can be sent to the DSView 3 server to
affect an SSH Passthrough or Avocent Session Viewer session. The default escape sequence is
~Ec, which can be followed by an escape key to send a command to a target device. Some escape
key sequences are limited to only the user with read/write access.

In this chapter, the preset escape Sequence ~Ec is used in all examples to indicate the configured
escape sequence.

Table 14.1: DSView 3 Software - Supported SSH Passthrough Session Escape Keys

Escape _— Escape i
Keys Description Keys Description
Disconnect ? Print this message
a Attach read/write rights e Change escape sequence [the preset

value is “Ec]

Displays break sequence list* 0-9 Send specific break sequence*
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Table 14.1: DSView 3 Software - Supported SSH Passthrough Session Escape Keys (Continued)

Escape
Keys

Escape

b .
escription Keys

Description

r Replay last 30 lines of log <cr> Ignore/abort command

*Only users with read/write access can send these escape key sequences.

To modify the escape sequence:

From an SSH Passthrough session, enter the following command:

"Ece[new escape sequence]

For example: ~“Ece”Ac changes the escape sequence from ~Ec to *Ac.

To enter an escape key sequence:

From an SSH Passthrough session, enter a command in the following format:
"Ec[escape key]

For example: ~Ec1? displays the break sequence list.

After entering an escape key sequence, the SSH client displays a message indicating success
or failure.

Break sequences

NOTE: SSH port sharing must be enabled before you can configure break sequences.

A break sequence is a user-defined combination of characters that can be sent as a command to a
target device during an SSH Passthrough or Avocent Session Viewer session. A break sequence is
sent when the corresponding escape key sequence is typed by the user. The DSView 3 software
supports ASCII and UTF-8 characters and special break keys. Only the user with read/write access
to the SSH session can send a break sequence to a target device.

You can configure up to 10 break sequences to be used in SSH Passthrough sessions.

The following special break keys are supported:

Table 14.2: DSView 3 Software - Supported SSH Passthrough Session Break Keys

Break Break

Character Description Character Description

\a Alert \z Serial break [defined as Telnet break:
IAC(\337), BREAK(\363)]

\b Backspace \ Backslash

\d Delay [preset value is 250 milliseconds] \» Circumflex
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Table 14.2: DSView 3 Software - Supported SSH Passthrough Session Break Keys (Continued)

Break Description Break Description

Character P Character P

\f Form-feed \000 Octgl representation of a chqracter (where
000 is one to three octal digits)

\n New line \c Character c

\r Carriage return N Delete

\t Tab e Control character (c is “and”ed with 0x1f)

\v Vertical tab [UTF-8] Any utf8 character

To configure break sequences:

1.
2.
3.

Click the System tab.

Click DSView Server in the top navigation bar.

Click SSH Passthrough in the side navigation bar. The SSH Passthrough Properties
window opens.

In the Delay field, you may enter the number of milliseconds to delay a command if \d
is entered.

Enter the break sequence description in the Description field, then enter the break sequence in
the Break Sequence field. Descriptions and break sequences are limited to 64 characters. Field
numbers 0-9 are available for up to 10 break sequences.

To send a break sequence:

1.

From an SSH Passthrough session, enter the escape sequence for the break sequence definition
in the following format:

“Ecl[break sequence number 0-9]

For example: ~"Ecl5

The break sequence is sent to the target device and a confirmation message appears.

_Or‘_

The SSH client indicates that the break sequence is invalid or contains a syntax error. You can
correct the error and resend the break sequence.

Transferring read/write access

Only one user at a time can have read/write access to a shared SSH Passthrough or Avocent Session
Viewer session. The first user who opens the session has read/write access. If that user exits a
shared session, read/write access is granted to a randomly selected user who is sharing the session.
A user with read-only access can enter a command to obtain read/write access.
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To obtain read/write access:

1. From ashared SSH Passthrough or Avocent Session Viewer session where you have read-only
access, enter the following command:
“Eca

2. The user with read/write access receives a message that read/write access has been transferred
to the specified user.

3. You receive a message that the user has lost read/write access.

You now have sole read/write privileges to the SSH Passthrough or Avocent Session Viewer
session. Transferring read/write access generates DSView 3 software system events.

Disconnecting a session

To disconnect an SSH session:

1. From an SSH Passthrough session, enter the following command:
"Ec.

2. Your session is closed. If you had read/write access to the session, read/write access is granted
to a randomly selected user who is sharing the session.

Displaying session output

If a data log was created for the SSH Passthrough session, you can enter a command to display the
last 30 lines (limited to 16384 characters) of the data log on the SSH client. The last 30 lines may
include previous SSH sessions, but will only display target device output, not user actions.

NOTE: To display session output, data logging must be enabled and the user must have access rights to unit.
See Data Logging on page 167 and User Access Rights on page 211.

To display session output:

1. From an SSH Passthrough session, enter the following command:
NEcr

2. The client displays the last 30 lines of the data log.
-Or-
If you do not have access rights or if a data log was not created, an error message is displayed.

Supported service processor commands

NOTE: SSH Passthrough port sharing is not supported if a server processor command is included at the end of
the SSH command.

When opening an SSH Passthrough session to a target device connected to a supported MergePoint
52xx manager, you may include a service processor (SP) command at the end of the SSH
command. If the SP command is not present at the end of the SSH command, the appliance may
provide the user with a menu of SP commands to choose from.
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To include an SP command, open your SSH client and enter a command in the following format:

<username>:<target device name>@<host name or IP address of the DSView 3 server>
[spcommand]

NOTE: Enter a space between <host name or IP address of the DSView 3 server> and [spcommand].

The first part of the command will establish an SSH session to the MergePoint 52xx SP manager. If
a supported SP command is present at the end of the SSH command, the SP command will be
passed through to the service processor on the appliance. The appliance will validate and execute
the command.

For example, a command to open an SSH session to a MergePoint 52xx SP manager and execute an
SP command may look like this:

ssh -p 4122 jsmith:MGP@172.30.19.122 poweron

For more information and a list of supported SP commands, see the documentation included with
the MergePoint 52xx SP manager.
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Grouping Units

The DSView 3 Explorer automatically groups managed appliances by the type of appliance (DSR
switch, ACS console server and so on). Target devices are automatically grouped based on the type
to which they are assigned.

You may also add and change the following types of groups:

e Sites
»  Departments
e Locations

e Custom fields - Custom fields allow a user to create groupings of units which are accessed by
all DSView 3 software users

»  Personal and global unit groups - Global unit groups may be seen by all users; personal unit
groups are visible only to the user who created the group

Site, Department and Location Groups

You may create one or more site, department and location names and then associate units with
them. For example, you could create sites names such as Austin and Sunrise, department names
such as Software Development and Human Resources or location names such as Lab Room 101
and System Administrator’s Office.

Site, Department and/or Location columns may be included in a Units View window display, using
the Customize link. See Using the Customize link in windows on page 26.

To group units by site, department or location, you first create a site/department/location, then
associate units with it. Sites/departments/locations that contain units to which a user does not have
access rights will not appear in the side navigation bar. The site/department/location must also have
at least one unit associated with it to be displayed in the side navigation bar.

To add a site, department or location:

1. Click the Units tab.
2. To add a site, click Sites in the top navigation bar. The Sites window will open.
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3.
4.

To add a department, click Departments in the top navigation bar. The Departments window
will open.

To add a location, click Locations in the top navigation bar. The Locations window will open.
Click Add. The Add Site, Add Department or Add Location window will open.
Type a name, then click Add. The Sites, Departments or Locations window will open.

A site, department or location will not be listed in the side navigation bar until a unit has been
associated with it.

To delete a site, department or location:

1.
2.

Click the Units tab.
To delete a site click Sites in the top navigation bar. The Sites window will open.

To delete a department, click Departments in the top navigation bar. The Departments window
will open.

To delete a location, click Locations in the top navigation bar. The Locations window
will open.

Click the checkbox to the left of one or more sites/departments/locations. To delete all sites/
departments/locations in the page, click the checkbox to the left of Name at the top of the list.

Click Delete. A confirmation dialog box will appear.
Confirm or cancel the deletion.

To change the name of a site, department or location:

4.
5.

Click the Units tab.
To change the name of a site, click Sites in the top navigation bar. The Sites window will open.

To change the name of a department, click Departments in the top navigation bar. The
Departments window will open.

To change the name of a location, click Locations in the top navigation bar. The Locations
window will open.

Click on the name of a site/department/location. The Site/Department/Location Name window
will open.

Type a new 1-64 character name.
Click Save and then click Close. The Sites, Departments or Locations window will open.

To associate or change the association of an existing unit to a site, department or
location:

1.
2.

Click the Units tab.

Click one of the links listed in Table 15.1 in the side navigation bar to display the
corresponding window for the units you wish to associate, change or remove the association.
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Table 15.1: Links for Managing Sites, Departments or Location Associations

Link Window Changes Site Associations For
A link under Target Devices Target Devices Target devices only

A link under Appliances Appliances Managed appliances only

Sites Units in Site Units

Groups Units in Group Units

A link under Custom Field Units in Custom Fields Units

Recently Accessed Recently Accessed Units Units

3. Click on the name of a unit. The Unit Overview window will open.
Click Properties in the side navigation bar, then click Location.

5. From the menus, select the site, department and/or location to associate with the unit. If you do
not wish to associate the unit with any site, department or location choose the top (empty) item
from the menu.

6. Click Save and then click Close.
To display the units associated with a site, department or location:

1. Click the Units tab.

2. Todisplay units associated with a site, click Sites in the side navigation bar. The Units in Site
window will open, with a list of units associated with the first alphabetically-listed site.

To display units associated with a department, click Departments in the side navigation bar.
The Units in Departments window will open, with a list of units associated with the first
alphabetically-listed department.

To display units associated with a location, click Locations in the side navigation bar. The
Units in Location window will open, with a list of units associated with the first
alphabetically-listed location.

3. Click on asite, department, location link in the side navigation bar to display another entry in
the unit list.

Custom Fields

Three custom fields are available. To use the custom fields, you first change the default labels on
the fields (Custom Field 1, Custom Field 2 and Custom Field 3) and then associate a custom label
with a unit. The custom fields may be displayed in Units View windows using the Customize link.
See Using the Customize link in windows on page 26.
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To define custom fields:

NOTE: You must have Software Administrator or Appliance Administrator access to define custom fields.

1. Click the Units tab.

2. Click Custom Field Labels in the side navigation bar. The Unit Custom Field Labels window
will open.

3. InLabel 1, type the 1-64 character name for the first custom field label. All first-level custom
fields for units will appear under this heading in the side navigation bar.

4. In Label 2, type the 1-64 character name for the second custom field label. All second-level
custom fields for units will appear under this heading in the side navigation bar.

5. InLabel 3, type the 1-64 character name for the third custom field label. This custom field will
not appear in the side navigation bar, but may be displayed in the content area by clicking
Customize and adding the field.

6. Click Save.

The Custom Field Labels name will continue to appear in the side navigation bar until you
associate the custom label with a unit.

To associate a custom label with a unit:

1. InaUnits View window (see Accessing Units View windows on page 98), click on a unit. The
Unit Overview window will open.

2. Click Properties in the side navigation bar and then click Custom Fields. The Unit Custom
Fields window will open.

3. Inthe first field, type the 1-64 character name to associate with the first label. You may also
leave the field blank.

4. In the second field, type the 1-64 character name to associate with the second label. You may
also leave the field blank.

5. Inthe third field, type the 1-64 character name to associate with the third label. You may also
leave the field blank.

6. Click Save and then click Close. The Appliance - All window will open. The side navigation
bar will include the names of the defined and associated custom fields.

Example: Custom fields

In the following example, a DSView 3 software administrator wants to examine a unit test
configuration. The units will be placed in one of two categories: an initial configuration or a final
configuration category. The administrator also wants to identify the unit’s managers. At the present
time, the DSView 3 software administrator has one DSR1021 switch and one EVR1500
environmental monitor to add to the test configuration category and one generic appliance to add to
the final configuration category.

1. First, the DSView 3 software administrator will define the custom fields.
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Click the Units tab.

Click Custom Field Labels in the side navigation bar. The Unit Custom Field Labels
window will open.

In Label 1, type Test Configuration. All first-level custom fields for units will appear
under this heading in the side navigation bar.

In Label 2, type Appliances and target devices. All second-level custom fields for units
will appear under this heading in the side navigation bar.

In Label 3, type Manager. This custom field will not appear in the side navigation bar, but
may be displayed in the content area by using the Customize link.

Click Save to save the changes.

Custom Field Labels will still appear in the side navigation bar because the administrator
has not yet defined any custom fields for the units.

A DSR1021 switch has been added to the system, but will need to go into a category named
Initial Configuration, since it has not yet been verified for the final configuration. The
administrator will associate the DSR1021 switch managed by John Smith to the custom fields

as follows:

a. Click Appliances in the side navigation bar. The Appliances - All window will open.

b. Click on the DSR1021 switch. The Unit Overview window will open.

c. Click Properties in the side navigation bar and then click Custom Fields. The Unit Custom
Fields window will open, including the custom field names defined in step 1.

d. Inthe Test Configuration field, type Initial Configuration.

e. Inthe Appliances and target devices field, type DSR1021 Switches.

f. Inthe Manager field, type John Smith.

g. Click Save and then click Close. The Appliance - All window will open. The side

navigation bar will now include Test Configuration instead of Custom Field Labels.

The test configuration will also include an EVR1500 environmental monitor that is managed
by Mary Jones. The EVR1500 environmental monitor has also not been verified for the final
configuration, so the administrator will include it in the Initial Configuration category.

a.

-~ ® o o

In the Appliances - All window, click on the EVR1500 environmental monitor. The Unit
Overview window will open.

Click Properties in the side navigation bar and then click Custom Fields. The Unit Custom
Fields window will open, including the custom field names defined in step 1.

In the Test Configuration field, type Initial Configuration.

In the Appliances and target devices field, type EVR1500 Environmental Monitors.
In the Manager field, type Mary Jones.

Click Save and then click Close. The Appliance - All window will open.
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The configuration of a generic appliance has been verified, so the administrator wants to create
a category named Final Configuration that will contain the final test units. The category will
contain one generic appliance managed by Tim Brown.

a. Inthe Appliances - All window, click on the generic appliance. The Unit Overview
window will open.

b. Click Properties in the side navigation bar and then click Custom Fields. The Unit Custom
Fields window will open, including the custom field names you defined in step 1.

c. Inthe Test Configuration field, type Final Configuration.

d. Inthe Appliances and target devices field, type Generic Appliances.

e. Inthe Manager field, type Tim Brown.

f.  Click Save and then click Close. The Appliance - All window will open.

Figure 15.1 indicates how the side navigation bar will appear after the example procedure. Clicking
on a custom field link displays the units associated with that custom field.

* Unit Views

[» Appliances

P Target Devices

b Sites

P Groups

* Test Configuration
P Final Configuration
* |nitial Configuration

i Unit Status

i Active Sessions

i Active Modem Sessions
i Custom Field Labels

i Tools

i Operation Results

Figure 15.1: Custom Fields Example: Side Navigation Bar

Table 15.2: Custom Fields Example: Side Navigation Bar Descriptions

Number Description

1

System-wide first-level custom field label

2

Unit first-level custom field labels

Unit second-level custom field labels
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Unit Groups

Unit groups may be used to organize units. You may create nested unit groups (unit groups within
unit groups) to organize units hierarchically. Units may belong to multiple groups. For example,
you may have a DSR switch that belongs to two global groups and three personal groups.

There are two types of unit groups: global and personal. A global unit group can be viewed by any
user logged into the DSView 3 software. A personal unit group may only be viewed by the person
who created it. Up to 32 personal unit groups may be created by a user.

There are two top-level system-defined unit group containers: global root and personal root. These
group containers cannot be deleted. They can contain other unit groups, but not individual units. All
global unit groups are descendents of global root. All personal unit groups are descendents of
personal root.

There is also a system-defined unit group named Unassigned, which is a descendent of the global
root. This unit group automatically contains all units that are not assigned to any other global unit
groups. This group cannot be deleted, and you cannot add subgroups (children) to the Unassigned
unit group.

Global unit groups may only be created, modified or deleted by users with DSView 3 software
administrator, user administrator or appliance administrator privileges. The global root, personal
root and unassigned unit groups cannot be deleted.
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Global Root Personal Root
System Defined System Defined
« Can change rights * No rights associated with
» Can create subgroups personal groups
» Can add groups as children, « Can create subgroups
but not units » Can add groups as children, but
not units
[ . [ .
Unassigned User Defined User Defined
System Defined Global Groups Personal Groups
+ Can change rights + Can change rights * No rights associated with
« Cannot create subgroups » Can create subgroups personal groups
» Cannot add units as members « Can add units as members * Can create subgroups
« If a unitis not assigned to any + Can add units as members
other global group, it
automatically becomes a
member of this group

Figure 15.2: Unit Groups Structure

Table 15.3: Unit Groups Features

Group Type Can change rights? Can have subgroups? Can add units as members?

System Defined

Global Root Yes Yes No, can only add groups
Unassigned Yes No No
Personal Root No Yes No, can only add groups

User Defined

Global Groups Yes Yes Yes

Personal Groups No Yes Yes

Unit group hierarchy
There are two primary ways to view unit groups:

*  Unit Groups window - clicking the Units tab and then Groups in the top navigation bar
e Units View Groups window - clicking the Units tab and then Groups in the side navigation bar
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Global groups that contain units the user cannot access will not be displayed, unless there are
descendent groups containing units the user is allowed to access.

All personal unit groups are displayed in the Unit Groups window, even if they do not contain any
units. In Units View Groups windows, groups will not be listed unless they have assigned units.

v Global Root
D> Alpha «— 1
D> Beta
P> Delta
vy Gamma <« 2

Lab
Operations }e 3

Unassigned «<— 4

V¥ Personal Root
ProjectA
ProjectB <— 5
D> ProjectC <—— 6

Figure 15.3: Unit Group Hierarchy Example

Table 15.4: Unit Group Hierarchy Example Descriptions

Number Description Number Description

Global unit group Alpha has one or Global unit group Unassigned has all units

1 4 that are not assigned to a group; it cannot

more subgroups
have subgroups

2 Global Unit group Gamma has two 5 Personal unit group ProjectB has no
subgroups subgroups
These unit groups do not have

3 subgroups (in a Units view Group Personal unit group ProjectC has one or
window, a document icon will appear more subgroups

to the left)

In the example, four unit groups have been created in the global root group, and each of those four
unit groups contain groups. The unit group Gamma has been selected, and indicates it has two
subgroups, Lab and Operations. The Unassigned global group will contain any units that are not
assigned to another global unit group.

Three personal unit groups have been created. The ProjectA and ProjectB unit groups do not have
subgroups. The ProjectC unit group has one or more subgroups.

To display a list of unit groups in the Unit Groups window:
1. Click the Units tab.
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2. Click Groups in the top navigation bar. The Unit Groups window will open. If a unit group has
subgroups (children), an arrow will be displayed next to its name.

» Todisplay a list of groups in the global root group, click Global Root. The first global unit
group listed will automatically be selected. Click on the arrow next to a group to expand it
and display subgroup names.

« Todisplay a list of groups in the personal root group, click Personal Root. The first
personal unit group listed will automatically be selected. Click on the arrow next to a
group to expand it and display subgroup names.

You may customize the number of items per page that appear in this window; see Using the
Customize link in windows on page 26.

To display a list of unit groups in a Units View window:

NOTE: When you create a unit group, you may indicate whether it (and any of its child unit groups) will be
displayed in the side navigation bar.

1. Click the Units tab.
2. Click Groups in the side navigation bar. The Groups - Global Root window will open.
e Ifaunit group has subgroups (children), an arrow will be displayed next to its name.

When a selected group has subgroups, the window will display either the immediate
children of the unit group or all descendents of the unit group, depending on the Show
group descendants setting.

. If a unit group does not have subgroups, a document icon will be displayed next to its
name in the side navigation bar.

When you click on a unit group in the side navigation bar that has a document icon (that is, it has no
subgroups), a window will open, listing the units in the group. This window can include the same
fields as other Units View windows; see Units View windows fields on page 99. You may enable or
disable a field display using the Customize link. See Using the Customize link in windows on

page 26.

When you customize this window, you may also enable/disable the display of descendants. When
enabled and a unit group is selected in a side navigation bar, the window will display all
descendants of the group. When disabled, only the immediate children of the selected group will
be displayed.

To display information about a unit group:

1. Click the Units tab.
2. Click Groups in the top navigation bar.

3. Click the group container or the parent group of the unit group you want to display
information about.

Click on the unit group name.
5. The side navigation bar will contain information links about the selected unit group.
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»  Click Name in the side navigation bar to display the unit group name.
»  Click Members in the side navigation bar to display the unit group members.
»  Click Groups to display a list of groups that are members of the unit group.
*  Click Units to display a list of units that are members of the unit group.
»  Click Access Rights in the side navigation bar to display the unit group access rights.
6. Click Close.

Adding or deleting a unit group

To add a unit group:

1. Click the Units tab.

2. Click Groups in the top navigation bar. The Unit Groups window will open.

3. Click the checkbox next to the group container (Global Root or Personal Root) or the group
name that you want to be the parent of the new unit group.
Click Add. The Add Unit Group window will open.

5. Type a 1-64 character name for the unit group. The name must be unique within the parent
group. For example, two groups can be named “development” but they cannot both be

members of the unit group “Huntsville.” (This unique name restriction does not apply to
personal unit groups that are owned by different users.)

6. If you do not want the unit group (or any of its child unit groups) to appear in the side
navigation bar, enable the Do not display this unit group nor any child unit groups as unit
views checkbox.

7. Click Save.

To delete a unit group:

NOTE: Deleting a unit group deletes the group only; the units still exist in the DSView 3 software system. You
cannot delete any system-defined unit groups (global root, personal root and unassigned.)

Click the Units tab.

Click Groups in the top navigation bar. The Unit Groups window will open.
Click the checkbox next to the unit group to be deleted.

Click Delete. A confirmation dialog box will appear.

5. Confirm or cancel the deletion.

AN

Changing the name, members or access rights of a unit group

Access rights indicate which users and user groups may access units in the DSView 3 software
system. Access rights also indicate which actions are allowed. See About Access Rights on

page 129. You can assign access rights from a unit group perspective, as described in this section.
Using this method, selected users and members of selected user groups are allowed or prohibited
from initiating certain actions on all units in the unit group.
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Access rights for a unit group default to inherit if they are not explicitly granted to a user or user
group. For example, if you create unit group A and subgroup B, by default any access rights you
assign to group A will be propagated to group B.

There are other ways to assign access rights; see How access rights can be assigned on page 131.

To change the name or display of a unit group:

1. Click the Units tab.

2. Click Groups in the top navigation bar. The Unit Groups window will open.

3. Click on the name of a unit group. The Unit Group Name window will open.

4. Type a new 1-64 character name in the Group field. The name must be unique within the

parent group. For example, two groups can be named “development” but they cannot both be
members of the unit group “Huntsville.” (This unique name restriction does not apply to
personal unit groups that are owned by different users.)

5. If you do not want the unit group (or any of its child unit groups) to appear in the side
navigation bar, enable the Do not display this unit group nor any child unit groups as unit
views checkbox.

6. Click Save and then click Close.

To add or remove members in a unit group:

NOTE: Removing a unit group or unit member from a unit group does not delete the group/unit from the DSView
3 software system or any other group to which it belongs.

1. Click the Units tab.
2. Click Groups in the top navigation bar. The Unit Groups window will open.

3. To add or remove a group member of the unit group, click Members in the side navigation bar
and then click Groups.

To add or remove a unit member of the unit group, click Members in the side navigation bar,
and then click Units.

NOTE: If you select a group container (Global Root or Personal Root), you can only add unit groups as members
- you cannot add units; therefore, when you click Members in the side navigation bar, Groups is the only choice.
You cannot add units or groups to the global unassigned unit group.

4. The Unit Group Members (Units) or Unit Group Members (Groups) window will open.
Click Assign.

5.  The Assign Units to Unit Group window will open.

»  To add one or more units to the unit group, select the unit(s) from the Available Units list,
then click Add. The units will be moved to the Units to Assign list.

«  Toremove one or more units already assigned to the unit group, select the unit(s) from the
Units to Assign list, then click Remove. The units will be moved to the Available
Units list.
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6.
7.

Click Save and then click Close. The Unit Group Members window will open.
Click Close. The Unit Groups window will open.

To add or remove access rights for one or more unit groups:

1.
2.
3.

Click the Units tab.
Click Groups in the top navigation bar. The Unit Groups window will open.

Click the checkbox to the left of one or more unit groups, then click Rights. The Unit Group
Access Rights window will open.

If you are setting access rights for one unit group, you may click on the unit group name, then
click Access Rights in the side navigation bar to access the Unit Group Access Rights window.

To add or remove a user or user group from the User and User Groups list:
a. Click Edit List. The Unit Access Rights User Selection window will open.

e Toadd one or more users or user groups, select the user(s) or user group(s) from the
Available list, then click Add. The users and/or user groups will be moved to the List
to Update list.

e To remove one or more users or user groups, select the user(s) or user group(s) from
the List to Update list, then click Remove. The users and user groups will be moved to
the Available list. (Inherited users and user groups can only be removed from the first
unit group that specified any access rights other than inherit.)

b. Click OK. The Unit Access Rights window will display the current list of users and/or user
groups. When a user or user group is added to the list, the default access rights will
be displayed.

To set access rights, select a user or user group from the User and User Groups list, then enable
or disable a checkbox in the Access Rights table for each access right.

» Allow - the access right is allowed for the user/user group.
« Deny - the access right is denied for the user/user group.

» Inherit - the access right is inherited from the unit group(s) to which the selected user/user
group belongs. When Inherit is selected, the Allow and Deny checkboxes will become
gray and unchangeable, and indicate the inherited value. If the inherited settings indicated
both Allow and Deny, the inherited value is Deny, which takes precedence.

To disable the inherit functionality, uncheck the Inherit checkbox.
If none of the checkboxes are checked, the access right is neither allowed nor denied.

If the unit group contains both appliances and target devices, all rights will be displayed and
may be enabled, even though they may not necessarily be valid for the unit.

Repeat the preceding steps to change access rights for other users or user groups.

Click Save and then click Close. If a connection or power control action is enabled, the
appropriate link will appear in the Action column of Units Views windows containing that
group or units in that group.
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Managing User Accounts

The DSView 3 software allows you to:

Add, change and delete user accounts

Unlock user accounts

Specify user account restrictions

Change user group membership

Display user and user group access rights to target devices and managed appliances

Add and delete user-defined user groups

Display, assign and remove user group members from built-in or user-defined user groups

User Accounts Windows

User accounts are displayed and managed through User Accounts windows.

To display the User Accounts window:

1.
2.

3.

Click the Users tab. The User Accounts - All window will open.

To display the names of users in a built-in or user-defined user group, click the group name
link under User Accounts in the side navigation bar. The User Accounts window for that group
will open, listing all the users in the group.

To select a user, click on a username in a User Accounts window.

Customizing the User Accounts window

The User Name field is usually displayed in the User Accounts window. One of the icons in
Table 16.1 will appear to the left of the usernames and represent the status of each DSView 3
software user.

Table 16.1: User Status Icons

Authentication

Icon Status

Method

Face All Enabled - The user can log in and use the DSView 3 software.
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Table 16.1: User Status Icons (Continued)

Authentication

Icon Method Status

Face with a Disabled - The user cannot log in to the DSView 3 software. See User
Internal . o :

red X account restrictions and expiration settings on page 208.

Locked - The user account has been locked; the user cannot log in to the
DSView 3 software because the maximum number of log in failures has been

a clock

Padlock Internal L . .
adloc termna exceeded. See Authentication Services on page 73 and Unlocking User
Accounts on page 205.
Question Suspicious - The user account exists, but the external authentication server
External .
mark no longer contains the account.
. Expired - The user account is configured with an expiration date, which has
Face with

All passed. Expired user accounts remain in the system until deleted. See User
account restrictions and expiration settings on page 208.

The following fields may be displayed in the User Accounts window. Use the Customize link to
add or remove fields in the display. See Using the Customize link in windows on page 26.

Full Name - Another name for a user. For example, a user may have a username of Sunrisel
and a full name defined as Mary Jones. See Username on page 206.

Status - User account status: Enabled, Disabled, Locked, Suspicious or Expired. One of the
user status icons in Table 16.1 will appear to the left of the username.

Preemption Level - Effective preemption level of a user. See Preemption Levels on page 38.
When a User Accounts window contains this column or a Group Preemption Level column,
values are not displayed for external users (users validated with external authentication
services). To display an external user’s effective and group preemption level, select the user’s
name and then click Preemption Levels in the side navigation bar.

Authentication Server - Name of the internal or external authentication server. See
Authentication Services on page 73.

Business Address - Business address defined in the user’s properties. See Address on page 210.

Business Mobile - Business mobile phone number defined in the user’s properties. See Phone
contact on page 210.

Business Phone - Business phone number defined in the user’s properties. See Phone contact
on page 210.

Default E-Mail - Default email account defined in the user’s properties. See Email contact on
page 210.

E-Mail 1-E-Mail 5 - Up to five additional email accounts defined in the user’s properties. See
Email contact on page 210.
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Custom Field 1- Custom Field 6 - Custom fields for the user. If you have specified text for a
custom field, that text will display when you display the field. See Custom field properties on
page 211.

Group Preemption Level - Highest preemption level of all groups to which the user belongs.
For example, if a user belongs to appliance administrators (with a group preemption level of 3)
and auditors (with a group preemption level of 1), this field will display 3. See Preemption
Levels on page 38.

When a User Accounts window contains this column or a Preemption Level column, values
are not displayed for external users (users validated with external authentication services). You
may display an external user’s effective and group preemption level by selecting the user’s
name and then clicking Preemption Levels in the side navigation bar.

Home Address - Home address defined in the user’s properties. See Address on page 210.

Home Phone - Home phone number defined in the user’s properties. See Phone contact on
page 210.

Mobile Phone - Mobile phone number defined in the user’s properties. See Phone contact on
page 210.

Pager - Pager number defined in the user’s properties. See Phone contact on page 210.

User Preemption Level - User preemption level defined in the user’s properties. See
Preemption Levels on page 38 and Preemption level on page 209.

Adding User Accounts

The following information is configured when a user account is created:

Whether the user will be authenticated using the DSView 3 software internal authentication or
an external authentication server. See Authentication Services on page 73.

The user groups in which the user will be included. Each user group contains specific access
rights that allow a user to perform specific actions. See User Groups on page 215.

The preemption level for interrupting or disconnecting serial or KVM sessions. See
Preemption Levels on page 38.

You must have DSView 3 software administrator or user administrator rights to add a user.

To add a user account:

1.
2.
3.

Click the Users tab.
Click Add. The Add User Account Wizard will appear. Click Next.

The Select Authentication Service window will open. This window lists the DSView 3
software internal service and all the external authentication services that have been added,
which may be used to authenticate users when they log in. See Authentication Services on
page 73.

Select an authentication service and then click Next.

» Ifyou selected DSView Internal, go to step 4.
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» If you selected any other authentication service, go to step 5.
4. The Type in User Credentials window will open.
a. Type a username, password and confirm the password of the user you are adding.

Usernames may contain up to 256 non-case sensitive characters (if a RADIUS external
authentication service will be used, the limit is 253 characters). Usernames are
case-preserving. For example, if an account named JDoe is created, it will be saved as
JDoe in the DSView 3 server, but a user may log in as JDoe, jdoe, JDOe and so on.

Passwords may contain 3-64 characters. Passwords will never expire unless User must
change password at next login is selected in the Unit Password window, or Passwords
Expire information is specified in the Authentication Service User Account Policies
window. A DSView 3 software administrator may specify a different minimum character
length and change expiration criteria. See Authentication Services on page 73.

b. To enable users to set their own passwords when they log in to the DSView 3 software,
click User must change password at next login.

¢. To designate the account as a service account, select the Service Account checkbox. A
service account cannot be used to log in to the DSView 3 software. A service account can
be used to impersonate another user over the Web Services API or GUI Access API. For
more information, see the DSView 3 software SDK online help.

NOTE: A service account may only be created if you selected the DSView 3 software internal authentication
service in step 3.

d. Click Next. Go to step 6.
5. The Specify User Name window will open.
If you selected RADIUS, TACACS+ or RSA SecurlD in step 3:
a. Enable the Specify user on external authentication service radio button.

b. Type the username that is configured on the RADIUS, TACACS+ or RSA
SecurlID server.

c. Click Next.

If you selected any other type of external authentication service in step 3, you may either
specify the username or find the user on the external authentication service.

e To specify the user, enable the Specify user on external authentication service radio button
and type the name of the user. Then click Next.

Usernames may contain up to 256 characters. Usernames may or may not be case
sensitive, depending on the requirements of the external authentication server.

»  To find the user, enable the Find user on external authentication service radio button. The
Select User from External Authentication Service window will open.

If the list of users contains more than 5000 entries, a message will indicate that not all
items are displayed. You may filter the list by using the Filter button and the adjacent text
field. Specifying a username in the text field will return all valid matches. If filtering on
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8.

another item (such as full name), you must include a wildcard. See Filtering information
in a window on page 24.

Select one or more users from the list, then click Next.

The Assign User to User Groups window will open. This window lists all built-in and
user-defined groups. Select one or more groups in the Available Groups list and click Add. The
group names will move to the Member Of list, and the new user(s) will be added to those
groups. Then click Next.

The Select User Preemption Level window will open. Type a preemption level from 1-4 or
select it from the menu, then click Next. (The higher the number, the higher the preemption
level. See Preemption Levels on page 38.)

The Completed Successful window will open. Click Finish. The user(s) have been added.

The DSView 3 software obtains external group membership and external user information when a
user logs in. If a user’s group membership changes or the user is deleted externally, the DSView 3
software will not see those changes until the next time that user logs in.

Deleting User Accounts

To delete one or more user accounts:

1.
2.

Click the Users tab.

Click the checkbox to the left of the username(s). To delete all users on the page, click the
checkbox to the left of User Name at the top of the list.

Click Delete. A confirmation dialog box will appear.
Confirm or cancel the deletion.

Unlocking User Accounts

If lock-out settings have been specified for the DSView 3 internal authentication service and a user
exceeds these settings, the user will not be allowed to attempt another log in until a certain amount
of time has passed. Users that have been locked out will appear with a lock next to their name in the
User Accounts window and Locked will appear in the Status column.

User administrators or administrators may manually unlock the user accounts.

To unlock one or more user accounts:

1.
2.
3.

Click the Users tab.
In a User Accounts window, click the checkbox to the left of the username(s).
Click Unlock.
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Resetting a User Account Password

A DSView 3 software administrator or user administrator may reset a user’s password. When a
password is reset, the user will be required to login by typing password as their password, then
enter and verify a new password for their account the next time they start a new DSView 3
software session.

To reset a user account password:

1. Click the Users tab.

2. Click the checkbox to the left of the user(s) to reset the password.
3. Click Reset Password. A confirmation dialog box will appear.

4. Confirm or cancel the reset.

Changing User Account Properties

If you have DSView 3 software administrator or user administrator privileges, you may change the
following account properties for a user:

»  The user (login) name and full name

»  The certificate associated with the user

»  The SSH key associated with the user

e Login password

» Account login restrictions and expiration settings

e The user groups to which the user is assigned

»  User preemption levels

*  Home and business addresses

»  Home, business, mobile and pager phone numbers

e Primary email address and up to five additional email addresses

»  Notes you wish to add about the user

e Up to six custom fields

Some properties may be changed only if the user account will be using the DSView 3 software

internal authentication service. See Authentication Services on page 73.
Username

The username information that you may specify for a user includes:
e User Name - The name that the DSView 3 software uses to log in and identify the user.
*  Full Name - The actual name of the user.

For example, you may use Engrl0 as the username and Jonathan Z. Smith as the full name to
identify the person associated with the username.
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To change the name of a user:

Click the Users tab.

Click on a username. The User Name window will open.
Type the username for the user.

Type the full name of the user.

5. Click Save and then click Close.

A

User certificates

Certificates may be changed only for internal authentication users. If the system certificate policy is
enabled for user certificates (see System certificate policy and trust store on page 44), the user
certificate used at login must meet the policy requirements.

As an alternative to using this method, the user may change the certificate in the profile settings,
but only if the administrator has enabled a global setting to allow it. See Specifying a user
certificate on page 35.

To change the certificate associated with a user:

1. Click the Users tab.
2. Click on a username. The User Name window will open.

3. Click Credentials in the side navigation bar and then click Certificate. The User Certificate
window will open. If a certificate has failed a test required in the system certificate policy, the
failure information is displayed.

4. Type the path and name of the certificate or browse to the certificate location.

5. Click Save and then click Close.
User SSH key

A configurable SSH key may be used by a serial console appliance to authenticate a DSView 3
software user who is using an out of band client (for example, someone using a PuTTY SSH client
that was not started by the DSView 3 software). The user supplies the public/private SSH key when
connecting to the serial console appliance (only RSA keys with a maximum length of 1024 bits are
allowed).The appliance then verifies the public key against the one stored for the user in the
DSView 3 software.

As an alternative to using this method, the user may specify the SSH key in the profile settings, but
only if the administrator has enabled a global setting to allow it. See Specifying an SSH key on
page 36.

To specify a user SSH key:

1. Click the Users tab.
2. Click on a username. The User Name window will open.
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Click Credentials in the side navigation bar and then click SSH Key. The User SSH Key
window will open.

Type the 1-256 character name of the file containing the public SSH key that was generated by
a third party key generator or browse to the file location.

Click Save and then click Close. The SSH key file will be uploaded to the DSView 3 server for
use in authenticating the user.

User password

A user’s password may be changed or you may specify that a user must enter a new password
during the next login.The password may be changed only for internal authentication users.

To change a user password or force a new password:

ok~ b

6.

Click the Users tab.

In a User Accounts window, click on a username. The User Name window will open.
Click Password in the side navigation bar. The User Password window will open.
Type the new password for the user and verify the new password.

To force a user to define a new password during the next login, enable the User must change
password at next login checkbox.

Click Save and then click Close.

User account restrictions and expiration settings

Account restriction and expiration settings may be changed only for internal authentication users.

To change user account restrictions and expiration settings:

1.

2.
3.
4

Click the Users tab.

Click on a username. The User Name window will open.

Click Restrictions in the side navigation bar. The User Account Restrictions window will open.
To change account restrictions:

» To prevent the user from logging into the DSView 3 software, enable the Disable user
account checkbox. (Users with open sessions will remain logged in.) To re-enable the user
account, uncheck the Disable user account checkbox.

e To force a user to define a new password during the next login, enable the User must
change password at next login checkbox.

» To prevent the user from changing the password, enable the User cannot change
password checkbox.

e To prevent a user’s password from expiring, enable the Click Password never
expires checkbox.

»  To designate the account as a service account, enable the Service Account checkbox. A
service account cannot be used to log in to the DSView 3 software. A service account can
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be used to impersonate another user over the Web Services API or GUI Access API. For
more information, see the DSView 3 software SDK online help.

NOTE: A service account may only be created if you are using the DSView 3 software internal
authentication service.

5. To change account expiration settings:
» To indicate no expiration date, enable the Never radio button.

»  To specify an expiration date, enable the End of radio button. Then click the button to the
right of the adjacent field, and a calendar will be displayed. Select the date when the user
account will expire.

When a user account expires, it remains in the DSView 3 software system until the account
is deleted.

6. Click Save and then click Close.
User group membership
See User Groups on page 215.

To change the group membership of a user:

1. Click the Users tab.

2. Click on a username. The User Name window will open.

3. Click User Groups in the side navigation bar. The User Group Membership window will open.
4. Toadd a user to one or more groups, select the group(s) in the Available Groups list, then click

Add. The columns will be moved to the Member Of list.

5. To remove the user from one or more groups, select the group(s) in the Member Of list, then
click Remove. The groups will be moved to the Available Groups list.

6. Click Save and then click Close.

The DSView 3 software obtains external group membership and external user information when a
user logs in. If a user’s group membership changes or the user is deleted externally, the DSView 3
software will not see those changes until the next time that user logs in.

Preemption level
See Preemption Levels on page 38.
To change the preemption level of a user:

1. Click the Users tab.
2. Click on a username. The User Name window will open.

3. Click Preemption Levels in the side navigation bar. The User Preemption Level window
will open.

4. Select a preemption level (1-4) from the menu.



210 DSView 3 Software Installer/User Guide

5.
Address

Click Save and then click Close.

The user address may be changed only for internal authentication users.

To specify address information for a user:

1.

ok~

Click the Users tab.

Click on a username. The User Name window will open.

Click Addresses in the side navigation bar. The User Address Properties window will open.
Type the home address and business address of the user.

Click Save and then click Close.

Phone contact

The phone contact may be changed only for internal authentication users.

To specify phone contact information for a user:

e

5.

Click the Users tab.
Click on a username. The User Name window will open.
Click Telephones in the side navigation bar. The User Telephone Properties window will open.

Type the home phone number, business phone number, mobile phone number, mobile business
phone number and/or pager number of the user.

Click Save and then click Close.

Email contact

Email contacts may be changed only for internal authentication users.

To specify email contact information for user:

1. Click the Users tab.
2. InaUser Accounts window, click on a username. The User Name window will open.
3. Click E-Mail Addresses in the side navigation bar. The User E-Mail Properties window
will open.
4.  Type the primary email address of the user and up to five additional email addresses.
5. Click Save and then click Close.
User notes

User notes may be changed only for internal authentication users.

To specify notes about a user:

1.

Click the Users tab.
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2. Click on a username. The User Name window will open.

3. Click Notes in the side navigation bar. The User Notes window will open.
4. Type any information you wish.

5. Click Save and then click Close.

Custom field properties

You may specify any information you wish in the six custom fields. Custom field properties may
be changed only for internal authentication users.

To change the custom fields:

Click the Users tab.

Click on a username.

Click Custom Fields in the side navigation bar. The User Custom Fields window will open.
Type information in the fields.

Click Save and then click Close.

gk~ wn e

User Access Rights

Access rights indicate whether a user is allowed to perform certain actions on a unit in the DSView
3 software system. See About Access Rights on page 129 for detailed information and a list of
actions that can be enabled/disabled for target devices and managed appliances.

You may assign access control rights from a user perspective. You select a user account, specify
the units for which rights will be assigned, then indicate the permission to perform the action (none,
allow, deny or inherit) for each unit. That procedure is described in this section.

There are other ways to assign access rights:

»  From a user group perspective - see User Group Access Rights on page 220

e From a unit perspective - see Unit Access Rights on page 131

»  From a unit group perspective - see Changing the name, members or access rights of a unit
group on page 197

To display a user’s access rights:

1. Click the Users tab.
2. Click on a username. The User Name window will open.

3. Click Effective Rights in the side navigation bar and then click All Units, Target Devices or
Appliances. The Target Device Effective Rights or Appliance Effective Rights window will
open. Columns indicate the available actions for the unit.

» Black check mark - The user has been granted access for this right.

e Gray check mark - A group to which the user belongs has been granted access for
this right.
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» Black X - The user has been denied access for this right.
» Gray X - A group to which the user belongs has been denied access for this right.
* No check mark - No access has been granted or denied for this right.

The access rights display for a target device may contain information that appears invalid. For
example, virtual media access can be enabled to a target device that does not support it.
Similarly, virtual media access to a target device could be enabled but KVM (Video Viewer)
access may be disabled. See About target device access rights on page 130 for

more information.

4. Click Close when you are finished reviewing the access rights. The User Accounts window
will open.
Customizing Appliance and Target Device Access Rights windows

The Name field is always displayed in the Target Device Access Rights and Appliance Access
Rights windows. The action fields may also be displayed (see About Access Rights on page 129).
Use the Customize link to add or remove fields in the display. See Using the Customize link in
windows on page 26.

To add or remove access rights through a user account:

1. Click the Users tab.

2. Click on a username.

3. Click Access Rights in the side navigation bar. The User Access Rights window will open.
4

To add or remove a unit or unit group from the Unit and Unit Groups list, click Edit List. The
User Access Rights Unit Selection window will open.

« To add one or more units/unit groups, select the units/groups in the Available list, then
click Add. The units/unit groups will be moved to the List to Update list.

»  To remove one or more units/unit groups, select the units/groups in the List to Update list,
then click Remove. The units/unit groups will be moved to the Available list. (Inherited
users and user groups can only be removed from the first unit group that specified any
access rights other than inherit.)

Click OK. The User Access Rights window will display the current list of units/unit groups.

To add/remove access rights for a unit/unit group, select a unit or unit group from the Unit and
Unit Groups list, then enable or disable a checkbox in the Access Rights table for each
access right.

« Allow - the access right is allowed for the user.
»  Deny - the access right is denied for the user.

* Inherit - the access right is inherited from the unit group(s) to which the selected unit/unit
group belongs. When Inherit is selected, the Allow and Deny checkboxes will become
gray and unchangeable, and indicate the inherited value. If the inherited settings indicated
both Allow and Deny, the inherited value is Deny, which takes precedence.
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To disable the inherit functionality, uncheck the Inherit checkbox.
» If none of the checkboxes are checked, the access right is neither allowed nor denied.
7. Repeat the preceding step for other units/unit groups.
8. Click Save and then click Close.
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User Groups

Users that have been added to the DSView 3 software system may be added to the following two
types of user groups:

Built-In - The DSView 3 management software is delivered with six predefined user groups:
Appliance Administrators, Auditors, DSView 3 software administrators, Everyone, User
Administrators and Users. All users are automatically included in the Everyone user group
when they are added to the DSView 3 software system. Users may be added to any of the other
user groups. The privileges that a user has to perform tasks on the DSView 3 software system
is dependent on the built-in user group to which the user is a member. See Built-in User
Groups on page 37.

User-defined - You may also define custom groups, based on any criteria you wish. For
example, you may want to define groups based on user administrators with read-only access,
software developers at a specific location, global network infrastructure personnel based on
job title and so on.

Built-in user groups appear in the User Groups - Built-in window and user-defined user groups
appear in the User Groups - User Defined window. The Preemption Level column will indicate the
preemption level of each user group. The windows may also display the following fields. Use the
Customize link to add or remove fields in the display: See Using the Customize link in windows on
page 26.

Authentication Server - Name of the authentication server assigned to the user. See
Authentication Services on page 73.

Role - Role of a user-defined user group, which may be None, User, Auditor, Appliance
Administrator, User Administrator or DSView Administrator. The role column for a built-in
user group or a user-defined user group with a role of None will be empty.

Type - Type of user group, which will be built-in or user-defined.

To display user groups:

1.
2.

Click the Users tab.

Click Groups in the top navigation bar. Built-In will automatically be selected in the side
navigation bar and the User Groups - Built-in window will open. To display the user-defined
groups, click User-Defined in the side navigation bar. The User Groups - User Defined
window will open.
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Group naming in external authentication services

Groups in Active Directory (AD) external authentication services are specified using a combination
of their Active Directory folder and group name, minus the group container specified in the
DSView 3 software.

The group container defaults to the AD domain root if it is unspecified.

For example, if you have an AD external authentication service for the “sw.eng.mydomain.com”
domain with no group container specified, the “Domain Users” group in the
“sw.eng.mydomain.com/Users” folder will have a DSView 3 software equivalent of “Users/
Domain Users”.

Using the same example, but with a group container of “Users”, the DSView 3 software equivalent
is “Domain Users”.

Using the same example, but with a group container of “mydomain.com”, the DSView 3 software
equivalent is “eng/sw/Users/Domain Users”.

Groups in LDAP external authentication services are specified using a modified
distinguishedName of their LDAP object, minus the group base DN specified in the DSView
3 software.

For example, if you have an LDAP external authentication service with a group base DN of
“ou=myldap,c=US”, the “cn=Admin Users,ou=Users,0=myldap,c=US” group will have a DSView
3 software equivalent of “Admin Users”.

Using the same example, but with the “cn=Admin Users,c=Sunrise,ou=Users,0=myldap,c=US”
group, the DSView 3 software equivalent is “Sunrise/Admin Users”.

Adding User-defined User Groups

If you are using DSView 3 software internal authentication, you may add your own custom
user-defined user groups and then add other users that use DSView 3 internal authentication
as members.

External user-defined user groups (on external authentication servers) may be added, but their
membership is not controlled by the DSView 3 software.

NOTE: You must have DSView 3 software administrator or user administrator rights to add user-defined
user groups.

DSView 3 software internal, RADIUS, LDAP, Windows NT or Active Directory
authentication services

To add a user-defined user group:

1. Click the Users tab. Click Groups in the top navigation bar. Click User-Defined in the side
navigation bar. The User Groups - User Defined window will open.

2. Click Add. The Add User Group wizard will appear. Click Next.
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The Select Authentication Service window will open. This window lists all authentication
services that may be used to authenticate the user group when the user logs in. See
Authentication Services on page 73.

Click on the name of an authentication service and then click Next.
« If you selected DSView Internal as the authentication service, go to step 4.
» Ifyou selected any other type of authentication service, go to step 5.

NOTE: If you are adding a group to the TACACS+ authentication service, see TACACS+ external authentication
services on page 217 for more information.

4,

9.

The Type in Internal Group Name window will open. Type the name for the new user group

you wish to create, and then click Next. User-defined user group names may contain up to 256

characters. User-defined user group names are case-preserving. Go to step 7.

The Specify External Group Name window will open.

»  Click Import Everyone to consider any user on the external authentication server as a
member of this user group. Then click Next and go to step 7.

»  Click Specify a group on external authentication service and type the name of the group in
the field. Then click Next and go to step 7.

User group names may contain up to 256 non-case sensitive characters. User group names
are case-preserving if the user group on the external authentication server is case sensitive.
See Group naming in external authentication services on page 216.

» Click Find a group on external authentication service to browse a list of groups on the
external authentication service. Then click Next and go to step 6.

The Select Group from External Authentication Service window will open. If the list of groups
contains more than 5000 entries, a message will indicate that not all items are displayed.

You may filter the list by using the Filter button and the adjacent text field. See Filtering
information in a window on page 24.

Select one or more groups from the list, then click Next.

The Select Role window will open. Select a role for the user group(s), then click Next. See
Built-in User Groups on page 37 for information about user roles.

The Select User Group Preemption Level window will open. Type a preemption level (from
1-4; the higher the number, the higher the preemption level) or select a value from the menu,
and then click Next. See Preemption Levels on page 38.

The Completed Successful window will open. Click Finish.

TACACS+ external authentication services
To add a TACACS+ user group:

1.

2.

Click the Users tab. Click Groups in the top navigation bar. Click User-Defined in the side
navigation bar. The User Groups - User Defined window will open.

Click Add. The Add User Group wizard will appear. Click Next.
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7.

The Select Authentication Service window will open. This window lists all authentication
services that may be used to authenticate the user group when the user logs in. Select an
appropriate TACACS+ authentication service from the list. Click Next.

If the TACACS+ service you selected is configured to use the privilege level attribute method,
the Specify External Group Name window will open and display a list of privilege levels 0-15
(the higher the number, the higher the level of access).

Select a privilege level from the list. The DSView 3 server will assign a group name based on
the privilege level you select. For example, if you choose level 7, the group name will be
Privilege Level 7.

Click Next.

_Or_

If the TACACS+ service you selected is configured to use the group name custom attribute
method, the Specify External Group Name window will open and display a Name field. Type
the name for the external user group on the external authentication service. The group name
must correspond to one of the values configured in the TACACS+ service.

Click Next.

The Select Role window will open. Select a role for the user group(s), then click Next. See
Built-in User Groups on page 37 for information about user roles.

The Select User Group Preemption Level window will open. Type a preemption level (from
1-4; the higher the number, the higher the preemption level) or select a value from the menu,
and then click Next. See Preemption Levels on page 38.

The Completed Successful window will open. Click Finish.

Deleting User-defined User Groups

You may delete any user-defined user groups that have been created in the DSView 3 software
system. You must have DSView 3 software administrator or user administrator rights to delete
user-defined user groups.

To delete a user-defined user group:

1.

Click the Users tab. Click Groups in the top navigation bar. Click User-Defined in the side
navigation bar. The User Groups - User Defined window will open.

Click the checkbox to the left of the user group(s) to be deleted. To delete all user groups listed
in the window, click the checkbox to the left of Name at the top of the list.

Click Delete. A confirmation dialog box will appear.
Confirm or cancel the deletion.
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User Group Properties

To display the properties of a built-in user group:
1. Click the Users tab. Click Groups in the top navigation bar. Built-In will automatically be
selected in the side navigation bar and the User Groups - Built-in window will open.

2. Click on a user group name. The User Group Properties window will open. The display
includes read-only properties for each group: name, type and preemption level.

3. Click Close when you are finished. The User Groups - Built-in window will open.
To display or change the properties of a user-defined user group:

1. Click the Users tab. Click Groups in the top navigation bar. Click User-Defined in the side
navigation bar. The User Groups - User Defined window will open.

2. Click on a user group name. The User Group Properties window will open.

3. To change the name of the user group, type a new 1-256 character name in the Name field.

NOTE: If the user group belongs to a TACACS+ service that uses the privilege level attribute method, the Name
field will be disabled.

4. To change the preemption level, type a number (from 1-4; the higher the number, the higher the
preemption level) in the Preemption Level field or select a value from the menu. See
Preemption Levels on page 38.

5. To change the role of the user group, select a role from the menu. If you do not wish to assign
arole to the user group, select None.

6. Click Save and then click Close. The User Groups - User Defined window will open.
Changing User Group Members

When users are created, they may be assigned to one or more built-in or user-defined user groups.
You may add or remove users to or from the built-in and user-defined user groups.

To add or remove user group members:

NOTE: Members may only be assigned to or removed from user groups defined on the internal DSView 3
authentication service.

1. Click the Users tab.

2. Click Groups in the top navigation bar. Built-In will automatically be selected in the side
navigation bar and the User Groups - Built-in window will open. To display the User Groups -
User Defined window, click User-Defined in the side navigation bar.

3. Click on a user group name. The User Group Properties window will open.
Click Members in the side navigation bar. The User Group Members window will open.
5. Click Assign. The Assign Users to User Group window will open.
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6. To add one or more users to the user group, select the user(s) in the Available Users list, then
click Add. The users will be moved to the Members list.

7. To remove one or more users from the user group, select the user(s) in the Members list, then
click Remove. The users will be moved to the Available Users list.

Click Save and then click Close. The User Group Members window will open.

Click Close. The User Groups - Built-In or User Groups - User Defined window will open
(depending on which groups you were working with).

You may also add or remove a user from a built-in or user-defined user group by clicking on a
username in a User Accounts window and changing its user group membership. See Changing
User Group Members on page 219.

User Group Access Rights

Access rights indicate whether a user is allowed to perform certain actions on a unit in the DSView
3 software system. See About Access Rights on page 129 for detailed information and a list of
actions that are available for target devices and managed appliances.

You may assign access control rights from a user group perspective. You select a user group,
specify the units for which rights will be assigned, then indicate the permission to perform the
action (none, allow, deny or inherit) for each unit. That procedure is described in this section.

There are other ways to assign access rights:

»  From a user perspective - see User Access Rights on page 211

e From a unit perspective - see Unit Access Rights on page 131

»  From a unit group perspective - see Changing the name, members or access rights of a unit
group on page 197

To display user group access rights:

1. Click the Users tab.

2. Click Groups in the top navigation bar. Built-In will automatically be selected in the side
navigation bar and the User Groups - Built-in window will open. To display the User Groups -
User Defined window, click User-Defined in the side navigation bar.

3. Click on a user group name. The User Group Properties window will open.

4. Click Effective Rights in the side navigation bar and then click All Units, Target Devices or
Appliances. The Target Devices Effective Rights window or Appliance Effective Rights
window will open. Columns indicate the available actions for the unit.

»  Black check mark - the user has been granted access for this right

»  Gray check mark - a group to which the user belongs has been granted access for this right
» Black X - the user has been denied access for this right

» Gray X - a group to which the user belongs has been denied access for this right

*  No check mark - no access has been granted or denied for this right
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5.

The access rights display may contain information that appears invalid. For example, virtual
media access can be enabled to a target device that does not support it. Similarly, virtual media
access could be enabled but KVM (Video Viewer) access may be disabled. See About target
device access rights on page 130 for an explanation.

Click Close when you are finished. The User Accounts - All window will open.

To add or remove user group access rights:

9.

Click the Users tab.
Click Groups in the top navigation bar.

Built-In will automatically be selected in the side navigation bar and the User Groups - Built-in
window will open. To display the User Groups - User Defined window, click User-Defined in
the side navigation bar.

Click on a user group name.

Click Access Rights in the side navigation bar. The User Group Access Rights window
will open.

To add or remove a unit or unit group from the Unit and Unit Groups list, click Edit List. The
User Group Access Rights Unit Selection window will open.

e Toadd one or more units/unit groups, select the units/groups in the Available list, then
click Add. The units/unit groups will be moved to the List to Update list.

«  Toremove one or more units/unit groups, select the units/groups in the List to Update list,
then click Remove. The units/unit groups will be moved to the Available list.

Click OK. The User Group Access Rights window will display the current list of units/
unit groups.
To add/remove access rights for a unit/unit group, select a unit or unit group from the Unit and

Unit Groups list, then enable or disable a checkbox in the Access Rights table for each
access right.

» Allow - the access right is allowed for members of the user group.
»  Deny - the access right is denied for members of the user group.

» Inherit - the access right is inherited from the unit group(s) to which the selected unit/unit
group belongs. When Inherit is selected, the Allow and Deny checkboxes will become
gray and unchangeable, and indicate the inherited value. If the inherited settings indicated
both Allow and Deny, the inherited value is Deny, which takes precedence.

To disable the inherit functionality, uncheck the Inherit checkbox.
» If none of the checkboxes are checked, the access right is neither allowed nor denied.
Repeat the preceding step for other units/unit groups.

10. Click Save and then click Close.
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CHAPTER

Using the Video Viewer

The Video Viewer is used to conduct a KVM session with one or more target devices attached to
one or more KVVM switches. You may optionally use KVM session profiles to control session
behavior on target devices. When you connect to a device using the Video Viewer, the target device
desktop appears in a separate window. The Video Viewer window supports either a 3 or 5

button mouse.

Virtual media sessions, which are supported on certain K\VVM switches, are opened from the
Video Viewer.

About the Video Viewer

The DSView 3 management software uses either a Java-based program or an ActiveX applet to
display the Video Viewer window. The Java-based Video Viewer is launched from the Mozilla,
Firefox and Netscape based clients when a KVM session is requested. The ActiveX Video Viewer
is launched from Internet Explorer on Windows.

KVM sessions may be launched to devices from any supported KVM switch. Each KVM session
will be established using the configured encryption level. See Managed Appliance Session Settings
on page 153.

To launch a KVM session, a user must have been assigned rights or belong to a user group which
has been assigned rights to establish a KVM session. See About Access Rights on page 129.

The DSView 3 software uses system memory to store and display images within Video Viewer
windows. Each opened Video Viewer window requires additional system memory. An 8-bit color
setting on the client PC requires 1.4 MB of memory per Video Viewer window, a 16-bit color
setting requires 2.4 MB and a 32-bit color setting requires 6.8 MB. Opening more than four
simultaneous Video Viewer windows may affect system performance and is not recommended. If
you attempt to open more Video Viewer windows than your system memory allows, you will
receive an out of memory error and the requested Video Viewer window will not open.

When using a non-proxied connection, video performance over a slower network connection may
be less than optimal. Since certain color settings use less network bandwidth than others, changing
the color settings may increase video performance. For optimal video performance over a slower
network connection, a color setting such as Grayscale/Best Compression or Low Color/High
Compression is recommended. See Color depth on page 232.
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The Video Viewer client requires Java when launched from Mozilla, Netscape or Firefox browsers.
The supported Java version is 1.5.0_02. The Video Viewer requires this version. The DSView 3
software client automatically downloads and installs the JRE (Java Runtime Environment) the first
time the Video Viewer or Telnet Viewer is launched. See Java Installation on page 18.

See the DSR Installer/User Guide for information about how the keys on a standard Type 5 Sun
keyboard are emulated on a PS/2 keyboard.

Window Features
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Figure 18.1: Video Viewer Window (Normal Windows Mode) (Windows OS Shown)

Table 18.1: Video Viewer Window Descriptions

Number Description

Title Bar: Displays the name of the server being viewed. When in Full Screen mode, the title bar
disappears and the server name appears between the menu and toolbar.

2 Thumbtack: Locks the display of the menu and toolbar so that it is visible at all times.
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Table 18.1: Video Viewer Window Descriptions (Continued)

Number Description

Menu and toolbar: Allows you to access many of the features in the Video Viewer window. The
menu and toolbar will be in a show/hide state if the thumbtack has not been used. Place your
cursor over the toolbar to display the menu and toolbar.

s Up to ten commands and/or macro group buttons may be displayed on the toolbar. By default,
the Single Cursor Mode, Refresh, Automatic Video Adjust and Align Local Cursor buttons
appear on the toolbar. See Toolbar profile settings on page 232 and Macros on page 247.

4 Macro button: Displays when a user specifies icons for macros and indicates that the icons
should appear on the toolbar. See Macros on page 247.

5 Minimize button: Minimizes the display of the Video Viewer window into the task bar at the

bottom of the local computer.

Maximize button: Changes the window to Full Screen mode, which expands the accessed
device desktop to fill the entire screen. When you expand the window, the following occurs:
. The title bar disappears.
6 . The server name appears between the menu and toolbar.
. The Maximize button is changed to a Normal Window Mode button and it appears on the
toolbar. Clicking the button will toggle the Video Viewer window to Normal Window mode.
. The Close button appears on the toolbar.

Close button: Closes the Video Viewer window. This button may not be present on all

! operating systems.
8 Accessed device desktop: Interacts with your device through this window.
9 Frame: Resizes the Video Viewer window by clicking and holding on the frame.

NOTE: On supported Macintosh system clients, the placement of some buttons is different. The Minimize,
Maximize and Close buttons are located on the left side of the screen, and the frame can be resized by clicking
in the lower right corner.

NOTE: On supported Macintosh system clients, the Video Viewer opens in a self-contained window and is not
included in the Macintosh Application Menu.

Opening a KVM Session

See Connecting to an existing session on page 226 for information about what occurs if the device
you are attempting to access is currently being viewed by another user.

To open a KVM session from the DSView 3 Explorer:

In a Units View window containing the target device you want to access (see Accessing Units View
windows on page 98), click the KVM Session link in the Action column of the target device you
wish to view.

The Video Viewer launches in a new window.
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To open a KVM session using the Unit Overview window:

1.

In a Units View window containing the target device you want to access (see Accessing Units
View windows on page 98), click on the name of the target device. The Unit Overview window
will open.

Click on the KVM Session name or icon.
The Video Viewer launches in a new window.

Opening an exclusive KVM session

An exclusive KVM connection is used when you need to access a port while excluding all other
users. When a port is selected with the Exclusive KVVM connection setting enabled, no other user in
the system may switch to that port.

To open an exclusive (non-shared) KVM session from the DSView 3 Explorer:

1.

In a Units View window containing the target device you want to access (see Accessing Units
View windows on page 98), click the alternate actions arrow in the Action column of the target
device. A list of actions will appear.

Click the Exclusive KVM Session link.

The Video Viewer launches in a new window. A yellow dot will appear next to the icon of the
target device in the Units View windows to indicate an Exclusive K\VM connection. Other
users may not share that session.

To open an exclusive (non-shared) KVM session in the Unit Overview window:

1.

In a Units View window containing the target device you want to access (see Accessing Units
View windows on page 98), click on the name of the target device. The Unit Overview window
will open.

Click Exclusive KVM Session.

Click the KVM Session icon or link in the Unit Overview window.

The Video Viewer launches in a new window. A yellow dot will appear next to the icon of the
target device in the Units View windows to indicate an Exclusive KVVM connection. Other
users may not share the session.

Connecting to an existing session

When you attempt to connect to a port already in use by another user, the Cannot connect to the
server dialog box displays and states that the port is in use along with the name of the current
user(s). At this point, you may request to share access to the port with the current user(s).

You may be presented with one or more of the following options:

Actively share a connection - When you are prompted to share a connection and you click
Share with the other user but do not click Passive Share, an active connection will be
established. When sharing access to a port actively, all users may monitor the port and take
control if no other user is currently active.
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Video

When you click OK, the primary user who is currently active will receive a request to allow
sharing unless Allow shared connections automatically has been enabled (see Video Viewer
session properties on page 227). If the user confirms, then you will be given active access to
the port.

»  Passively share a connection - When you are prompted to share a connection and you click
Share with the other user and also click Passive Share, a passive connection will be
established. When sharing access to a port passively, you may only view what occurs on the
target device, without controlling the keyboard or mouse.

When you click OK, the primary user who is currently active will receive a request to allow
sharing unless Allow shared connections automatically has been enabled (see Video Viewer
session properties on page 227). If the user confirms, then you will be given passive access to
the port.

e  Preempt a user’s connection (DSView 3 software administrators and user administrators only)
- When you are prompted to preempt the user’s session and you click Preempt the other user,
the user requesting access to the target device will be connected and existing user(s) will lose
their connection to the target device. The existing user(s) will be notified that their sessions
have been preempted.

You cannot preempt a local user who is in broadcast mode. See the DSR Installer/User Guide
for more information.

*  Make a stealth connection (DSView 3 software administrators and user administrators only) -
When you are prompted to connect using Stealth mode and you click Stealth mode, a Video
Viewer window session will be started but you will only be able to view what occurs on the
target device, without controlling the keyboard or mouse. The user who is currently active will
not be notified that access is being shared and no request to authorize sharing will be made.

Up to 12 users may share a single port at one time. If a 13th user attempts to connect, an error

message will inform the user that no sessions are available.

To display a list of users sharing their port or channel, select View - List of Shared Users in the

Video Viewer window. Users in stealth mode are excluded from this display.

Viewer session properties

Session properties specify whether users may share Video Viewer sessions automatically and
whether shared connections may be viewed with the Video Viewer View - Connected
Users command.

To change Video Viewer session properties:

You must have DSView 3 software administrator or user administrator privileges to configure
Video Viewer session properties.

1. Click the System tab in the DSView 3 Explorer.

2. Click Global Properties in the top navigation bar. The Video Viewer Session Properties
window will open.
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3. To allow other users to share a Video Viewer session automatically, enable the Allow shared
connections automatically checkbox. You will not be notified that they wish to connect to the
session and will not be able to accept or reject the connection.

Disable the checkbox if you want to be notified when other users want to share the Video
Viewer session. When a user attempts to connect to the session, you will be notified and
prompted to accept or reject the connection request.

4. Todisplay a list of shared connections using the View - Connected Users command in the
Video Viewer window, enable the View identity of shared connections checkbox. See
Displaying Video Viewer Users on page 243.

5. Click Save and then click Close.
Session time-out

A remote session may time-out if there has been no activity in a session window for a specified
time. The session time-out value is configured by the DSView 3 software administrator at the
switch level. See Managed Appliance Network, Authentication Server and Version Settings on
page 132.

You may override this value within the DSView 3 Explorer. If you specify a new time-out value, it
will be used the next time the DSView 3 software is started.

Closing a Video Viewer Session

To close a Video Viewer session:

Select File - Exit from the Video Viewer menu.
KVM Session Profiles

KVM session profiles provide a convenient method of controlling KVM session behavior on a
target device. DSView 3 software appliance administrators may add, change and delete KVM
session profiles. A profile is then assigned to a target device. Appliance administrators or users
with unit configure or unit edit rights may assign a profile to one or more target devices.

There is always one KVM session profile, named the Default KVVM Session Profile. (This profile is
called the “default profile” for the remainder of this section.) Its configuration may be changed, but
the default profile cannot be deleted. The default profile is used when the profile assigned to a
target device is deleted. It is also used when a target device is added to the DSView 3 software
system and no other profile is assigned.

NOTE: For DSView 3 software systems that are upgraded to version 3.2 or later from an earlier version, existing
target devices will not be assigned a profile.

You may create any number of additional KVM session profiles and then assign them to target
devices. When a new profile is created, it has all settings configured to Inherit Default Settings; that
is, it uses all the settings from the default profile. The appliance administrator may then change
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only those settings that differ from the default profile. For example, a new profile may be identical
to the default profile, except with different toolbar settings.

Some settings have a profile override option, which indicates whether users may override the
profile information by using Video Viewer menu commands (see Using Menu Commands to
Manage Session Settings on page 236). If the override option is disabled for a setting in the profile,
the Video Viewer menu selection for that setting will be disabled for the target device using that
profile. If a target device is not assigned a profile, a user with a VVideo Viewer connection to that
target device may use the Video Viewer menu commands to control their session.
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Ctrl-Alt-Del. For Macintosh operating systems, the following table lists keystrokes and keystroke
combinations that are not supported.

Table 18.2: Macintosh Keys and Keystrokes Not Supported in Keyboard Pass Through

Keystrokes and Keystroke Combinations Description

F13 Function Key
F14 Brightness Up
F15 Brightness Down
F16 Function Key

VVolume Down

) Volume Up

" Mute

- Eject
Command-Option-Eject Sleep Immediately
Command-Control-Eject Restart
Command-Option-Control-Eject Shut Down
Option-Command-D Display/Hide Dock

When the local desktop is active, keystrokes and keystroke combinations entered by the user affect
the local computer.

In full-screen mode, keystrokes are always passed to the target device, regardless of the keyboard
pass through mode setting.

The Ctrl-Alt-Delete keyboard combination can only be sent to a remote server by using a macro.
See Macros on page 247.

The Japanese keyboard ALT-Han/Zen keystroke combination is always sent to a remote server,
regardless of the screen mode or keyboard pass through setting.

If you enable Allow users to override this setting, or if no profile is assigned to the target device,

users may enable/disable pass through mode using Video Viewer menu commands. You may also
enable/disable full screen mode. See General commands on page 237.
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Menu activation keystroke

The menu activation keystroke setting specifies the keystroke that can be used to activate the Video
Viewer menu. When the menu and toolbar display are hidden, pressing this key re-enables

the display.

If you enable Allow users to override this setting, or if no profile is assigned to the target device,
users may specify the menu activation keystroke using Video Viewer menu commands. See
General commands on page 237.

Cursor profile settings

To prevent potential mouse conflicts, you may configure certain settings on each server connected
to a managed appliance. For details, see the Mouse and Pointer Settings Technical Brief, which is
available on the DSView 3 software DVD and on the Avocent web site.

Local cursor

The local cursor setting specifies the appearance of the local mouse cursor. There are five
appearance choices. You may also choose no cursor or the default cursor.

If you enable Allow users to override this setting, or if no profile is assigned to the target device,
users may specify the local cursor setting using Video Viewer menu commands. See Cursor
commands on page 237.

Single cursor mode - session startup

NOTE: Single cursor mode is available only on supported Windows system clients.

The single cursor mode - session startup setting indicates whether the Video Viewer starts up in
single cursor mode.

In single cursor mode, the display of the local (second) cursor in the Video Viewer window is
turned off and only the target device mouse pointer will be visible. The only mouse movements that
will appear are those of the target device remote cursor. Single cursor mode is used when there is
no need for a local cursor.

The cursor mode status of the Video Viewer window displays in the title bar, including the
keystroke that can be used to exit single cursor mode.

If you enable Allow users to override this setting, or if no profile is assigned to the target device,
users may enter and exit single cursor mode using Video Viewer menu commands. See Cursor
commands on page 237.

Single cursor mode - release keystroke

The single cursor mode - release keystroke setting indicates the keystroke that can be used to
release the Video Viewer single cursor mode.

When using a device that captures keystrokes before they reach the client, you should avoid using
those keys to restore the mouse pointer.
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If you enable Allow users to override this setting, or if no profile is assigned to the target device,
users may specify the cursor release keystroke using Video Viewer menu commands. See Cursor
commands on page 237.

Toolbar profile settings

Video

Hide delay

The hide delay setting indicates the number of seconds before the toolbar hides in the Video
Viewer window when it is in show/hide state (that is, not locked in place by the thumbtack).

If you enable Allow users to override this setting, or if no profile is assigned to the target device,
users may specify the hide delay using Video Viewer menu commands. See Toolbar commands on
page 238.

Available/enabled items lists
The Available items and Enabled items columns indicate which toolbar functions and macros can
and will be displayed in the Video Viewer window.

If you enable Allow users to override this setting, or if no profile is assigned to the target device,
users may specify the items to display using Video Viewer menu commands. See Toolbar
commands on page 238.

profile settings
Color depth

The color depth setting indicates the color depth the Video Viewer will use.

The Dambrackas Video Compression™ (DVC) algorithm allows you to display more colors for the
best fidelity, or fewer colors to reduce the volume of data transferred on the network.

The choices are (in descending color quantity): Best Color, Medium Color/Medium Compression,
Low Color/High Compression or Gray Scale/Best Compression.

If you enable Allow users to override this setting, you may also control whether they may select a
value higher than the profile setting. For example, when this control is enabled, if the color depth
setting in the profile is Low Color/High Compression, users on a target device using that profile
will not be able to select Best Color. However, they could select a lower color depth such as Gray
Scale/Best Compression.

If you enable Allow users to override this setting, or if no profile is assigned to the target device,
users may specify the color depth using Video Viewer menu commands. See Video commands on
page 239.

Video scaling

The video scaling setting indicates the Video Viewer window resolution. You may choose absolute
values, auto scale or full scale.

When autoscaling is enabled, the DSView 3 software will automatically adjust the display if the
window size changes during a session. When a user accesses a channel using sharing, the display
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will be adjusted to match the input resolution selected by the primary user of that channel. This will
prevent the primary user’s display from being affected. If the target device resolution changes any
time during a session, the display will be adjusted automatically.

When full scaling is enabled, the display window is sized to match the resolution of the server
being viewed.

If users are allowed to override this profile setting, you may also control whether they may select a
value higher than the profile setting. For example, when this control is enabled, if the video scaling
setting in the profile is 768 x 576, users on a target device using that profile will not be able to
select 1024 x 768. However, they could select a lower resolution such as 640 x 480.

If you enable Allow users to override this setting, or if no profile is assigned to the target device,
users may specify the video scaling using Video Viewer menu commands. See Video commands on
page 2309.

Background refresh

The background refresh setting enables or disables background refresh.

When background refresh is enabled, a small portion of video data is constantly sent by the KVM
switch to background refresh the Video Viewer window. When background refresh is disabled, the
Video Viewer window is updated by the switch only when it determines that the target device video
image has changed.

NOTE: This option is not available if the switch does not support background refresh or if the DSR Remote
Operations software is being used to connect to the DSR switch viewing the target device. See DSR Remote
Operations Software on page 334.

If you enable Allow users to override this setting, or if no profile is assigned to the target device,
users may enable/disable background refresh using Video Viewer menu commands. Users may
also use the Refresh Image command. See Video commands on page 239.

Managing KVM session profiles

Only appliance administrators may display, add, change or delete a K\VVM session profile. To assign
a profile to a target device, the user must either be an appliance administrator or have unit configure
or edit rights. These operations are all performed in the DSView 3 Explorer.

To display KVM session profile names and settings:

1. Click the Units tab.

2. Click Profiles in the top navigation bar. The K\VM Session Profiles window will open, listing
the profile names.

3. To view a profile’s settings, click the profile name, then click General, Cursor, Toolbar or
Video in the side navigation bar to view the settings.

4. Click Close.
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To add a KVM session profile:

Ao e

5.

Click the Units tab.
Click Profiles in the top navigation bar. The K\VM Session Profiles window will open.
Click Add. The Add K\VVM Session Profile window will open.

Enter a 1-64 character name for the new profile. The name cannot be the same as the name of
an existing KVVM session profile.

Click Add. The new profile will be created with all values set to Inherit Default Settings.

To change a KVM session profile:

o DR

Click the Units tab.

Click Profiles in the top navigation bar. The KVM Session Profiles window will open.
Click the profile name.

Change the desired settings.

«  For many settings, the choices will include Inherit Default Settings, if you are changing
any profile other than the default profile. When you select Inherit Default Settings, the
fields for that setting will automatically be filled with values from the Default KVM
Session Profile; these values cannot be changed.

»  Several settings also allow you to enable/disable an Allow users to override these settings
checkbox. When enabled, users may override that profile setting using a Video Viewer
menu command or button. When disabled, users cannot override the setting.

For all profiles other than the default profile, if a setting is configured with Inherit Default
Settings, the Allow users to override these settings checkbox for that setting will not be
available (it will be disabled).

To change general settings (see General profile settings on page 229):
a. Click General in the side navigation bar. The General Settings window will open.

b. Inthe Name field, enter a 1-64 character name. This cannot be the same name as an
existing KVM session profile.

c. Inthe Default Macro Group field, select the macro group that will appear in the Video
Viewer Macros menu. Enable or disable the Allow users to override this setting checkbox.

d. Inthe Keyboard Pass Through Mode field, enable or disable keyboard pass through.
Enable or disable the Allow users to override this setting checkbox. As noted in the
window, in full screen mode, keystrokes are always passed to the target device, regardless
of this setting.

e. Inthe Menu Activation Keystroke field, select the keystroke that will activate the Video
Viewer menu. Enable or disable the Allow users to override this setting checkbox.

f.  If you changed any settings, click Save.
To change cursor settings (see Cursor profile settings on page 231):
a. Click Cursor in the side navigation bar. The Cursor Settings window will open.
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d.
To change toolbar settings (see Toolbar profile settings on page 232):
a.
b.

In the Local Cursor field, if you do not check the Inherit Default Settings checkbox,
enable the radio button for the desired cursor type. Check or uncheck the Allow users to
override this setting checkbox.

In the Single Cursor Mode - Session Startup field, indicate whether the Video Viewer will
start up in single cursor mode. In the Single Cursor Mode - Release Keystroke field, select
the keystroke that will release the Video Viewer single cursor mode. Enable or disable the
Allow users to override these settings checkbox.

If you changed any settings, click Save.

Click Toolbar in the side navigation bar. The Toolbar Settings window will open.

If this is not the default profile, the Inherit Default Settings checkbox may be enabled or
disabled. When enabled, no other settings in this window may be changed.

In the Hide Delay field, select the number of seconds for the toolbar hide delay.

To add functions to be displayed in the toolbar, select one or more functions from the
Available Functions column, then click Add. The selected items will move to the Enabled
Functions column.

To add macros to be displayed in the toolbar, select one or more macros from the
Available Macros column, then click Add. The selected items will move to the Enabled
Macros column.

To remove functions or macros from display in the toolbar, select one or more items from
the Enabled Functions or Enabled Macros column, then click Remove. The selected items
will move to the Available Functions or Available Macros column.

Enable or disable the Allow users to override these settings checkbox.

If you changed any settings, click Save. The enabled functions will be displayed first in
the toolbar, followed by the enabled macros.

8. To change video settings (see Video profile settings on page 232):

a.
b.

Click Video in the side navigation bar. The Video Settings window will open.

In the Color Depth field, choose the desired value. Enable or disable the Allow users to
override these settings checkbox.

If users are allowed to override this setting, you may also enable or disable the Prohibit
users from selecting a higher value checkbox. When enabled, users may select a higher
color depth value than the current setting. When disabled, users may not select a higher
value, but they may select a lower value.

In the Video Scaling field, choose the desired value. Enable or disable the Allow users to
override these settings checkbox.

If users are allowed to override this setting, you may also enable or disable the Prohibit
users from selecting a higher value checkbox. When enabled, users may select a higher
video scaling value than the current setting. When disabled, users may not select a higher
value, but they may select a lower value.
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d. Inthe Background Refresh field, enable or disable background refresh. Enable or disable
the Allow users to override these settings checkbox.

e. Ifyou changed any settings, click Save.
9. Click Close.

To delete one or more KVM session profiles:

NOTE: The default KVM Session Profile cannot be deleted.

1. Click the Units tab.
2. Click Profiles in the top navigation bar.

3. To delete one or more profiles, click the checkbox to the left of the profile name. To delete all
profiles except the Default KVM Session Profile, click the checkbox to the left of Name at the
top of the list.

4. Click Delete. A confirmation dialog box will appear.

5. Confirm or cancel the deletion.

To assigh a KVM session profile to a target device:

1. Ina Units View window containing target devices (see Accessing Units View windows on

page 98), click on the target device name.

2. Click Properties in the side navigation bar, then click Profiles in the side navigation bar. The
Profiles window will open.

3. Select the desired profile.
4. Click Save and then click Close.

To assign a KVM session profile to multiple target devices:

1. Ina Units View window containing target devices (see Accessing Units View windows on
page 98), click the checkbox next to one or more target devices. To change the KVM session
profile for all target devices in the page, click the checkbox to the left of Name at the top of
the list.

Click Operations, then select Properties from the drop-down menu.
The Multiple Unit Properties window will open. Click Profile.
Select a KVM session profile from the menu.

Click Save and then click Close.
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Using Menu Commands to Manage Session Settings

KVM session profiles contain settings for the many following operations. In a profile, if the Allow
users to override this setting checkbox is enabled for a setting, or if a profile has not been assigned
to a target device, Video Viewer users connected to that target device may use the Video Viewer
menu commands/buttons described in this section.
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General commands

All of the following commands except enabling/disabling full screen mode may also be specified in
a KVVM session profile; see General profile settings on page 229.

To specify a key for toggling activation of the menu and toolbar:

1. Select Tools - Session Options from the Video Viewer menu or click the Session Options
button. The Session Options dialog box appears.
Click the General tab.
In the Menu Activation Keystroke field, select a keystroke from the menu.
Click OK. When you disable the menu and toolbar display, pressing the specified key
reenables the display.

To enable keyboard pass through:

1. Select Tools - Session Options from the Video Viewer menu or click the Session Options
button. The Session Options dialog box appears.

2. Click the General tab.

3. Select Pass-through all keystrokes in regular window mode.

4. Click OK.

To enable or disable full screen mode:

NOTE: The View - Full Screen command may only be used by the primary user. The command is not available to
non-primary users who are sharing the session.

1. To enable full screen mode, click the Maximize button or select View - Full Screen from the
Video Viewer menu. The desktop window will disappear and only the accessed device desktop
will be visible. The screen will be resized up to a maximum of 1024 x 768. If the desktop has a
higher resolution, then a black background will surround the full screen image. The floating
toolbar will appear.

2. Todisable full screen mode, click the Full Screen Mode button on the floating toolbar to return
to the desktop window.

Cursor commands

The mouse cursor and key for exiting single cursor mode commands may also be specified in a
KVM session profile; see Cursor profile settings on page 231.

The commands to enter and exit single cursor mode and the command to align the mouse cursors
cannot be set in a KVM session profile.

NOTE: If the target device does not support the ability to disconnect and reconnect the mouse (almost all newer
PCs do), then the mouse will become disabled and the device will have to be rebooted.
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To prevent potential mouse conflicts, you may configure certain settings on each server connected
to a managed appliance. For details, see the Mouse and Pointer Settings Technical Brief, which is
available on the DSView 3 software DVD and on the Avocent web site.

To change the mouse cursor setting:

1. Select Tools - Session Options from the Video Viewer menu or click the Session Options
button. The Session Options dialog box appears.

2. Click the Mouse tab.

3. Inthe Local Cursor panel, select a mouse cursor type.

4. Click OK.

To enter single cursor mode:

Select Tools - Single Cursor Mode from the Video Viewer menu or click the Single Cursor Mode
button. The local cursor will not appear and all movements will be relative to the target device.

NOTE: Single cursor mode is only available on supported Windows system clients.

To specify a key for exiting single cursor mode:

1. Select Tools - Session Options from the Video Viewer menu or click the Session Options
button. The Session Options dialog box appears.

Click the Mouse tab.
3. Inthe Single Cursor mode field, select a key from the menu.

4. Click OK. The key will be displayed in the title bar. When single cursor mode is enabled,
pressing the specified key returns the session to regular desktop mode.

To exit single cursor mode:
Press the key identified in the title bar.

To align the mouse cursors:

NOTE: The DSView 3 software cannot get constant feedback from the mouse, so occasionally the mouse on the
switch may lose sync with the mouse on the host system. If your mouse or keyboard no longer responds
properly, align the mouse to re-establish proper tracking. Alignment causes the local cursor to be aligned with the
cursor on the remote server. Resetting causes the appliance to simulate a mouse and keyboard reconnect at the
device as if you had disconnected and then reconnected them.

Click the Align Local Cursor button in the Video Viewer toolbar. The local cursor will align with
the cursor on the remote device.

If cursors drift out of alignment, turn off mouse acceleration in the device.
Toolbar commands

These commands may also be specified in a KVVM session profile; see Toolbar profile settings on
page 232.
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Video

To specify a toolbar hide time:

1. Select Tools - Session Options from the Video Viewer menu or click the Session Options
button. The Session Options dialog box appears.

2. Click the Toolbar tab.

3. Use the arrow keys to specify the number of seconds to delay the hiding of the toolbar.

4. Click OK to save the changes and close the dialog box.

To add or remove items in the toolbar:

1. Select Tools - Session Options from the Video Viewer menu or click the Session Options
button. The Session Options dialog box appears.

2. Click the Toolbar tab.

Enable the checkboxes for the items to display in the toolbar. Disable the checkboxes for the
items to remove from the toolbar.

4. Click OK to save the changes and close the dialog box.
commands

The color depth, scaling and background refresh commands may also be specified in a KVM
session profile; see Video profile settings on page 232. The refresh image button/command cannot
be set in a K\VVM session profile.

To adjust the color depth:
Select View - Color Depth from the Video Viewer menu, then.select the desired depth.

To change the Video Viewer window resolution:

NOTE: The View - Scaling command is not available if the Video Viewer window is in full screen mode or to
non-primary users of a shared session.

Select the View - Scaling command, then select the desired resolution. The default is 1024 x 768.
To enable or disable background refresh:

1. Select Tools - Session Options from the Video Viewer menu or click the Session Options
button. The Session Options dialog box appears.

2. Click the General tab.

3. Enable or disable the Background Refresh checkbox.

4. Click OK.

You may also use the Refresh Image command.

To refresh the screen:

Click the Refresh Image button in the Video Viewer toolbar or select View - Refresh from the Video
Viewer menu. The digitized video image will be completely regenerated.
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Mouse scaling command

Mouse scaling cannot be specified in a K\VVM session profile.

To prevent potential mouse conflicts, you may configure certain settings on each server connected
to a managed appliance. For details, see the Mouse and Pointer Settings Technical Brief, which is
available on the DSView 3 software DVD and on the Avocent web site.

To set mouse scaling:

1. Select Tools - Session Options from the Video Viewer menu or click the Session Options
button. 