Network Config (Route Info)

S By default, the AirStation receives RIP
(Route Information Protocol) informa-

@ http:/{192.166.11 4" 9 .
- tion only from your local network, and

BUFFALD - =
__Routing Information Setup__ @nete || doesn’t broadcast RIP at all. For large,
9 allo . .
WAN Side RIP Transmission [ SSRENE] complicated network configurations,
B LIERE WAN Side RIP Reception o 3 3 3 :
u may wish to modify this behavior.
» Locout LAN Side RIP Transmission yl. K y I h g desired
R-G54 LAN Side RIP Reception Click Apply when you have your desire
O wcom; | NN configuration.

'WAN Port . . .
e N — T Lower on the page, routing information
E IEANiCONTig| J Destination Address SUbnet Mask Gateway Metric Status is d1splayed Click Edit Routing Informa-

LAN Port Routing settings not registered, .

G e _Editouting nformation | _Display CurentStatus | tion to add a new route manually
El network connig |

Route Info

NAT

IP Filter

Intrusion Detector

Wireless Config |
Admin Config |
Diagnestic J
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Network Configuration (Edit Routing Information)

) AirStation Sattings - Mozilla Firefox

R e ooz

BUFFALO
EiEiation

LAN Config
Network Config

Itrusion Detector
e
Wireless Config
Admin Config
Diagnostic

J
J
J

Routing Information Setup - Editing of Routing Information l (N

Add New Rours @ HEL2_

S— L
R E—
e —

Routing Information @ #ELe_|

Destination adiress Subnet Mask Gateway Metric Status Operation
Rouing setup 5 notregisered

To configure a route manually, enter its
Destination Address and Gateway. Enter
a maximum number of hops allowable in
Metric and click Add.
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NAT

E5H| You may disable Network Address

e Translation and IPsec passthrough by
L0 unchecking the appropriate Enable boxes.
Network Address Translation Setup . LIS .
4 atio If you have a DMZ, enter its IP address
> HomE Adress Transiaton P gntls in the IP Address of DMZ box. Incoming
= LocouT Advanced Settings ket taini izabl
P TI evae packets containing no recognizable
[T — destination port information will be
E wancontig | IPsec Pass Through M enable . s
wanpot o] redirected to the DMZ’s IP address.
PPPOE
LAN Config J :
LANPort NAT Table @ Here | Cth Apply When done'
[ newwonconng | CPWANSERAIES B R e oruesits | To set a NAT table entry manually, click
uan _EdtAT T | Edit NAT Table.
Intrusion Detector
UPNP.
Wireless Config |
Admin Config |
| Diagnostic J
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> ArStoion ettings - Mol Fefox
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BUFFALO
AirStation
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Lapon Tom0s |

NAT Tabie @ et |

The At Trandsion Tatenas b soupyol.

NAT (Manual Entry)

From this page you may manually add
entries into the Address Translation
Table. Click Add New Group when each is
complete.
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i L]
[ hito://192168.11.1/cgi-bin/ cgitreq-tiio-52 ™ 3]
Packet Filter Settin, L8

* HOME

* Locout

Bl wancontig |
wanport
PPPoE

Bl wmconng |
Lanport
DHCP Server

B network contig |
Route o

ar
P Fiter

Wireless Config J
amin config |
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>

Log Output D enable

Basic Rules Information @ HEL®

Basic Rules Number of Packets
Rejectthe IDENT Request ol
Block Ping ffom WAN 0

1P Fitter Information @ #ELP

Direction Operation Saurce [P Address Destination P Adress Protacol Number of Packets

“The IP Fiter has not been configured yet

IP Filter

Your AirStation comes pre-configured
with basic rules. You may choose which
of these to use by clicking on Add/ Delete
Basic Rules and turning to page 36.

To make a custom rule, click on Configure
IP Filter (page 37).
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IP Filter (Add/Delete Basic Rules)

___ Hu|

Sl [ /19216611 jcorbin/eatren-tiéid-darenc-174d6e ] DG L |
| Gmel-bbo %

BUFFALO Packet Filter Settings - Add/Delete Basic Rules nee |

AirStation
LRetunto previos page |
TR Basic Rules Information @ #EL®
Baslc Rules Operation
Bl wan contig Deny Setup fom Wieless LAN
WA port Deny Setup fom Wired LN (3]
prpoE DerySetup over WS >
Bl ancontis | pronintneTandmeroson0s Roung (5]
LAN port Rejectthe IDENT Reguest (M)
DHCP server Block Pl from AN ()

Bl network contg
wr
e

tack bocking trowat
wenp.

Bl wiretess contig |
noss.
021y

MAC access it
admin confia |
diagnostic |

Get here by clicking on Add/ Delete Basic
Rules (see page 35). You may choose which
of AirStation’s preconfigured basic rules

are enabled or disabled. Active rules are
displayed with a green background, and
disabled rules are shown in red. Choose
the rules you want to use by clicking under
Operation. When your choices are complete,
click on Initialize.
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IP Filter (Configure IP Filter)

pEmmprarrE I EEE  Clicking on Configure IP Filter from the IP
- s 3w filter page (page 35) will bring you to this
(o ] J  page, where you can make your own rules.
ﬂ’i’ F;t” Click Add Rule when you have each rule
== configured the way you want it.

1P Address Based Filter @ WELe )

operaton (e
El wancontig | [Direstion

WHR-G54S
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@TCRUDP
Bl networcconng | ot
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o L pule |
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1P Filter Information @ MEL®_

attack blocking (firewall)
upp. Direction Operation Source IP Address Destination IP Address Protocol Number of Packet Custy
Bl wiretess contig | Tne IP Fiter has not been configured yet
hoss

80211

MAC access it
admin config |
diagnostic )
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Network Configuration (Intrusion Detector)

PETETE T s To enable intrusion detector, choose

C0 @) 23 [ 07152165111 [carbin/carreq-ta-108rena-16741 16560 " 9 @G Enable or Enable (Apply paCket ﬁlter rules}
BUFFALD e from the Intrusion Detector drop-down
R R ] box. If packet filter rules are applied,
sy G packets will be filtered with packet filter
B ooy ) 8 et I rules before Intrusion Detector is applied.

PPPoE ‘Sender Emal Adaress

o | aute e = Blocking IP spoofing blocks packets from
Pl 00 devices using an IP address that is not

r their own.

1P Fitter [ Pop-up Notification

e ety e P oy o i, e mrssin oo i o e | 111 the Threshold Value box, enter the

Wiretess Contig ) 19 10 L . f ! h

Admin contig |
B et number o tlme's an e\(ent .as to occur

SRR - P— before you receive notification.

To configure your email alerts, enter your
email address and mail server information.
You may make up a sender email address,
such as “alert@router.com”. Alert emails will appear to come from this address.

Intrusion detector also blocks unauthorized access attempts and suspicious traffic from
WAN-side devices (the internet).
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) AirStation Settings - Mozilla Firefox . You may disable Ul’liVCI'Sal Plug and
_ sl Play functionality by unchecking
AP ) G Enable here. Note that Windows (MSN)

Messenger will not function correctly

BUFFALD UPNP Setup !ﬂ,
i with UPnP disabled.

AirSt

UPNP Function [ Enable

| WANConfig |

| LAN config J

=)l Network Config |
Route Info

NAT
IP Fitter
Intrusion Detector
uPhp
- Wireless Config |
| Adminconfig |
| Dpiagnostic J
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AOSS

) AirStation Settings - Mezilla Firefox ]

Co@ D
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BUFFALO
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| HELP
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| AOSS Button on the AirStation Unit ) Enable

=
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E
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80211

{ B

MAC accoss fmit
7 admin contia |
£l puagnoste

Clicking Start AOSS Sequence has the same
function as pushing the AOSS button on the
router: it initiates the AOSS process.

If all your clients support AOSS, it’s very
simple to set them up. Press the AOSS
button on the router, or the one on this
page, and then push the AOSS button on
the client device.

Each client device will have to be set up
seperately. Wait for each AOSS process to
finish before starting the next one.

Consult your client device’s documentation
for the location of its AOSS button.
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