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INTRODUCTION

Thank you for purchasing the Belkin Enhanced Wireless Modem Router (the Router). Following are two short sections—the first
discusses the benefits of home networking, and the other outlines best practices that maximize your wireless home network range
and performance. Please be sure to read through this User Manual completely, and pay special attention to the section entitled
“Placement of your Enhanced Wireless Modem Router” on page 2. By following our simple setup instructions, you will be able to
use your Belkin Home Network to:

. Share one high-speed Internet connection with all the computers in . Share documents, music, video, and digital pictures
your home
. Store, retrieve, and copy files from one computer to another
. Share resources, such as files and hard drives, among all the
connected computers in your home . Simultaneously play games online, check Internet email, and chat

. Share a single printer with the entire family

Advantages of a Wireless Network

Here are some of the advantages of setting up a Belkin Wireless Network:

. Mobility — you’ll no longer need a dedicated “computer room”— . Easy expansion — the wide range of Belkin networking products let
now you can work on a networked laptop or desktop computer you expand your network to include devices such as printers and
anywhere within your wireless range gaming consoles

. Easy installation — Belkin’s Setup Assistant software makes . No cabling required - you can spare the expense and hassle of
setup simple retrofitting Ethernet cabling throughout the home or office

. Flexibility — set up and access printers, computers, and other . Widespread industry acceptance — choose from a wide range of
networking devices from anywhere in your home interoperable networking products




Placement of your Enhanced Wireless Modem Router

Important Factors for Placement and Setup

Your wireless connection will be stronger the closer your computer is
to your Router. Typical indoor operating range for wireless devices is
between 100 and 200 feet.

In the same way, your wireless connection and performance will degrade
somewhat as the distance between your Router and connected devices
increases. This may or may not be noticeable to you. As you move
further from your Router, connection speed may decrease. Factors that
can weaken signals simply by getting in the way of your network’s radio
waves are metal appliances or obstructions, and walls.

If you have concerns about your network’s performance that might

be related to range or obstruction factors, try moving the computer to

a position between five and 10 feet from the Router in order to see if
distance is the problem. If difficulties persist even at close range, please
contact Belkin Technical Support.

Note: While some of the items listed below can affect network
performance, they will not prohibit your wireless network from
functioning; if you are concerned that your network is not operating at
its maximum effectiveness, this checklist may help.

1. Router Placement

Place your Router, the central connection point of your network, as
close as possible to the center of your wireless network devices.

To achieve the best wireless network coverage for your “wireless clients”
(i.e., computers enabled by Belkin Wireless Notebook Network Cards,
Wireless Desktop Network Cards, and Wireless USB Adapters):

. Ensure that your Router’s networking antennas are parallel to each
other, and are positioned vertically (toward the ceiling).

. In multistory homes, place the Router on a floor that is as close
to the center of the home as possible. This may mean placing the
Router on an upper floor.

. Try not to place the Router near a cordless 2.4GHz phone.

2. Avoid Obstacles and Interference

Avoid placing your Router near devices that may emit radio “noise,”
such as microwave ovens. Dense objects that can inhibit wireless
communication include:

. Refrigerators

. Washers and/or dryers

. Metal cabinets

. Large aquariums

. Metallic-based UV tinted windows

If your wireless signal seems weak in some spots, make sure that
objects such as these are not blocking the signal’s path (between your
computers and Router).




3. Cordless Phones

If the performance of your wireless network is impaired after attending
to the above issues, and you have a cordless phone:

Try moving cordless phones away from your Router and your
wireless-enabled computers.

Unplug and remove the battery from any cordless phone that
operates on the 2.4GHz band (check manufacturer’s information). If
this fixes the problem, your phone may be interfering.

If your phone supports channel selection, change the channel on
the phone to the farthest channel from your wireless network. For
example, change the phone to channel 1 and move your Router to
channel 11. See your phone’s user manual for detailed instructions.

If necessary, consider switching to a 900MHz or 5GHz
cordless phone.

4. Choose the “Quietest” Channel for your Wireless Network

In locations where homes or offices are close together, such as
apartment buildings or office complexes, there may be wireless
networks nearby that can conflict with yours.

Use the Site Survey capabilities found in the Wireless Utility of your
wireless adapter to locate any other wireless networks that are available
(see your wireless adapter’s user manual), and move your Router and
computers to a channel as far away from other networks as possible.

. Experiment with more than one of the available channels, in
order to find the clearest connection and avoid interference from
neighboring cordless phones or other wireless devices.

. For Belkin wireless networking products, use the detailed Site
Survey and wireless channel information included with your
wireless network card. See your network card’s user guide for
more information.

These guidelines should allow you to cover the maximum possible area
with your Router. Should you need to cover an even wider area, we
suggest the Belkin Wireless Universal Range Extender/Access Point.




5. Secure Connections, VPNs, and AOL

Secure connections typically require a user name and password, and
are used where security is important. Secure connections include:

. Virtual Private Network (VPN) connections, often used to connect
remotely to an office network

. The “Bring Your Own Access” program from America Online (AOL),
which lets you use AOL through broadband provided by another
cable or DSL service

. Most online banking websites

. Many commercial websites that require a user name and password
to access your account

Secure connections can be interrupted by a computer’s power
management setting, which causes it to “go to sleep.” The simplest
solution to avoid this is to simply reconnect by rerunning the VPN or
AOL software, or by re-logging into the secure website.

A second alternative is to change your computer’s power management
settings so it does not go to sleep; however, this may not be appropriate
for portable computers. To change your power management setting
under Windows, see the “Power Options” item in the Control Panel.

If you continue to have difficulty with Secure Connections, VPNs, and
AOL, please review the steps above to be sure you have addressed
these issues.




PRODUCT OVERVIEW

Product Features

In minutes you will be able to share your Internet connection and network your computers. The following is a list of features that make your new Belkin
Enhanced Wireless Modem Router an ideal solution for your home or small office network.

Works with Both PCs and Mac® Computers

The Router supports a variety of networking environments including Mac
0OS® 8.x, 9.x, X v10.x, Linux®, Windows® 98, Me, NT®, 2000, XP, Vista®,
and others. All that is needed is an Internet browser and a network
adapter that supports TCP/IP (the standard language of the Internet).

Network Status Display

Lighted LEDs on the front of the Router indicate which functions are in
operation. You'll know at-a-glance whether your Router is connected to
the Internet. This feature eliminates the need for advanced software and
status-monitoring procedures.

Web-Based Advanced User Interface

You can set up the Router’s advanced functions easily through your web
browser, without having to install additional software onto the computer.
There are no disks to install or keep track of and, best of all, you can
make changes and perform setup functions from any computer on the
network quickly and easily.

NAT IP Address Sharing

Your Router employs Network Address Translation (NAT) to share the
single IP address assigned to you by your Internet Service Provider
while saving the cost of adding additional IP addresses to your Internet
service account.

SPI Firewall

Your Router is equipped with a firewall that will protect your network
from a wide array of common hacker attacks including IP Spoofing,
Land Attack, Ping of Death (PoD), Denial of Service (DoS), IP with zero
length, Smurf Attack, TCP Null Scan, SYN flood, UDP flooding, Tear
Drop Attack, ICMP defect, RIP defect, and fragment flooding.

Integrated 10/100 4-Port Switch

The Router has a built-in, four-port network switch to allow your wired
computers to share printers, data and MP3 files, digital photos, and
much more. The switch features automatic detection so it will adjust to
the speed of connected devices. The switch will transfer data between
computers and the Internet simultaneously without interrupting or
consuming resources.




Universal Plug and Play (UPnP)

UPNP is a technology that offers seamless operation of voice
messaging, video messaging, games, and other applications that are
UPnP-compliant.

Support for VPN Pass-Through

If you connect to your office network from home using a VPN
connection, your Router will allow your VPN-equipped computer to pass
through the Router and to your office network.

Built-In Dynamic Host Configuration Protocol (DHCP)

Built-In Dynamic Host Configuration Protocol (DHCP) on-board makes
for the easiest possible connection of a network. The DHCP server will
assign IP addresses to each computer automatically so there is no need
for a complicated networking setup.

Setup Assistant

The Setup Assistant, second generation of Belkin’s renowned Easy
Install Wizard, takes the guesswork out of setting up your Router. This
automatic software determines your network settings for you and sets
up the Router for connection to your Internet Service Provider (ISP). In a
matter of minutes, your Router will be up and running on the Internet.

NOTE: Setup Assistant software is compatible with Windows 2000,
XP, and Vista, and Mac OS X v10.x. If you are using another operating
system, the Router can be set up using the Alternate Setup Method
described in this User Manual (see page 27)

Integrated Enhanced Wireless Access Point

Enhanced is an exciting new wireless technology that achieves
data rates of up to 150Mbps. Actual throughput is typically lower
than the connected data rate and will vary depending on your
networking environment.

NOTE: The standard transmission rate —150Mbps—is the physical data
rate. Actual data throughput will be lower.

MAC Address Filtering

For added security, you can set up a list of MAC addresses (unique
client identifiers) that are allowed access to your network. Every
computer has its own MAC address. Simply enter these MAC addresses
into a list using the Web-Based Advanced User Interface and you can
control access to your network.




KNOWING YOUR MODEM ROUTER

3
Package Contents Setup Assistant Software System Requirements
. Belkin Enhanced Wireless Modem Router . A computer running Windows 2000, XP, or Vista; or
. Quick Installation Guide Mac OS X v10.x
. Belkin Setup Assistant Software CD . Minimum 1GHz processor and 512MB RAM
. RJ11 Telephone Cord . Internet browser

. RJ45 Ethernet Networking Cable

. ADSL (Asymmetric Digital Subscriber Line) Micro Filter*
. Power Supply

. User Manual on the Setup Assistant CD

*ADSL micro filter varies by country. If it’s not included, you will need to
purchase one.

System Requirements

. An active ADSL service with a telephone wall jack for connecting
the Router

. At least one computer with an installed network interface adapter

. TCP/IP networking protocol installed on each computer

. No other DHCP server on your local network assigning IP
addresses to computers and devices

. Internet browser




Internet Connection Settings

The Setup Assistant contains a database of Internet Service Providers
(ISP) in each country to help you set up your Router quickly. If your ISP
is not on the list, please collect the following information from your ISP
before setting up the Router:

Internet connection protocol: (PPPoE, PPPoA, Dynamic

IP, Static IP)

Multiplexing method or Encapsulation: _____ (LLC or VC
MUX)

Virtual circuit: VPI (Virtual Path Identifier) ____ (@ number

between 0 and 255)

VCI (Virtual Channel Identifier)
and 65535)

(@ number between 1

For PPPoE and PPPoA users: ADSL account user name
and password

For static IP users: IP Address __

Subnet Mask __

Default Gateway Server

IP address for Domain Name Server ___
by your ISP)

(If given




Knowing your Router

The Router has been designed to be placed on a desktop. All of the
cables exit from the rear of the Router for better organization and utility.
The Network Status Display is easily visible on the FRONT of the Router
to provide you with information about network activity and status. See
the Network Status Display Guide for more detailed information.




A. Security @

OFF
Solid Green

Flashing Green

B. Wireless-Computer Status /H))

OFF

Solid Green

Blinking Amber

Wireless security is OFF
Wireless security is ON

WPS sync is in progress

Wireless computer is not present

Wireless computer is connected
to the Router

Problem with wireless computer
connecting properly to the Router

C. Wired-Computer Status @
OFF

Solid Green

Blinking Amber

D. Router/Power Status ﬂ»)

Wired computer is not present

Wired computer is connected to
the Router

Problem with wired computer
connecting to the Router

When you apply power to the Router or restart it, a short period of time
elapses while the Router boots up. During this time, the “router” icon
blinks. When the Router has completely booted up, the “router” icon
becomes a solid light, indicating the Router is ready for use.

OFF
Blinking Green

Solid Green

Router is off
Router is booting up

Router is on and ready
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E. ADSL Line Status 2]

This icon lights in green to indicate that your modem is connected
properly to the Router. It turns amber when problem is detected.

OFF

Blinking Green

Solid Green

Blinking Amber

Router is NOT connected to a
functioning ADSL line

Router is attempting to connect
to the ADSL line

Router is connected to an
ADSL service and is functioning

properly
Problem with ADSL line

F. Internet Status @

This unique icon shows you when the Router is connected to the
Internet. When the light is off, the Router is NOT connected to the
Internet. When the light is blinking amber, the Router is attempting to
connect to the Internet. When the light is solid green, the Router is
connected to the Internet. When using the “Disconnect after x minutes”
feature, this icon becomes extremely useful in monitoring the status of
your Router’s connection.

Router is NOT connected to the

OFF Internet

Router is attempting to connect

Blinking Green to the Internet

Router is connected to

Solid Green the Internet

11



G. Connection to ADSL —a - Gray
This port is for connection to your ADSL. Connect your ADSL to this
port. An RJ11 telephone cord is provided in the package.

H. Connections to Wired Computers - Yellow Eﬂ

Connect your wired {(non-wireless) computers to these ports. These
ports are RJ45, 10/100 auto-negotiation, auto-uplinking ports for
standard UTP category 5 or 8 Ethernet cable. The ports are labeled 1
through 4, with onboard LEDs on the connectors,

|l. Reset Button

The “Reset” button is used in rare cases when the Router may function
improperly. Resetting the Router will restore the Router’s normal
operation while maintaining the programmed settings. You can also
restore the factory default settings by using the “Reset” button. Use the
restore option in instances where you may have forgotten your custom
password.

i. Resetting the Router

Push and release the “Reset” button. The lights on the Router will
momentarily flash. The “Router” light will begin to blink. When the
“Router” light becomes solid again, the reset is complete.

ii. Restoring the Factory Defaults

Press and hold the “Reset” button for at least 10 seconds, then
release it. The lights on the Router will momentarily flash. The
“Router” light will begin to blink. When the “Router” light becomes
solid again, the restore is complete.

J. Power Jack - Black

Connect the included 15V/.08A DC
power supply to this jack.

K. WPS Push Button

This button is for the Wi-Fi Protected
Setup feature. Refer to the “Changing
the Wireless Security Settings” section
for more details.

12




CONNECTING AND CONFIGURING YOUR MODEM ROUTER

Verify the contents of your box. You should have the following:

Belkin Enhanced Wireless Modem Router
RJ11 Telephone Cord

RJ45 Ethernet Networking Cable

Power Supply

Belkin Setup Assistant Software CD

User Manual on CD

Micro Filter (if your ISP line requires one)
Quick Installation Guide

4

Setup Assistant

Belkin has provided our Setup Assistant software to make installing
your Router a simple and easy task. You can use it to get your Router
up and running in minutes. The Setup Assistant requires that your
computer be connected directly to your Router and that the Internet
connection is active and working at the time of installation. If it is not,
you must use the “Alternate Setup Method” section of this User Manual
to configure your Router. Additionally, if you are using an operating
system other than Windows 2000, XP, or Vista, or Mac OS X v10.4 and
v10.5, you must set up the Router using the “Alternate Setup Method”
section of this User Manual.

13



Step 1: Hardware Connections

1.1 Brand-New Setup

Follow these steps if you are not replacing an existing modem. If you are
replacing an existing modem, skip to the next section, “Replacing an
Existing Modem or Modem Router”, starting on page 15.

1.

Unpack your new Router from the box and place it next to your
computer. Raise the Router’s antennas.

Retrieve the yellow RJ45 cable that was included with your Router.
First, connect one end to any yellow port labeled “Wired” on the
back of your Router. Then, connect the other end to the networking
port on the back of your computer.

Retrieve the included gray RJ11 phone cord. Connect one end to
the gray port labeled “ADSL line” on the back of your Router. Then
connect the other end to your ADSL connection (either a wall jack
or an ADSL splitter).

Note: Some ADSL connections require a micro filter. Your ADSL
provider can tell you if you need one. Belkin includes a micro filter
in regions known to use them. You may or may not have received
one in your box.

Plug your Router’s power supply into the black port labeled
“Power” on the back of your Router

Wait 20 seconds for the Router to start up. Look at the display on
the front of the Router. Make sure the “Wired” and “Router” icons
are lit up in green. If they are not, recheck your connections.

14
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1.2 Replacing an Existing Modem or Modem Router

Follow these steps if you currently have a modem or a modem router 3. Locate the cable that connects your old modem to the ADSL wall
that you will be replacing with your new Router. jack. Unplug it from your old modem and then connect it to the
gray port labeled “ADSL line” on the back of your Router.
Important: Please unplug the power adapter of your old modem from
your wall outlet first. 4.  Plug your Router’'s power supply into the black port labeled
“Power” on the back of your Router.
1.  Unpack your new Router from the box and place it next to your old Y
modem. Raise the Router’s antennas. Unplug your old modem’s 5. Wait 20 seconds for the Router to start up. Look at the display on
power cord. the front of the Router. Make sure the “Wired” and “Router” icons

are lit in green. If they are not, recheck your connections.
2. Locate the cable that connects your old modem to your computer. g y y

Unplug that cable from your old modem, and plug it into any yellow
port labeled “Wired” on the back of your new Router.

Run the Setup Assistant from the computer that is
directly connected to the Router from Step 1.1B.

15



Step 2: Set Up the Router - Run the Setup Note for Windows Users: If the Setup Assistant does not start
: up automatically, select your CD-ROM drive from “My Computer”
Assistant Software and double-click on the file named “SetupAssistant” to start the
Setup Assistant.
1.  Shut down any programs that are running on your computer at Select Country
this time.

Select your country from the drop-down box. Click “Begin” to continue.

Turn off any firewall or Internet-connection-sharing software on
your computer.

2. Insert the CD into your computer. The Setup Assistant will
automatically appear on your computer’s screen within 15 BELKIN. Setup CD
seconds. Click on “Setup Assistant” to run the Setup Assistant.
Follow the instructions there.

Viergion 1.1.0

W2 el <u. . (&
BELKIN. Setup CD “C: rt'-'— o i I?

Before you begin, we need to know your country so we can show you the correct
configuration options for your area

User Manual

= — UK ¥
r-:.:.) l_- @ ||| ['--' _]
Network Status =2 + R -
Manual Setup
PR This software was created to make setting up a wireless network easy. This tool does
SESA ST the hard stuff, so you don't have to. ( /
Language Cancel [\, Bﬂglﬂ |
Quit Setup Assistant « Sgtup your Network now
User Manual < Open the User Manual

Note to US model owner: To comply with US FCC regulation, the country

Help selection function has been completely removed from all US models. The
Encich, Ecoored, Procoio, Detech, Nodledond, e, o 110, ook Bl #1301 above function is for non-US models only.

16



CONNECTING AND CONFIGURING YOUR MODEM ROUTER

4
Confirmation Screen Progress Screen
Verify that you have completed all QIG steps by checking the box to the Setup Assistant will show you a progress screen each time a step in the
right of the arrow. Click “Next” to continue. setup has been completed.

Version 1.1.0 Version 1.1.0
BELKIN. Setup CD BELKIN. Setup CD

Make sure that you have completed all steps on the Quick Installation Guide

=} 1. Checking settings on computsr and Router 5sac

BELKIN. e ey . 2. Verifying hardwara connections 15sec

3. Naming your network 15 sec

4. Requesting your Intemet account info (if needed) 0-5min

User Manual User Manual ORI e Rl Tavn
6. Checking connection 10 the internet 10 sec

Optional: Azeietance connecting other computore. 6 16 min

=) W |have completed all Quick Instaliation Guide steps

~ Cancel ) | Back I Next

Enhanced Wireless Modem Router 1 7



CONNECTING AND CONFIGURING YOUR MODEM ROUTER

2.1 Checking Settings

The Setup Assistant will now examine your computer’s network settings
and gather information needed to complete the Router’s connection to

the Internet.

BELKIN. Setup CD

=» Step 1 of 6: Checking settings on computer and Router

Checking for connection to Router

User Manual ’_

Quit

Help

Version 110

4

2.2 Verifying Hardware Connections

The Setup Assistant will now verify your hardware connection.

BELKIN.

User Manual

Setup CD

1. Checking settings on computer and Router

2. Verifying hardware cenneclions

3. Naming your network

4. Requesting your Internet account info (if needed)
5. Configuring the Router

6. Checking connection to the intemet

Optional: Assistance connecting other computers.

Version 110

OK

15 sec
i5sec
0-5min
1 min

10 sec

5-18min

Enhanced Wireless Modem Router
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CONNECTING AND CONFIGURING YOUR MODEM ROUTER

2.3 Naming your Wireless Network

The Setup Assistant will display the default wireless network name or
Service Set Identifier (SSID). This is the name of your wireless network
to which your computers or devices with wireless network adapters
will connect. You can either use the default or change it to something
unique. Write down this name for future reference.

BELKIN.

User Manual

Quit

Verson 1.1.0

Setup CD

Step 3 of 6: Naming your network

This will be the name you will look for when connecting o your Router from wircless
computers. it's a good idea to change it to something unigue, in case there are sther Belkin
routers with the same name in your neighborhocd

NetworkName | Belkin_G+MIMO_ADSL_123456

\: Cancel /J I; Back Next |

4

2.4 Requesting Internet Account Info (if needed)

Select your ISP from the drop-down boxes.

BELKIN.

User Manual

Quit

Setup CD

Step 4 of 6: Intemnet account info

Version 1.1.0

The Router needs a bit mere information to connect to the Internet When you tell us whoe
provides your service, we can configure most of this.

Intemet Service Provider (ISF)

Please selecta provider..
Plaa: ider...

BT Broadband
Bulideg
Demen

Force 8

Karoo

Nildram

NTL ADSL
Other (Generic)
Pipex

Plushet
Supanet

| TalkTalk

|

fere

Enhanced Wireless Modem Router
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CONNECTING AND CONFIGURING YOUR MODEM ROUTER

4
If your Internet account requires a login and password, you will be 2.5 Configuring the Router
rompted with a screen similar to the illustration below. Click “Next” . . . .
Fo cor?tinue The Setup Assistant will now configure your Router by sending data to
’ the Router and restarting it. Wait for the on-screen instructions.
Note: Do not disconnect any cable or power off the Router while the
Router is rebooting. Doing so will render your Router inoperable.
Versson 1.1.0 Varsson 1.1.0
BELKIN. Setup CD BELKIN. Setup CD

Siep 4 of 6: Inlermnetl account info - manual enlry

Enter the following information needed for the connection type vou chase on the last screen. 1. Checking settings on computer and Router oK

Your ISP provided this information. 2 Verifﬂ‘ng hardware connections oK
AOL 3. Naming your network oK
User Name 4. Requesting your Internet account info (if needed) Info Needed

User Manual [sonn@ntyse net User Manual 5 Coiguring the Rootear Tl
Eamiie: u 6. Checking connection to the internet 10sec
Password
Quit 'T Quit

T view Passwaid Dptional; Aggictance connecting other computere, &- 18 min

( cancel ) [ Back | Nea )

Enhanced Wireless Modem Router 20



CONNECTING AND CONFIGURING YOUR MODEM ROUTER

2.6 Checking Internet Connection

We are almost done. The Setup Assistant will now check your

connection to the Internet.

BELKIN. Setup CD

Connecting to the Intemet

User Manual

[

-> Step 6 of 6. Checking connection to the Internet

Quit

Version 1.1.0

4

Congratulations

You have finished installing your new Belkin Router. You will see the
Congratulations screen when your Router can connect to the Internet.
You can begin surfing by opening your browser and going to any

website.

You can use the Setup Assistant to set up your other wired and wireless
computers to connect to the Internet by clicking “Next”. If you decide
to add computers to your Router later, select “Finish—return to Main
Menu” and then click “Next”.

BELKIN. l

User Manual

L
¢

Version 1.1.0
Setup CD

Congratulations - Your Rouler is set up and you may now surf the web!

ﬁ;_i (“J“ *J_‘a

wire roitar moglem intarnat

There is one more optional slep- assistance wilh connacling additional wired and
wireless computers to your network. The Selup Assistant provides tips and
troubleshooting help for this.

& continue with tips for connecting othercomputers.

T Finish - return to Main Menu

cancel ) Next |

Enhanced Wireless Modem Router
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CONNECTING AND CONFIGURING YOUR MODEM ROUTER

4

Troubleshooting 2.7 Optional: Assistance Connecting Other Computers

If the Setup Assistant is not able to connect to the Internet, you will see This optional step will help you to connect additional wired and wireless
the following screen. Follow the on-screen instructions to go through the computers to your network. Follow the on-screen instructions.
troubleshooting steps.

Version 1.1.8 Verson 110
BELKIN. Setup CD BELKIN. Setup CD

Intemet account information nol accepled Optional: Assisiance connecling other compulers

YourISP did not accept the settinas shown below whan we tried to connect. Please examine
them closely to see If anything is incorrect.

At this point vour roter is set up and working property, and vou can sur the internet. It is
now lime to connect your other computers 1o the router

Account Settings Modem Settings Connecting computers wirelessly
. _ omputers with wireless network adapters can use this network. If vou still need to
UserName John@MyISP. net 10 p
R = VELQ install those adapters, do this now. Then follow their instructions on how to connect.
Password el VCI: 38 Whan o de a0, Inak far yeur netwnic Belkin G+MIMO ADSL 123456
ser Manus: = e g hi =
User Manual View Password 0 Encapsulation: 11¢ User Manual

Connecling computers with wired cables

Computers with wired network adapters can also use this netwerk If you still need to
Quit install those adapters, do this now. Then simply connect an Ethernet cable between
your compuiers network port and one of the available LAN ports (labeled:
connections 1o compulers’) the back of this rouler,

Sanice Name:

Connect on Demand
No  Time-Out 0 arin

Are the seftings listed above corract? Yes @ No NotSure
When you are done with &l this click "Next™.

( cancal | ( Back S ([ cancel ) [ O

Enhanced Wireless Modem Router 22



Once you have verified that your other wired and wireless computers are

properly connected, your network is set up and working. You can now
surf the Internet. Click “Next” to return to the main menu.

BELKIN. Setup CD
Congratulations - You have a wireless network
iﬁrl <o @

User Manual ireless wired router modem intemat
Quit

Your Belkin_G+MIMO_ADSL_123458 network is now set up and working

Click "Mext" to finish up

Cancal | Back Next

Step 3: Set Up Wireless Security — Run the Security Assistant
Software

Now that your network is set up and working, it is recommended that
you turn on wireless security to prevent unauthorized access to your
network from neighboring wireless-enabled computers. The Security
Assistant will guide you through the process. Click “Security Assistant”
and follow the on-screen instructions.

Run the Setup Assistant from the computer that is
directly connected to the Router from Steps 1.1B and 1.2B.

BELKIN. Setup CD

Main Menu =

< This tool can automatical

Setup Assistant

Securily Assistanl

y configure your Router and computer,

< This tool can Hielp you secire your wirsiess network fron

Network Status
Manual Setup

User Manual

Language
Quit ‘P)‘C[ﬁ#) ‘*X[Xﬂi] E!$§§ ?_"5.‘01
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CONNECTING AND CONFIGURING YOUR MODEM ROUTER

Progress Screen

The Security Assistant will show you a progress screen each time a step
has been completed.

Version 110

BELKIN. Setup CD

1. Checking settings in Belkin Router

2. Picking the security type

3. Creating the network key that will enable full access
4. Enabling limited guest acccess (if applicable)

\SBr Manisd 5. Configuring the Belkin Router

6. Entering the key into your other wireless computers
7. Verifying that all computers can still access your network

Quit

( cancal ) ([ Bace | New )

4

3.1 Picking the Security Type

Select the security type for your wireless network and click “Next”
to continue.

Versian 11,0

BELKIN. Setup CD

Siep 2 of 7: Picking the security type

Thers are two wireless-sacurity technologies—WPA2 and WEP. WPAZ is much more
secure, while WEP is compatible with older network adapters.

Unless you know that your network adapters will only work with WEP, we suggest that you
try WPAZ2 first. Many adapters can be upgraded to work with WPAZ2. You will have a chance
in this assistantto test out your computers with this, and to revert to WEP if necessary.

User Manual

* WPA2 (WiFi@ Protected Access, Compatible with earlier WPA)

Quit

7

(Wired Equivalent Privacy)
L& Disabled  No Security

. Cancal ( Back Next

-/

Enhanced Wireless Modem Router
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CONNECTING AND CONFIGURING YOUR MODEM ROUTER

3.2 Creating a Network Key

Enter a network key (PSK) for your wireless network and click “Next”

to continue.

BELKIN.

User Manual

Quit

Version 1.1.8
Setup CD

Step 3 of 7: Creating a Network Key

The kev functions like a password. except that ance itis entered into your other wireless
computers, it stays there. Those computers will always have access to your network unless
you change the key on the Router.

For a secure key, we suggest an easy-to-remember phrase with space, some punctuation
and some words that you can'tfind in a dictionary. For example, "My favorite petis Rex!”, or
“Pop's place of birth is Wamer Springs™. The phrase can be between B and 63 characlers
long.

Network Key PSK
|GoBelkin123

4

3.3 Transferring the Key

After setting up your wireless security, you will have to transfer
the network key to each of your wireless computers. Click on
“Transfer Key” if you have a USB flash drive. Follow the on-screen
instructions, or click on “Print” to print the information. Manually
enter it to each wireless computer. Then, click “Next” to continue.

Version 1.1.0

BELKIN. Setup CD

Step 6 of 7: Transferring the key to your wireless computers

You will now need to transfer the key 1o vour wireless computers or devices. This can be
done easily with a thumb drive (ais0 known as a fiash drive). If you do not have one, print or
write the information shown below and then manually enter it into each wireless computer,
Instructions for connecting are included in the prinfouts.

User Manual
Network Key
Quit GoBalkinlzd
. lfanmerkey | | rom
r"
. Cancel y | Back Next )

Enhanced Wireless Modem Router
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CONNECTING AND CONFIGURING YOUR MODEM ROUTER

4

3.4 Verifying the Connection Congratulations

Once you have verified that your wireless computers are properly
connected, your wireless network is set up and secured. You now
can run your network wirelessly and securely. Click “Finish” to take
you back to the main menu.

If all your wireless computers are able to connect to the Router, click
“Next”. If you are having trouble, select “l had problem with at least one
computer” and click “Next”. Then, follow on-screen instructions.

Version 1.1.0

BELKIN. Setup CD

Siep 7 of 7: Verifying your compulers can connecl

Did you have trouble getting any of vour computers to connect to vour network now that its

BELKIN.

Version 110
Setup CD

Congralulations - Your security sefup is OK2

YourBelkin N ADSL 122456 network is now secure. You can enjoy the benefits of wireless
access with excellent security

secure?

# Al computers were able lo connect successfully. Enjoy your nefwork.

1 had problems with at least one computer. Network Key

User Manual

User Manual

CoBelkinli3

Printe |

Quit Quit
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ALTERNATE SETUP METHOD

Step 1: Hardware Connections - Follow the Quick Installation Guide

See the QIG or Step 1: Hardware Connections from the previous section.

Step 2: Set your Computer’s Network Settings to Work with a DHCP Server

See the section in this User Manual called “Manually Configuring Network Settings” for directions.

Step 3 Configure the Router Using the Web-Based Advanced User Interface

Using your Internet browser, you can access the Router’s Web-Based Advanced User Interface. In your browser, type “192.168.2.1” (you do not need
to type in anything else such as “http://” or “www?”). Then press the “Enter” key.

Address 192,1658.2.1
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Logging into the Router

You will see the Router’s home page in your browser window. The home
page is visible to any user who wants to see it. To make any changes

to the Router’s settings, you have to log in. Clicking the “Login” button
or clicking on any one of the links on the home page will take you to

the login screen. The Router ships with no password entered. In the
login screen, leave the password blank and click the “Submit” button to
log in.

% Login

Before you can change any settings, you need to log in with a
password, If you have not vet set a custorn password, then leave
this field blank and click "Submit."

—

Password

Default = leave blank

Clear I Submit |

Logging out of the Router

One computer at a time can log into the Router for the purposes of
making changes to the settings of the Router. Once a user has logged in
to make changes, there are two ways that the computer can be logged
out. Clicking the “Logout” button will log the computer out. The second
method is automatic. The login will time out after a specified period of
time. The default login time-out is 10 minutes. This can be changed from
one to 99 minutes. For more information, see the section in this manual
titled “Changing the Login Time-Out Setting”.
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USING THE WEB-BASED ADVANCED USER INTERFACE

Understanding the Web-Based Advanced User Interface

The home page is the first page you will see when you access the Advanced User Interface (Ul). The home page shows you a quick view of the
Router’s status and settings. All advanced setup pages can be reached from this page.

(13) @ 3 @ ©

I BELKIN. | Roufer sotup
|

| LAN Setup

Home | Help | Login Intemet Status: Ho Connac|

Status

e
Internet WAN

You will need to log in before you can change any settings.

(12)

Type =
Status READY

Cownstream Upstream
Data rate(Kbps) ] 0
HNoise Margin 1] 1]
Output power(dBm) 0 0
Attenuation(dB) 0 0

Current Language English
Available Languages English Frangais Deutsch Espafiol Nederlands ltaliano
(8) ©)

‘Firmware Version 1.00.01 (May 30 2008 18:50:12) LANAVLAN MAC 00-1C-DF-E6-60-C1
Boot Version Y0.01 IP Address 192.168.2.1
Hardware F5D9631-4v1 (04) Subnet Mask 255:255:255.0
Serial No. 12820963100025 DHCP Server Enabled (1 LAMN, 0 WLAN Client)

(10) (11)
VAN MAC Address 00-1C-DF-EG-60-C2 Firewall Settings Enabled
‘Connection Type PPPoA Ssip Belkin_G_Plus_MIMO_ADSL_ES60C1
WAN IP MNULL Security Disabled
Subnet Mask NULL UPnP Enabled
Default Gateway NULL Remote Management Disabled
DNS Address NULL WPS Enabled

Enhanced Wireless Modem Router
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1. Quick-Navigation Links

You can go directly to any of the Router’s advanced Ul pages by clicking
directly on these links. The links are divided into logical categories

and grouped by tabs to make finding a particular setting easier to

find. Clicking on the purple header of each tab will show you a short
description of the tab’s function.

2. Home Button

The home button is available in every page of the Ul. Pressing this
button will take you back to the home page.

3. Help Button

The “Help” button gives you access to the Router’s help pages. Help
is also available on many pages by clicking “more info” next to certain
sections of each page.

4. Login/Logout Button

This button enables you to log in and out of the Router with the press of
one button. When you are logged into the Router, this button will change
to read “Logout”. Logging into the Router will take you to a separate
login page where you will need to enter a password. When you are
logged into the Router, you can make changes to the settings. When you
are finished making changes, you can log out of the Router by clicking
the “Logout” button. For more information about logging into the Router,
see the section called “Logging into the Router”.

5. Internet-Status Indicator

This indicator is visible in all pages of the Router, indicating the
connection status of the Router. When the indicator says “Connected”
in blue, the Router is connected to the Internet. When the Router is not
connected to the Internet, the indicator will read “Not Connected” in
RED. The indicator is automatically updated when you make changes to
the settings of the Router.

6. Connect/Disconnect Buttons

Use these buttons to manually connect or disconnect your ADSL
connection as needed.

7. Language

Shows the active language for the Advanced User Interface. Select a
desirable language by clicking one of the available languages.

8. Version Info

Shows the firmware version, boot version, hardware version, and serial
number of the Router.
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9. LAN Settings

Shows you the settings of the Local Area Network (LAN) side of the
Router. Changes can be made to the settings by clicking on any one
of the links (IP Address, Subnet Mask, DHCP Server) or by clicking the
“LAN” quick-navigation link on the left side of the screen.

10. Internet Settings

Shows the settings of the Internet/WAN side of the Router that
connects to the Internet. Changes to any of these settings can be made
by clicking on the links or by clicking on the “Internet/WAN” quick-
navigation link on the left side of the screen.

11. Features

Shows the status of the Router’s firewall, wireless, UPnP, and Remote
Management features. Changes can be made to the settings by clicking
on any one of the links or by clicking the quick-navigation links on the
left side of the screen.

12. ADSL Info

Shows the ADSL status and transmission rates.

13. Page Name

The page you are on can be identified by this name. This User Manual
will sometimes refer to pages by name. For instance “LAN > LAN
Settings” refers to the “LAN Settings” page.
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Step 4: Configuring your Router for Connection to your Internet Service Provider (ISP)

The “Internet/WAN” tab is where you will set up your Router to connect
to your Internet Service Provider (ISP). The Router is capable of
connecting to virtually any ISP’s system provided you have correctly
configured the Router’s settings for your ISP’s connection type. Your ISP
connection settings are provided to you by your ISP. To configure the
Router with the settings that your ISP gave you, click “Connection Type”
(A) on the left side of the screen. Select the connection type you use. If
your ISP gave you DNS settings, clicking “DNS” (B) allows you to enter
DNS address entries for ISPs that require specific settings. Clicking
“MAC Address” (C) will let you clone your computer’s MAC address or
type in a specific WAN MAC address, if required by your ISP. When you
have finished making settings, the “Internet Status” indicator will read
“connected” if your Router is set up properly.

BELKIN.

Router Setup

Home | Help | Logout  Internet Status: Hof connect=|
Internet WAN >

N Tali s weiere

« DynarmicFixed IP {1483 Bridge|

= Static IP(IPoA|

= Wiodem only (Disabie Intemet Sharing)

Connection Type

From the “Connection Type” page, you can select one of these five
connection types based on the instruction provided by your ISP:

e PPPoE

e PPPoA

*  Dynamic/Fixed IP (1483 Bridged)

e  Static IP (IPoA)

* Modem Only (Disable Internet Sharing)

Select the type of connection you use by clicking the radio button (1)
next to your connection type and then clicking “Next”.

. Howtar Sotip.
Home! Hely| Logous  ter et Statns: Coniucto]

O static 1P (IPoR)
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Setting your ISP Connection Type to PPPoE or PPPoA

PPPoE (Point-to-Point Protocol over Ethernet) is the standard method of connecting networked devices. It requires a user name and password to
access the network of your ISP for connecting to the Internet. PPPoA (PPP over ATM) is similar to PPPoOE, but is mostly implemented in the UK. Select
PPPoE or PPPoA and click “Next”. Then enter the information provided by your ISP, and click “Apply Changes” to activate your settings.

B E L K | N | Router Setup

Home | Help | Logout  Internet Status: Hot conneciad

WAN > Connection Type > PPPoE

To efel your PPROE Selings. HPe in your information below and click "Apply changes™. Wore lnfo

Password> —
Retype Password
Service Name [Optional) ‘ |
1P aSsSIgnea by 15 @
veiIvcl C
Encapsulation ‘LLC V‘
MITU [500-1500) > E‘
Do not make changes to the MTU setfing unless your ISP specifically requires a differeni sefting
than 1454. More Info
O pisconne ot ;ﬁnq‘:mmulun of no activity. More Infa
| Clear Changes | [ Apply Chenges |

User Name -Enter the user name. (Assigned by your ISP).
Password - Enter your password. (Assigned by your ISP).
Retype Password - Confirm the password. (Assigned by your ISP).
Service Name (Optional) - A service name is rarely required by an

ISP. If you are not sure if your ISP requires a service name, leave
this blank.
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IP assigned by ISP

1) For the Dynamic IP connection - Select “Yes” if your ISP
instructed you to use Dynamic IP.

2) For the Static IP connection - Select “No” if your ISP instructed
you to use Static IP.

- IP Address - Enter an IP address assigned by your ISP for the
Router WAN interface.

IP assigned by ISP

IP address | ‘ | | | | | |

VPI/VCI - Enter your Virtual Path Identifier (VPI) and Virtual Circuit
Identifier (VCI) parameter here. (Assigned by your ISP).

Encapsulation - Select your encapsulation type (supplied by
your ISP) to specify how to handle multiple protocols at the ATM
transport layer.

VC-MUX: PPPoA Virtual Circuit Multiplexer (null encapsulation)
allows only one protocol running per virtual circuit with fewer
overheads.

LLC: PPPoA Logical Link Control allows multiple protocols running
over one virtual circuit (more overhead).

MTU - Enter the MUT value for your ISP.

Disconnect after of x minutes of no activity — Checking the

box and enter the number of minute that you want the modem
router to auto disconnect after no activity. After this time has been
exceeded, the connection will be terminated.

Click “Apply Changes” to save and activate your settings. To go
back to the original settings before saving, click “Clear Changes”.
Or click any of the Quick-Navigation links for other options. Your
new settings will not be saved unless your click “Apply Changes”.
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USING THE WEB-BASED ADVANCED USER INTERFACE

Setting your Connection Type to Dynamic/Fixed IP (1483 Bridged)

This connection method bridges your network and ISP’s network
together. The Router can obtain an IP address automatically from your
ISP’s DHCP server or accept a fixed IP address assigned by your ISP.

For Dynamic IP connection:

1. IP assigned by ISP - Select “Yes” if your ISP instructed you to use
Dynamic IP.

2. VPI/VCI - Enter your Virtual Path Identifier (VPI) and Virtual Circuit
Identifier (VCI) parameter here. These identifiers are assigned by
your ISP.

3. Encapsulation - Select LLC or VC MUX your ISP uses.

Click “Apply Changes” to save and activate your settings. To go back to
the original settings before saving, click “Clear Changes”; or click any of
the Quick-Navigation links for other options. Your new settings will not
be saved unless you click “Apply Changes”.

BELKIN.

LAN Setup

Internet WAN

Firewall

Utilities:

Router Sstup

Home [ Help | Logout  Internat Status: Not connected

WAN > Connection Type > Dynamic/Fixed IP (1483 Bridge)

To enter your DynamicIF seftings, tyoe in your information bielow and click "Apply changes”.

1P assigned by ISP > [Yes ¥
[ use siatic Default Gateway:
A -
VPIVCE o 1B |
Encapsulation e mux i
Ciar Changes ] [ Asply Changss 1

BELKIN | Router Sowp

Home | Help [Logout  Internet Status: Mot connected

WAN > Connection Type > Dynamici/Fixed IP (1483 Bridge)

To enter your Dynamic P settings, tyoe in yourinfermation below and click "Apply changes”

internet WAN

pE

IP assigned by ISP > [Fo B

1P Adaress ]

(S| o

Dofault Gataway> l_\ ‘:[ /: ’:
S veINCE L]

Encapsulation> 7Vm7"|

Llick here to enter your NS Setings

Cear Clianges | [ Apply Changes |

Utilities

Enhanced Wireless Modem Router



For Static IP connection:

1. IP assigned by ISP - Select “No” if your ISP instructed you to use
fixed IP.

2. IP Address - Enter an IP address assigned by your ISP for the
Router WAN interface.

3. Subnet Mask - Enter a subnet mask assigned by your ISP.

4. Default Gateway — Enter a default gateway IP address assigned by
your ISP.

5. VPI/VCI - Enter your Virtual Path Identifier (VPI) and Virtual Circuit
Identifier (VCI) parameters here. These identifiers are assigned by
your ISP.

6. Encapsulation — Select the LLC or VC MUX your ISP uses.

Click “Apply Changes” to save and activate your settings. To go back to
the original settings before saving, click “Clear Changes”. Or click any of
the Quick-Navigation links for other options. Your new settings will not
be saved unless your click “Apply Changes”.

Setting your ISP Connection Type to Static IP (IPoA)

This connection type is also called “Classical IP over ATM” or
“CLIP”, which your ISP provides a fixed IP for your Router to
connect to the Internet.

BELKIN | Router sowp

Homa| Help [ Logout  Internat Status: ot connectad

WAN > Connection Type > Static IP (IPoA)

Internet WAN To enter your Static IP settings, type in yourinformation below and click "Apply changes™. More Info

WAN IP Address > C I 1
Subnet Mask > C I
[ use static Default Galaway.
Default Gateway > C D :‘ :l
VPIVCI > o s ]
Encapsulation > | VCMUX Vl
CHCK Hre (W BIE you DNS SEINgS
Cicar Changes | | Apply Changes
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1.  WAN IP Address - Enter an IP address assigned by your ISP for
the Router WAN interface.

Subnet Mask - Enter a subnet mask assigned by your ISP.

Use Static Default Gateway - Enter a default gateway IP address.
If the Router cannot find the destination address within its local
network, it will forward the packets to the default gateway assigned
by your ISP.

VPI/VCI - Enter your Virtual Path Identifier (VPI) and Virtual Circuit
Identifier (VCI) parameter here. These identifiers are assigned by
your ISP.

5.

Click “Apply Changes” to save and activate your settings. To go back to
the original settings before saving, click “Clear Changes”. Or click any of
the Quick-Navigation links for other options. Your new settings will not
be saved unless your click “Apply Changes”.

Encapsulation - Select LLC or VC MUX your ISP uses.

Setting your Connection Type to Modem Only (Disable Internet
Sharing)

In this mode, the Router simply acts as a bridge passing packets across
the DSL port. It requires additional software to be installed on your
computers in order to access the Internet.

BELIKIN | Router Sotup

Home | Help | Logout  INormat STatus: Mot coniociod

WAN > Connection Type > Modem only {Disable Internst Sharing)

Ta entet your Moderm saMings, Wpe in sou infarmation Below and click *Aply changes

VPIVCI> o =]

Encapsulation > VCMUX ¥

e cnanaes ] |

1. Enable Bridge Service — Check this box to enable bridge service

2. VPI/VCI - Enter your Virtual Path Identifier (VPI) and Virtual Circuit
Identifier (VCI) parameters here. (Assigned by your ISP).
3. Encapsulation - Select the LLC or VC MUX your ISP uses.

Click “Apply Changes” to save and activate your settings. To go back to
the original settings before saving, click “Clear Changes”. Or click any of
the Quick-Navigation links for other options. Your new settings will not
be saved unless your click “Apply Changes”.
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Setting Custom Domain Name Server (DNS) Settings

A “Domain Name Server” is a server located on the Internet that
translates Universal Resource Locaters (URLs) like “www.belkin.com” to
IP addresses. Many Internet Service Providers (ISPs) do not require you
to enter this information into the Router. The “Automatic from ISP” box (1)
should be checked if your ISP did not give you a specific DNS address.

If you are using a static IP connection type, then you may need to enter a
specific DNS address and secondary DNS address for your connection
to work properly. If your connection type is dynamic or PPPoE, it is likely
that you do not have to enter a DNS address. Leave the “Automatic

from ISP” box checked. To enter the DNS address settings, uncheck

the “Automatic from ISP” box and enter your DNS entries in the spaces
provided. Click “Apply Changes” (2) to save the settings.

BELKIN | Router Setup

Home | Help | Logout Internet Status: Hot connectzd
WAN > DNS

If your ISP provided you with 2 speciic DNS address o use, enterthe address in this window and
click "Apply Changos”

[¥] Automatic from ISP

s e (| o

Secondary DHS Address > N ¥ § O O

DS = Domain Name Server. A sanver Incated on the Intemat that Transiates URL's [Universal

Resourca Links) lika wwi.bellan.com to IP a0drassas. You must entertha DNS satings providad by
Yaur ISP fyou dont use the Automatic DNS function More Info

i Cizar Changes. | [ Zpply Cranges ]

Using the Web-Based Advanced User Interface

Using your Internet browser, you can access the Router’s Web-Based
Advanced User Interface. In your browser, type “192.168.2.1” (do

not type in anything else such as “http://” or “www?”) then press the
“Enter” key.

address 192,168.2.1

You will see the Router’s home page in your browser window.
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USING THE WEB-BASED ADVANCED USER INTERFACE

Viewing the LAN Settings

Clicking on the header of the LAN tab (1) will take you to the LAN tab’s
header page. A quick description of the functions can be found here. To
view the settings or make changes to any of the LAN settings, click on
“LAN Settings” (2) or to view the list of connected computers, click on

“DHCP client list” (3).

Q)
)
(3)

Routar Satup

Home | Help| Logout  Intemat Status: Not conneciod
LAN »

Yaur Router s equipped with a DHCP senver hatwil sutomatically assign [P addresses to each computer on
four netwcr: The factory dafauit sefings forthe DHCP server will work in most any speiicsfion Fyou nesd fo
make changes la the sstfings, you c=n do so

The enanges 1At xou con make ot

+ Change the Imternal IP acidresa of the Router, The defouf - 192.459.2.1
= Change the Subnet Mask. The default - 255.255.285.0

¢ Enabieaabic tne DHCF Server functon. Do O Enableds

* Speeify tha Eterting and Ending I’ Pool Address. Detault = Startng: 2 1 Enchng: 404
~ Spatitythe I sciruss Leass Tims, Detauit Forever

+ Specity 2 local Domain Hame. Default = Beliin

Te make chianges, cick "LAN Sstige” on he LAN 1ab 10 1ha L

The Ralter yoowma
ot 1o on the LA Tt

COMNECISD t0 e NSEWOr TD View e ISt Ttk DHCS

Changing LAN Settings

All settings for the internal LAN setup of the Router can be viewed and

changed here.

BELKIN | Rauter Saup

LAN > LAN Settings

You can make changes to the Local Area Network [LAN) hers. For changes to take.
effect, you must prass the “Apply Changes” bution at the bottom of the screen

(1) watens [ ][ JE _]F ]

Home | Help | LogoUl Intemet Status: ol connesiz

Rore Info

(2) Subnet Mask > [== |zss |fess |0 |
Mora Info

(3) DIICP Server = SonGor

The DHCP sewver function makes seting up a networkvery easy by assigning IP
addresses to each computer on the network 1t is nol necessary ta make any
changes here. More Info

Firewall

\_|

( IP Pool Starfing Address =
IP Pool Ending Addrass =

i

e
F]

(5) Lease Time > Forever by

The length of time the DHCP senver will reserva the IP address for each computer.

(6) Local Domain Mame [Optional) > Belkin
Afeature that lets you assign a name to your network: Mors Info.

Enhanced Wireless Modem Router
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1. IP Address

The “IP address” is the internal IP address of the Router. The default IP
address is “192.168.2.1”. To access the advanced setup interface, type
this IP address into the address bar of your browser. This address can
be changed if needed. To change the IP address, type in the new IP
address and click “Apply Changes”. The IP address you choose should
be a non-routable IP. Examples of a non-routable IP are:

192.168.x.x (where x is anything between 0 and 255)

10.x.x.x (where x is anything between 0 and 255)

2. Subnet Mask

There is no need to change the subnet mask. This is a unique, advanced
feature of your Belkin Router. It is possible to change the subnet mask

if necessary; however, do NOT make changes to the subnet mask
unless you have a specific reason to do so. The default setting is
“255.255.255.0".

3. DHCP Server

The DHCP server function makes setting up a network very easy by
assigning IP addresses to each computer on the network automatically.
The default setting is “On”. The DHCP server can be turned OFF if
necessary; however, in order to do so you must manually set a static

IP address for each computer on your network. To turn off the DHCP
server, select “Off” and click “Apply Changes”.

4. IP Pool

The range of IP addresses set aside for dynamic assignment to the
computers on your network. The default is 2-100 (99 computers). If you
want to change this number, you can do so by entering a new starting
and ending IP address and clicking on “Apply Changes”. The DHCP
server can assign 100 IP addresses automatically. This means that

you cannot specify an IP address pool larger than 100 computers. For
example, starting at 50 means you have to end at 150 or lower so as not
to exceed the 100-client limit. The starting IP address must be lower in
number than the ending IP address.

5. Lease Time

The length of time the DHCP server will reserve the IP address for each
computer. We recommend that you leave the lease time set to “Forever”.
The default setting is “Forever”, meaning that any time a computer is
assigned an IP address by the DHCP server, the IP address will not
change for that particular computer. Setting lease times for shorter
intervals such as one day or one hour frees IP addresses after the
specified period of time. This also means that a particular computer’s
IP address may change over time. If you have set any of the other
advanced features of the Router such as DMZ or client IP filters, these
are dependent on the IP address. For this reason, you will not want the
IP address to change.

6. Local Domain Name (Optional)

The default setting is “Belkin”. You can set a local domain name
(network name) for your network. There is no need to change this setting
unless you have a specific advanced need to do so. You can name the
network anything you want such as “MY NETWORK”.
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Viewing the DHCP Client List Page

You can view a list of the computers (known as clients), which are
connected to your network. You are able to view the IP address (1) of the
computer, the host name (2) (if the computer has been assigned one),
and the MAC address (3) of the computer’s network interface card (NIC).
Pressing the “Refresh” (4) button will update the list. If there have been
any changes, the list will be updated.

BELKIN | Router Setup

Home | Help | Logout  Internet Status: Nol connectzd
LAN > DHCP CHlent List

Thiz page shows you the IP address, Host Name and MAC sddress of each computer that is connected to
your network. 1l the computer does not have @ host name speciied, fren the HostMaime field will be blank,

Pfessm{“Refresh'\wll update thfﬁt) (3)
100.188.23 belion.test! 00:16:38:2E:CACH

Configuring the Wireless Network Settings

The “Wireless” tab lets you make changes to the wireless network
settings. From this tab you can make changes to the wireless
network name or Service Set Identifier (SSID), operating channel,

encryption security settings, and configure the Router to be used as
an access point.
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Changing the Wireless Network Name (SSID)

To identify your wireless network, a name called the SSID is used. The
SSID is your network name. The default network name of the Router is

“Belkin_XXXXXX_” followed by six digits that are unique to your Router.

Your network name will look something like “Belkin_123456”. You can
change this to anything you choose, or you can leave it unchanged.
Keep in mind, if you decide to change your wireless network name, and
there are other wireless networks operating in your area, your network
name needs to be different from other wireless networks that may be
operating in your area. To change the SSID, type in the SSID that you
want to use in the SSID field (1) and click “Apply Changes” (2). The
change is immediate. If you make a change to the SSID, your wireless-
equipped computers may also need to be reconfigured to connect to
your new network name. Refer to the documentation of your wireless
network adapter for information on making this change.

(1)

Router Setup

BELKIN |

Home | Help | Logout  Internet Status: Ho Connection

Wireless > Channel and SSID

To make changes o the witeless settings ofthe router, make the changes here. Click “Apaly
Changes™to save the settings. More nfo

wiireless Lnannel > [o ~]

lBe\kirLG*MIMDJ\DSLTEE}BDC'!

[802.1162802 119 ¥ mors infe

— 5SID>
Wireless Mode >

Broadcast S50 > [F moreinio

OFF ¥ Moo Info

!ON "! Wore Info

Protected Moda >

B02.11e\WMM QoS >

Cesr Changes | [

Apply Chianges

Note: Please periodically check for new Router firmware updates

from the “Utilities > Firmware update” page. Newer firmware can fix
problems, add wireless features, and/or improve wireless performance
(see page 65).
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Changing the Wireless Channel

There are a number of operating channels from which you can choose—
in the United Kingdom (and most of Europe), Australia, and most of Asia,
there are 13. In other countries, there are other channel requirements.
Your Router is configured to operate on the proper channels for the
country in which you reside. The channel can be changed if needed. If
there are other wireless networks operating in your area, your network
should be set to operate on a channel that is different than the other
wireless networks.

Using the Wireless Mode Switch

This switch allows you to set the Router’s wireless modes. There are
several modes.

Note: Some modes may require firmware updates to be enabled.
1) Off

This mode will turn OFF the Router’s access point, so no wireless
devices can join the network. Turning off the wireless function of your
Router is a great way to secure your network when you are away from
home for a long period of time, or don’t want to use the wireless feature
of the Router at a certain time.

2) 802.11g only

Setting the Router to this mode will allow only 802.11g-compliant
devices to join the network, keeping out any slower 802.11b devices.

3) 1x1 802.11n

Setting the Router to this mode will allow only 802.11n-compliant
devices to join the network, keeping out any slower 802.11b/g devices.

4) 802.11b & 802.11g & 1x1 802.11n

Setting the Router to this mode will allow 802.11b-, 802.11g-, and
802.11n-compliant devices to join the network.

BELKIN.

Router Setup

Wireless > Channel and SSID

To maka changes to the wireless sattings of the routar, make the changes hare. Click "Agply
Changes™ 1o save the sellings. More info

Wireless Channel » ‘ 6
Extensicn Channel =

SSID> Belkin_253AD3

Wireless Moda > |802.11b8802 11g8802.11n % More Info

Bandwidth > [20MHz ¥

Broadcast 5510 > Mora Info
Protected Mods > \BFF b ‘ Hore infa

$02.11e/VIMM QoS > [ON ¥ more info

Ciear Changes

Apply Changes |
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Using the Broadcast SSID Feature

Note: This advanced feature should be employed by advanced users
only. For security, you can choose not to broadcast your network’s
SSID. Doing so will keep your network name hidden from computers
that are scanning for the presence of wireless networks. To turn off
the broadcast of the SSID, remove the check mark from the box next
to “Broadcast SSID”, and then click “Apply Changes”. The change is
immediate. Each computer now needs to be set to connect to your
specific SSID; an SSID of “ANY” will no longer be accepted. Refer to
the documentation of your wireless network adapter for information on
making this change.

Protected Mode Switch

Protected mode ensures proper operation of 802.11g devices on

your Enhanced network when 802.11b devices are present or when
there is heavy 802.11b traffic in the operating environment. If you

are using a mix of Belkin Enhanced Wireless Cards and 802.11b or
802.11g cards on your network, protected mode should be used. If you
are in an environment where there is no other (or very little) 802.11b
wireless network traffic, best 802.11g performance may be achieved
with protected mode OFF. If you are operating in an environment with
HEAVY 802.11b traffic or interference, best 802.11g performance may be
achieved with protected mode ON. Wireless Enhanced performance is
not affected by this setting.

Using the Bandwidth Switch

This switch allows you to set the Router’s wireless bandwidth modes.
There are several modes available:

1) 20MHz only

Setting the Router to this mode allows only 20MHz operation. This
mode is compatible with draft 802.11n-, 802.11g-, and 802.11b-compliant
devices, but will limit draft 802.11n-compliant devices’ bandwidth by
half. Reducing bandwidth to 20MHz-only operation might solve some
wireless problems.

2) 20MHz/40MHz Auto

Setting the Router to this mode allows it to switch automatically
between 20MHz and 40MHz operation. This mode enables 40MHz
operation, to maximize speed for draft 802.11n-compliant devices when
conditions permit. When a legacy 802.11g access point is presented
and occupies an adjacent secondary channel, the Router automatically
reverts to 20MHz operation to maximize compatibility. We recommend
using this as the default mode.

802.11e/WMM (Wi-Fi® Multimedia) QoS

WMM, based on 802.11e QoS (Quality of Service), prioritizes important
data on your network, such as multimedia content and voice-over-IP
(VolP), so it will not be interfered with by other data being sent over the
network. This feature requires other wireless devices, such as Wi-Fi
phones or wireless laptops, to support WMM for best results.
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Changing the Wireless Security Settings

Your Router is equipped with the latest security standard called Wi-Fi
Protected Access™ 2 (WPA2™) and the legacy security standard called
Wired Equivalent Privacy (WEP). Your Router also supports the Wi-Fi
Protected Setup™ (WPS) specification, which simplifies the setup of a
wireless network. WPS uses familiar methodologies, such as typing in
a Personal Identification Number (PIN) or pushing a button, to enable
users to automatically configure network names and strong WPA2 data
encryption and authentication. By default, your Router does not ship
with security enabled. You may automatically configure the security
settings using WPS. To change the security settings manually, you

will need to determine which standard you want to use. To access the
security settings, click “Security” on the “Wireless” tab.

BELKIN

LAN Setup
A

Router Setup
Home | Help | Logout  Internet Status. Hot cormected

Wirsless > Security

Security Mode > [Disabled Bl

You can configure wireless security/encryption seftings here. Security should be enabled fo asaure
MaXimum wireless secunty. WPA (Vireless Protected ACcess) provides dynamic key changes and
constifufes the best security solution. In wirsless enviranments, where rol il devices suppart WPA,
WEP (Wired Equivalent Privacy) should be used. Mora Info

| evalyCrenges

Changing the Wireless Security Settings

Your Router is equipped with the latest security standard called Wi-Fi
Protected Access™ 2 (WPA2™) and the legacy security standard called
Wired Equivalent Privacy (WEP). Your Router also supports the Wi-Fi
Protected Setup™ (WPS) specification, which simplifies the setup of a
wireless network. WPS uses familiar methodologies, such as typing in
a Personal Identification Number (PIN) or pushing a button, to enable
users to automatically configure network names and strong WPA2 data
encryption and authentication. By default, your Router does not ship
with security enabled. You may automatically configure the security
settings using WPS. To change the security settings manually, you

will need to determine which standard you want to use. To access the
security settings, click “Security” on the “Wireless” tab.

45



Using Wi-Fi Protected Setup

WPS uses WPA2 (described below) for encryption. It does not provide
additional security, but rather, standardizes the method for securing your
wireless network. You may use either the Push Button Configuration
(PBC) method or PIN method to allow a device access to your wireless
network. Conceptually, the two methods work as follows:

PBC: Push and hold the WPS button located on the back of your
Router for three seconds. Then initiate the WPS procedure on the client
device within two minutes. Refer to your client’s documentation on this
procedure. Pushing the PBC button will automatically enable WPS. The
client has now been securely added to your wireless network.

PIN: The client device has a PIN number (either four or eight digits) that
is associated with WPS. Enable WPS through the GUI shown below.
Enter the client’s PIN into the Router’s internal registrar (accessed
through this GUI). The client will be automatically enrolled into your
wireless network within two minutes.

BELKIN.

rasat st
Intamet WAN

Router Setup
Home | Halp | Logout  Intemet Status: ot connect

Wireless > Wi-Fi Frotected Setup (WFPS)

Wi-Fi Protected Setup (WPS) EnEb’\eid s

Wi-Fi Proteded Setup (WPS) is the industry standard method te simplify the security setup and
manegement ofthe Wi 7 networiss. You now can caaily actup and cannoctto a WA cnablod 802,11
network with WPS-certficated devices using elther Personal Information Number (PIN) of Push
Button Configuration (PEC) method.Legacy devices without WPS can be added fo the network using

the fraditional manual configuration method
_ Aomvcharoes |

1)Persanal Information Number (PIN) Method

Enter he FIN Tom the client device and dick ENMIr. Then startWe's on the chent device rom its
wireless utility or WPS application within 2 minutes

Enter Client Device PIN Enrall
It an eternal regiSirar i avaliale, you can als0 enar Rauters PIN atne exsmal registrar. To

change Router's PIN, dlick "Generate Mew PIN™ or dick "Restore Default PIN" to reset the PIN to
factary default

Router PI 775161262 Cereratz iew il | Restare Defaut 2N

2)Push Button Configuration (PBC) Method

Push and hold FBC button on your Router for 3 seconds or click "Start PBC" Then start PBC on the

device you want to connect to the Router within 2 minutes
Staripac

3)Manual Configuration Method
For client devices without WPS. manually configure the device with the following settings
Network Name (551D} Belkin_N_ADSL_E35387

Viireless Securty : Na Security
Please configure wireless security
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1.  Wi-Fi Protected Setup (WPS): Enabled or Disabled.

Personal Identification Number (PIN) Method: In this method, a
wireless client wishing to access your network must supply an
8-digit PIN to the Router. After clicking “Enroll”, you must start the
WPS handshaking procedure from the client within two minutes.

Router PIN: If an external registrar is available, you may enter in the
Router’s PIN to the registrar. Click “Generate New PIN” to change
the PIN from the default value. Click “Restore Default PIN” to reset
the PIN value.

Push Button Configuration (PBC) Method: PBC is an alternate
method to connect to a WPS network. Push the PBC button
located on the back of the Router for three seconds, and then
initiate the PBC on the client device. Alternatively, push the “Start
PBC” soft button to start this process.

Manual Configuration Method: This section lists the default security
settings if not using WPS.

The Router features WPA2, which is the second generation of the WPA
based 802.11i standard. It offers a higher level of wireless security by
combining advanced network authentication and stronger Advanced
Encryption Standard (AES) encryption methods.

WPA2 Requirements

IMPORTANT: In order to use WPA2 security, all your computers and
wireless client adapters must be upgraded with patches, driver, and
client utility software that supported WPA2. At the time of this User
Manual’s publication, a couple security patches are available, for free
download, from Microsoft®. These patches work only with the Windows
XP operating system. Other operating systems are not supported at this
time.

For Windows XP computers that do not have Service Pack 2
(SP2), a file from Microsoft called “Windows XP Support Patch
for Wireless Protected Access (KB 826942)” is available for free
download at http://support.microsoft.com/kb/826942

For Windows XP with Service Pack 2, Microsoft has released a
free download to update the wireless client components to support
WPA2 (KB971021). The update is available from:

http://support.microsoft.com/kb/917021

IMPORTANT: You also need to ensure that all your wireless client cards/
adapters support WPA2, and that you have downloaded and installed
the latest driver. Most of the Belkin wireless cards have driver updates
available for download from the Belkin support site: www.belkin.com/
networking.
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Setting WPA/WPA2-Personal (PSK)

Like WPA security, WPAZ2 is available in WPA2-Personal (PSK) mode.
Typically, WPA2-Personal (PSK) is the mode that will be used in a home
environment. Please refer to the User Manual for more information about
wireless security and different types of wireless security.

1.

After you’ve set up your Router, go to the “Security” page under
“Wireless” and select “WPA/WPA2-Personal (PSK)” from the
“Security Mode” drop-down menu.

For “Authentication”, select “WPA-PSK”, “WPA2-PSK”, or “WPA-
PSK + WPA2-PSK”. This setting will have to be identical on the
wireless clients that you set up. “WPA-PSK + WPA2-PSK” mode
will allow the Router to support clients running either WPA or WPA2
security.

For “Encryption Technique”, select “TKIP”, “AES”, or “TKIP+AES”.
This setting will have to be identical on the wireless clients that you
set up.

Enter your pre-shared key (PSK). This can be from eight to 63
characters and can be letters, numbers, or symbols. This same

key must be used on all of the wireless clients that you set up. For
example, your PSK might be something like: “Smith family network
key”. Click “Apply Changes” to finish. You must now set all wireless
clients to match these settings.

BELKIN

Router Setup

Wireless > Security
Security Mode >
Authentication »
Encryption Technigue >

Pre-shared Key (PSK) >

| Clear Changss

Home | Help | LOQOUL  INIEMEL STatus: Mot connected

[WPAPSK-WPAZPSK ¥
[TKP+AES ¥

[sesnnens

Obscure PSK

WPA-PSK (no server): Wirsless Protacted Access with
Pre-Shared Key: The kevis a password, inthe form of 8
word, phrase or series of letiers and numbers. The key
must be hetween 8 and 63 characters long and can
includs spaces and symbols, ar 64 Hex (0-F) only. Each
client ihat connects fo the network must use the same key
(Pre-Snared Key). More Info

| e ]

IMPORTANT: Make sure your wireless computers are updated
to work with WPA2 and have the correct settings to get proper
connection to the Router.
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