BILLION .

BiPAC 7404V(G)OX
BiPAC 7404V(G)PX

VolP/(802.11g) ADSL2+ (VPN)
Firewall Router

User Manual



Table of Contents

Chapter 1: Introduction.................... e, 1
Introduction to your ROULEr ...........c.c.oooiiiiiiiiceec e, 1
FRatUIES 1
Chapter 2: Installingthe Router ..., 5
Important note for using this router............c..coccooeiiiiii i, 5
Package Contents ..o, 5

The Front LEDS. ..ooen e 6

The Rear POIS ..o 7

(@71 o] 1] T 8
Chapter 3: Basic Installation ... 9
Connecting Your ROULET .........cc.cooiiiiiiiieceecee e, 10
Network Configuration ...........c..ccoveviiiii i 11
Factory Default Settings...............cccoooiiiii e, 17
Information from your ISP ... 18
Configuring with your Web Browser............ccccooooiiiiiiiiciicee 19
Chapter 4: Configuration ..., 20
STAIUS .o 21
ADSL StatUS. ... e 21

ARP Table ... e 22

DHCP Table ... 22

Routing Table ... 24

NAT SESSIONS....cetiieeiii et e e e e e e e e e e eenaeeeees 25

UPNP Portmap ... 25

PPTP Status ..o e 26

IPSEC StatUS .ovenieieee e 27

L2TP StatusS ..o e e e e eaee 27

EMail Status ... 28

VOIP SHAtUS ... 28

Ry o] = = | I o P 28

V7Y 01 o T P 29



e o] o 1o T P 30

D =T | L0 1] 1o P 30
QUICK SEart ... 31
CoNfIQUIAtioN .......ooviiice s 35

LAN - Local Area NetWoOrK.........coooeuuiiiiiiieeeeie e 36

Bridge INterface .......cuiuniiiii e 36
=Y Y] PP 37
N 1 - T 37
Ethernet Client FIter..........vvu i e e 38
WVIMEIESS .. eetee et ettt ettt ettt ettt et e e e et e et e e e e e e e e e e e e e e e e e e eanaeen 40
WIrEIESS SECUMY ...eveeteeeeeteeteee e e et et e e e e e e e e e e e e e s eeneeneeaneennes 42
Wireless Client / MAC Address Filter ..........coeeuueeiiuiieiiieeii e e eeiees 45
LA PSPPSRI 46
oY BECT= 1 (19T T 47
0] [ ST Y P 48
WAN - Wide Area NetWOrK ...........ooiiiiiiiiiiee e 49
LA N L1 =T 5 7= Yo=Y 49
WAN PrOfilE ...iitieit ettt e e e e e e e e e e e e e e e e eaeeees 51
1] IV e P 61
SV S M e 62
THME ZOMNE vt ee ettt ettt e e e e e et e e e e e e e e e e e e e e e e e e aeea 62
REMOE ACCESS...eeuuieieeetee it e ettt et e et e e et e e et e e e e e e e e e e e e e eneeeannns 63
Firmware UPGrade .........ceueeueeeeeeeeeee e e e e e e e e e e e e e e eaneens 63
BACKUP / RESIOIE . .uevieeee e e ens 64
BT =T Lo TV (=Y P 65
O LT 1Y P=T o P=To T=Y 0o T= o | 66
Firewall and Access CoNntrol............covi oo 68
(€Y a1 2= | IS T=Y 1 (1o 69
ool oY B T (=Y 70
R o) T 1= =Yt o 78
O I | PP 81

I 7 o =] o Ye) <1 e R 84



TN I o PR 85
VPN - Virtual Private Networks (Only available for BiPAC 7404V(G)OX) 86

PPTP (Point-to-Point Tunneling ProtoCol) .........cc.eeueeeieniiieeieeeeeeeeeennn 86
IPSec (IP Security ProtoCol) .......ccuveneeeeieeeeeee e e e eas 95
L2TP (Layer Two Tunneling ProtoCol) ........c.eveuiiuiiueeieeeeeeeeeeeeeeneenn 104
VolIP - Voice over Internet Protocol ..., 116
SIP DeVice Parameters .........oeieeuuieeeeuiieeeiieeeeeiiaeeeeieeeeeiaeeeeneeeeennns 117
0] e eTe YU g 120

o Lo T oY PSP 121
PSTN Dial Plan (Router with LINE port only) .........coeeveveieniinieeeeeennnnn. 123
(Vo] L =T I - T 127
Call FEAUMNE ...nieiti et e e e e e e eeanas 130

ST 01=T=Ye I D 7= R 130
g T TR 3 Lo T3 =X 131
QOS - Quality Of SEIVICE. ..o 133
oY 1174 1o o TSP 133
Outbound IP Throttling (LAN t0 WAN) .....uivniiiieeeeeee e 134
Inbound IP Throttling (WAN t0 LAN) ....cuiiueiieeeeeeeeeeee e 136
Virtual Server (known as Port Forwarding) ..........ccccoeevviiiiiiiiieeennnn.. 142
A VIrtUBI SEIVET ...t 143
Edit DMZ HOSt ...t e e 145
Edit One-to-One NAT (Network Address Translation) ............cc..ceeuenneen.. 146
Time Schedule ... 149
AAVANCEA ... 152
RS Lol o (o T L 152
g F=Ta a1 1o ) N T 153

(07 =Yoo 154
DeVice ManagemMENt .........ccueeniiniiiieie i eeee e e e e e enns 155
IGIMIP <ttt e e e e e e e e e eenn e e eeennn 158
VAN T To o = 158
LOQOUL ... 159



Appendix: Product Support & Contact



Chapter 1: Introduction

Introduction to your Router

Welcome to the VolP/ (802.11g) ADSL2+(VPN) Firewall Router. The router is an “all-in-one”
ADSL router, combining an ADSL modem, ADSL router and Ethernet network switch functionalities,
providing everything you need to get the machines on your network connected to the Internet over
your ADSL broadband connection. With features such as an ADSL Quick-Start wizard and DHCP
Server, you can be online in no time at all and with a minimum of fuss and configuration, catering for
first-time users to the guru requiring advanced features and control over their Internet connection
and network.

Features
@ Express Internet Access

The router complies with ADSL worldwide standards. It supports downstream rate up to 12/24
Mbps with ADSL2/2+, 8Mbps with ADSL. Users enjoy not only high-speed ADSL services but also
broadband multimedia applications such as interactive gaming, video streaming and real-time
audio much easier and faster than ever. It is compliant with Multi-Mode standard (ANSI T1.413,
Issue 2; G.dmt (ITU G.992.1); G.lite (ITU G.992.2); G.hs (ITU G994.1); G.dmt.bis (ITU G.992.3);
G.dmt.bis.plus (ITU G.992.5)).

@ 802.11g Wireless AP with WPA Support (Wireless Router only)

With integrated 802.11g Wireless Access Point in the router, the device offers a quick and easy
access among wired network, wireless network and broadband connection (ADSL) with single
device simplicity, and as a result, mobility to the users. In addition to 54 Mbps 802.11g data rate,

it also interoperates backward with existing 802.11b equipment. The Wireless Protected Access
(WPA-PSK and WPA2-PSK) and Wireless Encryption Protocol (WEP) supported features enhance
the security level of data protection and access control via Wireless LAN.

@ Fast Ethernet Switch

A 4-port 10/100Mbps fast Ethernet switch is built in with automatic switching between MDI and
MDI-X for 10Base-T and 100Base-TX ports. An Ethernet straight or crossover cable can be used
directly for auto detection.



g Multi-Protocol to Establish a Connection

It supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483 encapsulation
overATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA (RFC1577) to establish a
connection with the ISP. The product also supports VC-based and LLC-based multiplexing.

@ Quick Installation Wizard

It supports a WEB GUI page to install this device quickly. With this wizard, end users can enter the
information easily which they get from their ISP, then surf the Internet immediately.

@ Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices and
PCs from many different vendors. It makes network simple and affordable for users. UPnP
architecture leverages TCP/IP and the Web to enable seamless proximity networking in addition
to control and data transfer among networked devices. With this feature enabled, users can now
connect to Net meeting or MSN Messenger seamlessly.

@ Network Address Translation (NAT)

Allows multi-users to access outside resources such as the Internet simultaneously with one IP
address/one Internet access account. Many application layer gateway (ALG) are supported such
as web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping, NetMeeting, IP phone and
others.

@ SOHO Firewall Security with DoS and SPI

Along with the built-in NAT natural firewall feature, the router also provides advanced hacker
pattern-filtering protection. It can automatically detect and block Denial of Service (DoS) attacks.
The router is built with Stateful Packet Inspection (SPI) to determine if a data packet is allowed
through the firewall to the private LAN.

@ Domain Name System (DNS) Relay

It provides an easy way to map the domain name (a friendly name for users such as www.yahoo.
com) and IP address. When a local machine sets its DNS server with this router’s IP address,
every DNS conversion request packet from the PC to this router will be forwarded to the real DNS
in the outside network.

@ Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname. This
dynamic IP address is the WAN IP address. For example, to use the service, you must first apply
for an account from a DDNS service like http://www.dyndns.org/. More than 5 DDNS servers are
supported.



@ Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority by

the router, ensuring important data like gaming packets, customer information, or management
information move through the router ay lightning speed, even under heavy load. The QoS features
are configurable by source IP address, destination IP address, protocol, and port. You can throttle
the speed at which different types of outgoing data pass through the router, to ensure P2P users
don’t saturate upload bandwidth, or office browsing doesn’t bring client web serving to a halt. In
addition, or alternatively, you can simply change the priority of different types of upload data and
let the router sort out the actual speeds.

@ Virtual Server (“port forwarding”)

Users can specify some services to be visible from outside users. The router can detect incoming
service requests and forward either a single port or a range of ports to the specific local computer
to handle it. For example, a user can assign a PC in the LAN acting as a WEB server inside and
expose it to the outside network. Outside users can browse inside web servers directly while it is
protected by NAT. A DMZ host setting is also provided to a local computer exposed to the outside
network, Internet.

@ Rich Packet Filtering

Not only filters the packet based on IP address, but also based on Port numbers. It will filter
packets from and to the Internet, and also provides a higher level of security control.

@ Dynamic Host Configuration Protocol (DHCP) Client and Server

In the WAN site, the DHCP client can get an IP address from the Internet Service Provider (ISP)
automatically. In the LAN site, the DHCP server can allocate a range of client IP addresses and
distribute them including IP address, subnet mask as well as DNS IP address to local computers.
It provides an easy way to manage the local IP network.

@ Static and RIP1/2 Routing

It has routing capability and supports easy static routing table or RIP1/2 routing protocol.

@ Simple Network Management Protocol (SNMP)

It is an easy way to remotely manage the router via SNMP.

& Web based GUI

It supports web based GUI for configuration and management. It is user-friendly and comes with
on-line help. It also supports remote management capability for remote users to configure and
manage this product.



@ Firmware Upgradeable
Device can be upgraded to the latest firmware through the WEB based GUI.

@ Rich Management Interfaces

It supports flexible management interfaces with local console port, LAN port, and WAN port. Users
can use terminal applications through the console port to configure and manage the device, or
Telnet, WEB GUI, and SNMP through LAN or WAN ports to configure and manage the device.

@ Virtual Private Network (VPN) (BiPAC 7404V(G)OX only)

It allows user to make a tunnel with a remote site directly to secure the data transmission among
the connection. User can use embedded PPTP and L2TP client/server, IKE and IPSec which are
supported by this router to make a VPN connection or users can run the PPTP client in PC and the
router already provides IPSec and PPTP pass through function to establish a VPN connection if
the user likes to run the PPTP client in his local computer.



Chapter 2: Installing the Router

Important note for using this router
{

® Do not use this router in a high humidity or high temperature
environment.

@ Do not apply the same power source for this router to other types of

equipments.

v = Do not open or repair the case yourself. If the device becomes too
hot, turn it off immediately and have it repaired at a qualified service
center.

k ® Avoid using this product and all its accessories outdoor. )
' B

<!> = Place the router on a stable surface.
® Only use the power adapter that comes with the package. Using a

different voltage rating power adapter may damage the router.

Attention
b A

Package Contents

CD-ROM containing the online manual
RJ-11 ADSL/telephone Cable

Ethernet (CAT-5) Cable

Console kit

Power adapter

A detachable antenna

Quick Start Guide




The Front LEDs.

LED

Meaning

Power

Lit when power is ON. Lit red means system failure. Restart the device
or contact Billion for support.

Ethernet Port

1X 4X
(RJ-45 connector)

Lit when one of LAN ports is connected to an Ethernet device.
Lit green when the speed of transmission hits 100Mbps; Lit orange
when the speed of transmission hits 10Mbps.

Blink when data is being Transmitted / Received.

uUSB

Lit when the router is connected to a USB device.
Flash when data is received / transmitted.

Wireless

Lit green when a wireless connection is established.
Flash when the device is sending/receiving data.

Phone 1x-2x
(RJ-11 connector)

Lit green when phone is off hook.

Line
(Router with LINE
port only)

Lit when the inbound and outbound calls are transmitted through
PSTN.

VoIP 1x-2x
(RJ-11 connector)

After SIP registration is OK, the LED will lit green whenever phone 1
is off hook but will lit orange for phone 2.

Note: Orange light also means when both Phone 1 and 2 are
registered OK at the same time.

DSL

Lit Green when the device is successfully connected to an ADSL
DSLAM. (“line sync”).

Internet

Lit red when WAN port fails to get IP address.
Lit green when WAN port gets IP address successfully.




The Rear Ports

# 07 f.' Ethernet # 4 can be used as a console port. You need a special console tool which is

included in the package to connect with the LAN.

-

Port Meaning
Antenna )
1 . Connect the detachable antenna to this port.
(Wireless Router only)

2 | psL Connect this port to the ADSL/telephone network with the RJ-
11 cable (telephone) provided.

3 Line Connect this port to the telephone jack on the wall with RJ-11

(Router with LINE port only) | cable.
Phone . .

4 Connect this port to an analog phone set with RJ-11 cable.

1X-2X (RJ-11 connector)

5 | USB Connect the USB cable to this port.

Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of
Ethernet the LAN ports when connecting to a PC or an office/home

6 | 1X —4X network of 10Mbps or 100Mbps.

(RJ-45 connector) Caution: Port 4 can be either a LAN or Console port at a
time but not both.

7 | WPS Push WPS button to trigger Wi-Fi Protected Setup function.
To be sure the device is being turned on press RESET button
for:

1-3 seconds: quick reset the device.
6 seconds and above, power off, power on the device: restore

8 | RESET to factory default settings. (Cannot login to the router or forgot
your Username/Password. Press the button for more than 6
seconds).

Caution: After pressing the RESET button for more than
6 seconds, to be sure you power cycle the device again.
9 | Power Connect it with the supplied power adapter.
10 | Power Switch Power ON/OFF switch




Cabling

One of the most common causes of problem is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are lit. If they are not, verify if you are using the proper cables.

Make sure that all devices (e.qg. telephones, fax machines, analogue modems) connected to the same
telephone line as your router have a line filter connected between them and the wall outlet (unless
you are using a Central Splitter or Central Filter installed by a qualified and licensed electrician),
and that all line filters are correctly installed in a right way. If line filter is not installed and connected
properly, it may cause problem to your ADSL connection or may result in frequent disconnections.



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 98/NT/2000/XP/Me/Vista,
etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

f ™

” oTE! Any TCP/IP capable workstation can be used to communicate with or through this router. To
configure other types of workstations, please consult your manufacturer documentation,




Connecting Your Router

1. Connect this router to a LAN (Local Area Network) and the ADSL/telephone (ADSL) net
work.

. Power on the device.

. Make sure the Power LED lit steadily and that the LAN LED is lit.

. Connect your router to the telephone jack on the wall with RJ-11 cable.
. Connect the USB 2.0 cable.

a A WO N
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Network Configuration

Configuring PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and Sharing
Center at the top bar.

3. When the Network and Sharing
Center window pops up, select and
click on Manage network connec-
tions on the left window column.

4. Select the Local Area Connection,
and right click the icon to select
Properties.

Thas camputir o Aol Eoenacted e & etwork. DRk o donnect..
Fiirrsr Categary Werkgraup  Mistwork locaten

' Do ieninti

E Favam
p (1T
& Fecerly Chorsjed

| ST

Motk and Sharing Cerder

i .
N

TESTL-WHEH, b=emn
| Thets 2 comgpaii i

By - el g e el

v il W Jurrderhy ror conracind 10Ty RATACTRL

‘ Organize ~ o View Disable this network device™ |k Dragnos

N.ame Status Device Mame Connectivity Netwurk Cate
Dial-up (2} -
o '@' Metwork Extender I-" Standalone Metwork Extende
M= [hzconnected — Disconnected

&3 Network Extender SSLVPN A... &5 15DN WAN Device
LAM or High-Speed Internet (1)

e ! Local Area Connectian
- » g r\J e 1 bl 1 ]
® W In Disable
Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

11



5. Select Internet Protocol Version 4
(TCP/IPv4) then click Properties.

6. Inthe TCP/IPv4 properties window,
select the Obtain an IP address au-
tomatically and Obtain DNS Server
address automatically radio but-
tons. Then click OK to exit the set-
ting.

7. Click OK again in the Local Area
Connection Properties window to
apply the new configuration.

[

.

?T'? Local Area Cannection Properties —— rﬁ’!
MNetwarking |
Connect using:

I_TIF' Irtel(R) 825660M Gigabit Network Connection

This connection uses the following items:

& Cligrt for Microsoft Networks

W) =005 Packet Scheduler

.@ Filz and Printer Sharing for Microsoft Networks

W s Intemet Protocal Version & (TCP/IPvE)

o Iemet Protocol Version 4 (TCP/IPv4)

Wl s Link-Layer Topology Discovery Mapper 140 Driver
<. |ink-Layer Topology Discoveny Responder

[ Imstall... I Lininstall Properies

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Internet Protocol Version 4 (TCP/IPvd) Properties

General | Alternate Configuration |

You can get IF settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
(7 Use the following IP address:

Sk i
2UDnED fask:

Default gateway:

(@) Obtain DMS server address automatically
(7 Use the following DNS server addresses:
Preferred DMS server:

Alternate DHNS server:

[ o

] [ Cancel

)
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Configuring PC in Windows XP

1. Go to Start > Control Panel (in Classic
View). In the Control Panel, double-click
on Network Connections

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window, click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address auto-
matically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.
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Configuring PC in Windows 2000

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address auto-
matically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.
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Configuring PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Configuration

tab.
2. Select TCP/IP > NE2000 Compatible,
or the name of your Network Interface [——-— IO | .~ [

Card (NIC) in your PC.
J

3. Select the Obtain an IP address auto-
matically radio button.

4. Then select the DNS Configurationtab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.

gl -
T
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Configuring PC in Windows NT4.0

1.

Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Protocols tab.

Select TCP/IP Protocol and click Prop-
erties.

Select the Obtain an IP address from
a DHCP server radio button and click
OK.
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

= Username: admin
B Password: admin

) the factory default setting
Attention

o

If you ever forget the login password, please press the reset button for more than 6 seconds to restore

The default username and password are “admin” and “admin” respectively.

Device LAN IP settings
B IP Address: 192.168.1.254
B Subnet Mask: 255.255.255.0
ISP setting in WAN site
= PPPoE

DHCP server

B DHCP server is enabled.
B Start IP Address: 192.168.1.100
= [P pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory.

The default values are shown in

the tale.
LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoE functior_1 is
DHCP server function 11588bled ?hna%ZdNtO arL:tom?tlcaII¥ get
IP addresses continuing e port configuration

> addresses for_ from 192.168.1.100 through from the ISP,

192.168.1.199

17



Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided such as DHCP (Obtain an IP Address Automatically, Static IP
(Fixed IP Address) or PPPoE.

Gather the information as illustrated in the following table and keep it for reference.

VPI/NVCI, VC / LLC-based multiplexing, Username, Password, Service
PPPoE(RFC2516) | Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPINCI, VC / LLC-based multiplexing, Username, Password and
PPPoA(RFC2684) | Domain Name System (DNS) IP address (it can be automatically
assigned by your ISP when you connect or be set manually).

VPINCI, VC / LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is a
fixed IP address).

MPoA(RFC1483/
RFC2684)

VPI/NVCI, VC / LLC-based multiplexing, IP address, Subnet mask,
IPOA(RFC1577) Gateway address, and Domain Name System (DNS) IP address (it is a
fixed IP address).

Pure Bridge VPINCI, VC / LLC-based multiplexing to use Bridged Mode.

18



Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254,
and click “Go”, a user name and password window prompt will appear. The default username and
password are “admin” and “admin” respectively. (See Figure 3.14)

Connect to, 192.168.1.254

X

Webadmin
User name: | 7 admin w |
Password; | T |

[ Remember rmy password

[ oK H Cancel ]

Figure 3.14: User name & Password Prompt Window

Congratulations! You are now successfully logon to the 3G/VolP/(802.11g) ADSL2+ (VPN)
Firewall Router!
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Chapter 4: Configuration

At the configuration homepage, the left navigation column provides you the link to each configuration
page. The category of each configuration page is listed as below.

@ Status
ADSL Table

ARP Table
DHCP Table
Routing Table
NAT Sessions
UpnP Portmap
PPTP Status
IPSec Status
L2TP Status
Email Status
VolP Status
VolP Call Log
Event Log
Error Log

Diagnostic

@ Quick Start

@ Configuration

LAN

WAN

System
Firewall

VPN

VolP

QoS

Virtual Server
Time Schedule
Advanced

@ Language (provides user interface in English and French languages)
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Status
ADSL Status

This section displays the ADSL overall status, which shows a number of helpful information such
as DSP firmware version.
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Status: The current status of the 3G card.
Signal Strength: The signal strength bar indicates current 3G signal strength.

Network Name: The network name that the device is connected to.
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ARP Table

This section displays the router's ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of
determining the MAC address of the network interface of your PCs to use with the router’s Firewall
— MAC Address Filter function. See the Firewall section of this manual for more information on this

feature.
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Wirad
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IP Address: A list of IP addresses of devices on your LAN (Local Area Network).

MAC Address: The MAC (Media Access Control) addresses for each device on your LAN.

Interface: The interface name (on the router) that this IP Address connects to.
Static: Static status of the ARP table entry:

@ “no” for dynamically-generated ARP table entries.

@ “yes” for static ARP table entries added by the user.

DHCP Table

= [T P T i
Typs

Leased: The DHCP assigned IP addresses information.

Expired: The expired IP addresses information.
Permanent: The fixed host mapping information.
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Leased Table

Learsasd Taldi
IF 2330844 WA ROdrdss Ll HOE1 P A
182 148 T 100 DODES3 71949 pEmineleg

IP Address: The IP address that assigned to client.
MAC Address: The MAC address of client.
Client Host Name: The Host Name (Computer Name) of client.

Expiry: The current lease time of client.
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Routing Table
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Routing Table

Valid: It indicates a successful routing status.

Destination: The IP address of the destination network.

Netmask: The destination Netmask address.

Gateway/Interface: The IP address of the gateway or existing interface that this route will use.

Cost: The number of hops counted as the cost of the route.

RIP Routing Table

Destination: The IP address of the destination network.
Netmask: The destination Netmask address.
Gateway: The IP address of the gateway that this route will use.

Cost: The number of hops counted as the cost of the route.
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NAT Sessions

This section lists all current NAT sessions between interface of types external (WAN) and internal
(LAN).

. e N

THAT Sy

Ho active NAT séssiecns kétwees imi@rfaces of iypiés exiemnal and intorenal.

Rebush |

UPnP Portmap

The section lists all port-mapping established using UPnP (Universal Plug and Play. See Advanced
section of this manual for more details on UPnP and the router’s UPnP configuration options.

I Status “’}E .
A b

*UPNP Portmap
UPnP Portimap Table
MName Protacol External Port Redirect Port |P Address
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PPTP Status

This shows details of your configured PPTP VPN Connections.
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Name: The name you assigned to the particular PPTP connection in your VPN configuration.
Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.

Call Connected: If the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.
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IPSec Status

This shows details of your configured IPSec VPN Connections.
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Name: The name you assigned to the particular VPN entry.

Active: Whether the VPN Connection is currently Active.
Connection State: Whether the VPN is Connected or Disconnected.
Statistics: Statistics for this VPN Connection.

Local Subnet: The local IP Address or Subnet used.

Remote Subnet: The Subnet of the remote site.

Remote Gateway: The Remote Gateway IP address.

SA: The Security Association for this VPN entry.

L2TP Status

This shows details of your configured L2TP VPN Connections.
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Name: The name you assigned to the particular L2TP connection in your VPN configuration.
Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.

Call Connected: If the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.
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Email Status

Details and status for the Email Account you have configured the router to check. Please see the
Advanced section of this manual for details on this function.
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Event Log

This page displays the router’s Event Log entries. Major events are logged to this window, such
as when the router’s ADSL connection is disconnected, as well as Firewall events when you have
enabled Intrusion or Blocking Logging in the Configuration — Firewall section of the interface.
Please see the Firewall section of this manual for more details on how to enable Firewall logging.
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Error Log

Any errors encountered by the router (e.g. invalid names given to entries) are logged to this
window.
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Diagnostic
It tests the connection to computer(s) which is connected to the LAN ports and also the WAN Internet

connection. If PING www.google.com is shown FAIL and the rest is PASS, you ought to check your
PC’s DNS setting is correct.
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Quick Start

1. Click Quick Start. Select the connect mode you want. There are 2 options to choose from: ADSL
or 3G. Select ADSL mode from the drop down menu and click Continue.
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2. If your ADSL line is not ready, you need to check your ADSL line has been set or not.
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3. If your ADSL line is ready, the screen appears ADSL Line is Ready. Choose Auto radio button
and click Apply. It will automatically scan the recommended mode for you. Manually mode
makes you to set the ADSL line by manual. (If you choose Manually, you will directly go to step
5.)

l-. Bk Sna Lﬁ .

= WAl Port [ WMAN = Fags o
ADEL Ling Is Ready,

2ty Genm (&1 age O3 Wanuaky

| Aceiy

o saan a: N

= WAN Parl [WAN = Wireleaa
ADSL Line Iz Ready..

SEAnneg
Please wan for 12 EECOnNOE

4. The list below has different mode applied for your choice. Choose 0/33/PPPoE(Recommended)
and click Apply.
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5. Please enter “Username” and “Password” as supplied by your ISP(Internet Service Provider)
and click Apply to continue.

* WAN Port WaAN
L onirngsC Thon
Profila Por ACYSL (o~
Pratocol PPPaE [ RFC2516, PFP aver Ethermel '-'
VEWCI B .35
Lisemama
Password
Senice Mame
Auth. Prodocol Chap{Aulo) »
IP Address 0.0.0.0
{10.0.0.0° means "Obtain an IP address automatically’)

Obtain DMNS automatically [+*] Enable
Primary DNSrSecondary DNS i

Apply

Profile Port: Select the connection mode. There is ADSL.
Protocol: Select the protocol mode. The default mode is PPPoE.
VPI/VCI: Enter the VPI and VCI information provided by your ISP.
Username: Enter the username provided by your ISP.
Password: Enter the password provided by your ISP.

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information.

Authentication Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

IP Address: Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address
from your ISP.

Obtain DNS automatically: Click to activate DNS and to enable the system to automatically
detect DNS.

Primary DNS / Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers
are passed to the DHCP clients along with the IP address and the netmask.
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6. Configure the Wireless LAN setting.
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WLAN Service: Default setting is set to Enable. If you want to use wireless, both 802.11g and
802.11b device in your network, you can select Enable.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from
another. For security propose, change to a unique ID name to the AP which is already built-in to
the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure

your wireless clients have exactly the ESSID as the device, in order to get connected to your
network.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless client
searches for a network, router can then be discovered and recognized. Default setting is Enable.

@ Enable: When Enable is selected, you can allow anybody with a wireless client to be able to
locate the Access Point (AP) of your router.

@ Disable: Select Disable if you do not want broadcast your ESSID. When select Disable, no
one will be able to locate the Access Point (AP) of your router.

Regulation Domain: There are seven Regulation Domains for you to choose from, including

North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the ID channel that you would like to use.

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The
default mode of wireless security is Disable.

7. Set up VolIP.
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SIP: To use VolIP SIP as VolP call signaling protocol. Default is set to Disable.

Region: This selection is a drop-down box, which allows user to select the country for which the

VolIP device must work. When a country is selected, the country parameters are automatically
loaded.

SIP Service Provider: This section allows you to select the service provider. When the selection
is done, respective parameters below are automatically displayed.

Phone Number: This parameter holds the registration ID of the user within the VolP SIP registrar.

Username: If the username is same as the Phone Number, leave it blank. Otherwise, fill in the
space with your username given by your VolP provider.

Password: This parameter holds the password used for authentication within VolP SIP registrar.

Display Name: This parameter will be appeared on the Caller ID.

8. Wait for the configuration.
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The Quick Start process is finlshed. Your device has bean successfully configured.

9. When ADSL is synchronic, it will appear “check”.
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your ADSL router.

LAN, WAN, System, Firewall, VoIP, QoS, Virtual Server, Time Schedule and Advanced

The function of each configuration sub-item is described in the following sections.
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LAN - Local Area Network

Here are the items within the LAN section: Bridge Interface, Ethernet, IP Alias, Ethernet Client
Filter, Wireless, Wireless Security, Wireless Client Filter, WPS, Port Setting and DHCP
Server.

Bridge Interface
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You can setup member ports for each VLAN group under Bridge Interface section. From the example,
two VLAN groups need to be created.

Ethernet: P1 (Port 1)
Ethernet1: P2, P3 and P4 (Port 2, 3, 4). Uncheck P2, P3, P4 from Ethernet VLAN port first.

Note: You should setup each VLAN group with caution. Each Bridge Interface is arranged in
this order.

Bridge Interface VLAN Port (Always starts with)
ethernet P1/P2/P3/P4

ethernet1 P2/ P3/P4

ethernet2 P3/ P4

ethernet3 P4

Management Interface: To specify which VLAN group has possibility to do device management,
like doing web management.

Note: NAT/NAPT can be applied to management interface only.
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Ethernet
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Primary IP Address
IP Address: The default IP on this router.

Subnet Mask: The default subnet mask on this router.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

IP Alias

This function creates multiple virtual IP interfaces on this router. It helps to connect two or more local
networks to the ISP or remote node. In this case, an internal router is not required.
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IP Address: Specify an IP address on this virtual interface.
SubNetmask: Specify a subnet mask on this virtual interface.
Security Interface: Specify the firewall setting on this virtual interface.

Internal: The network is behind NAT. All traffic will do network address translation when sending
out to Internet if NAT is enabled.

External: There is no NAT on this IP interface and connected to the Internet directly. Mostly it will
be used when providing multiple public IP addresses by ISP. In this case, you can use public IP
address in local network which gateway IP address point to the IP address on this interface.

DMZ: Specify this network to DMZ area. There is no NAT on this interface.
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Ethernet Client Filter

The Ethernet Client Filter supports up to 16 Ethernet network machines that helps you to manage
your network control to accept traffic from specific authorized machines or can restrict unwanted
machine(s) to access your LAN.

There are no pre-define Ethernet MAC address filter rules; you can add the filter rules to meet your
requirements.
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Ethernet Client Filter: Default setting is set Disable.

@ Allowed: check to authorize specific device accessinﬁﬂyour LAN by insert the MAC Address
in the space provided or click the Candidate button. Make sure your PC’s MAC is listed.

® Blocked: check to prevent unwanted device accessing your LAN by insert the MAC Address
in the space provided or click the Candidate button. Make sure your PC’s MAC is not listed.

The maximum client is 16. The MAC addresses are 6 bytes long; they are presented only in
hexadecimal characters. The number O - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Semicolon ( : ) must be included.

Candidates: automatically detects devices connected to the router through the Ethernet. .

Click the Candidate button to access the Active PC in LAN window.

f‘:" Active PC in LAN - Windows Internet Explorer E“E|E|
£ | hitp:#192.168.1 254/ tatusfmactable himl hd

Active PC in LAN
P Address MAC Address
[1192.168.1.12 00:05:5d:71:92:69

Active PC in LAN: Active PC in LAN displays a list of individual Ethernet device’s IP Address &
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MAC Address which connecting to the router.

You can easily by checking the box next to the IP address to be blocked or allowed. Then, Add to
insert to the Ethernet Client Filter table. The maximum Ethernet client is 16.
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Wireless
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Parameters

WLAN Service: Default setting is set to Enable. If you do not have any wireless, both 802.11¢g
and 802.11b, device in your network, select Disable.

Mode: The default setting is 802.11b+g (Mixed mode). If you do not know or have both 11g and
11b devices in your network, then keep the default in mixed mode. From the drop-down manual,
you can select 802.11g if you have only 11g card. If you have only 11b card, then select 802.11b.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from
another. For security purpose, change the default wlan-ap to a unique ID name to the AP already
built-in to the router’s wireless interface. It is case sensitive and must not excess 32 characters.
Make sure your wireless clients have exactly the ESSID as the device, in order to get connected to
your network.

Note: It is case sensitive and must not excess 32 characters.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless
client searches for a network, router can then be discovered and recognized. Default setting is
Enabled.

@ Disable: If you do not want broadcast your ESSID. Any client uses “any” wireless setting
cannot discover the Access Point (AP) of your router.

@ Enable: Any client that using the “any” setting can discover the Access Point (AP).

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.
Channel ID: Select the wireless connection ID channel that you would like to use.
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Note: Wireless performance may degrade if select ID channel is already being occupied by
other AP(s).

TX PowerLevel: Itis a function that enhances the wireless transmitting signal strength. User
may adjust this power level from minimum 1 up to maximum 127.

Note: The Power Level maybe different in each access network user premises environment
and choose the most suitable level for your network.

Connected: Representing in true or false. That it is the connection status between the system
and the build-in wireless card.

AP MAC Address: It is a unique hardware address of the Access Point.

AP Firmware Version: The Access Point firmware version.

Wireless Distribution System (WDS)

It is a wireless access point mode that enables wireless link and communication with other access
point. Itis easy to be installed simply to define peer’s MAC address of the connected AP. WDS takes
advantages of cost saving and flexibility which no extra wireless client device is required to bridge
between two access points and extending an existing wired or wireless infrastructure network to
create a larger network. It can connect up to 4 wireless APs for extending cover range at the same
time.

In addition, WDS enhances its link connection security in WEP mode, WEP key encryption must be
the same for both access points.

WDS Service: The default setting is Disabled. Check Enable radio button to activate this
function.

1. Peer WDS MAC Address: It is the associated AP’s MAC Address. It is important that your
peer’s AP must include your MAC address in order to acknowledge and communicate with
each other.

2. Peer WDS MAC Address: It is the second associated AP’s MAC Address.
3. Peer WDS MAC Address: It is the third associated AP’s MAC Address.

4. Peer WDS MAC Address: It is the fourth associated AP’s MAC Address.
Note: For MAC Address, Semicolon ( : ) must be included.

41



Wireless Security

You can disable or enable with WPA or WEP for protecting wireless network.
The default mode of wireless security is disabled.
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Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The
default mode of wireless security is Disable.

WPA Algorithms: There are two types of the WPA-PSK, WPA-PSK and WPA2-PSK. The WPA-
PSK adapts the TKIP (Temporal Key Integrity Protocol) encrypted algorithms, which incorporates
Message Integrity Code (MIC) to provide protection against hackers. The WPA2-PSK adapts
CCMP (Cipher Block Chaining Message Authentication Code Protocol) of the AES (Advanced
Encryption Security) algorithms.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 600 seconds.

WEP
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WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers secure data encryption, known as WEP. If you require high
security for transmissions, there are two options to select from: Open System, Share key.

WEP Encryption: To prevent unauthorized wireless stations from accessing data transmitted over
the network, the router offers highly secure data encryption, known as WEP. If you require high
security for transmissions, there are two alternatives to select from: WEP 64 and WEP 128. WEP
128 will offer increased security over WEP 64.
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Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format is in HEX style, 10 and 26 HEX codes are required for WEP64
and WEP128 respectively.
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Wireless Client / MAC Address Filter

The MAC Address supports up to 16 wireless network machines and helps you manage your network
control to accept traffic from specific authorized machines or to restrict unwanted machine(s) to
access your LAN.

There are no pre-define MAC Address filter rules; you can add the filter rules to meet your
requirements.
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Wireless Client Filter: Default setting is set to Disable.

@ Allowed: To authorize specific device accessing your LAN by insert the MAC Address in the
space provided or click the Candidate button. Make sure your PC’s MAC is listed.

@ Blocked: To prevent unwanted device accessing the LAN by insert the MAC Address in the
space provided or click the Candidate button. Make sure your PC’s MAC is not listed.

The maximum client is 16. The MAC addresses are 6 bytes long; they are presented only in
hexadecimal characters. The number 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Semicolon ( : ) must be included.

Candidates: It automatically detects devices connected to the router through the Wireless feature.

Click the Candidate button to access the Associated Wireless Client window.

2 hitp://192.168.1.254 - Associated ... [2 |51/

Associated Wireless Clients

[l 00:18:de:04:9d:ee

Associate Wireless Client: Displays a list of individual wireless device’s MAC Address that currently
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connects to the router.

You can easily by checking the box next to the MAC address to be blocked or allowed. Then, Add to
insert to the Wireless Client (MAC Address) Filter table. The maximum Wireless client is 16.

WPS

WPS feature is follow Wi-Fi Alliance WPS standard and it easily set up security-enabled Wi-

Fi networks in the home and small office environment. It is reduced by half the user steps to
configure a network and supports two methods that are familiar to most consumers to configure a
network and enable security.
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Port Setting

This section allows you to configure the settings for the router’s Ethernet ports to solve some
of the compatibility problems that may be encountered while connecting to the Internet, as well
allowing users to tweak the performance of their network.
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Port # Connection Type: There are Six options to choose from: Auto, disable, 10M half-duplex,
10M full-duplex, 100M half-duplex, 100M full-duplex and Disable. Sometimes, there are Ethernet
compatibility problems with legacy Ethernet devices, and you can configure different types to
solve compatibility issues. The default is Auto, which users should keep unless there are specific
problems with PCs not being able to access your LAN.

IPv4 TOS priority Control (Advanced users): TOS, Type of Services, is the 2" octet of an IP
packet. Bits 6-7 of this octet are reserved and bit 0-5 are used to specify the priority of the packet.

This feature uses bits 0-5 to classify the packet’s priority. If the packet is high priority, it will flow
first and will not be constrained by the Rate Limit. Therefore, when this feature is enabled, the
router’s Ethernet switch will check the 2" octet of each IP packet. If the value in the TOS field
matches the checked values in the table (0 to 63), this packet will be treated as high priority.
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DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router’s DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.
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To disable the router’'s DHCP Server, check Disabled and click Next, then click Apply. When the
DHCP Server is disabled you will need to manually assign a fixed IP address to each PCs on your

network, and set the default gateway for each PCs to the IP address of the router (by default this is
192.168.1.254).

To configure the router’s DHCP Server, check DHCP Server and click Next. You can then configure
parameters of the DHCP Server including the IP pool (starting IP address and ending IP address to
be allocated to PCs on your network), lease time for each assigned IP address (the period of time
the IP address assigned will be valid), DNS IP address and the gateway IP address. These details
are sent to the DHCP client (i.e. your PC) when it requests an IP address from the DHCP server.
Click Apply to enable this function. If you check “Use Router as a DNS Server”, the ADSL Router will
perform the domain name lookup, find the IP address from the outside network automatically and
forward it back to the requesting PC in the LAN (your Local Area Network).

If you check DHCP Relay Agent and click Next, then you will have to enter the IP address of the
DHCP server which will assign an IP address back to the DHCP client in the LAN. Use this function
only if advised to do so by your network administrator or ISP.

Click Apply to enable this function.
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WAN - Wide Area Network

WAN refers to your Wide Area Network connection, i.e. your router’s connection to your ISP and
the Internet. Here are the items within the WAN section: WAN Interface, WAN Profile and ADSL
Mode.

WAN Interface

WAN Connection-ADSL Mode
The default setting for Connection Mode is ADSL and for Protocol is PPPoE.
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Main Port: User can select either ADSL or 3G mode.
Failover / Failback: Set Enable to trigger ADLS / 3G failover / failback function ready.

Backup Port: It links to backup port configuration page. It is necessary to configure it when
Failover/Failback be set.

Connectivity Decision: Set how many times of probing failed to switch backup port.

Failover Probe Cycle: Set the time duration for the Failover Probe Cycle to determine when the
router will switch to the backup connection (backup port) once the main connection (main port)
fails.

Note: The time set is for each probe cycle, but the decision to change to the backup port is
determined by Probe Cycle duration multiplied by connection Decision amount (e.g. From
the image above it will be 12 seconds multiplied by 5 consecutive fails).

Failback Probe Cycle: Set the time duration for the Failback Probe Cycle to determine when the
router will switch back to the main connection (main port) from the backup connection (backup
port) once the main connection is communicating again.

Note: The time set is for each probe cycle, but the decision to change to the backup port is
determined by Probe Cycle duration multiplied by Connection Decision amount (e.g. From
ge above it will be 3 seconds multiplied by 5 consecutive fails).

Detect Rule:
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Rule 1. ADSL Down
Rule 2. Ping Fail

® No Pin?: It will not send any ping packet to determine the connection. It means to disable the
ping fail detection.

@ Ping Gateway: It will send ping packet to gateway and wait response from gateway in every
“Probe Cycle”.

@ Ping Host: It will send ping packet to specific host and wait response in every “Probe Cycle”.
The host must be an IP address.

WAN Connection-3G Mode

In ADSL mode, as the ADSL is not available (failover/failback), it will switch to 3G mode for WAN
Connection support. However, in 3G Mode ADSL cannot support WAN Connection when 3G
Mode is unavailable.

ICDnﬂguratiDn i“‘kt" .

*WAHN Interface
VAN Interface

Main Port 3G * (Current Main Port: ADSL)
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WAN Profile
PPPoE Connection

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

ICDnﬂguratiDn im; .

TWAN Connection
PPPoE Routed
Profile Port ADSL v |

Frotocol :_PPPUE [RF(3251E F-'F.'F'.UuerEtherne’.[} v

Description  |PPPOE WAN Link | VPINCI E JEE | ATM Class UBR |
Username Passwaord Service Mame

NAT [“lEnable IP (0.0.0.0: Auto) |0.0.0.0 Auth. Protocol | Chap(Auto) v
Connection Always On | |dle Timecout ] . min(s) MTL 1482

RIF Ol ripvt O RIPv2 [ RIP v2 Multicast TCP M55 Clamp  [+] Enable

MAC Spoofing [ ]Enable |
Obtain DNS  [¥] Automatic Primary Secondary

Edit Mame Description Creator VPl Wi Delete
O wanlink PPPoE WAN Link Factory Defaults 8 35

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is in the format of “username@ispname” instead of simply
‘username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information. Maximum input is 15 alphanumeric characters.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.
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Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.
Connection:

@ Always on: If you want the router to establish a PPPoA session when starting up and to au-
tomatically re-establish the PPPoA session when disconnected by the ISP.

@ Connect on Demand: If you want to establish a PPPoA session only when there is a packet
{ﬁqlfeftingt?ccess to the Internet (i.e. when a program on your computer attempts to access
e Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.

@ Detail: You can define the destination port and packet type (TCP/UDP) without checking by
timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

MAC Spoofing: Some service providers require the configuring of this option. You must fill in the
MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS
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PPPoA Connection
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Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device..
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive). This is in the format of “username@ispname” instead of simply
‘username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing the single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP
address from your ISP.

Auth. Protocol: Default is Auto. Your ISP should advises you on whether to use Chap or Pap.
Connection:

@ Always on: If you want the router to establish a PPPoA session when starting up and to au-
tomatically re-establish the PPPoA session when disconnected by the ISP.

@ Connect on Demand: If you want to establish a PPPoA session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access
the Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time.
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@ Detail: You can define the destination port and packet type (TCP/UDP) without checking by
timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.
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MPoA Connection
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Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

Encap. mode: Choose whether you want the packets in WAN interface as bridged packet or
routed packet.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IP (0.0.0.0:Auto): Specify an IP address allowed to logon and access the router’s web server.

Note: IP 0.0.0.0 indicates all users who are connected to this router are allowed to logon the
device and modify data.

Netmask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128.
Type the subnet mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).
RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.
TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is

enabled.
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MAC Spoofing: Some service providers require the configuring of this option. You must fill in the
MAC address that specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.
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IPoA Routed Connection
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Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account, sharing a single IP address. If users on your LAN have public IP
addresses and can access the Internet directly, the NAT function can be disabled.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IP (0.0.0.0:Auto): Specify an IP address allowed to logon and access the router’s web server.

Note: IP 0.0.0.0 indicates all users who are connected to this router are allowed to logon the
device and modify data.

Netmask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128. Type
the subnet mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).
RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is
enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox
to obtain DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.
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Pure Bridge
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Profile Port: Select the profile port as ADSL.

Protocol: The ATM protocol will be used in the device.

Description: A given name for this connection.

VPI/VCI: Enter the information provided by your ISP.

ATM Class: The Quality of Service for ATM layer.

Encap. mode: Choose whether you want the packets in WAN interface as bridged packet or

routed packet.

Acceptable Frame Type: Specify which kind of traffic goes through this connection, all traffic or

only VLAN tagged.

Filter Type: Specify the type of ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
Pppoe Allows only PPPoE types of ethernet packets through the port.
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TEL No.: The dial string to make a GPRS / 3G user internetworking call. It may provide by your
mobile service provider.

APN: An APN is similar to a URL on the WWW, it is what the unit makes a GPRS / UMTS call. The
service provider is able to attach anything to an APN to create a data connection, requirements for
APN’s to be assigned varies between different service providers. Most service providers have an
internet portal which they connect a DHCP Server to, giving you access to the internet i.e. Some
3G operators use the APN ‘internet’ for their portal. The default value of APN is “internet”.

Username: Enter the username provided by your service provider.
Password: Enter the password provided by your service provider.

Authentication Type: Default is None. Manually specify CHAP (Challenge Handshake
Authentication Protocol) or PAP (Password Authentication Protocol) if you know which type

the server is using (when acting as a client), or else the authentication type you want clients
connecting to you to use (when acting as a server). When using PAP, the password is sent
unencrypted, whilst CHAP encrypts the password before sending, and also allows for challenges
at different periods to ensure that an intruder has not replaced the client.

PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used in certain
systems as a password to gain access, and authenticate. In mobile phones a PIN code locks the
SIM card until you enter the correct code. If you enter the PIN code incorrectly into the phone

3 times in a row, then the SIM card will be blocked and you will require a PUK code from your
network/service provider.
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Connection:

Connection Always On W
Keep Alive [ ]Enable

Obtain DMNS automatically Enahble

Primary DME/Secondary DMNS fi
“Warning: Entering the wrang FIMN code three times will lock the SIM.

@ Always On: The router will make UMTS/GPRS call when starting up. Enabling Always On,
will give you an option of Keep Alive.

@ Keep Alive: Set Enable to allow the router automatically reconnects the connection when ISP
disconnects it.

Connection Connect on Demand

|dle Timeout min(s)
Obtain DMS automatically Enable

Frimary DMS/Secondary DMNS A

*Warning: Entering the wrong FPIM code three times will lock the SIM.

@ Connect to Demand: If you want to make UMTS/GPRS call only when there is a packet re-
questing access to the Internet (i.e. when a program on your computer attempts to access the
Internet). In this mode, you must set Idle Timeout value at same time. Enabling Connect on
Demand will give you an option of Idle Timeout.

@ Idle Timeout: Auto-disconnect the connection when there is no activity on this call for a pre-
determined period of time. The default value is 10 seconds.

Obtain DNS Automatically: Select this check box to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the subnet mask.

Note: If you don’t know how to set these values and please keep them untouched.
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ADSL Mode

I' aqillipn o Lullr .

= R VGL Waeda
Bl anneElens

Connpct Modo Al w

Wondulaaon & Dk BisFissAuin »
Frodin Typa A -

Ariiiada Lins fus W

Cading Cain qiin W

| Apply | Cancel |

Connect Mode: This mode will automatically detect your ADSL line code, ADSL2+, ADSL2,
AnnexM2 and AnnexM2+, ADSL, All. Please keep the factory setting unless ADSL is detected as
the symptom of synchronization problem.

Modulation: It will automatically detect capability of your ADSL line mode. Please keep the
factory setting unless ADSL is detected as the symptom of synchronization problem.

Profile Type: Please keep the factory settings unless ADSL is detected as the symptom of low link
rate or unstable problems. You may need to change the profile setting to reach the best ADSL line
rate, it depends on the different DSLAM and location.

Activate Line: Aborting (false) your ADSL line and making it active (true) again for taking effect
with setting of Connect Mode.

Coding Gain: It reduces router’s transmit power which will effect to router’s downstream
performance. Higher the gain will increase the downstream rate but it sometimes causes unstable
ADSL line. The configurable ADSL coding gain is from 0 dB to 7dB, or automatic.
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System

Here are the items within the System section: Time Zone, Remote Access, Firmware Upgrade,
Backup/Restore, Restart and User Management.

Time Zone
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The router does not have a real time clock on board; instead, it uses the Simple Network Time
Protocol (SNTP) to get the current time from an SNTP server outside your network. Choose your
local time zone, click Enable and click the Apply button. After a successful connection to the Internet,
the router will retrieve the correct local time from the SNTP server you have specified. If you prefer
to specify an SNTP server other than those in the list, simply enter its IP address as shown above.
Your ISP may provide an SNTP server for you to use.

Daylight Saving is also known as Summer Time Period. Many places in the world adapt it during
summer time to move one hour of daylight from morning to the evening in local standard time. Check
Enable box to set your local time.

Resync Period (in minutes) is the periodic interval the router will wait before it re-synchronizes the
router’s time with that of the specified SNTP server. In order to avoid unnecessarily increasing the
load on your specified SNTP server you should keep the poll interval as high as possible — at the
absolute minimum every few hours or even days.
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Remote Access
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To temporarily permit remote administration of the router (i.e. from outside your LAN), select a time
period the router will permit remote access for and click Enable. You may change other configuration

options for the web administration interface using Device Management options in the Advanced
section of the GUI.

If you wish to permanently enable remote access, choose a time period of 0 minute.

Firmware Upgrade
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FFirmware Uparade

You may uparade the system software on your network device

Mew Firmware Image

Your router’s “firmware” is the software that allows it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software it runs. Over time

this software may be improved and revised, and your router allows you to upgrade the software it
runs to take advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to
your PC. Once the correct file is selected, click Upgrade to update the firmware in your router.

DO NOT power down the router or interrupt the firmware upgrading while

it is still in process. Improper operation could damage the router.
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Backup / Restore
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| Restore |

These functions allow you to save and backup your router’s current settings to a file on your PC, or
to restore a previously saved backup. This is useful if you wish to experiment with different settings,
knowing that you have a backup handy in the case of any mistakes. It is advisable to backup your
router’s settings before making any significant changes to your router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also change the
name of the file when saving if you wish to keep multiple backups.

Press Browse to select a file from your PC to restore. You should only restore settings files that have
been generated by the Backup function, and that were created when using the current version of the
router’s firmware. Settings files saved to your PC should not be manually edited in any way.

After selecting the settings file you wish to use, pressing Restore will load those settings into the
router.
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Restart Router

Click Restart with option Current Settings to reboot your router (and restore your last saved
configuration).

Il oty ating ' “ilh'l::i -

B Henlam Eoulam

Aot destarting ploass wall fon o lew seconds Tor sysfen to come igll wou soaild bike (o 1esed all comdiomation (o Tactedy dielaull
BT plensn soboct e “Factony Detal Semings™ otk

(=) Current Settings
Feaslart Rouler with T

i Factony Default Settings

| Restan |

If you wish to restart the router using the factory default settings (for example, after a firmware

upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings.

You may also reset your router to factory settings by holding the small Reset pinhole button more
than 6 seconds on the back of your router.

Caution: After pressing the RESET button for more than 6 seconds, to be sure you power
cycle the device again.
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User Management
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In order to prevent unauthorized access to your router’s configuration interface, it requires all users
to login with a password. You can set up multiple user accounts, each with their own password.

You are able to Edit existing users and Add new users who are able to access the device’s configuration
interface. Once you have clicked on Edit, you are shown the following options:
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You can change the user’s password, whether their account is active and valid, as well as add a
comment to each user account. Click Edit/Delete button to save your revise. You cannot delete
the default admin account, if you do you will be log out. However, you can delete any other created
accounts by clicking Delete when editing the user. You are strongly advised to change the password
on the default “admin” account when you receive your router, and any time you reset your configuration

to Factory Defaults.
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When you create a user account, check Valid box and fill in the respective information for User,
Comment, Password and Confirm Password in the blanks provided. Then click the Add button to
add your new user account.
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To delete a user account, click on the Delete radio button on the right column of the account you
wish to delete and then click the Edit/Delete button on the top to confirm your deletion.
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Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet access
from your LAN, as well as helping to prevent attacks from hackers. Besides, when using NAT, the
router acts as a “natural” Internet firewall, as all PCs on your LAN will use private IP addresses
that cannot be directly accessed from the Internet.

i _tl
B I
F _t. l
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L Router Firewall
I
Access Control

. —NAT

- Packetfilter

; : - Packetfilter - Unauthorized users &
: ;’p”pﬁ;—ggt?éﬁ:d users & . H:I?f‘;:::t:rr - Intrusion Detection applications
R - Blacklisting - Malicious attacks

ACCEES

Firewall & Filter

Firewall: Prevent outsiders from accessing your local network. The router provides three levels of
security support:

o )

”orfl When using Virtual Servers your PCs will be exposed to the degree
r
a specified in your Virtual Server settings provided the ports specified are
opened in your firewall packet filter settings.

. J/

NAT natural firewall: This masks LAN users’ IP addresses which are invisible to users on the
Internet, thus making it more difficult for a hacker to target a machine on your network. This natural
firewall is turned on when NAT function is enabled.

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules to
prevent unauthorized computers or applications to access your local network from the Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent and log malicious attacks.
Access Control: Prevent access from PCs on your local network:

Firewall Security and Policy (General Settings): Outbound direction of Packet Filter rules to
prevent unauthorized computers or applications from accessing the Internet.

URL Filter: To block PCs on your local network from unwanted websites.
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Listed are the items under the Firewall section: General Settings, Packet Filter, Intrusion Detection,
URL Filter, IM/P2P Blocking and Firewall Log.

General Settings

You can choose not to enable Firewall and still able to access to URL Filter and IM/P2P Blocking or
enable the Firewall using preset filter rules and modify the port filter rules as required. The Packet
Filter is used to filter packets based-on Applications (Port) or IP addresses.

I Configuration \ “.}E-t .

¥ General Settings

Firewall Security
Security (O Enable &) Disable

All blocked/User-defined
Bl High security level
Medium security level

Low security lewvel

(-_!\If aorme goalications canhot work after enabiing Firewall please check the Packet Filter especiaily
Fort Fifter ries, For examale, adding (TOR 43 outbound alfowed will ist HTTRS data go through
Flrewgall)

Block WAk Request () Enable @) Dizable

(-_!\Enabfe for pravienting any ping test from Infernet, such as hacker altack )

SIP ALG (¥) Enable O Disable
FTP ALG (¥ Enable O Disable
Apply

There are four options when you enable the Firewall, they are:

@ All blocked/User-defined: no pre-definedyort or address filter rules by default, meaning that
all inbound (Internet to LAN) and outbound (LAN to Internet) packets will be blocked. Users
have to add their own filter rules for further access to the Internet.

@ High/Medium/Low security level: the predefined port filter rules for High, Medium and Low
security are displayed in Port Filters of Packet Filter.

Select either High, Medium or Low security level to enable the Firewall. The only difference between
these three security levels is the preset port filter rules in the Packet Filter. Firewall functionality is
the same for all levels; it is only the list of preset port filters that changes between each setting. For
more detailed on level of preset port filter information, refer to Table 1: Predefined Port Filter.

If you choose of the preset security levels and add custom filters, this level of filter rules will be saved
even and do not need to re-configure the rules again if you disable or switch to other firewall level.

The “Block WAN Request” is a stand-alone function and not relate to whether security enable or
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disable. Mostly it is for preventing any scan tools from WAN site by hacker.

” or & Any remote user attempting to perform this action may result in blocking all accesses to
configure and manage the device from the Internet.

Packet Filter

This function is only available when the Firewall is enabled and one of these four security levels is
chosen (All blocked, High, Medium and Low). The preset port filter rules in the Packet Filter must
modify accordingly to the level of Firewall, which is selected. See Table1: Predefined Port Filter for
more detail information.
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Example: Predefined Port Filters Rules

The predefined port filter rules for High, Medium and Low security levels are listed. See Table 1.

Note: Firewall — All Blocked/User-defined, you must define and create the port filter rules
yourself. No predefined rule is being preconfigured.

Table 1: Port . . . . .
Predefined Number Firewall - Low |Firewall - Medium| Firewall — High
Port Filter [Protocol

Start | End |Inbound |Outbound|Inbound|Outbound|Inbound [Outbound
Application

HTTP(80) | TCP(6)| 80 | 80 NO YES NO YES NO YES

DNS (53) |UDP(17)| 53 | 53 NO YES NO YES NO YES

DNS (53) TCP(6) | 53 | 53 NO YES NO YES NO YES

FTP(21) TCP®G) | 21 | 21 NO YES NO YES NO NO
Telnet(23) | TCP(6) | 23 | 23 NO YES NO YES NO NO
SMTP(25) | TCP(6) | 25 | 25 NO YES NO YES NO YES
POP3(110) | TCP(6) | 110 | 110 NO YES NO YES NO YES

NEWS(NNTP)

(Network | ropg) [ 119 | 119 No | YES | NO | YES | NO | NO

News Transfer
Protocol)
RealAudio/
RealVideo |UDP(17)[7070(7070| YES YES YES YES NO NO

(7070)

PING ICMP(1)| N/A | NJA| NO YES NO YES NO YES
H.323(1720) | TCP(6) [1720({1720| YES YES NO YES NO NO
T.120(1503) | TCP(6) |1503|1503| YES YES NO YES NO NO

SSH(22) TCP(6) | 22 | 22 NO YES NO YES NO NO
NTP /SNTP [UDP(17)| 123 | 123 | NO YES NO YES NO YES
HTTP/HTTP

Proxy (8080) TCP(6) 8080|8080 NO YES NO NO NO NO
HTTPS(443) | TCP(6) | 443 | 443 | NO YES NO YES N/A N/A
ICQ (5190) | TCP(6) 5190|5190 YES YES N/A N/A N/A N/A
MSN (1863) | TCP(6) [1863|1863| YES YES N/A N/A N/A N/A
MSN (7001) [UDP(17)|7001{7001| YES YES N/A N/A N/A N/A
MS(NQ()\QEI)DIO TCP(6) [9000({9000| NO YES N/A N/A N/A N/A
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Inbound: Internet to LAN
Outbound: LAN to Internet
YES: Allowed

NO: Blocked

N/A: Not Applicable

Packet Filter — Add TCP/UDP Filter
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Rule Name Helper: Users-define description to identify this entry or click “Select” drop-down
menu to select existing predefined rules. The maximum name length is 32 characters.

Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or
block traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range
you wish to allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactive
the Address-Filter rule.

Tip: To block access, to/from a single IP address, enter that IP address as the Host IP Address
and use a Host Subnet Mask of “255.255.255.255".

Type: It is the packet protocol type used by the application, select TCP, UDP or both TCP/UDP.
Protocol Number: Insert the port number.

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option
be configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click Add button to apply your changes.

72



Packet Filter — Add Raw IP Filter

Go to “Type” drop-down menu, select “Use Protocol Number”.
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Rule Name Helper: Users-define description to identify this entry or choosing “Select” drop-down
menu to select existing predefined rules.

Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or

block traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range

you wish to allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactive
the Address-Filter rule.

Tip: To block access, to/from a single IP address, enter that IP address as the Host IP
Address and use a Host Subnet Mask of “255.255.255.255".

Type: It is the packet protocol type used by the application, select TCP, UDP or both TCP/UDP.
Protocol Number: Insert the port number, i.e. GRE 47.

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option
be configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click the Add button to apply your changes.

Example: Configuring your firewall to allow a publicly accessible web server on your LAN

The predefined port filter rule for HTTP (TCP port 80) is the same no matter whether the firewall is
set to a high, medium or low security level. To setup a web server located on the local network when
the firewall is enabled, you have to configure the Port Filters setting for HTTP.
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As you can see from the diagram below, when the firewall is enabled with one of the three presets
(Low/Medium/High), inbound HTTP access is not allowed which means remote access through
HTTP to your router is not allowed.

Note: Inbound indicates accessing from Internet to LAN and Outbound is from LAN to the
Internet.
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Configuring Packet Filter:

1.

this case for the low security level), shown below:

Click Packet Filters. You will then be presented with the predefined port filter rules screen (in

Note: You may click Edit the predefined rule instead of Delete it. This is an example to show
to how you add a filter on your own.
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2. Choose the radio button you want to delete the existing HTTP rule. Click Edit/Delete button to
delete the existing HTTP rule.

I Configuration

3.

TPacket Filter
Parameters

Rule Mame Helper

Time Schedule

Source IP Addressies)
Destination IP Address(es)
Type

Source Port

Destination Port

Inbound

Cuthound

Add Edit/ Delete

Edit

Rule Mame Time Schedule

= lei_http Always On

@ lgi_dns Alweays On

Inbound and Outbound.

(lei_fitp | <<|-select-
| Aways on_ v

lnooo

0.0.0.0

TOP v

0 . |65535
EERRET

Block

Allouy [

Source [P [ Netmask
o FProtocol
Destination [P F Netmask

0.0.0.0f0.0.0.0

TCF
0.0.0.0/0.0.0.0
0.0.0070.00.0

UDP
0.0.00f0.0000
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Metmask 0.0.0.0

Metmask 0.0.0.0
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Source poris) Inbound

o Delete
Destination port(s) Cuthound
0 ~F55345 Block =
e

80 ~ 80 Al '
0 ~F55345 Block O
53 ~ 53 Allowe '

Input the Rule Name, Time Schedule, Source/Destination IP, Type, Source/Destination Port,



Example:

Application: Cindy_HTTP
Time Schedule: Always On

Source / Destination IP Address(es): 0.0.0.0 (I do not wish to active the address-filter, instead |
use the port-filter)

Type: TCP (Please refer to Table1: Predefined Port Filter)

Source Port: 0-65535 (I allow all ports to connect with the application))

Redirect Port: 80-80 (This is Port defined for HTTP)

Inbound / Outbound: Allow

Ii:nufinjul ation 3 “3.[‘ .

F Packet Filter %

Parameters

Rule Mame Helper |Cindy_HTTF 2= | --Select- v

Time Schedule :_Alwa!y_rs on . o |

Source IP Address{es) E!ZI.IZI.D.IZI . Metmask 0000
Destination IP Addressies) 5iZI.IZI.D.IZ| . Metmask 0.00.0
Type TCP v: Protocol Murmber

Source Port o |-|8535

Destination Part lso |-[s0

Inbound | Allow v

Outhound | Allow |

Add Edits Delete
Source [P f Metmask Source paris) Inbaund

Rule Mame Time Schedule e Frotocol —
Diestination IP f Ketmask Destination portis) Quthound

1. The new port filter rule for HTTP is shown below:

. Q.000r0000 0~ 65535 All oy
Y Cindy_HTTP  Always On TCP B

0.0.0.0/0.0.0.0 a0~ 30 All oty

2. Configure your Virtual Server (“port forwarding”) settings so that incoming HTTP requests on
port 80 will be forwarded to the PC running your web server:

” 076'-.';* For how to configure the HTTP in Virtual Server, please refer to the Add Virtual Server
sub-section under the Virtual Server section for detail.
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Intrusion Detection

I Configur ation Q}E .
A ——

T Intrusion Detection

Parameters

Intrusion Detection O Enahle & Disahle

‘ictim Protection Block Duration {800 :secnnds
Scan Attack Block Duration 186400 isecnnds
DOS Attack Block Duration ;jBDD |seconds
Maximum TCP Open Handshaking Count 1 oo .per second
Maximum Ping Count 15 :persecnnd
Maxirmum ICMP Count 100 per second

[#pplv]

| ClearBlacklist |

The router’s Intrusion Detection System (IDS) is used to detect hacker attacks and intrusion
attempts from the Internet. If the IDS function of the firewall is enabled, inbound packets are
filtered and blocked depending on whether they are detected as possible hacker attacks, intrusion
attempts or other connections that the router determines to be suspicious.

Blacklist: If the router detects a possible attack, the source IP or destination IP address will be
added to the Blacklist. Any further attempts using this IP address will be blocked for the time
period specified as the Block Duration. The default setting for this function is false (disabled).
Some attack types are denied immediately without using the Blacklist function, such as Land
attack and Echo/CharGen scan.

Intrusion Detection: If enabled, IDS will block Smurf attack attempts. Default is false.
Block Duration:

@ Victim Protection Block Duration: This is the duration for blocking Smurf attacks. Default
value is 600 seconds.

@ Scan Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Scan attack. Scan attack types include X’mas scan, IMAP SYN/FIN scan and similar attempts.
Default value is 86400 seconds.

@ DoS Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Denial of Service %)OS) attack. Possible DoS attacks this attempts to block include Ascend
Kill and WinNuke. Default value is 1800 seconds.

Max TCP Open Handshaking Count: This is a threshold value to decide whether a SYN Flood
attempt is occurring or not. Default value is 100 TCP SYN per seconds.

Max PING Count: This is a threshold value to decide whether an ICMP Echo Storm is occurring or
not. Default value is 15 ICMP Echo Requests (PING) per second.

Max ICMP Count: This is a threshold to decide whether an ICMP flood is occurring or not. Default
value is 100 ICMP packets per seconds except ICMP Echo Requests (PING).

For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the Event Log. It
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cannot protect against such attacks.

Table 2: Hacker attack types recognized by the IDS

Type of Block

Drop

Intrusion Name |Detect Parameter|Blacklist . Show Log
Duration Packet
Ascend Kill Ascend Kill data | Src IP DoS Yes Yes
TCP
. Port 135,
WinNuke 137~139, Flag: Src IP DoS Yes Yes
URG
ICMP type 8 -
Smurf Des IP is Dst IP Victim Yes Yes
Protection
broadcast
Land attack SrclP = DstIP Yes Yes
Echo/CharGen UDP Echo Port Yes Yes
Scan and CharGen Port
Echo Scan UDP Dst Port = Src IP Scan Yes Yes
Echo(7)
UDP Dst Port =
CharGen Scan CharGen(19) Src IP Scan Yes Yes
X’mas Tree Scan | TCP Flag: X’mas | Src IP Scan Yes Yes
TCP Flag: SYN/
FIN
IMAP DstPort:
SYN/FIN Scan IMAP(143) Sre P Scan ves ves
SrcPort: 0 or
65535
TCP,
No Existing
DUHANHRENTAG S session And Scan| SrcIP Scan Yes Yes
Scan
Hosts more than
five.
TCP
No Existing
session
Net Bus Scan DstPort = Net Bus SrclP Scan Yes Yes
12345,12346,
3456
UDP, DstPort
Back Orifice Scan = Orifice Port SrclP Scan Yes Yes
(31337)
Max TCP Open
Handshaking
Sl [Feer: Count (Default Yes
100 c/sec)
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Max ICMP Count
ICMP Flood (Default 100 ¢/ Yes
sec)
Max PING Count
ICMP Echo | 1 tault 15 c/sec) ves

Src IP: Source IP
Src Port: Source Port

Dst Port: Destination Port

Dst IP: Destination IP
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