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THE MANUFACTURER IS NOT RESPONSIBLE FOR ANY RADIO OR TV
INTERFERENCE CAUSED BY UNAUTHORIZED MODIFICATIONS TO THIS
EQUIPMENT. SUCH MODIFICATIONS COULD VOID THE USER’S AUTHORITY TO
OPERATE THE EQUIPMENT.

1. About BKS-4800 Series

BKS-4800 security, work place time and attendance, and over-time work verification and other
situations requiring the presence of the authorized personnel. Fingerprint identification technology
bypasses problems of existing security solutions such as EM TYPEcards and keypad locks. These
are prone to security breach from card duplication and misplacement or improper disclosure of

password. These accidents allow for proxy authorization and breach of security.

Fingerprints have constancy and unigueness and its pattern can be easily and cheaply recorded,
thus making it the most desirable form of biometric recognition system. The new sensor now enables
us to cut costs as well as to miniaturize, both of which will make the technology more practical and

more easily mass marketed.

BKS-4800 supports various I/O protocols and is an optimal solution for managing access-controlled
points. With 128 X 64 pixels blue LCD screen, 12 regular keys and 5 special function keys, make
BKS-4800 user-friendly. Communication is based on TCP/IP is also easy with the included 1 RS232

port, 1 RS485 port, 1 relay signal and 1 external sensor inputs.

2. Setup Console Manager
Installation

Installation PC Capacity
BKS-4800 Manager system : suggested PC application

CPU Pentium 4 1.7 GHz over
RAM 256MB over (512MB suggest to be over)
(O8] Windows 2000 / XP
HDD 40GB over
Network LAN
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BKS-4800 Manager system : minimum capacity

CPU Pentium 3 1.0 GHz over
RAM 128MB over
(0N Windows NT /2000 / XP
HDD 20GB over

Network LAN

Console Manager total diagram

Console Manager

Enrol | basic data
E__' Connection condition

12 ~ Monitoring

T & Attendance
Terminal

DB

How to install Console Manager on PC

[
@
@
®
@
®

Content of installation
Choose the administration PC.
Check the computer installed Window system. (Windows 2000 / XP)
To install Console Manager as to click “Setup.exe”.
After installation of Console Manager, input BKS-2600 to USB port.
Install BKS-2600 driver.
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B Set Console Manager
Double click the “setup.exe” file and then the below installation window will be shown.

Caution: The Console manager should be set at only C drive.

itr Console Manager — InstallShield Wizard b_(|

Welcome to the InstallShield Wizard for
Console Yanager

The InstallShield(R) Wizard will allow wou ta modify, repair, ar
remove Consale Manager, To continue, click MNexk,

= Back I Mext = i [ Cancel ]

Please click the Next button.

InstallShield Wizard

g Preparing to Install...
! Console Manager Setup iz preparing the InstallShield

Wwizard, which will quide you thraugh the program setup
process, Flease wait.

Canfiguring *Windows Installer

(RRRRaR )

Click the next button after confirm License Agreement.
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iw Console Manager - InstallShield Wizard

License Agreement
Please read the following license agreement carefully.
A
moftware License Agreement
This agreement is a legal usage icense agreement hetween Bioinsec
Ime, and the user, and not an agreement of ransacton,
Bv unpacking the CD-ROM package, vou agree to be bound by the terms
of this agreement.
If vou do not agree with the terms of the agreement, please return the
product promptly,
If wou return the product, you will receive a refund, i
(#)1 accept the kerms in the license agreement;
{1 do not accept the berms in the license agreement
< Back ” Mext = ] [ Cancel
Click Next button.
) | . o [ - |
iw Console Manager - InstallShield Wizard | = || | |r>_(|

Installing Console Manager

3

The program features wou selected are being installed.

Please wait while the Installshield Wizard installs Cansole Manager. This may
kake several minutes.

Skatus:

Generating scripk operations For action:

(RNNANARANRA RN RANNRARANRRNNRANRANNRANRE ]
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“Console Manager” & “Console Service” Icon created on the desktop.

g

Console
FManager

e

Console
Server,,,

How to uninstall Console Manager on PC

B Uninstall Console Manager

B Start — control — Program add/delete — Select Console Manager .

Click the delete button and Console Manager will be removed.

i'-.% Console Manager - InstallShield Wizard

Uninstalling Console Manager

The program Features wou selected are being uninstalled.

Please wait while the [ﬁstallﬁhield wizard uninstalls Console Manager, This
may take several minukes,

Skatus:

< Back Mext = Cancel
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How to setup Console Manager

Console Manager is main control program networked several BIOINSEC terminals on network.
It's shown all records of communication between terminal and server, that is the reason can
control all LOG related of BKS-4800 terminals.

Enter Console Manager

B Main long-in window appears after click Console Manager icon on the desktop, Click the

Icon and above window appears.

Set Program Access and Defaulks

indows Catalog

é Internet
Intermet Explorer
@ rlil_iu?r-.u:uiicluft Office: k|
v g

6 Console Manager
e Windows Media Playe)
"ﬁ Windows Messenger
'@ Tour Windows <P

y | Files and Settings Tra
Wizard

indows Lpdate

AcCcessories F

Consale Manager Console Manager

ﬁj Console Server Manager

Lames

Microsoft Office B Mot or

[ @ Report

Startup

Internet Explorer

[M5h

Cutlook, Express

" Remate Assistance
WWindows Media Plaver
Windows Messenger

[ Windows Mowvie Maker
all Programs B | Snaglk & L4

OIFF rﬁ} | Turn Off Computer

f..f start i@ My Documents il untitled - Paint

B |Initial setvalue is “ID : 1 Pass : 1, please give new Password for reduction of security
risk.
B [f the administrator enrolled “Admin Fingerprint,” please click the blue man Icon pointing to

finger icon and place your finger on BKS-2600 scanner.



Console Manager

Consol Manager

i ) USE Finger reader disconnected to PC

o | | Login{L) |
a Fass: Cancel{C)
‘ Set path{P) | )

B Setup path : Please click “Set path” and then the below window appears.

P Set data path

—Select path

,:) 4800D Ip:IPrngram Files\ConsoleiDataBasel4800
,:) 4800L ||CAProgram FilesiConsoleiDataBaseld 200

Server Ip: |127.0.0.1 Sewerpurt:IEDEIQ
| ok || closei) |

4800D : C:\Program Files\Console\DataBase\4800D.mdb
4800L : C:\Program Files\Console\DataBase\4800D.mdb
Server IP : Computer IP address or input 127.0.0.1
Server Port : 8009

Setting values are automatically set like above menu.

TCP Application Port and TCP/Terminal Port are automatically opened.

_10_
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Console Manager & Console Server Manager icon displays on the desktop and “Start => Program

=> Console Manager => Console Server Manager”.

Double click the “Console Server Manager” menu

%} B Stop

v Auto-start when 05 starts

Running - BioTeleSearver

| Port| Mame | Baud | Type | State | Last State Time |

BioTeleManager Options

[X]

TCP Application Port: iBDDEI
TCP Terminal Part: ;8008
Polling intervaliseconds): ]? 5}1

-Database Configuration -

 Textfile Filename ]biutele,cfg

« MODB Database: |cWProgram FilasWCYEWCansolManageriDatabase4B000, md FiIe,,,]

© MSS0L Server: | Database: |

User D ] Passwurd:i

Cance

TCP Application Port and Console Manager Server port is automatically set 8009.

TCP/Terminal Port, 8008 also is automatically set as Terminal Port 8008.

After checking all data path clearly, click “OK” button for saving. And then main window appears.

_11_
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Main window and basic word

& Consol Manager Yersion 3.0 - Admin [1]

File(F) FRegister(R) View(\) Transmission(I) DialUp(D} Contral{C) Help(H)
ﬂ User ID ‘ Employ ID ‘ User Name |Group | Posi... |.n.ccess Mode |Role ID FPEnroll | Passwo... ‘ RFEnroll
=4 User
£y Carnpany
[ Hardware
-5 Role
X
=g User
w4 Company
4 2
X
Occured time Note |
2006-06-12 28 11:30:40  Socketaccess error (Server Down) /SDK Error Code : (xdA
2006-06-12 2 # 11:30:46  Socketaccess error (Server Down) /SDK Error Code: 0x4A

Consol Manager Version 3.0 2008-06-12 2EA1:20

B Main window is composed to Menu Bar, Tool, Tree View, Icon .

Menu bar : file, enroll, Setup, View, Transmission, Control, Window, Help.

® ©

Tool : New enroll, delete, Information, Delete all, Transform data, Delete terminal user data,
Transmit all user data, Delete all user data of system, Get FP data from Terminal, Get all FP
data, Get all EM TYPEdata, Monitoring, Report, Time & Attendance, Close etc...

(® Position View : Show the position tree view of user and terminal data.

@ Event view: Show terminal status and event

0605 s 0% EYQ

Menu bar detail description

\ 3E0R &
& : Enroll new user

E : Show user information S : Delete event window message

: Delete user ,

_12_
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: Transmit user data to terminal

: Transmit all user data to terminal

: Get FP data from terminal

&

__ . Get EM TYPEdata from terminal
terminal

: Monitoring

: Time & Attendance

: Delete user data of terminal

: Delete all user data of terminal

s BB

: Get all FP data from terminal

L

—— : Get all EM TYPEdata from

. Report

& @

: Exit

Ela : When service system works well, Console log is turning.

Menu Sub menu contents
file Set admin Set administrator
Close Finish Console Manager
Enroll Company Enroll Company
Group Enroll department
Position Enroll position
Set port Enroll terminal port
Terminal Add/delete terminal
Role Setup user access role
User Enroll user
Setup Set FP enroliment Set Fingerprint enrollment.
Set data path Set DB path
Check Com Check the communication with terminal
View Admin window Appear administrator window
Position window Appear position window
Event window Appear event window
Document window Appear document window

_13_
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Menu

Sub menu

contents

Transmission

Transmit personal data

Transmit personal data to terminal

Delete personal data

Delete personal data of terminal

Transmit all data

Transmit all user data to terminal

Delete all user data

Delete all user data from terminal

Get FP data by personal

Get fingerprint data from terminal by personal

Get all user FP data

Get all fingerprint data from terminal

Get all user EM TYPEdata

Get all user EM TYPEdata from terminal

Get EM TYPEdata by personal

Ger EM TYPEdata from terminal by personal

Check user enroll

Check the enroliment.

Control Download Terminals Download terminal data
Download Schedules Download schedule data
Download Holidays Download Holiday data to terminal
Download Time Zones Download time zone to terminal
Door open Door open
Set door Set door condition
Update Firmware Terminal Firmware

Window Horizontally Sort horizontal style
Vertically Sort Vertical style
Icon sorting Icon sorting
Cascade Sort cascade
Window List

Help Help Help

_14_
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B Set administrator

= Set admin

_ I

a8 @

—Admin Infor

Admin D I

Admin name | Modify (M)

Passwaord | Delete{D)

Retv Py | | closeo | | Enronep |

Initial admin is set as “Admin ID 1", you can add new administrators as push “Add” button after

enrolled new ID and Password. If you want to use fingerprint, please enroll fingerprint as push

“ Enroll FP” button and place your finger on the sensor of BKS-2600 scanner connected to PC.

B Set enroll method

enroll method

X]

" Get FP data from Terminal

[+ Input RF

[ OK(0) ] [ canceliC) ]

Select enrollment method between “Enroll by fingerprint scanner” and “Get Fingerprint data from

terminal”

Please make sure that “Enroll by FP scanner” should connect of BKS-2600 scanner on PC.

And push “OK” button for saving.

B Useful description of word

© ©® @

FP : Fingerprint

Download : Send data to terminal

Upload : Get data from terminal

_15_
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How to use Console Service
For communication with terminal and Console Manager Software, Window service system should be

started.

Click “Bio Tele Manager” Icon on desktop and appears the below window.

0 =[P

File Edit “iew Help

&2 % | e

» Startl
B Stop |

[v Auto-start when 05 stars

Running -

| Port| Mux | Terminal | Type | State | Destination | Last State Time
Q 1] 055 Serial Opened 2004-07-02 13:39:C
Q) 0 a0y Dial-Up  Disconnected 2004-07-02 13:35:2
a 03 001 TCRAP  Disconnected 2004-07-02 13:38:%
Q 03 ooz TCRAP  Connected 2004-07-02 13:358:C
@ 03 004 TCRPAP  Disconnected 2004-07-02 13:39:1
a 03 005 TCRAP  Disconnected 2004-07-02 13:38:2
a 03 01 TCPAP | Disconnected 2004-07-02 13:38:2
a n4 oo TCPAP | Disconnected 2004-07-02 13:38:2

1] | ]
| Port| Musx | Terminal | Last Access Time | -

a 1] 055 Q000-00-00 0o0:00:00

@l 0z oar Q000-00-00 0o0:00:00

e 03 0 Q000-00-00 00:00:00

Q 03 ooz 2004-07-02 17:31:18

a 03 004 Q000-00-00 000000

@ 03 005 Q000-00-00 00:00:00 o

a 03 01 Q000-00-00 00:00:00 ;I

Ready | [MUR | 7

Click “Start” button and appears all status of enrolled terminal. Connected state is correct
communication with server and terminal. If the state marked to disconnected, please check all

condition of terminal set value and terminal set value.

_16_
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3. How to connect between Terminal and Server
Select port
It initially input 3 kind of terminal port as Dial-up, Serial and TCP/IP.

First choose correct port type and enroll terminal as below.

& Consol Manager Yersion 3.0 - Admin [1]
FiletE} RegistertB)  “Wiew(d¥) Transmission(T) Diallp(D) Co

P

X| | ID | TName | Aqg

- User

|resl ADD PD
Port ID (LR ~| v Activat
Port Mame

Network Mode
 Serial & TCPIP
Serial Port | =l
Serial Speed | =]
Parity bits | =]
Data hits | |
Stap bits | =]

[ 0K(0) ”cmse[g]

_17_
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& Consol Manager Yersion 3.0 - Admin [1]
File(Fy Register(R) “iew(d) Transmission(T) DialUp{D} Contral{C

4w ﬂra b2 %9

TID | TName | Active |

- User
Y Compary

- bl Hardware
JE=R01 TCRIP
s 02 Serial Register(M)  » Enrall Port(E)

+-% Role Delete(D) ‘

Enroll Infar[)

Setup TCP/IP Connection
Enroll Terminal by tree menu or menu bar to TCP/IP port
®m TID : Terminal ID should match as terminal enrolled terminal ID the stage of
“3.System=>3.Terminal ID => Shown number”
Name : Input terminal name
Select port
Server Match is not available now
Check Free scan mode if you want to use
TCP/IP port should input server PC IP address.
Select Access module
Check Temper sensor, Door open sensor, exit button if it's available.
Select Security level applied to terminal.

Push “OK” button for saving.

After registration, Stop Console Server Manager and restart and then you can see the

terminal

_18_
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B Add terminal [z

ADD TERMINAL

TID 01 - v Active

Name | Door

Port 02 TCPAP |
{ Sertial {«+ TCFIIF

Set details

IP Address 192.168.2.+

[~ Server Match [~ FreeScan

Access module { W FP T RF T PIN )

[ Tamper sensar available
[ Dooropen sensar available
[~ Regoest to exit button

Lock open time b -
Lock open schedule -
Lock close schedule -

Security Level
1 2

| -

B Download(D) ’ OK(O) ”Cancel{g]

BKS -4800 Hardware Menu

System

1: Admin PIN
2: Admin FP
3: Terminal |D

N Terminal ID

ew TID(1-999)?

_19_
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50 BiokeyTeleManager
File Edit Miew Help

G N EE R E 7

[
B Stop

v Auto-start when OS starts %

Running - Biokey TeleServer

| Port| Mame [ Baud | Type | State | Last State Time
@ 0 TCRAP  Opened 2005-09-26 13:56:12

Button == Blue : TCPAP port is opened
Red : TCPAP por is not opened —

| Port| DialUp | Term... | State | Last State Time | Last Access Time |
e 1) 046 Connected 2005-09-26 14:33:04  2005-09-26 14:33:46
Ready A

® CAUTION : IF YOU SEE RED COLOR BUTTON AND CLOSE STATE, PLEASE
GO TO “4. OPEN PORT FOR THE USER OF WINDOW XP SERVICE PACK2”
B Go to “ 4. Network Mode == 3. TCP/IP ==> Select TCP/IP network”

Administration

4. Network

Network

1: Network Mode
2. Local I[P Addr
3: Subnet Mask

_20_
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Network Mode

O 1: Serial
O 2: DialUp
@ 3: TCP/IP

B Input TCP/IP value
1. Local IP Address : Input Terminal IP address
2. Subnet Mask : Input Subnet Mask address

Network

1: Network Mode
2. Local I[P Addr
3: Subnet Mask

3. Gateway : Input Gateway address
4. Server Host : Input Server PC’s IP address
5. Server Port : Input port number of PC server. It is set, as 8008 initially, please do not

change without special cause.

Network

4: Gateway
5: Server Host
6: Server Port

_21_
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B LCD Icon change and network connection state

When you see the TCP/IP network Icon and “ X” means Network disconnected.

F1 %) BKS-4800

S2e8pt 6:26

All setting value is correct and TCP/IP icon disappears “X” mark.

F1 (/%) BKS-4800

32680’[ 6:26 |

_22_
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B Console Manager connecting states

When you double click terminal on Console Manager, you can see the rotating icon as

follows.

B Terminalfront! Enroll Infor

XF (046) Roration == Connected TERMINAL MODIFYING
|l\ > If thet®rminal is disconnected stz
01 TCRIR -
follo stePert | J Get enrolled user from 7 N h
Name | TerminaliG) AMme Shiovwn
£ upLoad i v, I m.[Fr [P [RF[s.]s ~
il 1 3 |0 o
11 3 ok MO QK3 M
{~ Serial f+ TCRIP g 1 ok MO MO 3 M
N a8 1 ok RO WO 3 M
Lo 5 1 OK MO MO 2 MO
[~ ServerMatch [ FreeScan 3 1 OK MO MO 3 MO
Access module W FP [ RF [ PIN) 77 1 oK MO MO 3 Al
[~ Tamper sensor available 27 1 0K MO MO 3 MO
[v Dioor open sensor availahle 20050393 3 Dk QK 0K 3 K]
[~ Regoestto exit button 20050197 3 DK Ok GOk 3 [
Lock apen fime [ = 20050001 3 OK OK OK 3 RO
20040004 3 ok Ok Ok 3 M
Lock open schedule M 20060580 2 0K OK OK 3 MO
Lack close schedule - 200400045 1 QK Mo MO 3 MO
) 20050394 1 ok MO WO 3 M
g Lenvel
By Levg 1 5 0050590 1 OK MO NO 3 NO
[ : ) : ' 20050188 1 OK MO MO 3 MO
20050002 1 oK. MO MO 3 M
¥} Download(D) 20080385 1 OK MO WO 3 MO =
e Iser status 991 Person @ Delete
192.168.2.10 [ﬁ IP_DuwnIuad] Lser capacity 0009 Persan User
Date/Time HOLIDAYS | Holiday | —
Elere
Now |2005-09-26 ~||2= 2 5858 >(Hu&
IR 05 0006 | 14:58:25 | TIME | |TmeZoe |
ZONES |91 Limite Time | x TirEnjslzel;cr?ES
[ﬁ Time_Download l -
SCHEDULES 1] | Schedule |
- 01 LimitSched | | Delete
T Setrole [(:hange{m] [cmse(g ] 7 Schedules
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< Terminal IP Address >

- ping 192.168.2.21

Microsoft Windows P [Version 5.1.26801]
{C>» Copyright 1985-2801 Microsoft Corp.

C:WDocuments and Settings¥WAdministratoriping 192.168.2.21

Ping + Terminal IP address

Pinging 192 .168_2.21 with 32 bytes of data:

Request timed out,-

It means an wrong IP address or incorrect
connection.

Open “command prompt” program on the server PC, write ping + Terminal IP address,

if you got “Request timed out” message, it is the incorrect IP address.

_24_
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Microsoft Windows XP [Version 5.1.268681]
CC» Copyright 1985-2881 Microsoft Corp.

C:WDocuments and Settingstidministratoriping 192.168.2.18

FPinging 1%2.168.2.18 with 32 bhytes of data:

Reply from 192.168.2.18: bhytes=32 time{ims TTL=128 MNetwork connection is OK!
Reply from 172.168.2.18: bytes=32 time<ims TTL=1238
Reply from 172.168.2.18: bytes=32 time<ims TTL=128
Reply from 172.168.2.18: bytes=32 time<ims TTL=128

Ping statistics for 192.168B.2_10:

Packets: Sent = 4, Received = 4, Lost = B8 (8% loss>.
Approximate round trip times in milli-—seconds:

Hinimum = Bmz, Maximum = Bms,. Average = Bms

C:Whocuments and Settingstfidministrator>

When you receive the above message, it's the correct IP address for terminal.

< Server IP address >

Open “command prompt” program on the server PC, write “ipconfig” and push “Enter”

key on the keyboard.

_25_
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Microsoft Windows XP [Version 5.1.26801
C(C» Copyright 1985-2001 Microsoft Corp.

C:Whocuments and SettingsWidministratoriipconfig

Windows IP Configuration For checking server PC's IP address

Ethernet adapter ::%;
Connection—specific DNS Suffix
IP Address. . . - . . . 192 _168.2 .11 | You can check the Server IP
Subnet Mask . . . . . act oo o j address, Subnet Mask,
k Default Gateway . . . 192 .168.2 .4 Gateway of Server PC.

C-WDocuments and SettingsWidministrator’

The server PC’s network value is appeared.

Change the correct IP setting value, it should restart “Console Server Manager” to be

recognized changed value.

_26_
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Setup Serial Connection

Enroll Terminal by tree menu or menu bar to Serial port

el

ADD PDR

Port 1D
Port Name

Metwork Mode
v Serial

Serial Setting
Serial Fort

Serial Speed
P arity bits
Data hits
Stop hits

02 - | v Activat

Serial
 TCRIAP
|CDM1 ﬂ
S0 -
[Mone |
|8 R
|0 R

[ 0K(0) Hcmse{g]

B TID : Terminal ID should match as terminal enrolled terminal ID the stage of
“3.System=>3.Terminal ID => Shown number” ( Refer to page 26)
B Set Serial Port, Serial Speed and others at the same value of Window setting.

( System Properties=> Hardware tab =>Device Manager => Ports => Double click

“Communication Port” => Communications Port Properties => Port Settings Tab )

_27_
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System Properties

|t§ System Restore || Automatic Update [ Remate |
| General || Computer Hame Hardware Advanced |

Device Manager

The Device Manager lists all the hardware devices installed
on your computer. Use the Device Manager to change the
properties of any device.

Device Manager

~ Communications Port (COM1) Properties

E Device Manager

Fle Action Yiew Help | Generall Part Settings I Driver | Details || Resources |

- = g 2 A =3

E.% BICINSEC Bits per second: |EIEIJIJ V|
iy Computer
#] e Disk drives Diata bits: |8 Y|
-- § Display adapters
#h DYDJCD-ROM drives Parity: |Nme v|
=) Floppy disk controllers
3 Floppy disk drives Stop bits: |.| v|
=) IDE ATAATAPT cankrollers
[ Kevboards
] Flow contral; | b w
- ™"y Mice and other pointing devices | - |
M

; Monitars
[+ B8 MNetwork adapters
58k Other devices [ Advanced... J [Heslnre Defaults]
7 Ports (COM & LPT)

rg‘ Communications Pork (COM1)

ry Communications Pork (COM4)

ﬂ Processars
E! @a Sound, video and game controllers
g System devices

[+-82 Universal Serial Bus controllers

[ 0k J[ Cancel J
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B Restart “Console Server Manager” and then changed Opened state of port.

When you push “Start” button on Console Manager, you can see the red box displays
blue button, COM1, 115200, Serial Opened states.

If the COM1 port is not connected with terminals, you occur from the incorrect COM Port
or different Baud rates.

Eo BiokeyTeleManager
File Edit Yiew Help

SN EERIEAN?)

fojrs
B Stop

v Auto-start when 05 stars

Running - Biokey TeleServer

| Port| Mame | Baud | Type | State | Last State Time |
01 TCPAP  Opened 2005-09-26 17:46:24
02 COMI__ 115200 Serial _ Opened | 2005-03-26 17:46:24
| Port| DialUp | Term,.. | State | Last State Time | Last Access Time |
@ 02 om Disconnected  2005-09-26 17:46:24  0000-00-00 00:00:00
@ 0 046 Disconnected  2005-09-26 17:46:24  0000-00-00 00:00:00
Ready MLk

And go to Console Manager and push “Start” button, you can see the blue button and
Serial Opened status.

The first box is for the Port state between terminal and server PC. So it shows blue
button of the opened state.

NOTE: If the port is not opened statues with the red button, please check your computer is

installed SP2. If yes, please refers to page 12~14.
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B Add Serial terminal

Enroll Terminal by tree menu or menu bar to Serial port

Ef; Add terminal f‘}__(|

TID LLLLN I

ADD TERMINAL

v Active

Name '
Port |I:|1 serial j

" TCRIP

fv Serial

Set details

[ [~ FreeScan

Accessmodule ( W FPT RF T PIN )

[ Tamper sensor available
[ Dooropen sensor available
[ Regoest to exit hutton

Lock open time b -
Lock open schedule -
Lock close schedule -

Security Level
1 2 3 4 5

|+ ' ' ' ||

B Download(D) l OK(O) ”Cancel{g]

m TID :

Terminal ID should match as terminal enrolled terminal ID the stage of

“3.System=>3.Terminal ID => Shown number” ( refer to 26 page )

B Set the hardware setting of serial communication

Go into the menu of terminal( CFR-3000 :

password.

0 + << ) as to input “1111” as initial

Go to “4. Network Mode == 1. Network Mode ==> 1.Serial mode”
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Administration
4. Network

Network

1: Network Mode
2. Local I[P Addr
3: Subnet Mask

Network Mode
@ 1: Serial

O 2: DialUp
O 3: TCP/IP

Input Serial Speed as same as Console Manager setting value( Refer to page 34 ).

Network

1: Network Mode
2. Serial Speed
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Select one value as same as Console Manager setting value. ( Refer to page 33—~34 )
1. 9600

19200

38400

57600

115200

Serial Speed

O 4: 57600
@ 5: 115200

o r W DN

LCD Icon change and network connection state.

When you see the Serial network Icon and “X” means Network disconnected.

F1 ] R BKS-4800

32980*[ 6:26

All setting value is correct and Serial icon disappears “X” mark.

F1 [U]ll ) BksS-4800

S%SD,[ 6:26
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Setup Dial-Up Connection
Go to “DialUp(D) => DialUp Control” of Menu bar and the above Dial-up setting window appears.

H  Click “ADD” button when cursor is on DialUp (telephone image).

& Consol Manager Yersion 3.0 - Admin [1]
File(F} Register(R) “ew(\) Transmission(T) DialUp(D} Control{C) Help(H

&&G D22 N 8 f@‘l%@

TID | TName | Active | Port Networ... | DialUp | IR . | Freq
. ; D|aILI|3 Cantral
0 Usger Active  serial Serial uncertl.. Unc
A Company
- [y Hardware

®  Add port window appears

== Enroll Port

X
E

PortlD  [04 x| ¥ Activat

Port Hame | |

—MNetwork Mode
= Serial © TCRIF & Diallp

—Serial Setting
Serial Port (o] -

Serial Speed |E“3':":' _|
Parity bits [Mone =l
Data bits f3 =l
Stop bits f0 =l

’ OK{0) ] ’CIDSE{Q]

H  Input port name first. Set Serial port and serial speed.(Refer to page 34)
B Click “ADD” button when cursor is on enrolled Port.

B ADD Terminal window appears
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= ENRETE =100 x|
lgi ADD TERMINAL
. TID 006 ~
nﬁ?‘ Port 03 efdf
Hame |
DialUp Tel |
DialUp Time I . ~ I :
| oKk |[close |

Input “Name” DialUp setting. It should be direct telephone No. extension No is not available.
If the modem is connected to 485 serial connection, give telephone No and Dial-up time to
one terminal only. For enroliment of rest of terminals, Click “ADD” button when cursor is on

enrolled Terminal. The below window appears.

i Diallp Terminal =101 ]

lgi ADD TERMINAL

TID oo -

Upper TID -

Hame I

DialUp Tel |
DialUp Time I . ~ | :

[ OK{(0) ] [ Close{C) ]

It couldn’t input Tel number and time so just input correct TID & Name.

After set, click DialUp on the menu bar and the below window appears.

The right section is shown enrolled dial-up terminal. For calling to terminal, select terminal
and push “ Connect(D)” button. All modem connection status is shown in “MODEM” and
“SERIAL” section.

For checking dialing status, please check tick mark of Checking Dialing.

10 seconds mean, when terminal doesn’t send data to server for 10 seconds, modem

disconnected. This setting value can't change in automatic connection, but manual
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connection as to click Connect button can give new value 0~ 255 seconds. 0 is continually

connection(unlimited connect time) 1 is disconnect after no data for 1 second. 255 is

disconnect after no data for 255 seconds.

terminals of modem.

B After terminal registration, Stop service and restart.

File(E) PRegisterlR) View(M) Transmission(T) DialUptD) Cuntm\(g\u HelpiH)

If modem connects to several terminals by serial converter, SERIAL section shows all sub

G260

El Q User

A Company

| Hardware

Jel 01 Serial_Port
& 003 erdwe
Jed 02 TCPIP_Part
; L[ 002 wee
w3 Role

@ User

WA Compary

& Data fransmit @
DIALUP CONTROL ' @

If no data transmits from te,

\Waiting tirme when no cormmunication {0:uniimited 1- 255 s8¢

Check it for being shown modem status

B Check Dialling

Dialling

-4 004 erer

This part is for Modem stétus

M Check Communication

que.. | Tampe... | HostTime

Occured time

2004-07-27 RACA 1:13:2;
2004-07-27 2ACA 1:13: 2
2004-07-27 2ACA 1:13:%¢
2004-07-27 RACA 1:13:4
2004-07-27 2ACA 1:13:4¢

If one modem connects to many terminals
by serial converter. This terminal informa-
tion is shown here.
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Connection of terminal

Click to enrolled terminal and appears the below window.

When server connection is well, the mark will be turning, if not, red X mark will be displayed.

If user wants to change setting value, change and click download button for changing terminal
setting value.

All enrolled terminal status appears, and modification and deletion is possible by download and

upload button.

E TerminaldFL contents Enrall [nfor =10 x|

" oo
; Port ID:3 TCRAP_Port j Get enrolled user from
Name | 4FL contents Terminal(G) [ Nare shown
[ £ upLoad ” << l ID | Mame [M.[FP |P. [RF[S. [s. |

Tip [002° @ Active

— Comunication
& Serial & Diallp & TCHRIP

Dialup Tel Mo. |
Dial-up time | ~ |

- Set details
[T Servertatch [ FreeScan
Accessmodule { W FP W RF W PIN)
[T Temper sensor available

[+ Dooropen sensar available

W Connect exit button

Coor apen time |5 vI

Door open schedule I j
Daarclose schedule I j
Security Level
[ 1 3 4 5|
[ 5 = load(D l Llser status | Pe @ Deleta
ownload(D) Usercapacity [ Pe User
—Change IP Address Hulickary |
|1ﬁu.ﬁ{}§9?.232 |¥} 1P_pownload HOLIDAYS X Delete
DateTime Holidays
Now |2004-07-02 >|[2= 5:00:39 = mime Lo | timezore |
torminaitme NN METAEREN | ZONES L
Time_Download
[ﬁ = ] SCHEDULES |2 ISDhEduIE I T
X Schedules

T Setrole | [(:hange{m] [cmse{g]
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Set details :

Server Match is not available( plan to update this function),

Free scan mode can set here and terminal

Access module : possible to check here and terminal.

Door open time : Door close after 5 seconds.

Door open schedule : If user wants to keep opening door within given schedule time.
Door close schedule : If user wants to keep closing door within given schedule time.

Download : if you change any value, click Download button for applying.

Holiday, TimeZone, Schedule is shown registered value of terminal, so if you want to apply

schedule to user and terminal, it must have schedule value on terminal.

4. How to enroll User
Enroll company
Select User and click the right button of mouse as the below picture or go to menu bar of stage

(Register=> Company=>New).

FiletE) RegistertB)  Yiew(y) Transmission(T) Contrale(C) HelpiH
} 1 l\l&ﬂd\b sﬁ HEYQ Y
|| User ID |EmprID|Llser Hame |Gruup IPusi... IAccess module
ng 2|l nonnnnn3 3 Sales Dep... Sect.. FP
o L 365 Financial.. Staff  FP
-0 Delete() Enralll grauplEl 5 5 Sales Dep... Sect.. FP
Enroll Ueerl 6 6 Sales Dep... Sect.. FP
E kﬂ Cuﬂmpany I ERNS 7 2 11010111111 A Sales Dez... Sect.. FD
L-'.!’ DiaIU; Part 8 00aoooos 8 Sales Dep... Sect.. FP
'é' . Trﬁprll:'_pn " _lj 9 00000009 9 Sales Dep... Sect. FPPIN
1 » 30200001 30200001 IT servicet... Staff  FP:RF
20040008 20040008 Contents Outs... FP
12|l 30007037 30007037 IT servicet.. Acti. FP
E' User ﬂ 30007061 30007061 IT servicet.. Acti.. FP
'.i'j Dongyany Finaneed Iny 19906036 19906036 Contents Staff  FP
L A Rinkey Cuatam _lj J0007047 30007047 Contents Acti.. FP
4 3 .|
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Enroll Group ( Department or Branch )

After enrolled company, enroll group(Company department or branch) as sub menu of enrolled

company.
F||E{F]l Fegister(R)  Wiewd}) Transmlssmn(T ControlefC)  Help(H)
EEsRSLENMN S s H5ESOH
- x USET ID Employ ID | User Hame | Group Posi... | Access modulg
Elﬁ Mew input Enroll CompanyiM) e3 Fman[:I_aI ~  Staff  FP
DeletetD) Enroll grouplE) UGN =S EIE e
-[E] Contents  Outs.. FP
~E]  Company Info(P) Enroll User(U) IT senvicet.. Acti. FP
[E] Francal Wanageme | 0007061 30007061 IT servicet... Acti.. FP
1 Information savice 19906036 19906036 Contents  Staff  FP
ﬁ ~ontantc - Jooo7o47 30007047 Contents Acti.. FP
<| | 3 10007042 19907042 Work impr... Staff FP
Jooo7060 30007060 IT servicet... Acti.. FP
i =|[|| 20403001 20403001 Contents Acti.. FP
E|° Lser ﬂ 20040014 20040014 Contents outs... FP
&£ Dongyang Financeg nve—l | [ 30204022 30204022 Contents  Staff FP
L R ——— =]/ {[20101010 20101010 Contents  Acti.. FP
1 » 1|

Sub group can be made under upper group.

=~ Enrall Graup

x|
[T s

Carmpany IEI1 Dongyand Financeé j

Llpper graup |EIEIEIEIEIEI11 T strategictej

D aoooooa? | Input D

Name |

[ OK(0) H Close(C) ]
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Enroll position

Select User and click the right button of mouse as the below picture or go to menu bar of stage

(Register=> Position=>New)

FiletE} RegisterfB)  Miew(M) Transmission(T) Controle(C) Hs

e -

@l@'\&l;

=g User -
|_:_|-"5*] Dongyang Finance& Investmel
..... E] Inspection Depart

----- [E] Work improve Depart

..... I';I Financial Management
..... [E] Information senvice

..... [E] Contents

..... E] IT service team

User ID

Employ ID
21443134 21443134
30209001 30209001
20040008 20040008
JO0D07037 30007037
Joooyoe1 30007061
19906036 19906036
Jo007047 30007047
19907042 419907042
30007060 30007060
20403001 20403001
20040014 20040014
30204022 30204022

-
W 1T ~deatomic tooen
4| | »
|

x| || 20101010 20101010

=@ User 30302001 30302001

»‘;‘] Dongyang Finance& Inve stg i] MDUUE ;gg;ggg:
&7y Biokey System B

“ Delete(D) 20040031

Enrall Imfarily

20112145
30007045

TR A T
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When click enroll position, this window appears. It can be enrolled by company.

4 Enrall position

Company |EI1 Dnngyanj 0] | Namel Co...
01  Staf 01

D 0|8 02  Acti. 01

Name | — ||l03  sect. 01
04 assi. 01
05 Man.. 01

| Add(A) 06 Out. 01

| Delete(D) 07 Dire.. 01

| Close(C) al |+

Enroll User

Click the right button of mouse at selected Group or go to menu bar of stage (Register=>
User=>New)
If you want to use Time & Attendance software, should select position, company and group

correctly. BMP file is only available for photo upload.
« Enroll user x|

% ADD USER

UserlD  [12345
Employ 1D [12345
Social D [pap3z5z7—

Marre JJames Li
Paosition |EII Staff |

\I
'\
Company |EII Dongyang Financ |

Group 00000004 Financial M |

Access moge @ FP T RF W PIN ||: EE:EIIJN

Enrall role |03 Limit Work? =] FpLevel [3 =]

Input PARY

Fasswaord |

I

Retry Py

{Input passward aver 4 digits)

| [ Next(N) > ] Cancel(C) |
]
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When BKS-2600 scanner is connected, click “First FP enroll” button for fingerprint enrollment.

input description
*User ID Input User ID the range of 1~8 digit(0~99999999)
*com-1D Company ID or employee No, 1~8(0~99999999) digit.
*User Name Input user name
*Social No Input user social No.
*Position Select user position.
*Depart Select user department

*Access mode

Select FR, RF, PIN, RF+FP, RF+PIN

*Set role

Set role by personal

Security level

Set security level by personal

Password

Input 1~8 digit(0~99999999).

Retry Password

Retry password for confirmation

Security level

FP level description

0 Same security level as terminal’s setting level
1 Very low

2 Low

3 Normal

4 High

5 Very high
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If not, enroll in Terminal and use “Get FP data” function. Please push “Next” button after enroliment
done.

® Manually : Select manually the most optimum image as to click “OK” button.

® Automatically : Select automatically the most optimum image.

ADD USER

" Manually
f« Mtomatically

[ FirstFP enrolled! |

[ Enroll second FP |

et FP data fram Terminal

m | -]

[ cancel(C) ] [ <BackiB) ] [ Next(N) > H 0.K(0) ]

This is for EM TYPEenrollment and work type for Time & Attendance. Push “OK” button after input
done. Please select “User work time status” if you want to Time & Attendance software and detail

information is in Time & Attendance chapter.
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-.'.

£

Validity
Set validity [ | =~ |

I [

Card status
f" {

User T/A type
v Permanent ¢ Yearly  Temporary ¢ Daily

TEA Wark type 01 -

Remark/imemao

<BackiB) || O0Ki0)

Input Description
RF-CARD enroll Enroll RF-CARD by EM TYPEcard reader.
Card status Normal, stolen or lost
*Validity User validity period
User type Permanent, yearly contact, temporally, daily

User work time | Set user work time.

status

Remark/memo Record meno

Validity mean is the user usage period by set value.

This function is for transmit enrolled user data to terminal, and push “Download” button for saving on
terminal.

All enrolled process is done but for using Access limit or Time & Attendance software, please see the

corresponding chapter before user enroliment.
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Transmit all data

wis N

TID |Mame | Resuit |
Ooo1 B

ooz  wee

COoo3  erdwe [
004  erer

005 | 2233333

[T Select all Terminal
[ ] Dowvnload{D} l [ Close{C)

Green color : Dial-up terminal
Black color : TCP/IP, Serial
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5. Set Schedule & Role

< Example of How to use >

*Group

A Group :
B Group
C Group :
D Group :

CEO & Executive

: Administrator

Office Worker

Factory Worker- Linel

*Access permitted Area

A Group : 1~10 (Terminal ID)

B Group : 4~10 (Terminal ID)

C Group : 4~10 (Terminal ID)

D Group : 7~10 (Terminal ID)

Group Holiday Working time Access time Access Area

A: CEO SUN 09:00~18:00 All day All terminals
SAT with Holiday

B : Admin NONE 09:00~18:00 06:00~22:00 TID :4~10

C : Office SUN 09:00~18:00 08:00~19:00 TID:4~10
28&4™ of SAT SAT : 09:00~13:00 | SAT: 08:00~14:00
1 day of 15™

D: Linel SUN 09:00~15:00 08:00~15:15 TID:7~10
3days of 10,20,30™ | 16:00~19:00 16:15~20:00

Other conditions: National Holiday 19" , All Groups are applied to holiday

Stepl

Holiday Setting
Go to the stage of “menu => Register => Schedule => Holidays”.

You can select a repeated common holiday on the schedule table.

What is repeated common holiday?
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Every Sunday, Saturday
Rotating day of week like every 2" & 4" of Saturday or every 1% of Monday

etc...
You don’t have to enroll on holiday list all these days.

It can be made the 3 holiday table
1. 19"  =>A,B Group
2. 15" 19"  =>C Group
3. 10", 19", 20", 30" =>D Group

Select date => Choose Holiday Table => Enroll

8 Enroll Holiday M=
= e
| |

Date | Haoliday | Holiday :

20070210 Line 10 Date : -:I

20070213 Group E_

20070219 Mational Holiday —Holiday Table .

20070223 Line 30 [ 1.Holiday |r 3.Holiday | Period

clifzes  Line 20 [ 2.Holiday [ 4. Holiday [
~oet

IZI][I? vI"r’E.ﬂ.RS 2 = | MONTHS

@ Enroll | || SUN|MON| TUE |WED| THU | FRI | SAT

1 2| 3

1 3 6 701 8 9 10

M| 12| 13| 14 15 16| 17

1) 19| 20 21| 22| 23| 24

23| 26| 27| 28

| Change |

Close
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Step 2
Time zone setting
Go to the stage of “menu => Register => Schedule => Time Zones.”

Note: You don’t need to register No entry (All day limited to enter) time zone
for default value.

If the working time is 00:09~20:00, you can give one or half hours more time than
working hour for early attend and late leave workers.

01 Limit Time : 00:00~00:00 => Access granted for all day
02 Admin : 06:00~22:00 => This is for B group of 09:00~18:00 working time.

© Enroll time zone f5_<|

1D lﬂ Mudiﬁ.r([_] IC |Name

Name | Admin 01 “

Time zone

v 1. [06:00 -~ [22:00

2 [o0:00 ~ [oo:00

3. [o0:00 ~ [o0:00

4. [o0:00 -~ [oo:00 . | e

[Register{m] [ Close(C) ] [Chanue{m] [nelete{m ]

03 Office : 08:00~20:00 => This is for ABC Group of 09:00~18:00 working

time.
04 SAT : 0800~14:00 => This is for C Group of Saturday 09:00~13:00 working

time.
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@ TIME Z0ONE Modifying
ID 05 | Modify D [Name

: o1 All day

Line1
Name l nz Admin
Time zone 03 Cffice

04 SAT

v 1. [os00 - [15:15 05 Linet |
v 2. |1ﬁ:15 ~ | 20000
[ 3. | -
[ 4 | - . | ;

[Register{m] [ Close(C) ] [Change{m] [nelete{m ]

05 Line : 08:00~15:15, 16:15~20:00 => This is for D group of 09:00~19:00 and
15:00~16:30 Break time.

Totally 5 different time zones are required for it.

Step 3

Schedule

Go to the stage of “menu => Register => Schedule => Schedules”.

A Group setting => Access All day

Select “01 All day” for every setting.
Please be careful of “Enroll Holiday” should be set “Holidayl” and select “01 All day”

_48_



Console Manager

© Enroll Schedule

1D 01 -

Name |ACEOQ

Work schedule

Set every other week

SUN: |01 All day > | 0000 ) 2358 | | | A
MON: |07 All day ~| 0000 ~f 2388 | | [ .
TUE : |01 All day x| o000 ~f 2358 | ~| [ i
WED : |01 All day ~| o000 ~f 2388 | ~ | .
THU: |01 All day ~| |oo0n ~f 2388 | ~| | -
FRI : |01 All day x| o000 ~f 2358 | ~] [ =
SAT: |01 All day x| Joooo ~f 2358 | ~| [ ~

[T 1week [ 2week [ Jweek [ dweek [ Sweek

Select day

Beryother [ganoemy <] ML ] K .t

Enroll Holiday

| |01 il day ~ || o000 |~[ 2359 | |- | |-
Modify timezone | Maodify Holiday |

C Group setting

Please be careful of 2" and 4" Saturday holiday setting and select “32 No Entry”
for Sunday.

Week : 03 Office time zone

Set every other week : check 2" &4" of Saturday and select “32 No Entry”
Enroll Holiday : Select “Holiday02” and “32 No Entry”
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© Enroll Schedule

SCHEDULE ‘

Name

TUE :

THU :

FRI :

SAT:

week

SUN :

MON :

WED :

Every other

03 -

| ¢ Office

Work schedule

Modify [:]

32 Mo Entry =1 ~| I ~| | wl I o
|03 Office x| 0800 ~ 2000 | ~ | | [ -
03 Office ~| [0g00 ~[20:00 | ~| | - | |
|03 Office >| 0800 2000 | ~| | ~| [ -
|03 Office -] 0800 2000 | ~ | | | -]
03 Office ~| [ 0g00 ~[20:00 | ~ | ~| | ~|
03 Office ~| [0g00 ~[20:00 | = | ~| | -

Set every other week

[ 1week v 2week [ 3week v 4week

[ Sweek

|32 Mo Entry

Enroll Holiday

= - |

j|32 Mo Entry

E| - . |

Modify timezone ‘

Maodify Holiday ‘

| 0.K(D) | | Close(C) |

D Group setting
Holiday : Select “Holiday3” and “32 No Entry”
Sunday : Select “32 No Entry”.
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© Enroll Schedule

SCHEDULE ‘
ID 04 -

Name | Linet L D

Woaork schedule

SUN : |32 Mo Entry || | | | | - | |
MON : |05 Ling1 ﬂ | 08:00 ~| 15:14 [ 1618 .| 20:00 | || | |
TUE : |05 Linel ﬂ | 02:00 ~| 145:14 [ 16818 ~| 20:00 | - | -
WED : |05 Linef ~| [0800 -[1675  [1818 ~[2000 | -] [ o
THU: |05 Linef ~| [0800 ~[1515  [T6s ~JZ000 | N | o
FRI:  [05Linel ~| [0800 ~[1515  [1615 ~[2000 | | | -
SAT:  [05Linel ~| [0800 ~[1515 [1615 ~[2000 | - | =

Set every other week
[ 1week [~ Zweek [ 3week [ 4week [ Sweek Select day of week -

,,E::,;:Mher |32 No Entry ~| | |~| | | || | | |- | | |- | |
Enroll Holiday

| |32 o Entry =]l |~ | | |~ | | |~ | | || |

Modify timezone | Modify Holiday | | 0.K(Q) Hcmse{g|

All schedules are set as 4 different schedule ID using by time zone and holiday.

_51_



Console Manager

Step 3
Role setting

Go to the stage of “menu => Register => Role => New".
The role setting makes easy access control for several terminals together.

A CEO can pass any door so first you select “01 A CEO” schedule and then add
applied terminals. CEO group can pass any door so select all terminals.

8 Enrolled Infor

Rale ID

Role Mamme | Free pass|

Limited terminal Terminal status
TID | Mame | Sc TID | Mame
o1 CED 01
ooz Directort 01
003 Technical AL 01
no4  Officet 01
noa  Office? 01 Al
006 Oficed 01 Schedule
nnT | inad 4 Z
< | 3 |EI1 & CEQ ﬂ

[Change{m ] [ CancelC) ]
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D Linel group can pass 7~10 terminals only, first select “04 Linel” and add
007~010 TID to Limited terminal field.

001~006 terminals: Select “32 No Entry” and then add to limited terminal field.

3% Enroll Boll

B

Role ID 04 -

Raole Mame |

Limited terminal Terminal status

TID | Marne | Sch.. TID | Mamme
001 CEOQ

002 Directort
003 Technical Ad...
004 Officed
005 Office?
006 Office3

W
< | ¥ 07 & CEO)] =]
0T & CEQ

02 B Admin
03 C Office

(>
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Step 4
Apply to user registration

Position : Director applies for“01 Free pass” role

% ADD USER

UserlD  |1234

staff ID 11234
Social ID |
Mame |Silvia

Fosition 04 director -

Company  [01 CVE |

Group  [O0000003 Executive ~ |

¥ FP [T RF [~ PIN [ RF+FP
™ RF+PIN

Access Mode

Enroll role Il Free pass | |FPLevel 3 -
mput PAY min
03 Office
Password |04 Linel
Retry PA |

(Input password over 4 digits)

’ Mext(N) = H CancelC) ]
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5.1Set Schedule

If terminal uses for Access control, it should be set correctly.

This software makes you manage the weekly schedule and base of Role function together.
5.1.1Set Holiday

Go to the stage of ( Register=> Schedule=> Holiday)

FiletF) | Register(R) Wiewly) Transmission{T) Controle(C) Help(H)

i Company(C) LA - o A S
B con® > mD@&n\ & 8.0
PugitaniE) ' x User ID Employ ID | User Ham
2@\ ponip b /21 20008001 20008001 An Sangsj
= Terminal(T) y ftment 20002020 20002020 Antaksun
20104012 20002020 Choi hiin

Role(E) ’ 20101009 20101009 Choi jongh
20101012 20101012 Kim Sang

Useril} 4 10005092 190905092 Kim sung:

3 " t e = e = He

Guick user inputt Gl 20104015 20104015 Kim sunhd

SchedulecL) Holidays(H) 13 30204013 Park Dain

Time Zones(Z)

Schedules(s)

[y Biokey System

=-f Hardware
i Tes Corial P j

E“ User

---"__‘,"| Donoyand Finance& nvestment
[y Biokey System

The below window appears when push “Holiday” of menu

Holiday table is initially set as “1 Holiday” is for dividing holiday type.

For example, Type 1 is for Sunday, Type 2 is for National Holiday, Type 3 is for Company day off and
if 4™ of July is including Sunday and National Holiday, please check “1 Holiday” & “2 Holiday”.
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tZ! Enroll Holiday

HOLIDAY DEFINITION ‘

Date | Haliday I Holiday : | Sunday 3 |

20070204 Mew year holiday Date :

20070211  Sunday | e ]

20070218 Sunday 2 —Holiday Table .

20070225 Sunday 3 ¥ 1.Holiday [~ 3.Holiday| Feriod
[T 2.Holiday [ 4.Holiday I
~Set

IEI][I? vI"r'EAHS 2 - | MONTHS

SUN |[MON|| TUE |WED| THU | FRI | SAT

10

M| 12| 13| 14| 15 16| 17

18 19| 20 21| 22| 23| 24

Change 25| 26| 27| 28

2 m
o =
m -t
=+ =
m —

o

wn

o

|

==

=

Close

Holiday Table section

(EXAMPLE)

“A” group holiday => All Sunday and Saturday

“B” group holiday => All Sunday

“C” group holiday => All Sunday and 3 days of 10, 20 and 30"

EX) “A” group is day off all Sunday and National Holiday

“B” group is day off all Saturday and National Holiday.

“C” group is day off 10,15,20,15,30.

So you can make Holiday 1,2,3 by worker schedule.

For falling on day, check included schedule. For example “A” &B” group has same holiday as

National Holiday. If it is 6™ of July, click and select “1,Holiday” & “2.Holiday” together.
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5.1.2Set Time Zone
Go to the stage of (Register=> Schedule=> Time Zones). And the below window appears.

.Input Name and Time Zone. It can be input 4 times a day (0 ~ 23:59).

€ Enroll time zone x|
D 05 ~| modify (<< | [ | Mame
Name I Afternoon Zeam 312 :nvgriliis?ﬁeam

—Time zone 03  Marning 2 team

04  Afternoon 1 team
g = |

W 1. |12_3|:| = ~ |15_|:||:| = 05 Af_ternclcln 2team
06  Might 1 team

W 2 |15_3|:| — = I“IEI.IZIIZI = o7 L!m!t Murn!ngﬂeam
08  Limit Marning 2team

W 3. |19_|:||:| = . |22_|:||:| —~ 08 Limit Afternoon team
10 | Limit Afternoon 2team

4 |nn_nn = . IEIIZI.IIIIZI — 11 | Limit Might 1 team

4] | ©

[ 0.K{0) ] [ Close(C) ] [Change{m] [Delete{g} ]

For easy comprehension, time zone is divided by working group time as like Morning 1 team & 2
team, Afternoon 1 team & 2 team and Night 1 team.

EX) Whole day : 00:00~24:59

Morning 1team working time : 06:00~ 16:00

Morning 2 team working time : 07:00~10:00, 13:00~19:00

For setting value of time zone.

Morning 1 team : 05:00~17:00

Morning 2 team : 06:00~11:00, 12:00~20:00

You should consider of time gap for enter company and leave company around 30 min~1 hour.
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5.1.3Set Time Schedule
After set time zone, set weekly time schedule.
“Set every other week” is for fixed day off, it gets an advantage over the Holiday.

"Enroll “Holiday” should be sleeted of Holiday type and time set by time zone.

@ Enrall daytirme work time ] 3]
[5‘@ SCHEDULE MODIFYING
D 02 -
Hame YWarkl Mo ID__ [ Name |
I iy 8:12 whukhle wiaek
~Work schedul b
OrK SChedule Bi bll:lmi: 5_‘mrk.]
6 Might 1 team =] | 1@00 -[21o0  [2z00 -[2359 L n or
Sun [BBNig =l l ! ! ! ! ! ! 05 Limit work2
- - - - - 06 Wrok3
MON [Pz Marming Ttearm =] [0400 ~[ 08000 [10:00 .[13:000 | | | | 0 Limit Warks
TUE |04 afternoan Tteam =| [10:00 ~[13:000  [1400 ~[183:00 | N | -

WED |05 Aternoon 2ieam | | 12:30 ~[ 1600 [ 1630 = 18:D:§ | 1900 .| 2200 | -

THU [UB Night Tteam  ~| [18:00 ~f 21:00  [22:00 ~[ 2339 | | | =
FRI |02 Morning Tteam =] | 0400 ~f 08:00  [10:00 ~[ 1300 | | | ~
SAT [03Morning 2team  ¥| | 0800 ~[12:00  [13:30 ~[ 1600 | ~| | ~|
~5Set every other week
[T 1week ¥ 2week [T 3week W dweek [ Sweek Select day of week I—;,
pvervother (o1 wiole day v [0000]-[2350] | | | | || | | - |
—Enroll Holiday

[Foids ~Jjorwnoleday  »] [oooo]-[2350] | || | | || | | || |

[Mndifytimezune ] [ Modify Holiday ] l O.K(0) ” Close(C) l lChange(ml [Delete(m l

B Access control time : Please see the above picture. Sunday Night 1 team only can enter the
door during set time(19:00~21:00, 22:00~23:59). When worker try to enter except set
time(00:00~18:59, 21:01~21:59), access denied with authentication failed message
appears

B Set every other week : This function is for company extra settled day off every other week.
For example, “A” company is day off 2,4 Saturday. If you want to give value whole day close
door, give time value to 00:00~00:01 or 23:58~23:59.

B Enroll Holiday : Please remember Holiday setting and give holiday value. And select one
time zone. For example, you want to open only day time during Holiday, set as 10:00~16:00

or just close whole day set as 00:00~00:01 or 10:00~10:01 (Minimum time gap is 1 min)
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5.2Transmit Schedule to terminal
For use of Schedule & Role function, all record should be sent to selected terminal as to click the

“Download” button of the window to be shown after saving.
The below window automatically appears when all process finished.

Without transmit to terminal, schedule and role functions can't apply.

ad Holid

Downlioad Holidays

D | Name | Resuit [ =
001  Front gate
002 | AFL conte...
004  4FLIT str...
005  5FLIT ser...
007  Dialup1
010  as

011  5FL CEO hd

¥ Selectall Terminal I

[,:)Firm l [ ¥ Download(D) H Close(C) ]

Download TimeZone

TD | Name | Result | =
001  Front gate
002 | 4FL conte...
004  4FLIT Str...
005  SFLIT ser...
007  Dialup1
010  as

011  5FL CEO hd

¥ Selectall Terminal I

[,:)Firm l [ ¥} Download(D) H Close(C) ]
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D | Name | Result |

001  Front gate

002 | 4FL conte...

004  4FL IT str...

005  5FLIT ser...

007  Dialup1

010  as T
011  5FL CED |

[¥ Selectall Terminal I

[,:)Firm l [ ¥} Download(D) ” Close(C) ]

* Green Color is DialUp connection terminal.

* Black Color is TCP/IP and Serial terminal.

5.3Role

Select Role and click the right button of mouse as the below picture or go to menu bar of stage
(Register=> Role=>New).

First, give Role Name and select on enrolled Schedules of above “OK” button.

Second, Select terminals to be applied.

Third, push “OK” button for saving.

Apply for each user, please select “Enroll role” on process of “Enroll User”
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FiletEy FRegister(B) Miew(y) TransmissioniT) Controle(C) Help(H)

260 ﬂl&“ﬁ\bﬁﬂ'h%@

.

e —— il e _— TPosi... | Acc
- #3 Dongyang Finance & R SIEIEEE .. Staff FP
%5y Biokey System
B- E Hardware ﬁ ADDROLL ‘
A Serial_Port
er Nl RolelD [M =
e TCRIP _Port
] L:! Mew Port Role Name |Limit Work3
£y
------ ﬁ} Arcess Limit Limited terminal Terminal status
------ 8l Limit\wiorkt TID | Name [ 5eh.. NET [ Name
------ - Limit\workz 002  4FLcontents  OF 001 Frontgate
005  &FLIT service 07 007 Dialupt
004  AFLIT stratgic 07 00 as
-4 User Add o171 sFLCEO
- Dongyang Finance& 085 111
¥y Biokey System
4| | ] |7 Lirnit Work3 -]

l OK{O) ] ’ CanceliC) ]

| occucad tiaa Laata
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- User (B61001) enroll infor

a (Lakkana)

-.-a.-.::-,:rsjgrmall _:g FF data ] "EE‘. RF InfDr] ﬁﬂnle Infor

—Set role

Basic role afuser
Rale ID ﬁ )]

—Set personal limit
Other roles TID | Marme |
Input directly

Access limited terminal
Mot allow to add

‘Lﬁt— personal role(Ss)
~Validity .
5mw¢mr |mmnumj-—hmumm;%

[U anﬁluad(g)] [ Change(M) ] [ Close(C) ]
!

If this user doesn't include any set
Role 1D, give Role personally.

m
.
s

User 980202

" Access limit
|  Mark all terminal

n

le Infor
Schedule 1D : | AENEIEllETy
~Setn

TID | Mame | scheip |

B [Ooo Front Door
RY | ooz Back door E]

~Set
Othe
Inpuy
Acc
Not

walid

et [ -]
—

¥ pa H(C)

~ Selectall oK(©) || Close) |
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Check TID and click "OK” button set personal limit.

5.4 Schedule control layout

Holiday : 4 different holiday setting

Time Zone : 4 different time zone a day

Time Zone enrolled ID : 32 time zones are possible

Schedule enrolled ID : 32 schedules are possible

You can management various schedule of access control.

6. Transmit

6.1Download & Upload
Go to the process of “Transmission” of menu bar. “Download” means “ sending data to terminal” and

“Upload” means “ Get data from terminal”.

FiletFy Register(By Miew(W) | Transmission(I) ControledC) Help(H)

@;[&ﬂild

B User =
&Y Dongyang Fina
..... [E Inspection [
..... [E] workimpro
..... [E] Director

..... [E] Financial M
..... [ET Inform ation
..... [E] Contents

..... [E] Trasfer aur

..... [EJ IT senvice e
..... [EJ IT strategic
% Biokey System
£l Hardurare o
[e-lid Serial_Port

[e-Jed DialUP_Port
A | 3

=

£ User
-7 Donayang Finance
% Biokey System

— 1w

Download User{l}
Delete UsertD)

95 B0

e

(SR ] SRy

golwlwlo’:”d LIA” U(;E‘)YCL) e | Group | Posi... | Access module | Role I | FPEnroll | Passwo... | RREnl
A Al P Financial .. Staff  FP:PIN Limit W...
Upload FP (F) Financial ..  Acti.. FP Enroll
Upload &Il FP(E) b... Hnancial.. Acti.. FP Enroll Enroll
- i Financial ... Enroll
HD:Dag EE(E;(O) Hnancial ... Sect.. FP Enroll Enroll
ploa = Financial ..  Sect.. FP Enroll Enroll
Download Holidays(H) Fnancial .. Staff  FP
Financial .. Staff FP Limit W... raknras

Download TimeZones(Z)
Download Schedules(s)
Delete(E} 2

Download Terminals(T)

Download Firm iyl
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6.1.1 Download User
This is for transmit selected user data to terminal. First, it should select one user to be transmitted.

Data transmit
&
EA AD USER
UszerlD : 20106036
UserMame Yy suyoung

D | Name Result -
Jo01  Front gate

002 4FL contents

004  4FL IT stratgic

71005 | 5FL IT service

007 Dialup1

oo  as -
1| | b

[ Selectall Terminal

[ﬂ Download{D) l ’ Close(C) |

6.1.2 Delete User
This is for deletion of selected user data from terminal. First, it should select one user to be deleted.

UserlD : 18902045
LlzerMame:  Youn

TID | Name Result [«
Jo01 | Front ga...
Joo2  4FL con...
004  4FLIT st...
OJoos SFLIT s...
007  Dialupi
010 as

o141 5FLCED hd
[T Selectall Terminal

[ X Delete data(D) H Close(C) ]
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6.1.3 Download All user
This is for transmit all user data of selected group or company to terminal. First, it should select one

group or company to be transmitted.

Transmit all data

TD | Name | Result N
Jo01 | Front ga...
ooz 4FL con...
004  4FLIT st...
005 SFLIT s...

Joo7  Dialup1

[Flo10  as g
Oo11  SFLCEO hd
[T Selectall Terminal [~ Delete all user

[ﬁ Download{D}) l l Close(C) ]

6.1.4 Delete All user
This is for deletion of all user data from terminal.

s oeeeas iRl
|

D |Name | Result [
001  Front ga...
002 4FL con...
004 4FLIT st...
005 SFLIT S...
D07 Dialup1
010 as

011 5FL CEO hd

[¥ Selectall Terminal
[}( Delete all data{g}] I Close(C) ]

6.1.5 Upload FP and RF
This is for get Fingerprint & EM TYPEdata stored in Terminal.

The data modify by User ID.
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6.1.6 Download and delete Schedule

Enrolled schedule should transmit to terminal, if not, schedule function not works.

6.1.7 Download terminal
This is for checking terminal status.

FiletE) Register(R)  Wiew(y) TransmissiontT) Controle(C)  HelptH)

(il & »FA»ESOA (I

. TID | TName | Active | Port | Networ... | DialUp | IPAd... | Server... | FreeSc... | AcCce
-Ed TfastfﬂurJ 001 Frontg.. Actve TCPAP P.. TCPIP 192.1... Certity  FP:PI
{ ﬁzl IT service te 002 4FLco.. Actve TCPIP_P.. TCPIP 160.6... Uncerti.. Certifiy FP:RI
{ E IT strategic 004 A4FLIT.. Actwve TCPIP_P.. TCPIP 160.6... Certiftiy  FP:RI
7Y Biokey System J 005 SFLIT.. Active TCPAP P.. TCPIP 160.6... Certifiy  FP:RI
b Hardware 011 SELCEO _frte _TCDID D__TCDID 102 1 P
i 2T Al COmnn -Zi-1 0 CNeCHE
-t Serial_Port Terminal communication check |
el DialllP Pt T . ; g
1] | » @ with PCO02 Terminal communication success
| x|

- User il

- Dongyang Fina

- Ainkey Swaterm
1] i 3 1| | 1

6.1.8 Firmware update
® Supported binary file named “ * * = .bin” by Console System, input to “C:/program/Console”
folder and run Console Manager. Select “Control-> Update firmware” of tool bar.
As to show of patch by Console, click it and wait till small window appears.
Click the message and close the window.

Please reset the terminal.

7 Monitoring
W After install Console Manager, run as to click icon ‘Monitoring’.
B [t can real-time monitoring of Lock, case open, exit button door sensor and call button.
B The below part is shown the terminal and log record at real-time.
B When administrator wants to be off the alarm sound, select ‘Alarm’ of menu bar.
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FiletFy  &larm

Terrninal Marne | TID | Lock [ Case0,, [ExitButt,, | Door Se,,, [ Call But,, | Checking Time

ﬂ 4FL contents

g Front gate

Recard Time | b | Description | TID | Twpe |

8 Report

<How to use Report>

Search a person the following conditions

Name : John Smith

Group : Line 1

Date : 6/1/2006 ~ 6/31/2006

Time : AM11:00~ PM02:00

Terminal : Terminal 004

Purpose : John Smith tried to access the terminal 4 for the above time, even though
he doesn’t be allowed to enter this time by schedule.
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#4 Heport - [User Log data viewl

S LOG Expont  Window -8 x
‘f‘%} Log Count: Text | Print | Exel ‘ Close |
A Event
Date : Query of condition Access] Even %E%rxfgnmpply Cuery
[6/1/2006 - |~ [1/31/2007 ~| |useriD ~| | | £ Access Granted (Function Key) 4—
+ r(.: iggggg Bﬁp;.;?stered Mame |~ |.J0hn
v ;g’gﬁd [11:00:00 &M = [ 2:00:00 PM - Group ¥ [Linet
1wl TemiREl |ug_gu4 Officel j Query |13? Access Denied: Access tj Query Emplo [~ |

After choose Access Denied of Event section, it is listed many event ID.

137 Access Denied : Access Control => Denied by schedule and role function
146 Access Denied : Lost Card => Denied by lost and stolen card on user
information.

E:’Nnrmal ‘ JFP data | RF .RFIlrfor 'F—:ulelnmr

RF data

" Mormal & LostiStolen

|IZIIII1 CEO j | RF Terminal | | RF reader |

User T/A type
f+ Permanent ¢ Yearly  Temparary © Daily

TiAWork type 01 -
Remark/imemao

[U Duwnluad{g]] [ Change{M) ] ’ Close(C)
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8.1 User log data view
User log data view is set as default window.

This is for user event log record by set period as to push “Query” button.

#¢ Heport - [User Log data view]
£ LOG Ewxport Window

®
=l

ﬁ';ﬂ}@ Log Count: 0 @ Text | Print | Exel Close
- = [Access) Event eare
Date Query of candition
Event Appl
11072007 «|~ | 1/10/2007 | |UserID - @ Access Granted (Function Key) | Frentape Y@) M
| s J " Access Denied Mame [~ |
A J istered
e TR A = [T A = Fress Snregister Group I [
B Term®| J Query G ranted (Function Key’ Query Empla [~ |

IH Uger D | Mame | Employ 1D | Group D | Group M... | Part.... | Tarmi... | D | Event | F.. | Terminal Time | MU... | F..|

1. Date : Select the period of date and choose the priority query condition on the scroll

list.
2. Time period and Terminal : it can make more details of searching under result of (D.
3. Access Event : It can be searched by log event type as Access Granted, Access

Denied, Access Unregistered. After done it, select details by granted method.

Granted (Function Key’

001 All Access Granted (Functior
130 Access Granted: FP

131 Access Granted: Card

132 Access Granted: PIM

133 Access Granted: Card+FP
134 Access Granted: Card+PIM
1480 Access Granted: Card+FP+H

4. Search : Check the box required conditions of Name, Group and, Employee ID and

then input character or number.

5. Data output by Text, Print, Excel : save by text or excel file and print out.
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8.2 All log data view

If you need the details of records, not only user data, please select “menu=> Log=> All Log

data view”

ExportiE}

Windoy

&l Log data viewi(T)
User Log data wiew(L}

Exit(E)

%-f-jff, Log Count: { r@t Print Excel Close I
- AT | —Event Data
Date SR « DDDY(LDCQEM " Senvis Event iinteger, bibinary, d:decimal
| 1/0/2007 ~|~| 1,/10/2007 ~| ITerminaITime ;] ~ Access Event " Gystem Event c:character, sigeneral string
i Metwork Event —
I Terminal =y - Moy Listview————
[ v | ouery ! {001 All Lack Events | ouery |Gj = ‘&mch!

1. Date : Select the period of date and choose the priority query condition on the

scroll list.

2. Terminal : Select terminal ID and then click the “Query” button.

3. Event: Door Event — Please choose one main event and you can see the change

of scroll menu by your selection. Select sub query condition of scroll bar.

4. Search : input a words or number for searching on the listed data.

Data output by Text, Print, Excel : save by text or excel file and print out.
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‘ - ==1x|
E DFEE) WEE) B 2 MA0) ZI) HI0IEQD) #0W TEH) IS UEIRAE, .8 X
DEEHRSIGRAIVE & 2BR-F - 8 = -3 58
=5 U - A EEEH W % 0 w0
G32 - f
A | B | € | D Il E | F =
1 All Log data View
| 2|
| 3 |
4
| & |UserlD/classify TID/classify Terminal Time Event SerialNo | Server Time
| 6 | 03,001 2004-06-03 P 3:00:15 Mormal Unlocked: Request To Exit 314 2004-06-03 PM 2:69:30
|7 03,001 2004-06-03 PM 4:01:17 Mormal Unlocked: Request To Exit 320 2004-06-03 PM 4:00:31
| 8 | 03,001 2004-06-04 P 5:23:66 Mormal Unlocked: Request To Extt 377 2004-06-04 P 5:23:08
9 | 03,001 2004-06-01 AM 11:41:69 Mormal Unlocked: Request To Exit 231 2004-06-01 PM 1:02:57
| 10 | 03,001 2004-06-01 PM 2:64:43 Mormal Unlocked: Request To Exit | 234 2004-06-01 PM 2:64:01
| 11 |d10 03,001 2004-06-02 PM 12:38:37 Mormal Unlocked: &ccess Granted 268 2004-06-02 PM 12:37.63
| 12 |d10 03,001 2004-06-03 PM 8:28:57 Mormal Unlocked: Access Granted 348 2004-06-03 PM 2:28:10
| 13 |d10 03,001 2004-06-05 P 4:46:68 Mormal Unlocked: Access Granted 444 2004-06-09 PM 4:20:16
| 14 |d10 03,001 2004-06-05 P 4:63:46 Mormal Unlocked: Access Granted 447 2004-06-09 PM 4:20:16
| 15 |d10 03,001 2004-06-02 &M 11:33:64 Mormal Unlocked: Access Granted 262 2004-06-02 AM 11:33:10
| 16 |d10 03,001 2004-06-03 P 5:43:49 Mormal Unlocked: Access Granted 334 2004-06-03 PM 5:43:03
| 17 |d10 03,001 2004-06-05 AM 11:35:08 Mormal Unlocked: Access Granted 407 2004-06-09 PM 4:20:15
| 18 |d11 03,001 2004-06-05 PM 6:25:33 Mormal Unlocked: &ccess Granted 471 2004-06-09 PM 4:20:16
| 19 |d11 03,001 2004-06-05 P 6:25:13 Mormal Unlocked: Access Granted 465 2004-06-09 PM 4:20:16
| 20 |d11 03,001 2004-06-05 PM 6:25:01 Mormal Unlocked: Access Granted 462 2004-06-09 PM 4:20:16
| 21 |d11 03,001 2004-06-05 P 6:26:09 Mormal Unlocked: &ccess Granted 481 2004-06-09 PM 4:20:16
| 22 |d11 03,001 2004-06-05 PM 6:24:42 Mormal Unlocked: Access Granted 459 2004-06-09 PM 4:20:16
| 23 |d17 03,001 2004-06-03 PM 9:02:34 Mormal Unlocked: Access ted 351 2004-06-04 A 9:41:25
| 24 |d17 03,001 2004-06-05 P 1:20:30 Mormal Unlocked: &ccess GMnted 438 2004-06-09 PM 4:20:16
| 26 |d17 03,001 2004-06-05 PM 6:28:48 Mormal Unlocked: Access Granted 485 2004-06-09 PM 4:20:17
| 26 |d17 03,001 2004-06-05 P 6:25:46 Mormal Unlocked: &ccess Granted 477 2004-06-09 PM 4:20:16
| 27 |d17 03,001 2004-06-05 P 6:25:39 Mormal Unlocked: Access Granted 474 2004-06-09 PM 4:20:16
| 28 |d17 03,001 2004-06-05 PM 5:14:43 Mormal Unlocked: Access Granted 450 2004-06-09 PM 4:20:16
| 29 |d17 03,001 2004-06-04 PM 9:51:62 Mormal Unlocked: &ccess Granted 389 2004-06-09 PM 4:20:15
| 30 |d17 03,001 2004-06-03 PM 6:65:28 Mormal Unlocked: Access Granted 340 2004-06-03 PM 6:64:42
31 |d17 :03.001 2004-06-05 P 6:25:19 Mormal Unlocked: Access Granted :468 |2004—06—09 PM 4:20:16
M 4 ¢ H}Shest] /Sheet? £ Sheetd K o i FJJJ
=H MUK
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