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System Overview

Access Professional Edition System (hereunder referred to as

Access PE) consists of four modules

—  LAC Service: a process which is in constant communication
with the LACs (Local Access Controllers — hereafter
referred to as Controllers). AMCs (Access Modular
Controllers) are used as Controllers.

—  Configurator

—  Personnel Management

- Logviewer

These four can be divided into server and client modules.

The LAC service needs to remain in constant contact with the

controllers because firstly it constantly receives messages from

them regarding movements, presence and absence of

cardholders, secondly because it transmits data modifications,

e.g. assignment of new cards, to the controllers, but mainly

because it carries out meta-level checks (access sequence

checks, anti-passback checks, random screening).

The Configurator should also run on the server; however it can

be installed on client workstations and operated from there.

The modules Personnel Management and Logviewer belong to

the Client component and can be run on the Server in addition,

or on a different PC with a network connection to the server.

The following Controllers can be used.

- AMC2 4W (with four Wiegand reader interfaces) - can be
extended with an AMC2 4W-EXT

—  AMC2 4R4 (with four RS485 reader interfaces)
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1.1 Restrictions and options

You can use Access PE for systems that do not exceed the
following thresholds for connectable components and

manageable data volume.

Max. 10,000 cards

Up to three cards per person

PIN length: 4 to 8 characters (configurable)
PIN types:

- Verification PIN

- Identification PIN

- Arming PIN

- Door PIN

Access variants:

- Only with card

- Only with PIN

- PINorcard

Max. 255 time models

Max. 255 access authorizations

Max. 255 area-time authorizations

Max. 255 authorization groups

Max. 16 workstations

Max. 512 readers

Max. 3 1/O extension boards (AMC2 8I-80-EXT, AMC2
161-160-EXT or AMC2 16I-EXT) per Controller
The following restrictions apply to each controller type:
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Controller AMC2 4W [AMC2 4W AMC2 4R4
Readers/entrances with AMC2

4AW-EXT
Max. readers per 4 8 8
AMC
Max. readers per 1 1 8
interface/bus

Table 1.1: System limits — readers and entrances

Video system — restrictions and options
- Max. 128 cameras
- Up to 5 cameras per entrance
— 1 identification camera
— 2 back surveillance cameras
— 2 front surveillance cameras
—  You can configure one of these cameras as an alarm
and log book camera.

Offline Locking System (OLS) — restrictions and options

- Max. 256 doors

—  The number of entrances and authorization groups in the
authorizations depends on the dataset length that can be
written to the cards.

- Max. 15 time models

— Up to 4 periods per time model

—  Max. 10 special days/holidays (from the online system)

—  The OLS functionality is only given with card No.1.

Notice!

USB devices which are connected at a remote desktop as e.g.

md 0

enrollment readers are not supported.
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1.2 Installation on one computer

The following figure shows a complete Access PE system
installed on a single computer. Controllers can be connected via
a serial interface. If a dialog reader is used then this is also
connected via a serial interface.

PC with Server and Client Applications

Server Client

Configurator Logviewer

Personnel-

LAC Service Management

Network (TCP/IP)
optional:
serial (R5-232/-485)

Dialogreader
II Controller {optional)

—— receive Data (read)
44— transmit Data (read and write)

(optional)
serial (RS-232/-485)

Figure 1.1: System Overview - Single Computer Configuration

2016-10 | APE-UL | Video Integration Bosch Access Systems GmbH



Access Professional

Edition System Overview | en 9

1.3 Installation on multiple computers

The following figure shows an Access PE system distributed
across 2 computers. This is particularly beneficial in cases
where the Server to which the Controllers are connected is in a
locked computer room, but the personnel data is maintained,
for example, by the personnel department elsewhere.

The Access PE Client can be installed on up to 16 computers,
which access common data on the Server via the network.
Client workstations can be configured to use two monitors.
Window positions maintained by the operating system, ensure a
familiar operators’ environment across login sessions.

Notice!

After an Unistall for Update check if all files have been

md 0

removed from the folder .. :\BOSCH\Access Professional

Edition with the exception of the folder SaveData.
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PC with
Client Applications

PC with Server Processes

Configurator

Configurator Logviewer

Netwaork
(TCPAP)

Personnel-
Management

LAC Service

(optional)
serial (RS-232/-485)

Netwark (TCP/IP)
optional:
serial (R5-232/-485)

—_—p receive Data (read)

Enreliment
Reader

+——p transmit Data (read and write)

Figure 1.2: System overview - Distributed System

System Prerequisites

The installation of Access PE requires:
Operating Systems (one of):

-  Windows 10 X64 professional

- Windows 2008 R2

- Windows 2008 Server

- Windows 7
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PS Notice!
l Microsoft Windows XP of all versions is not supported by the

Access Professional Edition from version 3.1 onwards.

Hardware Requirements

Both Server an Client require a Standard Windows PC with:
- 4 GHz CPU

- 4 GB RAM at least

— 20 GB free disk space (Server)

— 1 GB free disk space (Client)

— 100 Mbit Ethernet Network Card (PCl)

—  Graphical adapter with 1024x768 resolution and 32k colors
—  Resolution support:

1024 by 768

1280 by 1024

2048 by 768

2560 by 1024

- CD/DVD-ROM Drive

— 1/O Expansion Option

- USB Keyboard and Mouse
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1.5 Single-Board Computer

It is possible to run the Access Professional Edition (APE) on a
Single-Board Bomputer (SBC).

Basically the capacity of an SBC as e.g. the Intel Compute Stick
STK1AW32SC or other low-end hardware may not correspond
with the system prerequisites of the Access Professional
Edition (see chapter 1.4).

Notice!
An SBC can only be used if LAN or WIFI and the connected
hardware are permanently available.

An SBC should be configured only with a reduced feature set as
specified with the Base License (up to 16 readers).

Due to the low hardware performance a wireless connected

SBC should not be used with the Alarm Management and
Video Management, as the network stability is critical with
these features.

The APE was tested on the following device which can be used
as a reference for minimum system prerequisites for operating a
Base License:

Intel Compute Stick STK1IAW32SC

Product Name Intel BOXSTCK1A32WFCR

Dimension 147 x 89 x 0.7 mm

Processor brand Intel Atom x5-78-300, 4x1.44
GHz

RAM size 2 GB

Memory Technology DDR3L

Computer Memory Type DDR3 SDRAM

Hard Drive Size 32 GB
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Edition
Product Name Intel BOXSTCK1A32WFCR
Voltage 1.35V
Wattage 4 W
Power Source uSB
Operation System Windows 10

Windows Operating System preconditions

When working with a low-end hardware as e.g. an SBC, we

recommend the following hardware- and operating system-

specific settings and preconditions in order to ensure seamless
operation of the APE software:

-  Use fixed IP addresses.

— Disable all power saving options.

—  Select a high performance power plan.
— Disable power savings within the USB settings.

— Disable Hibernate functions.

— Disable automatic Windows operating system updates.

— Apply a USB Ethernet Adapter in case the WiFi connection
is unstable.

—  Ensure that the screen resolution matches the SBC
hardware requirements. For the exemplarily tested device
the recommended resolution is 1920x1080.

—  Ensure that sufficient memory is available. We recommend
a free memory of 5GB for installing and operating the APE
software. Use an external hard disk or apply a microSD to
the SBC in case internal memory is not sufficient.

—  Create Windows recovery CDs and save entry points on a
regular basis.

Notice!
When using a Single Board Computer (SBC) it may not be

md 0

possible to create a recovery CD or to use entry points.
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2.1 Introduction

Access PE is an Access Control System which has been
designed to offer the highest standards of security and flexibility
to small and medium sized installations.

Access PE owes its stability and upgradeability to a 3-tier
design: The top tier is the administration level with its
controlling services. All administrative tasks are carried out
here, e.g. the registration of new cards and the assignment of
access rights.

The second tier is formed by the Local Access Controllers
(LACs) which govern each group of doors or entrances. Even
when the system is offline a LAC is able independently to make
access control decisions. LACs are responsible for controlling
the entrances, governing door opening times or requesting PIN-
codes at critical access points.

The third tier consists of card readers which, like the
Controllers, are identical across all BOSCH access controls.
They provide not only a consistently high degree of security, but
also a simple upgrade and expansion path for the system,
protecting previous investments.

Access PE multi-user version allows multiple workstations to
control the system. Customizable user rights levels regulate
access and guarantee security. In this way it is possible, for
example, to maintain card data from one workstation whilst
using another to verify whether an employee is present in the
building.

Access PE offers exceptionally flexible configuration of access
rights, time models and entrance parameters. The following list
gives an overview of the most important features:

Quick & Easy card Assignment
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Cards (up to three) can be assigned to persons either manually
or using a dialog reader connected to a PC via a serial
connection. All assigned cards are active. When upgrading cards
the old card is automatically overwritten and becomes invalid,
thus preventing old cards from gaining access even if those
responsible forgot or were unable to cancel them.

Access Rights (including Group Privileges)

Each person can inherit group privileges as well as having
individual rights assigned to him. Privileges can be restricted by
area and time to an accuracy of one minute. Group privileges
can be used to grant and limit access rights for any or all
cardholders simultaneously. Group privileges can be made
dependent on time models which restrict their access to certain
times of day.

Access tracking

By defining Areas it is possible to track and enforce a correct
sequence of accesses. Even without monitoring, this
configuration makes it possible to display a cardholder's
location.

Anti-Passback

When a card has been read it can be blocked for a defined
period from entering at the same access point. Hence it is
possible to prevent "passback", where a user hands his card
back across a barrier to provide access for an unauthorized
person.

Automatic Cancelation of cards upon Expiration

Visitors and temporary staff frequently require access for a
limited period only.

cards can be registered for a specific time period, so that they
automatically lose their validity when that period expires.

Time Models and Day Models

Bosch Access Systems GmbH 2016-10 | APE-UL | Video Integration
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A cardholder can be assigned to specific time models which
regulate the hours in which that person has access. Time
models can be defined flexibly using day models which
determine how specific weekdays, weekends, holidays and
special days deviate from normal working days.

Identification via PIN-Code

Instead of a card a person can use a special PIN-Code to enter.
Verification via PIN-Code

Particularly sensitive areas can be programmed to require
additional PIN-Codes. This protection can in turn be made
dependent on time models, so that, for instance, a PIN-Code is
only required for access during holiday times or outside of
defined working hours.

Flexible Door Management

Flexible parameterization of individual door models allows an
optimum balance between security and comfort. The "shunt" or
alarm suppression period can be individually specified to
regulate for how long a door may remain open. In cooperation
with an alarm system the access point can then optionally be
locked.

Periodic Door Release

In order to facilitate access, door alarms can be shunted to
release doors for specific periods. Door release periods can be
defined manually or automatically via a time model.

Time and Attendance

Access points can be parameterized to record ingress and
egress for time & attendance purposes.

Card Design

The graphical add-in module Card Personalization (CP) is fully
integrated into the Access Control system to allow the operator
to create cards without switching applications.

Assignment of Photos

If the add-in module Card Personalization (CP) is not activated
photographic identification can nevertheless be imported and
associated with cardholders.
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Offline locking system

Areas which are not covered, for whatever reason, by the high-
availability online access control system can nevertheless be
locked offline.

Administration of video devices

Entrances can be equipped additionally with cameras to identify
and track the movements of persons using them.

2.2 User Login

—  Start the user applications using the desctop icons:

s BOSCH Personnel Management
[
Tis BOSCH] Configurator
) BOSCH Logviewer
&
lis BOSCH Map and Alarm Management
'y
Tes BOSCH Video Verification

or choose the tools via : Start > Programs > Access
Professional Edition
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Start the : Map & Alarm Management application using the
i BOSCH

desctop icon ’?A .orvia : Start > Programs > Access
Professional Edition > Map & Alarm Management.
—  Start the : Video Verification application using the desctop
v+ BOSCH

icon E .orvia: Start > Programs > Access
Professional Edition > Video Verification.

—  Start the : Configurator application using the desctop icon

or via : Start > Programs > Access Professional
Edition > Configurator.

—  Start the : Logviewer application using the desctop icon

&+ BOSCH

& or via : Start > Programs > Access Professional
Edition > Logviewer.

—  Start the : Personnel Management application using the

i+ BOSCH

desctop icon & or via : Start > Programs > Access
Professional Edition > Personnel Management.

The system's applications are protected from unauthorized use.
A login with a valid username and password is required in order
to invoke the dialog-based subsystems.
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’& Personalvernaltung @
Language selection
Languags EM - Englizh j
User
Start the application
Usemame |

El Delete contents
Pazsword

LCancel

The upper drop-down list can be used to select the desired
interaction language. The default is that language which was
used to install the application. If there is a change of user
without restarting the application then the previous language is
retained. For this reason it is possible for a dialog box to appear
in an undesired language. In order to avoid this, please log in to
Access PE again.

Access PE applications can be run in the following languages:

- English

- German

- Russian

- Polish

—  Chinese (PRC)

- Dutch

—  Spanish

—  Portuguese (Brazil)

md 0

Notice!

All facilities such as device names, labels, models and user-
rights schemes are displayed in the language in which they
were entered.Similarly buttons and labels controlled by the
operating system may appear in the language of the operating
system.
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If a valid username/password pair are entered then the button :
Change Password appears. This can be used to start a new
dialog to change the password.

Change passward

New password |

Confirmnatian |
Ok | Cancel

The button Start the application checks the user's privileges
and, based on these, starts the application. If the system is
unable to authenticate the login then the following error
message appears: : Wrong username or password!

Login via Personnel Management

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include the
other tools, he can start the : LogViewer, : Configurator, : Alarm
Management and : Video Verification using the toolbar buttons.

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include :
LogViewer, then : LogViewer may be invoked directly using the

@ button in the tools list, without requiring a separate

login to the LogViewer application.
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2.3

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include :
Configurator, then : Configurator may be invoked directly using

the .I button in the tools list, without requiring a separate

login to the Configurator application.

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include : Video
Verification, then : Video Verification may be invoked directly

using the E button in the tools list, without requiring a

separate login to the Configurator application.

If the user is already logged into the Access PE Personnel
Management application, and if the user's rights include : Alarm
Management, then : Alarm Management may be invoked

fis BoSCH

directly using the f .button in the tools list, without
requiring a separate login to the Configurator application.

Menu and Tool bar

The following functions can be invoked via the menus, the icons
in the toolbar or specific keyed shortcuts.

Bosch Access Systems GmbH 2016-10 | APE-UL | Video Integration



Access Professional
22 en| General

Edition

Function Icon/ Description

Shortcut
Menu File
New > Clears all configuration dialog
D boxes (except for default
settings) in order to define a
Crtl + N . )
new configuration.

Open... Opens a dialog box to select a
different configuration for
loading.

Crtl+ O

Save Saves changes into the current

configuration file.
Crtl+S
Save as... Saves the current configuration

into a new file.

Activate Activates a loaded configuration
Configuration f and saves the hitherto active

configuration.

Send }:1 Propagates saved configuration
Configuration to | MIE=H changes to the LAC-Service.
LAC

List recently Opens configurations directly,
active circumventing the Open
configurations function's selection dialog.

Exit Shuts down Access PE

Configurator.
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Function Icon/ Description
Shortcut

Menu View

Tool bar Toggles display of the tool bar
(default = on).

Status bar Toggles display of the status bar
at the bottom edge of the
window (default = on).

Menu Configuration

General

Opens the General Settings
dialog for setting up Controllers
and general system parameters.

Input signals

Opens the dialog box for
parametrizing input signals.

Output signals

Opens the dialog box for
parametrizing output signals.

Entrances

Opens the Entrances dialog for
parametrizing doors and card
readers.

Areas

Opens the Area Configuration
dialog for dividing the protected
installation into virtual areas.

Holidays

E O S EE

Opens the Holidays dialog box
for defining holidays and special
days.

Bosch Access Systems GmbH
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Function Icon/ Description
Shortcut
Day Models Opens the Day Models dialog

box for defining time periods
within a day for the activation of
access functions.

Time Models

Opens the dialog Time Models
for defining timezones
dependent on days of the week
or calendar.

Personnel F ’1 Opens the dialog box Personnel

Groups .—Q\ Groups for dividing personnel
into logical groups.

Access I -l Opens the dialog box Access

Authorization !@ Authorization Groups for

Groups defining groupings of

authorizations to entrances.

Offline locking
system

Opens the Offline locking
system dialog for configuring
special elements of the
installation (Entrances, Time
models, Authorization groups).

Display Texts

Opens the dialog box Display
texts for editing the texts to be
displayed at the card readers.

Log Messages

Opens the dialog box Log
Messages for editing and
categorizing log messages.

2016-10 | APE-UL | Video Integration

Bosch Access Systems GmbH



Access Professional

General |en 25

Edition
Function Icon/ Description
Shortcut

Additional Opens the dialog box

personnel fields Additional personnel fields for
defining data fields for
personnel.

Wiegand - cards — Opens the dialog box Wiegand-

=y} cards for defining the structures

of card data.

Administering Opens the Video devices dialog

video devices for configuring cameras to be
used in video verification.

Map Viewer and |7, gosed | Opens the Map Viewer for an

Alarm n areal view of maps and control

management f . | devices and the alarm list for
alarm handling.

Menu ? (Help)

Help topics .g Opens this help text.

About Access Displays general information

Professional about Access Professional

Edition - Edition - Configurator

Configurator

24 General system settings

General system settings are displayed below the list of
controller settings. These are valid for all installations.

Bosch Access Systems GmbH
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Default card data ~ PIM cods
’V Coycode [00  Customer code [056720 ‘ Mumber of dighs [+ =1 Mumber of refries before blocking [3 =1
[ use separate IDS pin
Logback parameter
’7Numhe| of files | 366 ﬁ [one logfile per day. 0 = unlimited) ‘
1~ LAC subsystem proc ~ Directori
Pol iterval on serial connected LACnms 200 = Databass [C¥BOSCH#ACTess Prolessional Edijor¥PEXD ata#D
Resdinmmien s eameetd LG s | I | Eventlng [C¥B0SCH¥Access Professional Ediicr# PEF D ataly
Create Tadata at 0001 =1 Impart files [C¥BOSCHEACcess Professional E ditior#PE¥D ata¥lr J
Export filex |E¥BUSEH¥Access Protessional Editior#PEY D ata¥E J
I~ Ewport personinel and TA data - —
DLLAiles |E ¥BOSCH¥Aceess Professional Editior¥PE¥ D ataD
T — Fictures |C#B05CH#Acoess Professional Editiar#PEY Data¥P J
™ Show cardholder name in display Test logs |E ¥BOSCH¥ACcess Professional Editior¥PEY D ata¥L
Parameter Default Description
Country Code 00 Some card data are appended
to the manually entered card
Customer Code |056720 y
number.
Poll interval on |200 The time interval in milliseconds
serial between pollings by the LAC-
connected LAC Service to verify intact
in ms connections to a controller.
] Range of values for poll interval:
Read-Timeout 500 g P
. 1 to 500
on serial Possibl | ; q
ossible values for read-
connected LAC )
. timeout: 1 to 3000
in ms
Create TA data |00:01 Specification of the time at
at which the Time & Attendance
data file should be created.
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Parameter Default Description

Export deactivated | When activated this option
personnel and causes time & attendance data
TA data to written continuously to the

export file.

When not activated the data file
is created at the time specified
by the parameter Create TA
data at.

\Export

The file containing attendance time-stamps is created in the
following directory:
C:\Program Files\Bosch\Access Professional Edition\PE\Data

Under the name TA_<Current date YYYYMMDD>.dat

Show welcome/
leaving
message

activated

Given appropriate reader type
and settings (Arriving, Leaving
or Check ok in the Entrances
dialog) the reader will display
those welcome and leaving
texts which are stored for the
cardholder in the Personnel
Data dialog of the Personnel
Management application.
Does not apply to Wiegand
readers.

Show
cardholder
name in display

aktiviert

Readers with display will show
the Display Name as stored in
the cardholder's Personnel
Data.

Does not apply to Wiegand
readers.

Bosch Access Systems GmbH
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Parameter

Default

Description

Number of
digits

4

Determines the number of
digits a verification or arming
PIN requires.

This setting applies also to the
door PIN which can be set
during the configuration of
entrances.

Possible values: 4 to 8

use separate
IDS PIN

If no separate IDS PIN is set,
then a verification PIN can be
used to arm the IDS.

Only if the check box is
selected do the input fields for
the arming-PIN become active
in the Personnel dialog screen.
In this case the verification PIN
can no longer be used to arm
the IDS.

Number of
retries before
blocking

Number of failed attempts to
enter the PIN. If the cardholder
mistypes the PIN this many
times then s/he will incur a
system-wide block which can
only be removed by an
authorized system user
(Personnel Management).
Possible values: 1 to 9

2016-10 | APE-UL | Video Integration
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Parameter Default Description
Logbook 366 Number logfiles per day
parameter Possible values: 180 to 9999.
Directory paths | C:\Program | These are the default paths. The
to: Files directories for import, export
Database \BOSCH and image files can be changed.
Log file \Access
Import files Professiona
Export files | Edition\PE
DLL files \Data...
Image data \Db
Test-Logging \MsglLog

\Import

\Export

\DlII

\Pictures

\Log

md 0

Notice!

When using Wiegand controllers and readers, in order to use

Identification-, arming- or door-PINs the Wiegand card definition
PIN or Card (Nr. 6) needs to be activated.

2.5

Layout of the main dialog

The dialog consists of the following parts:

Bosch Access Systems GmbH
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Test.tide | Employess
[Testpersont | Employees

Devics st | s | Voo dovies |
e Phoce [ [Fanknonm =

1= Menu bar — contains dialog functions displayed
according to the menu order.

2= Toolbar — contains shortcut keys for the most
important dialog functions.

3= Title bar — conforms to Windows standard and
contains buttons for minimizing or closing the dialog
window. The name of the registered user appears in
square brackets.

4= Personnel table — lists all people known in the system
along with their attendance status (authorization and
location).

5= Dialog field — the first time this field is opened or

when no user is logged in, it shows a neutral image
(map of the world). When an entry is selected from the
Personnel list, this person's data is displayed.

6 = Online swipe — lists the last five people (with
database image) that have swiped their cards at the
entrance selected.
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7= Device status — lists the configured devices and
entrances along with their connection status. Enables
door control functions.

8= Event display — faults are indicated by a flashing red
bar (flashes three times) with details on the cause.

9= Status bar — displays information on buttons and
menu entries that are controlled with the cursor.
Status display on card personalization program (CP),
dialog readers and LAC service.

When you enable the Video Verification component, additional
facilities will be added to this dialog; see Personnel Management,
page 70.

When you enable the Video Verification component, additional
facilities will be added to this dialog.

2.6 Menu and tool bar

The following functions are available via the menus or the icon
buttons.

Function Icon Description

Menu Options

Refresh Refreshes the Personnel list
<

Exit Exits the Access PE Personnel
Management application

Menu Persons

New person Opens a blank personnel and
card data dialog
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Function

Description

Modify person

Opens the personnel and card
data dialog with the data of the
selected person.

Delete person

Deletes the selected person
(after confirming a safety check
dialog).

Transmit selected
person to the LAC

Transmits the selected person's
data to the LAC service and

service reports success.

Transmit all Transmits all persons' data to
persons to the the LAC service and reports
LAC service success.

Set all persons
absent

Sets all persons absent (after
confirming a safety check
dialog).

Set location of all
persons present
to unknown

Sets the location of all persons
to unknown and deactivates
access tracing for the next
booking of each person.

View/print reports

Calls the dialog for creating
report lists.

List
control

Restricts the persons shown to
those of the selected group.

Menu View

Symbol bar

Toggles display of the tool bar.
Default = on.
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Function

Icon

Description

Status bar

Toggles display of the status
bar. Default = on.

Personnel data:
State

Card No.
Personnel-No.
Company
Personnel Group
Phone

Location

Choice of columns displayed in
the personnel overview in
addition to symbol and name
columns.

Default = State - Company -
Location

Menu Door management

open door These |The entrance selected in the
functio |device list is displayed and can
ns are |be opened (one-off).
also .
Long-term open ] The entrance selected in the
availabl L
) device list is displayed and can
e via
be opened (long-term).
the
lock door context | The entrance selected in the
menu device list is displayed and can
(right be locked.
click on
the
desired
door/
entranc
e)
Menu Tools
User logon Log in/off Personnel

management.
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Function Description

Execute the
Configurator

Executes Configurator and
transfers data from personnel

management.
Execute log Executes Log viewer and
viewer transfers data from personnel

management.

Execute Video
verification

Starts the application for
executing video verification.

Q
E @ . :
h S

Execute Alarm and | '.: sosen | Starts the Map viewer and
Map management Alarm management processing

FA ‘| application.

Video panel Shows four displays in the
dialog field for individual video
camera feeds.

Properties Opens a dialog box for general

system settings.

Menu ? (Help)

Help topics Opens this help file.

About Access Displays information about
Professional Personnel Management.
Edition -

Personnel

Management
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2.7 Layout of the main dialog

& ViewL-- TTAL-VERSION - Lagviewer - [basch] 3 (E=3Eon |

Fle Ft 1 w 2

2 I -

Date ArELE Reader / Lagin Location doai) / program Na. | Message text
= ! s
0 26.09.2016 09.17.36 ACBO0S2UN2 basch Personnel Management 200 Login
= 4 " 26.092016 091752 ACIHO052UN2 bosch Logviewer 200 | Login
B Eures 1 26.09.2016 08:17:52 ACIO052UUN2 LacSp 532 Falled to et lissrise Faaturss
» 26,09.2016 031750 ACID0E2IN2 basch Logviewer 201 | Logout
' 26092016 11:10:36 ACID0E2UIN2 LacSp 532 | Failed to get license faatures
- 26.09.2016 11:10:45 ACID0E2IN2 basch Configurstor 200/ Login
=) 26,08.2016 11:11:05 ACEXD0S2UN2 basch Configuratar 502 | Canfiguration loaded (fie=Defaul.
» 26082016 11:35.23 ACBDOS2IN2 basch Configuratar 201 | Logout
» 26,08.2016 1:56:02 ACBD0G2UN2 basch Personnel Managemen: 201 | Logout
' 26,09.2016 11:56:08 ACBDOS2IN2 LacSp 532 | Failed to get license features
' 26,09.2016 11:56:27 ACBD052UN2 5 LacSp 532 | Failed to get license features
' 26,09.2016 11:56:36 ACBDDS2INZ LecSp 532 Failed to get license features
' 26,09.2016 11:56:41 ACBODS2INZ LecSp 532 Failed to get license features
' 26.09.2016 11:56:45 ACBDDS2INZ LecSp 532 Failed to get license features
' 26.09.2016 11:56:49 ACBODS2INZ LecSp 532 Failed to get license features
' 26,09.2016 131029 ACBDDS2INZ LecSp 532 Failed to get license features
1 26.09.2016 131056 ACBO0S2UN2 LacSp 532| Failed to get ficense features
Fier - 26.09.2016 131617 ACBO0S2IN2 basch Personnel Management 200 Login
—=1||* 26.09.2016 131721 ACBO0S2UN2 bosch Personnel Management 201 | Logout
-rofl 6 ' 26.09.20161317:25 ACBO0S2IN2 LacSp 532 | Failed to get icense features
' 26,09.201613:17:33 ACBO0E2UN2 LacSp 532 | Failed to get icense faatures
& setvae T J -0 26.09.2016 1317:40 ACID0E2IN2 basch Configurstor 200/ Login
» 26.09.2016 133202 ACID0E2UIN2 basch Configurstor 201 | Logout
. R N9 ONTR 13321R ACTBNNRA MY [EECY R0 | Failad tn Fozhirms e
' Sound olf « i v

T —

1= Menu bar - Contains all dialog functions arranged in
menus.
2= Tool bar - Contains the most important dialog

functions as icon buttons

3= Title bar - Conforms to Windows standard and
contains buttons to minimize and close the main
dialog window. The name of the current user is
displayed in square brackets.

4= Device status - List of the configured devices and
entrances along with their connection status.

5= Message list - List of messages arrived hitherto. The
display can be modified by specific filter settings.

6= Filter selection - Predefined and customized filters
can be selected from the combo-box.
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7 = Alarm activation - Triggers the activation/
deactivation of alarms for messages. An incoming
message can be accompanied by an acoustic signal.
8= Status bar - Dates of the log files opened. Status of
the LAC Service. Alarm settings.
2.8 Menu and Tool bars

The following functions are available for log evaluation via

menus and icon buttons.

Menu Function Icon Description
button
File Print... Print the log messages
displayed
Exit Closes the LogViewer
application.
Filter Filter Opens the message
definition I filtering dialog.
Continuous | e Starts continuous
mode on El message display. This

icon is only active
when the function is
not already running
and the message filter
is set to the current
day.

Continuous message
display is the default
setting.
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Menu Function Icon Description
button
Continuous | i Pauses the continuous
mode off E?I message display. This
icon is only active
when continuous
message display is
running.
Events Switch to previous
previous I 9 | day's messages.
day
Events next Switch to next day's
day | 9:, messages.
View Symbol bar Hides/Displays the
tool bar.
Default = on.
Status bar Hides/Displays the

status bar.
Default = on.

without a menuitem

i

L

? (Help)

Help topics

Opens this help file.

About
LogViewer

Opens Help About
Access PE LogViewer.
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2.9 Enrollment Configuration

Enroliment Readers (RS 232) > Tools > Settings calls a dialog

in which it is possible to perform basic configuration tasks

(activate, modify) from any workstation.

— Administrative workplaces, where persons are assigned
cards, can be fitted with an enrollment reader. This must be
parameterized and configured according to the
manufacturer's specifications, or those delivered with the
device. If an enrollment reader is set up then manual card
checking is deactivated.

The required settings for supported readers are:

Reader name BAUD (D ([P |S
DELTA 1200 Prox RS232 9600 |8 |N |1
DELTA 1200 iClass RS232 57600 |8 |E |1
DELTA 1200 USB Hitag, Legic, Mifare 9600 |8 |N |1
DELTA 1200 RS232 Hitag, Legic, Mifare 19200 (8 [N |1
Rosslare ARD-1200EM USB 9600 |8 |N |1
LECTUS secure 5000 MD 9600 |8 |N |1
D = |Data bits N = |none

P = |Parity E= |even

S = |Stop bits O= |odd

Notice!

The Delta 1200 Series and Rosslare ARD-1200EM Series were
not evaluated by UL.

—  Chip card system
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Displays the card technology — MIFARE classic and Hitagl
can be used for Access PE.

Change Configuration @lﬁ

Attention:

This properties will be activated immediately. This may take some time (look at the
status bar].

Thiz properties will be stored permanently and will already be activated after a restart of
your cormputer,

T C R E s T (| EETIIE Erircll SO00MD - MIFARE Data Flec

Card type |HID 26 - Standard Wiegand 26 Bit Code ﬂ

Sernial port | COME: -
Baud rate |9600 -

Parity @ rone 7 even " odd
Data bits 7 f+ 8

Stop bits # 1 2

v CP system for card personalization installed
V¥ Connect ta LAC service [fransmit all card changes immediately to the subspstem) L

™ Do rot show dialog for edit and view internal card information

—  If the system has been installed with the optional Card
Personalization (CP) module then the corresponding check
box is selected in settings. Unchecking this box blocks all
functions for card design/creation.

— In addition the automatic transfer of personnel data via
Connection to the LAC Server is also checked. This box
should always remain checked.
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—  The display of card information during card assignment can
be disabled here. This display is only necessary when,
contrary to default settings (see General Settings in Access
PE Configurator) card data are required which do not
conform to the company standard settings.

2.9.1 Enroliment via AMC connected readers
Make sure that at least one reader is configured with a Door
Model 06¢c, which is the door model for enrollment.
Start the Configuratior and select a Local Access Controller
(LAC) (e.g. AMC2...)

F Active.acf - Access Professional Edition - Configurator - TRIAL-VERSION - [bosch] [E=n[Ec ===
File View Corfiguation 2
X £ =7 [ EI 'S 2
= £ = ) w5 3 3 50 42
= Seftings
Local access cantroler
+[#|v] x
[ Mo | Addbess| Type [ Proiect version | Connection [ Serine. [[Version |
PARE T awczans Lo [z [UDP 54545,172 181 1710001 HONE ErEEEE] |
Defaul card data FIN code 50U Server Database
County code 10 Custorner code: 056720 Number o digts [¢ = Number o eties before blocking[3 = Server [ACE00E2INZ
I u 12105 pin Instance [
[P p—— User I
Number of fies [368 51 (one logfie per doy, 0 = unifmited) Pt [
Diecories |
ted LAC inms 200 =27 Database |C¥BOSCH¥Access
G AL oo | ET=| Event log [C¥BOSCH¥ARcess Professianal Edlior¥ PE¥D ataFlr
= APE Database [BDSCH AccessPE
Creale TAdalaat 0001 = Importfiles [C¥BOSCH¥AGcess Professional | Edtior¥PE¥D ate¥Ir J "
Expot s [CYBOSCHASSess B |
DL fies [C¥BOSCH¥AcGess Professional EQiar¥PE¥DatafD
Ficures [C¥BOSCH¥Access Pofessonsl Edor¥PEVDAIFP .| ‘
Testlogs [E¥BOSCHYASRss oW PEVD AL

Click the Entrances symbol and add a new Entrance reader:
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Define Entrance B ]

Description

Flease configure LAC, GID and doormaode!

LAC |1 'I GID |2 vl

[ Wideo verfication  Sury. camera: I Yideo configuration |

— Fieader configuration

Reader type Address Write access
Ancess: |F|5485 ;I I ? Iread anly VI

reader

e Device data { Search device
F from cache data 1

— Signal definition

Signal dezcription On dew.. GID /] DID Connection
Board
Door senzor -
:_/J Pushbuttor: Door open
- Bolkzensor =
ﬂlﬂ Entrance locked

Sabotage signal
Local Open Enable

|43 Door opener Al
™ v - I ) - v

Goa |

The dialog window Define Entrance opens:
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F Betiveact - Access Prafessional Edition - Configuratar - TRISL-VERSION - [bosch] [==]=]

File View Canfiguration 2

2= 1 5 5 5 5 0 S0 @ @ BoscH

m Enfrances

Settings

+|#] x| e[ 1 GID[1 Model [0Ta- Comman doorwith entyy and exit reader
+ [ Name Door settings
0 Accesspont | Activation time (40 =+ 1105 V' Doar contact
Opentine [300 = 1/10s ™ Bolt contact
= I Partof a door-comples:
Camera activation tine [100 = 1105 . i
Alarm suppression time ’—: 110 e
for contrel mecharism = I Door stalus events
Entry reader settings
B Ay [ Random personnel sCieeing.................. Rate = % ¥ with keypad
£ Aviving I~ Antipasshack............ i, Tigout [ 25 min Groupid B Erificsns oo e
 Leaving [~ Enty as group required number of persons = Persons
€ Check ok I~ No time model check I Motor move-in M IV wWiite without access rights
T PUSH BN oo

W wiith video verfication
Esit reader settings

& Bocessorly I~ Random personnel scresning, Rate = x I~ with keypad
H ~= min Group id
“ drvin [ Anfipasshack . ... et Tgout | 25 p I Grant aceess n wiite ermor
® e ™ Notime model check I Motor move-in configure W \wiite without access rights
I Push button. I enabled when amed
[™ With video verfication
Unlock door PIN code at entry reader
& Nomal & None ™ PIN or card

 Longteim apen © Aiways DoarfN [ A
 Per lime model  Pertime madel
& Coniim PIN

@ pe fime model:
=
-~ none - -
Activation of molorlock. &
Fer time model rone - -

In this dialog:

—  Enter a Description (e.g. Enrollment Reader AMC)

— Select a LAC and a group ID (GID)

—  Select a reader type (e.g. Wiegand)

—  Select a number between 1 and 8 as Access Reader
Address

Click OK to conform the enrollment configuration.

To assign the configured enrollment reader to a specific
workstation, you have to change to the APE client.
—  Select Tool > Properties.
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F R
Change Configuration m

Abtention:

Thiz properties will be activated immediately. This may take zome time (look at the
status bar).

This properties will be stared permanently and will already be activated after a restart of
wour computer,

¥ Dislog Readst Reader type [AMC Fieaders Wiegand, 4F4 [8MC) |

Reader IEnmIIement reader AkC
Enrollerent reader AT

¥ CP spstem for card personalization installed

v Conmect b LAC service [ransmit all card changes immediately to the subspsten) ||

[~ Do not show dialog for edit and view intermal card information

Cave_|

Select an available enrollment reader to activate the enrollment
process.

A

Confirm that your enrollment reader is online.
If you don’t get an immediate response, restart the Personnel
Management dialog.
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Administrator

[New [Vt
Polotschik Herbert | Employees

Dovie viaes | e | Vi doves |
=17
a

2.10

SQL Server Support

All data which are written into the event logfile, can also be
stored in an SQL database. As a reference we suggest the
Microsoft® SQLServer® 2014 Express, SP 1x 64 installed on
Windows 10 x64 Pro.

An SQL server connection can be configured in the lower
section on the right side of the Settings screen.

For more details refer to the installation manual.

Notice!
Make sure to install the SQL database on the same physical or
virtual machine as the APE server.

Notice!

When using the Configurator to configure the SQL database,
the configurator must be started on the APE server PC.

The Configurator must not be started on a client in this case.
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- Actve.acf - Access Professionsl Edition - Configurator - TRIAL-VERSION - [bosch]

(== E=E
Eile View Gorfiguration 2
RS T LYY T © soscu
Setfings
= 8
Local access controler
el X1
| Mo/ | Adiess| Type [ Proiect version [ Connection [ Seialno. [[Vesion |
v 1] 1] AMC24R4 LBus (8022 | UDP-54546,172.18.1.17:10001>NONE | 2304 8198 6022 |
Defaul card data PIN code

County code [00 Customer code [056720 Number of digits [4 =1 Number of reties before bocking [2 = Server [ACaK00520N2

I™ use separate 10 pin

Logbaok parameter

50LServer Database

Instance
User

umber of fies [355 21 fone logfle perday, 0 = it
Nurbes o fi =] fore logfle per day, 0 = unimited) Pawd [
LAC subsystem process Diectoiss
Follinerval on seiid comerted LAC inms [200 = Datsbase [EVBOSCHVAcsess Fofessanl Ediar¥PERDaaiD. |
et anerHemmez RS | ELl| Event lng [C¥BOSCH¥Aceess Professional E ditior#PE¥D ata#h
(et Thdata = APE Database [BOSCH AscessPE
Create Thdataat [00:01 = Impot files [C¥BOSCH#ACcess Professional E diior#PE¥Dalaflr J
Export fles [C¥BOSCH A .| |
™ Expon personnel and T4 deta

DLL fies [C¥BOSCH¥Acoess Frofession Edtior#PE¥Data#D.

e T — Pictures [C¥BOSCH¥&ccess Professional Edtior¥PE¥DataéP J

I~ Shaw carcholder name in display Test lags [C¥BOSCH¥ACcess Professional Ediior#PE¥D L

Enter the instance ID of the database in the entry field

Instance.

If credentials are required, enter User and Password.
Click the button Check SQL Database Connection.
If no APE database server exists so far, click Create APE

Database.
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Check SQL Database Connection

SOL-Server Database

Server ACI<0D013BTI
Instance SOLE=press
User

Pazzword

Check S0OL Database Connection

APE Databaze BOSCH AccessPE

Create APE D atabaze

Activate SHL-Databaze

M LAC-Service online MUK RF

Edit the name of a new valid instance ID. This causes that a new
APE database is created in the specified instance.

If an APE Database exists already or after you have created one,
click Activate SQL Database.

The system does not import existing logbook data if upgraded to
an APE release with SQL database support.

If the limit of 100,000 messages is reached, the system will stop
buffering events. Once the SQL service is accessible again the
buffered messages are added to the SQL database. The
message buffer is not included in the APE system backup.
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Notice!

The user is responsible to maintain the database such as to

md 0

erase old entries, keep the SQL installation updated etc.

Notice!

It is possible to enable or disable the SQL database service.

md @

If the service is disabled, a Windows message box will warn the

user.
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2.11

Installation of SQL Database
Download the Microsoft® SQL Server® 2014 Express Edition

SP1 from the Microsoft homepage. After the start of the
application the SQL Server Installation Center is displayed.
Select Installation.

T SQL Server Installation Center - a x
Planning ‘\H New 5QL Server stand-alone installation or add features to an existing installation
lactamath Launch s wizard ta install SOL Server 2014 in a non-clustered environment or to add

features to an existing SOL Server 2014 instance.
Maintenance
= ﬁ Upgrade from SCL Server 2005, SOL Server 2008, SQL Server 2008 R2 or SQL Server 2012
ool
Launch a wizard to upgrade SQOL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SO
Resources Server 2012 to SOL Server 2014,
Options
Microsoft SQL Server2014

—  Select New SQL Server.
Select License Terms.
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5 5L Server 2014 Setup

License Terms

To install SQL Server 2014, you must accept the Microsoft Software License Terms,

License Terms

Global Rules

Microsoft Update

Produst Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Cenfiguration Rules
Installation Progress

Complete

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT SQL SERVER 2014 EXPRESS

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft

» updates,

= supplements,

=)
Copy  Print

| accept the license terms,

[ Tum on Costamer Experience Improvement Progrem ('CEIP') and Error Reperting ta help improve the
quality, reliability and performance of Microsoft SOL Server 2014,

See the Microsoft SQL Server 2014 Privacy Statement for more i

* Microsoft SQL Server 2014 also includes a Visual Studio component that will have CEIP settings turmed
off by default. If Visual Studio is installed, this compenent will use the CEIP settings for Visual Studio,

< Back Next > Cancel

—  Accept the license terms and click Next > to proceed.
Select Microsoft Update.

W 5QL Server 2014 Setup

Microsoft Update

Use Microsoft Update to check for important updates

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress

Complete

Microseft Update offers security and ether impartant updates for Windows and ather Microsoft
software, including SOL Server 2014. Updates are delivered using Automatic Updates, or you can visit
the Microsoft Update website,

Use Microsoft Update to check for updates (recommended)

Microscit Update FAQ

Microsoft Update Privacy Statement

< Back Next > Cancel
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—  Select Use Microsoft Update to check for updates and
click Next > to proceed.
Select Feature Selection.

5 5L Server 2014 Setup

- o X
Feature Selection
Select the Express features to install.
License Terms Features: Feature description:
GlobalRules The configuration and operation of each ~
Microsoft Update Database Engine Services instance feature of a SOL Server instance is
Product Updates SOL Server Replication isolated from other SQL Server instances. SQL
SR e Server instances can operate side-by-sideon v
Install Setup Files
Client Tools Connectivity Prerequisites for selected features:
n=aiRie Client Tools Backwards Compatibility
i e Already installed: ~
o s - Windows PowerShell 20
Feature Rules anagement ook - fasic \ Microsoft NFT Framewnrk 4.0 o
IFictance Corfigestin [] Management Toels - Complete < >
Server Configuration SO Chient Cannectinty 30K Disk Space Requirements
[ LocalDg
Database Engine Cenfiguration Redistributable Features Drive C: 2535 ME required, 218309 MEB
Feature Configuration Rules available
Installation Progress
Complete
Select Al Unselect Al

Instance root directory: [cAPragram Files\Microsoft SOL Servert |

Shared feature directory: [cAPragram Files\Microsoft SOL Server\ |

Shared feature directory (xB6): |CA\Program Files (x28\Microsoft SOL Server\ |

<Back Next > Cancel Help

—  Select the required Features from the list and click Next >
to proceed.

Select Instance Configuration.
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& 50L Server 2014 Setup - o X
Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becemes part of the installation path.

License Terms () Default instance
Global Rules

® Namedinstance:  [SQiEvpress |

Microsoft Update
Product Updstes

Install Setup Files Instance ID: ‘SQLEXPRESS ‘
Install Rules

Feature Selection
Eeatine Riiles SOL Serverdirectory:  C:\Program Files\Microsoft SOL Server\MSSQL12.SQLEXPRESS
Instance Configuration

Installed instances:
Server Configuration

Daabace Engena Canhouration Instance Name Instance ID Festures Edition Version
Feature Configuration Rules
Installation Progress

Complete

< Back Mext > Cancel Help

—  Select one of the radio buttons Default instance or Named
instance.

—  Click Next > to proceed.

Select Server Configuration.
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% SQL Server 2014 Setup - O X

Server Configuration

Specify the service accounts and collation configuration.

License Terms Service Accounts  Cgllation

Global Rules

L Microsoft recommends that you use a separate account for each SOL Server senvice.

Product Updates | Service Account Name Password Startup Type
Install Setup Files | SOL Server Database Engine [NT servicemssaLSsaL.. | [avtornatic |
Install Rules [soL ServerBrowser |NT AUTHORITY\LOCAL .. | [Disabled

Feature Selection
Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

< Back Next > Cancel Help

—  Select the required Service Accounts and click Next > to
proceed.
Select Database Engine Configuration.

Database Engine Configuration

Specify Database Engine authentication security mods, administrators and data directories.

License Terms Server Configuration Data Directories User Instances  FILESTREAM
Global Rules
o Specify the authentication mode and administrators for the Database Engine.
Product Updates Authentication Mode
Insall SeliEdes (@ Wiridows authestication mode
Install Rules

(O Mixed Mode (SQL Server authentication and Windows authentication)
Feature Selection
Featuve Rules Specify the password for the SQL Server system sdministrator (sa) account.
Instance Configuration Enter pessword:
Server Configuration
Database Engine Configuration
Feature Configuration Rules Specify SOL Server administrators

Installation Progress

Confirm password:

SOL Server administrators
Complete have unrestricted access
to the Database Engine.

Add Current User Add... Remove

< Back Next > Cancel Help
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—  Select the tab Server Configuration and activate the radio
button Windows authenticication mode.

—  Click Next > to proceed.

Select Complete and check the Status column for successful

installation of all applicable features. This may take a few

minutes.

% SOL Server 2014 Setup =5 ®

Complete

Your 5L Server 2014 installation completed successfully with product updates,

License Terms

Information about the Setup operation or possible next steps:
Global Rules

| Feature Status )

Microsoft Update
pm € Management Tools - Complete Succeeded

= (& Client Tools Connectivity Succeeded
Install Setup Files (D Client Tools SDK Succeeded
Install Rules (& Client Tools Backwards Compatibility Succeeded
Featire Selection (@ Management Tools - Basic Succeeded
et {9 Database Engine Services Succeeded

() 501 Server Replication Succeeded

[Stance santiouiatan (£ 501 Browser Succeeded v
Server Configuration
Database Engine Configuration
Feature Configuration Rules Details:
Installation Progress Viewing Product Documentation for SQL Server ~

Complete
5 Only the components that you use to view and manage the documentation for SQL Server have
been installed. By default, the Help Viewer component uses the online library. After installing
SQL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Server
(<http://go microsoft /7L inkiD=299578>).

Microsoft Update

Summary log file has been saved to the following lacation:

CA\Program Files\Microsoft SQL Server\120\Setup BootstraphLogh20160222 091810
Summary AC3Z1017GN2 20160222 091810.td

Close Help

— The installation is now complete. Click Close to finish the
installation.

Notice!

If the installation fails, please contact the Microsoft customer
support.

md @

It is under the responsibility of the end-user of the SQL
database:
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— To create credentials for the authorization to give access to
the SQL database

— To create a backup of the SQL server, as the SQL database
backup is not supported by the APE system.

—  To manage the SQL security.
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3

3.1

Video Integration

The video components integrated in the Access Professional
Edition access control system can be used as an additional
control facility at special entrances for the purpose of
comparing live images with images stored in a database, and to
check the surrounding area. It is also possible to generate
special alarm responses using video recordings and to monitor
specific areas, even independently of entrances.
In addition, video components can be accessed and used in
Access PE in the following areas.
—  Video verification: additional optical controls at entrances
- Alarm management: specially configured alarm messages
and entries can be supported by recorded video sequences
— Video displays: playback of current camera images from up
to four freely configurable cameras at the same time

General

The video image display windows can show three different
states. (The exact appearance of the logo is partially dependent
on the software in use and can differ from the version shown
below.)

Display Description

Live image/still The window displays images from the
image/recording selected camera.

@) The video display is either switched off

or no camera has been selected.

There is no input signal on this video
= channel.

Explanation of terms
—  Video verification
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A workstation user can compare an archive image
associated with the card data in the database to a live
image, and thus decide whether a person should be
granted access.

—  Video identification - (Access PE does not support this
function)
This type of control requires the use of intelligent cameras
that can compare archived grid images of a face/an eye
with data from a live image and decide whether the person
requesting access is known in the system.

- Video surveillance
In contrast to video identification and verification, here it is
not the person requesting access who is checked, but the
person's surroundings. This requires one or more cameras
to show entire areas that can then be evaluated by
workstation users via live or archive images.

Setup

Before the cameras can be used as additional security measures

for access control, you must first install the video devices and

configure them using the software supplied with the cameras.

This includes configuring any digital video recorder (DVR)

functions that may be present.

You will need to install the Bosch Video SDKs (on the CD) in

order to use the video components in Access Professional

Edition.

1. You can use the Video devices page in the Access PE
Configurator to select and activate the cameras you also
want to use for access control.

2. When you are configuring entrances, the cameras can be
defined as identification or front and back surveillance
cameras.

You can also configure one of these cameras as an alarm
and log book camera.
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3. In the Personnel Management dialog, you can allocate
workstation users rights for the video devices.

4. If the video verification function is configured for at least
one entrance, you must set up one workstation to show the
Video verification dialog permanently.

5. In addition to the Logviewer, you can use the Alarm
Management dialog to switch directly to alarm situations
(with video panel, if necessary).

Which video components can be used where and for what

purpose?
- Video panel
Personnel Management >
Purpose -  Live image feed from up to four cameras

at the same time.

—  Archive function for storing images and
video sequences for each camera
individually.

—  Marking specific images with "Points of
Interest" (POls) that also trigger log book
messages.

—  Video devices

ere Configurator >

Purpose -  Finding and using network cameras.

—  Configuring entrances for video
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Configurator >

Purpose -

Activating/deactivating video verification
Configuring identification and surveillance
cameras

Defining alarm and log book cameras

—  Playing back recorded videos

Where  Start > Programs > Access Professional Edition
> Bosch Video Player

Purpose -

Playing back video recordings stored
locally.

Note: You only need this application if recordings have been
saved in the special vxx format for Bosch Video SDKs. You can
use any player of your choice for recordings in MPEG format.

—  Video verification

Personnel Management >

or

Start > Programs > Access Professional Edition
> Video Verification

Purpose -

Switching to a live image from the
identification camera.

Switching to the surveillance cameras.
Visual comparison with the database
image.

Granting/denying access

Storing still images locally
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—  Alarm application

Personnel Management >

or
Start > Programs > Access Professional Edition
> Alarm Management

Purpose -  Special view for certain alarms.
—  With video view, if necessary
- Archive function for storing images and
video sequences.

— Device states

Where Personnel Management

Purpose -  Switching to any configured entrance
camera for a live image.
— Activating/deactivating the display of the
access history for the selected entrance

—  Video devices

Where Personnel Management

Purpose -  Switching to any configured camera for a
live image

- Video playback
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Logviewer >
Purpose -  Displaying the video recording relating to
an alarm at an entrance.
—  Archive function for storing images and
video sequences.
3.2 Video devices

You can use this dialog to manage devices that are to be used
for video verification, room surveillance and/or alarm
processing.

/ hetive.acf - Accese Professional Edition - Configurator - [bosch]

Fie Yiew Configuation 2

BrEdTEaWFF AL ST B B & 29 @ @soscn

#8 Video devices

+2| x|
No| Name: Adess Cam._| Type V%20 1
|V 22 | 1722303 1 | Videolei20

| a[vmemal |1
IPXTE00 -

722302 VideoJei20
05 VIPTEID
05 VIPTEID
3 VPTE0 End playback
05 VIP1E00

VIPXT00
[ 5[ VIPR1600
7 [ VIPX1600

I

o[Hame | Advess [ Mo..[Type [ User
1/DIVARDT | 1721807 | 0| Dwaiz |
2|DBos® 17218077 | 0 DBosB |
[ 0 [

End searching

o |
acinll

Activale device
<<

) o

prezs F1 For help 53 _LAC-5envics oniine [

The dialog has three sections and is used for the following

functions.

1. List field at bottom right
You can use the buttons to the left of this list field to
search for video devices in the network and select them for
use in the access control system.
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Browse new devices button

Press this button to search the network for new
devices that are supported by the Bosch Video SDK
(Software Developer Kit). Before you can do this, you
must install all video devices and configure them
according to the instructions supplied.

To avoid the risk of duplicate configurations, devices
you have already activated will not be shown again.
During the search, the button name changes to End
searching so that you can cancel the search if you wish
to do so.

Any new devices found will be shown in the adjoining
list field.

The entries in this list correspond to the encoder
devices and not to the cameras themselves. The No.
cameras column shows how many end devices are
available according to the interfaces.

You can transfer selected list entries into the left-hand
list field by pressing the Activate device <<< button;
they are then available for use in the access control
system.

The only devices that can be loaded are those that the
operator can access — these devices are marked with a
¥ . List entries marked with a X must first be made
accessible by pressing the Change connection data
button.

Note: The number of devices that can be loaded may
be restricted by the license. If this is the case, devices
are loaded according to the channel number sequence.
You can load password-protected devices (marked
with a X) by pressing the Change connection data
button.
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Enter the username and password etc. in the dialog

that opens. Authorized user accounts may have been
set up during the configuration of the video devices.
Only these accounts can be used here.

Notice!
The Change connection data button is only active if the device

search has not yet finished.

3. List field on left
4,

—  When you transfer the devices to the left-hand list field
(Activate device <<<), a list entry is created for each
video channel. The entry under No. cameras in the
search list shows the number of entries that have been
loaded.

To help you identify the individual devices, the
cameras are numbered in sequence next to the
encoder device entries (Name, IP-address, Type).

To help you select cameras in the Access PE dialogs,
they appear in lists and displays along with the IP
address of the connected device and with the
sequential number in brackets, for example:
168.154.1.252 (2)

—  Torestrict access to the video devices, you can protect
them with a username and password. You must
configure the current access data to allow these
devices to be used in Access PE.

To do this, select an entry and then press the Change
connection data button to open the edit dialog.
Similarly here, you can only enter user data that is
known to the video device in question. [You can only
change the access data of the video device itself using
its own software.]
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As well as entering and changing user data, you can
also use this dialog to assign the cameras to one of
three categories. You can assign separate user rights
to each of these categories, so that only selected users
can operate certain cameras.

Change video deyice E‘

Deavice:

IP |172.23.u.a

Type: [DivaiF

Sublype: [ Transmiter

Camera; |0 Change connection data

Device categary used for user rights
* Kategorie 1
" Kategarie 2

" Kategorie 3

Wideo archive
¥ Device is storing video archives

[ First video archive is track 0

Cancel

Manual device entry

If certain network configurations or settings prevent
installed devices from being found by the automatic
search function, you can also create these manually.
The button above the list field also enables access to
the Change video device dialog with empty fields,
where you can enter the necessary connection data.

5. Video panel at top right
To make it easier to find the right camera, you can switch

to a live image (Show video button) or an archive recording
(Show playback button) from the selected list entry (left-
hand list). To play back a recording, you must first define
the point in time at which you wish to begin.
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Start playback

12052009 - 033242 -

Cancel |

Notice!

You can only play back a recording if the video system has an

appropriate configuration for the camera in question.

Video data is stored in a circular buffer that starts to overwrite

the oldest recordings when the disk capacity limit is reached.
The storage space available for this camera therefore defines
how long a recording period is possible.

3.3

Creating and editing entrances

The entrance creation dialog also offers an option for setting up
cameras for this entrance.

¥ Active.act - Access Professianal Edition - Configuratar - [bosch]

[ESRECE =]
Fle View Configurstion

FCHATENFIACODEET O & 5/8% @

Entrances -

+]z2| x L4E 1 GID 1 Model O1a-Common doce with eny and el imader
Hame Dacr selings

Acivatinlime 40 14 1710¢ ¥ Doas cortact
’ [HEXTHl | Opsniime 200 [+ 17108 B
F: ’
1 1aalat 2 e it [ "t of 2 doorcomgles
P T e ¥ Ininsion evenls
fon contrel mechanism ¥/ Docr status evenis.
Eriry reader sesings
@ Access only Rardam persornel scisening. Rale. + % Wi keypad
g APPSR . TG o e Grand access on waite suer
Leaving TErlty &5 Goup.........equied numiber of persons #{ Persons
Check ok T Notime model check: Moiox mavein ke wibiut access sghis
Fush buficn.
7 vith video varficsinon
Evit reacie senings
— Rarchm persornel sciesning Fale = Wi keypard
Aniving Arh-passhack. GIane acces on wiile suor
Leavng Lol otk Wike wihaut access fghts
7] Puath bulie....... =
ith video vaikcain
Unlack door PIN cade 3t eniry raades.
 Nermdl . P oo cond
Lorgeeim open Amay: DoorPN
Pes lime model P lime model
5) Alviays pe fne model
Corfim PIN
“ pes ime modst
L | [ =

Press F1 for help

B LAC-Service online.
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To enable and set options for Video verification, you can make

changes and configure other setti

ngs in a special dialog that you

can open by pressing the Video configuration button. Proceed

as follows:

The following screen is displayed:

Activate the checkbox With video verification
Double-click the selected LAC under Entrances

Define Entrance [ s
Description  [EETE
Fleare configure LAC, GID and docrmodel
el - @1 =
Dacr modsl i - Commnon doos walh snliy and gl imade "'|
Widizo verilizalion  Sure, camera [ ‘Wideo configuration l
A=ade configuiation
Reader ype Addiess (18] ‘Wle access
Entt- | tegand - 1
eade {
Exit
raade [\"-"Eﬂ'"-‘ '] 2 i
y fram cache: dma
Signal defintion
Signal description Ondev.| GID/| DID Conneciion
Boaid
| Dloor sensor | AMC o 1] a
Be| Pushibuthan: Door open AMC 1] 2
il B Bolsersor | AMC 1] 4l
1] | Enhance kacked
| 5 abobage sonal
B#| Loca Dipen Enable | |
{ Do ppener AMC 1] 1
=1 ack ancecis st e | 1 i
| Gares |

Click the button Video configuration to start the Configuration

screen:
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Video vesification and video surveillance

V] Eniiznze with video verification

| Passwand required
Sediect camera for
aarm and log book.

) Front Identfication camera: [ 20MH 180101 [1) -

| Back Identification camera: | . n/a -

Camera 1-

200H180100 1)

Camera 2 | VIP %1600 - Geraat (1) -4
Front survesdance
-nla-

4 4

Camera1:

Camera 2| - n'a

2
el

[ Disable videa prevew

@ Mo survellance

[ cencel |

Video verification

The top part of the dialog is for configuring video verification
settings. If you want an additional check to be carried out at this
entrance by way of a comparison between archive and live
images, select the Entrance with video verification check box.
This verification is carried out in a special dialog that can be
protected against unauthorized access by configuring specific
user rights. If you select the Password required check box, the
Video verification dialog can be given special protection; when
the dialog starts up, the user rights are checked as usual, but

the user's password is also requested.

You can use the Not active, Active and Active time model
options to suppress video verification for this entrance, activate

it continuously or activate it part-time.
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Notice!

If video verification is active, you must start the image

comparison dialog (Personnel Management > E) on at

least one workstation; if you do not, all access requests will be

denied.

Camera configuration
You can configure up to five cameras for each entrance; each of
these cameras can be set up for three different functions. You

can only select and assign cameras here that were activated in
the Video devices dialog.

1.

Identification camera

This camera is installed in such a way that it transmits a
facial view of the person requesting access and is therefore
generally also used for video verification purposes.

Use the adjoining list field to assign the appropriate
camera.

You can only define one camera in this category.

Back surveillance

You can configure two cameras to monitor the back area.
This allows you to determine whether the person
requesting access is under threat, unnoticed by the
identification camera.

Front surveillance

You can assign up to two devices to this camera category.
By monitoring the area behind the door, you can ascertain
whether someone really has gone through the door, who it
is and, if applicable, whether anyone else has followed the
first person in.
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Notice!

To make it easier to select the right camera, you can display a
live image from the selected camera in the list field in the right-
hand window.

You can deactivate this function by selecting the Disable video
preview check box.

34

You can nominate one of these cameras as the camera for alarm
and log book by selecting this option next to the relevant
camera. Images from this camera will be displayed during alarm
processing and in corresponding log book messages. If this
camera has a DVR recording, you can access this at a later time
via the log book dialog.

If you do not want or need this facility, select the No
surveillance option to deactivate it.

User Rights

User rights for the video applications can be restricted and
assigned as follows.

User right Description

User rights for persons

Alarm verification |The user can access the Alarm
Management dialog and process incoming
alarms.

Video verification |The user can access the Video
verification dialog to compare live images
of the person requesting access with the
images stored in the database.

User rights for video devices
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User right

Description

Category 1

The user can display live images from

Category 2

cameras in the activated category. You
can select more than one category.

Category 3

User rights for video functions

Live video The user can display live images.
Archive The user can access stored recordings.
Export/record The user can store live images or

recordings locally.

Personnel data and authorizations @
1 Personnel Data | |i Access Authorizations Imiul User Rights ! % Additional Data |
Type of uzer
" Mo rights
Username |Bosch
User-administrator £ User
Password |
" S f* User-administrator
Confirmation
User rights for perzons Uszer rights for configurator
7 i v -

! ¥ View perzonnel data ! W Change authorizations 1 W Configuration of system

! v Edit personnel data ! W &lam Map Management

I I¥ Change location I I ideo verification
User rights for door management

l v Open / lock door (long-term)

User rights for video devices User rights for video functions User rights far logviewer

V¥ Category 1 W Live video l W Yiew own messages

¥ Category 2 V¥ Archive l W Yiew all messages without personal data

¥ Categomy 3 W Expart / record l v iew all messages

ok | Abbrechen Hilfe
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3.5 Personnel Management

When the video system is installed additional facilities are
activated in Personnel Management, which serve to make the
video system more useful and versatile.

The following, which shows the Personnel Management view
with the additional video elements, is intended as an overview
of the special facilities of the video system.
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1= Video verification - starts the dialog for comparing
images in the event of access requests. Refer to Video
verification, page 76.

You must start this dialog on at least one workstation;
if you do not, all access requests will be denied.

2= Alarm Management - starts the dialog for processing
alarms and video recordings from the alarm and log
book camera. Refer to Alarm Management, page 81.

3= Video panel - Views from up to four separate cameras
can be displayed here. Still images and recordings can
be stored locally for each video. Refer to Video panel,
page 72.

4= Live image - A live image can be shown from each
camera at the selected entrance. This is either shown
in full or as a thumbnail. Refer to Live image, page 74.
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In combination with the live image display, you can use the
video panel to display up to five different camera positions in a
single view and check them at the same time.

3.5.1 Video panel

Press the E button in the Personnel Management toolbar

to replace the dialog field with a display showing four video

views.

[vix20_20{1] =~ @| &| ®| [Pxen-ceseizl  ~| @B G| @)

VIPK1600 - Geraetl (4] | @ @ @ ['i20_20 (2] El @@@

VD 1
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Whereas, for example in video verification, images are shown

from a single entrance, here it is possible to select up to four

cameras from different entrances.

The following functions are available for each display window.

Selection list You can select any camera loaded into the
access control system and replace it at any
time.

@ Stores a still image of the current view as

<device name>_yyyyMMddhhmmsstttt.jpg
at C:\BOSCH\Access Professional Edition
\PE\Data\Video (default path).

| Starts/ends a video recording of the
current view and stores it as <device
name>_yyyyMMddhhmmsstttt.vxx at C:
\BOSCH\Access Professional Edition\PE
\Data\Video (default path).

® (= Point of Interest) Creates a still image of
the current view — POL_is added to the
start of the file name.
A log book message is also created as a
marker.

Customizing views for the video display

A particular selection and ordering of cameras can be saved and
then recalled by name at a later time. This saves time otherwise
spent manually selecting and configuring the same view.

First manually configure the view you want by positioning the
cameras in their respective windows as suits you best.

Next, give the view a meaningful name by editing in the lower
combo box and save it by pressing ENTER. These views can
afterwards be recalled by name from the same combo box.

In this way operators can save different camera views for
different purposes, e.g. to monitor incoming personnel in the
morning, and outgoing in the evenings. Saved views belong to
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the workstation and not to the individual operator. They can not
be edited as such. To change a view first invoke it from the
combo box, delete its name using the

% button to the right of the combo box, modify the camera
positioning as required and then save it under the same name as
before using the ENTER key.

Saved views are workstation- not operator-specific, thus
allowing operators to use views customized by their colleagues.

Live image

In addition to the door control functions, the popup menu
displaying entrances and readers in the device states list also
contains entries for connecting live images.

Notice!
These functions are not available in the device states list on the
Logviewer.

There is a general entry for every configured camera assigned to
this entrance. If the maximum number of cameras has been
configured, the popup menu for live image mode appears as
follows:

- Identification camera

- Backcameral

- Back camera 2

- Frontcameral

- Front camera 2

When you select a camera, the live image is fed to the display. If
you have not selected a personnel record, the live image is
displayed in the dialog field (instead of the time); otherwise, it
appears in a smaller format to the right of the device states list.
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Device states I Wideo devices

2 LACA ~
=@ Main entrance - noth
By Access contral read:
=] B Main entiance - south
B Access control read:
if Entrance-3

d By Access control read:
iifll_E‘nltr?nce-d >
< I

If you select a personnel record to edit while the large live image
is displayed, the live image mode switches to a smaller format.
If the live image function for one of the cameras is active, the
popup menu includes the Video off entry, which you can use to
restore the default state.

Notice!
You can also activate live image mode via the camera list on the

Video devices tab by selecting the list entry you require.

md 0
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3.6 Video verification

You can use video verification to make sure that the person
requesting access is actually the card holder; to do this, check
the card and authorization data.

Notice!

If video verification is activated for at least one entrance (PE
Configurator > Entrances > Select the entrance you want to edit
> Video configuration), you must also start the Video

verification dialog on at least one workstation; if you do not, all
access requests will be denied.

Description of dialogs

Start the application by pressing the E button in Personnel
Management, or go to Start > Programs > Access Professional
Edition > Video Verification. If there are no current access
requests, the dialog displays the default page (a map of the
world). If an authorized person scans their card at the entrance,
the dialog switches to the views from the relevant cameras.

If the workstation user is currently engaged in other activities,
any access requests will bring the Video verification dialog to
the foreground.
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# AC¥iv - video verification - [bosch]

@) BOSCH

Press F1 for Help. 8 LAC-Service onling

1 = |Identification camera - transmits a live image of the
person requesting access.

2= Database image - an archive image is displayed for
comparison with the live image.

3 = |Surveillance cameras - the camera showing the back
view is shown first, then when the door is unlocked, the
display switches to the front view camera.

4 = Personnel data - display showing the data stored in the
database for the card number scanned.

5= Grant access/Deny access - buttons for releasing or
locking the door in question.

6 = |Hide window - closes the dialog after video verification
has been successfully completed and brings it back to
the foreground the next time an access request is made.

7 = | Snapshot - still images are stored locally from all three
camera views.
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Requirements

The following facilities are necessary to enable this check, which

is carried out by comparing a live image and an archive image.

— Images of the card holder are stored in the database.

— Acamerais installed in such a way that it can create a facial
view of the person requesting access.

- Up to two cameras recording the area behind the person
requesting access — optional.

- Up to two cameras recording the area through the door —
optional.

—  Door configuration

—  Mark this is as an Entrance with video verification.

—  Set video verification to Active.

—  Select a device to use as the Identification camera.

—  Optional — other cameras to monitor the back or front
area.

— At least one permanently manned workstation on which the
Video Verification application has been installed and
started.

This can run on several workstations at the same time.
However, incoming access requests are only sent to one
workstation to avoid duplicate or even contradictory
processing.

Access procedure for an authorized person
1. Person scans card
2.
—  Card data checked
- Authorizations checked
3. Video Verification application connected
If available and configured:

—  Top left: live image from the identification camera
—  To the right of that: archive image of card holder
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— To the right of that: card holder's data — Last name,
First name, Card and Company, along with the
entrance at which the person is waiting

—  Bottom left: live image from the first surveillance
camera for the back area
—  To the right of that: live image from the second
surveillance camera for the back area
6. The workstation user...

— ... makes sure that the live image matches the archive
image and checks the recordings from the surveillance
cameras.

— ... grants/denies access depending on the outcome of
the comparison and checking activities.

8. Video Verification application

9.

—  When the door is unlocked, the bottom two displays
from the surveillance cameras switch to the cameras
monitoring the front area. This image remains on the
screen until the door closes.

Notice!

You can store any number of still images from the camera

md 0

images displayed locally at any time. Press the Snapshot button

to save an image from each video.

Dialog activation

After you have started the Video verification dialog, it defaults to
showing the map of the world. You cannot edit any data or
process the dialog when it is in this state. When an authorized
person requests access at an entrance configured and activated
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3.6.1

for video verification, the display shows images from the
installed cameras and the corresponding data from the
database.

If other applications were being used on the workstation when
the request was made, thus pushing the Video verification dialog
into the background, the dialog is automatically brought to the
foreground at this point.

Once the access request has been processed, the dialog view
switches back to the default (map of the world) but remains in
the foreground.

If you do not wish to work with this setting, you can select the
Hide window option to automatically minimize (iconify to the
taskbar) the dialog after each verification process; this option
also brings the dialog to the foreground each time a new
request is received.

Switching video verification on/off

The context menu of entrances/readers [in the device status
list] also offers the function Deactivate video verification.

This allows, for example, a temporary shortening of the access
request process, or conversely, the rapid activation of video
verification without the need to change the configuration.
When video verification is switched off, the corresponding entry
in the context menu is marked with a tick.

The function is only available for those entrances for which
video verification has been activated in the configuration data.
The activation/deactivation of video verification is controlled by
the LAC-Service. This distributes the information to all
workstations so that the settings can be modified from any of
them.
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3.7

Alarm Management

You can start this dialog from the Personnel Management view
by pressing the -2 button, but you can also access it as a free-
standing application via Start > Programs > Access Professional
Edition > Alarm Management.

ol 0

Notice!

To ensure that alarm processing tasks can be carried out, this
dialog must be running on at least one workstation at any given
time.

In contrast to the log book, only messages in the Alarm category
are displayed here.

Incoming messages in the Alarm category bring the Alarm
Management dialog to the foreground on the workstation where
it is running, so that they can be processed quickly. The
messages appear on each workstation computer on which the
dialog is started, and can be processed by each of these
workstations.

If the alarm message has been issued by an entrance with a
surveillance camera configured as an alarm and log book
camera, the camera's live image is displayed when you select
the message concerned.

Press the buttons in the toolbar to save images @ or recordings
@ of these live images locally. See Local recordings, page 84 for
details on storing and naming local copies.

The workstation user can respond to the alarm message for
example by commissioning repair work, initiating further checks
or alerting the security services himself.

You can switch off the video display for the selected message by
pressing the « button in the toolbar. However, when you select
another message, the video display is automatically reactivated.
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You can delete alarm messages that have been processed or do
not require any action from the list by pressing the Confirm
alarm button. Confirmed messages are deleted from the lists on
all workstations that have the Alarm Management dialog
running.

3.8 Logviewer

If a surveillance camera has been configured for an entrance, all
messages for this entrance are marked with a = in the log book
dialog. Depending on the video device configuration, this means
that video sequences from the selected surveillance camera are
available, and can be played back, starting at the time the
message was issued.

When you select a message with camera identification, the
button in the toolbar is activated. Press this button to open the
Video playback dialog.

Yideo playback

Camera IVJXZD-21 Device IZutnttsIeser
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Video playback

When you open the Video playback dialog, the playback starts,
by default, 20 seconds before the alarm was issued and ends
after 120 seconds.

You can configure the starting point and duration of sequences
that are set when an alarm is issued.

Notes on operating the dialog:

- Progress display showing how far through
the set time period the recording currently
is.

= Adjustable fields for the beginning and end
of the time period for the video sequence
to be shown.

v The beginning and end times you set are
only activated when you confirm them by
pressing this button.

» Restarts the video sequence after you have
interrupted it with the pause button, or
reduces the playback speed if you had fast
mode activated.

» Fast mode — fast-forwards the video
sequence.

I Pause — interrupts the display — produces a
still image.

I« Jumps to the start of the sequence and
restarts the playback.

x Jumps to the issue time of the alarm for
which the video recording was opened.
Note: This is only possible if the time of the
alarm is within the set interval.

[ Closes the Video playback dialog.
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3.10

Local recordings

The video sequences displayed via the access control dialogs
are taken from the video recording devices to which the
configured surveillance cameras are connected. Depending on
the storage capacity of the device, the oldest recordings will be
deleted as the newest recordings overwrite them (circular
buffer).

To save certain sections, you can save local copies of individual
images or videos. If you use the default installation path, images
and videos are stored at C:\BOSCH\Access Professional Edition
\PE\Data\Video.

Press the @ button to store an image in jpg format as <device
name>_yyyyMMddhhmmsstttt.jpg

[y= year, M= month, d= day, h= hour, m= minute, s= second, t=
thousandth of second].

Press the @ button to start recording the sequence that is
currently running and press it again to end the sequence. This
local copy of the video recording is named in the same way as
the images and stored in .vxx or .mpeg format. The .vxx format
cannot be viewed as video with standard market applications.
To view these local copies, use the Bosch Video Player
supplied. As with all Access PE applications, you can also open
the Video Player via Start > Programs > Access Professional
Edition.

Video Player

Depending on the configuration of the video devices concerned
and their storage capacities, the video camera recordings are
saved for a certain period of time, but then overwritten once the
storage limit is reached.

To save certain sequences or images for longer periods of time,
you can store still images and video recordings locally.

2016-10 | APE-UL | Video Integration Bosch Access Systems GmbH



Access Professional

Edition Video Integration | en 85

You can store live images and recordings locally in .jpg format
(images) or .vxx [or .mpeg] format (video recordings) when
viewing them in the Personnel Management Video panel (live
images only), in the log book Video playback dialog (recordings
only) and in the Alarm Management dialog (recordings only).
Whilst still images can be opened with virtually any image viewer
program or an Internet browser, the video recordings are in a
special format and require Bosch Video Player. As with all other
Access PE applications, you can open this via Start > Programs
> Access Professional Edition.

Notice!

You can use any player to display video sequences that have

md @

been saved in .mpeg format.

The dialog has been deliberately kept simple and only has two
buttons next to the video display field, namely open file and
start/stop.

Press open file to browse the default video recording storage
location (C:\) for the files you require.

When you have selected the video file, the path is displayed in
the Video Player. You can now display the selected file at any
time by pressing start. While the video is playing, the start
button changes to stop to allow you to interrupt the playback.
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3.11 Displays and processes

1= Identification camera
The image from this camera is displayed in the Video
verification dialog (7) when an access request is

received.
2= Surveillance cameras - back area
2a = |Alarm and log book camera
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Choose one of the cameras 1,2 or 3

3= Surveillance cameras - front area

4= Database

In video verification (7), a database image is placed
opposite the live image from the identification camera
(1) for comparison.

5= Log book
If you have configured an alarm and log book camera
(2a), alarm-related images will be saved.

6 = Local hard disk/storage media

Local files can be saved from the Video verification (7),
Video panel (9) and Alarm Management (10) dialogs, as
well as from the images of the log book messages (5).
In the case of video recordings (.vxx format), these can
be displayed with the Bosch Video Player (8).

7= Video verification

- Image comparison between the live image from the
identification camera (1) and a database image
(4).

— Door release/locking via a button in the dialog.

—  Local storage of displayed images (6).

8= Bosch Video Player
Locally stored .vxx recordings (6) can be displayed with
this dialog.

9= Video panel

—  You can display images from up to four cameras at
the same time in this view.
—  Local recordings (6) are possible for each camera.

10 = |Alarm Management
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If an alarm and log book camera (2a) has been
configured, you can also display video images for alarm
messages from the relevant entrance. You can create
local copies (6) of these images and display them via
Video Player (8).
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“Step in | out' process
walid for door madels with
video verification

IN = Input signal
OUT = Qulput signal

IN 1: Door contact
OUT 1: Release door

Cardholder
authorized?

[False] Lag: CARD NOT
AUTHORIZED

Access denied

Doar released
{OUT 1 on)

Cpen door
(IN 1 reset)
within max. lock
activation time?,

[False] Lac: NO ACCESS
(Timeout)

[True]

Lac: ACCESS

[False]

Max. lock activation
time passed

[False] [Closed]

Lac: DOOR OPEN
TOO LONG
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4 UL 294 Requirements

Features not evaluated by UL:

—  The Video Verification System

—  Map Viewer and Alarm Management with Map and Video
Verification

- Video Player

- Log Viewer

- User Rights

—  Personnel Management

—  Burglar Alarm Use

Features evaluated by UL:
- APE-SW as supplementary monitoring equipment
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