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1.Introduction

This document provides a guideline on operating and configuringCastles VEGA3000
terminal.

The scope of this document includesetting up the terminal, basic operation, application

life cycle, and some advance features.

1.1. Type of Terminal

VEGA3000 terminal is portable type can be battery operated.

Portable type is designed as two pieces of hardware, handset and base unit.
Handset unit features major components, and also optional contactless reader,
WiFi, GRPS modem. Wired connection like power, modem, Ethernet, USB or
serial ports, are be located in base unit. There are additional power connection
and USB port on handset unit, allow the handset unit can be operated alone.

Handset Base

Front View Rear View Front View Rear View

G\CASTLES Vi

Side View
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To start up the terminal needs to press “Power Button” key after the adapter

connected.
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2. Hardware Setup

2.1. Parts of the Terminal

Front

(1) (2] (3~ sy 1
(4-.) (5] (6 (B
(7] (8] (9] I
(o) (0.] (- ) O8

VEGAS3000

LCD Display (Color TFT)
Privacy Shields
Keyboard

Cancel Key

Clear Key

2 T o

Enter Key

7. Magnetic Stripe Reader
8. Smart Card Reader

9. Contactless Card Landing
Zone
10. Paper Roll Handle
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Rear

11

12
13
14
15
16
17
18

Castles Technology Co., Ltd.

VEGAS3000 VEGA3000

. RechargeableBattery
Cover

. Battery Cover Lock

. Base Connector

. SAM Slots

. Micro SD Card Slot

. GSM SIM Card Slots

. RTC Battery

. Battery Connector
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%2
ol
)

VEGAZ3000 Portable

19. Power Connector
20. USB Port

Base (Portable)

21. Base Connector 26. Com port 1
22.Base LED 27. Modem - Line Port
23. Power Connector 28. Ethernet Port

24. Com port 3 29. Micro USB Port

25.Com port 2
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2.2. Inserting the Battery

Align

Step 1: Remove battery cover

Step 2: Insert battery into compartment, battery contact point must align with
batteryconnector.

Castles Technology Co., Ltd. Confidential < All Right Reserved. Pg. 10



2.3. Inserting the SAM Card

SAM1

SAM3

VEGAS3000 Portable

Step 1: Remove battery cover / back cover

Step 2: Insert SAM card into desire slot.
SAM 1 & 2:

(jJJ Gold contact at lower side of card and facing right.

SAM 3 & 4:

Gold contact at lower side of card and facing left.
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2.4. Inserting the Paper Roll

Step 1: Pulluppaper roll box handle.

Step 2: Gentle open paper roll cover.

Step 3: Insert paper roll as direction showed.

Paper specification

Width: 57mm

Outside diameter: 40mm
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2.5. Inserting the GSM SIM Card

VEGA3000 Portable

Step 1: Remove battery cover / back cover

Step 2: Open SIM socket and insert GSM SIM card into desire slot.

SIM1 & 2:

Gold contact at upper side of card and facing down.
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2.6. Inserting the Memory card

S/N: 1170001200

VEGA3000 Portable

Step 1: Remove battery cover / back cover

Step 2: Insert Micro SD memory card.

Micro SD :
Gold contact at lower side of card and facing right.
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2.7. Power Supply Specifications

I/P: 9Vdc, 4A

2.8. Operating Ambient Temperature

Range : 0° ~ 50°
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3.Basic Operation

3.1. Program Manager

Upon power on, terminal will enter Program Manager if not default application
selected. All user applications are list in Program Manager. User may select an
application and run the application or view the application info, delete the
application or set to default run upon power on. User may enter System Menu to

configure terminal settings.

Program Manager

Program Manager

1.Appl
2 .App?2

0:Download

= Press[0] button to enter System Menu.

= Press [1] button to toggle default application selection.
= Press [2] button to delete application.

= Press [3] button to view application info.

= Press [OK] button to run application.

= Press [Power] or [ - ] buttonas up and down bottonto select application.

System Menu

Page 1 Page 2
1.Download AP l.Castles TMS
2.System Info 2 .FontMng
3.Memory Status 3.Debug Tools
4.S5ys Settings 4 .ULD KEY HASH
5.Test Utility 5.HW Detect
6.Factory Reset
7.Power Off
8.FK PWD Change
9.Share objMng
Down: Next Page Up:Prev Page

= Press|[ - ] button to page 2.

3.2. Download AP
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Download user application or kernel modules firmware.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

.FK PWD Change
.Share objMng

O 0 Joy Ul WN

Down: Next Page

= Press [1] button to enter Download AP menu.

Download AP Menu

Download EX

1.RS232 or USB
2.USB Disk
3.SD Card

Select DW Source

Select download source:

» Press [1] button to select source as RS232 or USB connection and enter ULD
download mode.

* Press [2] button to select source as USB disk.

» Press [3] button to select source as SD card.
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3.3. System Info

View kernel module firmware information.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

.FK PWD Change
.Share objMng

O 00 J oy Ul WN -

Down: Next Page

= Press [2] button to enter System Info menu.

System Info Menu

Page 1 Page 2 Page 3
-—-—-Kernel Ver--- -—-- KOVer --- -—-— SOVer---
BIOS : VR0O16 SECURITY: VR0025 UART : VR0O014
SULD : VRF014 KMS : VR0024 USBH : VROO11
LINUXKNL: VR0019 DRV: VR0039 MODEM : VR0014
ROOTFS : VR0010 USB: N/A ETHERNET: VR0029
SAM: VR0028 FONT : VR0025
CL : VR0O018 LCD : VR0034
SC : VROO11 PRT: VR0020
RTC : VR0O013
ULDPM : VR0022
PPP MODEM: VR0026
KMS: VR0025
FS : VR0OO15
GSM : VR0022
BARCODE : VR0013
* Press | -] button to next page.
Page 4 Page 5 Page 6
-—-—- SO Ver2 --- --- HWMVer --- HUSB ID:00000000
™S : VR0O014 CRDL/ETHE : ONCHIP CUSBID:N/A
TLS : VROO11 CLM-MP : N/A --Factory S/N---
CLVW : VR0O019 --- APVer -—--— FFFFFFFFFFFFFFEFR
CTOSAPI : VR0033 ULDPM : VR0028
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Page 7

SYSTEM INFO

-EXT SO Ver P.1 -
CRDLMDL : VRO0100
CACLENTRY: VRO0100
CAMPP: VRO0300

CAVPM : VROO12
CAEMVL2 : VR0013
CAEMVL2AP: VR0004

3.4. Memory Status

View terminal flash memory and RAM information.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

.FK PWD Change
.Share objMng

O oo Jo Ul W

Down: Next Page

= Press [3] button to enter Memory Status menu.

Memory Status Menu

MEMORY STATUS

--FLASH Memory--
Total: 31616KB
Used : 22640KB

—-—-SDRAM Memory--
Total: 31872KB
Used : 10908KB
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3.5. System Settings

View or change terminal system settings.

Setting

Descriptions

Key Sound

Enable (Y) or disable (N) the beep sound when

pressing any key.

Exec DFLT AP

Enable (Y) or disable (N) execution of default

selected application.

USB CDC Mode

Enable (Y) or disable (N) USB CDC mode.

FunKey PWD

Enable (Y) or disable (N) password protection to
access function key (0 ~ 3) in Program Manager.

PMEnter PWD

Enable (Y) or disable (N) password protection to

enter Program Manager.

SET USB Host

Enable (Y) or disable (N) USB host mode.

Base USB CDC

Enable (Y) or disable (N) USB CDC mode in base

unit. [Portable model only]

List SHR Lib

Enable (Y) or disable (N) to list all shared libraries

in Program Manager.

Key MNG Mode

<TBC>

Bat Threshld Battery charging threshold value. [Portable model
only]

Null Cradle Enable (Y) if base is null cradle. [Portable model
only]

Debug Mode Enable (Y) or disable (N) console debug mode.

Debug Port Serial port for console debug.

Mobil AutoON Enable (Y) or disable (N) to auto turn on GSM

module after start up the terminal.

Bklit Auto Off

Enable (Y) or disable (N) Auto OffLCDBacklight

Bklit Off Time Thresholdof Auto Off LCD Backlight

PWR KEY OFF Enable (Y) or disable (N) Power key rebooting
GDB Mode Enable (Y) or disable (N) GDB mode.

GDB Timeout GDB connection timeout.

GDB Channel GDB connection channel.

ETHER IP/PORT

GDB Ethernet connection setting.

RTC Time Zone

Set Time Zone of Real Time Clock.

NTP Enable

Enable (Y) or disable (N) Network Time Protocol.

Castles Technology Co., Ltd.
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NTP Update Freq Frequency of Network Time Protocol updating.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

.FK PWD Change
.Share objMng

O 00 J oy Ul WDN B

Down: Next Page

= Press [4] button to enter System Settings menu.

System Settings Menu

Page 1

SYS SETTINGS

Key Sound HE¢
Exec DFLT AP: Y
—-AP Name

USB CDC Mode: Y
FunKeyPWD :N
PMEnterPWD:N
SET USB Host:
Base USB CDC:
List SHR Lib:
Key MNG Mode:
Bat Threshld:
Null Cradle
Debug Mode :N
Debug Port :X
2: Next Page

XX o=z X =

= Press [Power] or [ - Jbutton to select setting.

* Press [OK] button to change the setting value.
= Press[<] buttontotoggle Y = N =Y.

= Press [2] button to next page.
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Page 2

SYS SETTINGS

Mobil AutoON: N
Bklit Auto Off:X
Bklit Off Time: N
PWR KEY OFF:N

GDB Mode:X

GDB Timeout: X
ETHER IP/PORT

RTC Time Zone :GMT
NTP Enable:N
NTP Update Freq:X

1:PrevPage

Press [Power] or [ - Jbutton to select setting.

= Press [OK] button to change the setting value.
= Press[<] buttontotoggle Y = N=Y.

= Press [1] button to previous page.

= Press [2] button to next page.

Castles Technology Co., Ltd.
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3.6. Test Utility

Perform terminal hardware components diagnostic.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

.FK PWD Change
.Share objMng

©O© 00 J oy U1l WN -

Down: Next Page

= Press [5] button to enter Test Utility menu.

Test Utility Menu

Page 1

Main Menu 0014

:LCD

:Key Board
:FLASH

:Smart Card
:Backlight

:MSR

:LED

:RTC

9:Printer
10:FONT

11:CL Transparent
12:CL Card Test
13:8D Card Test
14:Wi-Fi Test

> 1/2

O J o U wN

= Press [1] and [OK] button to diagnose LCD.

= Press [2] and [OK] button to diagnose keyboard.

= Press [3] and [OK] button to diagnose flash memory.

= Press [4] and [OK] button to diagnose smart card module.
= Press [5] and [OK] button to diagnose backlight.

= Press [6] and [OK] button to diagnose magnetic stripe reader.

Castles Technology Co., Ltd. Confidential < All Right Reserved.
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= Press [7] and [OK] button to diagnose LED.

= Press [8] and [OK] button to diagnose real time clock.

= Press [9] and [OK] button to diagnose printer.

= Press [1], [0]and [OK] button to view font.

=  Press [1], [1] and [OK] button to diagnose contactless reader in transparent
mode.

= Press [1], [2]and [OK] button to diagnose contactless card.

= Press [1], [3] and [OK] button to diagnose SD memory card.

* Press [1], [4] and [OK] button to test Wi-Fi.

= Press|[ - ] button to next page.

Note: Default password for changing RTC is 8418.

Page 2

Main Menu 0014

15:Power Saving
16:Comm Menu

2> 2/2

Press [1], [5]and [OK]button to enter Power Saving Test Menu.

Press [1], [6] and [OK] button to enter Communication Test Menu.

= Press [Power] button to previous page.

Press [X] button to exit.

Power Saving Test Menu

Power Saving Test

1. Standby Mode
2. Sleep Mode

= Press [1] button to Standby Mode.
* Press [2] button to Sleep Mode.
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Communication Test Menu

1. COM1 2. Com2
3. Com3

4. Ethernet Test
5. USB Test
6. Modem Test
7. GPRS Test
8. All Test

= Press [1] button to diagnose Com 1.

* Press [2] button to diagnose Com 2.

= Press [3] button to diagnose Com 3.

= Press [4] button to diagnose Ethernet module.

= Press [5] button to diagnose USB.

*= Press [6] button to diagnose modem.

» Press [7] button to diagnose GPRS.

= Press [8] button to diagnose all, from item 1 to 7.
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3.7. Factory Reset

Perform factory reset, all user application, fonts and data will be deleted.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

.FK PWD Change
.Share objMng

O 00 J oy Ul WN -

Down: Next Page

= Press [6] button to enter Factory Reset menu.

Factory Reset Menu

Factory Reset

OK to reset ?

* Press [OK] button to perform factory reset.

Factory Reset

Password
* K * %

= Enter factory reset password.Default password: 8418
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3.8. Power Off

Power off terminal.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

.FK PWD Change
.Share objMng

O 00 J oy Ul WN -

Down: Next Page

= Press [7] button to power off terminal.
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3.9. Function Key Password Change

Change function key access password.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

.FK PWD Change
.Share objMng

O 00 J oy Ul WN -

Down: Next Page

= Press [8] button to enter FunKey Password menu.

FunKey Password Menu

FunKey Password

Enter Password:
* Kk k%

= Enter current password. (Default password is "0000")

FunKey Password

New Password:
* k% k%

Confirm Password
* % k%

» Enter new password.

= Enter new password again to confirm.

FunKey Password

New Password:
* k% *x %

Confirm Password
* Kk k%

PWD Changed OK
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3.10.Share Object Management

View share object in terminal.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

.FK PWD Change
.Share objMng

O 00 J oy Ul WN -

Down: Next Page

= Press [9] button to enter Share Object Management menu.

Share Object Management Menu

Share objMng

1.Share LIB
2 .Share File

= Press [1] button to view shared library.

= Press [2] button to view shared file.
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3.11.CastlesTMS

Connect to TMS (Terminal Management Software) server, set or delete TMS
configuration.

System Menu (Page 2)

System Menu

.Castles TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

g w N

Up:Prev Page

* Press [1] button to enter Castles TMS menu.

Castles TMS Menu

CASTLES TMS

1.Connect Server
2.SetConfig
3.DelConfig

* Press [1] button to connect to TMS server.
» Press [2] button to set TMS configuration.
* Press [3] button to delete TMS configuration.
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3.12.Font Mng
View Font Management.

System Menu (Page 2)

System Menu

.Castles TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

g w N

Up:Prev Page

= Press [2] button to view Font Management.

FontManagment

Font Mng

1.FNT File
2.TTF File

= Press [1] button to view FNT Font list.
= Press [2] button to view TTF Font list.
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3.13.Debug Tools
Perform the Debug Tools.

System Menu (Page 2)

System Menu

.Castles TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

g w N

Up:Prev Page

= Press [3] go to the Debug Tools Menu.

Debug Tools

Debug Tools

1.CoreDump
2 .Debug Log

=  Press [1] go get the Core Dump error from terminal.

=  Press [2] go to the Debug Log Menu.

Debug Log

1.Upload
2.Clean All

= Press[1] getthe Debug Log from the memory of terminal to SD card.

= Press [2] clean all the Debug Log from the SD card.
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3.14.ULD Key Hash

View ULD user keyset hash value.

System Menu (Page 2)

System Menu

l.Castles TMS
2.Font Mng
3.Debug Tools
4 .ULD KEY HASH
5.HW Detect

Up:Prev Page

= Press [4] button to view hash value.

USER ENC KEY]

9572BC621C1D5406
0856D00BCC207000
D3320077

USER SIGN KEY|
A927768EATDDTBOE
TE3F395C10726B6F
43B35C5A
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3.15.Hardware Detect

View the hardware type of the termianl.

System Menu (Page 2)

System Menu

l.Castles TMS
2.Font Mng
3.Debug Tools
4 .ULD KEY HASH
5.HW Detect

Up:Prev Page

= Press [5] button to view the hardware type of the termianl.

HW TYPE

Qriginal
HW-TYPE :MEGC

New
HW-TYPE :MEGC

Please Any Key.

Castles Technology Co., Ltd.
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4. Secure File Loading

Castles implemented an interface in terminal named User Loader(ULD) to provide secure file
loading to system memory. Loading of user application, kernel firmware, font and others
must use User Loader.

The loading process is secure by signing the files using ULD Key System.

4.1. ULD Key System

The ULD Key System uses two key sets for securely managing the kernel
updating and application downloading. Each key set contains two RSA key pairs.
One is used for key encryption and the other is used for signature. These two key

sets are specified as below:

ULD Manufacturer Key Set

= ULD Manufacturer Key Encryption Key (RSA)
= ULD Manufacturer Signature Key (RSA)

ULD User Key Set
= ULD User Key Encryption Key (RSA)
= ULD User Signature Key (RSA)

For VEGA3000, the RSA key length is 2048bits.

4.1.1. ULD Manufacturer Key

The system consists of several kernel modules. These kernel modules
are provided by the Manufacturer, and released in CAP format file with
encryption and signing via ULD Manufacturer Keys.

The ULD Manufacturer keys are managed and maintained by the
manufacturer. The manufacturer uses these keys to generate kernel
CAP files for updating the system. However, the system is not permited
to be updated with these kernel CAP files directly generated by the
manufacturer. This is because only the user can have the privilege to

decide whether the system is to be updated. Therefore, before system
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updating, the kernel CAP files must be “signed” via ULD User Key to get
the user permission. For simple expression, we call the kernel CAP files
generated by the manufacturer as “unsigned kernel CAP(s)” and call the

kernel CAP files “signed” by the user later as “signed kenel CAP(s)”.

Notes:

1. Tthe kernel modules are encrypted by a random-generated 3DES
key, which is retrieved from the Key Encryption Block of the CAP by
ULD Manufacturer Key Encryption Key, not directly encrypted by ULD
RSA Key.

2. The “sign” action via ULD User Keys actually is done by” the second
encryption”. “The second encryption” is done by using the random-
generated 3DES key, which is encrypted by ULD User Key Encryption
Key, to perform Triple DES encryption again on the cipher data segment
of the kernel CAP files. This ensures that the system cannot retrieve the

correct data from the kernel CAPs without the user permission.

ULD Manufacturer
Keys

Kernel Modul Unsigned Kernel
ernelVodUle  te——p!  CAP Generator | CAPs

( ULD User Keys O

Unsigned Kernel .
L%_» CAP Signing Tool | Signed Kernel CAPs
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4.1.2. ULD User Key
ULD User Key are used to encrypt and sign the user/shared
applications. In addition, they are as goalkeepers to prevent the system
updating without user permission. This is done by the kernel CAPs
which are encrypted and signed by the manufacturer having to perform

the “signed’ action via ULD User Keys.

Notes: Applications are encrypted by a random-generated 3DES key,
which is retrieved from the Key Encryption Block of the CAP by ULD
User Key Encryption Key, not directly encrypted by ULD RSA Key.

( ULD User Keys O

uw—b CAP Generator 'M

4.1.3. Key Change

The ULD RSA Keys are able to be changed. The system uses a special
CAP file, KEY CAP, for the manufacturer and user to change their own
keys. The KEY CAP contains a new set of ULD keys (Key Encryption
Key and Signature Key). These new keys are encrypted and signed via
the original keys. In other words, if the user would like to change the
ULD User Keys, they have to use their original ULD User Keys with the
new ULD User Keys to generate a KEY CAP.

Original ULD
Manufacturer/User

Keys

New ULD
Manufacturer/User Key CAP Generator User KEY CAP
Keys
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4.2. File Signing

4.2.1. Signing Kernel Module

Castles will release new version of kernel module in “unsigned” form.
This files required to sign with ULD User Key before it can load to
terminal.

Castles Technology provideds a tool named “CAP Signing Tool” to
perform this task.

The CAP Signing Tool is located at:
C:\Program Files\Castles\VEGA3000\tools\Signing Tool

= Run CAP Signing Tool
LILIigy CAPSign.exe

= | 0271172012 10:07

(VEGA3000)

= Insert Key Card and select smart card reader

File Help

Castles Technology Co., Ltd. Confidential « All Right Reserved. Pg. 38



= Enter Key Card PIN
File Help

I

=elect MCI File

= CAP Signing Tool is ready, press “Select MCI File” button to browse
the file.

File Help

= Qutput file will be located in “signed” folder.
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4.2.2. Signing User Files

Following files are required to sign before load to terminal. This is to
ensure the application data and codes confidential and integrity. The
output fille will be “CAP” file which is file format defined by Castles.

e User application

e User application data files

e User application library

e Fontfile

e Share library

e Share files

e System setting

o Key CAP (Manufacturer ULD Key Set)

Castles Technology provided a tool named “CAP Generator” to perform
this task.

The CAP Generator is located at:
C:\Program Files\Castles\VEGA3000\tools\CAPG (KeyCard)

=  Run CAP Generator
gy CAPG.exe

A 51110121627
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Insert Key Card and select smart card reader

File Help

File Mame

Enc Hash

Sign Hash

20121219

Step £ Sign Application

Header

Type |1 0 - Lirwgs &P & Files
[~ Def Select

ain Executable File

Tzdl
Vz.eme

- 7-zip.dll
CAPG. exe
GRAP! Al
IFD &P I

Step 1 : Select AP Executable Filel

= Enter Key Card PIN

Castles Technology Co., Ltd.

File Help

Enc Hash

Sign Hash

Header

Type |1n - Linux 4P & Files
[~ DefSelect

ain Executable File

=

Zz.dl
Tzene

Step 2 Sign Application

Cancel I

Step 1: Select AP Executable Filel
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= CAP Generator is ready, select the correct Type from the list.
File Help

- Lir Fonl
B 20 - Share Library
- Share Files
- AppData Files
- Spstem Setting
- App Library
- Linug Key CaP

Step 2 : Sign Application
Step 1 : Select AP Executable Filel

Enc Hash [3E278EAG2CEF937370424E6C219DF2172592E 794 |

Sign Hazh 4EB7ECT 7007 260EB4B2BACIANDCI?4299991 FA4D

= Press “Step 1: Select AP Executable File” to select file to sign. This
is valid for all the files to sign.
File Help

Header

Type [10-Linuz AP &Files = |
[~ Def Select

Main Executable File

File Mame

h_HelloWw'orld

Step 2 : Sign Application

Enc Hash [3E27BEA92CBF937370A24ERC219DF2172692E 794 |

Sign Hash [45B7EC1 70D72R0EB4B26ACIADIC374299951 F4D |
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= Enter file details and press “Step 2: Sign Application” to sign the file.
This is valid for all the files to sign.

File Help

Header
Type [10-Linus AP LFiles |
Dief Select
File Mamea I Def Selec
Main Executable Filz

W5 _Hellohwio

20121214

il Step 2 Sign Application
Step 1: Select 4P Executsble Filel

Enc Hash [IE278EA32CBF937370A24E5C219DF2172592E 794 |

Sign Hash 45B7ECT170D7260EB4B28ACIA00C37 4299991 F4D

= The output file will be in a set. A “mci” file with one or more “CAP”
files.CAP file contents the signed file binaries, where MCI file

contents the list of CAP files.

App.CAP

App.mci

Note: If user would like to load multiple set of signed file, create a new
file with extension of “mmci”. Then put the mmci file contents with the list

of mci file.

MultiApp.mmci
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4.3. File Loading

There are several ways of loading file to VEGA3000terminal.
e Download by User Loader
¢ Download by removable media
e Download by user application
o Download by Castles TMS

User Loader is a tool provided by Castles Technology. It's the formal way to

download file to terminal.

User may implement their own ways of updating application or files using CTOS
API provided, CTOS_UpdateFromMMCI().

Castles TMS (CTMS or CASTLES Terminal Management System) is provided by
Castles Technology. It's use to perform remote download via Ethernet,
GPRS/UMTS or modem.

4.3.1. Download by User Loader
The User Loader works for VEGA3000.

The Loader is located at:
C:\Program Files\Castles\VEGA3000\tools\Loader

= Run User Loader
e==". Loader.exe
- 20/08,/2012 16:12

rr 704 KB
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= Select COM port
ULD Download Utility ¥1.07 3]

@A A

Download About Exit

Reboot Pollin
COM Port || [COMI - Refresh Y
60

Wait Time(in sec) :

L Max Retry Times : ,‘H]i

uments and SettingsyAdministratoryhy DocumentsiNetBeansProjectsis_Helloworld\distyvBhapp.mci @

Tatal 1 files..

=  Browse and select mci file or mmci file

ULD Download Utility ¥1.07 )

@A A

Download About Exit

OM Port OM - Reboot Poll
@ 2 |C 1 Refresh ofling
,Bﬂi

Wait Time{in sec) :

Clear Max Retry Times : |10
uments and SeftingsiAdministratofbdy Documents\NetEleansPrDjeds\VE_HelloWDrId\dist‘\VS\App.mci @ I

Total 1 files... Press download to process..

= Setup terminal to enter download mode
e Press [0] button in Program Manager (PM)
e Press [1] button to select “1. Download AP*

e Press [1] button again to select download via RS232 or USB
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=  Press “Download” button to start.

ULD Download Utility ¥1.07 3]
‘ ‘ About ‘ Exit

Reboot Pollin
COM Port : [COMI - Refresh Y
60

Wait Time(in sec) :

L Max Retry Times : ,‘H]i
uments and SettingsyAdministratoryhy DocumentsiNetBeansProjectsis_Helloworld\distyvBhapp.mci @

Tatal 1 files..

Download

Note: To download using USB cable, terminal must enable CDC mode.
Set USB CDC Mode to Y.

SYS SETTINGS

Key Sound 4
Exec DFLT AP: Y
[[os ]

USB CDC Mode:
CIUNREYy WD
PMEnterPWD
SET USB Host:
Base USB CDC:
List SHR Lib:
Key MNG Mode:
Bat Threshld:
Null Cradle
Debug Mode
Debug Port
2: Next Page

X ZXXozXzZzZ2AK
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4.3.2. Download by Removable Media

The file download process can be achieved without PC by using
removable media, USB flash drive or MicroSD memory card. We
recommend don’t put unwantedfile to removable media, as it will

increase the time during detection.

= Create a folder name “vxupdate” under root directory.

root

0
0

vxupdate

= Place the mci file and cap file to “vxupdate” folder.

root

0
0

vxupdate

App.CAP

App.mci

Note: If user would like to load multiple application, create a new file
with extension of “mmci”. Then put the mmci file contents with the
list of mci file.

MultiApp.mmci
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= |nsert removable media to terminal, and select the removable media
type in “Download AP” menu.

Download AP Menu

Download EX

1.RS232 or USB
2.USB Disk
3.SD Card

Select DW Source

o Press [2] button to select USB flash drive.
o Press [3] button to select MicroSD card.

= Finally, terminal will process the file “vxupdate” folder.
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4.4. Changing ULD User Key

User may change their ULD User Key Set stored in Key Card. Castles

Technology provided a tool named “Secure Key Generator” to perform this task.

= Run Secure Key Generator

LI KeyCAPGen.exe

:A 1.0.7.0
JT. I
Cl r|_ 24;':'1."’2013 1':':59

» Insert Key Card and select smart card reader

Pl Emar

[ =]

R4 ey for Kenc
Public Key Moduluz M) Langth =

rFSA Key for Sonabure
Pubic Ky Modudus 4] Langth =

P Koy Espiorent [E]
Private ey Exponent 0]

HASH

» Enter Key Card PIN, default PIN is “1234”.
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Hew Ky

Geet Hath ezal

RS Koy o Eanc
Public Fay Mods: M) Length =

~R%E Koy lod Sigrshse
Pulblc ey Modus: M) Length =
[

Pubc Key Exponert ) [ |

Previstes K. Esporeend (D)

= To change Key Card PIN, press “Update PIN” button. If not, please skip this

steps.

RS Koy lor Keanc
Public Fay Mo M) Length =

[
Publes Fey Exponerk €] [ |

Pevate Koy Exporent [D)

RS Kep lor Sigrsheer
Puble: Fay Mo [N] Length =
[
Pubi: ey Eporert(E] [ |
Prsvate Koy Eporeent (D)

= Enter new PIN, enter new PIN again to confirm, then press [Enter] button

to change PIN in Key Card.
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i
3

~PIN Block

NewPIN: | | I

Conform PIN : I | i

Reset m| Cancel |

E]

M Koy
Upsdain FIN Saven bo Cond

Gl Hash etk

RS Ky for Kene
Puble Ky Moduus M) Length =
|

Fublbc Kep Exporent [E]

Privade ey Evponent ()

ilf

HASH

RS Ky for Signabune
Public Ky Moduluz M) Length =
I
Pubhc KeyExporant[E] | |
Private Fay Exponent [I¥]
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Current Key Setting =

Status
Load Key OK!

—RSA Key for Kenc—
Public Key Modulus [N) Key Length = 256

Public Key Exponent [E) IW
Private Key Exponent (D]

|

HASH
l2?7BF1 1E6827FF24263DEDEEDECS4B2BEIBIESTE

—RSA Key for Signature
Public Key Modulus [N) Key Length = 256

Public Key Exponent [E] Iwm

Private Key Exponent (D]

|

HASH
|FEUE 7BEB0BEAE386FC29331ERAC4134F8458ACA5

Close I

*= To generate new user key set
= Please generate the RSA key by yourself,thelength of the RSA key set
should be 2048 (bits).
= Copy RSA key components to RSA Key for Kenc in Secure Key

Generator.
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Hew Kay

Upstatn P
Get Hash st
mtnote

Pubke Ky Modeba [M] Ky lLength = 256
[FESAAE AR AR A TA Sl T ML i HEE M E P P A |
Putle Key Exponerd (E]  [C000

Prreiby Ky Exgamsant [
mﬁmmmmumznﬂumymﬁ
[ |
FeSh Koy Fou Sigrature

Putthc Key Modubs (M) Length =
Public Ky Exponent [E]

Firanie ey Esperent 0]

[ |

HASH

= Generate second RSA key set for Signature.

M Ky

E=5 ==
= (=]

S, sy ot
Public: Ky Mok (N) Ky Length = 258

|EE‘M mmrmmmmmmmmmq

Pubkc ksy Evponent [£]  [G10007

Fuivatn Esty Exporan [0

[eCFomBCEE1F DD T CoTCAR A 1B S T 3D A SIE A 34 TEALFE TE0-ACE]
HASH

Public Ky Moddus (N) Ky Langh = 256
(35 CoF STRICIND BinAE 255 374 L AD 31 (RO ALE D bea EDDFAR TFF ADEALT 5

Pubkc Ky Exporerd €] [T10000 |
Prreabs Fay Exporend [D]

ZEACIEE COAFE Do BAC R3S 005 TE 45529 S0 D BB 55600 EE‘EE&HEEE
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= Click [Get Hash] button to calculate the hash value for key sets.

ST
Puhc Ky Moded (M) Ky length = 256

Gicnerale HASH K

|ECShAE B CRA S B LA TASD 2D E BRSSP £ STl Bl D AR [

Puke Ky Eperent ][00 |
Privatn Koey Exporvnt (D]

ACFUECERIFOAD PICENDARLAE 1B A TR0 SSANE AD M TRl FE
HAEH

GIMEF 2T 808 BT DEE4E BE 442 TEDE DB AdEF

ik Ky b Signatre
Pulthc Key Moduhs M) Koy Lowgfh = 256

|9 CoF I TROCDDBAAE 267 J7ALAB 71 DBDESEALE VETECOFAR TFF ZDEADN 5

Fubhc Key Expanert [E] (10007 |
Pireats Ky Exparent [D]

[MIMFWIEISMWHBIE?MFE

mmnmmxmmnunmmzmgg

= Please copy down all the values into a text file and keep in a safe place.

You will need this if you need to create duplicate Key Card.

= To generate the key CAP for the newly generated user key set, press [Make

I B weo roy capFie I

Gensrale HASH (K]

~Hew ey

anra] [sowecus|
=

PG, Key b Een
Pubde Ky Mocdua M) Ky Langth = 258
|Em m?mWHMEmmmq

Pubkc ksy Evponent [£]  [G10000

Frivatn Koty Expiran [0

[ecFomBCEE1F 1D T o TCAR LS 1 2C 7D IS A A TEALFE TE0ACE
HASH

BOBF 17301 67T DEEAESEAAZTEDE DB T1 ALEF ]

REA Keybor Saprishume
Pulbic Ky Moddus M) Ky Lasrogth = 56
[35€ CHF ITSOCI00 BAAE 25F 3TACAR 71 DRDESEADIE D 6551 EOD FAB TFF ADEAT 5

Pubibc Ky Exponent [£]  [D1007_|

Prresbe Esty Exporend [[]
|mmnmmmmwn BESHAD Ez‘équ

Has%H
(45 AZ24Z0BF 3506 2456 AT BF ADIBSE E T37HBF 2 ]
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» The output file will be located in the Secure Key Generator folder.

| SecureKeyGenerator

‘ key.mci

key.cap
>

= To update the newly generated key set to Key Card, press [Save to Card]

button to write the key set to Key Card.

GicnGralc HAGH K

e —]

’ Maks Ky CAF File

~Hew Ky

(]

FeGh Fe fo Ko
Putc Fay Moduua M) Fep Length = 256
[EC3 B TRARSEE COTARD 2EF 2L B SSa TR E e 0T F BB A S AL

Publc Ky Exponert [E] =]

[Privabs Eay Exporeant [[5]

|mEEE1FMDHmME '|EI“3"F3IH55§EAD34WE?W4E|
HasH

GDEF I TR0 T BT DEEJESE AA2TEDE QB I ALEF |
S ey for Sigrusture
Putbe Kay Modubse IN) Koy Longth = 56

|96 CEF ITSOCD0 BAAE 26F 37 4C40 T R0 ADE DS EXNDFAR TFF 2DEATN 5

Public ey Exponent [£] (010007 |
Pirvahe Ky Exporusnt [[8]
[SEACHEECEMFE DN B0 CXELINEYTE ALS X S0 DR 3500 4 X ERLAETE]
HASH

[ R P50 A ST L A BSCE 77 O
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5. Font Management

5.1. Loading New Font

= Run FontManager.exe

FontfManagerTool.exe
19/12/201212:02 AM
1.04 ME

Located at C:\Program Files\Castles\Font Manager

= Select font to download

& FontManagerTool V1.04 - O] x|

CreateFontData  Fonttdanager |

e
_.-f' Generate Set Default =

-
[

Setting ﬁ E it Delete

apanese] Gx16
apanezeddud
Lzsiands
uzsian@416
arzig=g

m

Lzziand<8Bald o
ussianBX'l EBald

rtugueseBrazil)@xa

rabic(ll atar] 3«8

trabic(atar)Bx16

trabic(latarl 224

haid«2

haid«16

hail 2x24 &

I 9 9
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= Press [Setting] button to configure terminal type.

B4 FontManagerTool V1.04 _ o] x|
CreateFontD ata antManagerl

:‘;f Generate Set Default |
[
=

I Chinesze[T aiwan|16:15 -

=  Select VEGA5000, press [Save] button to save and return font manager.

F ™
B Setting (5 L e

—Feader —File
cam || Do
 WEGATOOD
 QP2000
 OP3000

|| | ™ WEGASDOD

» Press [Generate] to create the font file.

B4 FontManagerTool V1.04 - O] x|

e
| ._-—"'*? Generate Set Default =
[
=
Setting | a E «it Delete
Chineze[T aivwan|16x16 -

Chineze(T aivan]24:2
[ Chinese(PRCJ1EXTE
[] Chinese[PRC)24x24
[] Japanese16x16

[] Japanese24x24

[ ] Rusziang=8
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= Qutput file “Font.FNT” will be located at sub-directory named “Font” in “Font
Manager” folder.

Font Manager

)

Font

ﬁ
U

Font.FNT

= Sign the file using CAP Generator, the type must set to “11 — Linux Font”.

-
£ Vega5000 CAP Generatorv22 =
Eile Help

Header

T}'Di ITI - Lirus Font Lli

File Mame

I ain Eecutable File

Font.FHT

| Step 2 : Sign Application

|Step 1 Select &F Executable FiIij

Enc Hash [3E27BEAIZCBFE37370A24E6C219DF21 72692 794 |

Sign Hash |45EI?EC1?DD?EEDEB4BZBACBADDCS?4299991FB4D |

= Lastly, download the signed file (CAP file) to terminal using Loader.
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5.2. Custom Font

User may create font they preferred for displaying or printing on terminal.

There are two zone defined:

Zone 0x00 ~ Ox7F — ASCII characters, you may replace with the font type
preferred or your own language character set.

Zone 0x80 ~ OxFF — Free to use, you may use for symbols.

Following steps demonstrate how to create a 12x24 font.

= Run GLCD Font Creator
GLCDFontCreator.exe
GLCD Font Creator
Pocket MicroTechnics

= Select [File] = [New Font] = [Import An Existing System Font]

-
ﬂ GLCD Font Creater 1.1.0 - mikroElektronika Edition

File | Edit Effects Batch Tools Help

|@”NE’W Fant Fopt From Serateh
E Open Font A I rt An Existing System Font it -
|@J mpo N EXISTING SYsTem Fon l Prev

FE Mew HD44730 LCD Custom Characters Set Eet Full Column
Right Click : Clear Pixel Ctrl=Right Click : Clear Full Column

Took
Quit

5hift
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= Select the font needed, simply choose a font size. The final value of font size
should be determine by the minimum pixel width. You may need to repeat this

steps few times to find the best fit font size.

Font oS

Font: Size:
ok |
Britannic |8

Croadway

Effects Sample
[ Strikeout
[7] Underine
Color:
[ ]Custom - Seript:
Westem -

= Set the import range from 0 to 127.

F N
Import font ﬁ

Font Hame | Britannic Baold

r Optirmize Imported Faont
E Remowve :

[ Comman blank Bows at TOP af all chars
Caomman blank Raows at BOTTOM af all chars
Caomman blank Colurnz at LEFT af all chars
Caomman blank Colurnzg at BIGHT af all chars

[ " 0Ok J ’ % Cancel
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= Check the minimum pixel width and height.

-
E GLCD Font Creator 1.1.0 - mikroElektronika Edition

File Edit Effects Batch Tools Help

B-SH Bevor @& G B

2mM#E NS

Font Char Set

Char Code GLCD

-

Grasze | 143 [H#]| (@]

—| Left Click
Right Click

: Set Pixel

Ctrl+Left Click
: Clear Pixel Ctrl+Right Click  : Clear Full Column

: 5et Full Column

Shift+

4 |:| 3

= | Gl [ |
RUUEE HEBEEE =
‘Preview Blue |~ x|
Y
Tools x|
Shift / Maove
ry
CaR-1E0

L4
Snap To Borders
]

Effects

Columns

Rows

Font Name: Britamnichl |FontSize: 1215 [FontRange: 0-127 | Chars Count: 128 |
1 | 1 |

= |f the pixel width of the font size is larger than expected, then you have to

repeat the previous steps to import font with smaller size.

= Use the following buttons to adjust the font size to match with expected font

Removecolumn
onright

size.
Add Removecolum
columnonrigh nonleft
Cnlum‘s /
Add column ~
on left |ﬁ3 EEHEHEE D
Rows
Add row on -
top FAEREER
[ \ A
I \ .
Add row Remove
on bottom row on top

Castles Technology Co., Ltd.
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= After adjust font size, select [File] = [Export for MicroElektronika].

.
ﬂ GLCD Font Creator 1.1.0 - mikroElektronika Edition

File | Edit Effects Batch Tools Help

gmﬁmt » iy BB 284 A< RUBED K
Open Font - — —
id Size 14 = ? I
E Save Font |ﬁ| |9| =
t Click : Set Pixel Ctrl+Left Click : Set Full Column Shift+
Ej Save Char Ctrl+5  |htClick : Clear Pixel Ctrl+Right Click : Clear Full Column Shift=
|@| Export for MikroElektronika I
—— Tool
Quit
Shif
Sna
% 37
& 38
Effe
"
Cah
! 39 EE Laoh
g
Rov
<= T

Font Name: Britannic Bold |Font5izl 12x 24 IFont Range: 0-127 |Chars Count 128 |

= Select output format as [mikroC].

-
B8 Export for MikroElektronika Compilers - - - — -h

Y

Font Mame |Britannic_Boldl2x24 From Char 0 = To Char
r Generate Code For Use With————
mikroC GLCD Lib @ X-

| .ﬁ,ant height = Sbits, only X-GLCC

|m mikroBasic |E] mikroPascal I[E mikroC I

F/WARNING: This Font Reguire X-GLCD Lib.
i ¥You can not use it with MikroE GLCD Lib.
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= Remove comment “// Code for char

empty line if found. Then click [Save] button to save to file.

ﬂ Export for MikroElektronika Compilers

- - —

ro] |

Font Mame |Britannic_Boldl2x24

|E| mikroBasic |E] mikroPascal | [H mikroc

From Char 0 = To Char 127

- Generate Code For Use With——————

@ X-GLCI

! Font height > 8bits, only X-GLCD lib

oxa0,
ox00,
ox00,
ox00,
ox00,

ox00,
ox00,
ox00,

ox00,

4

, Ox0C0,Q // Code

for char

<+ Remove

Remove

| <+ Remove

0x00, 0x00,Q // Code for char
0x00, Ox00,Q // Code for char
0x00, O0x00,§ // Code for char
0x00, 0x00,

0x00, O0x00,§ // Code for char
0x00, O0x00,§ // Code for char
ox00, Ox00, Cods for ohar
0=x00

L

, O=x00, J/ Code

R

(L

for char

Remove

l-{g Copy Code To Clipboardl

[E=]

= Run Font Manager Tool.

FontManagerTool.exe
# 30/10/2012 10:14

1.04 MEB

= Click [Setting] button

R FantManagerTool V1.04
CreateFontD ata ] FontManager]

=10 x|

Create

g Exit
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= Enter the file name, font id, and select the size.

B DataSetting - I:Ilﬂ
FileName:

[Brtarmic
ID:(HEX)
T
Style:

Size:

[i2- 23
Version:(HEX)

Ok

= Click [Create] button, and select the C file previously created using GLCD
Font Generator.

B FontManagerTool V1.04 - |0 ﬁ

CreateFontData l Fontt anager

Create
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= Select [Font Manager] tab and tick the newly createdfont, and press

[Generate] button to export to FNT file.

B FontManagerTool V1.04

CreateFontD ata | Fonttanager

=l

—

e
- Generate Set Default |

Setting K Exi Delete

[ 1 Portuguese(Brazil|2-8

[] Arabic(0 atar)3=8

[] Arabic[Qatar)8x16

[] Arabic(Qatar)1 2424

[] ThaiZ=3

[ ThaiBx15

[] Thail2=24

[] Czecha=g

[ Czechax1g

[ Czechl2x24

[] Spanizh3x3

[] Spanizhax16

[] Spanizhl 2x24

[ Chineze(T aiwan|Plus1 616
[] Chirneze(T aiwan]Plus 2424
[ Turkizhax8

[ TurkishBx16

[ Turkish12x24

["] Chineze[PRC)1B=16minisun]
[] Chinese[PRC]24=24 minisun
Eritannic 4

m
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= Use CAP Generator to conver the FNT file to CAP.
Set type to [11 — Linux Font], press [Step 1] button select the FNT file. Then
press [Step 2] to generate CAP file.

-
VEGASQ00 CapGen Evaluation Version v2.2

File Help

IT}'DE |1'| - Linw Font LI

Main Executable File

Font.FNT

Step 2: Sign Application
|5tep 1: Select AP Executable Filél

Enc Hash [9572BC621C1D54060856000BCC20700003320077 |

Sign Hash AdZ77EEEAYDDYBEIEVESF3I95CI0726BEF3B35CA

= Download the font CAP file to terminal.
» Interminal application, add following code to display message using the
newly created font.
CTOS LanguageConfig(0xA000,d FONT 12x24,0,d FALSE);
CTOS LanguageLCDSelectASCII (0xA000);
CTOS LCDTPrintXY(l, 1, "ABCDEFGH");

Or print message using the newly created font.
CTOS_ LanguagePrinterSelectASCII (0xA000) ;
CTOS_PrinterPutString ("ABCDEFGH") ;
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5.3. Using TrueType Font (TTF)

TrueType Font (TTF) is only supported in VEGA5000S terminal.You may

download the TrueType font preferred to terminal for displaying or printing.

Following steps demonstrate how to use “Cooper Black” TrueType font.

= Copy the TTF file needed to a empty folder.
COOPBL.TTF

= Use CAP Generator to conver the TTF file to CAP.
Set type to [11 — Linux Font], press [Step 1] button select the TTF file.

Then press [Step 2] to generate CAP file.

v Al
VEGA300D ULD CAP Generstor [Evalustion) 3.2 o]
File Help

Tyee [11 - Linue Fort ;]I
File Hame
Main Evecut bl Fie
COOPBL TTF ﬂ]

I e
_ Iﬁlwmml

=  Download the font CAP file to terminal.

Ilsmﬂ - Select AP Execiabie Fid)
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= |n terminal application, add following code to display message using the

newly added font.
CTOS LCDTTFSelect ("COOPBL.TTF", O0);
CTOS LCDFontSelectMode (d _FONT TTF MODE) ;
CTOS_LCDTSelectFontSize (0x203C); // 32x60
CTOS LCDTClearDisplay();
CTOS_LCDTPrintXY(l, 1, "Hello World");

Or print message using the newly added font.
CTOS PrinterTTFSelect ("COOPBL.TTF", 0);
CTOS PrinterFontSelectMode (d_FONT TTF MODE) ;
CTOS LanguagePrinterFontSize (0x203C, 0, 0); // 32x60
CTOS PrinterPutString("Hello World");
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6. Technical Notes

6.1. Serial Cable PIN Assignment

VCC

RJ12 6P6C
Male Plug

o 1
1 o lvee RXD} ;2
TXD TXD| ;3
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7. FCC Warning

Federal Communication Commission interference statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures: -
Reorient or relocate the receiving antenna. -Increase the separation between the equipment
and receiver. -Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected. -Consult the dealer or an experienced radio/TV technician for help.

FCC Caution

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two

conditions:

(1) this device may not cause harmful interference and

(2) this device must accept any interference received, including interference that may cause
undesired operation

RF Exposure Warning

The equipment complies with RF exposure limits set forth for an uncontrolled environment.
The antenna(s) used for this transmitter must not be co-located or operating in conjunction
with any other antenna or transmitter.

You are cautioned that changes or modifications not expressly approved by the party
responsible for compliance could void your authority to operate the equipment.

This equipment should be installed and operated with a minimum distance of 20 centimeters
between the radiator and your body.

CAUTION
RISK OF EXPLOSION IF BATTERY IS REPLACED BY AN INCORRECT TYPE.

DISPOSE OF USED BATTERIES ACCORDING TO THE INSTRUCTIONS

~ END ~
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