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Port configuration

450 Platform Family ODUs support access to various communication protocols and only the ports
required for these protocols are available for access by external entities. Operators may change
the port numbers for these protocols via the radio GUI or SNMP.

The Port Configuration page of the AP/SM/BHM/BHS is explained in Table 137.

Table 137 Port Configuration attributes - AP/SM/BHM/BMS

'Port Configuration "

FTP Fort : 21 Default port number is 21

HTTP Port : 20 Defauwlt port number is 80

HTTPs Port : 443 Default port number is 443

Radius Port : 1812 Default port numberis 16812

Radius Accounting Port : 1813 Default port number is 1813

SNMP Port : 161 Defauit port number is 161

SNMP Trap Port 162 Default port number is 162

Syslog Server Port 514 Default port number is 514
Attribute Meaning
FTP Port The listen port on the device used for FTP communication.
HTTP Port The listen port on the device used for HTTP communication.
HTTPS Port The listen port on the device used for HTTPS communication
Radius Port The destination port used by the device for RADIUS communication.

Radius Accounting The destination port used by the device for RADIUS accounting
Port communication.

SNMP Port The listen port on the device used for SNMP communication.

SNMP Trap Port The destination port used by the device to which SNMP traps are sent.

Syslog Server Port The destination port used by the device to which Syslog messaging is
sent.

Encrypting downlink broadcasts

See Encrypting downlink broadcasts on page 3-48.

Isolating SMs

See Isolating SMs in PMP on page 3-48.
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Filtering management through Ethernet

See Filtering management through Ethernet on page 3-48.

Allowing management only from specified IP addresses

See Allowing management from only specified IP addresses on page 3-49.

Restricting radio Telnet access over the RF interface

RF Telnet Access restricts Telnet access to the AP from a device situated below a network SM
(downstream from the AP). This is a security enhancement to restrict RF-interface sourced AP
access specifically to the LAN1 IP address and LAN2 IP address (Radio Private Address, typically
192.168.101. [LUID]). This restriction disallows unauthorized users from running Telnet commands
on the AP that can change AP configuration or modifying network-critical components such as
routing and ARP tables.

The RF Telnet Access may be configured via the AP GUI or via SNMP commands, and RF Telnet
Access is set to “Enabled” by default. Once RF Telnet Access is set to “Disabled”, if there is a
Telnet session attempt to the AP originating from a device situated below the SM (or any
downstream device), the attempt is dropped. This also includes Telnet session attempts originated
from the SM’s management interface (if a user has initiated a Telnet session to a SM and attempts
to Telnet from the SM to the AP). In addition, if there are any active Telnet connections to the AP
originating from a device situated below the SM (or any downstream device), the connection is
dropped. This behavior must be considered if system administrators use Telnet downstream from
an AP (from a registered SM) to modify system parameters.

Setting RF Telnet Access to “Disabled” does not affect devices situated above the AP from
accessing the AP via Telnet, including servers running the CNUT (Canopy Network Updater tool)
application. Also, setting RF Telnet Access to “Disabled” does not affect any Telnet access into
upstream devices (situated above or adjacent to the AP) through the AP (see Figure 143).

The figure below depicts a user attempting two telnet sessions. One is targeted for the AP (orange)
and one is targeted for the network upstream from the AP (green). If RF Telnet Access is set to
“Disabled” (factory default setting), the Telnet attempt from the user to the AP is blocked, but the
attempt from the user to Network is allowed to pass through the Cambium network.

Figure 143 RF Telnet Access Restrictions (orange) and Flow through (green)

()

SM User
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Key Security Considerations when using the RF Telnet Access Feature

To ensure that the network is fully protected from unauthorized AP Telnet sessions, the following
topics must be considered:

Securing AP Clusters

When working with a cluster of AP units, to eliminate potential security holes allowing Telnet
access, ensure that the RF Telnet Access parameter is set to “Disabled” for every AP in the cluster.
In addition, since users situated below the AP are able to pass Telnet sessions up through the SM
and AP to the upstream network (while AP RF Telnet Access is set to “Disabled”), ensure that all
CMM4 or other networking equipment is secured with strong passwords. Otherwise, users may
Telnet to the CMM4 or other networking equipment, and subsequently access network APs (see
Figure 144) via their Ethernet interfaces (since RF Telnet Access only prevents Telnet sessions
originating from the AP’s wireless interface).

Figure 144 RF Telnet Access Restriction (orange) and Potential Security Hole (green)

SM_A User

As a common practice, AP administrator usernames and passwords must be secured with strong,
non-default passwords.

Restricting AP RF Telnet Access

AP Telnet access via the RF interface may be configured in two ways — the AP GUI and SNMP.

Controlling RF Telnet Access via the AP GUI

To restrict all Telnet access to the AP via the RF interface from downstream devices, follow these
instructions using the AP GUI:

Procedure 20 Restricting RF Telnet access
1 Log into the AP GUI using administrator credentials

2 On the AP GUI, navigate to Configuration > Protocol Filtering
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3

Under GUI heading “Telnet Access over RF Interface”
'AP Specialty Filters

, set RF Telnet Access to Disabled

. Enabled
RF Telnet Access : s Disabled

nli . ®wERabled

\F"PPDE PADI Downlink Forwarding : Disabled

4 Click the Save button

5 Once the Save button is clicked, all RF Telnet Access to the AP from devices situated

below the AP is blocked.

; Note

The factory default setting for RF Telnet Access is disabled and PPPoE PADI
Downlink Forwarding is enabled.
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Configuring SNMP Access

The SNMPv3 interface provides a more secure method to perform SNMP operations. This
standard provides services for authentication, data integrity and message encryption over SNMP.
Refer to Planning for SNMPv3 operation on page 3-42 for details.

L

Note
The factory default setting for SNMP is “SNMPv2c Only”.

Procedure 21 Configuring SNMPv3

1
2
3

Log into the AP GUI using administrator credentials
On the AP/SM GUI, navigate to Configuration > Security Page
Under GUI heading “Security Mode”, set SNMP to SNMPv3 Only

SNMP : SNMPv2c Only v
SNMPv2c Only
Telnet : SNMPv3 Only

L SNMPv2c and SNMPv3
Click the Save Changes button
Go to Configuration > SNMP Page

Under GUI heading “SNMPv3 setting”, set Engine ID, SNMPv3 Security Level, SNMPv3
Authentication Protocol, SNMPv3 Privacy Protocol, SNMPv3 Read-Only User, SNMPv3
Read/Write User, SNMPv3 Trap Configuration parameters:

"SNMPv3 Settings

Engine ID : 800000a1030a003e47d1bc Use Default Engine ID
SNMPV3 Security Level : noAuth,noPriv +
SNMPv3 Authentication Protocol : md5 v
SNMPvV3 Privacy Protocol : che-des v
Username|Canopyro
SNMPv3 Read-Only User : Authorization Key sssessesssss
Privacy Key [sessssesse:

Enable R/W User
* Disable R/W User

SNMPv3 Read/Write User : Username |Canopy
Authorization Key ssssssses
Priuacy Key .............
LSNMPVC’: Trap Configuration : Disabled v )
Engine ID :

Each radio (AP/SM/BHM/BHS) has a distinct SNMP authoritative engine identified by a
unique Engine ID. While the Engine ID is configurable to the operator it is expected that
the operator follow the guidelines of the SNMPEnginelD defined in the SNMP-
FRAMEWORK-MIB (RFC 3411). The default Engine ID is the MAC address of the device.

SNMPv3 security level, Authentication and Privacy Protocol

The authentication allows authentication of SNMPv3 user and privacy allows for
encryption of SNMPv3 message. 450 Platform Family supports MD5 authentication and
CBC-DES privacy protocols.
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SNMPv3 Read-Only and Read/Write User
The user can defined by configurable attributes. The attributes and default values are:

e Read-only user
o Username = Canopyro
o Authentication Password = authCanopyro
o Privacy Password = privacyCanopyro
e Read-write user (by default read-write user is disabled)
o Username = Canopy
o Authentication Password = authCanopy
o Privacy Password = privacyCanopy

SNMPv3 Trap Configuration

The traps may be sent from radios in SNMPv3 format based on parameter settings. It
can be configured for Disabled, Enabled for Read-Only User, Enable for Read/Write
User.
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Configuring Security

Applicable products PMP: M AP ™M sSM PTP: M BHM M BMS

Security page — 450 Platform Family AP/BHM

The security page of AP/BHM is explained in Table 138.

Table 138 Security attributes —450 Platform Family AP

"Authentication Server Settings )

Authentication Mode : Disabled v

Append DNS Domain Name
= Disable DNS Domain Name
Shared Secret
0.0.00

Authentication Server DNS Usage :

Authentication Server 1 :

Authentication Server 2 - shared Secret

0.0.00
Authentication Server 3 - Shared Secret
0.0.0.0
Authentication Server 4 (BAM ONLY) : 0.0.0.0
Authentication Server 5 (BAM ONLY) : 0.0.0.0
Radius Port : 1812 Default port number is 1812
Authentication Key : (Using All 0xFF's Key)
. Use Key above
Select Key - Use Default Key
Dynamic Authorization Extensions for Enable CoA and Disconnect Message
RADIUS : Disable CoA and Disconnect Message
- ) Enabled
Bypass Authentication for ICC SMs : Disabled
Encryption Setting : None «

' AP Evaluation Configuration

Disable Display

SM Display of AP Evaluation Data : + Enable Display

'Session Timeout
Web, Telnet, FTP Session Timeout - 500 Seconds

'IP Access Filtering )

IP Access Filtering Enabled - Only allow access from IP
IP Access Control - addresses specified below
= |P Access Filtering Disabled - Allow access from all IP addresses

Allowed Source IP 1: 0.0.00 /32 Network Mask (set to 32 to disable)
Allowed Source IP 2 : 0.0.00 /32 Network Mask (set to 32 to disable)
Allowed Source IP 3 : 0.0.00 /32 Network Mask (set to 32 to disable)
'Security Mode )
Web Access | HTTP Only =
SNMP - SNMPw2c Only v

. = Enabled
Telnet Disabled

. = Enabled

FTP. Disabled

. = Enabled
TFTR: Disabled
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'Site Information ’

Site Information

Viewable to Guest | S1aved
Users :

Site Name : Mo Site Name
Site Contact : Mo Site Contact

) : Mo Site Location
Site Location :

AI
Enable Security Enabled
Banner during Login - @ Disabled
Security Banner This is a sample of the text that can be put in this banner
MNotice : P
User must accept
security banner before Eirgglgé
| login :
Attribute Meaning

Authentication Mode Operators may use this field to select from among the following
authentication modes:

Disabled—the AP/BHM requires no SMs/BHS to authenticate. (Factory
default).

Authentication Server —the AP/BHM requires any SM/BHS that attempts
registration to be authenticated in Wireless Manager before registration.

AP PreShared Key - The AP/BHM acts as the authentication server to its
SMs/BHS and will make use of a user-configurable pre-shared
authentication key. The operator enters this key on both the AP/BHM and
all SMs/BHS desired to register to that AP/BHM. There is also an option
of leaving the AP/BHM and SMs/BHS at their default setting of using the
“Default Key”. Due to the nature of the authentication operation, if you
want to set a specific authentication key, then you MUST configure the
key on all of the SMs/BHS and reboot them BEFORE enabling the key
and option on the AP/BHM. Otherwise, if you configure the AP/BHM first,
none of the SMs/BHS is able to register.

RADIUS AAA - When RADIUS AAA is selected, up to 3 Authentication
Server (RADIUS Server) IP addresses and Shared Secrets can be
configured. The IP address(s) configured here must match the IP
address(s) of the RADIUS server(s). The shared secret(s) configured
here must match the shared secret(s) configured in the RADIUS
server(s). Servers 2 and 3 are meant for backup and reliability, not for
splitting the database. If Server 1 doesn’t respond, Server 2 is tried, and
then server 3. If Server 1 rejects authentication, the SM is denied entry
to the network, and does not progress trying the other servers.

Note
‘i This parameter is applicable to BHM.
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Authentication
Server DNS Usage

The management DNS domain name may be toggled such that the
name of the authentication server only needs to be specified and the
DNS domain name is automatically appended to that name.

Note
‘i This parameter is applicable to BHM.

Authentication
Server 1to 5

Enter the IP address or server name of the authentication server
(RADIUS or WM) and the Shared Secret configured in the authentication
server. When Authentication Mode RADIUS AAA is selected, the default
value of Shared Secret is “CanopySharedSecret”. The Shared Secret
may consist of up to 32 ASCII characters.

Note
‘i This parameter is applicable to BHM.

Radius Port

This field allows the operator to configure a custom port for RADIUS
server communication. The default value is 7872.

Note
‘i This parameter is applicable to BHM.

Authentication Key

The authentication key is a 32-character hexadecimal string used when
Authentication Mode is set to AP PreShared Key. By default, this key is
set to OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF.

Note
‘i This parameter is applicable to BHM.

Select Key This option allows operators to choose which authentication key is used:
Use Key above means that the key specified in Authentication Key is
used for authentication
Use Default Key means that a default key (based off of the SM’s MAC
address) is used for authentication

Note
‘i This parameter is applicable to BHM.
Dynamic Enable CoA and Disconnect Message: Allows to control configuration

Authorization
Extensions for

parameters of SM using RADIUS CoA and Disconnect Message feature.
Disable CoA and Disconnect Message: Disables RADIUS CoA and

RADIUS Disconnect Message feature.
To enable CoA and Disconnect feature, the Authentication Mode should
be set to RADIUS AAA.

Bypass Enabled: SM authentication is disabled when SM connects via ICC

Authentication for
ICC SMs

(Installation Color Code).

Disabled: SM authentication is enabled.

Encryption Setting

Specify the type of airlink security to apply to this AP. The encryption
setting must match the encryption setting of the SMs.
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None provides no encryption on the air link.

DES (Data Encryption Standard): An over-the-air link encryption option
that uses secret 56-bit keys and 8 parity bits. DES performs a series of bit
permutations, substitutions, and recombination operations on blocks of
data. DES encryption does not affect the performance or throughput of
the system.

AES (Advanced Encryption Standard): An over-the-air link encryption
option that uses the Rijndael algorithm and 128-bit keys to establish a
higher level of security than DES. AES products are certified as
compliant with the Federal Information Processing Standards (FIPS 197)

in the U.S.A.
Note
‘i This parameter is applicable to BHM.
SM Display of AP Allows operators to suppress the display of data about this AP/BHM on
Evaluation Data the AP/BHM Evaluation tab of the Tools page in all SMs/BHS that
Or register. The factory default setting for SM Display of AP Evaluation Data

BHS Display of BHM or BHS Display of BHM Evaluation Data is enabled display.

Evaluation Data
PMP 450/450i Series — SM display of AP Evaluation Data parameter

' AP Evaluation Configuration
SM Display of AF Evaluation Data :

Disable Display
# Enable Display

PTP 450/450i Series — BHS display of BHM Evaluation Data parameter

" BHM Evaluation Configuration
BHS Display of BHM Evaluation Data :

Disable Display
* Enable Display

Web, Telnet, FTP Enter the expiry in seconds for remote management sessions via HTTP,
Session Timeout telnet, or ftp access to the AP/BHM.
IP Access Control You can permit access to the AP/BHM from any IP address (IP Access

Filtering Disabled) or limit it to access from only one, two, or three IP
addresses that you specify (IP Access Filtering Enabled). If you select IP
Access Filtering Enabled, then you must populate at least one of the
three Allowed Source IP parameters or have no access permitted from
any IP address

Allowed Source IP 7 If you selected IP Access Filtering Enabled for the IP Access Control

to3 parameter, then you must populate at least one of the three Allowed
Source IP parameters or have no access permitted to the AP from any IP
address. You may populate as many as all three.

If you selected IP Access Filtering Disabled for the IP Access Control
parameter, then no entries in this parameter are read, and access from
all IP addresses is permitted.
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Web Access The Radio supports secured and non-secured web access protocols.

Select suitable web access from drop down list:

e HTTP Only - provides non-secured web access. The radio to be
accessed via http://<IP of Radio>.

e HTTPS Only - provides a secured web access. The radio to be
accessed via https://<IP of Radio>.

e HTTP and HTTPS - If enabled, the radio can be accessed via both
http and https.

SNMP This option allows to configure SNMP agent communication version. It
can be selected from drop down list :
¢  SNMPv2c Only - Enables SNMP v2 community protocol.
e SNMPv3 Only — Enables SNMP v3 protocol. It is a secured
communication protocol.

¢ SNMPv2c and SNMPv3 - It enables both the protocols.

Telnet This option allows to Enable and Disable Telnet access to the Radio.
FTP This option allows to Enable and Disable FTP access to the Radio.
TFTP This option allows to Enable and Disable TFTP access to the Radio.
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Security page - 450 Platform Family SM

The security page of 450 Platform Family SM is explained in Table 139.

Table 139 Security attributes —450 Platform Family SM

Configuring security

Authentication Key Settings
Authentication Key : (Using All IxFF's Key)

Use Key above
# Use Default Key

Select Key

Enforce Authentication : Disable ¥
Phase 1: =aps hd
Phase 2 : MESCHARWE v

Enable Realm
|dentity/Realm = Disable Realm

Identity [anonymous (@ Realm [anopynet

Usernams 03-00-32-30-00-T9 | Use Default Username |
Password . e

Confirm Password :

RADIUS Cerfificate Settings
Upload Certificate File
File: | Choose File | Mo file chosen

Import Cerfificate
| Use Defauh Cerificates |
This will delete all current certificates

Certificate 1

C=Uz

= =lllincis

0= i Solutions, Inc.

OU =Canopy Wireless Broadband

CH =Canopy A&8 Server Demo CA

E =technical-support@canopywireless.com
Yalid From: 01/01/2001 00:00:00

Walid To: 12/31/2045 23:55:55

|| Delete |

Certific ate 2

C=Us

5 =llincis

0= Inc.

OU =Canopy Wireless Broadband
CH =PMP320 Demo CA

Walid From: O07/01/2009 05:00:00
Yalid Tor 12/31/2045 23:55:55

|| Deletz |
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Encryption Setting : DES ¥

Web, Telnet, FTP Session Timeout : S00000 Seconds
' SM Management Interface Access via Ethernet Port i
Ethernst Access : » Enabled
i ) Disabled ]
'IP Access Filtering I
IP Access Filtering Enabled - Only allow access from
|IP addresses specified below
N .
IF Access Control - # |P Access Filtering Disabled - Allow access from all
|IP addresses
000 0 {27 N, i 9%
Allowed Source [P 1 - nooo I3z Metwork Mask (set to 32 to
disable)
0 { [ h, i 47
Allowed Source [P 2 - oooo I3z Metwork Mask (set to 32 to
disable)
[ — ! [a= h . 9%
Allowed Souree [P 2 - nooo I3z Metwork Mask (set to 32 to
A disable) ]
Web Access : HTTP Cnily v
SMMP : SMMPyZe Only v
. # Enabled
Telnet: Disabled
. = Enabled
FTe: Disabled
. # Enabled
LTFTP ) Disabled
Attribute Meaning

Authentication Key

Only if the AP to which this SM will register requires authentication,

specify the key that the SM will use when authenticating. For alpha

characters in this hex key, use only upper case.

Select Key The Use Default Key selection specifies the predetermined key for
authentication in Wireless Manager
The Use Key above selection specifies the 32-digit hexadecimal key that
is permanently stored on both the SM and the WM

Enforce The SM may enforce authentication types of AAA and AP Pre-

Authentication

sharedKey. The SM will not finish the registration process if the AP is not

using the configured authentication method (and the SM locks out the

AP for 15 minutes).

Phase 1 The protocols supported for the Phase 1 (Outside Identity) phase of
authentication are EAPTTLS (Extensible Authentication Protocol
Tunneled Transport Layer Security) or MSCHAPv2 (Microsoft
Challenge-Handshake Authentication Protocol version 2).

Page 7-122



Chapter 7: Configuration

Configuring security

Phase 2

Select the desired Phase 2 (Inside Identity) authentication protocol from
the Phase 2 options of PAP (Password Authentication Protocol), CHAP
(Challenge Handshake Authentication Protocol), and MSCHAP
{(Microsoft’s version of CHAP, version 2 is used). The protocol must be
consistent with the authentication protocol configured on the RADIUS
server.

Identity/Realm

If Realms are being used, select Enable Realm and configure an outer
identity in the Identity field and a Realm in the Realm field. These must
match the Phase 1/Outer Identity and Realm configured in the RADIUS
server. The default Identity is “anonymous”. The Identity can be up to
128 non-special (no diacritical markings) alphanumeric characters. The
default Realm is “canopy.net”. The Realm can also be up to 128 non-
special alphanumeric characters.

Configure an outer ldentity in the Username field. This must match the
Phase 1/Outer Identity username configured in the RADIUS server. The
default Phase 1/Outer Identity Username is “anonymous”. The
Username can be up to 128 non-special (no diacritical markings)
alphanumeric characters.

Username Enter a Username for the SM. This must match the username
configured for the SM on the RADIUS server. The default Username is
the SM’s MAC address. The Username can be up to 128 non-special
(no diacritical markings) alphanumeric characters.

Password Enter the desired password for the SM in the Password and Confirm

Password fields. The Password must match the password configured
for the SM on the RADIUS server. The default Password is “password”.
The Password can be up to 128 non-special (no diacritical markings)
alphanumeric characters

Upload Certificate
File

To upload a certificate manually to a SM, first load it in a known place
on your PC or network drive, then click on a Delete button on one of
the Certificate description blocks to delete a certificate to provide space
for your certificate. Click on Choose File, browse to the location of the
certificate, and click the Import Certificate button, and then reboot the
radio to use the new certificate.

When a certificate is in use, after the SM successfully registers to an
AP, an indication of In Use will appear in the description block of the
certificate being used.

The public certificates installed on the SMs are used with the private
certificate on the RADIUS server to provide a public/private key
encryption system.

Up to 2 certificates can be resident on a SM. An installed certificate can
be deleted by clicking the Delete button in the certificate’s description
block on the Configuration > Security tab. To restore the 2 default
certificates, click the Use Default Certificates button in the RADIUS
Certificate Settings parameter block and reboot the radio.
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Encryption Setting Specify the type of airlink security to apply to this SM. The encryption
setting must match the encryption setting of the AP.

None provides no encryption on the air link.

DES (Data Encryption Standard): An over-the-air link encryption option
that uses secret 56-bit keys and 8 parity bits. DES performs a series of bit
permutations, substitutions, and recombination operations on blocks of
data. DES encryption does not affect the performance or throughput of
the system.

AES (Advanced Encryption Standard): An over-the-air link encryption
option that uses the Rijndael algorithm and 128-bit keys to establish a
higher level of security than DES. AES products are certified as
compliant with the Federal Information Processing Standards (FIPS 197)

in the U.S.A.
Web, Telnet, FTP Enter the expiry in seconds for remote management sessions via HTTP,
Session Timeout telnet, or FTP access to the SM.
Ethernet Access If you want to prevent any device that is connected to the Ethernet port

of the SM from accessing the management interface of the SM, select
Ethernet Access Disabled. This selection disables access through this
port to via HTTP (the GUI), SNMP, telnet, FTP, and TFTP. With this
selection, management access is available through only the RF interface
via either an IP address (if Network Accessibility is set to Public on the
SM) or the Session Status or Remote Subscribers tab of the AP.

Note

A This setting does not prevent a device connected to the
Ethernet port from accessing the management interface of
other SMs in the network. To prevent this, use the IP Access
Filtering Enabled selection in the IP Access Control
parameter of the SMs in the network. See IP Access Control
below.

If you want to allow management access through the Ethernet port,
select Ethernet Access Enabled. This is the factory default setting for this
parameter.

IP Access Control You can permit access to the SM from any IP address (IP Access Filtering
Disabled) or limit it to access from only one, two, or three IP addresses
that you specify (IP Access Filtering Enabled). If you select IP Access
Filtering Enabled, then you must populate at least one of the three
Allowed Source IP parameters or have no access permitted from any IP
address

Allowed Source IP 7 If you selected IP Access Filtering Enabled for the IP Access Control

to3 parameter, then you must populate at least one of the three Allowed
Source IP parameters or have no access permitted to the SM from any IP
address. You may populate as many as all three.
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If you selected IP Access Filtering Disabled for the IP Access Control
parameter, then no entries in this parameter are read, and access from
all IP addresses is permitted.

A subnet mask may be defined for each entry to allow for filtering
control based on a range of IP addresses.

Web Access The Radio supports secured and non-secured web access protocols.
Select suitable web access from drop down list:

e HTTP Only - provides non-secured web access. The radio to be
accessed via http://<IP of Radio>.

e HTTPS Only - provides a secured web access. The radio to be
accessed via https://<IP of Radio>.

e HTTP and HTTPS - If enabled, the radio can be accessed via both
http and https.

SNMP This option allows to configure SNMP agent communication version. It
can be selected from drop down list :

e  SNMPv2c Only - Enables SNMP v2 community protocol.

¢ SNMPv3 Only - Enables SNMP v3 protocol. It is secured
communication protocol.

¢ SNMPv2c and SNMPv3 - It enables both the protocols.

Telnet This option allows to Enable and Disable Telnet access to the Radio.
FTP This option allows to Enable and Disable FTP access to the Radio.
TFTP This option allows to Enable and Disable TFTP access to the Radio.
Site Name Specify a string to associate with the physical module.

Site Contact Enter contact information for the module administrator.

Site Location Enter information about the physical location of the module.

Enable Security Enable: The Security Banner Notice will be displayed before login.

Banner during Login  pjsable: The Security Banner Notice will not be displayed before login.

Security Banner User can enter ASCII (0-9a-zA-Z newline, line-feed are allowed) text up-to
Notice 1300 characters.

User must accept Enable: login area (username and password) will be disabled unless user
security banner accepts the security banner.

before login Disable: User can’t login to radio without accepting security banner.
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Security page —450 Platform Family BHS

The Security page of 450 Platform Family BHS is explained in Table 140.

Table 140 Security attributes - 450 Platform Family BHS

'Authentication Key Settings
Authentication Key : (Using All 0OxFF's Key)

Encryption Setting DES ¥

'Session Timeout
Web, Telnet, FTP Session Timeaout : 600 Seconds

IP Access Filtering

IP Access Filtering Enabled - Only allow access from IP
. addresses specified below
P Access Control s IP Access Filtering Disabled - Allow access from all IP
addresses
Allowed Source IP 1 : 0.0.0.0 AEY] Metwork Mask (set to 32 to disable)
Allowed Source IP 2 : 0.0.0.0 /32 Metwork Mask (set to 32 to disable)
| Allowed Source IP 3 0.0.0.0 /32 MNetwork Mask (set to 32 to disable)
'Security Mode ’
Web Access : HTTP Only v
SNMP : SHMPvZe Cnly v
. = Enabled
Telnet Disabled
. = Enabled
FTe Disabled
: = Enabled
TFTP. Disabled
Attribute Meaning

Authentication Key Only if the BHM to which this BHS registers requires an authentication,
specify the key that the BHS will use when authenticating. For alpha
characters in this hex key, use only upper case.

Encryption Setting Specify the type of airlink security to apply to this BHS. The encryption
setting must match the encryption setting of the BHM.

None provides no encryption on the air link.

DES (Data Encryption Standard): An over-the-air link encryption option
that uses secret 56-bit keys and 8 parity bits. DES performs a series of bit
permutations, substitutions, and recombination operations on blocks of
data. DES encryption does not affect the performance or throughput of
the system. It is factory default setting.

AES (Advanced Encryption Standard): An over-the-air link encryption
option that uses the Rijndael algorithm and 128-bit keys to establish a
higher level of security than DES. AES products are certified as
compliant with the Federal Information Processing Standards (FIPS 197)
in the U.S.A.
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Web, Telnet, FTP
Session Timeout

Enter the expiry in seconds for remote management sessions via HTTP,
telnet, or FTP access to the BHS.

IP Access Control

You can permit access to the BHS from any IP address (IP Access
Filtering Disabled) or limit it to access from only ong, two, or three IP
addresses that you specify (IP Access Filtering Enabled). If you select IP
Access Filtering Enabled, then you must populate at least one of the
three Allowed Source IP parameters or have no access permitted from
any IP address

Allowed Source IP 1
to3

If you selected IP Access Filtering Enabled for the IP Access Control
parameter, then you must populate at least one of the three Allowed
Source IP parameters or have no access permitted to the BHS from any
IP address. You may populate as many as all three.

If you selected IP Access Filtering Disabled for the IP Access Control
parameter, then no entries in this parameter are read, and access from
all IP addresses is permitted.

A subnet mask may be defined for each entry to allow for filtering
control based on a range of IP addresses.

Web Access The Radio supports secured and non-secured web access protocols.
Select suitable web access from drop down list:
e HTTP Only - provides non-secured web access. The radio to be
accessed via http://<IP of Radio>.
e HTTPS Only - provides a secured web access. The radio to be
accessed via https://<IP of Radio>.
e HTTP and HTTPS - If enabled, the radio can be accessed via both
http and https.
SNMP This option allows to configure SNMP agent communication version. It
can be selected from drop down list :
¢  SNMPv2c Only - Enables SNMP v2 community protocol.
e SNMPv3 Only — Enables SNMP v3 protocol. It is secured
communication protocol.
e SNMPv2c and SNMPv3 - It enables both the protocols.
Telnet This option allows to Enable and Disable Telnet access to the Radio.
FTP This option allows to Enable and Disable FTP access to the Radio.
TFTP This option allows to Enable and Disable TFTP access to the Radio.
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Configuring radio parameters

e PMP 450m Series — configuring radio on page 7-129

e PMP/PTP 450i Series — configuring radio on page 7-129

e PMP 450b Series - configuring radio on page 7-153

e PMP/PTP 450 Series — configuring radio on page 7-157

e Custom Frequencies page on page 7-174

e DFS for 5 GHz Radios on page 7-177

e MIMO-A mode of operation on page 7-179

e Improved PPS performance of 450 Platform Family on page 7-181
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PMP 450m Series — configuring radio
Radio page - PMP 450m AP 5 GHz

The Radio tab of the PMP 450m AP contains some of the configurable parameters that define how
an AP operates.

Note
A Only the frequencies available for your region and the selected Channel bandwidth are
displayed.

Table 141 PMP 450m AP Radio attributes - 5 GHz

Radic Configuration
Freguency Band . 57GHz ¥
Freqguency Carrier : 57300 ¥
Channel Bandwidth : 10MHz T
N 50ms
Frame Period : %7 5ms
Cyclic Prefix One Sixteenth
Color Code - 40 (0—254)
Subscriber Color Code Rescan (When not 100 Minutes (0 — 43200)

on a Primary Color Code) :
Subscriber Color Code Wait Period for Idle - 20 Minutes {0 — 60)

_ ] Enabled
Installation Color Code - # Disabled
| Sector 1D £r

Frame Configuration

Max Range - 18 Miles (Range: 1 — 40 miles)
Downlink Data - 50 % (Range: 15 — 85 %)
Contenfion Slots : 4 (Range: 1 —15)

| Eroadcast Repeat Count : 2 (Range:0—2)

Power Control

EIRF : 26 dBm (Range: +22 — +36 dBm)
SM Receive Target Level : L52 dBm (Range: -77 — -37 dBm) combined power
Enabled

Lﬂdjacent Channel Support : s Disabled

Multicast Data Control

Multicast VC : Disable v
Multicast Repeat Count : 0 (Range:0—2)
LMuIticaat Downlink CIR : 0 (kbps) (Range: 0— 4062 kbps)
i o Allow
FMP 430 SM Regisiration ; % Deny
. % Enabled
FMP 450/430 Legacy Mode : Disabled
i . . Enabled
‘Recewe Quality Debug - s Disabled
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Attribute

Meaning

Frequency Band

Select the desired operating frequency band.

Frequency Carrier

Specify the frequency for the module to transmit. The default for this
parameter is None. For a list of channels in the band, see the drop-down
list on the radio GUI.

Channel Bandwidth

The channel size used by the radio for RF transmission. The setting for
the channel bandwidth must match between the AP and the SM. The
supported Channel Bandwidths are 5

MHz, 10 MHz, 15 MHz, 20 MHz, 30 MHz, and 40 MHz.

Note for PMP 450m:
‘i 5 ms frame size is not available in 30 MHz and 40 MHz

channel bandwidths.

Note:
‘i 40 MHz is not supported on PMP 450 AP, but is
supported on PMP 450 SMs.

Frame Period

Select the Frame Period of the radio. The supported Frame Periods are:

5 ms and 2.5 ms.

Cyclic Prefix

OFDM technology uses a cyclic prefix, where a portion of the end of a
symbol (slot) is repeated at the beginning of the symbol to allow multi-
pathing to settle before receiving the desired data. A 1/16 cyclic prefix
means that for every 16 bits of throughput data transmitted, an
additional bit is used.

Color Code

Specify a value from 0 to 254. For registration to occur, the color code of
the SM and the AP must match. Color code is not a security feature.
Instead, color code is a management feature, typically for assigning each
sector a different color code.

Color code allows you to force a SM to register to only a specific AP,
even where the SM can communicate with multiple APs. The default
setting for the color code value is 0. This value matches only the color
code of 0 (not all 255 color codes).

Subscriber Color
Code Rescan (When
not on a Primary
Color Code)

This timer may be utilized to initiate SM rescans in order to register to an
AP configured with the SM’s primary color code.

The time (in minutes) for a subscriber to rescan (if this AP is not
configured with the SM’s primary color code). This timer will only fire
once — if the Subscriber Color Code Wait Period for Idle timer is
configured with a nonzero value and the Subscriber Color Code Rescan
expires, the Subscriber Color Code Wait Period for Idle is started. If the
Subscriber Color Code Wait Period for Idle timer is configured with a
zero value and the Subscriber Color Code Rescan timer expires, the SM
will immediately go into rescan mode

Page 7-130



Chapter 7: Configuration

Configuring radio parameters

Subscriber Color
Code Wait Period for
Idle

The time (in minutes) for a subscriber to rescan while idle (if this AP is
not configured with the SM’s primary color code). This timer will fire
periodic events. The fired event determines if any RF unicast traffic
(either inbound or outbound) has occurred since the last event. If the
results of the event determine that no RF unicast traffic has occurred
(SM is idle), then the subscriber will rescan.

Installation Color
Code

With this feature enabled on the AP and SM, operators may install and
remotely configure SMs without having to configure matching color
codes between the modules. While the SM is accessible for
configuration from above the AP (for remote provisioning) and below
the SM (for local site provisioning), no user data is passed over the radio
link. When using the Installation Color Code feature, ensure that the SM
is configured with the factory default Color Code configuration (Color
Code 1is “0”, Color Code 2-10 set to “0” and “Disable”). The status of
the Installation Color Code can be viewed on the AP Eval web GUI page,
and when the SM is registered using the Installation Color Code the
message “SM is registered via ICC — Bridging Disabled!” is displayed in
red on every SM GUI page. The Installation Color Code parameter is
configurable without a radio reboot for both the AP and SM. If a SM is
registered via Installation Color Code and the feature is then disabled,
operators will need to reboot the SM or force it to reregister (i.e. using
Rescan APs functionality on the AP Eval page).

Max Range

Enter a number of miles (or kilometers divided by 1.61, then rounded to
an integer) for the furthest distance from which a SM is allowed to
register to this AP. Do not set the distance to any greater number of
miles. A greater distance

¢ does not increase the power of transmission from the AP.
e can reduce aggregate throughput.
For example, with a 20 MHz channel and 2.5 ms frame, every additional

2.24 miles reduces the data air time by one symbol (around 1% of the
frame).

Regardless of this distance, the SM must meet the minimum
requirements for an acceptable link. The parameters have to be selected
so that there is no overlap between one AP transmitting and another AP
receiving. A co-location tool is provided to help with selecting sets of
parameters that allow co-location.

The default value of this parameter is 2 miles (3.2 km).

Downlink Data

Specify the percentage of the aggregate throughput for the downlink
(frames transmitted from the AP to the subscriber). For example, if the
aggregate (uplink and downlink total) throughput on the AP is 90 Mb,
then 75% specified for this parameter allocates 67.5 Mb for the downlink
and 22.5 Mb for the uplink. The default for this parameter is 75%. This
parameter must be set in the range of 15% - 85%, otherwise the invalid
input will not be accepted and the previously-entered valid setting is
used.
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Note

In order to prevent self-interference, the frame configuration
needs to align which includes Downlink Data, Max Range
and Contention slots. For DFS regions, the maximum
Downlink % for a 5.4 GHz radio is 75% only.

i

Contention Slots
(a.k.a. Control Slots)

This field indicates the number of (reserved) Contention slots configured
by the operator. The SM uses reserved Contention slots and unused data
slots for bandwidth requests. See Contention slots on page 7-178.

Broadcast Repeat
Count

For PMP systems broadcast packets are not acknowledged. So they are
sent at the lowest modulation rate 1X. This setting adds an automatic
retransmission to broadcast packets to give SMs that have poor signal a
higher chance to get the packet.

EIRP

This field indicates the combined power level at which the AP will
transmit, based on the Country Code. It also includes the antenna gain
and array gain.

SM Receive Target
Level

Each SM’s Transmitter Output Power is automatically set by the AP. The
AP monitors the received power from each SM, and adjusts each SM'’s
Transmitter Output Power so that the received power at the AP from that
SM is not greater what is set in this field. This value represents the
transmitted and received power (combined power) perceived on the SM.

Adjacent Channel
Support

For some frequency bands and products, this setting is needed if AP is
operating on adjacent channels with zero guard band.

Receive Quality
Debug

To aid in link performance monitoring, the AP and SM now report the
number of fragments received per modulation (i.e. QPSK, 16-QAM, 64-
QAM and 256-QAM) and per channel (polarization).

I3\

Note

Due to CPU load, this will slightly degrade packet per second
processing.

Near Field Operation

This parameter is enabled by the Near Field Operation control. This is
only available when the EIRP is set to 22 dBm or below.

When Near Field Operation is enabled, the Near Field Range is used to
apply compensation to the unit’s calibration to support operation in the
near field.

PMP 430 SM
Registration

This field allows to control PMP 430 SMs. It allows to configure whether
PMP 430 SMs are registered to AP or not. By default, it is enabled and
PMP 430 SM registrations are accepted.

When this field is set to disabled, PMP 430 SM'’s registrations fail with
reject reason 8. This will cause SMs to lock out the AP for 15 minutes.

b

Note

This option is not displayed if the Frame Period is set to
5 ms.
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PMP 450/430 Legacy This setting allows the AP to communicate with SMs on Legacy versions

Mode of software (450 SM earlier than 13.2, 430 SM earlier than 13.4.1). This is
not recommended to be left enabled as it degrades performance. SMs
should then be upgraded to the same version as the AP.

Receive Quality To aid in link performance monitoring, the AP and SM now report the
Debug number of fragments received per modulation (i.e. QPSK, 16-QAM, 64-
QAM) and per channel (polarization).

Note
‘i Due to CPU load, this will slightly degrade packet per second
processing.
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PMP/PTP 450i Series —

Configuring radio parameters

configuring radio

Radio page - PMP 450i AP 3 GHz

The Radio tab of the PMP 450i AP 3 GHz is shown in Figure 145.

Figure 145 PMP 450i AP Radio attributes - 3 GHz

'Radio Configuration

Frequency Band : 35GHz -
Frequency Carrier : 3505.000
Channel Bandwidth : 10MHz »
Cyclic Prefix : One Sixteenth »
I 5.0 ms
Frame Period : $95ms
Color Code - 43 (0—254)
Subsu:ri_ber Color Code Fae_s;can (When not 0 Minutes (0 — 43200)
on a Primary Color Code) :
Subscriber Color Code Wait Period for Idle -0 Minutes (0 — 60)
' . Enabled
Installation Color Code : % Disabled

'Frame Configuration
Max Range :

40 Miles (Range: 1 — 40 miles)

Downlink Data :

75 % (Range: 15 — 85 %)

Contention Slots :

3 { Range: 1 —15)

Broadcast Repeat Count :

2 (Range : 0 —2)

'Power Control

Transmit Power : 15 dBm ( Range: -30 — +25dBm ) (12dBm B /12 dBm A)
External Gain - 0 dBi ({ Range: 0 — +70 dBi )
SM Receive Target Level : -52 dBm (Range : -77 — -37 dBm) combined power
. i Enabled
Adjacent Channel Support : « Disabled

Multicast WVC : Disable v
Multicast Repeat Count : 0 (Range : 0 —2)
Multicast Downlink CIR : 0 (kbps) (Range: 0— &093 kbps)

Frame Alignment Legacy Mode :

MIMO Rate Adapt Algorithm : MIMO-AB
. SISO
Control Messages - o MIMO-A
. . . Enabled
Receive Quality Debug : + Disabled
OFF v

Choose Legacy Mode setting from the table below based on
colocated radio's software revision and sync source:

Sync SreASW [13410r 120t 2010 oo
Rev. higher e 134 12.0
_ - (DFS on) |(DFS off) | =
[Timing Port OFF OFF OFF OFF
Power Port OFF OFF ?)N (Mode [

Page 7-134



Chapter 7: Configuration Configuring radio parameters

Note
A Refer Table 143 PMP 450i SM Radio attributes - 5 GHz on page 7-141 for parameter
details

Radio page - PMP 450i AP 5 GHz

The Radio tab of the PMP 450i AP contains some of the configurable parameters that define how
an AP operates.

Note
A Only the frequencies available for your region and the selected Channel bandwidth are
displayed.

Table 142 PMP 450i AP Radio attributes - 5 GHz

'Radio Configuration )

Frequency Band : 54 GHz -
Frequency Carrier : 54800 =
Channel Bandwidth : 10MHz »
s 50 ms

Frame Period : ®25ms
Cyclic Prefix : One Sixteenth
Color Code © 0 (0—254)
Subscriber Color Code Rescan (When Minutes (0 — 43200
not on a Primary Color Code) : 0 ( )
ﬁjﬁjggcrlber Color Code Wait Period for Minutes (0 — 60)

. ) Enabled
Installation Color Code : s Disabled
'Frame Configuration )
Max Range : 2 Miles (Range: 1 — 40 miles)
Downlink Data : 75 % (Range: 15 — 85 %)
Contention Slots : 3 ( Range: 1 —15)
Broadcast Repeat Count : 2 (Range : 0 —2)

"Power Control

Transmit Power - dBm { Range: -30 — +27 dBm ) (-3 dBm % / -3 dBm

HII
External Gain : 11 dBi ( Range: 0 — +40 dBi )
SM Receive Target Level : 52 dBm (Range : -77 — -37 dBm) combined power
Multicast VC : Disable v
Multicast Repeat Count : 0 (Range : 0 —2)
Multicast Downlink CIR : 0 (kbps) (Range: 0— 6093 kKbps)
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S Registration :

© All (4501/450/430)
450i Only

= Allow

PP 430 S Reqgistration : Deny

Enabled

PMP 450/430 Legacy Mode : # Disabled

SISO

Control Messages : = MIMO-A

5150

FPMP 430 Interop Mode : 5 MIMO-A

Enabled

Receive Quality Debug : = Disahled

OFF

L4

Choose Legacy Mode setting from the table below based on
colocated radio's software revision and sync source:

. _ Sync SrcASW [13.410r (2010 12000 oo
Frame Alignment Legacy Mode : Rev higher 13.4 13.4 12 0
' (DFS on) |(DFS off) | =
Timing Port OFF loFF OFF OFF
Power Port  |OFF HOFF ?)N (Mode joep

Attribute Meaning

Frequency Band

Frequency Carrier

See Table 141 PMP 450m AP Radio attributes - 5 GHz on page 7-129

Alternate Frequency

Carrier 1 and 2 Country on page 7-72

These parameters are displayed based on Regional Settings. Refer

Channel Bandwidth

Cyclic Prefix

Frame Period

Color Code

Subscriber Color
Code Rescan (When
not on a Primary
Color Code)

Subscriber Color
Code Wait Period for
Idle

Installation Color
Code

Max Range

See Table 141 PMP 450m AP Radio attributes - 5 GHz on page 7-129

Downlink Data

See Table 141 PMP 450m AP Radio attributes - 5 GHz on page 7-129
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Contention Slots
(a.k.a. Control Slots)

This field indicates the number of (reserved) Contention slots configured
by the operator. The SM uses reserved Contention slots and unused data
slots for bandwidth requests. See Contention slots on page7-178.

Broadcast Repeat
Count

The default is 2 repeats (in addition to the original broadcast packet, for
a total of 3 packets sent for every one needed), and is settable to 1 or 0
repeats (2 or 1 packets for every broadcast).

ARQ (Automatic Repeat reQuest) is not present in downlink broadcast
packets, since it can cause unnecessary uplink traffic from every SM for
each broadcast packet. For successful transport without ARQ, the AP
repeats downlink broadcast packets. The SMs filter out all repeated
broadcast packets and, thus, do not transport further.

The default of 2 repeats is optimum for typical uses of the network as an
internet access system. In applications with heavy download broadcast
such as video distribution, overall throughput is significantly improved
by setting the repeat count to 1 or 0. This avoids flooding the downlink
with repeat broadcast packets.

Transmitter Output
Power

This value represents the combined power of the AP’s two transmitters.

Nations and regions may regulate transmitter output power. For
example

e 900 MHz, 5.4 GHz and 5.8 GHz modules are available as
connectorized radios, which require the operator to adjust power to
ensure regulatory compliance.

The professional installer of the equipment has the responsibility to
e maintain awareness of applicable regulations.
e calculate the permissible transmitter output power for the module.

e confirm that the initial power setting is compliant with national or
regional regulations.

e confirm that the power setting is compliant following any reset of
the module to factory defaults.

External Gain

This value needs to correspond to the published gain of the antenna
used to ensure the radio will meet regulatory requirements.

SM Receive Target
Level

See Table 141 PMP 450m AP Radio attributes - 5 GHz on page 7-129

Multicast VC Data
Rate

This pull down menu of the Multicast Data Control screen helps in
configuring multicast packets to be transmitted over a dedicated channel
at a configurable rate of 1X, 2X, 4X or 6X. The default value is “Disable”.
If set to the default value, all multicast packets are transmitted over the
Broadcast VC data path. This feature is available only for the PMP 450
Series and is not backward compatible with PMP 430 series of radios.
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Multicast Repeat
Count

This value is the number of packets that are repeated for every multicast
VC packet received on the AP (located under Radio tab of Configuration).
Multicast (like Broadcast) packets go over a VC that is shared by all SMs,
so there is no guaranteed delivery. The repeat count is an attempt to
improve the odds of the packets getting over the link. If the user has
issues with packets getting dropped, they can use this parameter to
improve the performance at the cost of the overall throughput possible
on that channel. The default value is 0.

Multicast Downlink
CIR

This value is the committed information rate for the multicast downlink
VC (located under the Radio tab of Configuration). The default value is 0
kbps. The range of this parameter is based on the number of repeat
counts. The higher the repeat count, the lower the range for the
multicast downlink CIR.

SM Registration All

This field allows to control registration of all type 450 Platform Family
SM including 430 Series SM(450i/450/430) or 450i Series SM only.

PMP 430 SM
Registration

This field allows to control PMP 430 SMs. It allows to configure whether
PMP 430 SMs are registered to AP or not. By default, it is enabled and
PMP 430 SM registrations are accepted.

When this field is set to disabled, PMP 430 SM’s registrations fail with
reject reason 8. This will cause SMs to lock out the AP for 15 minutes.

Note

‘i This option is not displayed if the Frame Period is set to
5 ms. This option applies only to PMP 450/450i/450m
Series APs - 5 GHz.

Control Message

Controls whether the control messages are sent in MIMO-B or MIMO-A
mode. MIMO-A is recommended. However, if an AP on 13.2 is
attempting to connect to an SM on 13.1.3 or before, changing to MIMO-
B may aid in getting the SM registered.

PMP 450/430 Legacy
mode

See Table 141 PMP 450m AP Radio attributes - 5 GHz on page 7-129

PMP 430 Interop
Mode

For n-1 compatibility, In SISO mode this forces the AP to only send
Control and Beacons over one of the RF paths.

Receive Quality
Debug

To aid in link performance monitoring, the AP and SM now report the
number of fragments received per modulation (i.e. QPSK, 16-QAM, 64-
QAM) and per channel (polarization).

Note
‘i Due to CPU load, this will slightly degrade packet per second
processing.

Frame Alignment
Legacy Mode

Behavior (non-900 MHz  Behavior (FSK 900 MHz

Mod
ode radios) radios)
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OFF

By default frame start is
aligned with devices
with Timing Port
synchronization

If the synchronization
source changes (due to
Autosync or otherwise)
the radio will
dynamically adjust its
frame start to maintain
alignment with the
default frame start
timing

By default frame start is
aligned with FSK 900
MHz devices with
Timing Port
synchronization

If the synchronization
source changes (due to
Autosync or otherwise)
the radio will
dynamically adjust its
frame start to maintain
alignment with the
default frame start
timing

ON

(Mode 1)

The radio will align with
devices running
software versions from
12.0 to 13.4.

The radio will align with
FSK 900 MHz devices
running software
versions from 12.0 to
13.4.

ON

(Mode 2)

N/A

The radio will align with
FSK 900 MHz devices
with software versions
11.2 or older.
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Radio page - PMP 450i SM 3 GHz

The Radio tab of the PMP 450i SM 3 GHz is shown in Figure 146.

Figure 146 PMP 450i SM Radio attributes - 3 GHz

'Radio Configuration )

3.5/3.6 GHz

3302.500 3303.500 3305.000 3315.000
3325.000 3335.000 3345.000 3355.000
3365.000 3375.000 3385.000 3395.000
3405.000 3415.000 3425.000 3435.000
3445000 3455.000 3465.000 3475.000
3485.000 3495.000 3500.000 = 3505.000

Custom Radio Frequency Scan Selection 3515.000 3525 000 3535 000 3545 000

Ll 3552.500 (0 3555.000 () 3565.000 [ 3575.000
3585.000 3595.000 3600.000 3652.500
3675.000 3690.000 3847 500

S MHz only
==7 MHz
== 10 MHz
==15 MHz
==20 MHz
SelectAll | [ Clear All | | Restore |
5 MHz
7 MHz
¢ 10 MHz
15 MHz
20 MHz
30 MHz
Cyclic Prefix Scan : ¢ One Sixteenth

. . Power Level
AP Selection Method - * Optimize for Throughput

Channel Bandwidth Scan :

Color Code 1- 43 (0—254) [ Priority | Primary =
_ ] Enabled
Installation Color Code - ® Disabled
] Enabled
\Large VCdataQ: * Disabled

' Additional Color Codes
Color Code : ul (0—254) / Priority |Primary =
| Add/Modify Color Code || Remove Color Code |

' Additional Color Codes Table
0 additional color codes conﬂgured

.

'Power Control

| External Gain : 17 dBi ( Range: 0 —+70 dBi)
'Advanced
Receive Quality Debug : . Eir;z%'gé

Note
A Refer Table 143 PMP 450i SM Radio attributes — 5 GHz on page 7-141 for parameter
details
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Radio page — PMP 450i SM 5 GHz

The Radio page of PMP 450i SM is explained in Table 143.

Table 143 PMP 450i SM Radio attributes - 5 GHz

Radio Configuration

4.9 GHz

[ l4942500 | la045000 [ |a047500 [ laoso.000 [ ]4052.500

| l4955.000 | lags7500 [ la960.000 [lagezs00 []4965.000

[Cl4g67.500 [lag7o.000 |_lag72500 | lag7s.000 [ |4977.500

["l4980.000 ["la9s2500 [ |agss.000 [ lase7.s00 | |s9e0000
4992500 | |4ges.000

9.1 GHz

51525 | |siss0 [ls1575 [[ls1e0.0 [ Is1625 [ 51650 [ 51675
51700 [ 51725 [ 51750 [ls177.5 [ Is1800 5125 51850
[Cs1a75 [Cls1900 [Is1025 [Cls1e50 51075 Cls2o00 [Cls2025
[Cs2050 [Cls2075 [ls210.0 Cls2125 [Cls21s0 Cls2175 [Cls2200
[Cs2025 [[ls2050 [Is2275 [ls2a00 [Is2325 [ls2aso [ ls23rs

[ Js2a00 [[ls2425 [ ]52450 [l52475

5.4 GHz

54725 [ |sar5.0 [[lsar75 [lsagoo [ lsas25 | ls4as0 | 54875
54000 [[lsa025 [ls405.0 [lsa075 [Isso00 [Clsso2s [Issos.o
[Csso7.5 [Clss10.0 [Clss125 [Clss150 [Clss175 [Clssz00 [lss225
[Css2s0 [lss275 [lss00 [lssszs [lssaso [lssazs [Clssa00

Custom Radio Frequency Scan Selection List: [(ssa25 [[lssaso [lssars [lsssoo [lsssos [[lsssso [Isss75
[Csse0.0 [Clsse2s [lsseso [Clssers [Clssron [Clssr2s [lss7s.0
[Css775 [[lsssoo [lsss2s [[lsseso [lssars [[lsssoo [Isse2s
[Cssas.0 [[lsse7s [lseoo0 [Ise025 [Iseos0 [“lssors [ Ise10.0
[Cse125 [lse150 [Ise17.5 [lse200 [Ise225 [Ise2s0 [Ise275
[sga0.0 [Iseaz2s [Ise3so [Iseazs [ Isea00 [Iseazs [ Isesso
[“ls647.5 [lseso.0 [lses2s [Clsesso [Clses7s [Clsssoo [lseszs
[Csees.0 [Clsesrs [lsero0 [Clser2s [lse7so [lssrzs [lseso.o
[Csee25 [[lsesso [lsesrs [VIseooo [Iseozs [[lsseso [Isea7s
[Cls7000 [Cls7025 [lsroso [ lsrozs [ lsr00 57125 [ls71s0
[Cs7175 [Clsz200 [ 157225
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5.7 GHz

sz2z5 57300 [Cls7325 [Clszaso [[ls7avs | lsvann | 57425

[Cs7as0 [Clsrars [Clsrs00 [Clsrses Wlsysso [Clsiszs [Clsrsno
[Cs7625 [Cls7es.0 Clsrers [Clsrroo [lsrrzs Clsrrso Clsrrrs
[(s7s00 [Clsre2s [Cls7es0 [Cls7ars [lsre00 [Clsro2s [[lsros0
[Cls7e75 [Clsso00 [Clssozs [lssoso [Clssors [Clse100 [Clsg1z2s
[Css1s50 [Clss17.5 [Clsez00 [Clsez2s [[lsezso [lsszrs | Issane

| |sg325 | lsgaso [ 1ss3zs [ lssa0o [Iseazs [ |seas0 [ |s58425

5850.0 58525 58550 58575 58600 58625 58650

58675 58700 58725 58750 58775 58800 58825

& MHz anly

== 10 MHz

<=15 MHz

<=20 MHz

<=30 MHz

FCC TDWR Band
et i P s

[ select &l | [ selectAll4s | [ Selectmlisa | [ Selectallsz | [ select allsg | [ Selectallsg |

Channel Bandwidth Scan :

5 MHz

140 Mz
[ 45 MHz
20 MHz
[ 20 Mz
40 MHz

Cyclic Prefix:

One Sixeenth

AP Selection Method :

‘_/Power Level

(@) optimize for Throughput

Color Code 1 22 (0—254)/ Priority | Primary ¥
@

Installation Color Code : — Enabled
\_/Disabled

Large VC data Qi : -.:.-Enabled
@/pisabled

Additional Color Cod
Color Code :

0 (0—254) / Priority Primary -

[ AddiMadify Color Code | [ Remove Coler Cade

Additional Color Codes Table

Mo additional color codes configured

External Gain : 3 dBi (Range: 0 — +40 dBi)

Receive Quality Debug :

{_Enabled
@ pisanbled
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Attribute Meaning
Custom Radio Check the frequencies that SM has to scan for AP transmissions. See
Frequency Scan Radio Frequency Scan Selection List on page 7-171.

Selection List

Channel Bandwidth The channel size used by the radio for RF transmission.
Scan

Note
‘i Selecting multiple channel bandwidths will increase
registration and re-registration times.

Cyclic Prefix Scan The cyclic prefix for which AP scanning is executed.

AP Selection Method Operators may configure the method by which a scanning SM selects an
AP. By default, AP Selection Method is set to “Optimize for Throughput”,
which has been the mode of operation in releases prior to 12.0.3.1.

Power Level: AP selection based solely on power level

Note
‘i For operation with a PMP 450m AP, select the Power Level
option

or

Optimize for Throughput: AP selection based on throughput optimization
- the selection decision is based on power level (which affects the
modulation state), channel bandwidth (which affects throughput) and
number of SM registrations to the AP (which affects system contention
performance).

Color Code 1 Color code allows you to force the SM to register to only a specific AP,
even where the SM can communicate with multiple APs. For registration
to occur, the color code of the SM and the AP must match. Specify a
value from 0 to 254.

Color code is not a security feature. Instead, color code is a management
feature, typically for assigning each sector a different color code.

The default setting for the color code value is 0. This value matches only
the color code of 0 (not all 255 color codes).

SMs may be configured with up to 20 color codes. These color codes can
be tagged as Primary, Secondary, or Tertiary, or Disable. When the SM
is scanning for APs, it will first attempt to register to an AP that matches
one of the SM’s primary color codes. Failing that, the SM will continue
scanning and attempt to register to an AP that matches one of the SM’s
secondary color codes. Failing that, the SM will continue scanning and
attempt to register to an AP that matches one of the SM’s tertiary color
codes. This is all done in the scanning mode of the SM and will repeat
until a registration has occurred.
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Color codes in the same priority group are treated equally. For example,
all APs matching one of the SM’s primary color codes are analyzed
equally. Likewise, this evaluation is done for the secondary and tertiary
groups in order. The analysis for selecting an AP within a priority group
is based on various inputs, including signal strength and number of SMs
already registered to each AP.

The first color code in the configuration is the pre-Release 9.5 color code.
Thus, it is always a primary color code for legacy reasons.

The color codes can be disabled, with the exception of the first color
code.

Installation Color
Code

With this feature enabled on the AP and SM, operators may install and
remotely configure SMs without having to configure matching color
codes between the modules. When using the Installation Color Code
feature, ensure that the SM is configured with the factory default Color
Code configuration (Color Code 1 is “0”, Color Code 2-10 set to “0” and
“Disable”). The status of the Installation Color Code can be viewed on
the AP Eval web GUI page, and when the SM is registered using the
Installation Color Code the message “SM is registered via ICC — Bridging
Disabled!” is displayed in red on every SM GUI page. The Installation
Color Code parameter is configurable without a radio reboot for both the
AP and SM.

External Gain

This value represents the antenna gain.

For ODUs with integrated antenna, this is set at the correct value in the
factory.

For Connectorized ODUs with external antenna, the user must set this

value to the overall antenna gain, including any RF cable loss between
the ODU and the antenna.

Large VC data Queue

SM and BH have a configurable option used to prevent packet loss in the
uplink due to bursting IP traffic. This is designed for IP burst traffic
particular to video surveillance applications.

Receive Quality
Debug

To aid in link performance monitoring, the AP and SM now report the
number of fragments received per modulation (i.e. QPSK, 16-QAM, 64-
QAM) and per channel (polarization).

Note
‘i Due to CPU load, this will slightly degrade packet per
second processing.

Note

‘; The frequencies that a user can select are controlled by the country or a region and the
Channel Bandwidth selected. There can be a case where a user adds a custom
frequency (from the Custom Frequencies page on page 7-174) and cannot see it in the
pull down menu.
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Radio page - PMP 450i AP 900 MHz

The Radio tab of the PMP 450i AP 900 MHz is described in below table Table 144.

Table 144 PMP 450i AP Radio attributes - 900 MHz

Frequency Carrier : g17.00 ¥

Channel Bandwidth : 10 MHz ¥

Cyclic Prefix One Sidesnth ¥
) ®#50ms

Frame Period ; 25 ms

Caolor Cade : G5 (0—254)

Subscriber Caolor Code Rescan (When not on

a Primary Caolor Code) :

Subscriber Color Code Wait Period for idle © o Minutes (0 —&0)
Enabled

# Disabled

Minutes (0 — 43200}

Installation Caolor Code !

o

o

Frame Configuration

Max Range : 2 Miles (Range: 1 — 120 miles)
Downlink Data : 50 % (Range: 156 — 85 %)
Contention Slots : 3 (Range:1—15)

| Broadcast Repeat Count ! 2 (Range : 0 —2)

Y

Power Control

Transmit Fower ; 25 dBm [ Range: -30 — +25 dBm ) (22 dBm B /22 dBm A)
External Gain : 0 dB ( Range: 0 — +40 dB )
| SM Receive Target Lavel 52 dBm (Range : -77 —-37 dBm) combined power )
Multicast Data Control
MulticastvC Data Rate : Disable Al
Multicast Repeat Count 0 (Range: 0 —2)
| Multicast Downlink CIR : 0 (kbps) (Range: 0— 0 kbps) )
i SIS0
Control Messages & MIMO-A
" " . Enabled
Receive Quality Debug : ® Disabled
Enabled
. S # Disabled
Pager RejectFilter - (NOTE: Frequencies 920 MHz and abave will not work when
enabled.)
OFF Al

Choose Legacy Mode setting from the table below based on
colocated 900 MHz FSK's software revision and sync source:

Frame Alignment Legacy Mode Sync Src\ SW Rev.[13.4.1 or higher|[12.0 to 13.4 |below 12.0
Timing Port OFF OFF OFF
Power Part COFF ON (Made 1)|ON (Mode 2)

s
o
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Attribute

Meaning

Frequency Carrier

Specify the frequency for the module to transmit. The default for this
parameter is None. For a list of channels in the band, see the drop-
down list on the radio GUI.

Channel Bandwidth

The channel size used by the radio for RF transmission. The setting
for the channel bandwidth must match between the AP and the SM.
The supported Channel Bandwidths are 5, 7, 10 and 20 MHz.

Cyclic Prefix

Frame Period

Color Code

Subscriber Color Code
Rescan (When noton a
Primary Color Code)

Subscriber Color Code
Wait Period for Idle

Installation Color Code

See Table 141 PMP 450m AP Radio attributes - 5 GHz on page 7-129.

Max Range

Downlink Data

Contention Slots
(a.k.a. Control Slots)

Broadcast Repeat Count

See Table 141 PMP 450m AP Radio attributes - 5 GHz on page 7-129.

Transmitter Output
Power

External Gain

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.

SM Receive Target Level

Multicast VC Data Rate

Multicast Repeat Count

Multicast Downlink CIR

Control Message

Receive Quality Debug

See Table 141 PMP 450m AP Radio attributes - 5 GHz on page 7-129

Pager Reject Filter

In 900 MHz, Pager Reject filter is placed on the AP to block Pager
signals which could cause interference to the whole band. The Pager
signals typically operate in the 928-930 frequency range. When the
filter is enabled, the signals of 920 MHz and above are attenuated
which enables better reception of signals in the rest of the band. Note
that the AP/SM should not be configured on the frequencies of 920
MHz and above when this filter is enabled.
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Frame Alignment

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.
Legacy Mode

Radio page - PTP 450i BHM 5 GHz

The Radio page of PTP 450i BHM is explained in Table 145.

Table 145 PTP 450i BHM Radio page attributes — 5 GHz

'Radio Configuration
Frequency Band : E4GHZ ¥
Frequency Carrier : 54000 v
Channel Bandwidth : 20MHz -
Cyclic Prefix : One Sixteenth

o 5.0 ms
Frame Period : © 55 ms
Color Code : 254 (0—254)

. Enabled

Large VC data Q: ® Disabled

'Frame Configuration
Downlink Data : 75 % (Range: 15 — 85 %)

Power Control

-10 dBm ( Range: -30 — +27 dBm ) (-13 dBm V / -13
dBm H)

External Gain : 0 dB ( Range: 0 — +40 dB )

Receive Quality Debug ; Egaa?all?s%

OFF v

Transmit Power :

Choose Legacy Mode setting from the table below based on
colocated radio's software revision and sync source:

- _ Sync Src\SW [13410r (12010 12010 o0,
Frame Alignment Legacy Mode : Rey higher 13.4 134 belo
' (DFS on)|(DFS off) | <
Timing Port  [[OFF OFF OFF OFF
Power Port HOFF OFF %N (Mode|
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Attribute Meaning

Frequency Band Select the operating frequency band of the radio. The supported bands
are 4.9 GHz, 5.4 GHz and 5.7 GHz.

Frequency Carrier Specify the frequency for the module to transmit. The default for this
parameter is None. For a list of channels in the band, see the drop-down
list on the radio GUI.

Channel Bandwidth The channel size used by the radio for RF transmission. The setting for
the channel bandwidth must match between the BHM and the BHS.

Cyclic Prefix OFDM technology uses a cyclic prefix, where a portion of the end of a
symbol (slot) is repeated at the beginning of the symbol to allow multi-
pathing to settle before receiving the desired data. A 1/16 cyclic prefix
means that for every 16 bits of throughput data transmitted, an
additional bit is used.

Frame Period Select the Frame Period of the radio. The supported Frame Periods are: 5
ms and 2.5 ms.

Color Code Specify a value from 0 to 254. For registration to occur, the color code of
the BHM and the BHS must match. Color code is not a security feature.
Instead, color code is a management feature, typically for assigning each
link a different color code.

Color code allows you to force a BHS to register to only a specific BHM.
The default setting for the color code value is 0. This value matches
only the color code of 0 (not all 255 color codes).

Large VC data Q Enable Large VC Q for applications that burst data high rates. Large Qs
may decrease effective throughput for TCP application.
Disable Large VC Q if application need not handle bursts of data. Large
Qs may decrease effective throughput for TCP application.

Downlink Data Specify the percentage of the aggregate throughput for the downlink
(frames transmitted from the BHM to the subscriber). For example, if the
aggregate (uplink and downlink total) throughput on the BHM is 132
Mbps, then 75% specified for this parameter allocates 99 Mbps for the
downlink and 33 Mbps for the uplink. The default for this parameter is
50%. This parameter must be set in the range of 15% - 85%, otherwise
the invalid input will not be accepted and the previously-entered valid
setting is used.

Note

‘i In order to prevent self-interference, the frame
configuration needs to align. This includes Downlink Data,
Max Range and Contention slots.

Transmit Power This value represents the combined power of the BHM's two
transmitters.

Nations and regions may regulate transmit power. For example
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e PTP 450i Series modules are available as connectorized radios,
which require the operator to adjust power to ensure regulatory
compliance.

The professional installer of the equipment has the responsibility to:
e Maintain awareness of applicable regulations.
e Calculate the permissible transmitter output power for the module.

¢ Confirm that the initial power setting is compliant with national or
regional regulations.

Confirm that the power setting is compliant following any reset of the
module to factory defaults.

External Gain

This value needs to correspond to the published gain of the antenna
used to ensure the radio will meet regulatory requirements.

Receive Quality
Debug

To aid in link performance monitoring, the BHM and BHS now report the
number of fragments received per modulation (i.e. QPSK, 16-QAM, 64-
QAM and 256-QAM) and per channel (polarization).

Note
‘i Due to CPU load, this slightly degrades the packet during
per second processing.

Frame Alignment
Legacy Mode

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.
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Radio page — PTP 450i BHS 5 GHz

The Radio page of PTP 450i BHS is explained in Table 146.

Table 146 PTP 450i BHS Radio attributes — 5 GHz

Radio Configuration

4.9 GHz

4905.000 4907500 | |4910.000 [ J4912500 |_|2915.000
I lag17.500 4920000 [Jae22500 [lag2s.000 []a027.500
[as30.000 [lagazs00 [Jae3so00 [laeazsoo []a040.000
[a0a2500 [la0as.000 [la0a7500 [laos0.000 []aas2500
[49s5.000 [Jass7500 [Jaoso.000 [Jags2500 []4a65.000
[age7.500 [lagro000 [lae7z500 [Clagrsooe [la77.500
["J4ss0.000 | l4se2500 | |aes5000 [ laee7.500 [ |4990.000

4992500 4995.000

5.1 GHz

51525 51550 | 51575 | 51600 |_|51625 | 51650 | 51675
[(s1700 [Cls1725 [Cls17s0 [Cls1775 [Cls1s00 [Cls1s2s [Cls1es0
[Cs1s75 [Cls1o00 [Cls1025 [Cls1950 [Cls1e75 [Cls2000 [Cls2025
[s2050 [Cls2o7s [Cls2100 Cls2125 [Cls2150 [Cls217.5 Cls2z00
[s2225 [Clsezso [Clszers [Clszaoo |lszaz2s | lszase [ Is2azs
52400 [ |s2425 | |soas0 | |s2475

5.4 GHz

54725 | 54750 | |5a775 | sagoo [ 54825 | |sagso | Isas7s
54900 [Clsas2s [[Isas50 [[Jsa7s [lssooo [Clssozs [[Isses.0
[Csso7s [Clss10.0 [Clss125 [Clsss0 Clss17s Mlss200 [lss22s
[Cssos0 [Clsszzs [Css3oe [Clssazs [Csssso [Clssazs [Clssano
[(ssa2s [Clssaso [[Issars [Clssson [Clsssas [lsssso [Isss7s
[Csseo.0 [Clssezs [Clsseso [Clssers [Clsszo0 [Clssrzs [Clssrso
[Cssr7.s [Clsssoo [Csss2s [Clsssso [Clssars [Clsseno [Clssezs
[Csse5.0 [Clssers [Issoo0 [Clssozs [Clssoso [Clssors [Clss10.0
[Cse125 [Clse1s0 Clse17.s Clssz00 Clseezs [Clsezsoe Clsezrs
[Cse30.0 [Clssazs [Clseaso [Clssars [Clseaon [lssazs [[lssaso
[Cspazs [Clsesoo [Clseszs [Clsesso [Clsssrs [Clsseoo [Isse2s
[Csees.0 [Clsesrs [Clsero0 [Clssr2s [lsszso [Clserzs [Clseso.o
[Cseszs [Clseaso [[lseers [Clssoon [lssozs [lsseso [[Issars
[Cs7000 [Cls7o2s [Cls7o50 |ls7o7s | ls7100 [ 57125 [ Is71s0

57175 | 57200 | |s7225

Custom Radio Frequency Scan Selection List:
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5.7 GHz

57275 5730.0 57325 D5735.0 |:|5737.5 DE’M0.0 D5742.5

[Cs7a50 [Cls7ars [Clsrsoo [Clsrs2s [Clsrsso [Clsrsrs [Clszsoo
Csre25 [Clsreso [Csrers Clsrroo Csrrzs Clsrrso Clsrrrs
[Cs70.0 [Clsrezs [sreso Clsvers [Clsreno [Clsreas [Clszeso
[Cs7e75 [[lseooo [lsso2s [lssoso [[lssors [Clsg100 [lsg12s
[ss1s0 [Clsg17s [lssz00 [Clsszzs [Clsaeso [Clsszzs [lsazno
[(sgazs [[lseaso [lseazs [lssano [[Issazs [[lseaso [sgars
[(sgs00 [[lseszs [[lsesso [lsss7s [Isseoo [lseszs [seeso
[Csgs7s [Clseron [Clser2s [Clssrso [Clssrrs [Clseson [lseszs
[sseso [Clses7s [lsseno [lssozs [sseso [lssers [lseono
[s0025 [[lseos.0 |_lse075 ||_Ise10.0 [ 59125 [ Is915.0

5020.0

5917.5
59225

5 MHz only
<= 10 MHz
<=15 MHz
<=20 MHz
<=30 MHz

[ selectal | [ Selectall 43 | [ Selectnll 51 | [ Selectallsz | [ selectallsa | [ selectallsg |

Channel Bandwidth Scan :

[ suHz

110 mHz
145 MHz
20 MHz
30 MHz
40 MHz

Cyclic Prefix :

One Sixteenth

Color Code :

212 (0—254)

Large VC data 1 :

{_Enabled
'@/ pisabled

Power Control

Transmit Power :

16 dBm (Range: -30 — +27 dBm) (13 dBmV/ 13 dBm H)

External Gain :

0 dBi (Range: 0 — +40 dBi)

Advanced

Receive Quality Debug :

{_Enabled
'@/ pisabled

Attribute

Meaning

Custom Radio
Frequency Scan
Selection List

Check any frequency that you want the BHS to scan for BHM
transmissions. See Radio Frequency Scan Selection List on page 7-171.

Channel Bandwidth
Scan

The channel size used by the radio for RF transmission.

L

Note

Selecting multiple channel bandwidths will increase
registration and re-registration times.
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Cyclic Prefix Scan

The cyclic prefix for which BHM scanning is executed.

Color Code

Color code allows to force the BHS to register to only a specific BHM,
even where the BHS can communicate with multiple BHMs. For
registration to occur, the color code of the BHS and the BHM must
match. Specify a value from 0 to 254.

The color codes can be disabled, with the exception of the first color
code.

Large VC data Q

BHM and BHS have a configurable option used to prevent packet loss in
the uplink due to bursting IP traffic. This is designed for IP burst traffic
particular to video surveillance applications.

Transmit Power

External Gain

Receive Quality
Debug

Refer Table 145 PTP 450i BHM Radio page attributes — 5 GHz on page 7-
147
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PMP 450b Series - configuring radio

Radio page — PMP 450b SM 5 GHz

The Radio page of PMP 450b SM is explained in Table 147.

Table 147 PMP 450b SM Radio attributes — 5 GHz

Radio Configuration

Custom Radio Frequency Scan Selection List:

4.9 GHz

Mo custom frequencies present.

5.1 GHz

51525 |_|5156.0
[Cs1700 Cls1725
[(s1z75 [Cls1a00
[Cs205.0 [Cls2075
[Cs2205 [Clsozs0

[ |s2400 [[s2425

9.2 GHz

52525 | 52560
52700 [Clserzs
[s287.5 [Cls290.0
53050 (53075
(53225 [Clsazs.0
53400 53425

5.4 GHz

54725 | |54750

(54900 54025
[Css075 [Clss100
[Css250 [Css275
(5425 55450
[Csse0.0 55625
[Css775 [Clss800
[(ss95.0 55075
[Csg125 [Clse15.0
[(se30.0 [se325
[Cspazs [Cses0.0
[Csee5.0 56675
[Cses25 [[sess0
V57000 [Cls7025

[CIs7175 [ 57200

[Cs1s75 [Cls1600 [ls1625 [ls1e5.0 [ I5167.5
[(s1750 Cls1775 [Cls1z00 [Cls1e2s [Cls1es0
[(s1925 [Clstes0 [ls1a75 [Clsz000 [[ls2025
[(s2100 Clsz12s [lszes0 Clso175 [Cls2200
[Cs2075 Cls2300 [ se325 [ lspaso [Is0a75
[“Js2450 | |s2475

[Cs2s75 [Clsze0.0 52625 [ 52650 [ |5267.5
[(s2750 [Cls2r7s [Clsesoo0 [Clsoezs [[lsoes0
[(s2925 [Cls2a50 [ls2075 [Clsaon0 [Jsa025
[Csa100 Clsz1zs [Clsatso Clsars [Clsazo
[(sag7s [Cls3300 [ls3325 [ lsaasg [|s3a75
[Js3450 | |53475

54775 [[ls4s00 [ |sa825 |[ |s4ss0 [ 54875

[(Ns4e50 [Clssa75 [lss000 [Clssozs [Iss050
[Css125 [Css1s0 Clssi7s Clsszo0 [ss025
[Css300 [Cssazs [Clssaso [Clssazs [Issa00
[Cssars [Cssson [lssszs [Clessso [lsss7s
[Csses0 [Cssers [lssroo [Clssres [ssrs0
[ssgos [Cssaso [lsssrs [Clsseno [Isse25
[(seo00 [Clssozs [seoso [Clssors [Iss100
[se17.5 [Clse200 [Clse22s [Clse2s.0 [lse275
[(seaso [Clssars [lseaoo [Clssazs [Issaso
[Cses2s [Clsesso [Clses7s Clseson [Cseezs
[(se700 [Clssrzs [lserso [Clssrrs [sseon
[sea7s [Clsseon [lssozs [Clsseso [Issers
[Cs7o5.0 [Cls7o7.5 [ ls7100 [ls7125 [Cls7150
57225
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9.7 GHz

57275 | ls7300 157325 [[ls7350 [[ls7azs || |s7400 | |57425

[Cs7a50 [Cls7a75 [Cls7s0.0 [Cls7s2s [Clsysso [Clsrs7s [Cls7e0o
Csre25 Clsreso Cszers Clsrroo Dsrres Clsrrso Clsrrrs
[Cs7s00 [Cls7e2s [[ls7eso [[ls7s7s [lsreo0 [Clsro2s [Clsros0
[s797.5 [Clssooo [Clssozs [Clssoso [Clssors [Clss100 [lsg1zs
[ss1s.0 [Clsg17s [Clsszo0 [Csezes [Csseso [Clsszzs [Clseseo
[(sgazs [Clsasso [[Iseszs [Issaoo [ssazs [lseaso [Isesrs
[sss0.0 [Clssses [Clsssso [Clseszs [Clsssoo [Clssezs [lsess.o
[(sge7s [lsaro0 [[Iser2s [[lssrs0 [ssrrs [lsssoo [Ises2s
[(sgss0 [Clsaezs [[Isso00 [[lssozs [lsseso [lssazs [Clseno.o
[se025 [Clseos.o | lsgezs | lse100 [ |se125 [ |se150 [Iso17s

[ Jsg200 | |sa225

5 MHz only
== 10 MHz
==15 MHz
=20 MHz
<=30 MHz

[ select all | [ select All43 | [ SelectAllsi | [ Selectalls2 | [ Selectall5g | [ selectall 5z

Channel Bandwidth Scan :

[ s Mz
10 MHz
] 15 1Hz
1 20 mHz
30 mHz

[ 40 MHz

Cyclic Prefix -

One Sixteenth

AP Selection Method :

\_/Power Level

9 Optimize for Throughput

Color Code 1 182 (0—254)/ Priority | prmary ¥
Installation Color Code -/ Enabled

'@ Disabled
Large VC data Q -/ Enabled

'@ Disabled

Additional Color Codes

Color Code :

0 (0—254) / Priority Primary -
[ AddjModify Golor Code | [ Remove Golor Gode |

Additional Color Codes Table

Mo additional color codes configured

External Gain 0 dBi (Range: 0 — +40 dBi)

Receive Quality Debug :

_JEnabled
'@ Disabled
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Attribute Meaning
Custom Radio Check the frequencies that SM has to scan for AP transmissions. See
Frequency Scan Radio Frequency Scan Selection List on page 7-171.

Selection List

Channel Bandwidth The channel size used by the radio for RF transmission.
Scan

Note
‘i Selecting multiple channel bandwidths will increase
registration and re-registration times.

Cyclic Prefix Scan The cyclic prefix for which AP scanning is executed.

AP Selection Method Operators may configure the method by which a scanning SM selects an
AP. By default, AP Selection Method is set to “Optimize for Throughput”,
which has been the mode of operation in releases prior to 12.0.3.1.

Power Level: AP selection based solely on power level

Note
‘i For operation with a PMP 450m AP, select the Power Level
option

or

Optimize for Throughput: AP selection based on throughput optimization
- the selection decision is based on power level (which affects the
modulation state), channel bandwidth (which affects throughput) and
number of SM registrations to the AP (which affects system contention
performance).

Color Code 1 Color code allows you to force the SM to register to only a specific AP,
even where the SM can communicate with multiple APs. For registration
to occur, the color code of the SM and the AP must match. Specify a
value from 0 to 254.

Color code is not a security feature. Instead, color code is a management
feature, typically for assigning each sector a different color code.

The default setting for the color code value is 0. This value matches only
the color code of 0 (not all 255 color codes).

SMs may be configured with up to 20 color codes. These color codes can
be tagged as Primary, Secondary, or Tertiary, or Disable. When the SM
is scanning for APs, it will first attempt to register to an AP that matches
one of the SM’s primary color codes. Failing that, the SM will continue
scanning and attempt to register to an AP that matches one of the SM’s
secondary color codes. Failing that, the SM will continue scanning and
attempt to register to an AP that matches one of the SM’s tertiary color
codes. This is all done in the scanning mode of the SM and will repeat
until a registration has occurred.
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Color codes in the same priority group are treated equally. For example,
all APs matching one of the SM’s primary color codes are analyzed
equally. Likewise, this evaluation is done for the secondary and tertiary
groups in order. The analysis for selecting an AP within a priority group
is based on various inputs, including signal strength and number of SMs
already registered to each AP.

The first color code in the configuration is the pre-Release 9.5 color code.
Thus, it is always a primary color code for legacy reasons.

The color codes can be disabled, with the exception of the first color
code.

Installation Color
Code

With this feature enabled on the AP and SM, operators may install and
remotely configure SMs without having to configure matching color
codes between the modules. When using the Installation Color Code
feature, ensure that the SM is configured with the factory default Color
Code configuration (Color Code 1 is “0”, Color Code 2-10 set to “0” and
“Disable”). The status of the Installation Color Code can be viewed on
the AP Eval web GUI page, and when the SM is registered using the
Installation Color Code the message “SM is registered via ICC — Bridging
Disabled!” is displayed in red on every SM GUI page. The Installation
Color Code parameter is configurable without a radio reboot for both the
AP and SM.

External Gain

This value represents the antenna gain.

For ODUs with integrated antenna, this is set at the correct value in the
factory.

For Connectorized ODUs with external antenna, the user must set this

value to the overall antenna gain, including any RF cable loss between
the ODU and the antenna.

Large VC data Queue

SM and BH have a configurable option used to prevent packet loss in the
uplink due to bursting IP traffic. This is designed for IP burst traffic
particular to video surveillance applications.

Receive Quality
Debug

To aid in link performance monitoring, the AP and SM now report the
number of fragments received per modulation (i.e. QPSK, 16-QAM, 64-
QAM) and per channel (polarization).

Note
‘i Due to CPU load, this will slightly degrade packet per
second processing.

Note

‘; The frequencies that a user can select are controlled by the country or a region and the
Channel Bandwidth selected. There can be a case where a user adds a custom
frequency (from the Custom Frequencies page on page 7-174) and cannot see it in the
pull down menu.
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PMP/PTP 450 Series — configuring radio
Radio page - PMP 450 AP 5 GHz

The Radio tab of the AP for 5 GHz is as shown in Table 148.

Table 148 PMP 450 AP Radio attributes - 5 GHz

Radio Configuration

Frequency Band : 54GHz ¥
Frequency Carrier : 54500 «
Channel Bandwidth : 20MHz »
Cyclic Prefix : Cne Sixteenth »
L 5.0 ms
Frame Period : $25ms
Color Code : 5 (0—254)
Subscriber Color Code Rescan (When not D Minutes (0 — 43200)

on a Primary Color Code)
Subscriber Color Code Wait Period for Idle - |0 Minutes (0 — 60)

= Enabled
Disabled

Installation Color Code :

 Frame Configuration

IMax Range : 2 Miles (Range: 1 — 40 miles)

Downlink Data - 75 % (Range: 15 — 85 %)

Contention Slots - 3 ( Range: 1 —15)

Broadcast Repeat Count : 2 (Range : 0 —2)

Transmit Power - 16 dBm ( Range: -30 — +22 dBm ) (13 dBmV / 13 dBm H)
External Gain : 0 dB ( Range: 0 — +40dB )

SM Receive Target Level - 52 dBm (Range : -77 — -37 dBm) combined power
Multicast VC Data Rate : Disable v

Multicast Repeat Count : 0 (Range :0—2)

Multicast Downlink CIR : 0 (kbps) (Range: 0— 0 kbps)

i N = Allow
PMP 430 SM Registration : Deny

SISO
» MIMO-A
SIS0
 MIMO-A
Enabled
= Disabled
OFF v

Control Messages -

PP 430 Interop Mode :

Receive Quality Debug :

Choose Legacy Mode setting from the table below based on
colocated radio's software revision and sync source:

: _ Sync SrcASW [13.410r 120100 12010 oo
Frame Alignment Legacy Mode : Rev higher 13.4 13.4 beio
' (DFS on) |(DFS off) |’
[Timing Port OFF OFF OFF CFF
Power Port OFF OFF %N (Mode [
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Configuring radio parameters

Attribute

Meaning

Radio Configuration,
Frame Configuration,
Power Control,
Multicast Data Control
and Advance tab

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.

PMP 430 SM Registration

PMP 450/430 Legacy
Mode

Control Messages

PMP 430 Interop Mode

Receive Quality Debug

Frame Alignment Legacy
Mode

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.
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Radio page - PMP 450 AP 3.65 GHz

Table 149 PMP 450 AP Radio attributes - 3.65 GHz

Configuring radio parameters

'Radio Configuration

Frequency Carrier : 3650.000
Channel Bandwidth : 20MHz -
Cyclic Prefix : Cne Sixteenth v
N 5.0 ms

Frame Period : ©25ms
Color Code : 5 (0—254)
Subscriber Color Code Rescan (When not .
on a Primary Color Code) - J Minutes (0 — 43200)
Subscriber Color Code Wait Period for Idle : 0 IMinutes (0 — 60)

: . Enabled
Installation Color Code : + Disabled

'Frame Configuration

Max Range : 2 Miles (Range: 1 — 40 miles)
Downlink Data : 75 % (Range: 15 — 85 %)
Contention Slots : 3 ( Range: 1 —15)

Broadcast Repeat Count : 2 (Range :0—2)

'Power Control
Transmit Power - 25
External Gain - 0

dBm ( Range: -30 — +25 dBm ) (22 dBm A / 22 dBm B)
dB ( Range: 0 —+70dB )

SM Receive Target Level : 52 dBm (Range : -77 — -37 dBm) combined power
. . Enabled
Adjacent Channel Support : + Disabled

'Multicast Data Control ’
Multicast VC Data Rate : Disable v
Multicast Repeat Count : 0 (Range : 0 —2)
Multicast Downlink CIR : 0 (kbps) (Range: 0— O kbps)
. SISO

Control Messages : o MIMO-A

. i . Enabled
Receive Quality Debug : s Disabled

Attribute Meaning

Radio Configuration,
Frame Configuration,
Power Control,
Multicast Data Control
and Advance tab

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.

Note

When the Channel bandwidth is updated from 20 MHz to 30 MHz not more than
59 subscriber can be registered.

ki
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Radio page - PMP 450 AP 3.5 GHz

Table 160 PMP 450 AP Radio attributes - 3.5 GHz

Radio Configuration

Frequency Carrier 3550001 ¥
Channel Bandwidth 10MHz ¥
Cyelic Prefix One Sixteenth ¥
" 50 ms
Frame Period : 975 ms
Color Code 35 (0—254)
Subscriber Color Code Rescan (When not ] Minutes (0 — 43200)

on a Primary Color Code) -
Subscriber Color Code Wait Period for Idle ;o Minutes (0 — 60)

Enabled

Installation Color Code : # Disabled

"

"

Frame Configuration

Max Range : Miles (Range: 1 — 40 miles)
Downlink Data - 5 % (Range: 15 — 85 %)
Contention Slots : 3 ( Range: 1—158)

Broadcast Repeat Count 2 (Range: 0 —2)

=]

(=]

Power Control

Transmit Power : 25 dBm ( Range: -30 — +25 dBm ) (22 dBm A/ 22 dBm B)

External Gain : 0 dBE ( Range: 0 — +70 dB )

SM Receive Target Level 152 dBm (Range : -77 — -37 dBm) combined power
Enabled

Adjacent Channel Support : + Disabled

e

"

Multicast Data Control

Multicast WC Data Rate : Disable A

Multicast Repeat Count : 0 (Range: 0 —2)

Multicast Downlink CIR 0 {kbps) (Range: 0— 0 kbps)

: SIS0
Control Messages : 5 MIMO-A
. e . Enabled

LREEE‘-I\.-E.‘- CQuality Debug s Disabled J
Attribute Meaning
Radio Configuration, See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.

Frame Configuration,
Power Control,
Multicast Data Control
and Advance tab
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Radio page - PMP 450 AP 2.4 GHz

Table 151 PMP 450 AP Radio attributes - 2.4 GHz

Configuring radio parameters

Radio Configuration

Frequency Carrier : 24400 ¥
Channel Bandwidth : Z0MHz ¥
Cyclic Prefix One Sicteanth ¥
. 50ms
Frame Period : % 75 ms
Calor Code ; 24 (0—254)
Subscriber Colar Code Rescan (When 5 Minutes (0 — 43200)

noton a Primary Color Code)
Subscriber Color Code Wait Period far

0 Minutes (0 — &0)

Idle :
) . ® Enabled
Installation Colar Code Disabled
Frame Configuration
Max Range : 30 Miles (Range: 1 — 40 miles)
Downlink Data : 75 % (Range: 15 — 85 %)
Contention Slots : 3 [ Range:1—15)
| Broadcast Repeat Count: ] (Range :0—2)

Power Control

Transmit Power - 23 _ dBm ( Eange: -30 — +22 dBm ) (19 dBm A/ 18
dBm B)
External Gain : 35 dB [ Range: 0 —+35 dB )
\SM Feceive Target Level 52 dBm (Range :-77 —-37 dBm) combined power
Multicast Data Control
MulticastW'C Data Rate : Disable
Multicast Repeat Count : ] [Ftange 0—2)
EMuIticast Downlink CIR : ] (kbps) (Range: 0— 0 kbps) |
. sls0
Control Messages & MIMO-A
. . . # Enabled
Feceive Quality Debug : Disabled
Attribute Meaning
Radio Configuration, See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.

Frame Configuration,
Power Control,
Multicast Data Control
and Advance tab
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Radio page - PMP 450 SM 5 GHz

Table 162 PMP 450 SM Radio attributes — 5 GHz

Configuring radio parameters

Radio Configuration

Custom Radio Frequency Scan Selection List :

54 GHz

5472.5
| 54875
55025
55175
[s532.5
[s547.5
[Css62.5
[s5775
55025
[s607.5
[s622.5
[ls637.5
[s652.5
[Cs667.5
[Cses2.5
5607 5
[s712.5
5.7 GHz

57275
[ ls742.5
[Cs757.5
[Cs772.5
[Cs7s7.5
[Css02.5
[Css17.5
| l5832.5

5847 5
58525
58725
580925

5 MHz only

== 10 MHz

==15 MHz

<=20 MHz
<=30 MHz

5475.0
[[I5490.0
[[I5505.0
[Is520.0
[Css35.0
[Css50.0
[ss65.0
[[s580.0
55950
[1s610.0
[Is625.0
[15640.0
[ se55.0
[[se70.0
[Cse85.0
57000
[ 157150

5730.0
57450
[Cs760.0
[Cs775.0
¥l5790.0
[CIs805.0
[Cs820.0
| |5835.0

5850.9

58859

5580.0

5477.5
5492 5
[Clss07.5
[Clss22.5
[Clss37.5
[Clss52.5
[Clss67.5
5582 5
5597 5
[ls612.5
[s627.5
[15642.5
[l ses57.5
[Clser2.5
[Clses7.5
57025

5717.5

57325
57475
[Cs762.5
Clsrr7s
[Cs792:5
[CIss07.5
[Cls822.5
[[l5837.5

58525

58675

[ |5480.0
[Clsa95.0
[Css10.0
[Css25.0
[Cs540.0
[Clss55.0
[Css70.0
[[ss85.0
["15600.0
[s615.0
[Is630.0
[15645.0
[Cse60.0
[Clse7s.0
¥lse00.0
[Cs705.0

5720.0

[ls735.0
[s750.0
[5765.0
[Cs780.0
[5795.0
[Css10.0
[Css25.0
[5840.0

58550

5870.9

[ 154825
54075
[Clss12.5
[Clss27.5
55425
55575
[Clss72.5
[Is587.5
[ 156025
[5617.5
[s632.5
[15647.5
[ s662.5
Clser7.5
[se02.5
| 57075

5722.5

[Is7375
57525
[Cs767.5
[Cls7s25
[Cs7975
[Css12.5
[Cs827.5

5842.5

58575

58725

5000 5
=

58075

5005 O

58875

| |5485.0
[CIs500.0
[Cs515.0
[CIs530.0
[Css45.0
[Css60.0
[Css75.0
[ss90.0
[ ls605.0
[ls620.0
[Is635.0
[ ls650.0
[Cse65.0
[CIses0.0
[Cse9s5.0
[ ls710.0

| ls740.0
Vls7s5.0
[Cls770.0
[Cls78s.0
[Cls800.0
[Clss15.0
[ |ss30.0
5845.0
5880.9
58750
5800.9

FCC TD'WR Band

Bl Heble o bk

5]

[ Select Al | [ Select All 5.4 | [ Select All5.7 | [ Clear All | [ Restore
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] 5 MHz
110 MHz
Channel Bandwidth Scan : D 15 MAz
20 MHz
1 30 MHz
40 MHz
Cyclic Prefix : Cne Sixteenth
AP Selection Method : ~Power Level
'@ Optimize for Throughput
Color Code 1 : 212 (0—254) [ Priority | Primary +
@
Installation Color Code - - Enabled
_/'Disabled
Large VC data Q : '/ Enabled
'@/Disabled
Additional Color Codes
Color Code - 0 (0—254) / Priority Primary -
[ Add/Modify Color Code | [ Remove Color Code |

Additional Color Codes Table

Color Code Priority
0 Primary
10 Primary
20 Primary
30 Secondary
50 Tertiary
100 Tertiary
120 Primary
130 Secondary
140 Secondary
1 Primary
200 Secondary

Power Control

External Gain : 0 dBi (Range: 0 — +40 dBi)
Advanced
Receive Quality Debug : - Enabled
'@/Disabled
Attribute Meaning
Custom Radio Check the frequencies that SM has to scan for AP transmissions. See
Frequency Scan Radio Frequency Scan Selection List on page 7-171.

Selection List

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.

Page 7-163



Chapter 7: Configuration

Radio page - PMP 450 SM 3.65 GHz

Table 1563 PMP 450 SM Radio attributes — 3.65 GHz

Configuring radio parameters

“Radio Configuration

Custom Radio Freguency Scan Selection
List :

S3H0L500
3510000

SE03500 SHOELLE
3515000 3552 500

S3EOL508
3553500

3565000
ot

=
m
=
BFe53 500,
=
3592500
[3597.000
[03740.000
[13747.500
[03792.500

38000049

5 MHz only
==7 MHz

== 10 MHz
==15 MHz
==20 MHz

35674500 | | 3860-000

213602, 5001813603 500)
B13610.000 BI3615 000
= 3645.000|I813646.500)
/3650.010]E13652 500)
= 3655.000|1813657.000)
13675.000]I81360 000}

[J3695.000 [13696.000
[J3697.500 [13700.000
03742500 [13745.000
[J3750.000 [13785.000
[]3795.000 [13796.500

| selectan | | clearAll | | Restore

3566-:000

213605000
13640.000)
B3647.500)
13653000
= 3657.500)
13692.000)

[1:3696.500
[1:3735.000
[1:3746.500
[1:3790.000
[13797.500

Channel Bandwidth Scan :

5 MHz
[ 7 MHz
[ 10 MHz
[ 15 MHz
[J 20 MHz
[J 30 MHz

Cyclic Prefix Scan :

One Sixteenth

AP Selection Method :

O Power Level
® Optimize for Throughput

Color Code 1 - [0 |(0—254)/ Priority |Primary v
i . ® Enabled
Installation Color Code : O bisabled
(@]
Large VC data Q : r.. g;‘.szt?)l'l‘::(ll

‘ Additional Color Codes
Color Code :

[0 ](o—254)/ Priority

| Add/Modify Color Code || Remove Color Code |

“Additional Color Codes Table

No additional color codes configured

"Power Control

External Gain - 0 dBi ( Range: 0 — +70 dBi )

Advanced

Receive Quality Debug : E. g;;zﬂ;%
Attribute Meaning
Custom Radio Check the frequencies that SM has to scan for AP transmissions. See
Frequency Scan Radio Frequency Scan Selection List on page 7-171.

Selection List

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.
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Radio page - PMP 450 SM 3.5 GHz

Table 164 PMP 450 SM Radio attributes — 3.5 GHz

"Radio Configuration

[13302.500 [13303.500 13352.000 [13352.500
[ 1:3397.500 L E00 S4E8-000 HEOEL0G
SEEEE00

5 MHz only
Custom Radio Frequency Scan Selection  ==7 MHz
List =L L7
2=15 MHz
==20 MHz
==30 MHz
Bold only available with Engineering Key
| SelectAll || Clear All || Restore

5 MHz
[ 7 MHz
1 10 MHz
Channel Bandwidth Scan : [115 MHz
[ 20 MHz
[ 30 MHz
Cyclic Prefix Scan : One Sixteenth
) ' Power Level
AP Selection Method : — T
® Optimize for Throughput
Color Code 1 : 0 (0—254) [ Priority Primary
Installation Color Code ' E;gﬂ;%
' Enabled
Large VC data Q : @ Disabled
Additional Color Codes
Color Code - [0 ](0—254) Priority

| AddModify Color Code || Remove Color Code |

" Additional Color Codes Table

No additional color codes configured

"Power Control
External Gain : o |dBi(Range: 0 —+70dBi)
Advanced
Receive Quality Debug : _ E?s;?a?::lg{lj
Attribute Meaning
Custom Radio Check the frequencies that SM has to scan for AP transmissions. See
Frequency Scan Radio Frequency Scan Selection List on page 7-171.

Selection List

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.
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Radio page - PMP 450 SM 2.4 GHz

Table 165 PMP 450 SM Radio attributes — 2.4 GHz

Configuring radio parameters

Radio Configuration

Custom Radio Frequency Scan Selection List :

24025 | 24050 []24075
(24175 [J24200 []24225
(24325 [N24350 []24375
(24475 [[l24500 []24525
(24625 [l2465.0 [l24675

[ 24775 | 24800

5 MHz only
<= 10 MHz

==15 MHz
==20 MHz

[ Select All | | Clear All | [ Restore |

["l2a100 [ 24125 []2a150
(24250 [[l24275 [[]24300
V124400 [l24425 [[I24450
(24550 [[24575 [[l24600
["l2a700 [ l24725 [ 24750

Channel Bandwidth Scan :

[ 5 MHz
10 MHz
] 15 MHz
] 20 MHz
] 30 MHz

Cyclic Prefix :

One Sixteenth

AP Selection Method -

() power Level
@) Optimize for Throughput

Color Code 1 : 0 (0—254) / Priority | Primary
Installation Color Code - '/ Enabled

@/ Disabled
Large VC data Q : '/ Enabled

@/ Disabled

Additional Color Codes

Color Code :

0 {(0—254)/ Priority Primary

| Add/Madify Color Code | [ Remove Calor Code |

Additional Color Codes Table

Color Code Priority
10 Primary

Power Control

External Gain :

1 dBi (Range: 0 — +40 dBi)

Advanced

Receive Quality Debug :

() Enabled
@ Disabled

Attribute Meaning

Custom Radio
Frequency Scan
Selection List

Check the frequencies that SM has to scan for AP transmissions. See
Radio Frequency Scan Selection List on page 7-171.

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.
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Radio page - PMP 450 SM 900 MHz

Table 156 PMP 450 SM Radio attributes 900 MHz

Configuring radio parameters

'Radio Configuration )

Custom Radio Frequency Scan Selection List -

Channel Bandwidth Scan :

Cyclic Prefix Scan :
AP Selection Method -
Color Code 1 :

Installation Color Code :

Large VC data Q

904.50 905.00 905.50 906.00 906.50 907.00
907.50 908.00 908.50 909.00 909.50 910.00
910.50 911.00 911.50 912.00 912.50 913.00
913.50 914.00 914 50 915.00 91550 816.00
916.50 = 917.00 917.50 918.00 915.50 919.00
919.50 920.00 920.50 921.00 921.50 922.00
92250 923.00 92:3.50 924.00 92450 92475
925.00 925.50

5 MHz only

<=7 MHz

<= 10 MHz

| SelectAll | | Clear All | | Restore |
3 MHz
T MHz

< 10 MHz
20 MHz

¢ (One Sixteenth
Power Level
= Optimize for Throughput
65 (0—254) / Priority | Frimary =
Enabled
= Disabled
Enabled
® Disabled

Color Code :

' Additional Color Codes ’

| Add/Modify Color Code || Remove Color Code |

5 (0—254) / Priority | Tertiary v

Color Code Eriority
0 Primary
1 Secondary
5 Tertiary

e

.

Additional Color Codes Table

"Power Control

| External Gain : 0 dB ( Range: 0 — +40 dB )
"Advanced
Receive Quality Debug : ; Eir;aa?nllzcé

.

Attribute Meaning

Custom Radio
Frequency Scan
Selection List

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.

Channel Bandwidth
Scan

Cyclic Prefix Scan

AP Selection Method

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.
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Color Code 1

Installation Color
Code

Large VC data Queue

Color Code

External Gain See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135
Receive Quality See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-135.
Debug

Note

‘i The frequencies that a user can select are controlled by the country or a region and the
Channel Bandwidth selected. There can be a case where a user adds a custom
frequency (from the Custom Frequencies page on page 7-174) and cannot see it in the
pull down menu.
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Radio page - PTP 450 BHM 5 GHz

Table 167 PTP 450 BHM Radio attributes -5 GHz

Frequency Band - 54GHz ¥
Frequency Carrier : 56800 v
Alternate Frequency Carrier 1 : 54025 v
Alternate Frequency Carrier 2 : 54850 «
Channel Bandwidth : 20MHz *
Cyclic Prefix - One Sixteenth
Color Code : 5 (0—234)
Enabled
Large VC data Q : + Disabled

"Frame Configuration
Downlink Data - 50 |% (Range: 15 — 85 %)

Power Control
Transmit Power : 3 dBm ( Range: -30 — +3 dBm ) (0 dBm Vv / 0 dBm H)

External Gain : 17 dB ( Range: 0 — +40dB )

Receive Quality Debug - ; E:;Zgllee%

OFF v

Choose Legacy Mode setting from the table below based on
colocated radio's software revision and sync source:

12.0to 12.0to
Sync Srch SWo [[13.4.1 or below
Frame Alignment Legacy Mode : R':;v higher 13.4 13.4 12.0
) (DFS on) |(DFS off) :
[Timing Port OFF OFF OFF OFF
Power Port OFF OFF '%N (Mode oee

Attribute Meaning

Refer Table 145 PTP 450i BHM Radio page attributes — 5 GHz on page 7-147 for all parameters
details.
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Radio page - PTP 450 BHS 5 GHz

Table 168 PTP 450 BHM Radio attributes -5 GHz

Radio Configuration

5.4 GHz

5472.5 5475.0 54775 D5480.0 D5482.5 D5485.0 D548?.5

54000 [Clsa025 [[Isa050 [lsa075 [lss000 [lssozs [lssos.0
[ssor.s [Clss100 Clss12s Clssiso Clss17.s Clss2o0 [Clssezs
[Cssos.0 [Clss27s [[lssa00 [Clssazs [lssaso [lss3zs [[lssa00
[(ssa2s [Clssaso [[Issars [lssso0 [lsss2s [lsssso [lsss7s
Csse0.0 Clssezs [Csseso Clssers Clsstoo Clssrzs [Cssrso
[(ss775 [lssgoo [[Issezs [[lsssso [Issers [lsseo0 [lsso2s
[[ss05.0 [Clsso75 [[Iseo0.0 [lssozs [Issos.0 [lse075 [lse10.0
[se125 [Clse1s0 [Cse17.5 [Clsez00 [Clsezzs Clseeso [seers
[(s630.0 [Clse3zs [[Iseaso [lseazs [Issano [lseazs [[Iseaso
[sears [Clseson [lses2s [Clsesso [lses7s [lseson [lses2s
[sees0 Clsesrs [Clseroo [Clserzs [Clserso Clserzs [Clsesoo
[(ses2s [seeso [Isee7s [lseoo.o [Issazs [Iseoso [Iseo7s
[Cs7000 [Clsrozs [Cls7os0 [ ls7o7s | 57100 [ ls7125 [ ls7150
57175 57200 | |57225

Custom Radio Frequency Scan Selection List :
5.7 GHz

57275 | 57300 [ 57325 [Cls7as0 [Clszazs [Clsra00 [ lsma2s
[(s74s0 [Cls7a7s [Cls7s00 [Clsrs2s [Clsrsso [Clszs7s [Cls7s0.0
[Cs7625 [Cls7es.0 Clszers [Clsrroo [Clsrrzs Clsrrso Clsrrrs
[Cs7s00 [Cls7e2s [[Is7as0 [ls7e7s [ls7o00 [ls7025 [[ls7950
[(s7975 [Clssooo [lseozs [lssoso [lssors [Clse100 [lss1zs
[(sg150 [Clsg17.5 [lsez00 [lseozs [Iseeso [Clsezrs [lss300
[(seazs [Clssaso [Issars [[lsea0n [lseazs [lssaso [[lssars
[Cseso0 [lsss2s [Issssa [lses75 [¥]sesoo [Isss2s [[lsses0
[Csge75 [Clssro.0 [lsezes [Clserso [Clser7s [Clseson | lsss2s
| lsggs0 | |sss7.s | |seson0 | Isee2s | sgeso | ssers
5 MHz only
<= 10 MHz
<=15 MHz
==20 MHz

<=30 MHz

[ select il | [ Select alisa | [ Selectall 57 | [ lear all | [ Restore |
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5 MHz
10 MHz
Channel Bandwidth Scan 15 MHz
v 20 MHz
v] 30 MHz
v'| 40 MHz
Cyclic Prefix : One Sixteenth
Color Code uz  (0—254)
Large VC data @r: Enabled
9/ Disabled
Transmit Power : 15 dBm (Range: -30 — +22 dBm) (12 dBm ¥/ 12 dBm H)
External Gain ; o dBi (Range: 0 — +40 dBi)
Receive Quality Debug : Enabled
9/ Disabled

Attribute Meaning

Refer Table 146 PTP 450i BHS Radio attributes — 5 GHz on page 7-150 for all parameters details.

Radio Frequency Scan Selection List

The SM or BHS scans complete spectrum as per Full Spectrum Band Scan feature. SMs or BHS
first boot into the smallest selected channel bandwidth (10 MHz, if selected) and scan all selected
frequencies across both the 5.4 GHz and 5.7 GHz frequency bands.

After this scan, if a wider channel bandwidth is selected (20 MHz), the SM/BHS automatically
changes to 20 MHz channel bandwidth and then scans for APs/BHSs. After the SM/BHS finishes
this final scan it will evaluate the best AP/BHM with which to register. If required for registration,
the SM/BHS changes its channel bandwidth back to 10 MHz to match the best AP/BHM.

The SM/BHS will attempt to connect to an AP/BHM based on power level (which affects the
modulation state), channel bandwidth (which affects throughput) and number of SM/BHS
registrations to the AP/BHM (which affects system contention performance).

If it is desired to prioritize a certain AP/BHM over other available APs/BHMs, operators may use the
Color Code Priority feature on the SM/BHS. Utilization of the Color Code feature on the AP/BHM is
recommended to further constrain the AP selection.

If the SM does not find any suitable APs/BHMs for registration after scanning all channel
bandwidths, the SM restarts the scanning process beginning with the smallest configured channel
bandwidth.

Selecting multiple frequencies and multiple channel bandwidths impacts the SM/BHS scanning
time. The biggest consumption of time is in the changing of the SM/BHS channel bandwidth
setting.

The worst case scanning time is approximately two minutes after boot up (SM/BHS with all
frequencies and channel bandwidths selected and registering to an AP/BHM at 10 MHz). If only one
channel bandwidth is selected the time to scan all the available frequencies and register to an
AP/BHM is approximately one minute after boot up.
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Other scanning features such as Color Code, Installation Color Code, and RADIUS authentication
are unaffected by the Full Band Scan feature.

Dedicated Multicast Virtual Circuit (VC)

A Multicast VC allows to configure multicast packets to be transmitted over a dedicated channel at
a configurable rate of 1X, 2X, 4X or 8X. This feature is available only for the PMP 450 and PMP 450i
and is not backward compatible with PMP 430 series of radios.

To configure Multicast VC, the AP must have this enabled. This can be enabled in the “Multicast
Data Control” section (under Configuration > Radio page). The default value is “Disable”. If set to
the default value, all multicast packets are transmitted over the Broadcast VC data path. To enable,
select the data rate that is desired for the Multicast VC Data Rate parameter and click Save
Changes button. The radio requires no reboot after any changes to this parameter.

The multicast VC allows three different parameters to be configured on the AP. These can be
changed on the fly and are saved on the flash memory.

Note

‘; If the Multicast VC Data Rate is set to a modulation that the radio is not currently
capable of or operates in non-permitted channel conditions, multicast data is sent but
not received.

Ex: If Multicast VC Data Rate is set to 6x and the channel conditions only permit 4x
mode of operation, then multicast data is sent at 6x modulation but the SM will not
receive the data.

Note

A The PMP 450 AP supports up to 119 VCs (instead of 238 VCs) when configured for 30
MHz channel bandwidth or 5 ms Frame Period. This limitation is not applicable for
PMP 450i/450m Series.

Note
A e Actual Multicast CIR honored by the AP = Configured Multicast CIR/ (Multicast
Repeat Count + 1).

e Increasing the Multicast data rate has no impact on the Unicast data rate.

e For multicast and unicast traffic mix scenario examples, see Table 159.

Table 159 Example for mix of multicast and unicast traffic scenarios

Repeat Multicast Data Unicast Data Aggregate DL Data
Count Rate (Mbps) Rate (Mbps) Rate (Mbps)

0 10 40 50

1 5 40 45

2 3.33 40 43.33
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The statistics have been added to the Data VC page (under Statistics > Data VC). The table displays
the multicast row on the PMP 450 Platform Family AP. The SM displays the multicast row if it is a
PMP 450 Platform Family.

Figure 147 Multicast VC statistics

Data WC Statistics (CoS: 00 = Lowest Pricrity, 07 = Highest Priority)

Mote: To measure the receive modulation of every fragment, Receive Quality Debug must be enabled.
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The AP and SM display Transmit and Receive Multicast Data Count (under the Statistics >
Scheduler page), as shown in Figure 148.

Figure 148 Multicast scheduler statistics

Radio Statistics

Transmit Unicast Data Count : 20778
Transmit Broadcast Data Count : 13
Transmit Multicast Data Count : 0
Receive Unicast Data Count : 20828
Receive Broadcast Data Count : 206042
Receive Multicast Data Count : 0
Transmit Control Count : 160
Receive Control Count : 39

In Sync Count : 62

Out of Sync Count :

Cwerrun Count :

Underrun Count :

Receive Corrupt Data Count :

Receive Corrupt Control Data Count :
Receive Bad Broadcast Control Count

=

o |o|o|lala

Unsupported Feature Beacon
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Old Version Beacon Received :
Wrong Frequency Beacon Received :
MNon Lite Beacon Received :

Bad In Sync 1D Received :

Rcv LT Start :

Rcv LT Start HS

Rcv LT Result :

Xmt LT Result :

Frame Too Big :

| Bad Acknowledgment :
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Custom Frequencies page

In addition to the Radio tab, AP/SM/BH has another tab called Custom Frequencies as shown in
Table 160.

The custom frequency tab allows to configure custom frequency at 1 KHz raster. It means that the
custom frequencies can be at granularity of 1 KHz e.g. 4910.123 MHz, 4922.333 MHz, 4933.421 MHz
etc.

; Note
Ensure that a customer frequency exists before using SNMP to set the radio to a
Custom Frequency.

Table 160 450 Platform Family AP/SM/BH Custom Frequencies page — 5 GHz

'Custom Frequencies Configuration ’

Custom Frequency Configuration : 4950.000 | MHz ( Range: 4902 500 — 4997 500 MHz )

Add Frequency || Remove Frequency || Add Default Frequencies || Remove All Custom Frequencies

'Custom Frequencies ’

Number of Custom Frequencies : 12
4905.000 MHz
4910.000 MHz
4915.000 MHz
4920.000 MHz
4925000 MHz
4930.000 MHz
4935.000 MHz
4940.000 MHz
4945 000 MHz
4950.000 MHz
4980.000 MHz
| 4890.001 MHz

Attribute Meaning
Custom Frequency Custom frequencies with a channel raster of 1 KHz can be added from
Configuration the available range by keying in the frequency and then clicking the Add

Frequency button. Click Remove Frequency button to delete a specific
frequency keyed in the text box.

Click Default Frequencies button to add a pre-defined list of frequencies
that can be used in this band. This list can be reduced or increased by
manually removing or adding other custom frequencies.

Custom Frequencies  Displays the complete list of user configured custom frequencies.
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Table 161 PMP/PTP 450 SM/BH Custom Frequencies page — 3.65 GHz

'Custom Frequencies Configuration "

Custom Frequency Configuration - |0000.000 MHz ( Range: 3552.500 — 3797.500 MHz )
| Add Frequency || Remove Frequency || Default Frequencies |

b

‘Custom Freguencies "

Number of Custom Frequencies : 27
3552500 MHz
3554500 MHz
3555000 MHz
3564100 MHz
3564200 MHz
3564 500 MHz
3652 500 MHz
3655000 MHz
3657500 MHz
3660.000 MHz
3662500 MHz
3665000 MHz
3667500 MHz
3670000 MHz
3672.500 MHz
3675.000 MHz
3677500 MHz
3680.000 MHz
3682500 MHz
3685000 MHz
3687500 MHz
3690000 MHz
3692 500 MHz
3695000 MHz
3697 500 MHz
3700000 MHz
| 3750.000 MHz

A

Attribute Meaning
Custom Frequency Custom frequencies with a channel raster of 1 KHz can be added from
Configuration the available range by keying in the frequency and then clicking the Add

Frequency button. Click Remove Frequency button to delete a specific
frequency keyed in the text box.

Click Default Frequencies button to add a pre-defined list of frequencies
that can be used in this band. This list can be reduced or increased by
manually removing or adding other custom frequencies.

Custom Frequencies  Displays the complete list of user configured custom frequencies.
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Table 162 PMP/PTP 450 SM/BH Custom Frequencies page — 3.5 GHz

Custom Frequencies Configuration

Custom Frequency Configuration : 0000.000 MHz { Range: 3302.500 — 3597 500 MHz }
| Add Frequency || Remove Frequency || Default Frequencies |

e

Custom Frequencies

Mumber of Custom Frequencies : 66
3302500 MHz
3302501 MHz
3302555 MHz
3302600 MHz
3302655 MHz
3305.000 MHz
3310.000 MHz
3315.000 MHz
3320.000 MHz
3325.000 MHz
3330000 MHz
3335.000 MHz
3340.000 MHz
3345000 MHz
3350.000 MHz
3355000 MHz
3360.000 MHz
3365.000 MHz
3370.000 MHz
3375.000 MHz
3380.000 MHz
3385.000 MHz
3390.000 MHz
3395000 MHz
3400.000 MHz
3405.000 MHz
3410.000 MHz

r,

Attribute Meaning
Custom Frequency Custom frequencies with a channel raster of 1 KHz can be added from
Configuration the available range by keying in the frequency and then clicking the Add

Frequency button. Click Remove Frequency button to delete a specific
frequency keyed in the text box.

Click Default Frequencies button to add a pre-defined list of frequencies
that can be used in this band. This list can be reduced or increased by
manually removing or adding other custom frequencies.
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DFS for 5 GHz Radios

Dynamic Frequency Selection (DFS) is a requirement in several countries and regions for 5 GHz
unlicensed systems to detect radar systems and avoid co-channel operation. DFS and other
regulatory requirements drive the settings for the following parameters, as discussed in this
section:

e Country Code
e Primary Frequency
e Alternate 1 and Alternate 2 Frequencies

e External Antenna Gain
On the AP, the Home > DFS Status page shows current DFS status of all three frequencies and a
DFS log of past DFS events.

Figure 149 AP DFS Status

“Current DFS Status

Primary RF Carrier Frequency : Active, 5485 Mhz, Normal Transmit
Alternate RF Carrier Frequency 1: Standby, 5570 Mhz, Available for use
Alternate RF Carrier Frequency 2 : Standby, 5585 Mhz, Available for use
| DFS Detections 0 )

“DFS Event History

Time: 01/01/2011 : 04:39:52 UTC Event: Channel Availability Check, Freq: 5485 MHz
LTime: 01/01/2011 - 04:40:58 UTC Event: Start Transmit, Freq: 5485 MHz

\

DFS operation

The ODUs use region-specific DFS based on the Country Code selected on the module’s
Configuration, General page. By directing installers and technicians to set the Country Code
correctly, the operator gains confidence the module is operating according to national or regional
regulations without having to deal with the details for each region.

The details of DFS operation for each Country Code, including whether DFS is active on the AP,
SM, and which DFS regulations apply is shown in Table 261 on page 10-48.
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Contention slots

The SM uses reserved Contention slots and unused data slots for bandwidth requests.

Uplink Data Slots are used first for data. If they are not needed for data in a given frame, the
remaining data slots can be used by the SMs for bandwidth requests. This allows SMs in sectors
with a small number of Contention slots configured to still successfully transmit bandwidth
requests using unused data slots.

A higher number of Contention slots give higher probability that a SM’s bandwidth request is
correctly received when the system is heavily loaded, but with the tradeoff that sector capacity is
reduced, so there is less capacity to handle the request. The sector capacity reduction is about 200
kbps for each Contention slot configured in a 20 MHz channel at QPSK MIMO-A modulation. The
reduction in sector capacity is proportionally higher at MIMO-B modulations (2 times at QPSK
MIMO-B, 4 times at 16 QAM MIMO-B, 6 times at 64 QAM MIMO-B and 8 times at 266 QAM MIMO-
B). If very few reserved Contention slots are specified, then latency increases in high traffic
periods. If too many are specified, then the maximum capacity is unnecessarily reduced.

The suggested Contention slot settings as a function of the number of active SMs in the sector are
shown in the table below.

Table 163 Contention slots and number of SMs

Number of SMs Recommended Number of Contention slots
1to0 10 3
11 to 50 4
51 to 150 6
151 and above 8

In a typical cluster, each AP must be set to the same number of Contention slots to assure proper
timing in the send and receive cycles. However, where high incidence of small packets exists, as in
a sector that serves several VolP streams, additional Contention slots may provide better results.
For APs in a cluster of mismatched Contention slots setting, or where PMP 450/450i Series is
collocated with radios using different technologies, like PMP 430 or FSK, in the same frequency
band, use the frame calculator. To download the PMP 450 Contention Slots Paper, see

http://www.cambiumnetworks.com/solution-papers/pmp-450-contention-slots.

For co-location of radios with mismatched configuration parameters, see the co-location tool
available here:

https://support.cambiumnetworks.com/files/colocationtool/
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MIMO-A mode of operation

450 Platform Family supports MIMO-B mode using the following modulation levels: QPSK, 16-
QAM, 64-QAM and 256-QAM. System Release 13.2 introduces MIMO-A mode of operation using
the same modulation levels as the MIMO-B mode. With MIMO-B, the radio sends different streams
of data over the two antennas whereas with MIMO-A, the radio uses a scheme that tries to
optimize coverage by transmitting the same data over both antennas. This redundancy improves
the signal to noise ratio at the receiver making it more robust, at the cost of throughput.

In addition to introducing MIMO-A modes, improvements have been made to the existing rate
adapt algorithm to switch between MIMO-A and MIMO-B seamlessly without any intervention or
added configuration by the operator. The various modulation levels used by the 450 Platform
Family are shown in Table 164.

Table 164 450 Platform Family Modulation levels

Rate MIMO-B MIMO-A

QPSK 2X MIMO-B 1X MIMO-A
16-QAM 4X MIMO-B 2X MIMO-A
64-QAM 6X MIMO-B 3X MIMO-A
265-QAM 8X MIMO-B 4X MIMO-A

System Performance

For System Performance details of all the 450 Platform Family ODUs, refer to the tools listed below:

e Link Capacity Planner for PMP/PTP 450 and 450i:
https://support.cambiumnetworks.com/files/capacityplanner/

e LINKPlanner for PMP/PTP 450/450i and PMP 450m:

https://support.cambiumnetworks.com/files/linkplanner/
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Table 165 Co-channel Interference per (CCI) MCS

MCS of Victim MCS of Interferer Channel BW (MHz) CCI

1X (QPSK SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 10 dB
or 40

2X (16-QAM SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 17 dB
or 40

3X (64-QAM SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 25 dB
or 40

1X (QPSK MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 7 dB
or 40

2X (16-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 14 dB
or 40

3X (64-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 22 dB
or 40

4X (256-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 30dB
or 40

2X (QPSK MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 10 dB
or 40

4X (16-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 17 dB
or 40

6X (64-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 25 dB
or 40

8X (256-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 33dB
or 40

Table 166 Adjacent Channel Interference (ACl) per MCS

MCS of Victim MCS of Interferer Channel BW (MHz) ACI Guard Band
1X (QPSK SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, None
-16 dB

or 40

2X (16-QAM SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40

3X (64-QAM SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40

1X (QPSK MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 13 dB None
or 40

2X (16-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 13 dB None
or 40
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3X (64-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 13 dB None
or 40

4X (256-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 10 dB None
or 40

2X (QPSK MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40

4X (16-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40

6X (64-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40

8X (266-0AM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 10 dB None
or 40

Guard Band

When synchronized, no Guard Bands are needed for the 450" and 450i Series.

For PMP 450 AP (3.6 GHz) and 450 platform APs with 450b SM (5 GHz) connected, Configuration ->
Radio -> Power Control -> Adjacent Channel Support must be enabled.

Enabled

Adjacent Channel Support : # Disabled

Improved PPS performance of 450 Platform Family

The 450m, 450i, and 450b Series provides improved packets per second (PPS) performance
compared to 450 Series.

Through hardware and software enhancements, the PPS performance of the PMP 450i Series AP
and PMP 450b SM has been improved to 40k packets/second, measured through a standard
RFC2544 test using 64 bytes packets. With this enhancement, operators are able to provide higher
bandwidth including better VolP and video services to end customers using existing SM
deployments.

PMP 450m supports 100k packets/second.
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Setting up SNMP agent

Operators may use SNMP commands to set configuration parameters and retrieve data from the
AP and SM modules. Also, if enabled, when an event occurs, the SNMP agent on the 450 Platform
Family sends a trap to whatever SNMP trap receivers configured in the management network.

e SNMPv2c
e SNMPv3
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Configuring SM/BHS's IP over-the-air access

To access the SM/BHS management interface from a device situated above the AP, the SM/BHS’s
Network Accessibility parameter (under the web GUI at Configuration > IP) may be set to Public.

Table 167 LAN1 Network Interface Configuration tab of IP page attributes

LAN1 Network Interface Configuration

IF Address :
Metwark Accessibility

Subnet Mask :
Gateway IP Address :

DHCF state :

LDnmain Mame :

DHCF DMS IF Address :

Freferred DMNS Server :
Alternate DMNS Server

160.254.1.1
Fublic
® Local
055 255 2550
160.254.0.0
Enabled
# Disabled
Cbtain Automatically
Set Manually

10.120.10.12
10.120.10.13

2Xampe.com

Attribute Meaning
IP Address Internet Protocol (IP) address. This address is used by family of Internet
protocols to uniquely identify this unit on a network.
Network Specify whether the IP address of the SM/BHS must be visible to only a
- device connected to the SM/BHS by Ethernet (Local) or be visible to the
Accessibility

AP/BHM as well (Public).

Subnet Mask

If Static IP is set as the Connection Type of the WAN interface, then this
parameter configures the subnet mask of the SM/BHS for RF
management traffic.

Gateway IP Address

If Static IP is set as the Connection Type of the WAN interface, then this
parameter configures the gateway IP address for the SM/BHS for RF
management traffic.

DHCP state

If Enabled is selected, the DHCP server automatically assigns the IP
configuration (IP address, subnet mask, and gateway IP address) and the
values of those individual parameters (above) are not used. The setting
of this DHCP state parameter is also viewable (read only), in the Network
Interface tab of the Home page.

DNS IP Address

Canopy devices allow for configuration of a preferred and alternate DNS
server IP address either automatically or manually. Devices must set
DNS server IP address manually when DHCP is disabled for the
management interface of the device. The default DNS IP addresses are
0.0.0.0 when configured manually.

Preferred DNS
Server

The first address used for DNS resolution.
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Alternate DNS If the Preferred DNS server cannot be reached, the Alternate DNS Server
Server is used.

The operator’'s management domain name may be configured for DNS.
The domain name configuration can be used for configuration of the
servers in the operator’s network. The default domain name is
example.com, and is only used if configured as such.

Domain Name
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The SNMP page configuration is explained below.

Setting up SNMP agent

Note
A The SNMP page for AP, SM, BHM and BHS has the same parameter attributes.

SNMP page — AP/SM/BHM/BHS

The SNMP page is explained in Table 168.

Table 168 SNMP page attributes

SNMP Community String 1 - Canopy
@

SNMP Community String 1 Permissions - ®'Read Only
\_'Read / Write

SNMP Community String 2 (Read Only) - Canopyro

SNMPv3 Settings

Engine ID :

800000a1030a003e4586f0

SNMPv3 Read-Only User :

SNMPv3 Security Level : auth,priv hd

SNMPv3 Authentication Protocol : md5

SNMPv3 Privacy Protocol : chc-des «
Username Canopyro

Authorization Key ssssssssssss
Privacy Key sssssssssssssss

SNMPv3 Read/\Write User :

'-9-'Enable R/W User

© Disable RAW User
Username Canopy
Authorization Key eessssssss
Privacy Key sssssssssssss

Additional SNMPv3 Usert :

Username
Enable User
© pisable User
Authorization Key
Privacy Key
Readwrite User
~/ReadOnly User

Additional SNMPv3 User2 :

Username
() Enable User
0 Disable User
Authorization Key
Privacy Key
ReadWrite User
~/ReadOnly User

Additional SNMPv3 User3 :

Username
Enable User
© pisable User
Authorization Key
Privacy Key
ReadWrite User
~/'ReadOnly User

SNMPv3 Trap Configuration :

Disabled -
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Accessing IP / Subnet Mask 1 : 0.0.0.0 /o
Accessing IP / Subnet Mask 2 0.0.0.0 /o
Accessing IP / Subnet Mask 3 0.0.0.0 /o
Accessing IP / Subnet Mask 4 0.0.0.0 /o
Accessing IP / Subnet Mask 5 0.0.0.0 /o
Accessing IP / Subnet Mask 6 0.0.0.0 /o
Accessing IP / Subnet Mask 7 : 0.0.0.0 /o
Accessing IP / Subnet Mask 8 : 0.0.0.0 /o
Accessing IP / Subnet Mask 9 0.0.0.0 /o
Accessing IP / Subnet Mask 10 : 0.0.0.0 /o
Trap Addresses

(©) Append DNS Domain Name

SNMP Trap Server DNS Usage -
'@/ Disable DNS Domain Name

Trap Address 1 : 0.0.0.0

Trap Address 2 : 0.0.0.0

Trap Address 3 : 0.0.0.0

Trap Address 4 - 0.0.0.0

Trap Address 5 - 0.0.0.0

Trap Address 6 : 0.0.0.0

Trap Address 7 - 0.0.0.0

Trap Address 8 : 0.0.0.0

Trap Address 9 : 0.0.0.0

Trap Address 10 : 0.0.0.0

Trap Enable

Sync Status : '/Enabled
'@/ Disabled

Session Status - \/Enabled
'@/ Disabled

Site Information

Site Information Viewable to Guest Users - Cnapied

\_'Disabled
Site Name - .64 AP 5.7 MIMO
Site Contact : Jamus Jegier

Canopy FW Screen Room (W2+1)
Site Location :

Attribute Meaning

Setting up SNMP agent

SNMP Community
String 1

Specify a control string that can allow a Network Management Station
(NMS) to access SNMP information. No spaces are allowed in this string.
The default string is Canopy.

SNMP Community
String 1 Permissions

You can designate the SNMP Community String 1 to be the password
for WM, for example, to have Read / Write access to the module via
SNMP or for all SNMP access to the module to be Read Only.

SNMP Community
String 2 (Read Only)

Specify an additional control string that can allow a Network
Management Station (NMS) to read SNMP information. No spaces are
allowed in this string. The default string is Canopyro. This password will
never authenticate a user or an NMS to read/write access.
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The Community String value is clear text and is readable by a packet
monitor. Additional security derives from the configuration of the
Accessing Subnet, Trap Address, and Permission parameters.

Engine ID

The Engine ID may be between 5 and 32 hex characters. The hex
character input is driven by RFC 3411 recommendations on the Engine
ID. The default Engine ID is the MAC address of the device

SNMPv3 Security
Level

Specify security model where users are defined and authenticated
before granting access to any SNMP service. Each device can configure
the security level of SNMPv3 to No authentication/No privacy,
Authentication/No privacy, or Authentication/Privacy.

SNMPv3
Authentication
Protocol

Currently, the SNMPv3 authentication protocol MD5 is supported.

SNMPv3 Privacy
Protocol

Currently, the SNMPv3 privacy protocol CBC-DES is supported.

SNMPv3 Read-Only
User

This field allows for a read-only user per devices. The default values for
the Read-Only users is:

e Username = Canopyro
e Authentication Password = authCanopyro

e Privacy Password = privacyCanopyro

SNMPv3 Read/Write
User

Read-write user by default is disabled. The default values for the
Read/Write users is :

e Username = Canopy
e Authentication Password = authCanopy

e Privacy Password = privacyCanopy

Additional SNMP v3
User 1

This field allows to configure the Additional SNMP v3 User 1. The
configurations include:

¢ Enable/Disable User: These fields allow to enable or disable the user
using the Enable User or Disable User radio buttons.

e Authorizaton Key: This field allows to configure an authorization key
for the user.

e Privacy Key: This field allows to configure a privacy key for the user.

Note:
A Set SNMP v3 Security Level field to :auth,priv to enable the
Authorization Key and Privacy Key fields.

Enabled User can be set with following privacy settings:
e ReadWrite User
e ReadOnly User
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Additional SNMP v3
User 2

This field allows to configure the Additional SNMP v3 User 2.
The configurations include:

¢ Enable/Disable User: These fields allow to enable or disable the user
using the Enable User or Disable User radio buttons.

e Authorizaton Key: This field allows to configure an authorization key
for the user.

e Privacy Key: This field allows to configure a privacy key for the user.

ANOTE Set SNMP v3 Security Level field to :auth,priv to enable the
Authorization Key and Privacy Key fields.

Enabled User can be set with following Privacy settings:
e ReadWrite User
e ReadOnly User

Additional SNMP v3
User 3

This field allows to configure the Additional SNMP v3 User 3.
The configurations include:

¢ Enable/Disable User: These fields allow to enable or disable the user
using the Enable User or Disable User radio buttons.

e Authorizaton Key: This field allows to configure an authorization key
for the user.

e Privacy Key: This field allows to configure a privacy key for the user.

ANOTE Set SNMP v3 Security Level field to :auth,priv to enable the
Authorization Key and Privacy Key fields.

Enabled User can be set with following Privacy settings:
e ReadWrite User
e ReadOnly User

SNMPv3 Trap
Configuration

When enabling transmission of SNMPv3 traps the read-only or read-
write user credentials must be used and selected properly in order for
the SNMP manager to correctly interpret the traps. By default
transmission of SNMPv3 traps is disabled and all traps sent from the
radios are in SNMPv2c format.

Accessing IP /
Subnet Mask 7 to 10

Specify the addresses that are allowed to send SNMP requests to this
AP. The NMS has an address that is among these addresses (this
subnet). You must enter both

e The network IP address in the form xxx.xxx.XxXx.XXx

e The CIDR (Classless Interdomain Routing) prefix length in the form
/xx

For example:

e the /16 in 198.32.0.0/16 specifies a subnet mask of 255.255.0.0 (the

first 16 bits in the address range are identical among all members of
the subnet).
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e 192.168.102.0 specifies that any device whose IP address is in the
range 192.168.102.0 to 192.168.102.254 can send SNMP requests to
the AP, presuming that the device supplies the correct Community
String value.

The default treatment is to allow all networks access. For more
information on CIDR, execute an Internet search on “Classless
Interdomain Routing.” You are allowed to specify as many as 10
different accessing IP address, subnet mask combinations.

RECOMMENDATION:

The subscriber can access the SM/BHS by changing the subscriber
device to the accessing subnet. This hazard exists because the
Community String and Accessing Subnet are both visible parameters.
To avoid this hazard, configure the SM/BHS to filter (block) SNMP
requests.

SNMP Trap Server
DNS Usage

The management DNS domain name may be toggled such that the
name of the trap server only needs to be specified and the DNS domain
name is automatically appended to that name. The default SNMP trap
server addresses for all 10 available servers is 0.0.0.0 with the appending
of the DNS domain name disabled.

Trap Address 7to 10

Specify ten or fewer IP addresses (xxx.xxx.xxx.xxx) or DNS names to
which SNMP traps must be sent. Traps inform Wireless Manager or an
NMS that something has occurred. For example, trap information is sent

e after a reboot of the module.
¢ when an NMS attempts to access agent information but either

e supplied an inappropriate community string or SNMP version
number.

e s associated with a subnet to which access is disallowed.

Trap Enable, Sync
Status

If the sync status traps (sync lost and sync regained) have to be sent to
Wireless Manager or an NMS, select Enabled. If these traps have to be
suppressed, select Disabled.

Trap Enable, Session
Status

If you want session status traps sent to Wireless Manager or an NMS,
select Enabled.

Site Information
Viewable to Guest
Users

Operators can enable or disable site information from appearing when a
user is in GUEST account mode.

Site Name

Specify a string to associate with the physical module. This parameter is
written into the sysName SNMP MIB-Il object and can be polled by
Wireless Manager or an NMS. The buffer size for this field is 128
characters.

Site Contact

Enter contact information for the module administrator. This parameter
is written into the sysContact SNMP MIB-Il object and can be polled by
Wireless Manager or an NMS. The buffer size for this field is 128
characters.
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Site Location Enter information about the physical location of the module. This
parameter is written into the sysLocation SNMP MIB-Il object and can be
polled by Wireless Manager or an NMS. The buffer size for this field is
128 characters.
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Configuring syslog

450 Platform Family includes:
e Syslog event logging
e Configuring system logging
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Syslog event logging

Following events are logged in syslog as explained in Table 169.

Table 169 Syslog parameters

Attribute

Meaning

Timestamp

All syslog messages captured from the radio have a timestamp.

Configuration
Changes

This includes any device setting that has changed and includes the old
or new parameter value, including the device reboots.

User Login and
Logout

Syslog records each user login and logout, with username.

Add or Delete of user
accounts through
GUI and SNMP

Syslog captures any user accounts that are added or deleted.

Spectrum Analysis

Syslog records a message every time Spectrum Analysis runs.

Note

Since the AP/BHM must be set to a SM/BHS for Spectrum
Analysis, syslog messages are not reported from the radio
until the scan is done and the radio mode is switched back
to AP/BHM.

Ld

Link Test

Syslog records a message every time a Link Test is run.

Clear Statistics

Syslog sends a message when Statistics are cleared. This is done
individually for each statistics page that is cleared.

SM Register or De-
register

Syslog records a message when a SM registers or deregisters.

BHS Connect or
Disconnect

Syslog records a message when a BHS connects or disconnects.

Configuring system logging

To configure system logging, select the menu option Configuration > Syslog.

Syslog page of AP/BHM

The Syslog Configuration page for AP/BHM is shown in Table 170.
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Table 170 Syslog Configuration attributes - AP

O Append DNS Domain Name
@® Disable DNS Domain Name

Syslog DNS Server Usage :

Syslog Server [0.0.00 \
Syslog Server Port 514 Default port number is 514
"Syslog Transmission )
AP Syslog Transmit : © Enabled
ysiog ’ ® Disabled
) O Enabled
| SM Syslog Transmit : ® Disabled
“Syslog Level
Syslog Minimum Level
Attribute Meaning

To configure the AP/BHM to append or not append the DNS server

Syslog DNS Server Usage
name to the syslog server name.

Syslog Server The dotted decimal or DNS name of the syslog server address.

The syslog server port (default 514) to which syslog messaging is

Syslog Server Port
ysiog sent.

AP Syslog Transmit

. When enabled, syslog messages are sent from the AP/BHM.
Or BHM Syslog Transmit

SM Syslog Transmit When enabled, syslog messages are sent from all the registered
Or BHS Syslog Transmit SMs/BHS, unless they are individually set to override this.

This provides a selection for the minimum syslog message severity
that is sent to the syslog server. Values range from fatal (highest
severity and least verbose) to info (lowest severity, maximum

Syslog Minimum Level verbosity).

For example: If the Syslog Minimum Level is set to notice, then only
messages with severity notice and above are sent.

Syslog page of SM

To configure system logging, select the menu option Configuration > Syslog. The Syslog
Configuration page is shown in Table 171.
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Table 171 Syslog Configuration attributes - SM

Syslog Server Configuration

# AP preferred, use local when AF configuration unavailable
Local anly

Append DNS Domain Mame
# Disable DMNS Damain Mame

Syslog Server: 0.0.0.0
Syslog Server Port 514 Default port number iz 514

Syslog Configuration Source :

Syslog DNS Server Usage :

Syslog Transmission
Syslog Transmission : Obtain from AP, default disabled ¥

Syslog Level

Syslog Minimum Level Source = AP preferred, use local when AF configuration unavailable

Local anly
Syslog Minimum Level nfo v
Attribute Meaning
Syslog Configuration This control determines whether the SM will attempt to use the syslog
Source server definition from the AP, or whether it will use a local server
definition.

When set to AP preferred, use local when AP configuration unavailable,
and if the SM can register with an AP, then it uses the syslog server
defined on that AP. If the SM cannot register then it will syslog to its
locally defined syslog server through its wired connection, if any.
When set to Local only the SM ignores the AP’s definition of the syslog

server and allows the syslog server to be configured individually for
each SM.

Syslog DNS Server To configure the SM to append or not the DNS server name to the
Usage syslog server name.

Syslog Server The dotted decimal or DNS name of the syslog server address.

Syslog Server Port The syslog server port (default 514) to which syslog messaging is sent.

Syslog Transmission Controls the SMs ability to transmit syslog messages. When set to
“Learn from AP"” the AP will control whether this SM transmits syslog
messages. When set to “enable” or “disable” the SM will control
whether it sends syslog messages. This allows an operator to override
the AP settings for individual SMs in a sector.

This control determines whether the SM attempts to use the minimum
syslog level defined by the AP, or whether it uses a local defined value
using the “Syslog Minimum Level” parameter.

When set to “AP preferred, use local when AP configuration
unavailable”, and if the SM can register with an AP, then it uses the
Syslog Minimum Level defined on that AP. If the SM cannot register
then it uses its own Syslog Minimum Level setting.

Syslog Minimum
Level Source

When set to “Local only” the SM will always use its own Syslog
Minimum Level setting and ignores the AP’s setting.
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Syslog Minimum
Level

This provides a selection for the minimum syslog message severity that
is sent to the syslog server. Values range from fatal (highest severity and
least verbose) to info (lowest severity, maximum verbosity).

For example: If the Syslog Minimum Level is set to notice, then only
messages with severity notice and above are sent.

Syslog page of BHS

The Syslog Configuration page is shown in Table 172.

Table 172 Syslog Configuration attributes - BHS

"Sﬁrﬁlng Server Configuration

Syslog Configuration Source :

Syslog DNS Server Usage :

# BHM preferred, use local when BEHM configuration unavailable
Local only

Append DMS Domain Name
# Disable DMS Domain Name

14 Default port number iz 514

' Syslog Transmission

Syslog Transmission :

obtain-from-BHM-defauli-disabled ¥

' Syslog Level

Syslog Minimum Level Source :

Syslog Minimum Level

® BHM preferred, use local when EHM configuration unavailable
Local only
nfo L 4

Attribute

Meaning

Syslog Configuration
Source

This control determines whether the BHS will attempt to use the syslog
server definition from the BHM, or whether it will use a local server
definition.

e When set to BHM preferred, use local when BHM configuration
unavailable, and if the BHS can register with a BHM, then it uses the
syslog server defined on that BHM. If the BHS cannot register then it
will syslog to its locally defined syslog server through its wired
connection, if any.

¢ When set to Local only the BHS ignores the BHM'’s definition of the
syslog server and allows the syslog server to be configured
individually for each BHS.

Syslog DNS Server
Usage

To configure the BHS to append or not to append the DNS server name
to the syslog server name.

Syslog Server

The dotted decimal or DNS name of the syslog server address.

Syslog Server Port

The syslog server port (default 514) to which syslog messaging is sent.

Syslog Transmission

Controls the BHSs ability to transmit syslog messages. When set to
Learn from BHM the BHM will control whether this BHS transmits
syslog messages. When set to enable or disable the BHS will control
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whether it sends syslog messages. This allows an operator to override
the BHM settings for individual BHSs in a sector.

Syslog Minimum
Level Source

This control determines whether the BHS attempts to use the minimum
syslog level defined by the BHM, or whether it uses a local defined value
using the Syslog Minimum Level parameter.

e When set to BHM preferred, use local when BHM configuration
unavailable, and if the BHS can register with a BHM, then it uses the
Syslog Minimum Level defined on that BHM. If the BHS cannot
register then it uses its own Syslog Minimum Level setting.

When set to Local only the BHS will always use its own Syslog
Minimum Level setting and ignores the BHM'’s setting.

Syslog Minimum
Level

This provides a selection for the minimum syslog message severity that
is sent to the syslog server. Values range from fatal (highest severity and
least verbose) to info (lowest severity, maximum verbosity).

For example: If the Syslog Minimum Level is set to notice, then only
messages with severity notice and above are sent.
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Configuring remote access

Accessing SM/BHS over-the-air by Web Proxy

The SM/BHS may be accessed via the AP/BHM management GUI by navigating to Home > Session
Status (or Home > Remote Subscribers for AP only) and clicking on the SM’s hyperlink.

For example, to access one of the SMs, click LUID: 002 — [0a-00-3e-37-b9-fd], as shown in Figure
150.

Figure 150 AP Session Status page

LES L RS =Ll | Remote Subscribers | | EventLog || Network Interface || Layer 2 Neighbors
Home — Session Status

5.4GHz MIMO OFDM - Access Point - 0a-00-3e-a1-35-75

. ; . = Enabled
Show Idle Sessions : Disabled
'Session List Tools
Last Session Counter Reset : None
| Reset Session Counters |
Last Time Idle SMs Removed : None

| Remove Idle SMs |

Session Status List

Data :
e Subscriber Hardware Software Version FPGA Version

LUID: 002 - [0a-00-3e-a0-a0-66]
No Site Name

PMP 450 | CANOPY 14.11 110615 (DES, Sched, US/ETSI) P

»

The SessionStatus.xml hyper link allows user to export all displayed SM data in Session Status
table into an xml file.

To access any one of the SMs, click 450 Platform Family - SM hyperlink, as shown in Figure 151.
Figure 151 AP Remote Subscribers page
Home — Remote Subscribers
5 4GHz MIMO OFDM - Access Point - 0a-00-3e-bb-00-fb

" Remote Subscriber Modules

01. Site Mame - [0&-00-3e-bb-01-04] - LUID: 002
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Link monitoring procedure

After configuring the link, either an operator in the network office or the SM/BHS INSTALLER user
in the field (if read access to the AP/BHM is available to the INSTALLER) must perform the
following procedure. Who is authorized and able to do this depends on local operator password
policy, management VLAN setup and operational practices.

To monitor the link for performance, follow these instructions:
Procedure 22 Monitoring the AP-SM link

1
2

Access the web interface of the AP/BHM
In the left-side menu of the AP/BHM interface, select Home.

Click the Session Status tab.
Figure 152 Session Status page

"Session Status Configuration

* Enabled
Disabled

“Session List Tools

Last Session Counter Reset None

Show Idle Sessions :

Reset Session Counters
None

Remove Idle SMs

\ J

"Session Status List i

Last Time |dle SMs Removed :

Data SessionStatus xml

[ Subscriber | Hardware]|  Software Version | FPGA Version State

‘ LHID- 002 - 102:00-3:62:c0-88] | pyp 450 | CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 ‘(Enscfyifgsabled)
‘ glﬁﬂ' Dofm =108-00-3-b2-C6-91] | b 450 || cANOPY 150 061716 (DES, Sched, US/ETSI) P11 ‘(’;nscfy%?gfabled)
‘ glﬁv{%gm’ [08-00-3e-b2-5M] | pyip 450 || CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 ‘(Enstzfyi?g:abled)
‘ LD 002 - 102:00-3e:62:02:56] | pyp 450 | CANOPY 15.0 061716 (DES, Sched, US/ETS) P11 ‘(Ensclrzysp‘?‘[ggabled)
‘ LD 000 102:00-2e:bb2 0 | pyp 450 | cANOPY 150 061716 (DES, Sched, US/ETSI) P11 ‘('\E‘nscfyi?gyabled)
‘ gm D1 5’07 -10a-00-36-b2.c7-14] | p\ip 450 || CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 ‘(’;nscfyifgyabled)

4 The Device tab of Session Status List display all displayed SMs — MAC address,

PMP/PTP Hardware, Software Version, FPGA Version and State
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5 Click Session Count tab of Session Status List to display values for Session Count, Reg
Count, and Re-Reg Count.

e Session Count: This field displays how many sessions the SM/BHS has had with
the AP/BHM. Typically, this is the sum of Reg Count and Re-Reg Count. However,
the result of internal calculation may display here as a value that slightly differs
from the sum.

¢ Reg Count: When a SM/BHS makes a Registration Request, the AP/BHM checks its
local session database to see whether it was registered earlier. If the AP/BHM
concludes that the SM/BHS is not currently in session database and it is valid
Registration Request, then the request increments the value of this field.

e Re-Reg Count: When a SM/BHS makes a Registration Request, the AP/BHM checks
its local session database to see whether it was registered earlier. If the AP/BHM
concludes that the SM/BHS is currently in session database, then the request
increments the value of this field.

e Typically, a Re-Reg is the case where both

o SM/BHS attempts to reregister for having lost communication with the
AP/BHM.

o AP/BHM has not yet observed the link to the SM/BHS as being down.
See Session tab on page 9-21
6 Click Power tab of Session Status list to display Downlink Rate, AP Rx Power (dBm),
Signal Strength Radio (dB) for Uplink and Signal to Noise Radio (dB) for Uplink.
See Power tab on page 9-23

7 Click Configuration tab of Session Status list to get QoS configuration details:
e Sustained Data Rate (kbps)
e Burst Allocation (kbit)
e Max Burst Rate (kbit)
e Low Priority CIR (kbps)
See
Configuration tab on page 9-25

8 Briefly monitor these values, occasionally refreshing this page by clicking another tab
and then the Session Status tab again.

9 If these values are low (for example, 1, 1, and 0, respectively, meaning that
the SM/BHS registered and started a stable session once) and are not changing:
e Consider the installation successful.
¢ Monitor these values from the network office over the next several hours and days.

If these values are greater than 1, 1, and 0, or they increase while you are monitoring
them, troubleshoot the link. (For example, Use Receive Power Level for aiming and
then use Link Tests to confirm alignment).

Refer Viewing Session Status on page 9-20 for more details.
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Exporting Session Status page of AP/BHM

The SessionStatus.xml hyper link allows user to export all displayed SMs or BHS data in Session
Status table into an xml file.
Figure 153 Exporting Session Status page of PMP 450m AP

“Session Status List
Data : SessionStatus. xml

F Subscriber Hardware Software Version FPGA Version State
IN SESSION

LUID: 002 - [0a-00-3e-b2-c6-aa) /
SM 01 PMP 450 || CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 (Encrypt Disabled)

In case of PMP, if the session status page does not list any SM, the SessionStatus.xml will still be
visible but the file would be empty. The file will contain data from all of the 5 different tables.

Export from command line

The scripts users can also get this file from command line, you have to authenticate successfully in
order to download the file.

Wget

http://169.254.1.1/SessionStatus.xmI?CanopyUsername=test&CanopyPassword=test

Page 7-200


http://169.254.1.1/SessionStatus.xml?CanopyUsername=test&CanopyPassword=test

Chapter 7: Configuration Configuring quality of service

Configuring quality of service

Maximum Information Rate (MIR) Parameters

Point-to-multipoint links use the following MIR parameters for bandwidth management:
e Sustained Uplink Data Rate (kbps)

e Uplink Burst Allocation (kb)

e Sustained Downlink Data Rate (kbps)

e Downlink Burst Allocation (kb)

e Max Burst Downlink Data Rate (kbps)

e Max Burst Uplink Data Rate (kbps)

Set each of these parameters per AP or per SM independently.

; Note
You can refer below whitepaper for 450 Platform Family Max Burst MIR:

http://www.cambiumnetworks.com/resources/pmp-450-maxburst/

Token Bucket Algorithm

The software uses a token bucket algorithm that has the following features:

e Stores credits (tokens) for the SM to spend on bandwidth for reception or transmission.
e Drains tokens during reception or transmission.

o Refills with tokens at the sustained rate set by the network operator.

For each token, the SM can send toward the network in the uplink (or the AP can send toward the
SM in the downlink) an equivalent number of kilobits. Two buckets determine the permitted
throughput: one in the SM for uplink and one in the AP for downlink.

The applicable set of Uplink Burst Allocation and Downlink Burst Allocation parameters determine
the number of tokens that can fill each bucket. When the SM transmits (or the AP transmits) a
packet, the equivalent number of tokens is removed from the uplink (or downlink) bucket.

Except when full, the bucket is continuously being refilled with tokens at rates that the applicable
set of Sustained Uplink Data Rate and Sustained Downlink Data Rate parameters specify. The
bucket often drains at a rate that is much faster than the sustained data rate but can refill at only
the sustained data rate. Thus, the effects of the allocation and rate parameters on packet delay are
as follows:

e The burst allocation affects how many kilobits are processed before packet delay is imposed.

e The sustained data rate affects the packet delay that is imposed.
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MIR Data Entry Checking

Uplink and downlink MIR is enforced as shown in Figure 154.

ﬁ Note
In these figures, entry refers to the setting in the data rate parameter, not the burst
allocation parameter.

Figure 154 Uplink and downlink rate caps adjusted to apply aggregate cap

uplinkentry x aggregate cap forthe SV

uplinkcap enforced
uplinkentry + downlink entry

downlink entry x aggregate cap forthe Svi

downlink cap enforced
uplinkentry + downlink entry

For example, in the SM, if you set the Sustained Uplink Data Rate parameter to 2,000 kbps and the
Sustained Downlink Data Rate parameter to 10,000 kbps, then the uplink and downlink MIR that is
enforced for the SM can be calculated as shown in Figure 155.

Figure 155 Uplink and downlink rate cap adjustment example

2,000 kbps x 7,000 kbps
uplink cap enforced = = 1,167 kbps
2,000 kbps + 10,000 kbps

10,000 kbps x 7,000 kbps
downlink cap enforced = = 5,833 kbps
: 2,000 kbps + 10,000 kbps

In this example case, the derived 1,167-kbps uplink and 5,833-kbps downlink MIR sum to the fixed
7,000-kbps aggregate cap of the SM.

Committed Information Rate (CIR)

The Committed Information Rate (CIR) capability feature enables the service provider to guarantee
to any subscriber that bandwidth will never decrease to below a specified minimum unless CIR is
oversubscribed or RF conditions are degraded. CIR is oversubscribed when there is not enough
available bandwidth to support CIR configuration for all subscribers. In this condition, SMs which
are configured with a nonzero CIR will all operate at the maximum data rate supported by the link
(subject to Maximum Information Rate and Burst Rate/Allocations). SMs which are configured with
a CIR of 0 kbps will not transmit until CIR-configured SMs have completed transmission. CIR may
be configured independently for high priority traffic and for low priority traffic.

CIR parameters may be configured in the following ways:
e Web-based management GUI
e SNMP

e Authentication Server (RADIUS) - when an SM successfully registers and authenticates, CIR
information is retrieved from the RADIUS server.
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Active CIR configuration can be verified via the AP’'s Home > Session Status page.

Bandwidth from the SM Perspective

In the SM, normal web browsing, e-mail, small file transfers and short streaming video are rarely
rate limited with practical bandwidth management (QoS) settings. When the SM processes large
downloads such as software upgrades and long streaming video or a series of medium-size
downloads, the bucket rapidly drains, the burst limit is reached, and some packets are delayed.
The subscriber experience is more affected in cases where the traffic is more latency sensitive.

Interaction of Burst Allocation and Sustained Data Rate
Settings

If the Burst Allocation is set to 1200 kb and the Sustained Data Rate is set to 128 kbps, a data burst
of 1000 kb is transmitted at full speed because the Burst Allocation is set high enough. After the
burst, the bucket experiences a significant refill at the Sustained Data Rate. This configuration uses
the advantage of the settable Burst Allocation.

If both the Burst Allocation and the Sustained Data Rate are set to 128 kb, a burst is limited to the
Burst Allocation value. This configuration does not take advantage of the settable Burst Allocation.
If the Burst Allocation is set to 128 kb and the Sustained Data Rate is set to 256 kbps, the actual
rate is the burst allocation (but in kbps). As above, this configuration does not take advantage of
the settable Burst Allocation.

High-priority Bandwidth

To support low-latency traffic such as VolP (Voice over IP) or video, the system implements a high-
priority channel. This channel does not affect the inherent latencies in the system but allows high-
priority traffic to be immediately served. The high-priority pipe separates low-latency traffic from
traffic that is latency tolerant, such as standard web traffic and file downloads.

The number of channels available on the AP is reduced by the number of SMs configured for the
high-priority channel (each SM operating with high-priority enabled uses two channels (virtual
circuits) instead of one).

A module prioritizes traffic by

e reading the Low Latency bit (Bit 3) in the Ipv4 Type of Service (ToS) byte in a received packet.
Bit 3 is set by a device outside the system.

e reading the 802.1p field of the 802.1Q header in a received packet, where VLAN is enabled on
the module.

e comparing the 6-bit Differentiated Services Code Point (DSCP) field in the ToS byte of a
received packet to a corresponding value in the Diffserv tab of the Configuration page of the
module. A packet contains no flag that indicates whether the encoding is for the Low Latency
bit or the DSCP field. For this reason, you must ensure that all elements in your trusted
domain, including routers and endpoints, set and read the ToS byte with the same scheme.

Modules monitor ToS bytes with DSCP fields, but with the following differences:

o The 6-bit length of the field allows it to specify one of 64 service differentiations.
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e These correlate to 64 individual (CodePoint) parameters in the Diffserv tab of the Configuration
page.

e Per RFC 2474, 3 of these 64 are preset and cannot be changed. (See
http://www.faqgs.org/rfcs/rfc1902.html.)

e For any or all of the remaining 61 CodePoint parameters, you can specify a value of
o 0through 3 for low-priority handling.
o 4 through 7 for high-priority handling.

ﬁ Note
Ensure that your Differentiated Services domain boundary nodes mark any entering
packet, as needed, so that it specifies the appropriate Code Point for that traffic and
domain. This prevents theft of service level.

An example of the Diffserv page in the Configuration menu and parameter descriptions are
provided under DiffServ attributes - AP/BHM on page 7-62. This tab and its rules are identical from
module type to module type. However, any of the 61 configurable Code Points can be set to a
different value from module to module, thus defining unique per-hop behavior for some traffic.

This tab in the AP sets the priorities for the various packets in the downstream (sent from the
public network). This tab in the SM sets the priorities for the various packets in the upstream (sent
to the public network).

Typically, some SMs attach to older devices that use the ToS byte as originally formatted, and
others to newer devices that use the DSCP field. The default values in the Diffserv page allow your
modules to prioritize traffic from the older devices roughly the same as they traditionally have.
However, these default values may result in more high-priority traffic as DSCP fields from the
newer devices are read and handled. So, after making changes in the Diffserv page, carefully
monitor the high-priority channel for high packet rates

¢ in SMs that you have identified as those to initially set and watch.

e across your network when you have broadly implemented Code Point values, such as via
SNMP.
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Traffic Scheduling

The characteristics of traffic scheduling in a sector are summarized in Table 173.

Table 173 Characteristics of traffic scheduling

Configuring quality of service

Category Factor Treatment
A te th hput, | dditi I
Throughput ggregate throughput, less additiona 132 Mbps
overhead
Latency Number of frames required for the 1
scheduling process
Round-trip latency ~6ms
AP broadcast the download schedule No
High-priority Allocation for uplink high-priority traffic Dynamic, based on amount of high-
Channel on amount of high-priority traffic priority traffic

Allocation for downlink high-priority traffic
on amount of high-priority traffic

Dynamic, based on amount of high-
priority traffic

Order of transmission

CIR high-priority
CIR low-priority
Other high-priority
Other low-priority

A

Caution

Power requirements affect the recommended maximums for power cord length

feeding the CMMA4. See the dedicated user guide that supports the CMM that you are
deploying.

Packets that have a priority of 4 to 7 in either the DSCP or a VLAN 802.1p tag are automatically sent
on the high-priority channel, but only where the high-priority channel is enabled.
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Setting the Configuration Source

The AP includes a Configuration Source parameter, which sets where SMs that register to the AP
are controlled for MIR, CIR, VLAN, and the high-priority channel as follows. The Configuration

Source parameter affects the source of:

e all MIR settings:

Sustained Uplink Data Rate
Uplink Burst Allocation

Max Burst Uplink Data Rate
Sustained Downlink Data Rate
Downlink Burst Allocation
Max Burst Downlink Data Rate

O O O O O O

¢ all CIR settings:
o Low Priority Uplink CIR
o Low Priority Downlink CIR
o Hi Priority Uplink CIR
o Hi Priority Downlink CIR
e all SM VLAN settings
Dynamic Learning
Allow Only Tagged Frames
VLAN Aging Timeout
Untagged Ingress VID
Management VID
VLAN Membership

e the Hi Priority Channel setting

o O O O O O

Table 174 Recommended combined settings for typical operations

Most operators who  must set this in this web page/tab... inthe AP to...
use... parameter...

no authentication Authentication Mode Configuration/ Security Disabled
server Configuration Source Configuration/ General SM

Wireless Manager Authentication Mode

Configuration/ Security

Authentication Server

(Authentication

Server) Configuration Source

Configuration/ General

Authentication Server

Authentication Mode

Configuration/ Security

RADIUS AAA

RADIUS AAA server
Configuration Source

Configuration/ General

Authentication Server
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Table 175 Where feature values are obtained for a SM with authentication required

Configuration Values are obtained from
Source Setting . .

High Priority Channel
in the AP MIR Values VLAN Values igh Friority

State
Authentication Authentication Authentication Authentication
Server Server Server Server
SM SM SM SM
Authentication Authentication Authentication Authentication
Server+SM Server Server, then SM Server, then SM

; Note
HPC represents the Hi Priority Channel (enable or disable).

Where Authentication Server, then SM is the indication, parameters for which
Authentication Server does not send values are obtained from the SM. This is the case
where the Authentication Server is operating on an Authentication Server release that
did not support the feature. This is also the case where the feature enable/disable flag
in Authentication Server is set to disabled. The values are those previously set or, if
none ever were, then the default values.

Where Authentication Server is the indication, values in the SM are disregarded.

Where SM is the indication, values that Authentication Server sends for the SM are
disregarded.

For any SM whose Authentication Mode parameter is not set to ‘Authentication Required’, the
listed settings are derived as shown in Table 176.

Table 176 MIR, VLAN, HPC, and CIR Configuration Sources, Authentication Disabled

Configuration Values are obtained from

Source Setting . . .

in the AP MIR Values VLAN Values  High Priority - CIR Values
Channel State

Authentication AP AP AP AP

Server

SM SM SM SM SM

Authentication SM SM SM SM

Server+SM
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Configuring Quality of Service (QoS)

Quality of Service (QoS) page of AP

The QoS page of AP is explained in Table 177.

Table 177 QoS page attributes - AP

AP Bandwidth Settings

Max Burst Uplink Data Rate :
Sustained Uplink Data Rate :
Uplink Burst Allacation :

Max Burst Downlink Data Rate :
Sustained Downlink Data Rate :
Downlink Burst Allocation :

Broadcast Downlink CIR :

"

(Uplink + Downlink) Sustained Data Rate <= 100000 kbps

0 (kbps) (Range: 0— 100000 kbps)
(kbps) (Range: 0— 100000 kbps)
(kbits) (Range: 0— 2500000 kbits)
0 (kbps) (Range: 0— 100000 kbps)
(kbps) (Range: 0— 100000 kbps)
(kbits) (Range: 0— 2500000 kbits)
200 (kbps) (Range: 0— 2333 kbps)

50000
2500000

50000

2500000

“Priority Settings
Priority Precedence :

802 1p Then DiffSen =]

PPPoE Control Message Priority : a :::Jgrrrjnal
Prioritize TCP ACK - ° pradled
Attribute Meaning

Max Burst Uplink
Data Rate

These parameters allow operators to specify the data rate at which a SM
is allowed to transmit (until burst allocation limit is reached) before

being recharged at the Sustained Uplink Data Rate with credits to transit
more. When set to 0 (default), the burst rate is unlimited.

Sustained Uplink
Data Rate

Specify the rate that each SM registered to this AP is replenished with
credits for transmission. This default imposes no restriction on the

uplink. See

Maximum Information Rate (MIR) Parameters on page 7-201

Interaction of Burst Allocation and Sustained Data Rate Settings on
page 7-203
Configuration Source on page 7-71

Uplink Burst
Allocation

Specify the maximum amount of data to allow each SM to transmit
before being recharged at the Sustained Uplink Data Rate with credits to

transmit more. See Maximum Information Rate (MIR) Parameters on
page 7-201

Interaction of Burst Allocation and Sustained Data Rate Settings on
page 7-203

Configuration Source on page 7-71
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Max Burst Downlink
Data Rate

These parameters allow operators to specify the data rate at which a SM
is allowed to transmit (until burst allocation limit is reached) before
being recharged at the Sustained Downlink Data Rate with credits to
transit more. When set to 0 (default), the burst rate is unlimited.

Sustained Downlink
Data Rate

Specify the rate at which the AP is replenished with credits (tokens) for
transmission to each of the SMs in its sector. This default imposes no
restriction on the uplink. See Maximum Information Rate (MIR)
Parameters on page 7-201

e Interaction of Burst Allocation and Sustained Data Rate Settings on
page 7-203

¢ Configuration Source on page 7-71

Downlink Burst
Allocation

Specify the maximum amount of data to allow the AP to transmit to any
registered SM before the AP is replenished with transmission credits at
the Sustained Downlink Data Rate. See

e Maximum Information Rate (MIR) Parameters on page 7-201

e Interaction of Burst Allocation and Sustained Data Rate Settings on
page 7-203

¢ Configuration Source on page 7-71

Broadcast Downlink
CIR

Broadcast Downlink CIR (Committed Information Rate, a minimum)
supports system designs where downlink broadcast is desired to have
higher priority than other traffic. For many other system designs,
especially typical internet access networks, leave the Broadcast
Downlink CIR at the default.

Broadcast Downlink CIR is closely related to the Broadcast Repeat Count
parameter, which is settable in the Radio tab of the Configuration page
in the AP: when the Broadcast Repeat Count is changed, the total of
available bandwidth is also changed, since packets are being sent one,
two, or three times, according to the setting in the Broadcast Repeat
Count parameter.

Priority Precedence

Allows operator to decide if 802.1p or DiffServ priority bits must be used
first when making priority decisions.

PPPoE Control
Message Priority

Operators may configure the SM to utilize the high priority channel for
PPPoE control messages. Configuring the SM in this fashion can benefit
the continuity of PPPoE connections when there are issues with PPPoE
sessions being dropped in the network. This prioritization may be
configured in the DiffServ tab in the Configuration menu of the SM.

Prioritize TCP ACK

To reduce the likelihood of TCP acknowledgement packets being
dropped, set this parameter to Enabled. This can improve throughput
that the end user perceives during transient periods of congestion on the
link that is carrying acknowledgements.
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Quality of Service (QoS) page of SM

The QoS page of SM is explained in Table 178.

Table 178 QoS page attributes - SM

{Uplink + Downlink) Sustained Data Rate <= 120000 kbps
Sustained Uplink Data Rate : ] (kbps) (Range: 0— 130000 kbps)
Sustained Downlink Data Rate ] (kbps) (Range: 0— 130000 kbps)
Liplink Burst Allocation (kbits) (Range: 0 — 2500000 kbits)
Downlink Burst Allocation (kbits) (Range: O — 2500000 kbits)
Max Burst Uplink Data Rate 0 (kbps) (Range: 0— 130000 kbps)
Mazx Burst Downlink Data Rate 0 (kbps) (Range: 0— 130000 kbps)
) . Enabled
Enable Broadeast! Multicast Diata Rate : s Disabled
| Broadeast! Multicast Uplink Data Rats Kbps v |[j30000 | (Range: 1— 130000 kbpstE5535 pps)
Priority Settings
(Uplink + Downlink){Low Priority + High Priority) CIR Data Rate <= 85524 kbps
Low Pricrity Uplink CIR : 1] (kbps) (Range: 0— §5534 kbps)
Low Pricrity Downlink CIR - 1] (kbps) (Range: 0— §5534 kbps)
e ) # Enabled
Hi Pricrity Channel : Disabled
Hi Priority Uplink CIR : 0 (kbps) (Range: 0— 5534 kbps)
Hi Priority Downlink CIR : 0 (kbps) (Range: 0— 5534 kbps)
Prigrity Precedence : E02 1p Then DiffSery ¥
o High
PPPoE Control Message Pricrity : s Mormal
_— ) # Enabled
‘ Prigritize TCP ACK : Disabled
Attribute Meaning
Sustained Uplink Specify the rate that this SM is replenished with credits for transmission.
Data Rate This default imposes no restriction on the uplink. See Maximum

Information Rate (MIR) Parameters on page 7-201

e Interaction of Burst Allocation and Sustained Data Rate Settings on
page 7-203
¢ Configuration Source on page 7-71

Sustained Downlink  Specify the rate at which the AP is replenished with credits (tokens) for
Data Rate transmission to this SM. This default imposes no restriction on the
uplink. See Maximum Information Rate (MIR) Parameters on Page 7-201
e Interaction of Burst Allocation and Sustained Data Rate Settings on
page 7-203
¢ Configuration Source on page 7-71

Uplink Burst Specify the maximum amount of data to allow this SM to transmit

Allocation before being recharged at the Sustained Uplink Data Rate with credits to
transmit more. See Maximum Information Rate (MIR) Parameters on
page 7-201

e Interaction of Burst Allocation and Sustained Data Rate Settings on
page 7-203
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¢ Configuration Source on page 7-71

Downlink Burst
Allocation

Specify the maximum amount of data to allow the AP to transmit to this
SM before the AP is replenished at the Sustained Downlink Data Rate
with transmission credits. See Maximum Information Rate (MIR)
Parameters on page 7-201

e Interaction of Burst Allocation and Sustained Data Rate Settings on
page 7-203

e Configuration Source on page 7-71

Max Burst Uplink
Data Rate

These parameters allow operators to specify the data rate at which a SM
is allowed to transmit (until burst allocation limit is reached) before
being recharged at the Sustained Uplink Data Rate with credits to transit
more. When set to 0 (default), the burst rate is unlimited.

Max Burst Downlink
Data Rate

These parameters allow operators to specify the data rate at which a SM
is allowed to transmit (until burst allocation limit is reached) before
being recharged at the Sustained Downlink Data Rate with credits to
transit more. When set to 0 (default), the burst rate is unlimited.

Enable Broadcast /
Multicast Data Rate

This parameter allows the operator to specify if Broadcast and Multicast
data is rate-limited. This data rate can be entered in Kbps or PPS
(Packets Per Second).

Broadcast / Multicast
Data Rate

This parameter allows the operator to specify a data rate at which
Broadcast and Multicast traffic is sent via the radio link.

Low Priority Uplink
CIR

This field indicates the minimum rate at which low priority traffic is sent
over the uplink (unless CIR is oversubscribed or RF link quality is
degraded).

¢ Committed Information Rate (CIR) on page 7-202
e Setting the Configuration Source on page 7-206

Low Priority
Downlink CIR

This field indicates the minimum rate at which low priority traffic is sent
over the downlink (unless CIR is oversubscribed or RF link quality is
degraded).

e Committed Information Rate (CIR) on page 7-202
e Setting the Configuration Source on page 7-206

Hi Priority Channel

See
e High-priority Bandwidth on page 7-203

¢ Configuration Source on page 7-71

Hi Priority Uplink CIR

This field indicates the minimum rate at which high priority traffic is sent
over the uplink (unless CIR is oversubscribed or RF link quality is
degraded).

e Committed Information Rate (CIR) on page 7-202
e Setting the Configuration Source on page 7-206
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Hi Priority Downlink  This field indicates the minimum rate at which high priority traffic is sent
CIR over the downlink (unless CIR is oversubscribed or RF link quality is
degraded).

¢ Committed Information Rate (CIR) on page 7-202
e Setting the Configuration Source on page 7-206

Priority Precedence Allows operator to decide if 802.1p or DiffServ priority bits must be used
first when making priority decisions.

PPPoE Control Operators may configure the SM to utilize the high priority channel for

Message Priority PPPoE control messages. Configuring the SM in this fashion can benefit
the continuity of PPPoE connections when there are issues with PPPoE
sessions being dropped in the network. This prioritization may be
configured in the DiffServ tab in the Configuration menu of the SM.

Prioritize TCP ACK To reduce the likelihood of TCP acknowledgement packets being
dropped, set this parameter to Enabled. This can improve throughput
that the end user perceives during transient periods of congestion on the
link that is carrying acknowledgements. This parameter, when enabled,
can be particularly useful when running bi-direction FTP sessions over
the link. If a link is primarily used for video surveillance, it is
recommended to configure this parameter to Disabled.

Quality of Service (QoS) page of BHM

The QoS page of BHM is explained in Table 179.

Table 179 QoS page attributes - BHM

' Priority Settings

Fricrity Precedence : BEOZ.1p Then DiffServ ¥

PPPoE Control Message Priority : High

= Mormal
T ® Enabled

Pricritize TCP ACK : Disabled
Attribute Meaning
PPPoE Control Operators may configure the BHM to utilize the high priority channel for
Message Priority PPPoE control messages. Configuring the BHM in this fashion can

benefit the continuity of PPPoE connections when there are issues with
PPPoE sessions being dropped in the network. This prioritization may be
configured in the DiffServ tab in the Configuration menu of the BHS.

Prioritize TCP ACK To reduce the likelihood of TCP acknowledgement packets being
dropped, set this parameter to Enabled. This can improve throughput
that the end user perceives during transient periods of congestion on the
link that is carrying acknowledgements. This parameter, when enabled,
can be particularly useful when running bi-direction FTP sessions over
the link. If a link is primarily used for video surveillance, it is
recommended to configure this parameter to Disabled.
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Quality of Service (QoS) page of BHS

The QoS page of BHS is explained in Table 180.

Table 180 QoS page attributes - BHS

Priority Settings
Friority Precedence : EDZ 1p Then DiffServ ¥
oo D High
PPPcE Contrel Message Priority © Normal
R N ) ®* Enabled

Prioritize TCP ACK : Disabled
Attribute Meaning
PPPoE Control Operators may configure the BHS to utilize the high priority channel for
Message Priority PPPoE control messages. Configuring the BHS in this fashion can benefit

the continuity of PPPoE connections when there are issues with PPPoE
sessions being dropped in the network. This prioritization may be
configured in the DiffServ tab in the Configuration menu of the BHS.

Prioritize TCP ACK To reduce the likelihood of TCP acknowledgement packets being
dropped, set this parameter to Enabled. This can improve throughput
that the end user perceives during transient periods of congestion on the
link that is carrying acknowledgements. This parameter, when enabled,
can be particularly useful when running bi-direction FTP sessions over
the link. If a link is primarily used for video surveillance, it is
recommended to configure this parameter to Disabled.

Page 7-213



Chapter 7: Configuration Installation Color Code

Installation Color Code

With this feature enabled on the AP and SM, operators may install and remotely configure SMs
without having to configure matching color codes between the modules. While the SM is
accessible for configuration from above the AP (for remote provisioning) and below the SM (for
local site provisioning), no user data is passed over the radio link. When using the Installation
Color Code feature, ensure that the SM is configured with the factory default Color Code
configuration (Color Code 1 is “0”, Color Code 2-10 set to “0” and “Disable”). The status of the
Installation Color Code can be viewed on the AP Eval web GUI page, and when the SM is
registered using the Installation Color Code the message “SM is registered via ICC — Bridging
Disabled!” is displayed in red on every SM GUI page. The Installation Color Code parameter is
configurable without a radio reboot for both the AP and SM. If an SM is registered via Installation
Color Code and the feature is then disabled, operators will need to reboot the SM or force it to
reregister (i.e. using the Rescan APs functionality on the AP Eval page).

Figure 156 Installation Color Code of AP

'Radio Configuration i

Frequency Band : 54GHz v
Frequency Carrier : 54500 ¥
Channel Bandwidth - 10 MHz ¥
Cyclic Prefix - One Sixteenth ¥
- 50ms
Frame Period : ©25ms
Color Code : 254 [(0—254)
Subscriber Color Code Rescan (When noton I _
a Primary Color Code) - 0 Minutes (0 — 43200)
Subscriber Color Code Wait Period for Idle : 0 Minutes (0 — 60)
. . Enabled
\Installatlon Color Code : + Disabled
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Zero Touch Configuration Using DHCP Option 66

This feature allows an SM to get its configuration via DHCP option 66. This can be used for the
initial configuration of an SM as well as managing the configuration of SMs on an ongoing basis.
Here is how it works in brief:

¢ When the SM boots up, if it is set to use DHCP client, it will send out a DHCP Discover packet
which includes a request for DHCP Option 66.

¢ In case of a brand new SM out of the box, the DHCP Discover packet is sent out if the SM
connects to an AP using Installation Color Code (ICC), even though DHCP client is not enabled
in factory default config.

e An appropriately configured DHCP server will respond with a DHCP Offer and include a URL in
response to the Option 66 request. The URL should point to the configuration file.

e The device will download the configuration file and apply it. The device will reboot
automatically if needed. (Note: this requires “rebootlfRequired” flag to be added to the config
file. See Creating a Golden config file on page 7-216.

Configuration Steps

Procedure 23 Zero Touch Configuration steps
1 Create the golden config file(s)
2 Hostiton an TFTP/FTP/HTTP/HTTPS server

3 Configure the DHCP server to return the URL of the golden config file in option 66

When the SM boots up, it will get the URL for the golden config from the DHCP server via option
66, download it and apply it.

If all the SMs are configured exactly the same, then you can create just new golden config file that
can be used with all SMs.

If the SMs are not configured the same, see if it is possible to group the SMs such that SMs with
the same configuration are served by the same DHCP pool. User can then create multiple golden
config files and configure the DHCP server to use the appropriate config file for each pool.

User can also create one config file per SM. This provides the most flexibility, but is practical only
if you have a software tool/script to generate the config files for each MAC address. The files
should be named <mac>.cfg where <mac> is the MAC address of the SM, and stored in the same
directory on the file server. The DHCP server should be configured to return the directory name
ending with a /" in option 66. The SM will automatically add “<mac>.cfg” to the path and get its
config file.
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If some configuration is unique per SM, but rest of the configuration is common, the SMs can be
staged with the unique part, and use option 66 to manage the common part. For example, if each
SM needs to have its coordinates set, don’t include the coordinates in the golden config file.
Instead, configure the coordinates for each SM manually. Manage the rest of the configuration
using DHCP option 66.

Creating a Golden config file

The easiest way to create the golden config file is to configure an SM, export its configuration and
edit it. To export the configuration file from the GUI of the SM, go to “Configuration > Unit
Settings” tab, go to the “Download Configuration File” section and click on the “<mac>.cfg” link.
This will give you a text file in JSON format. You can edit this file in a text editor but it's easier to
use a JSON editor like https://www.jsoneditoronline.org/.

Strip down the config file to remove sections and entries that don’t care about, and keep only the
items that require changes. If there are many required changes, it can easily get confusing. To
identify the exact items changes, first reset the SM to factory default, export the config file, make
the necessary changes, export a second config file, then use a tool like WinMerge
(http://winmerge.org/) to identify the differences.

The config file contains the following informational entries at the top level.
“cfgUtcTimestamp”: “cfgUtcTimestamp”,
“swVersion”: “CANOPY 15.1 SM-AES”,
“cfgFileString”: “Canopy configuration file”,
“srcMacAddress”: “0a-00-3e-a2-c2-74",
“deviceType”: “5.4/5.7GHz MIMO OFDM - Subscriber Module”,

“cfgFileVersion”: “1.0”

"oou

The “cfgUtcTimestamp”, “swVersion”, “srcMacAddress” and “deviceType” lines can be deleted.
Do not delete the “cfgFileString” and “cfgFileVersion” entries.

Next, create an object named “configFileParameters” at the top level. Under that, add a parameter
called “rebootlfRequired” and set it to true. This tells the SM to reboot automatically if a reboot is
needed to apply the new configuration.

A sample configuration file that has been edited for use via DHCP option 66 is given below.

“userParameters”: {
“smNetworkConfig”: {
“networkAccess”: 1
b
“location”: {
“siteName”: “Test site”

by
“smRadioConfig”: {
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“frequencyScanList”: [
5475000,
5480000
1y
“colorCodeList”: [
{
“colorCode”: 42,

“priority”: 1

]
}y

“networkConfig”: {
“lanDhcpState”: 1

by

“cfgFileVersion”: “1.07,

“cfgFileString”: “Canopy configuration file”,

“configFileParameters”: {
“rebootIfRequired”: true

When configuration is imported, only the items that exist in the configuration file are modified.
Parameters that are not in the imported file are not changed. If user wish to revert those settings to
their factory default values, please add a “setToDefaults” item under “configFileParameters”
section with a value of true.
“cfgFileVersion”: “1.07,
“cfgFileString”: “Canopy configuration file”,
“configFileParameters”: {
“rebootIfRequired”: true,
“setToDefaults”: true
}

In case, the SM needs to fetch the configuration file on each boot up even when not connecting to
AP via ICC, set “Network Accessibility” to “Public” and “DHCP State” to “Enabled” in the
“Configuration > IP” page before exporting the configuration.

Hosting the config file

Copy the golden configuration file to an FTP, TFTP, HTTP or HTTPS server. This location can be
password protected; you just have to include the user name and password in the URL.

DHCP server configuration

Configure DHCP server to return the full URL to the golden config file as the value of DHCP option
66.
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The following example explains how to make the change for Windows Server 2008. Adapt it to
your specific DHCP server.

Procedure 24 DHCP server configuration
1 Click “Start > Administrative Tools > DHCP”

2 If you have multiple “Scopes” defined, identify the correct “Scope” that will serve IP
addresses for the SMs

3 Rightclick on “Scope Option” under the correct “Scope” and select “Configure
Options”

“® DHCP

File action Wiew Help

&= 2mle= | HE

o DHCP Option Mame =
= usi01pmpdhcpol |iz| D03 Router
BB IPv4 |iz) 006 DM Servers
= | Scope [10.120.163.0] Cambiur | [:2] nas Baak Server Hos
£} Address Pool <5 015 DNS Damain Mar
iy Address Leases
5| Reservations

. Configure Options. ..
=5 Server Oplions - i
F| Filters Yiew 3
o IPve
Refresh
Expork List. ..
Help
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4 Inthe “Scope Options” dialog, scroll down to “066 Boot Server Host Name”, select the
checkbox and enter the full URL to the golden config file as the “String value”. Then
click “OK".

File  Action Wiew Help

G EINERE =

Scope Dptions ﬂ E
& DHCP
Bl 3 usi0lpmpdhcpol General | Advanced I
El 3 IPvd
= ] Scope[10.120.163. Available Optioks | Description ;I
CE Address Pool [ 049 < window System Display Array of X
@ Address Leases [ 064 MIS+ Damain Mame The name o
B Rasarvations O 05 IS+ Servers A ligt of IP a—1
] =i Onliizms 0BG Boot Server Host Name TFTP baat: =
_j Sgrver Dptions 7 | | _'I—I
¥ Filters
o [PvE ~ Data entry
String walue:

frp:/10.120.163.253/canopy cfg

al
I x| s |t |

5 In the DHCP snap-in window, right click and “Refresh” to see the DHCP option 66 in the
list of DHCP options

Supported URL Formats

FTP, TFTP, HTTP and HTTPS URLs are supported. Some examples are given below.

ftp://10.120.163.253/canopy.cfg

ftp://admin:admin123@10.120.163.253/canopy.cfg (login as admin with password admin123)
tftp://10.120.163.253/canopy.cfg

http://10.120.163.253/golden-config.cfg

https://10.120.163.253/smconfig/golden-config.cfg

User can also specify the URL pointing to a directory and not a specific file. Terminate the URL
with a /' to indicate that it is a directory and not a file. Use this format when each SM has its own
individual config file. The directory should contain files named “<mac>.cfg”, one for each SM.

For example:
ftp://10.120.163.253/smconfig/
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In this case, the SM will append “<mac>.cfg” to the path and try to get that file. For example, if the
SM’'s MAC address is 0a-00-3e-a2-c2-74, it will request for
ftp://10.120.163.253/smconfig/0a003ea2c274.cfg. This mechanism can be used to serve individual
config file for each SM.

Troubleshooting

1 Ensure thatthe___14 SMis running 13.3 or newer version of software.

2 If the SM has factory default config, confirm ICC is enabled on the AP, so the SM can
connect to it.

3 If the SMis connecting to the AP using a color code other than ICC, make sure the SM
has “Network Accessibility” set to “Public” and “DHCP State” set to “Enabled” in the
“Configuration > IP” page.

4 Make sure the golden config file does not turn off “Network Accessibility” or “DHCP
State”. If it does, the SM will no longer request the config file when it is rebooted.

5 Check the event log of the SM to see the status of the configuration file import
including any errors that prevented it from importing the file.

6 Capture the DHCP Offer packet from the DHCP server to the SM and verify that Option
66 has the expected URL.

M 1017 73435870000 10.120.163.200 255.255.255.255 DHCP 377 DHCP Offer - Transaction ID 0x22334456 (= E=R )

[ Frame 1017: 377 bytes on wire (3016 bits), 377 bytes captured (3016 bits) on interface 0
@ Ethernet II, src: Vmware_ad:b4:cé (00:50:56:ad:b4:c6), Dst: Broadcast (FF:iff:ff:ff:ffiff)
@ Internet Protocol version 4, src: 10.120.163.200 (10.120.163.200), Dst: 255.255.255.255 (255.255.255.255)
@ User Datagram Protocol, Src Port: hbootps (67), Dst Port: hootpe (68)
B Bootstrap Protocol
Message type: Boot Reply (20
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O
Transaction ID: 0x22334458
seconds elapsed: O
gootp flags: 0x0000 (unicast)
client 1P address: 0.0.0.0 (0.0.0.00
vour (client) IP address: 10.120.163.101 (10.120.163.101)
Mext server IP address: 10.120.163.200 (10.120.163.200)
Relay agent IP address: 0.0.0.0 €0.0.0.0)
Client maC address: 0a:00:38:32:C2:74 (03:00:38:32:C2:74)
client hardware address padding: 00000000000000000000
server host name not given
Boot file name not given
Magic cookie: DHCP
@ option: (53) DHCP Message Type
@ option: (1) subnet mask
@ option: (58) Renewal Time value
@ option: (59) Rebinding Time walue
@ option: (51) IP Address Lease Time
@ option: (54) DHCP server Identifier
@ option: (3) Router
@ option: (&) Domain Mame Server
[ option: (15) Domain MName
Bl option: (8&8) TFTP Server Wame

Length: 32

er name: ft

Bl option: (255) End

option End: 255

=]
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Configuring Radio via config file

The 450 Platform Family supports export and import of a configuration file from the AP or SM as a
text file. The configuration file is in JSON format.

To export or import the configuration file, the logged in user needs to be an ADMINISTRATOR and
it must not be a “read-only” account.

The exported configuration file contains the complete configuration including all the default
values. To keep a backup of the current configuration, the file can be saved as-is and imported
later.

While importing a configuration file, it can be either imported the full configuration or a sparse
configuration containing only the items that need to be changed. If a sparse configuration file is
imported, only the items in the file will be imported. Other configuration will remain unchanged.
There could also be used a special flag in the configuration file to tell the device to apply the
configuration starting from factory default (Refer Special Headers for configuration file on page 7-
222).

Import and Export of config file

The config file import and export is supported in Configuration > Unit Settings page. The
procedure for importing and exporting config file is explained below.

Figure 157 Configuration File upload and download page

"Download Configuration File
Configuration File : 0a003ea0007d.cfg

""Upload and Apply Configuration File

File:| Choose File | No file chosen
Upload

Apply Configuration File

y.

“Status of Configuration File

The DHCP server configuration procedure is as follows:

Procedure 25 DHCP server configuration
1 Login to the GUI and go to Configuration > Unit Settings.

2 Under Download Configuration File tab, click on the “<mac>.cfg” link, where <mac> is
the MAC address of the device (for example, “01003ea2c274.cfg”).

3 Save the file to the local disk.

The below procedure is to be followed for Importing a config file
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Procedure 26 Import the configuration from the GUI

1
2

Login to the GUI and go to Configuration — Unit Settings.

Click on “Browse” button under “Upload and Apply Configuration File” tab and select
the configuration file from disk.

Click “Upload” followed by “Apply Configuration File” button click.
The “Status of Configuration File” section will show the results of the upload.

Review it to make sure there are no errors. Then click on “Reboot” to reboot with the
imported configuration

The special headers for config file is explained below:

Procedure 27 Special Headers for configuration file

1

A “configFileParameters” section can be added to the header to control the behavior of
the device when importing configuration.

The “setToDefaults” when set to “true” tell the device to reset to factory default
configuration and apply the configuration in the file on top of that. So any attribute not
in the configuration file will be set to its factory default value. By default, the
configuration in the file is merged with the existing configuration on the device.

The “rebootlfRequired” flag when set to “true” tell the device to reboot automatically if
needed to apply the configuration change. By default, the device will not reboot
automatically.

{
“cfgFileString”: “Canopy configuration file”,
“cfgFileVersion”: “1.0",
“configFileParameters”: {
“setToDefaults”:true,
“rebootlfRequired”:true,
}
}
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Configuring cnMaestro™ Connectivity

450 Platform Family network can be onboarded, configured and managed using cnMaestro™
Cloud or On Premises Server.

Onboarding

Onboarding can be done in one of several ways:

Using Cambium ID and Onboarding key
e Using Manufacturer’s Serial Number (Only if it starts with an “M” and is 12 characters long)
e On Premises Zero Touch onboarding of AP/SM using DHCP option 43 and 15

e PMP SM Zero touch onboarding to the cnMaestro server where PMP AP is onboarded.

To configure the PMP devices, enable Remote Management under Configuration->cnMaestro as
shown in Table 181.

Table 181 Configuring cnMaestro

“Configuration

.
Remote Management : E)irgﬂ?e
cnMaestro URL -
| Connection Status Cambium-ID Not Configured )
Cambium ID -
Onboarding Key :
LAccountID : J

Device Agent Information

Device Agent Version - 2.54
Attribute Meaning
Remote This field enables/disables remote management of 450 Platform Family
Management products.
cnMaestro URL This field allows to enter cnMaestro URL e.g.

https://cloud.cambiumnetworks.com

Or cnMaestro on premises URL

Connection Status This field indicates cnMaestro connectivity status.

Cambium ID This field allows to enter Cambium ID for onboarding 450 Platform
devices.

Onboarding Key This field allows to enter Onboarding Key for onboarding.

AccountID This field indicates Account ID of the customer.
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Device Agent This field shows device agent version.
Version

Prerequisites for onboarding to cnMaestro™
e Devices types must be PMP 450m Series, PMP/PTP 450 Series, PMP/PTP 450i/450b Series or
PMP 430 Series SMs (interoperability mode only).

¢ Minimum required software version of 14.2.1. Device software images can be downloaded
from http://support.cambiumnetworks.com or from the On Premises cnMaestro server by
navigating to Operate >Software Update->Manage Images. Select

o Device type to display the available images and then click the download icon as shown in
Figure 158.

Figure 158 Software Upgrade from cnMaestro™
Software Update: system

Select Devices Active Jobs Completed Jobs Manage Images

Software Images

Cambium Support
eTyp
Type Version Action
PMP 450i / PTP 450 14.2.1 (Build 16 m
PMP 430 SM 14.2.1 (Build 16 m
PMP 450 SM 14.2.1 (Build 16 m
PMP 450 AP 14.2.1 (Build 16 m
PTP 450 14.2.1 (Build 16 m

Add Software Image

B Select File

e |P connectivity between PMP Device and the cnMaestro server is established. Ensure Port 443
is open in the firewall as this port is used for secure communication between the PMP device
and the cnMaestro server through web sockets. In addition, if the PMP device and cnMaestro™
server are on different subnets, proper routes should be established for communication.

e For PMP AP, a valid DNS setting is required so that the AP will be able to resolve the
cnMaestro URL. DNS settings can be verified by performing a DNS lookup under Tools->DNS
Test on the AP as shown in Figure 159.
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Figure 159 DNS Test for cnMaestro™ connectivity

@ Cambium Networks

e Home Link Capacity Test Spectrum Analyzer I Remote Spectrum Analyzer II OFDM Frame Calculator II Subseriber Configuration II Link Status I

« Configuration EE Bl DNS Test
o Statistics

* Tools Tools — DNS Test
* Logs

. et 5.7GHz MIMO OFDM - Access Point
e Copyright 0a-00-3e-bb-01-2b
e Logoff .
" DNS Test Settings
Account: admin Fully Qualified Domain Name cloud. cambiumnetworks.com

Level:
ADMINISTRATOR Perform DNS Leokup
Mode: Read-Write

Authentication
Method: Local

"DNS Test Results

cloud.cambiumnetworks.com resolves to: 199.83.134.86

CA l\m

e Ifthe SMis in Bridge mode, then LAN1 must have public 7-225equest7-225ility with a public IP
assigned and corresponding DNS setting.

e Ifthe SMis in NAT mode, then Remote Management should be enabled with the standalone
configuration option and DNS settings.

Knowledge Based articles for onboarding

For onboarding the devices to cloud server and troubleshooting the onboarding issues in cloud
server please see the following link:

http://community.cambiumnetworks.com/t5/cnMaestro/Device-On-boarding/td-p/51484

For onboarding the devices to on Premises server and configuring the DHCP server options for on
boarding please see the following link:

http://community.cambiumnetworks.com/t5/cnMaestro/Device-Onboarding-and-Linux-DHCP-
Options-for-cnMaestro-On/m-p/55187#U55187

Order of Device Onboarding

The device discovery order is as follows in On Permises cnMaestro™ Server. If any of the options
is not configured, the discovery method will fallback to the next option:

1. Static cnMaestro URL

Zero Touch token (on boarding of PMP SMs when the corresponding AP is on boarded)
DHCP Option 43

DHCP Option 15

https://cloud.cambiumnetworks.com

o kD
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Configuring cnMaestroTM Connectivity

For debugging any onboarding issues please check the device agent logs by navigating to Logs-
>Device Agent Logs on the PMP device GUI as shown in Figure 160. In addition, a tech support
dump can for the PMP device can be obtained from cnMaestro™ by navigating to Monitor->Tools
menu after selecting the particular PMP device in the tree and clicking the tech support file icon.
This can be send to Cambium support for further troubleshooting.

Figure 160 Device Agent Logs

@ Cambium Networks

* Home [ AP Sessions )| AP Authentication State Machine Log | [ AP Authorization State Machine Log | [ EAP Radius Log | i GLAR]

# Configuration
* Statistics

* Tools

e Logs

L]
AT 0a-00-3e-bb-01-8b
» Copyrnight r =
* Logoft
10/05/2016 - 17:18:27 CDT : - Attempting (re)connection in 5 seconds
Account: admin 10/05/2016 - 17:18:47 CDT - - Timeout in select() - Cancelling!
Level: 10/05/2016 - 17:18:47 CDT : - OpenConnection to 10.120.217.150:443 failed
ADMINISTRATOR 10/05/2016 : 17:18:47 CDT - : Rand_bytes failed, error code : 0
Mode: Read-Write 10/05/2016 - 17-18:47 CDT - - Unable to discover cnMaestro URL (re-discover in 61 seconds)
Authentication 10/05/2016  17:18:47 CDT . - Attempting (re)connection in 61 seconds
Method: Local 10/05/2016 - 17-21°45 CDT - - platform_set_fld_index Failed to get index for field [cambiumCurrentulmagelVersion]
10/05/2016 : 17:21:45 CDT : - Invalid field [cambiumCurrentulmage/Version], please check
L Refresh )

Logs — Device Agent Log

5.7GHz MIMO OFDM - Access Point

Monitoring Tools for PMP Devices on cnMaestro™

cnMaestro™ as of this release offers several debugging tools for PMP devices. Some examples

are:

e Pictorial view of network hierarchy

e Device status

e Tech support file
e Throughput

e Alarms

e Reboot

e Debug Logs

e Network connectivity — ping and DNS lookup
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Figure 161 Example cnMaestro™ screenshot

PMP 450i AP b PMP 450 SM k|
45MAP-216 .ﬁ O 450i5M-217 f“' O

o [T o

100Base-TX
Full Duplex

0.01 Km
DL: 4.05Kbps

Throughput
UL: 0.08 Kbps

For more information on these tools please see

http://community.cambiumnetworks.com/t5/cnMaestro/How-to-use-the-cnMaestro-Tools-for-
Troubleshooting-Device-or/m-p/54503#U54503

Zero Touch on boarding of the PMP SMs when the corresponding AP is
on boarded

First a link should be established between the PMP AP and SM either by configuring manually or
using the ICC. Once the AP and SM link is established, the AP must be onboarded to cnMaestro™
using one of several ways detailed above under the Onboarding section. Once the AP is
onboarded to cnMaestro™ Cloud or On premises cnMaestro™ server, the SMs under the AP will
automatically onboard to cnMaestro™ using a Zero touch token that is communicated between the
AP and SMs. This is applicable to existing SMs registered to the AP as well as new SMs registering
to the AP for the first time. The SMs appear on the onboarding queue of cnMaestro™ and the
operator must “Approve” the devices in order to manage them.

The following operations for PMP Devices are available on
cnMaestro™

¢ Monitor the device details in the Dashboard page by navigating to the Monitor >Dashboard
menu and selecting the PMP AP/SM in the tree.

e Monitor notifications related to the PMP AP/SM by navigating to the Monitor >Notifications
Menu and selecting the PMP AP/SM in the tree.

e Monitor device statistics on the statistics page by navigating to the Monitor >Statistics menu
and selecting the PMP AP/SM in the tree, then selecting the PMP AP or PMP SM in the Device
type dropdown.

e Monitor Performance graphs related to the PMP AP/SM by navigating to the Monitor
>Performance menu and selecting the required performance graph (i.e Throughput, SMs,
Modulation) and selecting the PMP AP/SM in the tree.

e Troubleshoot the device on the Troubleshooting page by navigating to the Monitor >Tools
menu and selecting the PMP AP/SM in the tree.
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Configure the devices by navigating to the Configure >Devices menu and selecting the PMP
AP/SM in the tree and selecting the config template that needs to be pushed to the device.
Configuration templates need to be created before the configuration can be pushed to the
device. The template can be created by copying the existing configuration from the view
device configuration link provided in the same page and then modifying the template as
needed and then pushing to the same device or other similar devices. Template needs to be
properly reviewed for IP Address and other critical parameters to avoid stranding SMs
(resulting in a truck roll) by pushing an incorrect configuration. Configuration templates can be
created by navigating to the Configure->Templates page and selecting the PMP device type
while creating the template.

Once on 14.2.1, PMP devices can be upgraded to future supported versions from cnMaestro™
by navigating to the Operate > Software Update page and selecting the “PMP Sectors” option
from the device type drop down and the version to which the device needs to be upgraded. It
is recommended to upgrade the AP first, then the SMs.

PMP Device Inventory details can be reviewed by navigating to the Monitor >Inventory page.
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Configuring a RADIUS server

Configuring a RADIUS server in a PMP 450 Platform network is optional, but can provide added
security, increase ease of network management and provide usage-based billing data.

Understanding RADIUS for PMP 450 Platform Family

PMP 450 Platform modules include support for the RADIUS (Remote Authentication Dial In User
Service) protocol supporting Authentication and Accounting.

RADIUS Functions

RADIUS protocol support provides the following functions:

e SM Authentication allows only known SMs onto the network (blocking “rogue” SMs), and
can be configured to ensure SMs are connecting to a known network (preventing SMs from
connecting to “rogue” APs). RADIUS authentication is used for SMs, but is not used for APs.

¢ SM Configuration: Configures authenticated SMs with MIR (Maximum Information Rate), CIR
(Committed Information Rate), High Priority, and VLAN (Virtual LAN) parameters from the
RADIUS server when a SM registers to an AP.

¢ User Authentication allows users to configure a separate User authentication server along
with the SM authentication server. If firmware is upgraded while using this functionality and
no User authentication servers are configured, then AP continues to use the SM authentication
server for User authentication

¢ SM Accounting provides support for RADIUS accounting messages for usage-based billing.
This accounting includes indications for subscriber session establishment, subscriber session
disconnection, and bandwidth usage per session for each SM that connects to the AP.

e Centralized AP and SM user name and password management allows AP and SM
usernames and access levels (Administrator, Installer, Technician) to be centrally
administered in the RADIUS server instead of on each radio and tracks access events
(logon/logoff) for each username on the RADIUS server. This accounting does not track and
report specific configuration actions performed on radios or pull statistics such as bit counts
from the radios. Such functions require an Element Management System (EMS) such as
Cambium Networks Wireless Manager. This accounting is not the ability to perform
accounting functions on the subscriber/end user/customer account.

e Framed IP allows operators to use a RADIUS server to assign management IP addressing to
SM modules (framed IP address).

Tested RADIUS Servers

The Canopy RADIUS implementation has been tested and is supported on
e FreeRADIUS, Version 2.1.8

e Aradial RADIUS, Version 5.1.12

e Microsoft RADIUS (Windows Server 2012 R2 version)
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e Cisco ACS, Version 56.7.0.15

; Note
Aradial 5.3 has a bug that prevents “remote device login”, so doesn’t support the user
name and password management feature.

Choosing Authentication Mode and Configuring for
Authentication Servers - AP

On the AP’s Configuration > Security tab, select the RADIUS AAA Authentication Mode. The
following describes the other Authentication Mode options for reference, and then the RADIUS
AAA option.

e Disabled: Requires no authentication. Any SM (except a SM that itself has been configured
to require RADIUS authentication by enabling Enforce Authentication as described below) is
allowed to register to the AP.

e Authentication Server: Authentication Server in this instance refers to Wireless Manager in
BAM-only mode. Authentication is required for a SM to register to the AP. Only SMs listed
by MAC address in the Wireless Manager database is allowed to register to the AP.

e AP Pre-Shared Key: Canopy offers a pre-shared key authentication option. In this case, an
identical key must be entered in the Authentication Key field on the AP’s Configuration >
Security tab and in the Authentication Key field on each desired SM’s Configuration >
Security tab.

e RADIUS AAA: To support RADIUS authentication of SMs, on the AP’s Configuration >
Security tab select RADIUS AAA. Only properly configured SMs with a valid certificate is
allowed to register to the AP.

When RADIUS AAA is selected, up to 3 Authentication Server (RADIUS Server) IP addresses and
Shared Secrets can be configured. The IP address(s) configured here must match the IP
address(s) of the RADIUS server(s). The shared secret(s) configured here must match the shared
secret(s) configured in the RADIUS server(s). Servers 2 and 3 are meant for backup and
reliability, not splitting the database. If Server 1 doesn’t respond, Server 2 is tried, and then
server 3. If Server 1 rejects authentication, the SM is denied entry to the network, and does not
progress trying the other servers.

The default IP address is 0.0.0.0. The default Shared Secret is “CanopySharedSecret”. The
Shared Secret can be up to 32 ASCII characters (no diacritical marks or ligatures, for example).
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Table 182 Security tab attributes

Authentication Server Settings

Authentication Mode : Disabled v
N~ . Append DNS Domain Name
Authentication Server DNS Usage : * Disable DNS Domain Name

Authentication Server1: [ Shared Secret

10.120.226.8
Authentication Server 2 : Shared Secret
0.0.0.0
Authentication Server 3 - LT Shared Secret

Authentication Server 4 (BAM ONLY) : 0.0.0.0
Authentication Server 5 (BAM ONLY) 0.0.0.0

Radius Paort : 1812 Default port numberis 1612

Authentication Key : (Using All DxFF's Key)
. Use Key above

SelectKey: Use Default Key

Encryption Setting : Mone ¥

AP Evaluation Configuration
S Display of AP Evaluation Data :

Disable Display
# Enable Display

Session Timeout
Web, Telnet, FTP Session Timeout 3600 Seconds

IP Access Filtering

IP Access Filtering Enabled - Cnly allow access from [P
. addresses specified below
IP Access Control - # |F Access Filtering Disabled - Allow access from all IP
addresses

Allowed Source [F 1 : 0.0.0.0 /a2 Metwaork Mask (setto 32 to disable)
Allowed Source IP 2 : 0.0.0.0 /a2 Metwaork Mask (setto 32 to disahle)
Allowed Source IP 3¢ 0.0.0.0 Ifa2 Metwork Mask (setto 32 to disable)
Web Access HTTP Only ¥
SMMP SMMPw3 Only r

. ® Enabled
Telnet: Disabled

. # Enabled

FTP: Disabled

. # Enabled
TFTF: Disabled
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Attribute

Meaning

Authentication Mode

Operators may use this field to select the following authentication
modes:

Disabled—the AP requires no SMs to authenticate.

Authentication Server —the AP requires any SM that attempts
registration to be authenticated in Wireless Manager before registration.

AP PreShared Key - The AP acts as the authentication server to its SMs
and will make use of a user-configurable pre-shared authentication key.
The operator enters this key on both the AP and all SMs desired to
register to that AP. There is also an option of leaving the AP and SMs at
their default setting of using the “Default Key”. Due to the nature of the
authentication operation, if you want to set a specific authentication key,
then you MUST configure the key on all of the SMs and reboot them
BEFORE enabling the key and option on the AP. Otherwise, if you
configure the AP first, none of the SMs is able to register.

RADIUS AAA - When RADIUS AAA is selected, up to 3 Authentication
Server (RADIUS Server) IP addresses and Shared Secrets can be
configured. The IP address(s) configured here must match the IP
address(s) of the RADIUS server(s). The shared secret(s) configured here
must match the shared secret(s) configured in the RADIUS server(s).
Servers 2 and 3 are meant for backup and reliability, not for splitting the
database. If Server 1 doesn’t respond, Server 2 is tried, and then server
3. If Server 1 rejects authentication, the SM is denied entry to the
network and does not progress trying the other servers.

Authentication
Server DNS Usage

The management DNS domain name may be toggled such that the
name of the authentication server only needs to be specified and the
DNS domain name is automatically appended to that name.

Authentication
Server 1

Authentication
Server 2

Authentication
Server 3

Authentication
Server 4 (BAM Only)

Authentication
Server 5 (BAM Only)

Enter the IP address or server name of the authentication server
(RADIUS or WM) and the Shared Secret configured in the authentication
server. When Authentication Mode RADIUS AAA is selected, the default
value of Shared Secret is “CanopySharedSecret”. The Shared Secret
may consist of up to 32 ASCII characters.

Radius Port

This field allows the operator to configure a custom port for RADIUS
server communication. The default value is 7872.

Authentication Key

The authentication key is a 32-character hexadecimal string used when
Authentication Mode is set to AP Pre-Shared Key. By default, this key is
set to OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF.
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Selection Key

This option allows operators to choose which authentication key is used:

Use Key above means that the key specified in Authentication Key is
used for authentication

Use Default Key means that a default key (based off of the SM’'s MAC
address) is used for authentication

Encryption Key

Specify the type of airlink security to apply to this AP. The encryption
setting must match the encryption setting of the SMs.

None provides no encryption on the air link.

DES (Data Encryption Standard): An over-the-air link encryption option
that uses secret 56-bit keys and 8 parity bits. DES performs a series of bit
permutations, substitutions, and recombination operations on blocks of
data. DES encryption does not affect the performance or throughput of
the system.

AES (Advanced Encryption Standard): An over-the-air link encryption
option that uses the Rijndael algorithm and 128-bit keys to establish a
higher level of security than DES. AES products are certified as
compliant with the Federal Information Processing Standards (FIPS 197)
in the U.S.A.

SM Display of AP
Evaluation Data

You can use this field to suppress the display of data about this AP on
the AP Evaluation tab of the Tools page in all SMs that register.

Web, Telnet, FTP
Session Timeout

Enter the expiry in seconds for remote management sessions via HTTP,
telnet, or ftp access to the AP.

IP Access Control

You can permit access to the AP from any IP address (IP Access Filtering
Disabled) or limit it to access from only one, two, or three IP addresses
that you specify (IP Access Filtering Enabled). If you select IP Access
Filtering Enabled, then you must populate at least one of the three
Allowed Source IP parameters or have no access permitted from any IP
address

Allowed Source IP 1

If you selected IP Access Filtering Enabled for the IP Access Control
parameter, then you must populate at least one of the three Allowed
Source IP parameters or have no access permitted to the AP from any IP
address. You may populate as many as all three.

Allowed Source IP 2

Allowed Source IP 3

If you selected IP Access Filtering Disabled for the IP Access Control
parameter, then no entries in this parameter are read, and access from
all IP addresses is permitted.

Web Access

The Radio supports secured and non-secured web access protocols.
Select suitable web access from drop down list:

e HTTP Only - provides non-secured web access. The radio to be
accessed via http://<IP of Radio>.

e HTTPS Only - provides a secured web access. The radio to be
accessed via https1://<IP of Radio>.

Page 7-233



Chapter 7: Configuration Configuring a RADIUS server

e HTTP and HTTPS - If enabled, the radio can be accessed via both
http and https.

SNMP This option allows to configure SNMP agent communication version. It
can be selected from drop down list :

¢  SNMPv2c Only - Enables SNMP v2 community protocol.

e SNMPv3 Only — Enables SNMP v3 protocol. It is secured
communication protocol.

¢ SNMPv2c and SNMPv3 - It enables both the protocols.

Telnet This option allows to Enable and Disable Telnet access to the Radio.
FTP This option allows to Enable and Disable FTP access to the Radio.
TFTP This option allows to Enable and Disable TFTP access to the Radio.
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SM Authentication Mode — Require RADIUS or Follow AP

If it is desired that a SM will only authenticate to an AP that is using RADIUS, on the SM’s
Configuration Security tab set Enforce Authentication to AAA. With this enabled, SM does not
register to an AP that has any Authentication Mode other than RADIUS AAA selected.

If it is desired that a SM use the authentication method configured on the AP it is registering to,
set Enforce Authentication to Disabled. With Enforce Authentication disabled, a SM will
attempt to register using whichever Authentication Mode is configured on the AP it is attempting
to register to.

Note

A Having SMs to use RADIUS by enabling Enforce Authentication avoids the security
issue of SMs possibly registering to “rogue” APs, which have authentication
disabled.

Table 183 SM Security tab attributes

Authentication Key Settings
Authentication Key : (Using All 0xFF's Key)
Use Key above

SelectKey : # Use Default Key

AAA Authentication Settings

Enforce Authentication : Disable v
Phase 1: eapttls v
Phase 2: MSCHAPV2 ¥

Enable Realm
Identity/Realm : ® Disable Realm

Identity lsnonymous @ Realm kcanopy.net

Username : 0a-00-3e-a0-00-8¢c Use Default Usemname
Password: e

Confirm Password :

RADIUS Certificate Settings

Upload Certificate File

File: | Choose File | No file chosen

Import Certificate
Use Default Centificates
This will delete all current certificates

C=UsS
S =lllinois
O= Solutions, Inc.

OU =Canopy Wireless Broadband
CN =Canopy AAA Server Demo CA
E =technical-support@canopywireless.com
Valid From: 01/01/2001 00:00:00
Valid To: 12/31/2049 23:59:59
Delete

Certificate 2 deleted.

Encryption Setting :

Session Timeout
Web, Telnet, FTP Session Timeout: ls00000 Seconds

SM Management Interface Access via Ethemet Port
® Enabled

Ethernet Access : Disabled
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1P Access Filtering
IP Access Cantrol :
Allowed Source IP1:

Allowed Source [P 2 :
Allowed Source IP 3 :

IP Access Filtering Enabled - Only allow access from IP
addresses specified below
# |P Access Filtering Disabled - Allow access from all IP
addresses
0.0.0.0 /B2 MNetwork Mask (setta 32 to disable)
0.0.0.0 a2 MNetwork Mask (setto 32 to disable)
0.0.0.0 /32 MNetwark Mask (setto 32 to disable)

Web Access: HTTF Only v

SNMP - SHMPv2c Only A

et " Disabled

PP " Disabies

i e
Attribute Meaning

Authentication Key

The authentication key is a 32-character hexadecimal string used when
Authentication Mode is set to AP PreShared Key. By default, this key is
set to OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF.

This option allows operators to choose which authentication key is used:
Use Key above means that the key specified in Authentication Key is

Select Key used for authentication
Use Default Key means that a default key (based off of the SM’s MAC
address) is used for authentication
The SM may enforce authentication types of AAA and AP Pre-

Enforce sharedKey. The SM will not finish the registration process if the AP is not

Authentication

using the configured authentication method (and the SM locks out the
AP for 15 minutes). Enforce Authentication default setting is Disable.

The protocols supported for the Phase 1 (Outside Identity) phase of
authentication are EAPTTLS (Extensible Authentication Protocol

Ph 1
ase Tunneled Transport Layer Security) or MSCHAPv2 (Microsoft
Challenge-Handshake Authentication Protocol version 2).
Select the desired Phase 2 (Inside Identity) authentication protocol from
the Phase 2 options of PAP (Password Authentication Protocol), CHAP
Phase 2 (Challenge Handshake Authentication Protocol), and MSCHAP

{(Microsoft’s version of CHAP, version 2 is used). The protocol must be
consistent with the authentication protocol configured on the RADIUS
server.
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Identity/Realm

If Realms are being used, select Enable Realm and configure an outer
identity in the Identity field and a Realm in the Realm field. These must
match the Phase 1/Outer Identity and Realm configured in the RADIUS
server. The default Identity is “anonymous”. The Identity can be up to
128 non-special (no diacritical markings) alphanumeric characters. The
default Realm is “canopy.net”. The Realm can also be up to 128 non-
special alphanumeric characters.

Configure an outer ldentity in the Username field. This must match the
Phase 1/Outer Identity username configured in the RADIUS server. The
default Phase 1/Outer Identity Username is “anonymous”. The
Username can be up to 128 non-special (no diacritical markings)
alphanumeric characters.

Enter a Username for the SM. This must match the username
configured for the SM on the RADIUS server. The default Username is

U
sername the SM’s MAC address. The Username can be up to 128 non-special
(no diacritical markings) alphanumeric characters.
Password Enter the desired password for the SM in the Password and Confirm

Confirm Password

Password fields. The Password must match the password configured
for the SM on the RADIUS server. The default Password is “password”.
The Password can be up to 128 non-special (no diacritical markings)
alphanumeric characters.

Upload Certificate
File

To upload a certificate manually to a SM, first load it in a known place
on your PC or network drive, then click on a Delete button on one of
the Certificate description blocks to delete a certificate to provide space
for your certificate. Click on Choose File, browse to the location of the
certificate, and click the Import Certificate button, and then reboot the
radio to use the new certificate.

When a certificate is in use, after the SM successfully registers to an
AP, an indication of In Use will appear in the description block of the
certificate being used.

The public certificates installed on the SMs are used with the private
certificate on the RADIUS server to provide a public/private key
encryption system.

Up to 2 certificates can be resident on a SM. An installed certificate can
be deleted by clicking the Delete button in the certificate’s description
block on the Configuration > Security tab. To restore the 2 default
certificates, click the Use Default Certificates button in the RADIUS
Certificate Settings parameter block and reboot the radio.
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Specify the type of airlink security to apply to this AP. The encryption
setting must match the encryption setting of the SMs.

None provides no encryption on the air link.

DES (Data Encryption Standard): An over-the-air link encryption option
that uses secret 56-bit keys and 8 parity bits. DES performs a series of bit
permutations, substitutions, and recombination operations on blocks of

Encryption Setting data. DES encryption does not affect the performance or throughput of
the system.

AES (Advanced Encryption Standard): An over-the-air link encryption
option that uses the Rijndael algorithm and 128-bit keys to establish a
higher level of security than DES. AES products are certified as
compliant with the Federal Information Processing Standards (FIPS 197)

in the U.S.A.
Web, Telnet, FTP Enter the expiry in seconds for remote management sessions via HTTP,
Session Timeout telnet or ftp access to the AP.

If you want to prevent any device that is connected to the Ethernet port
of the SM from accessing the management interface of the SM, select
Ethernet Access Disabled. This selection disables access through this
port to via HTTP (the GUI), SNMP, telnet, FTP, and TFTP. With this
selection, management access is available through only the RF interface

Ethernet Access via either an IP address (if Network Accessibility is set to Public on the
SM) or the Session Status or Remote Subscribers tab of the AP. See IP
Access Control below.

If you want to allow management access through the Ethernet port,
select Ethernet Access Enabled. This is the factory default setting for this
parameter.

You can permit access to the AP from any IP address (IP Access Filtering
Disabled) or limit it to access from only one, two, or three IP addresses
that you specify (IP Access Filtering Enabled). If you select IP Access
Filtering Enabled, then you must populate at least one of the three
Allowed Source IP parameters or have no access permitted from any IP
address

IP Access Control

Allowed Source IP 1 If you selected IP Access Filtering Enabled for the IP Access Control

arameter, then you must populate at least one of the three Allow
Allowed Source IP2 P2 r you must popu . owed

Source IP parameters or have no access permitted to the AP from any IP
address. You may populate as many as all three.

Allowed Source IP 3 If you selected IP Access F|I.ter|n.g Disabled for the IP Access Control
parameter, then no entries in this parameter are read, and access from
all IP addresses is permitted.

Web Access The Radio supports secured and non-secured web access protocols.
Select suitable web access from drop down list:

e HTTP Only - provides non-secured web access. The radio to be
accessed via http://<IP of Radio>.
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e HTTPS Only - provides a secured web access. The radio to be
accessed via https://<IP of Radio>.

e HTTP and HTTPS - If enabled, the radio can be accessed via both
http and https.

SNMP This option allows to configure SNMP agent communication version. It
can be selected from drop down list :

e  SNMPv2c Only - Enables SNMP v2 community protocol.

e SNMPv3 Only — Enables SNMP v3 protocol. It is secured
communication protocol.

¢ SNMPv2c and SNMPv3 - It enables both the protocols.

Telnet This option allows to Enable and Disable Telnet access to the Radio.
FTP This option allows to Enable and Disable FTP access to the Radio.
TFTP This option allows to Enable and Disable TFTP access to the Radio.

SM - Phase 1 (Qutside Identity) parameters and settings

The protocols supported for the Phase 1 (Outside Identity) phase of authentication are

eapttls (Extensible Authentication Protocol Tunneled Transport Layer Security) and
eapMSChapV2 (Extensible Authentication Protocol — Microsoft Challenge-Handshake
Authentication Protocol).

Configure an outer Identity in the Username field. This must match the Phase 1/Outer Identity
username configured in the RADIUS server. The default Phase 1/Outer Identity Username is
“anonymous”. The Username can be up to 128 non-special (no diacritical markings)
alphanumeric characters. If Realms are being used in the RADIUS system (eapttls only), select
Enable Realm and configure an outer identity in the Identity field and a Realm in the Realm field.
These must match the Phase 1/Outer Identity and Realm configured in the RADIUS server. The
default Identity is “anonymous”. The ldentity can be up to 128 non-special (no diacritical markings)
alphanumeric characters. The default Realm is “canopy.net”. The Realm can also be up to 128 non-
special alphanumeric characters.

SM - Phase 2 (Inside Identity) parameters and settings

If using eapttls for Phase 1 authentication, select the desired Phase 2 (Inside Identity)
authentication protocol from the Phase 2 options of PAP (Password Authentication Protocol),
CHAP (Challenge Handshake Authentication Protocol), and MSCHAPv2 (Microsoft’s version of
CHAP). The protocol must be consistent with the authentication protocol configured on the
RADIUS server. Enter a Username for the SM. This must match the username configured for the
SM on the RADIUS server. The default Username is the SM’s MAC address. The Username can
be up to 128 non-special (no diacritical markings) alphanumeric characters.

Enter the desired password for the SM in the Password and Confirm Password fields. The
Password must match the password configured for the SM on the RADIUS server. The default
Password is “password”. The Password can be up to 128 non-special (no diacritical markings)
alphanumeric characters.
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Handling Certificates
Managing SM Certificates via the SM GUI

The default public Canopy certificates are loaded into SMs upon factory software installation.
The default certificates are not secure and are intended for use during lab and field trials as part
of gaining experience with the RADIUS functionalities or as an option during debug. For secure
operation, an operator will want to create or procure their own certificates. Resetting a SM to its
factory defaults will remove the current certificates and restore the default certificates.

Up to two certificates can be resident on a SM. An installed certificate can be deleted by clicking
the Delete button in the certificate’s description block on the Configuration > Security tab. To
restore the 2 default certificates, click the Use Default Certificates button in the RADIUS
Certificate Settings parameter block and reboot the radio.

To upload a certificate manually to a SM, first load it in a known place on your PC or network
drive, then click on a Delete button on one of the Certificate description blocks to delete a
certificate to provide space for your certificate. Click on Choose File, browse to the location of the
certificate, and click the Import Certificate button, and then reboot the radio to use the new
certificate.

When a certificate is in use, after the SM successfully registers to an AP, an indication of In Use
will appear in the description block of the certificate being used.

The public certificates installed on the SMs are used with the private certificate on the RADIUS
server to provide a public/private key encryption system.

; Note
Root certificates of more than one level (Example - a certificate from someone who
received their CA from Verisign) fails. Certificates must be either root or self-signed.
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Figure 162 SM Certificate Management

ADIUS Certifi
Upload Certificate File

File:| Browse.. |

Impaort Certificate |

Use Default Cerificates |
This will delete all current certificates

“Certificate 1

C=Us

5 =lllingis

0 =Motorola Solutions, Inc.

Ol =Canopy Wireless Broadband
CM=Canopy AAA Server Demo CA

E =technical-support@canopywireless com
Valid From: 01/01/2001 00:00:00

Valid To: 12/31/2049 23:59:59

¥ Delete |

"Certificate 2

c=Us

5 =lllingis

0 =Motorola, Inc.

Ol =Canopy Wireless Broadband
CM =PMP320 Demo CA

Valid From: 07/01/2009 06:00:00
Valid To: 12/31/2049 23:59:59

Delete

\ A

Configuring a RADIUS server

Configuring RADIUS servers for SM authentication

Your RADIUS server must be configured to use the following:
e EAPTTLS or MSCHAPvV2 as the Phase 1/Outer Identity protocol.

e If Enable Realm is selected on the SM’s Configuration > Security tab, then the same Realm

appears there (or access to it).

e The same Phase 2 (Inner Identity) protocol as configured on the SM’s Configuration >

Security tab under Phase 2 options.

e The username and password for each SM configured on each SM’s Configuration > Security

tab.

e An IP address and NAS shared secret that is the same as the IP address and Shared Secret
configured on the AP’s Configuration > Security tab for that RADIUS server.
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e A server private certificate, server key, and CA certificate that complement the public
certificates distributed to the SMs, as well as the Canopy dictionary file that defines Vendor
Specific Attributes (VSAa). Default certificate files and the dictionary file are available from
the software site: https:/support.cambiumnetworks.com/files/pmp450 after entering your
name, email address, and either Customer Contract Number or the MAC address of a
module covered under the 12 month warranty.

Optionally, operators may configure the RADIUS server response messages (Accept or Reject) so
that the user has information as to why they have been rejected. The AP displays the RADIUS
Authentication Reply message strings in the Session Status list as part of each SM’s information.
The SM will show this string (listed as Authentication Response on the SM GUI) on the main
Status page in the Subscriber Module Stats section.

; Note
Aradial AAA servers only support operator-configurable Authentication Accept
responses, not Authentication Reject responses.
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Assigning SM management IP addressing via RADIUS

Operators may use a RADIUS AAA server to assign management IP addressing to SM modules
(framed IP address). SMs now interpret attributes Framed-IP-Address, Framed-IP-Netmask, and
Cambium-Canopy-Gateway from RADIUS. The RADIUS dictionary file has been updated to include
the Cambium-Canopy-Gateway attribute and is available on the Cambium Software Support
website.

In order for these attributes to be assigned and used by the SM, the following must be true:
e The system is configured for AAA authentication

e The SMis not configured for DHCP on its management interface. If DHCP is enabled and these
attributes are configured in the RADIUS server, the attributes is ignored by the SM.

¢ The SM management interface must be configured to be publically accessible. If the SM is
configured to have local accessibility, the management interface will still be assigned the
framed addressing, and the SM iscome publicly accessible via the assigned framed IP
addressing.

¢ When using these attributes, for the addressing to be implemented by the SM operators must
configure Framed-IP-Address in RADIUS. If Framed-IP-Address is not configured but Framed-
IP-Netmask and/or Cambium-Canopy-Gateway is configured, the attributes is ignored. In the
case where only the Framed-IP-Address is configured, Framed-IP-Netmask defaults to
255.255.0.0 (NAT disabled) / 255.255.255.0 (NAT enabled) and Cambium-Canopy-Gateway
defaults to 0.0.0.0.

Configuring RADIUS server for SM configuration

Canopy Vendor Specific Attributes (VSAs) along with VSA numbers and other details are listed
in Table 184. The associated SM GUI page, tab and parameter are listed to aid cross-referencing
and understanding of the VSAs.

A RADIUS dictionary file is available from the software site:

https://support.cambiumnetworks.com/files/pmp450

The RADIUS dictionary file defines the VSAs and their values and is usually imported into the
RADIUS server as part of server and database setup.
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Note

A Beginning with System Release 12.0.2, two RADIUS dictionary files are available on
the Cambium website — “RADIUS Dictionary file — Cambium” and “RADIUS Dictionary
file — Motorola”.

In addition to a renaming of attributes, the Cambium-branded dictionary file contains
two new VSAs for controlling uplink and downlink Maximum Burst Data Rate (these
VSAs are listed below in Table 184).

If you are transitioning from the Motorola-branded dictionary file to the Cambium-
branded dictionary file, ensure that all RADIUS profiles containing Motorola-Canopy
attribute references are updated to include Cambium-Canopy attribute references (for
all applicable VSAs listed in Table 184). Also, ensure that all RADIUS configuration
files reference the new dictionary file (as an alternative, operators may rename the
Cambium-branded dictionary file to the filename currently in use by the RADIUS
server). Once the profiles are updated and the new Cambium-branded dictionary file is
installed on the RADIUS server, restart the RADIUS server to ensure that the new
VSAs and attribute names are enabled.

Table 184 RADIUS Vendor Specific Attributes (VSAs)

Name Number Type Required Value

MS-MPPE-Send-Key 26.311.16 - Y -

MS-MPPE-Recv-Key 26.311.17 - Y -

Cambium-Canopy-LPULCIR 26.161.1 integer N 0-65535 kbps

Configuration > Quality of Service > Low Priority Uplink CIR 0 kbps 32 bits
Cambium-Canopy-LPDLCIR 26.161.2 integer N 0-65535 kbps

Configuration > Quality of Service > Low Priority Downlink CIR 0 kbps 32 bits
Cambium-Canopy-HPULCIR 26.161.3 integer N 0-65535 kbps

Configuration > Quality of Service > Hi Priority Uplink CIR 0 kbps 32 bits
Cambium-Canopy-HPDLCIR 26.161.4 integer N 0-65535 kbps

Configuration > Quality of Service > Hi Priority Uplink CIR 0 kbps 32 bits
Cambium-Canopy-HPENABLE 26.161.5 integer N 0-disable, 1-enable
Configuration > Quality of Service > Hi Priority Channel 0 32 bits

Enable/Disable

26.161.6 integer N 0-100000 kbps
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Configuration > Quality of Service > Sustained Uplink Data Rate = dependent on radio 32 bits
feature set
Cambium-Canopy-ULBL 26.161.7 integer N 0-2500000 kbps
Configuration > Quality of Service > Uplink Burst Allocation dependent on radio 32 bits
feature set
Cambium-Canopy-DLBR 26.161.8 integer N 0-100000 kbps
Configuration > Quality of Service > Sustained Downlink Data dependent on radio 32 bits
Rate feature set
Cambium-Canopy-DLBL 26.161.9 integer N 0-2500000 kbps
Configuration > Quality of Service > Downlink Burst Allocation dependent on radio 32 bits
feature set
Cambium-Canopy- 26.161.14 integer N 0-disable, 1-enable
VLLEARNEN
Configuration > VLAN > Dynamic Learning 1 32 bits
Cambium-Canopy- 26.161.15 integer N 0-all, 1-tagged, 2-
VLFRAMES untagged
Configuration > VLAN > Allow Frame Types 0 32 bits
Cambium-Canopy-VLIDSET 26.161.16 integer N VLAN Membership
(1-4094)
Configuration > VLAN Membership 0 32 bits
Cambium-Canopy-VLAGETO 26.161.20 integer N 5 - 1440 minutes
Configuration > VLAN > VLAN Aging Timeout 25 mins 32 bits
Cambium-Canopy-VLIGVID 26.161.21 integer N 1-4094
Configuration > VLAN > Default Port VID 1 32 bits
Cambium-Canopy-VLMGVID  26.161.22 integer N 1-4094
Configuration > VLAN > Management VID 1 32 bits
Cambium-Canopy- 26.161.23 integer N O-disable, 1-enable
VLSMMGPASS
Configuration > VLAN > SM Management VID Pass-through 1 32 bits
Cambium-Canopy-BCASTMIR 26.161.24 integer N 0-100000 kbps,
O=disabled
Configuration > Quality of Service > Broadcast/Multicast Uplink dependent on radio 32 bits

Data Rate

feature set

Cambium-Canopy-Gateway 26.161.25 ipaddr N

Configuration > IP > Gateway IP Address

0.0.0.0
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Cambium-Canopy-ULMB 26.161.26 integer N 0-100000 kbps
Configuration > Quality of Service > Max Burst Uplink Data 0 32 bits
Rate
Cambium-Canopy-DLMB 26.161.27 integer N 0-100000 kbps
Configuration > Quality of Service > Max Burst Downlink Data 0 32 bits
Rate
Cambium-Canopy-UserLevel 26.161.50 integer N 1-Technician, 2-
Installer, 3-

Administrator

Account > Add User > Level 0 32 bits
Cambium-Canopy-DHCP- 26.161.31 integer N 1-Enable
State
Configuration > IP > DHCP 1 32
state bits
Cambium-Canopy- 26.161.28 integer N
BCASTMIRUNITS
Configuration > QoS > 0 32 bits
Broadcast Downlink CIR
Cambium-Canopy- 26.161.29 string N
ConfigFilelmportUrl
Configuration > Unit Settings 0 32 bits
Cambium-Canopy- 26.161.30 string N
ConfigFileExportUrl
Configuration > Unit Settings 0 32 bits
Cambium-Canopy-UserMode 26.161.51 integer N 1=Read-Only 0=Read-

Write
Account > Add User > User 0 32 bits
Mode

(*) Contains key for encrypting packets sent by the NAS to the remote host (for Microsoft Point-
to-Point Encryption Protocol).

; Note
VSA numbering:

26 connotes Vendor Specific Attribute, per RFC 2865
26.311 is Microsoft Vendor Code, per IANA
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Configuring RADIUS server for SM configuration using Zero
Touch feature

The RADIUS VSA (Vendor Specific Attributes) is updated for Zero Touch feature. This feature
enables the ability for a SM to get its configuration via RADIUS VSA. The RADIUS VSA is updated
for an URL which points to the configuration file of SM (see Table 184 for list of VSA).

The RADIUS will push the vendor specific attribute to SM after successful authentication. The VSA
contains URL of config file which will redirect SM to download configuration. If there is any change
in SM confirmation, the SM will reboot automatically after applying the configuration.

The RADIUS VSA attributes concerning Zero Touch are as follows:
VSA Type String

Cambium-Canopy-ConfigFileImportUrl (29) string Maximum Length 127
characters.

Cambium-Canopy-ConfigFileExportUrl (30) string Maximum Length 127
characters.

The updated RADIUS dictionary can be downloaded from below link:
https://support.cambiumnetworks.com/files/pmp450/

; Note
The feature is not applicable to the AP.
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Using RADIUS for centralized AP and SM user name and
password management

AP — Technician/Installer/Administrator Authentication

To control technician, installer, and administrator access to the AP from a centralized RADIUS
server:

Procedure 28 Centralized user name and password management for AP

1 Set Authentication Mode on the AP’s Configuration > Security tab to RADIUS AAA

2 Set User Authentication Mode on the AP’s Account > User Authentication tab (the tab
only appears after the AP is set to RADIUS authentication) to Remote or Remote then
Local.

e Local: The local SM is checked for accounts. No centralized RADIUS accounting
(access control) is performed.

e Remote: Authentication by the centralized RADIUS server is required to gain access
to the SM if the SM is registered to an AP that has RADIUS AAA Authentication
Mode selected. For up to 2 minutes a test pattern is displayed until the server
responds or times out.

¢ Remote then Local: Authentication using the centralized RADIUS server is
attempted. If the server sends a reject message, then the setting of Allow Local
Login after Reject from AAA determines if the local user database is checked or
not. If the configured servers do not respond within 2 minutes, then the local user
database is used. The successful login method is displayed in the navigation
column of the SM.

o User administration and authentication separation

On the AP, it is possible to configure up to three User Authentication servers, along with their
Shared Secret. If none of the User Authentication servers are configured, the AP continues to use
SM Authorization servers for User Authentication.

If at least one of the IP addresses is configured, all Authentication, Authorization, and Accounting
requests now follow the newly configured User Authorization server.

To configure separate User Authentication and SM Authentication:
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Procedure 29 User administration and authentication separation

1 Go to the AP’s Account > User Authentication And Access Tracking tab
2 Set User Authentication Mode to Remote or Remote then Local.
3 Set User Authentication Method to EAP-MD5 or EAP-PEAP-MSCHAPv2
4 Configure the Shared Secrets and IP Addresses of:

User Authentication Server 1

User Authentication Server 2

User Authentication Server 3

Note: If none of the above User Authentication servers are configured, only SM
authentication will be performed.

5 Under RADIUS Certificate Settings, click Browse to upload the RADIUS Certificate files.
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Table 185 AP User Authentication and Access Tracking attributes

User Authentication And Access Tracking |EEE R | EEIEA | EEE IR
Accounts — User Authentication And Access Tracking

5.7GHz MIMO OFDM - Access Point
0a-00-3e-bb-05-8f

Save Changes Reboot

User Authentication
User Authentication Mode : Remote then Local ~
User Authentication Method : EAP-PEAP-MSCHAPV2 ||

EAP-MDS
Allow Local Login after Reject from AAA : EAP_PEAP-MSCHAPY2

sssssssses Shared Secret

User Authentication Server 1 :

10.110.32.16

User Authentication Server 2 : Shared Secret
0.0.0.0

User Authentication Server 3 : — Shared Secret

RADIUS Certificate Settings
Upload Certificate File

File: No file selected.
Import Certificate
Use Default Certificates

This will delete all current certificates

User Authentication Certificate 1

C=Us

S =lllinois

O =Motorola Solutions, Inc.

0OU =Canopy Wireless Broadband

CN =Canopy AAA Server Demo CA

E =technical-support@canopywireless.com
Valid From: 01/01/2001 00:00:00

Valid To: 12/31/2049 23:59:59

In use

User Authentication Certificate 2

C =Us

S =lllinois

O =Motorola, Inc.

OU =Canopy Wireless Broadband
CN =PMP320 Demo CA

Valid From: 07/01/2009 06:00:00
Valid To: 12/31/2049 23:59:59

Server Configuration
Radius Accounting Port : 1813 Default port number is 1813

Access Tracking Configuration

Accounting Messages : disable -
Accounting Data Usage Interval : 0 minutes(0=Disabled,min-30,max-10080)
SM Re-authentication Interval : 0 minutes(0=Disabled,min-30,max-10080)
Account Status

Attribute Meaning

e Local: The local SM is checked for accounts. No centralized

o RADIUS accounting (access control) is performed.
User Authentication

Mode e Remote: Authentication by the centralized RADIUS server is

required to gain access to the AP. For up to 2 minutes a test pattern
is displayed until the server responds or times out.
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¢ Remote then Local: Authentication using the centralized RADIUS
server is attempted. If the server sends a reject message, then the
setting of Allow Local Login after Reject from AAA determines if
the local user database is checked or not. If the configured servers
do not respond within 2 minutes, then the local user database is
used. The successful login method is displayed in the navigation
column of the AP.

User Authentication
Method

The user authentication method employed by the radios:
e EAP-MD5
e EAP-PEAP-MSCHAPv2

Allow Local Login after
Reject from AAA

If a user authentication is rejected from the AAA server, the user is
allowed to login locally to the radio’s management interface.

User Authentication
Server 1

The IP address and the shared secret key of the User authentication
RADIUS server 1.

User Authentication
Server 2

The IP address and the shared secret key of the User Authentication
Server 2 configured in RADIUS Server.

User Authentication
Server 3

The IP address and the shared secret key of the User Authentication
Server 3 configured in RADIUS Server.

RADIUS Certificate
Settings

Import Cetificate — browse and select the file to be uploaded and click on
“Import Certificate” to import a new certificate.

Use Default Certificates — use the preloaded default certificates.

User Authentication
Certificate 1

Cerificate provided by default for User authentication.

User Authentication
Certificate 2

Cerificate provided by default for User authentication.

Radius Accounting
Port

The destination port on the AAA server used for Radius accounting
communication.

Accounting Messages

disable — no accounting messages are sent to the RADIUS server.

deviceAccess — accounting messages regarding device access are sent
to the RADIUS server (see Table 187).

dataUsage — accounting messages regarding data usage are sent to the
RADIUS server (see Table 187).

All — accounting messages regarding device access and data usage are
sent to the RADIUS server.

Accounting Data
Usage Interval

The interval for which accounting data messages are sent from the radio
to the RADIUS server. If 0 is configured for this parameter, no data
usage messages are sent.

SM Re-authentication
Interval

The interval for which the SM will re-authenticate to the RADIUS server.

Account Status

Displays the account status.
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SM - Technician/Installer/Administrator Authentication

The centralized user name and password management for SM is same as AP. Follow AP -
Technician/Installer/Administrator Authentication on page 7-248 procedure.

ﬁ Note
Remote access control is enabled only after the SM registers to an AP that has
Authentication Mode set to RADIUS AAA. Local access control will always be used

before registration and is used after registration if the AP is not configured for
RADIUS.

Figure 163 User Authentication and Access Tracking tab of the SM

“User Authentication

Remote Login is enabled only when SM is Registered with an AP and the system is operating with a
back-end AAA server. The SM will only do Local Login until these preconditions are met regardless
of configuration settings on this page.

Current Stater OOSERVICE

User Authentication Mode | Local |
el
Allow Local Login after Reject from AAA p E?saablzlnleedd

\

: Tracking Configuration

Accounting Messages Idisable v[

“Account Status

Table 186 SM User Authentication and Access Tracking attributes

“User Authentication

Remote Login is enabled only when SM is Registered with an AF and the system is operating with a
back-end AAA server. The SM will only do Local Login until these preconditions are met regardless
of configuration settings on this page.

Current State: OOSERVICE

User Authentication Mode [ Local =
ol
Allows Local Login after Reject from AAA & E)?saabtl)leedd

55 Tracking Configuration

Accounting Messages Idisable v|

ount Status

Attribute Meaning

User Authentication e Local: The local SM is checked for accounts. No centralized RADIUS
Mode accounting (access control) is performed.
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¢ Remote: Authentication by the centralized RADIUS server is required
to gain access to the SM if the SM is registered to an AP that has
RADIUS AAA Authentication Mode selected. For up to 2 minutes a
test pattern is displayed until the server responds or times out.

¢ Remote then Local: Authentication using the centralized RADIUS
server is attempted. If the server sends a reject message, then the
setting of Allow Local Login after Reject from AAA determines if the
local user database is checked or not. If the configured servers do
not respond within 2 minutes, then the local user database is used.
The successful login method is displayed in the navigation column
of the SM.

If a user authentication is rejected from the AAA server, the user is
allowed to login locally to the radio’s management interface. It is

applicable ONLY when the User Authentication Mode is set to “Remote
Allow Local Login then Local”.

after Reject from

AAA A Note
When the radio User Authentication Mode is set to
“Local” or “Remote”, the Allow Local Login after Reject
from AAA does not any effect.

. e disable — no accounting messages are sent to the RADIUS server
Accounting

Messages e deviceAccess — accounting messages are sent to the RADIUS server

regarding device access (see Table 187).

Access Tracking

To track logon and logoff times on individual radios by technicians, installers, and
administrators, on the AP or SM’s Account > User Authentication and Access Tracking tab under
Accounting (Access Tracking) set Accounting Messages to “deviceAccess”.

Device Access Tracking is enabled separately from User Authentication Mode. A given AP or SM
can be configured for both, either, or neither.

RADIUS Device Data Accounting

PMP 450 Platform systems include support for RADIUS accounting messages for usage-based
billing. This accounting includes indications for subscriber session establishment, subscriber
session disconnection, and bandwidth usage per session for each SM that connects to the AP. The
attributes included in the RADIUS accounting messages are shown in the table below.

Table 187 Device data accounting RADIUS attributes

Sender  Message Attribute Value Description

AP Acct-Status-Type 1 - Start
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Sender Message Attribute Value Description
Unique per AP session. This message is
Initial value is SM MAC, and sent every time a
) Acct-Session-Id increments after every start  SM registers with
Accounting- message sent of an in an AP, and after
Request session SM. the SM stats are
Event-Timestam UTC time the event cleared.
P occurred on the AP
Acct-Status-Type 2 - Stop This message is
sent every time a
Unique per AP session. SM becomes
Initial value is SM MAC, and unregistered with
Acct-Session-Id increments after every start ;. AP. and when
message sent of an in the SM stats are
session SM. cleared.
Sum of the input octets
received at the SM over
regular data VC and the
Acct-l t-Octets . . .
npu high priority data VC (if
enabled). Will not include
broadcast.
Sum of the output octets
sent from the SM over
Acct-Output-Octets regular data VC and the
AP Accounting- high priority data VC (if
Request enabled).

Acct-Input-
Gigawords

Number of times the Acct-
Input-Octets counter has
wrapped around 2732 over
the course of the session

Acct-Output-
Gigawords

Number of times the Acct-
Output-Octets counter has
wrapped around 2732 over
the course of the session

Acct-Input-Packets

Sum of unicast and
multicast packets that are
sent to a particular SM over
the regular data VC and the
high priority data VC (if
enabled). It will not include
broadcast.
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Sender Message Attribute Value Description
Sum of unicast and
multicast packets that are
Acct-Output- sent from a particular SM
Packets over the regular data VC
and the high priority data
VC (if enabled).
Acct-Session-Time  Uptime of the SM session.
Acct-Terminate- Reason code for session
Cause termination
AP Accounting-  Acct-Status-Type 3 - Interim-Update This message is
Request sent periodically

Acct-Session-Id

Unique per AP session.
Initial value is SM MAC, and
increments after every start
message sent of an in
session SM.

Acct-Input-Octets

Sum of the input octets sent
to the SM over regular data
VC and the high priority
data VC (if enabled). Will
not include broadcast.

Acct-Output-Octets

Sum of the output octets
set from the SM over
regular data VC and the
high priority data VC (if
enabled).

Acct-Input-
Gigawords

Number of times the Acct-
Input-Octets counter has
wrapped around 2732 over
the course of the session

Acct-Output-
Gigawords

Number of times the Acct-
Output-Octets counter has
wrapped around 2732 over
the course of the session

Acct-Session-Time

Uptime of the SM session.

per the operator
configuration on
the AP in seconds.

Interim update
counts are
cumulative over
the course of the
session
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Sender Message Attribute Value Description

Sum of unicast and
multicast packets that are
sent to a particular SM over

Acct-Input-Packets  the regular data VC and the
high priority data VC (if
enabled). It will not include
broadcast.

Sum of unicast and
multicast packets that are
Acct-Output- sent from a particular SM
Packets over the regular data VC
and the high priority data
VC (if enabled).

The data accounting configuration is located on the AP’s Accounts > User Authentication and
Access Tracking GUI menu, and the AP’s Authentication Mode must be set to Radius AAA for the
menu to appear. The accounting may be configured via the AP GUI as shown in the figures below.
By default accounting messages are not sent and the operator has the choice of configuring to
send only Device Access accounting messages (when a user logs in or out of the radio), only Data
Usage messages, or both. When Data Accounting is enabled, the operator must specify the
interval of when the data accounting messages are sent (0 — disabled, or in the range of 30-10080
minutes). The default interval is 30 minutes.

Figure 164 RADIUS accounting messages configuration

Accounting Messages

Accounting Data Usage Interval [ rminutesimin-30 max-10080)

|D minutes{0=Disabled, min-

Sh Re-authentication Interval
e-authentication Interva 30, max-10080)

The data accounting message data is based on the SM statistics that the AP maintains, and these
statistics may be cleared on the AP by an operator. If an operator clears these messages and data
accounting is enabled, an accounting stop message is sent followed by an accounting start
message to notify the AAA of the change.

If an operator clears the VC statistics on the device through the management GUI, a RADIUS stop
message and data start message is issued for each device affected. The start and stop messages
will only be sent once every 5 minutes, so if an operator clears these statistics multiple times
within 5 minutes, only one set of data stop/start messages is sent. This may result in inaccurate
data accumulation results.
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RADIUS Device Re-authentication

PMP 450 Platform systems include support for periodic SM re-authentication in a network without
requiring the SM to re-register (and drop the session). The re-authentication may be configured to
occur in the range of every 30 minutes to weekly.

Figure 165 Device re-authentication configuration

s Tracking Configuration

Accounting Messages

Accounting Data Usage Interval : |D minutes{min-30 max-10080)

fo minutes{0=Dizabled min-

SM Re-authentication Interval :
e-authentication Interva 30, max-10080)

The re-authentication interval is only configurable on the AP. When this feature is enabled, each
SM that enters the network will re-authenticate each the interval time has expired without
dropping the session. The response that the SM receives from the AAA server upon re-
authentication is one of the following:

e Success: The SM continues normal operation

o Reject: The SM de-registers and will attempt network entry again after 1 minute and then if
rejected will attempt re-entry every 15 minutes

e Timeout or other error: The SM remains in session and attempt 5 times to re-authenticate with
the RADIUS-REQUEST message. If these attempts fail, then the SM will go out of session and
proceed to re-authenticate after 5 minutes, then every 15 minutes.

Although re-authentication is an independent feature, it was designed to work alongside with the

RADIUS data usage accounting messages. If a user is over their data usage limit the network

operator can reject the user from staying in the network. Operators may configure the RADIUS

‘Reply-Message’ attribute with an applicable message (i.e. “Data Usage Limit Reached”) that is

sent to the subscriber module and displayed on the general page.
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RADIUS Change of Authorization and Disconnect Message

Prior to this feature, SM will get configuration parameters from a RADIUS server during
authentication process. This feature allows an administrator to control configuration parameters in
the SM while SM is in session. The configuration changes in SM are done using RADIUS Change
of Authorization method (RFC 3576) on the existing RADIUS authentication framework for AP and
SM. A typical use case could be changing the QOS parameters after a certain amount of
bandwidth usage by a SM.

Figure 166 RADIUS CoA configuration for AP

Authentication Mode - RADIUS AAA v

Append DNS Domain Name

Authentication Server DNS Usage : % Disable DNS Domain Name

Authentication Server1: e Shared Secret
0.0.0.0
Authentication Server 2 : Shared Secret
0.0.0.0
Authentication Server 3 : Shared Secret
0.0.0.0
Authentication Server 4 (BAM ONLY) 0.0.0.0
Authentication Server 5 (BAM ONLY) 0.0.0.0
Radius Port : 1812 Default port number is 1812
Authentication Key : (Using All OxFF's Key)

Use Key above

Use Default Key

Dynamic Authorization Extensions for RADIUS  ® Enable CoA and Disconnect Message
: Disable CoA and Disconnect Message
Disable Authentication for SM connected via Enabled

|ICC: ® Disabled

Select Key :

The RADIUS CoA feature enables initiating a bi-directional communication from the RADIUS
server(s) to the AP and SM.

The AP listens on UDP port 3799 and accepts CoA requests from the configured RADIUS servers.
This CoA request should contain SM MAC address in ‘User-Name’ attribute as identifier and all
other attributes which control the SM config parameters. For security reasons, a timestamp also
needs to be added as ‘Event-Timestamp' attribute. Hence the time should also be synchronized
between the RADIUS server(s) and the AP to fit within a window of 300 seconds.

Once the configuration changes are applied on the SM, CoA-ACK message is sent back to RADIUS
server. If the validation fails, the AP sends a CoA-NACK response to the RADIUS server with proper
error code.

A Disconnect-Message is sent by the RADIUS server to NAS in order to terminate a user session
on a NAS and discard all associated session context. It is used when the authentication AAA server
wants to disconnect the user after the session has been accepted by the RADIUS.

In response of Disconnect-Request from RADIUS server, the NAS sends a Disconnect-ACK if all
associated session context is discarded, or a Disconnect-NACK, if the NAS is unable to disconnect
the session.

Note
A The RADIUS CoA feature will only enabled if Authentication mode is set to RADIUS
AAA.
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Microsoft RADIUS support

This feature allows to configure Microsoft RADIUS (Network Policy and Access Services a.k.a

NPS) as Authentication server for SM and User authentication.

e  For SM Authentication, SM will user PEAP-MSCHAPV2 since NPS doesn’t support TTLS
protocol.

e  For User Authentication, the Canopy software will use EAP-MD5 but the user has to do certain
configuration in order to enable EAP-MD5 on NPS.

; Note
All this configuration has been tested on Windows Server 2012 R2 version.
This feature is not supported on hardware board type P9 or lower platforms.

SM Authentication Configuration

There are no new configuration on AP. However SM has to be configured for PEAP authentication
protocol.

1. Go to Configuration > Security page
2. Select “eappeap” for Phase 1 attribute under tab AAA Authentication Settings.

Figure 167 EAPPEAP settings

AAA Authentication Settings

Enforce Authentication : AL, v

Phase 1 : eapttls v

Phase 2 : eapttls
gapMSChapV2 ,

The Phase 2 will change automatically to MSCHAPv2 on select of Phase 1 attribute as EAP-PEAP.
Other parameters of Phase 2 protocols like PAP/CHAP will be disabled.

o Windows Server Configuration
Import Certificate
The SM certificate has to be imported to Windows Server for certificate authentication.

1. Copy the certificate which is configured in SM under Configuration > Security -> Certificate1
to Windows Server machine.

2. Right click and select ‘Install Certificate’. This will install the certificate and it’s ready for use.
This certificate will be used while configuring PEAP-MSCHAPv2 in NPS.
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NPS Configuration (https:/technet.microsoft.com/en-us/network/bb545879.aspx)

Following items should be configured in NPS Console:

¢ RADIUS Client
o https://technet.microsoft.com/en-us/library/cc732929

e Connection Request Policies
o https://technet.microsoft.com/en-us/library/cc730866
o Choose ‘Wireless-Other’ in NAS-Port-Type
e Network Policy
o https://technet.microsoft.com/en-us/library/cc755309
o Choose ‘Wireless-Other’ in NAS-Port-Type.
o While configuring PEAP, select the above imported certificate.

Figure 168 Importing certificate in NPS

@ Network Policy Server
File Action View Help mschap Properties [ x]
S == HE

= J &= Overview | Conditions | Constrints | Settings

@ NPS (Local) T e o e A T T !

4 [X] RADIUS Clients and Servers I all constrairts are not matched by the connection request, network access is denied.
3 RADIUS Clients ' Network policies allow you to designat|
5 Remote RADIUS Server Constraints
4 [F] palicies = Allow access anly to those clents thal authenticate with the specfied methods =
| Connection Request Pg ,L%lcyd:ma
= Network Policies = S "
'J Health Policies ) Aiport o4 Ide Timeout EAF types are negotiated between NPS and the client in the order in which they are
E listed
+ 8 e Acces o | 7 TEST s Ssien s -
Te: = ypes:
E ﬁjé‘:{”” :ea't';"a“”“t i Secure Wirsless Connections ) balied Station ID Microsoft: Protected EAP (PEAP) Move Up
i indows Security Fl| "oitico Switch 5 Dap snd time restictions MD5 Challengs
i Remediation Server Gro)| ™4 nections to Microsoft Routing and Rem ~ A5 Part Tone
5 Accounting [EfConnections to other accsss servers 3 o
a iy Templates Management || “gicanopy AP < L] >
Lf Shared Secrets LefCanopy a7 2 i || Ea. | [ Remeve |
3 RADIUS Clients L Microsoft Testing i i -
5 Remaote RADIUS Servers Edit Protected EAP Properties
= 1P Filters =
_| Health Policies Select the certificate the server should use to prove its identity to the dient. I
3 Remediation Server Gro A certificate that is configured for Protected EAP in Connection Request
Conditions - f the following condtions are me] Policy will override this certificate.
Condiion Value Certificate issued to: Canopy AAA Server Demo Certificate v —
Windows Groups  SANDBOX\Domain USILOIPMPTSTO 1.sandbox. com
Atherticat Er P Friendly name: usilD 1pmptstd 1. sandboox.com
enieation Type USILOIPMPTSTO 1.sandbox. com
NAS Port Type Wirsless - IEEE 802 Issuer: USILO IPMPTSTD 1.sandbox. com
USILO 1PMPTSTD L.sandbox.com
Expiration date: USILO IPMPTSTO Lsandbox. com
sandbox-USILOIPMPTSTO1-CA
[¥]Enable Fast Reconnel o e vy e o e
[ ] bisconnect Clients Apply
Eap Types
Secured password (EAP-MSCHAP v2) Move Up
Move Down
[ add || et ][ Remoe | [ ok || cancd
Settings - Then the folowing settings are applid

User Authentication Configuration

o Enabling EAP-MD5

As mentioned earlier, Microsoft has deprecated the support for MD5 from versions of Windows.
To enable MD5, the following steps to be followed:

1. Follow the instructions:

https://support.microsoft.com/en-us/kb/922574/en-us?wa=wsignin1.0

Optionally, the registry file can be downloaded. It can be installed by double-click it in
Windows Registry.

2. From NPS Console Network Policy > <Policy Name> > Properties > Constrains >
Authentication Method and click Add. Select MD5 and click OK.
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Figure 169 Selecting MD5 from NPS console

Configuring a RADIUS server

Network Policy Server

2
File Action View Help
e 7

€ NPS (Local)
4[] RADIUS Clients and Servers|
5 RADIUS Clients
ﬂ Remnote RADIUS Server
4 L_%J Policies
71 Connection Request Po
5 Network Policies
] Health Policies
Fl 5 MNetwork Access Protection
4 o System Health Validato
I =M Windows Security -
ﬂ Remediation Server Gro
% Accounting
. Wlj Templates Management
=| Shared Secrets
RADIUS Clients
Remnote RADIUS Servers
=[ IP Filters
7] Health Policies
ﬂ Remediation Server Gro

Network Policies

|’ Networl policies allow you to designat]

Consiraints | Settings

mschap Properties

Constraints:

Corfigure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

Palicy Name

Emsd‘\ap

;dﬂrport

T#lPEAP_TEST

Lams-Test

;dSemre Wireless Connections
idﬂscn Switch

l.;ﬂ[:m'mectmns to Microsoft Routing and Rem
;dConnediuns to other access servers
idCampy AP

T#Canopy AP 2

;d Microsoft Testing

Conditions - I the following conditions are me

Condtian Value

Windows Groups SANDBOXDomain
Authertication Type EAP

NAS Port Type Wireless - IEEE 802.

o, Idle Timeout

i, Session Timeout

Called Station 10

9 Diay and time restrictions
T NaS Part Type

Allow access only to those clients that suthenticate with the specified methods

EAP types are negotiated between NP5 and the client in the order in which they are
listed

EAP Types
Microsoft: Protected EAP (PEAF)

Move Up

[ add. ][ Edt. |[ Femove |
Authentication methods:

MD5Challenge
Microsoft: Smart Card or other certificate
Microsoft: Secured password (EAP-MSCHAP v2)

Cercel | [ pody |

O

User Configuration in Active Directory

Next open ‘Active Directory Users and Computers’ and create user.

Make sure user property is configured as shown below.

Figure 170 User

configuration

Member Of |

Dial4n I

Environment I

Sessions

Remoate control

| Remote Deskiop Services Profile |

COM+

General I Address | Accourt | Profile I Telephones I Organization

User logon name:

est

| | @sandbox.com

v]

User logon name {pre-Windows 2000):

[sANDBOX

[ [test

[ LogonHours.. | [ LogOnTo.. |

[ Unlock accourt

. —

[#] Store password using

[ User must change password at nest logon
[ User cannot change password
[[] Password never expires

reversible encryption

W
Account expires
(® Never
) End of: [ Fiday May 22,2015 EN
OK || Cancel || oy [[ e |
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RADIUS VSA Configuration

Configuring a RADIUS server

Before using VSA, the Cambium-Canopy-UserLevel(50) VSA must be configured with some access

level say ADMIN(3).

Follow below link for configuring VSA:

https://technet.microsoft.com/en-us/library/cc731611

The Cambium’s vendor code is 161.

Figure 171 RADIUS VSA configuration

mschap Properties

| Owerview I Conditions I Constraints | Settings |

Configure the settings for this network policy.

If conditions and constraints match the connection request and the policy grants access, settings are applied.

Metwork Access Prot
B, MAP Enforcement
184 Extended State

Routing and Remote

% Multilink and Band
Allacation Pratacol

) Select from list:

(®) Enter Vendor Code:

Specify network access server vendor.

RADIUS Standard

161

Specify whether the attibute conforms to the RADIUS RFC specification for
vendor specific attributes.

Settings: e e 1o - | J
- _ - - ; x
RADIUS Attributes Vendor-Specific Attribute Information o sttribute. and
€ Standard 1S clients. See
Attribute name:
f Vendor Specific

~
w

T IP Filters
) ®) Yes. it conforms
L, Encryption )
ifj IP Settings (_) No. ft does not confarm
Configure Attribute ...
[ ok ][ cancel |
Configure VSA (RFC Compliant) -

‘Vendor-assigned attribute number:

50 o

Attribute format: 0K Apply
— oy |Decimal v |
2, Syed Ali
Sh tect AMtribute value:
W2 W DRAD 2t UATRALL e |3| | Mernhare ~f thic aranin ran arrace ALY

oK || Cancel |
lied:

o Accounting

User can enable accounting in NPS under NPS Console > Accounting >

Configure Accounting.

For more details refer https://technet.microsoft.com/library/dd197475
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Cisco ACS RADIUS Server Support

This briefly explains how to configure Cisco ACS RADIUS server for PEAP-MSCHAPv2
authentication.

The configuration had been tested on CISCO ACS Version : 5.7.0.15

Adding RADIUS client

Figure 172 Adding RADIUS client

ol Cisco Secure ACS

CISCO EvAL(Days left: 87)

Filter: | V| Match if v ¥
[ Name « |P Address Description NDG:Location NDG:Device Type
[0 B&57FP3AP 10.110.61.14/32 All Locations All Device Types

Network Devices and AAA Clients

[ 5xPMP450AP 10.110.61.2/32 All Locations All Device Types

Creating Users

Figure 173 Creating users

alialne Cisco Secure ACS

CISCO EvAL(Days left: 87)

""Users and Identity Stores
g

[] Status User Name 4« |dentity Group Description

O @ 0a-00-2e-a0-e3-60  All Groups PMP 450 5.x SM
| ] Da-00-3e-fe-01-58  All Groups P9 SM

O (&) adminremote All Groups
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Creating RADIUS instance
Figure 174 Creating RADIUS instance

vl Cisco Secure ACS

CIS5CO EvAL(Days left: 87)

Fiter. [ ~|matenie v

[l MName ~  Description
[0 CambiumACS

RADIUS protocols

Figure 175 RADIUS protocols

wliah Cisco Secure ACS

CISCO EVAL(Days left: 87)

‘Access Policies > Access Services > Edit: "Cambium ACS™

General ] Allowed Protocols

» @ Policy Elements Process Host Lookup
g‘ Access Policies Authentication Protocols

Access Services » [ Allow PAP/ASCI

» [ Allow CHAP

> [ Allow MS-CHAPv1
» [ Allow MS-CHAPv2
4 Allow EAP-MDS

» [ Allow EAP-TLS

» [ Allow LEAP

v [v] Allow PEAP
PEAP Inner Methods

[ Allow EAP-TLS

Allow EAP-MS-CHAPv2
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