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Introduction

These topics introduce the Xirmes Wireless Array, including an overview of its key
features and benefits.

“The Xirrus Family of Producis” on page 1.

*Why Choose the Xirrus Wireless Array?™ on page 3.

“Wireless Array Produet Overview™ an page 5.

“Key Featares and Benefits™ on page 14

“Advanced Feature Sets” on page 16.

“About thiz User’s Cuide™ on page 19,

& & &8 @8 @

The Xirrus Family of Products

(h:') ‘a
i"ﬁ""-
Figies 1. Xirnu Arraye XK Secle

The: Xirras family of products includes the following:

®  The XK Series of Xirrus Wireless Arrays

The mewest Xirmus Wireless Arrays have been completely redesigned to
provide distributed intelligence, integrared switching capacity of up to 10
Ghps, increased bandwidth, and smaller size. The radios support
IEEEROZ11 a, b, g and n clients, and feature the capacity and
performance needed to replace switched Ethernet to the deskiop.
Modular radios allow you to increase the number of radios, upgrade to
more powerful radios, or even upgrade later to future technologies Like
802 11ac and 50211 ad as they are introduced.

Introduction 1
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#  The XN Serle: of Xirrus Wireless Arrays
The Xirrus Wireless Arrays have the speed and reach of IEEE 802.11n
techmology, The XMW Series of Areays feature the capacity and
performance needed to replace switched Ethernet to the deskiop,

XM Series Arrays integrale multiple Integrated Access Polnls—radios
with high-gain directicral antennas for increased range and coverage.
The Array also incorporates an onboard mulbi-gigabit switch, wireless
cortroller, and firewall inbo a single device, alomg with a dedicated
wireless threat sensor and an embedded spectrum analyzer. The Wireless
Array provides more than snough bandwidth, security, and control to
replace switched Ethernet to the desktop as the primary network
oonnection.

= Xirras Managernent System (XMS)
XBS iz wsed for managing lacge Array deployments from a centralized
Web-bazed interface. The XMS server s available pre-installed on the

Xirrus Manapgement Appliance series, or as a software package to be
installed on your own server hardware (pptionally under Vidware).
Users start the XMS client simply by entering the URL of the XMS server
on a web browser. The XMS server manages a number of Wireless Arrays
wia SNMP.

If vou need detailed information about this product, refer to the XMS
Liser % Cuide.

o Xirros-supplied Pawer over Gigabit Ethernet (PaGE)
The PolGE modules climvinate the need for running separate power
cabling. Additionally, an available eight port module provides
distributed power to multiple Arrays, faclifating backup power when
connected via a LIPS

Nomenclature

Throughout this Uszer's Guide, the Xirrus Wireless Array 5 also referred 1o as
sirnply the Array In some instances, the terms product and anit are alse used.
When discussing specific products from the Xirrus family, the product name is

2 Introduction
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used [for example, XE-4830) The Wireless Array's operating system s referred to
a5 the ArrayDS. The Web Management Interface for browser-based managernent
of the Array is referred to as WMI,

The XR Series Arrays have very flaxible radio capabilities—each of the radios
may be independently configured lo support [EEEBQ2 11a, 11k, T1g, or 11n clients
or a combination of client types. One radio is typically assigned as the EF moniter
radio, supporting intrusion detection and prevention, seli-monitoring, and other
services, Radios support both 240Hz and 5 CHz, and are named iapl, iapd, ..
iapn,

The XN series of Arrays have two types of radios—the 5 CHz 802.11a/n radios
are named anl through anlZ (for 16-port models). The 802.11a/b /e 'n radios are
namad abgnd to abgnd, and they also suppaort both 2 4GHz and 5 GHz.

The Xirnes Management Svatemn is referred to as XMS. The Fower over Gigabit
Ethernet systemn may be referred to as PoGE.

Why Choose the Xirrus Wireless Array?

The deployment of wireless B a necessity as businesses strive for greater
flexibility i the workplace and the need for employee mobility rises. The user
commyunity ks placing spiraling and often unanticipated demands om the wireless
network, with the rapid proliferation of devices such as iPads and wircless
enabled phones. Xirmus Wireless Arrays have the capability to support the large
rumber of user devices present in today's environments, with superior range and
coverage. Wireless is compatible with standard Ethernet protocols, so
connactvity with existing wired infrastructure is transparent to users—they can
still access and wse the same applications and network services that they use
when plugged into the company’s wired LAN (it's only the plug that no longer
eorista),

Wireless has come a long way in the past few years and now offers the
performance, rellability and security that Eaterprise customer: have come to
expect rom thedr networks. The technology 1s being deiven by four major [EEE
stanudards:
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" BOL1la
Operates in the 5 GHz range with a maximum speed of 54 Mbps.

@ BEETIB
Operates in the 24 GHz range with a maximum speed of 11 Mbps.

s smTig

Supports a higher transmission speed of 54 Mbps in the 2.4 GHz range
and is backwards compatible with 302.11b.

o BOZTIm
Uses multiple antennas per radio to boost transmission speed as high as
4500Mbps, increasing throughput, rangs, and maximum number of users.
802 11m e backwards compatible with 802114/ b/ g

Whether vou have just a handful of users or thousands of users, wireless has the
scalability and flexibility Lo serve your needs.

See Alsp

Ky Feabhures and Benefita
Wireless Array Prodact Chrerview
The Xirrus Family of Products
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Wireless Array Product Overview

Part of the family of Xirrus products, the Wireless Array is a high capacity, mult-
mode device designed with up to four times the coverage and eight times the
bandwidth and uszer density compared with legacy thin access point wingless
products. Ik distributed intelligence eliminates the use of separate controllers and
their accompanying bottlenecks. Each radio, with its directional high-gain
antennas, can achieve up to 450 Mbps throughput (on XE-1000 and higher Array
modes]).

Figuare . Wiseless Arcay (X Stries)

The Wireless Array (regardless of the product model) is Wi-Fif compliant and
simultanspusly supports BI2 114, BIZ.11b, 802 11g, and 52 11n clients. The multi-
state design allows vou b assign radios to 2.4 GHz and 5 GHz bands {or both) in
any desired arrangement Inlegrated swilching and active enlerprise class
features such as VLAMN support and multiple 55100 capability enable robuwst
network compatibility and a high level of scalability and systemn control.
The optional Xirrus Management System (XM5) allows global managernent of
bhundreds of Arrays from a central location.

Mulliple versions of the Array with diflerent numbers of Inlegraled Access Polnts
(LAFs) support a variety of deployment applications.

Introduction 5
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XR Wireless Aray Product Familly

XR-300 Serles Arrays

These Areays have one Gigabit Ethernet port and two radios—one moolti-state
radio (2.4CGHz or 3GHz) and one SCHz radio, They support 300hbps, connecting
up to 2] users at one e,

The XE-500 provides flexibility for delivering wireless service in low-to-medium
user densily scenarios, in challenging deployments in areas with high EF
attermation, and in isclated or physically separated locations.

Like other XE Arrays, thess models have an integrated controller, firewall, threat
serwor and spectrue analyzer. Unlike other XE Arrays, these models have omné-
directional anternas rather than directional anbennas,

Feature XR=520
M. radios: B)2,11 2
a/b/ g/ n/monitor
Radio type 2x2
# Inteprated omni-directional 4
Antennas
Integrated wireless switch ports z
Intepgrated BE spectrum analyzer, 2]
1hreal sensors
1 Gigabit Uplink Forts 1
Wireless bandwidth 300 Mbps
Users supported 240

XR-1000 and XRK-2000 Series Arrays

These Arrayz indude model: with one Gigabit Ethernet port and two or four
multi-state radies (Z4GHz or 3GHz) that can support 30{0Mbps or 4500bps,
connecting upwards of 320 users al one Heee.

The Xirrus XE-1X0 Series Wireless Array is a bwo zlot chazsis available in a two
muilti-state (Z4GHz or 3GHz) radio configuration supporting up to 160 users with

& Introduction
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up o 300Mbps of bandwidth (up to 450 Mbps per radia). The XB-1000 provides
flendbility for delivering wireless service in lew user density scenarios,
challenging deployrments in areas with high RF attemuation, and in isolated or
physically separated locations. The elliptical-shaped coverage pattern produced
by its directional antennas is ideal for covering facilities with central halbways and
adjacent rooms commonly found in office buildings, hotels, and dormitoriss,

The Xirrus NE-H00 Series Wireless Array is a four slot chassis available in a four
multi=state (2.20Hz or 5GHz) radio configuration supporting up to 320 wsers with
up to LEGbps of bandwidth. These models support 2 range of low to high-
performance applications, including offices, hospitals, campuses and classrooms,
and hotels,

Like all XB Arrays exwcept the XR-500 Series, these models integrate multi-stata
radios with high gain directional antennas, an onboard multi-gigabit switch,
comtreller, firewall, threat sensor and spectrum analyzer all built on 2 modular
chassis designed for future extensibility.

B s

<] &
Mo, radios; 80211 z z z F- 4 4
a,/b/ g/ n momitor
Kadio type 2 B3 =2 | 3x3 =2 | 3x3
# Integrated antennas 4 & 4 L1 & 12
Integrated wirsless 2 2 4 4 i 4
switch ports
Integrated BF spectrum | es Yoz Yes Yes Yes Yes
analyzer, threat sensors
1 Gigabit Uplink Ports 1 1 1 1 1 1
Wireless bandwidth B0 S0 | 00 | SO0 12 1B

Mbps | Mbps | Mbps | Mbps | Gbps | Ghps

Users supported 450 480 450 480 Se0 S60
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XE-4000 Series Arrays

These Arrays inclode models with two Gigabit Ethernet ports and four or eight
radlios (LAPs), connecting up to 640 users at one time and offering a rmasdrmwm
wireless bandwidth of 3.6 Ghps (up o 450 Mbps per radio). Smaller models may
be upgraded to eight radios later when vour nesds change.

Boumber of radios: 4 4 & ]
B2 11a/b/ g 0/ mondtor

Fadio type ix2 B3 Ix B3
# Integrated antennas g 12 o 24
Integrated wirslass 5 g .4 B
switch ports

Integrated BF apectrum s Yen Yes Yes
analyzer, threal sensors

1 Gigabit Lplink Ports 2 F 2 z
Wireless bandwidth 12Ghbps | 15Ckps | Z4Chps | 36 Chps
Uszers supported 50 950 194 1820

Introduction
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XRE-e000 Series Arrays

These Arrave inchade models with fowr Gigabit Ethernet ports and wp to sixbeen
raclios, connecting up to 1280 users at one time and offering a maximuam wireless
bandwidth of 7.2 Cbhps (up to 450 Mbps per radio), Smaller models may be
upgraded o sixteen radios later when your needs change. A 10 Gigabit modular

Ethernet expansion port (DV] connector) is available to mest high traffic
demanads. [t s used only with an eptional Xirsus 10 Gig fiber optics adapler.

Mumber of radios:
802 11a/B/ g/ monitor

:

12

Radio type

3

Mumber of
integrated anbennas

24

i

Integrated wireless switch
ports

16

16

14

16

Imtegrated EF spectrom
analyzer, threat sengors

Yes

Yes

1 Gigabit Uplink Ports

Extermal 10 Gigabit Modular
Expansion Post

ik

72

1792

1792

i i
S ALEE

Eey Features and Benefits

Wireless Array Praduct Overview

Power over Gigabil Ethernet (PeGE)
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Why Choode the Xirrus Wireleas Areay?

XM Wireless Array Product Familly

The following tables provide am overview of the main features supported by the
WM Array praduct family,

XM Family of Arrays

Mumiber of 4 4 4 4
B2 11a/b/ g/ n radins
Mumber of 1Z i 4 0
. 11a/n radios

Total radios 16 12 B 4
Number of 45 36 36 20
integrated antennas
Integrated Wi-Fi switch ports 1a 12 & 4
Integrated EF spectrum Wps Wes Wpx Wos
analyzer, threat sensors
Uplink Forts ) ) ) 1
Wireless bandwidth 48Chps | 3.6 Ghps | 24 Ghps | 1.2 Gbps
Llsers supported 1250 2a &40 320

Ky Features and Benetits

Wireless Array Product Overview
Poweer ever Gigabit Ethernet (PoGE)
Why Choose the Xirrus Wireless Array?
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Enterprise Class Security

The latest and most effective wireless encryption security standards, including
WPA [Wineless Protected Access) amd WDPAZ with 801117 AES [Adwvanced
Encryption Standard) are available on the Wircless Array: In addition, the use of
an embedded RADIUS server (or B)Z. 1x with an external READIUS server) ensures
user authenbication=—=multiple Arravs can authenticate to the optional XMS,
ensuring only authorized Arrays become part of the wireless network, With the
Mirrus Advanced Feature Sels, inbrusion defecton and prevention, site
monltoring, and EF spectrum analysis are performed in the background by the
Array automatically.

Deployment Flexibifity

Xirrus" unigque multi-radie architechune {om all Arrays except the XE-500 Series)
generafes 360 degrees of sectored high-gain 302.11a/b/g/n coverage that
provides extended range and the highest possible data rates for a large volume of
cliente. Bach sector can be adjusted automatically or manually, creating 2 patiern
of wireless coverage perfectly tallored o individual customer needs, For example

Figuse 3. Wireless Coverage Paiterma

Figure 3 depicts the following two scenarios:

= Full pattern coverage
All radios are activated with coverage spanning 360 degrees. If within
range, clicnts will abwrays recrive coverage regardless of their geographic
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position relative to the Array. Radios may be assigned to 2.4 GHz and for
50 GHz bands im ary desired patiern.

#  Partial pattern coverage
If desired, the Wireless Array can be deploved close to an exterior wall. In
thiz case, half of all available radins have been deactivaled Lo prevent
redundant signals from “Bleeding” beyond the site’s perimeter wall. This
configuration may also be used in those cases where you want to restrict
wireless coverage to selected areas of the building’s inferiar,

Power over Gigabit Ethernet (PoGE)

The Xirrus-supplied XP1, XI'2, and XPF8 Power over Gigabit Ethernet modules
provide power to your Arrays over the same Cat 5e or Cat 6 cable used for data,
eliminating the need to run power cables and provide an AC power outlet in
proximity to each unit Managed modules provide the ability to control power
using XK5.

Maragemeni
Managed B-port Conreciun

Oala =
PoGE Injactor

B Porl injecior posers
up to four 12 or 16
radio AITEyE, Of eaghil

of @y other model
-
ikl FEd
R -
GIE Swilch

Figuare 4 XE8 - Power over Etbernet Usage

Specific models of the Array are cormpatible with specific PolCE modules,
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Enterprise Class Managemeant

The Wireless Array can be configured with it defanlt RF settings, or the EF
settings can ke customirzed wsing the Array’s embedded Web Management
Interface (WHI). The WMI enables easy configuration and control from a
graphical console, plus a full complement of troubleshooting tools and statistics.
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Figare 5. Whil: Array Skabus

In addition, 3 fully featured Command Line Interface (CLI) offers IT professionals
a familiar management and control envirenment. SMBEP (Simple Metwark
Management Protocel) is also supported to allow managerent from an SHMP
compliant management tool, such ag the optional Xirrus Management System,
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E Ear .iqun-ymmrﬁ nj‘mnr'r r]:mt_h"n-r ..'l.rr'u'll,l.'.'-, T recomemicitd Hhaf il e the
Xirris Marageneeri .':T;.rﬂem {XMS). Tie XMS qﬂ'lu i rich st nfllﬁintum
for fine controd over lavge deploymeitts.

Key Features and Benefits

This zection describes some of the key product features and the benefits you can
expect when deploying the Wireless Array (the XE-T830 product is used as an
example in this section).

High Capacity and High Performance

o
@m 23
" =0
mir ® _o
\ /0

_|_\_\_

Pigure §. Layout of LATs (XE-T60)

The XE-7630 wersion of the Wireless Array (Figure 8) enables wireless
connectvity and easily handles tirme-sensitive traffic such as voloe. This model
imncludes four Gigabit uplink ports for conmection to the wired network. [t sixteen
IAP: (radics) provide a macdmum wireless capacity of 7.2 Gbps, which offers
ample reserves for the high demands of current and future applications, OF the
sixteen JAPs, fifteen operate as radios which may be set up to serve vour choice of
clismt Ty pegm—any o all of 80211 a..l"h_.l"_;_u"n (5 GHz ar 2.4 GHz bands), prmdd.ins
backwards compatibility with 502 71b and 502115,

In the recommended configuration, ene [AP is configured in EF monitoring and
intrusion detection/prevention mode,
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Extended Coverags

Cime XR-Fa30 solutiom enables you to replace fifteen access points (inchoding one
ommnidirectional IAT for monitoring the network), Fifteen 1AF radios with
integrated directional antennas provide increased wireless range and enhanoed
data rates in all directions. With a Wireless Array deploved, far fewer access
points are needed and wired-like resiliency is delivered throughout your wirelsss
network, Your Wireless Array deployment ensures

Continuous conmectivity il an IAP [radio) fails.
Contnuoas connectivity if an ﬁun].r fails.

Continuows connectivity if 3 WDS link or switch fails.
Continuous connectivity if @ Gigabit uplink or switch fails,

Nom=-Ovedapping Channels

Complete use of non-overlapping channels limits inferference and delivers
maximum capacity. On the XR-7830, up to 1& non-overdapping channels are fully
utilized across the 5GHz and 24GHz spectrums (up to 12 across the S3GHz

spectrum plus up to 3 across the 2.4 GHe spectrum—typically, one additional
radio is wsed 2= 2 dedicated EF monitor).

SDMA Optimization

SDMA (Spatial Division Multiple Access) technology provides full 360° coverage
while allowing independent channel and power output customization. Also
supports fast inter-zone handoffs for time-sensitive applications and roaming.

Fast Roaming
LUtilizes the Xirrus Reaming Frofocol (XRT) ensuring fast and seamless roaming
capabilities between LA or Arrays at both Layer 2 and Layer 3.

Easy Deployrment

The Xirrus Management System (XM35) offers real time monitoring and
management capabilities for the wireless network=—ideal for the Enterprise
market. [t alzo allows you to import floer plans to help you plan your
deployment. The Xirrus Wireless Array chassis has a plenum rated, lockable and
tamper resistant case.
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Secure Wireless Access

Multiple  layvers of authentication amd encryptiom  ensore  secure  data
transmissions. The Wireless Array is 502,111 compliant with line-rate encryption
suppart for 20 and 125 bit WEP, WPA and WPAZ with TKIP and AES encryplion.
Authentication is provided via 502.1x, including PEAF, EAP-TLS, EAP-TTLS,
EAP-SIM, EAP-GRC, and LEAP (Lightweight Extensible Authentication Protocol)
passthrough. Intresdon detection and prevention provide proactive monitering of
the environment for threats.

Applcations Enablement

The Wireless Array’s Qo5 (Quality of Servies) functionality combined with true
switch capabilities enable high density video and Voice owver Wireless LAMN
deployments, Compliant with 802, 1p and 802.1C standards,

Wireless Array Product Overview
Power gver Gigabit Ethernat (PoGE)
Why Choode the Xirrus Wineless Array?

Advanced Feature Sets

The Wireless Array offers a family of poweriul functionality packages, including
the EF Performance Manager (REPM), EF Security Manager (ESM), and EF
Amalysis Manmager (RAM). These packages are separately licensed for operation
on your ArTay.

Xirrus Advanced RF Performance Manager (RFM)

The Xirrus RFM optimizes the bandwidth usage and station performance of
B2 1ln wireless networks. Leveraging the multiple integrated access point
{multi-radio) design of the Xirrus Wirsles: Array, RPM manages the allocation of
wireless bandwidth to wireless stations across multiple BF channels. The result
maximizes overall network perforemance with supericr flexibility and capacity
Today's wireless infrastructure is faced with ever increasing numbers and
variations of wireless enabled clents, whether in the form of notebooks, netbooks,
smart phones, [P phones, printers, projectors, cameras, RFID tags, ete. The advent
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of higher spead B02.11n wireless and it increased use of the 5GHz spectrum adds
to the number of variables todav's wireless networks must acoormmodate.
Backwards compatibility with older clients is crucial, however their operation ina
wireless network can significantly hinder the performance of faster clients, As an
example, 802,11k wircless stations communicate more than 10 times slower than
B2 11m stations.

With each of the Array’s multiple radios operating on a differemt chanmel, EFR
selects the ideal radio for cach station. High-speed stations are grouped together
on radios with other high speed stations, while lower speed stations are combined
with other lower speed stations. This ensures optimal performarnce for high-speed
B2 11n stations witheut compromise.

The complete feature set of the RPM package includes:

WS (Wireless Distribution Svstem) for point-to-point communication
Wireless Maode per IAP

Sharp Cell technalegy

Wireless Data Eate Cptimization

Wireless Traffic Shaping

Wireless Voice Call Admission Control

Fast Layer I and 3 Roaming

Standby Mode

Kirrus Advanced RF Securiy Manager (R5M)

The Xirrus BSM improves security and minimizes the risk in deployving 802.11n
wireless nebworks. Leveraging an integrated 24/7 threat sensor and hardware-
based encryption/decryption in each Array, BSM secures the wireless network
from multiple types of threats. The result delivers uncompromised overall
nmetwork security with superior Mexibility and performance.

Tosday's wireless nebworks face a number of potential security threats in the form
of rogue access pointd, ad-hoe clients, unsuthorized clients, wireless-based

attacks, eavesdropping, elc As B0211n is increasingly adepled in enterprise
networks, defending against these threats becomes more critical. With the Array’s
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dedicated threat zensor radio scanning all channels in the 24GHz and S5GHE
spectrums, RSM searches for security threats and automatically mitigates therm,
Hil;h. pﬂﬂu‘n‘nanﬂ: cru.-r}'phm.u"dmyphm i ll'rm‘l:ﬂ]:nsr wireless network is a
must. The wireleds network nesds to support each client using the highest level of
encryplon (WEA2 Enterprice /128 bit AES) and without degrading the cverall
performance of the mebwork. Xirrus incorporates hardware-based emcryption/
decryplion into each Arrvay, delivering line-rate encryption at the edge of the
network instead of at 3 choke point within a centralized condroller.

The complete feature set of the RSM package includes:

Wireless 1DS/[P5 (Intrusion Detection / Prevention System)
Wireless stateful firewall

User group policies
Authenticated guest access gateway

MAL integration

Kirrus Advanced RF Anallysis Manager (RAM)

The FF Advanced Analysis Manager (EAM) tests and troubleshoots 802.11n
wireless networks, The depleyrment of 302, 11n presents & set of unigue challenges
based on technology differences with legacy 802.11a/b/ g networks, both on the
wireless infrastruchure and client side. Xirrus' BAM Bquips each Wireless AtTay
with a powerful set of twols and features to optimally tune and verify an §02.11n
installation, as well az give [T administrators the ability to troubleshonot issues
that may ocour within the wireless environment.

The B12.11n standard will continue to evolve over the next several years with
additional performance and optional functions, along with ongoing stream of
[EEE B2.11 amendments. Thiz changing wireless landscape mandates that
appropriate tool: ane avallable to the user to analyze, optimize, and troubleshoot

The distributed architecture of the Array enables the execution of powerful
wireless and networking analysis at the edge of the network where packets
traverse the wireless-to-wired boundary. The Array includes an embedded

* & & & &
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wireless controller with the necessary compubing and mesnory fesources Lo
provide these fumctions securely ab the network's edpge.

The key elements of the EAM package include:

= RF Analysis = An embedded Spectrum Analyzer leverages the dedicated
threat sensor radie in cach Wireless Array to provide a continual view of
ufilization, interference, and errors across all available wireless channels.

*  Packet Analysis — Integrated packet capture provides filterable views of
all traffic traversing on the wired and wireless interfaces of the Array.

»  Performance Analysis = Embedded fraffic generation enmables the
throughput of the Array’s wireless or wired interfaces to be analyzed.

#  Failure Becovery — Radio Assurance provides an sutomatic self-test and
self healing mechanisen that ensures continuous system operation.

Metflow Support
Metwork Tools: ping, RADIUS ping, tracerouts

About this User's Guide

This User’s Guide provides detailed information and procedures that will enable
wirsless network administrators to install, configure and manage the Wireless
Array so that end weers can take full advantage of the product’s features and
functomnality without techmdcal assistamce.

Organizatien
Topics and procedures are organized by function under the following chapter
headings:
® Imtreductiaon
Provides a brief introduction to wircless techniology, an overview of the
product, including its key features and benafits, and presents the product
specifications.
& Installing the Wireless Array
Defines prerequisites for deployving and installing the Array and provides
ingtructions to help you plan and complete a suceessiul installation.
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#  The Web Management [nterface
Offers an cverview of the product's embedded Web Management
Interface, including its comtent and structure. It emphasizes what you
meed te do to ensure that any configuration changes you make are
applied, and provides a lst of resfricted characters. It also includes
instructions for logging in to the Array with vour Web browser.

& Viewing Status on the Wireless Array
Duescribes the status and statictics displays available on the Array using
itz embedded Web Management [nterface,

#» Configuring the Wireless Array
Containg procedures for configuring the Array using ite embedded Web
Management Interface.

#  Using Tools on the Wireless Array
Contains procedures for using utility tocls provided in the Web
Management Interface. It includes procedures for upgrading the syslem
firmmweare, uploading and downloading configurations and other files,
using diagnostic tools, and resetting the Array o its Bctory defaalts,

#  The Command Line Interface
Inchades the commands and the command structure gsed by the Wireless
Array's Comemand Line Interface (CLI}, amd provides a procedure for
establishing 2 Telnet connection to the Array This chapter also includes
some sample key configuration tasks using the CLL

#  Appendix A: Quick Reference Guide
Contains the product's factory default settings,
& Appendix B: Technical Support

Offers guidance to resolve technical issues, including general hints and
tips to enhance your product experience, and a2 procedure for isolating
problems within an Array-enabled wireless network. Abso includes
Freguently Asked Cuestions (FAQs) and Xirrus contact information.
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& Appendix C: Motices

Contains the legal notices, licensing, and compliance staterments for the
Array, Please read this section carefully.

®  Glossary of Terms
Provides an explanation of terms directly related fo Xirus product
technology, organized alphabetically.

*  Index
The index is a valuable information search tool. Use the index to lacate
specific topics discussed in this User’s Guide. Simply click on any page
number in the index to jump to the referenced topic.

Motes and Cautlans
The following symbols are used throwghout this User s Guide:

1&_ Tiis J-'erba.l' 1% md'.&r;uu:rnf potes thaf provde ung"i:if :uip'pl'm:m'.m'
Hformation.

Soreen Images

Some sereen mages of the Web Managerment Interface have bees modified for
clarity. For exaraple, an image may have been cropped to highlight & specific area
of the screen, and /or sarmple data may be inchaded in some fields,
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Product Specifications
Please refer to the Xirrus web site for the latest specifications for these Arrayse—

WWRLITTLS. OO

22 Introduction



&

Wireless Arcay m

Installing the Wireless Array

The instructions for completing a successful installation include the following

topics:

“Installation Prerequisites” on page 23,

“Planning Your Installation® on page 26,

“Installation Workflow™ on page 57.

“Installing Year Wireless Array” on page 59,

“Powering Up the Wireless Array” on page 63.
“Establishing Communication with the Aray” on page 66.
“Performing the Express Sefup Procedores” on page 71.

Installation Prerequisites
Your Wireless Array deployment requires the presence of hardware and services
in the host wired Swireless network, including:

Power Source

Muost Arrays are powersd via Xirmes-supplied Power over Gigabit
Ethernet. PoGE supplies power over the same Cat 3¢ or Cat & cable used
for data, thus rl:dun;:ing :aHinE and installation effort PolGE power
injector modules are available in 1-, 2-, and &-port configurations and are
typically placed nesr your Gigsbit Ethernet switch, An AC outlet is
required for each injector module, Current Areay models have integrated
splitters, so no separate splitter is required.

Ethernet ports

You nesd at beast one 1001000 BaseT port to establish wired Gigabit
Ethernet connectivity. XE Series Arrays have one, two, or four Gigabit
ports, depending on the model (see “XE Wireless Array Product Family™
on page ). XN Series Arrays have one or two Gigabit ports, depending
on the model. Some models also have one 107100 BaseT port which may
be used for prodoct management if degired, See “XM Wireless Array
Preduct Family™ on page 1.
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Secare Shell (S5H) utility

Tir establish secuse remote command line access to the Array, vou nesd 2
Secure Shell (55H) utility, such az PuTTY. The utility must be configured
to use 35H-2, since the Array will only allow 55H-2 connections.

Secure Web browser

Either Internet Explorer (version 7.0 or higher), Mozilla Firefox (verslon
3.0 or highet), Chrome [version 3.0 or higher), or Safarl (version 5.0 or
higher). A secure Web browser ie required for Web-bazed management of
the Arreay. The browser must be on the same subnet as the Array, or you
mvust set A static route for management as described in the wamming
abowve,

Serial connection capability

T conmect directly to the console port on the Array (all models except
XE-500 and XE-1000 Series), your computer must be equipped with a
male Fpin serial port and terminal emulation software (for example,
H}I'F-r:r'.[h'mhﬂ}. The Xirrus ﬂm}r ml}' FUPPOTES serial cable lcngt'lu: up
to 25° per the R5-231 specification.

Use the following settings wihen establishing a serial connectiom:

Bits per second 115,200
lata bits B
Parity Mone
Stop bits 1
Flonw control MNone

24
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Optional Netwark Companeants
The following network components ane optional,

»  Xirrus Management System (XMS}
The optional XMS affers powerful management features for small or large
Wireless Array deployenents.

»  External RADIUS server
Although your Array come: with an embedded RADIUS server, for

02 1x authentication in large deplovments vou may want o add an
external EADIUS server.

Client Requirements
The Wireless Array should only be wsed with Wi-Fi certified cliemt
devices,

l'.':.'m'l.-.msn: and E.'fa]:al:ii]r P|a1'||:|.'i|1.g
Failover Flanning
Planning Your Installation
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Planning Your Installation

This sectiom provides guidelines and examples fo help you plan your Xirmss
Wireless Array deployment to achieve the best overall coverage and performance.
We recommend you conduct a site survey to determine the best location and
settings for each Array vou install.

“General Deployment Considerations”™ on page 26

“Coverage and Capacity Flanning” on page 25

"IEEE B02.11n Deployment Considerations™ on page 35

“Failover Planning™ en page 42

“Tower Flanning”™ on page 45

“Security Planning” on page 46

“Port Regquirements” on page 48

“MWetwork Management Planning” on page 52
“WD5 Planning® on page 53

® & & & & B % & ® @

“Commeon Deployment Optens” on page 56

For g complete discussion of implementing Vaice over Wi-Fi on the Array,
s the Xirrus Vedee over Wireless Application Note in the Xirrig
Besource Center.

¥

General Deployment Considerations

‘EE._ For optimnl placement of Arraus, we recovomend Bt a site survey be
perfermed by o qualified Xirnee pariner.

The Wireless Array's unique multi-radio architecture generates 360 degrees of
sectored  high-gain 802.11a/k/g/n or 802.1071a/b/g coverage that provides
extended range. (MNote that XE-5000 Series radio: are omni-directonal rather than
sectored ) However, the number, thickness and location of walls, ceilings or other
objects thal the wirelese signale must pass through may affect the range. Typlcal
ranges vary depending on the types of materials and background RF (radio
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frequency) nolee at your location. To maximize wireless range, follow these basic
guidelines:
Keep the number of walls and ceilings between the Armay and your
receiving devices to a minimum—sach wall or ceiling can reduce the

wirzlecs range [rom belween 3 and 90 feet {1 to 30 melers). Positlon your
devices s that the number of walls or cellings is minimized.

1. Be aware of the direct line between sach device. For example, a wall that
is 1.5 feet thick (half a meter] at 90° is actually almost 3 feet thick (or 1
meler] when viewed at a 45° angle. At an acute 2" degree angle the same
wiall iz over 42 feet (or 14 meters) thick! For best reception, oy bo endure
that your wireless devices are positiened so that signals will travel

straight throwgh a wall or ceiling,

<]

| 5 foet = 3 teet/
— |+ S5m im

Figare 7. Wall Thickness Conssderations
Try to position wireless cliemt devices so that the signal passes through
drywall (between studs) or open doorways and not other materials that
can adversely affect the wireless signal.

Coverage and Capacity Flanning
Common Deployment Options
Imstallation Prerequisites
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Coverage and Capacity Planning

This section considers coverage and capacity for vour deployment(s], including
placement options, BF patterns and cell sizes, area calculations, roaming
considerations, and channel allocations.

H Note that seoeral advanced feachiores dn this section are part of the Xirrus
Advanced EF Periormance Manager (RPM). They require the license
installed on e Areay to include swpport for BPM, Pleaze see “Abewt
Licensing and Upgrades™ on page 361,

‘E.._ XRE-500 Serdes radies are copedirecttonal rether tesr divechiondl (gectored),
arid discissions involotng sectored radins are mwof appltcable to these Arrays.

Placement
Uz the following guidelines when conaldering placement oplions:

The best p]:-l;-l::m.:nl' option far the Array is l:l:'i]in;-mn-unluﬂ within an
open plan environment {cubicles rather than fixed walls).

I Keep the Array away from clectrical devices or appliances that generate
RF noise. Because the Array is generally mounted on ceilings, be aware of
its position relative to |i.a;.1'\li:n; [c:pf.l;iajlr fluorescent l'ighl:ing]—w'r.
recommend maintsining 3 distance of at least 3 to 6 feet {1 to I meters).

—— 100 1/ 30m

o — L - & 4]
om -
Y - 104 1 30 m

Figre £ Unit Flasumunt

28 Installing tha Wiralass Amay



]

Wireless Array XiIiRRUS

1if using multiple Arrays in the same area, maintain a distance of at least
1006 /30m betwesn Arrays if there is direct line-of-sight between units, or
at least S0 15m if o wall or other barrier exists behwaen units

RF Patterns

The Wircless Array allows vou fo control=—automatically or manually=—the
pattern of wireless coverage that best suits your deployment needs. You can
choose to operste with full coverage, half coverage, or custom coverage (by
enabling or disabling individual sectors).

Full (Nownal) Coverage
In normal operation, the Array provides a full 360 degrees of coverage.

Figare 9. Full (Mermal) Coverage

Half Cowerage

\/

=, |>

-‘H'I
cuftside woll
Figure 10 Adjusiirg RF Fasterra
[fingtalling 2 unit close to an exterior wall, you can deactivate half of the radios to
prevent redundant signal: from "Bleeding” beyond the wall and extending
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service into public areas. The same principle applies if you want to restrict service
to an adjacent room within the site.

Custom Coverage
Where there are highly reflective chjects in proximity to the Array, you can tarn
off specific radios to avoid imierference and feedback.

rulfaciiva

o | /

Fignare 11. Custem Coverage

Capacity and Cell Sizes

Cell sizes should be estimated based on the rumber of weers, the applicaticns
being waed (for exarmple, data/video/ voioe), and the number of Arrays available
at the location. The capacity of a cell is defined as the minimum data rate desined
for each sector multiphied by the fotal number of sectors being used.

Figuse 12. Conpecfion Bate wi Diskarse

Figure 12 shows relative conmection rates for 802 11n va, 802 11a/g and 802 115,
and the effect of distance on the cornection rabes, Wireless environrmenits can vary
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greadly so the actual rates may be different depending on the specific network
deployment,

?ﬁ, The X4 has 2 ssmaller range than the larger Arroys.

Fine Tuning Cell Sizes

Adjusting the transmit power allows you to fine tune cell sizes. There are four
standard gizes=—Small, Mediuem, Large, or Max (the default is Max). There is also
an Aubo setting that automatically determines the best cell size, and a Marual
setting that allows you to choose your power settings directly.,

Maodium
Largw
Figure 1} Tranamit Fower

Aute Cell Size b5 an automatic, self-tuning mechanism that balances cell size
between Arrays to guaraniee coverage while limiting the EF energy that could
extend beyond the organdzational boundary, Auto Cell uses communication
between Arrays to dymarmmically set radie power 2o that complete coverage in
provided to all areas, vet at the minimurn power level required. This helps to
minimize potential interference with neighboring networks, Additionally, Arrays
running Auto Cell automatically detect and compensate for coverage gaps caused
by system interruptions. To enable the Auto Cell Sixe feature, go to “EF Fower &
Sensitivity™ on page 316, Por & complete discussion of the Auto Cell size featurs,

see the Kirrus Ao Cell Application Nede in the X Besowres Copifer

Installing the Wireless Array 3



XIRRUS Wireless Array

If you are installing many uniis in proximity to each other, we recommend that
vou use Auto Cell Size; otherwise, reduce the transmit power using manual
sattings to avoid excessive interference with other Arrays or installed APs Sea
also, "Coverage and Capacty Planning™ on page 28,

Shary Cell

a XR-500 Series radios are ompi-directiodeal rather bhan divecHonal (secfored],,
This feature is not applicable to these Arrays.

This patented Xirrws EF management option automatically creates maore
intelligently defined cells and improves performance by creating smaller, high-
throughput celle. By dynamically limiting each cell ¢ a defined boundary (cell
sizel, the trailing edge bleed of RF energy i reduced, thus minimizing
interference between neighboring Wireless Arrays or other Access Points. To
enable the Sharp Cell feature, po to “RF Power & Sensitivity” on page 316, For
e information aboit this featurs, see the Xirae Sharp Cell Application Nofe in
the Xirris Resonrce Cenler.

Boaming Conslderations
Cells should cverlap approximately 10 - 15% to accommodate client roaming,

\WV .« »\V

TR N/
/N /N

— —if—— 10 = 18% overdap

Pigure 14 Cwerlapping Cells
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Allocating Channels
Becawse the Wireless Array iz a mualti-chamnel device, allocating the beet channels
to radics is important if peak performance is to be maintaired.

Autematic Channel Selection
We recommend that you allow the Array to make intelligent channel allocation
decisions  sutomatically. In the awtomatic mode, channels are  allocated
dynamically, driven by changes in the environment. Auto Channel assignment is
performed by scanning the surrounding area for EF activity on all channels, then
automatically selecting and setting channels on the Array to the best channels
available, This furnction is typically executed when initially imstalling Arrays in a
mew location and rmay optionally be configured to execute periodically to account
for changes im fhe BF enwironment ower time. Awto Channel sclection has
significant advantages, including:
= Allowe the Areay o come up for the first time and not interfere with
existing equipment that may be already running, thereby limiting co-
charnel interference.

»  More a-l:l:l.lml:-r.l_}' tunes the BF characteristcs of a wireless installation than
manual configuration since the radios themgelves are scanning the
environmment from their physical location

o May be configured to run periodically.

To set up the automatic channel selection feature, go to “Advanced RF Settings”
on page 313,
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Mamunl Charne] Selection
¥ou can manually assign charmels on a per radio basis, though manual selection

is not recommended (and not necessary),

‘ﬂi To aveid co-chanmel mierference, do nol select afjacent chunnels for radios
that are pltpsically nexd to each otfer.

QW
TR

Mabntaln channel separathon
Figure 15, Allecating Crarsels Manoally

Failover Planning

[nstallation Frenequisites
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IEEE 802.11n Deplayment Cansiderations
ey Note that the licmse mstalled on the Array must owclude support for
E02.11n. Please see “About Licemsing and Upgrades” on page 361
The Xirrus Arrays support IEEE 302.11n on all TAFPs, in both 24 GHz and 5 GHz
bands. Use of 802.11n offers significant benefits:

#  Higher data rates

= Higher throughput

W Supports more users

#»  More robust connections

®  Increased coverage area

#  More secure connections=—supports WEAZ (Wi-Fi Protected Access 2)
These benefits result in betier support for a wide range of applications such as

volce and video, intensive usage such as CAD/CAM and backups, dense user
environerents, and for manuiacturing and warehousing envirorenenis,

a Whils 302110 increases coperage ared by abmost doubling the reach, wou
minst corstder the leguey wireless devioes in your netwerk. Wirelsss stabons
cordectng ueing S02. 110/ wodll atill be subject fo o reach of up te 100 fest,
depesding on bhe sHtirossenl,

The techniques that 802.11n uses to realize these performance improvements, and
the results that can be expected are discussed in:
*  "MIMO (Multiple-In Multiple-Out)” on page 36
“Multiple Data Streams —Spalial Mulliplexing™ on page 38
“Channel Bonding” on page 39
“Improved MAC Throughput™ on page 40
“Short Guard Interval™ on page 40
“Obtaining Higher Diata Rates™ on page 41
“BOL11n Capacity” on page 42
Twao very important technigues te consider are Channel Bonding and Multiple
Data Sirearms=—hpatial Multiplexing becanse they contribuate a large portion of
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B02.11n's speed improverments and because they are optional and configurable, as
opposed to the parts of 802.11n that are fixed. While the settings for 802.11n IATs
come pre-ponfigared on the Array for robust performance in typical usage, you
should review the settings for your deployment, especially channal bonding, A
global setting is provided to enable or disable BIZ.11n mode, Ser “Clobal Settings
1In" on page 34 h}mﬁgm': B02.11n operation.

MIMD Mujﬁplp-ln Hulﬂplm.lﬂ
MDA (Multiple-ln Multple-Out) signal processing i3 one of the core
technologies of 802.11n. It mitgates interference and maintains broadband
performance even with weak signals.

Prigr to 502110, 3 data stream was iransmitted via one antenna. At the recelving
end, the antenna with the best signal was selected to receive data. [Figure 16)

e .
T " %.,rl-..

Fagurs 16 Cluswmic B02.11 Sapnal Transsmission

L]
i AT

=

Lnia dreme=

_

MIMO sdgnal procescing wees multdple antennas to send and receive data. Tt taloes
advantage of multipath reflections to improve signal coherence and greatly
increase receiver sensitivity (Figure 17}
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WMD) Bre e K

Figure 17, MIMO Signal Processing

Multipath signals were considered to be interference by 802.11a/b/ g radios, and
degraded performance. In 802.11n, these signals are used to enhance
petformance. This extra sensitivity can be used for greater range or higher data
rales. The enhanced signal s the processed suem of ndividual anternas. Signal
processing alirminates nulls and fading that any one antenna would see. MIMO
signal processing is sophisticated emowgh to discern multiple spatial streams (see
Multiple Data Streame=—Spatial Multiplexing), There ane no settings to configurs
foor MIMCY.
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Multiple Data Streams—Spatial Multiplexing

Spatial Multiplexing tramemyits completely separate data streams om different
antennas (in the same channel) that ane recombined to produce new 302, 11n data
rates. Higher data rater are achieved by splitting the original data stream into
separate data streams. Each separate stream is transmitted on a different antenma
fusing its own RF chain). MIMCY signal processing at the receiver can detect and
recover each stream. Streams are then recombined, vielding higher data rates,

Data Slrairs

Figure 18, Spatial Mubtiplexing

Spatial multiplexing can double, triple, or quadruple the dats rate, depending on
the number of transmit antennas weed. You can confipure the number of chaing
{i.e., streamas) separately for transmiting and recelving. By default, the Array uzes
three chains (or lransemitting and receiving (see "Clobal Seltimgs .11n™ om
page 304)
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Channel Banding

Chamnel bonding increases data rates by combining two adjacent 30 MHz
channels inte one 40 MHz chamnel. This increases the data rate to slightly more
than double.

A bonded 40 MHz channel s specified in terms of the Prirary channel and the
adjacent channel to Bond. The Bond channel is represented by +1 to use the
channe| above the Primary chanmel, or -1 to use the channel below. In the example
shiown, Channel 40 is the Primary channel and it is bonded to Channel 38, the
channel below it, by specifying -1. Be aware that Channel Bonding can make
channel planning more difficult, since you are using two channels for an TAF. We
recommend the use of the 5 GHz band, since it has many more channels than the
24 GHz band, and thus more channels are available for bonding.

The Array provides an Auwtomatic Channel Bonding setting that will
automatically select the best channel for bonding on each LAP. If you enable this
opiion, you may selact whether thdin; will be d].r.n.a:nh: ithe bonded channsl
changes in response to enviccnmental conditions) ar static {the bonded chanmel
will not be changed. See “Global Settings 11n" on page 304 To configure channel
bonding manually, on a per-LAP basis, see “LAP Settings” on page 274

r T Che (0.1
L
Sy -
20 ME: 20 MMz 40 MHr
Standard B02.11 chansaly sre Chasne bonding combini
iMectterl 20NEE wifie o adjacent 208H: chasnek:

Irte 2 slrgle AOMH2 chanrel
preveding ncreased theoaghpus,

Figuge 13, Chanrel Bending
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Improved MAC Threughput
These chamges make 80211 n transmizsion of MAC frarmes 0% more efficient tham

legacy transmission:
= MAC data frames are combined and given a single PHY header.

o Implicit Block ACK acknowledpges all data frames within a combined
frame.
®  Spacing betwesn frames is neduced.

Frame AEFresateon

Liegaey Dparaties
Bisis Faws 22 Fraws fira Furs A Fraes Sain Framw EId Furs
Hiigh Thireu ghp et Openrtion s A2 Pramn 1 F—
L st e
|-_ E— m pe——
[ FrT—
RFS Usage (Reduced Inter-Frame Spacing)
Legucy Operation
Dals Fare G Frame 1t Fairn G Iraren Dila frasme A P
- _| _ 1
Ipmpp-ﬂpuu- HHI Iulnlﬂ

I-I- I-Ifﬂm

Figuire 20. MALC Throughput Imgressmerits

Shert Guard Interval

This cpticn reduces the wait tirme between signals that are being sent out over the
air. The guard interval provides immunity to propagation delays and reflections,
and is mormally 800 ns (long). By using a short guard interval (400 ns), the data
rate is increased by approximately 117%. The short interval may be used in many
environments (especially indoors). If the short guard interval is used in an
inappropriate environment, thie n'E'n.al qu.ali.‘l}r will suffer and I'l‘l:uughpul: wrill
decrease. See “Global Settings 11n" on page 3 to configure the guard interval.
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Obtaining Higher Duata Rates
The data rate increaze obtained by vaing 802 1In on an Areay is incremental,
based on the fechnologies that are applied and the options that you select:
Higher encoding rates (Mandatory in 802 11n)
Spatial Strearns (Mandatory, but roaltiplier varies divectly with namber of
streams selected. )
#  Channel Bonding {Mandatory in 802 11n, apply multiplier to TAF if it i
bonded.)
®  Short Guard Interval (Optional)
See Figure 21 to see the 802.11n data rate increase for an IAF. Apply this increase
to the BUZ.11 a, b or g data rates selected for the Array.

{ TRESE TR

e C .in.l-ﬂﬂli il el
] H e
Lol [ | 1=
- | ol 1=
5L LH I

] L& fr=
IFi s (31 =
L HE 1t

Figrare 21. Computing 302 1in Data Kakes
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BOL11n Capacity
B02.1In offers major imcreases in capacity over previeus 80211 stamdards, as
shicramn in the table belomw

Fast Bthermed Mo Yied

211 a/n: 3 Streams 23 X3 =450 Mhp.s =102 lLil:rps
BO211 afm 2 Sireamms 3 23 300 Mbpa = 6.8 Ghps
80211 afn: 1 Stream 3 23+ 150 Mbps = 5.4 Gbps
80211 a 3 23 * 34 Mbps = 1.2 Gbps
B0211 p/me 3 Streams 3 3 " 450 Mbps =135 Ghps

{1 or 2 streams have

proportionally lewer capacity)
111 g 3 3* 54 Mbps = 162 Mbps
BO2ZN b 3 3+ 11 Mbps = 33 Mbps

Failover Planning

Thiz section discusses failover protection at the unit and port levels. To ensure
that service iz contirwed in the event of a port failure, you can utilize two Gigabit
Ethermet porte simultanesusly ag o bonded pair (on Areaye with two or more

Gigabit ports).

Mubktiple port connactions

I TITNTENE Ethernet switch

Figure 22 Part Failaver Prateciias
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In addition, the Array has full failover protecHon between the bonded-pair
Gigabit ports {see following table).

Bridges Bridges Fail Oves
Inlorfacs ot Mansgement TraMier To Lo
Fast Peia Yieg Mane DHCE or siatic
Ethernet
Gigabit paort Yes Yes Bonded DHCP cr static
port
Bomded es Yes Bonded Hame
Gigabit port port
The Wireless Array Gigabit Ethernet ports actually support a number of modes:
»  B023ad Link Aggregation
*  Load Balancing
= Broadcast
® Link Backup
o Mirrored

For more defails on Gigabit port modes and their configuration, please sea
“MNetwork Bonds” on page 175,
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Switch Fallover Frotection
To ensure that service is continued in the event of a switch failure, wou can

commect Arreys having multiple Gigabit ports to more than one Ethernet switch

{mot a hub).
Etheriel connections | |
[ W [ Wi
Ethernet swiich Backup switch

Figure 23 Switch Fallover Proleciien

E._ Eifgﬂh! Etherinet pomnrections winst be op Ehe same saohnef.

Coverage and Capacity Planning
[nstallation Prerequisiies
nlebwork Management l'l:nni:rlE
Planning Your Installabion
Povrer Flanadng

Securily Planning

44 Installing tha Wiralass Amay



&

Wireless Arcay m

Power Planning
AllNXE amd XM Series Array models support Power over Gigabit Ethernet (PoGE)
with an integrated splitter. This section discusses PoGE power.,

Power over Gigabit Ethernet

To deliver power to the Array, you must use Xirrus-supplied may use the optional
XP1, XFZ, or XPE Power over Gigabit Ethernet (PoGE) modules. They provide
power over Cat 52 or Cat & cables to the Array without running power cablese—
see Figure 4 on page 12,

Specific models of the Array are compatible with specific PolGE modules. For
details, please see the Potoer over Gigabit Ethernet Irstallabion and Ller Gaade.

nEL When using Catt 5e or Cat & cable, pomer can be prozided up to g distanee of
1,

SEF Alsn

Coverage and Capacity Planning
Failover Planning

Metwork Managerment Flanning
Security Flanning
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Security Flanning
This secticn offers pome usefal guidelines for defining vour preferred encoryption
and awthentication method, For additivnal information, see “Understanding
Security” on page 209 and the Security section of “Frequently Asked Cuestions™
on page 432,

‘ﬁ._ Mote that several advanced feabires im Biis section are part of the Xirmus
Advanced EF Security Manager (F50M). They mquire the license instailed
on the Arroy to inchede sepport for REM. Plesse see “About Licensing and
Upgrades™ on page 3&1.

Wireless Eneryplion
Encryption ensures that no wser can decipher another wser's data transemitbed
over the airwaves, There are three encrypticn options available to you, induding

» WEP-40bit or WEP-128bit
Because WEF Is vulnerable to cracks, we recommend that you only use

this for legacy devices thal cannot supporl a stronger encryplion Lype.

» Wi-Fi Protected Access (WFPA)
This is much more secure than WEF and uses TKIF for encryption.

= Wi-Fi Protected Access (WPAZ) with AES
This is government-grade encryphon=—available on most new client
adapterse—and uses the AES=UUM  encryption mode {Advanced
Eneryption Standard=Counter Mode).

Authentication

Authentication ensures users are who they say they are, and occurs when users
atternpt to join the wireleas network and periodically thereafter. The following
authentication methods are available with the Wireless Areay.

» RADIUS s02.1x
B021x uses a remole RADIUS server to authentcale large numbers of
clients, and can handle different authentication methods (EAP-TLS, EAP-
TTLS, EAP-PEAT, and EAP-LEAP Passthrough). Administrators may
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alzo be authenticated via RADIUS when preferred, or to mest partcular
security standards.

# Xirrus Internal RADIUS server
Recommended for smaller numbers of users (about 100 or lezs). Supports
EAP-FEAF only

@ Fre-Shared Key
Uses a pass-phrase or key that is manually distributed to all authorized
users. The same passphrace iz given to cient devices and entered into
each Arzay.

»  MAC Access Contrel Lists (ACLs}

MAL access control lists provide a list of client adapter MAC addresses
that are allowed or denied acoess to the wireless network, and can be
used in addition to any of the above authentication methods. ACLs are
good for embedded devices, like printers and bar-code scanners (though
MAC addresses can be spocfed). The Array supports 1,000 global ACL
entries. You may also define per-35I0 accesa comirel lists, with up to 1000
cnfTies each,

Failover I’|3nnin5
Metwork Managemment Planning
Povrer Flanadng
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Port Requirements

A number of ports are used by various Array features and by the Xirres
Management Systemn (XMS), The Port Eequirements table on page 49 lists ports
and the features that require them (XMS port requirements are included in the
table for your corvvenience). If vou are using a feature, please make sure that the
ports that it requires are not blocked by firewalls or other policies, and that they
do not coaflict with any ather port assignments.

Mg an example, XIS port requirements are illustrated in Figure 24, XS requires
ports 161, 162, and 443 to be passad between Armaye and the XMS server
Similarly, ports 9090 and 9091 are required for communication between the XMS
server and XMS clients, and port 25 is typically used by the XMS server to access
an SMTP server to send email notifications.

kS o ] ST e wam b el o sl wems e,

Fagure 24 Porl Hegairermenis ler XKIS
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The following table lists port requirements for the Array and for X5, how they
are used, and whether they may be changed.

Array
icrp Pirg XMS Sarver Mo
:I :,: FTF Chent Yios
22 bop S5H Chent ik
23 top Tedned Chent Yos
X5 iop SMTPF kgl Servar Ho
58 wlp TFTR TFTP Sarvar Mo
123 udp MNTF MTF Sarves L]
181 udp SHMP XME Smrvar Mo
SHMP Traphost Mole Yag = buil
162 udp Up to four Traphasts XMS Sarver required by
rray be configured. XMS
443 fcp HTTPSE (WHI,WFR) Chent o
514 udp Syakeg Syalog Server [
iz e [ RS ome | s suner | ves
181 mﬂlﬂi Lm';'ft:‘::“ufz& RADIUS Accourng s
1646}
55 udp Watflow Chent Yo
S000 1cp Wil Tunnel WTUN Sarver ]
22610 udp XAP (Ximes Roaming) Arays s
22613 wdp | Mircon {Consale Uiliy) | Admin Warkstation ek
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XMS
crp Ping Arrays Ho
22 iop E8H ATays e
2S5 SMTF kgl Sarvar Yes
123 udp MNTP NTP Earver [
161 udp SHMP AITAYS Ho
Wia XWS
162 udp SHNMP Traohost 1 AUTHYSE canfia e
443 top HTTPS AITHYE Mo
. Via KMS
514 udp Rasldant Syelog saner Intarnal cortfi fle
1099 fep Rl Registry Intarnal* Mo
2000 lep ¥ME Backe=gnd Sorvr fntarmad® Ma
3306 tcp fy50L Databese Intarmal* Ha
E001 1ep Slatus Viessar ntarna® Ma
. Dwuring
BT 1cp Tomaal Shitdown Jntarma] inatallation
5009 1 Wed Contas Iterndl® During
& araines inslalation
During
BIEA0 icp ERME Webservar XOES chant inslallation
Wia XMS
9081 1ep XME dlent Senvar S clent canfia e
. Wia XKS
90492 \cp EME Qienl Servear YME clent .
8443 {cp AT WM SEL NS wab cliert (1]
* Intarnal 1o XMS Sarver, no porta nead 1o be unblocked on other network devices

Installing tha Wiralass Amay



Wireless Arcay

See Also
Management Conitrol
External Radius
Services

VLAM Management
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Network Management Planning
Metwork management can be performed ueing any of the following methads:
#»  Command Line Interface, using an 55H (Secure Shell) utility, like PuTTY.
The utility mast Be get up bo uze S35H-2, zince the Array will anly allow
S55H-2 conmectiors.
®  Webk-based management, using the Array's embedded Web Management
Inferface (WMIL This methed provides configuration and  basic
mamitoring tools, and is good for small deployments [one or two units).
#  Cenfralized Web-based management, wsing the optional Xirrus
Management Systern (XMS5), which can be run on a dedicated Xirrus
appliance or your own server. The XMS is weed for mamaging large
Wireless Array deployments from a centralized Web-based interface and
offers the following features:
Globally manage lacge numbers of Arrays (up to 500
+  Seamless view of the entire wireless network
+  Easily configure large numbers of Arrays
+  Eogue AP monitoring
+  Easily manage system-wide firmware updates
+  Monitor ]::'rfurman:: and trends
+ Aggregation of alerts and alarms

y
=T (1]

Failowver Flanning
Power Planning
Security Planning
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WDs Planning
WIS (Wireless Dictribution Systern) creates wireless backhauls between Arrays,
allowing your wireless network to be expanded using multiple Arrays without
the need for a wired backbone to link them (see Figure 15). WS features include:
®  One o tree [APs may be wsed o form & single WDS link, vielding up to
1350 Mbps bandwidth per link. Up to three different WDS links may be
created on a single Array
Automatic [AF Load Balancing

If desired, you may allow clients to associate to a B55 on the same radio
imterface used for 3 WS Host Link, This will take bandwidih from the

:':"'.1; A "'.:l:i' . “
X r-: - .--- :: - tﬁa_]—l—

Figure 15 WS Link

»  Multiple links per Array allow you to configure multi-hop connections.
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Figoare 36 A Multple Hop WS Conrection

= Multiple WDS links can provide link redundancy (failover capakility - see
Figure 27} A netwark protocel (Spanning Tree Protocol==STP) prevents

Arrays from: hmﬁng nabwark '||:||.|]:u.

‘- -
-,
A
e e o e - -4
g L Lrn s
T >
i, 4 g f
Wi
| ;—::-J'f,:- “
v -
Figrare 17, WIS Failever [Mrofection
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WS links have a Host/Client relationshis similar to the wsual AP/ station
pattern for Areays:

& A WDS Clisnt Link associates /authenticates fo a host (farget) Array in the
same way that a station associates to an JAF. The dient side of the lnk
must be configured with the root MAC address of the target (host) Array.

& A WD3 Hest Link acts like an IAP by allowing one WDS Client Link to
associate to it. An Array may have both client and host links.
WDS configuration is performed only on the client-side Array. See “WDS" on
page 335 Mote that both Arrays must be configured with the same S50 name.
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Cormman Deployment Options

The following table lists some typical and recormrmended deployment options for
a mumber af the lealures thal have been discuszed in this chapler.

Power Porerer over Gigabit Power over Gigabit Ethernet
Ethernet UPS backup
{recommended)
Failover Recommended Highly recommended
VLAMs Oiptignal Optonal use,
Can be used to puat all AFs
on one VLAN or map to
existing VLAM scheme
{recommended) (recomenended)
PSK or 802 1x B02.1x keying
Awthentication | Tnternal RADIUS server External RATCHLUS server
EAP-FEAF
Pro-Shared ey
Management Intermal WhI MG [SMMIF)
Internal CLI (via SSHv2)
Ser Alse
Coverage and Capacity Planning
Metwork Managernent Planning
Planming Yoar Installation
Power Planning
Security Planning
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Installation Workflow

This workflow illustrates the steps that are required to install and configure vour
Wireless Array successfully, Beview this flowchart before attemnpting to install the
unit on a customer s network.

Determine the number of Arrays nesded

Choose the location(s) for your Wireless Arrays

Bun Ethernet cables for PolGE
[=100m total distance from switch)

Install the mounting plate

Connect the cables and bam on the power

Verify that the Ethernet link and radio LEDs are funclioning correctly

Log n to WI and ember your license

Perform the Express Setup procedure

Figume 18, Installation Workfew

See Alze
Coverage and Capacity Planmning
Comunon Deployment Optiomns
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Failover Planning
Imstallation Preequisites

Planminmg Your Tnstallation

Power Planning
Wireless Array Product Overview

Security Planning
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Installing Your Wireless Array
This section provides instructions for completing a physical installation of your
Xirrus Wireless Array.,

Choosing a Location

Based on coverage, capacity and deployment examples previcusly discussad,
choose a location for the Array that will provide the best resulis for your needs.
The Wireless Array was designed to be mounted on a ceiling where the unit ks
unobitrusive and wireless ransmisstons can trave]l unimpeded throughout open
plan areas,

You alzo have the -uPlimumeml'mE the .ﬂ.rﬂ}"u:n a weall, using the n_l:l'l:imal wall
o asqermbly kil

Choose a location that is central to your users (see the following diagram for
correct placament.

WROMNG WROMNG

CORRECT

- L |

Figure 29, Ay Flacement

Wiring Considerations
Before using the Xirrus-supplied Power over Gigabil Ethernet modules (PoGGE) Lo
distribute power, see “Power over Gigabit Ethernet (FolGE)” on page 12,
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Once you have determined the best location for your Wirelesa Array, vou must
run cables to the location for the following services:

FPower

o Mo separate powver cable to the Array is required when wsing
PolE modules, The PolE moedule requires a dedicated AC
power outlet (100 - 240 WAL).

Metwark

& Cigabit POEl==If using PolE modules, the total of all Cat 5e or
Cat & cable segments from the Gigakit Ethernet switch to an
Array Ethernet port must be less than 100m leng. The Array must
be connected to PoGE networks without routing cabling to the
outside plant, to ensure that cabling is not exposed bo lightning
strikes or possible high voltage crossoves

#  Cigabit POE2=For Arrayvs with 3 second POE port, the same
restrictions listed above applvioptional, not available on the
faur-port Atrays)

Fast Ethernet [optional, not available on the four-port Arcays)
Serial cable (optional) = cable lengths up to 25° per the R5-332
specification.

Impartant Notes About Network Commections
Read the following notes before making any network connections.

E\ When the weit's [P address 1= weksoss or @ nefeork connechion has mof
been establizhed, the serual cable & wend for comneching directly with the
Conpreerd  Line Interface (CLI) ma HyperTominal, When @ nelwork
corrtechion is etablished, the Arvay cm be suanaged frem any of the
auailable nefreerk connections, sither Fael Efhernet, Gigabit 1 or Gigabil 2.
For the XE-1000, the Xirrus Nircon wtility may be ueed locally fo sef up an
TP address if mecrssary
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l The A r'.':_l_."s Etherret ports should be r.-!.Jj_g.'n' ko am Edecrnet stweifch, pod ax
] = " 3 F f .
Efhernet hub—:f @ kb 5 used,. wor reccanepemd ot vou commect |'.:'I.'_I_.' are

Efhernet porl.

The Gigabill Ethernel inferface is the primary pert for both data and
muanageent frafic. If a single Ethernet oommection s used, it must be
cennected fo the Gigabit] Ethernet interface. See alse, *Failover Planming™ on
rage 42

The 10/100 Etherited Port say be used for mamiaging the Arvay oud of bard
from the Gigabil Efherned ports. The 100100 port will route only management
f-’--}'.'-'T-'- using a sfatic roude Haat By he .*T..l|_.'?lg '.|.l.r|.‘..':-'-r' Pz |'r||.*.l__".:.*|' Her
“interface” on page 407

Ser Alse

Failever Planning

Installation Prerequisites

Installation Worklow

Mounting the Array

Powrer over Gigabit Ethernet (PoGE)
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Mounting the Array
A nurnber of options are available for mounting Arraye;

Ceiling muoant

TWall musunt

Secure mount in a locking indoor enclosure

I-Beam mount in a protective enclosure {(pymnasium mount)

Factory enclosure

A detailed Chiick Installation Guide is provided with the mounting option that
vou selected when ordering your Array. Please follow the provided instructions
carefully.

Dismounting the Array

To dismosint any other Arniy inodel

For all Array models, push up on the Array (Le., push it against the mounting
plate). Then turn the Array to the left to remove it This i similar to dismeounting
a smoke detector,
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Powering Up the Wireless Array

When powering up, the Array follows a specific sequence of LED patterms
showing the boot progress, and following a successful boot will provide extensive
status information.

.l"-. w nat

i

Figuire 30 LED Lecalians

Array LED settings may be altered or disabled entirely for diagnostic purposes or
for personal preferemce. Chanpes are made via the Array's Command Line
Interface or the Web Management Interface=—rafer to “LED Settings" on page 334
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Array LED Operating Saquences
Uge the following tables to review the operating sequences of the Array’'s LEDs,

“LED Boot Seguence” on page 64
“LED Operation when Array is Eunning™ on page &3

LED Boal Sequence
The normal koot LED sequence is as follows:
Power ON Bl.inlrins GEEEM All OFF
Boot loader power ON | Elinking GREEM Al OR
sl f-test
Image load fram Blinking GEEEM Spinning pattern (rotate all
compact FLASH tor O, then all o OFF)
Image laad failure Blinking ORANGE | All OFF
Hand off te Amray05 | Solid GREEM All OFF
System softwars Solid GEEEM Walking pattern=—LETY
initialization rotating one position per
speand)
Lp amd n.m'ninl_ Solid O 0O for [AP: that are up:
OFF for LAs that are down.
Giresn or erange per table on
the next Page.
Behayior may be changed
1.:|1."|:r|; “LED f'irl:ri.ng:-;" nn
page 34
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LED Operation when Array is Running

The normal LED operation when the Array is runming iz shown in the table
below. Mote that behavior may be modified wsing “LED Settings” on page 334 or
via the CLIL

LED Status Faason

TAF LED is (YFF AP is down
IAP LED is salid OMN IAPF is up, bul ne asseciations and
fiE c
IAP LED heartbeat [APF is up, with stations
associated but no tratfic
AP LED flashing TAP is up, passing traffic
Flashing at 10 Hz Traffic = 1500 packets /sec
Hashing 2t 5 Hz Traffic = 150 packets (sec
Hus.'rﬁnﬂ'ut *5H= Traffic =1 Fnchl_."uc
AP LED is GREEN IAP is pperating in the 2.4 GHz
bamd
IAP LED is ORANGE IAP is operating in the 5 GHz
band
[AF LED flashing ORAMGE to The radio is in momitor mode
GIEEN at1Hz {standard intrude detect)
Etvernet LEDs are dual color
Ethernet LED is ORANGE Transferring data at 1 Gbps
Ethernet LED is GEEEN Transferring data at 10,100 Mbps

Ser Alsp

[nstallation Prerequisites
[nstallation Workfaw
[natalling Your Wireless Array
LED Sellings
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Establishing Communication with the Array

The Array may be configured through the Command Line Interface (CLI) using
55H., or on a browser via the graphical Web Management Interface (WMIL You
may uze the CLI via the serial management port (console=—on all Arrays except
the XR-500 and XR-1000 Series), the Fast Ethernet part, or any of the Gigabit
Ethernet ports. You can use the WMI via any of the Array’s Ethernet ports.

Gigabit POE (gigl)

Piguee 31, Nabwark Intestss Part—2R-1000 Serie

Sarial (Consola)
Gigabit POE (gigl)

Saria] (Consoje)
Gigabit POE (gigl) ——
Gigabit 2 (gig2)

Figure 5} Mtwark Interfaon Porte—XE-4000 Serina
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Sarial [Consola)
Gigabit POEA (gig1) ——

Gigabit POE2 (gig2)
Gigabii 3 {gigd)
Gigabit £ (gigd)

Figure 34 Metwork Inberface Porte—XE-6000 Series

Sarial
Fast Ethamat

Glgabit 1
Gigabit 2

Figare X5. Metwork Interface Forts

E\ The Xirrus Xircom a.r.hht!f Y alsn be used fo commnnucate with ..-'_|;rr.1],r~;
focally as am olfermative to using a sevinl comnection fo tee console, This iz
especially wsefid for the XE-500 i XE-1000 Series, which de not have a
corigole port. See “Securing Low Level Access to the Array” on page 78,

Using the Serial Port

If using the serial port to make your connection, use serial settings of & bits, no
parity, no flow contral, 1 stop bit (BN1) and a speed setting of 1152060 baud, Use
the communication package of your choice.

Using the Ethermel Porls

By default, the Array’s Ethernet interfaces wse DHCT 1o oblain an IP address. Ii
the Areay i booted and does not receive DHCP addresses on either the Fast
Ethermet or Gigabit Ethernet ports, then the Fast Ethernet port will default to an
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[ address of 10.0.1.1 and both Glgabitl and itz bonded pair port [If any) will
default to 10.0.2.1 with a mack of 255255 2550,

If the .A.rra}r is connected o 2 network that F:rnl."ldﬂ DHCP addresses, the [P
address can be determined by the following thres methods:

The simplest way to address the Array is wsing its default hostname
which is the  Amray’s  serial pumber  {for  cxample,
XRAM2ZNOBZ3091CACD). If vour network provides DHCP and DNS, then
you can use thiz hostname.

o Ditherwise, examine the DHCP tables on the server and find the addresses
assigned to the Array (Xirrus MAC addresses begin with 000F7D).

Altermatively, you may query the Array using the CLI via the console port
{om all models except the wall-1000 series). Log in using the default user
mame admin and password admin. Use the show ethernet command to
vigw the IP addresses assigned to cach port.

L If the Array cannol obtain an I address via DHCE the factory delaull
uses 3 staftic I[P address of 10,021 with a mask of 1552552550 on its

Gigabit POE port,

E. Take pare fo wprsure that your metwork 13 ot wsmg e 10.0.2.7 [P address
prior fo connecting the Array fo the nebwork,

T commect to the Array, you must set your laptop to be in the same
subnet as the Array: set your laptop’s 1" address to be in the 10.0.2.xx
submet, and s¢t its subnet mask to 255.255.355.0. If this subnet i already
in use on your network, you may connect vour laptop directly to the
Array by comnecting the laptop to the power imjector’s IN port
temnpararily (this port may be called the SWITCH port or the DATA post
O Your injector).
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Starting the Wl

Uge thiz procedure to log in to the W via yvour Web browser,
Eatablish a network connection and open your Web browser.

. Connect to the Wireless Array using its host name or 1P address as
described in the previous section.

Logging In
When legging in to the Array, use the default wser name and password——the
default uzer name is admin, and the defaclt pazsword 1= admin.

See Alse
Imstallation Workfow

Performing the Express Setup Procedure
Powering Up the Wireless Array

Entering the License

A license is needed to enable the full functionality of the Array, Without a license,
the Array can be powered wp and will only have a basic wireless network
configuration including just one operating radio.

The Array's license determines many of the features that are available on tha
Array, For example, automatic coll sizing and channel allocation require a license
supporting the RF Performance Manager (RPM). Also, IEEE 802.11n operation on
Arrays requires a license.

The Array’s license iz mot installed at the factory. Yeu must enter your licenss
before proceeding to the next step, Performing the Express Setup Procedure,

The procedure below describes entering the license key using the WML If you are
using the Xirrus Management System [XBS), you may use it bo easily manage and
vpgrade large nombers of licenses fior the wireless netwaork,

This procedure assumes that you have pointed a browser to the Array's

IF address 1o start WML, and that vou have logged in with the default
username and password above.
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1. In the left hand frame, in the Configuration section, click Express Setap.

I, License Key: Enter the key that was provided for the Array, The key was
provided to you in an email a5 an attachment in the form of an Excel file
(.xls). Enter the key exacily as it appears in the file Click the Apply
button to apply the key.

I Mow you may verify the features provided by the key In the Status

sectiom of the left hand frame, click Array and then chick Infermation.
Check the items lizted in the License Features row.

-& If you are installing a large number of licenses and do not heve XM3, 2
Xirrus Licessing Tool wmaay be aoquired from Xirruse Supyrest o help push
licexses fo large number of Arrays,
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Performing the Express Setup Procedure

The Express Setup procedure establishes global configuration settings that enable
basic Array functionality. Changes made in this window will affect all radios.
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Procedure for Performing an Express Setup

Host Mame: Specify a unique host name for this Array. The host name is
used to jdentify the Array on the network. Use a name that will be
meaningful within your network environment, up to 8 alphanumeric
charscters. The default is Xirras-WiFi-Array.

Location Infermation: Enter a brief but meaningful description that
accurately defines the physical location of the Array. In an environment
where multiple units are installed, clear definitions for their locations are
important if you want to idzntifr A l_p:r.iﬁ: umit.

Admin Contact: Enter the mame and comtact information of the persen
whi is responsible for administering the Array at the designated location

Admin Email: Enter the email address of the ademin contact vou entened
im Step 3.

Admin Fhone: Enter the telephone number of the admin contact vou
entered in Step 3.

License Key: If Xirrus issued you a license that differs from the current
value shown, enter it nanw. See alsg, “Entering the License™ on page 69.

Configure SMMPvI: Select whether to Enable 55WPv2 on the Array, and
change the SNMP Community Strings if desired. If you are using the
Xirrug Mamagerment Systemn (XMS), these strings must match the values
used by XMS The default values for the Array match the defaults in
XMS. For more details, including SNMPv3, see “SMNMP” an page 19,

Configure the Fast Ethermet (10/100 Megabit) and Gigabit network
imterfaces, The fields for each of these interfaces are the same, and
imclhude;
Enable Interface: Choose Yes 1o enable this nelwork interface, or
chipse Mo to disable the interface.
b Allow Management on Interface: Choose Yer to allow management
of the Array via thiz network interface, or choose Ne to deny all

T2
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For improped security, you should also take the additional steps described in
“Breuring Lot Level Access bo the Array™ on page 78,

Configuration Server Protocol; Choose DDHCP to instruct the Array
to wse DHCF fo assign [P addresses to the Armay's Ethernet interfaces,
or choose Static if you intend tw enter [P addresses manually. If you
chooss the Static IF opfion, you must enter the following [P Settings:

& Address: Enter a valid [P address for this Array. To use any of the
remote connections (Web, SMNMP, or 55H]), a valid I address
st be used,

¢ Subnet Mask: Enter a valid IF address for the subnet mask (the
default is 2552552550, The subnet mask defines the number of
IF addressec that are available on the routed subnet where the
Array i bocated

® Default Gateway: Enter a valid 1P address for the default
gateway. This is the TP address of the router that the Array uses
to forward data to other nebworks.

& Click the Apply button for this interface when done making IF
changes.

S5I0 Settinge: This section specifies the wireless network name and

A

B

SS5I0Y (Wireleas Metwork Mame): The 55100 (Service Set Identifier) is
a unigue name that identifies a wireless network. All devices
attempting fo connect to a specific WLAN must use the same S811,
The default for this field is “xirrus.”

For additional information about 55100, go to the Multiple 5510s
section of “Frequently Asked Chaestions™ on page 45..

Wireless Security: Select the desired wireless security scheme (Open,
WEP, WEA, WPAL or WPA-Both), WPAZ i3 recommended for the
Test Wi-Fi securiby.

Open—=Thiz option offers no data emcryplion and iz mot
recommended, though vou might choose this opton if clients are
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required to uwse a3 VPN connecticn through a secure 55H utility,
like PuTTy.

WEP (Wired Equivalent Privacyl=—An cptional IEEE 802.11
function that offers frame transmizsion privacy similar to 2 wired
network, WEP genesates secret shared encryption keys that beth
source and destinabion statons can wse to alter frame bits to
avold disclosure to eavesdsoppers.

WEPA (Wi-Fi Profected Access | Wi-F1 Alliance standard that
contains a subset of the [EEE $02.11i standard, using TEIP or AES
as an encryption method and 802.1x for authentication.

WPAZ (WL-Pl Protectad Aceess 2)—WPA2 is the follow-on
security method o WEA for wireleds network: and provides
stronger data protection and network access comirol. It offers
Enterprise and comsumer Wi-Fi users with a high level of
assurance that only authorized users can access their wireless
networks. Like WPA, WPAZ iz designed to secure all versions of
BO2.11 devices, including 302.11a, 802.11h, 80211z, and 302.11n,
mualii-band and mulb-mode.

WPA-Both (WPA and WPA?)—This oplion makes use of bolh
WA and WPAZ,

For more information about security, i'nr:'luding a full review of all
security options and settings, go to “Understanding Security” on
page 29,

WEF Encryption KeyFassphrase; Depending on the wireless
security scheme you selected, enter a unique WEP key or WPA
passphrase. This field and the one below only appear it you select a
Wirelese Security option other than Open.

Coenfirm Encryption Key/'Passphrase: If you entered a WEP key or
WPA passphrase, confirm it here

Click Apply S5ID Settings wihen done.

74
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0. Admin Settings: This zection allows you to change the default admin
usernarme, password, and privileges for the Array: You may change the
password and Jeave the user name ag is, but we sugpest that you changa
both te improve Array security

Mew Admin User (Replaces user “admin®): Enter the name of a new
administrator user account, Be sure to record the mew acoounl name
and password, because the default admin weer will be deleted! Mote
that the Array also offers the option of authenticating administrators
using 3 RADILS server (see “Admin Managerment” on page Z14)).

For improved securiby, you shonld sleo bake bhe u.:id'ifl‘-urul'.ﬂrp.': deseribed i
“Sreuring Lot Lenel Aceess bo the Array™ on page 75,

Mew Admin Privilege Level: By default, the new administrator will
have read /write privileges an the Array (i, the new user will be
able to change the configuration of the Array). If you wish the new
sccount to have different privileges, select the desired leved from the
drop-dewn list For more information about user privileges, please
see “Admin Privileges” on page 216,

New Admin Password: Frnter 3 now administration pauw-l:rrd. for
managing this Array. If you forget this password, you must reset the
Array to itz factory defaulks so that the password is reset to admin (its
default setting).

Confirm Admin Password: If you entered a new administration
password, confirm the new password here.

Click Apply Admin Settings when done.

I. Time and Date Settings: This section specifies an optonal Eme (NTP -
Metwork Time Protocol) server or modifies the system time U you're not
using a server

Current Array Date and Time: Thiz read-galy field shows the current
time for your convenience.
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b Time Zone: Select your Heme zone from the choices available in the
pull-down list,

Aute Adjust Daylight Savings: If you are not using NTP check this
box if wou want the system to adjust for daylight savings
aulcmatically, otherwise leave this box unchecked (default).

d. Use Network Time Protocol: Check this box if you want to use an
NTP server to synchronize the Armay's clock. Use of NTP is
mandatory for Arrays to be managed with XMS (the Xirres
Management System), and ensures that Syslog Hme-stamping is
maintained acrosas all undts. If you check Yes, the NTP server felds
are displayed. If you don't wank to use an NTF server, leave this box
unchecked {default) and set the system time on tha Array manually

NTP Primary Server: If you are using NTE enter the II' address or
domain name of the NTF server.

f. NTP Primary Authentication: [f vou arc using authentication with
NTE :.n:'l.n:cl'l:lwlyp-l:ufkl:}r: MD5 or SHAL Select Noane :if:,r-uu are naat
using authentication (this iz the default). For more information on
authenticated TP, s “Time Settings (NTF)™ an page 185

NTT Primary Authentication Key I Enter the key 1D, which is a
decimal integer.

[ WTP Primary Authentication Key: Enter vour key. which is a string
of characters.

i. WTP Secondary Server: Enter the [P address or domain name of an
opticnal secondary NTP server to be used in case the Array bz unable
o contact the primmary server. You may use the authentication felds
as described above if you wish te set up authentication for tha
secondary server,

| Adjust Time (hrs:minseck [F you are not using NTE check this bax if
vou want o adjust the current system e YWhen the box is checked,
the tirme fields become active. Enter the revised time (hours, minutes,
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seconds, am/pm] in the corresponding fields. If you don't want to
adjust the current time, this bex should be left unchecked (default).

k Adll:ﬂi Date Emnﬂﬂ'ﬂtﬂr‘lu‘l: 1f you are nof using MNTF, check this
box if you want io adjust the current systemn date. When the box i
checked, the date felds beosme sclive. Enler the revizsed date (maonth,
day and year] in the corresponding Gelds. If vou don’t want to adjust
the current date, this box should be left unchecked {default).

11 Quick Configuration: This cffers predefined configuration options such
as Claseroom and High-Density that capture best practices from vears of
field experience. [f one of the options in the drop-down list I= appropriate
to your deployment, select it and click Apply. For example, the High-
Density option uses best practices to configure the Array for high density
settings such 2s lecture halls, convention centers, stadiums, ete,

15 IAP Settings:

EnablefConfigare All IAPs: Click on the Execute bufton to enable and

auto configure all IAFs (2 message displays the countdown Himeein

seconds=—to complete the auto-configuration task). When an IAP is
enabled, e LED iz ewitched on. (Figure 37, see also “Arrav LED

Operating Sequences” on page B4)

LED an
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1 Click on the Save changes to flash button at the top right if you wish to
make your changes permanent
This ends the Express Sefup procedure.

See Also
Establishing Communication with the Areay
Imstallation Prerequisites

Imstallation Workflew

Logging In

Multiple 55105

Security

Securing Low Level Access to the Array

Most management of the Xirrus Array is done via the Web Management Interface
(WD) as vou just saw in "Performing the Express Setup Procedure™ on page F1.
Ancther often wsed option iz CLE—see "The Cormmand Line Interface” om
page 377, The Array also bas a lower level interface: XBL (Xirrus Boot Loader),
which allows access to more primdtive commands, You woen't normally wse XEBL
unless instructed o do so by Xirrus Customer Support. For proper security, you
ghoald :n:pl:l;!: the default XBL hg{n usermame and ]:Ii“'l.\'l;ll‘d writh VOUF OWTI, 35
instructed below. XBL has its own wsername and password, separate from the
Array()5 Admin User and Password {used for logging in to the WMI and CLI)
that you changed in Step 10 on page 75.

Xirrus also provides the Xiroom utility for connecting to Xirrus XE Arrays that ane
not reachable via the normal access methods (such 25 55H or WMI) and that do
not have a physical consale port (XE-500 and XE-1000 Series Arrays), or whose
consale port is not accessible Xircon discovers Arrays on your nebwork subnet
by sending IP/UDF broadcast packets. Onee an Array is discovered, Xircon can
establish an encrypled console seqsion Lo the Array via the network even i the
Array [F configuration iz imcorrect, Xircom allows you to manage the Array asing
CLL just as wou would if connected to the console port, Xircon also has an option
for easily accessing XBL.
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In mormal circumstances Xieroe Arrays should be configured and managed
throuph secure shell (S5H) or via the Web Management Interface (WMI). A
comnection i established vaing gither the Array hostnarme or DHCP-assigned TP
address, or via the other options described in “Using the Ethemet Ports” omn
page &7, Xircon may be needed in special circumstances as directed by Xirrus
Customer Support for troubleshooting Array problems or [P connectivity. (In this
case, sea the Xipeen Llesr Guide for detailed information.)

Xircon access o the Array may be controlled:

*  You may enable or dizable all Xiroon access to the Array as instructed in
the procedure below. There are also options to allow access only bo CLI
(ie., AreayS access) or only to XBL.

#  Since XE-300 and XE-1000 Array models do not have a console port, these
madels have Xitcon access to both XBL and CLI enabled ]:-'r default. For
Arrays that do not have a console port, bo avoid potentially being lacked
out of the Array, Xircon should always be enabled at the XBL level at
lzast.

= On all other Array models (those with a console port), Xircon access to
both XBL and CLI is dizabled by default. If Xircon is not going to be used
to access an Array, we recommend leaving Xircon access disabled.

Procedure for Secwring Low Lezel Array Access

Use the following steps to replace the default XEL username and password, and
optianally to change the type of Xircon management access that is allowed. These
steps use CLI commands,

Installing the Wireless Array L



XIRRUS Wireless Array

Tz access CLI wia the WKL, ¢lick CLI under the Tools section an the left
(for detailed instructons see “CLI" on page 371). Skip to Step 4 on
page 80,

To access CLI wvia 55H, see “Establishing a Secure Shell (55H)
Conneclion” on page 377, Then proceed 1o the next step.

t. At the login as prompt, log in to CLI using the username and password
'ﬂ'lu.f_}ln'n.u-t:inﬁ'l:-e-p 10 om page 75

login as: jamith
jamith@xrd0l 2802207 s passwsrd;

¥lrrus Wil=Fl Rrray

Areayss Versilonm b.1. 331354
Copyright [of 2005=2012 Mirrus, Imc.
Btbp:/ fuwd . alorus, can

ERAO12802207CH
i Type configure to enter the CLI config mode.
hostoaredconfigure

L If Xircon acoess at the XBL level is to be allowed, wse the following three
commands lo change the XBL username and password [rorm the defaull
values of admin/admin. In the example below, replace newusername
and newpassword with youwr desired entries. Mote that these entries ara
case-sonsitive.

[conflg] #LOOT=GnY 8T USGENLTSE FEWolssErane
[configl #boot—eny sct password newpassword
[oonfigl Fzawe

5. Enter the following commands if you wish to change Xircon access

permission:
[eenfigl § mansssnant
[config-maqnt)® Rircon <EFanagemant-sratpss
[config-mgni) & save

[eonfig=mgnt) & =xit
(zenlig) 8

“managenent-statos> May be ona of :

»  an enables both CLI and XBL access

B0 Installing tha Wiralass Amay
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o aff disables both CLI and XBL access
@ aos-omly enables only CLI {i.e. Array(i5) access
# boot-only enables only XBL acoess
Mote that there iz a W setting for changing Xircon access, tirmeout
period, and the UDP port used, This may be used instead of CLI if you

wish. See “Management Contrel” on page 211, MNote that you canmot
change the XBL username and password via the WML
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The Web Management Interface

This topic provides an overview of the Xirrus Wireless Array’s embedded Web
Management Intesface (WMI), used for establishing vour network's configuration
settings and wireless operating parameters. It also incdudes login instructions.

The following topice are discussed:
& An Overview
Stracture of the WhI
User [nterface
Logging In
Applving Configuration Changes

* & & @
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An Overview

The WMI is an easy-to-use graphical interface to your Wireless Array. It allows
you to comdigure the product to suit your individual requirements and ensure that
the unit functions efficiently and effectively. Options allow you to chaose among
different appearances for the WML See “Options” on page 373,
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Structure of the WMI

The content of the Whil is organized by function and hierarchy, shown in the
following table. Click on any item below to jump to the referenced destination.

Status Windows
Auray Status Windows
.ll'rr:}r E‘I,.Imm.arj'
Array Informalion
Array Configuration
Admin History

Statistics Windowrs
LAP Statistics Summary
Per-1AP Statistics
Metwork Statistics
WLAN Statistics
WIS Seatistics
IC¥S Statistics

Netwaork Status Windows
Metwork Map
Spanning Tree Status
Fouting Table
ARF Table
DHCF Leases
Connection Tracking /MAT
CDF Meighbors
Metwork Assurance

RF Moniter Windews
LAPa
Spectrum Analyzer
Intrusion Detection
Channel History
Radio Assurance

Station Statu: Windows
Statioms
Location Map
Rs55]

Signal-to-MNoeise Ratio (SNE)
Moise Floor

Pl I:|:|.' LAP

Stabion Assurance

Filter Statistics
Station Statistics
Per-Station Statistics

Application Control Windowrs
System Log Window
105 Event |J:_ag Winsdow
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L ]

Cenfiguration Windows
Express Setup
Metwark

Metwork Interfaces

Metwork Bonds

MG Settings

CDF Settings
Services

Time Settings (MTF)

MetPlow

Wi-Fi Tag

System Log

SHMP

DHCF Server
VLAME

VLAM Managenment
Tunmnels

Tunrnel Managerment
Securily

Admin Management

Ademin Privileges

Hdemin BRAMUS

Management Control

Meceds Control List

Global Settings

External Radius

Internal Badius

Rogue Control List
S50

551D Management

Aetve LA Ps

Groups
("u'l;lu]:- Management

Per-55I00 Access Control List

Configuration Windews (cont"d)
1APs
IAP Settings
Global Settings (LAF)
Global Settings 1lan
Global Settings 11bgn
Global Settings 11n
Global Settings 11
Advanced BF Settinga
Hatspaot 1.0
MNAIL Realrms
MNaAl EAF
Intrusion Dedeclion
LED Seltimpgs
DSCF Mappings
Eoaming Assist
WS
WS Client Links
Filkers
Filter Lists
Filter Management
Clusters
Cluster Definition
Cluster Management
Clugter Operation

Toal Windows
System Tools
LI
Options
Logout
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User Interface
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The Whil has been designed with simplicity in mind, making navigation quick
and easy In the following example, vou'll see that windows are divided imto left
anad right frarmes.

The left frame contains thres main elements:

#  Menu organized by function (for example, Mebwork, 5510, Security, ec.).
Click 2 heading, such as Network, to display 2 summary of its current
configuration, as well as an associated pull-down menu. The three major
menu sections (Status, Configuration, Tools) may each be collapsed
down te hide the headings under them Click again to display the
headings. (Figure 43 )

@ Three Log Messages counters ane [ecated at the bottom of the menu, They
provide a running total of messages generated by the Amray(S Syslog
subsystem during your session==organized into Critical, Waming, and
General messages Click on 2 counter to display the azsociated Syalog
messages. Messapes at the selected level ar higher will be shown, For
more information, please see “System Log Window™ on page 156

#  The Armay representation contains shortoat finks, Click a radio to view
statistics for it. Click the center of the Array to display the IAP Settings
window, which allows you to configure the Array’s radios.
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Figame 43. Major Meou Sectinns Collapsed [om left)
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The right frame displays the status information or configuration parametess for
the Wireless Areay. This is where you review the Array's current status and
activity or imput data (if vou want to make changes). The green Array information
bar at the top of the frame describes the Armay—the Mame and I address allow
vou to quickly confirm that WMI is comnected fo the correct Array. The current
Uptime since the last reboot is also shown,

-& Sorire settings are enly soailabls if the Array's Heensze inclides appropriate
Xirrus Adwanced Fealure Sets. If a setling is unavadable (grayed out),
thett your liceriss doss nol suppor! the feabiere. See “Aboul Licensing and
Uprgrades™ on page 361

HMote that WMI provides optiors which allowr you o change ils appearance and
behavior. You may change:

*  Style—changes the colors and appearance of WhI (Le, ifs “skin®).
@ Reifresh Inberval =—the refresh time when automatic refresh is selected.

»  Close menu section when deselected=—changes the behavior of the
menu in the left frame.

®  Clear screen when loading new page.
See “Options” on page 373 for more information,

a0 The Wab Management lntarface



Wireless Arcay m

Lhility Butbons
At the bottom of each window youw will find a set of useful buttoms=—a Feedback
bution, a Print button and a Help bution.

Print bution

Feedback button ﬁ

e H

e ]

Flgpare 44. WhiL Utility Bubions

= Click en the Feedback button to generate a Web page that allows you to
submit your cormments be Xirrs, Inc,

#  Click on the Print button to zend a print file of the active window to vour
local printer.
= Click on the Help button o access the Array’s onlive help system.

Snbmitting Your Comments

When submitting comments via the Feedback button {ensure that you provide as
much detail as possible, including your contact information, the product model
rumber that the comment relates to, and the Array0S software version (if
known). When finished, click on the Submit button to submit your comment.
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Logging In
Use this procedure to log in to the WK via your Web browser.

Establish a network connecton and open vour Web beowser

If your network supports DHCP and DING, enter the Array’s default host
mame in the browser s URL. The default host name is simply the Array’s
serial number (for example, XNOB23091CACD),

Otherwize, enter the Array's IF address, This may be determined as
described in “LUsing the Ethernet Ports™ on page 67,

To log in to the Array’s Web Management Interface, enter admin for both
the user name and password,

Iillﬂ“ lrrus XR4EM WIRI Arvay

Hore: i Locolon:

LEL RS S e I Iwaeld O
Il Y adhins

The- Bz samss

S o K

Fgane 45. Lagging In to e Wireless forray

Applying Configuration Changes

Ini muost of the W confipuration windows, your changes to settings are applied
to the Array as you make them, [n most cases, there is no separate Apply button
to click to make the changes take effect. There are a few exceptioms to this male. In
these cases, a particular section of a page may have its own Apply Settings
button right below the settings.

In both cases described above, the changes that you have made are not saved to
the latest comfiguration file in the Array's flash memory, so they will not be
restored after a reboot, Click the Save changes te flash button (kecated on the
upper right of each page) in order to make sure that these changes will be applied

a2 The Wab Management lntarface
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after rebooting. This will save the entire current confipuration, not only the
charpges on current WM page,

Character Restrictions

When inputting strings in the WMI (for example, assigning 55105, host name,
password, oic.), use common alphanumeric characters, Some of the fields in the
WMI will not accept special characters, so use of the following characters should
typically be avoided:

& < = I “ ! B!
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Viewing Status on the Wireless
Array

These windows provide status information and statistics for vour Array using the
product’s embedded Web Management Interface (WMIL You cannot maks
cemfiguration changes to your Array from thess windows. The following topice
have been organized into functional areas that reflect the flow and content of the
Status section of the navigation tree in the left frame of the WL

"Array Status Windows” on page 36
“Metwork Status Windews™ en page 103
“RF Momitor Windows" on page 114
“Station Status Windows" on page 125
“Statistics Windows™ on page 140
“Application Control Windows"™ an page 150
'E:“l::'n Log Window™ on page 156
“I0¥S Event Log Windew"™ on page 157
Configuration and Tools windows are not discussed here, For information on
these windows, pleass see
& “Configuring the Wireless Array™ on page 159
& “Using Tools on the Wireless Array™ on page 359
Mote that the Status menu section may be collapsed down to hide the headings
under it by dicking it. Click again to display the headings. (See Figure 43 on
page 9

Viewing Status on the Wireless Array a5



XIRRUS Wireless Array

Array Status Windows
The following Array Status windows are available;
®  Array Summary—displays information on the conflguration of all Array
#  Armay Information=—provides version/serial number information for all
Suray components,
#  Armay Configuration—shows all configuration information for the Array
I kexk foremat.

#  Admin History=—shows all current and past logins since the last reboot.

Array Summary

This i# a status only window that provides a snapshot of the global configuration
gettings for all Wireless Array network interfaces and [APs. You must go to the
appropriate configuration window to make changes o any of the settings
displayed here—configuration changes cannol be made from this window.
Clicking on an interface or TAF will take you to the proper window for making
configuration changes,

HIARUL i ran EPARE YT Ay
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Content of the Array Summary Windew
The Array Sursraary window is sub-divided inte the Ethemet Interfaces section
and the Integrated Access Points (radio) section, providing you with the
following imformation:
= Ethernet Settings Sammary
This section provides imformation aboul network interface devices, To
make configuration changes to these devices, go to “Netweork Interfaces”
on page 171.
Interface: Lists the network inderfaces that are available on the Arcay.
State: Shows the current state of each interface, either enabled or
disabled.
Mgmt: Shows whether Array management trafic is allowed on this
interface.
Aute Neg: Shows whether auto-negofiation is in use on this interface,
to determine settings for speed, parity bits, otc.
LED: Shows whether LED display of interface status is enabled.
Link: Shows whether the link on this interface iz up or down.
Daplex: Shows whether full duplex mode is inuse,
Speed: Shows the speed of this interface in Mbps.
MTU Size: Shows the Maximum Transmission Unit size that has
been configured. This is the largest packet size (in bybes) that the
interface can pass along,
DHCP: Shows whether DHCF on this port is enabled or dizabled.
IP Address: Shows the current IP addres: assigned to each netwark
Subnet Mask: Shows the subnet mask, which define: the number of
[ addresses that are available on the routed subnet whers the Array
is located.
Gateway: Shows the [P address of the router that the Armay uses to
transmit data to other networks.
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=  Bond Settings Summary
This section provides information about the relationship that has been
salected for the Gigabit ports, For detailed explanations and to make
configuration changes, see “Metwork Bonds™ on page 175,

Bond: List= all network bonds that have been configured.

Mode: Shows the type of relationship that has been selected for the
Cigabit ports,

Ports: Shows the Gigabit ports that are part of this bond.

Port Mode: Shows the relationship that has been selected for the
Ethermet ports. Sea “Metwork Bonds" om page 175 for details

Active VLAMNs: Shows the VLARMN:z that are active in thizs bond.
Mirror: Shows whether mirroring (s enabled on thiz bond.

@ Integrated Access Points Section
This section provides information about the Integrated Acoess Points
([APs) that are contained within the Armay, How many IAPs are listed
depends on which product model you are using. To make configuration
-.*_'l-.anlatn these [4Ps, o to Y1AP Seiﬁnga-" unl:rcugel'?i.
TAF; Lists the TAPs that are available on the Array:
State: Shows the current state of each AL either up or down. IAPs
that are down are shown in RED. Figure 47 shows an example where
1ap7 is down.
AP Type: Shows the types of 802,11 clients supported by this LAP {11/
a/b/g/n) and the rumber of separate data streams transmitted and
received by the antermas of each LAP for B02.11n, For example, 3x3
means that the [AF supports three transmit chains and three receive
chains. See “Multiple Data Streams=—Spatial Multiplexing™ on
page 38.
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Figrare 47, Disabled TAF (Fartial View)

Channel: Shows which channel each LAP is using, and the channel
setting. To avedd co-channel interference, adiacent radios should not
be using adjacent channels. To make channel selactions for a specific
IAF, go to “IAF Settings” on page 274,

Wi-Fi Mode: Shows the 80211 client types that the TAF has been
configured to support

Antenna: Shows which antenna iz being used by sach LAPR

Cell Size: Indicates which cell size setting i= currently active for each
LAP—armnall, medivem, large, max, automatic, or manually defined by
you, The cell size of an IAP is a function of its fransmil power and
determines the IAP's overall coverage. To define ool sizes, go to "IAF
Settings” on page 274. For sdditional information about cell sizes and
the importance of F]mriirng for and dl::l"inin,g s optimurm coll simme
for your Array, go to “Coverage and Capacity Planning”™ on page 23
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A/

Figare 4. TAF Cells
Tx Power: Shows the transmit prnl.rtT'Fnrcﬂ]ﬁE‘.

Bx Thresheld: Shows the receive threshold for each [AF

Stations: Informs wou bow many clent statioms are currenthy
associated with each TAP.

WDS Link/Distance: The WDS Link on this radio (if any), and
whether the link has besn set to support Long Distance Links, Ses
“WIS" on page 338,

MAC Address/BSSID: Shows the MAC address for each TAF
Description: The dezcription (if any] that youw set for this JAF.
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Array Information

This is & status only window that shows you the current firemware versions
utilized by the Array, serial numbers assigned to each module, MAC addresses,
licensing information, recent boot timestamps, and current internal temperatures
and fan speed.

Mote that the License Features row lists the features that are supported by your
Array's licernse. See “About Licensing and Upgrades”™ on page 361 and
“Advanced Feature 5¢1s™ on page 16 for more information.
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You cannet make confipurabion chanpges in this window, but If you are
experiencing isswes with metwork services, you may want to print the content of
thiz window for your records,

Array Configuration

This is a status only window that allows you to display the configuration settings

assigned to the Array, based on the following filter options:
Running—displays the current configuration (the one rarming now ),
Saved=—displays the saved configuration from this sessiom.
Lastboot—displays the configuration as it was after the last reboot.
Factory—_displays the configuration established at the factory:
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If you want to see just the differemces between the Bunnimg, Saved, Lastiooot, and
Factory configuraticns, you can do this by choosing a configuration opfion from
the Select Config pull-down menu then selecting an alternative configuration
option from the Select Diff pull-down menu.
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Te also include the default configuration settings in the output, choose your
comfiguration then click in the Include Defaults check box, If Imclude Defaults is
disabled, ther only the changes from the default configuration are shown.

Admin History

It is useful to know who else is currently logged in to an array while you're
comfiguring it It's also nice to see who has logged in since the array booted. This
status-only window shows you all administrator loging to the Array that have
occurred since the last reboot. To determine who s currently logped in, check
which entries say active in the Logout Time column
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Network Status Windows
The following Metwork Status windows are available:

®  Metwork—displays a summary of network interface settings.

= Metwork Map=—displays information about thi= Array and neighboring
Arrays that have been detected,

#  Spanning Tree Status——displays the spanning tres status of netwerk
links on this Array.
Routing Table=—=displays inforrmation about routing on this Array.

ARF Table—=displays information about Address Resolution Protecol on
this Array.
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®  DHCP Leases—displays information about IF addresses (leagses) that the
Array has allocated to client stations.

®  Connection Tracking/™ AT=—lists conmections that have been established

tor client stations.

® CDPF Meighbors—lists neighboring metwork devices using Cleco

Discovery Protocol.
#  Metwork Assurance=——shows results of connectivity tests for network

SOCVETS.

#*  Undefined VLAMNs=——shows VLAN: present on an 80210 connection to
the Array, that are not configured im the Array's VILAMN list.

Metwork

This window provides a snapshot of the configuration settings currenthy
established for Array's wired interfaces, This includes the Gigabit interfaces and
their bonding settings. [DINS Scifings are summarized 25 well, You can click en
any item in the Interface or Bond columns fo go fo the associated configuration

window.
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Whil windowsz that allow vou to change oF view configuration setbings associated
with the network interfaces include:

# “Network Interfaces”™ on page 171

& “Metwork Bonds” on page 175

& "DINS Settings"” on page 181

&  "CDF Settings” on page 153
Metwork Map

This window cifers detalled information abowt this Array and all nelghboring
Arrays, including kow the Arrays have been sel up within your nebworic
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Figare 53, Metwork Map

The Metwork Map has a number of options at the top of the page that allow you
b customize your output by selecting from a variety of information that may be
displaved. You may sort the rows based on any column that has an active column
Mmﬂdlﬂdwb&&mmpﬂnm&mqﬁmhwmﬁ.cm
Refresh to update the inforrnation at amy teme. Click Aute Refresh to instruct the
Avrray to refresh this window automatically.
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Content of the Metwork Map Window
By defawlt, the network map shows the following status imformation for each
Array:

®  Array Mame: The host name assigned to the Array. To establich the host
name, go o “Express Setup” on page 161 You may click the host name to
access W for this Array.

o IP Address: The Array's IP address, You may click the address to acoess
WhI for this Array. If DHCT is enabled, the Array’s TP address is
:unis'nnd '|:|:pl the DHICE server. If DHCP is disabled, you miust assign a
static [F address. To enable DHCF or to assign a static [P address for the
Array, go to “Express Selup” on page 161.

= Location: The location assigned to the Array To establish the location
information, go to “Express Setup” on page 161,

*  Array 05: The software version running on the Array
TAF: The number of JAP: on the Array,

(IAP) Up: Informes you how many LAPs are currently up and running. To
enable or disable all [APs, go to “Express Setup” on page 161. To enable
or disable individual IAPs, go to “TAF Settings” on page 274,

& SS5IN Imforems you how many 55105 have been assigned for the Areay. To
assign an 55100, go to “5510 Management” on page 149,

o (SSIDYN On: Informs yiru i many 510 are emabled. To enable or
disable 35[0, go to “5510 Management” on page 249,

% Imn Range: [nforms you whether the Array is within wireless range of
ancther Wireless Array.

#  Fast Roam: Informs you whether or nof the Xirrus fast roaming feature is
snabled . This feature utilizes the Xirrus RIJ-I.I'I'IJ'I'IE Pratocol (XEF) ENFUTing
fast and seamless roaming capabilities bebween [APs or Arrays at both
Layer 2 and Layer 3. To enable or dizable fast raming, go to “Clobal
Settings (TAF)™ on page 280,

o Uptime (D:H:M): Informs you how long the Array has been up and
running (in Days, Hours and Minutes).
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To see additional information, select from the following checkbeomes ab the botbom
of the page. This will show the colurmns described below:

Hardware
»  Medel: The model rumber of each Array (KE-2520, XB-Ta¥), etc.), plus
the amount of EAM memory and the speed of the processor,

& Serlal: Displays the serial number of each Array

License
% License: The license key of each Array.

#  Licensed Features: Lists the optional features enabled by the key, if any.

.S'-qﬂ'mulr {emailed llg dtlfmd!'}
% Enable/disable display of the Array 05 column.

Frrintiware
=  Bool Loader: The soflware versbon number of the bool loader on each
Array.
©»  SCD Firmware: The software version number of the SCD firmware on
each Array.

IAP Info (enabled by defanlt)
# Enable/disable display of the IAP,/Up columns.

Stations
o Statiens: Tells you how many stations are currently associated to each
Array. To deawthenticate a station, go to "Stations” on page 126,
The columns to the right (H, D, W, and M) show the highest number of
stations that have been associated over varipus periods of time: the
previous hour, day, week, and month,

Erefanit
@ Sets the columns displayed to the default settings. By default, cmly
Software and LIAF Info are selected,
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Spanning Tree Status

Multiple active paths betwesn stations can cause loops in the network. 1f a loop
exists in the metwork topology, the potential exists for the duplication of
messages. [he spanning tree protocol is a link management profooo] that
provides path redundancy while preventing undesirable loops. For a wireless
netwaork to function properly, only one active path can exist betwesn two stations.

To facilitate path redundancy, the spanning tree protoco] defines a tree that spans
all stations in the network and forces certain redundant data paths into a standby
{blocked) state. If one segment in the spanning tree becomes unreachable, the
spanning tree algorithm reconfigures the network topology and reestablishes the
link by activating the standby path. The spanning tree function is transparent to
client stations.

!j““’_ Mirmas KR35 WF] Arrarg
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Figrare 5. Spanndng Tree Skatus

This windew shows the spanning bree status [forwarding or blocked) for path
segments that terminate on the gigabit port: and WDS links of this Array. You
may sort the rows based on the VLAN Name or Number columns by clicking the
colurn header, Click Refresh to update the imformation at any bme, Click Aate
Refresh to instruct the Atray to refresh this window automatically.

Ser Also

Metwork

Metwork Interfaces
Metwork Status Windows
VLAMN=

WS
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Routing Table

This status-only window lists the entries in the Array’'s routing table, The takle
provides the Array with instructions for sending each packet to its next hop on its
route across the network,
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Figure 55, Koulirg Table
5 AT
V0LAN=

Configuring VLANMs on an Cpen S50

ARP Tablle

This status-only window lists the entries in the Amray's ARF table. For a device
with a given [P address, this table lists the device's MAC address. It alzo shows
the Array interface through which this device may be reached. The table typically
includes devices that are on the sarme lecal ares nelwork segment a2 the Array.
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w
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Ser Alse
Routing Table
ARP Filtering

Viewing Status on the Wireless Array 104



XIRRUS Wireless Array

DHCP Leases

This status-pnly window lists the [P addresses (leases) that the Array has
allocated to client stations. For each, it shows the IF address assigned from eme of
the defined DHCP pools, and the MAC address and host name of the client
station. The start and end time of the lease show how long the allocation is valid.
The same [P address is normally renewed at the expiration of the current leage.
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Figume 57. DHCF Leases

Ser e

DHCP Server
Connection Tracking,' MAT
behalt of clignts. This table may also be used o view information about current
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Click the Show Hostnames checkbox at the lop of the page to display name
information (if any) for the souwrce and destimation location of the connection. The
Hiostram e columns will replace traffic statistics colurmns.

You may sort the rows based on any column that has an active column header,

indicated when the mouse pointer changes to the hand ican 7. Click Refresh to
updale the information al any Ume Click Aule Befresh 1o instracl the Array Lo
refresh this window autcmatically.

Filters
CDP Nelghbors

This statusonly window lists devices on the Array's network that support the
Cison Discovery Protocol (CDFP).

AENE [TRPT ST TP
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Figure 59. CTF Maighbura

The Array performs discovery on the network on an ongoing basis. This list
shows the devices that have been discoversd—Claco devices and other devices
on the network that have COF running. For each, it shows the deviee’s host name,
I address, manufacturer and model narme, the device interface that is conrected
to the nebwork (ie, the port that was discovered), and the network capabilities of
the devioe (switch, router, supported protocols, etc.).

COPF must be enabled on the Array in order to gather and display this
informaticon. Por details and some restrictions, see “CDT Settings"” on page 183,
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Network Assurance
This status-only window shows the results of origoing network assurance testing.
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The Array chocks connectivity to notwork servers that you have configured (for
example, DMNS and NTP servers) on an ongoing basis. For each server, this list
shows the server’s host name (if any), IF address, and status.

Metwork assurance must be enabled on the Array in order to perform thesze
comnectivity tests and display this information, Sec “Management Contred™ on
page 211

Management Control
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Undefined VLANS

This status-only window lizts VILAMze that have not been configured om the Array,
but that are being detected on the Array’s trunk portis), ie wired ports. See
"WLANS" on page 199,
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This feature alerts you o the fact that an $02.10 trunk to the Array has VLANs
that are not being properly handled on the Array. To reduce unnecessary traffic,
only VLAMz that are actually needed on the Array should normally be on the
trunk, e.g., the management VLAN and 5810 VLANs. In some cases such as
multicast forwarding for Apple Bonjour you may want to extend other VLAN: to
the Array, in order to forward Bonjour or other multicast packets (see “Advanced
Traffic Optimization” an page 284).

VLAMs
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RF Monitor Windows

Bvery Wireless Array includes an infegrated EF spectrum analyzer as a standard
feature. The spectrum analvzer allows you to characterize the EF environment by
monitoring throughput, signal, noise, errors, and interference levels continually
per channel. This capability wses the assigned threat-zensor (mondtor) radio. The
associated software is part of the Arrayvs.

The following RF Status windows are available:

IAPs—displays current statistics and BF measurements for each of the
Array's [APs.

Spectrum Analyzer——displays current statistics and EF measurements
for each of the Array’s channels.

Intrusion Detecton—display: rogue APs that have been detected by the
Array.

Channel History=—charts ongoing statistics and EF measurements for
one selected channel over time.

Radie Assurance—displays countz of types of problems that caused each
IAP to reset.

Sodte 2igtus snformatien i only avaiable if the Arraw's lcense fncludes
Advanced Feature Sets. For example, the Spectrisn Analyzer requires the
Xirrus Adwanced RF Analysis Manager (RAM) IF a feature in
unarailable, then vour license does wod suppord the feafure and wouw will get
aw error message if you by bo set the feature, See “Abont Licensing and

Upgrades” on purge 361

114
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Fs

The RF Momitor=—IAPs window displavs traffic statistics and RF readings
observed by each Array IAP (radio). MNote that the dafa is an instantaneous
smapshot for the LAP==it is not an average or a cumulative fofal, To graph these
values over time for a particalar channel, see “Channel History™ on page 121. For
detailed information on the messurements displayed, pleaze see “Spectrum
Analyzer Measurements”™ an page 115,
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Figure 62 presents the data as 3 graphical display, enabled by selecting the Graph
checkbox on the upper left, If this option is not sclected, data is presented as a

riumerical table.
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You may sort the rows based on any columna that has an actve column header,
indicated when the mouse pointer changes to the hand ican 7. Click Refresh to
update the information at any time Click Aute Refresh o instract the Array to
refresh this window sutomatically,

Spectrum Analyzer
= The RF meazurements for this fanhure are oblained by the smoitor radio, You
izl Rave @ radio sefl o smoniber mode for any data bo be aoailable. See
“LAP Seitings™ on page 274

Spectrum  apalysis on Wireless Arrays is a distributed capability that
autematically covers the entire wireless network, since a sensor is present in every
undf. Areays monstor the network 247 and analyze interference anywhere in the
network from your desk. There's no need fo walk around with a device as with
traditional spectrum analyzers, thus you don't have Lo be in the right place to find
oubside sources that may cause network problerms or pose 3 security threal. The
Array monitoes all B0 11 radioe banda (3B g 0, not just these currently wsed for
data transmissien,

The EF Spectrum Analyzer window displays instantansous traffic stabistica and
BP readings for all channels, as measured by the Array's monitor adio, Thiz
differs from the RF Monitor-IATs windew, which displays vahaes measured by
each IAP radic for its current assigned chanmel. For the spectrum analyzer, the
monitor radio is in a listen-only mode, scanning across all wireless channels, Each
channel is scanned in sequence, for a 250 millisscond nterval per channel, The
spectrum analyeer window pressnts the data as a graphical display of vertical bar
graphe for each slatistic as shown in Figure 84 (the default presentation), or
horizontally as bar graphs or numerical BEF measurements. The measurements
displayed are explained in “Spectrum Analyzer Measurements” on page 118,

As an aid to viewing data for a particular charmel, click the channel number. The
channel will be highlighted down the page (or across the page for a rotated view,
in both text and graph modes). Click additional charnels to highlight them for
easy comparison. To remove the highlighling from a channel, click the channsl
rumber again. Click Refresh to update the information at any time. Click Auate
Refresh to instrect the Array to refresh this window automatically,
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Figume &4 EF Speciram Analyser
The Spectrum Analyzer offers several display options:
# T display horizontal bar graphs, click the Rotate checkbox at the bottom
of the data window.

& Im the rotated view, U vou wish to view data ag 8 nuemerical table, click the
Text checkbox. Click again to return to a graphical display. The text
option is only available in the rotated view,
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When viewing a graphical display, click Bars to have the bar graphs
displayed against a gray backprounde—ou may find this easier on the
eyes. This operation is not awailaBle when Text is selected

You may sort the rows based on any oplumn that has an active column
heades, indicated when the mouse pointer changes to the hand icon %
Sorting is only available in the rotated view.

Al the bottoe left of the frame, you may select whether to display only
2.4 GHz chamnels, 5 GHr channels, or both (the default is both). Mote that
the data is an instantaneous snapshot==it is not an average or a
cumulative total.

Spectrum Analyzer Measurements
The spectrum analyzer displays the following information:

Packets/Sec Total number of wireless packets per second on the channel,
both valid and errored packets

BytesiSec: Total number of wireless bytes per second on the channel,
valid packets only.

H0211 Busy: Parcentage of time that 0211 activity is seen on the channel.
Other Busy: Percentage of time that the channel is unavailable due to
non-SIL 11 activity.

The total busy time (802,11 Busy plus Other Buey) will never total mope
tham 100%. The rernaiming time (100% minus tofal busy tme) is quiet
time=—the time that mo activity was seen on the channel,

Signal to Modse: Average SNE (signal to nolse rabho) seen on the channel,
caloulated fromn the signal seen on valid 80211 packets less the noise floar
lewel, A dash walue “-*means mo SINE data was available for the interval,
Moise Floar: Average noise floor reading seen on the channel (ambient
noise). A dash value “-“means no noise data was available for the
imberval

Error Rate: Percentage of the total number of wireless packets seen om the
channel that have CEC errors, The Error rate percentage may be high on

LRt
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anme channels since the mondtor radio 13 set to receive at a very zensitive
lewel, enabling it to hear packets from devices at far distances.

»  Average RSSL Average RSS] level seen on 502,11 packets received on the
channel. & dash value “-“means no KSSI data was awvailable for the
imterval.

= Average Data Rate: Average dats rate over time (per byte, not per packet)
seen on BIL11 packets received on the channel. 4 dash value ™-"means
nio data rate information was available for the interval. A higher date rate
{above & Mbps) typically indicates user data traffic on the channel
Oitherwise, the data rate reflects control packets at the lower basic rates.

Intrusion Detection

This window displays all detected aceess points, sccording to the classifications
viou select from the checkboxes at the top—Blecked, Unknown, Knewn, or
Approved. This mcludes ad hoc access points (station-to-station connectionz). For
more information about intrasion detection, rogue APs, and blocking, please see
" Abenat ﬁ|ﬂcking Hnr;u{- AFs™ on page 311,
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The Intruzion Detection window provides the easiest method for classifving
rogue APs as Blocked, Enown, Approved, or Unknown. Choose one ot more ATs
uging the checkixoy in the Select columin, them wse the buttons on the upper laft to
classify them with the following actions: Approve, Set Known, Block, or Set
Unknowm,

You can sort the results based on the following parameters by clicking the desired
colurn header:

& S50 ®  Security

* BSSID * Type

& Manufacturer o Status

*  Channel * Dizsoowensd
= Rssl @ Last Active

You can cefresh the list at any time by clicking on the Refresh bution, or dick in
the Auto Refresh check box to instruct the Array to refresh the list automatically.

Ser Alse
Metwork Map
Baopue Control List
5510

551D Management
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Channel History

The RF Monitor=——Charmel History window focuses om traffic statistics and EF
readings observed for just one channel that vou select in the Channel field, A new
st of readings & added every 10 seconds for 2 5 GHz channel, or every 3 seconds
for a 2.4 GHz channel. For descriptions of the measurements displayed, please se
“Spectrum Analyzer Measurements” on page 113,

i
[ |

Figmare . KF Monitorestanmel History

Figure &6 pressnts the data in graphical form. Mew data appears at the lef, with
older readings shifting 1o the righl. To make the data appear a2 a barchart, click
the Bar checkbox which will shade the background.

You alse have the option of dicking the Rotate checkbox to give sach statistic its
own column. In other words, the graph for each statistic will grow down the page
as new readings display at the top. (Figure 87}
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If you select Rotate and Text together, data is presented as a numerical table
(Pigure &8}
Click Pause to stop collecting dats, or Resume to continue.
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Radio Assurance

'EE. Radio Assiramee mode 13 oy avallable if fe Array's license includes the
Xirrus Advanced RF Analysis Manager (RAM). If 2 settorg is
unaraiable (grayed owll, then your license does mol support (e femlure
Please see “Abowt Licensdng and Wpgrades™ os page 361,

When Radio Assurance mode is enabled, the meonitor radio performs loopback
bests on the Array’s radios. When problems are encountered, the Array can take
varbous actons to correct them by performing different levels of reset on the
affected radio. This window shows which resets, if any, have been performed on
which radics since the last rebogt,

The Array's response to radio problems is controlled by the Radio Assurance
Mode selected, a2 deseribed In “RF Bealllence” on page 315, If vou have selected
Failure Alerts & Repairs (with ar without reboots), then the Array can take
corrective action if a problem i detected. Mote that radio assurance requires BF
Monitor Mode to be enabled in Advanced BF Settings to furn on self-momitoring
functions. It also requires a radio to be set to monitoring mode. For a detailed
digrussion of the operation of this feature and the types of resets performaed, see
“Radio Assurancs”™ on page 481.
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Figurs §9. Radis Asiutino

For each of the Array’s radios, this window shows the radio’s state, its type [IEEE
B2 11 type, and antenna type—2x2 or 3x3), the assigned channel, and the selected
B021] wireless mode. To the right, the lable shows counts for the number of
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Hemes, if any, that radio assuramce has performed each of the following types of
resets simce the last reboot, a5 described in Radio Assurance:

@ Monitor

% Beacon

* Phy

o MAC

o Systern (i.e, reboot the Array)

See Alze

[APs

Xireus Achvanced RF Analyais Manager [(RAM)
EF Resilienoo

Radio Assurance
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Station Status Windows
The fellowing Station Status windows are available:

Stations—thls List describes all stations assoclated to the Asray.
Location Map—dizplays a map showing the approdmate locations of all
stations associated to the array

*  R35[==for cach associated station, this displays the Recedved Signal
Strength Indicator at each of the Array’'s [AFs.

®  Signal-te-MNeise Ratio (SMNE)=—for each associated staticn, this displays
the SME af cach of the Array's LAFs.

#  Moise Floor=—for sach associated station, this displays the ambient noise
(silence] value at each of the Array's [APs.

#  Max by IAP=for each IAF, this shows the historical maxirmum numier
of stations that have been azsociated to it over various periods of time,

#»  Station Assurance= displays stations that are having connectivity
problacms,

‘EE.._ Sonre st orformatien i3 only aoadable if the Arraw's leense oecludes the
Xirrus Advanced RF Aralysis Manager (RAM). IF a feature 1=
uriarnilable, then your lcemse doss mol suppart the featire and e il gel
au error message i you by fo sl the funture. See “Abeat Licenstng o
Wgrgrndes™ an parge 361
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Stations

This status-omby window shows client statioms currently visible to the Armay. You
may choose to view only stations that have Associated to the Array, or only
stations that are Unassociabed, or both, by selecting the appropriate checkbowes
above the list. The list always shows the MAC address of each station, its I
address, the 551D wsed for the association, the Group (if any) that this station
belangs to, its WVLAN, its oS, the [AP used for the association, Eansmit and
receive rates, the B551 for each station, and how long each association has been
active [up tme).

You may click other checkboxes above the list to show a number of additional
columns:

¢ Identification: shows more identifying inforrmation for the slation—its
User Name, Host Mame, Manufacturer, Device Type, and Device Class
(for example, notebook, iPad, etc.)

[ Sztl:l:lil]l: inchudes mcur.ll}r sethings used h}' the  commiech o
Enc(ryption) bype, Cipher used, Key Megmt used, and Media supported
by the stalion.

»  Connection Infe; shows the Band (3CHz or 2.4 GHz) and Channel{s)
used (phis bonded channel, if any, for 802.11n}. Shows additional RP
measuremenits that affect the quality of the connection: SMNR [signal to
nioise rating and Silence——=the ambient noise (foor) valee

mn__ Boils BWLLEE A6 Sidayp
-—

———
| il e

Fignm 7. Smbara

Yeu may =00t the rows based on any column thatl has an aclive column header,
indicated when the mouse pointer changes to the hand lcon Lo Click again to
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reverse the sort order. You may select a specific station and perforem onie of the
following actioms by clicking the associated button:

#  Deny Access: Sends a de-authentication frame to the selected station and
explicitly denies it access by adding its MAC address to the Deny List in
the Access Conlrol List window. To permil access again, go lo “Access
Control List” on page 227 and delete the station from the Deny list.

»  Theauthenticate: Sends a de-authentication frarme to the selected station
The station may re-authenticate.

Click on the Refresh button to refresh the station list, or elick in the Aute Refresh
check box to instruct the Array to refresh this window automatically

Ser Alse
Access Control List
Station Status Windows
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Location Map

The Location Map shows the approximate locations of statiome relative to this
Array. The location of each station is computed based on the E551 of its signal as
recgived by the Array. The distance is adjusted based on the enviromment setting
that you selected. You may display just the stations associated to this Array,
unaszociated stations (shawn in gray), or both. The station count is shown on the
rght, above the map. You may also choose to display only 5 GHz stations {shown
inarange) or 2.4 GHz stabions {shown in green), or both.

Associated Stations
oranga =5 GHz
grean = 2 4GHz

-
'.'h' " i -
I=F. =
Hover mouss o craas Unassscialed Statian
show detalls ¥~ =78
¥ LN R A -
19 s il
TH s By
Efboloy S i ..
Eataros. 151H rl. = =
- N =
1 d’ - = . .
™ -.: 1 T s =
. '
| | ] -
- -
Array L "=
-~ l- -- .-
-

Figure 71. Location Map
The map and Array are shown as if you were looking dewn on the Array from
above, say from a skylight en the roof. Thus the positions of the radios are a

mirror image of the way they are typically drawn when looking at the face of the
Avrray. Radics are marked on the map to show the orientation of the Array.

A station is identified by the type of Preferred Label that you select: Metbios
Mamie, [P Address, MAC Address, or Manufacturer. If multiple stations are near
each other, they will be displayed slightly offset so that one station does not
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completely obzcure another. You may minimize a station that i not of Imterest by
clicking it. There is alse a Minimize Al butbor.

You may replace the range-finder background image above with your own
custom image of the floorplan of the area served by the Array—ase “Working
with the Custom Image” on page 131

Howver the mouse over a station o show detailed information. (Figure 71) For a
station that is associated to this Array, the details inchade-

The IAF, Channel, and 551D to which the station is associated.

The MAC and IP add ress and Netbios name of the station.

The TX Rate and BX Rate of this connection.

The approximate Distance of this station from the Array, The distance is
estimated wsing the received signal strength and your envirerment
setting. The environment determines the typical signal attenuation due to
walls and other construction that affect signal reception.

Controls and itews displayed on the Location Map window

E\ The Location Maop has ifs own scroll bars in addition fo the browser’s scroll
hars, I vou narrowy the browser woindone, the map’s soroll bar may be kidden,
Lise der bromoser’s Botfom somil .!:l.!n_:f_l,'c-u aeed fe reowe 1t indo Tiean

_ Prafarrad
Seale Minimize statlons Labl
Stations —— Enviranmart
to display ] Satting
ga: L uwmhed 2 Upromkicd B 2ade sl L simbc lklﬂLl:d Helapehare - ¥ Ml _Fale:
ﬂ*l‘r\. i omi [ETE TR T |‘;|| 3l Fimia T
ER l I Lemriinl ¥ lusrrsained 0 Tacal Finkam
Replace background J Rasal display IInH: map Sialion cournbs
Figrare 71 Contrals for La<ation Map
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Display Asseciated/Unassaciated: Select whether to display stations that
are assoclated to the Array, stations that are not associated, or both,

Display 2.4 GHz/S GHz- Select whether to display 802.11bgn stations, or
B 11an stations, or bath,

Preferred Label: This field is located on the top of the window lowarde
the right. Tt selects the type of label to be displayed for stations: Netbios
Name, [P Address, MAC Address, or Manufacturer If you select
MetBIOS (this is the default), then that name, if known, will be used to
label each Array. Else, its IP or MAC address will be used, in that order
Avto Kefresh: [netrocts the Array to refresh this window autumlil:.l]]:.'.

Refresh: Updates the stations displayed.

Custom Image: Use thiz feature to replace the default background image
with your gwn image of the floor plan of vour location. Click the Browse
bution and browse to the desired file on your computer. This may be a
gil", IPE PR -POE hEm. ar _himl file. The scale of the file showld be 100
feet per inch. Then dick Uplead (see below). For more information on
using the custom, image, see “Working with the Custom Image” on
page 131.

Upload: Aftor browsing to the desired custom image, click the Upload
bution to imstall it. The map is redisplayed with your new background,
Mo hash marks (for the map scale) are sdded fo the image display.

Reset: Click this button Lo resiore the map display to the faclory sellings.
All attributes are restored —including the stations selected for display, the
scale, the rotation, and the background map.

Rotate: Click this button o rotate the orientation of the entire map. It
rotates the map 45° counter-clockwise.

Enlarge: Click this button to enlarge (zoom in on) the map. The displayed
Scale is updated with the new scale for the map.

Reduce: Click this button fto reduce (zoom out on) ithe map.
The displayed Scale is updated with the new scale for the map.
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= Enwvirenment: This field iz located on the top right of the window. Selact
the type of envieonement for this Array's deployment: Indear open (few
walls or gbstructions), Indoor walled (typical wall or  cubicle
construction), or Indear dense (many walls or ohstructions, or unuswally
dense walls).

#  Scale: This view-only value shows the approximate distance represented
by each hashmark on the default map background.

= Associated, Unassociated, Total Stations: These view-only values show
the station counts observed by the Array.

Station Status Windows

Working with the Custom Image

After vou have uploaded a custom image (see Custem Image and Upload in
“Contrals and items displayved on the Location Map window” on page 129), you
should move the display of the Array on your map to correspond with its actual
location at your site,

To move the Array on the map, simply click it, then drag and drop it to the
desired location. The Array will continue to follow the mouse poinier to allow
vou to make further changes to it location. When you are satiafied with ite
location, click the Array again bo return bo noemal operation.
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Rssl

Par each station that is sssociated to the Array, the BS51 (Received Signal Strength
Indicator) window shows the station’s B55] value as measured by each LAF In
other words, the window shows the strength of the station's signal at each radic.
You may choose to display Unassociated Stations as well with a checkbox at the
botterm, of the window:
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Tigure 73, Station RESI Valaes
By default, the ES51 is displayved numetically, You may display the relative
strenpth using color if you select Colorize Intensity, with the strongest signals
indicated by the most intense color, (Figure 73} If vou select Graph, then the KSS[
is shown on a representation of the Array, either colordzed or numerically based
on your selection. (Figure 74) The stations are listed to the left of the Array—click
on & station to show its B55] values on the Array:

QY

L

B . -l

i

Figure 74. Statben F55 Valuts—Calorized Graphical View
In either graphical or tabular view, you may sort the rows based on any column
that has an active column header, indicated when the mouse pointer changes to
thie hand feon ’-!_".' Click on the Refresh button to refrech the station list, or click in
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the Aote Refresh check box to insbruct the Array to refresh this window
aut borwatically

Station Status Windows
RF Meonitor Windows

Signajeio=Mclse Ratio (SNR)

For each siation that is associated ko the Array, the Signal-to-Moise Ratio (SNE)
window shows the station”s SME value as measured by each IAPE In other words,
the window shows the SME of the station’s JiE‘IﬂJ at mach [AP radio. The :-:i_EnaI-
bo-minkse ratio can ke very useful for determining the cause of poor performance at
a shatlon, A low value means that action may need tobe taken b0 reduce sources of
noise in the environenent and /or improve the signal from the station
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Figure 75, Stakiun Signal-iu-Nedse Ratie Values

You may choose to display Unassociated Stations as well with a checkbox at the
bottom of the window.

By default, the SNE is displayed mumerically, (Figure 75) You may display
the relative value using color if you select Colorize Intensity, with the highest
SME indicated by the most intense color. (Figure 76) If you select Graph, then
the SME is shown on a representation of the Array, sither colorized or numerically
bazed en vour selection. The stations are listed to the left of the Arraye—click on a
statbor o show i SNE values on the Array
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Q.. &

P
e LIl

Figpare 7§. Skation SNR Valuss—{Colorized Graphical View
In either graphical or tabular view, you may sort the rows based on any colummn
that has an active column header, indicated when the mouse pointer changes to
the hand icon % Click on the Refresh button to refresh the station list, or click in

the Auto Refresh check box fo instruct the Armay fo refresh this window
automatically.

Biation Statias Windows
B bonibor Windows
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Noise Floor

Por each statiom that is arsociated to the Array, the Moize Floor window shows
the ambient noise affecting a station’s signal as measured by each TAP The neise
floor is the ES5I value when the stationm is not fransmitting, sometimes called a
Silence value. In other words, the window shows the noise floor of the statian’s
signal at each [AF radio Thenoise floor value can be wvery useful for
characterizing the environment of a station lo determine the cause of poos
performance. A relatively high value means that action may need to be taken to
reduce sources: of nolse in the environment.
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Fagrre 77. Staten Moise Floor Vahies

¥ou may choose to display Unassociated Stations as well with a checkbox at the
bottom of the window.

By default, the noise floor is displayed ramerically. {Figure 77) You may display
the relative value using cobor if you select Colorize Intensity, with the highest
moise indicated by the most intense color, If vou select Graph, then the ambient
noise is shown on a representation of the Array, either colorized or numerically
baged on your selection (Figure 78) The stations are listed to the left of the
Array=—click on 2 station to shew its values on the Array.
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Figure 78. Siation Mekse Floor Vabotsme olarized Graphical View
In cither graphical or tabular view, you may sort the rows based on any column
that has an active column header, indicated when the mouse painter changes to

the hand fean % Click on the Refresh bution to refresh the station list, or click in
the Aate Refresh check box to instruct the Array to refresh this window
aulomatically.

Statbon Status Windows
RF Monitor Windows
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Max by AP

This status-only window shows the maxirmurm number of chient stations that have
historically been associated to the Armay, For each IAF the list shows the IAFs
state and channel number, the current number of stations associated, and the
highest number of stations that have been associated over various periods of time:
hour, day, week, month, and yvear. In other words, the Max Station Cound shows
the “high water mark” over the selected period of time=—the maximum count of
stations for the selected period, rather than a cumulative count of all stations that
have assoclated. This information alds in network administration and in planndng
for additional capacity

XIRRUS WhTLe NPRAA20 WIR Arrey
Fl.am lime ey i Lealine: i< 4
ary (emal e Cmiwd
8 b= R —
u
o oI akat [ 5 1ibdisie  =m | EN ¥ Taan
cwi vy i i i ' i
Ea - B B
=
s T TR i Z “ 4
I b b
ods '
P = " ik T a =
BT
W A i . 2 : i - i It
™ = b F. I
¥ Broica - '

Figure 79, Max by [AF
You may click an IAP to go to the [AP Scttings window. Click on the Refresh
button to refresh the station list, or dick Aute Refresh to instruct the Array to
refresh this window automatically.

See Alse
[APs
Statbon Status Windows
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Station Assurance

Station  assuramce monitors the gquality of the connections that wsers are
experiencing on the wircless network, This window shows client stationms that
have had conmectivity issues. You may enable or disable the station assurance
feature and set thresholds for the problems that it checks, such as excessive packet
retry or packst error rates, or stations that are unable to stay associated to the
Array. Please see “Station Adsurance” on page 320 for more information aboul
these settings. When the Array detects that a station has reached the threshold
value for one or more of the issues checked, it adds the station to this page. In
addition, an event Is triggered, a Irap i= generated, and a Syslog message is
logged

Paor each station, this list shows the MAC address it TP address, its host name, (ks
devies type, device clags, and moarnufacturer. It also chows the values of the
varkous statisties that were mondlosed for problems as described In “Satios
Azsurance” on page 3200 associated time, authentication failures, packet error
rate, packet retry rate, packet data rate, RS5I, signal to noise ratio (SNR], and
distanoe.
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You may click the Clear Inactive button bo remove stations that are mo longer
comnected to the Array from fhe list, Click the Clear All button to remaove all
entries and start fresh to add problem stations to the list as they are detected.
Click on the Refresh button to refresh the station list, or click Aulo Refresh to
instruct the Array to refresh thiz window autematically
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See Also

[4Fs

Station Status Windews
Station Assuranoe

Viewing Status on the Wireless Array

138



Statistics Windows
The follewing Array Statistics windows are available:
®  JAF Statistics Summary—provides an overview of the statistical data

associated with all IAP:, Expands to show links for displaying detailed
statistics for individual TAPs.

Per-IAP Statistics=provides detailed statistics for an individual LAP,

*  Metwork Statistics—displays statistical data assoclated with each
network (Ethernet) interface.

»  VLAM Statistics==provides statistical data associated with your assigned
VLAMS.

» WDS Statistics—provides statistical data for all WDS client and haost
limks.

Filter Statistics=—provides statistical data for all configured filters,
Station Statisticsprovides statistical dats associated with each station.

Wireless Array

IAP Statistics Summary

This i a satuz only window that provide: an overview of the statistical data
azsoctabed with all LTAPs. It also shows the channel used by each LAP. For detailed
statistics for a specific TAF, see “Per-TAT Statistics™ on page 141, Click the Unicast
Stats Only checkbox on the lower left to filter the results, or Clear the checkioo to
shonwr statistics for all wireless traffic
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You can Refresh the data (update the window with the latest information) or
Clear the data (reset all cortent to zero and begin countimg again) at any e by
clicking on the appropriate button, You can also click in the Aute Refresh check
oo to imstract the Array to refresh this window aubomatically,

Ser A .l;\- e

System Log Window
Clobal Seitings (LAP)
Global 5!:1."&1153. Alan
Global Eel'hnp- .11|:-E1
[APs

PerAP Statistics

This is a status only window that provides detailed statistics for the selected TAF.
If you click the link for LTAF All in the left frame, each detailed statistic field will
show the sum of that statistic for all IAPs. For a summary of statistics for all LAPs,
see "TAT Statistics Summary” on page 140. Use the Display Percentages
checkbox at the lower left fo select the output formate—check this option to
EXPross :i:l:h:-'bu'l:isl'i:asapl:mhscqf bh:iuhlal‘ﬂw:tﬁflnﬂ:hzculumn ar leave
it blank to display raw numbers.

A gquick way to display the statistics for a particular IAP is by clicking the Array
pﬁph‘ic at the bottom left of the WMI window. Click the desired LAP, and the
selected statistics will be displayed. See “User Interface” on page B5.
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Figuare 82, Individual [AF Statistics Page
You czn Refresh the data (update the window with the latest information) or
Clear the data {reset all confent to zern and begin counting again) at any time by
clicking on the appropriate button. You can also click in the Aute Refresh check
box to instruct the Array to refresh this windew automatically.

Systern Log Window
Global Settings (TAF)
Glebal Settings .11an
Global Settings . 11bgn
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Network Statistics

This iz a status only window that allows you to review statistical data associated
with each network (Ethermet) imterface and its activity. You can Refresh the data
{update the window with the latest information) or Clear the data (reset all
content to zero and begin counting again) at any time by clicking on the
appropriate button. You can also click in the Auto Refresh check box to instruct
the Array bo refresh this window automatically. If vou are experiencing problems
on the Array, you may also want to print this window for your records
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VLAN Statistics

This iz a status only window that allows you to review statistical data associated
with your assigned VL.AMS, You can refresh the information that is displayed on
this page at amy time by clicking on the Eefresh button, or select the Auto Refresh
option for this window to refresh automatically. The Clear All button at the lower
left allowes you o clear (zero out) all VAN statistics.
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WDS Siatistics

The maim WDGS Statistics windew provides statistical data for all WDS client and
host links. To access data about a specific WIS client or host link, simply click on
the desired link in the left frame to access the appropriate window, You may also
choose to view a sum of the statistics for all client links, all host links, or all links

(both client and host links).
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D5 Statistics

The Xirmus Array employe & nurmber of [D5/1PS (ntrusion Detection Syeberm
Imtrusion Frevention System) strategies to detect and prevent maliciows attacks omn
detection statistics for the selected JAL. Use the Display Averages checkbox at the
upper left to select the output fermate—check this option to express esch statistic
a5 an average rabe, or leave it Blank to display raw counts.

Mote that you must have Intrusion Detection Mede enabled to collect DS
statistics. Spe “Intrusion Detection™ on page 378. Information about TDS ovents is
dircussed in the “IDG Event Log Window™ on page 157
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You can Refresh the data (update the windosw with the latest information) at any
Hrre by clicking on the appropriate button. Yoo can alsg click in the Aute Kefresh
check box to instruct the Array to refresh this window automatically:

Ser Alse
Intrusion Detection
0% Event Log Window
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Filter Statistics

The Filter Statistics window provides statistical data for all comfigured filters, The
name, state [enabled=—cn or off), and type (allow or demy) of each filter is shown.,
For enabled filters, this window shows the number of packets and bytes that met
the filter criteria. Click on a column header to sort the rows based on that column.
Click on a filker namie to edit the filter settings
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Station Statistics

This statuz-only window provides an overview of statistical data for all stations,
Stations are listed by MAC address, and Receive and Transmit statistics are
summarized for each. For deiziled statistics for a specific swation, click the desired
MAC address in the Station column and see “Ter-Station Statistics™ on page 149,
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Mote that you can clear the data for an individoal station (see Per-Siation
Statistics], but you cannod clear the data for all stations wsing this window,

You can Refresh the data (update the window with the latest information] at any
terwe by clicking on the appropriate button. You can also click in the Aute Refresh
check box to instruct the Array to refresh this window automatically,

- 51
o ]

Per-Station Statistics
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PerStatian Statistics

This window provides detailed statistics for the selected station, This window &s
accessed from the Station Statistics window—click the MAC address of the
desired entry in the Station column to display its Per-Station Statistics window.,
Recelve and Transmit statistics are Hsted by Rate—this 1= the data rate in Mbps.
For a surnrmary of statistics for all stations, see “Station Statistics” on page 148,

You can Refresh the data (update the window with the latest information) or
Clear the data {reset all content to zero and begin counting again) at any bme by
clicking un the appropriate button. You can alzo click in the Aute Refresh check
box to instruct the Array to refresh this window automatically.
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Application Control Windows

‘&-. This festure is only available if the Array license incudes Application
Codntrel. See “About Licensting mnd Upgrades™ on page 361

.ﬂlppl'.'lc.nﬁﬂn Contrel data is uﬂ!y Innﬂu'bfejﬁ'ﬂm XR. Series Array mnitels. JF
i eof azadlable on XN Arrays.

The Application Control feature provides real-time visibility of application usage
by users across the wincless network. Network usage has changed enormously in
the last few years, with the increass in smariphone and tablet usage stressing
retworks. TJ‘II:I'E-I.F.iI.‘I.E tratfic from ]:ﬂ'ilim:'h:- business needs such as clowd- and
web-based applleations, streaming medla and VolF' must be handled with an
adequate quality of axperience.
Application Control is discussed in the following topics:
#  About Application Contral=—an overview of this feature,
»  Application Control=—displays information about applications running
on the wireless network.
*  Stations (Application Controll—displays a list of stations. Click one to
analyze application control information for only that station

About Applcation Contro]
The Array uses Deep Packet Inspection (IDP1) to determine wihat applications an
being used and by whom, and how much bandwidth they are consuming. These
applications are rated by their degree of risk and productiveness. Filters may then
be put in place to implement per-application policies that keep network usage
focused on productive uses:
»  Usage of non-productive and risky applications like BitTorrent can be
restricted using Filters.
#  Traffic for mission-critical applications like VolP and WebEx may be given
higher priority (Qo5).
@ Mon- critical traffic from applications like YouTube may be given lower
priority (QoS).
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#  Traffic flows for gpecific applications may be controlled by sending them
It WVLANS that are desipnated fior that type of traffie.
Application Control can track application usage over time to monitor trends.
Usage may be tracked by Array, VLAM, or station. Many hundreds of
applications are recognized and grouped ndo a number of categories. The
distributed architecture of Xirrus Arravs allows Application Control to scale
naturally as you grow the network.

Application Control

This display-only window provides a snapshot of the application usage on your
Array, In order to view the Application Controd window, the Array must have a
licence that supports this feature, and you must have enabled the Application
Control option on the Filter Lists page {see”Filter Lists" on page 345).
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Figure 3. Applicaian Cantral
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The Application Control window has three sectiona:

Selection Criteria allow you to choose the type of data to show, and to
filter for a single VAN or station.

PFle Charls present a color coded at-a-glance view of the top tem
applications being used by the network.

Traffic Tables beneath the pie charts list the applications in use along
with traffic statistics. Unique Productivity and Risk ratings lst vou easily
azsess the nature of applications in use, so that vou can take achion wsing
Filter Management.

Selection Criteria
At the top of the window, the options in the geay ribbon allow you bo custormize
the display with the follewing choices:

Diisplay for VLAN: Use the drop-down List if you wish to select just one
VLAN o analyze, ar leave the dafaull value of all 1o see data from all
VLAMs,

Display for Station: Use the drop-down list if you wish to select just one
station to analyze (stations are listed by their MAC address), or leave the
default value of all to see data from all stations. You may also use the
Stations window to select a station to display. See “Stations (Application
Control}” on page 155.

Station Traffie Check this o if youw wish to analyze traffic frorn stations,
listing the applications that they are using,

Array Management Trafficc Check this box if you wish fo analyze
management traffic on this Array, including the load due to functions
such az Xirrus Reaming. Tracking traffic info the array om the
management 2ide can alert you to nefarious activity=——nd even o traffic
o the wired network that would best be blocked before it hits the Array.
You may display both station and Arrey management traffic, if you wish,
By Application: Check this box if you wish to analyze and list traffic by
what specific applications are in use, such as WebEx or BitTorrent.
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% By Category: Check this box if you wish to analyze and list traffic by
winat types of applications are In use, such as Games or Collaboration,

®  Auto Refresh imstructs the Array to periodically refresh this window
autormatically. Use the Refresh buthon to refresh the window right now.

Pie Charts
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Figure 91 Application Contrel e Charts)

These charts provide a quick way to determine how your wireless bandwidth is
being wsed. There are charts for Station Traffic and/or Army Management
Traffic, depending on which checkboxes you selected. Similarly, there are charts
for By Application and for By Category, depending on vour selections. The top
ten applications or categories are listed, by percentage of bandwidth usage.
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Figure 7. Application Cantre] (Station Traffic)
These tables provide detziled information about how your wireless bandwidth is
h:i:ng: used, There are tables for Station Traffic andfor Array Management
Traffic, depending on which checkboxes vou selected Similarly, there are tables
for By Application and/or By Category, depending on vour selections.

In addition to showing traffic statistics, there are two unique and highly useful
columns. Risk estimates the likelihood of an application causing problems for
your business, such as a file-sharing utility introducing viruses or exposing you to
legal problems. Risk is rated from 1 (low risk, e.g.. Google) to 5 (high risk, eg..
BitTorrent). Rlsky applications (rated at 4 or 5) are fagged for your attention by
highlighting the entry in pale red. Produetivity estimates the value of an activity
b wour busimess, from 1 (unproductive, &g, VS gaming site) to 5 (productive, e.g.,
WebEx),

You may click the heading of any column to sort based on that column. Click
again to zort in the reverse order. For instance, sort on Bisk to find problem
applications, or sort on Productivity to find applications that should be given
increased or decreased handling priority.
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When you find risky or unproductive applications taking up bandwidth on the
metwaork, you can easily create Tilters o control Shers. See “Filter Management™
on page M7, You may use filters to
o Block problematic traffic, such as BitTorrent or 5.
@ Prioritize mission critical traffle—ty increasing the QoS assigned to the
traffic, See “"Understanding (oS Priority on the Wireless Armmay™ on
PRge 244,
#  Lower the priority of less productive traffipe—use filters to decrease the
QoS assigned to traffic for applications like YouTube and Facebook.

Stations (Application Contral)

This status-only window shows client stations currently visible to the Array
The MAC address in the first column is a link. Click on a selected station, and the
Application Control window opens with the Display for Station field zet to that
#ation, to perform a detailed analysis of its application wsage,
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Figure 93 Stations [Apalication Contrad)

The rest of the fields and display options on this window (including the
Identification, Security, and Connection Info checkboxes) are a3 described in
“Slations" on page 126,
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System Log Window
This is a status cnly window that allows you fo review the system log, where
system alerts and messages are displayed. Although there are no configuration
options available in this window, you do have the usual choice of deciding how
the event messages are sorted by clicking in the column header for the desired
field (Time Stamp, Priority, or Message).

#  Tims Stamp=—sorts the list based on the fime the svent pocurned.

#  Prigrity——sorts the list bazed on the pricrity assigned to the message.

= Message—sorts the list based on the message calegory
The displayed messages may be filtered by using the Filter Priority option, which
allows control of the minirmum priority level displaved. Por example, you may

choose (under Services >5ystem Log) to log medsapes ab or above Debug level
but wse Filter Priority to display only those st Informmation bevel and above,
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Figrare ™. System Lug (Alert Level Highlighted)

Use the Highlight Priority field if you wish to highlight messages at the selected
priosity level. Click on the Refresh button to refresh the message list, or chick on
the Clear All button at the upper left to delete all messagee. You can also click in
the Aote Refresh check box to instruct the Array to refresh this window
aubomatically.

Mote that there is a shortout way to view system log messages. If you dick Log
Messages near the bottorn of the left hand frame, WMI displays counts of log
messages ab different severity levels. Click a count to display just those messages
in the System Log window. See Figure 42 on page 88 for more information.
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IDS Event Log Window

This status only window displays the Intrusion Detection System (1005) Event log,
listing amy detected attacks om your network For descriptions of the types of
attacks detected, as well as the settings to fine-tune 1DS on the Array, please see
“Intrusion Detection™ on page 328,

The displayed messages may be filtered by using the Filter Event setting, which
allews you to select just one type of intrusion io display. For example, you may
choose to display enly beacon flood attacks.
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Pigure 45, 105 Event Lag

Use the Highlight Event field if you wish to highlight all events of one particular
type in the list. Click on the Refresh button to refresh the message list, or dick the
Aute Refresh check box to instruct the Array to refresh this window
automatically.

Although there are no confipuration options available in this window, you do
have the usual choice of deciding how the event messages are sorted by clicking
in the column header for the desired field.

Time Stamp—Lthe drme that the event aecurred.

TAP==the affected radio,

Channele=the affected channel

Evenl=—the type of attack, az described in Intrusion Detection,
S5ID—the S510 that was attacked.

MAC Address—the MAC address of the attacker.
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Perlad—the length of the window used to determine whether the count
of this type of event exceeded the threshold.

Current=—the count of this type of event for the current period.

Average—the average count per period of this type of event.
Maximum—the maxirmum count per pericd of this type of event.
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