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Wireless Arcay m

Configuring the Wireless Array

The following topics include procedures for configuring the Array using the
product’s embedded Web Management Interface (WMI) Procedures have been
organized into functional areas that reflect the flow and content of the WL

The following WHI windows allow you to establish configuration parameters for
your Array, and include:

“Express Setup” on page 161
“Metwork™ on page 169
“Services” an page 184
“VLAN:" on page 199
“Tunnel=" on page 304
“Security” on page 208
“S5IDs" on page 242
"Liroups” on page 264
“TAP" on page 271
“WD5E” on page 338
“Filters" on page 344
“Clustess” an page 351

After making changes to the configuration settings of an Array you must click on
the Save changes to flash butfon at the top of the configuration window,
ptherwize the changes you make will not be applied the next time the Array is
rebaoted.

=

Sonie seltings are only available of the Arvay's leenze includes appropriate
Xirrus Advanced Fealwre Sebs. If a selling s wnavailable (grayed oul),
bher your licenss doss nol support the feature. See “About Licensing amnd
Ugrgrmndes™ an page 361
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bMote that the Conflguration menu secton may be collapzed down to hide the
headings under it by clicking it Click apain to display the headings. (See
Figure 43 om page §9.)
This chapter only discusses using the configuration windows on the Array. To
view slalws or use sysiem Lools on the Array, please ses:

& “"Viewing 5tatus on the Wireless Armay” om page 95

#  “Using Tools on the Wireless Array”™ on page 359
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Express Setup

Use the Express Setup page fo establish global configuration settings that enable
basic Array functionality. Any changes you make in this window will affect all

radios.
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When finizhed, click Save changes bo flash if you wish to make your changes
permnarent,

Procedure for Perforsiing an Express Setagy

Huost Namae: Specify a unique host name for this Array. The host name is
used to identify the Array om the network, Use a2 name that will be
meaningful within your network environment, up o 6 alphanumeric
characters. The default is the Array’s serial number.,

Location Imformation: Enter a brief but meaningful description that
accurately defines the physical location of the Array. In an environmment
where multiple units are installed, clear definitions for their locations are
important if you want to identify a specific unit.

Admin Contact: Enter the name and contact imformation of the person
wihp is responsible for administering the Areay at the designated location.

Admin Email: Enler the email address of the admin contact you enlered
in Step 3.

Admin Fhone: Enter the telephone number of the admin contact you
entered in Step 3.

License Key: [f Xirmus issued you a license that differs from the current
value shown, enter it now.

Configure SNMPv2: Select whether to Enable SMNMPvI on the Array,
and sat the SNMPvZ comrumumity strimgs, The factory default value for the
Read-Only Community String is xirrus_read_pnly. The factory default
value for the Read-Write Community String is xirrus. [f vou are using
the Xirrus Management Systern (XMS), the read-write string must match
the string used by XMS. XMS also uses the default value xirrue.

Configure the Gigabit Ethernet nebwork interface settings. Please ses
“Network Interfaces™ on page 171 for more information. For XN Armays,
comfigure the 10/100 Ethemnet 0 {10,/ 100 Mb) port 2z well.

The fields for each of these interfaces are similar, and include:

162
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5. Enable Interface: Choose Yes to emable this network interface, or
choose Mo to disable the interface.

b Allow Management on Interface: Choose Yes to allow management
of the Array via thiz Gigabit interface, or choose Mo to deny all
management privileges for this interface. Note that for XIN Arrays,
the 10100 Ethernet port is also known as the Management Port, and
management 15 always enabled on this port.

Coenfiguration Server Protecol: Choose DHCP to instruct the Array

to wre DHCT fo assign [P addresses to the Armay's Ethernet interfaces,

or choose Static if you intend to enter IP addresses manually, IF you

choose the Static IF option, you must enter the following [P Settings:

+ Address: Enter a valld TP address for this Areay. To usze a resmode
conmection (Web, 5MNMMF, or 55H), a valid 1P address must be
used.

Subnet Mask: Enter a valid IF address for the subnet mask (the
default is 255355 255 0. The subnet mask defines the number of
IF addresse: that are available on the routed subnet where the
Array b bocated.

Digfault Gateway: Enter a wvalid IF address for the default
gatoway. This is the IP address of the router that the Array uses
to forward data to other nebhworks.
Click the Apply button for this interface when done making IF
changes.
9. SSIT Settings: This section specifies the wireless metwork name and
security scttings.

2. The S5ID (Wireless Network Name) s a undgue name that identifies
a wirslezs network (5510 stands (or Service Set [dentifier). All devices
allempling lo conmecl o a specific WLAN must use the same S5I0.
The default S5I0 is xireus. Entering a value in this field will replace
the default 5511 with the new name,

For additional information aboutl 5510, go to the Mulliple 5510s
section of “Frequently Asked Cheestlons™ on page 452,
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Wireless Secarity: Select the desired wirelesz security scheme (Open,
WEF gr WPA), Make your selection from the chodces available in the
pull-down list,

Open—This option offers no data encrypiion and iz mot
recommended, though yvou might choose this oplion if clents are
required to use a VPN conmection through a secure 55H atility,
like PuTTy.

WEP (Wired Egquivalent Privacyl=An optional TEEE B)2.11
fumction that offers frame transmission privacy simiilar to a wired
network. WEP generates sacret shared encryption keys that both
source and destination statons can wse to alter frame bits to
avioldd disclosure bo eavesdroppess,

WPA (Wi-Fi Protected Accessl=—A Wi-Fi Alliance stamdard that
confzins a subset of the IEEE 302111 standard, using TEIP or AES
as an encryption method and B0Z.1x for authentication. WPA is
the stronger of the two wireless security schemes.

WPAZ (Wi-Fi Protected Access 2)==WPAZ iz the follow-on
security method to WEPA for wireless networks and provides
stronger data protection and network access comirol. It offers
Enterprise and censumer Wi-Fi users with a high level of
assurance that only authorized wsers can access their wireless
networks. Like WPA, WPAZ is designed to secure all versions of
B02.11 devices, including 802113, B0Z.11b, B02 11g, and 502.11n,
multi-band and multi-mode.

WFPA-Both (WPA and WPAZ)==This option makes use of both
WEA and WPAZ

For more information about security, including a full review of all
securlty options and settings, go to "Undessanding Security”™ on
page 208.

WEF Encryption Key/Fassphrase: Depending on the wireless
security scheme you selected, enter a wnique WEP key or WPA
passphrase. Thiz field and the one below only appear if you select a
Wireless Security option other than Open.

64
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Confirm Encryption Key/Passphrase: If you entered a WEP key or
WPA passphrase, confirm it here.

Click Apply 551D Settings when done.

I Admin Settimgs: Thiz section allows you to change the default adrmin
username, passwerd, and privileges for the Array. You may change the
password and leave the user name as is, but we suggest that you change
both to improve Array security

e

MNew Admin User (Replaces wser “admin™): Enter the name of a new
administrator user account, Be sure to record the rew acoount name
and password, because the default admin wser will be deleted! Note
that the Array also offers the option of authenticating administrators
using a2 RADIUS server (see “Admin Management” on page Z14)).

Mew Adwmin Privilege Level: By default, the new administrator will
have read /write privileges on the Array (ie, the new user will be
able to change the configuration of the Array). If you wish the new
account to have different privileges, select the desired leved from the
drop-dewn list For more information about wser privileges, please
gee “Admin Privileges" on page 216, Take care to make sure to leave
voursell enough read S weile privileges on at leazl one account o be
able to administer the Array.

MNew Admin Password: Enter a new administration password for

managing this Array. If vou forget this password, vou must seset the
Array lo its factory defaulls so that the password i3 resel to admin (its
default setting).

Confirm Admin Password: If you entered a new administration
pasaveard, confirm the new password here.

Click Apply Admin Settings when done.

I, Time and Date Settings: Specify an optonal tme (MTF - Network Time
Protocol) server or modify the syatem time if vou're not using a server.

Current Array Date and Time: Thiz read-oaly field shows the current
tirme for your convenience.
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Time Zone: Select your Hee zone from the chodees available in the
pull-down list,

Aute Adjust Daylight Savings: If you are not using NTP check this
box if wou want the system to adjust for daylight savings
aulcmatically, otherwise leave this box unchecked (default).

Use Network Time Protocol: Check this box if you want to use an
NTF server to synchromize the Amay's clock. Use of NTP is
mandatory for Arrays to be managed with XMS (the Xirres
Management System), and ensures that Syslog Hme-stamping is
mamtained across all undts. Without using an NTP server (no
universal clock), each Array will use its own internal clock and stamp
tirmes accordingly, which may result in discrepancies. If you selact
Yis, the NTPF server fields are displayed, If you don't want to wse an
WTP server, select Ne (default) and sef the system time on the Ammay
manually.

NTF Primary Server If vou are using NTE enter the 1I" address or
dormain name of the NTT* server,

NTIF Primary Authenbication: (optonal] If vou are wsing
authentication with NTE sslect the type of key: MDE5 or SHAL Select
Mene if vou are not using authentication (this is the default). For
more information on authenticated NTE, see “Time Settimgs (WNTF)™
on page 185,

NTP Primary Authentication Key IID: Enter the key ID), which is a
decimal integer.

NTF Primary Authentication Key: Enter your key, which is a string
of characters,

NTP Secondary Server: Enter the IF address or domain name of an
optional secondary NTF server to be used in case the Array is unable
to contact the primary server. You may use the authentication fields
as described above if you wish fo set up authenticaion for the

secondary server.

166
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| Adjust Time (hre:minsee) If you are not using NTE chieck this box if
viou want to adjust the current systemy feme. When the box s checloed,
the firme fields Become active. Enter the revised time (hours, minufes,
seponds, amy/pm) in the corresponding fields, If you don’t want to
adjust the current time, this box should be left unchecked (default).

L Adjust Date (month/day/vear): If you are not using NTFE check this
box if vou want to adjust the current systemn date. When the box is
checked, the date fields become active. Enter the revised date (momth,
day and year) in the corresponding fields. If you don't want to adjust
the current date, this box should be left unchecked (default).

! Quick Configpuratien: This offers predefined confipuration options such
as Classroeem and High-Density that capture best practices from years of
figld experience, If ong of the options in the drop-down list is appropriate
to your deployment, select it and click Apply. Far example, the High-
Density option uses best practices to configure the Array for high density
sattings sizch 2 lecture halls, convention centers, stadiums, sde.

i TATI Settings:
Enable/Configure All IAP:: Click on the Execute bution to enable and
aulp configure all TAP2 (a messape displays the counldown lime—in
seconds=—to complete the auto-comfipuration task), When an JAP is
enabled, its LED! is switched on.

- rll:?\-‘—-._‘__-‘—“ LED“

——

Fagure 37, LEDs are Switched Oin
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14 Click Save changes to flash at the upper right to make vour changes
permanent, Le., these settings will still be in effect after 3 reboot.
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Network

This is a status-only window that provides a snapshot of the configuration
settings currently established for the Ethernet interfaces, NS Settings and CIP
Settings (Cisco Discovery Protocol) are summarized as well. You must go to the
appoopriate configuration window o make changes to any of the settngs
displaved here {configuration changes cannot be made from this window]. You
can click on any item in the Interface column to “jump” to the assocated
conliguration window:.

191 Hiliis ik - ey o LR
ur | s wrse mnnnn |
R Pl
1T d] thEs Ly Upem Lo .':: [RLI .I..I:" '1'.. LAY Praben el Laee
i e " = ap A W MUY == NP TIHI TR ST
fipacmer el =t orsiadl mi e e oape 8l il N sk IR BT LN NG D LERMI
by el .
LA ] e ik i Aden o
SH T H s b 18k u
A TREL ! w i
E R -
emgr | meeae Cissn P L [ SRR ¥ L
e i k' RURE A k] Ag ]
i grabl | sk
L i ] Ard B
HESTTN S 15 -t
A

Figuse 58, Matwark [sterface

WM windows that allow vou to change or view configuration settings assocated
with the netwaork interfaces include:

& “Network Interfaces” on page 171
»  “Network Bonds™ an page 175
& “DRS Settings” on page 151
@ “CDF Settings” on page 143
See Alse
[2MS Settings
Metwork Interfaces
Metwork Status Windows
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Spanning Tres Status
Metwoek Statistics
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[

Network Interfaces
XR-500, NE-1000, and XE-2000 Seriez Arrays have ome Gigabit Ethernet interface,
while XE-400 Senes Arrays have two, and XR-6000 Series models have four, This
window allows you to cstablish configuration settings for these interfaces.
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On XN Series Arraya, this window configures the 10,100 Fast Ethernet interface
and the Gigabit 1 and Gigabit2 interfaces

When finished m:i:ins-rl‘ﬂnl;l:r, click Save eh.mgulnﬂnhif;muwi;hh:mh
vour changes permanent. When the status of a port changes, a Syslog entry is
created describing the change.

Metwork Interface Ports
The following diagram shows the location of network interface ports on the
underside of an XE Series Array.

=

\

Digabit3
Glgabitd

Gigabit2

Figrare 100, Mefwark Infesface Fams

Procedure for Confignring the Netwwork Tnterfaces

Configure the Gigabit network interfaces (for XN Arrays, configure the Fast
Ethernel port as well). The felds for each of these interfaces are the same, and
include:

1. Enable Interface: Choose Yes to enable this network interface, or chooss
Mo to disable the interface.
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1. LED Indiester: Choose Enabled to allow the LED for this interface to
blink with traffic on the port, or choose Disabled te turmn the LED off.
The LED) will still Tight during the boot sequence, fen turm off, This
option is only available for the Gigabit interfaces.

3. Allew Management on Interface: Choose Yes Lo allow management of
thiz Array via the selected network interface, or choose Mo to deny all
managerment privileges for this interface. For XN Arrays, this oplion is
only available for the Gigakit interfacts——management iz always enabled
om the 10,100 interface (sometimes called the Management Port).

L Aunte Megolate: Thiz feature allows the Array to negotiate the best
ransmission rates automatically, Choose Yes to enable this feature, or
choose Ne to disable this feature=—the default iz enabled. IF youw disabla
the Auto MNegotiate feature, you must define the Duplex and Speed
options manually (otherwise these options are not available). Both sides
of the link must have the same values for the following settings, or the
sonnection will have ermors.

a. Duplex Full-duplex mode transmits data in two  directions
simultaneously (for example, 3 telephone is 2 full-duplex device
hecawse both partics can talk and be heard at the same Hme). Half-
duplex allows data transmission in one direction at a time only [for
example, a walkie-talkie i a half-duplex device). If the Auto-
Megoliate feature iz dizabled, vou can manueally choose Half or Full
duplex for your data transmisslen preference.

b MTLU: the Maximum Transmission Unit size. This is the largest packet
size (in bytes) that the interface can pass along.

o, Speed: If the Auto-Negotiate feature is disabled, you must marmally
choose the desired data transmission speed from the pull-down list.
For XN Arrays, when configuring the Fast Ethernet interface the
options arc 10 Mtp‘bit or 100 MI‘:‘IJI“‘. Far m‘l.ﬁ.ﬂ'l.lmﬂ thie ﬂ:iphil:
interfaces the options are 10 Megabit or 100 Megabit. (Mote that 1000
Megabhl speed can only be sel by Auto-Mepotiation.)
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Conflguration Server Protocal / IF Settings: Choose DHCP to (nstruct
the Areay to use DHCP when assigning I addresses to the Array, or
choose Static TP if you intend to enter TP addresses rmamually, T you select
the Static [P option you must specify the [P address, I subnet mask and
default gateway:

o Address: If vou selected the Static IP option, enter a valid IP address
for the Array. To use any of the remote connections (Web, SMMT, or
55H), 2 valid 1P address st be established.

b, Subnet Mask: If you selected the Static I oplion, enter a valid [P
address for the subnet mask (the default for Claga C iz 265255 255.0).
The subnet mask defines the number of TP addresses that are
awailable on the routed subnet where the Array is located,

¢, Default Gateway: If vou selected the Static [F option, enter & valid IF
address for the default gateway. This is the IF address ol the rouler
that the Array uses bo send data to other retworks. (ow den't need to
eniker the gateway i it is on the same aubmet as the Array.)

d. Click the Apply button for this interface when done making IP
chanpes.
Static Route (1P AddressMask): (For XM Arrays, Fast Ethernet port

only) The 10-100 Ethernet Port may be used for managing the Array out
of band from the Gigabit Bthernet ports. The 10-100 port will soute anby

management traffle, using a static route that may be configured using this
Held.

When done configuring all interfaces as desired, click Save changes to
flash if you wish to make your changes permanent.

Metwork Bonds
DS Setngs
Metwork

Metwork Statistics
Spanning Tree Status

74
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Network Bonds

On models with more then one Gigabit port these ports may be bonded, ie
configured o work together in sets. For example, one port may provide active
backup or load balancing for another, or other options as described in this section.
XR-6000 Series Arrays have four Gigabit ports, and you may specify which ports
are bonded to work together as a pair. You may also select more than two ports to
work together in ane group.

You may use the mirror option to have all the traffic that is ingressing and
egressing one bond be transmitted by the bond you are configuring. For example,
if you configure Bond2 to mirror Bondl, then all traffic geing in and out of
Bonad1's Gigabit ports will be transmitted out of Bond2's Gigabit ports. This way
of duplicating one bond's traffic to another bond i wvery useful for

troubleshooting with 2 neftwork analyzer
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If a set of Gigukit ports have been bonded, the [P address, [P mask, [P
gateusy, [P DHCP, and Management settings are shared between bondad
ports. Any changes you make fo Hrese sebiongs en one sember unll be
reflected i the setlings of the other mwmibers. Other settongs moy be
configured ndividusily.

Procedure for Configuring Nettwerk Eonds

Configure the bonding behavior of the Gigabit netweork interfaces. The felds for
each of these bonds are the same, and include:

Bond Mode: Select the desired behavior for a set of bonded Gigabit
Etherned portls ram the following oplions.

The modes below describe the relationship bebtween 3 seb of Gigabit
ports==for example, load balancing or active backup. Use the Bond Ports
field to select the ports that ars bonded (set in Step 2). Two or more ports
may be bonded. You may also include just one single port in a bond—this
is useful for mirroring one Gigabit port bo another port (Step 5 on
page 150} In Arrayz that have four Gigabit ports, vou have the eption of
bonding three or four ports together, In this disoussion, we call two ports
that are bonded Gige and Gigy.

A

Active Backup (gig portz fail over to each other)—Thiz mode
provides fault tolerance amd is the default mode. Gigy acts as the
primary link. Gigy s the backup link and is passive. Gigy assumes
the 1" properties of Cigy, If Gige fails, the Array sutematically fadls
over to Gigy.  When a failover occurs in this mode, Gigy issues
gratuitous ARPs to allow it to substitute for Gigr at Layer 3 as well s
T.a.].n:'r 2. Spp F'igun: 12 (a). You ma].ri'n-du.:ll: mmﬂ'tmhvupm‘h‘i:n
the bond with Active Backup to provide additional fault tolerance
For example, if you have three Gigabit ports configured in a bond, if
the first v ports in the bond were to go down, the Areay woulbd fail
over traffic to the thind Gigabit port

6
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(a) Active backup (b} Aggregate using B02.3ad
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Figure 100, Pt Mades (2, b

b Aggregate Traffic from gig ports using 802 3ad—The Array sends
network traffic across all member Gigabit ports to increase link speed
o the network. These ports act as 2 ::inslelnhsi:a] interface, I.I.'l-‘i.l'lﬁ a
load balancing algorithm to balanee traffic scross the ports. Por non-
IP traffic (such as ARP), the last byte of the destination MAC address
is used to do the caleulation, If the packet is a fragrent or not TCP or
UDF, the source and destination [P addresses are used to do the
calculation. If the packet is TCP or UDP over IP then the source TP
address, destination 1P address, source ]:-n-rl'nl.l.m'bcr and destination
port number are all used to do the calculation. The network switch
must also support 802 3ad. If a port fails, the connection degrades
gracefully—the other part 261l transmite. Ses Flgure 102 (b).

. Transmit Traffic on all gig ports=Transmits imcoming traffic on all
Gigabit ports. Any traffic received on Gigabit ports is sent to the
onboard processor.  This mode provides fault tolerance See
Figure 103 ().
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. Load balance traffle between glg ports—This option provides
trunking, similar to option (b)=—=Aggregate Traffic fram pigl & gigZ
using 802.3ad, but it does mot wse B2 3ad and it wses a different load
balancing algorithm to determine the cutgoing Gigabit port. The
outgoing port used is based on an exclusive OR of the source and
destination MAC address. Like option (b), this mode alse provides
load balancing and fault tolerance. Ses Figure 104 (d)

!, Bend Ports: Select the ports to be members of this bond for the behavior
specificd by Bond Mode, By default, Bond] contains Gigl and Gig, You
may also set wp a bond with a single port, for example, if you wish to
mirrer ane Gigabit port bo another. In Arrays that have four Gigakit ports,
you alzo have the option of bonding three or four ports together.

When you check off & port to be a member of a bond, that port is
automatically removed from any other bonds that confain it

Aetive VLANs: Active VLANS s a read-only field that shows the VLANs
that you have selected to be passed through thiz port. You may modify
this lisk by making selections in Set Active VLANS,

I Set Actve VLAMsz: Create and manage the list of VLANz that are
allowed W be passed through this porl. Trealfic will be dropped for
VLAMs that are not im this list, You may view the complete list of VLANS
whse traffic will be passed in the Active VLANs list, above. The default
setting is to pass All VLANs.

4. To add a VLAN to the list of allowed VLANE, type i3 name or
number, and click Add. Te allow all VLANs (current or future) to be
passed, click the All buttor.

b Toremove a VEAN from the list of allowed VLANS, type its name or
number, and dick Dielete. To remove all YVLEANs from the Actve
VLANSs list, click Mene.

Ter allow anly the st of currently defined VLANS (s8¢ “V0LANS" on
page 199) to be passed, dick the Current button. Essentially, this
“Hxes” the Active VLANz st to contain the Array's currently defined
VLAN:, and only this sel, until you make explich changes to the
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Active VLAN:z list. If you create mew VLANs, they will not be passed
uriless vou take action bo add thee o the list,

Mirrar==Specify one of the active bonds (Bondx) that is to be mirrored by
this bond (Bondy). (Figure 105) All wireless traffic received on the Array
Is izanemdited out both Bondx and Bondy  All traffic received on Bondx ks
passed on fo the onboard processor as well a5 out Bondy All trafiic
received on Bondy iz passed on o the onboard processor as well as oul
Bondx, This allows a network analyzer fo be plugged into Bondy to
capture traffic for troubleshooting, while the bonded ports provide
metwork connectivity for data trathic.

Mirroring is also used to duplicate the traffic from one bond to anoether
bond=—traffic received on Bondx is transmitted by Bondy; siemilarly,
traffic received on Bondy is transmitted by Bondr, This allows the Army
to act 2= a wired bridge and allows Arrays to be daisy-chained and still
maintain wired connectivity

If each bond contains just one port a3 12 the case for XM Arrays, then you
have the simple case of one port mirroring another.
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Figiare 105, Mirresing Trafic
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i When done configuring bonds as desired, click Save changes to flash if
wou wish to make your changes permanent.

¥ .I |I"- [

Metwork Interfaces
DNS Settings
metwork

Metwork Statistics

Spanning Tree Status

DNS Settings

This window allows you to establish yeur DS (Domain Name System) settings.
The Array uses these DG servers to resplve host mames imto TP addresses. Tha
Array also registers ifts own Fost Marme with these TING servers, 50 that others
may address the Array using its name rather than ifs 1P address. An option allows
you o specify that the Array’s DNS servers will be assigned via a DHCP server
on the wired netwaork.

Mote that the DINS servers defined here are not used by wireless clients=——servers
for stations associated fo the Array are defined along with DHCP pools, See
YIMHCT Server™ on page 197. At least one DINS server must be u.ctu]:-'if_}'-l;rn want
to offer clients associating with the Array the ability to use meaningful host
names instead of numerical [P addresses. When finished, click Save changes to

flash if you wizh to make yvour changes permanent.

Ao Fane aalhm TP
i i S ¥el bl dic B T T
Bumaim Swip LELE B
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Figume 106 DNS Seitings
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Procedure for Confignring DNS Sersers
DNS Host Name: Enter a valid DNS host name,
7. DHNS Demaln: Enter the DNS domain name.
3. IINS Server 1: Enter the [P address of the primary [IM% server.
4. DNS Server I and DNS Server 3: Enter the IF address of the secomdary
and tertiary DINS servers (if required),

5 Use DNS settings assigned by DHCP: If you are using DHCP to assign
the Array's IF address, you may turn this option On. The Arcay will then
obtain its DNG domain and server settings from the network DFCE
sarver that assigns an TP address to the Array, rather than using the TG
Sorver ficlds above. You may also configare that DEICT server to assigm a
host name to the Array.

o Click Save changes to flash if you wish to make vour changes
permanent,

Ser Alse

LDHCF Server
Metwork

Metwork Inbesfaces
Metwork Statistics

Spanning Tree Status
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CDP Settings

COF (Cizoo Dhscovery Protocol) is a laver 2 network protocol wsed to share
infermation {such as the device manwfcturer and model, network capabilities,
and TP address} with other directly connected network devices, Wireless Armays
can both advertise their presence by sending CDP armouncements, and gather
and display information sent by neighbors (see "CDP Neighbors” on page 111).

This window allows you to establish your COP settings. When findshed, Save
changes to flash if you wish to make your changes permanent,

LY. [TE R = | I mbamy LS LR
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Figure 107. CDF Settings
Procedure for Confignring COP Setlings

I Enable CDPF: When CDP i enabled, the Array sends out CDP
announcements of the Armray’'s presence, and gathers CDF data sent by
m:iiﬂaﬂn. When dizabled, it does neither. CDP i.-;:n:.:'h-l-ﬁl'l:r}rd:fa.ull:.

CDPF Interval: The Array sends out COPF anmouncemenits advertising iks
presence at this interval. The defaalt is 80 seconds.

3. CDFP Hold Time: CDP information recelved from nelghbors is retained
for this period of ime before aging cut of the Areay’s neighbor lst. Thus,
if & neighbor stops sending anmouncements, it will no longer appear on
the CDF Meighbors window after CDP ITold Time seconds from its last
announcement. The defaalt is 180 seconds.

-q: EE '| |" @

CDF Meighbors
Metwork

Metwork Interfaces

Metwork Statistics
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Services

This is a status-only window that allows you to review the current settings and
status for services on the Array, including DHCE, SNMP, Syslog, and Network
Time Protocol (NTP?) services. For example, for the DHCP gerver, it shows each
DHCP pool name, whether the poal is enabled, the [P address range, the gateway
address, lease bimes, and the DNS domain being used. There are no configuration
options avallable in this window, but if you are experiencing lssues with network
seryvices, you may wanl b print this windew for your records.
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Figrure 108, Services

The following sections discuss configuring services on the Array:
“Time Settings (NTF)" an page 185

“MWetFlow” on page 187

“Wi-Fi Tag” om page 158

“System Log™ on page 190

THEMMP on page 1594

"DHCF Server” on page 197
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Time Settings (NTP)

This wimdow allows vou to manage the Array's time settimgs, including
synchromizing the Armray's clock with a universal clock from an MTP (Metwork
Time Protocol) server. We recommend that you use NTFP for proper operation of
SMMP in XMS (the Xirrus Management System), since a lack of synchronization
will cause errors to ke detected. Synchromizing the Array’s clock with an NTP
gerver also ensures that Syslog tme-stamping is makntained aceoss all units,

It is possible o use authentication with NTP to ensure that vou are receiving
synchronization from a known source. For example, the instructions for
requesting a key for the NIST Authenticated NTP server ane available at

hl'l:p:.u" Iww.ni:-LﬁwfpmlfdhﬁEfFF{Hquplmd th'p_nml‘rﬂrﬁ-uns.]:!df.

The Array allows vou to enter optional authentication information.
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Fegrure 108 Time Settings (PManual Tene)

Procediire for Managing the Tine Sebbirgs
1. Current Array Date and Time: Shows the current Ume for your
COMVENENCe,

[~ ]

Time Fone: Select the lime zone vou want fo use (nermally your local
time zone) from the pull-dewn list.

3. Autoe Adjust Daylight Savings: Checi this box if you want the system to
adjust for daylight savings automatically, ctherwise leave thiz box

4. Use Network Time Pratocol: select whether to sat time marually or use
NTP to manage systerm fime,
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Setting Time Marnually

a

Adjuast Time (hrgminsec): If you are not using NTF check this box if
you want to adjust the current system fime. When the box is checked,
vou may enter & revised tme (howrs, minutes, seconds, am/pm) in
the correcponding Gelds. If vou den’l wanl Lo adjust the current lirme,
this o should be left unchecked (default).

Adjost Date (menth/day/year): If vou are not using NTE, check this
box if vou want o adjust the current system date. When the box i
checked, vou may enter a revised date (month, day and year) in the
correspanding flelds, If vou don't want to adiust the current date, this
box should be left unchecked (default).

Using an NTF Server

NTP Primary Server: If yvou are using MTF, enter the I address or
domain name of the NTP server,

&
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Pigume 110, Time Sectings (NTF Tirree Enaibled]
b, NTP Prmary Authentication: (optlonall] I you are using

authentication with NTE select the type of key: MD5 or SHAL Select
Mane if you are not using authentication (this is the defaualt),

NTIF Primary Authentication Key II: Enter the key ID, which is a

186
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WTF Primary Authentication Key: Enter vour key, which iz a steing
of characbers,

WTP Secondary Server: Enter the IF address or domain name of an
optional secondary NTF server to be used in case the Array is unable
I conlact the primary server. You may use the authentication Helds
a5 described above if you wish o set up authentication for the
secondary server.

Exprress Getup
Services
ShnP
Systemn Log

NetFlow

This windew allows vou to enable or disable the sending of MetFlow informaticn
o a desigrated oollector MetFlow is a proprietary but open network protocol
developed by Cisco Systems for collecting 1P traffic information. When NetFlow
is enabled, the Array will send TP flow information (traffic statistics) fo the
designated collector

[
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Figuee 111 NetFlow

MetFlow sends per-flow network traffic information from the Array. Nebtwork
managers can use a NetFlow collector to view the statistics on a per-flow basis
and uze this information Lo make key decksions. Knowing how many packets and
byies are semt to and from certain [ addresses or across specific metwark
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interfaces allows administraters bo track usage by various areas. Traffic fAow
information may be used to engineer networks for better performance,

E. Some features, such a5 Nelffow, are enly gvailable if the Array’s license
includes the Xivens Advapced RF Anelysiz Mavager (RAM), If 2 sething
i unaoailable (grawed outl, Bher vour license doss not support the fenture
Ser “About Licensing amd I.lpgrﬂd.l:r"pnpn;‘: Xal,

Procedwre for Configuring NetFlow
Enable NetFlow: Select one of the Metflow versions to enable NetFlow
'['um:Hm'ra]i.‘l'_:,r: w5, v®, or [PFIX [aternet Protocol Flow [Information E:.Pnrt
(IPFIX} iz an [ETF protocol {www. letlorg) performing many of the same
functions as MNetflow. Choose Disable if vou wish to dizable this featurs,

MetFlow Collector Host (Domain ar [F): If you enabled MetFlow, enter
the domain name or [F address of the collector

3. MetFlow Collector Port: If vou enabled NetFlow, enter the port on the
collector host to which to send data,

[~}

Wi-Fl Tag

This window enables or disables Wi-Fi tag capabilities. When enabled, the Array
listens for and collects information about Wi-Fi BFID tags sent on the designated
channel Thece tags are transmitted by specalized tag devices (for example,
Aeroboout Tags) A Wi-Fi tagging server (such as AeroSeout) then gueries the
Array for a report on the tags that it has received. The Wi-Fi tagping server uses
proprictary algorithos to determine locations for devices semding tag signals

-
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Figure 112 Wi-Fi Tag
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Procediire for Configuring Wi-Fi Tag

Enable Wi-Fi Tag: Choose Yes to enable Wi-Fi tag functionality, or choose
Mo to disable this feature.

1. Wi-Fi Tag UDF Port: If you enabled Wi-Fi tagging. enter the port on the
Array which the Wi-Fi tagping server will use to query the Array for
tagging data. When queried, the Array will send back information on the
tags it has observed, Por cach, the Amray sends information such as the
MAC address of the tag transmitting device, and the R55] and noise floor
observed.

Wi-Fi Tag Channel: If you enabled Wi-Fi tagging, enter the 802,11
channel on which the Array will listen for tags. The tag devices must be
set up to transmit on this channel. Only one channel may be configured,
and it must be an S2.11b/ g channe] in the rangs of Channed 1 to 11
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System Log

This window allows you to enable or disable the Syslog server, define prirmary,
secondary, and tertiary servers, set up email notification, and set the level for
Syslog reporting for each server and for email notification=—the Syslog service
will send Syslog messages at the selected severity or above to the defined Syslog
servers and email address. An option allows yvou to wse 3 Splunk application to
analyze Array events by sending data in keyovalue pairs, as described in “ About
Using the Splunk Application for Xirrus Arrays” on page 193,
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Figurs 113, Syslem Log
Procedwre for Configuring Susleg
1. Enable Syslog Server: Choose Yes to enable Syalog functionality, or

choose Mo to disable this feature.

Console Logging: If you enabled Syslog, select whether or not to echo
Syslog messages to the console as they oocur If you enmable console
legging, be sure to set the Console Logging level (see Step & below).
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&

Local File Size {1-2000 lines): Enter a value in this field to define how
many Syslog records are retaimed locally on the Areay’s internal Sysleg
file. The default iz 2000

Primary Server Address (Hosiname or [F) and Port: If you enabled
Syelog, enter the hosiname or [F address of the primary Syslog server.
You may also change the port used on the server if vou do not wish to use
514, the default port.

Secondary/Tertiaty Server Address (Hostname or IF) and Port
(Optonal) If you enabled Syslog, you may enter the hostname or [P
address of one or two additonal Sy:zleg servers to which messages will
also be sent. You may also change the port used on each server if you do
mot wish to use 514, the default port. You may set one of the server
addresses to the address of a server for Splunk (=ee “About Using the
Splunk Application for Xirrus Arrays™ on page 193).

Emuail Notification: (Optional) The following parameters allow vou to

send an email to a desipgnated address each time 3 Syslog message is

generated, The email will inclade the text of the Syslog message

4. Emall Syslog SMTF Server Address (Hosiname or [F) and Fort: The
hostrame of the [P addeess of the SMTP server Wo be used for sending
the email. Mote that this specifies the mail server, net the email
recipient. You may also change the port used on the server if you do
not wish to use 25, the default SMTF port.

. Email Syslog SMTF User Name: Specify a user name for logging in
b an acoount on the mail server designated in Step a.

Email Syslog SMTF User Password: Specify a password for logging
in to an account on the mail server designated in Step a.

d. Email Sysleg SMTF Frem: Specify the “From” email address to be
displayed in the email.

¢. Emmail Sysleg SMTPF Reclpient Addresses: Specify the enfire email
address of the recipient of the email notification. You may specify
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additional reciplents by separating the emall addresses with
semicalons (3.

Station Fermatting: If you are sending event information fo a Splunk
server, select KeyValue to send data in Splunk’s expectsd format,
otherwise leave this at the default value of Standard. See “Aboul Using
the Splunk Application for Xirrus Arrays” on page 193,

Syslog Levels: For each of the Syslog destinations, choose your preferred
level of Syslop reporting from the pull-dewn list. Messages with
criticality at the selected level and abeve will be shown. The default level
wvaries depending on the destination.

-]

Console Logging: For messages to be echoed to the conzole, the
default level is Critical and more serious. This prevents large
numbers of non-critical messages from being displaved on the
console. If you set this level oo low, the volume of messages may
make it very difficult to work with the CLI or view otiher output on
the console,

Local File: For records to be stored on the Array’s internal Syslog file,
choose vour preferred level of Syalog reporting from the pull-dewn
list. The delaull level iz Debugging and more serious.

Primary Server: Chouse the preferred level of Syslog reporting for the
primary server. The default level is Debugging and muere serious.

Secondary/Tertiary Server: Choose the preferred level of reporting
for the secondary/tertiary server. The default level is Information
and more serious. (Optional)

Ermail SMTPF Server: Choose the preferred level of Syslog reporting
for the email notifications, The default level iz Warning and more
serious. This prevents your mailbox from being filled up with a large
number of kess severe messages such as imformational messages

Click Save changes te flash if you wish o make wyour changes
[permmaTETt.

142
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About Using the Splunk Application for Xirrus Arrays

Splunk may be used to provide visibility into dient experience and analyze osage
on XE Series Wireless Arrays, A Splunk application (Splunk for Xious XE
Wireless Arrays) has been developed fo present this operational intelligence at a
glance, The app inchudes field extractions, event tvpes, searches and dashboards
s help shine a light on station status and achivity.

Te use Splunk, set up your Splunk server with the Splunk applicatiore—3wailable
from the Splunk web site at Splunk for Xirros XR Wireless Arrays. Configure the
Array to send data to Splunk by setting a Primary, Secondary, or Tertiary Server
Address to the IF address or hostname of your Splunk server. Then set Station
Formatting to Key/Value to send data in Splunk’s expected format.

You may specify Server Addresses for Syslog servers and a Splunk server on the
same Array,

See Alsp

Syatern Log Window
Services

SHMP

Time Setlings (NTF)
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This window allows vou to enable or dizable SMMP v2 and SMMP v3 and defing
the SMMF parameters. SMMP allows rermote management of the Array by the
Xirrus Management System (XMS) and other SMMP management tools. SMMP v3
was designed to offer much stronger security. You may epable either SNMP
version, neither, or both.

Complete SNMFP details for the Areay, including trap descriptions, are found in
the Xirrus MIB, available at support xirrus.com, in the Dewnloads section (login
is required to download the MIE).

NOTE: [ vou are maraging your Arrays with XS (the Xierus Manggemien! Sysfem),
it i vy impertand to make sure (hat your SNMP sefltings match those thal you heoe
confimured for XAS. XMS wees botln SNMP o2 and v3, uith 03 miven pragferonee,

Wireless Array
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Figwere 114, SMMP
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Procediire for Configuring ShNMP

SNMPo2 Settings

Enable SMMPvi: Choose Yes to enable SMMP v2 functionality, or choose
Mo to disable this feature, When used in conjunction with the Xirrus
Management System, SWNMP v2 inot SNMP 3} must be enabled on each
Array to be managed with XMS5 The default for this feature is Yes
{enabled).

SNMFP Read-Write Community String: Enter the read-write comemniby
string. The default is wrrus.

SNMF Read-Only Community String: Enter the read-only community
string. The default [+ sreus_pead anly.

ENMPwd Settings

4

Enable SMMPv3: Choose Yes to epable SMMP v3 functionality, or choose
Mo to disable this feature, The default for this feature is Yes (enabled)

Authentication: Select the desired method for authenticating SNMPv3
packets: SHA (Secure Hash Alporithm) cr MDS5 (Message Digest
Algorithen 5).

Privacy: Select the desired method for encrypting data: DES (Dhata
Encryption Standard) or the stronger AES (Advanced Encryption
Standard).

Context Engine ID: The unigque identifier for this SNMP server. We
recommend that you do not change this value. The Context Engine [
miist be set if data collection is to be done via a proxy agent. This [D helps

the proxy agent to identify the targel agent from which data iz to be
onllacted.

SNMP Read-Write Username: Enfer the read-write user name. This
username and password allow configuration changes to be made on the
Array. The default l= xirras-rw.

SNMFP Read-Write Authentication Password: Enter the read-write
password for authentication (ie., logging in). The default iz xirrus-rw.
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0. SNMF Eead-Write Privacy Passward: Enter the read-write pazsword for

privacy (Le, a key for encryption]. The default is sirrus-rw

. SNMP Read-Only Username: Enter the read-only user name This

username and password do not allow configuration changes to be made
on (he Array. The defaull 1= xirrus-ro.

. SNMP Read-Only Authentication Password: Entcr the read-onby

password for authentication {i.e., logging in). The default is xirrus-re.

i SNMPF Kead-Only Privacy Password: Enter the read-only password for

SWNMP

privacy (i.c., a key for encryption). The default is sirus-ro,

Tray Settings
SMNMF Trap Host IP Address: Enter the IP Address or hostname, as well
as the Port number, of an SNMP management station that is to secedve
SNMP traps. You may specify up to four hosts that are to receive traps.
Mote that by default, Trap Host 1 sends traps to Xirmus-XMS. Thus, the
Array will automatically commumicate its presence to XS (as long as the
metwork i comfigured correctly to allow his host naeme to e pesolyed=—
note that DMS is not normally case-sensitive).

FPor a definition of the traps sent by Xirmes Wireles: Areays, you may
download the Xierws MIB fross supportxirrus.com (Jogin required).
Search for the string TRAT in the MIB file.

Send Auth Failure Traps: Choose Yes to log authentication failure traps
ar No to disable this featurs.

: 'H:-l:u:p.;liw: Trap Interval (mrimmutes): Traps are sent out at this interval to

indicate the presence of the Array on the network. Ksepalive traps are
resquired for proper operation with XMS. To disable kespalive traps, set
the value to 0.

Click Save changes to flash if you wish to make your changes
permanent,

Services

196

Configuring tha Wiralass Amray



Wireless Array XiIiRRUS

System Log
Time Settings (MTF)

DHCP Servar

This window allows you to create, enable, modify and delete DHCP {Dynamic
Host Configuration Protocol) address pools, DHCP allows the Amray to provide
wireless clients with [F addresses and other networking mformation. The DHCP
server will not provide DHCP services to the winsd side of the network. If you do
not use the DHCP server on the Array, then your wired network must be
configured to supply DHCF addreszes and gateway and DNS zerver addresses to
wireless clients,

When you create a DHCP pool, you must define the DHCF lease time (default
and maximum]}, the [P address ranges (pools) that the DHCP server can assign,
and the gateway address and DNS servers to be used by clients,

KRR FTEST LEFE LT T
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Fagure 185, DHCT Management

DHCPF wsage is determined in several windows=——see 5510 Management, Group
Management, and VLAM Management,

Pracedre for Configuring the DHCP Server

Mew Internal DHCF Fool: Enter a name for the new DHCFP pocl, then
click on the Create button. The new pool IDY is added to the list of
available DHCP pools.

O Click this chieckbox o make this Pm] of addresses available, or clear
it to disable the pool.

(]
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7. Lease Time—Default: This fleld defimes the default DHCT lease time (in
seconds), The factory defaulr is 300 seconds, but you can change the
default at any time

I, Lease Time—Bax Enter a value (in seconds) to define the maxirmwm
allcwable DHCF lease tme. The default is 300 seconds.

Metwork Address Translation (MAT)E Check this box to enable the
Metwork Address Translation feature.

& Lease I[P Range=——Start: Erder an 1P address to define the start of the I
range that will be used by the DHCP server. The defanlf is 192.168.1,100.

7. Lease IP Range—End: Ender an [P address 1o define the end of the TP
range that will be wsed by the DHCF server. The DHCP server will only
use [F addresses that fall between the start and end range that you define
om this page. The default is 192 168.1.200

Subnet Mask: Enter the subnet mazk for this [P range for the DHCP
server. The default is 255255 255.00

9. Gateway: [f necessary, enter the [P address of the gateway.
0. Domain: Enter the DINS domain pame, See “DING Settings”™ on page 181,

11. DNS Servers {1 to 3): Enter the [ address of the primary DINS server,
secondary DNS server and tertiary DMS server. These DMNS server
addresses will be passed to stations when they ascociate, along with the
asgigned [P address. Mote that if you leave these blank, no DNG
information is semt to the stations, DFICE will not default to sending the
TINS servers that are configured in DINS Settings, See also, "DINS
Settings" on page 181.

oChek Save changes te flash if you wish to make yvour changes
permanemnt,

DHOF Leases
NS St'l.'l'inﬁ:
Metwaork Map
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VLANSs

This is a status-only window that allcws you to review the curnent status of
configured VLAMs. VLANS are virtual LANs used to create broadcast domains.

a You should create VILAN enfries on the .ﬁrnrlu_ﬁraﬂ u_fﬂu VLANS i your
sitred mizteoerk if you wish do meke raffie from teose VILANs somilahle on Hhe
wireless nefwork. Each fagged VIAN should be assoetatad with a wireless
5510 (zee "VLAN Managesent” on prage 200). The Arvay will discurd any
VIAN-tagged packels mrriving on ils wired poris, wnless the smue VAN
fas beew defined on the Arvay. See “Lindefined VLANS"™ on page 113

I addition to lsting all VLANa, this window shows vour setiings for the Defaull
Boute VLAN and the Native (Untagged) VLAN (Step 1 page 20I).

XIARUS e SRS WFLATIY
LT Ewye mILTE G . bmisik = ] LI T
“a grurben Lvaall s (L5
[ e Pre g
i ol
F a3k L L] Fomsr Pacgoned hichasy 3F Phides Sleokl @oe Sem P Yo S
T Bl A e g | owlevmiE am
g, e =] Kl diapend [ EE [EFLE bomi mp ] is
i b Kt didwrd (O} boowlossild s
e TE AT e T e e TR
a
Figrare 116 VLANS

E‘_ For a discussten of |a:||p|':'r:|mﬁr:_g' Vorce oter Wi-Fi on the Array, see the
Xirrus Voice over Wireless Application Note o the Xjyre Resonree
Lenter

Understanding Virtual Tunnels

Xirrus Arrays suppost Layer 2 tunneling. This allows an Array to use tunnels to

transport traffic for one or more S5I0-VLAN pairs onto a single destination

network through the Laver 3 core network. Tunnels may be implemented with:
» The Xirrus Tunnel Server (TS e the Xirrie Tunmel Seroer Leer's Gudde.
& Virtal Tunpel Sepves (VTS —see balow,
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Virtaal Thinnel Seroer (VITS)

Tunneling capability s provided by a Vietual Tormel Server, Yoo supply the server
and deploy it im your network using open-spurce VTun software, available from
viunsourceforge net. To enable the Array to use tunneling for a VLAM, simply
enter the [P address, port and secret for the tunnel server as described in Step 11
on page Hi3,

WTun may be configured for a number of different tunnel types, protocols, and

encryplion types. For wse with Arrays, we mecommend the following
configuration choices:

#  Tunmel Type: Ether (Ethernet tunnel)
= Protocol: UDP

#  Encryption Type: select one of the encrypton types supported by Vun
(AES and Blowfish options are available)

= Keepalive: yes

VTS Cliemi=Server Interaction

The Array is a client of the Virtual Tunnel Server. When you specify a VTS for an
active VLAN-SSID pair, the Array contacts the VTS, The server then creates a
tunmnel session to the Array. VTun encapsulated packets will cross the Layer 3
network froen the Array to the VT5. When packets arrive at the VTS, they will be
de-eneapsulated and the resultant packets will be passed o your switeh with
802 1q VIAM tags for final Layer I processing. The process aocurs in reverse for
packets traveling in the other direction,

We recommend that you enable the VTun keep-alive option. This will send a
keep-alive packet once per second o ensure that the tunnel remains active.
Tunnels can be configured to come up on demand but this is a peor choice for
wireless, since bunnel setup can take roughly 5-20 seconds and present a problem
for authenticaticn.
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VLAN Management

This window allows vou to assign and configure V0AN, After creating & new
VLAMN (added to the list of VLANS] vou can modify the configuration
parameters of an existing VLAM or delete 3 selected VLAN, You may create up to
32 VLANS,

Lwres o b el B ey

A
i)

Figure 187, VLAN Management

E-. The Wireless Arvay supports dyramic VLAN acignmentts specified by
RADNUE policy settings. Whed KADILIS aende thess azsipioinents, the

Array dynimnically assigns wireless siobions de V0ANs 29 reguested
VILAN tags on fraffic are passed through the Array (e, VLAN fogs are
mat stripped). Oree @ shebion has been dynamicelly mooed fo g wezn
VLAN, s will be showwn in the Stafrons windom a5 2 menrber of the e
VLAN. (Figure 70 on page 126}

It s critical be corfigure all VAN lo be used on the Array, even those
that will e dymamically aapigmed,
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Procediire for Managing VLAN:

Default Rowte: This option sets a default route from the Array. The Armay
supports a default route on native and tagged interfaces. Once the default
route is configured the Array will attempt to use Address Fesolution
Protocol (AEF) to find the default router. AR finds the MAC address of a
device with a given [P address by sending out a broadcast meseage
requesting this infermaltion. Thiz oplion allows you lo choose & defaull
VLAN route fram the pull-down list. The [P Gateway most be established
for this function to work. After changing the Default Roube, vou must
click Save changes to flash swd then reboat,

Mative VLAN: This oplion sets whether the Array managemenl b tagged
or untagged. If vou select a Mative VILAM, then that VILAM will use an
untagged (Mative) link. Otherwise, the Array will use 80210 tagping and
a specific VLAN 1D with management enabled for management of the
ArTay.

New VLAN NameNumber: Enler a name and number for the new
VLAN in this field, then click on the Create buttor. The new VLAM is
added to the list,

VLAN Mumber: Enter a number for this VLA (1-4084).
Management: Check this box te allow management over this VLAN,
Xirrus Roaming: Check thie box to allow roaming over this WLAN.
DHCP: Check this box if you want the DHCP server to assign the [P
address, subnet mask and gateway address to the VLAN automatically,
otherwide you must go to the next step and assign these parameters
manually

1P Address If the DHCP option is disabled, enter a valid 1P address for
this VLAN association.

Submnet Mask: [f the IXHCF option is disabled, enter the submiet mask [P
address for this YLAN association,

202
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Gateway: If the DHCP option is disabled, enter the [P gateway addreas
for this VLAN azsociation.

. Tunnel Server: [f this VLAN is to be tunneled, enter the 1P address or

host name of the tunnel server that will perforem the tunneling. For more
infermation on virlual tunnels, please see “Understanding Virtual
Tunnel=" om page 199,

Port: If this VLAN is to be tumneled, enter the port number of the tunnel

sErver.

5. Mew Secret Enter the password expected by the tunnel server.
1. Delete: To delete the selected VLAMN, simply click the Delete bullon Lo

remove the VLANMN from the list

Click Save changes te flash if you wish to make your changes
Permanent.

Sef Alse

VLAM Statistics

VLAN=s
Tunnels
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Tunneks

This read-only window allows vou to review the tunneis that have been defined
on the Array. It lists all tunnels and their settings, including the type of
authentication and the local and remote endpoints for sach tunnel.

.
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Figiien 118, Tunpal Susmary

About Xirmas Tannels

Xirrus Arrays offer GRE (Genenic Routing Encapsulation) tunneling with YLAN
support. This allows an Array to use tunnels to bridge Layer 2 traffic for gne or
mare S5I0-VLAN pairz onto a single destination network through the Layver 3
retwork. GEE tunneling is quite flexible, and can encapsulate many network
layer protocols. As a result, it can support a variety of applications. For exarnple, a
Wi-Fi hotspot can allow guest logine and wse the tunmel fo give guests direct
access to the Internet, without allowing access to the local network, Im a small
office, you may define a turnel to connect users to the corporate office network.
Tunnels may alzo uzed when providing cellular offload capability.

Tunrels may be implemented with:
®  The Xirrus Tunnel Server (TS e the Xirees Tunmel Seroer Llzer's Guide.
® VTS —see "Virtual Turnel Server (VT5}" on page 200,

Tor create a tunned, vou specify the Lecal Endpeint, which should be one of the
Array’s wired ports, and the Primary Remote Endpaint. A Secondary Remoke
Endpninf may ﬂl.'l-ﬂb{i?-ﬂ:ir-:d in case of & failure at the first mdpui'nt Traffic for
a VLAM-SSID pair iz sent in GRE encapsulated packelz acroszs the Layer 3
network from the Array to the remote endpoint When packets arrive, the
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encapsulation is stripped and the resuliant packets are passed bo ypour switch with
802 1q VLAM rapgs for final Layer I processing. The prooess aocurs [n reverse for
packets waveling in the other direction. One tunnel is able to transport up o e
VLAMs

Tunnel Managemeant
This window allows you to create furmeals.

KRS [TEFY ( FIRIT P

.
— R = t (=

Figare 11%, Tunnel Mana gement

Procedure for Managing Tunnels

Mew Tannel Mame: Enter a name for the new tunned in this Rald, then
click on the Create bution. The new tunne] is added to the list.

Enabled: The new tunnel iz created in the disabled state. Click this
checkbo to enakle it.

Type: Enter the type of lunnel, nene or gre.
I.  Local Endpoint: Enter the [P address of the Array Gigabit or 10 Gigabit
port where the tunnel is to begin.

Primary Remvote Endpoint: Enter the [P address of the remote endpoint
of the funnel.

£ Secondary Remote Endpoint: This provides a failover capability. If the
primary tunnel fails, traffic is switched over to the secomdary hamnel
Enter the IP address of the remote endpoint of the secondary tunnel,

7. DHCF Optien: Check this box if you want the DHCT server Lo essign the
IF address, subnet mazk and gateway address when a station makes a
DHCP request,
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MTL: Set maximum ransmbesion unlt (MTU) slze.

Interval: The tunnel mechanism will ping the current remate endpoint
Pl:r.luﬂimul',r to ensure that it is sHll reachable. Enter I]u.-P-in.; interval [in
sacords).

0. Failures: Enter the number of consecutive ping failures that will cause the
Array fo consider the funnel to be down,

1, Click Save changes to {lash if you wizh to make wvour changes
permanent,
11 Proceed to 55000 Assignments to define the 55IDs (and associated

VLANE) for which each tunnmel will Bridge data. You may creale up to1s
tunnels, Each will need an 5510 VLAN pair assigned to it so that it can

function properly.
5510 Assignmenis
This window allows you to select the 55110s to be bridged by each tunnel,
WIRRUS ¥ AR WIFL A may
o Huma Lydina
Cawarman M4l
o 1 i  p— Dpranbam iy
ebaar 1 1 [ e
S - L AR
1 Harpred
Figare 1200, Turreel S50 Assigresenits
Procedure for Assigning 5510

This wimdow lists the turmels and 55105 that you have defined. S5I0s to be
tunmelled should ke asseciated with a VLAN (see "5511) Management” om
page 249)
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For each tunnel, selact the 5502 that are o be bridged to the remote
endpoint. Clear the checkibox for any 5510 that you no longer wish to
include in the tuamel,

[¥]

Click Save changes fo flash if you wish to make your changes
permanenl.

.
SEE SLEED

Tunnels
V0LANS
S5lls
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Security

This status- only window allows you to review the Array’s security parameters, [t
(ACL) values, management settings, encryption and authentication protocol
settings, and RADIUS configuration settings. There are no configuration options
available in this window, but if you are experiencing issues with security, you
may want to print this window for your records.
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Flgure 121. Seoarily

For additional information about wireless network security, refer to:

& “Security Planning™ on page 46

#  “Understanding Security” on page 20%

#  The Security section of “Frequently Asked Questions” on page 452
Por information about secure wee of the WMI, refer to

& “Certificates and Connecling Secarely to the WMI"™ an page 112
“Using the Array’s Defaalt Certificate™ an page 112
“Using an External Certificate Authority” on page 213
“Absut Creating Admin Accounis on the RADIUS Server” on page 218
“About Creating User Accoanis om the RADIUS Server™ on page 234
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Security settings are configured with the follewing windews:

"Admin Hamﬂmnt"’ on prage 214
“Admin Privileges" on page 216
“Admin RADIUS™ an page 215
“Management Control” on page 221
“Access Conlrol List”™ on page 227
“Glabal Settings" an page 230
“External Radius™ on page 234
“Internal Kadius”™ an page I38
“Rogue Control List” on page 240

Understanding Security
The Xirrus Wireless Array incorporates many confipurable security features

After initally installing an Array, always change the default administratos
password (the default is admin), and choode a strong replacement passwornd
(comtaining letters, numbers and special characters). When appropriate, izsue
read-only administrator accounits,

Other security considesations include:

S5H wversus Telmet: Be aware that Telnet is not secure over metwork
connections and should be used only with a direct serial port connection.
When connecting to the unit’s Command Line Interface over a network
connection, you must use a Secure SHell version 2 (85H-2) utility. 55H-2
provides stronger gecurity than S5H-1. The most commonly wsed
freeware providing 55H tools = FuTTY

Configuration auditing: The optional Xirrus Management Syatem (XMS)
offers powerful management features for small or large Xirrus wireless
deployments, and can audit your configuration sektings automatically: In
add:il:anu:i'nE the XM5 climinates the need for an FTP server
Choesing an encryption method: Wireless data emcryplion prevents
eavesdropping on data being transmitted or received over the airwaves.
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The Array allows you to establish the following data encryption
configuration options:

Open=—this option offers no data encryption and is naot
recommended, though you might chooge this opton if clients are
required to wse 3 VPN connecton through a secure 55H utility,
like PuTTy:

WEP (Wired Equivalent Privacyl—this option provides minimal
protection (though much better than using 3n open network), An
earty standard for wireless data encryption and supported by all
Wi-Fi certified equipment, WEP is vulnerable to hacking and is
therefore not recommended for wse by Enterprise networks.

WPA (Wi-Fi Protected Access) and WFPAZ—these are much
stronger encryption modes than WEP, using TEIP (Termnporal Key
Integrity Protocol) or AES (Advanced Encryption Standard) to
encrypt data,

WPA solves security issues with WEPR It also allows you to
establish encryption keys on a per-user-basis, with key rotation
for added security. In addition, TRIP provides Message Integrity
Check (MIC) (unctiomality and prevenls aclive allacks on the
wirgless natwhork.

AES iz the strongest ercryption standard and is used by
government agencies; however, old legacy hardware may not be
capable of supporting the AES mode (it probably won't work on
older wireless clients). Because AES is the strongest encryption
standard currently available, WPA2 with AES is highly
recommended for Enterprise networks,

Any of the above encryption methods can be used and an Array can
supporl multiple encryplion melhods simullaneously, butl only one
mvethod may be selected per S50 (except that selecting WPA-Both allows
WA and WFAZ to be used at the same time on the same SSITY).
Otherwise, if multiple security methods are needed, you must define
multiple 510
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The encryption mode (WEP, WPA, etc.) 13 selected in the S55IDs =551D
Management window (see “55I0 Marmagement™ om  page 249)
The encryption standard used with WPA or WPAZ [AES ar TEIP) is
selected in the Security=Glebkal Settings window under WIPA Settings
(see “Global Settings™ on page 230).

®  Cheosing an authentication method: User suthentication ensures that

users are wino they say they are. For this purpose, the Array allows you bo
choose between the following user authenfication methods:

Pre-Shared Key——users musk mmuall}r enifer a h:l::.r [pu.urp'l'lru.m:l
on the dient side of the wireless network that matches the key
stored by the admindstrator in the Array.

This method should be used orly for smaller networks when a
RADIUS server iz unavailabkle, If PSEK must be used, choose a
strong passphrase contzining between & and 62 characters (20 is
preferred). Always use a combination of letters, numbers and
special characters. Never use English words separated by spaces.

BADIUS 802.1x with EAP=—8021x wses a RADILS server to
authenticate large numbers of clisnts, and can handle different
EAP  (Extensible Avthentication Protocol)  authentication
methods, including EAP-TLS, EAP-TTLS, EAP-FEAF, and LEAP-
the Wireless Array] or external. An external EADIUS server
offers more functionality and security, and &= recommended for
large deployments. When using this methcd, user names and
passwords must be entered into the EADIUS server for wser
authentication.

MAC Address ACLz (Access Conbral Lists)—M{Al address
ACLs provide a list of cllent adapter MAC addreszes that are
allowed or denled access to the wireless nebtwork. Access Control
Lists work well when there are a limited number of users—in
this case, enter the MAC address of each user in the Allow list, In
the event of a lost or stolen MAC adapter, enter the affected MAC
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addresz im the Deny list. The Wireleas Array will accept up to
1000 ACT. epdries,

Certificates and Connecting Securely to the WHMI

When you point your browser to the Armay fo connect to the WML, the Array
presents anm X509 security certificate to the browser to establish a secure channel.
Cme significant piece of information in the certificate is the Array’s host name.
This ties the certificate to a particular Array and ensures the client that it i
connecting to that hast.

Certificate Authorities (CAs) are entities that digitally sign certificates, using their
own certificates (for example, VeriSign is a well-known CA) When the Armray
presents its certificate to the client’s browser, the browser looks up the CA that
signed the certificate to decide whether to trust it. Browsers ship with a small set
of trusted CAs already installed. If the browser trusts the ceriificate’s CA, @t
checks o ensure the host narme (and 1P addreas) match those on the certificate. If
any of these checks fail, vou get o security warning when connecting to the WML
The Array ships with a default certificate that is signed by the Xirrus CA. You
may choode to use this certificate, or to use a certificate jssued by the CA of your
choloe, a3 deseribed in the following sectons:

®  Using the Array’s Default Certificate

#  Using an External Certificate Authority

Using the Array's Default Certificate
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il X ol ialo B e
ek S By b A
Fawern sl Comife xion Sahiiaing

Towabed Gedicsls Shr v Remoae: DresE0000
Jpvad Shprec Cariican | Dncesea Lalzad

Figure 122. Import Xierus Certifleate Autbrity
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The Array's certificate s signed by a Xirrus CA that iz customized for your Array
and its ocurrent host mname. By default, browsess will not trast the Asray's
certificate. You may import the Xirmg certificate to instruct the browser bo trust
the Xirrus CA on all future conmections to Arrays. The certificate for the Xirmes
CA is available on the Amay, so that you can import it into your browser’s cache
of trusted CAs (right alongside VeriSign, for example). On the Management
Control window of the W you will see the xirras-ca.crt file (Figure 122}

By clicking and epening this file, you can follow your browser’s instructions and
import the Xirmnus CA into your CA cache {see page 225 for more information).
This instructs your browser to trust any of the certificates signed by the Xirmes
A, =0 that when vou connect to any of our Arravs you should ne lenger see the
warning about an untrusted site. Mote however, that this u:nl}r winrks if VOU use
the host name when connecting to the Areay. I vou use the IF address to connect,
vou get a lesser warning saying that the certificate was only meant for hostname”.

Since an Array’s certificate is based on the Array’s host name, any time you
change the host name the Array’s CA will regenerate and sign a new certificate.
This happens automatically the next time yvou reboot after changing the host
name. If you have already Installed the Xirrus CA on a browser, this new Array
ceplificate should autoratically be tmasted.

When you install the Xirrus CA in your browser, it will trust a certificate signed
by any Xirrus Array, as long as you connect using the Array’s host name.

Using an External Certificate Autherity
If you prefer, you may install a certificate on your Array signed by an cutside CA

Why use a certificate from an external CA? The Array’s certificate is used for
security when stations attempt to associate to an 5510 that has Web Page Kedirect
enabled. In thiz caze, it is preferable for the Array to present a cerlificate from an
external CA that is likely to be trusted by most browsera. When a WEE login page
is precented, the user will mot see a security error if the Array's certificate was
oivtaimed from an external CA that is already trasted by the vser's browsern

WMI provides options for cresting a Certificate Signing Request that you can
send o an external CA, and for uploading the signed cedlificats o the Array aller
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yvou obtain it from the CA. This certificate will be tied to the Array's host name
and private key. See “External Certification Awthority” on page 226 for more
details

Admin Management

This window allows you to manage network administrator accounts {create,
maodify and delete). It aloo allows you to limit acoount access to a read only status.
When finished, click on the Save changes to flash button if you wish to make

vour changes permanent.
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Procedure for Creating or Modifying Netweork Adimimistrator Accousts

Admin ID: Enter the login name for 2 new network administrator 10,
The length of the DY must be between 5 and 30 characters, inchisive

1. ReadWrite: Choose 1iread-write if you want to give this administrator
103 full read /write privilages, or choose Qread-only to restrict this user to
mead only status In the read only mode, administrators cannot save
changes to configurations. Ur you may select one of your custom-defined
privilege levels (see “Admin Privileges” on page 216).

1 MNew Password: Enter a pasgsword for this TD. The length of the password
must be between 5 and 50 characters, inclusive,

L. Werily: Re-enler the password in this feld o verily that you typed the
passwosd correctly. If you do not re-enter the correct password, an error
message is displayed).
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5 Click on the Create button to add this admindsteator 10 bo the Hat

£ Click Save changes te flash if you wish to make your changes

permanent.

See Alse

Admin Privileges
External Radius
Global Settings. (LAF)
Inmternal Radius
Management Control
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Admin Privileges

This window provides a detailed bevel of control over the privileges of Armay
admimistrators. Administrators may be assigned one of eight Privilege Levels
You may defing the privilege level of cach major feature (Configuration Section)
that may be configured on the Array. For example, say that you set the privilege
level o 4 for Reboot Array, Security, Radius Server, and SNMFE, and you leave all
other configuration sections at the default privilege level of 1. In this case, any
administrator with a privilege level of 4 or higher may perform any operation on
the Array, while an administrator with a privilege level lower than 4 but at least 1
may perforem any operation excepl those whose level was set to 4. An error
message will be displayed if an operation is attervpted without a sofficient
privilege level.
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Figure 124. Admin Privileges

Privilege level 0 is read-omly, As a minimorn, all administrators have permission
for read access to all areas of Array configuration. Higher privilege levels may be
used o define additiomal privileges for specific configuration sections,
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If you are uging an Admin BEADIUS server to define adeninistrator acoounts,
please see "RADIIS Vendor Specific Attribute (VSA) for Xirrus™ on page 453 to
sat the privilege level for each administrator.

Procedure for Configuring Adwin Privileges

5]

Privilege Level Names (optionall You may assign a Name 1o each
Privilege Level. The name may be used to describe the access granted by
this level. By default, levels 0 and 1 are named read-only and read-write,
respectively, and levels 2 through 7 have the same name a3 their level
TiLTET,

Privilege Lewels: Use this section to assign a Minimum Privilege Level
1o selecled Configuration Sections as desired. By default, all sections are
agaigned lewel 1. When you select a higher privilege level for a
configuration section, then only administrators who hawve at least that
privilege level will be able to make configuration changes to that section.

You may click & at the bottom of any row W teggle the values in the entire
oolumn to elther an or off.

Click Save changes te flash if you wish to make your changes
permanent.

Ser Alse

External Radius

Groups

Admin Management
Admin BEALHLS
Security
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Admin RADIUS

This window allows you to set uwp authentication of network administrators via
BADILS, Usimg BADIUS to contrel administrator accounts for Iogging in to
Arrays has these benefits:

o Centralized contral of adminkstrator accounts.

®  Less effort=—you don't have to sot up user names and passwords on each
Array; just enter them once on the RADIUS server and then all of the
Arrays can pull from the RADILS server
#  Enforced policies—you may set password rules (g.g., passwords must
corikain at least one number and be at least 12 characters in length), and
wou may set expiration fimes for passwonds
Admin EAIDIUS settings override any local administrator acoounts configured on
the Admin Management window. If you have Admin EADIUS enablad, all
administrator authentication is done via the configured EADIUS servers. The
only exception to this is when you are connected via the Console port (using CLI).
If you are using the Conscle porl, the Array will authenticale administralors
using acoounts configured om the Admin Management windeow first, and then use
the BRADILS servers, This provides a safety net to be ensure that vou are not
completely locked out of an Armay if the RADIUS server is dowm,

About Creating Admin Accounts on the RADIUS Server

Permissions for RADIUS administrator accounts ane controlled by the RADILS
Xirrus-Admin-Rele sttribute. This is 3 Vendor Specific Attribute (V3A). To define
the privileges permitted to an administrater sccount, st the value of its Xirres-
Admin-Fele atiribule to the desired Privilege Level Name siring, as defined in
"Adrnin Privileges” on page 216. For more information about the EADIUS V5As
used by Xirrus, see “EADILUS Vendor Specific Attribute (V5A) for Xirmes" on
page 463.

When configuring adeinistrator acoounts on the BEADIUS server, vou must
observe the same restrictions for lenpth and legal characters as when ereating
these accounts on the Array using the Adremin Management window: the user
nmame and passwaord mouest be between 5 and 50 characters, imclusive,
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Figure 125 Admin RADILS

Procedure for Configuring Admin RADIUE

LUge this window to enable/disable administrator authentication via RADILS,
and to st up primary and sccondary servers to use for authentication of
admimistrators atiempting to |.|;|;E; in tes the Array.

Admin RADIUS Settings:

i. Enable Admin BADIUS: Click Yes to enable the use of RADIUS to
authenticate admintstrators logging in to the Areay You will nesd to
specify the RADIUS server(s) to be used.

b Authentication Type: Select the protocol used for authentication of
admirdatrators, CHAP or PAP (the default).

PAP (Password Authentfication Protocol), is 2 simple protocol.
PAF transmits ASCI passwords over the network “in the clear™
(unencrypted) and is therefore considersd insecure.

+ CHAPF (Challenge-Hardshake Authentication Protocal) is 4 more
secure protocol. The legin request is sent using a ona-way hash
furction,

Canfiguring the Wirelass Array 2149



XIRRUS Wireless Array

¢. Timeout (seconds): Define the madmuem idle tme (in seconds)
before the RADIUS server's sessicm fimmes out The default is 200
seoonds

1. Admin RADIUS Primary Server: This is the RADIUS server that you
imlend 1o use as Pour primary server

2. Host Mame [ [P Address: Enter the [P address or domain name of this
extermal RADIUS server.

b Pert Number, BEnter the port number of this BADIUS server. The
default is 1812,

Shared Secret [ Verify Seerel: Enler the shared secrel that Lhis
BADIUS server will be wsimg, then re-enter the shared secret to verify
that you typed it correctly.
‘Eik The shared secrel that wou define mus! match the secrel wsed by the
RADILIS server.

Admin RADIUS Secondary Server (optional): If desired, enter an
alternative external BEADIUS server [f the primary RADIUS server
becomes unreachable, the Array will “failover™ 1o the secondary BADIUS
server (defined here)

2. Hast Mame [ [P Address: Enter the [P address or domain name of this
RADIUS sprver.

b Pert Mumber. BEnter the port number of this EAIDILS serwver.
The default is 1812

Shared Secret / Verify Secrel: Enter the shared secret that this
EADIUS server will be using, then re-enter the shared secret to verily

that you typed it correcthy.
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Management Contral
This window allows vou to enable or disable the Array management interfaces
and set their inactivity time-guts. The supported range is 300 {default) fo 100,000

soconds,
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Figure 126 Managesnent Contral
Procedire for Configriring Managemnent Cowtrol
Management Settimgs:

o Maximum login attempts allowed (1-255): After this number of

consecutive failing admindstrator login attermpts via szh or telnet, the
Failed login retry peried is enforced. The default is 3.
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Falled login retry period (0-85535 secands): After the maxdiemum
numiber (defined above] of consecutive failing administrator login
attermpts via ssh or telnet, fhe administrator’s TP address is denied
access bo the ammay for the specified period of time (in seconds). The
default is 0,

Pre-login Banner: Text that you enter here will be displayed above
the WMI login prompt. (Figure 1Z7)

XiRRUS Hirrus KR40 WIF| Ay
115 1 B L
el Sl s L
vl Ynam
e CEam aErn

Flgare 127, Pre-login Bashir

d. Post-login Banner: Text that you enter here will be displayved in a
message box after a user logs info the WML

S5H

On/O#H: Chooze On to enable managerment of the Array over a Secure
Shell {S5H-1) connection, or Off te disable this feature. BEe aware that
only 55H-Z connections are supported by the Areay. 55H clients used
for connecting to the Array must be configured to use S511-2,

b Conmection Timesut 30-100000 (Seconds): Enter a wvalue in this feld
o define the imeout (in seconds) before vour S55H connection i
disconmected. The value vou enter here must be between 30 seconds
and 100,000 secomds.

Port: Enter a value in this fisld to define the port used by SSEL
The default port is 22,
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Telmet:

A

OnfOff: Choose On to epable Armay management over a Telnet
conmection, or O o disable this feature, 55H offers a more secure
connection than Telnet, and is recommended over Telnet.

Connection Timeout 30-100000 (Seconds): Enter a value im this feld
to define the timeout (in seconds) before your Telnet conmection is
dizcornected, The value you enter here must be bebween 30 seconds
and 100,000 seconds.

Port: Enter a value in this field to defime the port wsed by Telnet.
Thi default port is 23,

Xireon
The Xircon ufility is not used with XN Arrays. For those Arrays, this
setting should always be turned OFf,

The Xircon utility connects bo Xirrus Arrays that are not reachable via the
normal access methods [such as 55H cr W) and that do not have a
physical console port (XE-1000 models), or whose console port is not
accessible,  Please see "Securing Low Lewvel Access to the Array” on
page 78 for more information about Xircom, You can enable or disabkle
Xircon acoess o the Array as instructed below,

OnfOff: Choose On fo enable Xircon access to the Array at the
Asray (s (CLI) and Xirrus Boot Loader (XBL) levels, or Off 1o disable
access at both levels. On XR-1000 Array models only, Xircon access s
On by default. On all other Array models, Xircom access is O by
defaule.

Array0 5 enly: Choose this radio button to enable Xircon access at the
Array (S level only (e, Xircon can access CLI only). Access to the
Array al the Xirrus Boot Loader (XBL) level ks disabled.
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Boot enly: Choose this radio button te enable Xircon access at the
Xirrus Boot Loader (XBL) level onby. Areayi0S level (CLI acoess to the
Array is disabled,

Coennection Timeout 30-100000 (Seconds): Enter a value in this feld
I define the Umeoul (in seconds) before your Xircon connection ks
discernected. The value you enter here must be bebween 30 seconds
ame 100,000 secomids.

Part: Ender a value in this field to define the port used by Xircon
The default port is 22612

Serial

On/O#: Choose On to enable management of the Array via a serial
conmecHon, o choose O o disable this feature.

Connection Timeout 30-1000060 (Seconds): Enter a value in this field
to define the imeout (in seconds) befors your serial connection is
disoonnected. The value you enter hore must be babwaen 30 saconds
ared 100,000 seconds.

¢ HTTPS

Connection Timeout 30-100000 (Seconds): Enter 2 value in this feld
o defline the tirmeowl (in seconds) before your HTTFS connection i
discennected. The value vou enter here must be between 30 2econds
and 100,000 seconds. Management wia HTTPS (ie. the Web
Management Interface) cannot be disabled on this window. To
disable management over ITTTPS, you muost use the Command Line
Interface.

Pert: Enter a wvalue inm this field to define the port used by SGHL
The default port iz 443

234
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7. Managemenl! Modes

1. Metwork Assurance: Click the Om buticn to enable this mode.
Metwork assurance checks network connectivity to each server that
vou configure, such ag the NTP server, RALNILUS servers, SNMP trap
hosts, ete By proactively identifying netwark resources that are
unavailable, the network manager can be alerted of problems
potentally before end-users notice an swe The distributed
intelligence of Arraye provides this moniloring al mulliple poinks
acress the network, adding to the ability to isolate the problem and
expedite the resolation
Connectivity ls checked when vou configure a server. If a newly
conflgured server ls unreachable, vou will be notified dicectly and a
Svelog entry ls created. Configured servers are checked once per
Period which by default is 300 seconds (five minutes). Servers are
checked regardless of whether they are configured as IP addresses or
host names.

If a server becomes unreachable, a Syslog message is generated.
When the server again becomes reachable, another Syslog message is
gemeTated,

To view the status of all corfigured servers checked by this feature,
please ges “Metwork Assurancs™ on page 112,

HTTPS (X.509) Certificate

4. Import Xirras Autherity inte Browser: This [ealure imporis the
Xirrus Certificate Authority (CA) into vour browser (for a discussion,
please see “Cerfificates and Conmecting Securely to the WMI* on
page I12), Click the lirk [xirrus-ca.crt), and then click Open bo view
or install the current Xirrus CA certificate. Click Install Certificate to
start your browser's Certificate Install Wirard, We recommend that
vou use this process to install Xirrus as a roob authority in your
browasr,

When you assign a Host Mame to your Armay using the Express
Setup window, then the next fime you reboot the Armay it
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automatically creates a securlty certificate for that host name. That
cortificate uses Xirrus as the sipning authority. Thus, in oeder o avodid
having certificate errors on your browser when using W

You must have assigned a host name io the Areay and rebooted at
seme Hme aller that.
Use Import Xirrus Authority inte Browser

Access WMI by using the host name of the Array rather than its
IF address.

HTTPS (X.509) Certificate Signed By: This read-only field shows the
signimg authority for the current certificate,

External Certification Authority

This Step and Step 10 allow you to obtain a certificate from an external
authority amd install it on an Array. “Using an External Certificate
Authority™ on page 213 discusses reasons for using an external CA,

For example, to obtain and install a certificate froem VeriSign on the Array,
follow these steps:

If you don't already have the certificate from the external {non-
Xirrus) Certificate Authority, see Step 10 to create a request for a
cerlificate,

Use Step 93 to review the request and copy its text to send to
VeriSign.

When you receive the new cerbificate from VeriSign, uplead it to the
Array using Step b,

Extemal Certification Authority has the following fields:

Download Certificate Signing Request: After creating a certificate
signing request |.cer file—Sbep 10), dick the View button bo review it
If it is saticfactory, click the name of the .csr fle o display the text of
the Teguest, You can them copy this text amd vse it as required by the
CA, You may also click om the filemame of the car file to download it
to your local computer.

26

Configuring tha Wiralass Amray



&

Wireless Arcay m

b Uplosd Signed Certifleate: To use a custom certificate signed by an
authority other than Xirrus, wse the Brewse button to locate the
certificate file, then click Uplead bo copy it to the Array, The Array’s
web server will ba restarted and will pick up the newr certificate. This
will terminate any current web sessions, and you will need to
reconnect and re-login to the Array.

I Te create a Certificate Signing Requesi

. Fill in the fields in this section: Commen Name, Organization Name,
Organizational Unit Name, Locality (City), Stafe or Province,
L"-nunl:q.' Mame, and Email Addreas. S-l:lm:ﬂ: may be used in any af
the fields, except for Common Mame, Country Mame, or Email
Addresz. Click the Create bulton o create the certficats signing
request. See Step 9 above to use this request,

I. Click Save changes te flash if you wish o make your changes
permanenk.

Metwork Interfaces - to enable/disable management over an Ethernet interface
Global Settings (LAF) - to enable/ disable managerment over LAFs

Admin Managemeant

External Eadius

Global Settings ([AF)

[mternal Hadius

Aecnge Control List

Securlty

Access Control List

This window allows you o enable or disable the use of the global Access Control
List {ACL), which controls whether a station with a particolar MAC address may
associate to the Array, You may create station access control list entries and delets
existing entries, and control the type of list.

There iz cnly one global ACL, and you may select whether itz type is an Allow
List or a Deny List, ar whether use of the list is disabled.

Canfiguring the Wirelass Array 227



XIRRUS Wireless Array

Thers i3 also a per-55100 ACL (gee “Per-55[0 Acceszs Control List™ on page 262}, IF
e sarme MAC address is listed in both the global ACT and in an S5I0's ACL, and
if gither ACL would demy that station access to that 551D, then access will b

demiad,
[
I‘IHH“ Wimes ERSIL ™ IF]&mey
il Bapre i [T F. I
T PP | Hpmereerpaioder |
§ e i i
F f~
: i L G Y TN O [ " Ty T
e B mllman | emedii
L EE P e
Wy | e
. RHE SEasgnen Merrn=
| Emagpgrs Moy
reud "Lri
LR
e 2 v
.l
o

Figiarm 128, Acoess Conlsol List

Procedure for Configuring Access Control Lists

Access Control List Type: Select Disabled to disable use of the Access
Control List, or select the ACL type—either Allow List or Deny List

«  Adlew List Only allows the listed MAC addresses to associate to
the Array. All pthers are denied.
+ Deny List Denies the listed MAC addresses permission to
associate to the Array. All others are allowed.
E._ In addebion fo these hsts, other authenfication methods l:'_iFi'rr
exameple, RADNLUS) are still enforced for users.

I MAC Address: If you want to add a MAC address to the ACL, enter the

migwe MAC address here, then click om the Add button, The MAC address
is added to the ACL. You may wse a wildcard (*) for ome or more digits to
match a range of addresses. You may create up to 1000 entries.

2R
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3. Delete: You can delete selected MAC addresses from thiz Hat by clicking
their Delete buttons,

I. Click Save changes te flash if you wish to make your changes
P’Ermlt'l.ﬂ“.

Ser Also

External Eadius

Glebal Settings {LAF)

Internal Radias

Management Control

Security

Station Status Windews (list of stations that have been detected by the Armay)
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Global Settings
This window allows you to establish the security parameters for your wireless
netwaork, inchuding WEF, WPA, WPA2 and RADIUS authentication. When
finished, click Save changes to flash if you wish to make your changes

permanent.

For additional information about wireless network security, refer o "Security
Planning™ on page 46 and "Understanding Security™ on page 209,
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Procediire for Confignring Nettoork Secaurily

RADIUS Server Mode: Choose the RADIUS server mode you want to
use, either Internal or Extermal. Parameters for these modes are
configured in “External Radius" on page 234 and “Internal Radius® on
page 238

WPA Settings

Thess settings ane used if the WPA or WPAZ encryphion bype is selected on the
S5IDs =551D Management window or the Express Setup window [on this
window, encryption type is set in the 5510 Settings: Wireless Security field).

2. TKIF Enabled: Choose Yes to enable TEIF (Temporal Key Integrity
Protocal), or choods Ne to disable TEIR

a TEIP encryphion doss sl suppert kigh troughpul rales (e Drproved
MAC Throughput), per the IEEE 802 T1n specification.

TEIP should never be wsed for WIS links on XE or XN Arrays.

7. AES Enabled: Choose Yes fo erable AES (Advanced Encorvption
Standard), or choose Ne te disable AES. If both AES and TKIF are
enabled, the station defermines which will be wsed.

L WPA Group Rekey Time (reconds) Enter a value to apeclfy the group
rekey time (in seconds). The default is Mever.

5. WPA Preshared Key [ Verify Key: If you enabled FSK, enter a passphraze
here, then re-enter the pasaphrase o verify that you typed it correctly
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X

'WEF Setings

These settings are used if the WEP encryption type is selected on the 55105 »
SSID Management window or the Express Setup window (on this window,
encryption type is zet in the 851D Settings: Wireless Secarity field).

Click the Show Clearbedt button te make the lext that you type in to the Key
fields visible.

B

WEP encryption dees mot support high throughput rates or fembures (ke
frame agevegation or block ackmowledpements [sée Tproved MAC

Throwghput), per the [EEE 802.11n specification.

WEP shewld never be weed for WS Links on Arrays,
Eneryption Key 17 Verify Key 1:
Key Size: Key length is automatically computed based on the Encryption
Key that you enter

5 ASCI characters (10 hex) for 40 bits (WEP-64)

13 ASCI characters for (26 hex) 104 bits (WEP-128)

Encrypton Key 1/ Verify Key 1: Enter an encryption key in ASCIL or
hexadecimal, The ASCI and translated hexadecimal values will appear

b the Fight if you selected the Show Cleartext button

Re-enter the key to verify that vou typed it correctly. You may include
special ASCII characlers, excepl for the double quaote symbal [
Encryption Key 2 to 4/ Verify Key 2 to 4/ Key Mode/Length (optional): If
desired, enter up to four encryption keys, in the same way that you
entered the first key.

Default Key: Chopse which key you want to assign as the default key.
Make vour selection from the pull-down list.

22
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9. Click Save changes to flash if you wizh to make your changes
ISR TS

-& Hyﬂ'cr t'm'gﬁ_g'm-r'.m_g' metmark securily, the mrgﬁ_;m!mrz musl be
applied to an 551D for the new functionality to take effect.

See Alsp

Admin Management
External Badius
[nternal Radius
Access Contnol Lask
Management Control
Security

Security Flanning
551D Management
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External Radius

This window allows vou to define the parameters of an external EADILUS server
for user authentication. To set up an external BADIUS server, you must chooss
External as the EADIUS server mede in Global Settings, Refer to “Clobal

Settings” on page 130
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Pigure 130, External RADIUE Server

If you want to incdude user group membership in the EADIUS account
information for users, see “Understanding Groups” on page 264, User groups
allow vou to easily apply a uniform configuration to a wser on the Array

Aboul Creating Ulser Accounts en the RADIUS Server

A number of attributes of user (wireless client) accounts are controlled by
RADIUS Vendor Specific Attributes (VSAs) defined by Xirrus. For example, you
would use the V5A namad Xirrus-User-VLAN if you wish to set the VLAN for a
user account in RADILS. For more information about the EADIUS VEAs used by
Xirrus, see "RADIUS Vendor Specific Attribute (V5A) for Xirrus" on page 463,

Pt Configuring tha Wiralass Amray



Wireless Arcay m

Procediire for Configuring an External RADILS Server

Primary Server: This is the external READIUS server that you intend to
USE AF YOUT PIMATY SETVEL

Hast Mame [ [F Address: Enter the IF address or domain name of this
external EADIUS server.

Port Number: Enter the port number of this external RADIUS server.
The default = 1812

Shared Secret | Verify Secret: Enter the shared secret that this
external RADIUS server will be wsing, then re-enter the shared secret

to verify that you typed it correctly.

\E i The shiazed secref fhef W ir:_ﬁnr mesf maich the secref wsed by the

external BAINUS server,

Secondary Server (optionallk If desired, enter an alternative external
BADIUS server. If the primary RADILS server becomes unreachable, the
Array will “failover” to the secondary RADIUS server (defined here).

Hast Mame [ [P Address: Enter the I address or domain name of this
extermal RADILS server.,

Port Number. Enter the port number of thiz external RADIUS sprver.
The default i= 151X

Shared Secret / Verify Secret: Enter the shared secret that this
external RADIUS sarver will be using, then re-enter the shared sacrst

o verify that vou typed it correctly.

Settings: Define the session timeout, the MAS Identifier, and whether
ln;nunl:i'nﬁwiﬂheuuad.

Timeeut (seconds): Define the maximum idle time (in seconds)
before the extermal EADIUS server’s session timses out. The default is
G0 seoomids,

DAS Port: EADIUS Dynamic Authorizatien poet. Some BEADIUS
servers have the ability to contact the Array {referred to as an NAS,
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d

sea beloww) to terminate 3 uger with a Disconnect Message [Dbd). Or
BRADIUS may send a Change-of-Authorization (CofA) Message to the
Areay to change 3 wser’s privileges due to dynamically dhanging
session authorizations. RADIUS will use the DNAS port om the Array
for this purpose. The default is port 3799,

MNAS Identifier: From the point of view of a EADIUS server, the
Array is a client, also called a metwork access server [NAS), Enter the
MWAS Identifier (1P address) that the RADIUS servers expect the Array
to usp=—this is normally the [P address of the Array's Gigabit] port,

Acvcounting: If you would like the Areay to send BADIUS Start, Stop,
and Interim records te a RADIUS accounting server, click the Omn
buttor. The account settings appear, and must be configured

Accounting Settings:
Mot that EADIUS accounting start packets sent by the Array will include
the client station's Framed-IP-Address atiribute.

Accounting Interval (secands): Specify how aften Interirn records are
fi b semt b the server The default is 300 seconds,

Primary Server Host Wame ! [P Address: Enter the [F address or
domain name of the prieary RADIUS accounding server thal you
intend to wse,

Primary Port Number: Enter the port number of the primary
FADIUS accounting server. The default is 1813

Primary Shared Secret / Verify Secret; Enter the shared secret that
the primary BADIUS accounting server will be using, then re-emter
the shared secret to venify that you typed it correctly.

Secondary Server Host Mame [ [P Address {optional): If desired,
enter an 1P address or domain name for an alternative RADILS
accounting server. If the primary server becomes unreachable, the
Array will “failover” to this secondary server (defined here).
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[ Secondary Port Mumber: [f using a secondary accounting server,
eriter iks port number. The default is 1813,

fr. Emduy Shared Secret / \"-l:ril",' Secret: If using a r-u.'.ln'ldar_"
accounting server, enter the shared secret that it will be using, then re-
enter he shared secret Lo verily that you typed it correctly.

Click Save changes to flash if you wish to make your changes
permanent.

See Alse

Admin Management
Global Settings (IAF)
Inmternal Radius

Mecess Control List
Management Control
Security
Und.:r:hrdin; l':n'nu]:l-.s
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Internal Radius

This window allows you to defineg the parameters for the Areay's imternal
BADIUS server for user authentication, Howewer, the internal RADIUS server
will only authenticate wireless clients that want to associate to the Array. This can
be vseful if an external RADIUS server is not available. To set up the imternal
RADIUS sarver, you must choose Internal as the RADIUS server mode in Global

Settings. Refer to “Clobal Settings” an page 230,
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Figune 131, Interpal RADIUS Server

e 8 Clientls using PEAP say haoe difficulty authenticaling fo the Array wsing
the Imbernal RADIUS server due to invalid securily centificate ervors, To
prevent this profies, the user may dissble the Validate Server Cerfificate
optien on ter station, De fiis by disploying the stabion’s wireless devices and
then displaying the properties of the desirrd anpeless inderface. In the
security properties, disible Validate sevoer certificate. In some systems,
this may be found by seffmg fhe suffentiochion methed to PEAP and
changing the sssociated settings.
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Procediire for Creating a Wew WUser

[~}

E

User Mame: Eniter the mame of the wuser that you want to authenticate bo
the internal EADHLUS server,

S5I0 Resiriction: (Optonal) If you want to restrict this user to
associating to a particular 5510, choose an 5510 from the pull-down lst.

User Group: (Optional) If you want to make this user a member of 2
previously defined user group, choose a group from the pull-down list.
This will apply all of the user group’s setngs to the user Ses
"Understanding Groups” on page 264,

Paggword: (Optional) Enter a password for the user

Verify: (Optional) Retype the user password to verify that youw typed it
correctly

Click on the Create button to add the new user to the lst.

Procedure for Manangivng Existing Users

S5ID Restriction: (Optional) If you want to restrict a user to associating
o al:rarl:icular 5810, choose an 5510 fram ihpull-:lml.rn list.

User Greup: (Opticnmal) If vou want to change the wser’s group, choose a
group from the pull-down list, This will apply all of the user group’s
settings to the user. See “Understanding Groups™ on page 264.
Password: [Optional) Enter a new password for the selected user.

Verify Password: (Opticnal) Estype the user password to verify that you
typed it correctiy,

If vou want to delete one or maore users, click their Delete buttons.

Click Save changes ta flash if you wish to make your changes
permanent,

Admin Management
External Radius
Global Settings (LAP)
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Apcess Control Liat
Management Control
Security
Understanding Groups

Rogue Contro] List

This window allows you to set up a control list for rogue APs, based on a type
that you define. You may classify rogue APz 25 blocked, so that the Array will
take steps to prevent stations from associating with the blacked AP See “About
Blocking Rogue APs” on page 331, The Array can keep up to 5000 entries in this
List,

E. The RF Mownitor = Intrusion Debection window prowdes an alfernade
methed for classifying regues. You cam bt all Linkoeouns stations and sefect
all the rmgpues et you'd ke to set fo Knotn or Approved, miker than
entering the SSIVESSID as dreseribed belog, See “Tudfrision [Defecfion”™

ou prge 118,
i
EIRHYS s =SRAEN SR Ay
o e a1 il e bl e =)
e | Parsl
A L E Brbic fprone K Mad By BSBD DFD Mardaras
¥ r a & - S |
e
wlitfa R -] " n |
TFareds i Y e & E S |
il =1 ek - - Fel=r
i e L= | 22 20l " ¥ B
S e Pl — .
LR S s L L3 =
o e i il rL - PR - W N Etm
] ST H ] R - " i
Ll ke

Figure 132 Engue Control List
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Procediire for Establaking BEogie AP Coartrol

Rogue BSSID/SSID: Enter the BSSID, 551D, or mamufacturer string to
match for the new rogues contrel entry. The Makch Only radio buttons
specify what to match (2.5, the MAC address, 8510, or manufactures),

You may use the *** character as a wildeard to match any string at this
position, For example, 00:.067d:* matches any string that starts with
O0E7d:, Xirrus Arrays start with 00:067d: or 5Re0:28:. By default, the
Rogue Control List contzins two entries that match 00:0£7d:* and
SOE0-28:™ and EP'PIE" the classification Known o all Xirrus A.Tl'a.}r:.

! Rogue Conftrol Classification: Enter the classification for the specified
rogue APs), cither Blocked, Known or Approved.
Match Omly: Selact the match criterion o compare the Rogue BSSIDY

S5ID string against BSSID, Manufachurer, or SSI0. The BSSIDY field
cortains the MAC address.

I Click Create to add this sogue AP to the Rogue Control List

Rogue Control List: If you want to edit the control fvpe for a mogue AP,
just click the radio button for the new type for the entry: Blocked, Known
or Approved.

£ Todelate rogue APs from the list, dick their Delete buttons.

7. Click Save changes to flash if you wish lo make your changes
permanent.

5

Metwork Map
[mtrusiom Detection
S5lls

5810 Management
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ssiDs

This status-only window allows vou to review 5510 {Service Set IDentifier)
assigruments, It includes the S50 name, whether or not an 5510 is visible on the
network, any security and QoS parameters defined for each S5ID, associated
VLAN [Ds, radio availability, and DHCP pools defined per 5510, Click on an
55I0¥s name o jump to the edit page for the 5510, There are no configuration

options avallable on this page, but f you are experiencing problems or reviewing
5510 managernenl paramelers, vou may want to print this page for your records.

E For o complete discwssion of implementing Voice over Wi-Fi on the Arraw,
s the Xirrws Vadce oper Wireless Applicetion Note in the Xirmgs
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Figers 132, 5500

The read-only Limits section of the 55108 window allows you to review any
lirnktations associated with vour defined 551Ds. For example, thiz window shows
the current state of an 5510 (enabled of not), how much S5I0 and station traffic ks
allowed, Hme on and time off, days on and off, and whether each 5510 i
currenthy active or inactive.

For nformation to help you understand 35105 and how multiple 551D are
managed by the Wireless Array, go to “Understanding 5500 on page 243 and
the Multizle 55I0= section of “Frequently Asked Cuesticns” on page 452, For a
description of how CloS operates on the Array, see “Uinderstanding QoS Pricrity
on the Wireless Array” on page 244,
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5510 are managed with the fallowing windows:
e "5EID Hu'l.a'na':m:nl:"' on page 249
& “Active IAP:" on page 261
®  “Per-S8T0 Access Contral List™ on page 262
5510 are discussed in the following fopice
& “UUnderstanding S5I0:" on page 143
] 'Unﬂn’:hnding oS F‘ri-l;lrﬂ'.; on the Wireless Armay” on page 244

Undemstanding 5510s

The SSID (Service Set Identifier) s a unigue ldentifier that wireleaz networking
devices use to cstablish and malntaln wireless connectivity. Multlple seceas polats
on a network or sub-nebwork can wse the same 55108 5510 are case-sensitive
and can combain up to 32 alpharumeric characters (do not include spaces when

defining SSIDs).

Multiple §5105

A BSSID (Basic 5510 refers to an individual access point radio and its associated
clients. The identifier is the MAC address of the access point radio that forms the
BSS. A group of B5Ss can be formed to allow stations in one BSS to communicate
o slations in another BS5 via a backbone thal interconnects each accesa point.

The Extended Service Set (ES55) refers fo the group of BSSIDs that are grouped
together to form one ESS. The ESSID (often referred to as 5510 or “wireless
mefwork name”) identifies the Extended Service Sst Clients must associate to a
single ESS at any given dme. Clients ignore traffic from other Extended Service
Sets that de not have the same S50,

Legacy access points typically support ome 5510 per access point. Wireless Arrays
support the ability to define and wse multiple 8510 simultanesusly.

Usinyg 5510

The creation of different wireless network names allows system adendnistralors Lo
separate types of users with different requirements. The following policies can be
Hed to am SHI0:
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® The wireless security mode needed to jodn this 55000
= The wireless Qaality of Service [QoS) desired for this 5510,
# The wired VLAN associated with this SS[0.

Ax an example, one S510 named accounting might require the highest level of
security, while another named guests might have low security requirements.
Anather example may define an 5510 named weice that supports voice over
Wireless LAN phones with the highest Quality of Service ((Jo8) definition. This
SEIDmi.E}\I: alse forward I:raffil:h.rupﬂ:iﬁ-l: VL AN on the wired network.

Ser Alse

S5ID Mapa gement
551D
Understanding 5510

Understanding o5 Priority on the Wireless Array

= For a comiplete discwssion of implementing Voice over Wi-Fi on the Array,
see the Xirrus Vodes over Wireless Application Note i the Ximrug
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Figuee 134, Four Tralfic Clacses
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The Wireless Array’s Quality of Service Priority feature (Oo5) allews traffic to be
prioritized according to vour requiresnents. For example, you tvpically assign the
highest priovity to woice traffic, since this type of traffic requires delay fobe under
10 ms. The Array has four separate queues for handling wireless fraffic at
different priorities, and thus it supports four traffic classes (QoS levels),

Stharpi e haader: . Viardag | ..

—
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proey A YL&M D

Figuee 135 Priesily Level IEEE 600.1p {Layer 1)

[EEESUZ 1p uses three bits in an Ethernet frame header to define eight priority
levels at the MAC level (Layer 2) for wired networks. Each data packet may be
tagged with a prioeity level, Le, 2 user priority tag. Since there are sight posalble
user priority levels and the Array implements four wireless (oS levels, user
prioritie: are mapped bo Cob as described below,
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Figume 136 Friority LevelmDISCF (DiffSery - Layer 3)

DSCP (Differentiated Services Code Point or DiffServ) uses 6 bits in the [Pv4 or
[Mva packet header, defined in EFC2474 and EFC2475, The DSCT value classifies
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a Layer 3 packet to determime the Quality of Service ((JoS) required. DSCP
replaces the outdated Type of Service (TOS) feld.

The description below describes how both of these priority levels are mapped to
the Array's four traffic classes,

End-to-End (Jo§ Handling
= Wired Qob - Bthernet Port:
Ingress: Incoming wired packets are assigned (o8 priority based on their
5510 and S02.1p tag (if any), as shown in the table below. This table
follows the mapping recommended by TEEEB02.11e.

0 0 {Lowest Best Effort
priority}
' | Ioweeprionty and handelay sonsitve
z 1 Spare
3 0 Excellent Effort
d 2 Cantrolled Load
3 2 Video
5 3 Voloe - requires delay <10ms
7 (Highest 3 (Highest | Network control
priority) priority}
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= Egress: Outgolng wired packets are [BEEE 802.1p tagged at the Ethernet
port for upstream teaffic, thus enabling ChoS at the edge of the network,

FROM TO
Array Qo8 (Wireless) Priority Tag 802,1p (Wired)

1 {Lowest prigrity)
(]
2 (Default)
3 (Highest priority)

@ | D] e

Wireless (oS - Radios:

% Each 551D can be assigned a separate Oob priority (Le., raffic clazs) from
0 to 3, where 3 is highest priority and 2 is the default. See “S5ID
Management” on page 245, If multiple 55IDs are used, packets froem the
5510 with higher priority are transmitted first,

»  The Array supports IEEES0211e Wircless (oS for downstream traffic,
Higher priority packsts wait 2 shorter fime before gaining access to the
air and contend less with all other 802,11 devices on a channel,

= How o5 is sel for 3 packet in caze of condlicting values:

a. If am 5510 has a Oob setting, and an incoming wired packet's wser
priority tag is mapped to a higher Qo5 value, then the higher QoS
value i used.

b If a group or filter has a Qo% setting, this overrides the Qob value
above. See "Groups™ on page 264, and "Filters™ on page 344.

. Volee packets have the highest priority (zee Voloe Support, below).

d.  If DSCP to QoS Mapping Mede is cnabled, the IP packet is mapped
ﬁ?'[l:ﬁlﬂ'l:]Uhsﬂllpﬂdﬁudmﬂ‘tcﬂ:rh{appdnﬁshhlnnﬁ:
value overrides any of the settings in cased a to c above.

In particular, by default
+ DSCP S s sed 4o QoS level 1.
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+  DOSCP 40 i= typically used for video traffic and i3 sel to QoS
lewel 2.
DSCP 48 is typically used for voice traffic and is set to QoS
level F=the highest level
All ether DSCF values are sel 1o (o5 level O {the lowest level—
Bast Effart).
Packet Filtering Qo classification
#  Filter rules can be wsed to redefine the Cob priority level to override
defaults. See “Filter Management” on page 347, This allows the QoS
pricrity level to be assigned based om protocol, seurce, or destination,
Voice Support
= The (oS5 pricrity implementation on the Array give voice packets the
highest priority to support voice applications

High Density 24G Enhancement—Honeypot SSID
Some situations pose problems for all witeless APs. For example, iPhones will
remember every 5510 and flood the airwaves with probes, even when the user
doesn’t request or desire this behavior. In very high density deployments, thess
probes can consume 3 gignificant amount of the avallable wireless bandwidih.

The ArTay offers a feature targeting this Prnbl:'m—n “hn;rn-:f,"p-ul:" 5510, S'im]:ly
create an 3510 named honeypot on the Array. Once this 35[0 is created and
enabled, it will respond to any station probe looking for an epen (unsncrypled)
S5I0 that is not configured on the Array.

Traffic for a station connected to the honeypot 5510 may be handled in a various
ways:

& it may be directed to WEPR to display a splash page or offer the user the
opportunity fo sign in be yvour service (see “Web Page Hedirect
Configuration Settings” on page 255);
it may be filtered;
or it may be dead-ended by defining a specific dead-end VLAM on the
honeypat S510 to “trap” stations,
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