108Mbps Super-G ™

Wireless LAN Router

CAMEO / WLG-2211

User's Manual



Federal Communication Commission Interference Stat®ent

This equipment has been tested and found to comigiythe limits for a Class B digital device, puasii to Part 15 of the FCC Rules.
These limits are designed to provide reasonableegtion against harmful interference in a residgntistallation. This equipment
generates, uses and can radiate radio frequencgyeard, if not installed and used in accordandh wie instructions, may cause
harmful interference to radio communications. Heeve there is no guarantee that interference woll oaccur in a particular

installation. If this equipment does cause harnritdrference to radio or television reception, ethtan be determined by turning
the equipment off and on, the user is encouragéy to correct the interference by one of thedwiing measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipmenteaed/er.

- Connect the equipment into an outlet on a cirdifferent from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TYnagan for help.

FCC Caution: Any changes or modifications not expressly appddve the party responsible for compliance coulddvibie user's
authority to operate this equipment.

This device complies with Part 15 of the FCC Ruf@peration is subject to the following two condit® (1) This device may not
cause harmful interference, and (2) this devicetmosept any interference received, including fieteince that may cause undesired
operation.

IMPORTANT NOTE:
Radiation Exposure Statement:

This equipment complies with FCC radiation expodurgts set forth for an uncontrolled environmefhis equipment should be
installed and operated with minimum distance 20etmben the radiator & your body.

This transmitter must not be co-located or opegatinconjunction with any other antenna or trantamit

The availability of some specific channels andjoerational frequency bands are country dependehaenfirmware programmed at
the factory to match the intended destination. flin@ware setting is not accessible by the end user.

Europe — EU Declaration of Conformity

This device complies with the essential requiremaritthe R&TTE Directive 1999/5/EC. The followingst methods have been
applied in order to prove presumption of conformitiyh the essential requirements of the R&TTE Direc 1999/5/EC:

EN 60 950-1: 2001 +A11: 2004
Safety of Information Technology Equipment

EN50385 : (2002-08)

Product standard to demonstrate the compliancedib rbase stations and fixed terminal stationswimeless telecommunication
systems with the basic restrictions or the refezelmvels related to human exposure to radio frecueriectromagnetic fields
(110MHz - 40 GHz) - General public

EN 300 328 V1.7.1: (2006-10)

Electromagnetic compatibility and Radio spectrumtt®ta (ERM); Wideband Transmission systems; Datasimission equipment
operating in the 2,4 GHz ISM band and using sprspdctrum modulation techniques; Harmonized EN dongeessential
requirements under article 3.2 of the R&TTE Direeti

EN 301 489-1 V1.6.1: (2005-09)

Electromagnetic compatibility and Radio Spectrumttsta (ERM); ElectroMagnetic Compatibility (EMC)astdard for radio
equipment and services; Part 1: Common technigaiirements

EN 301 489-17 V1.2.1 (2002-08)




Electromagnetic compatibility and Radio spectrumttets (ERM); ElectroMagnetic Compatibility (EMC)asidard for radio
equipment and services; Part 17: Specific condition 2,4 GHz wideband transmission systems antis igh performance RLAN
equipment

This device is a 2.4 GHz wideband transmissionesggtransceiver), intended for use in all EU mendiates and EFTA countries,
except in France and Italy where restrictive ugdiagp.

In Italy the end-user should apply for a licens¢hat national spectrum authorities in order to wbgaithorization to use the device
for setting up outdoor radio links and/or for syppd public access to telecommunications and/omvoset services.

This device may not be used for setting up outdadio links in France and in some areas the RFubytpwer may be limited to 10
mW EIRP in the frequency range of 2454 — 2483.5 Mtz detailed information the end-user should acinthe national spectrum
authority in France.

(€056(O

[e] Cesky  [Jméno vyrobcelimto prohlasuje, Ze ten za'izeni] je ve shod se zékladnimi pozadavky a dalSiimi
y y p J oyp J p y

[Czech] prisluSnymi ustanovenimi simice 1999/5/ES.

Dansk  Undertegnede[fabrikantens navn] erkleerer herved, at fglgende udstyrdstyrets typebetegnels:]

[Danish] overholder de vaesentlige krav og gvrige relevardae kdirektiv 1999/5/EF.

Deutsch| Hiermit erklart[Name des Herstellers]dass sich das GerfBeratetyp] in Ubereinstimmung mit den

[German] grundlegenden Anforderungen und den ubrigen eiéigidegn Bestimmungen der Richtlinie 1999/5/i:G
befindet.

Eesti Kaesolevaga kinnitaffootja nimi = name of manufacturegeadmegseadme tuup = type of equipmerit]

[Estonian] vastavust direktiivi 1999/5/EU p6hinduetele ja niated direktiivist tulenevatele teistele asjakobbes:
sétetele.

[en English Hereby,[name of manufacturerjdeclares that thigype of equipmentis in compliance with the essentjal
requirements and other relevant provisions of Divec1999/5/EC.

Espafiol Por medio de la presenfaombre del fabricante]declara que elclase de equipo]lcumple con los

[Spanish] requisitos esenciales y cualesquiera otras disposis aplicables o exigibles de la Directiva 1980

EMnvicy | ME THN ITAPOYZA [name of manufacturehHAQNEI OTI [type of equipmenttYMMOP®QONETAI

[Greek] ITPOX TIE OYZIQAEIX AITAITHZEIX KAI TIZ AOIIEX EXETIKEX AIATAEEIX THX OAHI'TAX
1999/5EK.

Francais Par la présentfnom du fabricant]déclare que l'apparditype d'appareil] est conforme aux exigences

[French] essentielles et aux autres dispositions pertinetgda directive 1999/5/CE.

[3t] Italiano = Con la presentfnome del costruttoreflichiara che questiipo di apparecchio]é conforme ai requisiti

[Italian] essenziali ed alle altre disposizioni pertinergbdgite dalla direttiva 1999/5/CE.

Latviski | Ar So [name of manufacturer / izgatavigd nosaukumsHeklag, ka [type of equipment / igktas tips]
[Latvian] atbilst Direkivas 1999/5/EK itiskajam pragbam un citiem ar to saigajiem noteikumiem.

Lietuviy = Siuo [manufacturer namejdeklaruoja, kad Sifequipment typelatitinka esminius reikalavimus ir kites
[Lithuanian] 1999/5/EB Direktyvos nuostatas.

[l Nederlands Hierbij verklaartfnaam van de fabrikantflat het toestdtype van toesteln overeenstemming is met cle
[Dutch] essentiéle eisen en de andere relevante bepalagetichtlijn 1999/5/EG.

[mt] Malti | Hawnhekk, [isem tal-manifattur] jiddikjara li dan [il-mudel tal-prodott] jikkonforma malktigijiet
[Maltese] essenzjali u ma provvedimentirajn relevanti li hemm fid-Dirrettiva 1999/5/EC.




[ Magyar
[Hungarian]

[e]
[Polish]

Polski

[et] Portugués

[Portuguese]

[] Slovensko
[Slovenian]

Slovensky
[Slovak]

[A]
[Finnish]

Suomi

[s]
[Swedish]

Svenska

Alulirott, [gyartdé neve]nyilatkozom, hogy 4... tipus] megfelel a vonatkoz6 alapvetd kévetelményeknek
és az 1999/5/EC iranyelv egyéb elbirasainak.

Niniejszym[nazwa producentapswiadcza,ze [nazwa wyrobu]jest zgodny z zasadniczymi wymogaini
oraz pozostatymi stosownymi postanowieniami Dyrektyl 999/5/EC.

[Nome do fabricantefeclara que esféipo de equipamentogsta conforme com os requisitos essenciilis e
outras disposicdes da Directiva 1999/5/CE.

[Ime proizvajalcalizjavlja, da je tdtip opreme]v skladu z bistvenimi zahtevami in ostalimi reletrami
dologili direktive 1999/5/ES.

[Meno vyrobcu] tymto vyhlasuje, Zdtyp zariadenia] spia zéakladné poziadavky a vsetky prislusné
ustanovenia Smernice 1999/5/ES.

[Valmistaja = manufacturerjakuuttaa taten etfype of equipment = laitteen tyyppimerkint§lyppinen
laite on direktiivin 1999/5/EY oleellisten vaatinten ja sitd koskevien direktiivin muiden ehtojzn
mukainen.

Harmed intygar[foretag] att denna[utrustningstyp] star | Gverensstimmelse med de vasenlliga
egenskapskrav och 6vriga relevanta bestammelsefraomyar av direktiv 1999/5/EG.

FECel
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ABOUT THIS GUIDE

Congratulations on your purchase of this 108MbppeBG" Wireless LAN
Router. This integrated access device combinesnieitegateway functions with
wireless LAN and Fast Ethernet switch. It providesomplete solution for Internet
surfing and office resources sharing, and it isydasconfigure and operate for
every users.

Purpose

This manual discusses how to install the 108MbppeSG" Wireless LAN
Router.

Terms/Usage

In this guide, the term “the WLAN Router” refers your 108Mbps Super-(5
Wireless LAN Router.

Overview of this User’'s Guide

Introduction. Describes the 108Mbps SupelYGwireless LAN Router and its
features.

Unpacking and Setup.Helps you get started with the basic installatadnthe
108Mbps Super-&' Wireless LAN Router.

Identifying External Components. Describes the front panel, rear panel and LEL
indicators of the 108Mbps Super®SWireless LAN Router.

Connecting the Router. Tells how you can connect the 108Mbps Supkt-G
Wireless LAN Router to your xDSL/Cable Modem.

Technical SpecificationsLists the technical (general, physical and envirental,
performance and Routers settings) specificationsthef 108Mbps Super-®
Wireless LAN Router.




INTRODUCTION

With the explosive growth of the Internet, accegsimformation and services at
any time, day or night has become a standard rmeint for most people. The era
of the standalone PC is waning. Networking techgwlts moving out of the
exclusive domain of corporations and into home# attleast two computers.

This integrated access device combines Internewgat functions with wireless

LAN and Fast Ethernet switch. Designed for the thess and home, it saves you
the cost of installing a separate modem and ISe far each computer, while

providing ready connection for the users, with @dhaut the network wires.

Broadband network access is also gaining groundveder, allowing more than
two computers to access the Internet at the sanermeans less affordable, higher
costs. Thus, there is a need to share one legatltiress over a single Internet
connection to link the home with the Internet.

The scarcity of IP addresses and using a sharedngtt connection through an
Internet sharing device can solve high network s€@msts. All linked computers
can make full use of broadband capabilities ovehsudevice.

This device not only comes equipped with a wideyeaof features, but also can be
installed and configured right out of the box. THmvice supports a simple local
area network and Internet access share, offeriegt gost savings.

The local area network connects up home computbiige &lso allowing any of the
computers to access the Internet, share resowceday online games—the basis
of the family computing lifestyle.

Applications:

Broadband Internet access:

Several computers can share one high-speed broddbannection through
wireless or wired (WLAN, LAN and WAN-Internet).

Resource sharing:

Share resources such as printers, scanners angoetigherals.

File sharing:

Exchange data, messages, and distribute filesrtfalsng good use of hard disk
space.

Online gaming:

Through the local area network, online gaming armbr@merce services can be
easily setup.

Firewall:

A built-in firewall function — for security and artack system.




Features:

VVVYVVYVYVYVVYVYVVVYVYY

High speed data transfer rate

Supports NAT for share 1 IP address to all LAN/WLABErs.
Supports PPPoE and PPTP protocol for Dial-Up ADSL.
Supports 64/128 bit WEP Encryption

Supports WPA-PSK, WPA2-PSK, WPA, WPA2 security
Supports DHCP Server / Client.

Supports UPnP (Universal Plug and Play).

Supports Virtual Server mapping.

Supports Packet filtering.

Supports Protocol filtering

Support Domain filtering

Supports DNS

Simple Firewall protection.

Upgradeable firmware for future function.

Simple setting using Setup Wizard.

Easy configuration via WEB Browser.




UNPACKING AND SETUP

This chapter provides unpacking and setup infownafior the 108Mbps Superits
Wireless LAN Router.

Unpacking

Open the box of the WLAN Router and carefully uripiicThe box should contain
the following items:

+ One 108Mbps Super'& Wireless LAN Router

+ One dipole antenna

+ One external power adapter

¢ One CD-ROM with this User’'s Guide

If any item is found missing or damaged, pleasetaminyour local reseller for
replacement.

Setup

The setup of the WLAN Router can be performed pigpesing the following
methods:

+ The power outlet should be within 1.82 meters @)fef the Broadband Router.

+ Visually inspect the DC power jack and make sueg this fully secured to the
power adapter.

+ Make sure that there is proper heat dissipatiomfemd adequate ventilation
around the Broadband Router. Do not place heaygctsbon the Broadband
Router.

+ Fix the direction of the antennas. Try to place\tfieeless Router in a position
that can best cover your wireless network. Normadhe higher you place the
antenna, the better the performance will be. Therara’s position enhances the
receiving sensitivity.




HARDWARE INSTALLATION

Front Panel

The figure below shows the front panel of the 1088Super-G* Wireless LAN
Router.

Wireless
Broadband
Router

Front Panel

IEEE 802.11g

Power
This indicator lights green when the hub is recepewer, otherwise it is off.

Status

This indicator blinking green means the WLAN Routerworking successful.
Otherwise, this indicator always on or off mearss filmction of the WLAN Router
is fail.

WAN (Link/ACT)

The indicators light green when the WAN port wasireected to an xDSL/Cable
modem successfully.

The indicators blink green while the WAN port waanismitting or receiving data
on the xDSL/Cable modem.

WLAN (ACT)

This indicator lights green when there are wireleks/ices connected and
transmitting data to the WLAN Router.

Local Network (Link/ACT)
These indicators light green when the LAN portsevasnnected successfully.

These indicators blinking green while the LAN poxsre accessing data.




Rear Panel

The figure below shows the rear panel of the 1088pper-G" Wireless LAN
Router.

(d yyyY ¥

L LANPorts —J T Fw:Tm I
Anlcnnd WaN Port Reset
Rear Panel
Antenna
There is one 2dBi Gain Antenna in the rear panmehiceless connection.
LAN (1-4)

Four RJ-45 10/100Mbps Auto-MDIX ports for connegtito either 10Mbps or
100Mbps Ethernet connections.

WAN
In the four port broadband router, there is an R3@/100Mbps Auto-MDIX port
for the WAN that will fit the xDSL/Cable modem’s esgification need.

DC IN
Plug the power adapter to this power jack

RESET

Use a pin-shape item to push to reset this dewidadtory default settings. It will
be useful too when the manager forgot the passteoi@hin, but the setting will be
back to default setting.




Hardware connections

Connecting the WLAN Router

. Plug in one end of the network cable to the WAN p6the WLAN Router.
. Plug in the other end of the network cable to tiieeEnet port of the xDSL or

Cable modem.

. Use another network cable to connect to the Etherasd on the computer

system; the other end of the cable connects toLtk¢ port of the WLAN
Router. Since the 108Mbps Supel@Vireless LAN Router has four ports, you
can connect up to four computers directly to thi. drhere you do not have to
buy a switch to connect these computers since on&N\Router functions both
as a connection-sharing unit and as a switch.

Check the installation

The control LEDs of the WLAN Router are clearlyibls and the status of the
network link can be seen instantly:

1.

With the power source on, once the device is caeddo the broadband modem,
the Power, System, LAN, WLAN and WAN port LEDs d¢iet WLAN Router
will light up indicating a normal status.

. While the WAN is link up to the ADSL/Cable modermgtWAN port’s LED

will light up.

. While the LAN is link up to the computer systeng tbAN port’s LED will light

up.




PC NETWORK TCP/IP SETTING

The network TCP/IP settings differ based on the mater's operating system
(Win95/98/ME/NT/2000/XP) and are as follows.

Windows 95/98/ME

1. Click on the ‘Network neighborhood’ icon found on the desktop.

2. Click the right mouse button and a context menulv@lshow.

3. Select Properties’ to enter the TCP/IP setting screen.

4. Select ‘Obtain an IP address automatically on the ‘1P address field.

TCP/IP Properties 2] x|

Bindings | Advanced | HeiBiDs |
DNS Configuration ] Giateway l wING Configuration [P Addiess

An IF address can be automatically assigned to-this computer.
IFpour nebwark daes not automatically assign [P addresses, ask
wour nehiark administrator for an address. and then' type it in
the space below.

¢ btain an P address sutomaticalls

4 Specify an P address

IEEdd e |]|] b i |

Subrethissk (255265255 0|

] |
5. Select Disable DNS in the “DNS’ field.

TCP/IP Properties (2] x]

Bindings | Advanced | HeBIDS
DS Configuration i Gateway i WINS'Eanigura[ion'i IP &ddress

 Disatle DNG
" EnableDNS

et I,,:H LrGrE; ! i
[5G Gemer Search e
T rri L |

168.95.192
203.66:59.251

Lomiam St EanehiEder




6. Select None’ for the “Gateway addressfield.

TCP/IP Properties EE

Bindings i Advanced I MelBlOS i

DS Configuiation  Gatewsy | wiNS Configuration | 1P Address

The first gatewayin the Installed Gateway list will be the default
‘The addrezs order in the listwill be the arder in which these
riachings are uzed.

Mew gateway:
I el

= Installed gateways:

Ok, I Cancel

Windows 2000

Double click on the My computer” icon on the desktop. WherMy computer”
window opens, open theControl panel’ and then open theNetwork dialup
connectior applet. Double click on the “Local area networknaection” icon.

Select “Properties” to enter the TCP/IP settingdeoiv.

1. In the “Local area network status window, click on ‘Properties.”
2. In the “Local area network connectiori window, first select TCP/IP setting

and then selectProperties.”

3. Set both P address a

nd “DNS’ to Automatic confi

guration.

= A

Fi Advanced | lelp
T e e =

address [ 31 Hetwork and Disk-up Connections

”";EI L
Network and Dial-
C

Dl
apee. | 22 P oy o qot 1P setings sssianed autamatioalif you et suppors
i oL s o sk g etk sdmiristiator for

2l

this capabilty. Otheniss
the apprapiate IP s

' Obtain DNS server addiess automatically

" Usethe fallowing NS server add




Windows XP

Point the cursor and click the right button on‘thly Network Place” icon.
Select “properties” to enter the TCP/IP settingdaiw.

1. Set ‘1P address to “Obtain an IP address automatically”

2. Set ‘DNS’ to “Obtain DNS server address automatically

Internet Protocol [TCP/IP) Properties ? %

| General _.t’-‘-.ltemate Configuration

You can get P settings aszsigned automatically if your netwark, supparts
thiz capability. Othenaize, you need to azk pour netwark. administrator far
the appropriate 1P settings.

%) Obtain an IP address automatically

{7 Usge the following IP address:

(@i0btan DNS server addiess automaticalls

") Use the follawing DMS server addresses:

l_ Ok l[ Cancel ]

10



CONFIGURATION

First make sure that the network connections aretfoning normally.

This WLAN Router can be configured using Interneplérer 5.0 or newer web
browser versions.

Login to the WLAN Router through W ireless LAN

Before configuring the WLAN Router through WLAN, k®asure that the SSID,
Channel and the WEP is set properly.

The default setting of the WLAN Router that youlwise:
v' SSID: default

v' Channel: 6

v Security: disable

Login to the WLAN Router

Before you configure this device, note that when\LAN Router, make sure the
host PC must be set on tliesubnetwork that can be accessed by the xDSL/Cable
modem. For example, when the default network addvéthe xDSL/Cable modem
Ethernet interface is 192.168.1.x, then the hostsR@uld be set at 192.168.1.xxx
(where xxx is a number between 2 and 254), andd#éfault subnet mask is
255.255.255.0.

Using the Web Browser

1. Open Internet Explorer 5.0 or above Internet brawse

2. Enter IP addredsttp://192.168.1.1 (the factory-default IP address setting) to
the URL web address location.

| Adbess @] hitpyj1o0. 168 L1

3. When the following dialog box appears, enter ther meme and password to
login to the main configuration window, the defaudername and password is
“admin”.

onnect to 192.168.1.1

11



Setup Wizard

Setup wizard is provided as the part of the webfigaration utility. User can
simply follow the step-by-step process to get theelss router configuration
ready to run in 6 easy steps by clicking on the Z&l” button on the function
menu. The following screen will appear. Pleasekciidext” to continue.

"== ;vw:ame to Wireless Router Setup Wizard

Step 1. Setyour newy password

Step 2. Choose your time zone

Step 3. Set LAN connection and DHCP server
Step 4. Setinternet connection

Step 5. Setwireless LAMN connection

Step 6. Restart

display wizard next time? (& Yes (O Nao

Step 1: Set up new Password
User can change the password and then click “Nextontinue.

"== i%came to Wireless Router Setup Wizard
Set Password

PESSWOI’d [ TTTITTYI YT ITTTITT]

Verify Password eesssssssssssss

[ = Back ] [ Mext = ] [E}{it]
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Step 2: Choose time zone
Select the time zone from the drop down list. Rleadigk “Next” to continue.

;: 'iw:ume to Wireless Router Setup Wizard
Choose Time Zone

(GMT-05:00) Pacific Time (US & Canada) i

[ = Back ] [ Mext = ] [E}{it]

Step 3: Set LAN connection and DHCP server

Set user’s IP address and mask. The default IPAsL68.1.1. If user likes to enable
DHCP, please click “Enabled”. DHCP enabled is ableutomatically assign IP

addresses. Please assign the range of IP addnedkedields of “Range start” and

“Range end”. Please click “Next” to continue.

> 'vw:ame to Wireless Router Setup Wizard
o\ 2R
Set LAN & DHCP Server

LAMN IP Address | 192.168.1.1
LAMN Subnet Mask |255.255.265.0
DHCP Server ® Enable © Disable
Range Start 192.168.1.100

Range End |192.168.1.193

[ < Back ] [ Mext = ] [E}{it]
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Step 4. Set Internet connection

Select how the router will set up the Internet amtion: Obtained IP automatically;
Fixed IP address; PPPOE to obtain IP automaticBIBPoE with a fixed IP address;
PPTP.

Obtain IP automatically (DHCP client):

If user has enabled DHCP server, choose "ObtamutBmatically (DHCP client)"
to have the WLAN Router assign IP addresses autoafigit

"'Wmme to Wireless Router Setup Wizard
Select Internet Connection Type

@ Obtain IP automatically (DHCP client)
O Fixed IF address

O FPPoE to obtain IF automatically

C PPPoE with a fixed IP address

O PFTF

O LZTP

[ = Back ] [ Mext = ] [E}{it]
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Fixed IP Address:

g

Zas “Welcome to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCF client)
® Fixed IF address

O FFPoE to obtain IF automatically

O PPPoE with a fixed IP address

O FFTF

O L2TF

[ < Back ] [ Mext = ] [E}{it]

If the Internet Service Providers assign a fixedatleiress, choose this option and
enter the assigned IP address, subnet mask, gatéwayd DNS |IP addresses for
the WLAN Router.

L

Zax “Welcome to Wireless Router Setup Wizard
Set Fixed IP Address

WWAN IP Address |0.0.0.0

VAN Subnet Mashk |0.0.0.0
WWAN Gateway Address |0.0.0.0
DMNS Server Address 1/0.0.0.0
DNS Server Address 2/0.0.0.0
DMS Server Address 3(0.0.0.0

[ < Back ][Next:— ][Exit]
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PPPoE to obtain IP automatically:

‘*‘& elcome to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCF client)
O Fixed IP address

O PPFoE with a fixed IP address
O PPTP
O L2TF

[ < Back ” Mext = ][E}{it]

If connected to the Internet using a PPPoE (Diaki¥sL) Modem, the ISP will
provide a Password and User Name, and then theu$8® PPPoE. Choose this
option and enter the required information.

“ZS ﬁ elcome to Wireless Router Setup Wizard
Set PPPoE to obtain IP automatically IP

|ser Mame

PEISSWDFd  ITTITT Y Y YT IITIgT]

Yerify Password (sesssssssssssssssssssssss

[ < Back ] [ Mext = ] [E}{it]
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PPPoE with a fixed IP address:

’ﬁwcame to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCP client)
O Fixed IF address

O PPFoE to obtain [P automatically

@ PPPoE with a fixed IP address

O PFTF

O LZTP

[ = Back ] [ Mext = ] [E}{it]

If connected to the Internet using a PPPoE (DiakiDBL) Modem, the ISP will
provide a Password, User Name and a Fixed IP Addob®ose this option and
enter the required information.

*ﬁwcume to Wireless Router Setup Wizard
Set PPPoe with afixed IP Address

User Mame
Fasswar eessssssssssssssssssssses
Yerify Password eesesssssssssssssssssnnse
IF Address |0.0.0.0

[ < Back ] [ Mext = ] [E}{it]
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‘*‘& elcome to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCF client)
O Fixed IP address

O PFPoE to obtain IF automatically

O PPPoE with a fixed IP address

® PFTF

O LZTP

[ < Back ] [ Mext = ] [E}{it]

If connected to the Internet using a (PPTP) xDSLdbm, enter the your IP
Address, Subnet Mask, Gateway, Server IP, PPTP ukxtcand PPTP Password,
Your Subnet Mask required by your ISP in the appabe fields. If your ISP has
provided you with a Connection ID, enter it in @@ennection ID field, otherwise,
leave it zero.

E

Zas Welcome to Wireless Router Setup Wizard
Set PPTP Client

[ < Back ][Next:& ][Exit]
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L2TP:

‘“ elcome to Wireless Router Setup Wizard
Select Internet Connection Type

O Obtain IP automatically (DHCP client)
O Fixed IP address

O FPPoE to obtain IP autormatically

O FPPPoE with a fixed IP address

O PFTF

® LZ2TP

[ < Back ] [ Mext = ] [E:{it]

If connected to the Internet using a L2TP (DialxIpSL) Modem, the ISP will
provide a Server IP. Account and Password. Chobse dption and enter the
required information.

‘“ elcome to Wireless Router Setup Wizard
Set L2TP Client

’ = Back ] ’ Mext = ] [E}{it]
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Step 5: Set Wireless LAN connection

Click “Enable” to enable wireless LAN. If user efebthe wireless LAN, type the
SSID in the text box and select a communicatiorankl. The SSID and channel
must be the same as wireless devices attemptinghaaiation to the router.

Wﬂﬂme to Wireless Router Setup Wizard
Set Wireless LAN Connection

Wireless LAN @ Enable © Disable
ESSID | default
Channel |5

[ < Back ] [ Mext = ] [E}{it]

Step 6: Setup completed

The Setup wizard is now completed. The new settinidjsbe effective after the
Wireless router restarted. Please click “Restartteboot the router. If user does
not want to make any changes, please click “Exat'quit without any changes.
User also can go back to modify the setting bykalg “Back”.

Wcame to Wireless Router Setup Wizard
Setup Completed

Click "Restart" button to save the settings and restart Wireless
Fouter.

[ < Back H Restart ][E}{it]
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Advanced configuration

LAN Setting

The screen enables user to configure the LAN & DHE&ver, set WAN
parameters, create Administrator and User passwarak set the local time, time
zone, and dynamic DNS.

LAN & DHCP Server

This page leads to set LAN and DHCP propertied) siscthe host name, IP address
subnet mask, and domain name. LAN and DHCP proéteslisted in the DHCP
table at the bottom of the screen.

) Access

| HostName | IP Address MAC Address

Host Name: Type the host name in the text box. The host neamequired by
some ISPs. The default host name is "AP-Router."

IP Address: This is the IP address of the router. The defédltaddress is
192.168.1.1.

Subnet Mask: Type the subnet mask for the router in the tex. Adhe default
subnet mask is 255.255.255.0.

DHCP Server: Enables the DHCP server to allow the router toomatically

assign IP addresses to devices connecting to tiNe DAICP is enabled by default.

All DHCP client computers are listed in the tabletlae bottom of the screen,
providing the host name, IP address, and MAC agdrEthe client.
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Start IP: Type an IP address to serve as the start of thrari§e that DHCP will
use to assign IP addresses to all LAN devices aiaddo the router.

End IP: Type an IP address to serve as the end of thanderthat DHCP will use
to assign IP addresses to all LAN devices conndotéuk router.

Domain Name: Type the local domain name of the network in #nd box. This
item is optional.

WAN

This screen enables user to set up the router Wéhheaxction, specify the IP
address for the WAN, add DNS numbers, and entelh€ address.

& Obtain IP Automatically
O Specify IP

[0 | e |2 & ]

_ ' Clone MAC Address |

Connection Type: Select the connection type, either DHCP clienke#i IP,
PPPoE, PPTP or L2TP from the drop-down list.

WAN IP: Select whether user wants to specify an IP addressually, or want
DHCP to obtain an IP address automatically. WheecByp IP is selected, type the
IP address, subnet mask, and default gateway inetktteboxes. User's ISP will
provide with this information.

DNS 1/2/3: Type up to three DNS numbers in the text boxe®r'dsdSP will
provide with this information.

MAC Address: If required by user's ISP, type the MAC addressthwd router
WAN interface in this field.
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Password

This screen enables user to set administrativeuaadpasswords. These password:
are used to gain access to the router interface.

S\

Administrator: Type the password the Administrator will use tg Im to the
system. The password must be typed again for coafion. The authority if
Administrator allow user configuration of the WLARDbuter.

User: Type the password the User will use to log inhte $ystem. The password
must be typed again for confirmation. The authdfityser only allow user viewing
current configuration of the WLAN Router.

Time

This screen enables user to set the time and datihé router's real-time clock,
select properly time zone, and enable or disabféghda saving.

Default

Set the time

Hour |02 % | Minute |52 % | Second |40 V’H Set Time

Ml O Enabled ® Disabled
CI y ' -
g strt | Jan ¥|[01 % Eng [Jan v][01 v
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Local Time: Displays the local time and date.
Time Zone: Select the time zone from the drop-down list.
Synchronize the clock with: Select the clock adjustment method form the drop
down list.

Automatic: Automatically adjust the system timenfrdlTP Server.

Manual: Manually adjust the system time when yaspitheSet Time button.
Default NTP server: The Simple Network Time Protocol (SNTP) serveowt

the WLAN Router to synchronize the system clockt®global Internet through
the SNTP Server. Specify the NTP domain name adlifess in the text box.

Set the time: Manually setting the WLAN Router system time, grédseSet Time
button to update the system time.

Daylight Saving: Enables user to enable or disable daylight satimg. When
enabled, select the start and end date for daydiaNing time.

Dynamic DNS

This allows the DDNS server what your current lidrads is when you are on-line.
You firstly need to register your preferred DNS thie DDNS providers. Then,
please select the DDNS address in the Server Asldassl fill the related

information in the below fields: Host Name, Usemiaand Password.

_J Access
_ Management

_J Tools

Cancel || Apply

!
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Wireless

This section enables user to configuration the lesi communications parameters
for the WLAN Router.

Basic

This page allow user to enable and disable thelesseLAN function, create a
SSID, and select the channel for wireless commtinits.

= A .
[Ty JO8 viops

__) LAN Sefting |

&, Wireless

Tools

R Wizard Cancel [M
Enable/Disable:Enables and disables wireless LAN via the WLAN teou

SSID: Type an SSID in the text box. The SSID of any lese device must match
the SSID typed here in order for the wireless devi access the LAN and WAN
via the router.

Channel: Select a transmission channel for wireless comaations. The channel
of any wireless device must match the channel salebere in order for the
wireless device to access the LAN and WAN via theer.(You could only choose
1~11 channel when the domain is FCC; You could chlyose 1~13 channel when
the domain is ETSI)

Super G mode: From the drop list, if you like to use Supel*Gio enhance the
speed, there are three options on Supér+#@ode:Super G without turbidSuper G
with Dynamic turbcandSuper G with Static turboThe turbo mode indicates the
combination of two channels to enhance the throughgBuper G without turbo
indicates that it is on Super G mode without thanciel’'s combination. Dynamic
turbo is able to automatically detect if any ‘Su@! based’ product is available.
If no, the connection is via ‘normal’ G. Static lbor means it will not go back to
‘normal’ G once it starts.

Extended Range ModeEnable and disable wireless LAN via router.

SSID Broadcast:While SSID Broadcast is enabled, all wirelessntgewill be able
to communicate with the WLAN Router. For securepmse, user may want to

jper G with Dynarmic Turbo v/
Enabled & Disabled
® Enabled O Disabled
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disable SSID broadcast to allow only those wirelebsnts with the SSID to
communicate with the WLAN Router.
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Authentication

The authentication type default is set to disalbleere are four options: Disable,
WEP, WPA, and WPA2.

_J LAN Sefting

_J Routing
) Access
! Management

i

Authentication Type: The authentication type default is set to openesyst
There are three options: Open System; Shared K&A whd WPA-PKS.

WEP Encryption

Authentication Type |

_J Management

a

) Wizard

’ Cancel ] ’ Apply ] ’ Clear ]

WEP: Open System allows public access to the router wiaeless
communications; Shared Key requires the user ta 3¢EP key to exchange data
with other wireless clients that have the same W&P.

Mode: Select the key mode in ASCII or HEX

WEP Key: Select the level of encryption from the drop-doligt. The router
supports, 64- and 128-bit encryption.
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Key 1 ~ Key 4:Enables user to create an encryption scheme foel®¥s LAN
transmissions. Manually enter a set of values &mhekey. Select a key to use by
clicking the radio button next to the key. ClitRlear” to erase key values.

WPA/WPA2 Security,
T\

_ __IosMbpf

vance:

— A 7o hd
e Setting PSK CL EAP
l—.m 30 Minates | y ime |30 Minutes v |
@ B4 bits O 128 bits i @ B4 bits O 128 bits
J Routi ; . Routing
3 19 lnooo = lnooo |
[z ] EE
) Management i pama ) Management | —_
e, | | B | DR~ - o
e | 2000 | - rE—

iie=

If WPA or WPAZ2 is selected, the below screen isvgino Please set the length of
the encryption key and the parameters for the RAD#drver.

Lifetime: Select the Lifetime of the Encryption Key from Sridtes to 1 Day. As
soon as the lifetime of the Encryption Key is oude Encryption Key will be
renewed by the Radius server.
Encryption Key: Select the Encryption Key Length Size ranging frédnto 128
Bits that you would like to use.
RADIUS Server:
1. Enter the IP address, Port used and Shared SecthePrimary Radius
Server.
2. Enter the IP address, Port used and Shared Segctiet ISecondary Radius
Server.

WPA-PSK/WPA2-PSK Security

If WPA-PSK or WPA2-PSK is selected, please setRB& key in the pass phrase
field. The length should be 8 characters at least.

- S
‘,,mm d © PSK O EAP
e |

:

_J Management
2

Moo |
D Wi |
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Advanced
This screen enables user to configure advancedesséunctions.

oY /08w

(default: 100 msec, range:20~1000)

(default:2346, range: 1500~2346)
(default:2346, range: 256~2346, even number only)
: (default:1, range: 1~255)

Beacon Interval: Type the beacon interval in the text box. User saecify a value
from 1 to 1000. The default beacon interval is 100.

RTS Threshold: Type the RTS (Request-To-Send) threshold in tkelex. This
value stabilizes data flow. If data flow is irregulchoose values between 256 anc
2346 until data flow is normalized.

Fragmentation Threshold: Type the fragmentation threshold in the text bibx.
packet transfer error rates are high, choose vabetseen 256 and 2346 until
packet transfer rates are minimized. (NOTE: set flgmentation threshold value
may diminish system performance.)

DTIM Interval: Type a DTIM (Delivery Traffic Indication Messag#iterval in
the text box. User can specify a value betweendl6&b35. The default value is 1.
TX Rates (Mbps): Select one of the wireless communications transiées,
measured in megabytes per second, based upon deel & wireless adapters
connected to the WLAN.

11g only mode: If selected the Enable, only allow 802.11g WLANent
communicate with this WLAN Router.

Antenna Transmit Power: Adjust the power of the antenna transmission by
selecting from the dropping list for full, half @B), quarter (-6dB), eighth (-9dB)
or min,

Note: Transmit power is regulated by internatisgtahdard and users are forbidden
to change its maximum limit.
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Status

This selection enables user to view the statushef router LAN, WAN and
Wireless connections, and view logs and statigtedaining to connections and
packet transfers.

Device Information
This screen enables user to view the router LANgWss and WAN configuration.

I 03 Mbps

P Device information & Log P Log Setting P Statistic & Wireless

Firmware Version: 4.00 . 14 Dec 2005

n e

MAC Address 00-10-ab-cd-12-34
IP Address 192.168.1.1
Subnet Mask 265.255.255.0
DHCF Server Enabled DHCE Table

el el

_| Management

’
I

Connection 802.11g AP Enable
ESSID default
Channel &

Authentication Disabled

waN ——————
MAC Address 00-10-ab-cd-12-35
Connection DHCP Client Disconnected ’ DHCP Release ] [ DHCP Renew ]
IP0.0.0.0

Subnet Mask 0.0.0.0
Default Gateway 0.0.0.0
DMS!

Firmware Version: Displays the latest build of the router firmwangerface. After
updating the firmware in Tools - Firmware, checlstto ensure that the firmware
was successfully updated.

LAN: This section displays the LAN interface configiwoatincluding the MAC
address, IP address, subnet mask, and DHCP s¢mtes. Click “DHCP Table” to
view a list of client stations currently connectedhe router LAN interface.

Wireless: This section displays the wireless configuratiofoimation, including
the MAC address, the Connection status, SSID, G¥aamd Authentication type.

30



WAN: This section displays the WAN interface configimatincluding the MAC
address, Connection status, DHCP client statugdiifess, Subnet mask, Default
gateway, and DNS.

Click “DHCP Release” to release all IP addresses assigned to clietibrssa
connected to the WAN via the router. CIiCWHCP Renew” to reassign IP
addresses to client stations connected to the WAN.

Log

This screen enables user to view a running logoafer system statistics, events,
and activities. The log displays up to 200 entr@kler entries are overwritten by
new entries. The Log screen commands are as fallows

Click “First Pagé to view the first page of the log

Click “Last Pageéto view the final page of the log

Click “Previous Pagetto view the page just before the current page
Click “Next Pageto view the page just after the current page

Click “Clear Lod to delete the contents of the log and begin a logw
Click “Refresh to renew log statistics

N JO8 visp-

Lal
| P Device information P log P Log Setting P Statistic & Wireless

I First Page ] ’ Last Page ] [ Previous Page ] [ Mext Fage J ’ Clear Log ] [ Refrash ]
- | Ape/112006 00:50:07 DHCP Request success 17221 81.178
Aprf1172006 00:50.07 DHCF Reguest 17221.81.178

Apt1172006 00:30:06 DHCF Discover
Apef/11/2006 00:30:02 DHCF Discover
Apef1172006 00:50:00 DHCF Discover
Aptf1172006 00:49:58 DHCP Discovet nio tespotise
Ape/1172006 00:49:52 DHCF Discover
Apef1172006 00:49:41 DHCF Discover
Aptd11/2006 00:49:32 DHCF Discover
CApef1172006 004922 DHCF Discover

e |
i ogerer |
s |

Time: Displays the time and date that the log entry gvaated.
Message Displays summary information about the log entry.
Source: Displays the source of the communication.
Destination: Displays the destination of the communication.
Note: Displays the IP address of the communication
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Log Setting
This screen enables user to set router loggingetEas.

) N soting_|
e |

Eoksions |
_J Routing
B Access |

SMTP Server: Type the SMTP server address for the email thatldlg will be
sent to in the next field.
Send to: Type an email address for the log to be sentliok CEmail Log Now” to
immediately send the current log.
Syslog Server:Type the IP address of the Syslog Server if usertsvthe router to
listen and receive incoming Syslog messages.
Log Type: Enables user to select what items will be incluitetthe log:
System Activity: Displays information related to router operation.
Debug Information: Displays information related to errors and systen
malfunction.
Attacks: Displays information about any malicious activaty the network.

Dropped Packets: Displays information about packets that have neéenb
transferred successfully.

Notice: Displays important notices by the system admiaistr

32



Statistic

This screen displays a table that shows the ragpad{et transmission via the router
LAN, Wireless and WAN ports (in bytes per second).

) LAN Seffing : -

) Wir ST 7878 143165562 772
— 44 122 19
1132 143165015 1767

%,

B

) Access
' Management |

a “w

) Wizard
Click “Reset” to erase all statistics and begingliog statistics again.

Wireless
This screen enables user to view information abeieless devices that are

connected to the WLAN Router.
IOB Mbps

P Device information ® Log P Log Setting P Statistic & Wireless

Connected Time MAC Address

Apri11/2006 00:57.22 00-13-ce-77-Gd-45
Apri11/2006 00:56:19 00-e0-4c-81-67-01

@) St

) Routing
) Access

) Management |

Connected Time:Displays how long the wireless device has beemecied to the
LAN via the router.

MAC Address: Displays the devices wireless LAN interface MAG ebs.
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Routing

This selection enables user to set how the rootardrds data: Static and Dynamic.
Routing Table enables user to view the informattweated by the router that
displays the network interconnection topology.

Static

It enables user to set parameters by which therdotwards data to its destination
if user’s network has a static IP address.

. ;‘.. ' IOB Mbps

|[" Network Adress | Mask | Gateway | Interface | Meric _

Network Address: Type the static IP address user’'s network usesctess the
Internet. User’s ISP or network administrator pdaa user with this information.

Network Mask: Type the network (subnet) mask for user’'s netwéfrkiser does
not type a value here, the network mask defaul2b®255.255.255. User’s ISP or
network administrator provides user with this imhation.

Gateway Address:Type the gateway address for network. User’s I6Retwork
administrator provides user with this information.

Interface: Select an interface, WAN or LAN, to connect to thernet.

Metric: Select which metric that user want to apply to twsfiguration.

Add: Click to add the configuration to the static IRdegbss table at the bottom of
the page.

Update: Select one of the entries in the static IP addia#sie at the bottom of the
page and, after changing parameters, click “Update€bnfirm the changes.

Delete: Select one of the entries in the static IP addiasle at the bottom of the
page and click “Delete” to remove the entry.

New: Click “New” to clear the text boxes and add reqdiinformation to create a
new entry.
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Dynamic
This screen enables user to set NAT parameters.

. /08w

P Static #Dynamic P Routing Table

| LAN Setting .
_ : Disabled  RIP1 RIF 2
) Wireless |

FEEE 5 Disabled O RIPT O RIP2
Cancel || Apply
Access

B0 Wiad |

NAT: Click the radio buttons to enable or disable tiAeIrNunction.

Transmit: Click the radio buttons to set the desired trahg@arameters, disabled,
RIP 1, or RIP 2.

Receive: Click the radio buttons to set the desired trahgrarameters, disabled,
RIP 1, or RIP 2.

Routing Table

This screen enables user to view the routing tilnléhe router. The routing table is
a database created by the router that displaysetveork interconnection topology.

4

|
P Static P Dynamic # Routing Table

Network Address | Network Mask | Gateway Address m

~_J Wireless :
3

~_J Management

Network Address: Displays the network IP address of the connecteldn
Network Mask: Displays the network (subnet) mask of the conmentale.
Gateway Address:Displays the gateway address of the connected. node
Interface: Displays whether the node is connecia@WVAN or LAN.
Metric: Displays the metric of the connected node.

Type: Displays whether the node has a static or dyn#éfhazidress
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Access

This page enables you to define access restrigteisup protocol and IP filters,
create virtual servers, define access for spepiliGations such as games, and sef
firewall rules.

Filters

Using filters to deny or allow the users to accefsve types of filters to select:
MAC, URL bIocklng, 1P, Protocol filter and Domairolgking.

P Filter I Virtual Server b Special AP+ DMZ 0 Firewall Rule

Filters are used to allow or deny LAN users from accessing the Internet.
& MAL Filters O URL Blocking
O IP Filters © Domain Blocking ) Protocal Filters

MAC Filter

@ Disabled
r—_ O Only allow computers with MAC address listed below to access the netwark
f_m O Only deny computers with MAC address listed below to access the network

Marme | |

MAC Address | |- |- ) || |- |

L
“Name | WAC Address
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MAC Filters

B IOB Mbps

PeFilter  » Virtual Server  » Special AP+ DMZ P Firewall Rule

| LAN Sefting
| Wireless Filters are used to allow or deny LAM users from accessing the Internet.

& MAL Filters O URL Blocking
O IP Filters © Domain Blocking O Protocal Filters

_J Routing

& Access MAC Filter
- Management Bl ) picapled

_J Tools O Only allow computers with MAC address listed below to access the network

I_‘m ) Only deny computers with MAC address listed below to access the network
Apply
MAC Table

Mame | |

macaddess|  |-[ |- |- [ ][]

“Name | WACAddress | Comnection

MAC Filter: Enables you to allow or deny Internet access tosuséhin the
LAN based upon the MAC address of their networlernfaice. Click the radio
button next to Disabled to disable the MAC filter.
Disable: Disable the MAC filter function.
Allow: Only allow computers with MAC address listed ie t1AC Table.
Deny: All users are allowed Internet access except thosgputers in the MAC
Table are deny Internet access.
MAC Table: Use this section to create a user profile whiderhret access is
denied or allowed. The user profiles are listedha table at the bottom of the
page. (Note: Click anywhere in the item. Once lihe is selected, the fields
automatically load the item's parameters, which gau edit.)
Name: Type the name of the user to be permitted/dersedss.
MAC Address: Type the MAC address of the user's network intexfa
Add: Click to add the user to the list at the bottonthaf page.
Update: Click to update information for the user, if yoave changed any of the
fields.
Delete: Select a user from the table at the bottom ofligteand click Delete to
remove the user profile.

New: Click New to erase all fields and enter new infation.




URL Blocking

You could enable URL blocking to deny the usersnfraccessing the specified
URL. Add those specified URL in the text box.

N

B Filter  » Virtual Server » Special AP+ DMZ P Firewall Rule

Filters
| Filters are used to allow or deny LAM users fram accessi.ng the Internet.
) MAC Filters & URL Blocking
O IP Filters © Darnain Blocking O Protocol Filters

CREIERE
M men - .
mnoge | Block those URLs which contain keywords listed below.

|
@

Enable / Disable: Enable or Disable the URL blocking function of A& AN
Router.

Add: Add the specific URL to the URL blocking list.

Delete: Selected a URL from the blocking list then clidleDelete button to
remove the URL from the URL Blocking list.

. ® Enabled O Disabled
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IP Filters

This screen enables you to define a minimum andimax IP address range
filter; all IP addresses falling in the range aot allowed Internet access. The IP
filter profiles are listed in the table at the loott of the page. (Note: Click
anywhere in the item. Once the line is selected figlds automatically load the

item's parameters, which you can edit.)
IOB Mbps

1
| BFiter P Virtual Server P Special AP B DMZ & Firewall Rule

| "HELP

Filters are uged to allow or deny LAM users from accessing the Internet.
) MAC Filters O URL Blocking
@ IP Filters O Domain Blocking O Protocol Filters

P Filter

Enable: Click to enable or disable the IP address filter.

Range Start: Type the minimum address for the IP range. |IP eshlrs falling
between this value and the Range End are not alléavaccess the Internet.

Range End: Type the minimum address for the IP range. IP eskfrs falling
between this value and the Range Start are natedldo access the Internet.

Add: Click to add the IP range to the table at thedmotof the screen.

Update: Click to update information for the range if yoavie selected a list item
and have made changes.

Delete: Select a list item and click Delete to removeitem from the list.
Clear: Click theClear button to erase all fields and enter new infororati
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Domain Blocking

You could specify the domains that allow usersdoeas or deny by clicking one
of the two items. Also, add the specified domamthe text box.

Filters

Filters are used to allow or deny LAN users from accessing the Internet.
| O MAC Filters O URL Blacking

O IP Filters @ Domain Bloﬁking O Protocol Filters

Domain Blocking
SONAGEMET ] © pisabied

_ Wizard - = : .
Blocked Domains
| |

Disable: Disable the Domain Blocking function.

Allow: Allow users to access all domains except “Blockdanains”.

Deny: Deny users to access all domains except “Perniitadains”.
Blocked/Permitted Domains:List domains you will Blocked or Permotted.
Add: Click to Add button to add domain to the Blocked/Permitted Dioishast.
Delete: Select a user from the table at the bottom ofligteand click Delete to
remove the user profile.
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Protocol Filters

This screen enables you to allow and deny accesedh#@pon a communications
protocol list you create. The protocol filter ptef are listed in the table at the

bottom of the page.

Note: When selecting items in the table at thedmottclick anywhere in the item.
The line is selected, and the fields automatidalfd the item's parameters, which

you can edit.

IOB Mbps |

. B Filter & Virtual Server B Special AP » DMZ  # Firewall Rule

) LAN Selting
] \wt[, Filters are used to allow or deny LAN users from accessing the Internet.
) MAC Filters O URL Blocking
O IP Filters © Domain Blocking ® Pratocol Filters

| Routing
& Access Protocol Filter
! Management [} ) pisable List
.’.TOGK @ Enable List : Deny to accass intemet from LAN when the list a5 below item be enable.

) Wizard

dit protocol Filter in List
Enable O Enable O Disabled

Name| ‘

|

Protocal i“TCF' :|

Paort |: :| - | | (Type Range far ICMPY

Update: [ Delete [ Mew
O S

Filier FTP TCD 20-21

Filter HTTP TCP 20

Filter HTTES i 443

Filter DNS TDP 53

Filter SITP i 25

Filter POP3 T 110

Filter Telnet e 53

Enable: Click to enable or disable the Protocol filter.

Name: Type the name of the user to be denied access.

Protocol: Select a protocol (TCP or UDP) to use for thewdltserver.
Port Range: Type the port range of the protocol.

Add: Click to add the protocol filter to the table la¢ tbottom of the screen.
Update: Click to update information for the protocol filtdruser have selected a

list item and have made changes.

Delete: Select a list item and click Delete to removeitem from the list.

New: Click “New” to erase all fields and enter new infation.
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Virtual Server

This screen enables user to create a virtual seraehe router. If the router is set
as a virtual server, remote users requesting Wébl Brservices through the WAN
are directed to local servers in the LAN. The routirects the request via the
protocol and port numbers to the correct LAN serVée Virtual Sever profiles are
listed in the table at the bottom of the page.

Note: When selecting items in the table at thedmottclick anywhere in the item.
The line is selected, and the fields automaticlald the item's parameters, which

user can edit.
- _IosMbps

P Fitter P Virtual Server B Special AP DMZ ¢ Firewall Rule

_-’/

. Routing
©, Access
) Management |

| Tools

| Name |  Protocol | LANServer |
Virtual Server FTP TCP 21/21 0.0.0.0
Virtual Server HTTE TCE 80/80 0.0.0.0
Virtual Server HETTPS TCP 443/443 0.0.0.0
Virtual Server DINS TUDP 53(53 0.0.0.0
Virtual Server SMTE TCE 25(25 0.0.0.0
Virtual Server POP3 TCP 1101110 0.0.0.0
Virtual Server Telnet TCP 23/23 0.0.00
IPSee TP 500/500 0.0.0.0
PETF TCP 172371723 0.0.0.0
Nathfesting. TCP 1720/1720 0.0.0.0
DCS-1000 TCP BO/E0 0.0.0.0
DCS-2000/DCE-5300 TCP 800/300 0.0.0.0
Jeys TCP 172071720 0.0.0.0

Enable: Click to enable or disable the virtual server.
Name: Type a descriptive name for the virtual server.
Protocol: Select a protocol (TCP or UDP) to use for thewdaltserver.

Private Port: Type the port number of the computer on the LA&L iR being used
to act as a virtual server.

Public Port: Type the port number on the WAN that will be usegrovide access
to the virtual server.

LAN Server: Type the LAN IP address that will be assignechirtual server,
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Add: Click to add the virtual server to the table & Hottom of the screen.

Update: Click to update information for the virtual seniéuser have selected a
list item and have made changes.

Delete: Select a list item and click “Delete” to remove item from the list.
New: Click “New” to erase all fields and enter nmformation.

Special AP

This screen enables user to specify special apiolicss such as games, that require
multiple connections that are inhibited by NAT. Téecial applications profiles
are listed in the table at the bottom of the page.

Note: When selecting items in the table at thedmottclick anywhere in the item.
The line is selected, and the fields automaticlald the item's parameters, which
user can edit.

e |
_ Tools

i |

Protocal i:TCF' V]

Fort ! |

Celete Clear

| |  Name  [Triger Port Range Incoming Port

Battle net 6112 6112

Dialpad 7175 51200-51201,51210

ICUn 2019 2000-2038,2050-2051,2069,2085,3010-3030
MSN Gaming Zone 47624 2300-2400,28800-29000

PC-to-Phone 12053 12120,12122,24150-24220

Quicle Time 4 554 6970-6999

Enable: Click to enable or disable the application profiléhen enabled, users will
be able to connect to the application via the nmoWAN connection. Click

“Disabled” on a profile to prevent users from acteg the application on the
WAN.

Name: Type a descriptive name for the application.
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Trigger: Defines the outgoing communication that determimbsther the user has
legitimate access to the application.

e Protocol: Select the protocol (TCP, UDP, or ICMP) that canused to
access the application.

e Port Range: Type the port range that can be used to accesptiieation
in the text boxes.

e Incoming: Defines which incoming communications users anenpted
to connect with.

e  Protocol: Select the protocol (TCP, UDP, or ICMP) that canused by
the incoming communication.

e Port: Type the port number that can be used for thenmag communication.

Add: Click to add the special application profile te ttable at the bottom of the
screen.

Update: Click to update information for the special apation if user have
selected a list item and have made changes.

Delete: Select a list item and click Delete to removeithm from the list.
New: Click “New” to erase all fields and enter new infation.

DMZ

This screen enables user to create a DMZ for tlsosgputers that cannot access
Internet applications properly through the routad associated security settings.

Note: Any clients added to the DMZ exposes thentéido security risks such as
viruses and unauthorized access.

oY 108w

-, _—

P Filter P Virtual Server B Special AP. I8DMZ P Firewall Rule [SHELP

) Enabled @ Disabled
DMZ Host I (IXiYilE

") LAN Seffing |
L) Wireless | :
_J Status .
~_J Routing |

© Access _
J Management |
| Tools |
.*‘ \'ﬁmr

Enable: Click to enale or disable the DMZ.

DMZ Host IP: Type a host IP address for the DMZ. The computién this IP
address acts as a DMZ host with unlimited Inteaneess.

Apply: Click to save the settings.
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Firewall Rule

This screen enables user to set up the firewakk rbuter provides basic firewall

functions, by filtering all the packets that entiee router using a set of rules. The
rules are in an order sequence list--the lowerdkeenumber, the higher the priority
the rule has.

| pFilter P Virtual Senver b Special AP b DMZ B Firewall Rule

: |
) LAN Sefting | it O Allow O Deny

| Wireless M [T Range Start IF Range End Pratocal  |Pratocol
3 I |

_J Routing ) ; i T ik

__ Management | date’ || Delets [ Tew
_J Tools

|__[Action [Name _________|Source [Destination __[Protocol

Alow  Allow to Ping WA port WAN*  LAN.192.188.1.1 TICHE.8
Deny Default * * LA * ok
Allow  Default LAN*  ** ek

Enable: Click to enable or disable the firewall rule plefi
Name: Type a descriptive name for the firewall rule deof
Action: Select whether to allow or deny packets that confio the rule.
Source: Defines the source of the incoming packet thattieis applied to.
e Interface: Select which interface (WAN or LAN) the rule ispied to.
e |P Range Start: Type the start IP address that the rule is appdied
e |P Range End:Type the end IP address that the rule is apptied t
Destination: Defines the destination of the incoming packet tha rule is applied
to.
Interface: Select which interface (WAN or LAN) the rule ispied to.
IP Range Start: Type the start IP address that the rule is appdied
IP Range End:Type the end IP address that the rule is apptied t
Protocol: Select the protocol (TCP, UDP, or ICMP) of thetatedion.
e Port Range: Select the port range.
Add: Click to add the rule profile to the table at bwtom of the screen.

Update: Click to update information for the rule if useave selected a list item
and have made changes.
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Delete: Select a list item and clicloelete” to remove the item from the list.

New: Click “New” to erase all fields and enter new information.

Priority Up: Select a rule from the list and cli¢Rriority Up” to increase the
priority of the rule.

Priority Down: Select a rule from the list and cli€Rriority Down” to decrease
the priority of the rule.

Update Priority: After increasing or decreasing the priority of @aer click
“Update Priority” to save the changes.

Management

Management enables user to set up SNMP and Renamtagdment feature.
SNMP
This screen enables you to configure the SNMP.

SRR
—— ____"q' | _' IOB Mbps

| LAN Setting
) Wireless :
_J Routing i

) Access

Enabled/Disabled:Click to enable or disable SNMP.
System Name:A name given to the router.
System Location:Description the location of the router (normatlye DNS name).

System Contact:Description the contact information for the persesponsible for
the router.

Community: SNMP system name for exchanging SNMP communitysaggss.
The name can be used to limit SNMP messages pa$ssimggh the network. The
default name is 'public.’

Trap Receiver: Type the name of the destination PC that will nezetrap
messages.
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Remote Management

This screen enables user to set up remote managedsamg remote management,
the router can be configured through the WAN vi&/ab browser. A user name
and password are required to perform remote managem

) Enable & Disabled
Port (/8080

Remote IP Range From * | To
@ Enable O Disabled
Rermote IP Range From * ?Tg:

- ® Management -
: g : E-THITBRNIGEE (<) Enabled O Disabled

) Tools
- =R (%) Enabled O Disabled
- Pz

S8l 5 Enabled O Digabled

IS @ Stealth O Closed

HTTP: Enables user to set up HTTP access for remote geament.

Allow to Ping WAN Port: Type a range of router IP addresses that canrogegi
from remote locations

UPNP Enable: UPNP is short for Universal Plug and Play thatisetworking
architecture that provides compatibility among re@#ing equipment, software,
and peripherals. The Router is an UPnP enablearautd will only work with
other UPnP devices/software. If user does not wanise the UPnP functionality,
selecting “Disabled” can disable it.

Gaming mode: If user is experiencing difficulties when playiogline games or
even certain applications that use voice data, us&y need to enable Gaming
Mode for these applications to work correctly. Whest playing games or using
these voice applications, it is recommended thaniGg Mode be disabled.

PPTP: Enables user to set up PPTP access for remotegeiaeat.

IPSec: Enables user to set up IPSec access for remotagaament.

IDENT: Default is stealth. This enables user to set pbBtstealth.
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Tools

This page enables user to restart the system, aadydoad different settings as
profiles, restore factory default settings, runedup wizard to configure router
settings, upgrade the firmware, and ping remotadéesses.

Reset
Click “Restart” to restart the system in the evém system is not performing

correctly.

) LAN Setting |

) Wireless |

Wkeuing |
. |
Wit cgeer |
Eoitoe: |

2
=

Settings
This screen enables user to save settings as ite@anfl load profiles for different

circumstances. User can also load the factory ttefaitings, and run a setup
wizard to configure the router and router interface

|
| P Restart ¥ Settings P Firmware P Ping test

- PSRLAN Seti - |Save Settings
L efting
S ; -Save
) Wireless |
ST | oad Settings

") Routing i |[ Brawse..
) Access || Load

’ Restore Factory Default Settings

Save SettingsClick “Save” to save the current configurationagsrofile that can
load when necessary.

Load Settings: Click “Browse” and go to the location of a stopgwfile. Click
“Load” to load the profile's settings.

Restore Factory Default SettingsClick “Restore” to restore the default settings.
All configuration changes will lose.
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Firmware
This screen enables user to keep the router firenwarto date.

SRRV
,- NS - = IOSMbps

P Restart P Settings B Firmware P Ping test

Upgrade Firmware

/[ Browse.. |

| LAN Setting
o |
W

|
Upgrade

Eikosng |
BAccess |
L) Management |
Please follow the below instructions:

Download the latest firmware from the manufactsréveb site, and save it to disk.
Click “Browse” and go to the location of the downloaded firmwidee

Select the file and clickUpgrade” to update the firmware to the latest release.

Ping Test
The ping test enables user to determine wheth#P @adress or host is present on
the Internet. Type the host name or IP addredseext box and click Ping.

I 08_ Mbps

P Restart P Settings P Firmware #Ping test

) AN seting_|

_ Wireless

o
Eelioos |
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WLG-2211 TECHNICAL SPECIFICATIONS

General
Standards IEEE 802.3u 100BASE-TX Fast Ethernet
IEEE 802.11¢g; IEEE 802.11b
Protocol CSMA/CD

Radio Technology

IEEE 802.11g Orthogonal Frequéddgision Modulation

Data Transfer Rate

802.11b: 1, 2, 5.5, 11Mbps (setse)
802.119: 6, 9, 12, 18, 24, 36, 48, 54Mbps(autoeens
Super-GM: 108Mbps
Ethernet: 10Mbps (half duplex), 20Mbps (full-duplex
Fast Ethernet: 100Mbps (half duplex), 200Mbps {fdilplex)

Topology

Star

Receiver Sensitivity

54Mbps: Typical -65dBm @ 10%RP(Packet Error Rate)
11Mbps: Typical -82dBm @ 8% PER (Packet Error Rate)

TX Power 18 'dBm
Network Cables 10BASE-T: 2-pair UTP Cat. 3,4,5 (b@0Q EIA/TIA- 568 100-ohm
STP (100 m)
100BASE-TX: 2-pair UTP Cat. 5 (100 m), EIA/TIA-5880-ohm
STP (100 m)
Frequency Range 2412 ~ 2484 MHz ISM band (charinel44)
Modulation DBPSK/DQPSK/CCK/OFDM
Schemes
Security 64/128-bits WEP Encryption; WPA, WPA-PSKPA2, WPA2-PSK
Channels 1 ~ 11 channels (FCC/NCC); 1 ~ 13 cha{BdISI);

1 ~ 14 channels (MKK)

Number of Ports

LAN: 4 x 10/100Mbps Auto-MDIX Fd&sthernet port

WAN: 1 x 10/100Mbps Auto-MDIX Fast Ethernet port

Physical and Environmental

DC inputs

7.5VDC/1A

Power Consumptior

16.5W (Max)

Temperature Operating: 0 ~ 40 C, Storage: -10~ 70 C
Humidity Operating: 10% ~ 90%, Storage: 5% ~ 90%
Dimensions 147 x 115 x 35 mm (W x H x D) withoutt@nna

EMI:

FCC Class B, CE Mark B
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