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Federal Communication Commission Interference Statment

This equipment has been tested and found to comiiythe limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These lirars designed to provide reasonable
protection against harmful interference in a resiidd installation. This equipment generates,
uses and can radiate radio frequency energy amwt iinstalled and used in accordance with
the instructions, may cause harmful interferenceatho communications. However, there is
no guarantee that interference will not occur padticular installation. If this equipment does
cause harmful interference to radio or televisieception, which can be determined by turning
the equipment off and on, the user is encourag&y tiw correct the interference by one of the
following measures:

- Reorient or relocate the receiving antenna.
- Increase the separation between the equipmentasd/er.

- Connect the equipment into an outlet on a cirdifierent from that to which the receiver
IS connected.

- Consult the dealer or an experienced radio/TYinean for help.
FCC Caution: Any changes or modifications not expressly approwgdthe party
responsible for compliance could void the userthaity to operate this equipment.

This device complies with Part 15 of the FCC Ru@pgeration is subject to the following two
conditions: (1) This device may not cause harmitgrference, and (2) this device must accept
any interference received, including interfererd thay cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposhmets set forth for an uncontrolled
environment. This equipment should be installed apdrated with minimum distance 20cm
between the radiator & your body.

This transmitter must not be co-located or opegatmconjunction with any other antenna or
transmitter.

The availability of some specific channels and/perational frequency bands are country
dependent and are firmware programmed at the fatbomatch the intended destination. The
firmware setting is not accessible by the end user.

Europe — EU Declaration of Conformity

This device complies with the essential requirem@ftthe R&TTE Directive 1999/5/EC. The
following test methods have been applied in ordgsrbve presumption of conformity with the
essential requirements of the R&TTE Directive 1992C:

EN 60 950-1: 2001 +A11: 2004




Safety of Information Technology Equipment

EN 50385: 2002

Product standard to demonstrate the compliancadib roase stations and fixed terminal stations for
wireless telecommunication systems with the basstrictions or the reference levels related to huma
exposure to radio frequency electromagnetic field®MHz - 40 GHz) - General public

EN 300 328 V1.6.1 (2004-11)

Electromagnetic compatibility and Radio spectrumtteta (ERM); Wideband transmission systems;
Data transmission equipment operating in the 2,4 @M band and using wide band modulation
techniques; Harmonized EN covering essential requénts under article 3.2 of the R&TTE Directive

DEN 301 489-1 V1.6.1: (2005-09)0]

[JElectromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic Compatibility (EMC)

standard for radio equipment and services; Part 1: Common technical requirements
0 [OEN 301 489-17 V1.2.1 (2002-08)

[ Electromagnetic compatibility and Radio spectrum Matters (ERM); ElectroMagnetic Compatibility
(EMC) standard for radio equipment and services; Part 17: Specific conditions for 2,4 GHz

wideband transmission systems and 5 GHz high performance RLAN equipment

This device is a 2.4 GHz wideband transmission system (transceiver), intended for use in al
member states and EFTA countries, except in France and Italy where restrictive use applies

In Italy the end-user should apply for a license at the national spectrum authorities in orde
obtain authorization to use the device for setting up outdoor radio links and/or for supply
public access to telecommunications and/or network services.

This device may not be used for setting up outdoor radio links in France and in some area
RF output power may be limited to 10 mW EIRP in the frequency range of 2454 — 2483.5 V
For detailed information the end-user should contact the national spectrum authority in Fran

Ce05600

Cesky ' [Jméno vyrobcetimto prohlasuje, Ze tenftyp zasizeni]je ve shod se zakladnimi pozadavky a

[Czech] dalSimi gislusnymi ustanovenimi stmice 1999/5/ES.

Dansk Undertegnede [fabrikantens navn] erkleerer herved, at fglgende udstjudstyrets

[Danish] typebetegnelsajverholder de vaesentlige krav og gvrige releviarae i direktiv 1999/5/EF.

[

Deutsch Hiermit erklart[Name des Herstellersjdass sich das Gerfiberatetyp] in Ubereinstimmung

[German] mit den grundlegenden Anforderungen und den Ubrigeschlagigen Bestimmungen der

Richtlinie 1999/5/EG befindet.

Eesti K&esolevaga kinnitglbootja nimi = name of manufacturerdeadmgseadme tuup = type ¢f




[Estonian]
el English

Espaiiol
[Spanish]

el EAAnvuch
[GreeK]

Francais
[French]

Italiano
[ltalian]

Latviski
[Latvian]

Lietuviy
[Lithuanian]

[l Nederlands
[Dutch]

[mt] Malti
[Maltese]

Magyar
[Hungarian]

[el]
[Polish]

Polski

[l Portugués
[Portuguese]

Slovensko
[Slovenian]

Slovensky
[Slovak]

Suomi
[Finnish]

[#]  Svenska
[Swedish]

equipment]vastavust direktiivi 1999/5/EU p&hinduetele ja etatud direktiivist tulenevatelz
teistele asjakohastele satetele.

Herebyjname of manufactureyjdeclares that thigype of equipmentis in compliance with tha
essential requirements and other relevant progsabirective 1999/5/EC.

Por medio de la presenteombre del fabricantefeclara que dklase de equipotumple cor
los requisitos esenciales y cualesquiera otra®siisipnes aplicables o exigibles de la Direciiva
1999/5/CE.

ME THN ITAPOYZA [name of manufacturer] AHAQNEI OTI [type of equipment
SYMMOPOQNETALI ITPOX TIX OYZIQAEIX AITAITHXEIX KAI TIX AOIIEX EXETIKEX
AIATAEEIX THX OAHI'TAY 1999/5EK.

Par la présentfnom du fabricant]déclare que l'apparétype d'appareil] est conforme auic
exigences essentielles et aux autres dispositienisentes de la directive 1999/5/CE.

Con la presentfnome del costruttoreflichiara che questitipo di apparecchiolé conforme ai
requisiti essenziali ed alle altre disposizionitipenti stabilite dalla direttiva 1999/5/CE.

Ar S0 [name of manufacturer / izgatavfd nosaukums]deklag, ka [type of equipment /
iekartas tips] atbilst Direkivas 1999/5/EK #tiskajam prasbam un citiem ar to saiggjiem
noteikumiem.

Siuo [manufacturer nameHeklaruoja, kad Sifequipment typehtitinka esminius reikalavimus
ir kitas 1999/5/EB Direktyvos nuostatas.

Hierbij verklaartinaam van de fabrikantflat het toestdtype van toestelln overeenstemming
is met de essentiéle eisen en de andere relevepadifgen van richtlijn 1999/5/EG.

Hawnhekk, [isem tal-manifattur] jiddikjara li dan[il-mudel tal-prodott] jikkonforma mal-
htigijiet essenzjali u ma provvedimentir@jn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Alulirott, [gyarté neve] nyilatkozom, hogy a[... tipus] megfelel a vonatkozé alapve:d
kdvetelményeknek és az 1999/5/EC iranyelv egyéinésainak.

Niniejszym [nazwa producentajoswiadcza,ze [nazwa wyrobu]jest zgodny z zasadniczymi
wymogami oraz pozostatymi stosownymi postanowieniaymektywy 1999/5/EC.

[Nome do fabricantefeclara que esf¢ipo de equipamentogsta conforme com 0s requisitos
essenciais e outras disposi¢des da Directiva 1498/5

[Ime proizvajalca]izjavlja, da je tqtip opreme] v skladu z bistvenimi zahtevami in ostalimi
relevantnimi doleili direktive 1999/5/ES.

[Meno vyrobcu] tymto vyhlasuje, Zdtyp zariadenia] sgha zékladné poZiadavky a v3etky
prislusné ustanovenia Smernice 1999/5/ES.

[Valmistaja = manufacturerjvakuuttaa téaten et{#iype of equipment = laitteen tyyppimerkini3]
tyyppinen laite on direktiivin 1999/5/EY oleellistevaatimusten ja sitd koskevien direktiivin
muiden ehtojen mukainen.

Harmed intygafforetag] att denndutrustningstyp]star | 6verensstammelse med de vasen:liga
egenskapskrav och odvriga relevanta bestammelsefraomgar av direktiv 1999/5/EG.
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ABOUT THIS GUIDE

Congratulations on your purchase of this IEEE 80g.Wireless Broadband Router. This
integrated access device combines Internet gatdwastions with wireless LAN and Fast
Ethernet switch. It provides a complete solutiom foternet surfing and office resources
sharing, and it is easy to configure and operatevery users.

Purpose

This manual discusses how to install the IEEE 80 Wireless Broadband Router.

Overview of this User’'s Guide

Introduction. Describes the Wireless Broadband Router andatsifes.
Unpacking and Setup.Helps you get started with the basic installabbthe Wireless Router.

Identifying External Components. Describes the front panel, rear panel and LEDcatdrs
of the Wireless Router.

Connecting the Router. Tells how you can connect the Wireless Routgrotar xDSL/Cable
Modem.

Technical Specifications. Lists the technical (general, physical and envmental,
performance and Routers settings) specificatiotee@Wireless Broadband Router.




INTRODUCTION

With the explosive growth of the Internet, accegsimformation and services at any time, day
or night has become a standard requirement for pmgple. The era of the standalone PC is
waning. Networking technology is moving out of teclusive domain of corporations and into

homes with at least two computers.

This integrated access device combines Internetgat functions with wireless LAN and Fast
Ethernet switch. Designed for the business and hoimgaves you the cost of installing a
separate modem and ISP line for each computerewhilviding ready connection for the users,
with or without the network wires.

Broadband network access is also gaining groundigder, allowing more than two computers
to access the Internet at the same time meanaffesdable, higher costs. Thus, there is a neec
to share one legal IP address over a single Irtteomection to link the home with the Internet.

The scarcity of IP addresses and using a sharethittconnection through an Internet sharing
device can solve high network access costs. Akelih computers can make full use of
broadband capabilities over such a device.

This device not only comes equipped with a wideggeaof features, but also can be installed
and configured right out of the box. This devicgmuts a simple local area network and
Internet access share, offering great cost savings.

The local area network connects up home computbiig a&lso allowing any of the computers
to access the Internet, share resources, or plajeamames—the basis of the family computing
lifestyle.

Applications

Broadband Internet access: Several computers can share one high-speed braddba
connection through wireless or wired (WLAN, LAN avwdAN-Internet).

Resource sharing:Share resources such as printers, scanners angetigherals.

File sharing: Exchange data, messages, and distribute filesniaksng good use of hard disk
space.

Online gaming: Through the local area network, online gaming afer@merce services can
be easily setup.

Firewall: A built-in firewall function — for security and artack system.




Features

v
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Compliant with IEEE 802.11g and 802.11b Devices
Built-in 4 x 10/100Mbps Auto-MDIX LAN Ports
Built-in 1 x 10/100Mbps Auto-MDIX WAN Port (Internpe

Supports Cable/DSL Modems with Dynamic IP, StaBcRPPoE, L2TP, PPTP or BigPond
Connection Types

DHCP Server Feature Allocates up to 253 Client telissses

Supports 64/128-bit Wired Equivalent Privacy (WEP)

Supports WPA, WPA2, WPA-PSK and WPA2-PSK Advancedusty
Supports MAC Address, Protocol Filters and UPnPiyehsal Plug & Play)
Traffic Control with Virtual Server, Virtual PC mpmg and DMZ

Provides Additional Security with SPI / NAT firewalnd Attack Alert via emails
Provides Additional Security of Enable/Disable SSHassword Protection
Flash Memory for Firmware Upgrade, Save/Restorerfgst and Traffic Log
Compliant with Windows 95/98/NT/2000/XP, Linux aNthc OS

Easy Management and Remote Management via Web Brgit$ TP)
Range for Indoor of 30 ~ 50 meters (depends oretiveonment)

Range for Outdoor of 50 ~ 200 meters (depends @eirironment)




UNPACKING AND SETUP

This chapter provides unpacking and setup infownatior the IEEE 802.11g Wireless
Broadband Router.

Unpacking

Open the box of the Wireless Broadband Router ardfully unpack it. The box should
contain the following items:

¢ One IEEE 802.11g Wireless Broadband Router

¢ One 2dBi dipole antenna

¢ One CD-ROM with User’s Guide

¢ One AC Power adapter

If any item is found missing or damaged, pleasearryour local reseller for replacement.

Setup

The setup of the Wireless Broadband Router caneomnmed properly using the following
methods:

¢ The power outlet should be within 1.82 meters @)fef the Broadband Router.

o Visually inspect the DC power jack and make sumd this fully secured to the power
adapter.

¢ Make sure that there is proper heat dissipatiomfamd adequate ventilation around the
Broadband Router. Do not place heavy objects eBtlhadband Router.

¢ Fix the direction of the antennas. Try to place Weeless Router in a position that can
best cover your wireless network. Normally, thehleigyou place the antenna, the better the
performance will be. The antenna’s position enhatiece receiving sensitivity.




HARDWARE INSTALLATION

Front Panel

The figure below shows the front panel of the Wassl Broadband Router.

Wireless
Broadband
Router

Figure 1. Front panel

|EEE 802.11¢g

POWER
This indicator lights green when the hub is recepewer, otherwise it is off.
Status

This indicator blinks green means the Internet Bb@ad Router is working successful.
Otherwise, this indicator always on or off mears filmction of the Internet Broadband Router
is fail.

WAN (Link/ACT)

The indicators light green when the WAN port wasireected to an xDSL/Cable modem
successfully.

The indicators blink green while the WAN port waansmitting or receiving data on the
xDSL/Cable modem.

WLAN (ACT)

This indicator lights green when there are wireldsgices connected and transmitting data to
the Wireless Router.

LAN (Link/ACT)
These indicators light green when the LAN portsenannected successfully.
These indicators blink green while the LAN portgevgansmitting data.




Rear Panel

The figure below shows the rear panel of the WasBroadband Router.

[~
LALLM

ER RESET
] L rLaNPorts —1 1 Power Jack I
Antenna WAN Port Reset
Figure 2. Rear Panel
Antenna
There are one 2 dBi Gain Antenna in the rear pfmetlireless connection.
LAN (1-4)

Four RJ-45 10/100Mbps Auto-MDIX ports for connegtito either 10Mbps or 100Mbps
Ethernet connections.

WAN

In the four port broadband router, there is an R1@#100Mbps Auto-MDIX port for the WAN
that will fit the xDSL/Cable modem'’s specificatioeed.

DC IN
Plug the power adapter to this power jack
RESET

Use a pin-shape item to push to reset this devi¢actory default settings. It will be useful too
when the manager forgot the password to loginthmisetting will be back to default setting.

Hardware connections

Connect the Router using LAN

1. Plug in one end of the network cable to the WANt mdrthe Wireless Internet Broadband
Router.

2. Plug in the other end of the network cable to ttleeEhet port of the xDSL or Cable modem.

3. Use another network cable to connect to the Etheare on the computer system; the other
end of the cable connects to the LAN port of theermet Broadband Router. Since the
Wireless Broadband Router has four ports, you camect up to four computers directly to
the unit. There you do not have to buy a switchcéonect these computers since one
Internet Broadband Router functions both as a odioresharing unit and as a switch.




Connect the Router using Wireless LAN

Figure 3. Connecting the WLAN Router

1. Plug in one end of the RJ45 network cable to thBlx¥Qable Modem.

2. Plug in the other end of the RJ45 network cabliaéoWireless Internet Broadband Router
WAN port.

Check the installation

The control LEDs of the Wireless Internet Broadb&uliter are clearly visible and the status
of the network link can be seen instantly:

1. With the power source on, once the device is caedego the broadband modem, the Power
CPU, LAN, WLAN and WAN port link LEDs of the Inteet Broadband Router will light
up indicating a normal status.

2. While the WAN is link up to the ADSL/Cable modermetWAN port’'s Link/ACT LED will
light up.

3. While the LAN is link up to the computer systemg tbAN port’'s Link/ACT LED will light
up.




PC NETWORK TCP/IP SETTING

The network TCP/IP settings differ based on the pmaer's operating
(Win95/98/ME/NT/2000/XP) and are as follows.

system

Windows 95/98/ME

1. Click on the Network neighborhood’ icon found on the desktop.

2. Click the right mouse button and a context menuilvalshow.

3. Select Properties’ to enter the TCP/IP setting screen.

4. Select ‘Obtain an IP address automatically on the ‘1P address field.

TCP/P Properties 2] x]

Bindros | Advarced | NeBiDs |
DMS Configuration l Gateway l WAMS Configuration | I Address

An IF address can be automatically assigned to this computer:
I pour netwerk. daes not automatically assign IF addresses, ask
your retwork administrator for an address. and ther tpe it in
the space below.

% {Obtair an P address automaticalls

- Spiecify an P address:
IEEdreys: i S i e

Sibrethlastcs 255265 . 2550

Ok I Cancel |
Figure 4. Windows 95/95/Me IP setup

5. Select Disable DNS in the “DNS’ field.

TCP/P Properties 2] x]
Bindings i Advanced I HelBlos i
DS Eanfigurstion | Gateway | WINS Corfiguation | 1P Address

9 5

ot i,,:x BIfifzi g l i

B Geryen Search Brder

r I 1 |
160.95.152.1 AT |
203.66,33.251

D St G eare brdey ————

[— Ll |

Ok I Cancel |
Figure 5. Windows 95/98/Me DNS setup




6. Select Noné' for the “Gateway addressfield.

TCP/P Properties 2] x]

Bindros | Advanced | Ne®lDs |
DINS Eonfigurstion Gateway | wiNG Corfiguation | 1P Address

The first gatewayin the Installed G ateway list will be the: default
‘The address order it the list will be the order i which these
machines are uzed.

Hew gateway: :
. a sdd |
Installed g

5
| Berove |

Ok I Caricel |
Figure 6. Windows 95/98/Me Gateway setup

Windows 2000

Double click on the My computer” icon on the desktop. WherMty computer” window
opens, open theControl panel” and then open theNetwork dialup connection’ applet.
Double click on the “Local area network connectioobn. Select “Properties” to enter the
TCP/IP setting window.

1. In the “Local area network status window, click on ‘Properties.”

2. In the ‘Local area network connectiori window, first select TCP/IP setting and then stle
“Properties.”

3. Set both P address an

:
j Btk = = - [B] | Qsearch L Foiders ¢ Aristory ! Freir e ive) | -
| address 3 Hetwark snd Dial-up Connections =] @se

1 il @
oo i 4
- ep L & T
= Make New Local Area
Network and Dial- Conmection  Connection

x|

2l

S Connect using  General l

Corire
Dural
[ Spee B DLk | oy can get [P seltings assigned automatically if pour nebwerk supports

this capability. Otherwise, you need to ask your network. administrator for

the appropriate IP sethings:

Activit
‘Componerts ¢
m {+ Dbl an [P address automatically
Pack | BFjoq  [F Usethe following [P address

W15~ NetBE 1P address: g E
1% Intesn =
Frope Subret mask: 1 : G
Thstall Detauilt gateway, 3 2 +
~ Description - -
T 1= Obtain DMS server address automatically

e wide area T (" Use the following DNS server addresses—————————————————

across dive .

L Erefened DG sever

I™ Show icor Lltemiate NS semen 3 E i
Advanced... |

0K I Cancel |
[z cbiect{s) -

Figure 7. Windows 2000 IP and DNS setup
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Windows XP

Point the cursor and click the right button on‘tky Network Place” icon.
Select “properties” to enter the TCP/IP settingoaw.

1. Set ‘1P address to “Obtain an IP address automatically”

2. Set‘DNS’ to “Obtain DNS server address automatically

Internet Protocol (TCP/IP) Properties

| General _A\temata Canfiguration

‘You can get [P settings assigned automatically if vour network supports
thiz capability. Othenwize, you need ta ask your network. administrator far
the appropriate IP settings.

(%) Obtain an IP addiess automatically

(73 Use the follawing IP address:

(@illbtan DN server address automaticsly

(71 Use the follawing DMS server addresses.

Figure 8. Windows XP IP and DNS setup
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WIRELESS BROADBAND ROUTER CONFIGURATION

First make sure that the network connections aretioning normally.

This Wireless Broadband Router can be configuréaguternet Explorer 5.0 or newer web
browser versions.

Login to the Wireless Broadband Router through WLAN

Before configuring the Wireless Broadband Routeough WLAN, make sure that the SSID,
Channel and the WEP is set properly.

The default setting of the Wireless Broadband Ratia you will use:
€ SSID:default
4 Channel6
€ Security:disable
¢ |P Address192.168.1.1

Login to the Wireless Broadband Router through LAN

Before you configure this device, note that whes \tireless Broadband Router is configured
through an Ethernet connection, make sure theP©@snust be set on the sub-network that
can be accessed by the xDSL/Cable modem. For egamipen the default network address of
the xDSL/Cable modem Ethernet interface is 19211.88then the host PC should be set at
192.168.1.xxx (where xxx is a number between 2 25dl), and the default subnet mask is
255.255.255.0.

Using the Web Browser

1. Open Internet Explorer 5.0 or above Internet browse

2. Enter IP addressttp://192.168.1.Xthe factory-default IP address setting) to the WirRlb
address location.

Address | &] hetp:j192.168.1.1

Figure 9. Web address

3. When the following dialog box appears, enter ther mame and password to login to the
main configuration window, the default username password isddmin’.

Figure 10. Login
Note: If needed to set a password, then referd&yistem — Password Setting

11



After entering the password,

information.

the main page comesthg screen will display the device

802.11g Wireless Broadband Router

WAN

Wireless

LAN

Access Control

Pasgword

Tirne

Device Information

Log

Leg Setting
Statistic
Restart
Firrmwrare
Configuration
UPnP

Ping Test

Remote Management

Wizard

Device Information

WAN
MAC Address

Connection Type

|P Address
Subnet Mask
Default Gateway
DNS

Wireless
Connection
SEID
Channel
Antenna Power
Authentication Type

Wirelegs Client List

LAN
MAC Address
|P Address
Subnet Mask

OHCR Server

(00-17-9a-32-87-5b

DHCP Client Disconnected
[ DHCP Release | [ DHCP Renew |

0ooo
0on.oo
0000

802.11g AP Enable
default

5

Full

Dizabled

00-17-9a-32-87 93

192.188.1.1

255.265.255.0

Enabled DHCP Client List

Figure 11. Device information

Configuration Menu

When the main page appears, find @anfiguration menuin the left side of the screen. Click
on the setup item that you want to configure. Ttageesix main optiondaAN, Wireless, LAN,
Access Control, System and Wizasdshown in the Configuration Menu screen.

WAN

Connection Type

Dynarmic DNS

Wireless

LAN

Access Control

System

Wizard

Figure 12. Configuration Menu
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Setup Wizard

Setup wizard is provided as the part of the weldigoration utility. User can simply follow the
step-by-step process to get the wireless routefigromation ready to run in 6 easy steps by
clicking on the “Wizard” button on the function menThe following screen will appear. Please
click “Next” to continue.

Welcome to Setup Wizard

» Setup Wizard

Step 1. Set your Mew Password

Step 2. Choose your Tirme zone

Step 3. Set LAN Connection and DHCF Server
Step 4. Set Internet Connection

Step 5. Set wireless connection

StepB. Restart

Display Wizard next ime? ® Yes O Mo |

-9

EXIT

Figure 13. Setup Wizard
Step 1: Set up new Password
User can change the password and then click “Nlextontinue.

Welcome to Setup Wizard

Passward : |tt..||||ooe..c. |

VEI’if}l‘ Paszswiord ; |............... |

O—-0—0-

BACK NEXT EXIT

Figure 14. Setup Wizard — Set Password
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Step 2: Choose time zone
Select the time zone from the drop down list. Rtedick “Next” to continue.

Welcome to Setup Wizard

» Choose Time Zone

| (GMT08:00) Pacific Time (US & Canada) |

Q99

BACK
Figure 15. Setup Wizard — Set time zone
Step 3: Set LAN and DHCP Server

Set user’s IP address and mask. The default IP2s168.1.1. If user likes to enable DHCP,

please click “Enabled”. DHCP enabled is able toomatically assign IP addresses. Please
assign the range of IP addresses in the fieldRahfe start” and “Range end”. Please click
“Next” to continue.

Welcome to Setup Wizard

» Set LAN & DHCP Server

LAN IP Address : [192.168.1.1 |

LAN Subnet Mask : [255 265 2550 |

DHCP Server: & Enabled O Digabled

Range Start - [132 168.1.100 |

Range End : [192 168 1193 |

Q-90-9-

BACK

Figure 16. Setup Wizard — Set LAN & DHCP Server
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Step 4: Set Internet connection
The WLAN Router will attempt to auto detect youtdmet Connection.

Welcome to Setup Wizard

» Auto Detecting WAN

Pleaze wait Detecting WWAN connecting type now.

Figure 17. Setup Wizard — WAN setup - Auto detect KN type

If the WLAN Router is unable to auto detect youtenet connection, you will need to
manually select the Internet connection type: @blRiautomatically; Fixed IP, PPPoE, PPTP,
L2TP or BigPond.

Obtain IP automatically (DHCP client):

If user has enabled DHCP server, choose "ObtasutBmatically (DHCP client)" to have the
router assign IP addresses automatically.

Welcome to Setup Wizard

+ Select Internet Connection Type

@®

Obtain IF automatically (DHCP client)

O

Fixed IP
PPPoE
FETR
L2TP

@ &

O 0

BigFaond

0-O-0-

BACK NEXT EXIT

Figure 18.
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If your ISP requires you to enter a specific haanhe or MAC address, please enter it in.

Welcome to Setup Wizard

» Set Dynamic IP Address

[fyour ISP require you to enter a specific host name or specific MAC address,
please enter it in. The Clone MAC Address button is used to copy the MAZ
address of your Ethernet adapter to the Router. Click Mest to continue.

Host Mame ; |Wire|ess Router |(nptinnal)

mac: o |-fi7 s |-B2 |-B8 -l Jeoptionan

Q-0-9-

Figure 19.
Fixed IP Address:

Welcome to Setup Wizard

» Select Internet Connection Type

o
O]

Obtain IP automatically (DHCP client)
Fixed IP

FPFoE

FFTF

L2TF

(: G0 YT TR

BigFaond

o

BACK

Figure 20.
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If the Internet Service Providers assign a fixedatRiress, choose this option and enter the
assigned IP address, subnet mask, gateway IP ar#l IDNaddresses for your Broadband
Router.

Welcome to Setup Wizard

» SetFixed IP Address

Enter in the static IP information provided to you by your ISP Click Nextto
continue.

WAN IP Address © [0.0.00

|
WAN Subnet Mask - 0000 |
WAN Gateway Address - [00.00 |
|

|

DNS Server Address 1: [0.0.0.0
DNS Server Address 2 [0.0.0.0

G-0-0-

BACK NEXT
Figure 21.
PPPOE:

Welcome to Setup Wizard

» Select Internet Connection Type

) Obtain IP automatically (DHCP client)
3 Fixed IP

O TP
O BigPond

Q-0

BACK NEXT

Figure 22.
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Obtain IP Automatically: If connected to the Internet using a PPPoE (DpakiDSL) Modem,
the ISP will provide a Password and User Name, taed the ISP uses PPPoOE. Choose this
option and enter the required information.

Welcome to Setup Wizard

» Set PPPoE Client

The service name is optional but may be reguired by your ISP Click Next to
continge.

@} Obtain IP Automatically © Specify IP

User Mame | |

Paszward : |..........................4

VEI’if}l’ Fassword ||!!!!!!.c..c..c.....eooeoo{

IP Address |-_':_._: 0o

Semvice Name ; | |(0pti0na|)

0-0-0-
BACK NEXT EXIT
Figure 23.

Specify IP: If connected to the Internet using a PPPoE (DpkDSL) Modem, the ISP will
provide a Password, User Name and a Fixed IP Addi@wose this option and enter the
required information.

Welcome to Setup Wizard

» Set PPPoE Client

The serice name is optional but may be required by your ISP, Click Next ta
continue.

© Obtain IP Automatically : ()} Specify P

User Mame | |

PaSSWard |..........................4

\r’erify Passwoard : |IIIIIIIII.IIIIIIII........4

IP Address + [0.0.00

Serice Mame : | |(Dmiunal)

Q-0

Figure 24.
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Welcome to Setup Wizard

» Select Internet Connection Type

Obtain IP automatically (DHCP client)
Fixed IP

FPFoE

{ FPTR

L2TP

00 @O0 O0O0

BigPond

Q-0-0-

BACK EXIT

Figure 25.

If connected to the Internet using a (PPTP) xDSLdbha, enter the your IP Address, Subnet
Mask, Gateway, Server IP, PPTP Account and PPT&wead, Your Subnet Mask required by

your ISP in the appropriate fields. If your ISP Ipasvided you with a Connection ID, enter it

in the Connection ID field, otherwise, leave itaer

Welcome to Setup Wizard

» Set PPTP Client

[ Please set you PPTP Client data then press Next to continue.
& Dynamic P Static IP
IP Addrass | [0.0.0.0 |
Subinet Mask : [D.0.0.0 |
Gateway | |D.D.D.D |
Server [P MName | |
PFTR Account ; | |

PPTP Pazsward | |..........................|

VEFif}l’ Fassword |..........................{

Q-0-0-

BACK MEXT

Figure 26.
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L2TP:

Welcome to Setup Wizard

» Select Internet Connection Type

@]
O
@]
o
@®
o

Obtain IP automatically (DHCP client)
Fized IP

FPFoE

FPTF

L2TP

BigFaond

G-9-9-

Figure 27.
If connected to the Internet using a (L2TP) xDSLd¥m, enter the your IP Address, Subnet
Mask, Gateway, Server IP, L2TP Account and L2TPs®asd, Your Subnet Mask required by

your ISP in the appropriate fields. If your ISP Ipasvided you with a Connection ID, enter it
in the Connection ID field, otherwise, leave it@er

Welcome to Setup Wizard

» Set L2TP Client

[ Please set you L2TP Client data then press Next to cantinue. |
@ Dynamic P O Static IP
IP Address : |0

Gateway [0 010

|

Subnet Mask |!'E [J.0:0 |
|
|

Serer [P/ Bame

L2TP Account : | |

|_2TF| PSSSWDrd |...........I‘I‘I‘...........I‘{

\r"erify Password : |I‘I‘I‘..IIIIIIIII....IIIIIIII{

G-9-9-

BACK

Figure 28.
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BigPond:

Welcome to Setup Wizard

» Select Internet Connection Type

) Obtain IP automatically (DHCF client)
) Fixed IP

© PPPoE

& PETR

3 Gl

©! BigPond

0-0-0-
BACK NEXT EXIT
Figure 29.

If your ISP is Big Pond Cable, the ISP will provideUser Name, Password, Authentication
Server and Login Server IP (Optional). Choosedpiton and enter the required information.

Welcome to Setup Wizard

» Set BigFPond

[ Pleaze set you BigPond data then press Nextto continue. |

User Marme : | |

Passward ; |..........................|

ver‘if}f Password | |..........................|

Server [P/ Mame | | |

Auth Server |sm-senter b

G0

BACK NEXT EXIT

Figure 30.
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Step 5: Set Wireless LAN connection

Click “Enable” to enable wireless LAN. If user ehedbthe wireless LAN, type the SSID in the
text box and select a communications channel. TBE &nd channel must be the same as
wireless devices attempting communication to theeo

Welcome to Setup Wizard

» Set Wireless Connection

Wireless | & Enabled O Disabled

5510 [default

Channel : .5 b

Q-9

BACK NEXT

Figure 31.
Step 6: Restart

The Setup wizard is now completed. The new setimtide effective after the Wireless router
restarted. Please click “Restart” to reboot théanuf user does not want to make any changes
please click “Exit” to quit without any changes.

Welcome to Setup Wizard

» Setup Completed

Click "Restart” button to save the gettings and restat Wireless Router:

0O

RESTART  EXIT

Figure 32.
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WAN Setting

This function enables users to set up the WLAN BoWAN connection, specify the IP
address for the WAN, add DNS numbers, and ente¥ith€ address.

Connection Type: Select the connection type, either DHCP cliemtg#ilP or PPPoE, PPTP,
L2TP or BigPond from the drop-down list.

DHCP Client or Fixed IP

If user has enabled DHCP server, choose "ObtasutBmatically (DHCP client)" to have the
router assign IP addresses automatically.

802.11g Wireless Broadband Router

« LAN Connection Type

Connec tioh Type \_DHCF‘ Client or Fixed IF‘_V_:

WAR P Address ¢ & Obtain IP Automatically © Specify IP
P addoss
« Wirel
St sk
Aecess ontrl O
System
DMS 1 0000
= Wizard
DMNS2: 00040
Clone MAC Address :
|gg ‘ ‘17 | |ga | ‘32 ‘ |BB | |Cf | Clone MAC Address
éﬂ cancel ‘? Apply
Figure 33.

WAN IP Address: Select whether user wants to specify an IP addmessually, or want
DHCP to obtain an IP address automatically. WheecBp IP is selected, type the IP address,
subnet mask, and default gateway in the text bokkE®r's ISP will provide with this
information.

IP Address: For the Specify mode, enter the specific IP addtiest provided by your ISP.
Subnet Mask: For the Specify mode, enter the specific subnesknttzat provided by your ISP.

Gateway: For the Specify mode, enter the specific gatevwawnddress that provided by your
ISP.

DNS 1/2: Manually specific DNS server IP address. For thead IP Automatically mode,
leave 0.0.0.0 hear, the DHCP server will providésServer automatically.

Clone MAC Address: If your ISP requires you to enter a specific MAdtgess, please enter it
in. The Clone MAC Address button is used to comy MAC address of your Ethernet adapter
to the Router.
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PPPoE with Obtain IP Automatically

If connected to the Internet using a PPPoE (DiakDysL) Modem, the ISP will provide a
Password and User Name, and then the ISP uses PRRoBse this option and enter the
required information.

802.11g Wireless Broadband Router

* LAN Connection Type
m il ‘ FRReE z
Connection Type
Dynamic DN WAN IP Address - @) Obtain IP Automatically
© Specity IP
» Wireless
= Access Control Service Name ‘ ‘
User Name ‘ ‘
« System
Passward © | ]
* Wizard ‘ ‘
L 1

“Werify Password

DNS @ Primary
Secondary (optional
Auto-reconnect . O Always On & Manual & Connect-on Demand
ldle Time Qut Mmules
MTU

a Cancel 0 Apply

Figure 34.

24



PPPoE with Specify IP

If connected to the Internet using a PPPoE (DiakDyL) Modem, the ISP will provide a
Password, User Name and a Specify IP Address, ehttos option and enter the required
information.

802.11g Wireless Broadband Router

Connection Type

Lo

bk Connection Type | PPPoE v
Dyhamic DNS =

Wireless
WWAN [P Address 0 O Obtain IP Automatically

LaN ® speciy P

Access Control

Service Mame

System

Wizard Paszward

\ |
User Mame ‘ ‘
[ ]
L |
[ ]
L 1

Werify FPassword

DRIS: Primary
Secondary foptionan
Auto-reconnect . O Aways On O Manual @ Connect-on Demand
Idle Time Out Minutes
MTU

@ Cancel @ Apply

Figure 35.
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PPTP/L2TP with Obtain IP Automatically

If connected to the Internet using a PPTP/L2TP I{paxDSL) connection, enter the your
Server IP, PPTP/L2TP Account and PPTP/L2TP Passwordur ISP has provided you with a
DNS IP address, enter it in the DNS field, otheewlsave it zero.

802.11g Wireless Broadband Router 802.11g Wireless Broadband Router

Connection Type

Connection Type

Connection Type : | PPTR v] Connection Type : [L2T v
Wireless Wireless
WANIP Address | ® Obtain IP Automatically © Specify IP WAN P Addtess . @ Obtain IP Automatically O Specify IP
LAN Pagess (OO0 ] LAN 1P Addrese
Gateway: [UO0 ] Gateney: (000 ]
System System
ong: [E00D NS [E000
Wizard | wizard
N ‘ S —
T e —
r—
i
scon -recol
Idle Tirme Out Minutes Idle Tirme Out Minutes
MTU T 1200
Qe | (@ .
€ 3 Cancel é? Apply.

Figure 36. PPTP Figure 37. L2TP

PPTP/L2TP with Specify IP

If connected to the Internet using a PPTP/L2TP I{DpaxDSL) connection, enter the your IP
Address, Subnet Mask, Gateway IP address, DNSdRessl, Server IP address, PPTP Account
and PPTP Password.

802.11g Wireless Broadband Router 802.11g Wireless Broadband Router

Connection Type

Connection Type

Connection Type : | PPTR v/ Connection Type : [L2TP v
Wireless Wirelass
WAN IP Address | © Obtain IP Automatically @ Speeify IP WAN IP Address O Obtain IP Automatically © Specify IP
LAN 1P Address | [L0.0.0 LAN IP Address ; [00.00
Rotesn e b Subnet Mask : [00.0.0 P Subnet Mask : [1.00.0 1
Gateway : [10.0.0 Gateway : [10.0.0
System System
ONS . 000 DNS: [000
Wizard | Wizard
ServerPame: [ ] ‘ Sererlpimame: [ ]
PPPAccoun [ ] ot [
PPTP Password L2TP Passuord
eriy Passwrd verity Pssuord
Auto-reconnect . Q) Always On Q Manual © Connect t-on Demand Auto-reconnect | © Always On © Manual @ Connect t-on Demand
Iale Tirme Out Minutes Il Tirne Out Minutes
MTU MTU: [0
Q| (@ _
@ Cancel @ Apply

Figure 38. PPTP Figure 39. L2TP
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BigPond Cable

If your ISP is Big Pond Cable, the ISP will provideUser Name, Password, Authentication
Server and Login Server IP (Optional). Choosedpiton and enter the required information.

802.11g Wireless Broadband Router

Cannection Type

Connection Type |B\gPond Cable V|
Dynamic DMS —_————
Wireless
Usger Mame

‘ LAN Pasgward : I ]l
[ |
L 1

Werify Pagsword @

Access Control

gistom Server IPMame : | |(nptmna\)

Clone MAC Address |

‘gg Hﬁ' |_|ga ‘_‘32 |_|57 |-|9b ‘ Clone MAC Address

Wizard Auth Server: |sm-sewer Vi |
|

g Cancel @ Apply

Dynamic DNS:

This synchronizes the DDNS server with your curieablic IP address when you are online.
First, you need to register your preferred DNS wiith DDNS provider. Then, please selected
one of DDNS server than fill the related informatim the below fields: Host Name, User
Name and Password.

802.11g Wireless Broadband Router

Comnaction T _
st RIS DONS: O Enabled @ Disabled

Diynarnic DHE
DOMNS Server Selection List: | DynDnsorg %

Wireless -

Host Marne ‘ |
Lol Uger Narne ‘ |
Access Control Pagsward : | |
System

@ Cancel @ Apply

Wizard \ - |

Figure 40.
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Wireless setting

This section enables user to set wireless commummsaparameters for the router's wireless
LAN feature.

Basic

This page allow user to enable and disable theegisd AN function, create a SSID, and select
the channel for wireless communications.

802.11g Wireless Broadband Router

WAN Basic

Wireless | @& Enable O Disable

88D

S5I0 Broadcast : & Enable O Disable

Security
Advanced

— Extendedhljsgge O Enable ® Disable

Chanrel  |B ¥ Domain : USA)
Access Control
System "\ 7
a Carnicel \'@ Apply

Wizard

Figure 41.
Wireless: Enables or disables the wireless LAN functionhaf wireless LAN Router.

SSID: Type an SSID in the text box. The SSID of any lese device must match the SSID
typed here in order for the wireless device to sstke LAN and WAN via the router.

Extended Range ModeEnable and disable the wireless Extended Ranganeement.

SSID Broadcast:While SSID Broadcast is enabled, all wirelessntfewill be able to view the
WLAN Router’s SSID. For security purposes, usery mvant to disable SSID Broadcast to
ensure only authorized clients have access.

Channel: Select a transmission channel for wireless comoatiioins. The channel of any
wireless device must match the channel selecteslihasrder for the wireless device to access
the LAN and WAN via the router.
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Security

This function enables user to set authenticatipe fpr secure wireless communications. Open
System allows public access to the router via ws®lcommunications. Shared Key requires
the user to set a WEP key to exchange data wier etiveless clients that have the same WEP
key. This router also supports WPA, WPA2 and WPAP&PA2-PSK.

802.11g Wireless Broadband Router

WAN Security

Security . O Enable & Disable

Basic Authentication Type @ | WEF

Advanced

LAN

@ Cancel @ Apply

System ‘

Access Control

Wizard

Figure 42.
Security: Enable or Disable the wireless LAN security.

802.11g Wireless Broadband Router

WAN Security

Security © & Enable O Oisahle

Basic Authentication Type ‘\NEF‘ v\

Advanced

WEF (2 Open System O Share Ke
LAN P ¥ ¥

WEP Key Format : |HEX %)

Access Control WEP Keg Length m|

System WEP Key 1 ® EDEIDEIEIDEIEIEID
Wizard WER Key2: O [oooonoooco |

WEF Key 3. (O D0DDDDDODO |

WEP ey 41 ¢ (0000000000

Q Cancel & Apply

Figure 43.
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WEP: Open System and Shared Key requires the usert @ W&EP key to exchange data
with other wireless clients that have the same \W&P

WEP Key Format: Select the key format from the drop-down list H&XASCII.

WEP Key Length: Select the level of encryption from the drop-doligt. The WLAN
Router supports, 64 and 128-bit encryption.

WEP Key 1 ~ 4:Enables users to create up to 4 different WEP.Kdgsiually enter a set of
values for each key. Select a key to use by clgkive radio button next to the key. Click
“Clear” to erase key values.

WPA-PSK / WPA2-PSK

802.11g Wireless Broadband Router 802.11g Wireless Broadband Router

Figure 44. Figure 45
If WPA or WPA2PSK is selected, the above screen is shown.
Encryption Type: Select the encryption type for TKIP or AES encirypt
PassphraseThe length should be 8 characters at least.
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WPA / WPA2|

802.11g Wireless Broadband Router

WAN Security

Secuiity | @ Enable O Disable

Authentication Type © [wPa |9

Encryption Type: @ TKIP O AES

PSK/EAP: O PSK ® EAP

Access Control

Radius Server 1

System cl IP Addess: [0.0.00
Part 1812
e e

IP Addess : [0.0.0.0
For:
e

Radius Server2

a Gancel @ Apply

Figure 46.

802.11g Wireless Broadband Router

WAN Security

Secur ity | @ Enable O Disable

Authertication Type © |wPaz 9|

Encryption Type ! @ TP O AES

PSK/EAP: O PSK © EAP

Access Control

Radius Servs

*
System Llg IP Addess: 0000
Port - [1812
e ]

IP Addess . |[0.0.0.0
o —
L R —

Radius Sewer2

acancel @App!y
Figure 47

If WPA or WPA2EAP is selected, the above screen is shown. Pleaskeskength of the
encryption key and the parameters for the RADIUSese

Encryption Type: Select the encryption type for TKIP or AES encrypt

RASIUS Server:

1. Enter the IP address, Port used and Shared Segdtet Primary Radius Server.
2. Enter the IP address, Port used and Shared Segrd#iebSecondary Radius Server.

(optional)

31



Advanced
This function enables user to configure advancedlass functions.

802.11g Wireless Breadband Router

..'.I,_.:'.r-_-:- .
Secardd
Adewncng
LaN =

Ausn
Acgess Sontrol |
Sysl

- o

Wizard Raf canel | | 08 Aoty

Figure 48.

Beacon Interval: Type the beacon interval in the text box. User gaecify a value from 20 to
1000. The default beacon interval is 100.

RTS Threshold: Type the RTS (Request-To-Send) threshold in thx¢ bex. This value
stabilizes data flow. If data flow is irregular,adse values between 256 and 2346 until date
flow is normalized.

Fragmentation Threshold: Type the fragmentation threshold in the text bbpacket transfer
error rates are high, choose values between 15802846 until packet transfer rates are
minimized. (NOTE: set this fragmentation threshedtle may diminish system performance.)
DTIM Interval: Type a DTIM (Delivery Traffic Indication Messagmterval in the text box.
User can specify a value between 1 and 255. Treullefalue is 1.

TX Rates: Select one of the wireless communications transfers, measured in megabytes
per second, based upon the speed of wireless aslaptanected to the WLAN.
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LAN Setting
The function enables user to configure the LAN pBraddress & DHCP Server.

Basic
This page leads to set LAN port properties, sudhafiost name, IP address, and subnet mask

802.11g Wireless Broadband Router

WAN Basic

Wireless Host Marme @ [Wireless Router

IP Address: [182.168.1.1
Subnet Mask | 2552552560

Baszic
DHCP
Access Control

System @ Kneel W Apply

Wizard

Figure 49.

Host Name: Type the host name in the text box. The host namequired by some ISPs. The
default host name is "Wireless Router"

IP Address: This is the IP address of the router. The defduéiddress is 192.168.1.1.

Subnet Mask: Type the subnet mask for the router in the text Atve default subnet mask is
255.255.255.0.
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802.11g Wireless Broadband Router

Basic DHCP Serer: @ Enable O Disable
DHCP Server Start IP : 182 163.1.100
» WAN DHCF Server End 1P @ [152.168.1.199
) Lease Time: |1 WEEIZTE
» Wireless B
» Access Control Add Static DHCP

+ System Static DHCP : O Enable @ Disable

MName | |

» Wizard

macadoress: [ [ [ [ ]-[ |

Padgsss: [ ]

Static DHCP List

Host Name MAC Address IP Addiess

Dynamic DHCP List

Host Name MAC Address IP Address Expired Time

Figure 50.

DHCP Server: Enables the DHCP server to allow the router tcormatically assign IP
addresses to devices connecting to the LAN. DHGabled by default.

DHCP Server Start IP: Type an IP address to serve as the start of thanie that DHCP will
use to assign IP addresses to all LAN devices aieddo the router.

DHCP Server End IP: Type an IP address to serve as the end of thanderthat DHCP will
use to assign IP addresses to all LAN devices aieddo the router.

Lease Time: The lease time specifies the amount of connectime &a network user be
allowed with their current dynamic IP address.

Add Static DHCP: SelectecEnable the Static DHCP allows you to assign acstBtaddress to
the PC that has the IP address and MAC addressimgaggt in the Static DHCP List.

Static DHCP List: The static DHCP mapping will list in the tableppiding the Host Name,
MAC Address and IP Address.

Dynamic DHCP List: All dynamic DHCP client computers are listed iretkable and
providing the Host name, IP address, and MAC addnad Expired Time of the client.
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Access Control Setting

This access control enables you to define acceddact®ns, set up protocol and IP filters,
create virtual servers, define access for spegpliG@tions such as games, and set firewall
rules.

Filter

Using filter to deny or allow the users to acceBaie types of filters to select: MAC, IP Filter,
URL blocking, Domain blocking and Protocol filter.

IMAC Filters |

802.11g Wireless Broadband Router

WAN Filters

Wireless Filters are used to allow or deny LAN users from accessing the Internet.

@ MAC Filters
LAN
IP Filters

@]

& URL Blocking
> Domain Blocking
@]

Wirtual Server
Special AP
Dz

Firewall Rule

Pratocol Filters

MAC Filter

System @ Disabled

€ Only allow computers with MAC address listed below to access the network

Wizard
) Only deny computers with MAC address listed below to access the netwark

@ Apply

MAC Table

Marne ‘ ‘

macaddess: [ [ [ ][ [ ][]

Name MAC Address

Figure 51.

MAC Filter: Enables you to allow or deny Internet access tosusehin the LAN based upon
the MAC address of their network interface. Clibk tradio button next to Disabled to disable
the MAC filter.

Disable: Disable the MAC filter function.

Allow: Only allow computers with MAC address listed ie t1AC Table.

Deny: Computers in the MAC Table are denied Interneéessc
MAC Table: Use this section to create a user profile whidbrhret access is denied or allowed.
The user profiles are listed in the table at thiédno of the page. (Note: Click anywhere in the
item. Once the line is selected, the fields autcrally load the item's parameters, which you
can edit.)

Name: Type the name of the user to be permitted/dercedss.
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MAC Address: Type the MAC address of the user's network inberfa
Add: Click to add the user to the list at the bottonthaf page.
Update: Click to update information for the user, if yoave changed any of the fields.
Delete: Select a user from the table at the bottom ofish@nd click to remove the user profile.

Clear: Click to erase all fields and enter new inforroati

The IP filter function enables you to define a mmom and maximum IP address range filter;
all IP addresses falling within the range are riotwaed Internet access. The IP filter profiles
are listed in the table at the bottom of the pdlyete: Click anywhere in the item. Once the
line is selected, the fields automatically loaditeen's parameters, which you can edit.)

802.11g Wireless Broadband Router

WAN Filters

Wireless Filters are used to allow or deny LAN users from accessing the Internet.

O MAC Filters
LAN
IF Filters

Access Control URL Blocking

Daornain Blocking

Yirtial Server
Special AP
DMEZ

Fitewall Rule

®
(@]
(]
O  Pratocol Filters

IP Filter

Enabled : O Enable O Disabled
|
Range End: [T

System

Wizard

Start End

Figure 52.
Enable: Click to enable or disable the IP address filterction.

Range Start: Type the minimum address for the IP range. |P esidls falling between this
value and the Range End are not allowed to achedsternet.

Range End: Type the minimum address for the IP range. IP esis falling between this
value and the Range Start are not allowed to athedsternet.

Add: Click to add the IP range to the table at thedmotbf the screen.

Update: Click to update information for the range if yoave selected a list item and have
made changes.

Delete: Select a list item and click Delete to removeitam from the list.
Clear: Click to erase all fields and enter new informatio
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URL Blocking|
You could enable URL blocking to deny the usersnfraccessing the specified URL.

those specified URL in the text box.

Add

802.11g Wireless Broadband Router

‘ WAN Filters

Wireless Filters are used to allow or deny LAN users from accessing the Internet.

O MAC Filters
LAN
O P Filters
Access Control @ URL Elacking
Filter O Domain Blocking
itiel Sen & Protocal Filters
Special AP
DMZ
Firewall Rule URL Blocking
Block those URLs which contain keywaords listed below.

System
Enabled: O Enable & Disabled

Wizard

|

Figure 53
Enable / Disable:Enable or Disable the URL blocking function of thé& AN Router.

Add: Click to add the specific URL to the URL blockihsf.
Delete: Selected a URL from the blocking list then clitle Deletebutton to remove the URL
from the URL Blocking list.

@ Cancel V& Apply
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Domain Blocking

You could specify the domains that allow usersdoeas or deny by clicking one of the two
items. Also, add the specified domains in the bext

802.11g Wireless Broadband Router

WAN Filters
Wireless Filters are used to allow or deny LAN users from accessing the Internet.
O MAL Filters
LAN
P Filters
Access Contro & URL Blacking
Filter & Domain Blocking
Wi Seie O Protocol Filters
Special AP
DMZ
Firewall Rule Demain Blecking
System O Disahled

@ Allow users to access all domains except "Blocked Domains”

Wizard . .
O Deny users to access all domains except "Permitted Domains”

d Apply

Blocked Domains

Figure 54.
Disable: Disable the Domain Blocking function.
Allow: Allow users to access all domains except “Blockiagnains”.
Deny: Deny users to access all domains except “Perniiitedains”.
Blocked/Permitted Domains:List domains you will Blocked or Permitted.
Apply: Click to add domain to the Blocked/Permitted Damsdist.

Del: Select a user from the table at the bottom oflidteand click Del to remove the user
profile.
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Protocol Filters|

This protocol filter enables you to allow and deagcess based upon a communications
protocol list you create. The protocol filter pite§ are listed in the table at the bottom of the
page.

Note: When selecting items in the table at thedoottclick anywhere in the item. The line is
selected, and the fields automatically load theigeparameters, which you can edit.
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WAN Filters

Wireless Filters are used to allow or deny LAN users from accessing the Internet.

MAC Filters

o

LAN
IP Filters

]

&}

URL Elocking

o

Domain Blocking

“irtual Server

Special AP

Dz

Fitewall Rule Protocol Filter

®

Protocal Filters

System @ Disabled

© Enabled ‘Deny to access intemet fram LAMN when the list as below item be enable.

a Apply

Wizard

Edit Protocol Filter in List

Enabled : ) Enahle & Disabled

Marne |

Protocol _T_(EF‘_ E’I

2T e N —
Name Protocol Range

Filter FTP TCP 20-27

Filter HTTP GE 80

Filter HTTPS TEE 443

Filter DMS LDp 53

Filter SMTP TCR 25

Figure 55.

Enable: Click to enable or disable the Protocol filter.

Name: Type the name of the user to be denied access.

Protocol: Select a protocol (TCP, UDP or ICMP) to use fa ¥irtual server.
Port: Type the port range of the protocol.

Add: Click to add the protocol filter to the table lag toottom of the screen.

Update: Click to update information for the protocol filtéruser have selected a list item and
have made changes.

Delete: Select a list item and click Delete to removeitam from the list.
Clear: Click to erase all fields and enter new informatio
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Virtual Server

The virtual server function enables users to craatigtual server via the WLAN Router. If the
WLAN Router is set as a virtual server, remote sisequesting Web or FTP services through
the WAN are directed to local servers in the LAMeTWLAN Router redirects the request via
the protocol and port numbers to the correct LAN&e The Virtual Sever profiles are listed in
the table at the bottom of the page.

Note: When selecting items in the table at thedoottclick anywhere in the item. The line is
selected, and the fields automatically load thmigsgparameters, which user can edit.
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WAN Virtual Server

Wireless Enabled : O Enabled © Disabled

Marme ;[

Protocal : | TCP %)

S Private Part : I:l

B Puslic Port: [ |

Wirtual Server

Special AP LAN Senver I:l

DME

Firewall Rule TP —

System

Name Protacol LAN Server

g Yirtual Server FTR TGP 21221 0000
“ittual Server HTTP TCP 80/20 0.00.0
“firtual Server HTTPS TCF 443/443 0.0.0.0
Wirtual Server DNS UDR 53/53 0.0.0.0
“irtual Server SMTP TCP 25725 0.0.0.0
“itual Serer POF3 TCP 110/110 0.0.0.0
Wittual Server Telnet TCP 23523 0000
IPSec LDP 5004500 0.0.0.0
BEE TP 17234723 0000
Nethleeting TCPAT7204720 0.00.0

Figure 56

Enable: Click to enable or disable the virtual server.
Name: Type a descriptive name for the virtual server.
Protocol: Select a protocol (TCP or UDP) to use for thewaltserver.

Private Port: Type the port number of the computer on the LAAt i8 being used to act as a
virtual server.

Public Port: Type the port number on the WAN that will be usedorovide access to the
virtual server.

LAN Server: Type the LAN IP address that will be assignechirtual server.
Add: Click to add the virtual server to the table & fiottom of the screen.

Update: Click to update information for the virtual senikthe user has selected a listed item
and has made changes.

Delete: Select a listed item and click “Delete” to remakie item from the list.
Clear: Click to erase all fields and enter new inforroati
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Special AP

The special AP function enables users to specigcigp applications, such as games which
require multiple connections that are blocked byTNAhe special applications profiles are
listed in the table at the bottom of the page.

Note: When selecting items in the table at thedoottclick anywhere in the item. The line is
selected, and the fields automatically load thmigseparameters, which user can edit.
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WAN Special AP

Wireless Enabled : O Enabled O Disabled

Fame : |

Trigger
Pratocol : [TCP v

DME
Firewall Rule Incoming

System Pratocal © [TCR |
T —

Wizard

‘ Clear

Name Trigger Incoming

Battle.net B2 6112
Dialpad g FLy *51200-51201 51210

- * 2000-2038 2050-
2l Al 2051,2069 2085,3010-3030

PC-to-Phone =12053 =12120,12122 24150-24220
Quick Time 4 =554 * B9V 0-6998

Figure 57.

Enable: Click to enable or disable the application profiléhen enabled, users will be able to
connect to the application via the WLAN Router’'s WAonnection. Click “Disabled” on a
profile to prevent users from accessing the apjpdicaon the WAN connection.

Name: Type a descriptive name for the application.

Trigger: Defines the outgoing communication that determiwksther the user has legitimate
access to the application.

® Protocol: Select the protocol TCP or UDP that can be usexttess the application,
the “*” is meaning to both of TCP and UDP protocols

® Port Range: Type the port range that can be used to accesspftieation in the text
boxes.

Incoming: Defines which incoming communications users arengeed to connect with.
® Protocol: Select the protocol TCP or UDP that can be usedthsy incoming
communication, the “*” is meaning to both of TCRJIdUDP protocols.
® Port: Type the port number that can be used for thenmreg communication.
Add: Click to add the special application profile te tlable at the bottom of the screen.

Update: Click to update information for the special apation if user have selected a list item
and have made changes.

Delete: Select a list item and click Delete to removeitam from the list.
Clear: Click to erase all fields and enter new informatio
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DMZ

The DMZ function enables users to create a DMZthmrse computers that cannot access
Internet applications properly through the WLAN ReEruand associated security settings.

Note: Any clients added to the DMZ exposes thatslito security risks such as viruses and
unauthorized access.
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WAN DMZ
Wireless Enabled : O Enabled @ Disabled
DZ Host [P ; [0.0.0.0
LAN
] Control _
w 4 roviy

Filter

Wirtual Senver
Special AP

Firewall Rule

System

Wizard

Enable: Click to enable or disable the DMZ.
DMZ Host IP: Type a host IP address for the DMZ. The comput#r this IP address acts as
a DMZ host with unlimited Internet access.

Apply: Click to save the settings.

42



Firewall Rule

The firewall rule function enables users to setthp firewall. The WLAN Router provides
basic firewall functions, by filtering all the pastls that enter the WLAN Router using a set of
rules. The rules are listed in sequential ordee-lthwer the rule number, the higher the priority
the rule has.
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WAN Firewall Rule

Wireless Enabled : ) Enabled O Disabled

Name: [

Action: O Allow O Deny

LAN

Filter Source !
T B Imerfacrei IP Range Start IP Range End

Special AP [Lan ¥ |

DML Destination
Firewall Rule Interface  IP Range Start IP Range End Protocol  Port Range

[ ]| [ ) — —
System - — o
Wizard i clate
Action Name Source Destination Protocol
Allow  Allow to Ping WA port WUEAR S MARARN 1CMP,
Deny Cefault AR LAN* 32
Allow Default LAN™ WAN™
Figure 58.

Enable: Click to enable or disable the firewall rule plefi
Name: Type a descriptive name for the firewall rule geof
Action: Select whether to allow or deny packets that confiw the rule.
Source: Defines the source of the incoming packet thattleis applied to.
e |Interface: Select which interface (WAN or LAN) the rule ispdied to.
e |P Range Start: Type the start IP address that the rule is apptied
e |P Range End:Type the end IP address that the rule is applied t
Destination: Defines the destination of the incoming packet tha rule is applied to.
e |Interface: Select which interface (WAN or LAN) the rule ispdied to.
e |P Range Start: Type the start IP address that the rule is apptied
e |P Range End:Type the end IP address that the rule is applied t
e Protocol: Select the protocol (TCP, UDP, or ICMP) of thetohegion.
e Port Range: Select the port range.
Add: Click to add the rule profile to the table at Hwtom of the screen.

Update: Click to update information for the rule if theenshas selected a listed item and has
made changes.

Delete: Select a listed item and cli€Relete” to remove the item from the list.
Clear: Click to erase all fields and enter new informatio
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Priority Up: Select a rule from the list and cli€Rriority Up” to increase the priority of the
rule.

Priority Down: Select a rule from the list and cli€Rriority Down” to decrease the priority
of the rule.

Update Priority: After increasing or decreasing the priority oluéer click“Update Priority”

to save the changes.

System Setting

This system setting enables users to change passaetr the device time, view the device
information, restart the system, save and loadeudfft settings as profiles, restore factory
default settings, upgrade the firmware, and pimgote |P addresses....etc.

Password

This function enables users to set administrathe ser passwords. These passwords are use
to gain access to the WLAN Router interface.

802.11g Wireless Broadband Router

WAN Pasword

Wireless Administrator (The login name is"admin" )

New Passvord
Carfin Passwor

LAN

Access Control

User ¢ The login name s "user" )

New Passiors
'ag s
Tirre: Confirn Pagsward |

Device Information

Leg

Log Setting @ Cancel W Apply
Statistic

Restart

Firrmaare

Configuration

UPnF

Firig Test

Remote Management

Wizard

Figure 59
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Time

This function enables users to set the time and fiatthe WLAN Router's real-time clock,
select properly time zone, and enable or disabféglhd saving.
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WAN

Wireless

LAN

Access Control

s

Password

Time

Local Time | Apr01/2002 158:35:19

Time Zone !_(_CZMT—EIB.UEI) Pacific Time (U5 & Canada) bl

Time Setting

Synchronize the Clock with NTP Server: O Enable @ Disable

MTF Server | |(defaun;

i e e e Manually Date and Time Setting
Log (2002 ] worun[or ] o 01 18] tiour 18] winute (38 18] seccna [19 ]
Log Setting
Set T
Statistic
Restart
Firrmare Daylight Saving
Configuration .
Diaylight
UPRE St © Enabled @ Disabled
Fing Test Start : End |
Remote Management
Wizard
@ Cancel ‘a Apply
Figure 60

Local Time: Displays the local time and date.

Time Zone: Select the time zone from the drop-down list.

Synchronize the clock with NTP Server.Enable or disable the WLAN Router automatically
adjust the system time from NTP Server.

NTP server: The Simple Network Time Protocol (SNTP) serveowal the WLAN Router to
synchronize the system clock to the global Intetietugh the SNTP Server. Specify the NTP
domain name or IP address in the text box.

Manually Date and Time Setting: Manually setting the WLAN Router system time, grdse
Set Timebutton to update the system time.

Daylight Saving: Enables users to enable or disable daylight sauimg When enabled, select
the start and end date for daylight saving time.
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Device Information

This function enables users to view the WLAN Rost8VAN, Wireless, LAN and
System configurations.
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WAN Device Information

Wireless WAN

LAN

Access Control

Device Information

Log

Log Setting
Statistic
Restart
Firmeare
Configuration
UPhE

Ping Test

Remote Management

Wizard

MAC Address

Connec tion Type

IF Address
Subnet Mask
Default Gateway
DNE

Wireless

Connection
SSID
Channel

Antenna Power

Authentication Type

Wyireless Client List

MAC Address
IP Address
Subnet Mask

DHCP Server

Connected Tirme

00-17-8a-32-67-9b

DOHCP Client Disconnected
DHCP Release | [ DHCP Renew

0000
0000
0000

80217y AP Enable
default

B

Full

Disabled

00-17-2a-32-67-9a
182.168.1.1
266.265.255.0

Enabled DHCP Client List

MAC Address Mode

Figure 61

WAN: This section displays the WAN interface configigatincluding the MAC address,
Connection status, DHCP client status, IP addfassnet mask, Default gateway, and DNS.

Wireless: This section displays the wireless configuratiafoimation, including the MAC
address, the Connection status, SSID, Channel atftkAtication type.

LAN: This section displays the LAN interface configwatincluding the MAC address, IP
Address, Subnet Mask, and DHCP Server Status. CDEKCP Table” to view a list of client
stations currently connected to the WLAN Router Likérface.

Click “DHCP Release”to release all IP addresses assigned to clietiwrsdaconnected to the
WAN via the WLAN Router. ClicKDHCP Renew” to reassign IP addresses to client stations
connected to the WAN.
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Log
This function enables users to view a running légRouter system statistics, events, and
activities. The log displays up to 200 entries.éDldntries are overwritten by new entries.
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WAN Log
il Fage 1 of 20
ireless
LAN
Access Control Time Message Source Destination Mote
Aprd 2002
e 15'3:%8 15 DHCP Discover
M Aprf1/2002
Paczward 15:58:13 e
Tirme AprD172002 DHCP Digcover no
5 . ! 15:58:10 response
evice information
Apr01/72002
Log Setting fg_g?ﬂsﬁum DHCP Discover
Statistic Appdir2002
i
el 1557 45 DHCP Discover
Flrrmaare fgg’?tﬁﬂﬂ? DHCP Discover
Configuration Apri /2002
s 15:57.33 DHCP Discovar
AprfD1 /2002 DHCP Discovar no
Binois=: 16:57:36 response
Remote Management Aprdd /2002
155736 DHCP Discover
Wizard

Figure 62.
The Log screen commands are as follows:

Click “First Page” to view the first page of the log

Click “Last Page” to view the final page of the log

Click “Previous Page to view the page just before the current page
Click “Next Pagé to view the page just after the current page

Click “Clear Logd’ to delete the contents of the log and begin alogw

Click “RefresHh to renew log statistics
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Log Setting
This function enables users to set Router Log petans.

802.11g Wireless Broadband Router

WAN Log Setting

Wireless SMTR Server / IP Address 1 | |

LN SMTP Authentication : O Enabled & Disabled

SMTP Accaunt ;| |

Access Control

SMTP Password | [sesssssssssasen |

| ¢ emmail address )

Send to |
Sad Ernail Log Mow

Pazsword

Tirme Syslog Server: 0000

Device Information

Log

Log Type

=

Statistic System Activity

Restart

i

Debug Inforrnation
Firrrware

=

Aftacks
Configuration

O

Uene Dropped Packets

Ping Test

=

hatice
Rermote Management

Wizard
a’ Cancel v Apply
Figure 63.

SMTP Server: Type your SMTP server address here.

Send to: Type an email address for the log to be sent teckCEmail Log Now” to
immediately send the current log.

SMTP Authentication: Selected the Enabled if the SMTP server need fibreatication, fill in
account name and password in SMTP Account field&dP Password field.

SMTP Account: If the SMTP Authentication enabled, fill in the S Bccount name here.

SMTP Password: If the SMTP Authentication enabled, fill in the pa®rd of the SMTP
account here.

Syslog Server:Type the IP address of the Syslog Server if usantsvthe WLAN Router to
listen and receive incoming Syslog messages.

Log Type: Enables users to select what items will be indaludehe log:

System Activity: Displays information related to WLAN Router opeoati
Debug Information: Displays information related to errors and systeatfunctions.
Attacks: Displays information about any malicious activaty the network.

Dropped Packets: Displays information about packets that have ne¢rbtransferred
successfully.

Notice: Displays important notices by the system admiaistr
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Statistic

This function displays a table that shows the mtepacket transmission via the WLAN
Router’'s LAN, WAN and Wireless ports (in bytes gecond).

802.11g Wireless Broadband Router

WAN Statistic
|
Wireless = %
TUtilization (bytes/sec) LAN WAN Wireless
LAN Average g g 1
Send
| s Peak : 58 30 1
Access Control Receive AVerays. 2 : g

Password 6 e

Time

‘ Peak : 143 36

Device Information ‘
Log
Log Setting ‘

Statistic

Restart
Firrnware
Caonfiguration
LIPnP

Ping Test

Remaote Management

Wizard

Figure 64.
Click “Reset” to erase all statistics and begin logging stagsdigain.

Restart
Click “Restart” to restart the system in the event the systemtiperforming correctly.

802.11g Wireless Broadband Router

WAN Restart
Wireless 6 i
LAN

Access Control

Password
Time |

Dewvice Information |

Lag
Log Setting

Statistic

Firrmaare
Configuation
UPnP

Firig Test

Remote Management

Wizard

Figure 65.
49




Firmware
This function enables users to keep the WLAN Rofiletware up to date.

802.11g Wireless Broadband Router

WAN Firmware

Wireless Firrweare Yersion : 1.00 , Moy 3, 2008

LAk Upgrade Firmware |

Access Control | || Browse...

Passwaord @ Upgrade

Tirne:

| Device Infarmation
Log

| Log Setting
Statistic
Restart

Fitrmiare

Configuration
URnE
Fing Test

Remote Management

Wizard

Figure 66.
Please follow the below instructions:
Download the latest firmware from the manufactgréveb site, and save it to disk.
Click “Browse” and go to the location of the downloaded firmwidee
Select the file and clickUpgrade” to update the firmware to the latest release.
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Configuration

This function enables users to save settings asofilepand load profiles for different
circumstances. User can also load the factory ttefaitings, and run a setup wizard to
configure the WLAN Router and Router interface.

802.11g Wireless Broadband Router

WAN Configuration
Wireless Save Settings

LAN o Save

Access Control

Load Settings

— (e

Pasgwird

Tirme @ Load |

Device: Infarmation |

II:Z: Sattini Restore Factory Default Settings l
Statistic GRestre'

| Restart
Firrmware

Configuratitn
URnP
Pirg Test

Remote Management

Wizard

Figure 67.
UPnP

This function enables users to enable or disalgéJfAnP function on the WLAN Router.

802.11g Wireless Broadband Router

WAN UPnP
Wireless UPnP | @ Enable O Disable
LAN

‘ Access Control @ Cancel @ Apply.

Password

Tirng

Device Information }
Log
Log Setting |
| Statistic ‘
Restart
Firmwvare
Configuration
Ping Test

Remaote Management

Wizard

Figure 68.
UPnNP: Select to enable or disable the UPnP functiorhen¥LAN Router.
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Ping Test

The ping test enables users to determine whethd? address or host is present on the Interne
Type the host name or IP address in the text bdxchek Ping button to start the Ping test.

802.11g Wireless Broadband Router

WAN Ping Test
Wireless Host Mame or [P addrass : | Pling
LAN

Access Control

Passgword

Tirme

Device Information
‘ Log

Log Setting

Statistic

Restart

Firrmware

Configuration

LPnP

Firig Test

Remote Management

Wizard

Figure 69.
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Remote Management

This function enables users to set up remote manmage Using remote management, the
WLAN Router can be configured through the WAN viaAgeb browser. A user name and
password are required to perform remote management.

802.11g Wireless Broadband Router

WAN Remote Management

Wireless HTTP

O Enable @ Disable

Fort:

Remate IP Range : From [f |70

LAN

Access Control

il e
Syst

Allow to Ping WAN port

Fassword

Tirne

Device Information
Log

Loy Setting
Statistic Gaming mode
Restart

Firmware

IPSec:

Remote IP Range :

PPTP

@ Enable O Disable

From[f [0 ]

@ Enabled O Disabled
@ Enabled O Disabled

® Enabled O Disabled

Configuration
UPnP
Ping Test

IDEMT ;@& Stealth O Closed

Remote Management

A -
@ cancel (U Apply

Wizard

Figure 70.
HTTP: Enables users to set up HTTP access for remotageament.

Remote IP Range:Type a range of IP addresses that can be pingadrigmote locations

Gaming mode: If user is experiencing difficulties when playiogline games or even certain
applications that use voice data, user may neethable Gaming Mode for these applications
to work correctly. When not playing games or usitigese voice applications, it is
recommended that Gaming Mode be disabled.

PPTP: Enables users to set up PPTP access for remotsgeraent.
IPSec:Enables users to set up IPSec access for remotagament.
IDENT: Default is stealth. This enables users to setid® stealth.
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TECHNICAL SPECIFICATIONS

General
Standards IEEE 802.3u 100BASE-TX Fast Ethernet
IEEE 802.11¢g; IEEE 802.11b
Protocol CSMA/CD

Radio Technology

802.11b: Direct Sequence Spreadt&pm (DSSS)
802.11g: Orthogonal Frequency Division Multiplexif@FDM)

Data Transfer Rate

802.11b: 1, 2, 5.5, 11Mbps (setse)
802.119: 6, 9, 12, 18, 24, 36, 48, 54Mbps(autoesens
Ethernet: 10Mbps (half duplex), 20Mbps (full-duplex
Fast Ethernet: 100Mbps (half duplex), 200Mbps {fdilplex)

Topology

Star

Receiver Sensitivity

54Mbps: Typical -70dBm @ 10&RP(Packet Error Rate)
11Mbps: Typical -85dBm @ 8% PER (Packet Error Rate)

TX Power

15+2dBm typically @ 802.11g
13+2dBm typically @ 802.11b

Network Cables

10BASE-T: 2-pair UTP Cat. 3,4,5 (190 EIA/TIA- 568 100-ohm

STP (100 m)
100BASE-TX: 2-pair UTP Cat. 5 (100 m), EIA/TIA-5880-ohm
STP (100 m)
Frequency Range 2400 ~ 2483.5 MHz ISM band
Modulation DBPSK/DQPSK/CCK/OFDM
Schemes
Security 64/128-bits WEP Encryption; WPA, WPA-PSKPA2, WPA2-PSK
Channels 1 ~ 11 channels (FCC); 1 ~ 13 channelSI(ET

1 ~ 14 channels (MKK)

Number of Ports

LAN: 4 x 10/100Mbps Auto-MDIX Fd&sthernet port

WAN: 1 x 10/100Mbps Auto-MDIX Fast Ethernet port

Physical and Environmental

DC inputs

7.5VDC/1A

Power Consumptior

1 5W (Max)

Temperature Operating®@- 40° C, Storage: -18~ 70° C
Humidity Operating: 10% ~ 90%, Storage: 5% ~ 90%
Dimensions 147 x 115 x 35 mm (W x H x D) withoutt&nna
EMI: FCC Class B, CE Mark B
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