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Chapter 1 Introduction

1.1 Introduction

Thank you for purchasing CWFC103 Mobile
Multi-purpose Wireless device.

CWFCI103 is a portable wireless AP/Router with up to
300Mbps transmission rate. It supports five working modes:
wireless AP (access point), ClienttAP, WDS+AP, WISP
Router and Wireless Router.

The default mode is wireless Router. Wireless mode
can be easily switched by sliding the side switch. There are 3
modes: Router, AP, and Client mode.

CWEFC103 can be powered from either AC/DC 5V 0.5A
adapter or a computer/Notebook with USB port.
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1.2 Hardware Features

Standard IEEE 802.11b/g/n standards compliant
Wireless LAN 2T2R Mode
Antenna External 0dB antenna
Interface e 2 RJ45 (1LAN, 1WAN)
1 USB

e Reset/WPS button
o Slide switch to select Router, AP, or
client mode

Frequency 2.400 ~ 2.4835 GHz (subject to local
Range regulations)

Number of 802.11n 20MHz/40MHz

Selectable 802.11b/g

Channels USA, Canada (FCC); 11 channels

(2.412GHz ~2.462GHz)
Europe (CE): 13 channesl
(2.41GHz!2.472GHz)

Japan (TELEC): 14 channels
(2.41GHz~2.4835GHz)

Data Rate 802.11n: up to 300Mbps
802.11g: 6,9,12,18,24,36,48,54Mbps
802.11b: 1,2,5.5, 11Mbps

Coverage Area Up to 6 times faster than existing
802.11b/g product

Transmit Power | 11n HT40 MCS7 : +13.5dBm
11b CCK: +17.5dBm
11g OFDM: +13.5dBm

Receiver -66dBm at HT40 MCS7
Sensitivity -73dBm at 54Mpbs

-86dBm at 11Mpbs

LED Power, WPS, Wireless LAN, WAN
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1.3 Software Features

WAN

e DHCP Client

o Static IP

e PPPoE (for ADSL)
e [ 2TP

e PPTP

Networking

o DHCP Client/Relay/Server
e Dynamic DNS
o NTP Client
o DNS Cache/Proxy
e Firewall:
» MAC/IP/Port Filter
» Virtual Server
» DMZ
» Content Filter

WIFI

o | Transmit and 1 Receive paths (ITIR)

® 20MHz/40MHz bandwidth

o Support Multiple SSID

o Support Hidden SSID

e Support WPS

o Clock rate up to 400MHz Legacy and High
Throughput Modes

o High security: WEP64/128, TKIP,
WPA,WPA2 AES,mixed, 802.11i

¢ 802.1X Authentication with RADIUS
Client

® QoS-WMM, WMM-PS
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1.4 Package contents

The package contains the following items
» 1 CWFC103

» 1 AC/DC Adapter

Input: 110~240V 50/60Hz,
Output: 5V 500mA adapter

One quick installation guide

CD

Ethernet cable

USB cable

YV VY
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Chapter 2 Hardware Installation

2.1 How to Install the Router

After you unpack the box, please make sure all the
components are completed.

Follow the below setup to setup the CWFC103:
1. Connect the Ethernet cable to the CWFC103 WAN
port
2. Connect the other end of the Ethernet cable to the
device (for example ADSL)
3. Connect the miniUSB power cord to the CWFC103
miniUSB power
4. Connect the AC/DC adapter to the wall or power
extension cord
Power Supply: Please use the power adapter from the package
to power on the CWFC103. (IMPORTANT: Use of a different
power adapter could damage the CWFC103.)

Computer
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2.2 LED Indicator and Port Description

LED indicators description on front panel: (From R to L)

1. PWR:Indicates CWFC103 is power on.

2. WPS: Flashing indicates CWFC103 is negotiating
with the client in WPS mode.

3. WL: Indicates the WIRELESS LAN is

connected.

4. WAN: Indicates an Ethernet cable is connected
into WAN port.

5. LAN: Indicate an Ethernet cable is connected into
the LAN port.

2.3 3 Position Slide Switch

Left: AP/Bridge Mode
Middle: Client/Bridge Mode
Right:  Router Mode
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Chapter 3 Wireless Setup

This chapter is to describe how to configure CWFC103
to setup different modes: Gateway, AP/Bridge and Wireless

ISP mode.
Operation Mode:

» Gateway: In this mode, the device is supposed
to connect to internet via ADSL/Cable modem.
The NAT is enabled and PCs in LAN ports
share the same IP to ISP through WAN port.
The connection type can be setup in WAN page
by using PPPoE, DHCP client, PPTP client,
L2TP client or static IP.

» Bridge: In this mode, all Ethernet ports and
wireless interface are bridged together and
NAT function is disabled. All the WAN
related function and firewall are not supported.

3.1 Default Configuration

IP address 10.10.1.1
Subnet mask 255.255.255.0
Username admin
Password admin
Operation Mode Gateway
DHCP On

SSID AsiaRF 11n
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Channel

Smart select

Security

Off

3.2 Configure CWFC103

1.

Connect the Ethernet cable to the CWFC103 LAN
port and your notebook/computer.

Power up to CWFC103.

Open Internet Explorer from your
notebook/computer

Enter: http://10.10.1.1

Enter the Username and Password. If this is the
first time use, than enter “admin” and “admin” on
both username and password.

The following screen will show up and follow the
instruction

3.2

Wireless AP Router

Setup Wizard

The setep wiziod wil icke you t v it e florw
spby e

Welcome w0 Sctap Wisard.
The Wisard will guide you the throagh following steps. Begin by clicking on Next.

L. WAN ivexface Semp

[ Fees

.1 Basic Settings

This page is used to configure the basic parameters for
the wireless LAN.
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Wireless Basic Settings

This page is nsed to configure the parameters for wireless LAN clients which may connect to your
Areess Point, Here vou may change wireless encryption setings as well as wireless network parameters.

[0 Disable Wireless LAN Interface

Band: v

e W
Network Type: Infrastroctore

SSID: RTE lln &P

Channel Width: 40MHz +

Control Sideband: Upper

Channel Number: v
Broadcast SSID: Enabled
WHM:

Data Rate: Ao v

Associated Clients: Show Active Clients

[ Enable Mac Clone (Single Ethernet Client)

[ Enable Universal Repeater Mode (Acting as AP and client simultaneouly)
SSID of Extended Interface:

Apply Changes Reset

> Disable Wireless LAN Interface: Default is uncheck
(Enable). Check to Disable the Wireless function.

» Mode: Default Gateway. There are 3 modes: Gateway,
AP, Client mode.

» Network Type: Default is Infrastructure. There are 2
types: Infrastructure and AD HOC. Infrastructure is
the standard wifi mode. AD HOC mode is for Peer to
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Peer connection.

» SSID: Service Set Identifier is an unique name of the
CWEFC103 in the wireless network. Wireless client to
connect to the wireless network using SSID.

» Channel Width: Default is 20/40MHz. The channel
bandwidth is to improve the wireless performance.
40MHz can be selected for 11b/g and 11n client.
20/40Mhz is recommended for 11n network to improve
the throughput.

» Channel Number: Default is Auto. The effective
channel from 1 to 13/Auto of the wireless network.

3.2.2 Wireless Advance Settings

» Broadcast SSID: Default is Enable. The device’s
SSID is visible to wireless clients.

> WMM: Default is Enabled. It will enhance the
multimedia data transfer performance.

» Data Rate: Default is Auto. CWFC103 will negotiate
will wireless client for best performance.

3.2.2 Advance Wireless Settings

THESE SETTINGS ARE ONLY FOR MORE
TECHNICALLY ADVANCED USERS WHO HAVE A
SUFFICIENT KNOWLEDGE ABOUT WIRELESS LAN.
IMPROPER SETTING MAY CAUSE CWFCI103 DOES
NOT FUNCTION.
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Wireless Advanced Settings

These setings are only for mors technically advanced vsers who have a sufficient knowledge about
wireless LAN, These settings should not be changed unless you know what effiect the changes will have

om yonr Access Pont,

Fragment Threshold: 2346 (256-2346)

RTS Threshold: 2347 027

Beacon Interval: 100 {20-1024 mms)
Preamble Type: @ Long Presmble O Short Preamble
IAPP: @ Enatled O Disabled

Protection: OFEnabled @ Disakled
Aggregation: @ Enatled O Disabled

Short GI: @ Enabled O Disabled

WLAN Partition: O Enabled @ Disabled

STEC: OEnatled @ Disabled

20/40MHz Coezist: O Fnakled @ Disakled

RF Output Power: @10 O Osos O Ol

(e ] [ ]

» Fragment Threshold: Default is 2346. The
fragmentation threshold defines the maximum
transmission packet size in bytes. The packet will be
fragmented if the arrival is bigger than the threshold
setting.

» RTS Threshold: Default is 2347. RTS stands for
“Request to Send”. This parameter controls what size
data packet the frequency protocol issues RTS packet.

» Beacon Interval: Default is 100. Set the beacon
interval of wireless radio.

» Preamble Type: Default is Long



ChipSiP CWFC10x Serial

IAPP: Default is Enabled

Protection: Default is Disable
Aggregation: Default is Enabled

Short GI: Default is Enabled

WLAN Partition: Default is Disabled
STBC: Default is Disabled

20/40MHz Coexist: Default is Disabled
RF Output Power: Default is 100%

YVVVYVYYYVVYY

3.3 Security Setting

This page shows setting up the security of the
CWEFC103. Turning on the CWFC103 security will
prevent any unauthorized access to the wireless network.

Wireless Security Setup

This page allows yon semp the wirkless secrity, Tom on WEP or WEPA by nsing Encryption Keys conld prevent
any umantherized access w0 your wireless netaor,

Select SSID: |[RootAP-RTE1InAF (v

Encryption: Disakle v

$02.1z Authentication: |
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3.3.1 WEP (Wireless Equivalent Privacy)
Wireless Security Setup

This page allows vou setup the wircless security. Tom on WEP or WPA by vsing Encryption Eevs could prevent
any vnanthorized access o your wirsless network,

Select SSID: | RootAP- RTE1In AP v

Encryption: WEP [V

§02.1x Authentication: O

Anthentication: O Open Systern. O Shared Eey @ s
Key Length: Bl-bit W

Key Format: Hex (10 chamacters)  »

Enm.pu'm Key: RREAAR AR

» Encryption: WEP. WEP is a basic encryption
method using a series of digital either 64 or 128
bits keys. By using the same key on each of the
wireless network devices, unauthorized clients can
be prevented to access the network.

> Authentication: Default Auto

» Key Length: Default 64-bit. User can select
either 64/128 bit

» Key Format: Default is ASCII. Option: Hex

» Encryption Key:

» Key Length 64-bit: Enter 5 Characters for ASCII

or Enter 10 hex characters if Hex is chosen. Key
Length 128-bit: Enter 13 Characters for ASCII or
Enter 26 hex characters if Hex is chosen.
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3.3.2 WPA-PSK

Wireless Security Setup

This page allows yon semp the wireless security, Tom on WEF or WEA by using Encreyption Keys conld prevent
any mmanthorized ancess 10 your wieless network,

Select SSID: |RootAP-RTE 1In 4P &

YV V V

Encryption: WPA &

Authentication Mode: O Enterprise (RADIUS) @ Personal (Pre-Shared Key)
WPA Cipher Suite: TEIF [ AES

Pre-Shared Key Format: | Passphuase v

Pre-Shared Eey-

Encryption: WPA (WiFi Protected Access) is security
protocol for wireless networks that builds on the basic
foundations of WEP. It designed to improved the
security of WEP.

Authentication Mode: Default is Personal. Options:
Enterprise (RADIUS) require a Radius server to run
this option.

WPA Cipher Suite: Default AES.

Pre-Shared Key Format: Passphrase

Pre-Shared Key: Enter user preferable sentence from
8-63 ASCII characters. It will be used as an encryption
key.
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3.3.3 WPA+802.1X

Wireless Security Setup

This page allows you. setup the wircless secority, Tom on WEP or WPA by using Encryption Eeys could prevent
any vnantherized ancess o your wirsless networ,

Select SSID: |Roct AP-RTE 11n AF v

Eneryption: WFa v
Authentication Mode: © Enerpuise (RADIUS) O Personal (Pre-Shaved Kew)
WPA Cipher Suite: TEF [¥]aEs

RADIUS Server IP Address:
RADIUS Server Port: 1812
RADIUS Server Password:

» Encryption: WPA (WiFi Protected Access) is security
protocol for wireless networks that builds on the basic
foundations of WEP. designed to improved the security
of WEP.

> Authentication Mode: Enterprise (RADIUS) require a
Radius server to run this option.

» RADIUS Servers IP Address: Require RADIUS
Static IP Address

» RADIUS Server Port: RADIUS Server Port number.

» RADIUS Server Password: RADIUS Server
Password.
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3.3.4 WPA2-PSK

Wireless Security Setup

This page allows you setup the wireless secuzity, Tom on WEP or WPA by using Encryption Eeys could prevent
any vnanthorized access o vour wirsless networs,

Select SSID: | RootAP - RTE1In AP v

vV V V

Encryption: WEa2 v

Authentication Mode: O Enterprise (RADTUS) @ Personal (Pre-Shared Eey)
WPA?2 Cipher Suite: TEF [#]aEs

Pre-Shared Eey Format: | Passphrase A

Pre-Shared Eey:

Encryption: WPA2 (WiFi Protected Access) is
security protocol for wireless networks that builds on
the basic foundations of WEP. It designed to
improved the security of WEP. WPA2 is an enhanced
version for WPA for stronger encryption.
Authentication Mode: Default is Personal. Options:
Enterprise (RADIUS) require a Radius server to run
this option.

WPA Cipher Suite: Default AES.

Pre-Shared Key Format: Passphrase

Pre-Shared Key: Enter user preferable sentence from
8-63 ASCII characters. It will be used as an encryption
key.
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3.3.5 WPA2+802.1x

Wireless Security Setup

This page allows you semp the wirdless secority, Tum on WEF or WEA by using Encryption Keys oould prevent
any unantherized access o your wireless network,

Select SSID: | Foot AF - RTR1In AP (v

Encryption: Wha2 v
Authentication Mode: ® Enterprise (RADIUS) O Personal (Pre-Shared Key)
WPA2 Cipher Suite: TEP [V]AES

RADIUS Server IP Address:
RADIUS Server Port: 1812
RADIUS Server Password:

» Encryption: WPA2 (WiFi Protected Access) is
security protocol for wireless networks that builds on
the basic foundations of WEP. It designed to
improved the security of WEP. WPA?2 is an enhanced
version for WPA for stronger encryption.

» Authentication Mode: Enterprise (RADIUS) require a
Radius server to run this option.

» RADIUS Servers IP Address: Require RADIUS
Static IP Address

» RADIUS Server Port: RADIUS Server Port number.

» RADIUS Server Password: RADIUS Server
Password.
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3.3.6 WPA-Mixed-PSK

Wireless Security Setup

This page allows you setop the wireless security, Twm on WEF or WEA by wsing Encivption Keys could prevent
any unavthorized access to your wireless networs,

Select SSID: | Root AP-RTK 1n AP (v

Encryption: WEAMired «
Authentication Mode: O Enterprise (RADIUS) @ Personal (Pre-Sharsd Key)
WPA Cipher Suite: Otr M aEs

WPAZ Cipher Suite: OTEF [#] 4Es

Pre-Shared Key Format: | Fassphrase v

Pre-Shared Eey:

3.3.7 WPA-Mixed+802.1x
Wireless Security Setup

This page allows you. setop the wircless security, Tom on WEP or WPA by wsing Encryption Eeys could prevent
any unanthorizad access to your wireless network,

Select SSID: | FootAP-RIK 1n 4P (v

Eneryption: WPA-Mired +
Anthentication Mode: (@ Bnerpeise (RADIUS) O Pesenal (Pre-Shared Kes)
WPA Cipher Suite: OTEF [ aEs
WPA2 Cipher Suite: OTEP [ AES

RADIUS Server IP Address:
RADIUS Server Port: 1812
RADIUS Server Password:
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3.3 Access Control

This page shows setting up CWFC103 access control
using MAC address. There are 2 options: Allowed Listed
and Deny Listed.

Allowed Listed is any MAC addresses in the list will
be able to connect to the CWFC103 and access the internet.

Deny Listed is any MAC addresses in the list will not
be able to connect to the CWFC103 nor access the internet.

Either Allowed Listed or Deny Listed can be used.
Adding the MAC address is as simple as type the MAC
address into MAC Address field and Apply Changes. A
Comment is recommended for the future reference.

Wireless Access Control

If you choose 'Allowed Listed, only those clients whose wireless MAC addresses are in the aocess
comtro] list will ke ahle to commert to vour Access Point, When Teny Listed' is selected, these wireless
clients om the list will not be able to connect the Access Point,

Wireless Access Control Mode: | Disdbls v

MAC Address: Comment:

Current Access Control List:

| MACAddess  Commemt  Select

» Wireless Access Control Mode: Default is Disable
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3.4 WDS Settings

WDS, Wireless Distribution System, uses wireless
media to communicate with other APs, like the Ethernet
does. To do this, CWFC103 must be set to the same channel
and set MAC address of others Pas which you want to
communicate with in the table and enable the WDS.

WDS Settings

Wireless Distidbution Systern vses wireless media to corrounicate with other AFs, like the Ethemet
does, To do this, vou must set these AFs in the same channel and set MAC addess of other APs which
won Want 10 comrounicate with in the table and then enable the WDS,

Enable WDS

L —

Data Rate:

Current WDS AP List:

» Enable WDS: Default is unchecked, Disable. If
Enable WDS, than the communicated wireless
device MAC address must be enter.
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3.5 Site Survey

This page provides a tool to scan any accessible
wireless network. If there is an Access Point or IBSS , than

you can connect manually using CWFC103 as a client
mode.

Wireless Site Survey

This page provides tool t0 scan the wireless netwock, If any Access Point or IBSS is found, won could
choose o connect it roanually when client mode is enahbled.

None
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3.6 WPS

This page to show setup the WPS (WiFi Protected
Setup) mode. This feature will allow a client with WPS
feature on automatically synchronize with CWFC103
setting and connect to the CWFC103. A Self-PIN is
required or press the button on the back CWFC103 panel.

Wi-Fi Protected Setup
This page allows vou to change the setting fior WES (Wi-Fi Protected Setup). Using this featoe oould let

wonr wireless client antornically syneronize its seting and connect o the Access Point in a roinute withot
an¥ hassle.

[0 Dasable WPS

WPS Status: Configured * UnConfigured
Self-PIN Number: S05E042

Push Button Configuration: Start PBC

Client PIN Number:

> Disable WPS: Default is uncheck. Enable WPS

function
» Client PIN Number: Must be entered a PIN. A
wireless client must enter the same PIN in order to

to synchronous with CWFC103.

3.7 Wireless Schedule

This page to show setting up the wireless schedule

rule.
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DO NOT FORGET TO CONFIGURE SYSTEM TIME

BEFORE ENABLE THIS FEATURE.
Wireless Schedule

This page allows you setup the wireless scheadule mlz, FPlease do not forget to configure system time before enable this featme.

[0 Enable Wireless Schedule

R N

N[
ICH[=_ |
(= [ (oo
ICH[=
ICH[=_ |

(= [ (oo oo
- [ (oo oo
IRl
N[
Nl B

> Enable Wireless Schedule: Default is Disable.
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Chapter 4 TCP/IP Settings

This Chapter is to present how to configure the LAN and
Wireless TCP/IP setup.

4.1 LAN Interface

The section is to show how to configure the
parameters for local area network connected to the LAN
port of the CWFC103. You can configure the IP addresses,
subnet mask, DHCP, .. .etc.

LAN Interface Setup

This page is vsed to configure the parameters for local area network which connects 0 the LAN port of
wour Access Point, Here you may change the setting for [P addeesss, subnet mask, DHCE, ete.,

IP Address: 192.168.1.254

Subnet Mask: 2552552550

Default Gateway: 0000

DHCP: Server v

DHCP Client Range:  [IG2168.1.100 | - [192.168.1200

Static DHCP: Set Static DHCP

Domain Name:
802.1d Spanning Tree: Disabled.
Clone MAC Address: OOO000000000
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IP Address: Default is 10.10.1.1. It can be
changed to any preferable IP address

Subnet Mask: Default is 255.255.255.0. This
field is related to the IP address

Default Gateway: Default is 0.0.0.0. If there is no
input in this field, than it will use the default IP
address for the default gateway address

DHCP: Default is Server. If select DHCP is
server, than it will generate the IP address within
the DHCP Client Range for the clients

DHCP Client Range: Default is 10.10.1.100 to
10.10.1.200. If a different IP range

Static DHCP: It can be set to Static DHCP
Domain Name: A domain name can be entered
802.1d Spanning Tree: Default is Disabled.
Spanning Tree will ensures a loop-free topology
for any bridged local area network. The loop
won’t happen under normal use. Hence it is
recommended to disable this option

Clone MAC Address: Fill in the MAC address
that is the MAC address to be cloned.

Apply Changes: Click the Apply Changes button
to complete the new configuration setting.

Reset: Click the Reset button to abort change and
recover the previous configuration setting.

4.2 WAN Interface

This page is used to configure the parameters for

Internet

network which connects to the WAN port of

CWFC103. User can configure the access method to static
IP, DHCP,PPPoE, PPTP, or L2TP by selecting the item



ChipSiP CWEFC10x Serial

value of the WAN access type.

4.2.1 Static IP
WAN Interface Setup

This page is vsed 10 configure the parmeters for ntemet network which connects 1o the WAN port of your Access
Feint, Here yom may change the access method to static [P, DHCE, FEPoE, FPTP, USE3G or LITP by click the
itern valoe of WAN Access type,

WAN Access Type: Satic P -

IP Address: 172111

Subnet Mask: 255.255.255.0

Default Gateway: 17211254

MTU Size: 1500 {1400-1500 bytes)
DNS 1:
DNS 2:
DNS 3:

g
;

Enable «PNP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on ¥PN connection
Enable L2TP pass through on VPN connection
Enable IPv6 pass through on VPN connection

> WAN Access Type: Select Static IP as WAN access

type.
» Static IP: Click to select Static IP support on WAN

O0oa

OE E A
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Y V. V V

A\

vV V V

Y

interface. There are IP address, subnet mask and default
gateway settings need to be done.

IP Address: If you select the Static IP support on WAN
interface, fill in the IP address for it.

Subnet Mask: If you select the Static IP support on
WAN interface, fill in the subnet mask for it.

Default Gateway: If you select the Static IP support on
WAN interface, fill in the default gateway for WAN
interface out going data packets.

MTU Size Fill in the mtu size of MTU Size. The
default value is 1500

Set DNS Manually: Click to select getting DNS
address for Static IP support.

DNS 1: Fill in the IP address of Domain Name Server
L.

DNS 2: Fill in the IP address of Domain Name Server
2.

DNS 3: Fill in the IP address of Domain Name Server
3.

Clone MAC Address: Fill in the MAC address that is
the MAC address to be cloned.

Enable uPNP: Click the checkbox to enable uPNP
function.

Enable IGMP Proxy: Click the checkbox to enable
IGMP Proxy.

Enable Ping Access on WAN: Click the checkbox to
enable WAN ICMP response.

Enable Web Server Access on WAN: Click the
checkbox to enable web configuration from WAN side.
Enable FTP Server Access on WAN: Click the
checkbox to enable FTP Server Access on WAN
Enable IPsec pass through on VPN connection:
Click the checkbox to enable IPSec packet pass through
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» Enable PPTP pass through on VPN connection:
Click the checkbox to enable PPTP packet pass through

> Enable L2TP pass through on VPN connection:
Click the checkbox to enable L2TP packet pass through

» Apply Changes: Click the Apply Changes button to
complete the new configuration setting.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.
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4.2.2 DHCP
WAN Interface Setup

This paze is vsed 10 confignre the pararneters for Intemet network which connects to the WAN port of your Aceess
Print, Here yom may change the acoess method to static [P, DHCE, PPPE, PPTP, USB3G or L2TP by click the
itern valoe of WAN Access type,

WAN Access Type: DHCP Client w

Host Name:

MTU Size: las

(1400-14%2 hiytes)

O Attain DNS Automatically
@ Set DNS Manually

DHS 1:
DHNS 2:
DNS 3:

nmmnmg
=
g

O &=

Enable «PNP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTF pass throngh on VPN comnection
Enable L2TP pass through on VPN connection
Enable IPv6 pass through on VPN connection

>

DHCP Client: Click to select DHCP support on WAN
interface for IP address assigned automatically from a
DHCEP server.

Host Name: Fill in the host name of Host Name. The
default value is empty

MTU Size Fill in the mtu size of MTU Size. The default
value is 1500

Attain DNS Automatically: Click to select getting
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DNS address automatically.

Set DNS Manually: Click to select getting DNS
address for Static IP support.

DNS 1: Fill in the IP address of Domain Name Server
1.

DNS 2: Fill in the IP address of Domain Name Server
2.

DNS 3: Fill in the IP address of Domain Name Server
3.

Clone MAC Address: Fill in the MAC address that is
the MAC address to be cloned.

Enable uPNP: Click the checkbox to enable uPNP
function.

Enable IGMP Proxy: Click the checkbox to enable
IGMP Proxy.

Enable Ping Access on WAN: Click the checkbox to
enable WAN ICMP response.

Enable Web Server Access on WAN: Click the
checkbox to enable web configuration from WAN side.
Enable FTP Server Access on WAN: Click the
checkbox to enable FTP Server Access on WAN
Enable IPsec pass through on VPN connection:
Click the checkbox to enable IPSec packet pass through
Enable PPTP pass through on VPN connection:
Click the checkbox to enable PPTP packet pass through
Enable L2TP pass through on VPN connection:
Click the checkbox to enable L2TP packet pass through
Apply Changes: Click the Apply Changes button to
complete the new configuration setting.

Reset: Click the Reset button to abort change and
recover the previous configuration setting.
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4.2.3 PPPoE
WAN Interface Setup

This page is used o configure the parameters for Intemet network which oonnects to the WAN port of your Access
Feint. Here you may change the access method to static [P, DHCF, PFPoE, PFTF, USB3G or LYTF by click the

e valve of WAN Ancess type.

WAN Access Type: FFPoE

User Name:
Password:

Service Mame:

Connection Type: Comtirmous
Idle Time:
MTU Size: 1452

© Attain DNS Automatically
® Set DNS Manually
DNS 1:
DNS 2:
DNS 3:
Clone MAC Address:  [CO0000C000(0
[0 Enable aPNP
Enable IGMP Prory
Enable Ping Access on WAN

OFEEOOR

v

(1- 1000 rinuies)
(1360-1452 biytes)

Enable Web Server Access on WAN

Enable IPsec pass throngh on VPN connection
Enable PPTF pass through on VPN connection
Enable L2TP pass throngh on VPN connection
Enable IPv6 pass through on VPN connection

» PPPoOE: Click to select PPPoE support on WAN
interface. There are user name, password, connection
type and idle time settings need to be done.

» User Name: If you select the PPPoE support on WAN
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interface, fill in the user name and password to login the
PPPoE server.

Password: If you select the PPPoE support on WAN
interface, fill in the user name and password to login the
PPPoE server.

Service Name: Fill in the service name of Service
Name. The default value is empty.

Connection Type: Select the connection type from
pull-down menu. There are Continuous, Connect on
Demand and Manual three types to select.

Idle Time: If you select the PPPOE and Connect on
Demand connection type, fill in the idle time for
auto-disconnect function. Value can be between 1 and
1000 minutes.

Host Name: Fill in the host name of Host Name. The
default value is empty

MTU Size: Fill in the mtu size of MTU Size. The
default value is 1500

Attain DNS Automatically: Click to select getting
DNS address automatically.

Set DNS Manually: Click to select getting DNS
address for Static IP support.

DNS 1: Fill in the IP address of Domain Name Server
1.

DNS 2: Fill in the IP address of Domain Name Server
2.

DNS 3: Fill in the IP address of Domain Name Server
3.

Clone MAC Address: Fill in the MAC address that is
the MAC address to be cloned.

Enable uPNP: Click the checkbox to enable uPNP
function.

Enable IGMP Proxy: Click the checkbox to enable
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IGMP Proxy.

» Enable Ping Access on WAN: Click the checkbox to
enable WAN ICMP response.

> Enable Web Server Access on WAN: Click the
checkbox to enable web configuration from WAN side.

> Enable FTP Server Access on WAN: Click the
checkbox to enable FTP Server Access on WAN

» Enable IPsec pass through on VPN connection:
Click the checkbox to enable IPSec packet pass through

> Enable PPTP pass through on VPN connection:
Click the checkbox to enable PPTP packet pass through

> Enable L2TP pass through on VPN connection:
Click the checkbox to enable L2TP packet pass through

» Apply Changes: Click the Apply Changes button to
complete the new configuration setting.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.
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4.2.4 PPTP
WAN Interface Setup

This page is vsed to configure the parsmeters for Intemet network which connects to the WAN port of yonr Aocess
Point, Here vou may change the acoess methed to static IP, DHCP, FPFPoE, FPTP, USB3G or L2TE biv click the
itern alue of WAN Access type,

WAHN Access Type: FPTP £

IP Address: 172112

Subnet Mask: 2552552550

Server IP Address: 172111

User Name:

Password:

Connection Type: Comtirmens £

Idle Time: {1-1000 minutes)
MTU Size: 1460 (L400-1460 byvtes)

[0 Request MPPE Encryption ] Request MPPC Compression
O Attain DNS Automatically
® Set DNS Manually

DNS 1:

DNS 2:

DNS 3:

é‘
?

Enable wPNP

Enable IGMP Proxy

Enable Ping Access on WAN

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection
Enable IPv6 pass throngh on VPN conmection

EEEOORDO

O
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PPTP: PPTP Allow user to make a tunnel with remote
site directly to secure the data transmission among the
connection. User can use embedded PPTP client
supported by this router to make a VPN connection.
Enable Dynamic Mode: Click to select PPTP
Dynamic support on WAN interface for IP address
assigned automatically from a PPTP server.

IP Address: If you select the PPTP support on WAN
interface, fill in the IP address for it.

Subnet Mask: If you select the PPTP support on WAN
interface, fill in the subnet mask for it.

Gateway: If you select the Static PPTP support on
WAN interface, fill in the gateway for WAN interface
out going data packets.

Server IP Address: Enter the IP address of the PPTP
Server.

Server Domain Name: Assign Domain Name and
dispatch to PPTP servers. It is optional field.

User Name: If you select the PPTP support on WAN
interface, fill in the user name and password to login the
PPTP server.

Password: If you select the PPTP support on WAN
interface, fill in the user name and password to login the
PPTP server.

MTU Size: Fill in the mtu size of MTU Size. The
default value is 1500

Attain DNS Automatically: Click to select getting
DNS address automatically.

Set DNS Manually: Click to select getting DNS
address for Static IP support.

DNS 1: Fill in the IP address of Domain Name Server
1.

DNS 2: Fill in the IP address of Domain Name Server
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DNS 3: Fill in the IP address of Domain Name Server
3.

Clone MAC Address: Fill in the MAC address that is
the MAC address to be cloned.

Enable uPNP: Click the checkbox to enable uPNP
function.

Enable IGMP Proxy: Click the checkbox to enable
IGMP Proxy.

Enable Ping Access on WAN: Click the checkbox to
enable WAN ICMP response.

Enable Web Server Access on WAN: Click the
checkbox to enable web configuration from WAN side.
Enable FTP Server Access on WAN: Click the
checkbox to enable FTP Server Access on WAN
Enable IPsec pass through on VPN connection:
Click the checkbox to enable IPSec packet pass through
Enable PPTP pass through on VPN connection:
Click the checkbox to enable PPTP packet pass through
Enable L2TP pass through on VPN connection:
Click the checkbox to enable L2TP packet pass through
Apply Changes: Click the Apply Changes button to
complete the new configuration setting.

Reset: Click the Reset button to abort change and
recover the previous configuration setting.

4.2.5L2TP
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WAN Interface Setup

This page is wsed to configure the parsmeters for Intermet network which connects 4o the W AN port of your Acoress
Peint. Here you may change the aocess method to static IP, DHCP, FFPoE, PPTP, USB3G or LITP by click the
it value of WAN Acoress type.

WAN Access Type: 12TP w

IP Address: 172112

Subnet Mask: 2552552550

Server IP Address: 172111

User Name:

Password:

Connection Type: Comtirmens £

1dle Time: {L-1000 zointes)
MTU Size: 1460 (1400-1460 bytes)

O Attain DNS Awtomatically
© Set DNS Manually
DHNS 1:
DNS 2:
DNS 3:
Clone MAC Address: | 000000000000
Enable uPNP
Enable IGMP Proxy
Enable Ping Access on WAN
Enable Web Server Access on WAN
Enable IPsec pass throngh on VPN connection
Enable PPTF pass through on VPN connection
Enable [2TP pass throngh on VPN connection
Enable IPvé pass through on VPN connection

» L2TP: L2TP Allow user to make a tunnel with remote
site directly to secure the data transmission among the
connection. User can use embedded L2TP client
supported by this router to make a VPN connection.

OFEEOORO
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» IP Address: If you select the L2TP support on WAN

interface, fill in the IP address for it.

> Subnet Mask: If you select the L2TP support on WAN

interface, fill in the subnet mask for it.

» Gateway: If you select the Static L2TP support on
WAN interface, fill in the gateway for WAN interface

out going data packets.

> Server IP Address: Enter the IP address of the L2TP

Server.

» User Name: If you select the PPTP support on WAN
interface, fill in the user name and password to login the

PPTP server.

> Password: If you select the PPTP support on WAN
interface, fill in the user name and password to login the

PPTP server.

» MTU Size: Fill in the mtu size of MTU Size. The

default value is 1500

» Attain DNS Automatically: Click to select getting

DNS address automatically.

Y

address for Static IP support.

1.
DNS 2: Fill in the IP address of Domain Name Server
2.
DNS 3: Fill in the IP address of Domain Name Server
3.
Clone MAC Address: Fill in the MAC address that is
the MAC address to be cloned.

vV V V

YV Vv

function.

Y

IGMP Proxy.

Set DNS Manually: Click to select getting DNS

DNS 1: Fill in the IP address of Domain Name Server

Enable uPNP: Click the checkbox to enable uPNP

Enable IGMP Proxy: Click the checkbox to enable
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Enable Ping Access on WAN: Click the checkbox to
enable WAN ICMP response.

Enable Web Server Access on WAN: Click the
checkbox to enable web configuration from WAN side.
Enable FTP Server Access on WAN: Click the
checkbox to enable FTP Server Access on WAN
Enable IPsec pass through on VPN connection:
Click the checkbox to enable IPSec packet pass through
Enable PPTP pass through on VPN connection:
Click the checkbox to enable PPTP packet pass through
Enable L2TP pass through on VPN connection:
Click the checkbox to enable L2TP packet pass through
Apply Changes: Click the Apply Changes button to
complete the new configuration setting.

Reset: Click the Reset button to abort change and
recover the previous configuration setting.



ChipSiP CWFC10x Serial

Chapter 5 Firewall

This Chapter is guided you how to setup the Firewall for
CWFCI103 to secure and prevent unauthorized access of
your local network.

5.1. Port Filtering

Entries in this table are used to restrict certain types of
data packets from your local network to Internet through the
CWFC103. Use such filters can be helpful in securing or
restricting your local network.

Port Filtering

Entries in this fahle s nsed o restrict certin types of data packets from vour local network to Infemet
throngh the Gateway, Use of such filters can ke helpful in securing or resticting wour local network,

[J Enable Port Filtering

Port Range: l:l—l:l Protocol: C

Current Filter Table:

. PortRange  Protocll  Commemt | Selet

> Enable Port Filtering: Default is uncheck,
Disable. If the option is enabled, than the Port
Entries in the table will be restricted to access the
network.

» Port Range: To restrict data transmission from the
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local network on certain ports, fill in the range of
start-port and end-port, and the protocol, also put
your comments on it.

» Protocol: The Protocol can be TCP, UDP or Both.

» Comments: Comments let you know about whys
to restrict data from the ports.

» Apply Changes: Click the Apply Changes button
to register the client to new configuration setting.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

> Delete Selected: Click to delete the selected clients
that will be access right removed from CWFC103.

» Delete All: Click to delete all the registered clients
from the access allowed list.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

5.2. IP Filtering

Entries in this table are used to restrict certain types of
data packets from your local network to Internet through the
CWEFC103. Use such filters can be helpful in securing or
restricting your local network.
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IP Filtering

Entrirs in this tahle are used to mstrict ceain types of dat packets from your local netweork to Intemet
through the Gatevvay, Use of such filters can be helpfol in serwing or resticting vour local network,

] Enable IP Filtering

Loal[PAdd:ess:l:I Protocol: C

Current Filter Table:

 Local IPAddress  Protecll  Commeat  Select

> Enable IP Filtering: Default is uncheck, Disable.
If the option is enabled, than the IP Entries in the
table will be restricted to access the network.

» Local IP Address: To restrict data transmission
from the local network on certain IP addresses, fill
in the IP address, and the protocol, also put your
comments on it.

» Protocol: The Protocol can be TCP, UDP or Both.
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5.3 MAC Filtering

Entries in this table are used to restrict certain types of
data packets from your local network to Internet through the
CWFC103. Use such filters can be helpful in securing or
restricting your local network.

MAC Filtering

Entries in this table are vsed to resteict certain types of data packets from your local network o Intemet
throngh the Gateway, Use of such filters can be helpfol in securing or restricting your local network,

[0 Enable MAC Filtering

MA Adl - P’

Current Filter Table:

.~ MACAddess  Commeat  Selet

» Enable MAC Filtering: Default is uncheck,
Disable. If the option is enabled, than the MAC
Entries in the table will be restricted to access the
network.

» MAC Address: To restrict data transmission from
the local network on certain MAC addresses, fill in
the MAC address, also put your comments on it.

» Comments: Comments let you know about whys
to restrict data from the ports.
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» Apply Changes: Click the Apply Changes button
to register the client to new configuration setting.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

» Delete Selected: Click to delete the selected clients
that will be access right removed from CWFC103.

» Delete All: Click to delete all the registered clients
from the access allowed list.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

5.4 Port Forwarding

Entries in this table allow you to automatically redirect
common network services to a specific port behind the NAT
firewall. These settings are only necessary if you wish to
host some sort of server like web server or mail server on a
private local network behind CWFC103 NAT firewall.
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Port Forwarding

Entries in this table allow you to autornatically redirect cornmmen network servicss o a specific maching behind the
NAT firewall, These settings axe only necessary if vou wish to host some sort of server like a web server or mail
server on the private local netwodk behind your Gateweay's NAT firewall,

[0 Enable Port Forwarding

IP Address: Protocol: Port Range: - Comment:

Current Port Forwarding Table:

> Enable Port Forwarding: Default is Unchecked,
Disable. If enable,

» 1P Address: Enter the IP address of the PC where
the applications are being set.

» Protocol: Select the protocol (TCP/UDP/Both) for
the application

» Port Range: Enter the start and end port number
which ranges of the external port used to set the
server or internet application.

» Apply Changes: Click the Apply Changes button
to register the client to new configuration setting.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

> Delete Selected: Click to delete the selected clients
that will be access right removed from CWFC103.

» Delete All: Click to delete all the registered clients
from the access allowed list.
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» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

5.5 URL Filtering

URL filter is used to deny LAN users from accessing
the internet. Block those URLs which contain keywords
listed below.

URL Filtering

UEL filter is vsed o deny LAM nsers from aoressing the intemet, Block those URLs which contain
Teewwords listed helow,

[J Enable URL Filtering

URLAddms:|

Current Filter Table:

» Enable URL Filtering: Default is uncheck,
Disable. If the option is enabled, than the URL
Entries in the table will be restricted to access the
network.

» URL Address: Add one URL address.

» Apply Changes: Click the Apply Changes button
to register the client to new configuration setting.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

> Delete Selected: Click to delete the selected clients
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that will be access right removed from CWFC103.
> Delete All: Click to delete all the registered clients
from the access allowed list.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

5.6 DMZ

DMZ, Demilitarized Zone, is used to provide Internet
services without sacrificing unauthorized access to its local
private network. Typically, the DMZ host contains devices
accessible to Internet traffic, such as printer server,
Web(HTTP) servers, FTP servers, SMTP (e-mail) servers
and DNS servers.

DMZ

& Demilitarized Zone is vsed to provide Intemet services without sacificing vnanthorized access toits
local private network, Typically, the DMZ host contains desices accessible to Internet traffic, such as
Web (HTTF ) servers, FTF servers, SMTF (e-mail) secvers and DINS servers.

[ Enable DMZ

DMZ Host IP Address:

» Enable DMZ: Default is unchecked, Disable. If
enable, than a DMZ Host IP Address must be
entered to expose to Internet.

» DMZ Host IP Address: To support DMZ in your
firewall design, fill in the IP address of DMZ host

» that can be access from the WAN interface.
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» Apply Changes: Click the Apply Changes button
to register the client to new configuration setting.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

» Delete Selected: Click to delete the selected clients
that will be access right removed from CWFC103.

» Delete All: Click to delete all the registered clients
from the access allowed list.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.
NOTE: Once the DMA host is enabled, the firewall settings

of the DMZ host will no longer work.

5.7 VLAN Settings

Entries in below table are used to configure VLAN
settings. VLANSs are created to provide the segmentation
services traditionally provided by routers. VLANs address
issues such as scalability, security, and network
management.
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VLAN Settings

Entries in below table ame vsed to config wlan settings, V0ANE are created 10 provide the segmmentation services
traditionally peovided by routers, V0ANs address issves such as scalability, secwity, snd network management,

[0 Enable VLAN
BN R
Wireless | Primary AP LAN o |
irtoal AP1 LAN L]
Virtual A2 LA&N :|
Virtual AP3 LN :|
Victual AP4 LAN o |
Ethemet Ports WAN L]

» Enable VLAN: Default is unchecked, Disable.

» Apply Changes: Click the Apply Changes button
to register the client to new configuration setting.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.

» Delete Selected: Click to delete the selected clients
that will be access right removed from CWFC103.

» Delete All: Click to delete all the registered clients
from the access allowed list.

» Reset: Click the Reset button to abort change and
recover the previous configuration setting.
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Chapter 6 Routing Setup

This chapter is to guide how to setup the best path for the
data frame.

6.1 QoS

QoS, Quality of Service, is the ability to provide
different priority to different applications: multimedia, VoIP
services, online games or IP-TV, users, or data flows, or to
guarantee a certain level of performance to a data flow.

Entries in this table is to setup an improvement of an
online gaming or multi-media experience by ensuring that
game traffic is prioritized over other network traffic such as
FTP or Web.
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QoS
Entries in this table improve your online gaming experdence by ensuring that vour game taffic is pricritized over
other network traffic, such as FTE or Wehb,
[0 Enable QoS
Automatic Uplink Speed
Manual Uplink Speed (Kbps): |~ |

Automatic Downlink Speed
Manual Downlink Speed (Ebps): l:l

QoS Rule Setting:

Address Type: P MAC
Local IP s | -
MAC Adds —
Mode:

Uplink Bandwidth (Ebps): |:|

Downlink Bandwidth (Ebps): |:|

Current QoS Rules Table:

» Enable QoS: Default is Unchecked, Disable. If
select enable, than continue with the following

» Select Automatic Uplink Speed or Manual Uplink
Speed (Kbps). The speed must be entered if
Manual Uplink Speed is selected.

» Select Automatic Downlink Speed or Manual
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Downlink Speed (Kbps). The speed must be
entered if Manual Uplink Speed is selected.
Address Type: Default is IP. Another option is
based on MAC

Local IP Address: Enter a range of IP address if IP
is selected in the Address Type

MAC Address: Enter a MAC address of each
client that connect to CWFC103 if MAC is selected
in the Address Type

Mode: Guaranteed minimum bandwidth

Uplink Bandwidth (Kbps): Guarantee has a
minimum uplink bandwidth for the clients
Downlink Bandwidth (Kbps): Guarantee has a
minimum downlink bandwidth for the clients
Apply Changes: Click on this icon after all the
options are fill up

Reset: Click the Reset button to abort change and
recover to the previous configuration setting.
Delete Selected: Click to delete the selected clients
that will be access right removed from CWFC103.
Delete All: Click to delete all the registered clients
from the access allowed list.

6.2 Routing

This page is used to setup dynamic routing protocol or
edit static route entry.
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Routing Setup
This page is nsed. 10 setop dynamic ronting protood or edit static ponte Entey,

[ Enable Dynamic Route
NAT: Enabled  Disabled
Transmit: Disabled ~ RIP1  RIPZ
Disabled ~ RIP1  RIP2

Receive:

[0 Enable Static Route

I Addss. I
SweMse [
Gaes. I
Metric: |:|

Interface:

[ Apsly Changes | [ Show Rowe Table |

Static Route Table:

» Enable Dynamic Route: Default is Unchecked,
Disabled. If enable dynamic route, than CWFC103 will
select the best routing route.

» Apply Changes: Click on after option is selected

» Enable Static Route: Default is Unchecked, Disable.
If a static route is known, than a static route can be
selected.
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Chapter 8 System Maintenances

This chapter is to show how to maintenance
CWFC103.

8.1 Status

This page shows the status and basic settings of the
CWFC103.
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Access Point Status

This page shows the corent stts and some basic setings of the device,

Uptime OcasrOh: 3] 7s
Firmware Version vid
Build Time Mon Mar 21 19:23:14 ST 2011

Wireless Confignration

Mode aF

Band 2.4 GHz (B+G+I)
581D RETE 1ln &P
Channel Number 11

Encryption Disahled

BSSID O0e:dc:81 Sel
Associated Clients 1

Attain IP Protocol TJSE3G Rernoved
IP Address 0000

Submnet Mask 0000

Default Gateway 0000

MAC Address

8.2 Statistics

This page shows the packet counters for transmission
and reception on the wireless and Ethernet networks.
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Statistics

This page shows the packet counters for transmaission and eception regarding to wireless and Ethemet
networks,

i Sent Fackers 572
Wireless LAN :
Feervef Packers 2371
Sent Packers 0
Ethernet WAN 5
Feervef Packers 0
Refresh
8.3 DDNS

DDNS, Dynamic DNS, is a service that provides a
valid, unchanging, internet domain name (an URL) to go
with that related IP address. It assign a fixed host and
domain name to a dynamic Internet IP address, which is
used to monitor hosting website, FTP server.
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Dynamic DNS Setting

Diynarnic: NS 15 a sexvice, that provides you with a valid, vnchanging, intemet domain name (an URL)
10 g0 with that (possibly everchanging) [P-address,

[0 Enable DDNS
Service Provider :
Domain Name :
User Name/Email:
Password/Eey:

Noge:!
For TZ0, you can bave a 30 days free trnal bere or mangee your TZ0 aconnt m control panel
For DvnlNS, you can creare your DvnDNS acconot fere

» Enable DDNS: Default is Unchecked, Disable.

» Service Provider: Select from the drop-down
menu.

» Domain Name: It is an optional

» User Name/Email: Enter user registration name

> Password/Key: Enter user registration password

8.4 Time Zone Setting

The system time can be synchronized with a public
time server over the Internet.
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Time Zone Setting

“fom can roaintain the s¥stem time by synchronizing with & poblic time seever over the Infemet,

Current Time : Y1 011 Mon 3 Day 21 Hr 19 Mo 0 Sec 11

[ Copy Computer Time

Time Zone Select : (GMT+08:00) Taipel

[ Enable NTP client update
Auntomatically Adjust Daylight Saving
NTF server : ®

@] (Manual [P Setting)

» Copy Computer Time: Get the time and date from the
connected system

> Enable NTP client update: Default is unchecked,
Disable. If enable, than CWFC103 will synchronize the
time from the Internet time server.

> Automatically Adjust Daylight Saving: Default is
unchecked, Disable.

8.5 DoS

A DoS (Denial Of Service) attack is characterized by
an explicit attempt by hackers to prevent legitimate users of
a service from using that service.
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Denial of Service

A "denial-of-service” (DoS) athack s charcterized by an expliclt atemopt by hackess 0 prevent legitimate vsers of a
service from using that service,

[ Enable DoS Prevention

Whole System Flood: SYN Packets/Second
Whole System Flood: FIN Packets/Second
Whole System Flood: UDP Packets/Second
Whole System Flood: ICMP Packets/Second
Per-Source IP Flood: SYN Packets/Second
Per-Source IP Flood: FIN Packets/Second
Per-Source IP Flood: UDP Packets/Second
Per-Source IP Flood: ICMP Packets/Second
TCPAJDP PortScan Sensitivity
ICMP Smurf

IP Land

IP Spoof

IP TearDrop

PingOfDeath

TCP Scan

TCP SynWithData

UDP Bomb

UDP EchoChargen

Enable Source IP Blocking Block time (sec)

> Enable DoS Prevention: Default is UnChecked,
Disable

8.6 System Log

This feature can be set to remote log into server and
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show system log.
System Log
This page can be vsed o set remote log server and show the svstem log,

[l Enable Log
system all wireless DoS

Enable Remote Log Log Server IP Address:

» Enable Log: Default is Unchecked, Disable.

» Select the options to show on the log.

8.6 Upgrade Firmware

The feature allows CWFC103 firmware to be
upgraded to a new version.
NOTE: DON’T TURN OFF THE POWER DURING THE
UPLOAD FIRMWARE. FAILURE TO DO WILL
DAMAGE THE CWFC103.
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Upgrade Firmware

This page allows vou upgrade the Aocess Point fimmware to new version, Flease note, do not povweer off
the device during the upload becanse it ray crash the system.

Firmware Version: v24

Select File:

» It shows the current Firmware version.
> Select the firmware file from the local system and
select Upload.
NOTE: DON’T TURN OFF THE POWER DURING
THE UPLOAD FIRMWARE. FAILURE TO DO WILL
DAMAGE THE CWFC103.

» After it successful load the new firmware, select Reset
to reset the device to activate the new firmware

8.7 Save/Reload Settings

This feature allows the current settings to be saved to a
file and/or reload the settings from the file.

Save/Reload Settings

This page allows vou save current setings to a file or reload the settings fror the file which was saved
previcusly, Besides, vou could meset the current configumation to factory defalt,

Save Settings to File: Save.,.
Load Settings from File:

Reset Settings to Default:
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» Save Settings to File: Save the current setting to a file.

» Load Settings from file: Load the settings filefrom the
local computer/notebook. Select Upload to apply the
new setting from the file.

» Reset Settings to Default: Reset to the setting to
original manufacturing setting.

8.8 Password

This feature allows user to change or set a new
password of the account to access CWFC103. Empty user
name and password will disable the protection.

Password Setup

This page is nsed to set the account 10 aocess the web server of Access Point, Empty user naroe and
password will disahle the protection,

User Name:

New Password:

Confirmed Password:

(oG] (e |

» The manufacture default is “admin” and “admin” for
User Name nor Password.

» It is highly recommended to setup the username and
password.
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FCC Statement:

Federal Communication Commission Interference
Statement

This equipment has been tested and found to comply with
the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and
can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no
guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful
interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one of the
following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and
receiver.

e Connect the equipment into an outlet on a circuit
different from that to which the receiver is connected.

e Consult the dealer or an experienced radio/TV
technician for help.
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FCC Caution: Any changes or modifications not expressly
approved by the party

responsible for compliance could void the user’s authority
to operate this equipment.

This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this
device must accept any interference received, including
interference that may cause undesired operation.

For product available in the USA/Canada market, only
channel 1~11 can be operated. Selection of other channels is
not possible.

This device and its antenna(s) must not be co-located or
operation in conjunction with any other antenna or
transmitter.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure
limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum
distance 20cm between the radiator & your body.





