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The wizard will close and your trace will display.
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6.2 Recording an Existing Piconet

Using Recording Wizard to record an existing piconet is similar to recording
anew piconet. The main difference is that you will be asked if your Master
device can support multiple slave devices and whether it can respond to
pages once it has created a piconet with another device.

step1 To start the Recording Wizard, press ﬁl or select Setup >
Recording Wizard from the menu.

The Recording Wizard introductory page will open:
Recording Wizard

Welcome to the Merlin Becaording Wizard!

T hiz wizard will help you configure Merlin to detect nearby Bluetoath
devices and record Bluetooth piconet traffic.

< Bach

Cancel |
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step2 Press Next to advance to the next screen.

You will see three choices:
Recording Wizard x|

Recording Type
Select the desired wizard recording type

Pleaze select the tpe of recarding you wish o make:

¢~ | want ta establish & new picanet and have Merin recard traffic on that
piconet,

+ | want Merlin ta record traffic on a piconet that hag already been
eztablizhed.

a | am using Bluetooth Test Mode and want kelin to recard braffic on my test
piconget.

¢ Back I M et > I Cancel

step3 Select the second option: I want Merlin to record traffic
on a piconet that has already been established.

Step4 Press Next,

You will see four choices:

Recording Wizard: Existing piconet {Step 1 of 10}

Frequency Hopping Mode
Select hopping mode

Pleaze zelect the freguency hopping mode uzed by pour Bluetooth devices.

ozt Bluetooth devices use the standard 75-frequency hopping mode;
howewver, some 'legacy’ devices may uze one of the 23-frequency hopping
modes specific to certain countries.

¥ Standard [73-hop] mode {~ Spain [23-hop] mode
" France [23-hop] mode " Japan [23-hop) mode

< Back I Mext » I Cancel

Select the hop mode appropriate to your area.

step5 Select the hop mode appropriate to your area, then press
Next.
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You will see two choices:
Recording Wizard: Existing piconet {Step 2 of 10}

Inquiry Skip/Perform
Select to perform or to zkip a general device inguing

rou can chooze to skip a general device inguiny if such was already done.
Otherwize, please select to perform the inguiry.

The inguiny iz needed zo the piconet devices can be zelected for
sphichronization and recording.

= Perform Inguiny Mow = Skip Inguiry

< Back I Mext » I Cancel

step 6 Select Perform Inquiry Now.

You will see two choices:
Recording Wizard: Existing piconet {Step 3 of 10}

Device Search Type
Select group/general device zearch

terlin can ether zearch for all Bluetooth devices inrange, or it can search anly

for devices within a specific group. Search groups are defined by a 24-bit
Dedicated Inguiry Access Code [DIALC).

= | want Merlin to search for all Blustooth devices within range.

¢ | want Merlin ta search only for devices in the search group
coresponding to the following [hexadecimal] DIAC:

N

< Back I Mext » I Cancel

step7 Select the first option: I want Merlin to search for all
Bluetooth devices within range.

If you want to limit the inquiry to a class of devices, select the second

option and enter the hexadecimal value for the device class in the text
box.

47



CATC Merlin Protocol Analyzer User’s Manual Version 1.6

Step8 Press Next.

You will see two choices:

Recording Wizard: Existing piconet {Step 4 of 10}

Device Search Duration
Specify duration of Search/Record

Haow long should Merlin zearch for nearby Bluetooth devices?
Any zearch duration between one and eighty seconds may be specified.

However, a duration of between ten and bwenty seconds should be enough time
for Merlin ta detect all nearby devices.

Have Merlin zearch IE seconds for nearby devices.

¢ Back I M et > I Cancel |

step9 If you want to change the search duration, type in a new
value into the text box. Otherwise, use the default value (20
seconds), then press Next.

The PC-Merlin hardware connection will be tested. If Merlin cannot be
detected, the following message will display:

Recording Wizard: Existing piconet {Step 5 of 10}

General Device Search

The attempt to record traffic on a piconet that haz already been established wasz
canceled az the Merlin hardware was not detected or was in the process of
booting up.

Prezs ‘Rety’ to have kerin ztart the operation one mare time.

Retmy |

< Back I [ient Cancel
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If Merlin passes the hardware test, it will then goes onto conduct a
General Inquiry to locate local Bluetooth devices.

step 10 To display a list of the discovered devices, press the button
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marked Show Devices Found.

A screen will display showing the devices that Merlin discovered
through the General Inquiry:

Address Clock Freg Class of Dewvice ;I
[Hex) (Hz) [Hex SGerwvlList : Major : Minor)

008037122157 3155 000000 Invalid Service Class

00803712214E 3200 000000 Invalid Service Class

0050CDO0043E UTnknown 000000  Invalid Service Class

Savefs.. |

Ifyou feel that the list is incomplete, you can close this window and press
the button marked Repeat. This will cause Merlin to repeat the General
Inquiry and recollect information on local Bluetooth devices.

step 11 Press OK to close the Bluetooth Neighborhood window.
step 12 Press Next to advance to the next screen.
The following screen will prompt you for the Master device’s address.

The address can be selected from the drop-down menu or typed into the
box:

Recording Wizard: Existing piconet - Specify Master Deyice [

Device Address

Pleaze zelect the Bluetooth device address of the master device for the
piconet to be recorded.

The ligt below includes devices that Merlin has recently encountered. [F pour
mazter device iz not aleady in thiz list pou may type in itz device address [a
six-digit hex walue] yourself.

Piconet b azter Address:

< Back I Mext » I Cancel |

step 13 Select or type in the Master device’s address into the box
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Recording Wizard: Existing piconet {Step 7 of 10}

next to the label Piconet Master Address.

Step 14 Press Next.

The following screen will display. This screen asks you which of the
following two options apply to your Master device. For some devices,

both options will apply.

Record Existing Piconet
Enter mazter characteriztics

I order far Merlin bo capture traffic on an already established piconet, the
picanet master device must support one of the bwao operating conditions listed
below.

Pleaze check the boxes that apply to pour master device. [ neither condition

appliez, prezs 'Back' o zelect a different recording mode.

W ky piconet master device will rezpond to inguines from other devices while it
iz in a connected state. ['Sync & recaord' mode)

r My piconet master device can establizh a piconet congisting of more than
one zlave device. [Passive Sync & Record' mode]

< Back I Mext » I Cancel

You can select either or both options. They are not mutually exclusive:

If the Master supports inquiries while in a connected state, select the first
option. This will set Merlin to use the 'Sync & Record' mode in its
attempts to synchronize to the Master. This will also cause the wizard to
skip to step 8.

If the Master can support piconets with multiple slaves, select the second
option. If you select this box alone (i.e., you leave the first box
unchecked), Merlin will use the 'Passive Sync & Record' mode to
synchronize to the Master. The wizard will then advance to Screen 8*.

If the first checkbox was selected, Merlin will use 'Sync & Record' no
matter what was set in the second box.

step 15 Select the options that pertain to your device, then press

Next.
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Recording Wizard: Existing piconet {Step & of 10}

The screen that follows will depend on the options you selected above.
If you selected the first option (="Sync & Record’), the following screen
will display. This screen gives you the option of verifying the presence

of the Master device just before synchronizing.

Inquire device prior to recording prcess
Chooge to ekip or not device inguiny prior to recording

terlin will inquire the piconet master device in arder to spnchranize to the
picanet. If wou wish, Merlin will verify that the master can respond to inguinies
before it beging the recording process; athenwize, Merlin will immediately
attempt to syhchionize and capture piconet ratfic.

7 Skip the master verfication and immediately begin the recording
prOcess.

< Back I Mext » I Cancel |

step 16 If you want to skip the Master verification, put a check in the
box. If you are in doubt, leave the box unchecked.

If you selected only the second option in Step 15 (=’Passive Sync &

Record’), the following screen will display.
Recording Wizard: Existing piconet - Specify Page Targekt D

Device Address

Pleaze zelect the Bluetooth device address of the page target device for the
piconet to be recorded.

The ligt below includes devices that Merlin has recently encountered. [F pour
page target device iz not alieady in thiz izt pou may twpe in itz device address
[a six-digit hex value] pourzelf.

Fage T arget Address: || j

When the recarding iz eventually initiated, the master device should attermpt b
connect ko the device that has the "Fage Target” address [Merdin). Once
tderlin recerves a page from the specified master device, it will extract the
appropriate information and zpnchronize to the piconet.

< Back I Mext » I Cancel

This screen asks you for the address of the Page Target device -- which
in this case is Merlin. Since the devices in your piconet are not able to

respond to inquiries, Merlin will not be able to page the devices and join
the piconet. Instead, you will assign Merlin an address here in this
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screen, then direct your piconet Master device to connect to Merlin. The
Master will attempt to connect to Merlin and therein give Merlin the
information it needs to record the Master and slave devices.

step 17 Type in an address of your choosing for Merlin (= Page Target).

You are making up an address for Merlin that the Master will use to try
to connect to Merlin.

Step 18 Press Next

Merlin will then display your current settings.

Recording Wizard: Existing piconet {Step 9 of 10}

System iz Ready
Iritiate Search/Recaord

terlin iz now ready to synchronize to the piconet master and start recording the
picanet traffic ['Pazsive Sync & Recard' mode].

T he fallowing optionz will be used:
Trace mode: Exigting piconet recording [Paszive Spnc & Record] ﬂ

Mazter addressz: 000102000003

Page Target address; 0001 02000002
Frequncy Band: Standard [73-hop] mode
DUT's Tranzmit frequency: 2402 MHz

DUT's Receive frequency: 2404 MHz
Rrenn NIAT: MANSRON »|  Advanced.. |

Prezs 'Mext' to initiate the recording or 'Back’ to return bo the previous page.

< Back I Mext » I Cancel |

The Advanced button will open the Recording Options dialog box
shown on page 42 and described in detail in Chapter 7.

step 19 Press Next to begin the recording.

If the Merlin hardware is not ready or connected or is in the process of
booting up, the following information message box will display:

Merin x|

Your Metlin analyzer was nok detected; it may not be connected properly ko this
computer of may not be powered on.

Please verify that wour Merlin analyzer is connected with a USE cable to this computer,
that the Merlin power LED is on, and that the trigger LED is nok Aashing.

If the trigger LED is Flashing, this indicates a hardware prablem; please contack wour
distributor Far service,

If vwou have Found the source of the problem, press 'CK' to close this message-box, and
then press ‘Retry’ in the Wizard ko retry the operation or press 'Cancel’ to exit the

Recording YWwizard.

step 20 If the above information box opened, press OK to close it.
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The following dialog box will display:

Recording Wizard: Existing piconet (Step 10 of 10} il

The attempt to record traffic on a piconet that haz already been established wasz
canceled as the Merlin hardware was not detected or was in the process of
booting up.

Prezz 'Rety' to have Merlin start the operation one mare time.

Fetry |

Prezs 'Finizh' to exit the \Wizard or ‘Back' toreturn to
the previous page.

< Back I Finizh I Cancel

step 21 Press Retry or Back to re-attempt the process.

If the hardware failure described in Steps 20 and 21 do not occur, Merlin
will conduct an inquiry. The screen will show that Merlin is going to
attempt a recording in either "Passive Sync & Record’ mode as shown
below or in ’Sync & Record’ mode depending on the options you
selected in Step 15.

Recording Wizard: Existing piconet (Step 10 of 10} |

kerlin iz attempting o sunchronize ba the magter device of the eztablizhed
piconet and record the traffic ['Passive Sync § Record' mode]

I

Inguining...

Prezs 'Cancel' to terminate the synchronization and
record attempts and to close the wizard.

¢ Back I Finizh I Cancel |

step 22 If you are recording in ’Passive Sync & Record’ mode, you will
need to direct your Master device to attempt a connection to Merlin.
This will provide Merlin with the information it needs to record the
piconet.
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Once Merlin has the information it needs, it will begin recording. The
following screen will display:

Recording Wizard: Existing piconet {Step 10 of 10} ﬂ

Merlin had synchronized ta the piconet and started recarding.

| Fecording. .|
Pres 'Stop Recording' to stop the recarding. Preszing the 'Cloge’ button closes

the wizard, but Merlin continues to recaord braffic. To ztop the recording in the
application, pou cak uze the "Stop'icon in the toolbar.

Stop Recording |

Presz 'Cloge’ to close the wizard.

@ Hack

Cancel |

The recording will end following a trigger event or when you press Stop
Recording button on the screen shown above or when you press the @l
button on the toolbar.

step 23 When finished, press Close to close the Recording Wizard.

6.3 Recording in Test Mode

A Test Mode recording allows you to limit the frequency hopping range that
Merlin will record. Two Test Modes are available: Reduced Hopping
Mode and Single Frequency Mode. Reduced Hopping Mode limits
Merlin’s recording to the five frequency hops that are described in the
Bluetooth Specification. Single Frequency Mode limits Merlin’s recording
to a single frequency range that you specify in the Recording Wizard.

Recording in Reduced Hopping Mode
To record in Reduced Hopping Mode, perform the following steps:

step1  Start the Recording Wizard by either pressing the button ﬁl
or selecting Setup > Recording Wizard from the menu.

The Recording Wizard greeting screen will open.
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step2 Press Next to advance to the Recording Type screen.

The following screen will display:

Recording Wizard E3 |

Recording Type
Select the dezired wizard recording type

Pleaze zelect the tppe of recording you wish to make:

+ want to establish a new piconet and have Merin recard brathc on that
Diconet

| want bMerlin to record traffic on a picanet that haz already been
eztablizhed.

s | am uzing Bluetooth Test Mode and want kedin to record baffic on my test
piconet.

¢ Back I Mest » I Cancel

step3  Select the third option: I am using Bluetooth Test Mode
and want Merlin to record traffic on my test piconet.

Step4 Press Next.

The following screen will display:

Recording Wizard: Test mode {Step 1 of 4} |

Frequency Hopping Mode
Select hopping mode for Bluetooth Test Mode

Pleaze zelect the frequency hopping mode used by your Blustooth test
devices.

I test mode, the tester and the device-under-test [DUT] either uze a single

pair of frequencies for receive and tranzmit, or a reduced hopping sequence
congigting of just five frequencies.

{* Reduced-hopping mode " Single-frequency mode

< Back I Mext » I Cancel
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step5 Select the option Reduced-hopping mode, then press Next.

The following screen will display:

Recording Wizard: Test mode - Specify Master Device (Step

Device Addrezs

Pleaze zelect the Blustooth device address of the master device far the
piconet to be recorded.

The lizt below includes devices that Merlin has recently encountered. [F pour
mazter device iz not already in thiz ligt pou may type in ke device address [a
ziv-digit hex value) pourzelf.

Piconet M azter Address:

¢ Back I et > I Cancel |

step 6 Select the address for your piconet’s Master device from the
drop-down menu. If you prefer, you can type in the address
into the box.

Step7 Press Next.

The following screen will display. This screen will show the current
settings for the recording:

Recording Wizard: Test mode {(Step 3 of 4)

System iz Aeady
Initiate Search/Record

telin iz now ready to spnchronize to the test piconet uzing Bluetooth Test
tode and start recording.

IF pour piconet iz not currently established, please establish it now.

T he following optionz will be uzed:

Trace mode: Bluetooth Test Mode ﬂ

b aster address: 000102000003
Frequncy Band: Reduced-hopping mode
DUT'z Tranzmit frequency: 2402 MHz
DUT'z Receive frequency: 2404 MHz

Group DIAC: 0x003600 |
Fnrr‘fF!p-%mr‘hrnni?.:lﬁnn' M ;I a'l'«d\-'anced...

Prezs 'Mest' to begin recording or 'Back! to return to the previous page.

¢ Back I M et > I Cancel |

The Advanced button will open the Recording Options dialog box. See
Chapter 7 for details on the Recording Options dialog box.
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step8 Press Next to begin the recording.

The following screen will display:

Recording Wizard: Test mode {Step 4 of 4} |

Merlin iz attermpting to sunchronize and torecord traffic on the test piconet
uzing Bluetooth Test Mode.

I

Recording...

Prezs 'Cancel' to terminate the synchronization and
record attempts and to close the wizard.

¢ Back I Finizh I Cancel |

step9  When the recording finishes, the following screen will
display. You can repeat the recording by pressing the
Repeat button.

Recording Wizard: Test mode {Step 4 of 4) |

Merlinhas cormpleted the recording of traffic inthe piconet in Bluetooth Test Maode.

Prezz 'Rety' to have Merlin retiy recording the traffic in the piconet.

Rty |

Prezs 'Finish' to exit the ‘Wizard ar Back' to retum to
the previous page.

¢ Back I Finizh I Cancel

step 10 To close the wizard, press Finish.

58




CATC Merlin Protocol Analyzer User’s Manual Version 1.6

7. Recording Options

The Recording Options dialog box controls how Merlin records
Bluetooth™ data. At the top of the Recording Options dialog box are four
tabs that provide access to dialog boxes called General, Modes, Events, and
Actions. Using these dialog boxes, you can configure Merlin to create event
triggers, increase or decrease memory allocation for recording, and interact
with other Bluetooth™ devices in different ways.

Opening the Recording Options Dialog Box

To open the Recording Options menu, click El on the Tool Bar or select
Recording Options under Setup on the Menu Bar.

You see the Recording Options window:

Recording Options x|

General I Modes | Events | actions |

— Recording type Options
" Snapshot
% M anual Trigger ™ Beep'when Trigger Dccurs
" Ewent Trigger [T Save Extemnal Interface Signals
— Buffer Sizg—— Trigger Pozition
1.000 ME 50 % post-triggering
'I_ ] ' ' ' ' ' 1 1 1 ' ' ' ' |\. 1 ' ' vl
J |

Optionz name:

IDefauIt Trace Filename & Path. ..

Save... I Save &z Default I Load... I

Ok | Cancel |

The Recording Options window has four tabs marked
* General
* Modes
* Events

e Actions
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7.1 Recording Options - General

The General tab opens a window shown in the previous illustration made up
of four boxes marked Recording Type, Buffer Size, Trigger Position, and
Options.

Recording type
The Recording Type box presents three options that
allow you to set how Merlin begins and ends a recording.
The options are: Snapshot, Manual Trigger, and Event | _ =~

Trigger. [ A TIagE
= Ewvent Trigger

— Fecording type——
™ Snapshot

Snapshot
A Snapshot is a fixed-length recording whose size is determined by the
"Buffer Size" box in the Recording Options dialog or by a manual click of
the Stop button. Recording begins by clicking REE| on the Tool Bar and ends
when either the selected buffer size is filled or you press the Stop button.

Manual Trigger
A Manual Trigger recording is a one that is manually begun and ended.
Recording is begun by pressing EI on the Tool Bar. Recording continues
in a circular manner within the limits set by the buffer size. Recording ends
when @ is clicked on the Tool Bar or the Trigger button is pressed on the
analyzer's front panel. If you press the Trigger button, recording will
continue until the post-trigger memory has been filled.

Event Trigger
An Event Trigger recording is one that uses an event trigger to end the
recording. Before recording begins, you define the event trigger in the
Trigger Options dialog box. You begin the recording by clicking EI on
the Tool Bar. Recording continues in a circular manner within the limits set
by the buffer size. Once the trigger event occurs, some post-trigger
recording occurs, then the recording ends.

Note In this mode, the recording can be stopped manually in the same way as for
"manual trigger" mode.
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Options
The Options box contains two options:

Beep When Trigger Occurs

Will cause the PC to beep when a trigger event
has occurred.

- Options

[ Beep'when Trigger Docurs _
Save External Interface Signals

Will enable Merlin to record input signals from
a breakout board as fields in a trace.

[ Save External Interface Signals

Buffer Size Euffer Size
The Buffer Size box has a slide bar for adjusting the 1.000 ME
recording buffer size from 0.1 megabytes to 128 ) 4 0 0 0 0 o0
megabytes. —j

The Recording Type option determines how this buffer is used. Although
there are 128 megabytes of physical memory in the analyzer, the efficiency
of the recording ranges from 2:1 to 4:1 ratios of physical memory to actual
Bluetooth™ traffic. Shorter Bluetooth™ packets yield a less efficient
recording. The non-traffic portion of physical memory is utilized for control
and timing information.

Note The scale is not linear and affords more granularity in the smaller buffer sizes.

Trigger Position
The Trigger Position slide bar sets the amount of
post-trigger recording that Merlin will perform. It also 50 % postriggering
allows adjustment of the location of the trigger within |, , , ., ., ... ..
the defined buffer. You can adjust the Triggering j
Position between 1 and 99% post-Trigger. Trigger
Position is available only when Manual Trigger or Event Trigger is

selected as Recording type.

Trigger Position

As an example, if the buffer size is set to 16MB, then for the following
Trigger Position settings, the amount of pre- and post-Trigger data is
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* 95% post-triggering: 0.8MB pre-trigger, 15.2MB post-trigger
* 75% post-triggering: 4MB pre-trigger, 12MB post-trigger

* 50% post-triggering: 8MB pre-trigger, 8MB post-trigger

* 25% post-triggering: 12MB pre-trigger, 4MB post-trigger

* 5% post-triggering: 15.2MB pre-trigger, 0.8MB post-trigger

Note When a Trigger occurs, recording continues until the post-Trigger amount of the
buffer is filled.

7.2 Recording Options - Modes

The tab marked Modes opens a window for setting recording mode options.
This window is divided into six boxes marked Recording Mode, Piconet
Addresses, Hop Frequency, Other Parameters, and Debug/Test.

Recording Options >

General Modes | Eventsl .-i'-.c:tinnsl

[ EEere e b gels — " Fieonzt Addis oz (158, L58)
" Inquiry Riecording Master £ddr (000102000002 = |
General [Unlimited) ||

Eage Target | DUoE DEODON0E j
" Piconet Recording Helpl

5
IPEEIE Sync & Record 3 I (L IEIEEBI:II:I ﬁl

i~ Test bode

™| Farze Fe-Spnchanization ™| rdateh Elock Fate
™| Fallaw iasterElave Switeh I Ehaw Eaging Tiraftic

—Hop Frequency———— [~ Other Parameters
i ! 57
I?EI Hops Standard j Correlation alue [33-64]
Inquiry Timeout [0-80 secs] (20
IRt Ereg, FMHE |2.-J,|:|2 Loss-of-zpnc Timeout [1-16 secs] |1
(AP Fessy Ereq, MEHE |24':'4 [ & thde
e (e e e '] !
— Debug T est
[T Do Mot Dewhiten [ Enable CATC debug file

Save... | Save be Default | Load... |

Cancel |
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Recording Mode
To record Bluetooth™ traffic, the Merlin analyzer needs to synchronize to
the piconet under observation. Merlin does not participate in the piconet and
behaves as a passive listener. It needs, however, to communicate briefly
with the devices in the piconet to learn the Master clock and frequency
hopping sequence.

To synchronize to the piconet under observation, Merlin can be set up in
different recording modes. Two drop-down menus present these modes:
Inquiry Recording and Piconet Recording.

Inquiry Recording
The "Inquiry Recording" drop-down menu presents two choices for
recording Inquiries: "General (Unlimited)" and "Dedicated (Limited)."

General (Unlimited)
"General" means "General Inquiry" and is used to search for ALL
Bluetooth™ devices that are within range, for the amount of time specified
in the Inquiry Timeout field. Completion of the inquiry process is indicated
by illumination of the "trigger" light on the front of the analyzer. All
responding packets will be displayed when data upload from the analyzer
completes.

Dedicated (Limited)
"Dedicated" means a specific class or group of Bluetooth™ devices
(designated by the DIAC field of the Recording Options dialog). Selecting
"Dedicated" causes Merlin to search for all devices from a specific class or
group that are within range, for the amount of time specified in the Inquiry
Timeout field. Completion of the inquiry process is indicated by
illumination of the "trigger" light on the front of the analyzer. All
responding packets will be displayed when stop is selected.

Piconet Recording
The "Piconet Recording" drop-down menu presents three choices for
recording piconet traffic: Sync and Record, Passive Sync & Record, and
Page Sync & Record.

A Help button next to the menu briefly explains these options.

Page Sync & Record is the preferred option and should be used whenever
possible. If Page Sync & Record can not be used, then Sync & Record
should be used. Passive Sync and Record should be used only if the first
two options can not be used.

63



CATC

Merlin Protocol Analyzer User’s Manual Version 1.6

Page Sync & Record
"Page Sync and Record" is the recommended method of recording. "Page
Sync and Record" should be implemented before a piconet is established.
This mode causes Merlin to perform a General Inquiry and collect sync
information from the specified slave device when it responds. Merlin then
waits for the Master to begin paging the Slave devices. When paging
begins, Merlin synchronizes to the Master and begins recording.

Note In order for this mode to work, the intended Slave must support "inquiry scan".

The following steps describe the simplest way to use this mode:

Step 1

Step 2

Step 3

Step 4

Step 5

Place both the "intended master" as well as its first "intended
slave" into inquiry scan mode.

Have Merlin perform a General Inquiry. You do this by
selecting "General (Unlimited)" from the "Inquiry
Recording" drop-down menu on the "Modes" tab in the
"Recording Options" window, and then depressing the
"REC" button found on Merlin's toolbar.

After the General Inquiry completes, as indicated by the
automatic uploading and displaying of a CATC trace
(approximately 20 seconds), reselect the "Modes" tab in the
"Recording Options". At this point, the addresses of all
Bluetooth™ devices that were in range will be listed in the
pull-down windows in the "Piconet Addresses" area of this
window. Using the pull-down windows select both your
"Intended BT Master" as well as your "Intended Slave"
address for display in their appropriate windows.

After closing this window by pressing the "OK" button at the
bottom of the window, once again depress the "REC" button
found on Merlin's toolbar. After approximately 20 seconds,
the "SYNC" light on the front of Merlin will begin to flash,
meaning that Merlin has acquired all the information it needs
to fully synchronize with the piconet about to be established.
At this point, you should establish the piconet using the
devices previously defined as master and slave.

When the piconet is established, the "Sync" light on the front
of Merlin will change from flashing to solid, indicating that
Merlin is fully synchronized to the piconet and is currently
recording all traffic within that piconet.
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Note If the "sync" light on the front of Merlin does not change from flashing to solid it
means that Merlin did not synchronize with the piconet when it was established.

Sync & Record
Sync and Record works just like "Page Sync and Record" except that Merlin
takes its sync data directly from the Master instead of the Slave devices.
With Sync and Record, Merlin conducts a General Inquiry to get hop
frequency and clock information from the Master. Merlin then waits to
detect piconet traffic from the Master device’s piconet. When the piconet is
established, Merlin is able to synchronize to the Master and begin recording.
In contrast to "Page Sync and Record", "Page Sync and Record" can be run
with or without an established piconet.

Note This mode can only be used to find master devices that support Inquiry Scan.

To perform a "Sync and Record", follow the steps below:

step1  Turn on the Bluetooth™ devices under observation, and set up
the master device so it is ready to respond to Inquiry scan. For
a typical recording, ensure that the Master and Slave device(s)
are not yet connected.

step2 In the Modes tab under Recording Options, enter the Master
Device’s address.

step3  Start Merlin recording by pressing REC icon in the toolbar.

step 4 When the analyzer is able to Sync up to the Piconet Master Clock,
the Green Sync LED in the Merlin front panel will start blinking.

step5 Establish connection between the Bluetooth™ devices under
analysis.

step 6 When Merlin senses Piconet traffic, the Green Sync light
goes ON solid, recording starts and the status bar in the
bottom of the analyzer screen shows activity.

Recording may be stopped manually or when the recording buffer is filled.

Note After the Sync light starts blinking, a connection between the Bluetooth™ devices
should be established within one (1) minute.

Passive Sync & Record
Passive Sync and Record is used in situations where the Master device and
slave devices do not support Inquiry Scan mode. When selected, Merlin
enters Inquiry Scan and Page Scan mode and waits for a page from the
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Master device. When the piconet Master pages Merlin, Merlin obtains the
information necessary for synchronization and then attempts to synchronize
to the piconet controlled by that Master.

"Passive Sync and Record" is designed to be used with established piconets
or private device networks.

Running "Passive Sync and Record"” with Established Piconets
For most situations, "Passive Sync and Record" will be run after a piconet
has been established. The steps are as follows:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Establish a connection between two or more Bluetooth™
devices.

Under General Recording Options, select "Passive Sync and
Record."

Under the Modes tab in Recording Options, enter the address for the
piconet’s master device.

Make up an address for Merlin and enter it into the Page
Target address in the Modes tab in Recording Options.
Make sure you do not select an address for any other local
device.

Press the REC button on the toolbar in Merlin to start a
recording session.

If necessary, have Master "discover" Merlin through a
General Inquiry.

From the Master device, initiate a page to Merlin’s address.
This action will enable Merlin to synchronize to the piconet.
However, the analyzer will not complete the page sequence
from the Master. This will cause the Master to time out in

this request.

At the end of this sequence, the green Sync light will go on
solid, recording will begin and activity will be displayed on
the status bar in the bottom of the analyzer screen.
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Running "Passive Sync and Record" with Private Device Piconets
Because private device networks do not allow other devices to join the
network, Merlin needs to temporarily assume the identity of a slave in the
network in order to join that network. To do this requires disabling the slave
and beginning the operation without an established piconet. The following
steps show the process.

step1  Turn the Master device on and the slave device off. You
need the slave device turned off so that Merlin can take its
place in the piconet.

step2 Enter the slave’s address into Merlin’s "Page Target" field in
the Modes tab in the Recording Options dialog box.

step3 Run "Passive Sync and Record." The Master will then page
the slave’s address and Merlin will be able to sync.

step4 When Merlin synchronizes to the Master, turn the slave back
on. When the Master re-pages the address the slave will be
admitted into the private network. Since Merlin is passive in
this mode, the slave and Merlin do not conflict over the
shared address. Merlin is then able to record the traffic
between the Master and slave.

Test Mode
Test Mode allows you to set Merlin’s Hop Frequency to a some preset test
frequencies. When "Test Mode" is selected, the parameters marked
"Limited Hop" and "Single Frequency" in the list under “Hop Frequency”
(described below) become selectable.

Hop Frequency
Until recently, local regulations in Japan, France, and Spain defined a
Bluetooth™ frequency range that was different than the range used by the
rest of the world. We have included the selections for organizations for
testing of devices developed before all frequencies were made available on
a world-wide basis.

To set Merlin to the correct Hop Frequency, select from the drop-down
menu one of the following choices:

* 79 Hops Standard

* 23 Hops Japan

* 23 Hops Spain

* 23 Hops France

* Limited Hop - When "Test Mode" is selected (see above), the
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Hop Frequency menu changes and displays two options called
Limited Hop and Fixed Frequency. The "Limited Hop" setting
restricts Merlin to five hop frequencies defined in the test mode
specification of the Bluetooth™ Specification.

* Fixed Frequency - Allows the the transmit and receive frequency
ranges to be specified. Selecting this option highlights the "DUT
Xmit" and "DUT Recv" text boxes. Enter values into the two text
boxes to the set the transmit and receive frequency ranges:

* DUT Xmit Freq, MHz (+2402) — Allows the setting of the
transmit signal for the Device Under Test

* DUT Recv Freq, MHz (+2404) — Allows the setting of the
receive signal for the Device Under Test

Force Re-synchronization

"Force Re-Synchronization" forces Merlin to re-synchronize at the
beginning of each "Page Sync & Record," "Passive Sync & Record," or
"Sync & Record" operation. By default, "Force Re-Synchronization" is
disabled (i.e., unchecked).

Unchecking the "Force Re-Synchronization" checkbox tells Merlin to use
its existing data on Bluetooth™ devices, thereby bypassing the
synchronization process and saving a few seconds from the beginning of the
trace. If you know that Merlin’s data is correct, you can uncheck this
checkbox and cause Merlin to try to use the existing data. If the data is
incomplete or incorrect, however, Merlin will automatically perform a
refresh.

To examine Merlin’s Bluetooth™ data, open "BT Neighborhood" under the
View menu.

Follow Master/Slave Switch

If enabled, this option allows Merlin to follow a role switch between a
Master and Slave. This capability allows Merlin to keep track of changes in
a device’s role when it changes from one role to another.

Merlin is able to follow a role change by listening to the Slave device’s
Bluetooth clock and hop frequency as soon as it becomes a Master.

Match Clock Rate

Match Clock Rate is a useful option if the Master device’s clock is
inaccurate. Match Clock Rate causes Merlin to do a General Inquiry to
determine the Page Target's clock rate prior to synchronizing to the piconet.
If unchecked, Merlin will begin piconet synchronization without first doing
a General Inquiry.
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This option only works with Page Sync and Record mode.

Show Paging Traffic
Show Paging Traffic causes Merlin to capture paging traffic between the
Master and Page Target devices. This option is used only with Page Sync
and Record Mode.

Piconet Addresses (MSB -> LSB)
* Master Addr - Piconet Master Address for device under
observation. Used for all Piconet recording modes.

» Page Target - User selectable address for the Merlin Analyzer.
Used for Passive Sync & Record and Page Sync & Record.

* DIAC LAP- Device Inquiry Access Code. Used for Device
Inquiry.
* Swap - The "swap" button swaps the addresses between the

Master Addr and Page Target text boxes. This button will allow
addresses to be swapped even if the boxes are grayed out.

Note GIAC - General Inquiry Access Code is hard-coded in the analyzer and does not
require user selection.

Other Parameters

Correlation Value (33-64)
This value tells Merlin how many bits in the sync word of each received
packet must be matched in order for Merlin to consider the packet valid and
start recording.

Inquiry Timeout (0-80 secs)
Default value is 20 seconds.

This value specifies how long Merlin should perform the Inquiry process for
the General (unlimited) and Dedicated (limited) recording modes. After the
specified time has elapsed, Merlin will illuminate the trigger light on the
front of the analyzer.

Loss of Sync Timeout (1-16 secs)
This value specifies the amount of time that Merlin will wait for piconet
traffic before determining that synchronization has been lost.
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Sync Window
The Sync Window slide bar controls the amount of time that Merlin should
wait between receiving an Inquiry Response (which will cause the Sync
LED to blink) and detecting Master-Slave piconet traffic (which will cause
the Sync LED to turn solid.)

M arro Wide

Sunc wWindow j o

A "Narrow" setting means that the wait time will be minimal, a "Wide"
setting means it will be "maximal." The default is "Narrow" and this is
suitable for most recordings. However, if significant drift occurs between
Merlin’s clock and that of the Master, Merlin may not be able to sync
properly to the piconet. Under these conditions, you should move the slide
bar towards the "Wide" Setting. The slide bar has five discrete settings.

After sync is established, Merlin will remain in sync as long as there is
piconet traffic.

Debug/Test

Do Not De-Whiten
Normally, all data packets sent between Bluetooth™ devices are whitened
(scrambled) to eliminate DC bias in the transmitted data stream. For debug
purposes or in the case where you have not integrated whitening into your
design, this option can be turned off. If you check this box, Merlin will
assume that none of the data it receives has been whitened, and will
therefore not apply dewhitening (descrambling) to received packets.

Enable CATC debug file
Checking this box enables the creation of a file that can be used by CATC
Support to aid in debugging. This option should always be disabled unless
you are requested to enable it by CATC personnel.

7.3 Recording Options - Events

If you have selected Event Trigger mode under the General tab in the
Recording Options screen, you may now select specific Bluetooth™ events
using the Events tab on the Recording Option Screen. You can also use the
Actions tab to define specific event sequences that will trigger Merlin to
record a Bluetooth™ session.

In addition, the Events and Actions screens allow you to specify which
packets you want to include or exclude from the recording.
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Events Options
* Click the Events tab on the Recording Options screen.

You see the Event Groups window:
Recording Options |

Generall Modes Ewvents |.&ctinns|
— Ewvent Groups

[ 1Packet Headers fa |
[ |Payload Headers

[ |Data Pattern

[ 1Emrars

[ |E=temal Input zignals

[ Filter Timeslots on Packet Filker

Additional Timeszlot Filtering
Uncheck Al |
i ’]_ Filter Emnpty Timezlotz

Save. . | Save Az Default | Load... |

Cahcel |

The Event triggering and filtering options allow you to set event conditions
for errors and/or a variety of packet characteristics.

Clicking a check box causes further options to display in the right side of the
window.

Additional Timeslot Filtering
By default, Merlin records frequency hop and timestamp information for all
time slots in the Piconet under analysis, regardless of whether the time slot
contained a Bluetooth™ packet. This means that in instances where there
is little piconet traffic, Merlin will display row after row of empty packets
-- each representing an empty time slot. Through the use of timeslot
filtering, these empty packets can be filtered out. Filtering out this
information has the benefit of freeing memory so that more traffic can be
recorded.

71



CATC Merlin Protocol Analyzer User’s Manual Version 1.6

Filter Empty Slots
If "Filter Empty Slots" is checked, Merlin will exclude all empty time slots

from a recording except for those that lie immediately in front of
Bluetooth™ communications packets. These remaining empty packets are
preserved to give timestamp and frequency hop reference data to the packets
that follow.

Filter Slots on Packet Filter
If filters are used to exclude FHS, DM1 or other packets, Merlin will
exclude these packets from a trace and mark their locations with empty
packets. The result can be rows and rows of empty packets. The option
"Filter Empty Slots" will not exclude these empty slots because they lie
immediately in front of Bluetooth™ communications packets - even though
those packets were not recorded. To eliminate these empty packets, select
"Filter Slots on Packet Filter."

Packet Headers
Clicking "Packet Headers" opens three sets of check boxes and menus on

the right that represent fields within packet headers: Packet Type, Active
Member Address, Flow Control, Acknowledgment, and Sequence Number.

» Select Packet Headers under Event Groups.

You see the Packet Headers window:

Recording Options

General I Modes Ewvents I.-’-'-.ctionsl

— Ewent Groupsz Header # 1
i O Packet Type I SEuR
W acket Heade : = AEo
[ |Pavioad Headers Dan't care - "l
[ |Data Pattern Abd_ADDR: I_ ™ Dan't care
[ 1Errors
Header # 2

[ |E stemal Input signals Sl T I |CEaN

IDon't care "l F ?EEIIJ"«-T"
AM_aDDR: I_ W Don't care

—— Header & 3
Packet Type I SEQH

LI IDDn't care "l R
I= FLE,

Abd_ADDR: I_ W Don't care

Select packet header fields

Additional Timezlat Filtering
Uncheck Al
M= | ’]_ Filter Ernpty Timeslots

[ Filter Timesloks on Packet Filter

Save... I Save Az Default I Laoad. .. I

Corcsl_|
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Packet Type
The Packet Type drop down menu lets you select the following packet types
for filtering or triggering: NULL, POLL, FHS, DM1, DH1, HV1, HV2,
HV3, DV, AUX1, DM3, DH3, 1100, 1101, DMS5, or DHS.

Select “Don’t Care” if you want Merlin to ignore this field.

AM_ADDR
(Active Member Address) The AM_ADDR is a three bit slave address. To
select packets from a particular slave device for filtering or triggering, enter
an address into the AM_ADDR text box. You can target up to three devices
using the three text boxes.

SEQN, ARQN, and Flow Control Bits
To set event conditions on SEQN, ARQN, and Flow control, uncheck
"Don't Care." Unchecking "Don't Care" sets the event condition to
SEQN=0 AND ARQN=0 AND Flow=0. This action also puts a checkmark
in the box marked "Packet Headers." A checkmark next to SEQN, ARQN,
or Flow changes the value of this field from zero to one. For example, if
SEQN is checked, the event condition becomes "SEQN=1 AND ARQN=0
AND Flow=0.

To cause Merlin to ignore this set of check boxes, choose "don't care."

Payload Headers
Clicking "Payload Headers" causes a series of options to display on the right
for setting conditions on payload headers. You will see two sets of options
- one for single slot packets such as DM1 packets and a second for multi-slot
packets such as DM3 packets. Within each set is a menu for the Logical
Channel and sub-options for Flow Control, and Payload length. These latter
two options allow you to modify searches based on the Logical Channel.
An example would be "Trigger on a start L2ZCAP message whose flow
control bit is 1 and whose data field length is less than 20."
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* Select Payload Headers under Event Groups.

You see the Payload Headers window

Generall bodes  Ewents |.-i‘-.|:ti|:|ns|

— Event Groups :
—H# 1 [for zingle-slot packets]

[ |Packet Headers :I L CH - .

W ayload Headers — ID':'FIt care =

[]Drata Pattern FLOw : €0 €1 & Don't cane

[ IEmars Length IEI_

[ ]Ewternal Input zignals

—H# 2 [for multi-zlot packets]

LCH: IDu:un't care j
FLOw . €0 € 1 & Don't cae

Lengthl = v"

[

Select payload header fields

Additional Timeszlot Filkering
Uncheck All |
- ’7|- Filter Empty Timeszlots

" Filter Timeslots on Packet Filker

L_CH (Logical Channel)
The "L CH" drop down menu presents five options for
setting conditions on the Logical Channel:

Don't care
00 undefined

01 L2CAF continue
10 L2CAP start

11 LMF meszzage

* Don’t care

* 00 Undefined

* 01 L2CAP continue
* 10 L2CAP start

* 11 LMP message

Select "Don’t care" if you do not want to set conditions on Logical Channel.

Flow
Three "radio buttons" are presented for | FLOWw : ¢ 0 © 1 @ Dont l:a,,e|
setting conditions based on Flow control:

- 0
e 1

e« Don’t care
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Flow works in conjunction with the Logical Channel (L_CH) menu - you
select an option from the L CH menu and then select an option under Flow.

Select "Don’t care" if you do not want to set conditions on Flow control.

Length (in bytes)
Using both the drop down menu and the text box, you
can set conditions based on data field length. The Length ITLHED
maximum length for a single slot packet is 29 bytes. The
maximum length for multi-slot packets is 339 bytes.

The drop-down menu gives you options for selecting
operators such as "greater than" and "equal to." The text box to the right of
the drop-down menu lets you enter values.

The Length option works in conjunction with the Logical Channel (L_CH)
menu - you first select an option from the L CH menu and then select an
option under Length.

Data Patterns
Clicking "Data Patterns" causes a text box to “Datal & bytes |
appear for entering patterns to be matched in the I
raw payload data. Patterns of up to eight _
hexidecimal bytes can be entered. T

Errors
Clicking "Errors" causes check boxes to appear for setting conditions for
triggering or filtering based on packet/signaling/protocol errors. You can
select one or a combination of errors.
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* Select Errors under Event Groups.

You see the Errors window:

Recording Options

General I Modes Ewvents I.-’-'-.ctionsl

— Ewent Groupsz

[|Packet Headers ;I I CRC Enor

[ |Payload Headers [~ HEC Emrar

[ |Data Pattern

WL o I™ EECErmor

[|E=termal Input signals [ FEC Thieshold Exceeded

™ Irvalid Packet Tupe
[ Header Length Emrar
[~ Payload Length Errar
LI [~ Sync Lost

Select errars for triggering

Additional Timezlat Filtering
Uncheck Al
M= | ’]_ Filter Ernpty Timeslots

[ Filter Timesloks on Packet Filter

Save... I Save Az Default I Laoad. .. I

Corcsl_|

Use any combination of the listed packet/signaling/protocol errors as a Trigger.

CRC Error
A CRC error in the packet data payload of the previous Bluetooth™ data
packet.

HEC Error
An HEC (header error check) error in the packet header for the previous
Bluetooth™ data packet.

FEC Error
An uncorrectable FEC (Forward Error Correction) error in the packet
header for the previous Bluetooth™ data packet.

Threshold Exceeded
Indicates that the number of single-bit FEC errors detected since the current
recording started has exceeded the specified value.

Invalid Packet Type
An invalid value was detected in the 'packet type' field of the packet header
for the previous Bluetooth™ data packet.
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Header Length Error
Indicates that a received Bluetooth™ data packet was terminated before all
bits of the packet header were received.

Payload Length Error
Indicates that the payload of a received Bluetooth™ data packet was either
longer than expected, or that a Bluetooth™ data packet terminated before
the expected end of the payload data.

Sync Loss
When set, indicates that a loss of piconet synchronization occurred during
the frequency slot prior to this slot.

External Input Signals
Clicking "External Input Signals" causes two check boxes to appear for
setting conditions based on breakout board input signals. The names of the
two check boxes are the same ones you will find on the break out board:

* Trigger Input [TRIG IN]
* General Purpose Input [G.P. IN]
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7.4 Recording Options - Actions

The Actions screen allows you to specify the type of action that Merlin
should perform when it encounters the events specified in the Events
window.

Recording Options Ed |

Trigger

(o]
Save... | Save bz Default | Load... |
carcel_|
Actions Window Layout
The Actions window divides into three sections: a left, a center, and a right
section.

The left section displays Event buttons such as Header buttons and Error
buttons. The number of Event buttons displayed depends on the number of
Events you selected in the Events window. If you selected no Events, no
Event buttons will display. Ifall Events were selected, eight Event buttons
will display.

The center section displays two Counter buttons marked Countl and
Count2. These buttons are used for counting events and are permanent
features of this section.
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This center section can also hold Event buttons such as Errors and Payload
Hdr1. Event buttons in this section are used to create triggers based on a
sequence of Events. Event Sequencing is explained later in the chapter.

The right section has three permanent buttons for setting actions. These
buttons are Trigger, Filter Out/In, and Restart. These buttons allow you
to set actions such as triggering or filtering.

Arrows connect Event, Counting, and Action buttons. Arrows represent
the current associations between actions and events. As will be described
further on, these associations can be easily changed with the mouse.

Action Buttons - Their Functions
The Action buttons in the right side of the window provide the means of
setting triggers, filters, and restarts. To set an action, you simply drag your
mouse from an Event to an Action. As described further on, this movement
will link the two via an arrow.

Trigger
The Trigger button enables event triggering.

Filter In/Out
The Filter In/Out button allows events to be filtered in or out of the
recording.

Restart
The Restart button causes the two counters Countl and Count?2 to be reset
to zero.

Counting Buttons - Their Functions
The center section of the Actions window has two buttons for counting
events called Countl and Count2. Below these buttons, you can add Event
buttons to create Event Sequencing.

Countl, Count?2
Countl and Count2 are counters for specifying how many events must occur
before an event can cause a trigger. Counters allow conditions to be made
such as "Trigger after the 21st Poll packet" (see screenshot below).
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The Actions window showing a condition based on a Poll packet and a
counter. This condition reads "Trigger after the 21st Poll packet."

Bdr1f POLL

Poourt (21

Btourtz (15

Trigger

&
Filter Out

Restart

Connecting Events to Counters
To connect an event to a counter, click an Event button, then click one of the
two counter buttons. An arrow will appear that will join the Event to the
Counter and then to a trigger.

This latter connection between the Counter button and the Trigger button
occurs because counters always work in association with triggers. Counters
act as assistants to triggers.

Setting Multiple Conditions with Counters
You can create multiple event conditions by linking a counter to multiple
events or by linking two counters to two or more events.

Linking Multiple Events to One Counter - When two or more Events are
connected to a counter, it creates a condition that reads "Trigger when the
counter value is reached by any combination of the specified events."
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The following example reads "Trigger after any combination of 5 Poll
packets and FHS packets have occurred."

Bdr1f POLL

® Caunt [5]

Btourt2 (1)

Trigger

&
Filter Out

Restart

Linking Two Events to Two or More Counters - If an Event is linked to
Countl and a second event is linked to Count2, it creates an "or" statement.
This statement reads "Trigger when Countl OR Count2 has reached their

specified values."

This example reads "Trigger when Countl has counted 5 Poll packets or
Count2 has counted 10 FHS packets."

Fhar1f POLL

® Court [5]

Stourt2 [10]

Trigger

=
Filter Out

Blue Dot Menus
Countl, Count2 and a few other buttons in the Actions
window have blue dots in their top left-hand corners that i

indicate the presence of context-sensitive menus. These menus
let you set the button’s values and/or operations. Click the left
mouse button on a dot to open the menu.
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Counters Blue Dot Menu
The Countl and Count2 blue dot menus allow the value of their counters
to be changed. The value you specify here tells Merlin how many instances

of an event must take place before a trigger occurs. The counter can be set
between 1 and 65,535.

To set a Counter,

step1  Click on the blue dot in the upper left corner of the Count
button.

You see the Change Counter Value menu:

® Court (7]

E [EaumtE ]

e

™ Change Counter ¥alue

step2 Click Change Counter Value

You see the Input Counter Value menu
Input Counter ¥alue

|nput Counter YW alue [1..65535]: I1 5

s I Cancel |

step3  Enter an input value to tell the Analyzer how many times this
event must occur before triggering the end of a recording

Step 4 Click OK.

You may connect as many Event buttons to a counter as you like.
However, the Counter does not treat each event as a discrete specification
but treats them all as one event.
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As an example, look at the specifications set in the following screen:

General I Modes I Ewvents

Hdr4[ NULL ] = Count1 [15)

Trigger

&
Filter Out

Save... | Save Az Default | Load... |

Cancel |

Counter 1 has been set to trigger four events after 15 occurrences. But the
Counter does not count 15 occurrences for EACH event. It counts ALL

events as they happen to occur until it reaches a total of 15 and then
triggers.

Filter Out/In Blue Dot Menu
The Filter Out/In button toggles between "Filter Out" and "Filter In".

+ Filter In records ONLY those packets related to the specified
event.

+ Filter Out records all packets EXCEPT those related to the
specified event.

To filter an event in or out of a recording,

step1  Click the blue dot on Filter Out. (Note: the button may say
Filter In depending on the last action specified.)

You see the Filter Out/In menu:

I
i Eilter Balarity

+ Filker Out

Filter
.

Use this menu to toggle the selection between Filter Out and Filter In.

step2  Select "Filter In".

The button changes to read "Filter In".
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Blue Dot Menus for the Event Buttons
The Errors button and the first Headers button (marked "Hdr1") have the
same Blue Dot menus. These menus allow Merlin to trigger external output.

To enable or disable external trigger output,

step1  Click the Blue Dot on an Event button such as Hdr1 or Errors.

A menu similar to the one below will open. Your menu may say
"Disable" instead of "Enable."

Dzta Ptrn
Eﬁ\
Erans

G
Enable External Trigaer Output

E Enable External Trigger Output Omnly
Etertal irngaen Bt

Sunt1 [E5525

Trigger

Filter In

Restart

step2  Select "Enable External Trigger Output" (or "Disable
External Trigger Output" if that is the choice presented.)

If you have chosen "Enable External Trigger

Output", a small arrow will appear on the right side
of the button. This arrow indicates that a condition

has been set for creating an external output signal.
Choosing "Disable External Trigger" will cause the arrow to disappear.

Enabling High Pulse, Low Pulse or Pulse Toggle Signal Outputs
Once External Trigger Output has been enabled, you can configure the
output signal to one of three formats:

Pulse High - This is the default format. The Pulse High setting causes the
Analyzer to transmit a 5 volt, 16.66 nanosecond signal.

Pulse Low - This format causes the Analyzer to transmit a -5 volt, 16.66
nanosecond signal.

Toggle - This format causes the Analyzer to transmit a signal that will
toggle with each trigger event between a continuous 5 volt signal and a
continuous -5 volt signal.
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To configure the output signal,

step1  Click the blue dot on an Event button that has a small arrow
attached to it like the one shown above.

A Blue Dot Menu will open. "External Trigger Form" should be a
choice available. If it is not, you will need to choose "Enable External
Trigger" and then reopen the menu.

step2 Choose "External Trigger Form"

A menu will appear with choices for "Pulse Low", "Pulse High", and
"Toggle".

Iﬁ AT |

Dizable External Trigger Qutput

Enable External Trigger Dutput Orly

Euternal Trigger Eorm 3 v Pulze Low
~=  Pulse High

Toogle

[2]

step3 Choose an option not currently selected.
The menu closes.
step4 Reopen the menu.
Note that your new selection is now checked.
Elastic Arrow

Elastic arrows allow you to associate Events, Counters, and Actions. To
make an association,

step1  Click the left mouse button on an Event button such as Hdr1
or Errors.
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The elastic arrow appears.

General I Modes I Ewvents

y  Trigger

&
Filter Out

Move mouse to new output icon for this event

step2 Drag the arrow to the desired Action button.

step3  With the pointer over an Actions button, click again the left
mouse button again.

The arrow is replaced with a black line connecting the Event button to
the Action button.

Event Sequencing
If you drag your mouse from one event button to another, you will create a

compound condition known as an Event Sequence. An event sequence is a
condition that says "Trigger when you see the following sequence of
packets." The example below may help to clarify.

Hdr2[ HULL |

Trigger

&
Filter Out

Restart

This example means "Trigger when you see a packet with an Null Header
followed by a packet with a FHS Header."
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To create an event sequence, perform the following steps:
step1  Select two events from the Events window

step2  Open the Actions window and click on one of the two Event
buttons.

An elastic arrow should appear.

Trigger

@
Filter Out

Restart

step3 Click on the other event.

The arrow should connect to the second button and the second button
should instantly change locations to the center section of the window.

(P -
Countd [E]
Eidr1[ HULL | —

o ourtz [10]

Hdr2[ POLL |

Trigger

&
Filter Out

Restart

7.5 Saving Recording Options

To complete your Recording Options settings, use the features at the bottom
of the Recording Options screen. These features remain the same no matter
which of the three Recording Options screens you are working in.

* Click Save to save the currently specified Recording Options for
use in future recording sessions. Any file name can be specified,
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though use of the .rec is recommended; if no extension is
specified, .rec is added by default.

* Click Load to load a previously saved *.rec file, thus restoring a
previous set of Recording Options.

* The Save as Default function is equivalent to the Save function,
specifying the file name default.rec. Whenever you start up the
Analyzer, it automatically loads the default.rec file if one exists.

* Click OK to apply any changes and close this dialog box.

* Click Cancel to cancel any immediate changes you have made
and exit the Recording Options menu.

7.6 Recording Bluetooth™ Traffic

To start recording Bluetooth™ traffic once the appropriate Recording
Options have been set,

step1  Select Start under Record on the Menu Bar

OR

Click Ell on the Tool Bar.

Your recording session can continue until it has finished naturally or you
may need to stop manually by clicking @l on the Tool Bar, depending on
how you set the Recording Options.

To manually stop recording,

step2  Select Stop under Record on the Menu Bar

OR

Click @l on the Tool Bar.

Note The manual Stop Recording feature is primarily of use when recording
low-volume traffic, which can take a long time to fill the recording buffer.

When the recording session is finished, the bus traffic is saved to the hard
drive as a file named data.blt or whatever name you assign as the default
filename.

To save a current recording for future reference,

step3 Select Save As under File on the Menu Bar.

OR
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Click & |I on the Tool Bar.

You see the standard Save As screen.

step4  Give the recording a unique name and save it to the
appropriate directory.

89



CATC Merlin Protocol Analyzer User’s Manual Version 1.6

90



CATC Merlin Protocol Analyzer User’s Manual Version 1.6

8. Display Options
Use the Display Options menu to specify the way CATC Trace information
is displayed.
To open the Display Options menu,
* Select Display Options under Setup on the Menu Bar
OR
* Click £= | on the Tool Bar

You see the Display Options window:

Display Dptions ﬂ

General | Colors | Formats | Hiding |

Zoom Lewvel:

V' Enable Tips
v ‘wiap
— Pratocol Levels To Sho
[V Packets [Baseband)
V' LMP Messages
[ L2CAP Messages
[ SDP messages
[ SDF Protocol
[ TCS Protocol
I~ RFCOMM Protocol
I~ OBEX
[ AT commarnds
[ HOLC frames
" PFP

— Fant

Fields:  [Aiial =] Bl Il
Data: IEourierNew j Bl Il

Dizplay Configuration Mame :
IEATE default

Save... | Save Az Default | Load... |

QK I Cancel | Apply |

The Display Options window always opens with the screen for the General
tab displayed.

8.1 General Display Options

Use the General Display Options to specify the basic appearance of a Trace
View.

* Zoom Level: Adjustable in discrete increments from 10% to 200% percent.

* Enable Tool Tips: Select to enable tool tips with explanation text to pop up
when you position your cursor over various fields in the Trace View.
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Wrap: Inhibits carriage returns in packets when they exceed the width of the
window.

Trace Viewing Level: Enables different levels of transaction to be displayed.

Display Configuration Name: A Comment field associated with the *.opt file
containing the current Display Options values. You can also create and store
your unique Display Options for future use.

Fonts: Allows field fonts and data fonts to be changed. The fonts can be
italisized and/or bolded by pressing the I and/or B buttons.

Trace Viewing Level
Trace Viewing Level allows Merlin to display ten levels of transaction:

Packet
Packet is the default selection.

LMP Messages
L2CAP Messages
STP Messages

STP Protocol

TCS Messages

TCS Protocol
RFCOMM Protocol
OBEX Protocol

AT Commands Protocol
HDLC Frames

PPP

BNEP

Changlng the Trace View L2 SDP SDP EF OB HD BN
“P“|""Pmp|mg T 1C5 Cour | “Ex AT LC|PPP| P

Level

To change the
Trace Viewing Level, use the decode buttons on the toolbar or select a
checkbox in the Display Options dialog box.

For further details on these viewing levels, see the Chapter 7: Decoding

Higher Protocols.

Creating New Display Options Files
To create a new Display Options file,

step1  Enter a comment for the new file in the Display
Configuration Name field.
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step2 Click Save...
You see the Save As window.
step3  Specify a filename (*.opt).

step4 Click Save.

8.2 Color Display Options

* Click the Colors tab on the Display Options screen.

You see the Colors screen:

General Formatsl Filters I
i~ Integrity r Packet #
| I+| Packet #
[amar CRC Te———
—Addressing—— m
| DH3 | JAC
Freamble
—Handshake —
[Fobiode “Data
lm I Extern Data
I Cength IIru:IFef - =
L [T | e
lm TimeStamp
Save... | Save Az Default | Load... |
QK I Cancel | Lol |

Use this menu to customize the colors associated with each field in the Trace
View. You can experiment with this option to achieve the color combination
best suited to a particular graphic system. A brighter color might be

appropriate for a specific field that should stand out in the display (e.g. the

Packet Types).

Note The colors of the following packet types cannot be changed: Invalid Data (packet
error) field (red) and Softbit Errors (yellow.)

Two color fields are provided for packet number displays to differentiate
between pre-Trigger traffic and post-Trigger traffic.

* The packet that causes the Trigger and all the packets before it are colored with

the - color.

* The packet that follows a Trigger is colored with the + color.
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* All packets are colored with a + color when there is no Trigger.

Use the color buttons labeled + and - under the Packet # section of the
Colors screen to select a Trigger color.

To select or change a color,

* Click the appropriate color button.
You see the color palette:

General  Colars |F0rmats| Filters I

— Type: Integrity r Packet #
MULL I Hw3 ’7 HEC B Facket #
| IGE| Color I 3 (e
I i 33 Codes

o [
or ittt I

o B

NN
e HEEEEEEE
o
=

Slave

LCustom colors:

[esens [~ IO
MER
SP

Define Customn Colors »»

Cancel |

Clk

Use this palette to choose the desired color for the Packet Types,
Miscellaneous, Integrity, Handshake, Packet #, Access Codes, Data, Idle
and Timestamp.
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8.3 Formats Display Options

* C(Click the Formats tab on the Display Options screen.

You see the Formats window:

Dizplay Options E
Generall Eolorsl Formats ~ Filters |
— Hide Field

™ TimeStamp [~ Packet# [~ Data " Ide
[T EwtData [ HopFreq [ Mast/Slav [~ Frequency
[ Pre/Trail [ Syne'wiord [ AM_Addr [ Type
" Flow [T 4RGN [T SEGN [T HEC

™ “oice Data [~ Parity [ Lap v Undef
T sRsSP T ouap ™ Hap ™ Cod
" Ck ™ P5_Mode ™ LCH ™ L2Cap Flaw

™ Lemgth I TramslD [~ CRC ™ LMP Opeod
T Pkrack'd 7 L2CAFP Len T L2CAPCID ™ Mum Pkts
[ Code [ Identifier [~ SigLen [ Arguments

Cleartl |

—Hide Packets & Transaction:

Define Packets/Tranzactions To Hide

Save... | Save Az Default | Load... |

QK | Cancel | Lol |

Select a number format corresponding to the column labels along the top of
the screen for each number field that labels the rows along the left of the
screen. The number format changes in the respective location in the packet
view window. You can also select the bit ordering to be displayed. Not
every number format is available for every number field.
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8.4 Hiding

* Click the Hiding tab on the Display Options screen.

You see the Hiding window:

Generall Eolorsl Formats  Hiding |
— Hide Field:
™ TimeStamp [ Data " Ide [ EutData

[ HopFreq I Mast/Slay [~ Frequency [ PredTrail
[~ Syncword [ AM_Addr [ Type I Flaw

[~ ARON [T SEGN [~ HEC ™ “oice Data
™ Parity [~ L V' Undef [~ SR/sP
I uap [~ Nap " Cod [~ Ck

™ P5_Mode ™ L_CH [T L2CapFlaw ™ Length

™ TrarelD [T CRC ™ LMP Opeadl™ Phtack'd
[~ L2C&P Len ™ L2CAP CID ™ NumPkts [~ Code

[ Identifier [ SigLen ™ Arguments [~ BT Clack

Cleartl |

—Hide Packets & Transaction:
Devices ToHide——————— ~Levels ToHide—

AM_Addr 01 2 34567 al
o e || B
Slave rrrrrrrr r ™ Lzcap

0 e m || W

[~ sDP
[C s
™ Hide HOPs ™ RFcomm
™ Hide POLL/NULLs [~ OBEX
I™ HideID Pkts IE HELE
™ Hide Unaszociated Traffic
Save... | Save Az Default | Load... |
QK | Cancel | Lol |

Use the Hiding window to hide various fields, packets, messages, and
protocols from the Trace View screen. You can modify these settings at will
to display a specific area of a Trace.

Hiding Fields
The "Hide Fields" checkboxes allow individual fields to be hidden within a
trace. Click the checkbox(es) of your choice to hide one or more fields.

Hiding Packets, Messages, and Protocols
The "Hide Packets and Transactions" box contains two grids of checkboxes
for hiding whole packets, messages, protocols, and traffic from individual
devices. The grids are labeled "Devices to Hide" and "Levels to Hide".

Devices to Hide Devices To Hide
The "Devices to Hide" grid lets you hide | &M_aAddr: IEIlIEIE li IEIEIE I»“ill
; ; b aster
trqfﬁc agcordmg to device adc}ress. The See T
grid devides into columns which
represent different devices. Btk CCCCCCCrC
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Levels to Hide —Levels To Hide—
The "Levels to Hide" grid divides into rows which [™ Packets
represent the different packet, message, and protocol ||: th&P
levels. Clicking a checkbox will cause Merlin to hide all I~ SOPmsg
traffic of a selected level. [~ SDP

[~ TCS
[~ RFcomm
[ OBEx
. . . [T AT
8.5 Saving Display Options [~ HOLC
I~ PFP

Columns labeled "0" through "7" and "All" represent the Active Member
Address of a device. By checking one of the boxes in a column, you hide
the traffic of the selected device (or traffic from all devices if you have
selected All.)

The row in which you place your checkmark determines whether you are
hiding traffic going to or from a device.

» Master - Hide traffic from a Master to selected Slaves
* Slave - Hide traffic from selected Slaves to the Master
* Both - Hide all traffic between the Master and selected Slave

Example: to hide all traffic from a Master 70 a Slave device with an address
of six, click the checkbox under column 6 on the row marked Master.

To complete your Display Options settings, use the
features at the bottom of the Display Options screen. These features remain
the same no matter which of the four Display Options screens you are
working in.

* Click Save to save the currently specified Display Options for use in future

sessions. Any file name can be specified, but you must use the .opt extension.
If no extension is specified, .opt is added by default.

* Click Load to load a previously saved *.opt file, thus restoring a previous set
of Display Options.

* The Save as Default function is equivalent to the Save function, specifying the
file name default.opt. Whenever you start up the analyzer, it automatically
loads the default.opt file if one exists.

* Click OK to apply any changes you have made to Display Options and close
this dialog box.

* Click Cancel to cancel any immediate changes you have made and exit the
Display Options menu.

* Click Apply to apply your changes.
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9. Reading a CATC Trace

[u]

Hop Freg
2486 4.283 sec 000032193 2643

1

Hop Freg
2478 £2.000 ps 00007 575 8643

Packet

Freqg FOLL
2478 01 01 1.518 ms 00007 575 0523

3

Hop Freg
2408 7.000 ps 00007.577 5961

Packet

T | Freg
S| 2408 01 00 492.000 ps 00007 577 6021

5

Hop Freg
2410 5.000 ps 000o07.572 2211

Packet

Freq [ [ oM [L_cH[LzFL]Len
2419 [ox1 ] ox3 [ wm [ 1 [ 1] 66 |ox0zES 424.000 ps|  00007.578 2261

9.1 Trace View Features

The Merlin packet view display makes extensive use of color and graphics to
fully document the captured traffic.

Packets are shown on separate rows, with their individual fields both labeled
and color coded.

Packets are numbered (sequentially, as recorded), time-stamped, and
highlighted to show the device status (master or slave).

Display formats can be named and saved for later use.

Pop-up Tool Tips annotate packet fields with detailed information about their
contents.

Data fields can be collapsed to occupy minimal space in the display (which can
in turn be zoomed in and out to optimize screen utilization).

The display software can operate independent of the hardware and so can
function as a stand-alone Trace Viewer that may be freely distributed.

9.2 Interpreting the Displayed Information

2452

[Facket [ [Erea]

[] ovt e = [L_cH] L2F L [Len =8
[ 0xB00012488AC3AT4C | OxA LM | 1 1] &6

e e
0=0ZES 1.458 ms 00006.135 9625

The following table describes the abbreviations used in the Merlin display.
Packet #0 is described from left to right:

Packet:# Packet/Event Number

/M, T/S M =Master Device Transmitting
S = Slave Device Transmitting

Freq Current Hop Frequency (in MHz)

Pre Preamble of the Sync word
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Packet:# Packet/Event Number

CAC Channel Access Code

Trail Access Code Trailer of the Sync word

Addr Active Member Address

DM1 DM1 Packet Type

Flow ACL Link Flow Control

Arqn Acknowledgment Indication Flag

Seqn Sequential Numbering

HEC Header Error Correction Code

L CH LMP Message

L2FL L2CAP Flow Control Flag

Len Message Length in Bytes including Opcode

TID LMP Transition initiated by Master

Opcode LMP-host _connection_req

CRC Cyclic Redundancy Check

Ack’d Packet Acknowledgment based on subsequent packet’s ARQN with
same AM_ADDR

Idle Idle Time in nanoseconds

Time Stamp Decimal in Seconds.Milliseconds.Microseconds*10

This is the analyzer internal clock as a reference with resolution of
100 ns.

9.3 Tool Tips

You can gﬁ?t additional 1nformat10n about e O
each field in a trace by holding your R ETIE 0 |0x5740

mouse pointer over a field. A tool tip will Continuing LZCAP message|
appear with details about the field. '

9.4 Set Marker

Note The Set Marker works in conjunction with the Go to Marker feature.

You can define a unique Marker for each packet.
To place a marker on a packet,

step1  Left-click on Packet # for the packet you wish to mark.
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9.5

You see the Packet menu:

Facket Hop Frag dle Tirne Starnp
1666 Packet 1666 00001.047 2400

Packe oo o i [ Trail [ EEEE o B[ L_cH JLzFL]Le
1667 0xB0001 0EDDE? 25F18 1

27
£

Set marker
Time From Trigger £ OC 0D OE OF 10 11 12 13 14 15 16 17|0x5ESE 244.000 ps|  00001.047 8

Time Fram Marker 5 1C 1D 1E 1F 20 &1 22|

step2  Select Set Marker.

You see the Edit Marker Comment window where you can enter a
unique comment about this packet.:

fl
()8 I Cancel |

Step3 Enter your comment.
Step 4 Click OK.

A marked packet is indicated by a vertical red bar along the left edge of the
packet # block:

Facket# EEEE ULl Flow [Argn||Segn [HES
1661 |5] 13 [[0=5 0xB00010EDDE728F18 | OxA 00060128 5315

Edit or Clear Marker

To clear or edit the comments associated with a packet marker,
step1  Left-click on Packet # for the chosen packet.

You see the Packet menu:

St Eaw Bite

Set marker

Tirne From Trigger
Tirne Fram b ark.er

To edit the Marker Comment,
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step2 Select Edit marker.

You see the Edit marker comment window:

Packet # 1660 E
IHeference Packet for Marker E dit Function]
()8 I Cancel |

step3 Edit the comment as desired.
Step 4 Click OK.

To clear a Marker,
step5 Click Clear marker.

The vertical red Marker bar disappears.

9.6 Expanded and Collapsed Data Formats

The data field can be expanded to display greater detail or collapsed to a
compact view. The Expand/Collapse Data feature operates as a toggle.
There are three ways to toggle between the two views.

Double-Clicking
You can expand or collapse a Data field by double-clicking anywhere in the
Data field of a packet.

Left-clicking a Field Arrow
Many fields have small arrows in the top left corner. If you left-click this
arrow, the field will toggle back and forth between collapsed and expanded

views.
Iﬁ:f;ti-?rilor\l;v Right-facing g’ D:t=
will collapse 09 00 00 03 00 04 00|0x84B8 arrow will
the field Expanded Data expand data C %lalletlg sed

If you click and hold down the left mouse button on one of these arrows, you
can collapse or expand the field for ALL packets, messages or protocols.

Using the Shortcut Menu
If you left-click on a Data field, a menu will open for expanding or
collapsing data fields.

step1  Left-click on Data in the Data packet you want to expand or
collapse.
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If your Data Trace View is currently expanded, you see the Collapse
Data menu:

[ata Ereld

Collapze Data
Expand All D ata Fields
Collapze &l Drata Fieldz

If your Data Trace View is currently collapsed, you see the Expand Data
menu:

[ata Ereld

Expand Data
Expand All D ata Fields
Collapze &l Drata Fieldz

Note that you can choose to expand or collapse

® Only the Data in the selected Data packet
OR

® All Data Fields in the Trace View.

step2  Select the desired Expand Data or Collapse Data menu item.

The Trace View is repositioned with the selected packet(s) adjusted in
the format you have specified.

9.7 Hide Frequency Hops

You can hide Frequency Hops (Hops) from a trace by pressing the Hide
Hops button on the Tool Bar:

From the Tool Bar

* Click | to hide all Hop packets.

9.8 Hide Nulls and Polls

You can hide Nulls and Polls from a trace by pressing the Hide Nulls and
Polls button on the Tool Bar.

From the Tool Bar

« Click |B% to hide all Nulls and Polls.
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9.9 Hide Unassociated Traffic

You can hide all traffic that is not associated with the current decode level
by pressing the Hide Unassociated Traffic button on the Tool Bar.

From the Tool Bar

i FIE“ click one or more decode buttons such as the View L2ZCAP Messages
(‘APl. This button will cause Merlin to decode the trace and display
selected level of decode.

* Next, click ﬁl to hide all unassociated traffic.

The Hide Unassociated Traffic button will cause Merlin to hide all traffic
except for the selected decode messages or protocols. In the example above,
all packets would be hidden and only L2CAP messages would display.
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10. Decoding Higher Protocols

" SDPrsg FOUID Trans |D| ParLength | ServSearchPat| MaxServRecCount | Continuation
] 0x1 || SrvSearchReq | 0xAABB a8 D110 g end 8.314s

“ SDPmsg |[T FOUID Trans ID|ParLength | TotSrvRecCount | CurSrvResCount Continuation
1 5| 0x1 ||SrvSearchResp | OxAABB g 1 1 00 01 00 02 end 8.318s
Packets||L2Len
1 14 |Dyn:0x0041 8| 0000: 03 Ak BE 00 09 00 01 00||8.313s

0008: 01 00 01 00 02 EIU|
Packet |T| Freg L CH|L2ZFL|Len
1330 |5 2428 O | Oxd [JUAMLI 1 |18

Ack'd
0000: OF 00 41 00 03 A4 BE 00 03 00 01 00 01 00 01 00]0xAB58|| Yes ||314.000 ps

00l6: 02 00

u

Tirne Starnp

00008.318 8476

10.1 Introduction

Merlin can decode LMP and L2CAP messages, and RFCOMM, SDP, TCS,
HDLC, PPP, and OBEX protocols. The default is packet level decoding,
which means that baseband packets will be displayed when you first view a
trace. If these packets are carrying LMP, L2ZCAP or higher protocols, the
protocols will display as undecoded fields such as the L2ZCAP packet below.

-~ Undecoded L2CAP fields—p»

Facket Freg [ [ BM1 [[L_cH[LzFL]Len
1318 z420 [0t ] 0wz JJuasa] 1 |17 [17 bytes|ox7E98|| ves ||242.800 us| o00002.314 4708

By issuing a decode command, Merlin can decode these LMP and higher
fields and display the data in summary statements called LMP/L2CAP
Messages, Protocols Messages, and Protocol Transactions.

10.2 LMP and L2CAP Messages

LMP and L2CAP Messages are lines in a trace that summarize LMP and
L2CAP actions such as an LMP connection request. LMP and L2CAP
Messages summarize the type of action, the number of packets involved in
the action, and the device performing the action. If the message is carrying
higher protocol data such as RFCOMM, TCS, OBEX or SDP data, the
message displays this data in an undecoded format that can be decoded later.

FPackets||LZLen
01 1 13 DCwn: 00041 [S]|0000: 02 &4 BE 00 08 35 03 19||8.314s

0oo0g: 11 01 00 03 DDl

Undecoded higher{)rotocol data
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10.3 Decoding and Viewing Higher Protocol Data

Higher protocol data can be decoded two ways: by clicking a decode button
on the toolbar or by selecting a decode command from a pull down menu.

Decoding Via the Decoding
12 |SDP SDP yoc BF | OB nm HD | ppp | BN
“P]“‘U"Pmphrsg mmmhx” LC| |EP‘

Toolbar

The Decoding Toolbar has ten buttons for decoding packets, messages, and
protocols:

Pkt (Display Packets)

LMP (Display LMP Messages)

L2CAP (Display L2CAP Messages)

SDP Msg (Display SDP Protocol Messages)
SDP Tra (Display SDP Transactions)

TCS (Display TCS Protocol messages)
RFCOMM (Display

OBEX (Display OBEX Protocol)

AT (Display AT Commands Protocol)
HDLC (Display HDLC Protocol)

PPP (Display Point to Point Protocol)

For example, to display LMP messages, click EI

Note Once a decode has been performed, it will probably be necessary to scroll through
the display to find the decoded messages or protocols. You can shorten your
search by first clicking the Hide Unassociated Traffic button ﬁ| .

Decoding Via the Display Options Dialog Box
The Display Options dialog box has three options for issuing decode
commands. To issue a command,

step1  From the menu bar, select
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Setup>Decoding Options
x

General | Colors | Fnrmatsl Hidingl

Zoom Level:

¥ Enable Tips
v Wirap

— Protocal Levels Ta Show

[¥ Packets [Bazeband)
v LMF Messages
[T L2CAP Messages
[T SDP messages
[~ SDP Praotocal
[T TCS Protocal
[~ RFCOMM Praotocal
[~ DBEX
[T AT commands
[~ HDLLC frames
[~ PPP

— Fonts

Fields:  [arial =] ilil
Data: IEnurierNew j ilil

Dizplay Configuration Mame :
ID-‘«TI: default

Save... | Save bz Default | Load... |

0k I Cancel | Apply |

step2  Select the option for the desired level of decoding.

step3 Click OK or Apply.
10.4 Tooltips

Additional information about fields can be attained by positioning your
mouse pointer over a field of interest. A tooltip will appear that will provide
details about the field. In some cases, there can be a considerable amount
of information available.

DestncID SrcZID RFesult

ConviiFes 0x03 =] Q0044 O=0040 Q0000

|I2|:|nnecti|:|n Fequest Signalling Command Code 0x3
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10.5 Viewing Packets in LMP and L2CAP Messages

LMP and L2CAP Messages can be "opened" to reveal o
their constituent packets by double-clicking the first
cell in of the message or clicking once on the small

arrow on that same cell. The packets will then display below the message.
The following screenshot shows an example of a message and its packets.

Packets|[LzLen] [
% [ 41 [oyn:oxoo41 [S[o000: 05 AR BB 00 24 00 21 36 00 I1E 09 00 04 35 10 35[|8.327= <— Message

[0016: 05 1A 00 00 01 00 35 07 LA 00 00 00 03 08 01 03]
[o032: 01 00 25 04 43 4F 4D 35 00]

Facket |T| Freq _ Packets
1366 S| 2408 [25] e LA 1 27 [0000: 29 00 41 00 05 Ad BE 00 24 00 21 36 00 1E 0
[oo16: 04 35 10 35 05 1a 0o 00 0L 00 35] making up
Packet |T| Freg L_CH [LzFL]Len
1360 8| 2465 o1 | Ocd usi 1 12 |0000: 07 1A 00 00 00 03 08 01 09 01 00 25 04 43 the
0016: 35 00
message

10.6 Types of LMP and L2CAP Messages

If you scroll through a trace, you will see three kinds of message:
* LMP Signalling Message
* L2CAP signalling Message
* L2CAP Data Transfer Message

Each message has the same basic message header but differs in its payload.

LMP Signalling Message

<& Header »|¢—— Payload —>‘
T LMF | | ||LI'u'IF‘ Len||TID|Opcode| reason |
7 | | 01 || z || M | detach |Dx13- user ended connection| 45.210s

L2CAP Signalling Message
~¢—— Header——p ’<—Payload »‘
Fackets||LZLen

01 1 2 Sig Zonn Reqg 015 4 RF oMM 00040 7.a08s

L2CAP Data Transfer Message
< Header > ‘ -¢——Payload——p ‘

Fackets|(LZLen
01 1 13 v 00041 [S1(0000: 02 Ak BE 00 08 35 03 19|(8.314s

000g: 11 01 00 08 EIEI|
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LMP and L2CAP Signalling messages have payloads of commands for
establishing LMP and L2CAP channels. L2CAP Data-Transfer messages
have a payload that may include RFCOMM, SDP, or TCS data. In order to
view higher protocol data, you will need to decode the messages (shown in
the next section). The decoded data will appear as new lines in the trace
called "Protocol Messages."

10.7 Viewing L2CAP Channel Connections

Once L2CAP messages have been decoded and displayed, you can check or
change their L2ZCAP channel connections by opening the L2ZCAP Decoding
Connections dialog box.

To view or change an L2CAP channel connection,

step1  Select from the menu bar
View>Decoding Connections

The following dialog box will open.

L2CAP channel connections for LZCAP transmizzsions in the trace found by protocol decoding, You can specify connections for
manually assigned channels.

M aster Slave Am_AddrI 7 jv

CID = 0x0040 SDP

From me e 3

zzage 3 From message 10 CID = 0<0040 SDF
From message 16 CID = 00041 RFCORM cntd From meszage 18 CID = 00041 RFCORM chitd

— Master channel Slave channel
From meszage 9 C AT From meszage 10
CID = 0x0040 onnected Ta | oip - guo040

PS5k = SDP PSH = SDP [Earmest

Connection recorded 4|

iscanmest

step2  Click on a channel assignment and then look at the Connect
and Disconnect buttons on the far right of the dialog box.

If the Connect and Disconnect buttons are grayed-out, it means that
Merlin made the channel assignments using data in the trace. You can
verify that Merlin performed the assignments by looking at the text in the
"Slave Channel" box in the lower left corner of the dialog box. If you
see "Connection Recorded" it means that Merlin performed the channel
assignments.

If Merlin was not able to make these channel assignments, then the
Connect and Disconnect buttons on the right side of the dialog box will
be active. You can then assign and edit channel connections.

step3  Open the drop-down menu labeled AM_Addr (Active
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Member Address). If possible, select an address other than
the currently displayed address.

The connections for the 'new’ device should now display.

10.8 Viewing Protocol Messages and Transactions

By pressing a button such as ﬁl or %l, you can cause Merlin to decode the
higher level protocol data contained within L2ZCAP messages and display
them as packet-like rows called Protocol Messages. Protocol Messages
have headers marked "protocol" and fields that vary in appearance and
content depending on the type of protocol.

Some Protocol Messages can be grouped into a higher level entity called a
Protocol Transaction. A Protocol Transaction is a row in a trace that
summarizes the higher level protocol data that is transmitted between a
Master and Slave device when one sends a request and the other sends back
aresponse. For example, if you press %l, Merlin will locate SDP requests
and responses between a Master and Slave device summarize their data.

Viewing L2CAP Messages in Protocol Messages
If the protocol heading is double-clicked, the L2ZCAP data-transfer
messages that make up the protocol will display below the protocol. You
can also expand the protocol by left-clicking the small downward pointing
arrow on the protocol header.

[T |[Packets|[LzLan |dent  Siglen DestnclD Flags * Data
HEEE R EE Sig Conf Req D189 ) Dx0041 0x0000 |0l 02 00
[ Packet [u]Freq| [ [ DM1 |[c_cH[LzFL[Len
[ 77a [ =247 | ot | ox3 |[wasn| 1 [1& [0000: 0C 00 01 00 04 19 05 00]0xEFAS
0008: 41 00 00 00 01 02 00 02
How to Decode
Decoding Protocol messages is the same process as decoding LMP and
L2CAP messages.

Using the Toolbar - To decode using the Toolbar, press one of the protocol

decode buttons such as: EI EI %I.

Using the Menu - To decode using the menu, select:
Setup>Display Options

Then select one of the decode checkboxes.

Once a decode command has been issued, Merlin will create Protocol
Messages in the trace. You will probably have to hide hops, polls, and null
packets and then scroll through the trace in order to find Protocol messages.
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Expanding Protocol Messages
Protocol messages can be expanded to reveal their constituent packets using
any of the following methods:

¢ Left-click the small downward pointing arrow in
the message/protocol header

* Double-click a message/protocol header

* Left-click the message/protocol header and choose "Expand Transaction"
from the short-cut menu

10.9 Changing Protocol Assignments

If a sequence of messages is assigned the wrong protocol, errors will
display. To change or remove a protocol assignment, you will need to
access the Assignment menu and issue an Add Assignment command.

step1  Click E‘Eﬂl to display L2ZCAP messages.

Note You need to view L2CAP Messages in order to have access to the "A" field that
permits reassigning protocols.

step2  Scroll through the trace until you have located an L2CAP
message with a field marked "A."

step3 Left-click the field marked "A."

Left-click

Lzcar |[T LZLen
2 Pkts |[S] 0x7 4 |oxooao Dvm|[R||09 53 01 Dof{154.711s

An Assignment menu will open for assigning, re-assigning, or
un-assigning protocols to messages. This menu is context-sensitive and
will vary in content depending on the protocols in the trace.

The Assignment Menu

Current assignment Assigned to SOP
Select another assignment : Add assignment ta BFCOMM

to change assignment from v fdd assignment to S0P

this point downward Add assignment to IS
p Add assignment to INKNOWN
through the trace

Remove thiz azsignment

Will let one or all protocol—pe Fiomave Al Lser assignments

assignments be removed

step4 From the menu, select one of the "Add Assignment" options
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not already selected.

At this point, the protocol assignment will change to your selection.

Using the Decoding Assignments Dialog Box
You can get a complete list of all protocol assignments by opening the
Decoding Assignments dialog box. This dialog box will tell you which
protocol assignments were made by Merlin and which are user-assigned.
User-assigned protocols can be reassigned if need be using this dialog box.

To open the Decoding Assignments dialog box and reassign a protocol,

step1  Select from the menu
View>Decoding assignments

The Decoding Assignments dialog box will open. A status message in
L2CAP channel Decoding Assignments E

L2CAP channel transmizzions in the trace found by protocol decoding. You can change the
protocol azzignment for manually azzsigned channels.

Manual channel assignments:

From meszage 9 Améddr=7  master CID =0<0040 5SDP Azzign to RFCOMM |
| From message Amdddr =7 slave

From m e 17 Ambddr = 7 master L= k0040 2 ;
Frommessage 13 Améddi=7  master  CID = 00041 RFCOMM it S0P |
From message 20 Amdddr=7  slave CID = 0«0041  RFCORMM
From message 34 Amdddr=7  slave CID = 00041  end of azzsignment Aszign to TCS |
From message 36 Amdddr=7  slave CID = 0«0040  end of azzsignment
Azsign to UNDEFIMED |

Aszsignment info
(Manual azzignment ‘

QK I Do not apply changes |

the bottom left corner of the dialog box will indicate who assigned the
protocol.

step2 Click on one of the displayed assignments.

If the protocol was assigned by Merlin, the Assign buttons on the right
will be grayed out and unavailable. If you want to change these
assignments, you will have to use the pop-up menus described in the
previous section. Ifa protocol has been manually assigned by a user, the
Assign buttons will become active and allow you to make a change in
assignment.

step3 If possible, click the appropriate Assign button.
Removing User-Assigned Protocol Assignments
As you practice assigning and reassigning protocols, you will find that one

of the more useful commands is "Remove All User Assignments." This
command allows you to undo all of your assignments.
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To remove some or all user-assigned protocol assignments,

step 1 Double-click any Protocol Message header to open view
L2CAP messages.

step2 Locate a message with a field marked "A."
step3 Left-click on the "A" field to open the Assignment menu.

step4 Select "Remove All User assignments" or "Remove this
assignment."

Manually Assigning Protocols

If a recording does not capture the beginning of a dialog between a Master
and Slave devices, Merlin may not have the LZCAP messages it needs to
determine the correct protocol assignments. In this case, L2ZCAP messages
will display an "N" in the Assignment field that means "Not Assigned.”

An L2CAP message without a protocol assignment for the higher protocol data.

L2CAP || T LZLen
4 Pkts [|S] 0=7 14 Dyn: 0x0040 (M 0000 03 00 01 00 09 00 01 00| 26871s

* 000d: 01 00 01 00 oo DD|

N=Protocol not assigned

If you know what the protocol assignment should be for the missing
assignments, you can manually add them by right-clicking your mouse over
the A field shown above and selecting from the pop-up Assignment menu
shown on the previous page.

Other Assignments: OBEX Client/Server Status

OBEX messages carry a status that indicates whether the transmitting
device is an OBEX client or OBEX server.

To view an OBEX message’s client/server status,

step1  Open an OBEX trace file such as the sample file
"OBEXsample.blt" in C:\Program files\CATC\Merlin.

Step2 Press El ﬁl ,and =] to hide Hops, NAKSs, and unassociated
traffic.

Step3  Press %l to decode OBEX.

step4 Left-click your mouse over the field marked Type.
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A pop-up menu will appear indicating whether the message was
produced by an OBEX client or server. If the menu items appear

| |addr]
BN Dees |
ﬂ Ui e
L =9 BER Server
= T T
Left-click over the Type field to open the OBEX Client/Server Assign menu.

grayed-out (as they do in this example) it means that Merlin assigned the
client or server status based on data it found in the trace. If the menu
items appear in black, it means that the user assigned the status and is
therefore free to change the assignment.

Changing an OBEX Client or Server Status
If the beginning sequence of traffic is not recorded in a trace, the
client/server status of the transmitting devices will not be preserved in the
trace. In this case, the OBEX Client/Server pop-up menu will become
active and you will be able to change the assignment.

Decoding BNEP (Bluetooth Network Encapsulation Protocol)
BNE-P is a protocol that allows devices to encapsulate network protocols
such as IP. Since BNEP can carry different types of network protocols, you
need to tell Merlin what protocol the BNEP is going to be carrying. You do
this via a script file called bnep.dec that is read during the initialization of
the Merlin software. This file tells Merlin how to decode BNEP fields.
Once read, BNEP can be correctly decoded by pressing the BH,| button on
the toolbar or by selecting the BNEP option from the Decoding Options
dialog box. Ifthe decode file is not read at initialization, Merlin will display
the data in an undecoded format.

For more information on BNEP decoding, see a supplemental document on
BNEP in the support directory on the CATC web site:

http://www.catc.com/products/support/sup _merlinbluetooth.html
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11. Other Features

11.1 Search

The Search feature provides several options for searching through recorded
traffic, allowing you to find specific packets based on triggering status,
packet number, marking, or content.

To view the Search options,

Go to Trigger

* C(Click Search in the Menu bar.

You see the Search drop-down menu:

o ko Trigger
G0 ko Packek/Message/Pratocal, ..

<7<

Go ko Marker

Go ko

Error Shift+E
Soft Bit Errar Shift+5
Loss of Sync Shift+L
Find. ..

Find Mexk F3
Search Direckion Forward

To display a triggering event, select Go to Trigger under Search on the
Menu bar. The Trace Viewer display will reposition the trace to show the
triggering event at the top of the screen.

Go to Packet/Message/Protocol

To display a specific packet, Message or Protocol

Step 1

Select Go to Packet/Message/Protocol under Search on the

Menu Bar.
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You see the Go to Packet/Message/Protocol window:

o o PacketMessage/Protocol ]
Goto: IF‘acket j Iﬁ

Cancel |

step2 Enter the number of the packet, message or protocol you
want to display.

step3 Click OK.

The Trace View repositions to show the packet at the top of your screen.

Go to Marker
To instruct the analyzer to display a marked packet,

step1  Select Go to Marker under Search on the Menu Bar.

You see a drop-down menu listing the marked packets in that Trace View:

|§earch Wiew indow  Help

! a0 ko Trigger ‘ % |Q} Q? “ i

o ko Packet/Message/Pratacal, ..

| ool Packet # 2 (Marker 1)
i Gorto » Packet # 7 (Marker 2)
Errar Shift4E all Markers. ..

Step 2 Select the desired packet from the displayed list.

The Trace View repositions to show the packet at the top of your screen.

Note The Go to Marker feature functions in conjunction with the Set Marker feature.
The comments within the parentheses following each marked packet are added or
edited with the Set Marker feature.

Go to
The Go To feature takes you directly to an event in a Trace.

step1  Select Go To under Search on the Menu Bar.
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You see the Go To drop-down menu:

Search iew ‘Window Help

o ko Trigger
Go ko Packet/MessagefProtocal. .

Go ko Marker

] Errar Shifk+E

| Saft Bit Error Shifk+5
Loss of Sync Shift+L

I

' % End...

| % Find Next F3

F%W%.E@@i

L3

Header AM_Addr r
Driatalength ¥
Lmp Cpcode ¥
L2Cap Signalling Command ¥
L2Cap CID v

-“ E -_l iy Higil oyl

step2  Select the event you want to go to and enter the necessary
information.

Packet Types

Search ¥iew ‘Window Help

| 30 ko Trigger

G0 to PacketiMessage/Protocal, ..

I
i Go ko Marker

kv >

|ED @ B || ot Fso ot

Error
| Soft Bit Errar

Loss of Svnc

I
;Q‘r Find. ..

| . Find hext

i Search Direction

[ 3
21 FHS Shift+F
SHFE4E Header AM_Addr b Hop Freqg Shift+R.
SHFt45 Datalength
shift-+L S
LziZap Signalling Command v
L#Cap CID '
F3 >
Ox35A405CBES | 0=x0CDF9
Forward

Select the type of packet you want to go to.
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Header AM_Addr
|§earch Wiew Window Help

! Go ko Trigger F % |c\\" C“}' “ @ {D ‘ “m

(o ko Packet/Message/Protocal, ..

I
[ (a0 ko Marker ¥

Header AM_addr

Errar Shift+E

| Soft Bit Error Shift+5 igleslemsitn '

' Loss of Sync Shift+L Lz (Cfaizas 2 '

E L2Cap Signalling Commmand r

% End...

1 L2Cap CID L

| Qb. Find Mexk F3 T e T T RE=T=TE T AC e I:

Select an Active Member Address from the list.

DataLength

Not yet implemented. Will allow searching based on data length in bytes from
the recording.

Lmp Opcode

’E Yiew Window Help
Goto Iger oS % B O @ w oo Bl

o ko PacketMessage/Protocal. . .
Go ko Marker *
e hiFt+E Header AM_Addr v
Soft Bit Error Shift+5 Detilenz i ' F
Loss of Sync ShiFt+L Lmp O ) 3: accept
LZCap Signalling Cormand r 5 clk_req
S Find...
L2Cap CID ’ & clk_res
S Find Mext F3
7! detach
Search Direckion Forward 39 feat_req

0:7 Oz0 1 u] u] 0«9

40; feat_res

; 49 setup_comp

f 51: host_conn

o ooo0g. 582 9333 .
okl 55 sup_kirneouk

T . =Ty,
Select the Link Management Protocol Operational Code (Lmp Opcode) that you
want to go to.
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L2Cap Signalling Command
| Search Yiew ‘Window Help

| Go to Trigger & % |% (} “ I:D {D ‘ “lm'ﬁsg I!-'.;n‘t

; Gao to PacketiMessage/Protocal, ..
I Go ko Marker J
Packet Type v
e hift+E Header AM_Addr *
| Soft Bit Error Shift+5 Reftellons s ' idl=
_ R
| Loss of Sync Shift+L =Mp p
! Signalling Cammand 21 Conn req
% End...
! L2Cap CID g 3: Cann resp
% Find Mext F3
| 4: Config req
| Search Direction Forward 5: Config resp
e — px7 | ox0 | 1 [ D 0 |oxa
&: Discon req
3 7 Discon resp

Select the type of L2Cap Signalling Command that you want to go to.

L2Cap CID
|§earch Wigw Window Help

G0 to Trigger F % |$ % “ @ {D . “’m.lI

Go ko Packet/Message/Protocal. . .
Go ko Marker ¥
B SHiFtAE Header AM_Addr ¥
Soft Eit Error Shift+5 Dz el etz '
P B[ #84.60c
Loss af Swnc Shifk+L =Mp-p
LzCap Signalling Command ¥
S Eind...
1
¥ Find Mesxt F3
”
Search Direction Forward 65
S—— S— 07 | Ox0 1 0 0 |0x9
Select the L2Cap Channel ID (L2 Cap CID) that you want to go to.
Error
Moves trace view to next uncorrected error.
Soft Bit Error
Moves trace view to next soft (corrected) error.
Loss of Sync

Moves trace viewer to the next loss of sync.
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Find

Fnd. x|

Find is a utility within Merlin that allows you to conduct searches of one or
more events within a trace. Find allows you to search different hierarchical
levels within the trace - packets, LMP Messages, L2ZCAP messages etc.

To start find,
» Select Find... under Search on the Menu Bar

OR
Click v | in the Tool Bar.

You see the User-Defined Find Events screen:

Search for: — Packetz To Search For
—Ewvent Groups . _
LMP Messages W& Address o '&EESSE;'
L2CAFP Mezzages _Addr =
SDPmsg Items [Master/5lave Aol = 1
SDP Tranzactions [|Packet Type Abd_Addr =2
TCS ltems [Acknowledge Ab_Addr =3
RFCOMM Items Drata Lenath A _Addr =4
OBEXs ED:; Pt M_Addr = 5
ahd_addr =6
= e add=7
— [zt ncheck Al
¥ Fonuard Combining specified
" Backward Event Groups:
% Union - Packets
— Origin that match AN of the specified
T f th events
e LDptD tehscreen "~ Intersection - Packets
AL MALE _ that match ALL of the zpecified
™ Stark of the file Events
€ Endof the file [ Erclusion - Packets
that OO MOT match [oppozite
[T Find &l to the intersection or Lhiom)

[T Seamch n Hidden

o]

Cancel |

The Find window divides into three areas:
Left area -- Controls the search level, search direction and search origin.

Center area -- Controls the event groups to be searched. The selection you
make will display further choices on the right side of the Find window. At
the bottom are three options called Union, Intersection, and Exclusion that
are used with multi-criteria searches. These options are explained below.

Right area -- Controls the specific events to be searched within the trace.
The box in this right section displays events from the selected Event Group.
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The right area is context sensitive -- the Event Group selected in the Center
area will determine what events will display on the right. For example, if
you select Packet Type, the Right area will show you a list of packet types.
Bold entries in the list represent items that actually occurred in the trace.

In the screenshot shown above, for example, AM Address is selected. On
the right, you see that only Address 1 is in bold. This indicates that only a
single device was transmitting traffic in the displayed trace.

Event Groups
Event Groups are categories of events that can occur in a trace. Clicking on
an Event Group will display a list of Event types on the right side of the Find
window that occur within each Event Group.

AM Address
Contains a list of seven Active Member addresses. Bold entries represent
devices that occur in the trace.

Master/Slave
Contains two options labeled Master and Slave. Selecting an option will
cause Merlin to search for traffic based on the selected role.

Packet Type
Contains a list of all Bluetooth packet types. If a packet type occurs in the
trace, it will appear in bold.

Acknowledge
Contains a list of three Acknowledge types: Explicit NACK, Implicit
NACK, and ACK. The three Acknowledge types are responses a device
can issue to attempts to transmit packets to it.

A device can send an Acknowledgment in two ways: through setting the
ARQN field to 0 (= explicitly not acknowledged), to 1 (explicitly
acknowledged) or by sending an empty packet that does not have an ARQN
field (= implicitly not acknowledged).

Explicit NACK - Explicitly not acknowledged. An Explicit NACK is an
explicit response by a device that it did not receive a data packet. The
Explicit NACK is transmitted in the ARQN field (=Acknowledgment
Request Negotiation field). ARQN=0 means ’Explicit NACK.’

Implicit NACK - Implicitly not acknowledged. An Implicit NACK is a
NACK that is implied rather than explicitly stated. If a device responds
to a data packet by sending an empty packet, the NACK is implied.

ACK - Acknowledged. If a data packet is successfully transmitted to a
target device, the target device acknowledges the received packet by
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setting the ARQN field to 1.
Acknowledgments are easily seen in Merlin traces because Merlin adds an
Ack’d field on data packets of the transmitting device. This means that you
do not have to hunt through the trace to see if the packet was acknowledged.

The following screenshot shows two examples of Acknowledgments.

Freq | BTClock [ [ oM [L_cH[LzFL]Len
2444 | 50948588 [021] ox3 |[uamn] 1 [12 [D000: 08 00 01 00 02 24 04 00[0xF863|[Imp Nak|[303.600

000g: 05 00 40 00

Hop Freg

2450 625.000 ps 00009195 6218
Hop Freg

2446 15.400 ps 00009196 20628

Freq | BTClock [ [ oM [L_cH[LzFL]Len
2446 | 5948592 [021] ox3 |[uara] 1 [12 [0000: 0§ 00 01 00 02 24 04 00|0xF963 303.700 ps

000g: 05 00 40 00

MULL  Flow [Argn [Seqn [HEG
074 |[484.200 ps| 00009106 0467

Implicit NACK - Packet 14577 is a data packet sent by the piconet Master
device. Packet 14579 should have been a data packet with an
acknowledgment. Instead, it is an empty packet. This Master interprets this
empty packet as an Implicit NACK (i.e., implicitly not acknowledged).
Merlin summarizes this packet exchange by adding an Ack’d field to the
Master’s data packet and setting the Ack’d field to Imp Nak.

ACK - Packet 14580 is the Master’s retransmission of the data sent in
packet 14577. Packet 14582 is the reply by the Slave device. This reply
contains an ARQN field with a value of (= Acknowledge). Merlin
summarizes this packet exchange by setting the Ack’d field on packet
14580 to Ack.

Data Length
Contains a list of all data lengths that occur in the trace.
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Data Pattern
Contains a pattern editor for entering data patterns in binary or hexadecimal
format. A pattern editor is a utility that allows you to search for a data

pattern.
— Packetz To Search For
— Ewent Groups i ) ok Match
1trmas as akc
[CJAM Address | o (hes]
1M astersSlave R
[1Packet Type E:—XXXXXXX 00} |00
[JAcknowledge AEEEEEEY (00 [0
[Data Length FEHEEEY (00| |00]

0

1

2

3 [zzzzzzxx]  [oo] (ool
4 [zzzzzzzx] [oo] [og]
9
B
7
8

wxxrxxxx] [00] [oo
rErrzzxy| [00] [og]
wExxEEEy| [oo] [og]
yrrzxxxx] [o0] [og]
9 [xxxxzzzzx| [oo] [oo]

Uncheck All

Combining specified
Event Groups:

&% Union - Packets —
that match &MY of the specified [LLD:0:0:0:9:6:6:0: (00} |[90]

avents 1 [xxxxxzxy]  [oo] [oof
™ Intersection - Packets 12 |XEXEEEEY [0o] [oo]
that match ALL of the specified 13 [wxryvewy] ool (ool
svents 14 [zzzzzzzz| [00] [og]

™ Exclusion - Packets —
that DO MOT match [oppozite 15 [REETHAA [00f [00]

to the intersection or unian)

Searching for Bit Patterns
You search for a bit pattern by using the box labeled Bitmask. Enter one of
the three following values:

e X ="Don't care,'
e (0='Matcha 0,
e |='"Matcha 1.

Example -- xxxxxx01 means 'Look for a data pattern where the first 6 bits
can be any value but the last two bits must be 01.'

Searching for Long Patterns
You can search for long pattern sequences by entering patterns into multiple
rows within the editor. Entering a pattern on one row and skipping several
rows before entering the second pattern tells Merlin to search for the entire
pattern between the two specified rows.

Example - Enter xxxxxx01 in row 1 and 11xxxxxx in row 2. This pattern
means 'Look for the pattern xxxxxx0111xxxxxx.'

123



CATC Merlin Protocol Analyzer User’s Manual Version 1.6

Example - If you enter xxxxxx01 into row 0 and Bitmask Mask Match
11xxxxxx into row 4, it means 'Look for the pattern (hex]  [hex]
XXXXXX01 XXXXXXXX XXXXXXXX XXXXXXXX 0 |EEEEXEO0L
11xxxxxX." | [ZERRAREE
2 [EEEExEEx
3 [EEHEXEXX
4 [ixxzuzzy

Searching for Hexadecimal Patterns
The columns marked Match and Mask allow you Bitmask Mask Match

to specify a pattern in hex. You enter the pattern
you want to match in the column marked Match, °

and enter the mask in the column marked Mask. The Mask column allows
you to specify which bits you are searching for.

Example - A Match of 03 and a Mask of '0F' tells Merlin that you are
looking for the hex pattern of 03 occurring in the last four bits of the pattern.
If you enter these values in the Match and Mask columns, the Bitmask
section will automatically display the equivalent bit values: XXXX0011.

Union, Intersection, and Exclusion
If you select multiple events, you will need to use the options Union or
Intersection to conduct the search.

Union is used to search for any selected event: "Find x or y." Union lets
you tell the analyzer to search the trace for any of any of the selected items.

Intersection is used to search for all selected events: "Find x and y."
Intersection lets you tell the analyzer to search the trace for any packet
having all of the selected events.

Exclusion is used to exclude selected traffic from the trace. Exclusion is
used with Union and Intersection --i.e., you select Exclusion with Union or
Intersection.
* Exclusion + Union -- tells Merlin to exclude packets with any of the specified
events.

* Exclusion + Intersection -- tells Merlin to exclude packets with all of the
specified events.

Using Find
step1 Select the display level to be searched from the Search For
box on the left side of the window.

For example, to search through L2CAP messages, select L2ZCAP. The
display level that you select will affect options presented in the Events
Group box.
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step2 Select a search direction and origin.

step3 Select one or more events from the Events Group box.

Your choices will affect options presented in the box on the right side of
the screen.

step4 If you have selected two or more criteria, then select either :

® Union: Find all packets that match ANY of the specified events.

¢ Intersection: Find all packets that match ALL of the specified

events.

If you want to selected events from the trace, then select:

¢ Exclusion: Exclude all packets that match any of the specified

events.

The search will then occur. Afterwards, the packets meeting the search criteria
will display.

step5 Click OK.

Some Find Examples
Search for all DM1 and Poll packets with an Active Member Address of 7.

step1  From the Event Group, select Packet Types.

step2 From the box on the right, select DM1 and Poll.
step3 From the Event Group, select Header AM_Addr.
step4 From the box on the right, select AM_Addr=7.
step5 From the Center area, select Intersection.

Selecting Intersection tells Merlin to find packets with ALL of the
selected traits.

Step6 Press OK.

The trace should reposition to the first DM1 or Poll packet that has an
Active Member address of 7.

Exclude all DM1 and Poll Packets with Active Member Addresses of 7.
step1  Select Packet Types from the From the Event Group
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step2 Select DM1 and Poll from the box on the right.

step3 Select Header AM_Addr from the Event Group.

step4 Select AM_Addr=7 from the box on the right.

step5 From the Center area, select Intersection and Exclusion

Step6 Press OK.

The trace will redisplay so that it excludes DM packets with AM Addr=7 and
Poll packets with AM_Addr=7.

Exclude all packets with ANY of the following attributes: DM]I, Poll, or
AM _Addr=7.

step1  Select Packet Types from the Event Groups.
step2 Select DM1 and Poll from the box on the right.
step3 Select Header AM_Addr from Event Group.
step4 Select AM_Addr=7 from the box on the right

step5 Select Union and Exclusion.

Selecting Union causes the analyzer to search for any of the selected
events.

Step6 Press OK.

The trace will redisplay so that it excludes DM1s, Polls, or any packet with
AM _Addr=7.

Find Next
To apply the previous Find parameters to the next search,

* Select Find Next under Search on the Menu Bar

OR
Click il on the Tool Bar.

11.2 Edit Comment

You can create, view, or edit the 100-character comment field associated
with each Trace file.

step1  Select Edit Comment under File on the Menu Bar.

You see the Edit comment for trace file window:

Edit Trace File Comment Dialog E

IThis is a recording of a piconet consisting of two laptops]

()8 I Cancel |
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step2 Create, view, or edit the comment.

step3 Click OK.

11.3 Reports

The Report menu provides several reports to assist you in analyzing
Bluetooth™ traffic recorded by the analyzer.

File Information
To display a File Information report,

¢ Select File Information under Report in the Menu Bar
OR

Click in the Tool Bar.

You see the File Information screen:

File Information E

File name: datal.blt ;I
Comment: Thiz iz a recording of a piconet congisting of two laptops

Saved az portion of the file “data bl [ 215060 packets | .
from packet # 0 to packet # 4000
[\within this block some packets were hidden.

Mumber of packets : 2001
Trigger packet number : 0

Fiecorded with application version 0.91 [ Build 0]

Analyzer Serial Mumber 0007 | Traffic Generation not enabled
Firmeare version 0,90 [ ROM 0,90 ]
BuzEngine version 0.43

Mumber of markers: 2

i o

Save sz |

The File Information report provides valuable information about how the
recording was made, what the buffer settings were, what the trigger options
were, and what version of all the analyzer hardware was used to make the
recording.

Error Summary
The Error Summary command displays an error summary of the current
trace file and allows you to go to a specific packet, and save the error file to
a uniquely named file.
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Timing Calculations
Starts the modeless calculator dialog for calculating various timing and
bandwidth parameters in the recording file.

To display a File Information report,
¢ Select Timing Calculations under Report in the Menu Bar
OR
Click @l in the Tool Bar.

You see the File Information screen:

Timing and Bus Usage calculator M=
Fram packet: Im— To packet: IW Ak Address:® Im
Total Tirme: 53.055 sec
“Throughput; T2.2266 bpz
“Bit Eror Rate: 10.0115 ppm ] - Fields effected
’W‘ Show Formulas | Close |

To calculate bus usage and bit rate errors,

step1  Enter the range of packets to be examined in the text boxes
marked "From packet" and "To packet."

step2 If you wish to limit your calculations to a single device,
select the device’s address from the AM Address drop-down
menu.

step3 Click the "Calculate" button.

At this point, bus usage will be calculated.
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Show Formulas Button
At the bottom of the Timing and Bus Usage window is a button marked
"Show Formulas." If clicked, the window shown below will open and
describe how the bus usage calculations were performed.

Timing Calculation Formulas E

Taotal time:
Elapzed time between From' and 'To' packets.

Throughput:
[Total payload bytes in packet range * 8] / Total time

Bit error rate:
[[Corectable header erors + Conectable payload erors + (2 * Uncorectable payload erorg]) * 1000000 /
[[Total packet header bitz in packet range] + [Total FEC-pratected payload bitz in packet range])

Motes:

1] Throughput calculation only includes actual payload data bytes: the access code, packet
header, payload header, and payload CRC of each packet are not included in the calculation.

2] Since the analyzer can't determine the number of bit errors in packet payloads not
protected by FEC, the payloads of these packet types are not included in the bit eror
rate calculation: DH1, DH3, DHE, AUX1, and HY3.

3] The analyzer can't determine the exact number of bit erors prezent when an uncomectable
payload eror iz detected in a packet protected by 2/3 FEC [HY2, D1, DM3, DMS, FHS).
Az a statistical approximation, when an uncorectable payload error is detected in such
a packet, it iz azsumed that there were two bit errors present.

Traffic Summary
The Traffic Summary command displays a text box with a summary of
traffic captured in the current trace.

1 Traffic Summary E

| | | | [=
- ;g Tatals count
8, Baseband Packets 10389
8 Link Manager PDUs 10
I;‘ L2CAP Transactions 14 —
s SDF Meszages 1]
‘é%.’ll RFCOMM Tranzactions 0
o
GB OBEX Transactions 1]
- El Packets by device Packets List Ermorg[packets] ACKAmp-MAK/Ep-MAK  Succibtmpts Papload
- -“A%‘R 7
{#42 1 of 15) = 0 040 bytes
TF Poll = #2[1 of 5474) a M- 040 bytes
TYP D1 = #34(10f7) a 7/0/0 38/38 bytes
TYP DH1 = #2062 (1 0f 17) a 144340 289/259 bytes
—| =l

Textual Summary... | Lloze I

The Traffic Summary window divides into two main sections: a short top
section (shown above in the top left corner of the window) that summarizes
traffic for each protocol level, and a long section below describing the traffic
details for each protocol level.
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The second section is scrollable: click on an item below one of the headings
to display scroll arrows. The arrows will allow you to scroll through the
packets or transactions within that section. As you scroll, the trace will

simultaneously jump to the packet or transaction that is listed.

wcketz by device Packets List Errorz[packets) ACKAmp-MAKERp-MAK.  Succ/itmpts Payh
7
M3

2 [1 of 18]

At the bottom of the Traffic Summary window is a button marked "Textual
Summary." Clicking this button will cause WordPad to open and display
the current Traffic Summary. This data can then be printed or saved.

File Edit “iew |nsett Format Help

sEEE NSNS

IEourierNew[W'estem] j I‘ID j IB [lﬂl,@l IE El%l EE”
_g---|---1---|---2---|---3---|---4---|---5---|---!---|---?-

-
Traffic summary for trace file 'Trace.blt'
Range: from 'Packet 0' to 'Packet 21979'.

Baseband Packets: 10989

Link Manager PDUs: 10

L2CAP Transactions: 14

SDP Messzages: a

BRFCOMM Transactions: u}

TCS Transactions: u}

Packet Types by Device:

#Packets Acknowledgement Payload Bytes

AM ADDR Direction Pkt Type Total Error ACK Imp HAE Exp HAK Success Attempt

7 M-=3 HNull 15 a N/ L u} a

7 M-=3 Foll 5474 a 5474 a a a a

7 M-=3 DMl 7 a 7 a a 38 38

7 M-=3 DH1 17 a 14 3 a 259 259 LI
Far Help, press F1 UM %
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11.4 BT Neighborhood

The BT Neighborhood status box displays information about known
Bluetooth™ devices. This command is accessible through the View menu
in the menu bar. Three types of data are displayed: Device Address, Class
of Device (COD), and the Bluetooth™ Clock Frequency for each

discovered device. The expected Bluetooth™ clock frequency is 3200 Hz
+/- 250 PPM.

Bluetooth Neighborhood

Address Clock Freg Class of Device =
(Hex) (Hz) (Hex Servlist : Major : Minor)

00DOB7031621 3211 040420 Rend : Audio

00DOB703176A 3200 040420 Rend : Audio

Saveds. . |

11.5 Encryption

Bluetooth encryption is a multi-staged process that provides devices with
secure, encrypted communications. The process begins with a device
prompting the user for a Personal Identification Number (PIN). When the
right PIN is entered, the Slave begins an encryption setup dialogue with the
Master. At the beginning of this dialogue, the Slave and the Master agree
on a Link Key. A Link Key is a 128-bit value that the two devices use for
authentication. When the Slave and Master agree on a Link Key, the Slave
then negotiates for the transfer of the Encryption Key from the Master
device. The Encryption Key is used to encrypt and decrypt messages. Once
the Encryption Key is transferred, both devices use it to encrypt all
subsequent communications.

In order for Merlin to decode encrypted traffic, it needs the Link Key for
each Master-Slave connection for which encryption will be used. If you
know the Link Key, you can enter the Key into the Encryption Options
dialog box. If you do not know it, you give Merlin the PIN for a device and
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allow Merlin to discover the Link Key on its own. Once Merlin has the Link
Key, it can capture the rest of what it needs by listening to the Master and
Slave devices as they negotiate for the Encryption Key.

Configuring Merlin for Encryption
For Merlin to successfully decrypt traffic, two steps need to be performed:
1) Merlin needs to be given the PIN or Link Key for each Master-Slave
connection; and 2) Recording needs to be begun before the Slave connects
to the Master. If recording is begun prior to the creating the Master-Slave
connection, Merlin will be able to obtain the encryption key and decode
encrypted traffic.

The following steps show how to configure Merlin for encrypted traffic.

Note Be sure to begin the following process prior to connecting your Slave device to
the Master or Merlin will not be able to capture the Link Key.

step1 Select Setup >Encryption Options ...

The following dialog box opens.

Encryption Setup E

#dd Slave Device, | Edit Mevize:. | Eemayve [Mevice ™ Enciypted Broadcast Packets

Slave Device Address PIM Cade: & A500 € Hex Current Link Key
000406000006 =] f f

Appl |

()8 | Cancel |

step2 Click the button marked Add Slave Device.

When you click this button, a list of devices will appear in the Slave
Device Address drop-down menu.
step3  Select an address from the drop-down menu marked Slave
Device Address or enter the Device Address manually if it
is not in the list.

step 4  Enter the appropriate Personal Identification Number (PIN)
for the selected device to the box marked PIN Code. This
PIN allows Merlin to learn the Link Key. If you do not have
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Note

Step 5

Note

Step 6

Encryption Setup

the PIN, skip to Step 5.

The PIN you provide should be the same used by the Slave. For example, if your
Slave device requires a PIN of "1234", then enter the same PIN in the dialog box
shown above.

If you do not have the PIN, or if the Master and Slave have already
agreed upon the Link Key, manually enter a Link Key as a 128 bit
(sixteen byte) hex value into the box marked Current Link Key. If
you have the PIN, you can skip this step.

If the Master and Slave were previously connected, they may already agree on the
Link Key. In this case, you will need to provide Merlin with the Link Key and not
simply the PIN.

Click Apply

The changes you have made are applied and the information is displayed
in the dialog box as shown below. Four fields will display: Device
Address, PIN, the Link Key, and Link Key status.

Link Key status may read:
Mstr (=Master unit’s Link Key)
Slve (=Slave unit’s Link Key)
Comb (=Combination Key)
Init (=Initialization Key)

Temp (=Temporary Key)

User (=User-defined Key)

(User) 11111111111111111111111111111111
1212 (User) 01010101010101010101010101010101

#dd Slave Device, | Edit Device... | Femaove Device ™ Enciypted Broadcast Packets
Slave Device Address PIM Cade: & A500 € Hex Current Link Key
000406000006 j |1234 |‘|1‘I‘I1111111111111111111111111111
Appl |
()8 | Cancel |
step7 Click OK.

The dialog box closes.
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12. How to Contact CATC

Type of Service Contact

Call for technical support... US and Canada: 1 (800) 909-2282
Worldwide: 1 (408) 727-6600

Fax your questions... Worldwide: 1 (408) 727-6622

Write a letter... Computer Access Technology Corp.

Customer Support
2403 Walsh Avenue
Santa Clara, CA 95051-1302

Send e-mail... support@CATC.com
Visit CATC’s web site... http://www.CATC.com/

13. Warranty and License

Computer Access Technology Corporation

(hereafter CATC) warrants this product to be free

from defects in material, content, and

workmanship, and agrees to repair or replace any

part of the enclosed unit that proves defective /
under these terms and conditions. Parts and labor \

are warranted for one year from the date of first C . A7
purchase.

The CATC software is licensed for use on a single personal computer. The
software may be copied for backup purposes only.

This warranty covers all defects in material or workmanship. It does not
cover accidents, misuse, neglect, unauthorized product modification, or acts
of nature. Except as expressly provided above, CATC makes no warranties
or conditions, express, implied, or statutory, including without limitation
the implied warranties of merchantability and fitness for a particular

purpose.

CATC shall not be liable for damage to other property caused by any defects
in this product, damages based upon inconvenience, loss of use of the
product, loss of time or data, commercial loss, or any other damages,
whether special, incidental, consequential, or otherwise, whether under
theory of contract, tort (including negligence), indemnity, product liability,
or otherwise. In no event shall CATC's liability exceed the total amount paid
to CATC for this product.

CATC reserves the right to revise these specifications without notice or
penalty.
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