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Preface

This manual provides information related to the installation, operation, and
application of this device. The individual reading this manual is presumed to
have a basic understanding of telecommunications terminology and concepts.

If you find the product to be inoperable or malfunctioning, please contact
technical support for immediate service by email at INT-support@comtrend.com

For product update, new product release, manual revision, or software upgrades,
please visit our website at http://www.comtrend.com

Important Safety Instructions

With reference to unpacking, installation, use and maintenance of your electronic
device, the following basic guidelines are recommended:

e Do not use or install this product near water, to avoid fire or shock hazard.
For example, near a bathtub, kitchen sink or laundry tub, or near a swimming
pool. Also, do not expose the equipment to rain or damp areas (e.g. a wet
basement).

¢ Do not connect the power supply cord on elevated surfaces. Allow it to lie
freely. There should be no obstructions in its path and no heavy items should
be placed on the cord. In addition, do not walk on, step on or mistreat the
cord.

e Use only the power cord and adapter that are shipped with this device.

¢ To safeguard the equipment against overheating, make sure that all openings
in the unit that offer exposure to air are not blocked.

e Avoid using a telephone (other than a cordless type) during an electrical
storm. There may be a remote risk of electric shock from lightening. Also,
do not use the telephone to report a gas leak in the vicinity of the leak.

¢ Never install telephone wiring during stormy weather conditions.

CAUTION:
e To reduce the risk of fire, use only No. 26 AWG or larger telecommunication
line cord.

e Always disconnect all telephone lines from the wall outlet before servicing or
disassembling this equipment.

A WARNING

[ Disconnect the power line from the device before servicing.
[ Power supply specifications are clearly stated in Appendix C

Copyright

Copyright©2010 Comtrend Corporation. All rights reserved. The information
contained herein is proprietary to Comtrend Corporation. No part of this
document may be translated, transcribed, reproduced, in any form, or by any
means without prior written consent of Comtrend Corporation.

NOTE: This document is subject to change without notice.
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FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B
Digital Device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction, may
cause harmful interference to radio communication. However, there is no grantee
that interference will not occur in a particular installation. If this equipment dose
cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on , the user is encouraged to try to
correct the interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected

® Consult the dealer or an experienced radio/TV technician for help

FCC Caution: The changes or modifications not expressly
approved by the party responsible for compliance
could void the user's authority to operate the
equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

1. This device may not cause harmful interference
2. This device must accept any interference received, including interference that
may cause undesired operation.

FCC Radiation Exposure Statement

To comply with the FCC RF exposure compliance requirements, this device and its
antenna must not be co-located or operating to conjunction with any other
antenna or transmitter.

This equipment should be installed and operated with minimum distance
20cmbetween the radiator & your body

Save Our Environment

-~ This symbol indicates that when the equipment has reached the end of

its useful life, it must be taken to a recycling centre and processed
=

separate from domestic waste.
— P

The cardboard box, the plastic contained in the packaging, and the parts that
make up this router can be recycled in accordance with regionally established
regulations. Never dispose of this electronic equipment along with your
household waste. You may be subject to penalties or sanctions under the law.
Instead, ask for disposal instructions from your municipal government.

Please be responsible and protect our environment.
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Chapter 1 Summary

The CT-5367 is an 802.11g (54Mbps) Wireless and Wired ADSL2+ router. It
comes equipped with four 10/100 Base-T Ethernet ports and an ADSL2+ port for
wired connectivity. An integrated 802.11g WLAN Access Point (AP) with Wi-Fi
Protected Setup (WPS) provides wireless coverage. This model is designed for
both residential and business applications that require wireless and wired
connectivity to an ADSL broadband network.

The CT-5367 ADSL2+ router also provides state of the art security features such
as WPA data encryption, Firewall and VPN pass through. The CT-5367 supports up
to 16 virtual connections allowing multiple users access to the Internet. The
CT-5367 is also designed with TR-068 compliant color panel which eases the
installation of the modem and makes it more user-friendly.

FEATURES
e Auto PVC configuration e Integrated 802.11b/g Access Point
e Per-VC packet level QoS e Wi-Fi Protected Setup (WPS)
e Upto 16 VCs e WPA/WPA2 and 802.1x
e Embedded SNMP agent e Optional Turbo mode (After burner)
e UPnP o WMM
e MAC address filtering e Web-based management
e [P filtering e Configuration backup/restoration
e Static route and RIP v1/v2 e RADIUS client
e Dynamic IP assignment e FTP/TFTP server
e IP QoS e DHCP Server/Relay/Client
o NAT/PAT e TR-069/TR-098/TR-111 support
o IGMP Proxy e Supports remote administration,
e DNS Proxy automatic firmware upgrade and
e TR-068 compliant configuration
APPLICATION

The following diagram shows the application of the CT-5367.

CT-ACS

Auto-configuration Server

PSTN Telephone =55 10/100 Base-T
> o~ .-""—'5! I Ethermnet ‘fﬁ' 4
~ B ADSL/ADSL2/ADSL2+ = \/ -
S s POTS Splitter ay’,

DSLAM  POTS Splitter Shelf



Chapter 2 Installation

2.1 Rear Panel

Follow the instructions below to complete the hardware installation.

For your reference, the diagram below shows the back panel of the CT-5367.

L I
- &
<10 — 0 b ST S B S T e LS

o |@O @
A 4
/1
T
WPS Reset Power Wireless
button button button Antenna

ADSL PORT
Connect the ADSL line to the ADSL port with a RJ11 cable.

LAN PORT
Use RJ45 straight through or crossover MDI/X cable to connect up to four
devices.

POWER ON

Press the power button to the OFF position (OUT). Connect the power adapter to
the power port. Attach the power adapter to a wall outlet or other AC source.
Press the power button to the ON position (IN). If the Power LED indicator lights
up green then the device is ready for setup (see section 2.2 Front Panel).

Caution 1: If the device fails to power up, or it malfunctions, first verify that
the power cords are connected securely. Then power it on again.
If the problem persists, contact technical support.
Caution 2: Before servicing or disassembling this equipment, always
disconnect all power cords and telephone lines from their outlets.

RESET BUTTON

Restore the default settings of the device by holding down the Reset button until
the front panel LED indicators blink simultaneously (~ 5 seconds). This action
may be required if the router fails to respond normally or if the router
configuration changes. The router has rebooted successfully when the LED
indicators display correctly (see section 2.2 Front Panel).

WPS BUTTON

Press this button to begin searching for WPS clients. The clients must also

enable WPS push button mode. When WPS is available (the WPS LED will be ON),
pressing the button for 5 seconds or more will disable Wireless function.
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2.2 Front Panel

The LED indicators are shown below and explained in the table that follows.
They are useful for checking the power and connection status of the router.

ADSL ADSL

POWER  LAN 4X LAN 3X LAN 2X LAN 1X WLAN WPS LINK TX/RX
LED Color | Mode Function
POWER Green | On The router is powered up
Off The router is powered down
LAN Green | On An Ethernet Link is established
4X~v1X Off An Ethernet Link is not established
Blink Data transmitting or receiving over LAN
WLAN Green | On The wireless module is ready and idle
Off The wireless module is not installed
Blink Data transmitting or receiving over WLAN
wPS Green | On WPS enabled
Off WPS disabled
Blink The router is searching for WPS clients
ADSL Green | On ADSL link is established
LINK Off ADSL link is not established
Blink ADSL link is training
ADSL Green | On ADSL Link is idle
TX/RX Off ADSL Link is terminated
Blink ADSL link is active




Chapter 3 Web User Interface

This section describes the web user interface, which is accessed using any
Internet browser, such as Microsoft Internet Explorer (version 5.0 and later).

3.1 Default Settings

The following are the default settings for the device.

Local (LAN) access (username: root , password: 12345)
Remote (WAN) access (username: support, password: support)
User access (username: user, password: user)

LAN IP address: 192.168.1.1

WAN IP address: none

Remote WAN access: only Ping (ICMP) enabled

NAT and *Firewall: PPPOE/PPPoA enabled - MER/IPoA/Bridge disabled
DHCP server on LAN interface: enabled

Wireless Access: enabled

SSID: Comtrend

Wireless Authentication: Open (i.e. no authentication)

*If Firewall is not required, please untick selection box.
This device supports the following connection types.

PPP over Ethernet (PPPoE)

PPP over ATM (PPPoA)

MAC Encapsulated Routing (MER)
IP over ATM (IPoA)

Bridging

Technical Note:

During power on, the device initializes all settings to default values. It will then
read the configuration profile from the permanent storage section of flash
memory. The default attributes are overwritten when identical attributes with
different values are configured. The configuration profile in permanent storage
can be created via the web user interface or telnet user interface, or other
management protocols. The factory default configuration can be restored either
by pushing the reset button for more than five seconds until the power indicates
LED blinking or by clicking the Restore Default Configuration option in the Restore
Settings screen.




3.2 IP Configuration

DHCP MODE

When the device powers up, the DHCP server (on the device) will start
automatically. To set your PC for DHCP mode, check the Internet Protocol
properties of your Local Area Connection. You can set your PC to DHCP mode by
selecting Obtain an IP address automatically in the dialog box shown below.

Internet Protocol {TCP/IP) Properties ﬂﬂ

General

Y'ou can get IP settings azsigned automatically if your network, supparts
thiz capability. Othenwize, you need to azk your nebwork, adminiztrator for
the appropriate [P zettingz.

&' ‘Obtain an P address automatically

— Lze the fallowing |P address;

|F address: I
Subnet mazk: I
Liefault gateway: I

&+ Obtain DNS server address automatically

— Lze the fallowing DMS server addreszes:

Erefermed DS semwen I

Alternate DS semern I

Advanced... |
ak. I Cancel |

STATIC IP MODE

To configure the device manually, your PC must have a static IP address within
the 192.168.1.x subnet. Follow the steps below to configure your PC IP address
to use subnet 192.168.1.x. The following assumes you are running Windows XP.

STEP 1: From the Network Connections window, open Local Area Connection
(You may also access this screen by double-clicking the Local Area
Connection icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button. The
screen should now display as below. Change the IP address to the
domain of 192.168.1.x (1<x<254) with subnet mask of 255.255.255.0.



STEP 3:

Internet Protocol (TCP/IP) Properkies ﬂﬂ

3eneral

Y'ou can get IP gettings azsigned automatically if your network, supparts
thiz capability. Othenwize, you need to azk your network. adminiztrator for
the appropriate [P settings.

" Obtain an IP address automatically
&+ lse the following |P address:

IP address: I 192 168 . 1 133
Subnet mazk: I 2hh 2B 2R5 . 0
Default gateway: I

€ Obtain DNS senver address automatizally

£ ze the fallowing DMS server addreszes:

Frefered DMS zerver: I

Alternate DMS server: I

Advanced... |
ak. I Cancel |

Click OK to submit the settings.

3.3 Login Procedure

Perform the following steps to login to the web user interface.

| NOTE:

The default settings can be found in 3.1 Default Settings.

STEP 1:

Start the Internet browser and enter the default IP address for the
device in the Web address field. For example, if the default IP address
is 192.168.1.1, type http://192.168.1.1.

NOTE:

For local administration (i.e. LAN access), the PC running the browser
must be attached to the Ethernet, and not necessarily to the device.
For remote access (i.e. WAN), use the IP address shown on the Device
Info - WAN screen and login with remote username and password.

STEP 2:

A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings.
Click OK to continue.
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Enter Network Password ' 2=

? Flease type your user name and pazsword.

Site: 192.168.1.1

Fealm D5SL Router

Uzer Mame In:n:ut

Pazsword I“*’“‘“

[T Save thiz password in your password list

| 2k I Cancel |

\ NOTE: The login password can be changed later (see section 9.6.3)

STEP 3: After successfully logging in, you will reach the Quick Setup screen.

Quick Setup

This Quick Setup will guide you through the steps necessary to configure your DSL Router.
Device Info .
Quick Setup ATM PVC Configuration
Advanced Setup Select the check box below to enable DSL Auto-connect process.
'Iul.-flreless- [  DSL Auto-connect
Diagnostics
Management

NOTE: If a PVC connection already exists then this Quick Setup screen will be
bypassed and the Device Info screen will display instead.
In general, the selections available on the main menu (onscreen at left)
are based upon configured connections and user account privileges.
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Chapter 4 Quick Setup

After login, the Quick Setup screen will appear. It is the default screen when no
connections exist. This screen allows for the configuration of DSL settings and
the IP configuration. It includes WAN, LAN and Wireless basic setup screens.

4.1 Auto Quick Setup

This function provides an automated process to quickly setup a WAN connection.
The device will auto-detect the best PVC profile available, provided that the ADSL
link is up. For manual setup, please go to 4.2 Manual Quick Setup.

STEP 1: Tick the DSL Auto-connect checkbox on the Quick Setup screen.

Quick Setup

This Quick Setup will guide you through the steps necessary to configure your DSL Router.
Device Info .
Quick Setup ATM PVC Configuration
Advanced Setup Select the check box below to enable DSL Auto-connect process.
'Iul.-flreless- [  DSL Auto-connect
Diagnostics
Management

STEP 2: Click Next to start the setup process. Follow the onscreen prompts.

STEP 3: After setup is complete the device will reboot.

DSL Router Reboot
The DSL Router has been configured and is rebooting.

Close the DSL Router Configuration window and wait for 2 minutes before reopening your web browser. If
necessary, reconfigure your PC's IP address to match your new configuration.

NOTE: After the device reboots, the Device Info screen should appear. If the
browser does not refresh automatically, close it and restart. You will
need to login again. If you encounter difficulty, be sure to check the IP
configuration (see section 3.2 IP Configuration).
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4.2 Manual Quick Setup

To setup the router manually follow these instructions.

STEP 1: Select Quick Setup from the main menu and uncheck the DSL
Auto-connect checkbox M to begin the manual quick setup process.

Quick Setup

This Quick Setup will guide you through the steps necessary to configure your DSL Router.

Device Info

Quick Setup ATM PVC Configuration

Advanced Setup Select the check box below to enable DSL Auto-connect process.
“:'II‘EESS_ @ DSL Auto-connect

Diagnostics

Management \

Uncheck to begin the manual quick setup
process and display the following screen.

The Virtual Path Identifier (VPI) and Virtual Channel Identifier (VCI) are needed for setting up the ATM PVC. Do not change WPI and
WCI numbers unless your ISP instructs you othenwise.

VPI: [0-255] D
VCT: [32-65535]

Enable Quality Of Service

Enabling QoS for a PVC improves performance for selected classes of applications. However, since QoS also consumes system
resources, the number of PVCs will be reduced consequently. Use Advanced Setup/Quality of Service to assign priorities for
the applications.

Enable Quality Of Service []

STEP 2: Adjust the VPI and VCI settings for the connection you wish to establish.
Select Enable Quality Of Service if required.
Click Next to continuSTEP 3:  On this screen, you can choose the
connection type and select the appropriate encapsulation mode. The available
options are shown.

PPPoA- VC/MUX, LLC/ENCAPSULATION
PPPoE- LLC/SNAP BRIDGING, VC/MUX
MER- LLC/SNAP-BRIDGING, VC/MUX
IPoA- LLC/SNAP-ROUTING, VC MUX
Bridging- LLC/SNAP-BRIDGING, VC/MUX

LA X X X 2
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M COMIRENDYO®
Et Router

Connection Type

Select the type of network protocol for IP over Ethernet as WAN interface

Device Info

Quick Setup % PPP over ATM (PPPoA)
Advanced Setup

Wireless ' PPP over Ethernet {PPPaE)
Diagnostics

Management € MAC Encapsulation Routing (MER)

" 1P aver ATM (IPoA)

" Bridging

Encapsulation Mode
[vemux |

Eackl Ne:-ctl

Click Next to continue...

NOTE: The subsections that follow continue the ATM PVC setup procedure.
Enter the appropriate settings for your service. Choosing different
connection types will lead to a different sequence of setup screens.

421 PPP over ATM (PPPoA) and PPP over Ethernet (PPPoE)

STEP 4: Select PPP over ATM (PPPoA) or PPP over Ethernet (PPPoE) and click
Next. The following screen appears. Enter the Username and
Password and select the connection options you wish. Review the
descriptions below for more details. Click Next to continue.
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PPP Username and Password

Dhwisics Inla
Quick Setup
Advanced Setup
Wik
Dilagnostics

Managenut Authenticstion Methad: | ALITO w

]

O

B E |

=

O O 0

[ |

(5] =3

PPP USERNAME / PPP PASSWORD

The PPP Username and the PPP password requirement are dependent on the
particular requirements of the service provider. A maximum of 256 characters is
allowed for the PPP user name and a maximum of 32 characters for PPP
password.

PPPOE SERVICE NAME
PADI requests contain a service label for PPPoE connections. Some PPPoE
servers (or BRAS) of ISP check this service label to make a connection.

ENABLE FULLCONE NAT

Known as one-to-one NAT, all requests from the same internal IP address and
port are mapped to the same external IP address and port. An external host can
send a packet to the internal host, by sending a packet to the mapped external
address.

DIAL ON DEMAND

The device can be configured to disconnect if there is no activity for a period of
time. When the checkbox is ticked, you must enter the inactivity timeout period.
The timeout period ranges from 1 to 4320 minutes.

Dial on demand (with idle timeout timer)

Inactivity Timeout (minutes) [1-4320]: (30

PPP IP EXTENSION
The PPP IP Extension is a special feature deployed by some service providers.
Unless your service provider specifically requires this, do not select it.

-15-



PPP IP Extension does the following:

e Allows only one PC on the LAN

e The public IP address assigned by the remote side using the PPP/IPCP
protocol is actually not used on the WAN PPP interface. Instead, itis
forwarded to the PC LAN interface through DHCP. Only one PC on the
LAN can be connected to the remote, since the DHCP server within the
device has only a single IP address to assign to a LAN device.

e NAT and firewall are disabled when this option is selected.

e The device becomes the default gateway and DNS server to the PC
through DHCP using the LAN interface IP address.

e The device extends the IP subnet at the remote service provider to the
LAN PC. i.e. the PC becomes a host belonging to the same IP subnet.

e The device bridges the IP packets between WAN and LAN ports, unless
the packet is addressed to the device’s LAN IP address.

ENABLE NAT

e If the LAN uses private IP addresses, this checkbox M must be selected.
The NAT submenu will be added to the Advanced Setup menu after reboot.
This function consumes system resources and thus may impact performance.

e If the LAN uses public IP addresses, this checkbox ¥ must not be selected.
The NAT submenu will be removed from the Advanced Setup menu after
reboot.

ENABLE FIREWALL

To enable IP packet filtering, tick this checkbox M. The Firewall menu will be_
added to the Advanced Setup menu after reboot. Disable this function when not
required to improve performance.

USE STATIC IP ADDRESS

Unless your service provider specially requires it, do not select this checkbox. If
selected, enter the static IP address in the IP Address field. Don't forget to
adjust the TCP/IP settings as described in section 3.2 IP Configuration.

Retry PPP password on authentication error
Tick the box to select this option.

ENABLE PPP DEBUG MODE

More PPP connection information will be listed in the System Log. This is used
for debugging. Please don't enable it for normal usage as it uses system
resources.

FIXED MTU

Tick the checkbox M and adjust the MTU value for WAN interface, PPPoE and
PPPoA. The default values for MTU is 1492. The allowable range is from 0 to
9999. If a value is entered outside this range a dialog box will be displayed. If a
value is entered outside this range a dialog box will pop up.

STEP 5: This screen allows the user to control IGMP Multicast and WAN Service.
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§%%) 3 . :
s COMTRENDIOY
Et Router

Enable IGMP Multicast, and WAN Service

Device Info Enable IGMP Multicast [T

Quick Setup

Advanced Satup Enable WAHN Service

Wireless Service Name Ipppue_D_D_BS_L
Diagnostics

Management

ENABLE IGMP MULTICAST CHECKBOX

Tick the checkbox to enable Internet Group Membership Protocol (IGMP)
multicast. IGMP is a protocol used by IP hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE WAN SERVICE CHECKBOX:
Tick this item to enable the ATM service. Untick it to stop the ATM service.

SERVICE NAME
This is the WAN Service label.

STEP 6: After entering your settings, click Next. The following screen appears.
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Device Setup

Configure the DSL Router IP Address and Subnet Mask for LAN interface.

Device Info

Quick Setup IF Address: [192.168.1.1
Advanced Setup Subnet Mask: |255.255,255.D
Wireless

Diagnostics " Disable DHCP Server
Management & Enable DHCP Server

Start IP Address: |192.168.l.2
End IP Address:  [192.168.1.254
Subnet Mask: |255.255.255.D

Leased Time (hour‘_::|24

™ Configure the second IF Address and Subnet Mask for LAN interface

Bk (]

The Device Setup screen allows the user to configure the LAN interface IP address,
subnet mask, and DHCP server. To enable DHCP, select Enable DHCP server
and enter starting and ending IP addresses, Subnet Mask and the leased time.
This setting configures the router to automatically assign IP, default gateway and
DNS server addresses to every PC on your LAN.

Please be aware that the private address range (e.g. 192.168.1.2 ~
192.168.1.254) does not include the router’s LAN interface IP address (e.g.
192.168.1.1 by default). Also, the Ethernet interface and wireless LAN share the
same subnet since they are bridged within the router.

To configure a second IP address for the LAN port, click the box shown below.

@_unﬂqure the second IP Address and Subnet Mask: for LAN interface
IP address: I

Subnet Mask: |

STEP 7: Enable (or disable) Wireless and input an SSID. Click Next to proceed.
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Wireless -- Setup

Enable Wireless W
Device Info
Quick Setup Enter the wireless network name {also known as SSID).
Advanced Setup SSID: |Cnmtrend
Wireless
Diagnostics Back | Nextl
Management

STEP 8: Click Next to display the WAN Setup - Summary screen that presents
the entire configuration summary. Click Back to modify the settings.

""_l-

AD outer

WAHN Setup - Summary

Make sure that the settings below match the settings provided by your ISF.

Device Info
Quick Setup VPI ] vca:
Advanced Setup 'Con nection Type: i
‘A!’lreless- Sennce Hame: 1
Diagnostics T T
Managesent E_Ser\ﬁce Category: iUBR
]P Address: ! Automatically Assigned
E.Senr'lce State: nabled i
'NAT . i.l_EnabIed
|Firewall: i Disabled |

|16MP Multicast: | Disabled |

Click "Save/Reboot" to save these settings and reboot router. Click "Back” to make any modifications.
WNOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboot.

[Eack” Save/Reboot ]

STEP 9: Click Save/Reboot to apply these settings. The configuration will be
saved to flash memory and then the device will reboot. After the
device reboots, the Web UI should refresh the browser window. If the
browser does not refresh, restart the browser and login again, following
the steps in subsection 3.3 Login Procedure.
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4.2.2 MAC Encapsulation Routing (MER)

Step 4: Select MAC Encapsulation Routing (MER) and enter information
provided to you by your ISP to configure the WAN IP settings.
Detailed field descriptions are provided below. Click Next to continue.

eIl ™
IMTRENCYC _
ADSTHouter

WAR | Selbmmgs

Dewior Info

Uuiick Setap
Advanced Setup
Wirrless
[happrostics
[FELES BT

F uss | Il I T 1'!
& A P ————
i G serves hddresses

s o]

DHCP is enabled in MER mode when Obtain an IP address automatically is
chosen. Changing the default gateway or the DNS affects the whole system.
Configuring them with static values will disable the automatic assignment from
DHCP or other WAN connection. If you configure the static default gateway over
this PVC in MER mode, you must enter the IP address of the remote gateway in
the Use IPv4 address field.

Step 5: This screen provides access to Network Address Translation (NAT), IGMP

Multicast, and WAN Service settings. Enable each service by selecting
its checkbox. When done, click Next to continue.
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Darvice Info

Quick Setup
Advanced Sstup BN HAT [#]

Wirehess Eriahis Fullcone HAT [
DesgrosLics

Managemant

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox. The NAT submenu will display after the next reboot. The user can
then configure NAT-related features. If a private IP address is not used on the
LAN side, this checkbox should not be selected so as to free up system resources.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT,
all requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal
host, by sending a packet to the mapped external address.

ENABLE FIREWALL

If the firewall checkbox is selected, the Security submenu will display after the
next reboot. The user can then configure firewall features. If the firewall is not
used, this checkbox should not be selected so as to free up system resources.
Enable IGMP Multicast: Tick the checkbox to enable IGMP multicast. IGMP
(Internet Group Membership Protocol) is a protocol used by IP hosts to report
their multicast group memberships to any neighboring multicast routers.

Enable WAN Service: Tick the checkbox to enable WAN service.

Service Name: This is the WAN Service label.

Step 6: Upon completion, click Next. The following screen appears.
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N e[| ™8
P o
ADSL Router

Device Setup

Configure the DSL Router IF Address and Subnet Mask for LAN interface.

Device Info

Quick Setup IP Address: [192.168,1.1
Advanced Setup Subnet Mask: |255.255.255.D
Wireless

Diagnostics ' Disable DHCP Server
Management ¥ Enable DHCP Server

Start IP Address: |192.168.1.2
End IF Address: |192.168.1.254
Subnet Mask: |255.255.255.D
Leased Time (hour}:|24

" Enable DHCP Server Relay
DHCF Server TP Address: |

I Configure the second IP Address and Subnet Mask for LAN interface

| o]
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The Device Setup screen allows the user to configure the LAN interface IP address,
subnet mask, and DHCP server. To enable DHCP, select Enable DHCP server
and enter starting and ending IP addresses, Subnet Mask and the leased time.
This setting configures the router to automatically assign IP, default gateway and
DNS server addresses to every PC on your LAN.

Please be aware that the private address range (e.g. 192.168.1.2 ~
192.168.1.254) can never include the router’s LAN interface IP address (e.g.
192.168.1.1 by default). Also, the Ethernet interface and wireless LAN share the
same subnet since they are bridged within the router.

Select Enable DHCP Server Relay (not available if NAT enabled), and enter the
DHCP Server IP Address. This allows the Router to relay the DHCP packets to
the remote DHCP server. The remote DHCP server will provide the IP address.

To configure a second IP address for the LAN port, click the box shown below.

@_mﬂqure the second IP Address and Subnet Mask for LAN Interface
IP address: I

Subnet Mask: I

STEP 7: Enable (or disable) Wireless and input an SSID. Click Next to proceed.

S COMTREND

ADSL Router

Wireless -- Setup

Enable Wireless
Device Info
Quick Setup Enter the wireless network name (also known as SSIDJ.
Advanced Setup SSID: |Cumtrend
Wireless
Diagnostics Back | Nextl
Management
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STEP 8: Click Next to display the WAN Setup - Summary screen that presents
the entire configuration summary. Click Back to modify the settings.
,%5 T

ADSL Router

WARHN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Device Info

Quick Setup |VPL/ vCI: (0/35

Advanced Setup |Connection Type: |MER

Yietnss Seruu:e Hame: mer_0_0_35

Diagnostics -
| Service Cat T |UBR

Management fi WF_E i . — =
|TIP Address: | Automatically Assigned |
| Service State: | Enabled [
iI'I.AT: | Disabled
|Firewalk EDisahIed

|I6MP Multicast: | Disabled
| Quality Of Service: I Dizabled

Click "Save/Reboot" to save these settings and reboot router. Click "Back” to make any modifications.
NOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboot.

lEack” Save/Reboot ]

STEP 9: Click Save/Reboot to apply these settings. The configuration will be
saved to flash memory and then the device will reboot. After the
device reboots, the Web UI should refresh the browser window. If the
browser does not refresh, restart the browser and login again, following
the steps in subsection 3.3 Login Procedure.

4.2.3 IP Over ATM

Step 4: Select IP over ATM (IPoA) and click Next. The following screen

WA P Seldlings

Entar informabion provided to you by yeur P o conligure the WAN TP sefinga.
Device Info o Sk T . o tha BHE affarte B B = ok - T b T
Duick Setug I:I..u I._ I<[I‘|:J~ ..Iulf: . A a-l-:\-ln.-m" ':n- S affects the whols spstem, Configunng the
fdvanced Setup
Wirekess
Dlagnostics
Management

I Liss WAN Interines: |ipod ahpa_0_0 3 LJ

[T use the foliowing GNS server addrsases:
Frimary DS sErver I
Reiorudary DNT server I

(k||
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NOTE: Since DHCP is not supported over IPoA, users must manually enter the
IP address or WAN interface for the default gateway and the DNS server
addresses (primary and secondary), as provided by their ISP.

Click Next. The following screen appears.

Hotwark Address Transistion Settings

i Adrdress Trassation (HAT) allws you in share one Wid & hirtwork (WANY TP addrnes fo
Device Info t
Quick Setup
Advnnead Setp Enabss 15T [
Wirchess
Diagnastics
Hinagemenl varveitll [

Eralie JGME MG, amnd WA Servics

.
=

] o]

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox. The NAT submenu will display after the next reboot. The user can
then configure NAT-related features. If a private IP address is not used on the
LAN side, this checkbox should not be selected so as to free up system resources.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT,
all requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal
host, by sending a packet to the mapped external address.

ENABLE FIREWALL

If the firewall checkbox is selected, the Security submenu will display after the
next reboot. The user can then configure firewall features. If the firewall is not
used, this checkbox should not be selected so as to free up system resources.

Enable IGMP Multicast: Tick the checkbox to enable IGMP multicast. IGMP
(Internet Group Membership Protocol) is a protocol used by IP hosts to report
their multicast group memberships to any neighboring multicast routers.
Enable WAN Service: Tick the checkbox to enable WAN service.

Service Name: This is the WAN Service label.

Step 6: Click Next to display the following screen.
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ADSL Router

Device Setup

Configure the DSL Router IP Address and Subnet Mask for LAN interface.

Device Info

Quick Setup IP Address: f192.168.1.1
Advanced Setup Subnet Mask: |255,255.255.D
Wireless

Diagnostics € Disable DHCP Server
Management ¥ Enable DHCP Server

Start IP Address: |192.168.l.2
End IF Address: |192.168.1,254
Subnet Mask: |255.255.255.D

Leased Time (hnur}:|24
" Enable DHCP Server Relay
DHCP Server IP Address: |

™ Configure the second TF Address and Subnet Mask for LAN interface

ek o]

The Device Setup screen allows the user to configure the LAN interface IP address,
subnet mask, and DHCP server. To enable DHCP, select Enable DHCP server
and enter starting and ending IP addresses, Subnet Mask and the leased time.
This setting configures the router to automatically assign IP, default gateway and
DNS server addresses to every PC on your LAN.

Please be aware that the private address range (e.g. 192.168.1.2 ~
192.168.1.254) can never include the router’s LAN interface IP address (e.g.
192.168.1.1 by default). Also, the Ethernet interface and wireless LAN share the
same subnet since they are bridged within the router.

Select Enable DHCP Server Relay (not available if NAT enabled), and enter the
DHCP Server IP Address. This allows the Router to relay the DHCP packets to
the remote DHCP server. The remote DHCP server will provide the IP address.
To configure a second IP address for the LAN port, click the box shown below.

@_mﬂqure the sacond [P Address and Subnet Mask for LAN Interface
IP address: I

Subnet Mask: I

STEP 7: Enable (or disable) Wireless and input an SSID. Click Next to proceed.
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Wireless - Setup

Enable Wireless [
Device Info
Quick Setup Enter the wireless network name (also known as SSIDJ.
Advanced Setup SSID: |Cumtrend
Wireless
Diagnostics Eirckl Nextl
Management

STEP 8: Click Next to display the WAN Setup - Summary screen that presents
the entire configuration summary. Click Back to modify the settings.

e 1] ™3

ADS Router

WAHN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Device Info

Quick Setup VPI | VCI: Toy3s |

Advanced Setup iCnnne-ct'lon Type: iIPoA |

“‘rIIEIESS- 'Senr'lcxe Hame: .:|poa_D_D_35 |

Diagnostics i |

gt ‘Service Category: |UBR |
P Address | 192.168.1_3 |
_Serv'lce State: fEnabIed |
;H.AT: .iD|sahIed |
|Firewall: . :D|sahled |

IGMP Multicast: | Disabled |
| Quality Of Service: | Disabled |

Click "Save/Reboot" to save these settings and reboot router. Click "Back” to make any modifications.
NOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboat.

[Eack” Save/Reboot J

STEP 9: Click Save/Reboot to apply these settings. The configuration will be
saved to flash memory and then the device will reboot. After the
device reboots, the Web UI should refresh the browser window. If the
browser does not refresh, restart the browser and login again, following
the steps in subsection 3.3 Login Procedure.

4.2.4 Bridging

Step 4: Select Bridging and click Next. To enable bridging service, tick the
Enable Bridge Service checkbox and enter a Service Name.
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Device Info
Quick Setup
Advanced Setup
Wireless
Diagnostics
Management

Unselect the check box below to disable this WAN service

Enable Bridge Service:

Service Name: |br_IJ_E|_35

] |

Step 5: Click the Next button to continue.

On this screen, you may enter the

IP address and Subnet Mask for the LAN interface. Click Next.

COM
ADSL Router

Device Info
Quick Setup
Advanced Setup
Wireless
Diagnostics
Management

Device Setup

Configure the DSL Router IP Address and Subnet Mask for your Local Area Network (LAN).

IP Address: [192.168.1.1
Subnet Mask: |255.255,255.D

Bock| [t

NOTE: The LAN IP interface in bridge mode is needed for local users to manage

the device.

In addition, there is no IP address for the WAN interface

and therefore the device cannot be accessed remotely in this mode.
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STEP 6: Enable (or disable) Wireless and input an SSID. Click Next to proceed.

B

A Dska*uter

Wireless —-

Setup

Enable Wireless
Device Info
Quick Setup Enter the wireless network name (also known as S5ID).
Advanced Setup SSID: |Cc|rntrer|d
Wireless
Diagnostics
Management

] s

STEP 7: Click Next to display the WAN Setup - Summary screen that presents
the entire configuration summary. Click Back to modify the settings.

EE Router

WAHN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Device Info
Quick Setup [wp1 / v lu /35
Advanced Setu I = ==
S P | Connection Type: “;_Brldge
A rvice Name: {br_o_0_35
Diagnostics — -
| Service Cat : |LUBR
Management e ego_rx =
|IP Address: il’mt Applicable
.Serwce State: :Enabled
| NAT: EDisaIJIed
!Firewa[l: EDisahIed

|I6MP Multicast:

il’mt Applicable

;-Quaﬁty Of Service:

:Disahled

Click "Save/Reboot” to save these settings and rebooet router. Click "Back” to make any modifications.
MOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboot.

[Eack” Save/Reboaot ]

STEP 8: Click Save/Reboot to apply these settings. The configuration will be
saved to flash memory and then the device will reboot. After the
device reboots, the Web UI should refresh the browser window. If the
browser does not refresh, restart the browser and login again, following
the steps in subsection 3.3 Login Procedure.
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Chapter 5 Device Information

The web user interface is divided into two windowpanes, the main menu (at left)

and the display screen (on the right). The main menu has the following options:
Device Info, Advanced Setup, Wireless, Diagnostics, and Management. Selecting
one of these options will open a submenu with more options.

NOTE: The menu items shown are based upon the configured connection and
user account privileges (i.e. local or remote).

For example, in the Advanced Setup menu, if NAT and Firewall are
enabled, the main menu will display the NAT and Security submenus.
If either is disabled, their corresponding menu(s) will also be disabled.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence.

Device Info
'Board ID: 96338A-122
Device Info T r
Model Name: CT-5367
Summary ! !
WAN Software Version: |A111-312CTU-CO1_R0O1.A2pBO25f.d20k_rc2
Statistics Bootloader (CFE) Version: | 1.0.37-12.2-5
Route Wireless Driver Version: | 4.174.64.19.cpel.0sd
ARE ‘Serial Number: 12345678901
DHCP ]
Quick Setup This information reflects the current status of your DSL connection.
Advanced Setup
Wireless |Line Rate - Upstream (Kbps):
Diagnostics Line Rate - Downstream (Kbps):
Management I il
g _LAN IPv4 Address: 192.168.1.1
Default Gateway:
| Primary DNS Server: 192.168.1.1
Secondary DNS Server: 192.168.1.1

The Device Info Summary screen (shown above) provides summary information
such as device hardware and software versions, data transmission (line rates)
and the IP Configuration settings.
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5.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

Device Info
SLEMITIFY
WAN
Salistis
Route
AP
BHCE

WAN 1o

WLAN Lo
L P | v o Cateqsry SeTvie Interiare Peoipenl  Tgmg Hat Fierwal s State Siabin
L

e
Ardrdress

Heading Description

VPI/VCI Shows the values of the ATM VPI/VCI

VLAN Mux Shows 802.1Q VLAN ID status

Con. ID Shows the connection ID humber

Category Shows the ATM service classes

Service Shows the name for WAN connection

Interface Shows connection interfaces

Protocol Shows the connection type, such as PPPoE, PPPoOA, etc.
IGMP Shows the state of the IGMP function

Nat Shows Network Address Translation (NAT) status
Firewall Shows the Security status

QoS Shows if IGMP IP QoS is enabled or disabled

State Shows the connection state of the WAN connection
Status Lists the status of DSL link

IPv4 Address

Shows IPv4 address of the WAN interface
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5.2 Statistics

The Statistics submenu provides detailed information for LAN and WAN interfaces.

\ NOTE: These statistics refresh every 15 seconds.

5.21 LAN Statistics

This screen shows statistics for the Ethernet interface on the LAN.

ADERsuter

Statistics - LAN
Interface Received Transmitted
Device Info Bytes |Pkits |Errs|Drops |Bytes |Pkis|Errs|Drops
gy Ethernet |30572|250 [0 |0 181928344 [0 |0
w”f_ Wireless |0 oo|o o 23226 |65 |0 |D
Statistics
LAN
WAN Reset Statistics
ATM
ADSL
Heading Description
Interface Ethernet and Wireless interfaces
Received/Transmitted - Bytes Rx/TX (receive/transmit) packets in bytes
- Pkts Rx/TX (receive/transmit) packets
- Errs Rx/TX (receive/transmit) packets with errors
- Drops Rx/TX (receive/transmit) dropped packets

5.2.2 WAN Statistics

This screen shows statistics for interfaces on the WAN.

Statistics -- WAN
Service VPI/VCIProtocol Interface Received | Transmitted |

Device Info Bytes Pkt5|Errs|Dmp5|Bytﬁ|Pkts Err5|Dmp5|
Summary pppoa_0_0_35(0/0/22|PPPoA ppp 0 032 1/ 148 [ 7 [0 [ o0 [ss [4 o[ o0 |
WAN
Statistics

LA __ Resetstatistcs |

WAHN

ATM

ADSL
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Heading

Description

Service WAN service label

VPI/VCI ATM Virtual Path/Channel Identifiers
Protocol Connection type (e.g. PPPoE, IPoA, Bridge)
Interface Shows connection interfaces in the following

format: nas_(VPI number_VCI number).
These interfaces are devised by the system
and not the user.

Received/Transmitted - Bytes Rx/TX (receive/transmit) packets in bytes
- Pkts Rx/TX (receive/transmit) packets
- Errs Rx/TX (receive/transmit) packets with errors
- Drops Rx/TX (receive/transmit) dropped packets

5.2.3

The following

£ i EOMIRENDID

AD uter

ATM statistics

figure shows the ATM statistics screen.

7 I’I:I_“ :I|_|.r!'-r_r.1_:_r- 'qh:l_l_.fu I k =]

I Riverolad In Port B Chromilt T (A SE

i i . ] ’
D I :11::!:!':-:!)-::::':: Ellr’ulnls IlullLr:lwu: ::1::|s ﬂ::;:. Mr.r:::* E"rlaln:: ::: Flr':;p:\ L:':;r :TI?:IL
WAN
At - AALSIMefoceStetites
Lan i Detets | Out Getets | G (st PRis| Gul ast s | n Brrors | Ot Brmes | n Discands | Out ks
WAN o
ATM
e AALS VEC Statistics
Route VRIS VEL | CREC Errors | SAR Teouts | Dversized 5002 | Short Packet Ervors | Length Brvors |
ﬁp B ¥ I | | |
:‘:‘::::d o Rawsl | Cose
Danostis
Blamagrment

ATM Interface Statistics

Heading Description

In Octets Number of received octets over the interface

Out Octets Number of transmitted octets over the interface

In Errors Number of cells dropped due to uncorrectable HEC errors

In Unknown

Number of received cells discarded during cell header
validation, including cells with unrecognized VPI/VCI
values, and cells with invalid cell header patterns. If cells
with undefined PTI values are discarded, they are also
counted here.

In Hec Errors

Number of cells received with an ATM Cell Header HEC
error

In Invalid Vpi Vci
Errors

Number of cells received with an unregistered VCC
address

In Port Not Enable
Errors

Number of cells received on a port that has not been
enabled

In PTI Errors

Number of cells received with an ATM header Payload Type
Indicator (PTI) error

In Idle Cells

Number of idle cells received

In Circuit Type Errors

Number of cells received with an illegal circuit type

In OAM RM CRC
Errors

Number of OAM and RM cells received with CRC errors

In GFC Errors

Number of cells received with a non-zero GFC

_33-




ATM AALS Layer Statistics over ADSL interface

Heading Description
In Octets Number of received AAL5/AALO CPCS PDU octets
Out Octets Number of AAL5/AALO CPCS PDU octets transmitted

In Ucast Pkts

Number of received AAL5/AALO CPCS PDU passed to a
higher-layer

Out Ucast Pkts

Number of received AAL5/AALO CPCS PDU received from a
higher layer for transmission

In Errors Number of received AAL5/AALO CPCS PDU in error. The
types of errors counted include CRC-32 errors.

Out Errors Number of received AAL5/AALO CPCS PDU that could not
be transmitted due to errors.

In Discards Number of received AAL5/AALO CPCS PDU discarded due

to an "input buffer overflow" condition.

Out Discards

This field is not currently used

ATM AALS Layer Sta

tistics for each VCC over ADSL interface

Heading Description
VPI/VCI ATM Virtual Path/Channel Identifiers
CRC Errors Number of PDUs received with CRC-32 errors

SAR Timeouts

Number of partially re-assembled PDUs that were
discarded because they were not fully re-assembled within
the required period of time. If the re-assembly time is
not supported then, this object contains a zero value.

Over Sized SDUs

Number of PDUs discarded because the corresponding
SDU was too large

Short Packet Errors

Number of PDUs discarded because the PDU length was
less than the size of the AALS trailer

Length Errors

Number of PDUs discarded because the PDU length did not
match the length in the AALS5 trailer
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5.24 ADSL Statistics

The following figure shows the ADSL Network Statistics screen in ADSL2+ mode.
S COMTE

%ﬁb‘u ter

Statistics - ADSL
Mode: DS 24+
Device Info Line Coding: Trellis On
Status: o Defect
Y Link Power State: [0
WAN
Statistics Downstream|Upstream
LAN ISNR Margin (dB): 6.1 5.3
WAN \Attenuation (dB): 13.5 25.3
ATM output Power (dBm): 12.4 13.0
FELE IAttainable Rate (Kbps): 10388 b
REEIR Rate (Kbps): 10713 537
M5Gc (number of bytes in overhead channel message):|51 6
o B (number of bytes in Mux Data Frame): 190 19
DHCP M (number of Mux Data Frames in FEC Data Frame): 1 1
Advanced Setup T (Mix Data Frames over sync bytes): 2 3
Wireless R (number of check bytes m FEC Data Frame): 1] ]
Diagnostics IS (ratio of FEC over PMD Data Frame length): 0.5687 0.9877
Management L (number of bits in PMD Data Frame): 2687 162
D {interleaver depth): 1 1
Delay (msec): ] 1]
Super Frames: p493 B564
Super Frame Errors: il ]
RS Words: ) ]
RS Correctable Errors: 0 0
IRS Uncorrectable Errors: 0 /A
HEC Errors: 4 ]
0CD Errors: 1 1]
ILCD Errors: A ]
Total Cells: 2667876 B30136957
Data Cells: 17 301841
Bit Errors: 3 551949
[Total ES: B 251
[Total SES: 3] 13
Total UAS: 15 10058743
ADSLBERTest | Resetstatistics |

Click the Reset Statistics button to refresh the screen.
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Heading Description

Mode T1.413, G.lite, G.DMT, ADSL2/2+ or Re-ADSL

Type Channel type Interleave or Fast (not shown in all
modes)

Line Coding Line Coding format, that can be selected G.dmt,
G.lite, T1.413, ADSL2, Annex L and Annex M

Status Lists the status of the DSL link

Link Power State

Link output power state.

SNR Margin (dB)

Signal to Noise Ratio (SNR) margin

Attenuation (dB)

Estimate of average loop attenuation in the
downstream direction.

Output Power (dBm)

Total upstream output power

Attainable Rate (Kbps)

The sync rate you would obtain.

Rate (Kbps)

Current sync rate.

In G.DMT mode, the foll

owing section is inserted.

K

Number of bytes in DMT frame

R Number of check bytes in RS code word
S RS code word size in DMT frame

D The interleaver depth

Delay The delay in milliseconds (msec)

In ADSL2+ mode, the following section is inserted.

MSGc

Number of bytes in overhead channel message

Number of bytes in Mux Data Frame

Number of Mux Data Frames in FEC Data Frame

Max Data Frames over sync bytes

Number of check bytes in FEC Data Frame

Ratio of FEC over PMD Data Frame length

Number of bits in PMD Data Frame

The interleaver depth

The delay in milliseconds (msec)

Super Frames

Total number of super frames

Super Frame Errors

Number of super frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

HEC Errors Total Number of Header Error Checksum errors

OCD Errors Total Number of out-of-cell Delineation errors

LCD Errors Total number of Loss of Cell Delineation

Total Cells Total number of ATM cells (including idle and data
cells)

Data Cells Total number of ATM data cells

Bit Errors Total number of bit errors

In ADSL2+ mode, the following section is inserted.

Total ES: Total Number of Errored Seconds
Total SES: Total Number of Severely Errored Seconds
Total UAS: Total Number of Unavailable Seconds
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Within the ADSL Statistics window, a Bit Error Rate (BER) test can be started
using the ADSL BER Test button. A small window will open when the button is
pressed; it will appear as shown below. Click Start to start the test or Close.

3 hitp://192.168.1.1/berstart.tsi?berState=0 - ... [= | = [X]

ADSL BER Test - Start

The ADSL Bit Ertor Rate (BER) test determines the
quality of the ADSL connection, The test & dore
by transferring idle cells containing a known pattem
and comparing the received data with this known
pattern to check for any errors,

Select the test duration below and dick “Start”,

Tested Time (sec); |20 V|

:a Daone P Internct

If the test is successful, the pop-up window will display as follows.

A hitp://192.168.1.1/berstop.tst - Microsoft Inte... [= | = /[X]

ADSL BER Test - Result

The ADSL BER test completed successfully.

| Test Time l-:_sec]: 20

'Total Transferred Bits: |0x00000DDOD0000000 |
'Total Errar Bits: | 0x0000000000000000
|Error Ratio: [MNot Applicable

Close
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5.3 Route

Choose Route to display the routes the device has found.

Device Info -- Route
Flags: U - up, | - reject, G - gateway, H - host, R - reinstate
Device Info D - dynamic (redirect), M - modified (redirect).
Summary
WAN Destination |Gateway Subnet Mask | Flag | Metric | Service Interface
Statistics 172.16.114.254 | 0.0.0.0 255.255.255.255 [UH | D pppoa_0_0_35 |ppp_0_0_32 1
S 102.168.1.0  {0.0.0.0 255.255.255.0 |U |0 bro
ARP -
. 0.0.0.0 172.16.114.254 | 0.0.0.0 | us | 0 pppoa_0_0_35 |ppp_0_0_32_1
Advanced Setup
Wireless
Diagnostics
Management
Heading Description
Destination Destination network or destination host
Gateway Next hub IP address

Subnet Mask

Subnet Mask of Destination

Flag

U: route is up
1 reject route
. use gateway
: target is a host
reinstate route for dynamic routing
: dynamically installed by daemon or redirect
: modified from routing daemon or redirect

2TOXAIO

Metric

The 'distance' to the target (usually counted in hops). Itis not
used by recent kernels, but may be needed by routing daemons.

Service

Shows the name for WAN connection

Interface

Shows connection interfaces

-38-




5.4 ARP

Click ARP to display the ARP information.

i C :
ADS Router

Device Info -- ARP
IP address | Flags HW Address Device
Device Info
Soeiiry 192.168.1.2 | Complete | 00:05:5D:A0;C0:E9 | brO
WARN
Statistics
Route
ARP
DHCP
Heading Description
IP address Shows IP address of host pc
Flags Complete, Incomplete, Permanent, or Publish
HW Address Shows the MAC address of host pc
Device Shows the connection interface
5.5 DHCP

Click DHCP to display the DHCP information.

Aosk outer

Device Info — DHCP Leases
Hostname | MAC Address | IP Address | Expires In
Device Info
Summary
WARN
Statistics
Route
ARP
DHCP
Heading Description
Hostname Shows the device/host/PC network name
MAC Address Shows the Ethernet MAC address of the device/host/PC
IP address Shows IP address of device/host/PC
Expires In Shows how much time is left for each DHCP Lease
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Chapter 6 Advanced Setup

This chapter explains the advanced setup screens in detail.

6.1 WAN

Follow the steps below to configure WAN interfaces.

e To Add a WAN connection, click the Add button. To edit an existing
connection, click the Edit button next to the connection. To remove a
connection select its radio button under the Remove column in the table and
click the Remove button under the table.

e To complete the Add or Edit, for a connection without VLAN Mux, proceed to
STEP 2 in section 4.2 Manual Quick Setup and on the opening screen do not
choose the VLAN Mux option.

e To complete the Add or Edit, for a connection with VLAN Mux, proceed to
section 6.1.1 which provides detailed setup instructions.

e For advice regarding Multi-Service over PVC (MSP) see section 6.1.2

¢ Save/Reboot activates the new settings by saving them and then rebooting

Wile Arva Phetwork [(WAN | Setup
Device Info
Advanced Setig
WAN VLIV "'::: IL::_'l" Catryory Seryice foterface  Protocol fgnep et Trewsl QoS | Stute  Bemewe  EdR
INM
Serity
Parental Conitrol
Chaaly of Service
Hoidhig | e |l =
o k|| W || - SRt
(ELTH
Inlerface mmoup
Cerilicate
Wireless
Diagnotics
Muiagensert
Heading Description
VPI/VCI VPI (0-255) / VCI (32-65535)
VLAN Mux Shows 802.1Q VLAN ID
Con. ID WAN connection ID number
Category ATM service category
Service Name of the WAN connection
Interface Name of the interface for WAN
Protocol Shows the connection type
Igmp Shows enable or disable IGMP proxy
Nat Shows Network Address Translation (NAT) status
Firewall Shows the Security status
QoS Shows if IP QoS is enabled or disabled
State Shows the connection state of the WAN connection
Remove To remove a connection select the radio button in this column and
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click the Remove button under the table.

Edit Used to edit connections

6.1.1 VLAN Mux

VLAN Mux is a form of VLAN tagging that allows multiple protocols over a single
connection. It is especially useful for VDSL2 connections in packet transfer
mode.

Adding a new connection with VLAN Mux is accomplished by selecting the VLAN
Mux - Enable Multiple Protocols Over a Single PVC check box (outlined in
red below). Enter a value for 802.Q VLAN ID in the box that appears below the
checkbox. Click Next to continue to connection type selection.

ATM PVC Configuration

This screen allows you to configure an ATM PVC identifier (VPIL and VCI) and select a service category. Otherwise choose an existing interface by
selecting the checkbox to enable it.

VPL: [0-255] 0

VCIL: [32-65535] |35

VLAN Mux - Enable Multiple Protocols Over a Single PVC

802.1Q VLAN ID: [0-4095] |2

Service Category:| UBR Without PCR | »
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As shown below, you can choose from PPPoE, MER or Bridging connection types.
Notice that PPPoA and IPoA are not shown. Select the connection type you wish
to establish and then proceed according to the corresponding connection specific
instructions found in Chapter 4.

Connection Type

Select the type of network protocol and encapsulation mode over the ATM PVC
that your ISP has instructed you to use. Note that 802.1q VLAN tagging is only
available for PPPoE, MER and Bridging.

" PPP over Ethernet (PPPoE)
' MAC Encapsulation Routing (MER)
&' Bridging

Encapsulation Mode
|LLC/SNAP-BRIDGING x|

Eackl Nextl

Multiple PVCs can be added to connections sharing the same PORT/VPI/VCI
values by repeating the procedure above, as long as the 802.1Q VLAN IDs differ.
However, only one Bridge, one MER and four PPPoE connections can coexist on
the same connection. The figure below shows an example of three protocols
sharing the same connection.

Wikhe Area Melwork (WAN) Selup

Choose Add, EdE, or Remove to oonfigure WAN interfaces.

Choose SaveRebool to apphy the changes and reboal the system,

VPRI WCI ‘-I'ML::{ C:'L':‘ Category Servioe Interface  Protoool | Igmp | Mat | Firewall QoS State | Remove | Edit

LBR pppce 0 0. 35 1 | pop 0 0 35 1| PPPoE Dicalied | Enalbiecl | Dikabied | Deabled | Enalied D [ EdE ]
ff | 2 LIBR, be_0_0_35 nas_0_0_35_1 | Bndge HA HA WA | Dsabied | Enabled| O || Ede |
2 3 UBR bro0 0_ 352 |pep 0.0 35 3| pPPo | Deabled | Enabed | Deabied | DEabled | Enabied 0 [Eux |
El Remove avefRebx
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6.1.2 MSP

Multi-Service over PVC (MSP) supports multiple protocols over a single connection.
As with the VLAN Mux function, PPPoE, Bridge and MER protocols can coexist,
while IPoOA and PPPoA are not supported. This function supports remote
management by bridge protocol in addition to multimedia applications over a
single PVC.

Configuring MSP is a two-part process:

Part 1 - Create multiple PVCs (One Bridge + multiple PPPoE / One MER)
Part 2 - Use Interface Group to connect LAN / WAN interfaces

NOTE: The example below shows how to configure a Bridge / PPPOE MSP
connection. Use the same process for Bridge / MER MSP connections.

If QoS is configured on the first MSP connection, it will be configured by
default for all subsequent connections.

If a MSP connection is removed every other MSP connection should be
removed to avoid Interface Group configuration problems.

PART 1 - CREATE MULTIPLE PVCS
On the Advanced Setup — WAN screen, create one PPPOE connection and one
Bridge connection on the MSP supporting PVC. The screen will display as follows.

Wide Area Network (WAN) Setup

VLAN | Con,

MELDME Munx 11}

Calegory Service Inberface Protocd | Igmp Hal  Firewall QoS State | Remowe | Edit
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PART 2
Go to Advanced Setup - Interface Group (see section 6.10) and select the

Enable Virtual Ports checkbox. The screen will display as follows.

Enable virtual ports on

Group Name | Remove | Edit | Interfaces
Wireless(S5SID1)
nas_0_0_35 1
EMET1
Default
EMETZ
EMET3

EMNET4

|Add | | Save/Apply

NOTE: Only hardware and bridge interfaces are listed. Bridge interfaces are
shown as “nas_x_y_z" where x=port, y=vpi, and z=vci.

To continue, click the Add button at the bottom of the screen shown above. On

the screen shown below, select the bridge connection and one Ethernet virtual
port (ENET 1-4). Enter a group name, such as "MSP1”, and click Save/Apply.
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Group Name: [M5P1

Grouped Interfaces Available Interfaces
EMNET4 EMET1
nas_0_0_35_1 EMETZ2
EMET3

Wireless(SSID1)

Automatically Add
Clients With the
following DHCP Vendor
IDs

Save/Apply

If successfully configured, the Interface Group screen will display as follows.

Interface Group -- A maximum 16 entries can be configured

Interface Group supports muliple ports to FYC and badoging groups. Each group wil perform a5 an independent nebwork. To suppaort the
Teature, you must creale mapping groups with appropriate LAN and WAN nterfaces using Uhe Add button. The Remove button will remove the
qroupindg and add the ungrouped interfaces to the Defaut group. Onby the defaut group has 1P nterface.

Enabie virtual ports an | ENE

Group Name | Remawve | Edit Interfaces

Wireless(S5I01)

EMETL
Default
EMET2
ENET3
nas__{_35_1
M5E] 0 Edit

ENET4
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6.2 LAN

This screen allows the user to configure the LAN Interface on the device.

L ocal Area Hebwoork [LAN] Selugp
e D D50 Router B Address and Sumet Mask for LAN niterface,  Save Dutton only saves U LAN configuraton

Aot BUtton Sives the LAN configuirabion $ata and rebaots the reuler td make the new conigurafion

Dvice Tnfo
Advanced Setup 18811
WAN Subnet Maik 525
LAN
HAT El Enate Len
Securily [0 Enable IGMP Snooping
Parental Contral @ Stand
Guality of Service £ Biockng Mode
Routin
® B Enhanced
NS
i O Dieable DHCP Serve
Interface Group o o e
& Enabike DHCP Saiver
Certificate it 10 A 19 e
Wirchess
End [P Add 12.168.1.2%
Diagnostics End [P A 1 168 4
Munagement r
O Canfanes the secand 1P Addrecs and Sobner Mok for LA mredacs
Ethemet Media Type
Port 1 | Ao -
Port 2 | Al =l
Poit Mano w
Pn Aana “
| Save | | SavelReboot |

NOTE: NAT is enabled above so UPnP is shown and DHCP Server Relay is
hidden (see underlined notes below).

IP ADDRESS
Enter the IP address for the LAN port.

SUBNET MASK
Enter the subnet mask for the LAN port.

ENABLE UPNP
Tick the box to enable Universal Plug and Play.
This option is hidden when NAT disabled or if no PVC exists

ENABLE IGMP SNOOPING:
Enable by ticking the box.
Standard Mode: In standard mode, multicast traffic will flood to

all bridge ports when no client subscribes to a multicast group -
even if IGMP snooping is enabled.

Blocking Mode: In blocking mode, the multicast data traffic will
be blocked and not flood to all bridge ports when there are no
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client subscriptions to any multicast group.

DHCP Server: To enable DHCP, select Enable DHCP server and enter starting
and ending IP addresses and the leased time. This setting
configures the router to automatically assign IP, default
gateway and DNS server addresses to every PC on your LAN.

DHCP SERVER RELAY

Enable with checkbox and enter DHCP Server IP address. This allows the Router
to relay the DHCP packets to the remote DHCP server. The remote DHCP server
will provide the IP address. This option is hidden if NAT is enabled

Configure the second IP address by ticking the checkbox shown below.

@Dnﬁgure the second IP Address and Subnet Mask for LAk interface
IF Address: |

Subnet Mask: |

Save Save,/Feboot

IP Address: Enter the secondary IP address for the LAN port.
Subnet Mask: Enter the secondary subnet mask for the LAN port.

ETHERNET MEDIA TYPE
Select between Auto, 10_Half, 10_Full, 100_Half and 100_Full options.

NOTE: The Save button saves new settings to allow continued configuration
while the Save/Reboot button not only saves new settings but also
reboots the device to apply the new configuration (i.e. all new settings).

6.3 NAT

To display this option, NAT must be enabled in at least one PVC shown on the
Advanced WAN Setup screen. (NAT is not an available option in Bridge mode)

6.3.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified
by Protocol and External port) to the Internal server with private IP addresses on
the LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.
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Device Info
Advanced Setup
WAN
LAN
AT
Virtual Servers
Port Triggering
DLE Hinst
ALG

Virtual Servers Setup

akovas you to dreet nooming trathic from WAN side (dertfed by Protocol and Extemnal
th pisinbe [P sddrecs on the LAN tade. Th Inbesnad port e ool if the

[aad] [ Fuermee |
Server External Extermal Bootood Intermal Imternal Server IP Remote e
Hame Port Start Port End Part Start Paort Enel Adidress Host z

Dievice Info
Advanced Setup
WAN
LAN
HAT
Virtual Serders
Part Triggering
FME Host
ALG
Security
Parental Control
Cueality of Servicoe
Reonting
s
D51
Interface Group
Certificate
Wireleas
[Hagmustics
Misnagement

To add a Virtual Server, click the Add button.
e

The following will be displayed.

Virtual Servers

ecfied server. NOTE: The “Internal Port End™ ot be changedd. It is the same as “Extemal Port Emd® noemally
amd will be the sime a5 the “Tntema] Port Start™ or “Txtermnal Port End”™ i either one @5 modified

Remaining number of entries that can be conflgured:=12
1 PlEmE

Sabitt One

Extermal Port Start External Port fnd Protocol  Internal Port Stact Internal Port End Bemote 1)

o -

v -
= -
o -
CE w
TcP X
e -

Select a Service
Or
Custom Server

User should select the service from the list.
Or
User can enter the name of their choice.

Server IP Address

Enter the IP address for the server.

External Port Start

Enter the starting external port number (when you
select Custom Server). When a service is selected, the
port ranges are automatically configured.

External Port End

Enter the ending external port number (when you
select Custom Server). When a service is selected, the
port ranges are automatically configured.

Protocol

User can select from TCP, TCP/UDP, or UDP.

Internal Port Start

Enter the internal port starting number (when you
select Custom Server). When a service is selected the
port ranges are automatically configured

Internal Port End

Enter the internal port ending humber (when you select
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Custom Server). When a service is selected, the port
ranges are automatically configured.

Remote IP The IP address of the remote host

6.3.2 Port Triggering

Some applications require that specific ports in the firewall be opened for access
by the remote parties. Port Trigger dynamically opens up the 'Open Ports' in the
firewall when an application on the LAN initiates a TCP/UDP connection to a
remote party using the "Triggering Ports'. The router allows the remote party
from the WAN side to establish new connections back to the application on the
LAN side using the 'Open Ports'. A maximum of 32 entries can be configured.

AT == Port Triggering Selup

Davice Info
Advanced Sstup
WanN

LAN

HAT
Virtuat Sarvers © Apeplication | Trigger pen Remirvn
Part Triggesing I
TERLE ot bl ot e = P S R 2 Btk
ALG | St | ¥l | Start | Ened

T Protocol | Port Rangs | Protocol | Part iangs

To add a Trigger Port, click the Add button. The following screen will display.
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OI‘J‘!’E!"

MHAT

Device Info
Adwvanced Setup
WAN
LAN
MNAT
Virtial Servers
Part Triggering
[FME Hioxt
ALG
Security
Parental Contrml
Queality of Service
Rouatimg
HS
(1
Interface Group
Certificate
Wireless
Dlagnostics

Minagement

Port Triggering

AT Spaleatan o reNng v [
Remabming mamber of entries that can e configured 32

Trigger Port Start Trigger Port End Trigger Protocol Open Port St Open Port Ead Open Pritoecol

Selgci ray -

= A

TCP -

TCP - TCP -

TGP - TR -

Select an Application
or
Custom Application

User should select the application from the list.
or
User can enter the name of their choice.

Trigger Port Start

Enter the starting trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Port End

Enter the trigger port end number (for custom
application). When an application is selected, the port
ranges are automatically configured.

Trigger Protocol

User can select from TCP, TCP/UDP, or UDP.

Open Port Start

Enter the starting open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Port End

Enter the open port end number (for custom
application). When an application is selected, the port
ranges are automatically configured.

Open Protocol

User can select from TCP, TCP/UDP, or UDP.

6.3.3 DMZ Host

The device will forward IP packets from the WAN that do not belong to any of the
applications configured in the Virtual Servers table to the DMZ host computer.

Enter the computer's IP address and click Apply to activate the DMZ host.

Clear the IP address field and click Apply to deactivate the DMZ host.
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i COM
ADSL Router

HAT -—— DMZ Host

The DSL router will forward IP packets from the WAN that do not belong to any of
Device Info the applications configured in the Virtual Servers table ta the DMZ host computer.
Hebia p Enter the computer's IF address and click "Apply" to activate the DMZ host.
WAN
LAN Clear the IP address field and click "Apply" to deactivate the DMZ host.
NAT
Yictual Sarvars DMZ Host TP Address: |
Port Triggering
DMZ Host Save/Apply |
ALG
6.34 ALG

SIP (Session Initiation Protocol, RFC3261) is the protocol of choice for most VoIP
(Voice over IP) devices to initiate communication. A SIP ALG (Application Layer
Gateway) assists VoIP packet traffic from a SIP-compliant IP phone or VoIP
gateway to passthrough a NAT enabled router.

To enable the SIP ALG select the SIP Enabled checkbox and click Save/Apply.

{ M COMIREND)YC

ALG

Select the ALG below.
Device Info

Advanced Setup
WAN SIP Enabled

LAN 5060
NAT
Virtual Servers
Port Triggering
DMZ Host
ALG

NOTE: ALG is only valid for SIP protocol running on UDP port 5060.
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6.4 Security

To display this option, the Firewall checkbox must be enabled in at least one PVC
shown on the Advanced WAN Setup screen.

NOTE: For a more technical discussion of this topic, see Appendix A: Security.

6.4.1 MAC Filtering

NOTE: This function is only available when in bridge mode. Other connection
modes (e.g. PPPoOE) use IP Filtering (pg. 53) which performs a similar
function.

Each network device has a unique 48-bit MAC address. This can be used to filter
(block or forward) packets based on the originating device. MAC filtering policy
and rules for the CT-5367 can be set according to the following procedure.

The FORWARDED policy means that all MAC layer frames will be FORWARDED
except those matching the rules specified in the following table. BLOCKED
means that all MAC layer frames will be BLOCKED except those matching the
rules specified in the following table. The default policy is FORWARDED. This
can be changed by clicking the Change Policy button.

MAL Fillering Selup

v, FORWARDED

Devioe Info

Mdvanced Setup Change Poicy. |

WAN

LAN MAL Fitemg & only effecy ATHM PTs condy n Brodge mode. FORWARDED mears that o i

FORWARDED axgeps o gichar el v o o fued s the faloveng table. BLOCKED
NAT Vbl ee Tt e s o indy kv gt s
Security
MAL Flitering

Parental Control

Qualivy of Service VPLIVED  Protocol | Destination MAC | Souroe MAL | Frame Direction | Ronsiree
Routing

DNS H

st

Interface Group

Certificate

Choose Add or Remove to configure MAC filtering rules. The following screen
will appear when you click Add. Create a filter to identify the MAC layer frames
by specifying at least one condition below. If multiple conditions are specified,
all of them must be met. Click Save/Apply to save and activate the filter rule.
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Add MAL Filtor

Device Inlo th T fect. Ohck “Agody™ 1o Sy scivals the Tk
Advanoed Setup

WAN Frotocad Tyhe -

LAN

MAT

Security

MAL Flltering
Parental Control
umlity of Service

Touting N
sk b2
05l X
Intrrfmr.-irnup
Certilicate [Seveirony |
Field Description
Protocol Type PPPoOE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP
Destination MAC Address | Defines the destination MAC address
Source MAC Address Defines the source MAC address
Frame Direction Select the incoming/outgoing packet interface
WAN Interfaces Applies filter to selected PVCs (bridge mode only).
Filter rules are arranged according to PVC, as shown
under the VPI/VCI heading on the previous screen.

6.4.2 IP Filtering

This screen sets filter rules that limit IP traffic (Outgoing/Incoming). Multiple
filter rules can be set and each applies at least one limiting condition. For
individual IP packets to pass the filter all conditions must be fulfilled.

NOTE: This function is not available when in bridge mode. Instead of IP
Filtering, MAC Filtering (pg. 52) performs a similar function.

OUTGOING IP FILTER

The default setting for Outgoing traffic is ACCEPTED. Under this condition, all
outgoing IP packets that match the filter rules will be BLOCKED.
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o

B e e _

Diewice Tnfo
Advanced Setup
WAN
LAN
MAT
Security
1P Filtering
Qutgeing
Incoming

By oo

Duitgoing 1P Filtering Setup

i, al igneng 16 traffic freem LAN & albwsed, but somie 1P maffe can be BLOCKED by seitng up Sers

e 1 Tker

Filter Name  Protocol  Sourde Addeess [ Badh Source Post Dt Addeess | Mask  Deel. Port - Resaoee

To add a filtering rule, click the Add button. The following screen will display.

g ;I' “Houter

Dewioe Info
Adwanced Setup
WAN
LN
NAT
Securily
1P Filterkng
Oulgoing
T i
Parental Control
uality of Service
Raisting
NS
(i1
Interface Group
Certificate
Wircless
Diagrostics
Managemant

Al 1P Filter - Dubgodog

v alows you toooeate @ fiker e to dertify oucgong [P vaffc by spechmg & new fiter name and at leasc on

Click Save/Apply to save and activate the filter.

Field Description
Filter Name The filter rule label
Protocol TCP, TCP/UDP, UDP, or ICMP.

Source IP address

Enter source IP address.

Source Subnet Mask

Enter source subnet mask.

Source Port (port or port:port) Enter source port humber or port range.
Destination IP address Enter destination IP address.
Destination Subnet Mask Enter destination subnet mask.

Destination port (port or port:port) | Enter destination port number or range.

INCOMING IP FILTER

The default setting for all Incoming traffic is BLOCKED. Under this condition,
only those incoming IP packets that match the filter rules will be ACCEPTED.

_54-




Inenesing 19 Fitaring Setup
Wy digfnult, mi incoming I erefic fraen the WAR in Blocksd wisem the firssall m snabled. Hevswver, mma ¥ iraffic can be ACCEPTED
& wio by msefing up fikar
Aabrarced Setup Chatss Atd or Remowe te canfiguns scomiag TP fiters
WAN 3
i —— e
LAN | Tl Mame | VIPTTWVCT | Protuul | Souron Addres | Bask | Source Port | Doest, Adimss | Mash | Dest. Port | Remove |
AT . A
Securiy Add| Tarmwve
i Fiaring b
Dutgolng
Tnecnming

To add a filtering rule, click the Add button. The following screen will display.

Add 1P Filter — Incoming

Device Info
Adlvanced Setup Fiter Matr
WAN
LAN Frotoc "
NAT Seance TP address
Securily Ceawee Suhnes Mask
1P Filvering Eauer Port (et o
Outgolng Destrumton 1 adds
Tnicoimbrig
Parental Control
uality of Service
Riisting WAN Interfaces {Conligured in Reuting mode and with firewall enabled only)
DHS Sekect it lest one o rreibpls WAN raériaces deshmped bekw to apply this e
051

weytrabon Poit [port o pad o)

Imterface Group N o
Certificate e S .
Wirchess

Dingrostics

HEnageiment

For detailed field descriptions, please reference the Outgoing IP Filter table.
Under WAN Interfaces, select the PVCs (routing mode with firewall only) where
the filter rule will apply. You may select every PVC or just a subset. Filter rules
are arranged by PVC as shown under the VPI/VCI heading on the previous screen.

Click Save/Apply to save and activate the filter.

6.5 Parental Control

This feature restricts access from a LAN device to an outside network through the
device on selected days at certain times. Make sure to activate the Internet
Time server synchronization as described in section 9.4 Internet Time, so that the
scheduled times match your local time.
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|

Time of Day Restrictions

A maximum 16 enlries cin be configured,

D Inli

urernim;mt!mnIlu&iwed.Thu'Hiibatlmm|h‘tar:|5‘ln-p.ﬁ.afm'ﬁ

Advanced Setup
WAN
i a| | hamews |
NAT
Securily
Parental Control
URL Filter

Click ADD to display the following screen.
Bl 8

Thimse ol Doy Restriction

Devdee Infa

Advanord Setup
L T A AOUOrees D 1 AN ¢ o M Al % Of the ofhe

WAN Iased § tis cormmard v ard o= “ponfy AT

LAN

MAT

Seourity

Parentnl Controd B Beorveers MAC Address i 5011 :4F F-FE

UAL Filter

Cueality of Service

ot bng

NS Days of the veek Mon Tue Wed Thu Fri Sat Sun

DSl ek o skt uflagpaRiafialjaiial

Interface Group

Certificate
Wirebess Erul Biodiang Tme [Rheme
Diagnostics

Management

See below for field definitions. Select settings and click Save/Apply.

Field Description

User Name A user-defined label for this restriction.

Browser's MAC Address

MAC address of the PC running the browser.

Other MAC Address

MAC address of another LAN device.

Days of the Week

The days the restrictions apply.

Start Blocking Time

The time the restrictions start.

End Blocking Time

The time the restrictions end.

6.5.1 URL Filter

This screen allows for the creation of a filter rule for access rights to websites
based on their URL address and port number.
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ADS Router

Device Info
Advanced Setup
WAN
LAN
HAT
Security
Parental Control
URL Filter

URL Filter - A maximum 100 entries can be configured.

URL List Type: ¢ Exclude € Include

‘Address|Port ‘ Remm.'e‘

A_ddl Femave |

Click Add to display the following screen.

ADSL Router

Device Info
Advanced Setup
WAN

Security

s TErT J e |
Parental Control

URL Filter

Parental Control — URL Filter Add

Enter the URL address and port number then click "Save/Apply" to add the enfry to the URL filter.

URL Address: v, yahoo.com

Fort hurnber : 80 (Default 80 will be applied if leave hlank.)

Enter the URL address and port number then click Save/Apply to add the entry

to the URL filter.

Device Info
Advanced Setup
WAN
LAN
NAT
Security
Parental Control
URL Filter

The URL Address must begin with "www”, as shown above.

URL Filter — A maximum 100 entries can be configured.

URL List Type: (O Exclude O Include

 Address i Port | Remove |

I
R yahoo,corm | EID | 3

- Remuve

A maximum of 100 entries can be added to the URL Filter list.
Tick the Exclude radio button to deny access to the websites listed.
Tick the Include radio button to restrict access to only those listed websites.
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6.6 Quality of Service

NOTE: QoS must be enabled in at least one PVC to display this option.
(see Advanced Setup - WAN for detailed PVC setup instructions).

6.6.1 Queue Management Configuration
QoS and DSCP Mark are defined as follows:

Quality of Service (QoS)

This provides different priority to different users or data flows, or guarantees a
certain level of performance to a data flow in accordance with requests from
Queue Prioritization.

Default Differentiated Services Code Point (DSCP) Mark
This specifies the per hop behavior for a given flow of packets in the Internet
Protocol (IP) header that do not match any other QoS rule.

To Enable QoS tick the checkbox and select a Default DSCP Mark.
Click Save/Apply to activate QoS.

Qs -~ Quene Management Condlguratbon

Device Info
Mbvanced Setup
WAN
LAN Note: 1 Enabbe Qos checkbox is ot selected, all QoS will be disabiled for all interfoces
HAT
Security Mot The default DSCP mark Bs used to mark all egress packets Ut do ot match any classilication rules.

Parental Contral
Driality of Service
Qe Config
(oS Classification
Rodsting
NS
msl
Interface Group
Certilicate
Wireless
[Hagrostics
Managemcnt

6.6.2 Queue Configuration
This function follows the Differentiated Services rule of IP QoS. You can create a

new Queue entry by clicking the Add button. Enable and assign an interface and
precedence on the next screen. Click Save/Reboot on this screen to activate it.
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QaS Quene Configuration — A maximom 24 enlries can be configured.
Il you disable WMM function in Wireless Page, queses related to wireless will not take effects
Interfacenam Description Precedence | Quene Key | Enable | Remowve

Deswice Info
Advanced Setup vmaless WM Volce Priority |

WAN | e A i T . ;

AN wreless WMM Voice Priorty 2 2

NAT vthiss WM Video Prorty k. L]

Security wslest WHM Videa Priorty 1

Parental Control

Ouality of Service wreiess WM Best Effon 5

QI.IEIIE ﬁ:'“”g [ 2 2T WM Backagraund b B
QoS Classification

Routing rekess WMM Backgraund 7

DS wireless WHM Best Effort B B

sl

Interface Grougp ﬁdd:i Bemove || Save/Reboot |

Certificate
Wireless
Diagnostics
Management

Click Add to display the following screen.
a1l 8
COMIREND}O@
ADSL Router

QoS Quese Conf guration

The screen sk you 15 confiqre a (o6 fusue ot
Desdos Info enabiiod vl be ok
Advanced Setup
WAN
LAN Queue Confyuration Statur -
NAT
Security O =
Parental Control
Quality of Service Chieur Mecedence -
Quieie Canllig
Qs Classification
Routing
DHS
o5l
Interface Grougp
Cerificate
Wircless

DMagnostics
Mnagement

i b b Mot Lower bibeger values For
A o tave snd actvate the flter

£ 0 el i 2 clpeher [0 plaie ngress b =
precedence imply higher priocity lor this queve relstive to others Clde Save/ Apply

Queue Configuration Status: Enable/Disable the Queue entry.

Queue: Assign the entry to a specific network interface (QoS must be enabled).
Queue Precedence: Configure precedence for the Queue entry. Lower integer
values for precedence imply higher priority for this entry relative to others.

6.6.3 QoS Classification

The network traffic classes are listed in this format:
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Quality of Service Setup

Choose Add or Rermove to configure network traffic classes,

MARK TRAFFIC CLASSIFICATION RULES
Class |DSCP |Queue B02.1P [Lan Source Source Dest Dest. EITES [Deiifeaiey
R g = Mari( s Protocol [DSCP Addr./Mask Port Addr./Mask Purt- AC MAC 802.1P |Order Enable/Disable [Remove Edit
* - Addr./Mask |Addr./Mask

Click Add to configure network traffic classes.

Add Network Traffic Class Rule

The screen creates a traffic class rule to dassify the upstream traffic, assign queue which defines the precedence and the
interface and optionally overwrite the IP header DSCP byte. A rule consists of a class name and at least one condition below. Al of
the specified conditions in this classification rule must be satisfied for the rule to take effect. Click 'Save/Apply' to save and activate
the rule.

Traffic Class Name: |
Rule Order: v |

Rule Status: v |

Assign ATM Priority and/or DSCP Mark for the class
If non-blank value is selected for 'Assign Differentiated Services Code Point (DSCP) Mark’, the correcponding DSCP byte in the IP
header of the upstream packet is overwritten by the selected value.

Assign Classification Queue: v
Assign Differentiated Services Code Point (DSCP) Mark: v
Mark 802.1p if 802.1q is enabled: v

Specify Traffic Classification Rules
Enter the following conditions either for IP level, SET-1, or for IEEE 802.1p, SET-2.

SET-1

Physical LAN Port: v
Protocol: v
Differentiated Services Code Point (DSCP) Check: v
IP Address v

Source Subnet Mask:

UDP/TCP Source Port (port or port:port):

Destination IP Address:

Destination Subnet Mask:

UDP/TCP Destination Port (port or port:port):

Source MAC Address:
Source MAC Mask:
Destination MAC Address:

Destination MAC Mask:

SET-2
802.1p Priority: | v

Save/Apply

This screen creates a traffic class rule to classify the upstream traffic, assign
queuing priority and optionally overwrite the IP header TOS byte. A rule consists
of a class name and at least one condition from either SET-1 or SET-2. All the
conditions specified in the rule must be satisfied for it to take effect.

Click Save/Apply to save and activate the rule.
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Field

Description

Traffic Class Name

Enter a name for the traffic class.

Rule Order

Last or null are the only options.

Rule Status

Disable or enable the rule.

Assign Classification
Queue

The queue configurations are presented in this format:
“Interfacename&Prece P&Queue Q" where P and Q are the
Precedence and Queue Key values for the corresponding
Interface as listed on the Queue Config screen.

Assign Differentiated
Services Code Point
(DSCP) Mark

The selected Code Point gives the corresponding priority to
the packets that satisfies the rules set below.

Mark 802.1p if
802.1q is enabled

Select between 0-7. The lower the digit shows the higher
the priority.

SET-1

Physical LAN Port

Select between ENET (1-4), Wireless and Wireless_Guest.

Protocol

TCP, TCP/UDP, UDP, or ICMP.

Differentiated
Services Code Point
(DSCP) Check

The selected Code Point gives the corresponding priority to
the packets that satisfies the rules set below.

Static IP or DHCP ID
drop-down box

Select IP Address, Vendor Class ID (DHCP Option 60), or
User Class ID (DHCP Option 77)

Source IP Address

Enter the source IP address.

Source Subnet Mask

Enter the subnet mask for the source IP address.

UDP/TCP Source Port
(port or port:port)

Enter source port humber or port range.

Destination IP
address

Enter destination IP address.

Destination Subnet
Mask

Enter destination subnet mask.

UDP/TCP Destination
Port (port or
port:port)

Enter destination port number or port range.

Source MAC Address

A packet belongs to SET-1, if a binary-AND of its source
MAC address with the Source MAC Mask is equal to the
binary-AND of the Source MAC Mask and this field.

Source MAC Mask

This is the mask used to decide how many bits are
checked in Source MAC Address.

Destination MAC
Address

A packet belongs to SET-1 then the result that the
Destination MAC Address of its header binary-AND to the
Destination MAC Mask must equal to the result that this
field binary-AND to the Destination MAC Mask.

Destination MAC
Mask

This is the mask used to decide how many bits are
checked in Destination MAC Address.

SET-2

802.1p Priority

Select between 0-7. The lower the digit shows the higher
the priority

6.7 Routing

This option allows for Default Gateway, Static Route, and RIP configuration.

NOTE:

In bridge mode, the RIP screen is hidden while the Default Gateway and

Static Route configuration screens are shown but ineffective.
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6.7.1 Default Gateway

If the ENABLE AUTOMATIC ASSIGNED DEFAULT GATEWAY checkbox is
selected, this device will accept the first received default gateway assignment
from one of the enabled routing PVC(s). If the checkbox is not selected, enter
the static default gateway and/or WAN interface. Click Save/Apply button to
save it.

T —
COMIREMDNC
%‘htﬂf

Routing — Default Gateway

Device Infa
Adwanoed Setup
WAN

LAN
HAT
Security [] Enable Aaroemate Assgned Detauk G
Parental Control
heality of Service
Rowuting B lse Dt
Dedauly Gateway
Stathe Raute
RIP
Interface Groups
Certificate
Wireless
Diagnostics
Management

& Tberinoe Feeow 0.0_35_ tppp 00551 =

NOTE: After enabling the Automatic Assigned Default Gateway, the device
must be rebooted to activate the assigned default gateway.

6.7.2 Static Route

The Static Route screen lists the configured static routes.

COMIREND)O®) '
Et Router

Routing -- Static Route (A maximum 32 entries can be configured)

Destination | Subnet Mask |Gal:eway |1nterface | Remove |

Device Info

Advanced Setup
Add| Remove
WAN —I

LAN
NAT
Security
Parental Control
Quality of Service
Routing
Default Gateway
Static Route
RIP

Clicking the Add button displays the following screen.
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outer

Routing — Static Route Add

Device Info

WAN

LAN

NAT

Security

Parental Control O Use Gotewary TP Address

ity of Servios

Ronsting
Default Gateway [ Saveiiooly |
Static Route S
I

L]

popoe B 8 % Tppp 0.0 35 1 =

Enter Destination Network Address, Subnet Mask, Gateway IP Address, and/or
WAN Interface. Then click Save/Apply to add the entry to the routing table.

6.7.3 RIP

To activate this option, select the Enabled radio button for Global RIP Mode.
To configure an individual interface, select the desired RIP version and operation,
followed by placing a check in the Enabled checkbox for the interface. Click the
Save/Apply button to save the configuration and to start or stop RIP based on
the Global RIP mode selected.

Ronstimg — RIP Conliguration

To actwats RIP fo e deves, ssiacy the Eratiled raco Burton for Global RTP Made To confows an rodvdual reiiaes, ssieet e

Device Info
Advanced Setup
WAN
LAN

Global RIP Mode & Ds

AT Interface VPIJVCT Version | Operation Enabled
Security 0 [LAM) - .-'":'.ui - (|
Parental Control bop 0,035 1] av3S | T O | Peesvs
Quality of Service

Routing | .
Dedault Gabeway
Stathe Route
RIP
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6.8 DNS

6.8.1 DNS Server

If the Enable Automatic Assigned DNS checkbox is selected, this device will

accept the first received DNS assignment from one of the DHCP enabled PVC(s) -
(PPPoA, PPPoE, or MER) during the connection establishment. If the checkbox is
not selected, enter the primary and optional secondary DNS server IP addresses.

e /1
COMTRENDYO
A outer

5 Server Configuration

Deewices Doy
Advanced Setup
WaAN

LN
BLAT

Seourity
Parentsl Controd Pricnary DS Sainr

(uality of Servios §

Routing sonndary (IS S6r

IS Server Sove

Dynamic DHS

NOTE: Click the Save button to save the new configuration. Remember, the
device must be rebooted to make the new configuration effective.

6.8.2 Dynamic DNS

The Dynamic DNS service allows a dynamic IP address to be aliased to a static
hostname in any of many domains, allowing the CT-5367 to be more easily
accessed from various locations on the Internet.

; T .
A outer

inynamic DIES

The [ynaméc OKS sarvice sliows you tn slkas & dynamic 17 address fo 8 siatic hostnams in say of the many domains, sllowing your
Daevice Info OEL roviler A b ineete easly pocessed from varioues loeabons an e Indernel
Advanced Setup
WAN
LAN
HAT

Secuerily
ParantatContrl ) |
fuality of Servios
Ruouiting
i1
S Ssrver
Drymaimic DS

o Remowve m confiqurs Dynamic D6

| Hevstname !uverrur-r Service | Interface | Remowe

To add a dynamic DNS service, click the Add button and this screen will display.
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Device Info
Advanced Setup
WAN
LAN
MNAT
Security
Parental Control
Quality of Service

Add dynamic DDNS

This page allows you to add a Dynamic DNS address from DynDNS.org or TZO,

D-DNS provider DynDNS org |

Hostname

Interface pppoe_ 0.0 35 1/ppp 0.0 35 1 %

DynDNS Settings

: Username | |
o Password | |
DNS
DNS Server
Dynamic DNS
DSL
Interface Group
Certificate
Field Description
D-DNS provider Select a dynamic DNS provider from the list.
Hostname Enter the name for the dynamic DNS server.
Interface Select the interface from the list.
Username Enter the username for the dynamic DNS server.
Password Enter the password for the dynamic DNS server.
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6.9 DSL

The DSL Settings screen allows for the selection of DSL modulation modes. For
optimum performance, the modes selected should match those of your ISP.

="

Device Info

Advanced Setup
WAN
LAN
NAT
Security

]

Parental Control
Quality of Service

” Router

DSL Settings

Select the modulation below.

G.Dmt Enabled

3]

G.lite Enabled

3]

T1.413 Enabled

3

ADSL2 Enabled

=

AnnexL Enabled

=

ADSL2+ Enabled

fouling O AnnexM Enabled
DNS
bst Capabiliy
Tarextace Gioun Bitswap Enable
Certificate
Wireless [0 SRA Enable
Diagnostics
Management
DSL Mode Data Transmission Rate - Mbit/s (Megabits per second)
G.Dmt Downstream: 12 Mbit/s Upstream: 1.3 Mbit/s
G.lite Downstream: 4 Mbit/s Upstream: 0.5 Mbit/s
T1.413 Downstream: 8 Mbit/s Upstream: 1.0 Mbit/s
ADSL2 Downstream: 12 Mbit/s Upstream: 1.0 Mbit/s
AnnexL Supports longer loops but with reduced transmission rates
ADSL2+ Downstream: 24 Mbit/s Upstream: 1.0 Mbit/s
AnnexM Downstream: 24 Mbit/s Upstream: 3.5 Mbit/s
Options Description
Bitswap Enable Enables adaptive handshaking functionality
SRA Enable Enables Seamless Rate Adaptation (SRA)
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6.10 Interface Group

Interface Group supports multiple port to PVC and bridging groups. Each group
will perform as an independent network. To support this feature, you must
create mapping groups with appropriate LAN and WAN interfaces using the Add
button. The Remove button will remove the grouping and add the ungrouped
interfaces to the Default group.

As shown in these two figures, when you tick the Enable virtual ports on, the
LAN interfaces, ENET(1-4) in the first figure, will separate into four virtual ports.

Device Info

nterface Grny Rppoets mubple ports tn VG and brdgng groups. Each goup sd perfarm as an ndependen netemilc T oot
Quick Selup v the groupng and aidd the ingrouped nterfaces to the Defaul group. Only the defaelt grocp has 1P nterface

Aavanced Setup

WAN abde witisal porty ae

LAN
Dhzality of Service
Routing
sl .
Titerace Group Wireean{S5[D1)
Certilicate

Wireless iill 1 .---'\-;:-'.J

Hagmastics

Managrment

}11'_ |‘1:m < 1e

v,
A outer
Interimoe Groap — A maximum 16 entrics con be configured
i Es
Device Info th i-and Wae f w
Quikck 5
Advanced Setup
WAN VLY et an
LAN
Quality of Service Grrensp Mame 1 o Ealit | Interfaces
Bouting
psi SED
Tnerface Groug EMET]
Certificate et T
Wirrdess
WET 3
Dlagnostics :
Blani)ement —
Add Savalhnply |
e | SR eap b S

To add an Interface Group, click the Add button.
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Imterface Groug Conligeration

1. E

Device Info

Quick Setup LAf Mer £ tcak | ; =
Avhvanced Setup 1D sariveg vy DHCE chert 1 with the specifisd vendor 1D [DHOP aptien 607 wil be dened an TP addess fror the keal DHOP
WAN "
LAN

Hote that teese cliesits may obtain pubilic TP addnesses

ity ol Service -
Fouting Hote that the selected IMerfaces will be removed from thelr existing groups and adided b the nes groug.

Bsl IMPORTANT 1T & vendor 10 is confligured for a specific client device, plesse REBDOT the client devioe attached to the

Interface Group msordesm o allow it 1o altain an appropriate TP sddress

Certiflicate
Wireless Gt Mamie:
DHsmitics Grouaped Interfaces Availabie IMerlaoes
Management

Automatically Add
Clients With the
following DHCP Vendor
I

To create a group from the list, first enter the group name and then select from
the available interfaces on the list.

Automatically Add Clients With the Following DHCP Vendor IDs

Add support to automatically map LAN interfaces to PVC's using DHCP vendor ID
(option 60). The local DHCP server will decline and send the requests to a remote
DHCP server by mapping the appropriate LAN interface. This is turned on when
Interface Grouping is enabled.

There are four PVCs (0/33, 0/36, 0/37, 0/38); VPI/VCI 0/33 is for PPPoE and the
others are for IP setup-box. The LAN interfaces are ETH1-4.

Interface Group configuration is:

1. Default : ENET1, ENET2, ENET3, and ENET4.
2. Video: nas_0_36, nas_0_37 and nas_0_38. The DHCP vendor ID is "Video".

The CPE's DHCP server runs on "Default". In addition, the ISP’s DHCP server is
running on PVC 0/36. It is for setup-box use only. On the LAN side, the PC can
get an IP address from the CPE's DHCP server and access Internet via PPPoE
(0/33).

If the setup-box was connected with interface "ENET1" and sent a DHCP request
with vendor id "Video", the CPE's DHCP server will forward this request to the
ISP's DHCP server. The CPE will then change the Interface Grouping
configuration automatically. The Interface Grouping configuration becomes:
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1. Default : ENET2, ENET3, and ENET4.
2. Video: nas_0_36, nas_0_37, nas_0_38 and ENET1.

6.11 Certificate

A certificate is a public key, attached with its owner’s information (company name,
server name, personal real name, contact e-mail, postal address, etc) and digital
signatures. There will be one or more digital signatures attached to the
certificate, indicating that these entities have verified that this certificate is valid.

6.11.1 Local

D Info Maxmum 4 certficates can be stored

Quibck Setup
Advanced Setup
WAN
LAN
Quality of Sarvice e AT F " | l LI
Routing
5l

Interface Group
Certilicate
Local
Trusted CA
Wircless

Diagnostics

Markssgement

CERTIFICATE REQUEST

Click Create Certificate Request to generate a certificate-signing request. The
certificate-signing request can be submitted to the vendor/ISP/ITSP to apply for a
certificate. Some information must be included in the certificate-signing request.
Your vendor/ISP/ITSP will ask for this information if necessary.
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Device Info
Quick Setup
Advanced Scetup
WAN
LAM
Quality ol Service
Rt
(1]
Interface Group
Certificate
Local
Trusted CA
Wircless
Diipreostics
HManagemant

Create new certificate request

a ceitficate sgong reguest you need to nchede Comimon Mame, Organieaton Mame, - State/Provris Mame,

Fras A e ST e T,
7 Loy Lode for e Ceiicaes

Cormman Rlami

S (e Suates)

Click Apply to generate a private key and a certificate-signing request.

Field

Description

Certificate Name

A user-defined name for the certificate.

Common Name

Usually, it is the fully qualified domain name for the
machine.

Organization Name

The exact legal name of your organization. Do not

abbreviate.

State/Province
Name

The state or province where your organization is located.
It cannot be abbreviated.

Country/Region
Name

The two-letter ISO abbreviation for your country.
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IMPORT CERTIFICATE

Click Import Certificate to paste the certificate content and private key
provided by your vendor/ISP/ITSP.

Device Inf BEG [§ CERTIFICATE
..... CERTIFICATE-----
Quick Setup <intert certificate heres

Advanoed Setup «=s==END CERTIFICATE-
WAN
LAN
Quality of Service
Hourlting
s HEGIN RSk FRITATE KEY
Interface Group <inseit private key beres
Certificate venssENl ESK FRIVATE [EY:cs-s
Local
Trusted CA
Wireless Privat
Dimgnostics
Managenment

=)
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6.11.2 Trusted CA

Certificate Authority (CA) is part of the X.509 authentication system. It is itself a
certificate, attached with the owner information of the certificate authority; but its
purpose is not encryption/decryption, instead it validates other certificates.

Trusted CA (Certificate Authority) Centificates

Add, Vew ar Remove cemiicates from the page. CA cemificates are used by you to venfy peers' certificates
Device Info Maxrmmn 4 certificales can be stared
Duikck Setup
Advanced Setup
WAN
LAN
Guality of Service |_ I_“.:;ir:_{_ﬂ" ate
Routing
nsl

Name  Subject Type | Action

Interface Group
Certificate
Local
Trustid CA
Wireless
Dingnostics
Management

Click Import Certificate to paste the certificate content of your trusted CA.
The certificate content will be provided by your vendor/ISP/ ITSP and is used to
authenticate the Auto-Configuration Server (ACS) that the CPE will connect to.

gr oL
L coMTRENDIO BN
A outer

Import CA certificate

Dewiee Infa

Quick Setup .-DEDIN CERTIFICATE
Advanced Setup Lintary certificate hares
WAN -----END CERTIFICATE-----
LAN
Quality ol Service
Hosting
oSt Cortlicate
Interfaoe Group
Certilicate
Local
Trusted CA
Wireless
Hagmostics
Hanagement
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Chapter 7 Wireless

The Wireless menu provides access to the wireless options discussed below.

7.1 Basic

The Basic option allows you to configure basic features of the wireless LAN
interface. You can enable or disable the wireless LAN interface, hide the network
from active scans, set the wireless network name (also known as SSID) and
restrict the channel set based on country requirements.

3’"%
DH ter

Wireh=ss -~ Basl

Device Info
Chnlck Setup
Advanced setup
Wireless

iwsic

Security

MALC Filter

Wireless Bridge

Ahnoed

Station Infa
Diagnostics
Manspement

Click Save/Apply to apply the selected wireless options.

Consult the table below for descriptions of these options.

Option Description
Enable A checkbox that enables or disables the wireless LAN interface.
Wireless When selected, the Web UI displays Hide Access point, SSID, and

County settings.

Hide Access | Select Hide Access Point to protect the access point from detection
Point by wireless active scans. If you do not want the access point to be
automatically detected by a wireless station, this checkbox should
be de-selected. The station will not discover this access point. To
connect a station to the available access points, the station must
manually add this access point name in its wireless configuration.
In Windows XP, go to the Network - Programs function to view all
of the available access points. You can also use other software
programs such as NetStumbler to view available access points.

Clients 1. Prevents clients PC from seeing one another in My Network

Isolation Places or Network Neighborhood.

2. Prevents one wireless client communicating with another
wireless client.

Disable Stops the router from ‘advertising’ its Wireless Multimedia (WMM)
WMM functionality, which provides basic quality of service for
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Advertise time-sensitive applications (e.g. VoIP, Video).

(wireless software version 3.10 and above)

SSID Sets the wireless network name. SSID stands for Service Set
Identifier. All stations must be configured with the correct SSID to
access the WLAN. If the SSID does not match, that user will not
be granted access. The naming conventions are: Minimum is one
character and maximum number of characters: 32 bytes.

BSSID The BSSID is a 48bit identity used to identify a particular BSS
(Basic Service Set) within an area. In Infrastructure BSS networks,
the BSSID is the MAC (Medium Access Control) address of the AP
(Access Point) and in Independent BSS or ad hoc networks, the
BSSID is generated randomly.

Country A drop-down menu that permits worldwide and specific national
settings. Each county listed in the menu enforces specific
regulations limiting channel range:

US= worldwide, Japan=1-14, Jordan= 10-13, Israel= 1-13

Max Clients | The maximum number of clients that can access the router.

7.2 Security

WIRELESS SECURITY

The wireless security screen (shown below) allows for configuration of wireless
security settings according to WiFi Simple Configuration (WSC) or Manual Setup
methods. The WSC method automatically configures security settings using
Wi-Fi Protected Setup (WPS). In comparison, the Manual method requires the
user to select and enter all these settings for every device on the WLAN.

Wireless - Security

S sy sétup confguratan manualy
Dewioe Info u-fl "
Quick Setup through Wik Protcted Setup{WFs)
Advanced Setup
Wireless
Basic
Security
MAL Filter Manual Setup AP
Wircless Bridge
Advanced sy wh i .
station Info ik “Saveifpph” whan done

WSC Sarup

Ersdile WSL Daabled =

DHagnostics

Management

Manual Setup AP settings are described in the table below.
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Select SSID

Sets the wireless network name. SSID stands for Service Set Identifier. All
stations must be configured with the correct SSID to access the WLAN. If the
SSID does not match, that user will not be granted access. 802.11 protocols
support two types of network authentication services: open system and shared
key.

Under open system authentication, any wireless station can request
authentication. The system that needs to authenticate with another wireless
station sends an authentication management frame that contains the identity of
the sending station. The receiving station then sends back a frame that
indicates whether it recognizes the identity of the sending station.

Network Authentication

This option specifies whether a network key is used for authentication to the
wireless network. If network authentication is set to Open, then no
authentication is provided. Despite this, the identity of the client is still verified.

Each authentication type has its own settings. For example, selecting 802.1X
authentication will reveal the RADIUS Server IP address, Port and Key fields.
WEP Encryption will also be enabled as shown below.

Select SSID: ‘Comtrend |~ |

MNetwork Authentication: [ 8021 v_:
RADIUS Server IP Address: 0.0.0.0

RADIUS Port: [1812

RADIUS Key:

WEP Enaryption: | Enabled v_!

Encryption Strength: 128-bit | |

Current Netwark Key: 2 [

MNetwork Key 1:

Network Key 2:
Network Key 3:
Network Key 4:

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digts for 64-bit encryption keys

Save/Apply

The settings for WPA authentication are shown below.
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Select SSID: Comtrend | s

Network Authentication: WPA v
WPA Group Rekey Interval: 0

RADIUS Server IP Address: 0.0.0.0

RADIUS Port: 1812

RADIUS Key:

WRPA Encryption: TKIP w

WEP Encryption:

Save/Apply |

The settings for WPA-PSK authentication are shown below.

Select SSID: Comtrend |+

Network Authentication: WPA-PSK v

WPA Pre-Shared Key: Click here to display
WPA Group Rekey Interval: 0

WPA Encryption: THIP v

WEP Encryption:

Save/Apply |

WEP Encryption

This option specifies whether data sent over the network is encrypted. The same
network key is used for data encryption and network authentication. Four
network keys can be defined although only one can be used at any one time.

Use the Current Network Key list box to select the appropriate network key.

Encryption Strength

This drop-down list box will display when WEP Encryption is enabled.

The key strength is proportional to the number of binary bits comprising the key.
This means that keys with a greater number of bits have a greater degree of
security and are considerably more difficult to crack. Encryption strength can be
set to either 64-bit or 128-bit. A 64-bit key is equivalent to 5 ASCII characters
or 10 hexadecimal numbers. A 128-bit key contains 13 ASCII characters or 26
hexadecimal numbers. FYI: Each key contains a 24-bit header (an initiation
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| vector) which enables parallel decoding of multiple streams of encrypted data.

7.21 WPS

Wi-Fi Protected Setup (WPS) is an industry standard that simplifies wireless
security setup for certified network devices. Every WPS certified device has both
a PIN number and a push button, located on the device or accessed through
device software. The CT-5367 has both a WPS button on the rear panel and a
virtual button accessed from the web user interface (WUI).

Devices with the WPS logo
(shown here) support WPS.

However, the WPS logo might Wi-Fi PROTECTED

not be present on your

device. In this case, check SHU P
the device documentation for

the phrase “Wi-Fi Protected

Setup”.

NOTE: WPS is only available in Open, WPA-PSK, WPA2-PSK and Mixed
WPA2/WPA-PSK network authentication modes. Other authentication
modes do not use WPS so they must be configured manually.

To configure security settings with WPS, follow the procedures below. You must
choose either the Push-Button or PIN configuration method for Steps 6 and 7.

I. WSC SETUP

Step 1: Enable WSC by selecting Enabled from the drop down list box shown.

WSC Setup

Enable WSC IEnabIed vl

Step 2: Set the WSC AP Mode. Configured is used when the CT-5367 will
assign security settings to clients. Unconfigured is used when an
external client assigns security settings to the CT-5367.

Set WSC AP Mode Configured j

NOTE1: Your client may or may not have the ability to provide security settings
to the CT-5367. If it does not, then you must set the WSC AP mode to
Configured. Consult the device documentation to check its capabilities.

NOTE2: If you are running Windows Vista you can add an external registrar
using the StartAddER button (Appendix E has detailed instructions).

II. NETWORK AUTHENTICATION
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Step 3: Select Open, WPA-PSK, WPA2-PSK or Mixed WPA2/WPA-PSK network
authentication mode from the Manual Setup AP section of the Wireless
Security screen. The example below shows WPA2-PSK mode.

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless
network and specify the encryption strength.

Click "Save/Apply" when done.

Select SSID: [Corrtrend =]

Network Authentication: |WF’A2 -PSK j
WPA Pre-Shared Key: Iooooooooooooooooo
WPA Group Rekey Interval: IIJ

WPA Encryption: AES -
WEP Encryption: Disabled 'l x
ﬂ Step 3

Save/Apply |

Step 4: For the Pre-Shared Key (PSK) modes, enter a WPA Pre-Shared Key.
You will see the following dialog box if the Key is too short or too long.

Message from webpage

B WA Pre-Shared Key should be between 8 and 63 ASCI characters or 64 hexadecimal digits.

Step 5: Click the Save/Apply button at the bottom of the screen.
IIIA. PUSH-BUTTON CONFIGURATION

The WPS push-button configuration provides a semi-automated configuration
method. The WPS button on the rear panel of the router can be used for this
purpose or the Web User Interface (WUI) can be used exclusively.

The WPS push-button configuration is described in the procedure below. Itis
assumed that the Wireless function is Enabled and that the router is configured as
the Wireless Access Point (AP) of your WLAN. In addition, the wireless client
must also be configured correctly and turned on, with WPS function enabled.

NOTE: The wireless AP on the router searches for 2 minutes. If the router
stops searching before you complete Step 7, return to Step 6.

Step 6: 15 method: WPS button
Press the WPS button on the rear panel of the router. The WPS LED
will blink to show that the router has begun searching for the client.

2"Y method: WUI virtual button
Select the Push-Button radio button in the WSC Setup section of the
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Wireless Security screen, as shown in A or B below, and then click the
appropriate button based on the WSC AP mode selected in step 2.

A - For Configured mode, click the Add Enrollee button.

Add Client (This feature is available only when WPA-PSK, WPAZ2 PSK or OPEN mode is configured)
& push-Button ' PIN Add Enrolee

B - For Unconfigured mode, click the Config AP button.

Setup AP (Configure all security settings with an external registar)

& push-Button  PIN Config AP |
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Step 7: Go to your WPS wireless client and activate the push-button function.
A typical WPS client screenshot is shown below as an example.

- @ &

a o

7 Rty Wi ks
Frofile Metwork — Advanced  Statistics WA WPS
WPS AP List
i 1234567890123456 00-19-158-32-F%-18 11 k. L all,
L
10 020004 Comtrend 5363 00-19-18-33-F5-07 1 e Infarmation
——
——Pin Code ——
|00021838
RS Profile List —Caonfig Mode
Enrolles hd
etai|
e
GonmEcE
AR
fafate.
L
Disconnect
[ —)
Gl _ WS Associate |E [ Progress s 26% R -
PEC_: |Z| WP Probe |E FBC - fending EAPOL-Start
Status =» Comtrend 6363 <--= 00-19-15-32-F9-07 il
Extra Info > Link is Up [TxPower:100%]
Channel == 11 <= 2462 MHz N
Authentication == WRAZ-PSK ol
Encryption == AES
Metwork Type == Infrastructure T i pdh
IP dddress == 0.0.0.0 Link Speed == 24.0 Mbps
Sub Mask == 0.0,0,0 Throughput == 0,000 Kbps
Default Gateway ==
51 Receive
Bl == nfa SMRO == nfa Link Speed == 1.0 Mbps
Gl == nja MCS == nfa SMR1 =2 nfa Throughput == 221,472 Kbps

Now go to Step 8 (Part IV. Check Connection) to check the WPS connection.
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ITIB. WPS - PIN CONFIGURATION

Using this method, security settings are configured with a personal identification
number (PIN). The PIN can be found on the device itself or within the software.
The PIN may be generated randomly in the latter case. To obtain a PIN number
for your client, check the device documentation for specific instructions.

The WPS PIN configuration is described in the procedure below. It is assumed
that the Wireless function is Enabled and that the router is configured as the
Wireless Access Point (AP) of your wireless LAN. In addition, the wireless client
must also be configured correctly and turned on, with WPS function enabled.

NOTE: Unlike the push-button method, the pin method has no set time limit.
This means that the router will continue searching until it finds a client.

Step 6: Select the PIN radio button in the WSC Setup section of the Wireless
Security screen, as shown in A or B below, and then click the
appropriate button based on the WSC AP mode selected in step 2.

A - For Configured mode, enter the client PIN in the box provided and
then click the Add Enrollee button (see below).

Add Client (This feature is available only when WPA-PSK, WPA2 PSK or OPEM mode is configured)
€ Push-Button ' PIN Add Enrolee

Help

B - For Unconfigured mode, click the Config AP button.

Setup AP (Configure all security settings with an external registar)

' Push-Button @ PIN Config AP |

Step 7: Activate the PIN function on the wireless client. For Configured mode
the client must be configured as an Enrollee. For Unconfigured mode,
the client must be configured as the Registrar. This is different than
the External Registrar function provided in Windows Vista.

The figure below provides an example of a WPS client PIN function in-progress.
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£ Ralink Wireless Utility . x|
F'ru:ufilel Lirk. Statusl Site SUWE_I,II Statisticsl .ﬁ.dvancedl o5 WPS Configuration I.-“-‘-.I:ucuut |
55ID | BSSID |c.|iD | swthen... | Enciyp... | Hescan
Comtrend8097  00-30-D&-11-22-67 11 0x0000 ‘wWPA-..  TEIP e——
Comtrend1111  00-30-DA-00-5367 1 Unkno..  Mone nrarmatian
— Fin Code
|3348244E
— Config Mode —
IEnrl:nIIee 'I

551D | kAL Address | Authentica... | E ncrption | Dretai |
Connect |
Fiotate |

Dizconnect

E=part Prafile

[Telete |

WV WPS Assaciate |E lllllll

pec | WPS Probe IE [FiN - Sending EAP-Rsp(D]

] Help

Now go to Step 8 (Part IV. Check Connection) to check the WPS connection.

IV. CHECK CONNECTION
Step 8: If the WPS setup method was successful, you will be able access the

wireless AP from the client. The client software should show the status.
The example below shows that the connection established successfully.
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£ Ralink Wireless Utility x|

F'ru:ufilel Link. Statusl Site SUWE_I,II Statisticsl .ﬁ.dvancedl Qo5 WPS Configuration I.-“-‘-.I:ucuut |

5510 | B5SID |c.|iD | authen... | Encrvp... | Rescan
CT-5367 00-30-D4-11-2267 11 WP TKIP P
Comtrend?111  00-30-DA-00E367 1 Unkno... | Mone —omation |
BremaPi 00-16-35-F2B3ES 1 Urkno...  Mone ~ Fir Code
J 00-1F-1F-IF-63-7C 2 Unkno...  WEP T
— Config Mode —
IEnrl:nIIee 'I
551D | MAC Address | suthertica.. | Encrption | Dietai |
&F 15367 00-30-DA-11-2267  WPAPSK  TKIP

Connect |
Ratate |

Dizconnect

E=part Prafile

Delete

| wrsasociae E [ NN ENERERRRRRRERREEN

FEC IV 'wPS Probe IE IWF'S ghatuz iz connected successfully - CT-5367

ok | Heb

You can also double-click the Wireless Network Connection icon from
the Network Connections window (or the system tray) to confirm the
new connection. It should look similar to the dialog-box shown below.
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i Wireless Network Connection 5 Stakus
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7.3 MAC Filter

This option allows access to the router to be restricted based upon MAC
addresses. Every network device has a unique 48-bit MAC address. This is
usually shown as xx.xx.xx.xx.xx.xX, where xx are hexadecimal numbers. When
MAC address filtering is enabled, it restricts the devices that can connect to your

access point.

To add a MAC Address filter, click the Add button shown below.
To delete a filter, select it from the table below and click the Remove button.

' '
ADSL Router

Wireless — MAC Filter

MAC Restrict Mode: & Disabled © Allow ¢ Deny

Device Info

Advanced Setup

mmk_ﬁs MAC Address | Remove
Basic
Security
MAC Filter Add| Remove

Wireless Bridge
Advanced
Station Info

Option | Description

MAC Disabled: MAC filter is disabled.
Restrict | Allow: Permits the listed addresses to connect to the access point (AP).
Mode | Deny: Prevents the listed addresses from connecting to the AP.

MAC Lists the MAC addresses subject to the MAC Restrict Mode. A
Address | maximum of 60 MAC addresses can be added. Every network device
has a unique 48-bit MAC address. This is usually shown as
XX. XX. XX. XX.XX.XX, Where xx are hexadecimal numbers.

After clicking the Add button, the following screen appears.
Enter the MAC address in the box provided and click Save/Apply.

'%“’é I

COMTRENDYO®
Et Router

Wireless -- MAC Filter

Enter the MAC address and click "Apply" to add the MAC address to the wireless MAC address filters.

Device Info
Advanced Setup MAC Address:

Wireless
Basic Save/Apply |

Security

MAC Filter
Wireless Bridge
Advanced
Station Info
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7.4 Wireless Bridge

This screen allows you to configure wireless bridge features of the wireless LAN
interface. You can select Wireless Bridge (also known as Wireless Distribution
System) to disable access point functionality. Selecting Access Point enables
access point functionality. Wireless bridge functionality will still be available and
wireless stations will be able to associate to the AP. Select Disabled in Bridge
Restrict, which disables wireless bridge restriction. Any wireless bridge will be
granted access. Selecting Enabled or Enabled (Scan) enables wireless bridge
restriction. Only those bridges selected in Remote Bridges will be granted access.

Duewice Tnlo
Acdvanced Satup
Wirckess

B

Security

HALC Filter

Wireloss Bridge uF Mode Arcaas Pain 'I
Aadvamced Dridys Bt Cheabiled =

Station Info
IRagnastics
Blum el

Fafresh Chwe ADply

7.5 Advanced

The Advanced screen allows you to configure advanced features of the wireless
LAN interface. You can select a particular channel on which to operate, force
the transmission rate to a particular speed, set the fragmentation threshold, set
the RTS threshold, set the wakeup interval for clients in power-save mode, set
the beacon interval for the access point, set XPress mode and set whether short
or long preambles are used.

Click Apply to configure the advanced wireless options.
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Advanced

Ew &

Dewice Enfo
Advanced Setup
[IEE=S
Sisturity F4GH: =
HAC Filler |
Wireless lrkdge
Mv.-dllu.'ﬂ m
Marsgement IIJEIL :!
—
—
—
i Aann =
©l 100% =
S/ Appky
Option Description
Band The new amendment allows IEEE 802.11g units to fall back
to speeds of 11 Mbps, so IEEE 802.11b and IEEE 802.11g
devices can coexist in the same network. The two standards
apply to the 2.4 GHz frequency band.
Channel Drop-down menu that allows selection of a specific channel.

Auto Channel
Timer (min)

Auto channel scan timer in minutes (0 to disable)

54g Rate

Drop-down menu that specifies the following fixed rates:
Auto: Default. Uses the 11 Mbps data rate when possible
but drops to lower rates when necessary. 1 Mbps, 2Mbps,
5.5Mbps, or 11Mbps fixed rates. The appropriate setting is
dependent on signal strength.

Multicast Rate

Setting multicast packet transmit rate.

Basic Rate Setting basic transmit rate.
Fragmentation A threshold, specified in bytes, that determines whether
Threshold packets will be fragmented and at what size. On an 802.11

WLAN, packets that exceed the fragmentation threshold are
fragmented, i.e., split into, smaller units suitable for the
circuit size. Packets smaller than the specified
fragmentation threshold value are not fragmented. Enter a
value between 256 and 2346. If you experience a high
packet error rate, try to slightly increase your
Fragmentation Threshold. The value should remain at its
default setting of 2346. Setting the Fragmentation
Threshold too low may result in poor performance.

RTS Threshold

Request to Send, when set in bytes, specifies the packet
size beyond which the WLAN Card invokes its RTS/CTS
mechanism. Packets that exceed the specified RTS
threshold trigger the RTS/CTS mechanism. The NIC
transmits smaller packet without using RTS/CTS. The
default setting of 2347 (maximum length) disables RTS
Threshold.
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DTIM Interval

Delivery Traffic Indication Message (DTIM), also known as
Beacon Rate. The entry range is a value between 1 and
65535. A DTIM is a countdown informing clients of the next
window for listening to broadcast and multicast messages.
When the AP has buffered broadcast or multicast messages
for associated clients, it sends the next DTIM with a DTIM
Interval value. AP Clients hear the beacons and awaken to
receive the broadcast and multicast messages. The default
is 1.

Beacon Interval

The amount of time between beacon transmissions. Each
beacon transmission identifies the presence of an access
point. By default, radio NICs passively scan all RF channels
and listen for beacons coming from access points to find a
suitable access point. Before a station enters power save
mode, the station needs the beacon interval to know when
to wake up to receive the beacon (and learn whether there
are buffered frames at the access point). The entered
value is represented in ms. Default is 100. Acceptable
entry range is 1 to Oxffff (65535)

Global Max Clients

The maximum number of clients allowed.

Xpress ™ Xpress Technology is compliant with draft specifications of
Technology two planned wireless industry standards.
54g ™ Mode Set the mode to 54g Auto for the widest compatibility.

Select the mode to 54g Performance for the fastest
performance

among 54g certified equipment. Set the mode to 54g LRS if
you are experiencing difficulty with legacy 802.11b
equipment.

549 Protection

In Auto mode the router will use RTS/CTS to improve
802.11g performance in mixed 802.11g/802.11b networks.
Turn protection off to maximize 802.11g throughput

under most conditions.

Preamble Type

Short preamble is intended for application where maximum
throughput is desired but it doesn’t cooperate with the
legacy.

Long preamble interoperates with the current 1 and 2 Mbit/s
DSSS specification as described in IEEE Std 802.11-1999

Transmit Power

The router will set different power output (by percentage)
according to this selection.

7.6 Station Info

This screen shows authenticated wireless stations and their status.
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' '
ADSL Router

Wireless - Authenticated Stations

This page shows authenticated wireless stations and their status.

Device Info

Advanced Setup MAC | Associated | Authorized | SSID | Interface
Wireless

Basic Refrash |
Security

MAC Filter

Wireless Bridge

Advanced

Station Info

Heading Description

MAC Lists the MAC address of all the stations.

Associated Lists all the stations that are associated with the Access

Point, along with the amount of time since packets were
transferred to and from each station. If a station is idle for too
long, it is removed from this list.

Authorized Lists those devices with authorized access.

SSID Lists which SSID of the modem that the stations connect to.

Interface Lists which interface of the modem that the stations connect to.
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Chapter 8 Diagnostics

The Diagnostics menu provides feedback on the connection status of the device.

The individual tests are listed below. If a test displays a fail status, click RERUN
DIAGNOSTIC TESTS at the bottom of the screen to retest and confirm the error.
If the test continues to fail, click HELP and follow the troubleshooting procedures.

Rt ian Doy ot the b o this b
Advancud Setug and Foliow the trectleshoating procodures

Tmst thin cnamnetinn bn ymur incal msiwnri
DEagnostics ¥ r
P :Tul your ENLTE 1 -4 Comnese tiom: | PASS |t8efn {

:Tﬂt yoinr Wireless Connis-Uon: IPHS':' |4sis |

Tiest Lz Comimeition Lo your DSL service providier

| Test ADSE Synchronlsation: |Pass | faip
e proee. [
| st AT CUAM S sogment g |PAss  |iaip
| Teest ATHOAM 5 end-ti-end ping: | PASS | Feip |

Wt Connachim

Tes Tieal With OaM T4

The figure above shows the Diagnostics screen in bridge mode.

T

JMIRENCYO @
ADE Router

PRpoe 0035 Diagnostics

Taur meaEm
Eewien Tnfo "Rerun Diag Pk
Audvanced Setup 00 Tollows. O 2
il Tast tha connaction to your local netwnrk
v 4 : 1 | ihaths |
s . Tesd yoair TRET] 1 -4) Conisecion: .PASS |!_Ig_u:
Test yoarr Wirebesy Connection: | PASS | baln |

Tust the contection Lo your DSL service provider

Test ADSL Synchironlration: HIRAGS Ip |
— ATM OAM F5 sogment [sng! PASS |
5 v plg= | PASS
Test the connection to your Intemet servics Prﬁ'ulHl!r_
Tesd PPP server conmecion: | TAIL 'ﬂ;l.j
Test wul lvenbication with 15P: | PASS iugL':E
Temt e masiguei] 1P addres: [rant ;I_l:l_'j;
Pireg dhelanilt galevay: {ramL :uu.L-

Pire preiemisry Domain Name: Soneer: :'P.HSS 'I_lgl.j

Frovaus Conrction |

Sy~ vewamomn |

The figure above shows the Diagnostics screen in PPPOE mode.

The table on the following page describes some basic diagnostics tests.
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Test

Condition

ENET Connection

Pass: Indicates that the Ethernet interface on your
computer is connected to the LAN port of this device.
Fail: Indicates that the device does not detect the
Ethernet interface on your computer.

Wireless connection

Pass: Indicates the wireless card on the device is ON.
Down: Indicates that the wireless card is OFF.

ADSL Synchronization

Pass: Indicates that the DSL modem has detected a
DSL signal from the telephone company. A solid ADSL
LED on the device also indicates the detection of a DSL
signal from the telephone company

Fail: Indicates that the DSL modem does not detect a
signal from the telephone company’s DSL network.
The ADSL LED will turn off.

Ping Default Gateway

Pass: Indicates that the device can communicate with
the first entry point to the network. It is usually the IP
address of the ISP local router.

Fail: Indicates that the device was unable to
communicate with the first entry point on the network.
It may not have an effect on your Internet connectivity.
Therefore, if this test fails but you are still able to
access the Internet, there is no need to troubleshoot
this issue.

Ping Primary Domain
Name Server

Pass: Indicates that the device can communicate with
the primary Domain Name Server (DNS).

Fail: Indicates that the device was unable to
communicate with the primary Domain Name Server
(DNS). It may not have an effect on your Internet
connectivity. Therefore, if this test fails but you are
still able to access the Internet, there is no need to
troubleshoot this issue.

NOTE: This table describes the basic test set (i.e. no PVC configured). For
help with other tests click on the Help link next to each test condition.
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Chapter 9 Management

The Management menu has the following maintenance functions and processes:
9.1 Settings 9.4 Internet Time
9.2 System Log 9.5 Access Control

9.3 TR-069 Client 9.6 Update Software
9.7 Save and Reboot

9.1 Settings

The Settings screen allows for the backup, retrieval, and restoration of settings.

9.11 Backup
Select Backup from the Settings submenu to access the screen shown below.

Click the Backup Settings button to save the current configuration settings.
You will be prompted to define the location of a backup file to save to your PC.

ADSL Router

Settings - Backup

Backup DSL router configurations. You may save your router configurations to a file on your PC.
Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
Backup
Update
Restore Default
System Log
TR-069 Chent
Internet Time
Access Control
Update Software
Save/Reboot

Backup Settings
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9.1.2 Update Settings

Select Update from the Settings submenu to access the screen shown below.
Enter a previously saved configuration backup file in the Settings File Name
field and click the Update Settings button to load it. If you forget the filename
and path, you can search your PC by clicking on the Browse button.

COMTRENDY O
Et Router

Tools -- Update Settings

Update DSL router settings. You may update your router settings using your saved files.
Device Info
Advanced Setup Settings File Name: | Browse... |
Wireless
Diagnostics Update Settings
Management
Settings
Backup
Update
Restore Default
System Log
TR-069 Chent
Internet Time
Access Control
Update Software
Save/Reboot

9.1.3 Restore Default

Select Restore Default from the Settings submenu to access the screen shown
below. Click the Restore Default Settings button to restore the device to the
default firmware settings. Restoring system settings require a device reboot.

gé -

ADSL Router

Tools -- Restore Default Settings

Restore DSL router settings to the factory defaults.
Device Info

Advanced Setup
Wireless Restore Default Settings

Diagnostics
Management
Settings
Backup
Update
Restore Default
System Log
TR-069 Client
Internet Time
Access Control
Update Software
Save/Reboot

NOTE: The default settings can be found in section 3.1 Default Settings.
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After the Restore Default Configuration button is selected, the following screen
appears. Close the device Configuration window and wait for 2 minutes before
reopening the browser. If necessary, reconfigure your PC IP address to match
your new configuration (see section 3.2 IP Configuration for details).

DSL Router Restore
The DSL Router configuration has been restored to default settings and the router is rebooting,

Close the DSL Router Configuration window and wait for 2 minutes before reopening your web browser, If necessary, reconfigure
your PC's IP address to match your new configuration,

After a successful reboot, the browser will return to the Device Info screen. If
the browser does not refresh to the default screen, close and restart the browser.

NOTE: The Restore Default function has the same effect as the reset button.
The device board hardware and the boot loader support the reset to
default button. If the reset button is continuously pushed for more
than 5 seconds (and not more than 12 seconds), the boot loader will
erase the configuration settings saved on flash memory.

9.2 System Log

The System Log option under Management allows for the viewing of system
events and configuration of related options. The default setting for the System
Log is enabled. Follow the steps below to enable and view the System Log.

STEP 1: Click Configure System Log to begin.

System Log

The Systemn Log dialog allows you to view the System Log and configure the System Log options.

Device Info
Advanced Setup

Click "Wiew System Log" to view the System Log.

Wireless Click "Configure System Log" to configure the System Log options.

Diagnostics

Management
Settings View System Log Configure System Log

System Log
TR-069 Client
Internet Time
Access Control
Update Software
Save/Reboot

Step 2: Select the system log options (see table below) and click Save/Apply.
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System Log

Conligurstion

Dovice Info ; " ‘ 'J"I'
Advvanced Setup -
Wirnthss
Diagnostics
":‘:‘:::"‘ # Disable 7 Gnable

ol e ?E;___;

Erce -
Upidate Softwane
v Rishont
Savm Apply

Field Description

Log Indicates whether the system is currently recording
events. The user can enable or disable event logging.
By default, it is disabled.

Log level Allows you to configure the event level and filter out
unwanted events below this level. The events ranging
from the highest critical level "Emergency” down to this
configured level will be recorded to the log buffer.

When the log buffer is full, the newer event will wrap up
to the top of the log buffer and overwrite the old event.
By default, the log level is "Debugging” which is the
lowest critical level. The log levels are as follows:

e Emergency = system is unusable

e Alert = action must be taken immediately

e Critical = critical conditions

e Error = Error conditions

e Warning = normal but significant condition

e Notice= normal but insignificant condition

e Informational= provides information for reference

e Debugging = debug-level messages

Emergency is the most serious event level, whereas
Debugging is the least important. For instance, if the
log level is set to Debugging, all the events from the
lowest Debugging level to the most critical level
Emergency level will be recorded. If the log level is set
to Error, only Error and the level above will be logged.

Display Level Allows the user to select the logged events and displays
on the View System Log window for events of this level
and above to the highest Emergency level.

Mode Allows you to specify whether events should be stored in

the local memory, or be sent to a remote syslog server
or both simultaneously.

If remote mode is selected, view system log will not be
able to display events saved in the remote syslog server.
When either Remote mode or Both mode is configured,
the WEB UI will prompt the user to enter the Server IP
address and Server UDP port.
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3. Click View System Log. The results are displayed as follows.

System Log
Date/Time [Facility |[Severity FMessage
Jan 1 00:00:12|syslog  |emerg [BCM96345 started: BusyBox v0.60.4 (2004,09, 14-06 : 30+00007%
1z 1 00:00:17 juser Crit klogd: LISE Link P,
larn 1 00:00: 19 |user Crit klogd: ethO Link UP.

Refresh | Clusel

9.3 TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS)
to perform auto-configuration, provision, collection, and diagnostics to this router.

Davice Tnin
Advanced Sstup ity
Wirehss '
Diagmoatis & Disatle O Erabis
Munsgement
Sattings o
System Log [
TH- O Chedit " ﬁ
Inbermet The
Access Cantrol a freees
Update Software ’ i =
Lot | Relbot 3
o "
fowwee
Savelboply | GetmPCMuthodi
Option Description
Inform Disable/Enable TR-069 client on the CPE.

Inform Interval

The duration in seconds of the interval for which the CPE MUST
attempt to connect with the ACS and call the Inform method.

ACS URL

URL for the CPE to connect to the ACS using the CPE WAN
Management Protocol. This parameter MUST be in the form of a
valid HTTP or HTTPS URL. An HTTPS URL indicates that the ACS
supports SSL. The “host” portion of this URL is used by the CPE
for validating the certificate from the ACS when using
certificate-based authentication.

ACS User Name

Username used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This username is used only for HTTP-based
authentication of the CPE.

ACS Password

Password used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This password is used only for HTTP-based
authentication of the CPE.
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Display SOAP Enable/Disable SOAP messages on serial console. This option
messages on is used for advanced troubleshooting of the device.
serial console

Connection Request

Authentication Enable/Disable using the checkbox.

User Name Username used to authenticate an ACS making a Connection
Request to the CPE.

Password Password used to authenticate an ACS making a Connection
Request to the CPE.

Get RPC Click this button to force the CPE to establish an immediate

Methods connection to the ACS. This may be used to discover the set of
methods supported by the ACS or CPE.

9.4 Internet Time

The Internet Time option under the Management submenu configures the time
settings of the device. To automatically synchronize with Internet timeservers,
tick the corresponding box displayed on this screen shown below.

Time settings

This page allows you to the modem's time configuration.

Device Info
Advanced Setup ¥ Automatically synchronize with Internet time servers

Wireless ) . Jl
Diagnostics First NTP time server: Iclock.fmthe.net

Management Second NTP time server: |Nane =l

Settings

System Log
TR-069 Client

Internet Time o
Save/Apply |
Access Control

Update Software
Save/Reboot

Time zone offset: I(GMT-‘IZ:D[}} International Date Line West j

FIRST NTP TIMESERVER: Select the required server.
SECOND NTP TIMESERVER: Select second timeserver, if required.
TIME ZONE OFFSET: Select the local time zone.

Configure these options and then click Save/Apply to activate.

NOTE: Internet Time must be activated to use Parental Control (page 55).
In addition, this menu item is not displayed when in bridge mode since
the router would not be able to connect to the NTP timeserver.

9.5 Access Control

The Access Control option under the Management menu bar configures access
related parameters in three areas: Services, IP Addresses, and Passwords. Use
Access Control to control local and remote management settings for the device.
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9.5.1 Services

The Services option limits or opens the access services over the LAN or WAN.
These access services are available: FTP, HTTP, ICMP, SSH, TELNET and TFTP.
Enable a service by ticking its checkbox. Click Save/Apply to activate.

Aosk outer

Access Control - Services
A Service Control List ("SCL"} enables or disables services from being used.
Device Info
Advanced Setup
Wireless N
5 4 Services | LAN wAN
Diagnostics
Management FTP ¥ Enable | T Enable
Settings
. HTTP | @ Enable| [T Enable
System Log
TR-069 Client ICMP Enable ¥ Enable
Internet Time i
SSH ¥ Enable | [T Enable
Access Control
e TELNET | ¥ Enable| [T Enable
1P Add
b TFTF ¥ Enable | T Enable
Passwords
Update Software - ok
Save/Reboot ave/Apply

NOTES: The WAN column is present if the WAN interface is active. Only the
LAN side will be displayed if the WAN interface is not configured.

Appendix D: SSH Client contains a quick introduction to SSH clients.
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9.5.2 IP Addresses

The IP Addresses option limits local access by IP address. When the Access
Control Mode is enabled, only the IP addresses listed here can access the device.
Before enabling Access Control Mode, add IP addresses with the ADD button.

Acoess Conbrod - 1P Address

The TP Address Access Contred mode., If enabled, permis access to local mansgement services from P addresses contaned in the

Device Tnfo Acieds Lo

L IFthe Access Controd mode i3 disabled, the System walll mbt validate [P sddregses for ioming pachsts. The
BARACES B Bhe pystarn npelicatinng leted in tha Sarvics Contrad L

Acoess Confrol Mode: & Dissbée © Enahis

| 1P Adirsd éjlhmnvn

1069 Chent
s Adid|  Rsmove

On this screen, enter the IP address to which you wish to give access privileges.

Click Save/Apply to continue.

Acress Conlrol

Encer the F sddress of the managemant eancn permiced 1o sccoss the local menagement services, snd click ‘S ipply

Padwancisd Setig IF Adudris E

System Log
TR 4 Chent
Intermet T
Access Contral
Services
B Addresses
Passwords
Updabe Software
Save [ Rebool

9.5.3 Passwords

The Passwords option configures the user account access passwords for the
device. Access to the device is limited to the following three user accounts:

e root is to be used for local (LAN) management.
e support is to be used for remote (WAN) management.
e user is to be used to view information and update device firmware.

NOTE: Default passwords for these three user accounts can be found in section
3.1 Default Settings
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Use the fields in the screen below to select a username and change its password.
Click Save/Apply to continue.

Passwords must be 16 characters or less.

Accesa Conbrol - Passyeorcds
Ao tn your BS54 roter b controlfisd throogh three user soosents; admin,
Wirshess The use

nams *support* m used 0o alow s ISP technicion to sooess your D

Liss the falds below 1o eer bp lo 18 cha

P Addresses [1s

Pazywunis
Update Sotware
Bavef Hobool

sweaiigely |

The uses fiaine "sdmin® las uiniesticied stcess (o changs sad vew conliguration of your DAL Miader

Than Uses namme “user” chn oocess the D51 Rouler, view configuiation setlings and stabstics, o well o, ugs

9.6 Update Software

The Update Software screen allows for firmware updates.

upgrades from a locally stored file can be performed using
1l 8

I%E‘hter

Touks — Update Software

Step 1: Obtan an updated softwara image fle from your ISF
e Infio
Advanced Setup
Wwircless

D lics
Managament NOTE

Settings il Hacr Browse l
et Tulhware File Nar li ’
Updnte Soffwner

image lile io

Step 1: Cnfer the peth to the

Btizp 3: Ohck the "Updals

Spfhwaie” Bulton ooon §

TR-D6G9 Chent
Internet Timi:
Access Conbrol
Update Solftware
SavefRebook

The update process tskes aboul 2 minaitiss to complete, and your (151 Roulter W

cation ; the box below or ik the "Browse™ bu

Manual device
the following

screen.

STEP 1: Obtain an updated software image file from your ISP.

STEP 2: Enter the path and filename of the firmware image file in the Software
File Name field or click the BROWSE button to locate the image file.

STEP 3: Click the Update Software button once to upload and install the file.

NOTE 1: The update process will take about 2 minutes to complete.

The device

will reboot and the browser window will refresh to the default screen

upon successful installation.

It is recommended that you compare the Software Version at the top
of the Device Info Summary screen (see graphic below) with the
firmware version installed, to confirm the installation was successful.
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Device Info

Board ID: 06338A-122
Software Version: A111-312CTL-C01_RO2
Bootloader (CFE) Version: |1.0.37-12.1-1
Wireless Driver Version: |[4.170.16.0.cpe2.1sd
ADSL Version: A2pB023k.d20k_rc2

9.7 Save and Reboot

This function saves the current configuration settings and reboots the device.

Click the button below to save and reboot the router.

Device Info Save/Reboot |

Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
TR-069 Client
Internet Time
Access Control
Update Software
Save/Reboot

NOTE: You may need to reconfigure the TCP/IP settings after rebooting. For
example, if the DHCP server is disabled Static IP settings must be
configured. See section 3.2 IP Configuration for detailed instructions.

NOTE: If you lose all access to the web user interface (WUI), you may need to
close the browser, wait for two minutes, and then restart the WUI.
If this does not work, then press the reset button on the rear panel of
the device for 5-7 seconds to restore to default settings.
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Appendix A: Security

STATEFUL PACKET INSPECTION

Refers to an architecture, where the firewall keeps track of packets on each
connection traversing all its interfaces and makes sure they are valid. This isin
contrast to static packet filtering which only examines a packet based on the
information in the packet header.

DENIAL OF SERVICE ATTACK

Is an incident in which a user or organization is deprived of the services of a
resource they would normally expect to have. Various DoS attacks the device
can withstand are ARP Attack, Ping Attack, Ping of Death, Land, SYN Attack,
Smurf Attack, and Tear Drop.

TCP/IP/PORT/INTERFACE FILTER

These rules help in the filtering of traffic at the Network layer i.e. Layer 3.
When a Routing interface is created, Enable Firewall must be checked.
Navigate to Advanced Setup -> Security -> IP Filtering.

OUTGOING IP FILTER

Helps in setting rules to DROP packets from the LAN interface. By default if
Firewall is Enabled all IP traffic from LAN is allowed. By setting up one or more
filters, particular packet types coming from the LAN can be dropped.

FILTER NAME: User defined Filter Name.
PROTOCOL: Can take on any values from: TCP/UDP, TCP, UDP or ICMP

SOURCE IP ADDRESS/SOURCE SUBNET MASK: Packets with the particular
“Source IP Address/Source Subnet Mask" combination will be dropped.

SOURCE PORT: This can take on either a single port number or a range of port
numbers. Packets having a source port equal to this value or falling within the
range of port numbers (portX : portY) will be dropped.

DESTINATION IP ADDRESS/DESTINATION SUBNET MASK: Packets with the
particular "Destination IP Address/Destination Subnet Mask" combination will be
dropped.

DESTINATION PORT: This can take on either a single port number or a range of
port numbers. Packets having a destination port equal to this value or falling
within the range of port humbers (portX : portY) will be dropped.

EXAMPLE 1:
Filter Name : Out_Filter1
Protocol : TCP
Source Address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 80
Destination Address : NA
Destination Subnet Mask i NA
Destination Port : NA
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This filter will Drop all TCP packets coming from LAN with IP Address/Sub. Mask
192.168.1.45/24 having a source port of 80 irrespective of the destination. All
other packets will be Accepted.

EXAMPLE 2:
Filter Name : Out_Filter2
Protocol : UDP
Source Address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 5060:6060
Destination Address :172.16.13.4
Destination Subnet Mask : 255.255.255.0
Destination Port : 6060:7070

This filter will drop all UDP packets coming from LAN with IP Address/ Subnet
Mask 192.168.1.45/24 and a source port in the range of 5060 to 6060, destined
to 172.16.13.4/24 and a destination port in the range of 6060 to 7070.

INCOMING IP FILTERING:

Helps in setting rules to ACCEPT packets from the WAN interface. By default, all
incoming IP traffic from the WAN is Blocked, if the Firewall is Enabled. By setting
up one or more filters, particular packet types coming from the WAN can be
Accepted.

FILTER NAME: User defined Filter Name.
PROTOCOL: Can take on any values from TCP/UDP, TCP, UDP or ICMP

SOURCE IP ADDRESS/SOURCE SUBNET MASK: Packets with the particular
"Source IP Address/Source Subnet Mask" combination will be accepted.

SOURCE PORT: This can take on either a single port number or a range of port
numbers. Packets having a source port equal to this value or falling within the
range of port numbers (portX : portY) will be accepted.

DESTINATION IP ADDRESS/DESTINATION SUBNET MASK: Packets with the
particular "Destination IP Address/Destination Subnet Mask" combination will be
accepted.

DESTINATION PORT: This can take on either a single port number or a range of
port numbers. Packets having a destination port equal to this value or falling
within the range of port numbers (portX : portY) will be accepted.

The WAN interface on which these rules apply needs to be selected by user.

EXAMPLE 1:
Filter Name : In_Filterl
Protocol : TCP
Source Address :210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 80
Destination Address : NA
Destination Submask : NA
Destination Port : NA

Selected WAN interface: mer_0_35/nas_0_35
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This filter will ACCEPT all TCP packets coming from WAN interface
mer_0_35/nas_0_35 with IP Address/Sub. Mask 210.168.219.45/16 having a
source port of 80 irrespective of the destination. All other incoming packets on
this interface are DROPPED.

EXAMPLE 2:
Filter Name : In_Filter2
Protocol : UDP
Source Address : 210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 5060:6060
Destination Address :192.168.1.45
Destination Subnet Mask : 255.255.255.0
Destination Port : 6060:7070

This rule will ACCEPT all UDP packets coming from WAN interface
mer_0_35/nas_0_35 with IP Address/Subnet Mask 210.168.219.45/16 and a
source port in the range of 5060 to 6060, destined to 192.168.1.45/24 and a
destination port in the range of 6060 to 7070. All other incoming packets on this
interface are DROPPED.

MAC LAYER FILTERING: These rules help in the filtering of traffic at the Layer 2.
MAC Filtering is only effective on ATM PVCs configured in Bridge mode. After a
Bridge mode PVC is created, navigate to Advanced Setup - Security - MAC
Filtering.

GLOBAL POLICY: When set to Forwarded the default filter behavior is to
Forward all MAC layer frames except those explicitly stated in the rules. Setting
it to Blocked changes the default filter behavior to Drop all MAC layer frames
except those explicitly stated in the rules.

PROTOCOL TYPE: Either PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP.

DESTINATION MAC ADDRESS: Of the form, XX:XX:XX:XX:XX:XX. Frames
with this particular destination address will be Forwarded/Dropped depending on
whether the Global Policy is Blocked/Forwarded.

SOURCE MAC ADDRESS: Of the form, XX:XX:XX:XX:XX:XX. Frames with this
particular source address will be Forwarded/Dropped depending on whether the
Global Policy is Blocked/Forwarded.

FRAME DIRECTION: (User must select interface on which this rule is applied)

LAN <=> WAN --> All Frames coming/going to/from LAN or to/from WAN.
WAN => LAN --> All Frames coming from WAN destined to LAN.
LAN => WAN --> All Frames coming from LAN destined to WAN

EXAMPLE 1:

Global Policy: Forwarded

Protocol Type: PPPoE

Destination MAC Address: 00:12:34:56:78:90
Source MAC Address: NA

Frame Direction: LAN => WAN

WAN Interface Selected: br_0_34/nas_0_34
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Addition of this rule drops all PPPoE frames going from LAN-side to WAN-side with
a Destination MAC Address of 00:12:34:56:78:90 irrespective of its Source MAC
Address on the br_0_34 WAN interface. All other frames on this interface are
forwarded.

EXAMPLE 2:

Global Policy: Blocked

Protocol Type: PPPoE

Destination MAC Addr: 00:12:34:56:78:90
Source MAC Addr: 00:34:12:78:90:56
Frame Direction: WAN => LAN

WAN Interface Selected: br_0_34/nas_0_34

Addition of this rule forwards all PPPoE frames going from WAN-side to LAN-side
with a Destination MAC Address of 00:12:34:56:78 and Source MAC Address of
00:34:12:78:90:56 on the br_0_34 WAN interface. All other frames on this
interface are dropped.

DAYTIME PARENTAL CONTROL
This feature restricts access of a selected LAN device to an outside Network
through the device, as per chosen days of the week and the chosen times.

USER NAME: Name of the Filter.

BROWSER MAC ADDRESS: Displays MAC address of the LAN device on which
the browser is running.

OTHER MAC ADDRESS: If restrictions are to be applied to a device other than
the one on which the browser is running, the MAC address of that LAN device is
entered.

DAYS OF THE WEEK: Days of the week, when the restrictions are applied.
START BLOCKING TIME: The time when restrictions on the LAN device begin.
END BLOCKING TIME: The time when LAN device restrictions are lifted.
EXAMPLE:

User Name: FilterJohn

Browser's MAC Address: 00:25:46:78:63:21

Days of the Week: Mon, Wed, Fri

Start Blocking Time: 14:00

End Blocking Time: 18:00

When this rule i.e. FilterJohn is entered, a LAN device with MAC Address of
00:25:46:78:63:21 will be restricted access to the outside network on Mondays,

Wednesdays, and Fridays, from 2pm to 6pm. On all other days and time, this
device will have access to the outside Network.
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Appendix B: Pin Assignments

Line Port (RJ11)

Pin Definition Pin Definition
- 4 ADSL_TIP
2 - -
ADSL_RING 6 -
LAN Port (R3145)
Pin Definition Pin Definition
1 Transmit data+ 5 NC
2 Transmit data- 6 Receive data-
3 Receive data+ 7 NC
4 NC 8 NC
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Appendix C: Specifications

REAR PANEL

RJ-11 X1 for ADSL2+, RJ-45 X 4 for LAN, WPS Button X 1, Wi-Fi Button X 1
Reset Button X 1, Power Jack X 1, Power button X 1, Wi-Fi Antenna x 1

WAN

Standard ITU-T G.992.5, ITU-T G.992.3, ITU-T G.992.1, ANSI T1.413 Issue 2
G.992.5 (ADSL2+) Downstream: 24 Mbps Upstream: 1.3 Mbps
G.992.3 (ADSL2) Downstream: 12 Mbps Upstream: 1.3 Mbps
G.DMT Downstream: 8 Mbps Upstream: 0.8 Mbps
AnnexM

LAN

Standard ............... IEEE 802.3, IEEE 802.3u

10/100 BaseT .......... Auto-sense

MDI/MDX support.....Yes

WIRELESS

Standard ............... IEEE 802.11g - backward compatible with 802.11b
Encryption............... 64/128-bit WEP

Channels................. 11 (US, Canada), 13 (Europe), 14 (Japan)

Data Rate................ Up to 54Mbps

WPA/WPA2 .............. Yes

IEEE 802.1X ............ Yes

WPS . Yes

MAC Filtering............ Yes

Afterburner mode/Turbo mode  Optional

ATM ATTRIBUTES

RFC 2364 (PPPoA), RFC 2684 (RFC 1483) Bridge/Route; RFC 2516 (PPPoE); RFC
1577 (IPoA), Annex M

Support PVCs ......... 16

JAVAVIR 0/ o= AALS

ATM service class ..... UBR/CBR/VBR

ATM UNI support...... UNI3.1/4.0

OAM F4/F5.............. Yes

MANAGEMENT

Telnet, Web-based management, Configuration backup and restoration, Software
upgrade via HTTP, TFTP, or FTP server, Supports TR-069/TR-098/TR-111 for
Remote Management

SECURITY FUNCTIONS

PAP, CHAP,
Packet and MAC address filtering,

Access control and SSH
Four level login including local admin, local user and remote technical support
access and user for WiFi access
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NETWORKING PROTOCOLS

RFC2684 VC-MUX, LLC/SNAP encapsulations for bridged or routed packet
RFC2364 PPP over AALS

IPoA, PPPoA, PPPoE, Multiple PPPoE sessions on single PVC, PPPoE pass-through,
PPPOE filtering of on-PPPoE packets between WAN and LAN

Transparent bridging between all LAN and WAN interfaces

802.1p/802.1qg VLAN support

Spanning Tree Algorithm

IGMP Proxy V1/V2/V3, IGMP Snooping V1/V2/V3, Fast leave

Static route, RIP v1/v2,

DHCP Server/Client/Relay,

DNS Relay, Dynamic DNS,

ARP, RARP, SNTP

QoS

Packet level QoS classification rules
Priority queuing using ATM TX queues
IP TOS/Precedence

802.1p marking

DiffServ DSCP marking

Src/dest MAC addresses classification

FIREWALL/FILTERING

Stateful Inspection Firewall

Stateless Packet Filter

Day-time Parental Control

Denial of Service SDOS): ARP attacks, Ping attacks, Ping of Death, LAND,SYNC,
Smurf, Unreachable, Teardrop TCP/IP/Port/interface filtering rules Support both
incoming and outgoing filtering

NAT/NAPT

Support Port Triggering and Port forwarding
Symmetric port-overloading NAT, Full-Cone NAT
Dynamic NAPT (NAPT N-to-1)

Support DMZ host

Virtual Server

VPN Passthrough (PPTP, L2TP, IPSec)

APPLICATION LAYER GATEWAY

SIP, H.323, YAHOO MESSENGER, ICQ, REALPLAYER, NET2PHONE, NETMEETING,
MSN, X-BOX, MICROSOFT DIRECTX GAMES AND ETC POWER SUPPLY

External power adapter..........ccveviiinennnns 110 - 240 Vac Output:18V/0.5A

ENVIRONMENT CONDITION

Operating temperature ........cccoevviiiiennnen. 0 ~ 50 degrees Celsius
Relative humidity ....c.covvvviiiii 5 ~ 95% (non-condensing)
KIT WEIGHT

1 X (CT-5367, RJ11 and RJ45 cables, power adapter, CD-ROM) = 1.0 kg
DIMENSIONS 158 MM (W) X 40 MM (H) X 136 MM (D)

CERTIFICATIONS CE, FCC PART 15, FCC PART 68

NOTE: Specifications are subject to change without notice. \
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Appendix D: SSH Client

Linux OS comes with a ssh client. Microsoft Windows does not have ssh client
but there is a public domain one called “putty” that you can download here:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

To access the router using Linux ssh client:

From LAN: Use the router WEB UI to enable SSH access from LAN.
(default is enabled)

type: ssh -l root 192.168.1.1

From WAN: Use WEB UI to enable SSH access from WAN.

type: ssh -| support router-WAN-ip-address

To access the router using the Windows “putty” ssh client:

From LAN: Use the router WEB UI to enable SSH access from LAN
(default is enabled)

type: putty -ssh -l admin 192.168.1.1

From WAN: In the router, use WEB UI to enable SSH access from WAN.
type: putty -ssh -l support router-WAN-ip-address
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Appendix E: WSC External Registrar

Follow these steps to add an external registrar using the web user interface (WUI)
on a personal computer running the Windows Vista operating system:

Step 1: Enable UPnP on the Advanced Setup > LAN screen in the WUI.

Local Area Network (LAN) Setup

Configure the DSL Router IP Address and Subnet Mask for LAM interface, |
the LAN configuration data and reboots the router to make the new configu

IF Address: 192.168.1.1
Subnet Mask: 255.255,255.0

I[¥| Enable UPRP

NOTE: A PVC must exist to see this option.

Step 2: Open the Network folder and look for the BroadcomAP icon.

& |

GU—|£P‘ » Metwork » V|‘5~_||_5£an:_}1 P'

File Edit View Tools Help

‘ Organize ~ o= Views = :‘E'r.‘i Netwark and E—Haring Center Tl Add 3 printer & Add 2 wireless device

FavoriteEinks Name Category Workgroup

[E| Documents '&,’ USER-PC
g Pictures e
@' Music

|4 Recently Changed
BB Searches
L Public

i" BroadcomAP

116



Step 3: On the Wireless > Security screen, enable WSC by selecting Enabled
from the drop down list box and set the WSC AP Mode to Unconfigured.

2 11 ™=

ADSL Router

Wireless -- Security

This page allows you to configure security features of the wircless LAN interface.
fou may setup configuration manually

Device Info OR
Advanced Setup through WiFi Protcted Setup(WPS)
Wireless
Basic WSC Setup
Security
MAC Filter Enable WSC |Enab|ed 'vI /_ Step 3
Wireless Bridge
Advanced
Station Info o Iﬁ
Diagnostics Set WSC AP Mode Unconfigured =
Management
Setup AP (Configure all security settings with an external registar)
€ push-Button @ PIN Config AP
Device PIN [ Help

WSC Add External Registra

Manual Setup AP
‘You can set the network authentication methad, selecting data encryptiol

specify whether a network key is required to suthenticate to this wireless
Click "SavefApply" when dane,

Select S5ID: | Comirend = |

Network Authentication: |Open j

WEP Encryption: |Disab|ed 'I

Step 4: Click the Save/Apply button at the bottom of the screen. The screen
will go blank while the router applies the new Wireless settings. When
the screen returns, press the Start AddER button, as shown above.

xtwork and specify the encryption strength,

— Step 4




Step 5: Now return to the Network folder and click the BroadcomAP icon. A
dialog box will appear asking for the Device PIN number. Enter the
Device PIN as shown on the Wireless > Security screen. Click Next.

) Configure a WCHN device

Type the PIN for the selected device

To configure this device for use on your network, type the PIN. You can find the PIN in the
infarmation that came with the device or on a sticker on the device,

The device PIN is usually eight digits leng and shown on the device using a label or on its d
PIM: Some devices may use four digits, which are shown on a device's display.

51048594

[¥] Display characters

L Mext Jl Cancel |

Step 6: Windows Vista will attempt to configure the wireless security settings.

o Configure a WCN device

Configuring the selected device for the network..

Ay =

Step 7: If successful, the security settings will match those in Windows Vista.
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