b ;U‘—ll_lf » Metwork » vl."'ll.‘{’?‘?‘!‘.”.:.b pl

File Edit View Tools Help

” € e o TR
‘ Organize * g= Views = o Network and Shanng Center

Favorite Links Name Category

Ei Documents 'u*jl USER-PC
E: Pictures : -
B’ Music

% Recently Changed

Q Searches

Public

Folders A

Step 3: On the Wireless ©> Security screen, enable WSC by selecting Enabled
from the drop down list box and set the WSC AP Mode to Unconfigured.
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e 1 =
ACEMHSuter

Wireless -- Security

This page allows you to configure security features of the wireless LAM interface.

You may setup configuration manually
Device Info OR
Advanced Setup through WiFi Protcted Setup(WPS)
Wireless
ST W5C Setup
Security
MAC Filter Enable WSC [Enabled =] /— Step 3
Wireless Bridge
Advanced
Station Info od Iﬁ
Diagnostics Set WSC AP Mode Unconfigured -
Management
Setup AP {Configure all security settings with an external registar)
€ push-Button @ PIN Config AP
Device PIN | Help
WSC Add External Registrg Start AddER |
Manual Setup AP
You can set the network authentication method, selecting data encryptio
specify whether a network key is required to authenticate to this wireless A\gtwork and specify the encryption strength.
Click "Save apply™ when done.
Select 55ID: [Comtrend =] —— Step 4
MNetwork Authentication: IOpen j
WEP Encryption: I Disabled 'I
Save/Apply |
Step 4: Click the Save/Apply button at the bottom of the screen. The screen

will go blank while the router applies the new Wireless settings.

the screen returns, press the Start AddER button, as shown above.
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Step 5: Now return to the Network folder and click the BroadcomAP icon. A
dialog box will appear asking for the Device PIN number. Enter the
Device PIN as shown on the Wireless - Security screen. Click Next.

= Ee

) Configure a WCHN device

Type the PIN for the selected device

Te configure this device for use on your network, type the PIN, You can find the PIM in the
information that came with the device or on a sticker on the device,

The device PIM is usually eight digits leng and shown on the device using a label or on its d
PIN: Some devices may use four digits, which are shown on a device's display.

51048594

| Mext ]l Cancel |

Step 6: Windows Vista will attempt to configure the wireless security settings.

== &

s Configure a WCN device

Configuring the selected device for the network..

A =

Step 7: If successful, the security settings will match those in Windows Vista.
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Appendix F - Printer Server

These steps explain the procedure for enabling the Printer Server.

NOTE: This function only applies to models with an USB host port.

STEP 1: Enable Print Server from Web User Interface. Select Enable on-board
print server checkbox M and enter Printer name and Make and model

NOTE: The Printer name can be any text string up to 40 characters.
The Make and model can be any text string up to 128 characters.

Print Server settings

This page allows you to enable / disable printer support.

Enable on-board print server.

Printer name

Make and model

Save/Apply

103



STEP 2: Go to the Printers and Faxes application in the Control Panel and
select the Add a printer function (as located on the side menu below).

,,1 Printers and Faxes Z@ﬁ
»
W

Ele  Erit  Wew  Foworbes  Ioals o drelp
? - Search Faders | [i5i|=
Addbess | iy Pinczrs and Fares [2¢]
Hamz Lacumenks Staols Commancs Locatkan Mi
2] “ea Aoobe POF o Rezady Ity Cocuments ad
BBl 5 & ceirkie gaMcrosoft Office .. 0 Faady e
= B oA M Fan PRk Drreer O Raady Im
§ Sef up Fasioa 0 ' X O
i Seark bhe Add Printer Wizard, which helps you irskal a prinker Ready A0184-1 Hsn Chu Level 8 801641 HA
- 'rf-mﬁand BT Re=ady A A4-1 Hsin ChuLewel & 01 21 fat”
See Also x
';'_'! Trowbleshoot printing
&) Gek belp wich printing
Other Places b
B¢ <ontroi Panel
1> Scannars and Cameras
2 My Documancs
ﬂ My Pichures
3t Corputer
D=bails =
4 x|

STEP 3: Click Next to continue when you see the dialog box below.

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thig wizand helps you install a printer or make printer
connections.

- ff you have a Plug and Play printerthat connects
*!r‘J through a USE port {or ary other hot pluggable

port. such as |[EEE 1394, infrared . and so on), you
dao niot nesd to use this wizard. Click Cancel ta
close the wizand, and then plug the printer’s cable
into your computer or point the prnter toward your
computer's infrared port, and tum the prirter on.
Windows will automatically install the prirter for you.

To cortinue, click Mext.
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STEP 4: Select Network Printer and click Next.

Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to set up.

Select the option that descibes the prirter vou want to use:

{7 Local printer attached to this computer

i To set up a network prnter that is not attached to a prnt server,
\‘“) uze the "Local primter” option.

STEP 5: Select Connect to a printer on the Internet and enter your printer link.
(e.g. http://192.168.1.1:631/printers/hp3845) and click Next.

NOTE: The printer name must be the same name entered in the ADSL modem
WEB UI “printer server setting” as in step 1.

Add Printer Wizard
Specify a Printer

If you dent kcnew the name or address of the printer, you can search for 3 printer
that meets your needs.

What printer do you wart to connect to?

() Bind & printer in the directony

() Connect to this printer {or ta browse for a printer, sslect this aption and dlick Next);
Name:

Bxample: \\serverprnter
() Cannect to 3 printer on the Imtemet or on 3 home or effice netwark:

URL: ittp//192 162.1.1:631/printers/hp 3844

Bample: hitp ./ /server/printers/myprirter/ printer

[ < Back “ et > ][ Cancel




STEP 6: Click Have Disk and insert the printer driver CD.

P =
Add Printer Wizard 2Jed
. Select the manufacturer and model of your prnter. K your prirter came with
= an installation disk, click Hawe Disk. f your printer iz not listed, consult your
printer documentation for a compatible printer.
IWanufactursr !ﬂ Pririters !ﬂ
Agfa S AGFA-AccuSet vEZ.3
Aps gh AGFA AccuSetSF vE2.3
Apollo Z‘-J
Aople ¥ AGF AAceuSet 800
APSPS ¥ AGFA-AccuSet 8D0SF v52.3
AT [se]| | Bk AGFA-AccuSet BDOSF v2012.108 [w]
[k This driveris digitaly signed.
Tell me why driver signing is important =
—— W
STEP 7: Select driver file directory on CD-ROM and click OK.
Install From Disk
| Insert the manufacturer's installation disk, and then
Q% make sure that the comect drive is selected below.
Copy manufacturer’s files from:
STEP 8: Once the printer name appears, click OK.
Add Printer Wizard 2JEd

_ Select the manufacturer and model of your prrter. i your printer came with
= an instaliztion disk, click Hawe Disk. § your prirter is not listed, consult your
printer documentation for 2 compatible printer.

Prnters
HF Deskjet 3840 Seres

1 Thi diver i nt dgtally signed!

Tell me why driver signing is important

e

106



STEP 9: Choose Yes or No for default printer setting and click Next.

Add Printer Wizard

Default Printar
Your computer will always send documents to the default prnter unless you specify
othenwise.

Do you wart to use this pinter as the default prnter?

STEP 10: Click Finish.

Add Printer Wizard

Completing the Add Printer
Wizard

You have successfuly completed the Add Prnter Wizand.
You specified the following printer settings:

MName: hp3845 on hitp //192.168.1.71:621
Defautt: M

Location:;

Commenit ;

To close this wizard, click Finish.
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STEP 11: Check the status of printer from Windows Control Panel, printer window.
Status should show as Ready.
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Appendix G - Connection Setup

Creating a WAN connection is a two-stage process.

1 - Setup a Layer 2 Interface (ATM, PTM or Ethernet).
2 - Add a WAN connection to the Layer 2 Interface.

The following sections describe each stage in turn.

G1 ~ Layer 2 Interfaces

Every layer2 interface operates in one of three modes: Default, VLAN Mux or MSC.
A short introduction to each of these three modes is included below for reference.
It is important to understand the differences between these connection modes, as
they determine the number and types of connections that may be configured.

DEFAULT MODE

In this mode there is a 1:1 relationship between interfaces and WAN connections, in
that an interface in default mode supports just one connection. However, unlike the
multiple connection modes described below, it supports all five connection types.
The figure below shows the five connection types available in ATM default mode.

Interface | Description | Type |Vian8021p |YlanMuxId |Connid | Igmp NAT |Firewall | IPv6 Mid |Remove

atrnd br 0_0_35 |Bridge RS M/A Mg |Disabled | M/& | Disabled |Disabled |Disabled O
atrnl ipoe_0_0_36 | IPoE T M/A Mg |Disabled | Enabled |Disabled | Disabled | Disabled O
pop0  |pppoe_0_0_37 |FPPoE M A, Mis | Disabled |Enabled | Disabled |Disabled |Disabled B
pppoal | pppoa_0_0_34 |PPPoA Mt - M4 Wit | Disabled |Enabled | Disabled | Disabled | Disabled |
ipoal ipoa_0_0_33 | IPoA [ /A Mis | Disabled | Enabled |Disabled |Disabled | Disabled O

VLAN MUX MODE

This mode uses VLAN tags to allow for multiple connections over a single interface.
PPPoOE, IPoE, and Bridge are supported while PPPoA and IPoA connections are not.
The figure below shows multiple connections over a single VLAN Mux interface.

Interface | Description Type |V¥lan8021p |VlanMuxid |Connld | Igmp | NAT |Firewall | IPv6 Mid |Remove

atmD.100 | br 0.0 35100 |Bridge 2 100 Mg |Disabled | M/& | Disabled | Disabled | Disabled O
atmD.101 | jpoe_0_D_35.101 | IFoE 2 101 Ma | Disshled |Enabled |Disabled | Disabled | Disabled E
ppp0.102 | pppoe_0_0_35.102 |PPPOE 2 102 M/4 | Disabled |Enabled |Disabled | Disabled | Disabled O
MSC MODE

Multi-Service Connection (MSC) mode supports multiple connections over a single
interface. As with VLAN Mux mode, PPPoA and IPoA connection types are not
supported, while Bridging is unavailable for Ethernet WAN interfaces. After adding
WAN connections to an interface, you must also create an Interface Group to
connect LAN/WAN interfaces (see section G3 ~ More About MSC Mode).
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G1l.1 ATM Interfaces

Follow these procedures to configure an ATM interface.

NOTE: The CT-5374 supports up to 16 ATM interfaces.

STEP 1: Go to Advanced Setup - Layer2 Interface > ATM Interface.

DSL ATM Interface Configuration

Choose Add, or Remove to canfigure DSL ATM interfaces.

Interface |¥pi |¥ci | DSL Latency | Category |Link Type | Connection Kode | QoS |Remove

This table is provided here for ease of reference.

Heading Description
Interface WAN interface name.
VPI ATM VPI (0-255)

VCI ATM VCI (32-65535)
DSL Latency {Path0} - portID =0

{Pathl} > portID =1
{Path0&1} > port ID = 4

Category ATM service category

Link Type Choose EoA (for PPPoE, IPoE, and Bridge), PPPoA, or IPOA.

Connection Mode Default Mode - Single service over one connection
Vlan Mux Mode - Multiple Vlan service over one connection
MSC Mode - Multiple Service over one Connection

QoS Quality of Service (QoS) status

Remove Select items for removal

STEP 2: Click Add to proceed to the next screen.

NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.
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ATM PYC Configuration
This screen allows wou to configure an AT PYC identifier (WPI and WCID, select DSL latency, select a service categarysS. Ctherwise choose
an existing interface by selecting the chedkbaox to enable it

WPI: [0-255] ]

WCI: [32-65535] (35

Select DSL Latency
PathD
O rath1

Select DSL Link Type (Eoa is for PPPCE, [PoE, and Bridge.)
® Eox

O Prro4

Q 1Pos

Encapsulation Mode:| LLC/SNAP-BRIDGING »

Service Categary: UBR*Withaut FCR. +

Select Connection Mode

® Default Mode - Single service over one connection

O WLAN MUY Mode - Multiple ¥lan service over one connection
O MSC Mode - Multiple Service aver one Connection

Enable Quality Of Service
Enabling packet level Qos for a PYC improves performance for selected classes of applications, QoS cannot be set for CBR and Realtime

YBR., Q05 consumes system resources; therefore the number of PYCs will be reduced. Use Advanced Setup/Quality of Service 1o
assign priorities for the applications.

[0 Enable Quality Of Service.

Back Apply/Save

There are many settings here including: VPI/VCI, DSL Latency, DSL Link Type,
Encapsulation Mode, Service Category, Connection Mode and Quality of Service.

The table below shows xDSL Link Type availability with each Connection Mode.

xDSL Link Type
Connection Mode | EoA* | PPPoA | IPoA
Default Mode | OK OK OK
VLAN Mux Mode | OK X X
MSC Mode | OK X X

* EOA includes PPPoOE, IPoE, and Bridge link types.
Here are the available encapsulations for each xDSL Link Type:
€ EoA- LLC/SNAP-BRIDGING, VC/MUX

¢ PPPoA- VC/MUX, LLC/ENCAPSULATION
€ IPoA- LLC/SNAP-ROUTING, VC MUX

STEP 3: Click Apply/Save to confirm your choices.
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On the next screen, check that the ATM interface is added to the list. For example,
an ATM interface on PVC 0/35 in Default Mode with an EoA Link type is shown below.

DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL AT interfaces.

Interface |Vpi |¥ci |DSL Latency |Category Link Type Connection Mode | Qo5 |Remove

atmn o |35 PathO LER. Eoa Defaultode Disabled F

To add a WAN connection, go to section G2 ~ WAN Connections.

G1l.2 PTM Interfaces

Follow these procedures to configure a PTM interface.

NOTE: The CT-5374 supports up to four PTM interfaces.

STEP 4: Go to Advanced Setup - Layer2 Interface > PTM Interface.

DSL PTM Interface Configuration

Choose Add, or Remove to configure DSL PTH interfaces.

Interface | DSL Latency | PTM Priority | Connection Mode | QoS | Remove

lﬁdd” Remave l

This table is provided here for ease of reference.

Heading Description
Interface WAN interface name.
DSL Latency {Path0} > portID =0

{Pathl} > portID =1
{PathO&1} - portID = 4

PTM Priority Normal or High Priority (Preemption).

Connection Mode Default Mode - Single service over one interface.
Vlan Mux Mode - Multiple Vlan services over one interface.
MSC Mode - Multiple Services over one interface.

QoS Quality of Service (QoS) status.

Remove Select interfaces to remove.

STEP 5: Click Add to proceed to the next screen.

NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.
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PTM Configuration
This screen allows you o configure a PTM connection,

Select DSL Latency
Patho
O Path1

Select PTM Priority
Mormal Priarity
[ High Priarity (Preemption)

Select Connection Mode

® Default Mode - Single service over one connection

O WLAN MUX Made - Multiple Wlan service aver one connection
O MSC Mode - Multiple Service over one Connection

Enable Quality Of Service

Enzbling packet level QoS for this FTM interface. Use Advanced Setup,/Quality of Service to assign priorities for the applications,

[0 Enable Quality Of Service,

There are many settings that can be configured here including:
DSL Latency, PTM Priority, Connection Mode and Quality of Service.

STEP 6: Click Apply/Save to confirm your choices.
On the next screen, check that the PTM interface is added to the list.

For example, an PTM interface in Default Mode is shown below.

DSL PTM Interface Configuration

Choose 4dd, or Remave o configure DSL PTH interfaces,

Interface |DSL Latency | PTM Priority | Connection Mode | QoS |Remove

plrnd Pathil Maormal Defaulitode Enabled F

To add a WAN connection, go to section G2 ~ WAN Connections.

G1.3 Ethernet WAN Interface

Some models of the CT-5374 support a single Ethernet WAN interface over the ETH
WAN port. Follow these procedures to configure an Ethernet WAN interface.
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NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.

STEP 1: Go to Advanced Setup - Layer2 Interface - ETH Interface.

ETH WAN Interface Configuration

Choose Add, or Remove to configure ETH WAN interfaces,
Allow one ETH as layver 2 wan interface,

Interface,/ {Name) | Connection Mode | Remove

[;‘-‘«dd” Remaove ]

This table is provided here for ease of reference.

Heading Description
Interface/ ETH WAN Interface
(Name)
Connection Default Mode - Single service over one connection
Mode Vlan Mux Mode - Multiple Vlan service over one connection
MSC Mode - Multiple Service over one Connection
Remove Select the checkbox and click Remove to remove the connection.

STEP 2: Click Add to proceed to the next screen.

ETH WAN Configuration
This screen allows you to configure 2 ETH port .

Select 2 ETH port:

ethl/ETHWARN

Select Connection Mode

® Default Made - Single service over one connection

O WLAM MUY Mode - Multiple Ylan service over one connection
O MSC Mode - Multiple Service over one Connection

[E-au:k ] I applyfSave

STEP 3: Select a Connection Mode from the options shown above.
STEP 4: Click Apply/Save to confirm your choice.

The figure below shows an Ethernet WAN interface configured in Default Mode.
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ETH WAN Interface Configuration

Choose Add, or Remove to configure ETH WaAN interfaces,
allowe one ETH as layar 2 wan interface,

Interface/{Name} | Connection ode

Remove

ethOETHW AN Defaulfode

O

Femove

To add a WAN connection, go to section G2 ~ WAN Connections.
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G2 ~ WAN Connections

In Default Mode, the CT-5374 supports one WAN connection for each interface, up
to a maximum of 8 connections. VLAN Mux and MSC support up to 16 connections.

To setup a WAN connection follow these instructions.

STEP 1: Go to the Advanced Setup > WAN Service screen.

Wide Area Network {WAN) Service Setup
Chaoose Add, or Remove o configure a Wal service over a selected interface.

ETH and PTM/ATM service can not coexist,

Interface | Description | Type | ¥lan8021p | VlanMuxId | Connld | Igmp |NAT |Firewall | IPve Mid | Remove

STEP 2: Click Add to create a WAN connection. The following screen will display.

WAN Service Interface Configuration
Select a layer 2 interface for this service

Mote: Far ATH interface, the descriptor string is {portld_wpi_vci)
For PTH interface, the descriptor string is dportld_high_low’
Vhere portld=0 --> DSL Latency PATHD
portld=1 --= DSL Latency PATHL
portld=4 --= DSL Latency PATHOS 1
ooy =00 === Lony FTR Priority not set
lowy =1 -—= Low PTM Priority set
high =0 --= High PTM Priority not set
high =1 --= High PTM Priority set

ethi/ETHWAN
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STEP 3: Choose a layer 2 interface from the drop-down box and click Next.
The WAN Service Configuration screen will display as shown below.

WAN Service Configuration

Select WaAN service type:

® PPP over Ethernet (PPPOE)
O 1P over Ethernet

Q eridging

Enter Service Description: |pppoe_0_0_35

[1 Enable IPvG for this service

NOTE: The WAN services shown here are those supported by the layer 2
interface you selected in the previous step. If you wish to change your
selection click the Back button and select a different layer 2 interface.

STEP 4:

For VLAN Mux Connections only, you must enter Priority & VLAN ID tags.

Enter 802.1F Priority [0-7]: -1

Enter 802,10 WLAN ID [0-40947: -1

STEP 5: You will now follow the instructions specific to the WAN service type you
wish to establish. This list should help you locate the correct procedure:

(1) For G2.1 PPP over ETHERNET (PPPoE), go to page 118.
(2) For G2.2 IP over ETHERNET (IPoE), go to page 123.
(3) For G2.3 Bridging, go to page 128.

(4) For G2.4 PPP over ATM (PPPoA), go to page 129.

(5) For G2.5 IP over ATM (IPoA), go to page 134.

The subsections that follow continue the WAN service setup procedure.
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G2.1 PPP over ETHERNET (PPPoOE)

STEP 1: Select the PPP over Ethernet radio button and click Next. You can also
enable IPv6 by ticking the checkbox M at the bottom of this screen.

WAN Service Configuration

Select WaN service type:

® PFP over Ethernet (PPPoE)
O 1P aver Ethernet

O eBridging

Enter Service Description: |pppoe_0_0_35

[] Enable IPvG for this service

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.
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PPP Username and Password

PPP usually requires that vou have a user name and password o establish your connection. In the boxes below, enter the
user name and password that vour ISP has provided o you,

FFP Uzername:
PPF Password:
FFPoE Service Mame:

Authentication Method: | ALUTO v

1 Dial on demand {with idle timeout timer)

FFF IP extension

O

Enable MAT

=

Enahble Fullcone MAT

Enable Firewall

O 0O 0O

Lze Stafic IPv4 Address

Uze Stafic IPvA Address

O

[0 Enable PPP Debug Maode

Multicast Proxy
[0 Enable IGMP Multicast Proxy

[0 Enable MLD Multicast Proxy

The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoOE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DIAL ON DEMAND

The CT-5374 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

¥/ Dial on demand ¢with idle timeout timer)

Inactivity Timeout {minutes) [1-4320]: |
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PPP IP EXTENSION
The PPP IP Extension is a special feature deployed by some service providers.
Unless your service provider specifically requires this setup, do not select it.

PPP IP Extension does the following:

e Allows only one PC on the LAN.

e Disables NAT and Firewall.

e The device becomes the default gateway and DNS server to the PC
through DHCP using the LAN interface IP address.

e The device extends the IP subnet at the remote service provider to the
LAN PC. i.e. the PC becomes a host belonging to the same IP subnet.

e The device bridges the IP packets between WAN and LAN ports, unless
the packet is addressed to the device’s LAN IP address.

e The public IP address assigned by the remote side using the PPP/IPCP
protocol is actually not used on the WAN PPP interface. Instead, it is
forwarded to the PC LAN interface through DHCP. Only one PC on the
LAN can be connected to the remote, since the DHCP server within the
device has only a single IP address to assign to a LAN device.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv4 Address field. Don’t forget to
adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

USE STATIC IPv6 ADDRESS

This option displays when IPv6 is enabled. Unless your service provider specially
requires it, do not select this checkbox M. If selected, enter the static IP address in
the IPv6 Address field along with a value for Prefix Length. Don't forget to adjust
the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

BRIDGE PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The CT-5374 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPOE client from non-PPPoE LAN devices.
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ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE MLD MULTICAST PROXY

This option displays when IPv6 is enabled. Tick the checkbox M to enable Multicast
Listener Discovery (MLD). This protocol is used by IPv6 hosts to report their
multicast group memberships to any neighboring multicast routers.

STEP 3: Select WAN interfaces as system default IPv4/v6 gateways. When IPv6 is
enabled a second WAN interface selection box will appear, as shown here.

Routing -- Default Gateway

Select a preferred wan interface as the system default gateway.

Selected Wak Interface | pppoe_eth0_1/pppl_1 =

Select a preferred wan interface as the systerm default IPve gateway,

Selected WaN Interface w

Click Next to continue or click Back to return to the previous step.

STEP 4: Select a WAN interface or enter static IP address to IPv4/v6 DNS Servers.
When IPv6 is enabled, a second set of entries will appear, as shown here.
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DNS Server Configuration

Get DMS server information from the selectad Wal interface OR enter static DMS server IP addresses, If only a single PYC with IPo4 or static MER protocol is configured, you
rust enter static DNS server 1P addresses,

@ Obtain ONS info from a Wa interface:

Wial Interface selected: | pppoe_sthl_1fpppl_1 «

O Use the fallowing Static DNS TP address:

secorcaryonssenver: [ |

Select the configured WaN interface for IPvE DNS server information OR enter the static IPvE DNS server Addresses,
Mote that selecting & WAN interface for IPve DNS server will ensble DHCPYE Client on that interface,

@ Obtain [Py DNS info from a WAN interface:
WiaM Interface selected:

Q Use the fallowing Static [Pv6 DNS address:

Primary IPvG DNS server: l:l
Secondary IPvE DNS server: l:l

Click Next to continue or click Back to return to the previous step.

STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

PORT / WPI / WCI: |0/0/35
Connection Type: |PFFoE
Service Name: pppoe_ethO

Service Category: |ER

IP Address: Mot Applicable
Service State: Enabled
MAT: Enablad
Full Cone NAT: Disabled
Firewall: Disabled

IGMP Multicast: Disabled

Quality Of Service: |Disabled

Click "spply/Save" 1o have this interface to be effective. Click "Back" to make any modifications,
[E-au:k ] ’ applySave

After clicking Apply/Save, the new service should appear on the main screen.
To activate it you must reboot. Go to Management - Reboot and click Reboot.
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G2.2 IP over ETHERNET (IPoOE)

STEP 1: Select the IP over Ethernet radio button and click Next. You can also
enable IPv6 by ticking the checkbox M at the bottom of this screen.

WAN Service Configuration

Select Wak service type:

O PPP aver Ethernet (PPPoE)
@ 1P over Ethernet

O eridging

Erter Service Description: |jpoe_0_0_35

[] Enable IPvE for this service

STEP 2: The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an IP address automatically radio button to
enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can instead use the Static IP address method to assign WAN
IP address, Subnet Mask and Default Gateway manually.

WAN IP Settings

Enter information provided to you by your ISP 1o configure the WaM IP settings.
Motice: If "Obtain an IP address automatically” is chosen, DHCP will be ensbled for PYC in MER mode,
If "Use the following Static IP address" is chosen, enter the WAN IF address, subnet mask and interface gateway.

® Cbtain an IP address automatically
Option 60 Yendor ID: | |

Option 61 IAID: | | (8 hexacecimal digits)
Option 61 DUID: | | thexadecimal digit)
Option 125: (®) Disable O Enable

O Use the following Static IP address:
WAN TP Address: | |

WAk Subnet Mask: | |

Wan gatewsay [P Address: | |
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NOTE: If IPv6 networking is enabled, an additional set of instructions, radio
buttons, and text entry boxes will appear at the bottom of the screen.
These configuration options are quite similar to those for IPv4 networks.

Select the configured WaN interface for IPvE DNS server information OR enter the static IPvE DNS server Addresses,
Mote that selecting a YWaM interface for IPvG DNS server will enable DHCPvE Client on that interface,

@ Obtain IPvA DMS info fram a Wan interface:
Wral Interface selected: w

O Use the following Static IPvE DS address:
Frimary IPvE DNS server:

Secondary IPve DNS server:

Click Next to continue or click Back to return to the previous step.

STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

Network Address Translation Settings

Metwork address Translation (MaT) allows you 1o share one Wide Area Metwork (Wan) IP address for
multiple cormputers on your Local Area Metwork (LARY,

Enable MAT
[] Enable Fullcone MaT

[] Enable Fireveall

IGKIP Multicast

[] Enable IGMP Multicast

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.
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ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox 4
should not be selected so as to free up system resources for better performance.

ENABLE IGMP MULTICAST

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. IGMP is a protocol used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE MLD MULTICAST PROXY

This option displays when IPv6 is enabled. Tick the checkbox M to enable Multicast
Listener Discovery (MLD). This protocol is used by IPv6 hosts to report their
multicast group memberships to any neighboring multicast routers.

STEP 4: Select WAN interfaces as system default IPv4/v6 gateways. When IPv6 is
enabled a second WAN interface selection box will appear, as shown here.

Routing -- Default Gateway

Select 3 preferred wan interface as the system default gateway.

Selected WAN Interface | ipoe_0_0_35/atml |+

Select 3 preferred wan interface as the system default IPvE gateway.

Selected WAN Interface w

Back

Click Next to continue or click Back to return to the previous step.

STEP 5: Select a WAN interface or enter static IP address to IPv4/v6 DNS Servers.
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DNS Server Configuration

Get DNS server information from the selected WAN interface OR enter static DNS server IP addresses. If only a single PVC with IPoA or
static MER protocol is configured, you must enter static DNS server IP addresses.

& Obtain DNS info from a WAN interface:

wWaN Interface selected: | ipoe_0_0_35/atm0 [v]

2 Use the following Static DNS IP address:

Prirmary DS server: | |

Secondary DNS server: | |

If IPv6 is enabled, an additional set of options will be shown.

Select the configured WAN interface for IPve DNS server information OR enter the static IPve DNS server Addresses.
Mote that selecting 3 WAN interface for IPvE DNS server will enable DHCPvE Client on that interface.

@ Obtain IPv6 DNS info from a WAN interface:

VAN Interface selected: | [v]

O Use the following Static IPv6 DNS address:

Primary IPvo DNS server: | |

Secondary IPvG DNS server: | |

Click Next to continue or click Back to return to the previous step.

STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

126




WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

PORT / WPI / WCI: (0/0/35
Connection Type: |IFoE
Service Name: ipoe_0_0_35

Service Category: |LER

IP Address: Automatically Assigned
Service State: Enabled
MAT: Enabled
Full Cone MAT: Digabled
Firewrall: Disabled

IGMP Multicast: Disabled

Ouality Of Service: Disabled

Click "Apply/Save" 1o have this interface to be effective. Click "Back" to make any modifications.
IE-au:k ] I dpplyfSave

After clicking Apply/Save, the new service should appear on the main screen.
To activate it you must reboot. Go to Management - Reboot and click Reboot.
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G2.3 Bridging

\ NOTE: This connection type is not available on the Ethernet WAN interface.

STEP 1: Select the Bridging radio button and click Next. You can also enable IPv6
by ticking the checkbox M at the bottom of this screen.

WAN Service Configuration

Select WaAN sarvice type:

O PPP over Ethernet (PPPOE)
O 1P over Ethernet

@ Eridging

Enter Service Description: |br_0_0_35

Enter 802.1F Priority [0-7]: -1
Enter 802,10 WLAN ID [0-4094]: |-1

[1 Enable IPvS for this service

STEP 2: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to return to the previous screen.
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PORT / ¥PI / ¥CI:
Connection Type:
Service Name:
Service Cateqory:
IP Address:
Service State:
MNAT:

Full Cone NAT:
Firewall:

IGMP Multicast:

Quality Of Service:

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

o/0/35
Bridge

br 0_0_35.1
LIBF.

Mot applicable
Enabled

M

Disabled
Disabled

Mot applicable
Disabled

Click "Apply/Save" to have this interface o be effective. Click "Back" to make any modifications,

’ Back ] ’ Apply fSave

After clicking Apply/Save, the new service should appear on the main screen.
To activate it you must reboot. Go to Management - Reboot and click Reboot.

NOTE: If this bridge connection is your only WAN service, the CT-5374 will be
inaccessible for remote management or technical support from the WAN.

G2.4 PPP over ATM (PPPoA)

WAN Service Configuration

Enter Service Description: (pppoa_0_0_35

STEP 1: Click Next to continue.

STEP 2: On the next screen, enter the PPP settings as provided by your ISP.
Click Next to continue or click Back to return to the previous step.
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PPP Username and Password

PPP usually requires that you have 3 user name and password to establish your connection, In the boxes below, enter the user narme and
passwaord that your ISP has provided to vou,

FPF Username:
FPF Password:
Authentication Method: | AUTO w

O Dial on demand (with idle tirmeout tirmer)

a

PPF IP extension

Enable MAT

=

Enable Fullcone MaT

Enable Firewall

O oo

Lse Static Pv4 Address

[ Enable PFF Debug Mode

Multicast Proxy

[ Enable IGMP Multicast Proxy

PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP.)

DIAL ON DEMAND

The CT-5374 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

¥ Dial on dermand ¢with idle timeout tirmer)

Inactivity Timeout {minutes) [1-4320]: |

PPP IP EXTENSION
The PPP IP Extension is a special feature deployed by some service providers.
Unless your service provider specifically requires this setup, do not select it.

PPP IP Extension does the following:

e Allows only one PC on the LAN.

e Disables NAT and Firewall.

e The device becomes the default gateway and DNS server to the PC
through DHCP using the LAN interface IP address.

e The device extends the IP subnet at the remote service provider to the
LAN PC. i.e. the PC becomes a host belonging to the same IP subnet.

e The device bridges the IP packets between WAN and LAN ports, unless
the packet is addressed to the device’s LAN IP address.
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e The public IP address assigned by the remote side using the PPP/IPCP
protocol is actually not used on the WAN PPP interface. Instead, it is
forwarded to the PC LAN interface through DHCP. Only one PC on the
LAN can be connected to the remote, since the DHCP server within the
device has only a single IP address to assign to a LAN device.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private IP address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox ™ is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC IPv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox 4. If
selected, enter the static IP address in the IP Address field. Also, don't forget to
adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE IGMP MULTICAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. IGMP is a protocol used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

STEP 3: Select a WAN interface as the preferred default gateway route.
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Routing -- Default Gateway

Select a preferred wan interface as the system default gateway,

Selectad WaAN Interface

pppoa_0_0_35/pppoal

Click Next to continue or click Back to return to the previous step.

STEP 4: Select a WAN interface or enter a static IP address to the DNS Server.

DNS Server Configuration

Get DNS server information from the selected \Wak interface OR enter static ONS server IP addresses. If only a single PYC with IPo& or static
MER. protocal is configured, you must enter static OMS server IP addresses,

® Obtain DNS info from 2 Wa interface:

WAl Interface selected: | pppoa_0_0_35/pppoal vl

O Use the fallowing Static DNS [P address:

Primary DMNS server: | |

Secondary DS server: | |

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

PORT / %P1 / ¥CI: |0/0/35
Connection Type: |FFFoa
Service Name: pppoa_0_0_35

Service Category: |LBER

IP Address: Automatically Assigned
Service State: Enabled
MAT: Enabled
Full Cone NAT: Disabled
Firewall: Disabiled

IGMP Multicast: Disabled

Duality Of Service: |Disabled

Click "apply /Save" to have this interface to be effective. Click "Back" o make any modifications.
[E-au:k ] I apply /Save

After clicking Apply/Save, the new service should appear on the main screen.
To activate it you must reboot. Go to Management - Reboot and click Reboot.
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G2.5 IP over ATM (IPoA)

WAN Service Configuration

Enter Service Description: |ipoa_0_0_33

STEP 1: Click Next to continue.

STEP 2: Enter the WAN IP settings provided by your ISP. Click Next to continue.

WARN IP Settings
Enter information provided to you by your ISP to configure the WARN IP settings

WAl IP Address: 0.0.0.0
Wik Subnet Mask: 0.0.0.0

STEP 3: This screen provides access to NAT, Firewall and IGMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

Network Address Translation Settings

MNetwork Address Translation (MAT) allows you to share one Wide Area MNetwoaork (taM) IP address for multiple computers on yvour Local
Area Metwork (LAN),

Enabile MAT
[0 Enable Fullcone MAT

O Enable Firewesll

IGWP Multicast

[ Enable IGMP Multicast

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.
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ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox 4
should not be selected so as to free up system resources for better performance.

ENABLE IGMP MULTICAST

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. IGMP is a protocol used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

STEP 4: Select a WAN interface as the preferred default gateway route.

Routing -- Default Gateway

Select a preferred wan interface as the system default gateway,

Selected WAk Interface | ipoa_0_0_35fipoal

Click Next to continue or click Back to return to the previous step.

NOTE: If the DHCP server is not enabled on another WAN interface then the
following notification will be shown before the next screen.

Message from webpage w

L=

L] I'_'. You have to choose static ip address for DMS server
L]

STEP 5: Select a WAN interface or enter a static IP address to the DNS Server.
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DNS Server Configuration

Get DMS server information from the selected WaN interface OR enter static DNS server IF addresses, If only a single PYC with IPoA or static
MER protocal is configured, you must enter static DNS server IP addresses,

® Obtain DNS info from 3 WaN interface:

Wish Interface selected: | pppoa_0_0_35%pppoal v|

O Use the following Static DNS 1P address:

Primary DNS server: | |

Secondary DNS server: | |

Click Next to continue or click Back to return to the previous step.

STEP 7: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

PORT 7 WPI / WCI: |0/0/35
Connection Type: |PFPoA
Service Name: bppoa_0_0_35

Service Category: |LBR

IP Address: atomatically Assigned
Service State: Enabled
MNAT: Enabled
Full Cone NAT: Disabled
Firewrall: Dizsabled

IGMP Multicast: Dizabled
Quality Of Service: |Disabled

Click "Apply/Save" 1o have this interface o be effective. Click "Back" to make any modifications,
[E-an:k ] I Apply/Save

After clicking Apply/Save, the new service should appear on the main screen.
To activate it you must reboot. Go to Management > Reboot and click Reboot.
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G3 ~ More About MSC Mode

The procedure for WAN connection setup in MSC mode is as follows:

STEP 1: Create a Layer2 interface in MSC connection mode.
STEP 2: Add WAN connections to the interface (Bridge, PPPoE or IPOE).
STEP 3: Use 5.14 Interface Grouping to connect LAN and WAN interfaces.

These three steps are repeated below with screenshots added for reference.

STEP 1: Create a Layer2 interface in MSC connection mode.

DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL ATM interfaces.

Interface | Vpi |V | DSL Latency Category  Link Type | Connection Mode | QoS | Remove

atmio 0 |35 Patho UBR EoA MultipleServiceMode | Disabled |

STEP 2: Add WAN connections to the interface (Bridge, PPPOE or IPoE).

Wide Area Network (WAN) Service Setup
Choose Add, or Remove to configure a WAN service over 3 selected interface.

ETH and PTM/ATM service can not coexist,

Interface Description Type Vian8021p VianMuxId ConnId | Igmp NAT | Firewall | IPv6 Mid | Remove

atmi_2 ipoe_0_0_35_2 | IPoE N/A M/A 2 Disabled | Disabled | Disabled | Disabled | Disabled |
atmi_3 br_0_0_35_3 |Bridge NfA MiA 3 Disabled | MN/A | Disabled | Disabled | Disabled |
ppp0_1 | pppoe_0_0_35_1 | PPPoE A A 1 Disabled | Disabled | Disabled | Enabled | Disabled I

NOTES: If QoS is configured on the first MSC connection, it will be configured by
default for all subsequent connections.

If a MSC connection is removed every other MSC connection should be
removed to avoid potential configuration problems.
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STEP 3: Use 5.14 Interface Grouping to connect LAN and WAN interfaces.

Interface Grouping -- A maximum 16 entries can be configured

Interface Grouping supports multiple ports to PVC and bridging groups. Each group will perform as an independent netwaork. To support
this feature, you must create mapping groups with appropriate LAN and WAN interfaces using the Add button. The Remove button wil
remove the grouping and add the ungrouped interfaces to the Default group. Only the default group has IP interface.

Group Name | Remove | WAN Interface | LAN Interfaces | DHCP Vendor IDs
Default ENET4
EMET1
MSC1 . atm0_2 EMET2
EMET3
wihan0

MSC2 0 atm_3 B

wi0_Guast2

wi0_Guast3

M5C3 E ppp0_1 ETHWAN

See the instructions in 5.14 Interface Grouping for help with this final step.
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