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Preface
This manual provides information to network administrators. It covers the
installation, operation and application of this device. The individual reading this

manual is presumed to have a basic understanding of telecommunications.

Technical support
If you find the product to be inoperable or malfunctioning, please contact

technical support for immediate service by email at INT-support@comtrend.com

For product update, new product release, manual revision, or software upgrades,

visit Comtrend Corporation at http://www.comtrend.com

A Warning

e Before servicing, disconnect power and telephone lines from the device
e Use an appropriate power supply and a UL Listed telephone line cord

Power specifications are clearly stated in Appendix C: Specifications
FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B
Digital Device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction, may
cause harmful interference to radio communication. However, there is no grantee
that interference will not occur in a particular installation. If this equipment dose
cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on , the user is encouraged to try to

correct the interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which



the receiver is connected

® Consult the dealer or an experienced radio/TV technician for help

FCC Caution: The changes or modifications not expressly
approved by the party responsible for compliance
could void the user's authority to operate the

equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the

following two conditions:

1. This device may not cause harmful interference
2. This device must accept any interference received, including interference that

may cause undesired operation.

FCC Radiation Exposure Statement

To comply with the FCC RF exposure compliance requirements, this device and its
antenna must not be co-located or operating to conjunction with any other
antenna or transmitter.

This equipment should be installed and operated with minimum distance

20cmbetween the radiator & your body.

Copyright

Copyright©2007 Comtrend Corporation. All rights reserved. The information
contained herein is proprietary to Comtrend Corporation. No part of this
document may be translated, transcribed, reproduced, in any form, or by any

means without prior written permission by Comtrend Corporation.

This document is subject to change without notice.
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Chapter 1 Introduction

The CT-820C is a powerful WLAN VoIP Gateway, providing predictable, real-time,
toll-quality voice over the Internet. The CT-820C is designed for residential and
business users with broadband DSL or cable access, who need to integrate Wi-Fi
AP and VoIP technologies. The CT-820C offers users easy access to the Internet
via WLAN or Ethernet and provides VoIP via standard analog phones.

1.1 Features

e VoIP and router integrated

e 802.11g/b access point

¢ VPN passthrough

e QoS for voice

e DNS SRV

e Dial plan

e Call hold

e Call waiting

e Call transfer

e Call forwarding

e 3-way conference

e Direct number dialing

e Supports emergency call

¢ Day-time parental control

e T.38 fax relay and passthrough

e Caller ID presentation and restriction

e Supports life line: PSTN alive when power off

¢ Remote administration: automatic firmware upgrade and configuration
Optional

o Centralized configuration and firmware upgrade
via APS (Automatic Provision Server)



1.2 Application

The following diagram depicts the application of the CT-820C.
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1.3 LED Indicators

The front panel LED indicators are shown in this illustration and followed by
detailed explanations in the table below.

. < ¢ . ) % .— %,
= e o e e e Yo g e % ?gr %
CONDRERDHEE S S P 0% % 7 © & CTEZ

LED Color| Mode .
Function
Green| On [The device is powered up.
POWER
Off |The device is powered down.
Green| On [An Ethernet Link is established.
LAN Off |An Ethernet Link is not established.
4x~1x
Green| Blink [Data transmitting or receiving over LAN.
Green| On |The FXS phone 1 is off hook.
PHONE1
Off |[The FXS phone 1 is on hook.
Green| On |The FXS phone 2 is off hook.
PHONE2
Off |[The FXS phone 2 is on hook.
Green| On [The wireless module is ready and idle.
WLAN Off [The wireless module is disabled.
Green| Blink |Data transmitting or receiving over WLAN.
Green| On [An FXO line is off hook.
LINE
Off |An FXO line is on hook.
Green| On |An Ethernet Link is established.
WAN
Off |An Ethernet Link is not established.
Device attempted to become IP connected and failed
INTERNET| Red | On _|(no DHCP response, no PPPOE response, PPPOE
authentication failed, no IP address from IPCP, etc.)

&% [RDP1]:

SV tested this device and
found that the light did not
work as expected. It does
not turn on when connected
or blink when traffic is
passing through the PPPoE
connection.




Chapter 2 Hardware Setup

Follow the instructions below to complete the hardware setup.

The diagram below shows the back panel of the device.

FPhoneZ2Phone I LAN . LINE

Pawer

& 2 Reset 1x 2% X AX L _

Wi-Fi antenna

Connection to Power

Connect the Power jack to the power cord. Attach the power adapter to the wall
outlet or other AC source. At startup, the device will perform a self-test. Wait for
a few seconds until the test is finished, then the device will be ready to operate.

Caution 1: If the device fails to power up, or it malfunctions, first verify that
the power supply is connected correctly. Then power it on again.
If the problem persists, contact our technical support engineers.

Caution 2: Before servicing or disassembling this equipment always
disconnect all power cords and telephone lines from their outlets.

Connection to Phonel/ Phone2
Connect a telephone to either RJ11 port for VoIP service.

Reset Button

Restore the default parameters of the device by holding down the Reset button
until the front panel LED indicators start blinking simultaneously (~ 5 seconds).
If held down for more than 12 seconds, the device will go into a firmware update
state (CFE boot mode). The user can then update the device from any web
browser using the default IP address (http://192.168.1.1) without login.

Connection to LAN/WAN ports

Use a RJ45 cable to connect to a network hub or PC. You can connect the device
to up to four LAN devices and one WAN device. The ports are auto-sensing
MDI/X and either straight-through cable or crossover cable can be used.

Connection to LINE port
If you wish to connect both the router and a telephone, connect the LINE port to
a POTS splitter with a RJ11 connection cable.

Connection to WLAN
Attach the Wi-Fi antenna to enable this feature.



Chapter 3 Web User Interface

This section describes how to access the device via the web user interface using
an Internet browser such as Microsoft Internet Explorer (version 5.0 and later).

3.1 Default Settings

The following are the default settings for the device.

Local (LAN access) Username: root , Password: 12345
Remote (WAN access) Username: support, Password: support
LAN port IP address: 192.168.1.1

Remote WAN access: disabled

NAT and firewall: enabled

DHCP server on LAN interface: enabled

WAN IP address: none

Technical Note:

During power on, the device initializes all settings to default values. It will then
read the configuration profile from the permanent storage section of flash
memory. The default attributes are overwritten when identical attributes with
different values are configured. The configuration profile in permanent storage
can be created via the web user interface or telnet user interface, or other
management protocols. The factory default configuration can be restored either
by pushing the reset button for more than five seconds until the power indicates
LED blinking or by clicking the Restore Default Configuration option in the Restore
Settings screen.




3.2 TCP/IP Settings

DHCP Mode

When the device powers up, the DHCP server (on the device) will start
automatically. To set your PC for DHCP mode, check the Internet Protocol
properties of your Local Area Connection. You can set your PC to DHCP mode by
selecting Obtain an IP address automatically in the dialog box shown below.

Internet Protocol {TCP/IP} Properties 7] x]

General

You can get IP zettings azsigned automatically if your network, supports
thiz capability. Othenwize, you need to azk pour network, adminiztrator for
the approprate IP zettings.

f+ Obtain an IP address automatically
—{" Uze the following |P address:

1P address; I

Subret mask: I

Default gateway: I

* Obtain DNS server addiess automatically

—{ Usze the following DMS server addresses:

Ereferred LS semvern I

Alternate DS sempern I

Advanced... |
Ok I Cancel |

STATIC IP Mode

To configure the device manually, your PC must have a static IP address within
the 192.168.1.x subnet. Follow the steps below to configure your PC IP address
to use subnet 192.168.1.x. The following assumes you are running Windows XP.

STEP 1: From the Network Connections window, open the Local Area Connection.
(You may also access this screen by double-clicking the Local Area
Connection icon on your taskbar.) Click the Properties button.

10



STEP 2: Select Internet Protocol (TCP/IP) and click the Properties
button. The screen should now display as below. Change the IP
address to the domain of 192.168.1.x/24 (i.e. subnet
mask=255.255.255.0).

Internet Protocol {TCP/IP) Properties 7] x|

General

'ou can get |P zettings asgzigned automatically if your network. supports
thiz capability. Othenwize, you need to azk pour network, administrator for
the appropriate P zetlings.

£~ Obtain an IP addiess automatically
—{%" Usze the following IP addiess:
P address: | 192 168 . 1 . 133

Subnet mask: | 285255 .85 . 0

Default gatewayw: |

£ Obtain DHE server addiess automatically

—{%" Use the following DM5 server addresses:

Prefenred DMS zerver: |

Alternate DS zerver: |

Advanced... |
Ok I Cancel |

STEP 3: Click OK to submit the settings.

3.3 Login Procedure

Perform the following steps to login to the web user interface.

NOTE: The default settings for this device can be found in 3.1 Default
Settings.

STEP 1: Start the Internet browser and enter the default IP address for the
device in the Web address field. For example, if the IP address is
192.168.1.1, type http://192.168.1.1.

NOTE: For local administration (i.e. LAN access), the PC running the browser
must be attached to the Ethernet, and not necessarily to the device.
For remote access (i.e. WAN), use the remote username and
password.

11
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STEP 2: A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings.

Click OK to continue.

Enter Network Password 2| x|

Pleaze type your uzer name and pazsward.

Site: 132.168.1.1

Eealm DSL Router

zer Mame Iloot

Pazzword I"“**

[T Save thiz password in your password list

0. I Cancel |

NOTE: The login password can be changed later (see 9.5.3 Passwords)

STEP 3: After successfully logging in, you will reach this screen.

Device Info

| Software Version: C101-S306CTL-CO3 _RO1
Device Info |- = - — -

| Bootioad Versiore | 1.0.37-6.8
Advanced Setup _ e (OrR) o
Wircless |Wh'elen Driver Verslore | 3.131.35.4.cpe2 0
Volce
oi 1 This information reflects the current status of your DSL connection
Management |

| LAN IP Address 192168.1.1

| Default Gatoway:

| Primary DNS Server: 152.168.1.1

| Secondary DNS Server:  152168.1.1

| Dt/ Tirmes Sat Jan 1 000208 2000

This Information refiects the current status of your Vol P connection.

: Phone 1 Current Status: .I‘_'l-rr::.":c-da
imztumntﬂahu'. Direct Mode

13



Chapter 4 Device Information

The web user interface is divided into two window panes, the main menu (at left)
and the display screen (on the right). The main menu has the following options:
Device Info, Advanced Setup, Wireless, Voice, Diagnostics, Management.
Selecting one of these options will open a submenu with more options.

NOTE: The menu options available within the web user interface are based
upon the device configuration and user privileges (i.e. local or remote).
For example, in the Advanced Setup menu, if NAT and Firewall are
enabled, the main menu will display the NAT and Security submenus.
If either is disabled, their corresponding menu will also be disabled.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence.

The Device Info submenu (outlined in red in the screenshot below) has the
following selections: Summary, WAN, Statistics, Route, ARP, and DHCP.

|

Wi P GW

— =T

Desrice Tl

Soltware Version: 101-5306CTL-C03_RO1
Dervice Info

Sunmary Boollosder (CTE ]} Versbom
WAN Wireless Driver Wersion 131 354 eped
Statistics
foute ation redlects e amrent statis of your DSL oor
ARP
DHCD LAM 11" Adidress: 192, 168.1.1
Advanoed Setup Dl it Galewiay:
Wirelss Primssy DS Serven 192, 168.1.1
Vaodon Seromdlary NS Sorved; 2.1 1
Dagpinirdics Crate f T e at lan 1 005004 HO0
Manasgement

Phone 1| Corrent Status:  Dirsct Mo

Phone } Current Stalus:  Divect Mode

_————————————
The Device Info Summary screen (shown above) is the default startup screen.

It provides summary information regarding the device firmware version, TCP/IP
settings, and the status of the two VOIP connections.

14




4.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

OMTREND)C
Wi

olP GW

WAHN Infa

| | mw
Protescnl Ligmngs Stale | Stalus » ”“_“

Cot,
Device Info 1 Category  Service  Interface

SuImmary 1 1 1 r M WAN
WA
LiGR ol 0 elhi ‘ Poy Disaile] | Enabled il

The display screen table headings (above) are described in the table below.

Con. ID Shows the connection ID

Category Shows the ATM service classes

Service Shows the name for WAN connection

Interface Shows connection interfaces

Protocol Shows the connection type, such as PPPoE, PPPoA, etc.

Igmp Shows the status of the IGMP Proxy function

State Shows the connection state of the WAN connection

Status Lists the WAN or PVC status (ex: Up/Down or Authentication Failure)
IP Address | Shows IP address for WAN interface

15




4.2 Statistics

The Statistics screens show detailed information for LAN or WAN Interfaces.

NOTE: These statistics are updated every 15 seconds.

4.2.1 LAN Statistics

This screen shows statistics for Ethernet and Wireless interfaces on the LAN.

Stalistics — LAN
!Intt-.rl:'rlrr- Received | lmnmliﬂﬁﬂ
Device Tnfo | 1
| Byles ||'lm Errs [Drops [Bytes  Pkis Errs | Drops
Summary |
|[~tllmmtlnl'l{1 -4) | 6780185350 |0 |u '--. s0E2S s4a1lo0 o
WAN i
[ Siatistics ,F_t!'”“” eon o o Jo Jo :'_"_ 0 jo Jo
LAN :erlelm .-'i Il'n i} ||'| gﬂ i} 0 o
WAN
Roaule f
Reeset Shatistes
ARp
DHEP
Advanced Setup
Wincless
Voioe
DMagnostics
Management
Interface Shows connection interfaces in the following

format: nas_(VPI number_VCI number).
These interfaces are devised by the system
and not the user.

Received/Transmitted Bytes Rx/TX (receive/transmit) packet in Byte

- Pkts Rx/TX (receive/transmit) packets

- Errs Rx/TX (receive/transmit) the packets which
are errors,

- Drops Rx/TX (receive/transmit) the packets which

are dropped

16




4.2.2 WAN Statistics

This screen shows statistics for interfaces on the WAN.

COMIRENDYO @
WiFi VoIP GW

Statistics — WAN

F-ewlnb{mlocm Interface | Received Transmitted
Davice Info | | B :'Hp':u:_|I'Er'-i_l-n-_:_mup-::n}rn-';:Pkis_fr;:lti{-np'c
Summary | eth n| PoW ethi f oioj o [2uB{ID)@ il
WAN
Statistics
LAM [ Reset Statistics
WA f
Route
ARP
DHCP
Advanced Selup
Wireless
Voloe
Disgnostics
Managament
Service Shows the service type, as configured by the
administrator
Protocol Shows the connection type, such as PPPoE,
PPPoA, etc.
Interface Shows connection interfaces in the following

format: nas_(VPI number_VCI number).
These interfaces are devised by the system
and not the user.

Received/Transmitted

Bytes
Pkts
Errs

Drops

Rx/TX (receive/transmit) packet in Byte
Rx/TX (receive/transmit) packets

Rx/TX (receive/transmit) the packets which
are errors,

Rx/TX (receive/transmit) the packets which
are dropped

17




4.3 Route

Choose Route to display the routes that the route information has learned.

el
COMIREND) OB
WikFSTP oW

Dervice Info

Summary

WAN

Statistics

__houte

ARP

DHCP
Advanced Setup
Wireless
Volce
Diagnostics
Management

Dewice Info — Route
Fags: U - up, | - reject, G - gatoway, H - host, R - reinstate

D = dhynamic (redirect), M - modified [redirect)

Destination | Gateway | Subnpt Mask |Ha|]'bhvmr | Service | Interfaco
| | ] } |

192, 168.1.0 | 0000 0 v}

200,255, 250.0 | U

Field

Description

Destination

Destination network or destination host

Gateway

Next hub IP address

Subnet Mask

Subnet Mask of Destination

Flag

U: route is up

I reject route

G: use gateway

H: target is a host

R: reinstate route for dynamic routing

D: dynamically installed by daemon or redirect
M: modified from routing daemon or redirect

Metric The 'distance' to the target (usually counted in hops). It is not used
by recent kernels, but may be needed by routing daemons.

Service Shows the name for WAN connection

Interface Shows connection interfaces

18




4.4 ARP

Click ARP to display the ARP information.

Device Info
Summary
WAN
Statistics

Route

ARP

DHCP
Advanced Setup
Wireless
Voice
Diagnostics

Management

Device Info — ARP

IP address

Flags

HW Address

Device

192.168.1.2

Complete

00:05:5D:0C:56:E1

bro

19




4.5 DHCP

Click DHCP to display the DHCP Leases information.

Device Info — DHCP Leases

Hostname | MAC Address | IP Address | Expires In

Device Info
Summary
WAN
Statistics
Route
ARP

DHCP
Advanced Setup
Wirel

Voice
Diagnostics
Management

20



Chapter 5 Advanced Setup

This chapter explains the setup screens for the following services:

e WAN - Wide Area Network e SECURITY
e LAN - Local Area Network e QUALITY OF SERVICE
e NAT - Network Address Translation ¢ ROUTING

5.1 WAN

Follow the steps on the following pages to configure WAN interfaces. The screen
below shows all configured WAN connections. The table below gives more details.

STEP 1: Click the Edit button next to the WAN connection you wish to configure.

Wide Area Netbwork [WAN) Setup

Chaooss Add, Edit, or Ramave 1o confiqune WAN nismacss.
Device Info Choome Save/Rehoot to apply the changes and rebant the pystem,

WAN Con 1D Category | Service | Interface | Protocol Tgmp | state |Remove | Ed

1 uBR eth_0 etho IFowY | Dsabded | Enabied C at |

port Trigges Savr Rl

Con. ID ID for WAN connection

Category | ATM service category, e.g. UBR, CBR, ...

Service Name of the WAN connection

Interface | Name of the interface for WAN

Protocol Shows IPoW or PPPoE modes

Igmp Shows enable or disable IGMP proxy

State Shows enable or disable WAN connection

21




STEP 2: The WAN Configuration screen will display as below. Quality of Service
(Qo0S) is enabled when the box at bottom is checked (). Click Next.

WAN Configuration

Device Info
Advanced Setup
WAN
LAN
NAT
Security
Quality of Service
Routing
Wireless
Voice
Diagnostics
Management

Enable WAN service on eth0

Enable Quality Of Service &

STEP 3: On this screen, you can choose either PPPOE or IPOE connection types.
Once you have chosen, click Next to proceed.

WiFi VolP GW

Connection Type

Select the type of network protocol for IP over Ethernet as WAN interface
Device Info

Advanced Setup
WAN
LAN
NAT
Security
Quality of Service
Routing
Wireless
Voice
Diagnostics
Management

PPP over Ethernet (PPPoE)

O IP over Ethernet

22



Important Note:

For PPPOE connections follow Steps 4-6
For IPoE connections follow Steps 7-9

PPPoE —PPP over Ethernet

Step 4: Enter the Username and Password and select the connection options.
Review the descriptions below for more details. Click Next to continue.

PPV Usernamee and Password

il recpres: (il oo Fave o U name and passsond 10 stabich wour coonecion, i the boees beiow, enter the

[ Enabie PP Debug Mode

PPP Username/PPP Password

The PPP Username and the PPP password requirement are dependent on the
particular requirements of the service provider. A maximum of 256 characters is
allowed for the PPP user name and a maximum of 32 characters for PPP password.

PPPOE service name
For PPPOE service, PADI requests contain a service name-tag. Some PPPoE
servers (or BRAS) of ISP check this service name-tag for connection.

Dial on Demand

The device can be configured to disconnect if there is no activity for a period of
time by selecting this check box. When the checkbox is ticked, you must enter
the inactivity timeout period. The timeout period ranges from 1 to 4320 minutes.

¥l Dial on demand {with idle timeaout timer)

Inactivity Timeout (minutes) [1-4320]: I

23




PPP IP Extension
The PPP IP Extension is a special feature deployed by some service providers.
Unless your service provider specially requires this setup, do not select it.

The PPP IP Extension supports the following conditions:

e Allows only one PC on the LAN

e The public IP address assigned by the remote side using the PPP/IPCP
protocol is actually not used on the WAN PPP interface. Instead, it is
forwarded to the PC’s LAN interface through DHCP. Only one PC on the
LAN can be connected to the remote, since the DHCP server within the
device has only a single IP address to assign to a LAN device.

e NAT and firewall are disabled when this option is selected.

e The device becomes the default gateway and DNS server to the PC
through DHCP using the LAN interface IP address.

¢ The device extends the IP subnet at the remote service provider to the
LAN PC. That is, the PC becomes a host belonging to the same IP subnet.

e The device bridges the IP packets between WAN and LAN ports, unless the
packet is addressed to the device’s LAN IP address.

Use Static IP Address

Unless your service provider specially requires this setup, do not select it.

If selected, enter your static IP address in the IP Address field. Also, don’t forget
to adjust your TCP/IP Settings as described in subsection 3.2 TCP/IP Settings.

Enable PPP Debug Mode
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

Step 5: On this screen you may enable/disable IGMP Multicast and WAN
service. Click Next to continue.

Enable IGMP Multicast, and WAN Service

Device Info
Advanced Setup
WAN
LAN Service Name ;gﬁ_@
NAT
Security
uality of Service
Eouiﬁjt:g
Wireless
Voice
Diagnostics
Management

Enable IGMP Multicast O
Enable WAN Service E

24



Enable IGMP Multicast checkbox

Tick the checkbox to enable IGMP multicast (proxy). IGMP (Internet Group
Membership Protocol) is a protocol used by IP hosts to report their multicast
group memberships to any immediately neighboring multicast device’s.

STEP 6: Click Next to display the WAN Setup-Summary screen that presents
the entire configuration summary review. Click Back to modify the
settings.

WAN Setup - Suminary

Matkos sure that the sefEmgs belov match the setings provided by your B2,
Devier Inlo
AEVRRCEA SETup Connéction Type | #9oE
e | Service Miime: eth_0
NAT Service Category: | LUER
SeuHty 1 Adbidress Automaticaly Assgioed
ualily of Service |Service State: Frinied
Routing MAT: Enatied
Wineless |Firewall Enalbiled
Voloe I
IGMP Multicast: Deatiend
Dianyrosslics | o
Quality OFf Servioe: | Frianked
Management 1 |
Cick “Save”™ o save these sellings. Cick Thack™ o miake amy modiications
NOTE: You need o hebiot I actvale this WAN nterdace and further configunt sendCes-over this ntstace.
[

Click Save/Reboot and skip to Step 10.
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IPoE - Internet Protocol over Ethernet

STEP 7: The WAN IP Settings screen below allows for configuration of the
connection in DHCP (automatic) or Static IP (manual) modes.

Bl
M T}

wﬂgf"t’sip GwW

WAM TP Setiings

Device Info
Advanced Setup
WAN

it ) [ adkire
o, Cnnfigurieeg Ehesm with stk

the PeC in MR mecde,
teriace™ s optonal

NAT

Security

Gualty of Servioe

s ) WAR Y e
Wirekss VAN St Marsk

st @ Obtwn detsull gabrviry sutomaticely
Manapement Lisem e Folowing el palevairy

Liwr P Acdress
L WiAN Iniefaoe

& Dbtan DNS serve
L iTw ok

Primary DAS

T add e minmaticaly
i sy At

B

SEcondhary DS s v

™

Enter information provided to you by your ISP to configure the WAN IP settings.
DHCP mode must be enabled when Obtain an IP address automatically is
chosen. Changing the default gateway or the DNS affects the whole system.
Where Static mode is selected, the IP address and subnet mask must be entered,
however, the Use WAN interface field does not need to be selected.

STEP 8: The next screen combines NAT, IGMP and WAN service selection
options.

Nl
TR NOY O

“Wifi VolP cw

Hetwork Address Transiaton Scitings

Mt Addieid Trarmlaton (MAT) sl you o dhare one Wichs Adia Mtk (WAK) [P ackdriss far mulliple comguiten

Bawice [nfo o your Local Area Netveori (LAN)
Advanced Setup

WAMN Eirtlee: NAT =

LAN Enabie Frewal B9

AT

Seosty

pieality of Sendie Enabie IGHP Miltirast, and WAN Service

Rouating
W ETh Enabie IGMP Mubcast [0
Wiphom Enalie WAN Service 7]
et ST T .
Hanagenment

[fhack: | [meest]
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Enable NAT

If the LAN is configured with a private IP address, the user should select this
checkbox. The user can then configure NAT-related features. If a private IP
address is not used on the LAN side, this checkbox should not be selected, so as
to free up system resources for improved performance.

Enable Firewall
If the firewall checkbox is selected, the user can configure the device firewall.

Enable IGMP Multicast checkbox

Tick the checkbox to enable IGMP multicast (proxy). IGMP (Internet Group
Membership Protocol) is a protocol used by IP hosts to report their multicast
group memberships to any immediately neighboring multicast device’s.

STEP 9: Click Next to display the WAN Setup-Summary screen that presents
the entire configuration summary review. Click Back to modify the
settings.

WAN Selup - Summmeany

Mk suri Uit Uhe settings bekow match e settings provided by your ISP
Device Inlo
Advanced Setup Connection Type  [Bow
WAN ] .
Servioe Name: eth._0
LAN
Service C g B
MAT Calegory .l. 2
m"t‘l‘ TR Achiiresss .ﬁ- ormalcaly Avanned [
Quality ol Service Service State: Enaibied
Rexuting MNAT: Enalbied
Wirchesy Firewall: Fiinatued
ke IGHP Multicasts  Deabied
Quality OF Service: | Enabeed
Management
Tk "Save” to wave Ehess setiinge Ok "Mack™ o make any modficatiom
NOTE: You need to reboot toactivate this Wikt interface and further configure services over this interface
[innck | [ave

STEP 10: At this point, the device will save the configuration to flash memory
and reboot. The Web UI will not respond until the device is ready. The
Web UI should refresh to the default page automatically.
If not, restart the browser and login again, following the steps in
subsection 3.3 Login Procedure.
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5.2 LAN

Configure the device IP Address and Subnet Mask for LAN interface. Save button
only saves the LAN configuration data. Save/Reboot button saves the LAN
configuration data and reboots the device to apply the new configuration.

IP Address: Enter the IP address for the LAN port.
Subnet Mask: Enter the subnet mask for the LAN port.
Enable UPnP: Tick the box to enable.

Enable IGMP Snooping: Enable by ticking the box.

Standard Mode: In standard mode, multicast traffic will flood to all bridge ports
when no client subscribes to a multicast group - even if IGMP
snooping is enabled.

Blocking Mode: In blocking mode, the multicast data traffic will be blocked and
not flood to all bridge ports when there are no client
subscriptions to any multicast group.
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To configure a secondary IP address tick the checkbox shown below.

@:Dnﬁgure the second IP Address and Subrnet Mask for LAN interface
IP Address: I

Subnet Mask: |

Save Save/Reboot

IP Address: Enter the secondary IP address for the LAN port.
Subnet Mask: Enter the secondary subnet mask for the LAN port.

5.3 NAT

NOTE: To display the NAT function, you must enable NAT in WAN Setup.

5.3.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified
by Protocol and External port) to the Internal server with private IP addresses on
the LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.

Wirtual Servers ST Exfermad Poat External Pom Intermal P Intemmnal Poat  Server 11
Port Triggering Hammme Stait Land ST End Adddress

To add a Virtual Server, click the Add button. The following screen will display.

29



& Tainae
L e oM TRE

WiFi VolPF GW

RAT - Wietusl Srrvrea

feicad g e, el vt T s 0F il ] ik Baren bty e w3 pithats Mo o o v e e gt s IOTE: Thay
Dewice s Tt sl Pt sl crnot e Chassgnd. Tt the samir s5 Tternal Port [nd™ oo By s will e (b same 5y tee T sl Poet Star™

A St for L abewmad Pt 1 ™ il ssthes i in modified
A A S K ——— T
L ¥ W
Al B fdect g S | Sk Ona o
Port Trggenesy
O st
Secwrity
Gualiy af fvvice
Nty I_LI
Wk
b Wi Pt bt | ternal Pt b Prolicnl  Anleeial Put W Tbernad i |nd
3
Dnpgmerg P n =
Hanagrmient |mee
T
|1e»
TR

| TER
[ re=
|t
[TeF
1=
i

| P

IS RS S A AT

| Seminpos |

Select a Service User should select the service from the list.
Or Or
Custom Server User can enter the name of their choice.

Server IP Address Enter the IP address for the server.

External Port Start Enter the starting external port number (when you select
Custom Server). When a service is selected the port ranges
are automatically configured.

External Port End Enter the ending external port number (when you select
Custom Server). When a service is selected the port ranges
are automatically configured.

Protocol User can select from: TCP, TCP/UDP or UDP.

Internal Port Start Enter the internal port starting number (when you select
Custom Server). When a service is selected the port ranges
are automatically configured

Internal Port End Enter the internal port ending number (when you select
Custom Server). When a service is selected the port ranges
are automatically configured.
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5.3.2 Port Triggering

Some applications require that specific ports in the device's firewall be opened for
access by the remote parties. Port Trigger dynamically opens up the 'Open Ports'
in the firewall when an application on the LAN initiates a TCP/UDP connection to a
remote party using the 'Triggering Ports'. The device allows the remote party from
the WAN side to establish new connections back to the application on the LAN
side using the 'Open Ports'. A maximum of 32 entries can be configured.

—
MTRENDYCE
“WiFFVsip aw

HAT

Port Triggeriig Selup

Some applcatons requre that spechc ports n the Rower's frewal be opened for access by the
Dewloe Inlo remole pirtes. Port Trgger dynarmcsly anern up the "pen Porks” n the freveal when an spplestion
Advanced Sotup 1 The LAN relastes 4 TOP/UDP commedtonta @ vemote party usng the Trggemg Pads’. The Route
WAN alova the remote party from the WAM sde to establsh new connectens back to the appleaten an the
LA scle ising the "Diper Ports’. A masrmerm 12 entnes can be conifioursd
LAN
HAT [
Add Renurve
Virtual Servers I—I
Pt Triggeri i
= | Applicathon Trigger Open Ry
DM Host | | |
- rity | [JETI TS Protocol | Port Radge | Potocol | Port Range
b
Quality of Service | Siart | Ced Start | End
Ramting
Wircless
Vidioe
Diaipaetics
Managensent

To add a Trigger Port, click the Add button. The following screen will display.
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Pairt Trigppeting
Drvicn fefie Py el
Addvanced Sobup L3 ] g 0 O -DIRgting Y ovm [Cum = i el SRk “Suapem Appy” bo add
WAR Remaining mmber of enlries that can be condiguensd: 12
WAT @ Galett an mppbcabon| | Selecl Ons -
Virbmal Sirevrs "
Port Triggoring 3
DME Host [vainn |
Sasrurity bmeheaecad
Guality of Senvice Treggar Part Start Trigger Pert End Triggar Pratocedtipan Part Siart Dpan Dort | nd Dpen Peatacnl
i TCP [ Tep |
Veice e L
Dagnostics TGP * TGR |
Managrment TcP | ToP »
e - | Tep |
(-] 1- | 1ep -
v - | TER -
e =] | T u
Select an User should select the application from the list.
Application Or
Or User can enter the name of their choice.
Custom Application
Trigger Port Start Enter the starting trigger port number (when you select

custom application). When an application is selected the
port ranges are automatically configured.

Trigger Port End Enter the ending trigger port number (when you select
custom application). When an application is selected the
port ranges are automatically configured.

Trigger Protocol User can select from: TCP, TCP/UDP or UDP.

Open Port Start Enter the starting open port number (when you select
custom application). When an application is selected the
port ranges are automatically configured.

Open Port End Enter the ending open port number (when you select
custom application). When an application is selected the
port ranges are automatically configured.

Open Protocol User can select from: TCP, TCP/UDP or UDP.
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5.3.3 DMZ Host

The device will forward IP packets from the WAN that do not belong to any of the
applications configured in the Virtual Servers table to the DMZ host computer.

Enter the computer's IP address and click Apply to activate the DMZ host.

Clear the IP address field and click Apply to deactivate the DMZ host.

NAT

DMZ Host

The D50 router will forward [P packets from the WAN that do not belong to any of the
Device Info appdications configured in the Virtual Servers table to the DMZ host computer
Advancied Setup

WAN
LAN
NAT
Virtual Servers DMZ Host 1P Address:
Port Triggering
- — R
Security
Guality of Service
Routing
Wireless
Voice
Diagnostics
Management

Enter thie camputer’s 1P address and clidk "Apphy” to activate the DME host.

Chear e [P address feld and click "Apply® 1o deactivate e DMZ host,
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5.4 Security

NOTE: The Firewall must be enabled to access this option

5.4.1 IP Filtering
IP filtering allows you to create a filter rule to identify outgoing/incoming IP traffic
by specifying a new filter name and at least one condition below. All of the

specified conditions in this filter rule must be satisfied for the rule to take effect.
Click Save/Apply to save and activate the filter.

Outgoing IP Filter

NOTE: The default setting for all Outgoing traffic is ACCEPTED.

Ot godng 11 FRtering Setup

iy Sefaul, of utyong [P iraf from LAN & alovwed, but some P trafic Gn be BLOCKED by settng ui lEos
Addvanced Setigp Chcecre Akl O Remiowe m configur e Dutgons [P e

e [Souemtdres ) Soune | DestAddees) Del
P d!M..I-III: Port Mak Powrt

To add a filtering rule, click the Add button. The following screen will display.
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e io kenitfy outgoang 1P traffic by speciying a new fter name and at keast

Dewice Infa ] EcaruBEicerT i s e e et Bae oo fioe 1P rule 30 tace efect. Ok
Advances) Setup Sy Adply” {0 v and sctivste the fter
WAN o
R et hzene
HAT .
Segurity g X
1P FRtering e I e
Dutpoann Sourtn Subnet Mk
Trscoming Couree Port (port o portpor ]
Parental Control Prestruation [ address
m“m DersEmabnm Sufnet Mk
Routing
Wirsksa Detmaton Port [Doit o portport
Voskoe
Diagnostics T
; SaveATTly |
Filter Name Type a nhame for the filter rule.
Protocol TCP, TCP/UDP, UDP or ICMP.

Source IP address

Enter source IP address.

Source Subnet Mask

Enter source subnet mask.

Source Port (port or port:port)

Enter source port number or port range.

Destination IP address

Enter destination IP address.

Destination Subnet Mask

Enter destination subnet mask.

Destination port (port or port:port)

Enter destination port number or port
range.
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Incoming

NOTE: The default setting for all Incoming traffic is BLOCKED.

T cming T Miliesing Setap

By e, al nconeng [P rafe from the WAN & bincieed when the Teevwsl & enalties. Howeses, sonme B inaffc can

Deeviere Tndo b MOCEPTED by rtfng up e
Adbvanced Setup
AN Choose Add or Remove io configure incommng I fters.
LAM T
Ly 1 ﬁ w:m:lww'm ] ;.“ m : ﬁ .

1 Fitering @ T

MTREM ¥
wifi VolP GW

Aaktd TP FiLer - Incomiig

Thar scymen aliowes you B crmite & e rule 10 den iy nooming P il by specfyng & new (e name arcd &t st

Device Lndio e conditon Beiow, Al ol (e ipeclied condBicns i thil Mer rule must be plalied for the nule 10 Eelee sflecy, Oick
Advanced Selup Sorer Apy 10 Save and actevate the it
WAN
LAN P N
HAT
FIDADX W
Security =
17 Fitering Sowrre [P ackdness
Duitgoing Sourte Subnet Fskc
Incoming Sourre Port (port o port:port )
Parental Control Destratin [P sk
Quality of Senvice
Deptrigtaan Tabnet Mafc
Hoarting )
4 T i W1t
Wi Ceswation Poet (port oF por ool
Valoe
WAN Invtertsoes {Configured i Bouting misde and with lresall snabisd onby )
ENagacticy Selert at least one O muliple WAN ntertaces dsplzyed beiow t appsy B nie
Management
B seea
B eh_ohetho

e

To configure the parameters, please reference the Outgoing IP Filter table.
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5.4.2 Parental Control

Daytime Parental Control

This feature restricts access of a selected LAN device to an outside network
through the router, as per chosen days of the week and the chosen times.

YOI :
WiFi ﬂl' P GW

Time of Doy Restrictions — A maximuam 16 entries can be configuned.

Dagnastics

| Usarmame | MAC | Mon | Tee Wed | Thu Fri Sat|5-ur| STart ﬂnp-umwe]fm'
i L i 1 1

(5] [

Click Add to display the following screen.

Thme of Day Restrict lon

The pape adds tme of day restricon to 3 specal LAN device conneciad to the Router, The Browser's
MAL addrass’ autsemabealy daplays the MAC addrase nf the LAN device where the brovszr 8 runrng
Ta restrct other LAN deves, chok the "(he MAL Addiess® butten amd erber the MAL sddress of Hwe
gther LAN device. To fnd out the MAC address of @ Windows based PC, go to command vendow aned

002 05: SDA0C-561E 1

[1_1 seWed Thu Fri Sat Sun

@] (=) [=][=]z][=

Device Info
Advanced Setup
WAN
L type “peonfy fal”
HAT
Security Llses M
1P Filtering
Parental Control @ Hrowser's MAC Ardress
Quality of Service 3 Other MAC Address
Routing [ e e s an e
Wirekess :
Volce Days of the wask
0 1w '!'L'k o select
Management
Start Blackg Time (hhomim)
Enil Blocking Tene (hhimm)

TR

See below for instructions. Click Save/Apply to apply the settings.
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User Name: Name of the Filter.

Browser's MAC Address: Displays MAC address of the LAN device on which the
browser is running.

Other MAC Address: If restrictions are to be applied to a device other than
the one on which the browser is running, the MAC address of that LAN device is
entered.

Days of the Week: Days of the week, when the restrictions are applied.

Start Blocking Time: The time when restrictions on the LAN device
are put into effect.

End Blocking Time: The time when restrictions on the LAN device are lifted.

5.5 Quality of Service

Choose the broadband network environment: Cable or ADSL. Then set the
maximum upstream bandwidth rate in Kbps. Click Save or Save/Reboot.

Quality of Service Setup
Broadband Network: |ADSL B

Bandwidth Rate : [0 Kbps

[ Save ][ Savae/Reboot

Security
Quality of Service
Routing

Wireless

Voice

Diagnostics

Management

NOTE: To display this function, QoS must be enabled in WAN Setup.
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5.6 Routing

This option allows for Default Gateway and Static Route configuration.

5.6.1 Default Gateway

If Enable Automatic Assigned Default Gateway checkbox is selected, this
device will accept the first received default gateway assignment from one of the
enabled PVC(s). If the checkbox is not selected, enter the static default gateway
and/or WAN interface. Click Save/Apply button to save it.

NOTE: After enabling the Automatic Assigned Default Gateway, the device
must be rebooted to activate the assigned default gateway.

Raouting -- Default Gateway

If Enalle Aidomatic Assigned Default Gatewway theckbox is sefected, this router will accegt
Device Inlo the first récehed delaull gateway assipnmoent from ang of the PPPaA, PPPaE ar MER
Advanced Selup enabled L [5). I the dreckbex s not selected, enter the static defall gateviay ANDOR @
WAN WAN Interface. Click Save/Apply" bulton to save it
LAN NOTE If changing the Automabic Assigned Defoull Galeway from unsclecied 1o selecdied,
HAT You must rebook the router to get the automatic assigned default [l 1]
Securily
Quality of Service ¥ Enable Automatic Assigned Default Gatewary
Rouling |
Default Galeway ;
Static Route
Wireless
Valoe
Diagnostics
2 .
Mamagemsent Sawe] Apply
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5.6.2 Static Route

The Static Route screen lists the configured static routes.
Choose Add or Remove to configure the static routes.

Routing — Static Route (A maximam 32 entries can be conligured)

| estinatbon  Submed Mask Galeway | Inleriace |Ih-mm
Device Info

g [ [emorve.
LAM
MAT
Securily
Quality of Service
Rowting
Default Gateway
Static Rtoute
Wireliss
Voicn
Diagnastics
Managemaent

Click the Add button and the following screen will display.

Enter the destination network address, subnet mask, gateway AND/OR available
WAN interface then click Save/Apply to add the entry to the routing table.

Rouling — Static Roule Add

Enter the destinabion network address, subnet mask, gateway ANDYOR availabls WANK
Dewloe Info mteriace then didd “Save/Apply™ tn add the entry to the rooting tabde

Deesination Mevwork Address:

AT Sukmet Mask

Quality of Service [ Use Gateway [P Address
g Bl Use Interface sin einl x|
Delaull Galeway
Static Route
Wit
Vodoe
Diagnostics
Management

| Swefipply |
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Chapter 6 Wireless

The Wireless menu allow you to enable the wireless capability, hide the access
point, set the wireless network name and restrict the channel set.

%P GW

Wireless - Bl

e pllowes you to configuee badc festures of the wirsless LAN interface. You o
D=l Inifioy i valreleis LAN mterface, Ride (e Sl Scerd, et |
Advanced Setup netweork name [alen known a5 S50 and restrict the channed set bosed o0 couniry
Wireless o
Chek “Apply™ to configure [he basis wirefess opliana
Plasic
Socurity | Enable Wircless:
MAL Filter [ Hide Arcess Poind
Wireless Bridpe
=5 n ] Coumitrend
Advancad
Station Info ESSIN W2 LA BT DE
Volon Country; | UNITED STATES -
[Hagnostics
Management

6.1 Basic

This screen allows you to enable or disable the wireless LAN interface, hide the
network from active scans, set the wireless network name (also known as SSID)
and restrict the channel set based on country requirements.
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Wiridess i

Devices Indo wable or disable the wireless LAN interface, hide the nebwork from acive scans, s @
Adhvanoed Selup wiretess natwork name (also knoem as SSI0) snd restrict th
A

Basic

Socurity |&| Enat

MAL Filter

Wireleix Bridgie

Advances

Statlon Info B
Vaioe Crountry: | UNITED STATES e
Hagnostics
Management

Option Description

Enable Wireless A checkbox that enables or disables the wireless LAN
interface. When selected, the Web UI displays Hide Access
point, SSID, and County settings. The default is Enable
Wireless.

Hide Access Point Select Hide Access Point to protect device access point from
detection by wireless active scans. If you do not want the
access point to be automatically detected by a wireless
station, this checkbox should be de-selected.

The station will not discover this access point. To connect a
station to the available access points, the station must
manually add this access point name in its wireless
configuration. In Windows XP, go to the Network>Programs
function to view all of the available access points. You can
also use other software programs such as NetStumbler to
view available access points.

SSID Sets the wireless network name. SSID stands for Service
Set Identifier. All stations must be configured with the
correct SSID to access the WLAN. If the SSID does not
match, that user will not be granted access.

The naming conventions are: Minimum is one character and
maximum number of characters: 32 bytes.

BSSID The BSSID is a 48bit identity used to identify a particular
BSS (Basic Service Set) within an area. In Infrastructure
BSS networks, the BSSID is the MAC (Medium Access
Control) address of the AP (Access Point) and in
Independent BSS or ad hoc networks, the BSSID is
generated randomly.

Country A drop-down menu that permits worldwide and specific
national settings. Each county listed in the menu enforces
specific regulations limiting channel range:

US= worldwide, Japan=1-14, Jordan=10-13, Israel=TBD

42



6.2 Security

Security options include authentication and encryption services based on the
wired equivalent privacy (WEP) algorithm. WEP is a set of security services used
to protect 802.11 networks from unauthorized access, such as eavesdropping; in
this case, the capture of wireless network traffic. When data encryption is
enabled, secret shared encryption keys are generated and used by the source
station and the destination station to alter frame bits, thus avoiding disclosure to
eavesdroppers.

802.11 supports two subtypes of network authentication services: open system
and shared key. Under open system authentication, any wireless station can
request authentication. The system that needs to authenticate with another
wireless station sends an authentication management frame that contains the
identity of the sending station. The receiving station then sends back a frame
that indicates whether it recognizes the identity of the sending station.

Under shared key authentication, each wireless station is assumed to have
received a secret shared key over a secure channel that is independent from
802.11 wireless network communications channel.

The following screen appears when Security is selected. The Security page allows
you to configure security features of the wireless LAN interface. You can set the
network authentication method, selecting data encryption, specify whether a
network key is required to authenticate to this wireless network and specify the
encryption strength.

Wireless - Securiby

This page allows you to configure seourity fealures of the wireless LAN interface. You can
Duavice Info sels the 1
Advanced Setup nebwark key ie required to suthenticate to this wirsless network and specify the encryption
strength

Chick "Apply™ to configure the wireless security options

sork authentication method, saleting data enoyption, spedly whether a

Wireless
Hazic

Security Geled S50 Comirend u-.

MAL Filter
Wireless ridge Netwirk Authenlicatior Open s
Advanoed
Station Info WEP Encryption Disatied vi
Voice
Magnostics .
Managemenl Savef Apply |
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Option

Description

Network
Authentication

It specifies the network authentication. When this checkbox is
selected, it specifies that a network key be used for authentication
to the wireless network. If the Network Authentication (Shared
mode) checkbox is not shared (that is, if open system
authentication is used), no authentication is provided. Open
system authentication only performs identity verifications.

Different authentication type pops up different settings requests.

Choosing 802.1X, enter RADIUS Server IP address, RADIUS Port,
RADIUS key and Current Network Key.

Also, enable WEP Encryption and select Encryption Strength.

Select SSID: Cormtrend *

Metwaork suthentication: |802.1 X j
RADIUS Server IR Address: 0.0.0.0

RADIUS Part: 1812

RADIUS Key:

WEP Encryption: Enabled 'I

Encryption Strength: 128-hit =

Current Metwork Key: 2 'I

Metwork Key 1

Metwork Key 2: I
Metwork Key 3¢ I

Metwork Key 4 |
Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 54-bit encryption keys

Save/dpply

Select the Current Network Key and enter 13 ASCII characters or
26 hexadecimal digits for 128-bit encryption keys and enter 5
ASCII characters or 10 hexadecimal digits for 64-bit encryption
keys.

Choosing WPA, you must enter WPA Group Rekey Interval.
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Select SSID: ICDmtrend 'I

Metwork Authentication: IWF’A j
WA Group Rekey Interval: |IZ|

RADIUS Server [P Address: |III.D.III.D

RADIUS Port: [te12

RADIUS Key: |

WPA Encryplion: TEIF 'l
WEP Encryption: Disabled 'I

Savefapply |

Choosing WPA-PSK, you must enter WPA Pre-Shared Key and
Group Rekey Interval.

Select 5510 ICDmtrend j

Metwark Authentication: |WPA—PSK j

WPA Pre-Shared Key: | Click here to display
WPA Group Rekey Interval: |III

WA Encryption: TEIF 'I
WEP Encryption: Disabled 'I

Save/hpply |

WEP It specifies that a network key is used to encrypt the data is sent

Encryption over the network. When this checkbox is selected, it enables data
encryption and prompts the Encryption Strength drop-down menu.
Data Encryption (WEP Enabled) and Network Authentication use
the same key.

Encryption A session’s key strength is proportional to the number of binary

strength bits comprising the session key file. This means that session keys

with a greater number of bits have a greater degree of security,
and are considerably more difficult to forcibly decode. This drop-
down menu sets either a 64 8-bit (5-character or 10-character
hexadecimal or 128 8-bit (13-character or 10-character) key.

If you set a minimum 128-bit key strength, users attempting to
establish a secure communications channel with your server must
use a browser capable of communicating with a 128-bit session
key.

The Encryption Strength settings do not display unless the network
Authentication (shared Mode) check box is selected.
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6.3 MAC Filter

This MAC Filter page allows access to be restricted/allowed based on a MAC
address. All NICs have a unique 48-bit MAC address burned into the ROM chip on
the card. When MAC address filtering is enabled, you are restricting the NICs
that are allowed to connect to your access point. Therefore, an access point will
grant access to any computer that is using a NIC whose MAC address is on its
“allows” list.

Wi-Fi device’s and access points that support MAC filtering let you specify a list of
MAC addresses that may connect to the access point, and thus dictate what
devices are authorized to access the wireless network. When a device is using
MAC filtering, any address not explicitly defined will be denied access.

MAC Restrict mode: Off - disables MAC filtering; Allow — permits access for the
specified MAC address; deny; reject access of the specified MAC address, then
click the SET button.

To delete an entry, select the entry at the bottom of the screen and then click the
Remove button, located on the right hand side of the screen.

To add a MAC entry, click Add and enter MAC address

Wiredess - MAL Filtis

Devvice Info
Advanced Setup
Wireliss

Hasic

Security

MAL Filter | ]
Wiridess Bridge | -

Advanced

The following screen will appear. Enter the MAC address and click Save/Apply to
add the MAC address to the wireless MAC address filters.
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Option

Description

MAC Restrict Mode

Radio buttons that allow settings of;

Off: MAC filtering function is disabled.

Allow: Permits PCs with listed MAC addresses to connect to
the access point.

Deny: Prevents PCs with listed MAC from connecting to the
access point.

MAC Address

Lists the MAC addresses subject to the Off, Allow, or Deny
instruction. The Add button prompts an entry field that
requires you type in a MAC address in a two-character, 6-
byte convention: xx:xx:xx:xx:Xx:xX where xx are
hexadecimal numbers. The maximum number of MAC

addresses that can be added is 60.
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6.4 Wireless Bridge

This page allows you to configure wireless bridge features of the wireless LAN
interface. You can select Wireless Bridge (also known as Wireless Distribution
System) to disable access point functionality. Selecting Access Point enables
access point functionality. Wireless bridge functionality will still be available and
wireless stations will be able to associate to the AP. Select Disabled in Bridge
Restrict to disable wireless bridge restriction. Any wireless bridge will then be
granted access. Selecting Enabled or Enabled (Scan) enables wireless bridge
restriction. Only those bridges selected in Remote Bridges will be granted access.

Wireless — Bridge
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[ Reotesh | [ Savesaoph
Mode Options
AP Mode Access Point
Wireless Bridge
Bridge Restrict Enabled
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6.5 Advanced

The Advanced page allows you to configure advanced features of the wireless LAN
interface. You can select a particular channel on which to operate, force the
transmission rate to a particular speed, set the fragmentation threshold, set the
RTS threshold, set the wakeup interval for clients in power-save mode, set the
beacon interval for the access point and set whether short or long preambles are
used. Click Apply to configure the advanced wireless options.
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Option Description

AP Isolation Select On or Off. By enabling this feature, wireless
clients associated with the Access Point will be able to
connect to each other.

Band The new amendment allows IEEE 802.11g units to fall
back to speeds of 11 Mbps, so IEEE 802.11b and IEEE
802.11g devices can coexist in the same network.
The two standards apply to the 2.4 GHz frequency
band.

Channel Drop-down menu that allows selection of specific
channel

Auto Channel Timer (min) |Auto channel scan timer in minutes (0 to disable)

54g™ Rate Drop-down menu that specifies the following fixed
rates:

Auto: Default. Uses the 11 Mbps data rate when
possible but drops to lower rates when necessary.
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1 Mbps, 2Mbps, 5Mbps, or 11Mbps fixed rates. The
appropriate setting is dependent on signal strength.

Multicast Rate

Setting multicast packet transmit rate

Basic Rate

Setting basic transmit rate

Fragmentation Threshold

A threshold, specified in bytes, that determines
whether packets will be fragmented and at what size.
On an 802.11 WLAN, packets that exceed the
fragmentation threshold are fragmented, i.e., split
into, smaller units suitable for the circuit size.
Packets smaller than the specified fragmentation
threshold value are not fragmented.

Enter a value between 256 and 2346.

If you experience a high packet error rate, try to
slightly increase your Fragmentation Threshold. The
value should remain at its default setting of 2346.
Setting the Fragmentation Threshold too low may
result in poor performance.

RTS Threshold

Request to Send, when set in bytes, specifies the
packet size beyond which the WLAN Card invokes its
RTS/CTS mechanism. Packets that exceed the
specified RTS threshold trigger the RTS/CTS
mechanism. The NIC transmits smaller packet
without using RTS/CTS.

The default setting of 2347 (maximum length)
disables RTS Threshold.

DTIM Interval

Delivery Traffic Indication Message (DTIM), also
known as Beacon Rate. The entry range is a value
between 1 and 65535. A DTIM is a countdown
informing clients of the next window for listening to
broadcast and multicast messages. When the AP has
buffered broadcast or multicast messages for
associated clients, it sends the next DTIM with a
DTIM Interval value. AP Clients hear the beacons and
awaken to receive the broadcast and multicast
messages. The default is 1.

Beacon Interval

The amount of time between beacon transmissions.
Each beacon transmission identifies the presence of
an access point. By default, radio NICs passively
scan all RF channels and listen for beacons coming
from access points to find a suitable access point.
Before a station enters power save mode, the station
needs the beacon interval to know when to wake up
to receive the beacon (and learn whether there are
buffered frames at the access point).

The entered value is represented in ms. Default is
100. Acceptable entry range is 1 to Oxffff (65535)

Maximum Associated
Clients

The maximum number of clients that may connect to
the access point. The device supports up to 128.

Xpress ™ Technology

Xpress Technology is compliant with draft
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specifications of two planned wireless industry
standards.

54g ™ Mode

Select the mode to 54g Auto for

the widest compatibility. Select the mode to
54g Performance for the fastest performance
among 54g certified equipment. Set

the mode to 54g LRS if you are experiencing
difficulty with legacy 802.11b equipment.

549 Protection

In Auto mode the device will use

RTS/CTS to improve 802.11g performance in
mixed 802.11g/802.11b networks. Turn
protection off to maximize 802.11g throughput
under most conditions.

Preamble Type

Short preamble is intended for application where
maximum throughput is desired but it doesn’t
cooperate with the legacy.

Long preamble interoperates with the current 1 and 2
Mbit/s DSSS specification as described in IEEE Std
802.11-1999

Transmit Power

The router will set different power output (by
percentage) according to this selection.
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6.6 Statio

n Info

This page shows authenticated wireless stations and their status.

D}

ViFi VoIP GW

Wireless — Authenticated Stations

This page shows authenticated wireless stations and their status.
Device Info
Advanced Setup BSSID Associated | Authorized
Wiralass
Basic
Rafrash
S [Lretresn |
MAC Filter I
Wireless Bridge |
Advanced
_ Stationinfo |
Voice
Diagnostics
Management

BSSID The BSSID is a 48bit identity used to identify a particular
BSS (Basic Service Set) within an area. In Infrastructure
BSS networks, the BSSID is the MAC (Medium Access
Control) address of the AP (Access Point) and in
Independent BSS or ad hoc networks, the BSSID is
generated randomly.

Associated Lists all the stations that are associated with the Access
Point, along with the amount of time since packets were
transferred to and from each station. If a station is idle for
too long, it is removed from this list.

Authorized Lists those devices with authorized access.
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Chapter 7 Voice

This chapter first describes the SIP and Dial Plan configuration screens. The
last section (7.3 Telephone Calls) describes how to use the VoIP (Voice over IP)
and PSTN (Public Switched Telephone Network) voice services.

7.1 SIP

Session Initiation Protocol (SIP) is a signaling protocol for Internet conferencing,
telephony, presence, events notification and instant messaging. It is the Internet
Engineering Task Force's (IETF's) standard for multimedia conferencing over IP.
It is designed to address the functions of signaling and session management
within a packet telephony network. Signaling allows call information to be carried
across network boundaries. Session management provides the ability to control
the attributes of an end-to-end call.
Session Initiation Protocol is a peer-to-peer protocol.
There are four components in the SIP standard:

(a) User Agents (UA) - SIP phone clients (hardware or software)

(b) Proxy Server - relays data between UA and external servers

(c) Registrar Server - a server that accepts register requests from UA

(d) Redirect Server - provides an address lookup service to UA
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To access the SIP configuration screen, click SIP from the Voice submenu.
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Once the settings are configured click Apply and Save All VoIP Parameters to
reset the VoIP service to use the new settings.
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This table describes the SIP configuration options shown on the previous page.

Interface name

WAN interface name

Local Selection

Set tone, ring type and physical
characteristics for each specific country.

Preferred codec

The default is G.711U.

Preferred ptime

The default is 20.

Use SIP proxy

A proxy is an intermediary program that
acts as both a server and a client for the
purpose of making requests on behalf of
other clients. Requests are serviced
internally or transferred to other servers. A
proxy interprets and, if necessary, rewrites a
request message before forwarding it.

Input IP address or domain name of the SIP
proxy server, used for VOIP service.

5060 is the default (change based on your
VoIP service provider).

Register Expire Time

The time period that the user would like the
registration to be valid with the Registrar/
Proxy Server. The default is 300 seconds.

SIP domain name

Provided by your VoIP service provider.

Use SIP outbound proxy

Select if required by your VoIP provider.

Enable SIP tag matching
(Uncheck for Vonage Interop).

Select if required by your VoIP provider.

Remote server for SIP log
messages

Enable or disable remote server SIP log
messages.

DispName

The caller ID display name.

VoIP Phone Number

As the modem has two FXS, two phone
numbers can be listed.

Auth. ID

The authentication username for the
Registrar/Proxy, as assigned by the VOIP
service provider.

Auth. Password

The authentication password for the
Registrar/proxy, as assigned by the VOIP
service provider.

PSTN route rule

If PSTN route rule is Auto, an incoming
PSTN call will ring an idle phone, either
Phonel or Phone2 (if Phonel is busy).

If PSTN route rule is Fixed, an incoming
PSTN call will attempt to ring only the
assigned phone line (Phonel or Phone2).

Emergency calls

Emergency phone numbers.

Number 1 & 2 Landline or VoIP can be selected.
Please Note: These numbers must be
changed to correspond to the emergency
numbers that are used in your location.
Max Digits Sets the maximum number of digits for the

phone number.

RFC2833 Outband DTMF

Enable the special use of RTP packets to
transmit digit events.

RTP Payload Type for RFC2833

Payload types are defined in RFC 2833, RTP
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Payload for DTMF Digits, Telephony Tones
and Telephony Signals. A payload type is a
number from 96 to 127 that identifies the
type of payload carried in the packet. The
payload type should be identical on the GW
and call agent.

Enable Pass '*' Call Feature to
Sip Proxy

Only Tick if your VoIP Service Provider
requires this.

Enable Internal Call

Tick if you would like to intercom your 2™
VoIP phone.

Enable Phone 1/2 Hotline

This setting is used if you require a certain
phone number to always be dialled when
you pickup your VoIP phone on Line 1 or
Line 2. Setting this would mean that you can
not make calls to any other number except
the one programmed in here.

FAX mode

Choose Force T.38 or Pass through (G711u).
You can plug a fax machine into either
phone port and send or receive faxes.

Note: This depends upon fax compatibility
with your VoIP service provider.

Differentiating PSTN & VoIP
Ring Tone

When there is an incoming call, you can set
the ring tone you hear to let you know this
call is coming from PSTN or VoIP.

Differentiating PSTN & VoIP
Dial Tone

When you take your VoIP phone off hook,
you can set the tone sound you hear to let
you know you have selected a VoIP line. It is
advised to have different sounding tone with
the normal PSTN tone as you then know
your VoIP account is active and connected
and you will not make expensive calls on
your normal PSTN account if your VoIP
account is inactive for whatever reason.

Enable Trusted IP for SIP
servers

Default is disabled.

Enable Phone 1/2 Call Waiting

Allows you to hear another incoming call
whilst you are on the phone, if call waiting is
enabled on a line, and you hear the call
waiting tone during a call, press flash to
answer the second call. The first call is
automatically placed on hold. To switch
between calls, press flash again.

Phone 1/2 Call Forward Feature

Allows for the creation of a simple line
rotary phone system equivalent. If you have
2 x VoIP lines and you only want to publish
1 phone number then you should set the
main VOIP number to Phone 1 and create a
Call Forward Type rule to When Busy or No
Answer and type in the 2" VoIP number into
the Call Forward Phone Number field
(include the STD code).

You would normally disable Call Waiting at
least on Phone 1 so that all your incoming
calls to Phone 1 Forward to Phone 2, when
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you are on Phone 1. Please note that you
may not be able to Call Forward from Line 1
to Line 2 and then if Line 2 is also busy to
Call Forward to a 3™ party number even if
you have correctly setup a rule for Call
Forward on Line 2. Success of this operation
depends on your VoIP Service Provider’s
network ability.

Signaling QoS

The function set creates a traffic class rule
to classify the VoIP SIP upstream traffic,
assign queuing priority and optionally
overwrite the IP header TOS byte.

Enable Differentiated Service
Configuration

When enabled Assign Differentiated Service
Code Point (DSCP) Mark will be displayed.
When disabled, mark the priority and type of
IP service for all SIP upstream traffic.

Assign Differentiated Services
Code Point (DSCP) Mark

The selected Code Point gives the
corresponding priority to the packets that
satisfies the rules set below.

Media Qos

The function set creates a traffic class rule
to classify the VoIP RTP upstream traffic,
assign queuing priority and optionally
overwrite the IP header TOS byte.

Enable Differentiated Service
Configuration

When enabled Assign Differentiated Service
Code Point (DSCP) Mark will be displayed.
When disabled, mark the priority and type of
IP service for all RTP upstream traffic.

Assign Differentiated Services
Code Point (DSCP) Mark

The selected Code Point gives the
corresponding priority to the packets that
satisfies the rules set below.
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7.2 Dial Plan

With this function you can modify the translation rules for phone numbers. This
is can be done by establishing Incoming and Outgoing rules, while the
Advance screen provides for even greater customization.

All three screens are similar in design as can be seen in the figures below.

Outgoing

Voice -- Dial Plan configuration

Please tick "Save/Apply" to take effect if any changes.

’ Remaove ] ’ Maodify ] ’ Apply/Save

index Priority Prefix Destination Max digit Action

Outgoing Call Rule:

Incoming

Voice -- Dial Plan configuration

Incoming call rule is for VoIP calls only.
Please tick "Save/Apply" to take effect if any changes.

l Remove ” Modify ” Apply/Save

index Priority Prefix Max digit Action

Incomming Call Rule:

Advance

Voice -- Dial Plan Advance configuration

Please tick "Save/Apply" to take effect if any changes.

I Remaove H Modify ” Apply/Save

index Priority Prefix MinDigit MaxDigit DeleteDigit InsertDigit

Advance Dialplan Rule:

Each screen has the same four buttons at top:

Add

Click this button to go to the add rule screen. Follow the detailed instructions
given there. After completing the form click Apply to add a new dial plan rule.

Remove
Select the dial plan rule you wish to delete and click the Remove button.
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Modify

Select a dial plan rule and click this button to go to the modify rule screen. Follow
the detailed instructions given there. After adjusting the values in the form, click
Apply to change the dial plan rule.

Apply/Save
Use this button to save and apply a new Dial Plan configuration.

CONFIGURATION PARAMETERS

The following table of parameters is included for your reference. For more
detailed instructions consult the Add/Modify rules configuration screens.

Index Use this radio button to select a rule for modification or removal

Priority All the rules will be applied in order according to their priority.
This field can be set to any number between 0 and 32767 with
lower values indicating higher priority

Prefix Prefix digit sequence syntax

Destination VoIP or PSTN

Mini digit The minimum number of prefix digits

Max digit The maximum number of digits

Delete digit The number of prefix digits to delete

Insert digit The prefix digits to insert

Action Allow or Deny the action

EXAMPLE

We will use the Advanced configuration option for our example. To begin, select
Advanced from the Dial Plan menu. The user interface should display as below.

Valce - [Hal Plan Advance configuration

Pl bk “Savi/Appdy” Lo take effedt if any changes

B (e ] [aste] [Lrpstimes |

Advance Dalplan Ruds;

Device Info
Aabvanced Setup
Wircless
Vaolor iy Priarty Prafic
sIp .
Dial Plan
Outnoing
Incoming
Advance

MnDwgi MaxDngt pher <Dy [rmeert Dt

Click the Add button to go to the Advance rule add screen, shown below.
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For this example, assume that the device needs to convert the following 11 digit
dial sequence “123-xxx-xxxxx"” into “002-xxx-xxxxx", where “x” is any number.

Here are the steps involved.

Step 1: Enter any number between 0 and 32767 in the Priority field.
Step 2: In the prefix field enter "123".
Step 3: Enter “3” in the Mindigit field to limit the prefix minimum to 3 digits.

Step 4: Enter “11” or greater as the MaxDigit value to accept all 11 digits of
the dial sequence.

Step 5: In the DeleteDigit field, enter “"3” to delete the “"123" prefix
Step 6: Enter "002” in the InsertDigit field to add “002” as the prefix.
Step 7: Click the Apply button to return to the Advance configuration screen.

Step 8: Click Apply/Save to apply this rule to all outgoing calls.

NOTE: This prefix swap example is especially helpful for corporate
environments where the device is dialing through a PBX system.

The Dial Plan function is designed for maximum flexibility for your particular
environment. If you have a question contact your ISP for detailed instructions.
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7.3 Telephone Calls

To make a call, simply dial the number. The dial plan (i.e. the dialed digits) is
normally customized for each installation. The default dial plan delivered by
Comtrend allows dialing of 4-digit extensions or direct IP addresses. Shorter
extension numbers (e.g. 3-digits) can be dialed by completing the dial string with
a final #.

When a Call Server (SIP Proxy Server) is configured into the system, the dialed
digits are translated and routed by the Call Server to the correct destination as
registered with the Call Server.

If no Call Server is configured, calls can still be made using 4-digit extensions,
rather than using full IP addresses. The originator translates the dialed-digits to a
destination device as follows:

First Digit: Line identifier (for multi-line gateways)

Remaining digits: Host number part of an IP address. The Network number part is
considered to be the same as the caller’s IP address.

For example, if a caller at address 10.136.64.33/24 dials “2023", the call will be
placed to the second line at address 10.136.64.23. All devices have to be on the
same Class C subnet (24 bit subnet mask).

To dial an IP address directly, dial the IP address digits, using keypad * as the dot.
Complete the address with a final * or #. When using IP address dialing it is not
possible to specify which line at a gateway is called, so the gateway always routes
IP-address dialed calls to the first line.

Network busy tone (fast busy) will be played for unknown or unreachable
destinations. To answer a call, pick up the phone or press the handsfree button.

Caller ID
The Call Manager delivers Calling Number when placing calls. The calling number
is transmitted to the analog line for CLASS recognition.

Call Hold

To put a call on hold, press flash then hang up (optional). To return to the original
call, press flash or pick up the phone. The phone will issue a short ring burst
every 30 seconds or so while on-hook to remind you that a call is on hold.

Call Transfer
e To transfer a call, press flash then dial the new number.
e To transfer immediately, hang up (blind transfer).
e To transfer with consultation, wait for the party to answer, consult, and
hang up.
e To abort the transfer (if the third party does not answer), press flash to
return to the original call.
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Conference Calling
To turn a two-party call into a three-party conference call, press flash and dial the
third party. Wait for the party to answer, then press flash.

To drop the third party and return to a two-party call, press flash again. To drop
yourself out of the conference, hang up. The call will be transferred (so that the
other two parties remain connected to each other). In conference mode, the
conference initiator performs the audio bridge/mixing function - there are only
two voice streams established.

Call Waiting

If call waiting is enabled on a line, and you hear the call waiting tone during a call,
press flash to answer the second call. The first call is automatically placed on hold.
To switch between calls, press flash again.

¢ To disable the call waiting feature, dial *60.
e To enable the call waiting feature, dial *61.

Call forward feature settings (Busy or All) takes priority over the call waiting
feature. The call waiting feature is ignored on new incoming calls if there is
already a call on hold or in conference.

Call Forward Number
e To set the call forward number, dial *74 then the number. Note that this
does not actually enable forwarding; to do so, select the call forward
action as described below.
e To disable all call forwarding features, dial *70

Call Forward No Answer
e To enable call forward on no answer, dial *71. Incoming calls will be
forward if unanswered for 18 seconds.

Call Forward Busy
e To enable call forward if busy, dial *72. Incoming calls will be immediately
forwarded if the phone is off-hook.
Call Forward All

e To enable call forward for all calls, dial *73.
e To disable the “forward all calls” feature, dial *75.

Previous settings for Call Forward Busy or No Answer are not modified.

Call Return
To place a call to the last known incoming caller (unanswered or not), dial *69.

Redial
e To redial the last outgoing number, dial *68.
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Chapter 8 Diagnostics

The Diagnostics menu provides feedback on the connection status of the device.
The individual tests are listed below. If a test displays a fail status, click Rerun
Diagnostic Tests at the bottom of this page to make sure the fail status is
consistent. If the test continues to fail, click Help and follow the troubleshooting
procedures.

Status > eth_0 Diagnastics

Vi rimdem 8 capable of testng vour D51 connection, The ndindusl (ests are ted below. I8 Dt
D Info depleys & fal srabus, dek “Rorun Dagnoche Teste™ at the bobtom of this page to make surs this fad
Advaices! Setup status i corsmtenl, 17 the test comtinues to fel, chok "Melp™ and Tobow the treubleshontng procedures
Wircless

Test the connection bo your lecsl network
Voice |

Test your LAN Connectiom PASS H
Diagnostics | e | LE!!

et your et o 5 &

Management | Test your WAN it PASS | Hy

Test your Wirsless Connection: PASS | Hep

Test the connection bo your Internel servios provider

inmg default gatewny PASS | Hep

Ping primisry Dosmnin Msnme Seneen PASS Help

Test Description

LAN Connection Pass: Indicates that the Ethernet interface from your

computer is connected to the LAN port of this device.

Fail: Indicates that the device does not detect the Ethernet
interface from your computer.

WAN connection Pass: : Indicates that the WAN interface from the modem
(ADSL/cable) is connected to the WAN port of this device.

Fail: Indicates that the device does not detect the WAN
interface from the modem (ADSL/cable).

Wireless connection  |pass: Indicates that the Wireless interface from your
computer is connected to the wireless network.

Down: Indicates that the device does not detect the
wireless network.

Ping Default Gateway
Pass: Indicates that the device can communicate with the
first entry point to the network. It is usually the IP address
of the ISP local router.

Fail: Indicates that the device was unable to communicate
with the first entry point on the network. It may not have
an effect on your Internet connectivity. Therefore if this test
fails but you are still able to access the Internet, there is no
need to troubleshoot this issue.
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Test

Description

Ping Primary Domain
Name Server

Pass: Indicates that the device can communicate with the
primary Domain Name Server (DNS).

Fail: Indicates that the device was unable to communicate
with the primary Domain Name Server (DNS). It may not
have an effect on your Internet connectivity. Therefore if
this test fails but you are still able to access the Internet,
there is no need to troubleshoot this issue.
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Chapter 9 Management

The Management section of the device supports the following maintenance
functions and processes:

Settings

System log
SNMP Agent
Internet Time
Access Control
Update software
Save/Reboot

9.1 Settings

The Settings screen allows for the backup, retrieval and restoration of settings.
Each of these functions is accessed from the Settings submenu and described in
more detail in the following discussion.

9.1.1 Backup Settings

Select Backup from the Settings submenu to access the screen shown below.
Click the Backup Settings button to save the current configuration settings.
You will be prompted to define the location of a backup file to save to your PC.

[COMTR

viFi VoIP GW

Settings - Backup

Backup D5L router configurations You may save your routes

Device Info configurations to a file on your PC,

Advanced Setup

Wireless

Voice

Diagnostics

Managemant
Settings
System Log
SNMP Agent
Internet Time
Access Control
Update Software
Save/Reboot
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9.1.2 Update Settings

Select Update from the Settings submenu to access the screen shown below.
Enter a previously saved configuration backup file in the Settings File Name
field and click the Update Settings button to load it. If you forget the filename
and path you can search your PC by clicking on the Browse button.

e[ ™

"L_{:,-r.:ﬂ:-;;r,: H1e
WiFi VolP GW

Tools

Update Sattings

Update DSL router settings, You may update your router setiings using your saved files

Device Info
Advanced Setup Sattings Fle Nama Birowsa

Wireless
vore
[Hagnostics
Management

Settings

Backup

=L

Restore Defaull
System Log
SHMP Agent
Internet Thme
Access Control
Upulate Soltware
Save | Reboot
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9.1.3 Restore Default

Select Restore Default from the Settings submenu to access the screen shown
below. Click the Restore Default Settings button to restore the device to the
default firmware settings. Restoring system settings require a device reboot.

o

Tools — Restore Default Settings

Hestore DL rouler seltings o the fadory defaulls.
Device Info

Advanced Setup
Wireless I Restore Delaull Settings I
Volce
Diagnostics
Management
Sellings
Backup
Update
Restore Default ] '

The default settings can be found in section 3.1 Default Settings.

After the Restore Default Configuration button is selected, the following screen
appears. Close the device Configuration window and wait for 2 minutes before
reopening your web browser. If necessary, reconfigure your PC's IP address to
match your new configuration.

DSL Router Restore
The DSL Router configuration has been restored to default settings and the router is rebooting.

Close the DSL Router Configuration window and wait for 2 minutes before reopening your web browser, If necessary, reconfigure
your PC's IP address to match vour new configuration,

After a successful reboot, the browser will return to the Device Info screen. If
the browser does not refresh to the default page, close and restart the browser.

NOTE: The Restore Default function has the same effect as the reset button.
The device board hardware and the boot loader support the reset to
default button. If the reset button is continuously pushed for more
than 5 seconds (and not more than 12 seconds), the boot loader will
erase the configuration settings saved on flash memory.
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9.2 System Log

The System Log option under Management allows for the viewing of system
events and configuration of related options. The default setting for the System
Log is enabled. Follow the steps below to enable and view the System Log.

STEP 1: Click Configure System Log to continue.

Syslem Log

The System Log dialog allows you to view the System Log and configure the System Log

Visloe

Dlaguand ics

Management
Settings
Sysbem Log
SHMP Apent
Intermel Timae
Access Conlrol
Upedate Soltware
Save | Reboot

ek T

Step 2: Select from the desired system log options (see table below) and then
click Save/Apply.
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Confliguration

Syslem Log

Device Info wvel, all events above or equal to the seladed lovel w ; '
Advanced Sotup gored meenls abiove of et TR lal; et level will be displayed. If the selectod mioce
Vidoe

Mgt ics

Managemaend ot [he desired values and dick Tavefapply
Sarttinge
System Log
SHMIP Agent
Intermel Timae
Acoess Control
Upslatn Soltwans
Save | Rieboot

e Ay

Option |Description

Log Indicates whether the system is currently recording events. The user can
enable or disable event logging. By default, it is disabled. To enable it,
click Enable and then Apply button.

Log Allows you to configure the event level and filter out unwanted events
level |below this level. The events ranging from the highest critical level
“Emergency” down to this configured level will be recorded to the log
buffer on the CT-820C SDRAM. When the log buffer is full, the newer
event will wrap up to the top of the log buffer and overwrite the old
event. By default, the log level is "Debugging,” which is the lowest
critical level. The following log levels are

Emergency = system is unstable

Alert = action must be taken immediately
Critical = critical conditions

Error = Error conditions

Warning = normal but significant condition
Notice

Informational

Debugging = debug-level messages

Emergency is the most serious event level, whereas Debugging is the
least important. For instance, if the log level is set to Debugging, all the
events from the lowest Debugging level to the most critical level
Emergency level will be recorded. If the log level is set to Error, only
Error and the level above will be logged.

Display |Allows the user to select the logged events and displays on the View
Level |System Log page for events of this level and above to the highest
Emergency level.
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Option |Description

Mode |Allows you to specify whether events should be stored in the local
memory, or be sent to a remote syslog server, or both simultaneously.
If remote mode is selected, view system log will not be able to display
events saved in the remote syslog server.

When either Remote mode or Both mode is configured, the WEB UI will
prompt the user to enter the Server IP address and Server UDP port.

3. Click View System Log. The results are displayed in as follows.

System Log

Date/Time [Facility [Severity Message
Jan 1 00:00:12 ke |crit kernel: ethd Link UP.

Refresh | CI::usel
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9.3 SNMP Agent

Simple Network Management Protocol (SNMP) allows a management application
to retrieve statistics and status from the SNMP agent in this device.

Select the desired values and click Save/Apply to configure the SNMP options.

SHMP - Configuration

| Simple Network Management Protocol (SNMP) allows 8 management application to retrieve
Dewvice Info statistics and status from the SHMP agent in this dedoe
Advanced Selup |
Wirel | Seledt the desired values and dick "Apphy® to conligure the SNMP options,
;M | SNMP Agent  (8) Disable () Enable
aqnostics
Management | Read Community public
Settings % —
| Sof Comrmundly pivale
Lﬂﬂ I f | t |
Systern Mame LOmirend
SHMP Agent
Intaimet Tima Sistern Location unknawn
Acoess Control Systern Conlad unkawn
Update Software Trap Manager 19 0.0.0.0
Sawef Reboot
vl Apply
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9.4 Internet Time

| NOTE: Internet Time must be activated to use Parental Control (section 5.4.2) |

The Internet Time option under the Management submenu configures the time
settings of the device. To automatically synchronize with Internet timeservers,
tick the corresponding box displayed on this screen, then click Save/Apply.

eI ™=

COMIRENDYO@
WiFi VolP GW

Time settings

This page allows you to the modem's time configuration.

Device Info
Advanced Setup
Wirabess

—
|

Automatically synchrontze with Internet time servers

Diagneostics
Managemant

Sattings

System Log

SNMP Agent

Internet Time

Access Control : SavelApply ]

Update Software

Save/Reboot

On the screen below, choose your Time Zone and click Save/Apply to continue.
e 1158 —

Time setiings

This page allows you to the modem's time configiration
Device Info
Advanced Setup E Aubocnatically svnchronize with Infernel e weivers
Wireleas
v First NTP e seiver ook fmé Fis nat -
Diagnostics Secnnd WTP time server:  AlpT iumany com -l
Management
Settings ] r"':"l s (CMT-1200) Internabonal Date Line West »
System Log o] a
SMNMP Agpent
Internet Time [ Saveihoply
Access Conltrold

Field Descriptions

First NTP time server: Select your required server.

Second NTP time server: Select second time server if required.
Time zone offset: Select your local time zone.
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9.5 Access Control

The Access Control option under Management menu bar configures access related
parameters in three areas: Services, IP Addresses, and Passwords. Use Access
Control to control local and remote management settings for the device.

9.5.1 Services

The Services option limits or opens the access services over the LAN or WAN.
These access services are available: FTP, HTTP, ICMP, SSH, TELNET, and TFTP.
Enable a service by ticking its checkbox. Click Save/Apply to continue.

Aocess Control — Servioes

A Service Conlrad List ("SOL7) enables or disbiles services from being used
Device Info
Advanoed Selup
Wirehiss
Vol Services | LAN WAN
Diagnantics Fir [ Enable | [ Enable
T B Enable | [0 Enal
Settings |
System Log et | Enabie [ Enable
SHME I M Enable | [ Enabe
Inlermist Time | |
Access Control S5H | B9 Enable | [ Erable
S TENET | 8 Enable | [] Enobe
Passwords TFiP | [ Erable | [ Enabl
Upelate Soltware :
Savr| Rieboot | - Seve/Apcly
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9.5.2 IP Addresses

The IP Addresses option limits local access by IP address. When the Access
Control Mode is enabled, only the IP addresses listed here can access the device.
Before enabling Access Control Mode, add IP addresses with the Add button.

Access Control -

1P Aubdiross

The 1P Adidress Acoess Control mode, If enabled, permits access o kol management
Device Info services from [ addresses contained in the Aooess Canbrol F the Auocess Comtrod mode
Advanced Setup I chasbled, the sywtem wall not valldate [P addrosses For Inon g pockets. The serdces are
W the systern applicatiorss shed in the Service Control List
Volon . .
Access Controld Mode: () [Msalde (8 Enalde
Dt hes
Managemaent
Sartings
TP Auleleess | Hensowe
SHMP Agent L1812
Inlernel Tima
Y | T T—
Access Conlrol Akl || Remevn
L { B J
Sarvions
1P Adddresses

On this screen, enter the IP address of a local PC which you wish to give
management permissions. Click Save/Apply to continue.

Access Control

Enfer the [P address of the menogement station permitted to scoma. the local management
Dievice Inlo seiviced, mhdl click "Cavef Aonply."

Advanced Selup
Wireloss 1 Addvess

Diagmostics Savef Apply

Setlings
Systean Log
SHMIP At
Internet Time
Access Control

1P Addresses

Uyefate Soltware
Save | Risbool
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9.5.3 Passwords

The Passwords option configures the user account access passwords for the
device. Access to the device is limited to the following three user accounts:

e root is to be used for local unrestricted access control.
e support is to be used for remote maintenance of the device
e user is to be used to view information and update device firmware.

NOTE: Default account passwords can be found in section 3.1 Default Settings

Use the fields in the screen below to select a username and change its password.
Passwords must be 16 characters or less. Click Save/Apply to continue.

7 COMTREND]

WiFi VolP GW

Access Control - Passwords

Access to your DEL router b controlied thoough three eser sicounds; rool, supporl, and
s Info ey
Advanced Setup
The wiee name “roof™ ha inmedirided acess (o chanpe and vew oonfiguiration of your DS
Wireless .
: Rowler
Valon
Diagnostics T user narme "support” 1s used to sflow an ISP techniclan 1o access your D51 Router for
Managesient maintenance and to nn diagnostics
Seltings =
The usér name “user” can access the DS Router, view configuration settings and ststisbcs,
ystem Log as well a5, update the mater’s solhaare
SHMP Agent
Internct Time Use the fiedde below to entor up to 16 characters and dick "Apphy” to change or create
Access Control patswonds. Note! Passward cannol condain 8 gpuace
Usemame "*!
1P Adlrosses |
Passwaords Oid Passwor
Update Soltware New Password
Save [ Rebool Conflrm Passsord
| Save/Appy
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9.6 Update Software

The Update Software screen allows for firmware updates. Manual device
upgrades from a locally stored file can be performed using the following screen.

S ||
S COMIRENDYO'®
WiFi P'GW
Tools — Update Software
Step 1: Obtaln an updated software image flle from your ISP,
Device Info
Advanced Setup Step 2: Enter the path to the image file location in the box below or click the
Wiralass Browse” button to locate the image file.
Voice st . " e = !
ep 3: Click the "Update Software” button once to upload the new image file.
Diagnostics
Management NOTE: The update process takes about 2 minutes to complete, and your DSL
Sattings Router will reboot.
System L
o Softwore File Name: Browse...
SMNMP Agent
Internet Time
[ Update Software ]
Access Control
[ update software |
Save|Reboot

Step 1: Obtain an updated software image file from your ISP.

Step 2: Enter the path and filename of the firmware image file in the Software
File Name field or click the Browse button to locate the image file.

Step 3: Click the Update Software button once to upload and install the file.

NOTE 1: The update process will take about 2 minutes to complete. The device
will reboot and the browser window will refresh to the default screen
upon successful installation.

It is recommended that you compare the Software Version at the top

of the Device Info Summary screen (see screenshot below) with the
firmware version installed, to confirm the installation was successful.

Device Info

Software Version: C101-5306CTL-C0O3_RO1

Bootloader (CFE) Version: |1.0.37-6.8

Wireless Driver Version: 3.131.35.4.cpe2.0
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9.7 Save and Reboot

The Save/Reboot option saves the current configuration and reboots the device.
Close your browser, wait about 2 minutes and then restart the web user interface.

Click the button balow to save and reboot the router.

Device Info [ Save/meboot
Advanced Setup e
Wireloss

Volce

Diagnostics

Management
Settings
System Log
SHMP Agent
Internet Time

Update Software
| Sawve/Reboot

NOTE: It may be necessary to reconfigure your TCP/IP settings to adjust for
the new configuration. For example, if you disable the DHCP server
you will need to apply Static IP settings. In this case, see section 3.2
TCP/IP Settings for detailed instructions.

NOTE: If you lose all access to the web user interface, simply press the reset
button on the rear panel for 5-7 seconds to restore to default settings.
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Appendix A: Firewall

Stateful Packet Inspection

Refers to an architecture, where the firewall keeps track of packets on each
connection traversing all its interfaces and makes sure they are valid. This is in
contrast to static packet filtering which only examines a packet based on the
information in the packet header.

Denial of Service attack
Is an incident in which a user or organization is deprived of the services of a
resource they would normally expect to have.

Various DoS attacks the device can withstand are: ARP Attack, Ping Attack, Ping
of Death, Land, SYN Attack, Smurf Attack and Tear Drop.

TCP/IP/Port/Interface Filter

These rules help in the filtering of traffic at the Network layer i.e. Layer 3.
When a Routing interface is created "Enable Firewall" must be checked.
Navigate to Advanced Setup -> Security -> IP Filtering.

Outgoing IP Filter
Helps in setting rules to DROP packets from the LAN interface. By default if
Firewall is Enabled all IP traffic from LAN is allowed. By setting up one or more
filters, particular packet types coming from the LAN can be dropped.

Filter Name: User defined Filter Name.
Protocol: Can take on any values from: TCP/UDP, TCP, UDP or ICMP

Source IP Address/Source Subnet Mask: Packets with the particular
"Source IP Address/Source Subnet Mask" combination will be dropped.

Source Port: This can take on either a single port number or a range of
port numbers. Packets having a source port equal to this value or falling
within the range of port numbers(portX : portY) will be dropped.

Destination IP Address/Destination Subnet Mask: Packets with the
particular "Destination IP Address/Destination Subnet Mask" combination
will be dropped.

Destination Port: This can take on either a single port number or a range
of port numbers. Packets having a destination port equal to this value or
falling within the range of port numbers(portX : portY) will be dropped.

Examples:

1. Filter Name : Out_Filterl
Protocol : TCP
Source Address 1 192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 80
Destination Address : NA
Destination Subnet Mask : NA
Destination Port : NA
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This filter will Drop all TCP packets coming from LAN with IP Address/Sub.
Mask 192.168.1.45/24 having a source port of 80 irrespective of the
destination. All other packets will be Accepted.

2. Filter Name : Out_Filter2
Protocol : UDP
Source Address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 5060:6060
Destination Address :172.16.13.4
Destination Subnet Mask : 255.255.255.0
Destination Port : 6060:7070

This filter will drop all UDP packets coming from LAN with IP Address/
Subnet Mask 192.168.1.45/24 and a source port in the range of 5060 to
6060, destined to 172.16.13.4/24 and a destination port in the range of
6060 to 7070.

Incoming IP Filtering:
Helps in setting rules to ACCEPT packets from the WAN interface. By default
all incoming IP  traffic from WAN is Blocked, if the Firewall is Enabled. By
setting up one or more filters, particular packet types coming from the WAN
can be Accepted.

Filter Name: User defined Filter Name.
Protocol: Can take on any values from TCP/UDP, TCP, UDP or ICMP

Source IP Address/Source Subnet Mask: Packets with the particular
"Source IP Address/Source Subnet Mask" combination will be accepted.

Source Port: This can take on either a single port number or a range of
port numbers. Packets having a source port equal to this value or falling
within the range of port numbers(portX : portY) will be accepted.

Destination IP Address/Destination Subnet Mask: Packets with the
particular "Destination IP Address/Destination Subnet Mask" combination
will be accepted.

Destination Port: This can take on either a single port number or a range
of port numbers. Packets having a destination port equal to this value or
falling within the range of port numbers(portX : portY) will be accepted.

The WAN interface on which these rules apply needs to be selected by user.

Examples:

1. Filter Name : In_Filterl
Protocol . TCP
Source Address :210.168.219.45
Source Subnet Mask 1 255.255.0.0
Source Port : 80
Destination Address : NA
Destination Sub. Mask : NA
Destination Port : NA
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Selected WAN interface: mer_0_35/nas_0_35

This filter will ACCEPT all TCP packets coming from WAN interface
mer_0_35/nas_0_35 with IP Address/Sub. Mask 210.168.219.45/16
having a source port of 80 irrespective of the destination. All other
incoming packets on this interface are DROPPED.

2. Filter Name : In_Filter2
Protocol : UDP
Source Address :210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 5060:6060
Destination Address 1 192.168.1.45
Destination Subnet Mask : 255.255.255.0
Destination Port : 6060:7070

This rule will ACCEPT all UDP packets coming from WAN interface
mer_0_35/nas_0_35 with IP Address/Subnet Mask 210.168.219.45/16
and a source port in the range of 5060 to 6060, destined to
192.168.1.45/24 and a destination port in the range of 6060 to 7070. All
other incoming packets on this interface are DROPPED.

Parental Control
This feature restricts access of a selected LAN device to an outside Network
through the router, as per chosen days of the week and the chosen times.

User Name: Name of the Filter.

Browser's MAC Address: Displays MAC address of the LAN device on which
the browser is running.

Other MAC Address: If restrictions are to be applied to a device other than
the one on which the browser is running, the MAC address of that LAN device
is entered.

Days of the Week: Days of the week, when the restrictions are applied.

Start Blocking Time: The time when restrictions on the LAN device
are put into effect.

End Blocking Time: The time when restrictions on the LAN device are lifted.

Example:
User Name: FilterJohn
Browser's MAC Address: 00:25:46:78:63:21
Days of the Week: Mon, Wed, Fri
Start Blocking Time: 14:00
End Blocking Time: 18:00

When this rule i.e. FilterJohn is entered, a LAN device with MAC Address of
00:25:46:78:63:21 will be restricted access to the outside network on
Mondays, Wednesdays and Fridays, from 2pm to 6pm. On all other days
and time this device will have access to the outside Network.

80



Appendix B: Pin Assignments

Pin Assignments of the RJ11 Port

Line port (RJ11)

Pin Definition Pin Definition
1 - 4 ADSL_TIP
2 - 5 -

3 ADSL_RING 6 -
Pin assignments of the LAN Port
LAN Port (R145)

Pin Definition Pin Definition
1 Transmit data+ 5 NC
2 Transmit data- 6 Receive data-
3 Receive data+ 7 NC
4 NC 8 NC
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Appendix C: Specifications

WAN Interface

Ethernet x 1

LAN Interface

WLAN

Ethernet x 4

Standard IEEE802.11g, backward compatible with 802.11b
Encryption 64, 128-bit Wired Equivalent Privacy (WEP)
Channels 11 (US, Canada)/ 13 (Europe)/ 14 (Japan)

Data Rate Up to 54Mbps

MAC Address Filtering, WEP, WPA, IEEE 802.1x

10, 25, 50, 100mW @ 22MHz channel bandwidth Output power level
can be selected according to the environment

Analog Interface

FXS x 2, FXO x 1 (Life Line)

WAN Connection

PPPoE (RFC 2516), DHCP Client, Static IP

Management

SNMP, SNTP, Telnet, Web-based management, Configuration backup and
restoration. Software upgrade via HTTP, TFTP client and server or FTP
server.

Centralized configuration and firmware upgrade via APS (optional)

Bridge Functions

Transparent bridging and learning ............ IEEE 802.1d
IGMP PrOXY «oviviiiiiiiiiiiiieiieiiesineniesnnennens Yes
IGMP SNOOPING ..vviiiiiiiiii e naenae s Yes

Routing Functions

Static route, RIP v1/v2, NAT/PAT, DMZ, DHCP Client/Server/Relay,
DNS Proxy, DDNS, IGMP proxy, ARP
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Security Functions

Authentication protocols.............cccvvenennnn. PAP, CHAP
VPN s PPTP/L2TP/IpSec pass-through

Stateful Packet Inspection, Packet filtering, Denial Of Service protection,
Traffic Conditioning, WFQ-based Bandwidth Management, HTTP proxy

QoS
L3 policy-based QoS, IP QoS, ToS

Voice Functions

S P e RFC 3261
(00 To [T ol PR G.711a/u, G.729, ILBC
RTP e RFC 1889
S RFC 2327
Caller ID .o e ETSI based
Life line/Emergency call ..............c.oeeeei. Yes
Echo cancellation .........c.cccoovviiiiiiiinnenn, G.168
Silence sUpPpPressSioN .....covvviiiiieiiiiiieeens Yes
T.38/Fax passthrough .........ccoociiiiiiiiinnnn. Yes
DTMFE e RFC2833/in-band
[0 1 T Yes
ToS/DSCP bit tagging.......cccoevviiiiiiiinnnnn. Yes
Dial Plan ...ccoiviiiiiiii e Yes
Power External power adapter Input: AC100-240V

Output: DC12V/1.5A

Environmental Conditions

Operating temperature ..........cccoviviiiiennns 0 ~ 50 degrees Celsius
Relative humidity ........ccoooiiiiiiiiiinn, 5 ~ 90% (non-condensing)
Dimensions

205 mm (W) x 47 mm (H) x 145 mm (D)

NOTE: Specifications are subject to change without notice

83



Appendix D: SSH Client

Linux OS comes with an ssh client. Microsoft Windows does not have ssh client
but there is a public domain one called “putty” that you can download here:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

To access the device using Linux ssh client:

From LAN: Use the device WEB UI to enable SSH access from LAN.
(default is enabled)

type: ssh -l root 192.168.1.1

From WAN: In the device, use WEB UI to enable SSH access from WAN.
type: ssh -l support device-WAN-ip-address

To access the device using the Windows “putty” ssh client:
From LAN: Use the device WEB UI to enable SSH access from LAN
(default is enabled)

type: putty -ssh -l admin 192.168.1.1

From WAN: In the device, use WEB UI to enable SSH access from WAN.
type: putty -ssh -| support device-WAN-ip-address
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