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Preface

This manual provides information related to the installation and operation of this
device. The individual reading this manual is presumed to have a basic
understanding of telecommunications terminology and concepts.

If you find the product to be inoperable or malfunctioning, please contact technical
support for immediate service by email at INT-support@comtrend.com

For product update, new product release, manual revision, or software upgrades,
please visit our website at http://www.comtrend.com

Important Safety Instructions

With reference to unpacking, installation, use, and maintenance of your electronic
device, the following basic guidelines are recommended:

Do not use or install this product near water, to avoid fire or shock hazard. For
example, near a bathtub, kitchen sink or laundry tub, or near a swimming pool.
Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).
Do not connect the power supply cord on elevated surfaces. Allow it to lie freely.
There should be no obstructions in its path and no heavy items should be placed
on the cord. In addition, do not walk on, step on, or mistreat the cord.

Use only the power cord and adapter that are shipped with this device.

To safeguard the equipment against overheating, make sure that all openings in
the unit that offer exposure to air are not blocked.

Avoid using a telephone (other than a cordless type) during an electrical storm.
There may be a remote risk of electric shock from lightening. Also, do not use
the telephone to report a gas leak in the vicinity of the leak.

Never install telephone wiring during stormy weather conditions.

CAUTION:

n To reduce the risk of fire, use only No. 26 AWG or larger
telecommunication line cord.

n  Always disconnect all telephone lines from the wall outlet before servicing
or disassembling this equipment.

A WARNING

n Disconnect the power line from the device before servicing.

n Power supply specifications are clearly stated in Appendix C -
Specifications.
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FCC Compliance

This equipment has been tested and found to comply with the limits for a Class B
Digital Device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy
and, if not installed and used in accordance with the instruction, may cause harmful
interference to radio communication. However, there is no grantee that interference
will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

Reorient or relocate the receiving antenna

Increase the separation between the equipment and receiver

Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected

Consult the dealer or an experienced radio/TV technician for help.

The changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

To comply with the FCC RF exposure compliance requirements, this device and its
antenna must not be co-located or operating to conjunction with any other antenna
or transmitter.

This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

Copyright

Copyright© 2013 Comtrend Corporation. All rights reserved. The information
contained herein is proprietary to Comtrend Corporation. No part of this document
may be translated, transcribed, reproduced, in any form, or by any means without
the prior written consent of Comtrend Corporation.

This program is free software: you can redistribute it and/or modify it under the
terms of the GNU General Public License as published by the Free Software
Foundation, either version 3 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS
FOR A PARTICULAR PURPOSE. See the GNU General Public License for more
details.

You should have received a copy of the GNU General Public License
along with this program. If not, see http://www.gnu.org/licenses/

NOTE: This document is subject to change without notice.
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Protect Our Environment

This symbol indicates that when the equipment has reached the end of

its useful life, it must be taken to a recycling centre and processed

separate from domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make
up this router can be recycled in accordance with regionally established regulations.
Never dispose of this electronic equipment along with your household waste; you
may be subject to penalties or sanctions under the law. Instead, please be

responsible and ask for disposal instructions from your local government.
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Chapter 1 Introduction

The NEXUSLINK 3111u MULTI-DSL Bonded Router features flexible networking
connectivity with dual DSL line capability, four 10/100 Ethernet ports, one Gigabit
Ethernet port and one USB Host port. It has robust routing capabilities to segment
and direct data streams and allows for multiple data encapsulations.

An integrated 802.11n (draft) WLAN Access Point (AP) provides faster wireless
connections with increased range, when compared with 802.11b and 802.11g,
without sacrificing backwards compatibility with these older wireless standards.
WPS (Wi-Fi Protected Setup) and Wi-Fi On/Off buttons are positioned on the front
panel for easy wireless network setup and control.

1.1 Features

Integrated 802.11n AP - Firmware upgrade and configuration

(802.11b/g backward-compatible)

MULTI-DSL 12a/12b profile support - Auto PVC configuration

IP and Per-VC packet level QoS - Supports up to 8 VCs

WPA/WPA2 and 802.1x - WMM & UPNP

RADIUS client - IP/MAC filtering

Static routing & RIP/RIP v2 - Dynamic IP assignment

NAT/PAT - Parental Control

IGMP Proxy and fast leave - DHCP Server/Client

Web-based management - DNS Relay/Proxy

Supports remote administration - FTP/TFTP server

Configuration backup and restoration - TR-069/TR-098/TR-104/TR-111
6
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1.2 Application

The following diagrams depict typical applications of the NEXUSLINK 3111u.
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Chapter 2 Installation

2.1 Hardware Setup

Follow the instructions below to complete the hardware setup.

BACK PANEL

The figure below shows the back panel of the device.

1.2

Power Button

DL an CTid  CTH& T2 CTI Reset Mowst  OGIT
It T 1 1 [ 1
i e Y [
i o Lo, e | e ‘f <] =
A
DSL Port Ethemet (LAN) Ports N
Power Port
Reset Button

Power ON

Press the power button to the OFF position (OUT). Connect the power adapter to the
power port. Attach the power adapter to a wall outlet or other AC source. Press the
power button to the ON position (IN). If the Power LED displays as expected then
the device is ready for setup (see section 2.2 LED Indicators).

Caution 1: If the device fails to power up, or it malfunctions, first verify that the
power cords are connected securely and then power it on again. If the
problem persists, contact technical support.

Caution 2: Before servicing or disassembling this equipment, disconnect all power
cords and telephone lines from their outlets.

Reset Button

Restore the default parameters of the device by pressing the Reset button for 5 to
10 seconds. After the device has rebooted successfully, the front panel should
display as expected (see section 2.2 LED Indicators for details).

NOTE: If pressed down for more than 20 seconds, the NEXUSLINK 3111u will go
into a firmware update state (CFE boot mode). The firmware can then
be updated using an Internet browser pointed to the default IP address.

Ethernet (LAN) Ports
Use 10/100 BASE-T RJ-45 cables to connect up to four network devices. These ports
are auto-sensing MDI/X; so either straight-through or crossover cable can be used.

Gb ETH Port
Use RJ45 straight through or crossover MDI/X cable to connect to Ethernet WAN.

DSL Port
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Connect to an VDSL with this RJ11 Port. This device contains a micro filter which

removes the analog phone signal. If you wish, you can connect a regular telephone
to the same line by using a POTS splitter.

FRONT PANEL

The Wi-Fi & WPS buttons are located on the bottom-left of the front panel, as shown.

f 6 6 5 0§ 8V oYYy

Wikl WPS

On/Oif

WiFi Switch
Press this button to enable/disable the wireless LAN (WLAN).

WPS Button

Press this button to begin searching for WPS clients. These clients must also enable
WPS push button mode (see 6.2.1 WPS for instructions).
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2.2 LED Indicators

The front panel LED indicators are shown below and explained in the following table.
This information can be used to check the status of the device and its connections.

POWER ETH1 ETH2 ETH3 ETH4 WP5S  Wireless  DSL1 DSL2 Internet

I I N N N B B N
_ LED |Color | Mode |pescription

On Power on

Green
POWER Off  |Power off
on POST (Power On Self Test) failure (not bootable) or
Red Device malfunction®
On IP connected and no traffic detected”
Green Off |Modem power off or modem in bridged mode
. IP connected and IP Traffic is passing thru the
Blink . . o
device (either direction)
INTERNET ;
Device attempted to become IP connected and
failed (no DHCP response, no PPPoE response,
Red On

PPPoE authentication failed, no IP address from
IPCP, etc.)

On The DSL1 link is established.

Off The DSL1 link is not established.

DSL1 attempting sync:

. . 0
DSL1 Green 1 Flashing at 2 Hz with a 50% duty cycle when

trying to detect carrier signal
Blink 1 Flashing at 4 Hz with a 50% duty cycle when
the carrier has been detected and the modem

is trying to train

DSL2 Green On |The DSL2 link is established.

Off The DSL2 link is not established.

L A malfunction is any error of internal sequence or state that will prevent the device from
connecting to the DSLAM or passing customer data. This may be identified at various times
such after power on or during operation through the use of self testing or in operations which
result in a unit state that is not expected or should not occur.

2 |P connected (the device has a WAN IP address from IPCP or DHCP and DSL is up or a
static IP address is configured, PPP negotiation has successfully complete — if used — and DSL
is up ) and no traffic detected. If the IP or PPPOE session is dropped for any other reason, the
light is turned off. The light will turn red when it attempts to reconnect and DHCP or PPPoE
fails

10
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DSL2 attempting sync:
1 Flashing at 2 Hz with a 50% duty cycle when
trying to detect carrier signal
Blink 1 Flashing at 4 Hz with a 50% duty cycle when
the carrier has been detected and the modem
is trying to train
On |The wireless module is ready.
Wireless | Green Off  |The wireless module is not installed.
Blink |Data transmitting or receiving over WLAN.
On |WPS enabled and PC connected to WLAN
1 WPS disenabled when WPS configured
WPS Green Off 1 After clients connected to router about 5
minutes, LED is off
) The router is searching for WPS clients or WPS
Blink | n_configured.
On |Powered device connected to the associated port
Yellow off No activity, modem power off, no cable or no
(for powered device connected to the associated port
10/100) . . .
Blink |Traffic is passing
ETH 1
On |Powered device connected to the associated port
Green off No activity, modem power off, no cable or no
(for powered device connected to the associated port
1000) . . .
Blink |Traffic is passing
Powered device connected to the associated port
o (includes devices with wake-on-LAN capability
n
where a slight voltage is supplied to an Ethernet
~ connection
ETH2~4 | Green )
off No activity, modem power off, no cable or no
powered device connected to the associated port
Blink |LAN activity present (traffic in either direction)

11

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

Chapter 3 Web User Interface

This section describes how to access the device via the web user interface (WUI)
using an Internet browser such as Internet Explorer (version 5.0 and later).

3.1 Default Settings

The factory default settings of this device are summarized below.

LAN IP address: 192.168.1.1

LAN subnet mask: 255.255.255.0

Administrative access (username: root , password: 12345)
User access (username: user, password: user)

Remote (WAN) access (username: support, password: support)
WLAN access: enabled

Technical Note

During power on, the device initializes all settings to default values. It will then
read the configuration profile from the permanent storage section of flash memory.
The default attributes are overwritten when identical attributes with different values
are configured. The configuration profile in permanent storage can be created via
the web user interface or telnet user interface, or other management protocols.
The factory default configuration can be restored either by pushing the reset button
for more than five seconds until the power indicates LED blinking or by clicking the
Restore Default Configuration option in the Restore Settings screen.

3.2 IP Configuration

DHCP MODE

When the NEXUSLINK 3111u powers up, the onboard DHCP server will switch on.
Basically, the DHCP server issues and reserves IP addresses for LAN devices, such
as your PC.

To obtain an IP address from the DCHP server, follow the steps provided below.

NOTE: The following procedure assumes you are running Windows XP.
However, the general steps involved are similar for most operating
systems (OS). Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Select Obtain an IP address automatically as shown below.

12
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Internet Protocol (TCP/IP) Properties

General I..-;l;-..l-t;arnate Iinnfigurati;:ﬁ,

Y'ou can get IP zettings azsigned automatically if your network, supparts
thiz capability. Othensize, vou need to azk your nebwork, adminiztrator for

the appropriate 1P settings.

(#)i0btain an IF address autamahicallé
{1 Uze the follawing IP address:

IF address | |

Subret mask | |

Deefault gateway | |

(%) Obtain DMS server address autamatically
{1 Usze the following DS server addreszes;

Prefered DNS server | |

I
Alternate DNS server | |

[ QE ][ Cancel ]

STEP 4: Click OK to submit these settings.

If you experience difficulty with DHCP mode, you can try static IP mode instead.

13
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STATIC IP MODE

In static IP mode, you assign IP settings to your PC manually.

Follow these steps to configure your PC IP address to use subnet 192.168.1.10.

NOTE:

The following procedure assumes you are running Windows XP.
However, the general steps involved are similar for most operating
systems (OS). Check your OS support documentation for further details.

STEP 1:

STEP 2:
STEP 3:

STEP 4:

From the Network Connections window, open Local Area Connection (You
may also access this screen by double-clicking the Local Area Connection

icon on your taskbar). Click the Properties button.

Select Internet Protocol (TCP/IP) and click the Properties button.

Change the IP address to the 192.168.1.10 subnet with subnet mask of
255.255.255.0. The screen should now display as shown below.

Internet Protocol (TCP/IP) Properties

General

Y'ou can get [P settings azsigned automatically if your netwaork, supports
thiz capability. Othenwize, pou need bo azk pour nebwork. adminiztrator for
the appropriate [P settings.

(" Obtain an P address autamatically
{®) Uze the follawing |P address;

IF address: 15z 166 . 1 .10
Subnet mazk: | 255 265 2E5 . )

Default gateway:

{#) Use the following DNS server addresses:

Prefemed DMS server:

Alternate DMS semver

[ ok H Cancel ]

Click OK to submit these settings.

14

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

3.3 Login Procedure

Perform the following steps to login to the web user interface.

NOTE: The default settings can be found in 3.1 Default Settings.

STEP 1: Start the Internet browser and enter the default IP address for the device
in the Web address field. For example, if the default IP address is

192.168.1.1, type http://192.168.1.1.

NOTE: For local administration (i.e. LAN access), the PC running the browser
must be attached to the Ethernet, and not necessarily to the device.
For remote access (i.e. WAN), use the IP address shown on the Chapter 4
Device Information screen and login with remote username and
password.

STEP 2: A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings.

ax]

"Connect to 192.168.1.1

il \I}

L

The server 192, 165.1.1 at DSL Router requires a username
and password,

Warning: This server is requesting that your username and
password be sent in an insecure mannet (hasic aukhentication
without & secure conneckion),

Liser narme; | £ root I w

Password; T

[]remember my password

[ oK ] [ Cancel

Click OK to continue.

NOTE: The login password can be changed later (see 8.6.1Passwords).

15
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STEP 3: After successfully logging in for the first time, you will reach this screen.

VDS Saaed Router

Quick Setup
[] Skip Quick setup.

In the boxes below, enter the PPP user name and password that your ISP has provided to you.
FPF Usernamae: |

PFF Password;

Enter the wireless 551D
ssm: |

Apply/Save
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Chapter 4 Device Information

The web user interface window is divided into two frames, the main menu (at left)
and the display screen (on the right). The main menu has several options and
selecting each of these options opens a submenu with more selections.

NOTE: The menu items shown are based upon the configured connection(s) and
user account privileges.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence.

To display the Device Info Summary screen, tick the Skip Quick setup box and click
Apply/Save.

Quick Setup
Skip Quick setup.

Apply/Save

This screen shows hardware, software, IP settings and other related information.

-
%&dﬂoaﬂr

Device Info

Board ID: | 963168MB-1461N
Device Infi 2
iy Software Version: CA31-412CTU-C01_R03. A2pvbFO33F3.d24f
Advanced Setup = S —
Wirel Bootloader {EFI_E.}.Versmn: 1.0.38-112.118-5
Diagnostics Wireless Driver Version:  5.100,138,2008.cpe<. 121068, 4
Management Serial NHumber: 133311 1UXXF-AADODD 26

Thiz information reflects the current status of your WAN connection.
Traffic Type: Inactive
Aggrenate Line Rate - Upstream (Kbps): i
Aggregate Line Rate - Downstream (Kbps): 0

LAN IPv4 Address: 192.168.1.1-
Dl-:failii: Gateway: .

-Primarv DHS Seﬁen ..j,[.,.j,[.
S&condarv DHNS Server: 0.0.0.0 i
LAN IPV6 ULA Address: '

Default IPv6 Gateway:
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4.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

Dewvice Info
Summary
WA
Statistcs
Route
ARP
DHCP
Addwanoed Satup

-

VDS Bonded Router

WAN Tnfo

Interizoe | Descripton | Type | VinBodd | el | Igmp | MLD | BAT | Frewall| States | 1Ped Adiness

Heading Description

Interface Name of the interface for WAN

Description Name of the WAN connection

Type Shows the connection type

VlanMuxlId Shows 802.1Q VLAN ID

IPv6 Shows WAN IPv6 address

IGMP Shows Internet Group Management Protocol (IGMP) status
MLD Shows Multicast Listener Discovery (MLD) status
NAT Shows Network Address Translation (NAT) status
Firewall Shows the status of Firewall

Status Lists the status of DSL link

IPv4 Address

Shows WAN IPv4 address
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4.2 Statistics

This selection provides LAN, WAN, ATM/PTM and xDSL statistics.

NOTE: These screens are updated automatically every 15 seconds.
Click Reset Statistics to perform a manual update.

4.2.1 LAN Statistics

This screen shows data traffic statistics for each LAN interface.

)

VDSLESaged Router

Statistics - LAN
|1n terface | Received ‘ Transmitted
Device Inf -
vice fnte | |B',!te5 |Pkt5 |Err5|Dro|}5‘Byt95 |Pkt5|Err5|Dr0p5
Summary T T
ENETL |0 o |o o 0 o |0 o
WAH I I I I
SR ENET2 0 |0 !IZI 0 i o |0 !IZI
LAN ENET3 0 0 oo i o [0 |0
WAHN Service |ENET4 (320931 (3880 |0 [0 |942788(2103|0 |0
XTM [ETHWAN |0 o Jo Jo o o o |o
xDSL lusbo |0 o [0 |0 o o |o |o
Route \wio |1783783|20314(1 |0 1625570 (4795(11 [0
ARP
DHCP
Advanced Setup [ Reset Statistics ]
Heading Description
Interface LAN interface(s)
Received/Transmitted: - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors

- Drops Number of dropped packets

19

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

4.2.2 WAN Statistics

This screen shows data traffic statistics for each WAN interface.

Do
VDSL 'Bonded Router

Device Info

Summary
WARHN
Statistics
LAN
WAHN Service
xTM
xDSL
Route
ARP
DHCP
Advanced Setup

Statistics -- WAN

Interface Description| Received | Transmitted

i |B',rtaiPktsiErrsiDmpsiBytes!Pkts{E?s!Dmps!

[ Reset Statistics ]

Heading Description
Interface WAN interfaces
Description WAN service label

Received/Transmitted

Bytes
Pkts
Errs
Drops

Number of Bytes

Number of Packets

Number of packets with errors
Number of dropped packets
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4.2.3 ATM Statistics

The following figure shows Asynchronous Transfer Mode (ATM) statistics.

Bavics Tifo
Summary
wran
Statistios

LAN
WAN Service
Wil
sl
Rowta
ARD
DHCF

Acdvared Setup

Wiraloc

Dita nestics

Marcgemes b

It cifiere Statstnes

Fark | Tt In [+ 1 InOAM | Duk OAM | I=n ASM | Dot ASM In Fackst In Cal
Mumber | Octels Dtets Pachets | Packets Lol Cells Culls Fal Frroas Errnrs
=3
el

XTM Interface Statistics

Heading Description

Port Number ATM PORT (0-3)

In Octets Number of received octets over the interface

Out Octets Number of transmitted octets over the interface

In Packets Number of packets received over the interface

Out Packets Number of packets transmitted over the interface
In OAM Cells Number of OAM Cells received over the interface
Out OAM Cells | Number of OAM Cells transmitted over the interface.
In ASM Cells Number of ASM Cells received over the interface
Out ASM Cells Number of ASM Cells transmitted over the interface
In Packet Number of packets in Error

Errors

In Cell Errors Number of cells in Error
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4.2.4 xDSL Statistics

The xDSL Statistics screen displays information corresponding to the xDSL type.
The two examples below (VDSL) show this variation.

VDSL

Stativtice -- xDSL

Darvica Inle Bemtbreg Line Selechion (B0 &
Summnry
WAN
Sratisties Mode:- WOSL2

LAN Trathic Type: M

WAH Sarvice STl
Link Pawer State:
=TH

=Dl

DownsireamUgsiresm
Route =

Line Coing{Trelis): T ain
ar SHR Wargin (0,1 d8): 143 -
HCP Artemmtion {0.1 di)

Adwanced Satep ubpart Powiar (D1 i) W 2

Wirsbe s Attzinalie Rate (Khps): 7EB16 a7T3

agastics

Manacgument Patk 0 Path 1

Downstraam UpstreamDawnstream Bpstream

b [Kbges): S 000 AT 0 ]

B (m of bytes m Mux Fata Frame); 70 o 1

M i of M Data Frames in an B8 codeweond) 1 7 ]

T [ of Moy DAt Fromes in an OH sub-Trame): 55 [P |

0. (# of redundancy bytes in the RS codaword): 18 L0 ;

& (w0 of data symbols over which the RS code wernd spans): 0 0509 05760 @0,.0000 0.0
L [# of bits transmicted in aach data symbal): 15086 FET ] ;

i (imberleaver depth): 1 [ (

1 [nterdeaver ook size s Dytes) a5

M (RS codeward sire): i 95 I

Dwlay (mrec): ri r 7
TR (DT siymbeod]: 0.5 0,00 .00 0.0

o
73

OH Frames: 57 ad 418
IH Frame Errors:

s Waords: E1RTEL Tahaq i
RS Carrectahls Errars: 0 }

s Uncorrectable Errors: ] ]

MEC Errars:

OCD Errors: = o

LED Errors:

Total Calle: 8 9666164

Daka Calls: 54 i (
Bt Errors: 0

Total £5:
Total SES
Total WAs: 3]

| «DSL BER Test ” Reset Sabshcs |

Click the Reset Statistics button to refresh this screen.
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Field

Description

Mode VDSL, MULTI-DSL
Traffic Type ATM, PTM
Status Lists the status of the DSL link

Link Power State

Link output power state.

Line Coding (Trellis)

Trellis On/Off

SNR Margin (0.1 dB)

Signal to Noise Ratio (SNR) margin

Attenuation (0.1 dB)

Estimate of average loop attenuation in the downstream
direction.

Output Power
(0.1 dBm)

Total upstream output power

Attainable Rate (Kbps)

The sync rate you would obtain.

Rate (Kbps)

Current sync rates downstream/upstream

In VDSL mode, the following section is inserted.

B Number of bytes in Mux Data Frame

M Number of Mux Data Frames in a RS codeword

T Number of Mux Data Frames in an OH sub-frame
R Number of redundancy bytes in the RS codeword
S Number of data symbols the RS codeword spans
L Number of bits transmitted in each data symbol
D The interleaver depth

I The interleaver block size in bytes

N RS codeword size

Delay The delay in milliseconds (msec)

INP DMT symbol

OH Frames Total number of OH frames

OH Frame Errors

Number of OH frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable

Total Number of RS words with uncorrectable errors

Errors

HEC Errors Total Number of Header Error Checksum errors

OCD Errors Total Number of Out-of-Cell Delineation errors

LCD Errors Total number of Loss of Cell Delineation

Total Cells Total number of ATM cells (including idle + data cells)
Data Cells Total number of ATM data cells

Bit Errors Total number of bit errors
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Total ES Total Number of Errored Seconds

Total SES Total Number of Severely Errored Seconds

Total UAS Total Number of Unavailable Seconds

xDSL BER TEST

Click xDSL BER Test on the xDSL Statistics screen to test the Bit Error Rate (BER).
A small pop-up window will open after the button is pressed, as shown below.

| http:#f192.168.1.1/berstart.tst?bherState=0 - M... I

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by transferring idle cells containing a known
pattern and cormparing the received data with

this known pattern to check for any errors,

Select the test duration below and click "Start".

Tested Time (sec): |20 V—E

&] Done & Internet

Click Start to start the test or click Close to cancel the test. After the BER testing is
complete, the pop-up window will display as follows.

2} http:#/192.168.1.1/berstop.tst?berState=0 - Mi...

ADSL BER Test - Result

The ADSL BER test completed successfully,

Test Time (sec): 20
Total Transferred | o, 1000000000000
| Bits:
| Total Error Bits: | Dx0000000000000000
|Error Ratio: Mot Applicable

&] Done #® Internet
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4.3 Route

Choose Route to display the routes that the NEXUSLINK 3111u has found.

' onded Router

Device Info -- Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
Device Info D - dynamic (redirect}, M - modified (redirect).
Summary I
WAN |De5t|nahon ‘Gateway |5ubnet Mask | Flag ‘ Metric | Service | Interface
Statistics |192 168.1.0 |n 0.0.0 '2552 :2550|u ‘D | |LrD |
Route )
ARP
DHCP
Field Description
Destination Destination network or destination host
Gateway Next hub IP address
Subnet Mask Subnet Mask of Destination
Flag U: route is up
I: reject route
G: use gateway
H: target is a host
R: reinstate route for dynamic routing
D: dynamically installed by daemon or redirect
M: modified from routing daemon or redirect
Metric The 'distance’ to the target (usually counted in hops). Itis not
used by recent kernels, but may be needed by routing daemons.
Service Shows the WAN connection label
Interface Shows connection interfaces
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4.4 ARP

Click ARP to display the ARP information.

(IEEI%

VDSL

Bonded Router

Device Info -- ARP

IP address | Flags HW Address Device
Device Info
Summary 192.168.1.2 | Complete | 00:25:11:AF:FD:F8 | brQ
WARN
Statistics
Route
ARP
DHCP
Field Description
IP address Shows IP address of host pc
Flags Complete, Incomplete, Permanent, or Publish
HW Address | Shows the MAC address of host pc
Device Shows the connection interface
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4.5 DHCP

Click DHCP to display all DHCP Leases.

| &nd’éd Router

Device Info -- DHCP Leases

. Hostname ‘ MAC Address ‘IP Address ‘ Expires In
Device Info
Summary ‘ 00:25:11:af:fd:fg ‘ 192.168.1.2 | 23 hours, 57 minutes, 43 seconds
WAN
Statistics
Route
ARP
DHCP
Field Description
Hostname Shows the device/host/PC network name
MAC Address | Shows the Ethernet MAC address of the device/host/PC
IP Address Shows IP address of device/host/PC
Expires In Shows how much time is left for each DHCP Lease
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Chapter 5 Advanced Setup

5.1 Layer 2 Interface

The ATM, PTM and ETH WAN interface screens are described here.

5.1.1 ATM Interface

Add or remove ATM interface connections here.

&n ed Router

DSL ATM Inberfacs Comfegaratom

Device Iafio
Advanced Sebep
Layes nberfaca
ATH Interdace
PTM Interface
ETH Interimoe

: L Lind Lot 2 St aaiig Grgaup
Inberface ek cat
e bl Latency [ Y| Type Mota 0as Ry Woight | Precedonam

(2] [(Bamens ]

LLC L

Click Add to create a new ATM interface (see Appendix G).

NOTE: Up to 8 ATM interfaces can be created and saved in flash memory.

To remove a connection, select its Remove column radio button and click Remove.
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5.1.2 PTM Interface

Add or remove PTM interface connections here.

o —
(2O MTRENDYC

VDSL Bonded Router

fi51 #TU Interface Sanfiguration

W Addd, or Remove to configure D5L FTR nterfnces

Dezyie Info

A anied Sabip DSL [ PTH [ Caonrssotios [ mw Schesduber [ Cliissssisd Gruug

Interimom

Layer? Isteriace Lntency Prinrity Madde Qus ] Weight Pracuds)ce s
ATM Enterfacs
PTH Imtcsizoa am e

ETH Tnterface

Click Add to create a new connection (see Appendix G - Connection Setup). To
remove a connection, select its Remove column radio button and click Remove.

5.1.3 ETH INTERFACE

This screen displays the Ethernet WAN Interface configuration.

| NOTE: This option only applies to models with an Ethernet WAN port.

—

armapll,
VDSL Bonded Router

&2

ETH WARN Interface Configuration

Choose Add, or Remove to configure ETH WAN interfaces.

Device Info Allov one ETH as layer 2 wan interface.
Advanced Setup
Layer2 Interface Interface/(Name) ‘ Connection Mode ‘ Remove ‘

ATM Interface

PTM Interface

ETH Interface

Click Add to create a new connection (see Appendix G - Connection Setup).

NOTE: One Ethernet WAN interface can be created and saved in flash memory. ‘

To remove a connection, select its Remove column radio button and click remove.
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5.2 WAN Service

This screen allows for the configuration of WAN interfaces.

el
OMIRENCIO B
VDSL Bonded Router

—= e

ETH Interfacs

WHAN Rarvice

Device Mio
Advaaced Setup Interface | Descrglion | Type  YViasAniip wihasn M il | Coreilid Kjimgp MAY Frewall Bve Mkl | Remove | B
Layer? Intarfacg
AT Enteface SR TR
DT Intarfacn [ dd| | Ramaye |

Whin Araa lebwork {(WAN] Seryice Setop

Click the Add button to create a new connection. For connections on ATM or ETH
WAN interfaces see Appendix G - Connection Setup.

NOTE:

ETH and ATM service connections cannot coexist. In Default Mode, up to

8 WAN connections can be configured; while VLAN Mux and MSC
Connection Modes support up to 8 WAN connections.

To remove a connection, select its Remove column radio button and click Remove.

Heading Description

Interface Name of the interface for WAN

Description Name of the WAN connection

Type Shows the connection type

VIan8021p VLAN ID is used for VLAN Tagging (IEEE 802.1Q)
VianMuxId Shows 802.1Q VLAN ID

Connld Connection ID

IGMP Shows Internet Group Management Protocol (IGMP) status
NAT Shows Network Address Translation (NAT) status
Firewall Shows the Security status

IPv6 Shows the WAN IPv6 address

MLD Shows Multicast Listener Discovery (MLD) status
Remove Select interfaces to remove

To remove a connection, select its Remove column radio button and click Remove.

To Add a new WAN connection, click the Add button and follow the instructions.

NOTE:

Up to 8 PVC profiles can be configured and saved in flash memory. Also,

ETH and PTM/ATM service connections cannot coexist.
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5.3 LAN

Configure the LAN interface settings and then click Apply/Save.

Local Area Network (LAN) Setup

Configure the DSL Router TP Address and Subnet Mask for LAN interface. Grouptiame | Default I_:_l

Device Info IP Address: [192.168.1.1
Advanced Setup Subnet Mask: 255.255.255.0
Layer2 Interface z
WAN Service [ Enable 1GMP Snooping
LAN
1Pv6 Autoconfig O Enhanced 1GMP
NAT
Security [ Enable LAN side firewall
Parental Control
Quality of Service O Disable DHCF Server
Routing & Enable DHCP Server
DHS Start IP Address: §}92.168.1.2
DSL End IP Address: [192.168.1.254
DSL Bonding Leased Time I:hDLII’::::é4
UPnP Static IF Lease List: "H maximum 32 entries can be configured)
DHNS Proxy ! MAC Address ilP Address : Remove ‘
Print Server [ Add Entries ] [ Remove Entries ]
Interface Grouping
IPSec [ configure the second IP Address and Subnet Mask for LAN interface
Certificate
Multicast

Wireless Apply/Save

Consult the field descriptions below for more details.

GroupName: Select an Interface Group.

1% LAN INTERFACE

IP Address: Enter the IP address for the LAN port.
Subnet Mask: Enter the subnet mask for the LAN port.

Enable IGMP Snooping: Enable by ticking the checkbox p.

Standard Mode: In standard mode, multicast traffic will flood to all
bridge ports when no client subscribes to a multicast
group - even if IGMP snooping is enabled.

Blocking Mode: In blocking mode, the multicast data traffic will be
blocked and not flood to all bridge ports when there are
no client subscriptions to any multicast group.

Enhanced IGMP: When enabled, IGMP packets will not flood to all bridge ports.
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Enable LAN side firewall: Enable by ticking the checkbox p.

DHCP Server: To enable DHCP, select Enable DHCP server and enter Start and
End IP addresses and the Leased Time. This setting configures the
router to automatically assign IP, default gateway and DNS server
addresses to every PC on your LAN.

Static IP Lease List: A maximum of 32 entries can be configured.

MALC Address IP Address Remove
| Add Entries | RFemove Entries

To add an entry, enter MAC address and Static IP and then click Save/Apply.

Dhcpd Static IP Lease

Enter the Mac address and desired IP address then click "Save/Apply"

MAC Address: 12:34:96:78:90:12
IF Address: 192.168.1.32

Save/bpply

To remove an entry, tick the corresponding checkbox p in the Remove column and
then click the Remove Entries button, as shown below.

MAC Address | IP Address |[Remove
12:34:56:75:00:12 | 192.168.1.33

Add Entries Femove Enfries

2ND | AN INTEREACE

To configure a secondary IP address, tick the checkbox p outlined (in RED) below.

@Dnﬁgure the second [P Address and Subnet Mask for LAN interface
IP Address: I

Subret Mask; I

IP Address: Enter the secondary IP address for the LAN port.

Subnet Mask: Enter the secondary subnet mask for the LAN port.
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5.4 I1Pv6 LAN Auto Configuration

Configure the IPv6 LAN Host options (see below) and then click Save/Apply.

jonded Router

IPv6 LAN Auto Configuration

v| Enable DHCPvG Server
Device Info

Advanced Setup
Layer2? Interface
WAHN Service [0 Enable MLD Snooping
LAN

IPv6 Autoconfig
NAT
Security

Save/Appl
Parental Control

Quality of Service

Enable RADVD

DHCPvV6 Server: To enable DHCP for IPv6, select the Enable DHCPV6 server
checkbox p. This setting enables the router to assign IP settings
to every IPv6-capable LAN device (IPv6 clients).

RADVD: Select the checkbox p to enable the Router ADVertisement Daemon.
This provides information that IPv6 clients can use for autoconfiguration
according to the Neighbour Discovery for IPv6 protocol (RFC2461).

Enable MLD Snooping: Enable by ticking the checkbox p.

Standard Mode: In standard mode, multicast traffic will flood to all
bridge ports when no client subscribes to a multicast
group - even if snooping is enabled.

Blocking Mode: In blocking mode, the multicast data traffic will be
blocked and not flood to all bridge ports when there are
no client subscriptions to any multicast group.
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5.5 NAT

To display this option, NAT must be enabled in at least one PVC shown on the
Chapter 5 Advanced Setup.

5.5.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified by
Protocol and External port) to the Internal server with private IP addresses on the
LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.

AT == Wirtual Sarvers St
1 o 1o o c i BN e L emal - the h priv
Deewice T thi I . o b v o " AMsrant p e
Advanced Selug sarver an thi LA sida- A mzvdmam 32 enh i ba configurad
Layerd Interfacs 8
WAN Sorviie I: dmave I
LA
Bataryeer Externg Bt | External Port Mntesmal Poat | Intarncd Port | Server [P WARN
AT
Pt Stmet End Proteo i S Erad Addrocs InColare foamave
Wirtuxl Servais
Part Triggerng

To add a Virtual Server, click Add. The following will be displayed.

VOSC o onded Router

([T1] Wi Dgiall Sarviars
SURICh Ch #TACE D el Anigr the S I addriss 1 Ak "AgpkTS ?F'_.\."..'_'...rYIvl-'-\.'".-\'. o L0 T SEeCid Srver
HOTE: Tha *ntarnal Part Emd® casnot ba modifled urrlxﬂ\r Moy, it s set to the sama valss & “Extarmal "-url Emd®.
Dewice Indo Howmyrer, iF yom manlfy “Intereol Poert SHart™, Ehen “Inten mt] Pt Ened” willl b et bo thee =ame vale 25 “temad Pert Start®
Weinaining miniber of eairies Mat Caa b configured: 33
AulvimeCin] Sefup
Layerk bterfacs 55 INIETE LT i‘li'l?*:'ad \_
WAN So i Serviod Hai
Lan B alect g Service: | Selnc] Ons e
HAT = T
i SEm
Virtuad Sorvars
Pert Trggering Server B Ackdress 4,144
DT Bast
Secunty
Parantal Control
Extorsal Port StartExbernal Porkt Bsd)  Protoced  Daboraal Pert StartIstemal Dert End
Guakly of Servios [ e ""ll
Reating = _.Ii
s | i i |
DL | | TP |
oL Barding | | Top jn
WP | | Teo Ee ;
5 Proxy f e
, ' [tee ]
Frint Servar !
Irterdaoe Growping T ——
TPSac | AdpkyEd |

Consult the table below for field and header descriptions.
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Field/Header

Description

Use Interface

Select a WAN interface from the drop-down box.

Select a Service
Or
Custom Service

User should select the service from the list.
Or
User can enter the name of their choice.

Server IP Address

Enter the IP address for the server.

External Port Start

Enter the starting external port number (when you select
Custom Server). When a service is selected, the port ranges
are automatically configured.

External Port End

Enter the ending external port number (when you select
Custom Server). When a service is selected, the port ranges
are automatically configured.

Protocol

TCP, TCP/UDP, or UDP.

Internal Port Start

Enter the internal port starting number (when you select
Custom Server). When a service is selected the port ranges
are automatically configured

Internal Port End

Enter the internal port ending number (when you select
Custom Server). When a service is selected, the port ranges
are automatically configured.

5.5.2 Port Triggering

Some applications require that specific ports in the firewall be opened for access by
the remote parties. Port Triggers dynamically 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote party using the
'Triggering Ports'. The Router allows the remote party from the WAN side to

establish new connections back to the application on the LAN side using the 'Open
A maximum 32 entries can be configured.

Ports'.

ed Router

Prart Tk rine Setup

Device bnfo
Audwaneod Sotap
Layard Interface

AN Sesruioe |__| |.—|
LAN k=
AT
Trigyer Dpers
Virtual Serenrs
Pt Trkgpgering Applcabon Bame Port Rasge Part Raage | WAN Inberfacs | Rermoye
Pretacal Protacol

[ Host Stark | Eid Start | Enad

Security

To add a Trigger Port, click Add. The following will be displayed.
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Deviee Tade creabn winm applicat i wyAppiy” t
Adunacad Salsif Remaining needer af eatries [hat cos e oodigumad: 33

Lagerd Inkerface
WAN Servioe
LA
HAT
Wirtusl Servers
Part: Trigering
T Host
Seeusity
Farenksl Costrol
Quafiry of Sorvice
Rucating
DHS
DAL
D51 Bosding
Urep
DS Proy
BNk Sasder
TmCeriaCe o pirg
1FSec

@ =
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" TCP -

Consult the table below for field and header descriptions.

Field/Header

Description

Use Interface

Select a WAN interface from the drop-down box.

Select an Application
Or
Custom Application

User should select the application from the list.
Or
User can enter the name of their choice.

Trigger Port Start

Enter the starting trigger port number (when you select
custom application). When an application is selected, the
port ranges are automatically configured.

Trigger Port End

Enter the ending trigger port number (when you select
custom application). When an application is selected, the
port ranges are automatically configured.

Trigger Protocol

TCP, TCP/UDP, or UDP.

Open Port Start

Enter the starting open port number (when you select
custom application). When an application is selected, the
port ranges are automatically configured.

Open Port End

Enter the ending open port number (when you select
custom application). When an application is selected, the
port ranges are automatically configured.

Open Protocol

TCP, TCP/UDP, or UDP.
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5.5.3 DMZ Host

The DSL router will forward IP packets from the WAN that do not belong to any of
the applications configured in the Virtual Servers table to the DMZ host computer.

T

VDSL 'Bonded Router

HAT AP Mot

B Tnds the DM bt compistar.
Audvaneoed Sotep
Layar? Inberface
WLAN Saivio Clear e TP asddress ek amd dick 'Apoly’ i depctiate the DRMEZ hodt
[P
BAT
Nertusd Servers
Port Triggering
K Hiast

To Activate the DMZ host, enter the DMZ host IP address and click Save/Apply.

To Deactivate the DMZ host, clear the IP address field and click Save/Apply.
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5.6 Security

To display this function, you must enable the firewall feature in WAN Setup.
For detailed descriptions, with examples, please consult Appendix A - Firewall.

5.6.1 IP Filtering

This screen sets filter rules that limit IP traffic (Outgoing/Incoming). Multiple filter
rules can be set and each applies at least one limiting condition. For individual IP
packets to pass the filter all conditions must be fulfilled.

OUTGOING IP FILTER

By default, all outgoing IP traffic is allowed, but IP traffic can be blocked with filters.

.-._ COMIRENDOYC

VDSL Bonded Router

Tabgning 1P Filtering Setup

By delauk, = tpang T raffic from LAN i5 llowsed, bt some T iraffes con be BUOCKED by ssmng un Tl

Device Info

Advanced Setug oot oo
Layerd Interface
WiAN Service

Filter Mame | 1P Verson | Protocsl | SeciPd Prefieiength | SrcPort | DsUPd Preficlength | DstPort | Remove

Sasgitity
IP Filtering
l'!lﬂr[\:lhﬁ
Bcoaming
MAL Filtering

To add a filter (to block some outgoing IP traffic), click the Add button.
On the following screen, enter your filter criteria and then click Apply/Save.

£ OMTRENDYO
vV 'Sl. nndnd Router

A TP Filtesr -- Oboineg

Beviacs Info

Advanced Setup
Lavyar? Interisoes
AN Servioe
LA
NAT Frotooo B
Sapirby Soiie [F addrece i 0

B filtaring Sanirce POrt {pOat oF poat:por
fnatgoing
1nnul||1g
MAT *‘I.-f—g
Paresmial Contred
Qualty af Servics erreroae
Romting

Consult the table below for field descriptions.
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Field

Description

Filter Name The filter rule label.
IP Version Select from the drop down menu.
Protocol TCP, TCP/UDP, UDP, or ICMP.

Source IP address

Input source IP address.

Source Port (port or port:port)

Input source port number or range.

Destination IP address

Input destination IP address.

Destination Port (port or port:port)

Input destination port number or range.

INCOMING IP FILTER

By default, all incoming IP traffic is blocked, but IP traffic can be allowed with filters.

T —
COM T EE ND)

VDSL Bonded Router

Encoming [P Fifering Sebup

Dewics Info
Achvanoed Setug
Layer? Isterfaoe
WAN Sanarn
Lan
HAT
Secarity
1P Filtaring
Duitigoing
coming
MAL filbaring

e v canfigu

Filter Mo | Istorfaces | B Version | Protocs] | Secl) Prafslongth | Srobort | DstP) Prefbdength | GstPurt | Remove

£Bn be ACCEPFTED b

To add a filter (to allow incoming IP traffic), click the Add button.
On the following screen, enter your filter criteria and then click Apply/Save.

Add T Filber

Encoming

Dewios Info
Adwanced Setap
Layer? Interfaces
WAN Grrvice
LAN
nAT
Secmrity e T addneed prefis lenth]
IP Firering =rroe Port [part o portzport
Ditging
InCoiming
A Filio rinsg
Paremtal Costred
Guaity of Service Selar e OF more WaliLa
Roitisg
hs
DSL
D51 Bernding
Ueap
DS Prowy

Consult the table below for field descriptions.
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Field

Description

Filter Name The filter rule label
IP Version Select from the drop down menu.
Protocol TCP, TCP/UDP, UDP, or ICMP.

Source IP address

Enter source IP address.

Source Port (port or port:port)

Enter source port number or range.

Destination IP address

Enter destination IP address.

Destination Port (port or port:port)

Enter destination port number or range.

At the bottom of this screen, select the WAN and LAN Interfaces to which the filter
rule will apply. You may select all or just a subset. WAN interfaces in bridge mode or
without firewall enabled are not available.
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5.6.2 MAC Filtering

NOTE: This option is only available in bridge mode. Other modes use IP Filtering

to perform a similar function.

Each network device has a unique 48-bit MAC address. This can be used to filter
(block or forward) packets based on the originating device. MAC filtering policy and
rules for the NEXUSLINK 3111u can be set according to the following procedure.

The MAC Filtering Global Policy is defined as follows. FORWARDED means that all
MAC layer frames will be FORWARDED except those matching the MAC filter rules.
BLOCKED means that all MAC layer frames will be BLOCKED except those
matching the MAC filter rules. The default MAC Filtering Global policy is
FORWARDED. It can be changed by clicking the Change Policy button.

Danvice Bafa
Advanced Setup
Layerd Invbarizaos
WAN Servios
LAR
naw
Sacwrity
IP Filtmring
MAL Filbering
Parenital Costral
Quality of Servioe
antstise)
(i)
5L
5L Bonding
Emp

DS Preoy

frikge mode FORWARDED resgns hat 50 M4
e Enbode. BLECWED e sns that 2l M

I Layar fravses wi

¢ HOFE W ARDED
be BLOCEED

e FHIRNRD POUS ar B FteTics
WERNING: Chasging frem oms poboy bo ancther of an ntertaca will casse all dofimed rules For that stordace bo be REMIVED
AFTOMATICALLYT Wau will meed b creabe new nies for the new pobiog
Istorfaon | Mooy Chasmnm

rORWARD | [

Chourcsas A o Ramiawe o configara MAL AR

Interfaca  Protecel | Durlingtics MAL | Soorca MAL | Frame Direction | Remove

(] (e ]

Choose Add or Remove to configure MAC filtering rules. The following screen will
appear when you click Add. Create a filter to identify the MAC layer frames by
specifying at least one condition below. If multiple conditions are specified, all of
them must be met. Click Save/Apply to save and activate the filter rule.

iTREN

—

VDS Bonded Router

Deevics Iafo
Aalwanced Setap
Laierd Invtaiface
WAN Service
LAN
nAaT
Secmrity
1P Fieering
AL Fltrineg
Paruntal Costrd
Quality of Sorvice
Rowtimg
s
351

Adld WAL Filtar

ANV AN |0 |

br_0_0_/pamd -
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Consult the table below for detailed field descriptions.

Field Description

Protocol Type PPPOE, IPv4, IPV6, AppleTalk, IPX, NetBEUI, IGMP
Destination MAC Address | Defines the destination MAC address

Source MAC Address Defines the source MAC address

Frame Direction Select the incoming/outgoing packet interface
WAN Interfaces Applies the filter to the selected bridge interface.

5.7 Parental Control

This selection provides WAN access control functionality.

5.7.1 Time Restriction

This feature restricts access from a LAN device to an outside network through the
device on selected days at certain times. Make sure to activate the Internet Time
server synchronization as described in 8.5 Internet Time, so that the scheduled
times match your local time.

2 '
VDSL Bon Router

Access Time Restrcton -+ A maxinmim 16 eatries can be ponfigured.

Device lnfo Usarnams | MAC | Man | Tee Wed Thu | Fri | Sat | Sum  Start | Stop  Aomove
Advanced Setup
Layer? Interface |_I |L.-—|
WAN Service —
AN
HAT
Seourity
Parental Control
Time Restriction
Uil Filter

Click Add to display the following screen.
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a1l
COMTRENDNO@
VDS onded Router

Bocass Thne Fastracbmn

Device Iafo Thiz page add= time of doy restriction bo's specisl LAH device connected to the Roter, The 'Broweer's HAZ Address’ sutnmetically display
Advanced Setup e MAL a3ress of it o hera i nrang, Toresheict o 1 ke "Etar WAL AldrEce” Buttan. and
Layer? Interiscs
WAN Service
LAR Usar Hame
naT
Sewty 8 Browsars MAC Add
Parental Contnal B e
Tirme: Restriction T —
| FErer
uinity af Servics Derys: of th wimel o Toe Wed ThuFrl Sat San
Routieg o 1 salec ElEEE]EEE
s
D51
LS Boanding z1id BReckieg TTw (hh

s

LIS Prewy

See below for field descriptions. Click Apply/Save to add a time restriction.

User Name: A user-defined label for this restriction.

Browser's MAC Address: MAC address of the PC running the browser.
Other MAC Address: MAC address of another LAN device.

Days of the Week: The days the restrictions apply.

Start Blocking Time: The time the restrictions start.

End Blocking Time: The time the restrictions end.

5.7.2 URL Filter

This screen allows for the creation of a filter rule for access rights to websites based
on their URL address and port number.

OMTREND]

VDSL Bonded Router

UL Filtar

- Pluase sedact the kst bypa first then cosfiqora the st antrias. Macimem 100 antries can be oonfigerad

Fi Lt Type: O Eeclids [ Intluds

Deviee Tnfa
Adlvanced Setup
Layer? Interface

PO S Address | Bart | Remoue
LAN

naT s

Security

Parantsl Casbrnd
Time: Restricton
Uir| Filbsar

Click Add to display the following screen.
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Parental Control —- URL Filter Add

Enter the URL address and port number then click "Save/Apply" to add the entry to the URL filter,

URL Address: wwwy, y2hi00, com

Part Murmber &0 {Default 20 will be applied if leave blank.)

Save/apply

Enter the URL address and port number then click Save/Apply to add the entry to
the URL filter. URL Addresses begin with “www”, as shown in this example.

URL Filter -- A maximum 100 entries can be configured.

LREL List Type: O Exclude O Include

Address Port | Remove
wewitey ahoo. carm | 80 ]
|Add|| Femove |

A maximum of 100 entries can be added to the URL Filter list.
Tick the Exclude radio button to deny access to the websites listed.
Tick the Include radio button to restrict access to only those listed websites.
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5.8 Quality of Service (Qo0S)

NOTE: QoS must be enabled in at least one PVC to display this option.
(see Appendix G - Connection Setup for detailed PVC setup instructions).

5.8.1 Queue Management Configuration

To Enable QoS tick the checkbox p and select a Default DSCP Mark.

Click Apply/Save to activate QoS.

Brevice Tnfio
fadwanced Setup
Layar? Intarfo:
WA Sardios
LAN
nat
Sacuriny
Pareatal Comtrol
Qualty of Servica
i Conleg
Qa8 Classification
Rowting
s
(]

Mote: T Enabile o cheddinx b pot sslacted, all QoS will be deablead for al ebedfaces

Mote: The defaelt BEOP mork &= oeed o mark all Bess par krt= that do mot match any classificabin miles

QoS and DSCP Mark are defined as follows:

Quality of Service (QoS): This provides different priority to different users or data
flows, or guarantees a certain level of performance to a data flow in accordance with

requests from Queue Prioritization.

Default Differentiated Services Code Point (DSCP) Mark: This specifies the
per hop behavior for a given flow of packets in the Internet Protocol (IP) header that

do not match any other QoS rule.
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5.8.2 Queue Configuration

This function follows the Differentiated Services rule of IP Qo0S. You can create a new
Queue entry by clicking the Add button. Enable and assign an interface and
precedence on the next screen. Click Save/Reboot on this screen to activate it.

VDSL Bonded Router

OoS Queie Sebup

Dowice Infa = :
Advanced Setup ¥ you dicablo WiH funection in Wirclass Pags, quaiks re atad 1o virakess will nat toke offacts
Layerd Intorfzon
WAN Scrvica Thee QoS functios has been dsabled. fueses would not ke effects.

LAaN

HAT (BT K&y | Wterlace | Solesiloler Alky | Precadesce | Weight | DS Latency | PFTN Priocity | Bnable | e

Earwrty WIHM Voice Frionty | 1 vl G 1 . | enebied

Parantal Ceatrsl

Omality of Service
Queue Ceafig WM Yidao Prionty | 3 Wi F | . Enabigd
s Chdaifieation

Fuauting

[V T NI Bl Effart = sl IF 3 natind

DEL

DEL Bending

L Wik ackgnond d o0 = y Enabie

IDAS Proey

Print Server

Tetrrface Grouping

- () ] ()

Click Enable to activate the QoS Queue. Click Add to display the following screen.

noed

COMIREMDNCH

VDSL Bonded Router

ab (e Comfiguration
This sorgen Hleas o to condigung & S quaue and secegn i o & paofic yer? nai'sce. Tha shadulkr akyeridhm s dafinisd by thi e
Dowire Info tbarface
Advasced Setep b Im g w_.'wr-"?' meLses aazgEed b ”'"_ =ame byper? mterfaoe shall ove anigees precedenoe. Lower precedemce
Laper e ks eyl ke bk A 4 e i ol
e e 5pply S’ T Savea and Achvale te U,
i Ham:
BAT
b Emable: Dizabi= E
Parental Control
Gaabty of Sarves Trderface: =
Gussn Candig —r=
Q0% Classficytion
Roting
L]

Name: Identifier for this Queue entry.
Enable: Enable/Disable the Queue entry.

Interface: Assign the entry to a specific network interface (QoS enabled).
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5.8.3 QoS Classification

The network traffic classes are listed in the following table.

e
TECH OO
VDSL nnn‘ed Router

S Massdticaton Sehap - & rondmm 17 sac e can e msigned

18 11 Bamne by onnbepi e arbunrk abir el
[avics Enln Fymi dmatis S8VH hoorlicr i DAk Eae, cludicrbon redaied by sdrienel ool ke st
S, The S + boe har Sashivl Hraa rile Faki Harfs
A —— shiit. Thacsiicatins nikey wesi Sl nos- bake stter
Latuts Wterfars
r’:&""“ OLASSRICATION (RITERLA [ cLAssIRATIDN RESHLTS
L
AT Claws A Ol | Pthee SreMAC) DebWAC) RreEy) Dukip) Prabe | DetPL LEP B 1P Geaps THOP MILLP ¥ianlD AR T, P
= Ry It | Typs Mack | Flsak Prufolusgth Praficlength Chack iCheck |Kay Bk Heck [ Tag i}
Parentnl Contral
wality of $arvioe -'...-.:||- e | [[Erme= |

Click Add to configure a network traffic class rule and Enable to activate it. To
delete an entry from the list, click Remove.

This screen creates a traffic class rule to classify the upstream traffic, assign
queuing priority and optionally overwrite the IP header DSCP byte. A rule consists of
a class name and at least one logical condition. All the conditions specified in the
rule must be satisfied for it to take effect.

e 11 ™=
[COMTR 0l
VDSI. undad Router

Aidd Mebwork Teaffc Chss Rk

Devdee Infa

Advanced Sebup
Laywer2 Interface b P
WAN Sarvice ) o -
LN [E—————
nat >
Security
Parankal Controd
Qmality of Service

Quaua Config Clnss Interface LAN s

QoS ClssRcation | cy. 7.0 — ~
Routing
(i
msL
D51 Bonding
P Ja-mspn O n A Pln
DS Praxy
Print Server
Interfacse Grougsng
TS
Cortificars
Multicart

Wirahess

Disgnostics

Management

& bland oEerien

Spadly Clhssificaton Results

Pliat asiar a classication quais. A biank mark o thy walul MEEnE o dhange

Please see table below for reference.
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Field

Description

Traffic Class Name

Enter a name for the traffic class.

Rule Order

Last is the only option.

Rule Status

Disable or enable the rule.

Classification Criteria

Class Interface

Select an interface (i.e. Local, eth0-4, wlO)

Ether Type

Set the Ethernet type (e.g. IP, ARP, IPv6).

Source MAC Address

A packet belongs to SET-1, if a binary-AND of its source
MAC address with the Source MAC Mask is equal to the
binary-AND of the Source MAC Mask and this field.

Source MAC Mask

This is the mask used to decide how many bits are checked
in Source MAC Address.

Destination MAC
Address

A packet belongs to SET-1 then the result that the
Destination MAC Address of its header binary-AND to the
Destination MAC Mask must equal to the result that this
field binary-AND to the Destination MAC Mask.

Destination MAC Mask

This is the mask used to decide how many bits are checked
in Destination MAC Address.

Classification Results

Assign Classification
Queue

The queue configurations are presented in this format:
“Interfacenameé&Prece P&Queue Q" where P and Q are the
Precedence and Queue Key values for the corresponding
Interface as listed on the Queue Config screen.

Mark Differentiated
Service Code Point

The selected Code Point gives the corresponding priority to
packets that satisfy the rule.

Mark 802.1p Priority

Select between 0-7. Lower values have higher priority.

Tag VLAN ID

Enter a 802.1Q VLAN ID tag [2-4094]
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5.9 Routing

These following routing functions are accessed from this menu:
Default Gateway, Static Route, Policy Routing, RIP and IPv6 Static Route.

NOTE: In bridge mode, the RIP menu option is hidden while the other menu
options are shown but ineffective.

5.9.1 Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system
default gateways but only one will be used according to the priority with the first
being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in
again.

Bl

VDSL Irl';l'l fed Router

Default Gatewny

B

e first bedng tha highest and thie lnst one the lovest prioriy £ the AN nbarfeoe i3 omneched. Friofity oroer con ba chengad by
Dervace Bnfo
Aavamced Setwp
Layard InterTacs
WA Service
LAN
AT
Sociurity —
Parental Contral
Oty of Servioe
Rowting
Befault Goteway
Static Routs
Prolicy Routisg
R
DS
DL
D Banding
P
DS Proxy
Priat Saruer

Bakerted Dalfault Availabike Reaubead WAN

Gabeway Interfaces [[EEN AT

EE

% (140 CONFIGURED NTERFACE (%]
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5.9.2 Static Route

This option allows for the configuration of static routes by destination IP.
Click Add to create a static route or click Remove to delete a static route.

T
Y MTRENDIC

vDSsLC nnded Router

Static Rowte (A maximem 33 entries can e configured )

Rowting

IF Version | DstlP/ Prefolength Gabeway | Interface metric | Remove
DBevice: Info

Advyanced Setup
Layer? Intarface
VAN Seervboe
LAN
AT
Security
Paiantal Control
Quakity of Service
Rauting

Daranlt Gateway
Static Roake
Policy Routing
RIF

After clicking Add the following screen will display.

VDSL Bonded Router

Rosting — Static oute Add

e e desTinabon neteork addness, subnet mask, qaivey ARDVOR dwaiable WAl interace the
Davica Infa table
Avanced Setup
Lawerd Interface F Yaree 1P il
AN Servioe Dachinatien P addresa/prefin langth.
LAN WA e e
AT
Security
Pt e Foctom e vk mane doud b gemcter tharsrscup! e
Quality of Zarvice Aatric
Romting Apphy Save
Default Gabeway
Skatic Rouke
Policy Resitieg
RIP

Select the IP Version from the drop down menu. Input the Destination IP Address,
select the interface and input the Gateway IP Address. Then click Apply/Save to
add an entry to the routing table.
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5.9.3 Policy Routing

This option allows for the configuration of static routes by policy.
Click Add to create a routing policy or Remove to delete one.

. T

VDS Bonded Router

Policy Routing Setting -- A maximum 8 entries can be configured.

Device Info Policy Name | Source IP | LAN Port |WAI'I | Default GW | Remove ‘
Advanced Setup

Layer2 Interface .

WAN Service

LAN

HAT

Security

Parental Control

Quality of Service

Routing
Default Gateway
Static Route
Policy Routing
RIP

On the following screen, complete the form and click Save/Apply to create a policy.
1]
E’%

VDSL Bonded Router

Folicy Routing Settup

Entar the policy o, podicigs, and WiaH inkerfec tven oick “Save Apply” to add tha gntry o the policy muting tobls

If selpched "MER™ ns WAN iferface, default gateway msst b

Devics Info

Adhvareced Setup Fiolacy s
Layari Interface
WAN SeiviDe Fhresical L&N Port j
LA
HAT
Security
Parental Control
[ueadity of Bervoe
Ruoarting

Delaul Gateway
Static Rowtbe

ke g =y

HIP

Liga IntarfAcs |
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59.4 RIP

To activate RIP, configure the RIP version/operation mode and select the Enabled
checkbox p for at least one WAN interface before clicking Save/Apply.

1]
MIRENDIOI
VDSL Bonded Router

Rt -- REP Confgeration

MOTE: REF CAMMIT BF TOMFERIRED on tee WAN terfaces which has H&T enodbied {=mch as FFPaE)

Derwiicn Bl

To actvebe 51 far the WAN frbartmos. saledt Hhe desred BIF verson and aperstion and place n chack in bhe Ennble

Arlyamced Setup
Laryer? Inberlaca
WaAH Servioe
Ll
HAT h‘lﬂﬂﬂ\'uﬂh‘ll.ﬂiﬂriﬁlllﬂliuhﬂ
SesCiiriny
Parestal Contrel
Qutabty of Servica
Rauting

Dafailt Gatoway
Static Raiits
Policy Roating
R

AN Interface, inchecs the 'Enabled’ cheddioo. Click e 'Apply) Save’ bution Lo star/=top RIF arad ssve the anfiquration.
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5.10 DNS

5.10.1 DNS Server

Select DNS Server Interface from available WAN interfaces OR enter static DNS
server IP addresses for the system. In ATM mode, if only a single PVC with IPoA or
static IPOE protocol is configured, Static DNS server IP addresses must be entered.

O M TRE N 1
VDSL Bonded Router

D i p Uil igiir dl oas

Adrpaindl g g el B Lzl v B bomah riori e B by WA H inbarFacs hoorrriedh Brioriy serher i b charged b rmnos ,
Lager? Balwilas

WlAN Ssrvce
LaM

AT

Epoirly
Fasaital [aatied

[a B e e
Houlong =

(1]
Dot e [=]
Dy s [
[
el anliag
L] ) Ui thee Toliararing Matic D9 IF ddvasi
8 Prasy
Prizk Server
Ertarl soa Graapag
(ot
Comitli ni P55, (Bl SESRARERLRS Slect b corfignred WAH el -_: 8-k B2 s e Formpdion, 68
gy g ki thi g b A i tecs M [Pk D0 L owi e O dy GHEW oh I
[T
Dagmestivs St [P B i s, A lrdmrFacs
T i

Sabpel DY Ywiwme Difteeface am v ailabds VAN indsilaies

Salechid OrES: Siram [l it i Triwsfece

Click Apply/Save to save the new configuration.
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5.10.2 Dynamic DNS

The Dynamic DNS service allows you to map a dynamic IP address to a static
hostname in any of many domains, allowing the NEXUSLINK 3111u to be more
easily accessed from various locations on the Internet.

Dynamic DNS

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname in any of the many

Device Info domains, allowing your DSL router to be more easily accessed from various locations on the Internet.

Advanced Setup
Layer2 Interface
WAN Service
LAN

Parental Control
Quality of Service
Routing
DHNS
DNS Server
Dynamic DNS

Choose Add or Remove to configure Dynamic DNS.

| Hostname | Username | Service ! Interface | Remove |

To add a dynamic DNS service, click Add. The following screen will display.

%%éd Router

Add Dynamic DHS

Device Info This page allows you to add a Dynamic DNS address from DynDNS.org or TZO.
Advanced Setup .
Layer2 Interface D-DMS provider CynDMS.org vl
WAN Service
LAH Hostname
NAT Interface vI
Security 3
Parental Control DyniS e
- U
Quality of Service B i
Routing Password
DHS
DHS Server
Dynamic DNS
DSL 5 =
o5 Bk Apply/Save
nding

Consult the table below for field descriptions.
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Field Description

D-DNS provider Select a dynamic DNS provider from the list
Hostname Enter the name of the dynamic DNS server
Interface Select the interface from the list

Username Enter the username of the dynamic DNS server
Password Enter the password of the dynamic DNS server
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5.11 DSL

The DSL Settings screen allows for the selection of DSL modulation modes.
For optimum performance, the modes selected should match those of your ISP.

COMTREND)C

VDSL'Bonded Router

e

DSL Settings

Select the modulation below.

Select the profile below.

icuice G.Dmt Enabled 8a Enabled
Advanced Setup
Layer2 Interface G.lite Enabled 8b Enabled
WAN Service T1.413 Enabled 8¢ Enabled
LAl ADSL2 Enabled 8d Enabled
HAT
Security AnnexL Enabled 123 Enabled
Parental Control ADSL2+ Enabled 12h Enabled
Quaﬁ‘ty of Service [ annexm Enabled 17a Enabled
Routing
DNS VDSL2 Enabled 30a Enabled
DSL
DSL Bonding Uso
uPnp
DNS Proxy Enabled
Print Server
Select the phone line pair below.
Interface Grouping )
PSec ® Inner pair
Certificate O Outer pair
Multicast
Wireless Capability
Diagnostics Bitswap Enable
Management [ sra Enable
[ Apply/Save ” Advanced Settings ]
DSL Mode Data Transmission Rate - Mbps (Megabits per second)
G.Dmt Downstream: 12 Mbps Upstream: 1.3 Mbps
G.lite Downstream: 4 Mbps Upstream: 0.5 Mbps
T1.413 Downstream: 8 Mbps Upstream: 1.0 Mbps
ADSL2 Downstream: 12 Mbps Upstream: 1.0 Mbps
AnnexL Supports longer loops but with reduced transmission rates
ADSL2+ Downstream: 24 Mbps Upstream: 1.0 Mbps
AnnexM Downstream: 24 Mbps Upstream: 3.5 Mbps
MULTI-DSL Downstream: 100 Mbps Upstream: 60 Mbps
Options Description
Inner/Outer Pair | Select the inner or outer pins of the twisted pair (RJ11 cable)
Bitswap Enable Enables adaptive handshaking functionality
SRA Enable Enables Seamless Rate Adaptation (SRA)
Profile Selection | 8a-d, 12a-b, 17a, 30a, USO
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Advanced DSL Settings

Click Advanced Settings to reveal additional options. On the following screen you
can select a test mode or modify tones by clicking Tone Selection. Click Apply to
implement these settings and return to the previous screen.

VDSHEaged Router

DSL Advanced Settings
Select the test mode below.
Device Info
Advanced Setup ® Normal
Layer2 Interface
Y O Reverb
WAHN Service
LAN Q© Medley
NAT O No retrain
Securi
o OL
Parental Control
Quality of Service
Raianiy [Apply‘] [ Tone Selection l
DNS
DSL

On this screen you select the tones you want activated, then click Apply and Close.

‘Ehttp:11192.168.1. uadslcfgtone html - Windows Internet Explorer |- |1 3

8] i /192,168,115 B

ADSL Tone Settings

Upstream Tones
Mo M1 Mz M3 F4 s s F7 s Mo [Mio Fi11 Fi12 Fli1z Hi14 #Fis
W16 17 18 1o Mao a1 M2z M2z Maa Mas Mas Faz Fas Flzo Mo Maz

Downstream Tones
M3z 33 @34 M35 Mas F37 Fas M3 Hao B4 Faz 43 Bae Fas Fae Fa7
48 49 5o 51 sz 53 M54 #ss Fss Ms7 Fss [Mse Meo el ez a3
Me4 Mes Mes Me7z Mes Meo Mo M7 W7z M7z Mrs Fzs Mo Fl7z Fzs Mg
Mo a1 Msz Maz Mss Fas Flee a7 es Fseg Moo Flor Moz Moz Mog Wos
Was a7 [oa Moo [ 100101 [ 102 (4 103 ¢ 104 [ 105 @ 106 [P 107 [#] 108 B 100 @] 110 [#] 111
W11z 1130 114 M 115 M 11s 117 M 118 M 119 M 120 [ 121 M122 Fl123 M 124 B 125 ] 126 4 127
l1za 120 M 130 131 M 132 #1133 1 134 4] 135 ] 136 B2] 137 #1138 B 130 (] 140 B4 141 [#] 142 [#] 143
[¥] 144 [#] 145 [¥] 146 [#] 147 [¥] 148 [¥] 142 [¥] 150 [#] 151 [#] 152 [] 153 [¥] 154 [¥]155 [#¥] 156 [¥] 157 [¢] 158 [#] 150
160 [ 161 ] 162 ] 163 [ 164 [¥] 165 [ 166 [#] 167 [4] 168 (] 169 Ml 170 M 171 ¥l 172 B 173 [¥] 174 ] 175
M 176 177 ¥ 178 ¥ 179 [ 180 [ 181 ] 182 [#] 183 [¥] 184 [4] 185 ¥ 186 M 187 4] 188 [4] 189 [¥] 190 ] 101
@192 [ 193 ¢ 124 [¥] 195 ] 196 [#] 197 [4] 198 [#] 199 [#] 200 [ 201 [#] 202 [#] 203 [¥] 204 [#] 205 [¥] 206 4] 207
ol zos M 200 B4 210 4 211 ] 212 #1213 ] 214 4] 215 ] 216 (2] 217 1 218 I 210 ] 220 B4 221 [ 222 (] 223
224 ] 225 [ 226 ] 227 4] 228 [¥] 220 [¥] 230 [¥] 231 4] 232 [¥] 233 W] 234 [4] 235 [¥] 236 [] 237 [¥] 238 [¥] 239
[¥] 240 [¥] 241 [¥] 242 [¥] 243 [¥] 244 [¥] 245 [¥] 246 [¥] 247 [¥] 248 [¥] 240 [¥] 250 [¥] 251 [¥] 252 [¥] 253 [¥] 254 [#] 255

Check All l [ Clear All l [Applyl ’ Cluse]

Done & Infternet Fa v WA0sw <
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5.12 DSL Bonding

This page allows you to enable / disable DSL Bonding.
T

%ﬁm%

VDSL Bonded Router

DSL Bonding Configuration

Any Changes to DSL Bonding Config will require a reboot.

Device Info

Advanced Setup Enable DSL Bonding
Layer? Interface
WAHN Service
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
DSL Bonding

NOTE: This configuration doesn't take effect until router is rebooted.
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5.13 UPNP

Select the checkbox p provided and click Apply/Save to enable UPnP protocol.

.

VDSL Bonded Router

UPnP Configuration

NOTE: UPnP is activated only when there is a five WAN service with NHAT enabled.

Device Info

Advanced Setup Enable UPnP
Layer2 Interface

WAN Service
i
NAT

Security

Parental Control
Quality of Service
Routing

DHS

DSL

DSL Bonding

uPnP
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5.14 DNS Proxy

DNS proxy receives DNS queries and forwards DNS queries to the Internet. After the
CPE gets answers from the DNS server, it replies to the LAN clients. Configure DNS
proxy with the default setting, when the PC gets an IP via DHCP, the domain name,
Home, will be added to PC’s DNS Suffix Search List, and the PC can access route with
“Comtrend.Home".

Bonded Router

DNS Proxy Configuration

Enable DNS Proxy

Device Info

Advanced Setup
Layer2 Interface
WAN Service
LAN

Host name of the Broadband Router: | Comtrend

Domain name of the LAN network: ;Hnnwe

NAT
Security
Parental Control
Quality of Service
Routing

DNS

DSL

DSL Bonding
UPnP

DHNS Proxy
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5.15 Print Server

The NEXUSLINK 3111u can provide printer support through an optional

USB2.0 host port.

If your device has this port, refer to Appendix F - Printer Server for detailed setup
instructions.

COMTREND

VDS Bonded Router

Print Server settings

This page allows you to enable [ disable printer support.

Device Info
Advanced Setup Enable on-board print server.

Layer2 Interface
WAN Service Printer name
LAN Make and model
NAT
Security
Parental Control
Quality of Service
Routing

DNS

DSL

DSL Bonding
UPnP

DNS Proxy

Print Server
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5.16 Interface Grouping

Interface Grouping supports multiple ports to PVC and bridging groups. Each group
performs as an independent network. To use this feature, you must create mapping
groups with appropriate LAN and WAN interfaces using the Add button.

The Remove button removes mapping groups, returning the ungrouped interfaces
to the Default group. Only the default group has an IP interface.

Interface Groagtsg — A rmaximem 16 entoes can b-e--:o'.ﬁ]um

[eswico Info VU TVELSE O Al AP QROLE:sS Wit Appropriats Lah and WAN intemecs wsing thi Add bumon. Thi Remire butimn arm This rouf
ad i s the ingroupad inferfares to fhe Default group. Sk the deferk groag hes B inkerinee
Laper? Interlaos
WAN Servioe
LA
HAT
Security
Parental Contnsl
Qunkty of Service
Routing
s
5L
DesL Bonding
UFaP
DS Py

Print Seruer I:I | E——

Entnriace Groeghy

Group Mame | Remowe | WA lsterface | L&N Interfaces | DHCP Vendor Ds

To add an Interface Group, click the Add button. The following screen will appear.
It lists the available and grouped interfaces. Follow the instructions shown
onscreen.
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Derwice Bafa

Adwanred Sobap e i B -
Layer2 Interfnce i =
WAN Services ISukd mbarfaces from the selable ndertacs et and ad In tha group
LAH the ports. Rote that thess diests may cbiain publc I addresses
HAT A, ok 5o Apm utlon o mekr the harges aireadrs Immedatn)
Sacurity

BAPORTANT B a vesdor ID s configered for a spedific dient devios, please REEQOT the chrat device attachesd te the modem to abos

Parental Coatrol ¥t to ohiaes an approprate 1P sddoees

Qunlity of Servioe

PRty Group Bama:
DS
DSL Groaped WAN Availabis WAN
DSL Mm‘; Interfaoes Interfames
UPap
DS Preay 1
PN Serue EI
et are Gei) g D
S
Cartificabe
Miilrica st
Wiehess Grgugad LAN Interfaces PG LA
Diagmostics Tmtarl-ans
g st ETHWAN
EMET?
|j EMETZ
-
|_| usB

wlanft

Aiptamatically Add
Chamis With the
Folowing DHEOD Vessior
W

Automatically Add Clients With Following DHCP Vendor IDs:

Add support to automatically map LAN interfaces to PVC's using DHCP vendor ID
(option 60). The local DHCP server will decline and send the requests to a remote
DHCP server by mapping the appropriate LAN interface. This will be turned on when
Interface Grouping is enabled.

For example, imagine there are 4 PVCs (0/33, 0/36, 0/37, 0/38). VPI/VCI=0/33 is
for PPPoOE while the other PVCs are for IP set-top box (video). The LAN interfaces are
ENET1, ENET2, ENET3, and ENET4.

The Interface Grouping configuration will be:

1. Default: ENET1, ENET2, ENET3, and ENET4.
2. Video: nas_0_36, nas_0_37, and nas_0_38. The DHCP vendor ID is "Video".

If the onboard DHCP server is running on "Default” and the remote DHCP server is
running on PVC 0/36 (i.e. for set-top box use only). LAN side clients can get IP
addresses from the CPE's DHCP server and access the Internet via PPPoE (0/33).
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If a set-top box is connected to ENET1 and sends a DHCP request with vendor ID
"Video", the local DHCP server will forward this request to the remote DHCP server.
The Interface Grouping configuration will automatically change to the following:

1. Default: ENET2, ENET3, and ENET4.
2. Video: nas_0_36, nas_0_37, nas_0_38, and ENET1.

517 IP Sec

You can add, edit or remove IPSec tunnel mode connections from this page.

] =
£ M COMIRENDYO BN
VDSL Bonded Router

IPSec Tunned Made Coansctions

ddd remoee o enshis dsabis PSec tunnsl connedhions from Hhis psos

Dawica Info
Advanced Selug Connaction Rame  Remate Gateway | Lecal Addresses | Remate Addresses | Remave

Layard Interiaca
WAN Sarvice Add i Lo RSO || IPo i vl I
Lan

NAT

Security

Parental Contral
Quality of Service
Famrting

(1LY

(18

04 Bonding

uFnP

DHS Praxy

Print Server
Interface Grouping
IPSeC

Click Add New Connection to add a new IPSec termination rule.

The following screen will display.
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IPSec Settings

IPSec Connection Name

Device Info
Advanced Setup

Layer2 Interface

Print Server
2 Pre-Shared Key
Interface Grouping

Remote IPSec Gateway Address (IPv4 address in dotted decimal) [0.0.0.0

WAN Service Tunnel access from local IF addresses i Subnet |E]
EAN IP Address far VPN [0.0.0.0

NAT ;

Security IP Subnetmask :235,255.25:_0
Parental Control - )
Quality of Service Tunnel access from remote IP addresses i Subnet | V|
Routing IP Address for VPN [0.0.0.0

DHS ) —

DL IP Subnetmask 255.255.255.0

DSL Bonding . i

UPnP Key Exchange Method EAuto[IKE] IZI

DHNS Proxy Authentication Method | Pre-Shared Key | "l

IPSec Perfect Forward Secrecy ::EFNEEI

Certificate

Biicoer Advanced IKE Settings [ Show Advanced Settings ]
Wireless
Diagnostics ——
Management

|new connection

[key

IPSec Connection Name

User-defined label

Remote IPSec Gateway Address

The location of the Remote IPSec Gateway. IP
address or domain name can be used.

Tunnel access from local IP
addresses

Specify the acceptable host IP on the local
side. Choose Single or Subnet.

IP Address/Subnet Mask for VPN

If you chose Single, please enter the host IP
address for VPN. If you chose Subnet, please
enter the subnet information for VPN.

Tunnel access from remote IP
addresses

Specify the acceptable host IP on the remote
side. Choose Single or Subnet.

IP Address/Subnet Mask for VPN

If you chose Single, please enter the host IP
address for VPN. If you chose Subnet, please
enter the subnet information for VPN.

Key Exchange Method

Select from Auto(IKE) or Manual

For the Auto(IKE) key exchange method, select Pre-shared key or Certificate (X.509)
authentication. For Pre-shared key authentication you must enter a key, while for
Certificate (X.509) authentication you must select a certificate from the list.

See the tables below for a summary of all available options.

Auto(IKE) Key Exchange Method

Pre-Shared Key / Certificate (X.509)

Input Pre-shared key / Choose Certificate

Perfect Forward Secrecy

Enable or Disable
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Advanced IKE Settings Select Show Advanced Settings to reveal
the advanced settings options shown below.

Advanced IKE Settings Hide Advanced Settings

Phase 1

Mode Main v

Encryption Algorithm :ISDES v___

Integrity Algorithm MD5 v .:'

Select Diffie-Hellman Group for Key Exchange 1824bi{§ v:'

Key Life Time 3600 Seconds

Phase 2

Encryption Algorithm 3DES v'

Integrity Algorithm [MDs v

Select Diffie-Hellman Group for Key Exchange _- 1I32=H:|i§ v

Key Life Time 3600 | s

Advanced IKE Settings Select Hide Advanced Settings to Hide the
advanced settings options shown above.

Phase 1 / Phase 2 Choose settings for each phase, the available
options are separated with a “/” character.

Mode Main / Aggressive

Encryption Algorithm DES / 3DES / AES 128,192,256

Integrity Algorithm MD5 / SHA1

Select Diffie-Hellman Group 768 - 8192 bit

Key Life Time Enter your own or use the default (1 hour)

The Manual key exchange method options are summarized in the table below.

Manual Key Exchange Method

blamal |

IDES e

KD5 |we

[ aephyizave
Encryption Algorithm DES / 3DES / AES (aes-chc)
Encryption Key DES: 16 digit Hex, 3DES: 48 digit Hex
Authentication Algorithm MD5 / SHA1
Authentication Key MD5: 32 digit Hex, SHAL1: 40 digit Hex
SPI (default is 101) Enter a Hex value from 100-FFFFFFFF
66

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

5.18 Certificate

A certificate is a public key, attached with its owner’s information (company name,
server name, personal real name, contact e-mail, postal address, etc) and digital
signatures. There will be one or more digital signatures attached to the certificate,
indicating that these entities have verified that this certificate is valid.

5.18.1 Local

Sonded Router

Local Certificates

Add, View or Remove certificates from this page. Local certificates are used by peers to verify your identity.

Device Info Maximum 4 certificates can be stored.

Advanced Setup
Layer2 Interface

‘WAN Service
LAN Create Certificate Request ] ’ Import Certificate

|
| Name | In Use |5ub}ect | Type !Act'lon ‘

NAT
Security
Parental Control
Quality of Service
Routing
DNS
DSL
DSL Bonding
UPnP
DHNS Proxy
Print Server
Interface Grouping
IPSec
Certificate

Local

Trusted CA

CREATE CERTIFICATE REQUEST

Click Create Certificate Request to generate a certificate-signing request.

The certificate-signing request can be submitted to the vendor/ISP/ITSP to apply for
a certificate. Some information must be included in the certificate-signing request.
Your vendor/ISP/ITSP will ask you to provide the information they require and to

provide the information in the format they regulate. Enter the required information
and click Apply to generate a private key and a certificate-signing request.
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Pevice Infe

Achvasncad Satup
Layer} Inberdacs
WAH Sesrvn
LAN
HAT
ety
Parental Control
Guabty of Servion
Aouting
HiS
5L
DSL Bondisg
LIFaP
HiS: Prrecy
Prink Searvar
Interface Grouping
fi
Certificate

Local
Trusted CA

Creats mew ceriificste request

LS {Uireied Siatea) -|

The following table is provided for your reference.

Field

Description

Certificate Name

A user-defined name for the certificate.

Common Name

Usually, the fully qualified domain name for the machine.

Organization Name

The exact legal name of your organization.
Do not abbreviate.

State/Province Name

The state or province where your organization is located.
It cannot be abbreviated.

Country/Region Name

The two-letter 1SO abbreviation for your country.
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IMPORT CERTIFICATE

Click Import Certificate to paste the certificate content and the private key
provided by your vendor/ISP/ITSP into the corresponding boxes shown below.

OMTRE M D)

VDSL Bondéed Router

Enport certificate

Device Info

Advanced Setup
T A ot et ficats x|
e r 4 I

VAN Service -----ENb SERTIFICATE-----

AT
Sacurity
Parantal Coatrol
Quality of Servics
Roaiting

A =na o BESIH BSA PRIVATE FEV auas
Zimsert privite bey hare

s -----ENh Rik FEIVATE KEY-----
D5 Boading

ene

DS Py

Print Server
Interfacs Grouping
Brses

certificane

Local

Truckad CA,

Input a certificate name and click Apply to import the local certificate.
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5.18.2 Trusted CA

CA is an abbreviation for Certificate Authority, which is a part of the X.509 system.
It is itself a certificate, attached with the owner information of this certificate
authority; but its purpose is not encryption/decryption. Its purpose is to sign and
issue certificates, in order to prove that these certificates are valid.

SCOMTRENDYO)

VDSL Bonded Router

Tristed CA [Cortifcate Autharety | Certifiates

Dewice Tedo Maalm 14 pertlechiea o
Advancad Satup

Laipard Interfacs
WAN Fervce
LA
NAT
Security
Pareatal Costrol
{unlity of Service
Rauting
[T
DEL
DEL Bomding
upap
DS Proocy
PHNVE Serpsr
Intetiacs Grouping
PS5
Certificabe

Leacal

Trustad CA

Mama | Fabject | Typa | Action

Import Catficats

Click Import Certificate to paste the certificate content of your trusted CA. The
CA certificate content will be provided by your vendor/ISP/ITSP and is used to
authenticate the Auto-Configuration Server (ACS) that the CPE will connect to.

——

(COMTREN
VDSL

: &ni:féd Router

Brapeodt O cartifecabsa

certificatn nama and pacta carbficale conbant.

Davics Tnfo

Aduanced Satup
Leyer? mterface | |eeees BEGIH CERTIFICATE-----

<insart cartilicaie horas

itertriodied ||| ciote END CERTIFICATE-----

LA

AT

Sacurity
Parenksl Com ol
Quialily of Serveie
Reuting

DS

nsL

DEL Enmding
Lifm P

NS Proy

Print Server
Interizce Grouping
IPSec

Cartificata

Local APEX

Trusted CA

Input a certificate name and click Apply to import the CA certificate.
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5.19 Multicast

Input new IGMP protocol configuration fields if you want modify default values
shown. Then click Apply/Save.

IGMP Configur ation
Enter IGMP probocol configuration Relds iF vou veant modify default walues shown below.
Device Info CreFarslt Werzion: 13
RS S Sy Quary Interval: 125
Layass Tubee fce Query Resporde Interval: 10
PN Bacricn Lazt Membar Cuery Inberya 10
LAMN : T
NAT Fobustress Value: F
Securily Maxrvum Mulbicsst Graups: | 10
Maxienum Mulbic st Dabs Sources
Parantal Control (For TGMBYWS © (1 - 241 (10
Quality of Service Muaxierwumn Multicast Group s
Rouling Memnbers! -
DNS Fatl Leawe Enabla:
L z
BSL Iéi:;::LM | [Intra LAMN] Mulbicak
D5l Banding
upnp
DMNS Prowy
Print Server
Interface Grouping
IPSec
Certificate
| Multicast |
e
Apply/Save
Diagnostics
Managenent
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Chapter 6 Wireless

The Wireless menu provides access to the wireless options discussed below.

6.1 Basic

The Basic option allows you to configure basic features of the wireless LAN interface.
Among other things, you can enable or disable the wireless LAN interface, hide the
network from active scans, set the wireless network name (also known as SSID)
and restrict the channel set based on country requirements.

Dawa bnfa
Aayaned Sekup
Wirakess

Basr

Soacuiity

AL Fiber

Wirskics Bridgo

Aulvamoed

Station nfo
g noetics
Mahagoingit

LMTEDSTATES ]

Wirekess - Guost/ Wirbual Access Posnbs:

[l =200
Eenlate Ennkie My
Hindidiz WM [ 14 1)
= Chosts Wi | Chomts
Aatyrri=e

Enatd | S
O Wil_Guesl O | O C
n T awk mn r M (=

] " - r 1 1
) \ n |} 1 L [

Click Save/Apply to apply the selected wireless options.

Consult the table below for descriptions of these options.

Option Description
Enable A checkbox p that enables or disables the wireless LAN interface.
Wireless When selected, a set of basic wireless options will appear.

Hide Access
Point

Select Hide Access Point to protect the access point from detection
by wireless active scans. To check AP status in Windows XP, open
Network Connections from the start Menu and select View
Available Network Connections. If the access point is hidden, it
will not be listed there. To connect a client to a hidden access point,
the station must add the access point manually to its wireless
configuration.

Clients
Isolation

When enabled, it prevents client PCs from seeing one another in My
Network Places or Network Neighborhood. Also, prevents one
wireless client communicating with another wireless client.
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Option

Description

Disable WMM | Stops the router from ‘advertising’ its Wireless Multimedia (WMM)

Advertise functionality, which provides basic quality of service for
time-sensitive applications (e.g. VolP, Video).

Enable Select the checkbox p to enable this function.

Wireless

Multicast

Forwarding

SSID Sets the wireless network name. SSID stands for Service Set
Identifier. All stations must be configured with the correct SSID to

[1-32 access the WLAN. If the SSID does not match, that user will not be

characters] granted access.

BSSID The BSSID is a 48-bit identity used to identify a particular BSS
(Basic Service Set) within an area. In Infrastructure BSS
networks, the BSSID is the MAC (Media Access Control) address of
the AP (Access Point); and in Independent BSS or ad hoc networks,
the BSSID is generated randomly.

Country A drop-down menu that permits worldwide and specific national
settings. Local regulations limit channel range:

US= worldwide, Japan=1-14, Jordan= 10-13, Israel= 1-13

Max Clients The maximum number of clients that can access the router.

Wireless - This router supports multiple SSIDs called Guest SSIDs or Virtual

Guest / Access Points. To enable one or more Guest SSIDs select the

Virtual checkboxes p in the Enabled column. To hide a Guest SSID, select

Access Points

its checkbox p in the Hidden column.

Do the same for Isolate Clients and Disable WMM Advertise.
For a description of these two functions, see the previous entries for
“Clients Isolation” and “Disable WMM Advertise”. Similarly, for
Enable WMF, Max Clients and BSSID, consult the matching
entries in this table.

NOTE: Remote wireless hosts cannot scan Guest SSIDs.
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6.2 Security

The following screen appears when Wireless Security is selected. The options shown
here allow you to configure security features of the wireless LAN interface.

r:-:_r_:r
VﬂELnnﬂad Router

Sy

[wevica Imin
Advanced Setup
Wireless
B WEL Serup
Securily
MAL Fifter Eriable WS Casablad v]
Wireless Brdge
Aduanoed
Stathon Info
Dicnosthos ' n gat the naterk authentication method, selecting ders enerypt
Managens=nt P TR

Bmiiml Setisy AP

ales 510 Comrend '\-:

ol ALtharncatinn: Cpan

3

Disablad |

Click Save/Apply to implement new configuration settings.
WIRELESS SECURITY

Wireless security settings can be configured according to Wi-Fi Protected Setup
(WPS) or Manual Setup. The WPS method configures security settings automatically
(see 6.2.1 WPS) while the Manual Setup method requires that the user configure
these settings using the Web User Interface (see the table below).

Select SSID

Select the wireless network name from the drop-down box. SSID stands for Service
Set Identifier. All stations must be configured with the correct SSID to access the
WLAN. If the SSID does not match, that client will not be granted access.

Network Authentication

This option specifies whether a network key is used for authentication to the
wireless network. If network authentication is set to Open, then no authentication
is provided. Despite this, the identity of the client is still verified.

Each authentication type has its own settings. For example, selecting 802.1X
authentication will reveal the RADIUS Server IP address, Port and Key fields. WEP
Encryption will also be enabled as shown below.
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Metwork Authentication: 8021 v

RADIUS Server IP Address: 0.0.00

RADIUS Port: 1212

RADIUS Key:

WEP Encryption: Enabled w

Encryption Strength: 128-hit |»
Current Metwork Key: 2w

Metwork Key 1. |

Metwork Key 2: 1234567890123

Metwark Key 3. 1234567890123

Metwork Key 4: |

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

Apply fSave

The settings for WPA authentication are shown below.

Metwark Authentication: WPA o

WPFA Group Rekey Interval: 0

RADIUS Server IP Address: B.0.0.0

RADIUS Port: l1812
RADIUS Key: '
WPA/WAPT Encryption: TKIP+AES Lv

WEP Encryption:

Apply/Save

The settings for WPA-PSK authentication are shown next.

Metwoark Authentication: WRA-PSK |ﬂ
WPA/WAPI passphrase: (T | Click here to display
WPA Group Rekey Interval: 0

WPA/WAPL Encryption: | THIP+AES | » |

YWEF Encryption:

Apply/Save
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WEP Encryption

This option specifies whether data sent over the network is encrypted. The same
network key is used for data encryption and network authentication. Four network
keys can be defined although only one can be used at any one time. Use the Current
Network Key list box to select the appropriate network key.

Security options include authentication and encryption services based on the wired
equivalent privacy (WEP) algorithm. WEP is a set of security services used to
protect 802.11 networks from unauthorized access, such as eavesdropping; in this
case, the capture of wireless network traffic. When data encryption is enabled,
secret shared encryption keys are generated and used by the source station and the
destination station to alter frame bits, thus avoiding disclosure to eavesdroppers.

Under shared key authentication, each wireless station is assumed to have received
a secret shared key over a secure channel that is independent from the 802.11
wireless network communications channel.

Encryption Strength

This drop-down list box will display when WEP Encryption is enabled. The key
strength is proportional to the number of binary bits comprising the key. This
means that keys with a greater number of bits have a greater degree of security and
are considerably more difficult to crack. Encryption strength can be set to either
64-bit or 128-bit. A 64-bit key is equivalent to 5 ASCII characters or 10
hexadecimal numbers. A 128-bit key contains 13 ASCII characters or 26
hexadecimal numbers. Each key contains a 24-bit header (an initiation vector)
which enables parallel decoding of multiple streams of encrypted data.

6.2.1 WPS

Wi-Fi Protected Setup (WPS) is an industry standard that simplifies wireless security
setup for certified network devices. Every WPS certified device has both a PIN
number and a push button, located on the device or accessed through device
software. The NEXUSLINK 3111u has both a WPS button on the device and a virtual
button accessible from the web user interface (WUI).

Devices with the WPS logo (shown here) i
support WPS. If the WPS logo is not present Wi-Fi PROTECTED

on your device it still may support WPS, in SE'I'UP
this case, check the device documentation

for the phrase “Wi-Fi Protected Setup”.

NOTE: WPS is only available in Open, WPA-PSK, WPA2-PSK and Mixed
WPA2/WPA-PSK network authentication modes. Other authentication
modes do not use WPS so they must be configured manually.

To configure security settings with WPS, follow the procedures below. You must
choose either the Push-Button or PIN configuration method for Steps 6 and 7.

I. Setup

Step 1: Enable WPS by selecting Enabled from the drop down list box shown.

WSL Setup

Erable WSC Enabled
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Step 2: Set the WSC AP Mode. Configured is used when the NEXUSLINK 3111u
will assign security settings to clients. Unconfigured is used when an
external client assigns security settings to the NEXUSLINK 3111u.

Set WSC AP Mode Configured  w

NOTES: Your client may or may not have the ability to provide security settings to
the NEXUSLINK 3111u. If it does not, then you must set the WSC AP
mode to Configured. Consult the device documentation to check its
capabilities.

In addition, using Windows Vista, you can add an external registrar using
the StartAddER button (Appendix E - WSC External Registrar has
detailed instructions).

1. NETWORK AUTHENTICATION

Step 3: Select Open, WPA-PSK, WPA2-PSK, or Mixed WPA2/WPA-PSK network
authentication mode from the Manual Setup AP section of the Wireless
Security screen. The example below shows WPA2-PSK mode.

Manual Setup AP
You can et the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate 1o this wireless

network and specify the encryption strength.
Click "Apply /Save" when done,

Select SSI0: Comtrend  «

Metwork Authentication: WRAZ -FSE »

WPA Pre-Shared Key:
rETSErEH ey Click here to display
WPA Group Rekey Interval:

WP A Encryplion:

AES v
WYEF Encryption: Step 3

ApplyfSave

Step 4: For the Pre-Shared Key (PSK) modes, enter a WPA Pre-Shared Key. You
will see the following dialog box if the Key is too short or too long.
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Microsoft Internet Explorer

Step 5: Click the Save/Apply button at the bottom of the screen.
Illa. PUSH-BUTTON CONFIGURATION

The WPS push-button configuration provides a semi-automated configuration
method. The WPS button on the rear panel of the router can be used for this
purpose or the Web User Interface (WUI) can be used exclusively.

The WPS push-button configuration is described in the procedure below. It is
assumed that the Wireless function is Enabled and that the router is configured as
the Wireless Access Point (AP) of your WLAN. In addition, the wireless client must
also be configured correctly and turned on, with WPS function enabled.

NOTE: The wireless AP on the router searches for 2 minutes. If the router stops
searching before you complete Step 7, return to Step 6.

Step 6: First method: WPS button
Press the WPS button on the rear panel of the router. The WPS LED wiill
blink to show that the router has begun searching for the client.

Second method: WUI virtual button

Select the Push-Button radio button in the WSC Setup section of the
Wireless Security screen, as shown in A or B below, and then click the
appropriate button based on the WSC AP mode selected in step 2.

A - For Configured mode, click the Add Enrollee button.
Add Client {This feature is available only when \WPA-PSK, WPAZ PSK or OPEN mode is configured)

® Push-Bution QPN | add Erroles |

B - For Unconfigured mode, click the Config AP button.
Setup AP (Configure all security settings with an external registar)

@ Push-Button O PIN Config &P

Setup AP (Configure all security settings with an external registar)

¥ Push-Button  PIN Config AP |

Step 7: Go to your WPS wireless client and activate the push-button function.
A typical WPS client screenshot is shown below as an example.
PN [ vvPs Aszociate IE Progress == 10%
PEC @] P Probe IE

[@]iuto

PEC - Scanning &P

Now go to Step 8 (part IV. Check Connection) to check the WPS connection.
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I11b. WPS - PIN CONFIGURATION

Using this method, security settings are configured with a personal identification
number (PIN). The PIN can be found on the device itself or within the software.
The PIN may be generated randomly in the latter case. To obtain a PIN number for
your client, check the device documentation for specific instructions.

The WPS PIN configuration is described in the procedure below. It is assumed that
the Wireless function is Enabled and that the router is configured as the Wireless
Access Point (AP) of your wireless LAN. In addition, the wireless client must also be
configured correctly and turned on, with WPS function enabled.

NOTE: Unlike the push-button method, the pin method has no set time limit.
This means that the router will continue searching until it finds a client.

Step 6: Select the PIN radio button in the WSC Setup section of the Wireless
Security screen, as shown in A or B below, and then click the appropriate
button based on the WSC AP mode selected in step 2.

A - For Configured mode, enter the client PIN in the box provided and
then click the Add Enrollee button (see below).

Add Client (This feature is available only when WPA-PSE, WPAZ PSK or OPEMN mode is configured)
O Push-Button @PIN Add Enrolee

Help

B - For Unconfigured mode, click the Config AP button.
Setup AP {Configure all security settings with an external registar)

O Push-Button @ PIN Config &P

Step 7: Activate the PIN function on the wireless client. For Configured mode,
the client must be configured as an Enrollee. For Unconfigured mode,
the client must be configured as the Registrar. This is different from the
External Registrar function provided in Windows Vista.

The figure below provides an example of a WPS client PIN function in-progress.

BIN [l wiPs Assaciate |E Progress »» 30%
PEC ] #+P5 Probe |E

[@puto

PIM - Sending EAP-Rsp(ID]

Now go to Step 8 (part IV. Check Connection) to check the WPS connection.
I1V. CHECK CONNECTION

Step 8: If the WPS setup method was successful, you will be able access the
wireless AP from the client. The client software should show the status.
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The example below shows that the connection established successfully.

BN [@l] s Associate IE B

REG @WPS Finb= R PBC - Get WP, profile successfully,

[@auto

You can also double-click the Wireless Network Connection icon from the
Network Connections window (or the system tray) to confirm the status of
the new connection.
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