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Wireless-B Broadband Router

Ghapter 1: Introduction

The Wireless Broadband Router

The Wireless Router lets you securely share your DSL or Cable Modem
Internet connection with all the computers in the house, both wireless and
wired. You can connect four computers directly to the Router by Ethernet
cables, and daisy-chain out to more hubs and switches to create as big a net-
work as you need.

Or, use the Router's built-in Wireless Access Point to connect your PC to the
network without stringing any wires. Just plug a wireless network adapter into
your notebook through a PC Card slot, and you're ready to go. Wireless net-
working doesn't get any easier.

Of course, you can connect more computers to the Router and your high-speed
Internet link -- just provide a wired or wireless network adapter for each one.
And once your computers are connected to the Router, they can communicate
with each other too, sharing resources like printers and all kinds of files --
music, digital pictures, and documents.

To protect your data and privacy, all wireless communications can be protect-
ed by 128-bit encryption, while the Router helps keep Internet intruders out of
your computers. It's all easier than you think -- the included Setup Wizards
walk you through configuring the Router, step by step.

With the Wireless-B Broadband Router, you're ready to start sharing printers,
files, and your Internet connection, the easy way.

11 Mbps High-Speed Data Transfer Rate with Automatic Fallback
Plug-and-Play Operation Provides Easy Setup

802.11b, DSSS, 2.4GHz-Compliant

Supports up to 128-bit WEP Encryption Security

Compatible with Virtually All Major Network Operating Systems
Free Driver Upgrades via Web

Remote administration and upgrade feature

Integrated Equalizer Recovers Weak Signals and Enhances Sensitivity
Sturdy Metal Design with Integrated Antenna

Works with All Standard Internet Applications

* Clear Channel Assessment Increases Network Throughput

* Hardware Buffer Chaining Provides High Performance While Reading and
Writing Buffers
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An Introduction to LANs and WANs

Simply put, a router is a network device that connects two networks together.

In this instance, the Router connects your Local Area Network (LAN), or the
group of PCs in your home or office, to the Wide Area Network (WAN) that is
the Internet. The Router processes and regulates the data that travels between
these two networks.

Think of the Router as a network device with two sides. The first side is made
up of your private Local Area Network (LAN) of PCs. The other, public side
is the Internet, or the Wide Area Network (WAN), outside of your home or
office.

The Router’s firewall (NAT) protects your network of PCs so users on the pub-
lic, Internet side cannot “see” your PCs. This is how your LAN, or network,
remains private. The Router protects your network by inspecting the first pack-
et coming in from the Internet port before delivery to the final destination on
the LAN port. The Router inspects Internet port services like the web server,
ftp server, or other Internet applications, and, if allowed, it will forward the
packet to the appropriate PC on the LAN side.

IP Addresses

What’s an IP Address?

IP stands for Internet Protocol. Every device on an IP-based network, includ-
ing PCs, print servers, and routers, requires an IP address to identify its “loca-
tion,” or address, on the network. This applies to both the Internet and LAN
connections.

There are two ways of assigning an IP address to your network devices.
Static IP Addresses

A static IP address is a fixed IP address that you assign manually to a PC or
other device on the network. Since a static IP address remains valid until you
disable it, static IP addressing insures that the device assigned it will have that
same [P address until you change it. Static I[P addresses are commonly used
with network devices such as server PCs or print servers.

If you use the Router to share your cable or DSL Internet connection, contact
your ISP to find out if they have assigned a static IP address to your account.
If so, you will need that static IP address when configuring the Router. You can
get the information from your ISP.

Wireless-B Broadband Router

IP addresses—one for the LAN side, and one for the Internet side. In this
User Guide, you'll see references to the “Internet IP address” and the “LAN|
IP address.”

f Note: Since the Router is a device that connects two networks, it needs two

Since the Router has firewall security (NAT), only the Router's Internet IP|
address can be seen from the Internet.

However, even the Internet IP address can be blocked, so that the Router and|
network seem invisible to the Internet—This is shown in the Filters section in
“Chapter 5: The Routers Web-Based Ulility”.

Dynamic IP Addresses

A dynamic IP address is automatically assigned to a device on the network,
such as PCs and print servers. These IP addresses are called “dynamic”
because they are only temporarily assigned to the PC or device. After a certain
time period, they expire and may change. If a PC logs on to the network (or the
Internet) and its dynamic IP address has expired, the DHCP server will assign
it a new dynamic IP address.

For DSL users, many ISPs may require you to log on with a user name and
password to gain access to the Internet. This is called “Point to Point Protocol
over Ethernet” or PPPoE. PPPoE is similar to a dial-up connection but does not
have a phone number to dial into, and PPPoE is a dedicated high-speed con-
nection. PPPoE also will provide the Router with a dynamic IP address to
establish a connection to the Internet.

DHCP (Dynamic Host Configuration Protocol) Servers

DHCEP frees you from having to assign IP addresses manually every time a new
user is added to your network. PCs and other network devices using dynamic
IP addressing are assigned a new IP address by a DHCP server. The PC or net-
work device obtaining an IP address is called the DHCP client. The Router’s
Internet port is, by default, set as a DHCP client.

DHCEP servers can either be a designated PC on the network or another network
device, such as the Router. By default, a DHCP server is enabled on your
Router’s LAN ports. If you already have a DHCP server running on your net-
work, you must disable one of the two DHCP servers. If you run more than one
DHCP server on your network, you will experience network errors, such as
conflicting IP addresses. To disable the Router’s DHCP function, see the
DHCEP section in Chapter 5: The Router’s Web-Based Utility.

f Note: Even if you assign a static IP address to a PC, other PCs can still use

DHCP’s dynamic IP addressing, as long as the static IPis not within the
DHCP range of the LAN IP Address.

If the Router's DHCP function fails to provide a dynamic IP address for any]
reason, please refer to Appendix A: Troubleshooting.
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The Router’s Ports The Reset Button

Pressing the Reset Button and holding it in for a few seconds will clear all
of the Router’s data and restore the factory defaults. This should be done
only if you are experiencing heavy routing problems, and only after you
have exhausted all of the other troubleshooting options. By resetting the
Router, you run the risk of creating conflicts between your PCs’ actual IP
Addresses and what the Router thinks their IP Addresses should be. You
may be forced to reboot each network PC.

Internet

12vde, 1A

If the Router locks up, simply press the reset button or power it down for
three to five seconds by removing the power cable from the Router's
Power Port. Leaving the power off for too long could result in the loss of
network connections.

Figure 1-1

The Router’s LEDs

The Router’s rear panel (as shown in Figure 1-1) is where all of its connections

are made.

Internet The Internet Port is where you will connect your cable or .
DSL. mod_em with an Ethernet cable. Your modem con- Power Wireless-B Internet
nection will not work from any other port. Ethernet

Ports 1, 2, 3, 4 These four LAN (Local Area Network) ports are where Figure 1-2
you will connect networked devices, such as PCs, print
servers, and any other Ethernet devices you want to put The LAN Indicators, shown in Figure 1-2, show the status of information being
on your network. transmitted within your local network

Power The Power Port is where you will connect the included
AC Power adapter. Wireless-B Green. This LED indicates that the Router’s wireless func-

tions have been enabled through the Web-based utility and
there is wireless activity.

Power Green. This LED indicates that the Router’s power is on.
When blinking, this LED indicates that the Router is in self-
diagnosis mode during boot-up and restart. It will stop blink-
ing after completing the diagnosis. If this LED blinks for
more than five seconds, refer to the Troubleshooting
Appendix.

Ethernet Green. This LED serves two purposes. When this LED is lit
continuously, this indicates that the Router is connected to a
device through the corresponding port (1, 2, 3, or 4). A blink-
ing LED indicates that the Router is actively sending or
receiving data over that port.
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The Internet indicators, shown in Figure 1-2, show the status of information cll t z PI B v W' I
being transmitted to and from the Internet. an er . annlng our Ire ess
Internet Green. This LED indicates a connection between the Router Network

and your broadband device or network.
Network Topology

A wireless LAN is exactly like a regular LAN, except that each computer in the
LAN uses a wireless adapter to connect to the network through a wireless con-
nection. Computers in a wireless LAN must be configured to share the same
radio channel.

The wireless adapter provides LAN access for wireless workstations. An inte-
grated wireless and wired LAN is called an Infrastructure configuration. A
group of wireless adapter users and this Router compose a Basic Service Set
(BSS). Each PC equipped with a wireless adapter in a BSS can talk to any
computer in a wired LAN infrastructure via this Router.

An infrastructure configuration extends the accessibility of a PC with a wire-
less adapter to a wired LAN, and doubles the effective wireless transmission
range for two PCs equipped with a wireless adapter

Roaming

Infrastructure mode also supports roaming capabilities for mobile users. More
than one BSS can be configured as an Extended Service Set (ESS). This con-
tinuous network allows users to roam freely within an ESS. All PCs that are
equipped with a wireless adapter, and are within one ESS, must be configured
with the same ESS ID.

Before enabling an ESS with roaming capability, it is recommended to select a
feasible radio channel and optimum Router position. Proper positioning com-
bined with a clear radio signal will greatly enhance performance.
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Chapter 3: Connecting the Router

Before plugging everything together, it’s always a good idea to have everything
you’ll need to get the Router up and running. Depending upon how you con-
figure the Router in Chapter 5: The Router’s Web-based Utility, you may need
some of the following values from your ISP:

When connecting through a Static IP connection, be sure to have 1) Your
broadband-configured PC’s fixed Internet IP Address, 2) Your broadband-
configured PC’s Computer Name and Workgroup Name, 3) Your Subnet
Mask, 4) Your Default Gateway, and 5) Your Primary DNS IP address.

When connecting through a PPPoE connection, be sure to have 1) Your
PPPoE User Name and 2) Your PPPoE Password.

The installation technician from your ISP should have left this information with
you after installing your broadband connection. If not, you can call your ISP to
request the data.

Once you have the above values, you can begin the Router’s installation and
setup.

Connecting Your Hardware Together and Booting Up

Once you are sure that you have the above values on hand, you can begin the
Installation and Setup of the Router.

1. Power everything down, including your PCs, your cable or DSL modem and
the Router.

2. Connect an Ethernet cable from one of your PC’s Ethernet ports to one of the
Router’s Ethernet ports. Do the same with all the PCs you wish to connect to
the Router.

In addition to accessing the Router through an Ethernet connection, a wire-
less connection can be used to access the Router. See the “For Wireless
Connections” note that follows these connection instructions.

3. Connect another Ethernet cable from your cable or DSL modem to the
Router’s Internet port.

Wireless-B Broadband Router

4. Connect the Power Adapter (included) to the Router’s Power port and plug
the other end into a power outlet.

* The Power LED will blink green as soon as the power adapter is con-
nected.

5. Power on the cable or DSL modem. Verify that the power is on by checking
the Internet LED in the Internet column on the front of the Router. The
Link LED will be illuminated if the power is on and the modem is ready.

6. Press the Reset button on the back of the Router. Hold the button in for three
seconds. This restores the Router’s default settings.

7. Power on your PC.

The Router is now connected.
Continue to the next chapter to configure your PCs.

For Wireless Connections: In addition to accessing the Router through an
Ethernet connection, a wireless connection can be used to access the Router.
After powering on the Router and connecting it to your modem, enter the
Router’s IP Address in the Address field of your wireless PC’s web-browser as
follows: http://192.168.1.1 and press Enter.

Important: The Router is configured by default to work out of the box with
all Network Everywhere Wireless Adapters. If you have changed the
defaults on your Network Everywhere Wireless Adapters, or are using
other wireless adapters, you must temporarily change your wireless
adapter settings to: (SSID = wireless) in order to initially access the Router
wirelessly. After you have accessed the Router with the default settings,
you can change the Router's settings to coincide with your Network set-
tings and reset your adapters.

Important: Some ISPs—most notably some cable providers—configure
their networks so that you do not have to enter a full Internet address into
your web browser or e-mail application to reach your home page or
receive your e-mail. If your Internet home page address is something very
simple, such as “www”, rather than “www.networkeverywhere.com”, or
your e-mail server’s address is something similar to “e-mail” or “pop3”,
rather than “pop.mail.networkeverywhere.com”, you won't be able to
properly configure the Router until you determine the actual Internet
addresses of your Web and e-mail connections.

You must obtain this information prior to connecting the Router to your net-
work. You can obtain this information by contacting your ISP,
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Ghapter 4: Gonfiguring the PCS

These instructions will help you configure each of your computers to commu-
nicate with the Router.

To do this, you will need to configure your PC’s network settings to obtain an
IP (or TCP/IP) address automatically. Computers use IP addresses to commu-
nicate with each other across a network or the Internet.

You will need to know which operating system your computer is running, such
as Windows 98 SE, Millennium, 2000, or XP. You can find out by clicking the
Start button and then selecting the Settings option. (If your Start menu does-
n’t have a Settings option, you’re running Windows XP. You can select the
Control Panel directly from the Start Menu.) Then, click Control Panel and
double-click the System icon. Click the Cancel button when done.

Once you know which Windows operating system you are running, follow the
directions in this step for your computer’s operating system. If you PC is not
configured with the TCP/IP protocol, you will need to do this for each com-
puter you are connecting to the Router.

The next few pages tell you, step by step, how to configure your TCP/IP set-
tings based on the type of Windows operating system you are using. Once
you've configured your computers, continue to Chapter 5: The Router’s Web-
based Utility.

Configuring Windows 98 SE and Millennium PCs

1. Click the Start button, click Settings and open the Control Panel. From
there, double-click the Network icon to open the Network screen.

2. Select the Configuration tab [EUH 2]
and highlight the TCP/IP | configuation | identiication | Access Corirl
line for the applicable
Ethernet adapter (as shown
in Figure 4-1). If the word
TCP/IP appears by itself,
select that line. (Note: If
there is no TCP/IP line listed,
refer to your Ethernet
adapter’s documentation to
install TCP/IP now.) Then,

The following network components are installed:

add. |  Remove

Primary Network Logon:

click the Properties button. [Crthcie s ]
Fil and Pint Shaing... |
Description
TCPAIP is the protocol you use to connect to the Internet and
wide-area networks.
ok | cance |
Figure 4-1

TCP/IP Properties EE i |

3. Click the IP Address tab and

. Bindings |  Advanced |  NeBIDS |
select Obtain an IP address
. . DNS Configuration | Gateway | WINS Configuiation 1P Address
automatically (as shown in
1 _ An |P address can be automatically assigned to this computer.
flgure 4 2) If your network. does not tically assign IP addresses, ask
your network administrator for an address, and then type it in
the space below.

& Obtain an IP address automaticall:
1 Specify an IP address:

I~ | Detect connection to network media

ok | cancel |

Figure 4-2

4. Click the Gateway tab and verify that the Installed Gateway field is blank.
Click the OK button.
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S.

Click the OK button again. Windows may ask you for the original
Windows installation disk or additional files. Supply them by pointing to
the correct file location, e.g., D:\win98, D:\win9x,
c:\windows\options\cabs, etc. (This assumes that “D” is the letter of your
CD-ROM drive).

If Windows asks you to restart your PC, click the Yes button. If Windows
does not ask you to restart, restart your computer anyway.

Repeat steps 1-6 for each PC on your network. When all of your PCs are

configured, proceed to Chapter 5: The Router’s Web-based Utility.

Click the Start button, click Settings and open the Control Panel. From
there, double-click the Network and Dial-up Connections icon. This will
display the Network screen.

Select the Local Area 21|

Connection icon for the  General |
applicable Ethernet
adapter (usually it is the

— Connection

) Status: Connected
first .Loc.al Area Disatins € days 04:49:38
Connection listed). Speed: 100.0 Mbps
~ Activity
Sent —— @1 ——  Received
i
Packets: 415766 | 546,214
| Properties I Disable I
Close |
Figure 4-3

3. When the Local Area Connection Status screen appears, click the

Properties button. (See Figure 4-3.)

4. Select Internet Protocol 21

(TCP/IP) (as shown in Genera |
Figure 4-4) and click the

. Conrect using:
Properties button.

I B2 Linksps LNE100TX[v5) Fast Ethemet Adapter

Configure |

Components checked are used by this connection:

1 B Client for Microsoft Networks

Eg File and Printer Sharing for Microsoft Metwarks
1§ Intemet Pratocol (TCPAP)

Install.. | Uninctall | Properties
——

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

I~ Show icon in taskbar when connected

Clase I Cancel I
Figure 4-4
20

5. Select Obtain an Ip  Gerel|

‘You can get IP sellings assigned automatically if your network supports
this capability. Othensse, you need to ask your network. administrator for
the appropriate IP settings.

address automatically
and verify that Obtain
DNS server address

&+ Obtain an IP address icalls
automatically is selected =~ |\ e fotowing IP addross
(as shown in Figure 4-5). P address =
Then, click the OK but- Sl sk = ——
ton and click the OK but-

& Obtain DNS server address automatically
" Use the following DNS server add)

Default gateway

ton on the subsequent
screens to complete the
PC’s configuration.

Preferred DNS serves |
Alternate DNS server e
Adyanced .
o [ |
Figure 4-5

Repeat steps 1-5 for each PC on your network. When all of your PCs are

configured, proceed to Chapter 5: The Router’s Web-based Utility.

13
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Configuring Windows XP PCs

The following instructions assume you are running Windows XP’s default
interface. If you are using the Classic interface (where the icons and menus
look like previous Windows versions), please follow the instructions for
Windows 2000.

1. Click the Start button, open the Control Panel. and click the Network and
Internet Connections icon. Then, click the Network Connections icon to
display the Network screen.

Wireless-B Broadband Router

2. Select the Local Area i [ocal Area Connection 39 Status

Connection icon for the —

applicable  Ethernet || %" |Suppott

adapter (usually it is the Connection

first Local Area Status: Connected

Connection listed). Duration: 2 days 02:56:16
Speed: 100.0 Mbps

Activity

Sent — ﬂ— Received

Packets: 23,058 25,300

E Properties ;[ Disable ]

Figure 4-6

3. When the Local Area Connection Status screen appears, click the
Properties button. (See Figure 4-6.)

14

4. Select Internet Protocol

(TCP/IP) (as shown in
Figure 4-7) and click the
Properties button.

5. Select Obtain an IP

address automatically and
verify that Obtain DNS
server address automati-
cally is selected (as shown
in Figure 4-8). Then, click
the OK button and click the
OK button on the subse-
quent screens to complete
the PC’s configuration.

L Local Area Connection 39 Properties 1
General | Authentication | Advanced
Connect using:

B8 Linksys LNE100TX Fast Ethemet Adapter(LNE100TX v4)

Configure...

This oonneotion uses the folowing items:

[ LI Client for Microsoft Networks
F|Ie File: and Printer Sharing for b Mlcrosol’t Networks

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected

[ ok |[ canca |

Figure 4-7

Internet Protocol (TCP/IP) Properties

General Alternate Configuration

YYou can get IP seltings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network, administrator for
the appropriate |P settings.

(O Use the following IP address:

(5) Obtain DNS server address automatically
(O Use the following DMS server addresses:

Figure 4-8

Repeat steps 1-5 for each PC on your network. When all of your PCs are

configured, proceed to Chapter 5: The Router’s Web-based Utility.

15
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Ghapter 3: The Router’s
Weh-hased Utility

Use the Router’s web-based utility to administer it. This chapter will describe
each web page in the Utility and each page’s key functions. The utility can be
accessed via your web browser through use of a computer connected to the
Router.

For a basic network setup, most users only have to use the following screens of
the utility:

* Setup Enter the settings provided by your ISP.

e Password The Router’s default password is admin. To secure the Router,
change the Password from its default.

The WEP, Status, DHCP, Log, and Help tabs are also available for basic setup.
For advanced setup, click the Advanced Setup tab to access these screens:
Filters, Forwarding, Dynamic Routing, Static Routing, DMZ Host, MAC Addr
Clone, and Wireless.

Logging In

To access the web-based utility of the Router, launch Internet Explorer or
Netscape Navigator, and enter the Router’s default IP address, 192.168.1.1, in
the Address field, as shown in Figure 5-1. Then, press Enter.

| Address |€] htip://192.168.1.1/

Figure 5-1

Note: If your PC’s Windows operating system supports Universal

Plug and Play (UPnP), Windows will offer to create a desktop short-
cut to the Router. Click the OK button to create the desktop icon, and
then double-click the icon to connect to the Router. Otherwise, con-
nect to the Router manually, as directed in steps 1 and 2.
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Upon entering the address into the web browser, a password request page will
pop up, as shown in Figure 5-2a. (Windows XP users will see a “Connect to
192.168.1.1” window, shown in Figure 5-2b.)

T« e —

? Pleaza type pour uzer name and pazzword
Y s 19216811

Fiealm NwR11E

Lzes Mame: || AR
Password |

LUser nasee: L 5] v

™ Save this pazsveord in your password list

Cancel Bassword: sanss

[ Remember mry passwoed

Figure 5-2a

e J[ coxe

Figure 5-2b

Leave the User Name field empty, and enter admin (the default password) in
lowercase letters in the Password field. Then, click the OK button.

To apply any of the settings you change on a page of the Utility, click the Apply
button. To cancel any values you’ve entered on any page of the Ultility, click
the Cancel button.

The Setup screen, shown in Figure 5-3, is the first screen you see when you
access the web-based utility. If you have already installed and set up the Router,
you have already seen this screen and properly configured all of the screen’s
values. Some options on this screen remain the same while the Internet
Connection option will change depending on how you connect to the Internet.

The main options are described first, with all of the Internet Connection types
following.

Host Name/Domain Name These fields allow you to supply a host and
domain name for the Router. Some ISPs require these names as identification.
You may have to check with your ISP to see if your broadband Internet service
has been configured with a host and domain name. In most cases, leaving these
fields blank will work.

17
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NETWORK Wireless-B Broadband Router Basic Setup

sEarwe: @

be able to use
uring

Host e: (Required by some ISPs)
Domain : (Required by some I15Ps)

Firmware LOE  1.00.2, Oct 24 2003

(EURRELIC  (MAC Address: D004 5A-F3.F6-F2)
152 [168 [1 [l (Device IP Address)
2552552550 'I:Sm;na] Blask)

LG (MAC Address: 00-04-54-F9-F6-F2)

 Enable  Disable

SSID: |linksys

SSID Broadeast : & Enable © Disable

Channel :,E‘(Dwnuin usa)

WEP : © v © Disable__ WEF Key Setiing

(LT GUT DR TR (MAC Address: D004 -5A-F9-F6-F3)

Obstain an IP automatically =|Select the connection type used by your ISP
Apply | Cancal | Help

© Capyight 200 Netwars Everywiire. A ights reserved.

Figure 5-3

Firmware Version This entry shows the version and date of the firmware the
Router is using. Future versions of the Router’s firmware will be posted and
available for download on the Network Everywhere website at
www. NetworkEverywhere.com.

LAN IP Address The values for the Router’s IP Address and Subnet Mask are
shown here. The default values are 192.168.1.1 for the Device IP Address and
255.255.255.0 for the Subnet Mask.

Wireless (Enable/Disable). In order to utilize the Router’s wireless functions,
select Enable. If you do not wish to utilize any wireless functions, make sure
Disable is selected. (Note: No other wireless functions will be available unless
you enable this setting.)

SSID: The SSID is a unique name for your wireless network. It is case sen-
sitive and must not exceed 32 characters. The default SSID is "wireless "
but you should change this to a personal wireless network name. All wire-
less points in your network must use the same SSID. Verify that you are
using the correct SSID and click the Apply button to set it.

SSID Broadcast - Allows the SSID to be broadcast on your network. You
may want to enable this function while configuring the Router, but make
sure that you disable it when you are finished. With this enabled, someone
could easily obtain the SSID information with site survey software and gain
unauthorized access to your network. Click Enable to broadcast. Click
Disable to increase network security and prevent the SSID from being seen
on networked PCs.

Channel Select the appropriate channel from the list provided to corre-
spond with your network settings, between 1 and 11. All points in your
wireless network must use the same channel in order to function correctly.
Verify that the correct channel is selected and click the Apply button to set
1t.

WEP (Mandatory/Disable). In order to utilize WEP encryption, select
Enable. If you do not wish to utilize WEP encryption, make sure Disable

is selected. i :
18 selecte Note: To configure WEP encryption, see
Appendix C: Configuring Wireless Security.

Internet Connection Type The Router supports three connection types:
DHCP, PPPoE, and Static IP. Each Setup screen and available features will dif-
fer depending on what kind of connection type you select.

Obtain an IP Address Automatically

By default, the Router’s Internet Connection is set to Obtain an IP auto-
matically, as shown in Figure 5-3, and it should be used only if your ISP
supports DHCP.

To apply any of the settings you’ve changed on this page, click the Apply
button. To cancel any values you’ve entered on this page, click the Cancel
button. If you should need any further information about anything on this
screen, click the Help button.
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Static IP

Wireless-B Broadband Router Basic Sefup

If you are required
to use a permanent
IP address, then

1 (Fequired by sume 15P)

Select Static : (Respurad by snma 15Ps)
(Fixed) IP Firmware g 1.00.2, Oct 24 2003
address’ shown 1n [ELREILEE  (MAC Address: 000454 FI-F6FE)

. [i5z Jies I [T (Device P Address)
Flgure 5—4 552552550 =|(Subnet Mazk)

[MAC Address: 0004.5.TDT6.5Z)
# Enable ” Disable

s finksys

SSID Broadcast: & Enable  Disable

Channal -{H j-j‘.\nmam )

WIP - Mandatory  Disable  WEFEey S=ting |

Internet connectian Type - TR IR N RN Ao

Static I =]slact the cannactinn typs uzed hy your 5P

Specify WaN I address [0 0 8 [0

Submet Mask: | EEER N N

Defuull Goleway Aduress: [T [0 1 .1

DAS(Required) 1 (T R N

DNS 2 (T R T
0

NS 3 0

Aoply | Cancel | Help

Figure 5-4

IP Address This is the Router’s IP address, when seen from the Internet, or
the Internet. Your ISP will provide you with the IP Address you need to spec-
ify here.

Subnet Mask This is the Router’s Subnet Mask, as seen by external users on
the Internet (including your ISP). Your ISP will provide you with the Subnet
Mask.

Default Gateway Address Your ISP will provide you with the Default
Gateway Address, which is the ISP’s IP address.

DNS (Required) 1-3 Your ISP will provide you with at least one DNS

PPPoE

Some DSL-based ISPs
use PPPoE (Point-to-
Point Protocol over
Ethernet) to establish
Internet connections. If
you are connected to
the Internet through a
DSL line, check with
your ISP to see if they

Wiralezz-E Broadband Router Basic Setup
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f} Important: If you enable PPPoE, remember to remove any

(Domain Name System) Note: Successfully connection to the
Server IP Address. .
Internet means these settings are correct.

To apply any of the settings you’ve changed on this page, click the Apply but-
ton.. To cancel any values you’ve entered on this page, click the Cancel but-
ton. If you should need any further information about anything on this screen,
click the Help button.
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Figure 5-5.
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User Name and
Password provided by
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Figure 5-5

PPPoE applications that are already installed on any of your PCs.

Connect on Demand: Max Idle Time You can configure the Router to cut
the connection with your ISP after a specified period of time (Max Idle
Time). If you have been disconnected due to inactivity, Connect on Demand
enables the Router to automatically re-establish your connection as soon as
you attempt to access the Internet again. If you wish to activate Connect on
Demand, click the radio button. In the Max Idle Time field, enter the num-
ber of minutes you want to have elapsed before your Internet access dis-
connects.

Keep Alive Option: Redial Period 1f you select this option, the Router will
periodically check your Internet connection. If you are disconnected, then
the Router will automatically re-establish your connection. To use this
option, click the radio button next to Keep Alive. In the Redial Period field,
enter the number of seconds you want the Redial Period to last. The default
Redial Period is 30 seconds.

To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel but-
ton. If you should need any further information about anything on this screen,

lick the Help button. :
click the Help button Note: Successfully connection to the
Internet means these settings are correct.
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The Password screen, shown in Figure 5-6, allows you to set up a password and
UPnP Services. You can also restore default settings on the Router.

Leg Help

on your Fouter. Yol

Router Password : | | TSR

(Re-enter To Confirm)

UPRP Services : SN SHEI GRS

Restore

© Ve & by
Factary Defaults : Yes & No

Apply | Cancel | Help

Figure 5-6

Router Password Set a password for the Router. You can use up to 64 alphanu-
meric characters. The default password is admin. If you don’t change the pass-
word, all users on your network will be able to access the Router using the
default password. For greater security, you should change the password from its
default setting.

UPnP Services Universal Plug and Play (UPnP) allows Windows XP to auto-
matically configure the Router for various Internet applications, such as gam-
ing and videoconferencing. Click the radio button next to Enable to enable
UPnP Services, or Disable to disable UPnP Services.

Restore Factory Defaults If you select the Restore Factory Defaults option
and click the Apply button, you will clear all of the Router’s settings. Do not
restore the factory defaults unless you are having difficulties with the Router
and have exhausted all other troubleshooting measures. Once the Router is
reset, you will have to re-enter all of your configuration data.

To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel button.
If you should need any further information about anything on this screen, click
the Help button.

Wireless-B Broadband Router

The Status screen,
shown in Figure 5-7
displays the Router’s
current status; it
reflects the data and
selections  you’ve
entered using the
Setup screen.

All of the informa-
tion provided on this
screen is read-only.
To make changes,
select the Setup tab.

A\
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Figure 5-7

Note: The information provided and buttons available will vary depending on
the Router’s settings.

Host Name This field shows the Router’s name.

Firmware Version This field shows the installed version and date of the

firmware.

Login This indicates if you are using a dial-up style connection, e.g., PPPoE.
For PPPoE only, there is a Connect button to click if you are disconnected and

want to re-establish a connection.

LAN These fields display the Router’s current MAC Address, [P Address, and
Subnet Mask, as seen by users on your local area network. The DHCP Server
field shows the status of the Router’s DHCP server function, which is either

enabled or disabled.

Internet These fields display the Router’s current MAC Address, IP Address,
Subnet Mask, and Default Gateway IP Address, as seen by external users on the
Internet. The DNS (Domain Name System) fields show the IP address(es) of
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the DNS server(s) currently used by the Router. Multiple DNS IP settings are
common. In most cases, the first available DNS entry is used. The DHCP
Server, DHCP leased Time, and DHCP Time Remaining are also shown.

DHCP Release Available for a DHCP connection, click the DHCP Release
button to release the current IP address of the device connected to the Router’s
Internet port.

DHCP Renew Available for a DHCP connection, click the DHCP Renew but-
ton to replace the current IP address of the device that is connected to the
Router’s Internet port with a new IP address.

DHCP Clients Table Click the DHCP Clients Table button to view the list of
PCs that were given IP addresses by the Router.

Wireless-B Broadband Router Basic Setup

WL e BT < Enable © Disable
Starting IP Address : LR SR
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Applyl Cancel | Help
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Figure 5-8

From the DHCP screen, shown in Figure 5-8, you can configure the settings to
your DHCP server. A Dynamic Host Configuration Protocol (DHCP) server
automatically assigns an IP address to each PC on your network for you. Unless
you already have one, it is highly recommended that you leave the Router
enabled as a DHCP server.

Wireless-B Broadband Router

DHCP Server DHCP is already enabled by factory default. If you already
have a DHCP server on your network, set the Router’s DHCP option to
Disable. Click the Apply button. If you disable DHCP, remember to assign a
static IP address to the Router.

Starting IP Address Enter a value for the DHCP server to start with when
issuing IP addresses. This value must be 192.168.1.2 or greater, because the
Router’s default IP address is 192.168.1.1.

Number of DHCP Users (Optional) Enter the maximum number of PCs for
the DHCP server to assign IP addresses. This number cannot be greater than
253.

DNS 1-3 The Domain Name System (DNS) is how the Internet translates
domain or website names into Internet addresses or URLs. Your ISP will pro-
vide you with at least one DNS Server [P Address. If you wish to use another,
type that [P Address in one of these fields. You can type up to three DNS Server
IP Addresses here. The Router will use these for quicker access to functioning
DNS servers.

DHCP Clients Table Click the DHCP Clients Table button to show the cur-
rent DHCP Client data. (This data is stored in temporary memory and changes
periodically.)

To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel button.
If you should need any further information about anything on this screen, click
the Help button.

The Log tab, shown in Figure 5-9, provides you with a log of all incoming and
outgoing URLs or IP addresses for your Internet connection.

Access Log To access activity logs, select the Enable option next to Access
Log. This function can be disabled by clicking the Disable radio button.

Temporary logs can be accessed from the Log screen by clicking either the
Incoming Access Log or Outgoing Access Log button. The Incoming Access
Log gives you a log of all the incoming Internet traffic while the Outgoing
Access Log lists all the URLs and IP addresses of Internet sites that users on
your network have accessed.
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Figure 5-9

If you should need any further information about anything on this screen, click
the Help button.

WJETORK o Wireless-B Broadband Router Basic Setup
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e
HELP Online

Figure 5-10
Under the Help tab, shown in Figure 5-10, you’ll find links to all of the utili-
ty’s internal support documentation along the left margin, including the fol-
lowing:

Network Everywhere Website Clicking this link will take you to Network
Everywhere’s website, www.NetworkEverywhere.com, provided you are con-
nected to the Internet.

Wireless-B Broadband Router

Online manual in PDF format and Adobe Website Clicking the Online man-
ual in PDF format link will take you to the latest version of the user guide for
this Router. The guide will be in Adobe Acrobat Portable Document File (.pdf)
format. You will need the Adobe Acrobat Reader to view this pdf. If you do not
have the Acrobat Reader, click the Adobe Website link to download it. These
links work only if you are connected to the Internet.

Upgrade Firmware New firmware versions are posted at
www. NetworkEverywhere.com and can be downloaded for free. If the Router
can access the Internet already, there’s no need to download a newer firmware
version, unless that version has a new feature that you want to use. (To learn
about any new firmware with new features, visit
www. NetworkEverywhere.com.) Loading new firmware onto the Router does
not always enhance the speed or the quality of your connection.

To upgrade the Router’s firmware:

1. Download the firmware upgrade file from www.NetworkEverywhere.com,
and extract the file using archive software such as WinZip.

2. Select the Help tab (see Figure 5-10).

Note: By upgrading the Router’s firmware, you may lose the Router’s
\/ configuration settings.

3. Click Upgrade Firmware to display a new window.
4. Click the Browse button to find the firmware upgrade file you extracted.

5. Double-click the firmware file you extracted. Click the Upgrade button
and follow the on-screen instructions.

Advanced Setup

The following instructions are for advanced users or users whose setup require
special configuration. When you click the Advanced Setup tab, you will be able
to set up these features. There are seven additional tabs available.

* Filters - Filters block specific internal users from Internet access and enable
Virtual Private Network (VPN) sessions.

* Forwarding - Sets up public services on your network.
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e Dynamic Routing - Sets up the Router so it will automatically adjust to phys-
ical changes in the network’s layout.

« Static Routing - Sets up static routes needed when network information must
travel to a specific host or network.

* DMZ Host - Allows one local user to be exposed to the Internet for use of spe-
cial-purpose services such as online gaming or videoconferencing.

* MAC Address Cloning - Allows you to “clone” your Ethernet adapter’s MAC
address onto the Router.

* Wireless - Allows you to set up advanced wireless settings.

28

From the Filters screen, shown in Figure 5-11, you can block specific internal
users from accessing the Internet and enable Virtual Private Network (VPN)
sessions. You can set up filters by using IP addresses or network port numbers
(or a range of ports).

Filtered Private IP Range To set up a filter using IP addresses, enter the range
of IP addresses you wish to filter in the IP address fields. Users with filtered
IP addresses will not be able to access the Internet at all. If you only want to
filter one IP address instead of a range of IP addresses, enter the same value
into both fields. For instance, if you wish to filter the PC with the IP address
of 192.168.1.5, enter 5 into both fields on one line: 192.168.1.5 ~ 192.168.1.5.
Click the Apply button when finished.

Filtered Private Port Range To filter users by network port number, enter a
network port number or a range of network ports. Select the protocol for each
port number you want to filter, TCP or UDP. Enter the port numbers you want
to filter in the port numbers fields. Users connected to the Router will no
longer be able to access any port number listed there. Click the Apply button
when you’re done.
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Figure 5-11

Private MAC Filter This feature filters the Ethernet adapter’s specific MAC
address from going out to the Internet.

To check your Ethernet adapter’s MAC address, run winipefg or ipconfig in
the command prompt, depending on which Windows operating system you are
using. To set the MAC filter, click the Edit MAC Filter Setting button. When
a second window appears (see Figure 5-14), select the range in the drop-down
box, and at the MAC number prompt, enter the 12-digit MAC address you want
to filter. Click the Apply button and the Continue button, before closing the
window. For information on obtaining a MAC address, go to “Appendix D:
Finding the MAC Address and IP Address for Your Ethernet Adapter.”
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Block WAN Requests By enabling the Block WAN Request feature, you can
prevent your network from being “pinged,” or detected, by other Internet
users. The Block WAN Request feature also reinforces your network security
by hiding your network ports. Both functions of the Block WAN Request fea-
ture make it more difficult for outside users to work their way into your net-
work. This feature is enabled by default.

IPSec Pass Through This feature lets you use IPSec Pass Through. IPSec
Pass Through is enabled by default.

To disable IPSec Pass Through, click on Disable.

PPTP Pass Through Point-to-Point Tunneling Protocol is the method used to
enable VPN sessions. PPTP Pass Through is enabled by default.

To disable this feature, click on Disable next to PPTP Pass Through.

L2TP Pass Through This feature lets you use L2TP Pass Through. L2TP Pass
Through is enabled by default.

To disable this feature, click on Disable next to L2TP Pass Through.

Remote Management This feature allows you to manage the Router from a
remote location, via the Internet. To enable this feature, click on Enable, and
enter the desired port number (default is 8080). Click the Apply button and
then the Continue button. Remote Management must be activated before you
can manage the Router from a remote location. If you wish to use this feature
on the browser, enter http:\\<WAN IP Address>:8080. (Enter your specific
Internet IP Address in place of <WAN IP Address>.) Remote Management
involves an inherent security risk and should not be enabled without first
changing the Password (from the Setup screen) from its default settings.

To disable this feature, click on Disable.

Use default MTU (Maximum Transmission Unit) This feature specifies the
largest packet size permitted for network transmission. Select Enable and enter
the value desired. You should leave this value in the 1200 to 1500 range. Most
DSL users should use the value 1492. For static and dynamic connections, the
default MTU value is set at 1500 when disabled. For PPPoE connections, the
default MTU value is set at 1492 when disabled.

To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel button.
If you should need any further information about anything on this screen, click
the Help button.
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Figure 5-12

UPnP Forwarding

Clicking the Forwarding tab will access the UPnP Forwarding screen, shown in
Figure 5-12. This screen displays preset application settings as well as options
for customization of port services for other applications.
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The Preset Applications at the top of the list are among the most widely used
Internet applications. They include the following:

FTP (File Transfer Protocol) A protocol used to transfer files over a
TCP/IP network (Internet, UNIX, etc.). For example, after developing the
HTML pages for a website on a local machine, web developers typically
upload the files to the web server using FTP. FTP includes functions to log
onto the network, list directories, and copy files. FTP operations can be per-
formed by typing commands at a command prompt or via an FTP utility
running under a graphical interface such as Windows. FTP transfers can
also be initiated from within a web browser by entering the URL preceded
by ftp://.

Telnet A terminal emulation protocol commonly used on Internet and
TCP/IP-based networks. It allows a user at a terminal or computer to log
onto a remote device and run a program.

SMTP (Simple Mail Transfer Protocol) The standard e-mail protocol on
the Internet. It is a TCP/IP protocol that defines the message format and the
message transfer agent (MTA), which stores and forwards the mail.

DNS (Domain Name System) The way that Internet domain names are
located and translated into IP addresses. A domain name is a meaningful
and easy-to-remember “handle” for an Internet address.

TFTP (Trivial File Transfer Protocol) A version of the TCP/IP FTP proto-
col that has no directory or password capability.

Finger A UNIX command widely used on the Internet to find out infor-
mation about a particular user, such as his or her telephone number, whether
the user is currently logged on, and the last time the user was logged on. The
person being “fingered” must have placed his or her profile on the system
in order for the information to be available. Fingering requires entering the
full user@domain address, for example, name@universityname.edu.

HTTP (HyperText Transport Protocol) The communications protocol used
to connect to servers on the World Wide Web. Its primary function is to
establish a connection with a web server and transmit HTML pages to the
client web browser.

POP3 (Post Office Protocol 3) A standard mail server commonly used on
the Internet. It provides a message store that holds incoming e-mail until
users log on and download it. POP3 is a simple system with little selectivi-
ty. All pending messages and attachments are downloaded at the same time.
POP3 uses the SMTP messaging protocol. (SMTP may also need to be for-
warded.)

NNTP (Network News Transfer Protocol) The protocol used to connect to
Usenet groups on the Internet.

SNMP (Simple Network Management Protocol) A widely used network
monitoring and control protocol. Data is passed from SNMP agents, which
are hardware and/or software processes reporting activity in each network
device (switch, router, bridge, etc.) to the workstation console used to over-
see the network. The agents return information contained in a MIB
(Management Information Base), which is a data structure that defines
what is obtainable from the device and what can be controlled (turned off,
on, etc.).

Enter the number of the internal port used by the server in the Int. Port col-
umn. Check with the Internet application software documentation for more
information.

Enter the IP address of the server that you want the Internet users to be able to
access. For information about finding the IP address, go to “Appendix D:
Finding the MAC Address and IP Address for Your Ethernet Adapter.”

You must check the Enable box to enable the applications you have defined.

To add a Customized Application using UPnP Forwarding:

1.

Enter the name of the application in the appropriate Customized
Applications field.

Next to the name of the application, enter the number of the external port
used by the server in the Ext. Port column. Check with the Internet appli-
cation software documentation for more information.

On the same line, select Protocol TCP or Protocol UDP.

Enter the number of the internal port used by the server in the Int. Port col-
umn. Check with the Internet application software documentation for more
information.

Enter the IP address of the server that you want the Internet users to be able
to access. For information about finding the IP address, go to “Appendix D:
Finding the MAC Address and IP Address for Your Ethernet Adapter.”

Check the Enable box to enable the services you have defined. UPnP
Forwarding will not function if the Enable button is left unchecked. This is
disabled (unchecked) by default.
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To apply any of the settings you’ve changed on this page, click the Apply but-
ton.. To cancel any values you’ve entered on this page, click the Cancel but-
ton. If you should need any further information about anything on this screen,

click the Help button.

Port Range Forwarding

Click the View Port Range Forwarding button to access the Port Range
Forwarding screen, shown in Figure 5-13. To return to the UPnP Forwarding
screen, click the View UPnP Forwarding button.
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Figure 5-13

Port Range Forwarding sets up public services on your network, such as web
servers, ftp servers, e-mail servers, or other specialized Internet applications.
(Specialized Internet applications are any applications that use Internet access
to perform functions such as videoconferencing or online gaming. Some
Internet applications may not require any forwarding.) When users send this
type of request to your network via the Internet, the Router will forward those
requests to the appropriate PC. Before using Forwarding, the Router’s DHCP
function must be disabled under the DHCP tab and the Router must be assigned
a new static LAN IP address because the IP address may change when using
the DHCP server.

If you need to forward all ports to one PC, see the “DMZ” section.
To add a Customized Application using Port Range Forwarding:

1. Enter the mame of the application in the appropriate Customized
Application field.

2. Next to the name of the application, enter the number of the external port
used by the server in the Ext. Port column. Check with the Internet appli-
cation software documentation for more information.

3. On the same line, select Protocol TCP or Protocol UDP.

4. Enter the IP address of the server that you want the Internet users to be able
to access. For information about finding the IP address, go to “Appendix D:
Finding the MAC Address and IP Address for Your Ethernet Adapter.”

5. Check the Enable box to enable the services you have defined. Port Range
Forwarding will not function if the Enable button is left unchecked. This is
disabled (unchecked) by default.

6. Configure as many entries as needed—the Router supports up to 10 ranges
of ports. Click the Apply button.

To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel button.
If you should need any further information about anything on this screen, click
the Help button.
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IP address and port

mapping rules. Figure 5-14

1. Enter the Application Name of the trigger.

2. Enter the Trigger Port Range used by the application. Check with the
Internet application for the port number needed.

3. Enter the Incoming Port Range used by the application. Check with the
Internet application for the port number needed.

4. Click the Apply button. Click the Cancel button to cancel any values
you’ve entered.

Figure 5-15

From the Dynamic Routing screen, shown in Figure 5-15, you can enable the
Router to automatically adjust to physical changes in the network’s layout. The
Router, using the RIP protocol, determines the network packets’ route based on
the fewest number of hops between the source and the destination. The RIP pro-
tocol regularly broadcasts routing information to other routers on the network.
To set up Dynamic Routing:

1. Choose the correct Working Mode. Gateway mode should be used if the
Router is hosting your network’s connection to the Internet. Router mode
should be selected if the Router exists on a network with other routers. In
Router Mode, any computer connected to the Router will not be able to con-
nect to the Internet unless you have another router functioning in the
Gateway mode.

2. Choose a Dynamic Routing path protocol for either transmission (TX:) or
reception (RX:) of network data by selecting Enabled.

Click the Show Routing Table button to open a chart displaying how data is
routed through your LAN.
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To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel button.
If you should need any further information about anything on this screen, click
the Help button.

Static Routing
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Figure 5-16

If the Router is connected to more than one network, it may be necessary to set
up a static route between them. This can be accomplished from the Static
Routing screen, shown in Figure 5-16. A static route is a pre-determined path-
way that network information must travel to reach a specific host or network.
From the Static Routing tab, click the Show Routing Table button to view the
current static routing configuration.

To create a static route entry:

1. Select a Static Route Entry from the drop-down list. The Router supports
up to 20 static route entries.

Wireless-B Broadband Router

To delete a Static Routing entry, select an entry, and click the Delete this
entry button.

2. Enter the following data to create a new static route.

Destination LAN IP: The Destination LAN IP is the address of the remote
network or host to which you want to assign a static route. Enter the IP
address of the host for which you wish to create a static route here. If you
are building a route to an entire network, be sure that the network portion
of the IP address is set to 0. For example, the Router’s standard IP address
is 192.168.1.1. Based on this address, the address of the routed network is
192.168.1.x, with the last digit “x” determining the Router’s place on the
network. Therefore you would enter the IP address 192.168.1.0 if you want-
ed to route to the Router’s entire network, rather than just to the Router.

Subnet Mask: The Subnet Mask determines which portion of an IP
address is the network portion, and which portion is the host portion. Take,
for example, a network in which the Subnet Mask is 255.255.255.0. This
determines (by using the values 255) that the first three numbers of a net-
work IP address identify this particular network, while the last digit (from
1 to 254) identifies the specific host.

Default Gateway: This [P address should be the IP address of the gateway
device that allows for contact between the Router and the remote network
or host.

Hop Count: This determines the maximum number of steps between net-
work nodes that data packets will travel. A node is any device on the net-
work, such as PCs, print servers, routers, etc. The maximum metric, or
measure, of hops is 15.

Interface: Select LAN or WAN, depending on the location of the static
route’s final destination.

To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel button.
If you should need any further information about anything on this screen, click
the Help button.
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Figure 5-17

From the DMZ Host screen, shown in Figure 5-17, you can expose one local
user to the Internet for a special-purpose service such as Internet gaming and
videoconferencing.

Port Range Forwarding forwards a maximum of 10 ranges of ports, and DMZ
Hosting forwards all the ports for one PC at the same time. DMZ Hosting is
less secure.

e To expose one PC, enter the computer’s [P address. For more information
about finding a computer’s IP address, refer to “Appendix D: Finding the
MAC Address and IP Address for Your Ethernet Adapter.”

* Deactivate DMZ by entering 0 in the field. (This is the default setting.)

To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel button.
If you should need any further information about anything on this screen, click
the Help button.
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Figure 5-18

The Router’s MAC address is a 12-digit code assigned to a unique piece of
hardware for identification, like a social security number. If your ISP requires
MAC address registration, find your adapter’s MAC address by following the
instructions in “Appendix D: Finding the MAC Address and IP Address for
Your Ethernet Adapter.”

Enter the 12 digits of your adapter’s MAC address in the on-screen fields (see
Figure 5-18). This “clones” your Ethernet adapter’s MAC address onto the
Router, so you do NOT have to call your ISP to change the registered MAC
address to the Router’s MAC address.

To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel button.
If you should need any further information about anything on this screen, click
the Help button.
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Figure 5-19

Before making any changes to the Wireless tab, shown in Figure 5-19, please
check the wireless settings for all your wireless PCs, as these changes will alter
the Router’s effectiveness. In most cases, these settings do not need to be
changed.

Beacon Interval. This value indicates the frequency interval of the beacon.
A beacon is a packet broadcast by the Router to keep the network synchro-
nized. A beacon includes the wireless LAN service area, the IP address, the
Broadcast destination addresses, a time stamp, Delivery Traffic Indicator
Maps, and the Traffic Indicator Message (TIM).

Wireless-B Broadband Router

RTS Threshold. This value should remain at its default setting of 2,346.
Should you encounter inconsistent data flow, only minor modifications are
recommended.

Fragmentation Threshold. This value indicates how much of the Router’s
resources are devoted to recovering packet errors. The value should remain
at its default setting of 2,346. If you have decreased this value and experi-
ence high packet error rates, you can increase it again, but it will likely
decrease overall network performance. Only minor modifications of this
value are recommended.

DTIM Interval. This value indicates the interval of the Delivery Traffic
Indication Message (DTIM). A DTIM field is a countdown field informing
clients of the next window for listening to broadcast and multicast mes-
sages. When the Router has buffered broadcast or multicast messages for
associated clients, it sends the next DTIM with a DTIM Interval value.
Clients for the Router hear the beacons and awaken to receive the broadcast
and multicast messages.

Basic Rates. The basic transfer rates should be set depending on the speed
of your wireless network. You must select 1-2 (Mbps) if you have older
802.11 compliant equipment on your network, such as wireless adapters
that support only 1 or 2 Mbps. Selecting 1-2 (Mbps), however, does not
limit the basic transfer rates of faster adapters.

TX Rates. Select all the rate at which you wish the Router to communicate
within your wireless network.

Preamble Type. The preamble defines the length of the CRC block for
communication between the Router and the roaming Network Card. (High
network traffic areas should use the shorter preamble type.) Select the
appropriate preamble type and click the Apply button to set it.

Authentication Type. You may choose between Open System, Shared
Key, and Both. The Authentication Type default is set to Open System, in
which the sender and the recipient do NOT share a secret key. Each party
generates its own key-pair and asks the receiver to accept the randomly-
generated key. Once accepted, this key is used for a short time only. Then
a new key is generated and agreed upon. Shared Key is when both the
sender and the recipient share a secret key.
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» Starting MAC Filter. This option will allow you to prevent wireless users
on your network from accessing the Router’s functions.

Clicking the Active MAC Table button will display the MAC Addresses of
all users on your wireless network. Addresses in green show access to the
Router, while addresses in red do not have access.

To filter users, click the Edit MAC Filter Setting button.

Click the Wireless MAC Entry drop-down menu to select a range of
entries for your network. From within this range, select the entry for which
youd like to manage access. Verify that the appropriate MAC Address is
entered into the MAC Address field. Click the Filter checkbox beside that
MAC Address. Now, this user will be prevented from accessing the Router.
All other users will have access. To allow only that user and deny access to
all others, leave Filter unchecked.

Click the Apply button to set these changes or Undo if you do not wish
these changes to go into effect.

To apply any of the settings you’ve changed on this page, click the Apply but-
ton. To cancel any values you’ve entered on this page, click the Cancel button.
If you should need any further information about anything on this screen, click
the Help button.
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Appendix A: Troubleshooting

Common Problems and Solutions

This appendix consists of two parts: “Common Problems and Solutions” and
“Frequently Asked Questions.” Provided are possible solutions to problems
regarding the installation and operation of the Router. If your situation is described
here, the problem should be solved by applying the corresponding solution. If you
can’t find an answer here, check the Network Everwhere website at www.net-
workeverywhere.com.

1. I need to set a static IP address on a PC.

The Router, by default, assigns an IP address range of 192.168.1.100 to
192.168.1.149 using the DHCP server on the Router. To set a static IP address, you
can only use the ranges 192.168.1.2 to 192.168.1.99 and 192.168.1.151 to
192.168.1.254. Each PC or network device that uses TCP/IP must have a unique
address to identify itself in a network. If the IP address is not unique to a network,
Windows will generate an IP conflict error message. You can assign a static IP
address to a PC by performing the following steps:

For Windows 98 SE and Me:

A. Click Start, Settings, and Control Panel. Double-click Network.

B. In The following network components are installed box, select the TCP/IP->
associated with your Ethernet adapter. If you only have one Ethernet adapter
installed, you will only see one TCP/IP line with no association to an Ethernet
adapter. Highlight it and click the Properties button.

C. Inthe TCP/IP properties window, select the IP address tab, and select Specify
an IP address. Enter a unique IP address that is not used by any other com-
puter on the network connected to the Router. You can only use an IP address
in the ranges 192.168.1.2 to 192.168.1.99 and 192.168.1.151 to
192.168.1.254. Make sure that each IP address is unique for each PC or net-
work device.

D. Click the Gateway tab, and in the New Gateway prompt, enter 192.168.1.1,
which is the default IP address of the Router. Click the Add button to accept
the entry.

E. Click the DNS tab, and make sure the DNS Enabled option is selected. Enter
the Host and Domain names (e.g., John for Host and home for Domain).
Enter the DNS entry provided by your ISP. If your ISP has not provided the
DNS IP address, contact your ISP to get that information or go to its website
for the information.

F. Click the OK button in the TCP/IP properties window, and click Close or the
OK button for the Network window.

G. Restart the computer when prompted.
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