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Package Contents

D-Link DI-624M Super G Smart Antenna
Wireless Router

CAT-5 Ethernet Cable (All the DI-624M’s
Ethernet ports are Auto-MDIX)

Power Adapter (5.0V, 2.5A)

Vertical Stands

Mounting Kit

CD-ROM with Software and Manual
Quick Installation Guide

Note: Using a power supply with a different voltage than the one included with
your product will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

Minimum System Requirements

Ethernet-Based Cable or DSL Modem

Computers with Windows, Macintosh, or Linux-based operating systems with
an installed Ethernet adapter and CD-ROM Drive

Internet Explorer Version 6.0 or Netscape Navigator Version 7.0 and Above

D-Link Systems, Inc. 4
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Introduction

The D-Link DI-624M Super G Smart Antenna Wireless Router is an 802.11g high-
performance, wireless router that supports high-speed wireless networking at home,
at work or in public places.

Unlike most routers, the DI-624M provides data transfers at up to 108 Mbps (compared
to the standard 54 Mbps) when used with other D-Link Super G Smart Antenna products.
The 802.11g standard is backwards compatible with 802.11b products. This means
that you do not need to change your entire network to maintain connectivity. You may
sacrifice some of 802.11g’s speed when you mix 802.11b and 802.11g devices, but you
will not lose the ability to communicate when you incorporate the 802.11g standard into
your 802.11b network. You may choose to slowly change your network by gradually
replacing the 802.11b devices with 802.11g devices .

In addition to offering faster data transfer speeds when used with other 802.11g products,
the DI-624M has the newest, strongest, most advanced security features available today.
When used with other 802.11g WPA (WiFi Protected Access) compatible products in
a network, the security features include:

WPA: Wi-Fi Protected Access authorizes and identifies users based on a secret
key that changes automatically at a regular interval. WPA uses TKIP (Temporal Key
Integrity Protocol) to change the temporal key every 10,000 packets (a packet is a
kind of message transmitted over a network.) This insures much greater security than
the standard WEP security. (By contrast, the older WEP encryption required the keys
to be changed manually.)

D-Link Systems, Inc. 4}
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Features and Benefits

B Fully compatible with the 802.11g standard to provide a wireless data rate of up
to 108Mbps

Backwards compatible with the 802.11b standard to provide a wireless data rate
of up to 11Mbps

WPA (Wi Fi Protected Access) authorizes and identifies users based on a secret
key that changes automatically at a regular interval, for example:

Pre Shared Key mode means that the home user, without a RADIUS server,
will obtain a new security key every time the he or she connects to the network,
vastly improving the safety of communications on the network

Utilizes OFDM technology (Orthogonal Frequency Division Multiplexing)
User-friendly configuration and diagnostic utilities
Operates in the 2.4GHz frequency range

Connects multiple computers to a Broadband (Cable or DSL) modem to share
the Internet connection

Advanced Firewall features: Supports NAT with VPN pass-through, providing
gdded security, MAC Filtering, IP Filtering, URL Filtering, Domain Blocking, and
cheduling

DHCP server enables all networked computers to automatically receive IP
addresses

Web-based interface for Managing and Configuring

Access Control to manage users on the network

Supports special applications that require multiple connections
Equipped with 4 10/100 Ethernet ports, 1 WAN port, Auto MDI/MDIX

D-Link Systems, Inc. 6
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Hardware Qverview

Connections

All Ethernet Ports (WAN and LAN) are
auto MDI/MDIX, meaning you can use
either a straight-through or a crossover
Ethernet cable.

Reset Button

Pressing the reset button restores
the router to its original factory
default settings.

Auto MDI/MDIX LAN Ports

. DC Power Connector
These ports automatically

sense the cable type when The DC power input
connecting to Ethernet- connector is labeled DC
enabled computers. 5V with a single jack

socket to supply power
to the DI-624M.

Auto MDI/MDIX WAN Port

This is the connection for the Ethernet
cable to the Cable or DSL modem

D-Link Systems, Inc. 7
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LEDs

WAN LED WLAN LED

A solid light indicates A solid light indicates that
connection on the WAN the wireless segment is
port. This LED blinks during ready. This LED blinks during
data transmission. wireless data transmission.

LOCAL NETWORK LED

A solid light indicates a
POWER LED connection to an Ethernet-
A solid light indicates a enabled computer on ports
proper connection to the 1-4. This LED blinks during
power supply. data transmission.
STATUS

A blinking light
indicates that the
DI-624M is ready.

D-Link Systems, Inc. 8
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and
compatible high-speed wireless connectivity within your home, business or public
access wireless networks. D-Link wireless products will allow you access to the data
you want, when and where you want it. You will be able to enjoy the freedom that
wireless networking brings.

AWLAN is a cellular computer network that transmits and receives data with radio signals
instead of wires. WLANSs are used increasingly in both home and office environments,
and public areas such as airports, coffee shops and universities. Innovative ways to
utilize WLAN technology are helping people to work and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless
adapter cards used on laptop and desktop systems support the same protocols as
Ethernet adapter cards.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any location
within the operating range of the WLAN. Management decisions based on real-time
information can significantly improve worker efficiency.

Low Implementation Costs — WLANSs are easy to set up, manage, change and relocate.
Networks that frequently change can benefit from WLANs ease of implementation.
WLANSs can operate in locations where installation of wiring may be impractical.

Installation and Network Expansion - Installing a WLAN system can be fast and easy
and can eliminate the need to pull cable through walls and ceilings. Wireless technology
allows the network to go where wires cannot go - even outside the home or office.

Scalability — WLANSs can be configured in a variety of topologies to meet the needs
of specific applications and installations. Configurations are easily changed and range
from peer-to-peer networks suitable for a small number of users to larger infrastructure
networks to accommodate hundreds or thousands of users, depending on the number
of wireless devices deployed.

Inexpensive Solution - Wireless network devices are as competitively priced as
conventional Ethernet network devices.

D-Link Systems, Inc. 9
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Standards-Based Technology

The DI-624M Super G Smart Antenna Wireless Router utilizes the 802.11g standard.

The IEEE 802.11g standard is an extension of the 802.11b standard. It increases the
data rate up to 54Mbps within the 2.4GHz band, utilizing OFDM technology.

This means that in most environments, within the specified range of this device, you
will be able to transfer large files quickly or even watch a movie in MPEG format over
your network without noticeable delays. This technology works by transmitting high-
speed digital data over a radio wave utilizing OFDM (Orthogonal Frequency Division
Multiplexing) technology. OFDM works by splitting the radio signal into multiple
smaller sub-signals that are then transmitted simultaneously at different frequencies
to the receiver. OFDM reduces the amount of crosstalk (interference) in signal
transmissions.

The DI-624M is backwards compatible with 802.11b devices. This means that if you
have an existing 802.11b network, the devices in that network will be compatible with

Installation Considerations

The D-Link DI-624MSuper G Smart Antenna Wireless Router lets you access your
network, using a wireless connection, from virtually anywhere within its operating range.
Keep in mind, however, that the number, thickness and location of walls, ceilings, or
other objects that the wireless signals must pass through, may limit the range. Typical
ranges vary depending on the types of materials and background RF (radio frequency)
noise in your home or business. The key to maximizing wireless range is to follow these
basic guidelines:

1 Keep the number of walls and ceilings between the DI-624M and other network
devices to a minimum - each wall or ceiling can reduce your D-Link wireless
product’s range from 3-90 feet (1-30 meters.) Position your devices so that the
number of walls or ceilings is minimized.

2 Be aware of the direct line between network devices. A wall that is 1.5 feet thick
(.5 meters), at a 45-degree angle appears to be almost 3 feet (1 meter) thick.
At a 2-degree angle it looks over 42 feet (14 meters) thick! Position devices so
that the signal will travel straight through a wall or ceiling (instead of at an angle)
for better reception.

3 Building Materials can impede the wireless signal - a solid metal door or aluminum
studs may have a negative effect on range. Try to position wireless devices and
computers with wireless adapters so that the signal passes through drywall or
open doorways and not other materials.

4 Keep your product away (at least 3-6 feet or 1-2 meters) from electrical
devices or appliances that generate extreme RF noise.

D-Link Systems, Inc. 10



DI-624M User’s Manual Getting Started

Getting Started

Please remember that D-Link Super G Smart Antenna wireless devices are pre-
configured to connect together, right out of the box, with their default settings.

For a typical wireless setup at home, please do the following:

You will need broadband Internet access (a Cable or DSL-subscriber line into
your home or office)

Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-624M Wireless Broadband Router
(see the printed Quick Installation Guide included with your router).

If you are connecting a desktop computer to your network, install the D-Link
AirPlus Xtreme G DWL-G520 wireless PCI adapter into an available PCI slot on
your desktop computer. You may also install the DWL-520+, or the DWL-520.
(See the printed Quick Installation Guide included with the network adapter.)

Install the D-Link DWL-G650M wireless Cardbus adapter into a laptop computer.
(See the printed Quick Installation Guide included with the DWL-G650M.)

Install the D-Link DFE-530TX+ adapter into a desktop computer. The four
Ethernet LAN ports of the DI-624M are Auto MDI/MDIX and will work with both
Straight-Through and Cross-Over cable. (See the printed Quick Installation Guide
included with the DFE-530TX+.)

D-Link Systems, Inc. 11
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Using the Configuration Menu

Whenever you want to configure your DI-624M, you can access the Configuration
Menu by opening the Web-browser and typing in the IP Address of the DI-624M. The
DI-624M’s default IP Address is shown below:

| Fl= Edi  Uieww Favoles Took Hep

LY

Le LERS RELIRER AN

B Open the Web browser.
B Type in the IP Address of the Router (http://192.168.0.1).

Connect to 192.168.0.1

@

o )

DI-G2<4h

User name: | € admin v
L

Password: |

[Tremember my password

[ CK H Cancel ]

Note: if you have changed the default IP Address assigned to the DI-624M, make sure
to enter the correct IP Address.

B Type admin in the User Name field.
B | eave the Password blank.
B Click OK.

D-Link Systems, Inc. 12
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Home

The Advanced tab provides the following configuration options: Wizard, Wireless, WAN,
LAN, and DHCP.

Wizard

The Home>Wizard screen will appear. Please refer to the Quick Installation Guide for
more information regarding the Setup Wizard.

DI-624M _ :
$ Home Advanced Tools Status Help i

The DI624M is a Wireless Broadband Router ideal for home networking and small
business networking. The setup wizard will guide you to configure the DI.624M to
connect to your ISP {Internet Service Provider). The DI624M's easy setup will allow
you to have Internet access within minutes. Please follow the setup wizard step

by step to configure the DI624M.

Run YWizard |

Help

||

DHCP

Home > Wizard

These buttons appear on most of the configuration screens in this section. Please
click on the appropriate button at the bottom of each screen after you have made a
configuration change.

a Clicking Apply will save changes made to the page
Apply

d Clicking Cancel will clear changes made to the page
Cancel

o Clicking Help will bring up helpful information regarding the page
Help

@ Clicking Restart will restart the router. (Necessary for some changes.)
Restart

D-Link Systems, Inc. 13
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Wireless

| DI-624M
f Wizard

Wireless

—
WAN

DHCP

Super G Mode:

Ll

SSID:

Channel:

Disabled:

Home Advanced Tools Status Help

“Super G with Dynamic Turbo and Super G with Static Turbo mode only operates in

These are the wireless settings for the AP{Access Point)Portion.

Wireless Radio: & on O Off

SSID - [defaut |

Channel Auto Select

802.11g Only Made - (& Enabled @& Disabled
SSID Broadcast - & Enabled O Disabled
Security - & Mone & WEP O wPa (O WPA-PSK
Authentication : Open System Shared Key
WEP Encryption :
Key Type -
Keyt- @[ ]
key2 - i _|
Key3 - T — '
Keyd - L |

Channel 6

Home > Wireless

Service Set Identifier (SSID) is the name designated for a
specific wireless local area network (WLAN). The SSID’s factory
default setting is default. The SSID can be easily changed to
connect to an existing wireless network or to establish a new
wireless network.

6 is the default channel. All devices on the network must
share the same channel. (Note: The wireless adapters will
automatically scan and match the wireless setting.)

Super G is a group of performance enhancement features
that increase end user application throughput in an 802.11g
network. Super G is backwarsd compatible to standard 802.11¢g
devices. For top performance, all wirelss devices on the network
should be Super G capable. Select either Disabled, Super G
without Turbo, Super G with Dynamic Turbo, or Super G with
Static Turbo.

Standard 802.11g support, no enhanced capabilities.

D-Link Systems, Inc.
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Super G without

Turbo::

Super G with Static

Turbo::

Super G with
DynamicTurbo::

802.11g Only Mode:

SSID Broadcast:

Security:

Authentication:

WEP Encryption:

Key Type:

Keys 1-4:

Capable of Packet Bursting, FastFrames, Compression, and
no Turbo mode.

Capable of Packet Bursting, FastFrames, Compression, and
Dynamic Turbo. This setting is backwards compatible with
non-Turbo (legacy) devices. Dynamic Turbo mode is only
enabled when all nodes on the wireless network is Super G
with Dynamic Turbo enabled.

Capable of Packet Bursting, FastFrames, Compression, and
Static Turbo. This setting is not backwards compatible with
non-Turbo (legacy) devices. Static turbo mode is always on
and is only enabled when all nodes on the wireless network is
Super G with Static Turbo enabled.

Select this mode to restrict your network to only those devices
that employ the 802.11g standard. Enabling this mode will
ensure that you maintain the highest connectivity rate,
unhampered by any connection to an 802.11b device.

Choose Enabled to broadcast the SSID across the network.
All devices on a network must share the same SSID (Service
Set Identifier) to establish communication. Choose Disabled if
you do not wish to broadcast the SSID over the network.

Select None, WEP, WPA, or WPA-PSK encryption.
Select Open System or Shared Key authentication.

Wired Equivalent Privacy (WEP) is a wireless security protocol
for Wireless Local Area Networks (WLAN). WEP provides
security by encrypting the data that is sent over the WLAN.
Select Enabled or Disabled. Disabled is the default setting.
(Note: If you enable encryption on the DI-624M make sure to
also enable encryption on all the wireless clients or wireless
connection will not be established.) Select the level of encryption
desired: 64-bit, or 128-bit.

Select HEX or ASCII.

Input up to 4 WEP keys; select the one you wish to use.

D-Link Systems, Inc.
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WAN

Dynamic IP Address

DI-624

i
_

' Wireless

" Wizard

WAN

Dynamic IP Address:

Host Name:

MAC Address:

Home Advanced Tools Status _ Helg

Flease select the appropriate option to connect to your ISP,

= Dynamic IP Address Choose this option to obtain an |P address automatically
from your ISP, (For most Cable modem users)

" Static IP Address Choose this option to set static IP information provided to
you by your [SP.

" PPPoE Choose this option if your ISP uses PPPoE. (For most
D5SL users)

 Others PPTP and BigFPond Cable

 PPTR ifor Europe use only)
Host Mame [D1-624m {optional)
MAC Address o ;3 .pF  .[FF .o

Iaa (optional) Clone MAC Address |

9 9O

Apply Cancel Help

Home > WAN > Dynamic IP Address

Choose Dynamic IP Address to obtain IP Address information
automatically from your ISP. Select this option if your ISP does
not give you any IP numbers to use. This option is commonly
used for Cable modem services.

The Host Name is optional but may be required by some ISPs.
The default host name is the device name of the Router and
may be changed.

The default MAC Address is set to the WAN'’s physical interface
MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by
your ISP.

D-Link Systems, Inc.
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Clone MAC Address:

Primary/Secondary
DNS Address:

MTU:

Static IP Address

I DI-624M
I Wizard

" Wireless

AN

!

*  DHCP

The default MAC address is set to the WAN’s physical interface
MAC address on the Broadband Router. You can use the “Clone
MAC Address” button to copy the MAC address of the Ethernet
Card installed by your ISP and replace the WAN MAC address
with the MAC address of the router. It is not recommended
that you change the default MAC address unless required by
your ISP.

Enter a DNS Address if you do not wish to use the one provided
by your ISP.

Enter an MTU value only if required by your ISP. Otherwise,
leave it a the default setting.

0T e Advanced  Tools Status  Helg

Please select the appropriate option to connect to your ISP,
O Dynamic IP Address Choose this option to obtain an IP address automatically
from your ISP. (For most Cable modem users)
& Static IP Address Choose this option to set static [P information provided to
yau by your ISP,
) PPPaE Choaose this option if your ISP uses PPPoE. (For most
DSL users)
) Others PPTPF and BigPond Cable
O PPTP {for Europe use anly)
IP Address DUDU| | (assigned by your ISP)
Subnet Mask [onoo
ISP Gateway Address |0.0.0.0
Primary DNS Address 0.0.0.0 ,
Secondary DNS Address [0.00.0 | (mptional)
9 90
Apply Cancel Help

Home > WAN > Static IP Address

D-Link Systems, Inc.
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Choose Static IP Address if all WAN IP information is provided to you by your ISP.
You will need to enter in the IP address, subnet mask, gateway address, and DNS
address(es) provided to you by your ISP. Each IP address entered in the fields must
be in the appropriate IP form, which are four octets separated by a dot (x.x.x.x). The
Router will not accept the IP address if it is not in this format.

IP Address:

Subnet Mask:

ISP Gateway
Address:

Primary DNS
Address:

Secondary DNS
Address:

MTU:

Input the public IP Address provided by your ISP.

Input your Subnet mask. (All devices in the network must have
the same subnet mask.)

Input the public IP address of the ISP to which you are
connecting.

Input the primary DNS (Domain Name Server) IP address
provided by your ISP.

This is optional.

Enter an MTU value only if required by your ISP. Otherwise,
leave it at the default setting.

D-Link Systems, Inc.
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PPPOE

DI-624
$ Home

l Wizard

O Dynamic IP Address

"’-_-'— ) Static IP Address
Wireless
® PPPoE
| WAN | O Others
O PPTR
'I‘r—

LAN

Tm; User Mame
DHCP

Paszward

Retype Passward
Senice Mame

IP Address

Primary DN3 Address
Secondary DNS Address
Maximum ldle Time
WTL

Auto-reconnect

Advanced

. Status

Tools

Please select the appropriate option to connect to your ISP,

Choose this option to obtain an IP address automatically
from yaour ISP. (For most Cable modem users)

Choose this option to set static IP information provided to
you by your ISP,

Choaose this option if your ISP uses PPPoE. (For most
DSL users)

PFTF and BigFPond Cable

{for Europe use only)

@ Dynamic PPPoE O Static PPPoE
;..........................;
E.........................‘?

' [optional)

______ ._' {optional)
U | Minutes
1492

& Enabled O Disabled

9 9O

Apply Cancel Help

L Help 1

Home > WAN > PPPoE

Please be sure to remove any existing PPPoE client software installed on your

computers.

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE
connection. Your ISP will provide you with a username and password. This option
is typically used for DSL services. Select Dynamic PPPoE to obtain an IP address
automatically for your PPPoE connection. Select Static PPPOE to use a static IP address

for your PPPoeE connection.

D-Link Systems, Inc.
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Using the Configuration Menu

PPPoE:

User Name:
Retype Password:
Service Name:

IP Address:

Primary DNS
Address:

Secondary DNS
Address:

MTU:

Auto-reconnect;

Choose this option if your ISP uses PPPoE. (Most DSL users
will select this option.)

Dynamic PPPoE: Receive an IP Address automatically from
your ISP.

Static PPPoE: You have an assigned (static) IP Address.
Your PPPoE username provided by your ISP.

Re-enter the PPPoE password.

Enter the Service Name provided by your ISP (optional).

This option is only available for Static PPPoE. Enter the static
IP Address for the PPPoE connection.

Primary DNS IP address provided by our ISP.

This option is only available for Static PPPoE. Enter the static
IP Address for the PPPoE connection.

Maximum Transmission Unit-1492 is the default setting-you
may need to change the MTU for optimal performance with
your specific ISP.

If enabled, the DI-624M will automatically connect to your ISP
after your system is restarted or if the PPPoOE connection is
dropped.

D-Link Systems, Inc.

20



DI-624M User’s Manual

Using the Configuration Menu

LAN

4]

Wizard

Wireless

100

WAN

DHCP

Bk

Home Advanced  Tools Status Help
The IP addre.ss of the DI-E24M.
IP Address |192.168.D.1
Subnet Mask |255.255.255.D
Local Damain Mame | {optional)
Apply Cancel Help
Home > LAN

LAN is short for Local Area Networ:.. This is considered your internal network. These
are the IP settings of the LAN interface for the DI-624M. These settings may be referred
to as Private settings. You may change the LAN IP address if needed. The LAN IP
address is private to your internal network and cannot be seen on the Internet.

IP Address:

Subnet Mask:

Local Domain
Name:

The IP address of the LAN interface. The default IP address
is: 192.168.0.1.

The subnet mask of the LAN interface. The default subnet
mask is 255.255.255.0.

This field is optional. Enter in the local domain name.

D-Link Systems, Inc.
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DHCP

DI-624M
1 Home

The DI-G24M can be setup as a DHCP Senver to distribute IP addresses to the LAN

F \ ' network.
DHCP Server * Enabled © Disabled
P Starting IP Address 192 168 0. |1DD
| Wireless
i Ending IP Address 192 168.0. |199
F Lease Time |1 Week v|
" WAN

2 90

,r_. Apply Cancel Help

Host Mame  IP Address MAC Address Expired Time
unknewn  192.168.0.101  00-50-BA-7D-E5-E1 Tan/03/2003 17.0%:05

Home > DHCP

DHCP stands for Dynamic Host Control Protocol. The DI-624M has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-624M. The DHCP Server will automatically allocate an unused IP address from the
IP address pool to the requesting computer. You must specify the starting and ending
address of the IP address pool.

DHCP Server: Select Enabled or Disabled. The default setting is Enabled.

Starting IP Address:
The starting IP address for the DHCP server’s IP
assignment.
Ending IP Address:
The ending IP address for the DHCP server’s IP assignment.
Lease Time:
The length of time for the IP lease. Enter the Lease time. The

D-Link Systems, Inc. 22
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Advanced

The Advanced tab provides the following configuration options: Virtual Server,
Applications, Filters, Parental Control, Firewall, DMZ, and Performance.

Virtual Server

DI-624
*l * | EEIEI  Advanced

Virtual Server is used to allow Internet users access to LAN senvices.
Virtual Server

t

 Enabled & Disabled

F' Name

. Protocol Type 'TCF'_V

‘ Filt Private Port L |

ers

Public Port | 1

Schedule O Always

P .jaY;-Sun _V-;m ,-Sun v
Firewall ) e

. i Serve ' = = Apfly |I:clmcel Help

Advanced > Virtual Server

The DI-624M can be configured as a virtual server so that remote users accessing
Web or FTP services via the public IP address can be automatically redirected to local
servers in the LAN (Local Area Network).

The DI-624M firewall feature filters out unrecognized packets to protect your LAN
network so all computers networked with the DI-624M are invisible to the outside world.
If you wish, you can make some of the LAN computers accessible from the Internet by
enabling Virtual Server. Depending on the requested service, the DI-624M redirects
the external service request to the appropriate server within the LAN network.

The DI-624M is also capable of port-redirection meaning incoming traffic to a particular
port may be redirected to a different port on the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the
Virtual Servers List. There are pre-defined virtual services already in the table. You
may use them by enabling them and assigning the server IP to use that particular
virtual service.
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Virtual Server:
Name:

Private IP:

Protocol Type:

Private Port:

Select Enabled or Disabled.
Enter the name referencing the virtual service.

The server computer in the LAN (Local Area Network) that will
be providing the virtual services.

The protocol used for the virtual service.

The port number of the service used by the Private IP
computer.

Public Port:
The port number on the WAN (Wide Area Network) side that
will be used to access the virtual service.
Schedule:
The schedule of time when the virtual service will be enabled.
The schedule may be set to Always, which will allow the
particular service to always be enabled. If itis set to Time, select
the time frame for the service to be enabled. If the system time
is outside of the scheduled time, the service will be disabled.
Example #1.
If you have a Web server that you wanted Internet users to
access at all times, you would need to enable it. Web (HTTP)
serveris on LAN (Local Area Network) computer 192.168.0.25.
HTTP uses port 80, TCP.
Name: Web Server
Private IP: 192.168.0.25
Protocol Type: TCP
Private Port: 80
Public Port: 80
.-I-I: A
RETIE Himvads 1H Hrodoc.od =caad e
ol Sigan HIL P 142 THA [ M I LA | s 1 2
J Click on this icon to edit the virtual service.
Fi 1] Click on this icon to delete the virtual service.
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Example #2:

If you have an FTP server that you wanted Internet users to
access by WAN port 2100 and only during the weekends, you
would need to enable it as such. FTP serveris on LAN computer

192.168.0.30. FTP uses port 21, TCP.

Name: FTP Server
Private IP: 192.168.0.30
Protocol Type: TCP
Private Port: 21
Public Port: 2100
Schedule: From: 01:00AM to 01:00AM, Sat to Sun

All Internet users who want to access this FTP Server must connect to it from port
2100. This is an example of port redirection and can be useful in cases where there
are many of the same servers on the LAN network.

Applications

L]
DI-624M

7

\'Iriunl Server

Applications

' Filters

amnul Control

]

Firewall

DMZ

—

Performance

=l

[ Home BWNTCOTVER Tools  Status Help

Special Application is used to run applications that require multiple connections.

O Enabled O Disabled

Mame | H Clear]

Trigger Port | el |
Trigger Type I_TCF' V|
Public Port |

Public Type | TCP |

pecial Applications Lis Apply Cancel Help
NAME Trigger Public

Battle net 6112 6112 4%
Dialpad 7175 51200-51201.51210 A%
eun 2019 2000-2038,2050-2051,2069,2085,3010-3030 [ 47
MSN Gaming Zone 47624 2300-2400,28800-29000 [T
PC-to-Phone 1205312120,12122 24150-24220 (4
Quick Timed 554 6970-6999 B

Advanced > Applications
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Some applications require multiple connections, such as Internet gaming, video
conferencing, Internet telephony and others. These applications have difficulties working
through NAT (Network Address Translation). Special Applications makes some of
these applications work with the DI-624M. If you need to run applications that require
multiple connections, specify the port normally associated with an application in the
“Trigger Port” field, select the protocol type as TCP or UDP, then enter the public ports
associated with the trigger port to open them for inbound traffic.

The DI-624M provides some predefined applications in the table on the bottom of the
web page. Select the application you want to use and enable it.

Note: Only one PC can use each Special Application tunnel.
Name: This is the name referencing the special application.

Trigger Port: This is the port used to trigger the application. It can be either
a single port or a range of ports.

Trigger Type: This is the protocol used to trigger the special application.

Public Port: This is the port number on the WAN side that will be used to
access the application. You may define a single port or a range
of ports. You can use a comma to add multiple ports or port
ranges.

Public Type: This is the protocol used to trigger the special application.
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Filters
IP Filters

Virlual Server

Applications

i

1 Firewall

i _DMZ

—

Performance

BT Advanced Tools " Status Help |

Filters are used to allow or deny LAN users from accessing the Internet

& IP Filters O MAC Filters

Use IP Filters to deny LAN IP addresses access to the Intemet.

© Enabled © Disabled
P |_i
Port |—|_|

F'rDtDCDITypEITCF‘ ;|
Schedule O Always

O time [00 ] - [00 1] [AM %] to [00 ] - [00 ] [am ¥]
say |50 Mo [5on B
9 9O
Apply Cancel Help
IP Range Protocol Schedule

TCP 20-21 always [T

Advanced > Filters > IP Filters

Filters are used to deny or allow LAN (Local Area Network) computers from accessing
the Internet. The DI-624M can be setup to deny internal computers by their IP or MAC
addresses. The DI-624M can also block users from accessing restricted Web sites.

IP Filters:

Protocol Type:

Schedule:

Use IP Filters to deny LAN IP addresses from accessing the
Internet. You can deny specific port numbers or all ports for
the specific IP address.

The IP address of the LAN computer that will be denied access
to the Internet.

The single port or port range that will be denied access to the
Internet.

Select the protocol type.

This is the schedule of time when the IP Filter will be
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MAC Filters

DI-624M '
|__Home IWTVITTRIE Tools Status __Help

Filters are used to allow or deny LAN users from accessing the Internet

7

-’.—-_

Virtual Server O IP Filters & MAC Filters

Applications

Use MAC address to allow or deny computers access to the network

gl

& Disabled MAC Filters
O Only allow computers with MAC address listed below to access the netwark

3 O Only deny computers with MAC address listed below to access the netwark
mml Control -
Name| H C|EEIFI

I 1T T /S | - 4 1 | 1 ]
l'u'IACAcIdressl_ 1=

Firewall e i o e el
DHCP Client | 171-mfager,00-08-DB-C0-E2-35  +| | Clone

\ or List Apply Cancel Help
flﬁ; MName MAC Address
Performance

1l

Advanced > Filters > MAC Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network)
computers by their MAC addresses from accessing the Network. You can either manually
add a MAC address or select the MAC address from the list of clients that are currently
connected to the Broadband Router.

Filters: Select the filter you wish to use; in this case, MAC filters was
chosen.
MAC Filters: Choose Disable MAC filters; allow MAC addresses listed

below; or deny MAC addresses listed below.

Name: Enter the name here.
MAC Address: Enter the MAC Address.
DHCP Client: Select a DHCP client from the pull-down list; click Clone to
copy that MAC Address.
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Parental Control

URL Blocking

DI-624

~

L__Home T VTN Tools Status ____ Help

Parental Contral filters are used to allow or deny LAN users from accessing the Internst.

Virtual Server & URL Blocking ) Domain Blocking

Applicalions Block those URLs which contain keywaords listed below

 Enabled ® Disabled
Filters |

|
"
Parental Control

Firewall a & o

Apply Cancel Help

1R

Advanced > Parental Control > URL Blocking

URL Blocking is used to deny LAN computers from accessing specific web sites by the
URL. A URL is a specially formatted text string that defines a location on the Internet.
If any part of the URL contains the blocked word, the site will not be accessible and
the web page will not display. To use this feature, enter the text string to be blocked
and click Apply. The text to be blocked will appear in the list. To delete the text, just
highlight it and click Delete.

Parental Control Select the filter you wish to use; in this case, URL Blocking
Filters: was chosen.
URL Blocking: Select Enabled or Disabled.
Keywords: Block URLs which contain keywords listed below. Enter the
keywords in this space.
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Domain Blocking

DI-624M
g' -m ek Tools —— Status__— Help

Parental Caontrol filters are used to allow or deny LAN users fram accessing the Internst.

“Virtual Server © URL Blocking & Domain Blocking

Applications ® [']isahle'd'
O Allow users to access all domains except "Blocked Domains”
Filters ; |

{HEE

Parental Control ‘
|

|

I ll‘

irewa
) Deny users to access all domains except "Permitted Domains”

DMZ |

B

Performance

Advanced > Parental Control > Domain Blocking

Domain Blocking is used to allow or deny LAN (Local Area Network) computers from
accessing specific domains on the Internet. Domain blocking will deny all requests to
a specific domain such as http and ftp. It can also allow computers to access specific
sites and deny all other sites.

Parental Select the filter you wish to use; in this case, Domain Blocking
ControlFilters: was chosen.

Domain Blocking: Disabled: Select Disabled to disable Domain Blocking.
Allow: Allows users to access all domains except Blocked
Domains.
Deny: Denies users access to all domains except Permitted
Domains.

Permitted Domains:

Enter the Permitted Domains in this field.

Blocked Domains: Enter the Blocked Domains in this field.
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Firewall

DI-624M

Virtual Server

oo
|
]

Applicalions

Filters

_mntul Contro|

Performance

i

BT  Advanced EPTE Status  Help

Firewall Rules can be used to allow or deny traffic fram passing through the DI-624M.

O Enabled O Disabled

i | AR e | (Ciear]

Action O Allow O Deny
Interface IP Range Stat IP Range End  Protocol Por Range
Source [ j’:| |I i

Destination |* _:|| || 'TCF‘ v_-| _|| |
Schedule O Always
O From time 00 v] (00 |[AM v]to |00 v -[00 | AM v]

9 90

AT 35 L Apply Cancel Help
Action Mame Source  Destination Protocol

day[Sun ¥|to[Sun ¥

Allow  Allow to Ping WAN port WARN.®  LAN.192.168.0.1 [CMP.3
Deny  Default it LARN.* i
Allow  Default AN 5T

Advanced > Firewall

Firewall Rules is an advanced feature used to deny or allow traffic from passing through
the DI-624M. It works in the same way as IP Filters with additional settings. You can
create more detailed access rules for the DI-624M. When virtual services are created
and enabled, it will also display in Firewall Rules. Firewall Rules contain all network
firewall rules pertaining to IP (Internet Protocol).

In the Firewall Rules List at the bottom of the screen, the priorities of the rules are from
top (highest priority) to bottom (lowest priority.)

Note:The DI-624M MAC Address filtering rules have precedence over the Firewall

Firewall Rules:

Name:

Destination:

Schedule:

Enable or disable the Firewall.
Enter the name.

Select Allow or Deny.

Enter the IP Address range.

Enter the IP Address range, the Protocol, and the Port
Range.
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DMZ

il

DI-624M
‘ ' |__Home IFTTEIN Tools  Status — Help

DMZ (Demilitarized Zone} is used to allow a single computer on the LAN to be exposed to

- the Internet
Virlual Server

O Enabled ® Disabled

IP Address 192 168 0. ICI

Applications

Filters 2 0
_ Apply Cancel Help
mn!:ICanh'oI

A

- -

irewall

Performance

/3

Advanced > DMZ

If you have a client PC that cannot run Internet applications properly from behind the
DI-624M, then you can set the client up for unrestricted Internet access. It allows a
computer to be exposed to the Internet. This feature is useful for gaming purposes.
Enter the IP address of the internal computer that will be the DMZ host. Adding a client
to the DMZ (Demilitarized Zone) may expose your local network to a variety of security
risks, so only use this option as a last resort.

DMZ: Enable or Disable the DMZ. The DMZ (Demilitarized Zone)
allows a single computer to be exposed to the internet. By
default the DMZ is disabled.

IP Address: Enter the IP Address of the computer to be in the DMZ.
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Performance

DI-624M

Virfual Server

Applications

Filters

ramxl Control

ad
]
p—

F

irewall

Tomz

__Home JWVVITVRE Tools  Status Help |

These are the Wirsless Performance features for the AP{Access Point) Portion

TX Rate - [ Auto ¥ |\bps)
Transmit Power EI_EEE
Beacon interval |@ {mszec. range:20~1000. default:100)
RTS Threshold - [2346 | (range: 1~2346. default 2346)
Fragmentation I_Z_@ {range: 256~2346. default:2346. even number only)

DTIM interval |'|_ ![range 1~255, default:1)
Preamble Type - & Short Preamble © Long Preamble

CTS Mode - O None O Always @ Auto
9 9O

Apply Cancel Help

Advanced > Performance

Note: These features will be available in future firmware releases.

TX Rate:
Transmit Power:

Beacon Interval:

RTS Threshold:

Fragmentation:

Auto is the default selection. Select from the drop down
menu.

100% is the default selection. Select from the drop down
menu.

Beacons are packets sent by an Access Point to synchronize
a wireless network. Specify a value. 100 is the default setting
and is recommended.

This value should remain at its default setting of 2432. If
inconsistent data flow is a problem, only a minor modification
should be made.

The fragmentation threshold, which is specified in bytes,
determines whether packets will be fragmented. Packets
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DTIM Interval:

Preamble Type:

CTS Mode:

(Delivery Traffic Indication Message) 3 is the default setting. A
DTIM is a countdown informing clients of the next window for
listening to broadcast and multicast messages.

Select Short or Long Preamble. The Preamble defines the
length of the CRC block (Cyclic Redundancy Check is a
common technique for detecting data transmission errors) for
communication between the wireless router and the roaming
wireless network adapters. Note: High network traffic areas
should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions
among wireless devices on a wireless local area network
(LAN). CTS will make sure the wireless network is clear before
a wireless client attempts to send wireless data. Enabling CTS
will add overhead and may lower wireless throughput.

None: CTS is typically used in a pure 802.11g environment. If
CTS is set to “None” in a mixed mode environment populated
by 802.11b clients, wireless collisions may occur frequently.
Always: CTS will always be used to make sure the wireless
LAN is clear before sending data.

Auto: CTS will monitor the wireless network and automatically
decide whether to implement CTS based on the amount of
traffic and collisions that occurs on the wireless network.
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Tools

The Advanced tab provides the following options: Admin, Time, System, Firmware,
and Misc.

Admin

| __Home _ Advancediilll "R Status _ Help |

ninistrator Settings

Administratars can chénge their login passwaord.

Adrministrator (The Login Mame is "admin”)

Mew Password |‘"‘""""""*""**"*

Confirrm Password |“"‘""*'*'“""*'*'“'*"’

User (The Login name is "user”)

Mew Password |‘"‘""""""*""**"*

Confirrm Password |“"‘""*'*'“""*'*'“'*"’

" Enabled ™ Disabled
IP Address [*

Port IBDBEI vI

Tools > Admin

At this page, the DI-624M administrator can change the system password. There are
two accounts that can access the Broadband Router’s Web-Management interface.
They are admin and user. Admin has read/write access while user has read-only access.
User can only view the settings but cannot make any changes.
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Administrator:

Password:

User:

Password:

Remote

Management:

IP Address:

Port:

Example:

admin is the Administrator login name.
Enter the password and enter again to confirm.
user is the User login name.

Enter the password and enter again to confirm

Remote management allows the DI-624M to be configured
from the Internet by a web browser. A username and password
is still required to access the Web-Management interface. In
general, only a member of your network can browse the built-
in web pages to perform Administrator tasks. This feature
enables you to perform Administrator tasks from the remote
(Internet) host.

The Internet IP address of the computer that has access to the
Broadband Router. If you input an asterisk (*) into this field,
then any computer will be able to access the Router. Putting
an asterisk (*) into this field would present a security risk and
is not recommended.

The port number used to access the Broadband Router.

http://x.x.x.x:8080 where x.x.x.x is the WAN IP address of the
Broadband Router and 8080 is the port used for the Web-
Mangement interface.
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Time
&

Time

Time Zone:

Default NTP Server:

Set the Time:

Daylight Saving:

[ _Home _ AdvancedR C*I"SN Status Help

Local Tirme Dec/27/2002 17:31:51

Time Zone [ (GMT-05:00) Pacific Time (US & Canada) =
Default NTP Sewer' {optional)

Set the Time

Set the DI-B24M system time.

Year | 2002 = Marth | Dec =] Day |27 =]

Huur|17 "l Minute|31 'l Second |51 'I

Daviiaht Savi " Enabled @ Dizgabled
WSS oyt [Tan =] [07 =] End [Jan =] [01 =]

9 909

Apply Cancel Help

Tools > Time

Select the Time Zone from the pull-down menu.

NTP is short for Network Time Protocol. NTP synchronizes
computer clock times in a network of computers. This field is
optional.

To manually input the time, enter the values in these fields for
the Year, Month, Day, Hour, Minute, and Second. Click Set
Time.

To select Daylight Saving time manually, select enabled or
disabled, and enter a start date and an end date for daylight
saving time.
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System

I DI-624M

i| Admin

Tools

Sawve Settings To Local Hard Drive
Save

Load Settings From Local Harg Drjve

| .

Load |

Restore To Factory Default Settings

Restore |

Help

Tools > System

The current system settings can be saved as a file onto the local hard drive. The saved
file or any other saved setting file can be loaded back on the Broadband Router. To
reload a system settings file, click on Browse to browse the local hard drive and locate
the system file to be used. You may also reset the Broadband Router back to factory
settings by clicking on Restore.

Save Settings to
Local Hard Drive:

Load Settings from
Local Hard Drive:

Restore to Factory
Default Settings:

Click Save to save the current settings to the local Hard

Drive.

Click Browse to find the settings, then click Load.

Click Restore to restore the factory default settings.
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Firmware

1

Firmware

W Misc,

i

| _Home _ Advanceciilb (UMM Status Help |

il

There may be new firrmware for your DFE24M  to improve functionality and performance.
Click here to check for an upgrade on our support site,

To upgrade the firrmware, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Apply button below to start the
firmware upgrade.

Current Firmware Yersion: 1.00

Firmware Date:
Browse |

9 90O

Apply Cancel Help

Tools > Firmware

You can upgrade the firmware of the Router here. Make sure the firmware you want
to use is on the local hard drive of the computer. Click on Browse to browse the local
hard drive and locate the firmware to be used for the update. Please check the D-Link
support site for firmware updates at http://support.dlink.com. You can download firmware
upgrades to your hard drive from the D-Link support site.

Firmware Upgrade:

Browse:

Click on the link in this screen to find out if there is an updated
firmware; if so, download the new firmware to your hard
drive.

After you have downloaded the new firmware, click Browse in
this window to locate the firmware update on your hard drive.
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Misc.

(SN Status___Help |

Finig |est

Ping Test is used to send "Fing" packets to test if a computer is on the Internet.
Host Mame or [P :
address ml

nestarn vVevice

Rehoots the DI-G24M.

Reboot |

Biock WAHN Ping
When you "Block WAN Ping", you are causing the public WAN IP address on the DIHE24M

to not respond to ping commands. Pinging public WAN [P addresses is a comman
method used by hackers to test whether your WAN IP address is valid.

Discard PING from ¥WAN side ¢ Enabled & Disabled

UPHP Settings

& Enabled ¢ Disabled

& Enabled ¢ Disabled

VPN Pass-Through
,

Allows %PM connections to work through the DI-B24M.

FPFTP & Enabled ¢ Disabled
IPSec % Enabled ¢ Disabled
Dynamic DNS

DDNS " Enabled & Disabled

Server Address

I
Host Marme |
Username |
Pasgword |
Apply Cancel Help
" — — — — — —

Tools > Misc.
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Ping Test:

Restart Device:

Block WAN Ping:

UPNP:

Gaming Mode:

Dynamic DNS:

VPN Pass Through::

The Ping Test is used to send Ping packets to test if a computer
is on the Internet. Enter the IP Address that you wish to Ping,
and click Ping.

Click Reboot to restart the DI-624M.

If you choose to block WAN Ping, the WAN |P Address of the
DI-624M will not respond to pings. Blocking the Ping may
provide some extra security from hackers.

Discard Ping from WAN side: Click Enabled to block the WAN
ping.

To use the Universal Plug and Play feature click on Enabled.
UPNP provides compatibility with networking equipment,
software and peripherals of the over 400 vendors that cooperate
in the Plug and Play forum.

Gaming mode allows a form of pass-through for certain Internet
Games. If you are using Xbox, Playstation2 or a PC, make
sure you are using the latest firmware and Gaming Mode is
enabled. To utilize Gaming Mode, click Enabled. If you are
not using a Gaming application, it is recommended that you
Disable Gaming Mode.

Dynamic Domain Name System is a method of keeping a
domain name linked to a changing IP Address. This is a
useful feature since many computers do not use a static IP
address.

The DI-624M supports VPN (Virtual Private Network) pass-
through for both PPTP (Point-to-Point Tunneling Protocol) and
IPSec (IP Security). Once VPN pass-through is enabled, there
is no need to open up virtual services. Multiple VPN connections
can be made through the DI-624M. This is useful when you
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Tools

The Advanced tab provides the following options: Device Info, Log, Stats, and

Device Info
DI-624M
I ol Home Advanced Tools satus  [TETIRN

Firmware Version: 1.00 ,
| Devicelnfo LAl
SRS =—— ¥ MAC Address 00-03-2F-FF-F0-85

W IP Address 192.165.0.1

i Subnet Mask 255 255 2550
DHCP Server Enabled

L Stats

' AN

e MAC Address 00-03-2F-FF-FO-86
Wireless

Connection OHCP Client Connected  PHCP Release DHCP Renew

IP Address 10.80.1.54
Subnet Mask 255.0.0.0
Default Gateway 10.10.10.100
DNS 10.10.10.41 10.10.10.45 192152 811

Wireless 802.11g
MAC Address 00-50-B3-05-00-32

SSID GiGi

Status > Device Info

This page displays the current information for the DI-624M. It will display the LAN,
WAN and MAC address information. If your WAN connection is set up for a Dynamic
IP address then a Release button and a Renew button will be displayed. Use Release
to disconnect from your ISP and use Renew to connect to your ISP. If your WAN
connection is set up for PPPoE, a Connect button and a Disconnect button will be
displayed. Use Disconnectto drop the PPPoE connection and use Connectto establish
the PPPoOE connection.
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This window will show the DI-624M’s working status:

WAN: IP Address: WAN/Public IP Address
Subnet Mask: WAN/Public Subnet Mask
Gateway: WAN/Public Gateway IP Address
Domain Name Server: WAN/Public DNS IP Address
WAN Status: WAN Connection Status
LAN: IP Address: LAN/Private IP Address of the DI-624M
Subnet Mask: LAN/Private Subnet Mask of the DI-624M
Wireless: MAC Address: Displays the MAC address
SSID: Displays the current SSID
Channel: Displays the current channel

WEP: indicates whether WEP is enabled or disabled
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g
DI-624M
‘ ! Home  Advanced Tools status BN

Wiewy Lag displays the activities occurring on the DI-624M. Click on Log Settings for advance

Dec/27/2002 17:09:11  DHCP Dhzcover
Dec/272002 170907  System started
! Wireless Deci27/2002 17:05:.07  DHCP Discover

.jr==r featuras.
" Device Info
First Page Last Page Frevious | Ne::ll Clearl Lag Settings | Help
Log page 1 of 1
Time hWeszage Source Destination Mote
F__ Dec/27/2002 17.09:11  DHCP Eequest success 10.80.1.94
Stats Dec/27/2002 17.0%:11  DHCP Request 10.50.1.54
_

Status > Log

The Broadband Router keeps a running log of events and activities occurring on the
Router. If the device is rebooted, the logs are automatically cleared. You may save the
log files under Log Settings.

View Log: First Page - The first page of the log.
Last Page - The last page of the log.
Previous - Moves back one log page.
Next - Moves forward one log page.
Clear - Clears the logs completely.

Log Settings - Brings up the page to configure the log.
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Log Settings

Dl-ﬁ.ZGlM

e — Logs can be saved by sending it to an admin email address.
Device Info

Home Advanced Tools Status m

Lodg settings

SMTP Server / 1P Address |

Email Address | Send Mail Mow |
Lag Type ¥ System Activity
™ Debug Information
W Attacks
v " Dropped Packets
Wireless B

9 90

Apply Cancel Help

Status > Log > Log Settings

Not only does the Broadband Router display the logs of activities and events, it can
setup to send these logs to another location.

SMTP Server/  IP The address of the SMTP server that will be used to send the
Address: logs.
Email Address: The email address to which the logs will be sent. Click on Send

Mail Now to send the email.
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Using the Configuration Menu

Stats

DI-624M

I Device Info

Refresh | Reset | O
E— Help
Log Receive Trangrmit
VWAN 3964 Packets 277 Packets
LAN 1317 Packets 2321 Packets

i

Home Advanced

Tools

Status

Traffic Statistics

Tfa-ﬁ’lc Statistics display Receive and Transmit packets passing through the DI-E24M.

WIRELESS 119 963 Packets

0 Packets

Stats

Wireless

Status > Stats

The screen above displays theTraffic Statistics. Here you can view the amount of
packets that pass through the DI-624M on both the WAN and the LAN ports. The traffic
counter will reset if the device is rebooted.

Wireless

Status m

— -]

9

Help

Home Advanced Tools

nected Wireless Lllent List

The Wireless Client table below displays ¥Wireless clients Connected to the AP

[ (Access Point).

Device Info
Connected Time

MAC Address hode

-I'IE—L?-ﬂ

Status > Wireless

The wireless client table displays a list of current connected wireless clients. This table
also displays the connection time and MAC address of the connected wireless client.
Click on Help at any time, for more information.
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work, using Microsoft
Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com and http:/www.
microsoft.com/windows2000 for information about networking computers using
Windows 2000, ME or 98.

Go to Start>Control Panel>Network Connections.

Select Set up a home or small office network.

Hebwork Setup Wizard

Wielvorne Loy Lhae Ple Darorke Seelup
Wizard

Thiz airond ~ilbepoociael op sk cem=LE =5 Lk as W e
AZiwrk. i 3 rohecil v g

* Lezma 30 Inberasl conaechiar

= Solugy e, Zo e o Foeecl
= Lo b Lo

LIRS (S0 B | {IE

lo sl e e e Hesl,

When this screen appears, Click Next.
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Please follow all the instructions in this window:

Hebsyork Setup YWizard

Defore wou comlinue. ..

Tazr, e[l = b S - dsew

LI [ Rl [ Tl PRI TR o o o Rt o

= Trmoe sl wemndees pieesiz oor ceecimed mind=me
* Crrver: e b slcivet

b won sBr o b b einaed el seanea e acckod rleme ceveeion 3 v rcharl:

< Llack. " Max: - ]l —anzal

Click Next.

In the following window, select the best description of your computer. If your computer
connects to the internet through a gateway/router, select the second option as

= _
Metsonk Setup Wizand

Eedevl o vosmmecAnen mnelhiod.

s=heo e vldam Ll A oevldess D2y coeocama e |
1 The Zorrpuccreznazots dicok 1o ke cleeok The atbe: compaiors o9 my achaory cooncs!
o lle o ba el doogh iz comokan,

L] =2Ims
(5 R Srcpeereenaeos b rhered b gh Shocber Soepeer e e ok oo Ihengh;
BT e a1 e =
iy a1 zx=nik

|:": Llh:

—ea rrore sbout home o woal allize wsiwer con'in. 1o ons

| v =k At Cenmel

Click Next.
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Enter a Computer description and a Computer name (optional).

i LT TR B T T TR R T

[ime thia comqaies A deacsiplion and rame =

Zamanla _esiliog, Mary's Computar

EH:IIIIII.lﬂ'.i. Sende Boooon Somovle ke Cpacd's Co s la
“anmalher soes i:lf.'q'_‘e
Fucmplw T2 er I

Tar e FoCpircrk-mT it Office

—COr MG 200 Corpier nomss ard Josistinss

+ Back || Mot - | —ErE

Click Next.
Enter a Workgroup name. All computers on your network should have the same
Workgroup name.

It lymnpb: Sl izon

Mamnr prour nedwnrk

ki o =ty st ov cpms_d i o sgusp riams Lo, o] v lee oo v niale_ih,
i1zulz have ke rzme vt gqioup rare

i | Hs W E oy el . Lmara.niing
S-arrpl=x HOW = - 0FF =

< M-k ][_ﬂ-.:d:- |  erem ]

Click Next.
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Please wait while the Network Setup Wizard applies the changes.

metwnek Selip Wizand

Fomby v apply nulvwamk, sullinnges. ..

b wmza - oval ool b Clovareg eonge, Dy pooczis man cke = lew mrnaey I copde
A carok e ilemasled

Scding:
Mol o reyz

Cn=piee d=an phicee Wary's Cnrguiber
CA—pi e ko 2

gl 100D R Ao g

bz Sl ae Lo ereylode arad aim e Devs voen v =d o s coopaley iz aeen)
tharez,

ToazplathEis eningi, ook Hex

| et L tote ][ tawa |

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer. This may take
a few minutes.

Hepron i Setap Wizardd

Phazep wai. ..

=

e el v e g v cand o Doviss thes Compdn bor - cne o s A o5 - deabory Tk
Sioc =it mmn =k e rnnales

sk
o
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Networking Basics

In the window below, select the option that fits your needs. In this example, Create a
Network Setup Disk has been selected. You will run this disk on each of the computers

on your network. Click Next.

M lwon ks Sutup Y=ol

Y¥ru're mlmnsl done

b wWirdoak P C0 zia Nesaor e Schuz Cose

wWehar con ol sl b 47

Srzzge s Feio 3alip Sick:

75 _lee Him bo=tomik TmeLpllisk =k=ack b=
O dse e Wi doess SPCD

!_:ldlr-l fisizhta= wip=id: costreed onk dbe Simoed oeoalbee Soecris

e, »

= o onrzed e e Yesas < Sdlal My gend oooe Cneezoh ol The con ez Crig
‘EI') refane Toni- B wrrse nooeorpee=is ks =is el noriae Man-re: 25T oo e Las

Insert a disk into the Floppy Disk Drive, in this case drive A.

[l Lot B e L L e

Inared thee disk poas mant In e

Inses: ad i Hie pve Hi= bobosarg diek - we, and e - clic s b=

3% Thory 1)

If gov 1 wamrk = foend e cisk, ~Bck Trmear Tisk

lor—a: e |

Click Next.
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Copying...

¥ = -

Please wait while Eae wizard copies Files. ..

) Carnzl |

Please read the information under Here’s how in the screen below. After you complete
the Network Setup Wizard you will use the Network Setup Disk to run the Network
Setup Wizard once on each of the computers on your network. To continue click

Metwork Setup WYizand

Ta run Hee wizard with the Natwork Sotup Dizk

i Conrplzic tac wisand crd oot iz camovks Thoh, wec tho ool Sciua Coscboon
L\fJ e Hoave b, S "Wihea Coorwm oo wachs ol B clbian oo g b e way pslysb,

F-irzh-w
T. vzl iz Boelooak Seluya L e pilduboe iz ooz govnmarnn, locielbooak,

AO0pesr B Cooop cder =nd ke epes - His be=leamik Slop sk
B Douklz Ao thozop

| : Bace [ Ha-t: ]
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Please read the information on this screen, then click Finish to complete the Network
Setup Wizard.

etk Selup Yhzard

Complefing rhe Nerwork Setup
Wiz =

g e aoeeest il sl un his cempues e b -1 smeld
cffice ichal g,

lor -elz vuky bio—ee or szl ot ce -ebaoronz, e be
I cning tapize nHepasd Suzpot Cobeer

v L peg e Farec Lo o mimrks boode-
< Shoizaflzaod o

Ievee Jlbe vu palas werno nzleoak, ok Sla s, and e
cled: Sy bo-hwed: 2 anes

Tecoabgwand, ok S,

[ cmak )| reia |

The new settings will take effect when you restart the computer. Click Yes to restart
the computer.

Spstent Sprrings Changp

™ “un sl resdarl v comiaaler Lefore U e e w20 g wil Lake elTedl,

[ i WACE B r=skAFE wnlie rempne=s o

You have completed configuring this computer. Next, you will need to run the Network
Setup Disk on all the other computers on your network. After running the Network
Setup Disk on all your computers, your new wireless network will be ready to use.
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Naming Your Computer

To name your computer, please follow these directions:In Windows XP:

B Click Start (in the lower left corner of the screen).
B Right-click on My Computer.
B Select Properties and click.

g, Internet # My Dacmi=nts
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w | Fies m=d Seb-nge Transhe Fenzme
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B Select the Computer Name Tab in the System Properties window.
B You may enter a Computer Description if you wish; this field is optional.

B To rename the computer and join a domain, Click Change.

ayslen Propenlivy

1 sem Hashoe Alcrzhiz Cpoates Hemale

Gereel | ComputerBlame™ ) Jladoere | Advasced

'--i. “wihdnws uzes the ‘v infrmar o niderrig poo rampue
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B |n this window, enter the Computer name.

B Select Workgroup and enter the name of the Workgroup.

B All computers on your network must have the same Workgroup name.
m Click OK.

Crmpiiter Name Changes

You can changz lhe name and the membershio of this
computzr Charges may affec: access bo neswork esourzes.

Computer nane
Difice
Fall camputsr hame
Office
HMare..

b embe: cf

) Doenaire

& whorkaaun
Ao nting

| UK |[ Cance ]

Checking the IP Address in Windows XP

The wireless adapter-equipped computers in your network must be in the same IP
Address range (see Getting Started in this manual for a definition of IP Address Range.)
To check on the IP Address of the adapter, please do the following:

B Right-click on the Local Area Connection icon in the task bar.
m Click on Status.

Dizsahble

Repair

Wiewy Available Wirelzss Metworks

Open Metwaork Connections

3:05 P
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This window will appear:

B Click the Support tab.
m Click Close.

Wireless Network Connection f Status @[z|

| General Support _

|ntermet Protocal [TCPAP)

Address Type: Azsigned by DHCP
IP Address: 192.168.0.114
Subriet Mazk: 255.255.255.0
Default Gateway: 192.165.0.1

Details...

Cloze
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Assigning a Static IP Address in Windows

Note: Residential Gateways/Broadband Routers will automatically assign IP Addresses
to the computers on the network, using DHCP (Dynamic Host Configuration Protocol)
technology. If you are using a DHCP-capable Gateway/Router you will not need to
assign Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static
IP Address, please follow these instructions:

B Go to Start.
B Double-click on Control Panel.
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B Right-click on Local Area Connections.
B Click on Properties.

1_11 Hahwark ConnecHone
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® Click on Internet Protocol (TCP/IP).

B Click Properties.

B Input your IP address and subnet mask. (The IP Addresses on your network
must be within the same range. For example, if one computer has an IP
Address of 192.168.0.2, the other computers should have IP Addresses that
are sequential, like 192.168.0.3 and 192.168.0.4. The subnet mask must be the
same for all the computers on the network.)
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server,

Input your DNS server addresses. (Note:

If you are enterin? a DNS

you must enter the IP Address of the Default Gateway.

The DNS server information will be supplied by your ISP (Internet Service Provider.)

H Click OK.
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Assigning a Static IP Address in Macintosh

B Go to the Apple Menu and select System Preferences.
® Click on Network.
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B Select Built-in Ethernet in the Show pull-down menu.
B Select Manually in the Configure pull-down menu.
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o
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B Input the Static IP Address, the Subnet Mask and the Router IP Address in
the appropriate fields.

H Click Apply Now.
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B Go to the Apple Menu and select System Preferences.
® Click on Network.

B Syster Arefrrences
L
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B Select Built-in Ethernet in the Show pull-down menu.
B Select Using DHCP in the Configure pull-down menu.
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B Click Apply Now.

B The IP Address, Subnet mask, and the Router’s IP Address will appear in a
few seconds.
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Checking the Wireless Connection by Pinging
in Windows XP and 2000

Go to Start > Run > type emd. A window similar to this one will appear. Type ping
XXX.XXX.XXX.XXX, where xxx is the IP Address of the Wireless Router or Access Point.
A good wireless connection will show four replies from the Wireless Router or Acess
Point, as shown.
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Checking the Wireless Connection by Pinging
in Windows Me and 98

Go to Start > Run > type command. A window similar to this will appear. Type ping
XXX XXX XXX XXX Where xxx is the IP Address of the Wireless Router or Access Point.

A good wireless connection will show four replies from the wireless router or access
point, as shown.
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Troubleshooting

This Chapter provides solutions to problems that can occur during the installation and
operation of the DI-624M Wireless Broadband Router. We cover various aspects of
the network setup, including the network adapters. Please read the following if you
are having problems.Note: It is recommended that you use an Ethernet connection to
configure the DI-624M Wireless Broadband Router.

Note: It is recommended that you use an Ethernet connection to configure the
DI-624M Wireless Broadband Router.

1. The computer used to configure the DI-624M cannot access the Configuration
menu.

B Checkthat the Ethernet LED on the DI-624M is ON. If the LED is not ON, check
that the cable for the Ethernet connection is securely inserted.

B Check that the Ethernet Adapter is working properly. Please see item 3 (Check
that the drivers for the network adapters are installed properly) in this
Troubleshooting section to check that the drivers are loaded properly.

B Check that the IP Address is in the same range and subnet as the DI-624M.
Please see Checking the IP Address in Windows XP in the Networking
Basics section of this manual.

Note: The IP Address of the DI-624M is 192.168.0.1. All the computers on the network
must have a unique IP Address in the same range, e.g., 192.168.0.x. Any computers
that have identical IP Addresses will not be visible on the network. They must all have
the same subnet mask, e.g., 255.255.255.0.

B DoaPingtestto make sure that the DI-624M is responding. Go to Start>Run>Type
Command>Type ping 192.168.0.1. A successful ping will show four replies.

Note: If you have changed the default IP Address, make sure to ping the correct IP
Address assigned to the DI-624M.

e piny 192 163,51
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2. The wireless client cannot access the Internet in the Infrastructure mode.

Make sure the wireless client is associated and joined with the correct Access Point. To
check this connection: Right-click on the Local Area Connection icon in the taskbar>
select View Available Wireless Networks. The Connect to Wireless Network screen
will appear. Please make sure you have selected the correct available network, as
shown in the illustrations below.

Disablz
Status
Fepair

Yiewn Swailable Wireless Mebworks

open Mekwork Connections —_—

Connect to Wireless Network

The following netwark (=] are available. To access a network, select
it from the list, and then click Connect.

Avallable network.s:

i alan ~

i dan

a
w

i mn

IF pou are having difficulty connecting bo a network, chick Advanced.

[ Connect ][ Cancel ]

B Check that the IP Address assigned to the wireless adapter is within the same
IP Address range as the access point and gateway. (Since the DI-624M has
an IP Address of 192.168.0.1, wireless adapters must have an IP Address in the
same range, e.g., 192.168.0.x. Each device must have a unique IP Address;
no two devices may have the same IP Address. The subnet mask must be the
same for all the computers on the network.) To check the IP Address assigned
to the wireless adapter, double-click on the Local Area Connection icon in
the taskbar > select the Support tab and the IP Address will be displayed.
(Please refer to Checking the IP Address in the Networking Basics section
of this manual.)

B [fitis necessary to assign a Static IP Address to the wireless adapter, please
refer to the appropriate section in Networking Basics. If you are entering a DNS
Server address you must also enter the Default Gateway Address. (Remember
that if you have a DHCP-capable router, you will not need to assign a Static IP
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3. Check that the drivers for the network adapters are installed properly.

You may be using different network adapters than those illustrated here, but this

procedure will remain the same, regardless of the type of network adapters you are
using.

B Go to Start > My Computer > Properties.
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B Select the Hardware Tab.
B Click Device Manager.
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B Double-click on Network Adapters.

B Right-click on D-Link DWL-G650M Super G Smart Antenna Wireless Notebook
Adapter. (In this example we use the DWL-G650M; you may be using other
network adapters, but the procedure will remain the same.)

B Select Properties to check that the drivers are installed properly.
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B | ook under Device Status to check that the device is working properly.
m Click OK.
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4. What variables may cause my wireless products to lose reception?

D-Link products let you access your network from virtually anywhere you want. However,
the positioning of the products within your environment will affect the wireless range.
Please refer to Installation Considerations in the Wireless Basics section of this
manual for further information about the most advantageous placement of your D-Link
wireless products.

5. Why does my wireless connection keep dropping?

Antenna Orientation- Try different antenna orientations for the DI-624M. Try to
keep the antenna at least 6 inches away from the wall or other objects.

If you are using 2.4GHz cordless phones, X-10 equipment or other home
security systems, ceiling fans, and lights, your wireless connection will degrade
dramatically or drop altogether. Try changing the Channel on your Router, Access
Point and Wireless adapter to a different Channel to avoid interference.

Keep your product away (at least 3-6 feet) from electrical devices that generate
RF noise, like microwaves, Monitors, electric motors, etc.

6. Why can’t | get a wireless connection?

If you have enabled Encryption on the DI-624M, you must also enable encryption on
all wireless clients in order to establish a wireless connection.

For 802.11b, the Encryption settings are: 64, 128, or 256 bit. Make sure that
the encryption bit level is the same on the Router and the Wireless Client.

Make sure that the SSID on the Router and the Wireless Client are exactly the
same. If they are not, wireless connection will not be established.

Move the DI-624M and the wireless client into the same room and then test the
wireless connection.

Disable all security settings. (WEP, MAC Address Control)\

Turn off your DI-624M and the client. Turn the DI-624M back on again, and then
turn on the client.

Make sure that all devices are set to Infrastructure mode.

Check that the LED indicators are indicating normal activity. If not, check that
the AC power and Ethernet cables are firmly connected.

Check that the IP Address, subnet mask, gateway and DNS settings are correctly
entered for the network.

If you are using 2.4GHz cordless phones, X-10 equipment or other home
security systems, ceiling fans, and lights, your wireless connection will degrade
dramatically or drop altogether. Try changing the Channel on your DI-624M, and
on all the devices in your network to avoid interference.

Keep your product away (at least 3-6 feet) from electrical devices that generate
RF noise, like microwaves, Monitors, electric motors, etc.
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7. | forgot my encryption key.
B Reset the DI-624M to its factory default settings and restore the other devices

on your network to their default settings. You may do this by pressing the Reset
button on the back of the unit. You will lose the current configuration settings.

8. Resetting the DI-624M to Factory Default Settings

After you have tried other methods for troubleshooting your network, you may choose to
Reset the DI-624M to the factory default settings. Remember that D-Link Super G Smart
Antenna products network together, out of the box, at the factory default settings.

Reset
Button

To hard-reset the DI-624M to Factory Default Settings, please do the following:

Locate the Reset button on the back of the DI-624M.
Use a paper clip to press the Reset button.
Hold for about 10 seconds and then release.

After the DI-62M reboots (this may take a few minutes) it will be reset to the
factory Default settings.
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Technical Specifications

Standards
® |EEE 802.11g
m |[EEE 802.11b
m |EEE 802.3
m |[EEE 802.3u

VPN Pass Through/ Multi-Sessions
m PPTP
m L2TP
H |PSec

Device Management

B Web-Based- Internet Explorer v6 or later; Netscape Navigator v7 or later; or
other Java-enabled browsers

B DHCP Server and Client

Advanced Firewall Features
B NAT with VPN Passthrough (Network Address Translation)
MAC Filtering
IP Filtering
URL Filtering
Domain Blocking
B Scheduling

Wireless Operating Range
B Indoors — up to 328 feet (100 meters)
B Qutdoors — up to 1312 feet (400 meters)

Operating Temperature

B 32°F to 131°F (0°C to 55°C)
Humidity:

B 95% maximum (non-condensing)
Safety and Emissions:

m FCC

Wireless Frequency Range:
B 24GHzto 2.462GHz
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LEDs:
® Power
® WAN
® LAN (10/100)
B WLAN (Wireless Connection)

Physical Dimensions:
B | =7.56 inches (192mm)
B W =4.65inches (118mm)
B H=1.22inches (31mm)

Wireless Transmit Power:
B 15dBm =+ 2dB

Security:

B WPA- WiFi Protected Access (64-,128-WEP with TKIP, MIC, IV Expansion,
Shared Key Authentication)

External Antenna Type:
B Dual non-detachable antennas

Modulation Technology:
B Orthogonal Frequency Division Multiplexing (OFDM)

Power Input:

B Ext. Power Supply DC 5V, 2.5A
Weight:

® 10.8 oz. (0.3kQ)
Warranty:

B 1 year

Wireless Data Rates with Automatic Fallback:
® 108 Mbps
54 Mbps
48 Mbps
36 Mbps
24 Mbps
18 Mbps
12 Mbps
11 Mbps

D-Link Systems, Inc. 71



DI-624M User’s Manual

Technical Specifications

9 Mbps
6 Mbps
5.5 Mbps
2 Mbps
1 Mbps

Receiver Sensitivity:

108Mbps

54Mbps OFDM, 10% PER, -71dBm
48Mbps OFDM, 10% PER, -71dBm
36Mbps OFDM, 10% PER, -78dBm
24Mbps OFDM, 10% PER, -82dBm
18Mbps OFDM, 10% PER, -85dBm
12Mbps OFDM, 10% PER, -87dBm
11Mbps CCK, 8% PER, -85dBm
9Mbps OFDM, 10% PER, -90dBm
6Mbps OFDM, 10% PER, -91dBm
5.5Mbps CCK, 8% PER, -88dBm
2Mbps QPSK, 8% PER, -89dBm
1Mbps BPSK, 8% PER, -92dBm
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Frequently Asked Questions

1 Why can't | access the Web based configuration?

When entering the IP Address of the DI-624M (192.168.0.1), you are not connecting
to the Internet or have to be connected to the Internet. The device has the utility built-
in to a ROM chip in the device itself. Your computer must be on the same IP subnet to
connect to the web-based utility.

To resolve difficulties accessing a Web utility, please follow the steps below.

Step 1: Verify physical connectivity by checking for solid link lights on the device. If you
do not get a solid link light, try using a different cable or connect to a different port on
the device if possible. If the computer is turned off, the link light may not be on.

What type of cable should | be using?

The following connections require a Crossover Cable:
Computer to Computer

Computer to Uplink Port

Computer to Access Point

Computer to Print Server

Computer/XBOX/PS2 to DWL-810
Computer/XBOX/PS2 to DWL-900AP+

Uplink Port to Uplink Port (hub/switch)

Normal Port to Normal Port (hub/switch)

The following connections require a Straight-through Cable:
Computer to Residential Gateway/Router

Computer to Normal Port (hub/switch)

Access Point to Normal Port (hub/switch)

Print Server to Normal Port (hub/switch)

Uplink Port to Normal Port (hub/switch)

Rule of Thumb:
”If there is a link light, the cable is right.”
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What's the difference between a crossover cable and a straight-through cable?
The wiring in crossover and straight-through cables are different. The two types of
cable have different purposes for different LAN configurations. EIA/TIA 568A/568B
define the wiring standards and allow for two different wiring color codes as illustrated
in the following diagram.

White-Green
Green
White-Orange
Blue
White-Blue
Orange
White-Brown
Brown

S0 == T L e L) e =

5684 CABLE END

White-Orange
Orange
White-Green
Blue
White-Blue
Green
White-Brown
Brown

[--R N - A R L

5688 CABLE END

*The wires with colored backgrounds may have white stripes and may be denoted that
way in diagrams found elsewhere.

How to tell straight-through cable from a crossover cable:

The main way to tell the difference between the two cable types is to compare the wiring
order on the ends of the cable. If the wiring is the same on both sides, it is straight-
through cable. If one side has opposite wiring, it is a crossover cable.

All you need to remember to properly configure the cables is the pinout order of the
two cable ends and the following rules:

A straight-through cable has identical ends. A crossover cable has different
ends.

It makes no functional difference which standard you follow for straight-through cable
ends, as long as both ends are the same. You can start a crossover cable with either
standard as long as the other end is the other standard. It makes no functional difference
which end is which. The order in which you pin the cable is important. Using a pattern
other than what is specified in the above diagram could cause connection problems.

When to use a crossover cable and when to use a straight-through cable:
Computer to Computer — Crossover

Computer to an normal port on a Hub/Switch — Straight-through
Computer to an uplink port on a Hub/Switch - Crossover
Hub/Switch uplink port to another Hub/Switch uplink port — Crossover

Hub/Switch uolint her Hub/Switct I _ Straiahi I
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Step 2: Disable any Internet security software running on the computer. Software
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might block
access to the configuration pages. Check the help files included with your firewall
software for more information on disabling or configuring it.

Step 3: Configure your Internet settings.

B Go to Start>Settings>Control Panel. Double click the Internet Options Icon.
From the Security tab, click the button to restore the settings to their defaults.

Internet Properties EHE
General  Security | Privacy I Content I Connections | Pragrams I Advanced I
Select a'Web content zone to specify its security settings.

s QO @

Localintranet  Trusted sites  Fieshicted
sites

Internet
. This zone contains all ‘Web sites you e |
haven't placed in other zones =

i~ Security level far this zane
Move the slider ta et the security level far this zone.
- High
- The zafest way to browse, but alzo the least functional
- Less secure features are disabled
- Appropriate for zites that might have harmful content

Diefaul Level

Ok I Cancel | Lppl |

LCustom Level..

B Click to the Connection tab and set the dial-up option to Never Dial a
Connection. Click the LAN Settings button.

Internet Properties K E
Generall Securityl F'rivacyl Content  Cornections | Plogramsl Advancedl

= To set up an Internet connection, click
) Setup.

— Diakup and Virual Private Metwork settings

Eemaye

s

Chooge Settings if pou need to configure a prosy Settitigs...
server for a connection.

% | Wewven disl & cannection
i wheneyen aretwork connechion isnet present
0 lwavs disl mydefaulbconnestion

Eurent default: Hane SerEfEult

I™ | Besform systerm security chesk Before diling

~ Local Area Metwork [LAN] setting

LAN Settings do not apply to disl-up connections. LA&M Settings...
Chooge Settings above for dial-up setlings.

4|

QK | Cancel | Appl |
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B Nothing should be checked. Click OK.

Local Area Hetwork [LAN] Settings EHE

—Automatic configuration

Automatic configuration may override manuwal settings. To ensure the
uze of manual settings, disable automatic configuration.

™ Use automnatic configuration script

Sddiess I

— Prosy server

r Usze a proxy server for your LAM [These settings will not apply to
dial-up or YPH connections].

Sddiess: I Ert: I Advanged...l

I | Bipass provpserventonlooalladdesses

oK il Cancel |

B Go to the Advanced tab and click the button to restore these settings to their
defaults.

m Click OK. Go to the desktop and close any open windows.

Internet Propeities 7] x|

Genera\l Securityl F'livac:_l,ll Contentl Connectionsl Programs  Advanced

Settings:

[ Move system caret with focus/selection changes

[=| Browszing

Always send URLs az UTF-B [requires restart]
Automnatically check for Internet Explorer updates
Cloze unuszed folders in Histary and Favarites (requires restart)
Disable script debugging

[ Display a notification about every script emar

[ Enable folder view for FTP sites

Enable Install On Demand [Internet Explorer]

Enable Install On Demand [Other)

Enable offine items to be synchronized on a schedule
Enable page transitions

Enable third-party browser extensions [requires restart]

[ Farce cffscreen compositing even under Terminal Server [requi v
< 4|

BRestore Defaults

R

QK I Cancel | Ll |

b s
O Always expand ALT test for images j

Step 4: Check your IP Address. Your computer must have an IP Address in the same

range of the device you are attempting to configure. Most D-Link devices use the
192.168.0.X range.

How can | find my IP Address in Windows 95, 98, or ME?
B Click on Start, then click on Run.

B TheRunDialogue Boxwillappear. Type winipcfginthe windowas shownthenclick OK.
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Run HE

Type the name of a program, folder, or document, and
Windows will open it for pow,

Open; |winipcfg j

kK i Cancel | Browse. .. |

B The IP Configuration window will appear, displaying your Ethernet Adapter
Information.

B Select your adapter from the drop down menu.

B If you do not see your adapter in the drop down menu, your adapter is not
properly installed.

IF' Configuration [ [=]

— Ethernet Adapter Information

|PPP adapter. -

e
dapter Addiess [k DFE-550T% 10,100 Adapter
IP Address 0.0.0.0

Subnet b asgk 0.0.0.0
Default Gateway

QK. I Felease I Fremew |

Release All | Fenew all I More Info »» |

B After selecting your adapter, it will display your IP Address, subnet mask, and
default gateway.

B Click OK to close the IP Configuration window.

How can | find my IP Address in Windows 2000/XP?
B Click on Start and select Run.
B Type cmd then click OK.

Run @ A

i Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you.

CIpEn: cmd guv-_:

CF, H Cancel ” Browse, .,
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B From the Command Prompt, enter ipconfig. It will return your IP Address, subnet
mask, and default gateway.

[ ] D\ WINNT ', system32', CMD.EXE

Microsoft Windows 2888 [Version 5.80.21951]
C(C» Copuright 1?85-20B8 Microszoft Corp.

D:vipoconfig

Windows 2808 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix

IP Address. & & & & o & o = = = 1922.168.8.174
Subnet Mask . . . . . . . . . . 255.255.255.8

Default Gateway . . . . . . . . 1?2168 .8.1

B Type exit to close the command prompt.

Make sure you take note of your computer’s Default Gateway IP Address. The Default
Gateway is the IP Address of the D-Link router. By default, it should be 192.168.0.1

How can | assign a Static IP Address in Windows 98/Me?

B From the desktop, right-click on the Network Neigborhood icon (Win ME - My
Network Places) and select Properties.

B Highlight TCP/IP and click the Properties button. If you have more than 1 adapter,
then there will be a TCP/IP “Binding” for each adapter. Highlight TCP/IP > (your
network adapter) and then click Properties.
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Network 2]

Configuration | Identificationl Aoocess Eontroll

The following netwark components are installed:

Client for Microsoft Metwarks
[r-Link DFE-530T PCI Fast Ethernet Adapter [Rev A)

Add... | Femove | Fropertiez |

Frimary Metwork Logon:
I Client for Microsoft Metworks j

File and Frint Sharing... |

Description

TCP/IP iz the protocol you use to connect to the Intemet and
wide-area networks.

oK I Cancel

m Click Specify an IP Address.

B Enter in an IP Address that is on the same subnet as the LAN IP Address on
your router. Example: If the router’s LAN IP Address is 192.168.0.1, make your
IP Address 192.168.0.X where X is between 2-99. Make sure that the number
you choose is not in use on the network.

TCP/IP Properties EE3

Bindings | Advanced | NetBIOS
DMS Configuration | Gateway | WINS Configuration P Address

An |P address can be automatically assigned to this computer.
If your network, does not automatically assign IP addresses, ask
your network, administrator for an address, and then type it in
the space below.

€ Obtain an IP address automatically

|P Address: 192.166. 0 .10

Subnet Mazk: | 255.266.2685. 0

()8 I Cancel

® Click on the Gateway tab.
B Enter the LAN IP Address of your router here (192.168.0.1).
B Click Add when finished.
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TCFP/IP Properties

Bindngs | Advanced | Metglos |
DMS Configuration  Gateway | WiMNS Configuration I IP Address

The first gateway in the Installed Gateway list will be the default.
The address arder in the list will be the order in which these

machines are uzed.

Mew gateway:

192.168. 0 . 1

Inztalled g.

192.168.01

Remave |

()8 I Cancel

H Click on the DNS Configuration tab.

B Click Enable DNS. Type in a Host (can be any word). Under DNS server
search order, enter the LAN IP Address of your router (192.168.0.1). Click Add.

B Click OK twice.

TCFP/IP Properties

Bindngs |  Advanced |  Me®iOS |
DNS Configuratiorn | Gateway I WwINS Configuration I IP Address

" Disable DNS

—{* Enable DNS

Host: I anything

DMS Server Search Order

[ramain: I

192.168. 0 . 1 Add

192.168.01

Domain Suffis Search Order

el |

|

Eemave I

Femoye |

()8 | Cancel |

B When prompted to reboot your computer, click Yes. After you reboot, the

computer will now have a static, private IP Address.
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How can | assign a Static IP Address in Windows 2000?

B Right-click on My Network Places and select Properties.

B Right-click on the Local Area Connection which represents your network card
and select Properties.

[ Network and Dial-up Connections

File Edit ‘iew Favorites Tools Adwvanced Help

d=EBack ~ = - | @hsearch [ Folders @“ﬁ I X = ‘ EER

Address I Network and Dial-up Connections

- g
J
L Make Mew Incoming
Netwrork and Dial-up Cornection  Connechions [
Connections

Local Area Connection
Typet LAN Connection
Status: Enabled

D-Link DFE-S30T% PCI Fast Ethernet
Adapter

B Highlight Internet Protocol (TCP/IP) and click Properties.

Local Area Connection Properties 21x|

General |

Connect using:

I B3 D-Link DFE-530T: PCI Fast Ethernet Adapter

Components checked are uzed by thiz connection:

' File and Frinter Sharing for Microzoft Networks ;I
T Metwork Moritar Driver
Intermnet Pratacal (TCP/IP)

-
1| B

Install... Uninstall | Froperties |

r— Description

Transmission Control Protocol/ntemet Protocol. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

V' Show icon in taskbar when conmected

oK | Cancel |

B Click Use the following IP Address and enter an IP Address that is on the same
subnet as the LAN IP Address on your router. Example: If the router’s LAN IP
Address is 192.168.0.1, make your IP Address 192.168.0.X where X = 2-99.
Make sure that the number you choose is not in use on the network.

B Set the Default Gateway to be the same as the LAN IP Address of your router
(192.168.0.1).

B Set the Primary DNS to be the same as the LAN IP address of your router
(192.168.0.1).
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B The Secondary DNS is not needed or enter a DNS server from your ISP.

u elick OK twice. You may be asked if you want to reboot your computer. Click
es.

Internet Protocol {TCP/IP) Properties ﬂﬂ
General
*You can get IP zettings assigned automatically if your netwark. supports
thiz capability. Othenwize, you need to ask your netwark administrator for
the appropriate IP settings.
" Ohtain an IP addiess automatically
—{* Use the following IP address:
1P address: I 192 168 . 0 . 65
Subnet mask: I 255 0255255 . 0
Default gateway: I 192 168, 0 . 1
! Ohtain DHE senver address automaticaly
—1* Use the following DNS server addresses——————————————————
Preferred DNS server: I 192 168, 0 . 1
Altemate DMS server: 4 02 .02 .2
Advanced. . |
Cocel_|

How can | assign a Static IP Address in Windows XP?

B Click on Start > Control Panel > Network and Internet Connections > Network
connections.

B See the second step for assigning a static IP address in Windows 2000 and
continue from there.

Step 5: Access the Web management. Open your Web browser and enter the IP
Address of your D-Link device in the address bar. This should open the login page for
the Web management. Follow instructions to login and complete the configuration.

2 How can | setup my router to work with a Cable
modem connection?

Dynamic Cable connection
(IE AT&T-BI, Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast).

Note: Please configure the router with the computer that was last connected directly
to the cable modem.

Step 1: Log into the web based configuration by typing in the IP Address of the router
(default:192.168.0.1) in your web browser. The username is admin (all lowercase) and
the password is blank (nothing).
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Enter Network Password 2lxl

.? Flease yps your user name and password.

Sibe: 152163007

Reaim D624

Llzer Name |at.‘ﬂr|

Emd[

[T Sawe this passwond in wour password kst

ok | Cancel |

Step 2: Click the Home tab and click the WAN button. Dynamic IP Address is the
default value, however, if Dynamic IP Address is not selected as the WAN type, select
Dynamic IP Address by clicking on the radio button. Click Clone Mac Address. Click
on Apply and then Continue to save the changes.

Home Advanced Tools Status Help 1

WAN S aotHin -
VWAN Settings

Wizard
& Dynamic IP Address

190

Wireless " Static IP Address
C PPPGE
WAN " Others
C PPTP
LAN
— Host Name
l DHCP MALC Address

Flease select the appropriate option to connect to your 5P,

Choose this option to obtain an IP address automatically
from your ISP, (For most Cable modern users)

Choose this option to set static IP information provided to
you by your ISP,

Choose this option if your ISP uses PPFoE. (For most
DSL users)

PFTP and BigFond Cable

{for Europe use only)

|DI—E24M {optianal)
oo s .pF .FF -0 -
IBE {optional) Clone MAC Addrass |

Apply Cancel Help
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Step 3: Power cycle the cable modem and router.

Turn the cable modem off (first) . Turn the router off Leave them off for 2 minutes.** Turn
the cable modem on (first). Wait until you get a solid cable light on the cable modem.
Turn the router on. Wait 30 seconds.

** If you have a Motorola (Surf Board) modem, leave off for at least 5 minutes.

Step 4: Follow step 1 again and log back into the web configuration. Click the Status
tab and click the Device Info button. If you do not already have a public IP Address
under the WAN heading, click on the DHCP Renew and Continue buttons.

Static Cable Connection

Step 1: Log into the web based configuration by typing in the IP Address of the router
(default:192.168.0.1) in your web browser. The username is admin (all lowercase) and
the password is blank (nothing).

2ix]

Qj.) Please type your uzer name and password.
: Sihe: 192.168.011

Fealm D24

UserHame  [sdmin

Bassword |

™ Save this password in your password st

ok | Concel |

Step 2: Click the Home tab and click the WAN button. Select Static IP Address
and enter your static settings obtained from the ISP in the fields provided.
If you do not know your settings, you must contact your ISP.
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Home Advanced Tools

Flease select the appropriate option to connect to your ISP,
O Dynarmic IP Address Choose this option to obtain an [P address automatically
fram your ISP. (For most Cable modem users)
® Static IP Address Choose this option to set static [P information provided to
you by your ISP,
) PPPGE Choose this option if your ISP uses PPPoE. (For most
. DEL users)
WAN '| ) Others PFTP and BigPond Cable
| ) PPTP (for Europe use only)
IP Address D.EI.EI.D_| {assigned by your ISP)
—_— Subnet Mask 0.000
" DHcP —
| ISP Gateway Address {0.0.0.0
Pritmary DNS Address 0.00.0
Secondary DNS Address |0.0.0.0 {optional)
9 90
Apply Cancel Help

Step 3: Click on Apply and then click Continue to save the changes.

Step 4: Click the Status tab and click the Device Info button. Your IP Address
information will be displayed under the WAN heading.

3 How can | setup my router to work with Earthlink
DSL or any PPPoE connection?

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet
300 from your computer or you will not be able to connect to the Internet.

Step 1: Upgrade Firmware if needed.

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest
firmware upgrade information.)

Step 2: Take a paperclip and perform a hard reset. With the unit on, use a paperclip
and hold down the reset button on the back of the unit for 10 seconds. Release it and
the router will recycle, the lights will blink, and then stabilize.
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Step 3: After the router stabilizes, open your browser and enter 192.168.0.1 into the
address window and hit the Enter key. When the password dialog box appears, enter
the username admin and leave the password blank. Click OK.

If the password dialog box does not come up repeat Step 2.
Note: Do not run Wizard.
Step 4: Click on the WAN tab on left-hand side of the screen. Select PPPoE.

Step 5: Select Dynamic PPPoE (unless your ISP supplied you with a static IP
Address).

Step 6: In the username field enter ELN/username @ earthlink.net and your password,
where username is your own username.

For SBC Global users, enter username @sbcglobal.net.
For Ameritech users, enter username @ameritech.net.
For BellSouth users, enter username @bellsouth.net.

For Mindspring users, enter username @ mindspring.com.
For most other ISPs, enter username.

Step 7: Maximum Idle Time should be set to zero. Set MTU to 1492, unless specified
by your ISP, and set Autoreconnect to Enabled.

Note: If you experience problems accessing certain websites and/or email issues,
please set the MTU to a lower number such as 1472, 1452, etc. Contact your ISP for
more information and the proper MTU setting for your connection.

Step 8: Click Apply. When prompted, click Continue. Once the screen refreshes,
unplug the power to the D-Link router.

Step 9: Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem has
established a link to your ISP, plug the power back into the D-Link router. Wait about
30 seconds and log back into the router.

Step 10: Click on the Status tab in the web configuration where you can view the device
info. Under WAN, click Connect. Click Continue when prompted. You should now see
that the device info will show an IP Address, verifying that the device has connected
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4 Can |l use my D-Link Broadband Router to share my
Internet connection provided by AOL DSL Plus?

In most cases yes. AOL DSL+ may use PPPoE for authentication bypassing the client
software. If this is the case, then our routers will work with this service. Please contact
AOL if you are not sure.

To set up your router:

Step 1: Log into the web-based configuration (192.168.0.1) and configure the WAN
side to use PPPoE.

Step 2: Enter your screen name followed by @aol.com for the user name. Enter your
AOL password in the password box.

Step 3: You will have to set the MTU to 1400. AOL DSL does not allow for anything
higher than 1400.

Step 4: Apply settings.

Step 5: Recycle the power to the modem for 1 minute and then recycle power to the
router. Allow 1 to 2 minutes to connect.

If you connect to the Internet with a different internet service provider and want to use
the AOL software, you can do that without configuring the router’s firewall settings. You
need to configure the AOL software to connect using TCP/IP.

Go to http://www.aol.com for more specific configuration information of their
software.

5 How do | open ports on my router?

To allow traffic from the internet to enter your local network, you will need to open up
ports or the router will block the request.

Step 1: Open your web browser and enter the IP Address of your D-Link router
(192.168.0.1). Enter username (admin) and your password (blank by default).

Step 2: Click on Advanced on top and then click Virtual Server on the left side.
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Yinual Server is used to allow Internet users access to LAN services.

% Enabled ¢ Disabled

Mame Ipcanwhere'l Clear |

Frivate IP |192.1EB.D.1DD

Fratocal Type IUDP 'I
Private Part IEE

Public Port IEE

Schedule = Always
© Fram time |00 x| - [00 =] [AM =] 1o |00 =] 00 =] |aM =]
daylSun jmlSun j

Step 3: Check Enabled to activate entry.
Step 4: Enter a name for your virtual server entry.

Step 5: Next to Private IP, enter the IP Address of the computer on your local network
that you want to allow the incoming service to.

Step 6: Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select
both.

Step 7: Enter the port information next to Private Port and Public Port. The private
and public ports are usually the same. The public port is the port seen from the WAN
side, and the private port is the port being used by the application on the computer
within your local network.

Step 8: Enter the Schedule information.
Step 9: Click Apply and then click Continue.

Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual
Server entries.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure 1
of the web servers to use port 81. Now you can open port 80 to the first computer and
then open port 81 to the other computer.
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6 What is DMZ?

Demilitarized Zone:

In computer networks, a DMZ (demilitarized zone) is a computer host or small network
inserted as a neutral zone between a company’s private network and the outside
public network. It prevents outside users from getting direct access to a server that
has company data. (The term comes from the geographic buffer zone that was set
up between North Korea and South Korea following the UN police action in the early
1950s.) A DMZ is an optional and more secure approach to a firewall and effectively
acts as a proxy server as well.

In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to
Web sites or other companies accessible on the public network. The DMZ host then
initiates sessions for these requests on the public network. However, the DMZ host is
not able to initiate a session back into the private network. It can only forward packets
that have already been requested.

Users of the public network outside the company can access only the DMZ host. The
DMZ may typically also have the company’s Web pages so these could be served to
the outside world. However, the DMZ provides access to no other company data. In the
event that an outside user penetrated the DMZ hosts security, the Web pages might
be corrupted but no other company information would be exposed. D-Link, a leading
maker of routers, is one company that sells products designed for setting up a DMZ

7 How do | configure the DMZ Host?

The DMZ feature allows you to forward all incoming ports to one computer on the
local network. The DMZ, or Demilitarized Zone, will allow the specified computer to be
exposed to the Internet. DMZ is useful when a certain application or game does not
work through the firewall. The computer that is configured for DMZ will be completely
vulnerable on the Internet, so it is suggested that you try opening ports from the Virtual
Server or Firewall settings before using DMZ.

Step 1: Find the IP address of the computer you want to use as the DMZ host.

To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x or
Macintosh operating systems please refer to Step 4 of the first question in this section
(Frequently Asked Questions).
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Step 2: Log into the web based configuration of the router by typing in the IP Address
of the router (default:192.168.0.1) in your web browser. The username is admin (all

lowercase) and the password is blank (nothing)

cornectio 1521600
7
N f
D24 1
Liser name: Iﬂ adrin :_j
Passvard; |

[~ Remember my password

Caneel I

Step 3: Click the Advanced tab and then click on the DMZ button. Select Enable and

type in the IP Address you found in step 1.

Step 4: Click Apply and then Continue to save the changes.

Note: When DMZ is enabled, Virtual Server settings will still be effective. Remember,
you cannot forward the same port to multiple IP Addresses, so the Virtual Server settings

will take priority over DMZ settings.

BT Advanced | Tools Status Help__|

-

—

Virtual Server

the Internet.

® Enabled O Disabled

192 168 .0 |0

IP Address

I Applications

! Filters

nramal Control

Firewall

I

DMZ (Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to

9 9O

Apply Cancel Help
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