Resetting the DI-824VUP to the
Factory Default Settings

After you have tried other methods for troubleshooting your network, you
may choose to Reset the DI-824VUP to the factory default settings.

To hard-reset the D-Link DI-824VUP to the Factory Default Settings, please
do the following:

B Locate the Reset button on the back of the DI-824VUP.

B Use a paper clip to press the Reset button and
power on.

B Hold for about 5 seconds (do not hold for too long)
and then release. (Or, release when the status
LEDflashes.)

B After you have completed the above steps, the DI-
824VUP will be reset to the factory default settings.
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Technical Specifications

Standards
B IEEE802.11b
B IEEE802.3
B |EEE 802.3u 100BASE-TX Fast Ethernet
B |EEE 802.11g
B USB1.1

VPN Pass Through Function
m PPTP
m L2TP
B |PSec
LEDs
Power
WAN
LAN
WLAN
Status
COM
USB
m LPT
Operating Temperature
B 32°Fto 131°F (0°Cto55°C)
Humidity
H 10-90%
Power
B 5VDC/2.5A
Dimensions

B L= 9.25inches (233mm)
B W=6.5inches (165mm)
B H=1.375inches (35mm)

Weight
B ~2.00z.(9079)

Ports

4 x 10/100 LAN Ports (MDI/MDIX)
1 x 10/200 WAN Port (MDI/MDIX
1 COM Port (Dial-up Modem)

1 Parallel Port (DB25)

1 USB Port
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Frequently Asked Questions

Why can’t | access the Web-based configuration?

When entering the IP Address of the DI-824VUP (192.168.0.1), you are not
connecting to the Internet or have to be connected to the Internet. The device has the
utility built-in to a ROM chip in the device itself. Your computer must be on the same
IP subnet to connect to the web-based utility.

To resolve difficulties accessing a Web utility, please follow the steps below.

Step 1 Verify physical connectivity by checking for solid link lights on the device. If
you do not get a solid link light, try using a different cable or connect to a different
port on the device, if possible. If the computer is turned off, the link light may not be
on.

What type of cable should | be using?

The following connections require a Crossover Cable:
Computer to Computer

Computer to Uplink Port

Computer to Access Point

Computer to Print Server

Computer/XBOX/PS2 to DWL-810
Computer/XBOX/PS2 to DWL-900AP+

Uplink Port to Uplink Port (hub/switch)

Normal Port to Normal Port (hub/switch)

The following connections require a Straight-through Cable:
Computer to Residential Gateway/Router

Computer to Normal Port (hub/switch)

Access Point to Normal Port (hub/switch)

Print Server to Normal Port (hub/switch)

Uplink Port to Normal Port (hub/switch)

Rule of Thumb:
"If there is a link light, the cable is right.”
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

What type of cable should I be using? (continued)

What's the difference between a crossover cable and a straight-through
cable?

The wiring in crossover and straight-through cables are different. The two types
of cable have different purposes for different
LAN configurations. EIA/TIA 568A/568B
define the wiring standards and allow for
two different wiring color codes as
illustrated in the following diagram.

White-Green
Green
White-Orange
Blue
White-Blue
Orange
White-Brown
Brown

b

*The wires with colored backgrounds may
have white stripes and may be denoted
that way in diagrams found elsewhere.

; White-Orange
How to tell straight-through cable from 3 .?J,?{,‘Ef;m,,
. 4 Blue
acrossover cable: _ 5 White-Blue
The main way to tell the difference 6 Green
between the two cable types is to compare § Phite Brown

the wiring order on the ends of the cable. If
the wiring is the same on both sides, it is
straight-through cable. If one side has opposite wiring, it is a crossover cable.

5688 CABLE END

All you need to remember to properly configure the cables is the pinout order of
the two cable ends and the following rules:

A straight-through cable has identical ends

A crossover cable has different ends

It makes no functional difference which standard you follow for straight-through
cable ends, as long as both ends are the same. You can start a crossover cable
with either standard as long as the other end is the other standard. It makes no
functional difference which end is which. The order in which you pin the cable is
important. Using a pattern other than what is specified in the above diagram
could cause connection problems.

When to use a crossover cable and when to use a straight-through cable:
Computer to Computer — Crossover

Computer to an normal port on a Hub/Switch — Straight-through

Computer to an uplink port on a Hub/Switch — Crossover

Hub/Switch uplink port to another Hub/Switch uplink port — Crossover

Hub/Switch uplink port to another Hub/Switch normal port — Straight-through
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 2 Disable any Internet security software running on the computer. Software
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might
block access to the configuration pages. Check the help files included with your
firewall software for more information on disabling or configuring it.

Step 3 Configure your Internet settings.

Go to Start > Settings > Control Panel. Double
click the Internet Options Icon. From the Security
tab, click the Default Level button to restore the
settings to their defaults.

Click to the Connection tab and set the dial-
up option to Never Dial a Connection. Click

the LAN Settings button.

Nothing should be checked. Click OK.

Go to the Advanced tab and click the
Restore Defaults button to restore

these settings to their facotry defaults.

Click OK. Go to the desktop and close any open
windows.
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Tl awat crbend 120 b ey ke seoul; sk,

fere
‘nix-m.. owink sty |
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© Lemmeecscivdues oo cnsied

Geves | Gecushy | Py | Sonta Lomsokns | Puogears | stvanced |
0 emeronin [
[T pn———
.
el
Cheamn St dyrand b xfpan apreg 5

A

i rariere
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g
Auicrudic conkguon rep memids sl satings. Ta srise e
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 Check your IP address. Your computer must have an IP address in the same
range of the device you are attempting to configure. Most D-Link devices use the
192.168.0.X range.

How can | find my IP Address in Windows 95, 98, or
ME?

Step 1 Click on Start, then click on Run.

Step 2 The Run Dialogue Box will appear. Type winipcfg in the text field and click
OK.
Run Hm

Type the name of a program, folder, or document, and
Windows will open it for pow

Dpen; |wiri:lcfg j

| oK i Cancel I Browse. . |

Step 3 The IP Configuration window will appear, displaying your Ethernet
Adapter Information.

M Select your adapter from the drop down menu.

M If you do not see your adapter in the drop down menu, your adapter is
not properly installed.

mlf—‘ Configuration
Ethemet Adapter Information

|PPP Adapter.
EP - Adapter

IF Address 0.0.00
Subnet Mazk 0000

Defaull Gatoway |

Fielegze A | Fienays AN | L‘I,ulelrfo»l

Step 4 After selecting your adapter, it will display your IP Address, subnet
mask, and default gateway.

Step 5 Click OK to close the IP Configuration window
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP Address

in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

How can | find my IP Address in Windows 2000/XP?

Step 1 Click on Start and select Run.

Step 2 Type cmd then click OK.
Run @

= Type the name of a program, folder, document, or
2 Internet resource, and Windows will open it for wou,

Open; | cd .v_

[ Ok ][ Cancel r[ Browse. .. l

Step 3 From the Command Prompt, enter ipconfig. It will return your IP
Address, subnet mask, and default gateway

WINNT! system 32 CMD.EXE

2088 IP Configuration

Ethernet adapter Local Area Conn

Step 4 Type exit to close the command prompt.
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

Step 4 (continued) Check your IP address. Your computer must have an IP address
in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

Make sure you take note of your computer’s Default Gateway IP Address. The Default
Gateway is the IP Address of the D-Link Router. By default, it should be 192.168.0.1.

How can | assign a Static IP Address in Windows XP?

Step 1

Click on Start > Control Panel > Network and Internet Connections >
Network connections.

Step 2 See Step 2 for Windows 2000 and continue from there.

How can | assign a Static IP Address in Windows 20007?

2 Hebwmark: and Dial-=p Eonsschions
D Cd Uer Fpotm Iock  fckugnd bk

Step 1 Right-click on My Network

. - - o - E] | Phseach rodees o dm W% un| I
Places and select Properties. St s G
v U #2 oo #
. . - Wk Ireaming.
Step 2 Right-click on the Local Network and Dislup &< Sivice
Area Connection which represents B ——
your network card and select —
Properties.
ocal Area Connection Properties E d 1|
G |
Canrecd g
| WY D-Link DFESITY PCA Fasl Ethemet Adagier
Companenis chacksd s uead by this conmaction
Highlight Internet Protocol (TCP/ (e e ot itemis 2]
i i L i Fuoeo ICEAE ]
IP) and click Properties. “"I | _/j
Iratel. | Uringd | Fropeties |
DTI.U:NHDHCMTIdPlUOCMMl!.‘ Froloca T!‘\:t:l:lan.l
:Fa*owdiaaseiimusdndwmu
¥ Shomicon in taskba) when connected
ok Canesl
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Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static IP Address in Windows 20007

(continued)

Click Use the following IP Address and s rmmmres - 2%
enter an IP Address that is on the same Genecal |
subnet as the LAN IP address on your e e s G
router. Example: If the router’'s LAN IP CRE AR DGR
addressis 192.168.0.1, make your IP ° %IT:LMT:':::ZEIM
address 192.168.0.X where X=2-99. e T
Make sure that the number you choose is et mask, (2% o5 25 0
not in use on the network. Dafauk galeniay: [1%.763. 0 - 1|
Set the Default Gateway to be the same e e
as the LAN IP address of your router P =20
(192.168.0.1).

Adyanced...
Set the Preferred DNS server to be the Coet_|

same as the LAN IP address of your
router (192.168.0.1).

The Alternate DNS server is not needed or enter a DNS server from your ISP.

Click OK twice. You may be asked if you want to reboot your computer. Click
Yes.

How can | assign a Static IP nE
Address in Windows 98/Me? [ ——

The follawing petwoik. componarts ara inataled:

=, Chert for Microzolt Hetorks
D-Link DFE-S30T PO Fact Etheiret Adaate [Ray 4]

Step 1 From the desktop, right-click on the
Network Neigborhood icon (Win ME - My

Network Places) and select Properties

4. | Rewem | Poomies |
Primary Metwork: Logon:

Highlight TCP/IP and click the Properties I Clerdfr Mzl Hetwerk |
button. If you have more than one adapter, ml
then there will be a TCP/IP “Binding” for TEPAP ot i s s o crvct e
each adapter. Highlight TCP/IP > (your
network adapter) and then click
Properties. Corcdl



Frequently Asked Questions (continued)

Why can’t | access the Web-based configuration? (continued)

How can | assign a Static |IP_Address in Windows 98/

Me? (continued) T —
Bindngs | Advewed | HeBIDS

Step 2 C“Ck SpeCIfy an IP AddreSS. NS Configurstion | Gisteray | WS Conbgurstion 1P Addiess

Enter in an IP Address that is on the same e T
subnet as the LAN IP Address on your router.

T Dblain 2n IP acdbess: sutmmaticaly

Example: If the router’s LAN IP Address is = Gt
192.168.0.1, make your IP Address s
192.168.0.X where X is between 2-99. Make B

sure that the number you choose is not in
use on the network.

Step 3 Click on the Gateway tab.

Enter the LAN IP Address of your router
here (192.168.0.1).

Bnarge | Adaecsd | Memos |
NS Corvgualen Calewsy | wiks Configuatin | Pegaass

achines s ued

Click Add when finished.

i
Instshed paimunga:
Step 4 Click on the DNS Configuration tab. =T e

Click Enable DNS. Type in a Host (can be
any word). Under DNS server search order,
enter the LAN IP Address of your router Lo oot
(192.168.0.1). Click Add.

| memios

Brdngs | Acerced
DS Confpurain | Gatasmay | WING Corlipraion | IPAdtress

Step 5 Click OK twice. o
When prompted to reboot your computer, S [t |
. KIS Sarver Saach Order
click Yes. o
After you reboot, the computer will now have T |
a static, private IP Address. .
[ A
Step 5 Access the Web management. Open your Web
_w | oo |

browser and enter the IP Address of your D-Link device in
the address bar. This should open the log-in page for the
web management. Follow instructions to log in and complete the configuration.
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Frequently Asked Questions (continued)

connection?

How can | setup my DI-824VUP to work with a cable modem

Dynamic Cable connection
(i.e. Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast).

Note: Please configure the router with the computer that was last connected directly

to the cable modem.

Step 1 Log into the Web based configuration by typing in the IP Address of the router
(default:192.168.0.1) in your web browser. The username is admin (all lowercase) and

the password is blank (nothing).

Step 2 Click the Home tab and click the
WAN button. Dynamic IP address is the default
value, however, if Dynamic IP address is not
selected as the WAN type, select Dynamic IP
address by clicking on the radio button. Click
Clone Mac address. Click on Apply and then

Continue to save the changes.

D-Link

BulNIg Networks for Peopie

DI-824VUP+|

sl

Wizard
v

Wireless

WAN

DHCP

{LE

VPN

Please select the appropriate option to connect to your ISP.

& Dynamic IP Address

¢ Static IP Address
« PPFoE

 Dial-up Metwork
« Cthers

Host Name
WMAC Address

Primary DNS Address
Secondary DNS Address
WMTU

Auto-reconnect
Auto-backup

Advanced

Connect to 192.168.0.1
X
‘m i

=

DI-824\1P +

User name:

‘ Q admin N |

Password: ‘

[Cremember my password

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Tools Status Help

Choose this option to obtain an IP address
autornatically fram your ISP, (For maost Cable
modem users)

Choose this option to set static IP information
provided to you by your ISP

Choose this option if your ISP uses PPPoE. (For
rmost DSL users)

To surf the Internet via PSTMNASDMN.

PPTF , L2TF and BigPond Cahle

Ciptional)

I

[ e e
Clone MAC Addres

T —

E

@ Enabled ¢ Disabled
© Enabled & Disabled
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with a cable modem
connection? (continued)

Step 3 Power cycle the cable modem and router:

First turn the cable modem off. Then turn the router off Leave them off for 2 minutes.**
Next turn the cable modem on. Wait until you get a solid cable light on the cable
modem, and then turn the router on. Wait 30 seconds.

** |f you have a DCM-201modem, leave off for at least 5 minutes.

Step 4 Follow step 1 again and log back into the web configuration. Click the Status
tab and click the Device Info button. If you do not already have a public IP Address

under the WAN heading, click on the DHCP Renew and Continue buttons.

Static Cable Connection
Step 1 Log into the Web-based configuration by typing in the IP address of the router
(default:192.168.0.1) in your Web browser. The username is admin (all lowercase) and

the password is blank (empty). Connect t0.197.168.0.1

Step 2 Click the Home tab and click the WAN presaLey
button. Select Static IP Address and enter your e —
static settings obtained from the ISP in the fields

[CIRemember my password

provided.

If you do not know your settings, you must
contact your ISP.

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Home [LUIELETEERENSTIEY Status Help

DI-I?WIJPﬂi - _
q- — Please select the appropriate option to connect to your ISP

¢ Dymarmic IF Address  Choose this option to obtain an IF address

Step 3 Click on Apply and then adamatcaly bum yur 5P For ot Cabe
click Continue to save the changes. Pree] ® SacPAsiess  Chose s ot sl P fmatn
© PPFoE Choose this aption f your ISP uwses PPPoE. (For
. most OSL users)
Step 4 Click the Status tab and Mah  Diakup Netwark To surt the Intemet via PSTNISDN
click the Device Info button. Your = « omers FRTE. LITF o BgPon Catle
IP Address information will be JE— e —
displayed under the WAN heading. m— et ack T

ISP Gateway Address pooo
Primiary ONS Address poog
Secandany NS Address EUDD

MTU 1500
Auto-backug  Enabled & Disabled

v I I +)
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with Earthlink DSL or any
PPPoE connection?

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet
300 from your computer or you will not be able to connect to the Internet.

Step 1 Upgrade Firmware if needed.

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest
firmware upgrade information.)

Step 2 Take a paperclip and perform a hard reset. With the unit on, use a paperclip
and hold down the reset button on the back of the unit for 10 seconds. Release it and
the router will recycle, the lights will blink, and then stabilize.

Step 3 After the Router stabilizes, open your browser and enter 192.168.0.1 into the
address window and hit the Enter key. When the password dialog box appears, enter
the username admin and leave the password blank. Click OK.

If the password dialog box does not come up repeat Step 2.
Note: Do not run Wizard.
Step 4 Click on the WAN tab on left-hand side of the screen. Select PPPoE.

Step 5 Select Dynamic PPPoE (unless your ISP supplied you with a static IP
Address).

Step 6 Inthe username field enter ELN/username@earthlink.net and your
password, where username is your own username.

For SBC Global users, enter username@sbcglobal.net.
For Ameritech users, enter username@ameritech.net.
For BellSouth users, enter username@bellsouth.net.

For Mindspring users, enter username@mindspring.com.
For most other ISPs, enter username.

Step 7 Maximum Idle Time should be set to zero. Set MTU to 1492, unless
specified by your ISP, and set Autoreconnect to Enabled.

Note: If you experience problems accessing certain websites and/or email issues,

please set the MTU to a lower number such as 1472, 1452, etc. Contact your ISP for
more information and the proper MTU setting for your connection.
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Frequently Asked Questions (continued)

How can | setup my DI-824VUP to work with Earthlink DSL or any
PPPoOE connection? (continued)

Step 8 Click Apply. When prompted, click Continue. Once the screen refreshes,
unplug the power to the D-Link Router.

Step 9 Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem
has established a link to your ISP, plug the power back into the D-Link Router. Wait
about 30 seconds and log back into the router.

Step 10 Click on the Status tab in the web configuration where you can view the
device info. Under WAN, click Connect. Click Continue when prompted. You should
now see that the device info will show an IP Address, verifying that the device has
connected to a server and has been assigned an IP Address.

Can | use my DI-824VUP to share my Internet connection provided by
AOL DSL Plus?

In most cases yes. AOL DSL Plus may use PPPoE for authentication bypassing the
client software. If this is the case, then our routers will work with this service. Please
contact AOL if you are not sure.

To set up your router:

Step 1 Log into the Web-based configuration (192.168.0.1) and configure the WAN
side to use PPPoE.

Step 2 Enter your screen name followed by @aol.com for the user name. Enter your
AOL password in the password box.

Step 3 You will have to set the MTU to 1400. AOL DSL does not allow for anything
higher than 1400.

Step 4 Apply settings.

Step 5 Recycle the power to the modem for 1 minute and then recycle power to the
router. Allow 1 to 2 minutes to connect.

If you connect to the Internet with a different Internet Service Provider and want to use
the AOL software, you can do that without configuring the router’s firewall settings.
You need to configure the AOL software to connect using TCP/IP.

Go to http://www.aol.com for more specific configuration information of their software.
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Frequently Asked Questions (continued)

each other?

| have two DI-824VUP Routers, how can | set them up to work with

Step 1 Log into the web based
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is admin and there
is no password.

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next to Max.
number of tunnels, enter the maximum
numbers of VPN tunnels that you would
like to have connected.

Step 3 In the space provided, enter the
TunnelName for ID number 1, select IKE,
and then click More.

Connect to 192.168.0.1

DI-B241P +

User name: | € adwin v |

Password: | |

[CIremember my passwaord

[ ox

W AirPlus G+ .
High-Speed 2.4GHz Wireless VPN Router

][ Cancel J

Home [UIFTTETIEE S Status Help
b nem Setting
VPN F Enable
wisara NesfI0S beoadc st I Enstie
. M. nummiber of tunnels M
=
(1] Tunnel Name Mathad
P—
Co =] s
= N . o T
3 | [ = [
once ] I e =] [ow
5 I |
weN e
Diyname VPN Setsngs LITP Sart Satiing
PETP Sarwsr Siting Voew VP Status.
Apply Cancel Help

EirPlus G+
W High-Speed 2.4GHz Wireless VPN Router

m’l LU VBl Advanced | Tools Status Help
v Team Seting
— VPN P Enatle
Wizara NetBIOS brosdcast I Enatle
M numiber of tunnet: {:]
SO [ 1o vt ct uwels f
i Tunnel Name Mathed
F—
[ ) )
o |  — P |
I Cama i |
= i
I e =] e
veN el
Primsus page | st page.
Dyname VPN Settngs. | LITE Sevwr Satimg |
FRIP Sevee Sating | Miew\VPNSuum |
Apply Cancel Help




Frequently Asked Questions (continued)

| have two DI-824VUP Routers, how can | set them up to work with
each other?(continued)

Step 4 Inthe Local Subnet and Local —
Netmask fields enter the network W H:::::;‘:‘f;m
identifier for the local DI-824VUP’s LAN - Home
and the corresponding subnet mask. ™ e

Ttam Setting

Turmel Name [Hisws VPN

Wizard  Enatie
19 101
— o
g )
™ wan FRemate Subnet poan
Rernote Netmask paaan
LAN Rernte Gatewsy
g Freshare Key
KE Proposal index Sedac IKE Propesal .
— PSec Proposal index Salpet BSac Proporal..

Q2 O

Back Apply Cancel Help

Step 5 In the Remote Subnet and m

i AirPI -+
Remote Netmask fields enter the e Rt
network identifier for the remote DI- Home
824VUP’s LAN and the corresponding v’“"“"l___” el

subnet mask.

Step 6 In the Remote Gateway field o
enter the WAN IP address of the remote it
DI-824VUP and in the Preshare Key

High-Speed 2.4GHz Wireless VPN Router

: : Home
field, enter a key which must be exactly ™™ | i 700
the same as the Preshare Key that is s tam Sering
. Tunr | Mame [Neww VI
configured on the remote DI-824VUP. " wizara Fagressive ode I Enste
e EiEar_
- [T
Step 7 Click Apply. T oo [Excr
Femote Metmask [E=
™ Lan Remote Gateway ===
Freshare Key [
IKE Proposal index Sekct IKE Proposal...
p— IPSec Proposal indes: Saloct IPSec Progosal
Q@ wo
Back Apply Cancel Help
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Frequently Asked Questions (continued)

| have two DI-824VUP Routers, how can | set them up to work with
each other? (continued)

Step 8 The device will restart. Click on
the Continue button. AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Thie dévice is restarting

=)

Step 9 Click on Select IKE Proposal.

AairPlus G+
High-Speed 2.4GHz Wireless VPN Router

LT U Advanced  Tools Status Help
v Item Setting
Tunrel Narne Hew vEN
e Aggressive Mode I Enable
Local Subrst EETE
=
Local Netmask [ 756, 755 0
™ wan Remotz Subnet 152 16620
Femote Netmask 255 255.255.0
N
LaN Remote Gattwy HEFFE]
e Preshare Key VEMEET
IKE Praposal index Sebsct IKE Prapossl,
— IPSec Progosal ndes Seloct IPSec Fropasal |
Q9 wo
Back Apply Cancel Help

Step 10 Enter a name for proposal ID i
number 1 and select Group 1, 2, or 5 "mm:‘z.....mm,

from the DH Group dropdown menu. orszeves| g Advanced | Tools | Statun_|__Help
v (T Satting
ara l IKE Proposal index lﬁ
= =
P O oHomw SO e fme U
N 3 I [oEsE] [Fa =
ven s Fwid e

dladlad
T

NRNRERRRN

s = e FeE
wl o [EEE FeE

Procosal D]~ saiect e - =] ASH b | Pranasal indax

[
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Frequently Asked Questions (continued)

| have two DI-824VUP Routers, how can | set them up to work with
each other? (continued)

Step 11 Select DES or 3DES as the _
. . L AirPlus G+
Encryption Algorithm. s

m"l UL TR Advanced  Tools Status Help
v
Sarming
WE Propasal ndex =
=zl
wrelen

'
i

e |

B pioes SRR e oe m
| FEF [ 3
e T [ewid FE - [F =
= I i F [F= =
T [eewiE e I T E |
af [T HE 13 wE - e =
s [eew @ [EES Ty I T |
| p— =y | wEl o [ =

Prosonst D]~ et e =] A0 | Proposst index

Step 12 Select SHA-1 or MD5 as the ——r=:
Authentication Algorithm. =D

LU Advanced  Tools Status Hel,

Ram
WE Propossl mdex

Saning
pL |
el T S S
1 [ewd FEER R |
i T [ewid EEE W F B HE
i [eeid FEE FE o F =
il i [eE FEE EF ==
e s [Fd @EE FEHEP B3
[ [ewiml WE FeE B e =
o [ewid EEE FWE O EE
o [=E = FEF =
19 Group 1 8 30ES ) Ehal & ﬁ Bee &

Prosoast ID] veiect oo — =] [Add 18 | Prepoast indax

Step 13 Enter a Lifetime value of 2800

and then either select Sec. or KByte as W . =Gt

the unit for the lifetime value. (L W Advanced  Tools __ Status ___Help
o2 = — s
V Sesting
WE Propasal ndex —
=l
el M‘J
O o S e 2
1 e FEE FE [
i i [ewiE [WEE FoE P ﬁ
i [ed [EE FE P [+ =
ol fwE e FwE - ==
o [ewd WEE FE o Fd
wf [eem e e o B =
Prosonst D]~ et e =] A0 | Proposst index
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Frequently Asked Questions (continued)

| have two DI-808HV Routers,how can | set them up to work with each
other? (continued)

Step 14 Select 1 out of the Proposal ID ————
dr_opdown menu and click Add To, whlch ot Speed 24GHs Wiless VPN

will add the proposal that was just [P avanced | Tools | Status | Help
configured to the IKE Proposal Index. s, || TS Tl T Ber R Frepers

. = fem Setting
Click Apply. KE Prapasatines R Fopona
= e
™ wan Dm:w 2 e El;f"iiﬂm :l‘ghhn #\v\n tlt“e"'l'lme
B Group 1 = 30ES = SHAT = 5 iSuu =
8 Group 1 [ 30ES = SHAT = 5 iSuu -
1 Group 1 = 30ES = | SHAT = 5 iSuu -

Propesal Io[7 =] #4415 | Proposal index

Step 15 The device will restart. Click -
on the Continue button.Then click Back. AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
The device is restarting...

Contiua|

Step 16 Click on Select IPSec
Proposal.

_AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
w L[ " Advanced | Tools Status Help
ltem Satting
Tunngl Name i\lm VPN
Wizard
sk Aggressive Mads I Enatile
Local Subnet i'.E} 1B
3
Local Netrrask 1?'?. X5 H50
Remege Subnet i‘.?:l 16320
Remete Metmack 12‘_9- 5 255055 0)
v - Eaam
LaN Remote Gateway 20202020
- Preshare Key |FE
IKE Propasal mds: Seluc! IME Proposal ., I
VPN IPSec Proposal ndex Salect IPEec Proposal
Back Apply Cancel Help

119



Frequently Asked Questions (continued)

| have two DI-824VUP Routers, how can | set them up to work with
each other?(continued)

Step 17 Enter a name for proposal ID W
number 1 and select Group 1, 2, 5, or High-Speed 2.4GHz Wireless VPN Router
None from the DH Group dropdown Mome il b

menu. &= g ——
=
—

IPSec Prapasal index Empty
Wizard
[Rariow |
Wirnlonn
ofiR™  ovome 5% St dptae e [

[ [ El[EsFE FoesE Mew EE [ =

Step 18 Select ESP or AH as the W
Encapsulation Protocol. High-Spead 2.4GHz Wireless VPN Router

v‘) ltam Sutting
IPSec Prapasal index “Empy -
Wirsless M
T | ot oveew S S A e T

Step 19 Select DES or 3DES as the AirPlus G+
Encryption Algorithm. High-Speed 24GHz Wireless VPN Router

L LD Advanced  Tools Status Help

|

Iem

IPSec Proposal ndex " Empey -
Wizard
L Famors |

Proposal Encap Encrypt  Auth
DHGOW pogncal siganthen

H

0 Mame
1 FoscProgesal [Nee ) [E5F 5] OES R [ione EIF [Foc &
) I - | 3 ) e | 0 N BT
BHCP i [ee SAFFEEE el [Fee
<[ [w= EFFEEEREFE [F=
L] I— = | =y | ey | ey | S |

120

Lte
Life
oy




Frequently Asked Questions (continued)

each other? (continued)

| have two DI-824VUP Routers, how can | set them up to work with

Step 20 Select SHA-1, MD5, or None
as the Authentication Algorithm.

Step 21 Enter a Lifetime value and then
either select Sec. or KB as the unit for
the lifetime value.

Step 22 Select 1 out of the Proposal ID
dropdown menu and click Add To, which
will add the proposal that was just
configured to the IPSec Proposal Index. ‘“’"""1
Click Apply and the device will restart.

Wizard

DHCP

200

W _AmirPlus G+ .
High-Speed 2.4GHz Wireless VPN Router

LT T B Advanced T Status Help
Setting
PSec Froposal index Empty
)
e e

E A
D EX Excome e

1 FSec Froposal [Fone 5] [E5F 5] [30€5 5] [Mone =] IEE|

ip Proposal Time
HName Unit

W AirPlus G+ .
High-5peed 2.4GHz Wireless VPN Router

Home [TITTTTTREE 711 Status Help
Ttam Satting
1PSec Proposl index Emy -
|
Life
Propasal Encap Encrpt Awh  Lfe
© hame CHOWW gretncor sgorthen aigorthm Tima  1X0%

W MmirPlus G+ .
High-Speed 2.4GHZ Wireless VPN Router

Home [TITETTT R FVTH Status Help

ham Setting
FSec Propasal index e —]
Bemore |
P - Encep Ercnet Aun  Lee  HE
Hame GO eoeocol algorthm sigorthen Time i
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Frequently Asked Questions (continued)

| have two DI-824VUP Routers, how can | set them up to work with
each other? (continued)

Step 23 Follow these instructions to configure your other DI-824VVUP using the
exact same settings for the IKE Proposal and the IPSec Proposal. Also make sure
that Step 4 is configured to reflect the LAN settings for what is now the Local DI-
824VUP and that Steps 5 & 6 are configured to reflect the Subnet and WAN IP of
what is now the remote DI-824VUP.

Step 24 To establish the connection, open a command prompt and ping an IP
address of a computer on the remote LAN. Once you receive replies the tunnel has
been established.

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV
Router?

You need to first configure your DI-824VUP router.

Step 1 Log into the Web-based
configuration of the router by typing in
the IP address of the router (default:
192.168.0.1) in your web browser. By
default the username is “admin” and
there is no password.

DI-824V0UP+

Lser name: Ig admin W |

Password: | |

[JRemember my password

[ 2] 4 ] [ Cancel

Step 2 Click the VPN button on the left
column, select the checkbox to Enable
the VPN, and then in the box next to
Max. number of tunnels, enter the
maximum numbers of VPN tunnels that
you would like to have connected.
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV
Router? (continued)

Step 3 In the space provided, enter the
Tunnel Name for ID number 1, select IKE,

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

and then click More. o Home
v Setting
W Enabie
Wizard I Enable
T wirstons b
S L] T | Name Method
1 ["ﬂ:;: = I3 ;jﬂj
LAM 2 .M M
= | 0 —— I
Co——
— s [ |
Prswaus page Mz pige
Dynumic VPN Setlings_ | LZTP Server Setteg. |
PPTP Sorver Soffing. | Viow VPN Status..
@ 9 Q
Apply Cancel Help

Step 4 Inthe Local Subnet and Local
Netmask fields enter the network

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

identifier for DI-824VUP’s LAN and the — Home
corresponding subnet mask. |
p g "’) ttem Setting
i 5] 256 26 2560
W Femote Suonet pooe
Remote Netmask E ooo
Remete Gateway | T
. Proshace ey | — |
IKE Proposal ndex Saioct KE Proposal
X IPSec Proposal index Subect PSec Proposal |

[CR - I+ ]

Back Apply Cancel Help

Step 5 In the Remote Subnet and W
Remote Netmask fields enter the High-Speed 2.4GHz Wireless VPN Router

network identifier for the DI-804V Or DI- gaues Lo
804HV’s LAN and the corresponding | Ty —
subnet mask. Click Apply. —_— P
sard Enatle
-'— a1 192.168.0.0
Femote Subnst
Femote Netrmask 25 2%
Remote Gateway
E— Preshare Key
IKE Propossl indes Senot IKE Proposal
wh IPSec Propesal index Salect IPS#c Propeaal
e 2 0O
Back Apply Cancel Help
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV
Router? (continued)

Step 6 The device will restart. Click on s
the Continue button. SR AT

Thit dimaci i restaming

s

Step 7 In the Remote Gateway field MG
enter the WAN IP address of the remote e

DI-804V or DI-804HV and in the Preshare Homo.

Di-g2d

Key field, enter a key which must be ;L, .
exactly the same as the Preshare Key TunnelHame e
that is configured on the DI-804V or DI- = === | e o
804HV. = e
Step 8 Click Apply and then click on — e =
Select IKE Proposal. IKE Pragosa ndex Skl K P

o IFSec Froposal ingex Stlnct IPSec Propoaal
Step 9 Enter a name for proposal ID Q9 OO0
number 1 and select Group 2 from the Mk doplycuics ey

DH Group drop down menu.

Step 10 Select 3DES as the
Encryption Algorithm and SHA-1 as the

Authentication Algorithm.
Step 11 Enter a Lifetime value of 28800 it

. (T T Advanced  Tools Status Help
and then select Sec. as the unit for the PN Settings - Twnnel 1 - SetIKE Proy

lifetime value. o e Seing

IE Proposal index T Fraporal
Wizard
Remove.
eless
Auth

Procosal D]~ seivct e - =] ASH B | Prananal indax

[
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV
Router? (continued)

Step 12 Select 1 out of the Proposal ID ST -
dropdown menu and click Add To, which 8 m’f:::::_f;m
will add the proposal that was just .. (LUl Acvanced ~_ Tools _Status _—_Help
configured to the IKE Proposal Index. L

. Itam Satting
Cl |Ck Apply. = WE Propasal index IWE Propeasl
e r—
P lmpe  DHoow SOOE.  Sown Tme  Om

1 [WE Froposal  [Goup 1 =] [0ESE]  [Frem =
e [ [GewiE] [FOEE
s [GowiE
a[ T [GowiE]
VPN s [GowiE
8 [GowiE
T [GowiEl [
e[ [GowiEl [oESE
wl [Gopi= [oEsE] [Fras

ET

Egoe ¢
i

DHCP
BT

ShAl =

ShAl =

T 7

HREREEEREE

Proposal D |- solect coa - (= mlo[m,um

Step 13 The device will restart. Click e
on the Continue button. ety a0

The device is restarting..

Step 14 Click Back and click on
)

Select IPSec Proposal.

Step 15 Enter a name for proposal ID
number 1 and select None from the DH
Group drop-down menu.

Step 16 Select ESP as the W AirPlus G+ <
High-Speed 2.4GHz Wireless VPN Router

Encapsulation Protocol. I vanced | Tools | Status | Help
V eam Setting
IPSec Propogal index: - Emety -
|
Wirnloss M
T | ehme oveew S S0 Hee The T

5 Nane & |E5F & [I0ES &) [None & il Sac, W
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV
Router? (continued)

Step 17 Select 3DES as the =
Encryption Algorithm and MD5 as the Wm:fmw,.m

Authentication Algorithm. Click Apply. L mncad xasie ! Eatatis - T Relp

Item

Satting
’ PSec Proposal index [ Ermety -
Wizard
_famon |

Ofme™  owome EX, B S B [

Step 18 Enter a Lifetime value of 3600 W
and then select Sec. as the unit for the High-Speed 2.4GHz Wireless VPN Router

1[Il &

lifetime value. “°"" .- . : Status Help
em Teig
PSec Proposal ndex - Empty -
| ]

Wireless
O™ oMo %, SOE, S Hre e

Step 19 Select 1 out of the Proposal W
ID dropdown menu and click Add To, High-Speed 24GHz Wireless VPN Router
which will add the proposal that was Homs
just configured to the IPSec Proposal S

Index. Click Apply. The device will
restart. Click on the Continue button.

1 [ER

am Satting
PSec Propasal index IPSec Propossl
Witard

Romaw |

Life
[
DNW DH G Encap  Encrmt  Auth e o

Uit
L 3 e | e N | e | e |
4 [ EFEEEAREP EE
s [w EFFEEEEAREP FE
N I (o | = N | e | O |
o[ [ HIFEEEHAMEHE  [F-H
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Frequently Asked Questions (continued)

Router? (continued)

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV

Next you need to configure the DI-804V or DI-804HV Router.

Step 1 Access the router’s web configuration by entering the router’s IP address in
your web browser. The default IP address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

Step 2 Click on Basic Setup and then select Device IP Settings on the left.

Step 3 Change the LAN IP address so
that it is on a different subnet than the
LAN of the DI-824VUP.

Step 4 Click Next until you reach the
Save & Restart screen. Click Save &
restart and then click Basic Setup once
until the unit has rebooted.

Step 5 Click on VPN Settings.

Step 6 Name your VPN connection and
click ADD.

Step 7 In Remote IP Network and
Remote IP Netmask fields enter the
network identifier and corresponding
subnet mask of the DI-824VUP’s LAN.

Step 8 Inthe Remote Gateway IP field
enter the WAN IP address of the DI-
824VUP and make sure that the
Network Interface is set to WAN
Ethernet.

VPN Router
DEVICE DEVICE ADVANCED SYSTEM HELP
INFORMATION _ STATUS SETTINGS  TOOLS

DEVICE LAN IP SETTINGS

D-Link

TIME SETTINGS

The device LAN IP address and subnet Mask settings

IP Address: [192  [168 |1 _IW
| caBLE/DSL
i L 1P Subnet Mask: [265 | [55 [os8 o

ISP ADDITIONAL
SETTINGS
MODEM
Mopew mac] [y
VPN I
SETTINGS NOTE: Please click ‘Next' to accept the settings.

SAVE & RESTART

Copyright & 2000

D'Link VPN Router

DEVICE DEVICE m ADVANCED  SYSTEM .0\ p
INFORMATION  STATUS. SETTINGS  TOOLS
VPN SETTINGS

Connection Name INewVPN ApD,

Main menu
TIME SETTINGS

DEVICE IP
SETTINGS

| casLEmsL
ISP SETTINGS

ISP ADDITIONAL
SETTINGS

MODEM
SETTINGS

SAVE & RESTART

Copyright @ 2000

Step 9 Verify that Secure Association is set to IKE and that Perfect Forward Secure is

Disabled.
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV
Router? (continued)

Step 10 Verify the Encryption Protocol PN Router

is set to 3DES and enter in your wrdhktion  EFNES NS | NESE | e
Preshared Key Malnmanu VPN SETTINGS

o

| TIME SETTINGS

Connection Name INew\rPN

Note: The Preshared Key needs to be [Botal  Locaiwsec ieniter  [Cocal
Remote IPSEC ldentifier IRamms

identical to the one configured onthe [BEEEER o v [z o b
- f Remote IP Netmask 55 |5 Bss 0
DI-824VUP. L] e e
‘r MODEM Network Interface WANETHERNET =
| SETTINGS
Secure Association @ |KE © Manual

Perfect Forward Secure € Enabled & Disabled

SETTINGS
Encryption Protocol 3DES x

E
| SAVE & RESTART ERRNUTTI [13z458

Key Life |EISD[I Seconds

IKE Life Time |2aann Seconds (USAVED

Step 11 Leave the Key Life and IKE Life
Time values at their default levels and click
SAVE.

Step 12 Click Next and then click on

Save & Restart. SAVE & R!!'I'AHTJ

After you have configured both routers, you need to establish a connection.

Step 1 Open a command prompt and
from a computer on the internal LAN of
the DI-824VUP and ping the IP address

of a computer that is on the internal LAN
of the DI-804V or DI-804HYV, or vice versa.

Step 2 Once you begin to receive
replies, the VPN connection has been
established.
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DI-804V or DI-804HV
router? (continued)

Step 3 To view the Status of the VPN

. VPN Router
on the DI-804V or DI-804HYV, click on D-Link e e | e oo

Device Status. Main menu DEVICE STATUS

WaN Ethernet Cable/xDSL Modem

Step 4 From the Device Status screen
click on VPN Status.

| RELEASE | .
[ RENEW _ 1
Step 5 When the VPN has been Madem Dialup: t
established the Status will be Active. Davice Ip:
“m <
Sl B Modem Backup

VPN STATUS
WAN Ethernet: No Connection Active
Asynchronous: No Connection Active

DHCP LOG

LAN 1P 192.168.0.100 . MAC: 00:50:BA:C9:ES:3C

Copyright @ 2000

How can | set up my DI-824VUP to work with a DFL-300 Firewall?

You need to first configure your DI-824VUP router.

Step 1 Loginto the web based configuration of the router by typing in the IP address of
the router (default: 192.168.0.1) in your web browser. By default the username is “admin”
and there is no password.

Step 2 Click the VPN button on the left column, select the checkbox to Enable the

VPN, and then in the box next to Max. number of tunnels, enter the maximum numbers
of VPN tunnels that you would like to have connected.
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Frequently Asked Questions (continued)

(continued)

How can | set up my DI-824VUP to work with a DFL-300 Firewall?

Step 3 Inthe space provided, enter the W
Tunnel Name for ID number 1, select IKE, e TAB T e e

and then click More.

on—mm|

Wizara

Wirnloas

i ¢

waN

1

LaN

[

oHER

Step 4 Inthe Local Subnet and Local
Netmask fields enter the network
identifier for DI-824VUP’s LAN and the
corresponding subnet mask.

Wizard

m-nm.lui
sl
Mwiretess
™ an
al
PN

Home [TIFTEER] Tools Status Help

Pam Satting
VPN P Enabie
NetBIDS brosdcast ™ Enable
e number of tunnets |

o Tunnal Nams Mathad

1 [— e = ]
2 — [ = (e
3 — e =
" |

Frevious page Maxi page

Dynaemic VPN LITP Sarver
FPPTP Serene Setling. Wiew VPN Status

@ 9 O

Apply Cancel Help

airPlus G+
High-Speed 2.4GHz Wireless VPN Router

Home [UIEUEECREE CT5Y Status Help

i Satting

Tunnel Name [WewvPn

Aggressive Mode I Enable

Loeal Subrset [Ewmor

Local Metmask ==

Remote Subeet poon

Remote Netrrask pooo

Remate Gatoway

Preshare Kiy e

IKE Froposalindex Salect BE Proposil...

IPSiec Proposal indesx Selact IPSoc Proposal
@ @ 9
Back Apply Cancel Help

Step 5 In the Remote Subnet and =5
Remote Netmask fields enter the "W‘“m::mmm_

network identifier for the DFL-300"s —
Internal interface and the corresponding o
subnet mask.

E

L CD B Advanced  Tools Status Help

snnel 1
Item Setting
Tunnel Hame [P
Agoressive Made ™ Enablie
Local Subnet [ECACTER
Local Netrnask [T
Famete Subnet [EEEE
Femese Mitmask == ==o
Remcee Gateway | ———
Proshare Key 1
IKE Propazal mdex Ealoct IKE Proposal ..
IPSec Propasal index Salct PSac Prepossl |
S8
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DFL-300 Firewall?
(continued)

Step 6 In the Remote Gateway field Blue G
enter the WAN IP address of the remote TR AR ST

DFL-300 and in the Preshared Key field, Home
enter a key which must be exactly the & —
same as the Preshared Key that is =
configured on the DFL-300. — R
Wirehoss '—W
Step 7 Click Apply. The device will =
. . LAN pExom
restart. Click on the Continue button and e
then click on Select IKE Proposal. - e, I
LE I IC I+
Back Apply Cancel Help

Step 8 Enter a name for proposal ID number 1 and select Group 2 from the DH Group
dropdown menu.

Step 9 Select 3DES as the Encryption Algorithm and SHA-1 as the Authentication
Algorithm.

Step 10 Enter a Lifetime value of 28800 Plus' G+
and then select Sec. as the unit for the P T T

lifetime value. T "W Advanced | Tools Status Help

Item Setting

KE Propasal indiee [ Emaly -
[Remow |
Bath

D:mw e s“;l:\irhﬂm algonthm  Time  Un
| [FE Pty [Gow 1 E] [0ESE] [FAATE] W
s [oewisl s FAE B
T [eepiEl EE [FE
e
—

OEREE ¢
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DFL-300 Firewall?
(continued)

Step 11 Select 1 out of the Proposal "G
ID dropdown menu and click Add To, T e

which will add the proposal that was just (T W Advanced  Taols | Status | Help
configured to the IKE Proposal Index. o
Click Apply. The device will restart. Click 168 Pt e
on the Continue button and then click | —
-
BaCk' Propossl Encrypt At Life Lée Tirns
0 e DHGOE gonthm  algorithm Time Urit
Step 12 Click on Select IPSec e = e =
Proposal. [oner | T FwH =2 =EF =
o s EwE F=E FwE B F &
8 Guup 1 =] [DE5 = sha e i B =
8 s e B e el e
Step 13 Enter a name for proposal ID : e =
number 1 and select None from the DH o [oowH FEH HF =8
Group dropdown menu. wf el o=l bl b )=
Prepesalip[T =] Ak |mpuuln¢-x

Step 14 Select ESP as the Encapsulation Protocol.

Step 15 Select 3DES as the Encryption Algorithm and MD5 as the Authentication
Algorithm.

Step 16 Enter a Lifetime value 0of 28800 BrEEI1S

AirPlus G+

and then select Sec. as the unit for the High-Speed 2.4GHz Wireless VPN Router
lifetime value. orsseve Home (LT T TR
V iram Setting
ars IKE Proposal inches r
J— e
Ot o S0 Sown o T
o ==
ven | I |
F Sec -
=] Asiis | proposal Index

[

32



Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DFL-300 Firewall?
(continued)

Step 17 Select 1 out of the Proposal ID =
dropdown menu and click Add To, which i

WI” add the proposal that was jUSt DH!WUP«-] LD TR Advanced  Tools Status Help

configured to the IPSec Proposal Index. e

Click Apply and then click Restart. b’ s
=i e |
M wan Bm:‘ﬂ DH Groug Ef’\‘;::al E':cmm :.;."mm H:' E:'Er
——

= =] e lu—jﬁl—:]
41—1—‘—_|m|—_1m|—|—_|

| T [y

Step 18 The device will restart. Click -
on the Continue button. W AaPlus G+ -]
High-Speed 2.4GHz Wireless VPN Router

The device is restarting..

| i)

Next you need to configure the DFL-300 firewall.

Step 1 Access the configuration s
screen of the DFL-300 by opening a
web browser such as Internet Explorer
and type the IP address of the DFL-
300 in the address bar (192.168.1.1).

Office Firewall T

[irtsmnatintentece ]
© Transperent Mode
& NATMods

1P hddress: fazvee iy

Metmask ST

[Externalitertece ]
© PPPOE (ADSL User)

© Dymamic  Address [Cable Modam Liser)

@ Static I Address
1P Address

Het

Step 2 Enter the username (admin)
and the password (admin). Click OK.

Step 3 Click on Configuration and take
note of the IP address that your ISP has
assigned you. e
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Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DFL-300 Firewall?
(continued)

Step 4 Click on Policy and verify that _
you have an Outgoing policy configured. Office Firewall
If not, click on New Entry, accept the T
default values, and click OK.

MewErhy

External To DMZ
Intornal I To DMZ
DMZ To External
DME To Intasmal

VPN
€ i

Siatus

Step 5 Click on VPN and then click ey o e GG B
New Entry.

Mew Entry

Step 6 Give the VPN connection a hame with no spaces.

Step 7 Enter the network identifier and subnet mask of the Internal interface.

Step 8 Inthe To Destination section, select either Remote Gateway—Fixed IP or Remote
Gateway—Dynamic IP. Enter the WAN IP address of the DI-824VUP if Remote Gateway—
Fixed IP is selected.

Step 9 Enter the network identifier corresponding subnet mask of the DI-824VUP’s
LAN.

Step 10 Enter a Preshared Key. The Preshared Key needs to be identical to the one
configured on the DI-824VUP.

Step 11 Select Data Encryption and Authentication as the Encapsulation and click OK.

134



Frequently Asked Questions (continued)

How can | set up my DI-824VUP to work with a DFL-300 Firewall?
(continued)

Office Firewall

| Adainistration |
m Manme iravPH

| Adires | From Source & Intermal © DMZ

Subnet | Mask fiaz 18610 | T
% To Destnation

_ & Remobs Gateway - Fixed P

Aiitsiiry ME Subnet [ Mask 192 16601 JES5T552551

m © Remote Gateway — Dymamic 1P
Subnet [ Mask | | TR
 Remate Coont - Fixed IP o Dynamie I?
Authentication Method [Freshem =]
m Preshared Ky hawss
Er Encapsulation

& Data Encrypbion + Authentication

© Authentication Only

 Perfect Forsmrd Secrecy
FEes Lifelire ETT Secands
(oK ] Corcal

After you have configured both the router and firewall, you need to establish a
connection.

Step 1 Open a command prompt and
from a computer connected to the Inter-
nal interface of the DFL-300 and ping the
IP address of a computer that is on the
internal LAN of the DI-824VUP, or vice
versa.

Ping

fip

Step 2 Once you begin to receive replies, the VPN connection has been established.
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Frequently Asked Questions (continued)

How do | open ports on my DI-824VUP?

To allow traffic from the internet to —Plus G+
. A us
enter your local network, you will need High-Spead 2.4GH2 Wireless VPN Router
Help

to open up ports or the router will [“Home WYITTl Tools | Status
block the request. - | [ —
Step 1 Open your Web browser and Vit e Name e

enter the IP Address of your D-Link e rpe [

router (192.168.0.1). Enter username — L

(admin) and your password (blank by I —

[m— Schedule © tways

default). c Eom e [BEIBELBEEE
) a5 = 1o [ =]
. e 2 9 0O
Step 2 Click on Advanced on top el Agply Cancel Help
and then click Virtual Server on the . I
left side. I'V:‘Iu: Server FTP :|r|||I||':: |:T-0§| m ;m:,»; £} ]
. ™ virtual Server HTTR 0.0.0.0 |:,|-L=u:'§|u ahways £} |
Step 3 Check Enabled to activate R Vet Sener TS 0000 1P b 2
entry W virtusl Server ONS 0000 UDF §3/51 atways £} |

Step 4 Enter a name for your virtual server entry.

Step 5 Next to Private IP, enter the IP Address of the computer on your local
network that you want to allow the incoming service to.

Step 6 Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select
both.

Step 7 Enter the port information next to Private Port and Public Port. The private
and public ports are usually the same. The public port is the port seen from the WAN
side, and the private port is the port being used by the application on the computer
within your local network.

Step 8 Enter the Schedule information.
Step 9 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual
Server entries.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure 1
of the web servers to use port 81. Now you can open port 80 to the first computer and
then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What is DMZ?

Demilitarized Zone:

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a neutral zone between a company’s private network and the
outside public network. It prevents outside users from getting direct access to a server
that has company data. (The term comes from the geographic buffer zone that was set
up between North Korea and South Korea following the UN police action in the early
1950s.) ADMZ is an optional and more secure approach to a firewall and effectively
acts as a proxy server as well.

In a typical DMZ configuration for a small company, a separate computer (or hostin
network terms) receives requests from users within the private network for access to
Web sites or other companies accessible on the public network. The DMZ host then
initiates sessions for these requests on the public network. However, the DMZ host is
not able to initiate a session back into the private network. It can only forward packets
that have already been requested.

Users of the public network outside the company can access only the DMZ host. The
DMZ may typically also have the company’s Web pages so these could be served to
the outside world. However, the DMZ provides access to no other company data. In the
event that an outside user penetrated the DMZ hosts security, the Web pages might
be corrupted but no other company information would be exposed. D-Link, a leading

maker of routers, is one company that sells products designed for setting up a DMZ

How do | configure the DMZ Host?

The DMZ feature allows you to forward all incoming ports to one computer on the local
network. The DMZ, or Demilitarized Zone, will allow the specified computer to be
exposed to the Internet. DMZ is useful when a certain application or game does not
work through the firewall. The computer that is configured for DMZ will be completely
vulnerable on the Internet, so it is suggested that you try opening ports from the
Virtual Server or Firewall settings before using DMZ.

Step 1 Find the IP address of the computer you want to use as the DMZ host.
To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x

or Macintosh operating systems please refer to Step 4 of the first question in this
section (Frequently Asked Questions).
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Frequently Asked Questions (continued)

How do | configure the DMZ Host? (continued)

Step 2 Log into the web based configuration
of the router by typing in the IP Address of the
router (default:192.168.0.1) in your web
browser. The username is admin (all

lowercase) and the password is blank (empty).

Connect to 192.168.0.1

DI-824%LP +

User name: | € admin w |

Password: | |

[Cremember my passward

[ OK ][ Cancel ]

Step 3 Click the Advanced tab and then click on the DMZ button. Select Enable
and type in the IP Address from step 1.

Step 4 Click Apply D-Link -
and then Continue to e P AirPlus G+
save the changes. High-Speed 2.4GHz Wireless VPN Router

| Home [FUIPTTTY'E Tools Status Help

DMZ

m—szwuwi

Fomata |
fovsie |
sl
o |
el
el
sl

Note: When DMZ is
enabled, Virtual Server
settings will still be

DMZ{Demilitarized Zone) is used to allow a single computer on the LAMN to be
exposed to the Internet.

b o [
effective. Remember, i IP Acdress mf:;js?ﬂam
you cannot forward the Application
same port to multiple 9 9 O
IP Addresses, so the =5 Apply. Cancel. Help
Virtual Server settings Firewall
will take priority over

DMZ settings.
DDNS

Routing
DMz

Performance

i
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Frequently Asked Questions (continued)

How do | open a range of ports on my DI-824VUP using Firewall rules?

Step 1 Access the router’s web configuration by entering the router’s IP Address in
your web browser. The default IP Address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

If you are having difficulty accessing web management, please see the first question
in this section.

Step 2 From the web management Home page, click the Advanced tab then click
the Firewall button. D-Link
Step 3 Click on e

Enabled and type in a
name for the new rule.  or-s2avups|

ArPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home [UIEULILE Tools | Status Help

Firewall Rules can be used to allow or deny traffic from passing through the DI-
824vUP+

Step 4 Choose WAN  ET © Enabled ¢ Disabled

as the Source and Neme |

enter arange of IP Acton O Allow © Deny

Addl’eSSES Out on the s ;Tterfac_vEI I\F‘ Start ;F‘ End Pratocal  Port Range
internet that you would | | T | .
like this rule applied Firowall Schediler MRS

to. If you would like € From  Time [00 =400 =170 [0 =1 {00 =]

this rule to allow alll i day [Sun =1 1o [Sun =1

internet users to be ooRs @ o O

able to access these Apply Cancel Help

ports, then put an
Asterisk in the first
box and leave the

second box empty.

Routing

ActionName Saurce Destination Protocal
= Allow ﬁ!”nw PG WAN sy Laniszieantiowpr 31

[EELE

Performance I~ Deny Default s lrggl'{aa e [

= Allow Default LAN FE21EB01 *F 7]

Step 5 Select LAN as the Destination and enter the IP Address of the computer on
your local network that you want to allow the incoming service to. This will not work

with a range of IP Addresses.
Step 6 Enter the port or range of ports that are required to be open for the incoming
service.

Step 7 Click Apply and then click Continue.
Note: Make sure DMZ host is disabled.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure 1
of the web servers to use port 81. Now you can open port 80 to the first computer and

then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What are virtual servers?

AVirtual Server is defined as a service port, and all requests to this port will be
redirected to the computer specified by the server IP. For example, if you have an FTP
Server (port 21) at 192.168.0.5, a Web server (port 80) at 192.168.0.6, and a VPN
(port 1723) server at 192.168.0.7, then you need to specify the following virtual server
mapping table:

21 192.168.0.5 X
80 192.168.0.6 X
1723 192.168.0.7 X

How do | use PC Anywhere with my DI-824VUP?

You will need to open 3 ports in the Virtual Server section of your D-Link router.
Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).
Step 2 Click on Advanced at the
top and then click Virtual Server -
on the left side. sair-Plus G+
High-Speed 2.4GHz Wireless VPN Router

. . ors2eve| LN Advanced
Step 3 Enter the |nf0rmat|on as - ‘-ﬂm.lal Semer-s uzed to allow Intemet users access to LAN senvices
seen below. The Private IP is the -

& Enabled € Disabled

IP Address of the computer on your = vwmises N
Prate®  teneao[
local network that you want to assicaion crteee o [T 2]
connect to. e Frivate Part
PublicPort [
Schedule = fwEys
. .  From T [0 =1 [00 =] 7o [00 =] [0 =1
Step 4 The first entry will read as e
shown here: ;
Step 5 CIICk Apply and then CIICk r:rn:;ecmrFTP mﬁp :;:?zo?.m :\c:::m ) |
Continue. = vt «r HTTP 0000 TCP 80 B0 sheays i) |
Performance ™ v w HTTRPS 0000 Ig'"‘m' abways ik |
T Virtual Server DNS ooon UDP 53753 aways _1’.1
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Frequently Asked Questions (continued)

How do | use PC Anywhere with my DI-824VU? (continued)

Step 6 Create a second entry as

shown here:

Step 7 Click Apply and then
click Continue.

Step 8 Create a third and final
entry as shown here:

Step 9 Click Apply and then
click Continue.

ArPlus S+
High-Speed 2.4GHz Wireless VPN Router
m Advanced BRCT Status Help

Wirtual Server 15 used to allow nternet users access to LAN seraces

 Enabled ¢ Disabled
Marne [peanpwmez
PoaelP  jeaesol
Protocal Type m
PrivawPor [
PublcPor [
Schedule L

* From  Time [00 =] [0 =l7a [0 =] [0 =]

day [Sun =] o [Sun =
2 9 0

Apply Cancel Help

Name Privale 1P Profocol Sichedule

W Virtual Server FTP 0000 TCP 21/ 21 always 44
I Virtual Server HTTP 0000 TCP B0/ 80 abways J '.'i
I Virtusl Server HTTPS 0000 Iff B by £} |
T Virual Server ONS - 0.000 UDP 53/ 53 always ey |

AairPlus G+
High-Speed 2.4GHz Wireless VPN Router
| Home UTELRIRE Tools Status Help

Virtual
Wirtual

s used to allow Internet users access to LAN senaces.

 Enabied  © Cimabled
Name [eanpwtees
Private P 192168, I]I
Protocol Type  [T2F =]
PrvatePat [
Fublic Part I

Schedule & Ahways
© From  Tine [00 =] [00 =70 [00 =] [0 =
diry | Sun -|(|>|le -l
Apply Cancel Help
Virtual Server List
MNarme Private IF Prowcel  Schedule
W ‘irmual Server FTR oono TCP 21121 abways e |
= Vitual Server HTTE - 0000 TCP B0/ B aharys eg |
I Vitual Server HTTPS 0000 I-.C'f B by 24
W Vimual Server DMS - 0000 UDP 52/53 abways e |

Step 10 Run PCAnywhere from the remote site and use the WAN IP Address of the
router, not your computer’s IP Address.
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Frequently Asked Questions (continued)

How can | use eDonkey behind my DI-824VUP?

You must open ports on your router to allow incoming traffic while using eDonkey.

eDonkey uses three ports (4 if using CLI):

4661 (TCP) To connect with a server

4662 (TCP) To connect with other clients

4665 (UDP) To communicate with servers other than the one you are connected to.
4663 (TCP) *Used with the command line (CLI) client when it is configured to allow
remote connections. This is the case when using a Graphical Interface (such as the

Java Interface) with the client.

Step 1 Open your web oo
browser and enter the IP D_;I,gull!l!g AirPlus G+
Address of your router

High-Speed 2.4GHz Wireless VPN Router

(19216801) E_nter BT Advanced T Status Help
username (admin) and DH-E24VUPH|
your password (Ieave *% glzrsr/vﬁgfu\es can be used to allow or deny traffic from passing through the DI-
blank). =
!m & Enabled ¢ Disabled
) Mame [edonkey
Step 2 Click on _ Action & Alow € Dery
Advanced and then click ] I\nterfaiI I\F’ Start I\F’ End Protocol  Port Range
H Filter Ource WAN =
Firewall. Destination [LAN || [192.168.0.100 | [TcP =] [4e81  Jases
Al Schedule & Always
Step 3 Create a new © From  Time [0 =100 Elro [0 =1 [0 =]
—— ]
firewall rule: e s [ ErE|
Click Enabled. @ 90
Cancel Hel
Enter a name (edonkey). Apply Cancel Help
C“Ck AI I ow.  E— ActionName Source Destination Protocol
Next to Sou.rce’ select b = Allow ‘;!ft"“” Ping WAN yuans Laniaziesoticwes B
WAN under interface. ID = Deny Detat - .
the first bOX, enter an *. 7 Allow Default LANT *-18216801 =7 [

Leave the second box

empty.

Next to Destination, select LAN under interface. Enter the IP Address of the computer
you are running eDonkey from. Leave the second box empty. Under Protocol, select *.
In the port range boxes, enter 4661 in the first box and then 4665 in the second box.

Click Always or set a schedule.

Step 4 Click Apply and then Continue.
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Frequently Asked Questions (continued)

How do | set up my DI-824VUP for SOCOM on my Playstation 2?

To allow you to play SOCOM and hear audio, you must download the latest firmware
for the router (if needed), enable Game Mode, and open port 6869 to the IP Address of
your Playstation.

Step 1 Upgrade firmware (follow link above).

Step 2 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter username (admin) and your password (blank by default).

Step 3 Click on the Advanced tab and then click on Virtual Server on the left side.

Step 4 You will now create a new Virtual Server entry. Click Enabled and enter a
name (socom). Enter the IP Address of your Playstation for Private IP.

Step 5 For Protocol Type select Both. Enter 6869 for both the Private Port and
Public Port. Click Always. Click Apply to save changes and then Continue

D-Link

BulKiimg Networks for People

Air-Plus G+
High-Speed 2.4GHz Wireless VPN Router

[ Home W.UETTTTR Tools Status Help

Wirtual Server is used to allow Intermet users access to LAN services.

m—az-wuwl

"=

# Enabled ¢ Disabled

Virtual Server Mame [socom
: Private IP 192.168.0100
Ll Protocol Type m

Private Port 5069
Public Part G563

Filter

Firewall Schedule * Ahways
© From  Time |00 =00 »{To |00 =00 =
snmP day [Sun =] ta [Sun =]

DDN!
= Apply Cancel Help

Routing

Name Private P Praotocal Schedule

IREEROER

I Virtual Server FTP 0.0.00 TCP 21721 abways 4]
I Wirtual Server HTTP 0.0.00 TCPBO/ B0 always [ i
Performance W vitual Server HTTPS 0000 1o8 37 apays 2
I virtual Server DNS 0.0.0.0 UDP 53753 abways Ei]

Step 6 Click on the Tools tab and then Misc on the left side.

Step 7 Make sure Gaming Mode is Enabled. If not, click Enabled. Click Apply and
then Continue.
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Frequently Asked Questions (continued)

How can | use Gamespy behind my DI-824VUP?

Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter admin for the username and your password (blank by default).

Step 2 Click on the Advanced tab and then click Virtual Server on the left side.

Step 3 You will create 2 entries.

AnrPlus G+
High-Speed 2.4GHz Wireless VPN Router
| Home WUITETTR Tools  Status Help

Step 4 Click Enabled and enter

Settings: S led ros Sary
v Wirtual Server is used to Flow Intermet users access to LAN senaces
NAME - Gamespy]_ & Enatled € Disabled
Vil Sarve Name e —
Private & 192 168,0 {100
PRIVATE IP - The IPAddress of =l | rowonee ol
your computer that you are ™ wimer IF:"__*I“"IIPT :':i
running Gamespy from. ireush smeue. & Aways
£ From Time [00 = [ =T [w= W=
PROTOCOL TYPE - Both " oy 5o ] wof5on
2 9 0O

PRIVATE PORT - 3783 Apply Cancel Help

Routing Virtual Sary it
Hame Private [P Protocol Schedule

IEOEED

I Virtusl Server FTP 0000 TCP 21171 shvays e}
F Winual Server HTTF 0000 TCP A0/ 8] atways 44
I Vinual Server HTTRS 0.000 _L[;'f';' M3 aways )]
= Virtual Server DNS onoo UDP 53753 always 45

Click Apply and then continue

W AirPlus G+ I
Step 5 Enter 2nd entry: B e L

CI|Ck Enabled m Advanced Dl Status Help
\:ﬂl“llis"tl.!.r\!c!:;le uged to slow Internet users access to LAN serices

& Enatied & Disabied

NAME - Gamespy2

m-mvm-i
Wirtual Server Marne amazee
PRIVATE IP-The IPAddress [l | o), o™
of your computer that you are = Procte Pt D
running Gamespy from : PuscPor D
: Schedule F Always
PROTOCOL TYPE - Both el " e
PRIVATE PORT - 6500 2,29
PUBLIC PORT - 6500 CName 0 PivaelP Pratocol Sehedie .
- I Virtual Server FTP 0naoo TCPII /2 always L
- I Virtual Server HTTP 0000 TCPBO/B0 atways _"i
SCHEDULE AIWayS. Performance = virtual Server HTTPS 0000 I:f‘m" always 2] |
IF Virtual Server DNS 0noo UDP 53153 ahways 1%

Click Apply and then continue.
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Frequently Asked Questions (continued)

How do | configure my DI-824VUP for KaZaA and Grokster?

The following is for KaZaA, Grokster, and others using the FastTrack P2P file sharing
system.

In most cases, you do not have to configure anything on the router or on the Kazaa
software. If you are having problems, please follow steps below:

Step 1 Enter the IP Address of your router in a web browser (192.168.0.1).
Step 2 Enter your username (admin) and your password (blank by default).
Step 3 Click on Advanced and then click Virtual Server.

Step 4 Click Enabled and then enter a Name (kazaa for example).

Step 5 Enter the IP Address of the computer you are running KaZaA from in the
Private IP box. Select TCP for the Protocol Type.

Step 6 Enter 1214 in the Private and Public Port boxes. Click Always under
schedule or set a time range. Click Apply.

D-Link

BUININg Networks 1o Peopie

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
BLCIEN Advanced [ ETTH Status Help

Dl—az4vup+|

q‘ ﬁ _— Virtual Server is used to allow Internet users access to LAN services

@ Enabled ¢ Oisabled
Virtual Server Mame kazaa
Private [P 182 1880 100
e
i Frotocol Type  [ToP 2]

Private Port 6853
Public Port 6859

Filter

[

Firewall Schedule @ Abwiays
€ From  Time [00 =1 [00 =l [0 E1 @ =]
=l 2 2.2
Apply Cancel Help
=l
Narne Private [P Praotocol Schedule
DMz I Virual Server FTP - 0.0.0.0 TCP 21421 abways £}
I Virtual Server HTTP 0.0.0.0 TCP80/80 always [EYi]
e .
Performance I Vit Sever HTTPS 0000 120 %7 aways )]
I Virtual Server DNS 0.0.0.0 UDP 53753 abways [EYi]

Make sure that you did not enable proxy/firewall in the KaZaA software.
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Frequently Asked Questions (continued)

How do | configure my DI-824VUP to play Warcraft 3?

To hose a Warcraft 3 game, you must open ports on your router to allow incoming
traffic. To play a game, you do not have to configure your router.

Warcraft 3 (Battlenet) uses port 6112.

For the DI-824VUP: W—*
AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Step 1 Open your web browser and [ Home T U Help
he IP Add f orene Vo
enter t e ress o your rOUter V “irtual Server is used to allow Internet users access to LAN senices.
(192.168.0.1). Enter username ¢ b € Orestie
(admin) and your password (leave I e frreres _
rivate IF 'IE';'lESUl'
blank) e Protocel Type  [Both =]
Private Port iz
i Publie et [Tz
Step 2 Click on Advanced and = s
. . © Frorm  Tirme |00 &=4:(00 =) To |00 &)|00 =
then click Virtual Server. =l day 5 = vo[5m =
e @ 9 O
. Apply Cancel Help
Step 3 Create a new entry: Click S
Enabled. Enter a name (warcraft3). e P s P T
H _ I Virtual Server HTTP - 0.000 TCP B0/ 80 abways ) |
Private IP - Enter the IP Address of oo | RV Senar TIPS 0000 P oy
the Computer yOU Want tO hOSt the I Virtusl Server DNS  0.0.0.0 UDF 53753 shways ) |

game. Select Both for Protocol Type
Enter 6112 for both Private Port and Public Port Click Always or set a schedule.

Step 4 Click Apply and then Continue.

Note: If you want multiple computers from you LAN to play in the same game that you
are hosting, then repeat the steps above and enter the IP Addresses of the other
computers. You will need to change ports. Computer #2 can use port 6113, computer
#3 can use 6114, and so on.

You will need to change the port information within the Warcraft 3 software for
computers #2 and up.

Configure the Game Port information on each computer:

Start Warcraft 3 on each computer, click Options > Gameplay. Scroll down and you
should see Game Port. Enter the port number as you entered in the above steps.
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Frequently Asked Questions (continued)

How do | use NetMeeting with my DI-824VUP?

Unlike most TCP/IP applications, NetMeeting uses DYNAMIC PORTS instead of
STATIC PORTS. That means that each NetMeeting connection is somewhat different
than the last. For instance, the HTTP web site application uses port 80. NetMeeting
can use any of over 60,000 different ports.

All broadband routers using (only) standard NAT and all internet sharing programs like
Microsoft ICS that use (only) standard NAT will NOT work with NetMeeting or other
h.323 software packages.

The solution is to put the router in DMZ.

Note: Afew hardware manufacturers have taken it on themselves to actually provide
H.323 compatibility. This is not an easy task since the router must search each
incoming packet for signs that it might be a netmeeting packet. This is a whole lot
more work than a router normally does and may actually be a weak point in the
firewall. D-Link is not one of the manufacturers.

To read more on this visit http://www.HomenetHelp.com

How do | set up my DI-824VUP to use iChat? -for Macintosh users-

You must open ports on your router to allow incoming traffic while using iChat.

iChat uses the following ports: 5060 (UDP), 5190 (TCP), and File Sharing 16384-
16403 (UDP) to video conference with other clients.

Step 1 Open your web browser and enter the IP Address of your router (192.168.0.1).

Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.
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Frequently Asked Questions (continued)

(continued)

How do | set up my DI-824VUP to use iChat? -for Macintosh users-

Step 3 Create a new firewall
rule:

Click Enabled.

Enter a name (ichatl).
Click Allow.

Next to Source, select
WAN under interface.

In the first box, enter an *.
Leave the second box
empty.

Next to Destination, select
LAN under interface.

Enter the IP Address of the
computer you are running
iChat from.

DHZM.P+|

il
oo |
]

Virtual Server

Application

Filter

Firewall

SNMP

DDNS

[

Raouting

il

Perormance

D-Link

B NerwarEs o Pespe

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
BUIETN Advanced JRETTH Status Help
Firawall Rules
Firewsall Rules can he uzed m allmw or deny traffic from passing throegh te DL
O24UP
# Ermabled € Disabed
Marne rezhial 1
Action & Ao ¢ Derry
Irterface IP Start IP End Protocal - Part Ranne
Source  [wan =] [ [
Destination [Lan =] [raz s om | [uoe =]
Schedule & Ahviays
€ From  Time [00=] {00 <o [0 =] 00 =]
day|Sun =]t |Sun vI
Apply Cancel Help
Firewall Rules Lis!
ActionNarme. Source Diestination Pratocol
I Allow :‘H"l‘" WPNGWAN vy Lanaszissoricwer @
e LAN, =
= Deny Defaul ; 192 168.0.1 Lt bl
= Allow Defaut LAN, 19216801 0 29

Leave the second box empty. Under Protocol, select UDP. In the port range boxes,
enter 5060 in the first box and leave the second box empty.

Click Always or set a
schedule.

Step 4 Click Apply and then
Continue.

Step 5
Repeat steps 3 and 4 enter
ichat2 and open ports 16384-

16403 (UDP).

W AirPlus G+ .
High-Speed 2.4GHz Wireless VPN Router

(!

Virtual Server

I

1

Filter

Firewall

ENMP

Routing

Ll

Performance

[

[ Home WUITUTN Tools Status Help

Firewall Rules
Firewall Rules can be used to allow or deny traffic from passing through the 0
B2,

& Enabled © Disabled

Mame ichat2
Action & Allow © Deny

Interface I Start 1P End Protocol  Fort Hange
Source  [wan =] [ [

Diestination [Lan =] fiszissoam [

[uor =] ez [reans

Scheduls & Ahviays
« From  Time [00 = [0 =70 [0 ][00 =]
day [Fn =] to[Sun =
Apply Cancel Help
Firewall Rules List
ActionMame Source Destination Protcal
7 Alow ::ﬂ‘r’l“’m Ping VAN \papy = LAM, 192,168 0.11CMP T e}
s LAMN.. I
™ Deny Default 192 180.0.1 14 bl
= Allew Diefault LAN *AsziRAOT *t Eg )
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Frequently Asked Questions (continued)

How do | set up my DI-824VUP to use iChat? -for Macintosh users-
(continued)

For File Sharing:
Step 1 Click on Advanced and
then Virtual Server.

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Step 2 Check Enabled to activate | e L Advaneed [y Rl i
entry. BRI Vil Servr s uaed 1 atow e users access oo ik services
v & Enabled € Disabled
Step 3 Enter a name for your Y i e e
. . “rivate 1P 1921680
virtual server entry (ichat3). avotcarion Protocal Type [7E8 =]
Private Pot 1m0
. Fubic Por  [F@
Step 4 Nextto Private IP, enter P .
the IP Address of the computer on € From e [ o Elro W EI ]
your local network that you want to — o= 9 90
allow the incoming service to. Apply. Cancel Help
Step 5 Select TCP for Protocol - BV TP 0000 TCRTUTI sy 9N
¥ Virtual Server HTTP - 0000 TCP B0/ 30 always 4%
Type 7 Virtual Server HTTES 0000 I;“'EP“:‘" abwarys £} ]
I Virual Server ONS 0000 UDP 53/ 52 always 40

Step 6 Enter 5190 next to Private
Port and Public Port.

Stsp 7 Click Always or configure a schedule.

Step 8 Click Apply and then Continue.

If using Mac OS X Firewall, you may need to temporarily turn off the firewall in
the Sharing preference pane on both computers.

To use the Mac OS X Firewall, you must open the same ports as in the router:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose Other from the Port Name pop-up menu.

Step 6 Inthe Port Number, Range or Series field, type in: 5060, 16384-16403.
Step 7 In the Description field type in: iChat AV

Step 8 Click OK.
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Frequently Asked Questions (continued)

How do | send or receive a file via iChat when the Mac OSX firewall
is active? - for Macintosh users - Mac OS X 10.2 and later

The following information is from the online Macintosh AppleCare knowledge base:

“iChat cannot send or receive a file when the Mac OS X firewall is active in its default
state. If you have opened the AIM port, you may be able to receive a file but not send
them.

In its default state, the Mac OS X firewall blocks file transfers using iChat or America
Online AIM software. If either the sender or receiver has turned on the Mac OS X firewall,
the transfer may be blocked.

The simplest workaround is to temporarily turn off the firewall in the Sharing preference
pane on both computers. This is required for the sender. However, the receiver may keep
the firewall on if the AIM port is open. To open the AIM port:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.
Step 3 Click the Firewall tab.
Step 4 Click New.

Step 5 Choose AOL IM from the Port Name pop-up menu. The number 5190
should already be filled in for you.

Step 6 Click OK.

If you do not want to turn off the firewall at the sending computer, a different file sharing
service may be used instead of iChat. The types of file sharing available in Mac OS X are
outlined in technical document 106461, "Mac OS X: File Sharing" in the AppleCare Knowl-
edge base online.

Note: If you use a file sharing service when the firewall is turned on, be sure to click the

Firewall tab and select the service you have chosen in the "Allow" list. If you do not do
this, the firewall will also block the file sharing service. *
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Frequently Asked Questions (continued)

What is NAT?

NAT stands for Network Address Translator. Itis proposed and described in RFC-
1631 and is used for solving the IP Address depletion problem. Each NAT box has a
table consisting of pairs of local IP Addresses and globally unique addresses, by
which the box can “translate” the local IP Addresses to global address and vice
versa. Simply put, it is a method of connecting multiple computers to the Internet (or
any other IP network) using one IP Address.

D-Link’s broadband routers (ie: DI-824VUP) support NAT. With proper configuration,
multiple users can access the Internet using a single account via the NAT device.

For more information on RFC-1631: The IP Network Address Translator (NAT), visit
http://www.fags.ora/rfcs/rfc1631.html
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Contacting Technical Support

You can find the most recent software and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States for the
duration of the warranty period on this product.

U.S. customers can contact D-Link technical support through our web site,
or by phone.

D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com

When contacting technical support, you will need the information below. (Please look
on the back side of the unit.)

B Serial number of the unit
B Model number or product name

B Software type and version number
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Warranty and Registration

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

| D-Link or its authorized reseller or distributor and
B Products purchased and delivered within the fifty states of the United States, the District of

Columbia, U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an
APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described below
will be free from material defects in workmanship and materials from the date of original retail purchase
of the product, for the period set forth below applicable to the product type (“Warranty Period”), except
as otherwise stated herein.

3-Year Limited Warranty for the Product(s) is defined as follows:

B Hardware (excluding power supplies and fans) Three (3) Years
B Power Supplies and Fans One (1) Year
B Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period
at no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement
will be rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not
be new or have an identical make, model or part. D-Link may in its sole discretion replace the defective
Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is
substantially equivalent (or superior) in all material respects to the defective Hardware. Repaired or
replacement Hardware will be warranted for the remainder of the original Warranty Period from the date
of original retail purchase. If a material defect is incapable of correction, or if D-Link determines in its sole
discretion that it is not practical to repair or replace the defective Hardware, the price paid by the original
purchaser for the defective Hardware will be refunded by D-Link upon return to D-Link of the defective
Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which the purchase price is
refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”)
will substantially conform to D-Link’s then current functional specifications for the Software, as set
forth in the applicable documentation, from the date of original retail purchase of the Software for a
period of ninety (90) days (“Warranty Period”), provided that the Software is properly installed on
approved hardware and operated as contemplated in its documentation. D-Link further warrants that,
during the Warranty Period, the magnetic media on which D-Link delivers the Software will be free of
physical defects. D-Link’s sole obligation shall be to replace the non-conforming Software (or defective
media) with software that substantially conforms to D-Link’s functional specifications for the Software
or to refund at D-Link’s sole discretion. Except as otherwise agreed by D-Link in writing, the replacement
Software is provided only to the original licensee, and is subject to the terms and conditions of the
license granted by D-Link for the Software. Software will be warranted for the remainder of the original
Warranty Period from the date or original retail purchase. If a material non-conformance is incapable of
correction, or if D-Link determines in its sole discretion that it is not practical to replace the non-conforming
Software, the price paid by the original licensee for the non-conforming Software will be refunded by D-
Link; provided that the non-conforming Software (and all copies thereof) is first returned to D-Link. The
license granted respecting any Software for which a refund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software
of D-Link’s products will not be applied to and does not cover any refurbished product and any product
purchased through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers,
or the liquidators expressly disclaim their warranty obligation pertaining to the product and in that case,
the product is being sold “As-Is” without any warranty whatsoever including, without limitation, the
Limited Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its
return policy. In case the return policy period has expired and the product is within warranty, the
customer shall submit a claim to D-Link as outlined below:

The customer must submit with the product as part of the claim a written description of the
B Hardware defect or Software nonconformance in sufficient detail to allow D-Link to confirm
the same.
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B The original product owner must obtain a Return Material Authorization (“RMA”) nhumber from
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of
the product (such as a copy of the dated purchase invoice for the product) before the warranty
service is provided.

B After an RMA number is issued, the defective product must be packaged securely in the
original or other suitable shipping package to ensure that it will not be damaged in transit, and
the RMA number must be prominently marked on the outside of the package. Do not include any
manuals or accessories in the shipping package. D-Link will only replace the defective portion
of the Product and will not ship back any accessories.

B The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD”) is allowed. Products sent COD will either be rejected by D-Link or become the
property of D-Link. Products shall be fully insured by the customer and shipped to D-Link
Systems, Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held
responsible for any packages that are lost in transit to D-Link. The repaired or replaced
packages will be shipped to the customer via UPS Ground or any common carrier selected by
D-Link, with shipping charges prepaid. Expedited shipping is available if shipping charges are
prepaid by the customer and upon request.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product
that is not packaged and shipped in accordance with the foregoing requirements, or that is determined by
D-Link not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link’s
judgment, have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse,
faulty installation, lack of reasonable care, repair or service in any way that is not contemplated in the
documentation for the product, or if the model or serial number has been altered, tampered with, defaced
or removed; Initial installation, installation and removal of the product for repair, and shipping costs;
Operational adjustments covered in the operating manual for the product, and normal maintenance;
Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage;
Any hardware, software, firmware or other products or services provided by anyone other than D-
Link; Products that have been purchased from inventory clearance or liquidation sales or other sales in
which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation pertaining to the
product. Repair by anyone other than D-Link or an Authorized D-Link Service Office will void this
Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE
PRODUCT IS PROVIDED “AS-1S” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR APARTICULAR PURPOSE
ANDNON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED INANY TERRITORY
WHERE APRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE LIMITED TO
NINETY (90) DAYS. EXCEPTAS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY PROVIDED
HEREIN, THE ENTIRE RISKAS TO THE QUALITY, SELECTIONAND PERFORMANCE OF THE PRODUCT IS
WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK ISNOT LIABLE UNDER
ANY CONTRACT,NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY FORANY
LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER, WHETHER
DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUTNOT LIMITED TO, DAMAGES FOR
LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER FAILURE OR
MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-LINK’ S
PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR
INTEGRATEDWITHANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM
THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, ORARISING OUT OF ANY BREACH OF
THIS LIMITEDWARRANTY, EVEN IF D-LINK HAS BEENADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
THE SOLE REMEDY FOR ABREACH OF THE FOREGOING LIMITED WARRANTY IS REPAIR, REPLACEMENT
OR REFUND OF THE DEFECTIVE ORNON-CONFORMING PRODUCT. THE MAXIMUM LIABILITY OF D-LINK
UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT COVERED BY THE
WARRANTY. THE FOREGOING EXPRESS WRITTENWARRANTIES AND REMEDIES ARE EXCLUSIVEAND
ARE INLIEU OF ANY OTHER WARRANTIES OR REMEDIES, EXPRESS, IMPLIED OR STATUTORY

154



Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some
states do not allow exclusion or limitation of incidental or consequential damages, or limitations on how
long an implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited
warranty provides specific legal rights and the product owner may also have other rights which vary
from state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying this Product may
be reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as
stipulated by the United States Copyright Act of 1976. Contents are subject to change without prior
notice. Copyright®2002 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communication. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one or more of the following measures:

B Reorient or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.

B Connect the equipment into an outlet on a circuit different from that to which the receiver is

connected.

B Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate this equipment.

The Manufacturer is not responsible for any radio or TV interference caused by unauthorized
modifications to this equipment; such modifications could void the user’s authority to operate the
equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. The antenna(s) used for this equipment must be installed to provide a separation
distance of at least eight inches (20 cm) from all persons.

This transmitter must not be operated in conjunction with any other antenna.

[Register online your D-Link product at http://support.dlink.com/register/ ]
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