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Section 1 - Product Overview

Package Contents

* D-Link DIR-600 Wireless Router
* Power Adapter

 Ethernet Cable

e Manual and Warranty on CD

Note: Using a power supply with a different voltage rating than the one included
with the DIR-600 will cause damage and void the warranty for this product.

The product must be used with the power adapter included with the device.

5¥W=1.2A RESET

Note: Always attach the power cord plug to the power supply, before inserting
the power cord and connected power supply to the wall outlet.

System Requirements

* Ethernet-based Cable or DSL Modem
e Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet

adapter
* Internet Explorer 6 or Firefox 2.0 or above (for configuration)
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Section 1 - Product Overview

Features

* Faster Wireless Networking - The DIR-600 provides up to 150Mbps* wireless connection with other
802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio.

e Compatible with 802.11b and 802.11g Devices - The DIR-600 is still fully compatible with the IEEE
802.11b and IEEE 802.11g standard, so it can connect with existing 802.11b and IEEE 802.11g PCI,
USB and Cardbus adapters.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

e Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

e Secure Multiple/Concurrent Sessions - The DIR-600 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-600
can securely access corporate networks.

* User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-600 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from |IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

Pressing the Reset Button restores
the router to its original factory
default settings.

Receptor for the Power Adapter. J

O

INTEPNET A"k B W i1 )

LAN Ports The Auto MDI/MDIX WAN
Connect Ethernet devices such as port is the connection for
computers, switches, and hubs. the Ethernet cable to the
Cable or DSL modem.
—
—
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Section 1 - Product Overview

Hardware Overview
LEDs

INTERNET WLAN LED
A solid light indicates connection A solid light indicates that the wireless
on the WAN port. This LED blinks segment is ready. This LED blinks during

wireless data transmission.

during data transmission.

DIR-600
Wireless 150

Power LED
A solid light indicates a proper
connection to the power supply.

Local Network LEDs

A solid light indicates a connection to an
Ethernet-enabled computer on ports 1-4.
This LED blinks during data transmission.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the WAN port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Ethernet 300 from your computer or you will not be able to connect to the Internet.
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Section 2 - Installation

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

Wireless Installation Considerations

to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

.If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.
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Section 2 - Installation

Wall Mounting Your Device

You can mount the DIR-600 to a wall or a partition for easy and convenient placement of your device.

To wall mount your device,
A. Screw the provided screws with the equipment to the wall or partition where the device to be placed.
B. Place the mounting holes on the bottom of the device over the screws to mount it to the wall or partition.
C. Connect your cables to the device.
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Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1.

2.

Place the router in an open and central location. Do not plug the power adapter into the router.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down
your computer.

. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the

WAN port on the router.

. Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on

your computer.

. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router

to boot.

. Turn on your computer.

. Verify the link lights on the router. The power light, WAN light, and the LAN light (the port that your computer is

plugged into) should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable
connections are correct.

. Skip to page 16 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

e Disable UPnP™

* Disable DHCP

* Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

. Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user

name to admin and leave the password box empty. Click OK to continue.

. Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings

to continue.

. Click Setup and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save

Settings to continue.

. Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to

save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.
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Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the WAN port of the D-Link router.

8. You may now use the other three LAN ports to connect other Ethernet devices and computers. To configure your
wireless network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration
and Wireless Security sections for more information on setting up your wireless network.
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Web-based Configuration Utility

: _ . <A D-Link - Microsoft Internet Explorer
To access the configuration utility, open a web-browser

such as Internet Explorer and enter the IP address of File —Edit ¥iew Favorites Tools  Help

the router (192.168.0.1). @Eack i \_,' \ﬂ @ ;\] ,J:H’ et
Address | &] 192.168.0.1 | B &0

Enter the user name (admin) and your password. Leave
the password blank by default.

If you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance.

UHRELESS
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Section 3 - Configuration

Setup Wizard

You may run the setup wizard from the opening
Internet Setup window to quickly set up your router.
Click Internet Connection Setup Wizard, you will
be directed to the first window of the wizard.

Click Next to continue. (WELCOME 10 IMED-UNK BETUP wEZARD

This wizard wil Quids vou through 3 step-by-Stap process b Configues your naw DuLink rouber and connact b
the Inberret.

Create a new password and then click Next to

Continue ity AL, your menw DHUInk Anuter doss nof haye 3 nasewned confouemd for adminsivator acoam 1o tha Web-
. haspd conigURAtion pages. T SECUPD YOLE Nes Natwaorking device, pleasn: sot and verify a pusswond Bekow;

[Frev ] (et | [ Cancel )
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Section 3 - Configuration

Select your time zone and NTP-server from the drop-down menu
and then click Next to continue.

Select the type of Internet connection you use and then click Next
to continue.

If you selected Dynamic, you may need to enter the MAC address of the
computer that was last connected directly to your modem. If you are currently
using that computer, click Clone Your PC’s MAC Address and then click
Next to continue.

The Host Name is optional but may be required by some ISPs. The default
host name is the device name of the Router and may be changed.

i‘_rm'. e Bpetarate e fohd ¢ youd DERNOS. ThE Rfematon i ndursd to configers the Tro-baied ootend
or T MR

Terw Zooa = [(GHT-00000; Fachc Trme [US & Canace); Touena 3

WP Sarver U g 1 el

By defaul. your new D-Link Router does not have 3 pamswernd configured for sdmmistrtne 3C0e tD the We-
Bl SoaRguration DdEL. To Bedore wiuf Adw SEEWAMIRG Jaon. Shadie Sat 300 vy 3 Bdlashand Bl
Password ¢ [enssnannnn
Warky Padeoid © [sssssnssns

e | o |

T fit up e Conmection, pleuse ko Suns That you e chrractin 1o ths Dulink Boutor with B PO that wie
ey corvmctad 5 v Brducburad cornmmciion. 11 o e, Then clek B Clor BAC Tudfon 1o cogy wur
competoe's MAC Adcress to the DeLink Route:

e e N N
[ horm e 5 MAC Addreis |
Host Saime & DF-00

ot ‘vows sy sl reed 1o provicks @ Pt Marm, B you e rot v or keow e
niQIMIon, Dl CoNLACT your ISP,

() ) ()
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Section 3 - Configuration

If you selected PPPoE, enter your PPPoE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click
Next to continue.

If you selected L2TP, enter your L2TP username and password. Click Next
to continue.

To st g B Sorrecten pou el Fasd 19 Fues § Uisiroims onel Pasbweid b yous Ittt Safvics Provicer. IF
o o rof have e indommation, (plesss contact your T99,

Arddreis Mode @ (5 Dyearee IO Static I
(L WA

Servite Name | {Certonal )
b ou ey Sk risied 10 provicko & Sorvcs Mame. 1T you & ol ol or kfdw
i irdorrabion, gl corect your ISP,

(i | [ismnt ] [ Eareet )

Tio st up ths connection wou will need to have a Username and Passenond Som pour Inbernet Serece: Prowider,
i S raaid PRTR B e, 1F wou oo noL Fued e nfoomation, pmodes cortact your PSR,

Address Mode : ) gynave P 0 Shat P
PRI 1P Address @
PRI Submet Hnk :
PRTE Gatiway 1F Ao ©

PFTP Server 1P Addness
{nay b vame as gabeway) =
e Fawmi ©

Verify | 1 £ [annne

Tia ek ugp i corrslion o will resed o b & Lisrrues sl Pasiwoed from your Tlersd Servics Peovicks.
iowl b rondl LETP TP acnoss, B yiow dionot hawie ths information, pioass cordact your [SP,

Addness Mode : (9D [y 00 St 1
L2TP 1P fdcress o
LTI Suabwmed Pk =
LZTP Gateway 1P faddkress
LZTP Server [B Ackiness
[l ——
nateway]
Ukt Pame

(Frew ] [t | [ Cancel |
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Section 3 - Configuration

If you selected Static, enter your network settings supplied by your Internet  [SeSiiEasnsEss s

provider. Click Next to continue. T o ot s T ) o

Suibiewt Mask : 0.0.00

Gateway Arddress @ 0000

Primary D% Aodress 1 0.0.0.0

Secondary DNS Address 1 000
(e oz [Eance )

Click Connect to save your settings. cemponEm

T St Wizard hars completind, Click: tha Conrct buston to sy your settings and reboat thi router.

Please allow 1-2 minutes for rebooting. When the router has finished =
rebooting, the opening window will be displayed. o |

IF-rwd-aun the B ek o T rowitin
will nead to changs: the 10 acdress in your
mbﬂhbm‘nwm}mmm%
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Section 3 - Configuration

Internet Setup
Static (assigned by ISP)

Select Static IP Address if all WAN IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP
form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP. Product Page : DR800

Subnet Mask: Enter the Subnet Mask assigned by your ISP.

ISP Gateway Enter the Gateway assigned by your ISP.

Add ress.: W Lisé this section to configure your Intérmet Connection method. There ire several conmection
mathads to chooss frame State P, DHCP, PPPaR, PPTPR, L2TP, Rossan PPTRDual Accass) and
Russan PPPoE(Dual Accessl TF you ang unsers of ¥OUr CONRCTon mathod, please CONTACT your
It Serce Provder,

MAC Address: The default MAC Address |S Se‘t ‘to ‘the WAN’S phyS|Ca| e Moke: [F using the PEPaR aption, veu wil nasd to ramave o diahls sny PPl clent safraara

ON YOUT COMpULErs.

interface MAC address on the Broadband Router. It is not |@ T
recommended that you change the default MAC address Suppart

unless required by your ISP.

Ui this bo disabls HAT o the reuber ke tum & im0 &5 Accew Pant.

Ol Enable Access Port Mose

INTERRET CORRECTION TYPE

Clone MAC The default MAC address is set to the WAN’s physical
Address: interface MAC address on the Broadband Router. You
can use the Clone MAC Address button to copy the MAC

address of the Ethernet Card installed by your ISP and

replace the WAN MAC address with the MAC address of the

router. It is not recommended that you change the default

Choose e méde To be uded by thé router B0 Sonnect to The 1ntemaet.

My [nternes Connaction & :

Entier thi She [P S5 n

MAC address unless required by your ISP. e
Primary DNS Enter the Primary DNS server IP address assigned by your A s

Address: |SP. Preracy IS Acdess :

Sacondary DHS Acdrass :

HTU ;|15

Secondary DNS This is optional.
Address: ot | osnitsaveseons |

MTU: Maximum Transmission Unit - you may need to change the [t
MTU for optimal performance with your specific ISP. 1492
is the default MTU.
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Section 3 - Configuration

Internet Setup
Dynamic
To manually set up the Internet connection, click the Manual Internet Connection Setup button on the Router’s
opening window.
Access Checking this box disables NAT and turns the Router into

Point an Access Point only. — e
Mode: LI

Host The Host Name is optional but may be required by some o0 JT

LlTup ADVANLLDY FAINTINANCE | STATHS |

Name: ISPs. The default host name is the device name of the s Swowercomwcron
Lk thS paoman B confiune voor Intemar Condaonon mathad. Thene ank diranl canteihin
router and may be changed. e S e B T e

Intemet Sarnde Prowader,

ote: B vang the PPPGE cpton, vau will need 1 remndwe o1 duible any PPPOE Clent safoware on

MAC Address: The default MAC Address is set to the WAN’s physical [ER—. - -

interface MAC address on the Broadband Router. It is not e o :
recommended that you change the default MAC address 5

unless required by your ISP. Rp——"
] T

Clone MAC The default MAC address is set to the WAN’s physical :
Address: interface MAC address on the Broadband Router. You SR WO RS R I NN SRR

can use the “Clone MAC Address” button to copy the MAC cilli bl

address of the Ethernet Card installed by your ISP and

replace the WAN MAC address with the MAC address of the i P
router. It is not recommended that you change the default e T T e
MAC address unless required by your ISP, e R L
Kot s
Primary / Enter the DNS (Domain Name Server) server IP address i ]
Secondary assigned by your ISP. ] ]
DNS
Addresses: HHIRELESS

MTU: Maximum Transmission Unit - You may need to change the MTU for optimal performance with your specific ISP.
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Section 3 - Configuration

Internet Setup

PPPoE

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

Product Pag AR e VErson ;200
mrsFmind

PPPOE:

User Name:

Password:

Service Name:

IP Address:

DNS
Addresses:

Maximum Idle
Time:

MTU:

Connection
Mode Select:

Select Dynamic (most common) or Static. Select Static if your
ISP assigned you the IP address, subnet mask, gateway, and
DNS server addresses.

Enter your PPPOE user name.

Enter your PPPoE password and then retype the password in
the next box.

Enter the ISP Service Name (optional).
Enter the IP address (Static PPPoE only).

Enter the Primary and Secondary DNS Server Addresses (Static
PPPOE only).

Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature,
enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

Select either Always-on, Manual, or Connect-on demand.

wITuR

oo [N

UNRELESS

Uil TR BTN 18 3L it [RER Cannactan methid. TRE I pvenl (ORReCRET
mathads be chooss froe St W, DHCF, PRFGE, PRTF, LITF, Fiosas PPTP(DwE Looess] and
Busman PPPoRDual Access]. I oo are unsere of your connection method, pheass CONERCT your
Erarnet Served Frinda

Motes ¥ useq the PRPOE aption; you wil need 10 1emove or d5ale any PRPOE chent softsare an
o COTOUTEL

ACCESS POINT HODE

Lijsg Tha AT B8 Eh oot Ind S B REG B Aseail Bad

s » ass

INTERNIT C CTrON TVP

Choase the mode (0 Be wsed by thit route 1o connect 1o the Intemaes
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Section 3 - Configuration

Internet Setup

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

PPTP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:
PPTP Account:

PPTP Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static if
your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses
(Static PPTP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your PPTP account name.

Enter your PPTP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance.

Select either Always-on, Manual, or Connect-on demand.

| Frodudt Page | [R-£00

e Ve .00
B LATL
1] | N Cin

Use B BRCEEn 0 Configure poor ROkt Connecton mwinod Thine e vl (O achen
=wthod b8 chao fram: $mane I, OMCP, PRPGEL, PRTR, LITP, Bumde PPTR{DuN Adcen) 1nd
Pl PPRSE[D Accast]. I viu et umiiun of 7oor COnnCion MitRad, paiie [ooIBeT yout
et Saeece Poovder

Cmarya Type Fom
Hote: F gang thi PPPOE ooton, vou wil nedd 15 rmove of deabe ity PPPCE cent softwine o For o gy e mwea 17
T EETRtinL

WIRELESS
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Section 3 - Configuration

Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services.

L2TP: Select Dynamic (most common) or Static. Select Static |[EEEEEEEE
if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

ADVARCED | HAINTIRANLE

IP Address: Enter the IP address (Static L2TP only).

Usa thes section o configure your Intemst: Comnecton rmathod. Thers e sevenl coonecton
maihods bo chogse from: San P, DHIP, PRAGE, PRTR, LITF, Ruman PPTRDu Access) and

Subnet Mask: Enter the Primary and Secondary DNS Server Addresses P ST CHNE 0 YR CACRARI M i A B S R
(Static L2TP Only) . Ractoes 2 J | Mote: I usng the PRRE option, you will need to 1emove or dsabile any PRROE chent softwace o0

TR TR

Gateway: Enter the Gateway IP Address provided by your ISP.

ACCESS MOINT MODE

DNS: The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Server IP: Enter the Server IP provided by your ISP (optional).

L2TP Account: Enter your L2TP account name.

L2TP Enter your L2TP password and then retype the password
Password: in the next box.

Maximum Idle Enter a maximum idle time during which the Internet
Time: connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

MTU: Maximum Transmission Unit - You may need to change the
MTU for optimal performance with your specific ISP.

Connect Mode: Select either Always-on, Manual, or Connect-on demand. [
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Internet Setup
Dual Access (for Russia only)

There are two main steps to configure a Dual Access Internet connection for Russia. First, configure a PPPOE connection (as previously
described for PPPOE connections), and add the physical WAN IP settings as instructed from the ISP. Second, configure a PPTP connection
(as previously described for PPTP connections). In addition, the second step also includes an option to use a MAC address that will always
be associated with the connection. The MAC address is entered manually or copied from the computer.

U £18 SecTon 1 C3kn st Beleiet Cosrectiy] il These iee sevetal cisectoe

) L ™ vl 53 coumen S B ¥, DRCF, RO FoTR, LITF, Raww FRTR(Dunl ddcwm) st
Us# i section £ configuee your Intemet Cosnection mathod. Tr's e sl Connacton o P FPPobiDum fatmis® T om0 s o o ol . e i ok
rrathadi t5 (o frocs Soate I, OWCF, PRPl, POTR, LITE, Bumen PETE(Du Aocem) irmd la - Ertwnal Jarvce Fromds:
Raaran FRFOE D Acceas]. I y0o 308 wnise of poul CONECTON Method, DM CONTHCE your e Wk B g o P s, o ol B4 18, o 3¢ el By PP chest eftwink 59
Frig=at Sernde Poovider T Fe SRR,
Mot [F wirsd e BPFOl e, wie wil edd B0 resfieg of S By PROOL chaen kaftnarg o2
YOur COmputan.

L Ehig b AT of B Ut Mg Burm E R

(m] Enatie &Aoo Fort Hooe

T TR R | Db

& Dymar PVl T Srate Bl

weeg O

star tra FAorTRCN prowed Oy yoor Brbemat Senace Paasdar (ISP
B oyeame B O St B
P drdes g iy yaur ISP
bt Mak
Gat#way
s
MALC Aodueas
Sarve Pl
PRPTE Ridtrant
FATP Braprnivs
TR Lt Puipages
Hasrrum Ew Trs

ML

Nract Mooe SEect

UWHRELESS

UNRELESS
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Wireless Setup

Wireless settings for the router may be configured
manually or by using a wizard. To use the wizard,
click the Wireless Connection Setup Wizard button
and then follow the steps that are described below.
To configure the wireless settings manually, click
the Manual Wireless Connection Setup button. : e b ke P L T R e
The parameters for this window are described later : ek chants and pEa T Section Wl o meed 2 be duplcated on yoor
in this section. The Wireless Security section that Z
directly follows this Configuration section provides
additional explanation for how to configure the WEP,
WPA, WPA2, and WPA/WPA2 wireless security Notes st Scheg the e, s ke st 1 v oo st
mode options.

WIRELESS CONNECTION SETUP WIZARD

Click Next to continue.

Thes wizard will Guide wiu thrdugh 2 steo-hy-S0a0 Srocess o SATuD wour wWirdiss fetaank and make £ sefure,

W Dngn 1: et your YWiirekss Hetwork
® Tnen L Sef v Wireless Securty Pasnweond

Enter a Wireless Network Name in the textbox, which Lo Lt L LU

is also know as the SSID and select the desired level ”“‘vﬁ:‘u“:?m“”“’
of wireless security, WEP, WPA. and then click Next )

& Autormaticaly assgn B network ey (Recommended)
to Conti n ue T grévent n_[u.-‘.-:ri'l_ufh BoCESEND your netwick, the foute wil sutoretcaly Bssgn & securty ey (abo cabed
- WEP ar WPA Kay) Do your ReTivOTL.
[ Mprualy IsEge § nawon ey
52 the oatan I you piefer b ereate your dwn ey
r U WA aidrynton natead of WEP (WiPA & firongar then WEP 388 3 LI wreskse Jhent REp0Hs suppoT

Wea)
ey | bt | ol |
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Enter a Wireless Security Password in the textbox and then click
Next to continue.

This window displays a summary of your wireless security settings.
Please print this out or record this information in a safe place and
then click Save to continue.

The Router will save your new settings and reboot. When it is finished
after 1-2 minutes, the opening Wireless Setup window is displayed.

i fided aaCted vour windldis saCuny vl - vl will Aded 05 485 3 wirekdss sadunty pakiwdngd,
Tha WEP (\Wined Equivabent Privacy]) ey must maat ond of foldwng gudaings:

« Exactly 5 or 13 chamcers

« Boacty 10 or 36 chamacrer: weng 08 and AF

A fonger WEP key § MONe SECUTE TN 2 BhOCT Ona

T My ©

Bt Wou wil nited (0 enlef (e Wme pasiwvord That vou Coedtad n Che Slep nto your wireess Ol n order o

NiblE ohdodr wirghess OommunKIten,
o) e | [enei|

Dk i datiid surmrary of vou Wreiis SOSEY SEUINGE, Pl e tha pige Sul, o wikd dovwn (e
nfamatan on & pede of pacer, 50 you Gn configune tha Comact setBngs On your wintiess dent 3Santess.

Wirehess Hetwork Hame (S50 dink
WEP Koy Length 1 B4 bes
Dafault WEP Key tollss: |
Authentication ;. Ooan
Network Key : 0000530000

Meate: b soine STort weeless utetes [e.0. DLINE wireles bRy & wreels fens configusition ], you ank nesd o
selecT 3 Wntiess fabwork Fame and enter 3 NeTwork Ky to acoess the Inkemat.

S Changes aned Restartrg.

D-Link DIR-600 User Manual

26



Section 3 - Configuration

Wi-Fi Toimplement Wi-Fi protection, or WCN 2.0, tick the Enable
Protected checkbox, click either Generate New PIN or Reset PIN to
Setup: Default, and then configure the Wi-Fi settings below. Please
see the Setting Up Wi-Fi Protection (WCN 2.0 in Windows : p— ———

Vista) section later in this manual for detailed configuration | :

i i E A" s by paetas vy confauns P AraEl sattrag far veur D-LRE asomer, Daass note that erange)
Informatlon " g 0 ThE FCTRN My KBS nded 10 b QuSRCRNES N phul wiRdEl ST

T PIoCCT Fosf BOWRY WOU CF COnfigune wreRe B0y Teatunes. Tha oevice oo Three
WIS BaCUTTy TOOE Polading: VWER, WRA 10 WRAZ

Enable Check the box to enable the wireless function. If you do
Wireless: not want to use wireless, uncheck the box to disable all the
wireless functions.

Gt - B
Cormens PN 824E51T0

Wireless Service Set Identifier (SSID) is the name of your wireless
Network Name: network. Create a name using up to 32 characters. The
SSID is case-sensitive.

Enable Indicates the channel setting for the DIR-600. By default o B (hatdd
Wireless the channel is set to 6. The Channel can be changed to svesess cranner: [
Channel: fit the channel setting for an existing wireless network or e iz
to customize the wireless network. The Auto Channel . i i v T (A, ot tha 5500 wadic
Selection setting can be selected to allow the DIR-600 to

choose the channel with the least amount of interference. . Sacurty Mode ! [ S Vi ey a2 ]

Transmission Use the drop-down menu to select the appropriate Transmission Rate in Mbits per second. Many users will want to use the
Rate: default setting, Best (automatic).

WMM Enable: Enable Wi-Fi Multimedia to enjoy basic quality of service features. WMM prioritizes traffic according to four access categories:
voice, video, best effort, and background.

Enable Hidden Check this option if you would not like the SSID of your wireless network to be broadcasted by the DIR-600. If this option is
Wireless: checked, the SSID of the DIR-600 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID
of your DIR-600 in order to connect to it.
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. To enable wireless security on the Router, use
the drop-down menu to select the desired option.
To enable WEP, select Enable WEP Wireless
Security (basic).

. Next to Authentication, select either Open
or Shared Key. Shared Key provides greater
security.

. Select either 64Bit or 128Bit encryption from the
drop-down menu next to WEP Encryption.

. Next to Default Key Type, select WEP Key 1 and
enter a WEP key that you create. Make sure you
enter this key exactly on all your wireless devices.
You may enter up to four different keys either using
Hex or ASCII. Hexis recommended (letters A-F and
numbers 0-9 are valid). In ASCII all numbers and
letters are valid.

. Click Save Settings to save your settings. If you
are configuring the Router with a wireless adapter,
you will lose connectivity until you enable WEP on
your adapter and enter the same WEP key as you
did on the Router.

WIRELESS SECURITY MODE

EEnable WEP wireless Security (basic) =]
Dizable Wireless Security (not recommended)
Enable WEP Wireless Security (basic)

Enable WPAMNPAZ Wireless Security (enhanced)

Security Mode :

VWEP is the wireless encryption standard. To use it wou must enter the same kev(s) into the router
and the wireless stations. For 84-bit keys you must enter 10 hex digits into each key box. For
128-bit keys you must enter 26 hex digits into each key box. A hex digit is either a number from 0
to 9 or 3 letter from A to F. For the most secure use of WEP set the authentication type to
"Shared Key" when WEP is enzbled.

You may also enter any text string into 3 WEP key box, in which case it wil be converted into a
hexadecimal key using the ASCII values of the characters. & maximum of 5 text characters can be
entered for 64-bit keys, and & maximum of 13 characters for 128-bit keys.

Authentication : I{:pen—;,
WEP Encryption : Im
Default WEP Key : Im
WEP Key:[ | (5 ASCII or 10 HEX)

NOTE:

It is recommended to enable encryption on your wireless
Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless
signal may degrade when enabling encryption due to the added
overhead.
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1.To enable Enable WPA/WPAZ2 Wireless Security
(enhanced)_ Security Mode :  EEnable WRAMRAZ Wireless Security (snhanced)

WPA/WPA2

2. Next to Cipher Type, select TKIP, AES, or

WPA/WPAZ requires stations to use high grade encryption and authentication.

AUTO Cipher Type : Im
PSK / EAP @ IF‘SK ~]
3. Next to PSK/EAP, select PSK. Network Key : |

(8~B63 ASCII or 64 HEX)

4.Next to Network Key, enter a
passphrase. The key is an alpha-numeric
password between 8 and 63 characters long.
The password can include symbols (!?*&_) and
spaces. Make sure you enter this key exactly the
same on all other wireless clients.

5. Click Save Settings to save your settings. If you
are configuring the router with a wireless adapter,
you will lose connectivity until you enable WPA/
WPA2 (whichever of the three options you have
selected above) on your adapter and enter the
same network key as you did on the router.
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1. To enable WPA/WPAZ2 for a RADIUS server, next
to Security Mode, selec or Enable WPA/WPAZ2
Wireless Security (enhanced).

2. Next to Cipher Type, select TKIP, AES, or
Auto.

3. Next to PSK/EAP, select EAP.

4. Next to RADIUS Server 1 enter the IP Address
of your RADIUS server.

5. Next to Port, enter the port you are using with your
RADIUS server. 1812 s the default port.

6. Next to Shared Secret, enter the security key.

7.1f you have a secondary RADIUS server, enter its
IP address, port, and secret key.

8. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

Security Mode @

IEnabIe WRAMNPAZ Wireless Security (enhanced) v|

Cipher Type :

802.1X
RADIUS Server IP Address

Port

WPA/WPA2

WPA/WPAZ requires stations to use high grade encryption and authentication.

PSK [ EAP @ FEAP:

)
)

Shared Secret :

AUTO(TKIP (AES) B8
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LAN Setup

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router IP Enter the IP address of the router. The default
Address: IP address is 192.168.0.1.

If you change the IP address, once you click
Apply, you will need to enter the new |IP address
in your browser to get back into the configuration
utility.

Default Subnet Enterthe Subnet Mask. The default subnet mask
Mask: is 255.255.255.0.

Local Domain Enter the Domain name (Optional).
Name:

Enable DNS Check the box to transfer the DNS server
Relay: information from your ISP to your computers. If
unchecked, your computers will use the router

for a DNS server.

Refer to the next page for DHCP information.

Product Page - IDIR-000

L@ the sehon to configune the mtemal retwark Settmndd of yoor router 204 1E8 1 coafigure the
bulk-n BHOP server to assign BF addresses to computers oo your networs. The 1P addees that
configured hem i the F addness that wou use 0 s0cess the Web-based maragement nterface. IF
val changd the [P addrass i This BECTEm, WOU Moy nesd s vaur POS nenwank seTEngs T
BECaRE the NeTwork Rgar.

Flaase note that this section & optional and you do not nesd to change any of the
wetbings hare bo gel your nebwork up and ranning,

ROUTLE FLTTINGS
- 2

|.|"l|.r Es

Router [P Addueid
Difaul Susnat Hask [255. &
Lascal Doran Mame @ [

Enable DolS Rely : B

Ila hi section b oo n DHCP parver 1o 3e5gn TP 3nsnads £o Tha com

[~&5s OHCP Sesvar

CMCE [P Address Bangs = 100 | 1o [iss | (sddrapsss wthin tha LA minat)

DHCP Leass T Lash | {retes)

DHCP CLIENT LIST

[P Agdress

Host Mg

H
[ [ computer tame | P Aodress MAC Address |

o | | | [
|l_ I [ [ |.|cm1—-'¢-¢ =
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol.
The DIR-600 has a built-in DHCP server. The DHCP
Server will automatically assign an IP address to the
computers on the LAN/private network. Be sure to
set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address
Automatically.” When you turn your computers
on, they will automatically load the proper TCP/IP
settings provided by the DIR-600. The DHCP Server
will automatically allocate an unused IP address from
the IP address pool to the requesting computer. You
must specify the starting and ending address of the
IP address pool.

Enable DHCP Check the box to enable the DHCP server on
Server: your router. Uncheck to disable this function.

DHCP IP Enter the starting and ending IP addresses for

Address Range: the DHCP server’s IP assignment.

DHCP Lease The length of time for the IP address lease.
Time: Enter the Lease time in minutes.

DHCP SERYER SETTINGS

Use this section to configure the built-in DHCP server to assign IP address to the computers on
your netwaork,
Enable CHCP Sarver |
DHCP IP Address Range . |100 to [199 (addresses within the LAM subnet)

DHCP Lease Time ;. |10080 (mirutes)

DHCP CLIENT LIST

IP Address MAC Address Expired Time

Host Marme

10 - DHCP RESERVYATION

Rernaining nurmber of clients that can be configured : 10

Computer Marme IP Address MAC Address

Cormputer Mame | v
Computer Mame %
Computer Mame |+
Computer Mame | v
Computer Mame |
Computer Mame
Computer Mame |
Computer Mame %

Computer Mame | v

TN I N i T Y e T

Computer Mame |

[ Sawve Settings ] [ Don't Save Settings ]
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Time and Date

This section will allow you to configure, update, and maintain the correct time on the internal system clock.

Time Select the Time Zone from the drop-down
Zone: menu.

ADVARITID FMAINTTRARCE

Enable Ticking this checkbox enables Daylight Saving

Daylight time. Click Sync. your computer’s time e R S T
Vin . i ’ i H . i -

Saving: settings to copy your PC’s time settings Fraires — .
NTP Tick the “Automatically synchronize with "o oo 000 9 100

Server D-Link’s Internet time server” checkbox and

Used: then use the drop-down menu to selectan NTP

Server. NTP is short for Network Time Protocol.

NTP synchronizes computer clock times in a
network of computers.

Manual: To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second. Click Save Settings.

WHANRELESS
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Parental Control

This feature allows you to create a list of websites that you want to either allow or deny users access.

Configure Select Turn Parental Control OFF, Turn Parental
Parental Control ON and ALLOW computers access to
Control: ONLY these sites, or Turn Parental Control ON

and DENY computers access to ONLY these
sites.

Farental Control ane wsaful (ool for resircting Inoemat a0ess. The Webste URL oplion alows you
0 quickly craata B ber of al wal BTa6 tRIT you wish to alaw or demy usses o aorassrg. The

Sehadul aptien sl you to contrel whan chants o POI connacted 18 the Router ire alowed 1o
Becess the ltemet.

24 - PARTNTAL CONTROL RULTS = word enk

Website URL: Enter the keywords or URLs that you want to
block (or allow). Any URL with the keyword in

it Wi” be blocked. lf_!‘l"‘-{.l.."é ::;u.--_-,:- I'.=-":"-'.:Il..=-: Bl i
Ramanng furmide af rulss tRat can be creatad: 22
Webste URL [ Schegde
o | e e
Schedule: The schedule of time when the parental control - : |[ :g L
filter will be er_1ab|e_d. The schedulg may be set o [ N __
to Always, which will allow the particular service =l | FoE ]
to always be enabled. You can create your el I[ : "g ensoetn |
own times in the Maintenance > Schedules ol [ ol __
section. &l [ FoH e
ol | [eeml e
o | (e -
(ull [ e ]
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Port Forwarding

This will allow you to open a single port or a range of ports.

Rule: Check the box to enabled the rule.
Name: Enter a name for the rule.

IP Address: Enter the IP address of the computer on your local
network that you want to allow the incoming service
to.

Start Port/ Enter the port or ports that you want to open. If
End Port: you want to open one port, enter the same port in
both boxes.

Traffic Type: Select TCP, UDP, or Any

24 - ADVANCED PORT FORWARDIRG RULES

Remarryg

numier of rules thas can be creased: 24

i | The Advarced Port Forwinding oplee slows vou b0 defne @ engis podlic port o3 your muter for
rEdineCEn 10 b ntemal LAN 1P Addiessand Prwite LAN oot & recured. Thil Teature 8 urefial B
Rasting ol enitel such & ETP of Wb Serarl,

|B= Address

[_.

[Prae For

e

| | | P Trtic Type
Pams IPutic Por
- [ | -[;ﬂ""""’.".".' i J=1 lﬁ
P Addtesy Piiviste Port
- Computer fiame =l -
Hame “{Pusic port
ol | errew I .l ol
P Addram [Proate Fart !
] - Compurter iame [ =
Hame [ 3 !Pu':-'e:'P:-.
[ - Anicaton e ™ |
D 5 e Prwwta Port [+ B
[ || I [Core e =
[Ftarm= {Pusic Pant
| . i 1| =3
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-600.

Rule: Check the box to enable the rule.
Name: Enter a name for the rule.

Trigger Port: This is the port used to trigger the application. It
can be either a single port or a range of ports. e Tha Looikatn Rus 65001 & ubed 9 6w 30 o mukole Dot . pot frwmal b e

ot BACHEE SN Bt 10 The teenet o0 B0 Sutpang "Trigger” part o parT e Specl
ASaMTITON Foied 100 1 Bl COMpUtET 50 voul PR Releori

This is the port number on the WAN side that )]
Firewall Port: will be used to access the application. You may S e

define a single port or a range of ports. You (e REERRES R4
can use a comma to add multiple ports or port

ranges' | ||

Select TCP, UDP, or Any.

I |

Traffic Type:

||

||
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Enable QOS:

Automatic
Uplink Speed:

Measured
Uplink Speed:

Connection
Type:

Detected
xDSL.:

QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the
QoS Engine settings are disabled and application priority is not classified automatically.

This option is disabled by default. Enable this
option for better performance and experience with
online games and other interactive applications,
such as VolP.

This option is enabled by default when the QoS
Engine option is enabled. This option will allow
your router to automatically determine the uplink
speed of your Internet connection.

The speed at which data can be transferred from
the router to your ISP. This is determined by your
ISP. ISP’s often speed as a download/upload
pair. For example, 1.5Mbits/284Kbits. Using this
example, you would enter 284. Alternatively you
can test your uplink speed with a service such

as www.dslreports.com.

1IN

(o600 f] BECTSIEI|  noooence | saws | wee

Usé ths £aoh0n B0 Sonfigure DuLink's Qo5 Enpre. The GaS Enging masowes your anine gasing
experence by ensurmg that your game affic & pnontined over other metveork raffic. such i
FTP & Wab.

Lrnable QoS Engine ©: F
Austomatic Uplnk Speed : F
Measured Uplnk Speed ©  Hot Cstrrated

Connection Type ; [sm-ceea

Deetectod xDSL or Other ™
Framse Foelay Hetwork :

By default, the router automatically determines whether the underlying connection is an xDSL/Frame-relay
network or some other connection type (such as cable modem or Ethernet), and it displays the result as
Detected xDSL or Frame Relay Network. If you have an unusual network connection in which you are actually
connected via xDSL but for which you configure either “Static” or “DHCP” in the Internet settings, setting
this option to xDSL or Other Frame Relay Network ensures that the router will recognize that it needs to
shape traffic slightly differently in order to give the best performance. Choosing xDSL or Other Frame Relay
Network causes the measured uplink speed to be reported slightly lower than before on such connections,

but gives much better results.

When Connection Type is set to automatic, the automatically detected connection type is displayed here.
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MAC Filter

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of
clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering OFF, Turn MAC Filtering et S
Filter: ON and ALLOW computers listed to access the
network, or Turn MAC Filtering ON and DENY

computers listed to access the network.

MAC Address: Enter the MAC address you would like to filter.
To find the MAC address on a computer, please
refer to the Networking Basics section in this
manual.

Tho MAL (Megq Accass Controbert Address T9ar coUON & USRS 00 Gontrol retwans soress based
an tne MAC Areraan of tha natwon peaptes. A MAC Révrass & 5 enigus I pogned by B3
ranufecturer of e fatvsrs Bdpatar. Tha Mestuie can be confguisd to ALLOWY & DENY
network/itemit Jcoes.

24 - MAL HILTERING RIFLES

DHCP Client Selecta DHCP client from the drop-down menu and 'JPT ek -
List: click the arrow to copy that MAC Address. T e '|' |- — [ s

= B [ B ([ o ]

ol Bl e e B [0 5] D

Schedule: The schedule of time when the network filter will =l Bl o 8 oo 5 D)
be enabled. The schedule may be set to Always, ol I [ o I [on I S

which will allow the particular service to always i : = :“’:y“ : : "’: =

be enabled. You can create your own times in the ol [ = |- heam
Maintenance > Schedules section. Sl e i B

ol Bl [ H (e ="

D-Link DIR-600 User Manual 38



Section 3 - Configuration

Firewall & DMZ

This section will allow you to set up a DMZ host and to set up firewall rules.

If you have a client PC that cannot run Internet applications properly from behind the DIR-600, then you can set the
client up for unrestricted Internet access. It allows a computer to be exposed to the Internet. This feature is useful for
gaming purposes. Enter the IP address of the internal computer that will be the DMZ host. Adding a client to the DMZ
(Demilitarized Zone) may expose your local network to a variety of security risks, so only use this option as a last

resort.
Enable SPI: Check this to enable SPI.

Enable DMZ Check this box to enable DMZ.
Host:
DMZ IP Enter the IP address of the computer you would
Address: like to open all ports to.

Name: Choose a name for the firewall rule.

Action: Selectto Allowor Denytransport of the data packets
according to the criteria defined in the rule.

Source/Dest: The Source/Destination is the TCP/UDP port on
either the LAN or WAN side.

Schedule: Click New Schedule to access the Schedules
window. See Maintenance>Schedules for more
information.

IP Address:
Enter a beginning and ending IP address.
Protocol:
Select the transport protocol that will be used for
the filter rule.
Port Range:
Enter the desired port range for the filter rule.

et o b cakd b aloer o Samy ST panang Yrough e rauten. You fin el B
wr:-: : -r.'ru“*-q rav B 1..¢=naliva-‘n‘.1: whling Soth nput Sowe.

DA mwant “Dwmizarged Zone”, DMT Siow COMpUtes Dehing 0 rocter frewal 10 De acoemibie
£ ritemat tale. Ty, your DHE wookd contar Wb sarsirL TP afan o obhen

bt

ORI iy
uresRTCed

Mote: Puttng & m =T
+".'-..';'.-:'1.' MCHTITRNC M+:r R
nable DM Hosz ©

e soen: [ AT =t |
50 - FIREWALL RULES

Faranng feotr of ol T Gin be eited

I Frer .lClrl P Acdres | Schedae
[new=ra 1 ﬂl { Pn_-»-m
| Pr." Lo
lr.‘-:
S i e
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Section 3 - Configuration

Advanced Wireless

This window allows you to change the behavior of the 802.11g wireless radio from the standard settings. Please be aware that
any changes to the factory default settings may adversely affect the behavior of your network.

Transmit Power:

Beacon interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

802.11 Mode:

Auto 20/40:

20MHz:
Short Gl:

Set the transmit power of the antennas.

Beacons are packets sent by an Access Point to synchronize a wireless
network. Specify a value. 100 is the default setting and is recommended.

This value should remain at its default setting of 2346. If inconsistent data
flow is a problem, only a minor modification should be made.

The fragmentation threshold, which is specified in bytes, determines whether
packets will be fragmented. Packets exceeding the 2346 byte setting will be
fragmented before transmission. 2346 is the default setting.

(Delivery Traffic Indication Message) 1 is the default setting. A DTIM is a
countdown informing clients of the next window for listening to broadcast
and multicast messages.

Select Short or Long Preamble. The Preamble defines the length of the CRC
block (Cyclic Redundancy Check is a common technique for detecting data
transmission errors) for communication between the wireless router and the
roaming wireless network adapters. Auto is the default setting. Note: High network traffic areas should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions among wireless devices on a wireless local area network
(LAN). CTS will make sure the wireless network is clear before a wireless client attempts to send wireless data. Enabling
CTS will add overhead and may lower wireless through put. None: CTS is typically used in a pure 802.11g environment. If
CTS is set to “None” in a mixed mode environment populated by 802.11b clients, wireless collisions may occur frequently.
Always: CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the wireless network
and automatically decide whether to implement CTS based on the amount of traffic and collisions that occurs on the wireless network.

802.11n Only - Select only if all of your wireless clients are 802.11n.
Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Select if you are using both 802.11n and non-802.11n wireless devices.
Select if you are not using any 802.11n wireless clients. This is the default setting.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may create higher
data loss.
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Advanced Network

This window allows you to change the LAN settings. Please be aware that any changes to the factory default settings
may affect the behavior of your network.

Enable UPnP: To use the Universal Plug and Play (UPnP™)
feature tick this checkbox. UPNP provides
compatibility with networking equipment, software
and peripherals.

Enable WAN Unchecking the box will not allow the DIR-600 to SOSR | e 0 g Dot st Vi do e
T v | our natwork,

Ping Respond: respond to Pings. Blocking the Ping may provide
some extra security from hackers. Tick this
checkbox to allow the WAN port to be “Pinged”.

Ul Plup and Pl (LPrP] seopofts pesr-to-paar Plug ind Piy functoniity Tor network
diviced

Erabs UPnP ©

WAN Port You may set the port speed of the WAN port to
Speed: 10Mbps, 100Mbps, or 10/100Mbps Auto. Some .
older cable or DSL modems may require you to e i a1 e (A e R e e
set the port speed to 10Mbps. | w1

Erable Mutcast Soees m]
Wrakass Enhance Made : ]

UNRELESS
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Section 3 - Configuration

Enable:

Interface:

Destination:

Subnet Mask:

Gateway:

Routing

This option allows you to define fixed routes to defined destinations.

Tick this checkbox to enable or disable fixed
routes to defined destinations.

Use the drop-down menu to choose the WAN or
WAN (Physical Port) Interface the IP packet must
use to transit out of the Router.

The IP address of the packets that will take this
route.

The subnet of the IP address of the packets that
will take this route.

Specifies the next hop to be taken if this route is
used.

HAINTTRARTT

Tea Rogtng ooten Moo you 19 defre FDOC rouled 13 R dertratont.

17 - STATIC ROUTING
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Device Administration

This window will allow you to change the Administrator password. You can also enable Remote Management.

Administrator Enter a new Login Name for the Administrator account.
Login Name:

Administrator Enter a new password for the Administrator Login Name
Password: and then retype the new password in the Confirm Password |-
textbox. The administrator can make changes t0o the [ I« o oo s o s ve e saion e o e

[0 LT C:"rﬂn.'ﬁ'!. E & hghly recommanded that you Create 3 passveond D 0eD your 1oote

settings. : sacu

Enable Remote Remote management allows the DIR-600 to be configured
Management: from the Internet by a web browser. A username and
password is still required to access the Web-Management
interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator
tasks. This feature enables you to perform Administrator

tasks from the remote (Internet) host.

IP Allowed to The Internet IP address of the computer that has access to
Access: the Broadband Router. If you input an asterisk (*) into this
field, then any computer will be able to access the Router. Putting an asterisk (*) into this field would present a security risk

and is not recommended.

Port:
The port number used to access the DIR-600. For example: http://x.x.x.x:8080 whereas x.x.x.x is the WAN IP address of

the DIR-600 and 8080 is the port used for the Web-Management interface.
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Save and Restore

This window allows you to save your configuration file to a hard drive, load configuration settings from a hard drive,
and restore the Router’s factory default settings.

Save Settings Use this option to save the current router
to Local Hard configuration settings to a file on the hard disk of the
Drive: computer you are using. First, click the Save button.
You will then see a file dialog, where you can select

a location and file name for the settings.

Dnee tha rmuter § configures you 20 Ive B coefigorrnen settngs B2 0 nfigunic i o

your hard drive. You 180 hive Bhe ot b losd corfiguntion sttngl. o restore tha fctany

Load Settings Use this option to load previously saved router G i
from Local configuration settings. First, use the Browse
Hard Drive: control to find a previously save file of configuration

settings. Then, click the Upload Settings button to
transfer those settings to the Router.

Restore to This option will restore all configuration settings
Factory Default back to the settings that were in effect at the time
Settings: the router was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current router configuration settings, use the Save

button above.

Reboots: Click the Reboots button on the left side of the
window to restart the Router.
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Firmware Update

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the

D-Link support site.

Firmware Click the Check Now button (or the link at the top

Upgrade: of the window) to find out if there is an updated
firmware; if so, download the new firmware to your
hard drive.

Browse: After you have downloaded the new firmware,
click Browse in this window to locate the firmware
update on your hard drive. Click Save Settings to
complete the firmware upgrade.

Product Page @ DIR-600

WIRELESS

Thars may B4 naw frmaacs for your DIR-500 13 mprove functionalty and senforrancs.
Clcks héee o check fior an updrade oo fur upport ste

To wpgreds the fiwars, Beate the updrads e on 5 iecal herd dane with the Drowia butten,
Onee you hee fousd the e o be used, chek the Ugioad button to et the fremwans upprade.

The Bndusde pack Blovws you bo chinge the Bnpoade oF the user nteface on the DIR-300. We
SUDGESE RaT you uSdrate your cument Baduidé pack Fyou upgrads the frreare. ThE answres
that any changes n tha frmwan ane dentyed comectly.

Ta upgrade the bnguage pack. bate the usprade fils on the kocal hand drve with the Browss

button. Onee wou kave found tha file To be used, cic the Upioad bution o &art the Bnguage
pack upgrads.

FIRMWARE THIDRMATION

Current Firmmware ersaon @ 200
Curent Fimwware Date ; Mon 09 Har 2009

Chick Onding Row for Latest Fimwsars Version ; _

FIRMWARE UPGRADE

Rate: Some firmware upgrades reset the configuration options to the fectary delauits,
Before performing an upgrade, Be sure B0 save the curment configuration,

T upgrade the lrreare, your PCmust have 3 winsd connectson B the router, Entoer
the name of the femware upgrade file, and dick on the Upload button,

Upcnaed ; [ |

LARGUAGE PACK UPGRADE

Upenaed : [
_ekad |

Helphil Hinks_

= Firnrreare Update xe
y ko
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DDNS Setting

The router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public IP
address to be associated with a static host name in any of the many domains, allowing access to a specified host from
various locations on the Internet. This is enabled to allow remote access to a host by clicking a hyperlinked URL in the
form “hostname.dyndns.org”. Many ISPs assign public IP addresses using DHCP, this can make it difficult to locate
a specific host on the LAN using standard DNS. If for example you are running a public web server or VPN server on
your LAN, this ensures that the host can be located from the Internet if the public IP address changes. DDNS requires
that an account be setup with one of the supported DDNS providers.

Enable DDNS: Tick the Enable DDNS checkbox to enable support
for DDNS.

Server Select one of the DDNS registration organizations
Address: form those listed in the pull-down menu. Available

servers include dlinkddns.com(Free), DynDns. Bt e ek i ek didh i it
igned P Bddrepi. MET Boaadiend Brbeat Sarve Piowdlen bign Sprues (changng) B
org(Custom), Dyn.Dns.org(free), and Dyn.Dns. RCAION. g PN sy ot V8 s con st Yo A s o s

Org(StaﬁC). = = 0 Up for DLeicCy Frag DOAIS parvicy 3% s CLPD cor

Host Name: Enter the host name of the DDNS server.

Username: Enter the username given to you by your DDNS
server.

Password: Enter the password or key given to you by your
DDNS server.
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System Check

This tool is used to verify the physical connectivity on both the LAN and the WAN interfaces. The Ping Test can be

used to test the status of the Internet.

Virtual Cable VCT is an advanced feature that integrates a
Tester (VCT) LAN cable tester on every Ethernet port on the
Info: router. Through the graphical user interface
(GUI), VCT can be used to remotely diagnose
and report cable faults such as opens, shorts,
swaps, and impedance mismatch. This feature
significantly reduces service calls and returns by
allowing users to easily troubleshoot their cable
connections.

Ping Test: The Ping Test is used to send Ping packets to
test if a computer is on the Internet. Enter the IP

The Sifen Chack toat can be coad b2 vy Bhe shyical conmactivly on bath the LAN snd
Imamet refcen. The Prig Tert 106! Con Be ubed 50 verfy the somus of tee iieset
Conacten

[ pors | Linik Szatus [ [

[internet | (T ) | oscoecies PN

[Coan | — ] | oo e |

|t | Tol—] | 10000 L Ouples |
| L ]_ b pe—— [_
EYTREL [ [ree— | |

Address that you wish to Ping, and click Ping.

95 8 w10 bl Py plgiats to teet F b SOTRUTe B

ol T o P Addrail
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Schedules

The Router allows the user the ability to manage schedule rules for various firewall and parental control features on
this window. Once you have finished configuring the new schedule rule, click the Save Settings button at the top of
the window.

Name: Enter a name for the new schedule rule.

Day(s): Choose the desired day(s), either All Week or
Select Days. If the latter is selected, please use the [oir-¢00 ] s | aovaces  |IEDOCTEEE st
checkboxes directly below to specify the individual IS ——
dayS. il e E?;::E:J;n:f;:;::_uwn B used 10 manage schedubs noles for “Access Control, Frewal |

All Day - 24 hrs: Tick this check box if the new schedule rule applies

to the full 24-hour period. : e
sun Oluen Otye DOwied Oy O Oogae
Start Time/ If the new schedule rule does not apply to the full = I [
End Time: 24-hour period, untick the previous checkbox and tnd Tme: [ - 2] [ (rourmenze, 12 hour tme)

then enter a specific beginning and ending time.
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Log Settings

The system log displays chronological event log data specified by the router user. You may also save a simple text file
containing the log to your computer. Click the Save button and follow the prompts to save the file.

Product Page @ DIR-S0)

Save Log File: Click on the Save button link on this window to
save the log file to your local hard drive.

Syslog Server: click the checkbox to save the log in the log server
in the LAN side.

Log Type & Click the checkbox(es) of the type of log information
Level: requested: “System, Firewall & Security, Router
Status, Critical, Warning and Information”

Erable Loporg To Sysiop Sernen [

Send by Mail: Enter the your SNTP server name(or IP address) o e s |
and enter your mail address before sending your

system log by mail.

Leg Troe: Bl g rwal B SeouT B souter status

Lag Level: W Cricica Whming W irformaton

Fmal dccrass: [ |
[ Sobsject:
Sander Bl Address:
SHTP Sare | [P ASdress:
vserteme [ |
pasgwnrd: [ |
confrm Paspenrd: [ | )

WIRELESS
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Device Info

This window displays the current information for the DIR-600. It will display the LAN, WAN, and Wireless
information.

If your WAN connection is set up for a Dynamic IP address then a DHCP Release button and a DHCP Renew button
will be displayed. Use DHCP Release to disconnect from your ISP and use DHCP Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

LAN: Displays the MAC address and the private (local) S e
IP settings for the router.

WAN: Displays the MAC address and the public IP
settings for the router.

&l of wour Tntamat and neTwonk connaection detals are dispaved on thE page. The fimeare
wEeREn B NS diplyed hara,

Wireless Displays the wireless MAC address and your
802.11N: wireless settings such as SSID, Channel, and
Encryption status.

Firmvavara Version © 2,00, Mon 09 Mar 2009

MAC Azdrags ! DOGT-R0:00:c1 08

P Agdress 1 192.168.0.1
Subnet Magk ;2552552550
CHOP Sarser | ESubed

THTERHET

WAL Addrass @ DOCXLB0:90:1:37

Agidrass 1 00U

Subset Mank : 00000
Dafak Gateway © 00,00
GHS ;D000

WIRILISS BO2. 11N

350 dink
Cranng : &
Efcryptos : 4 B
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Log

This window allows you to view a log of activities on the Router. This is especially helpful detecting unauthorized
network usage.

First Page: View the first page of the log.
Last Page: View the last page of the log.
Previous: View the previous page.

The ¥aw Log dwpaes the acivies pooumng on the DRAE0,

Next: View the next page.

__'-:-"__ Page lotl
Clear: Clear the log. [ e | Werge

[ 1 i3 s [l ressge was caares.

Link to Log Click this button to go directly to the Log Settings
Settings: window (Maintenance > Log Settings).
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Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-600
on both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

E

ADVANCID MATNTTMANCT STATUS I

Conty | et |
[Recsive
(8 Fackas
[ [2 Fackats
[WiRELESS 110 [34 Fachess

Active Session

The NAPT Active Session table displays a list of all active conversations between WAN computers and LAN
computers.

ADVANCED MATNTERANT T

TCF Sadsons - 3
LR Sasgaingc 1
Toml: &

152, 188.0,100
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

ADVANCED HAINTENARLE

| | connect Time | MACAddress | IPAddress | Mode | Rate | Signal (%)
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Help

Click the desired hyperlink to get more information about how to use the Router.

Frmware Verson ;200

_,r-rni

SsweeoRTHEW e
Satup

Perng

& Intamst Sefup
® Wrelass Setup
® LAM Setup

®* Time and Date
& Paranta Contrel

Advanced

® Port Forvarding
& ppphcation Rules

® MAL Fiter

® Frowal & DMZ

® sdvanced Vireless
® pdvanced Networs
* Routing

Maintenance
® Device Administration
* S and Rpstons
* Froware Update
® DONS Setmng
® oysbem Chedk
* Echedules
* Log Settings
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