Section 3 — Configuration

Configuration

This section will show you how to set up and configure your new D-Link router using the Web-based configuration utility.

Web-based Configuration Utility

Connect to the Router

To configure the WAN connection used by the router it is first necessary to communicate with the router through its management interface, which is
HTML-based and can be accessed using a web browser. The easiest way to make sure your computer has the correct IP settings is to configure it
to use the DHCP server in the router. The next section describes how to change the IP configuration for a computer running a Windows operating
system to be a DHCP client.

To access the configuration utility, open a web-browser such as Internet File Edit Vew Favorites  Tools
Explorer and enter the IP address of the router (192.168.0.1). .
Q- O [ 2

Address | &) http:/f192.168.0.1/

Type “admin” for the User Name in the entry field. If this is the first time
configuring the router, leave the Password field blank, there is no default
password.

If you get a Page Cannot be Displayed error, please refer to the i i
Troubleshooting section for assistance. User e ol |

Password | |[Logn ]

WIRELESS
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Section 3 — Configuration

Configure Internet Connection - Setup Wizard

When you successfully connect to the web
manager, the main Internet Connection
menu displays two options for configuring the

Click on he Internet Connection Setup ONTERNETCOWGECTION

Wizard to quickly configure the Internet _ _ _ _
. . . If you are configuring the device for the first time, we recommend that you click on the Internet
connection. The Setup Wizard procedure is Connection Sefup Wizard, and follow the instructions on the screen. If you wish to madify or

described in the pages foIIowing this one. configure the device settings manually, dlick the Manual Internet Connection Setup.

To configure the connection in more detall, | [Ty |

click on the Manual Internet Connection Setup
button. Manual Internet connection setup is
described in Internet Connection - Configure
Internet Connection — Manual Setup on page P
18 below. YR

13111

Internet Setup

e | I wioLn weoLld like to utilize our easy to use Web-based Wizard to assist you in connecting your
Logaouk new D-Link Systemns Router to the Internet, dlick on the button below:,

[ Internet Connection Setup wWizard ]

Mote: Before launching the wizard, please make sure you have followed all steps outlined in the
Quick Installation Guide included in the package,

MANUAL INTERNET CONNECTION OPTIONS

If you would like to configure the Internet settings of your new D-Link Router manually, then
click on the button below,

[ Manual Internet Connection Setup ]
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Internet Connection Setup Wizard
Use the Internet Connection Setup Wizard to quickly configure the Internet connection.

Setup Wizard

Click the Internet Connection Setup Wizard button and follow the
instructions in the menus that appear.

The initial window summarizes the setup process. These steps are as
follows:

1. Setthe new password.

2. Select the time zone.

3. Configure the connection to the Internet.

4. Save settings and reboot the router.

Click the Next button to proceed. You may stop using the Setup Wizard at
any time by clicking the Cancel button. |

Change the administrator account password, enter a new password in the
first Password entry field, re-type it exactly as before in the Verify
Password field, and click Next. If you wish to return to the previous
window during the setup process, click the Prev button.

This wizard will guide you through a step-by-step process to configure your new D-Link router and connect to the
Internet,

Step 1; Set your Password

Step 2: Select your Time Zone

Step 3: Configure your Internet Connection
Step 4 Save Settings and Connect

By default, your new D-Link Router does not have a password configured for administrator access to the Web-
based configuration pages. Tao secure your new networking device, please set and verify a passward below:
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Choose the time zone you are in from the pull-down menu and click Next.
This sets the system time used for the router. If you wish to return to the
previous window during the setup process, click the Prev button.

Select the Internet Connection Type used for the Internet connection. Your
ISP has given this information to you. The connection types available are
DHCP (Dynamic IP Address), Username/Password (PPPoE),
Username/Password (PPTP), Username/Password (L2TP),
Username/Password (Bigpond), Static IP Address Connection,
Russia PPTP (Dual Access) and Russia PPPoE (Dual Access). Each
connection type has different settings that are configured in the next menu

Select the Connection Type specific to your service and click Next.
Follow the instructions below for the type of connection you have
selected.

Select the appropriate time zone for your location. This information is required to configure the time-based options

for the router.

| (GMT-08:00) Pacific Time (S & Canada); Tijuana v |

(*) DHCP Connection (Dynamic IP Address)

Choose this if your Internet connection automatically provides vou with an IP Address. Most Cable Modems use
this type of connection.

O Username / Password Connection (PPPoE)

Choose this option if your Internet connection requires a username and password to get online, Most DSL
modems use this connection type of connection,

O Username / Password Connection (PPTP)

Choaose this option if your Internet connection requires a username and password to get online, Most DSL
modems use this connection type of connection,

O username / Password Connection (L2TP)

Choose this option if your Internet connection requires a username and password to get online, Most DSL
modems use this connection type of connectian,

O Username / Password Connection (Bigpond)

Choose this option if your Internet connection requires a username and password to get online, Most DSL
miodems use this connection type of connection,

O static IP Address Connection

Choose this option if your Internet Setup Provider provided you with 1P Address information that has to be
manually configured.

) Russia PPTP (Dual Access)

Choose this option if your Internet connection requires a username and password to get online as well as static
route to access Internet service provider's internal network Certain 1SPs in Russia use this type of connection.
O Russia PPPOE (Dual Access)

Choose this option if your Internet connection requires a username and password to get online as well as static
route to access Internet service provider's internal network, Certain 15Ps in Russia use this type of connection,

WIRELESS
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DHCP (Dynamic IP Address) - For Dynamic IP Address connections,
you may want to copy the MAC address of your Ethernet adapter to the
router. Some ISPs use the unique MAC address of your computer’s
Ethernet adapter for identification and for IP address assignment (DHCP)
when you first access their network. This can prevent the router (which
has a different MAC address) from being allowed access to the ISP’s
network (and the Internet). To clone the MAC address of your computer’s
Ethernet adapter, click the Clone MAC Address button. Click Next to
continue.

Username/Password (PPPoOE) - For PPPoE connections, select the
Address Mode Dynamic IP or Static IP, type in the Username and
Password used to identify and verify your account to the ISP. Retype the
password again and if necessary, type a Service Name or domain name.
For Static IP address mode, type the IP Address assigned to your
account. Your ISP should provide this IP address along with other account
information. Click Next to continue.

To set up this connection, please make sure that you are connected to the D-Link Router with the PC that was
originally connected to your broadband connection. If you are, then dick the Clone MAC button to copy your
computer's MAC Address to the D-Link Router,

MAC Address : I:l - D - I:l - D - I:l - D (Optional)

| Clone Your PC's MAC Address |

Host Name : ‘DIR-SZD |

Mote: You may also need to provide a Host Mame. If you do not have or know this
information, please contact your ISP,

WIRELESS

To set up this connection you will need to have a Username and Password from your Internet Service Provider, If
you do not have this information, please contact your ISP,

Address Mode : & Dynamic I[P O Static IP
IP Address : I:l
wertame: |
Password : sessssssss
Verify Password : @
Service Name : |:| {Optional)

MNote: You may also need to provide a Service Mame. If you do not have or
knowe this information, please contact your ISP,

WIRELESS
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Username/Password (PPTP) - To configure the PPTP client connection,
enter the IP and account information for the router. Your ISP will give this
information to you if you are establishing a PPTP connection to the ISP.
Click Next to continue.

NOTE: The broadband device used for your Cable or ADSL network connection must support PPTP
pass-through so the VPN session can be established.

Username/Password (L2TP) - To configure the L2TP client connection,
enter the IP and account information for the router. Your ISP will give this
information to you if you are establishing a L2TP connection to the ISP.
Click Next to continue.

NOTE: The broadband device used for your Cable or ADSL network connection must support L2TP
pass-through so the VPN session can be established.

e —
| SETUSERNAME AND PASSWORD CONVECTION (PPTP)

T set up this connection you will need to have a Username and Password from your Internet Service Pravider.
You also need PRTP IP adress, If you do not have this information, please contact your ISP,

Address Mode : G Dynamic P O Static IP
PPTP P Address: |
PPTP Subnet Mask:| |
PPTP Gateway IP Address : :l

PPTP Server IP Address
(may be same as gateway) :

Passward
Verty password

WIRELESS

—
SETUSERNAME AND PASSWORD COMNECTION (L217)

Ta set up this connection you wil need to have a Username and Password from your Internet Service Provider.
You also need L2TP IP adress, If vou do not have this information, please contact your ISP,

Address Mode : &) Dynamic P ) Static IP
L2TP IP Address:| |
L2TP Subnet Mask:[ |
L2TP Gateway IP Address : l:l

L2TP Server IP Address

(maybesameas| |

gateway) :

WIRELESS
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Username/Password (Bigpond) - BigPond Cable connections use this

Enter the account and server information, as provided to you by BigPond.

Click Next to continue.

Static IP Address Connection - For Static IP Address connection types,
you must type in the IP Address, Subnet Mask, Gateway Address,
Primary DNS Address and Secondary DNS Address (optional). Your
ISP should provide this information to you. Click Next to continue.

Bt
| SET USERNAME AND PASSWORD CONNECTION (BIGPOND)

To set up this connection vou will need to have a Username and Password from your Internat Service Provider,
You also need BigPond [P adress, If you do not have this information, please contact your 15P.

Auth Server ;

Bigpond Server IP Address
{may be same as gateway) :

Bigpond Password
Biopon very Password :

WIRELESS

To set up this connection you will need to have a complete list of 1P information provided by your Internet Service
Provider, If you have a Static IP connection and do not have this information, please contact your ISP,

1P Address : l:l

Subnet Mask : I:l

Gateway Address @ l:l
Primary DNS Address : I:l
Secondary DNS Address @ l:l

WIRELESS
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Russia PPTP (Dual Access) - To configure the PPTP client connection,
enter the IP and account information for the router. Your ISP will give this
information to you if you are establishing a PPTP connection to the ISP.
Click Next to continue.

NOTE: The broadband device used for your Cable or ADSL network connection must support PPTP
pass-through so the VPN session can be established.

Russia PPPoE (Dual Access) - For PPPoE connections, select the
Address Mode Dynamic IP or Static IP, type in the Username and
Password used to identify and verify your account to the ISP. Retype the
password again and if necessary, type a Service Name or domain name.
For Static IP address mode, type the IP Address assigned to your
account. Your ISP should provide this IP address along with other account
information. An additional set of IP settings might be required to create a
static route to the ISP. Enter the WAN [P settings used to create this route
(as given by the ISP) and click Next to continue.

|

To set up this cannection you wil need to have a Username and Passward from your Interet Service Pravider,
“¥ou also need PPTP IP adress. If you do not have this information, please contact your ISP

Address Mode : &)Dynamic 1P (O Static IP
PPTP IP Address :
PPTP SubnetMask:| |

PPIP Gateway IP Address : | ]

PPTP Server IP Address ]
(may be same as

User Name :

Password : eseseseess

S e —
-Prev -NEXE -(ar\ca\

WIRELESS

To %08 up Ehis cormiction you wil rid 1o b & Usosmami ard Passwornd from your Intormst Seeice Provider. 17
¥oU do nat have this information, piease contact youe 159,

Hubdress Mode ¢ ) Dyname O Statie 1P
1P Address :
e Nafm ©
Password : =

Verify Password ; sesssesses
Service Name ; (Cpbend)

Mate: You may sl need to provide a Service Name, IF you da nat have o
keriow thes information, plaasa contact your 1S9,

WAN Phypsical Setting :

(= Dynamic = CIStatie I
P Address ©
Subnet Mask ©
Gateway :
Primary ONS Address ;
Seconlary NS Arkdres @ (Opbond)

Frev ] [joeit] [(Cancel |
| Smrlee? |

UNRELESS
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When you are satisfied that the settings have been entered correctly click
on the Connect button to save the new configuration settings.

The Setup Wizard has completed. Click the Connect button to save your settings and reboot the router,

WIRELESS

During the save and restart procedure, the display informs that it is
rebooting. Once the reboot is complete, begin to use the router.

Saving Changes and Restarting.

If you changed the IP address of the router
vou will need to change the IP address in your
browser before accessing the configuration Web site again.

WIRELESS
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Configure Internet Connection — Manual Setup

The Internet connection can be configured manually without
using the Setup Wizard. To configure Internet connection
settings manually click on the Manual Internet Connection
Setup button in the Internet Connection menu.

In the new menu select the Internet Connection type used for
your service from the My Internet Connection is: pull-down
menu. Follow the instructions in the next sections according to
the type of Internet connection you want to configure.

SETUP | ADYAMNCED MAINTEMANCE STATUS

If wou are configuring the device for the first time, we recommend that you click on the Intermnet
Connection Setup Wizard, and follow the instructions on the screen, If you wish to modify or
configure the device settings manually, click the Manual Internet Connection Setup,

INTERNET CONNECTION SETUP WIZARD

If you would like to utiize our easy to use Web-based Wizard to assist you in connecting your
rienw D-Link Systerns Router to the Internet, click on the button below,

[ Internet Conneckion Sekup Wizard ]

Mote: Before launching the wizard, please make sure you have followed all steps outlined in the
Quick Installation Guide included in the package.

MANUAL INTERNET CONNECTION OPTIONS

If you would like to configure the Internet settings of your new D-Link Router manually, then
click on the button below,

[ Manual Inkernet Cannection Setup ]
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steps:
1.

2.

5.

Dynamic IP Address

To configure a Dynamic IP Address Internet connection, follow these

Select the Dynamic IP (DHCP) option from the My Internet
Connection is: pull-down menu.

Under the Dynamic IP heading, type a Host Name if needed, and
DNS IP address information. The Primary DNS Address will be
normally be required, the Secondary DNS Address is used for a
back up DNS server.

Some ISPs record the unique MAC address of your computer’s
Ethernet adapter when you first access their network. This can
prevent the Router (which has a different MAC address) from being
allowed access to the ISPs network (and the Internet). To clone the
MAC address of your computer’s Ethernet adapter, type in the
MAC address in the MAC Address field and click the Clone MAC
Address button.

Leave the MTU value at the default setting (default = 1500) unless
you have specific reasons to change this (see table below for more
information).

Click on the Save Settings button to save and apply the new
Internet connection settings.

A Dynamic IP Address connection configures the Router to

automatically obtain its global IP address from a DHCP server on the

ISP’s network.

DYNAMIC IP {DHCP) INTERNET CONNECTION TYPE

Ise this Internet connection type if your Internet Service Provider (ISP) didn't provide you with
IP Address information andfor a usernarme and passwaord,

Host Mame ;  |DIR-320

i (optional) [ Clong MAC Address ]
Primary DNS Address
Secondary DNS Address
MTL

[optional)
1500

[ Save Settings ][ Don't Save Settings
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1.

Static IP Address

To configure a Static IP type Internet connection, follow these steps:

Select the Static IP option from the My Internet Connection is:
pull-down menu.

Under the Static IP heading, type IP address information provided
by your ISP, type an IP Address, Subnet Mask and ISP Gateway
Address. The Primary DNS Address will be normally be required,
the Secondary DNS Address is used for a back up DNS server.

Some ISPs record the unigue MAC address of your computer’s
Ethernet adapter when you first access their network. This can
prevent the Router (which has a different MAC address) from being
allowed access to the ISPs network (and the Internet). To clone the
MAC address of your computer’s Ethernet adapter, type in the
MAC address in the MAC Address field and click the Clone MAC
Address button.

Leave the MTU value at the default setting (default = 1500) unless
you have specific reasons to change this (see table below for more
information).

Click on the Save Settings button to save and apply the new
Internet connection settings.

When the Router is configured to use Static IP Address assignment
for the Internet connection, you must manually assign a global IP
Address, Subnet Mask, and ISP Default Gateway IP address. Most
users will also need to configure DNS server IP settings. Follow the
instruction below to configure the Router to use Static IP Address
assignment for the Internet connection.

STATIC IP ADDRESS INTERNET CONNECTION TYPE

Enter the static address information provided by your Internet Service Provider (ISP,

IP Address
Subnet Mask
ISP Gatewway Address

{assigned by your ISP)

MaC Addrass
{optional) [

Prirnaty DMNS Address
Secondary DNS Address
MTLL

Clone MAC Address ]

(optional)
1500

Don't Save Settings

[ Sawve Setkings ][
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PPPOE

PPP or Point-to-Point protocol is a standard method of establishing a network connection/session between networked devices. Different forms of
PPP include PPPoA and PPPOE (discussed below) involve an authentication process that requires a username and password to gain access to the
network. PPPoE (PPP over Ethernet), as described in RFC 2516, is a method of using PPP through the Ethernet network.

o comfgure a PEROE Iniemel connestion, follow fhese steps

1. Select the PPPoOE (Username / Password) option from

the My Internet Connection is: pull-down menu. Erter the information provided by your Internet Service Provider (ISP,
2. Choose the IP address assignment option (Dynamic

PpoE or Static PPPoE). Static IP address assignement ® Dynamic PRRoE - O Static PPPOE

requires manual entry of IP settings information. User Name :
3. Under the PPPoOE heading, type the User Name and Password | (ssssssssss

Password used for your account. A typical User Name Retype Password | |ssessssess

will be in the form user1234@isp.co.ru. The Password may T — —

be assigned to you by your ISP or you may have selected ey

ress .

it when you set up the account with your ISP.  Type the

password again in Confirm Password. A RS

Clone MAC Address

4. For Static PPPoE connections, enter IP settings provided (optional) |
by the ISP and, if necessary enter MAC address (see Primary DMNS Address
table below) Secondary DMS Address {optional)
5. Leave the MTU value at the default setting (default = Maximurn Idle Time |5 MinLtes
1492) unless you have specific reasons to change this MTU : [1492
(see table below for more information). o
6. Choose the desired Connection Setting. Select from: B e i B A A i

Always ON, Connection On Demand, or Manual. Most

users will want to choose the default connection setting,
Always ON. [ Save Settings ] [ Don't Save Settings ]

See table below for parameter description.
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Some of the settings do not need to be changed the first time the device is set up, but can be changed later if you choose. The information that is to
be provided in this window must be given to you by your ISP and must be carefully configured. Any small discrepancy will send the wrong message
to your ISP’s server and inhibit your connection.

There are two ways to configure the PPoE connection on the router, one is for a Dynamic PPPoE configuration, which means the router will
implement some settings automatically through DHCP, such as the router’s IP address and the default gateway. The other is through a Static
PPPoE connection, in which the user must configure the IP address and the DNS addresses automatically.

PPPOE

User Name
Password
Retype Password
Service Name

IP Address

MAC Address

Primary DNS Address

Secondary DNS
Address

Maximum ldle Time

MTU

Connect Mode Select

Description

The user name supplied to you by your ISP.

The password supplied to you by your ISP.

Retype the password entered in the Password feld.

Enter the service name supplied to you by your ISP, if required.

Enter the IP address given to you by your ISP. This field is only to be completed if the Static PPPoE button is selected.

This field will instruct the user to enter the Media Access Control (MAC) address of the Ethernet Card of your computer, if instructed
to do so by your ISP. To quickly accomplish this, click the Clone MAC address button, which will automatically copy the MAC address
of your Ethernet card and enter it into the space provided, which will replace the MAC address of the router.

This entry is for the IP address of your primary domain name server, which should also be provided to you by your ISP. The router
will first try the Primary DNS Address to resolve a website’s URL IP address. If this IP address fails, the router will then try the
Secondary DNS Address. This field is only to be completed if the Static PPPoE button is selected.

The IP address of the secondary domain name server will be used to resolve a website’s URL IP address if the Primary DNS Address
fails. The information in this field should also be provided by your ISP and is only to be completed if the Static PPPoE button is
selected.

A value of 0 means that the PPP connection will remain connected. If your network account is billed according to the amount of time
the Router is actually connected to the Internet, enter an appropriate Idle Time value (in seconds). This will disconnect the Router
after the WAN connection has been idle for the amount of time specified. The default value = 5.

This field refers to the Maximum Transfer Unit, which is the maximum size of a packet, in bytes, that will be accepted by the router.
The default setting is 1492 bytes. This field should not be altered unless instructed by your ISP.

This function, with Connect-on-demand selected, will allow the router to connect any workstation on your LAN to the Internet upon
request. If this function is set at Always-on, no request from the workstation will be needed to connect to the Internet. If Manual
is selected, it will be necessary for the workstation on the LAN to manually connect to the Internet through this router.
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PPTP

The Point to Point Tunneling Protocol is used to transfer information
securely between VPNs (Virtual Private Routers). Encryption methods
are employed in the transfer of information between you and your ISP
using a key encryption. This option is specific for European users where
ISPs support the PPTP protocol for the uplink connection. To connect to
your ISP’s server using this protocol, the information in this window
must be provided to you by your ISP and then properly implemented.

There are two ways to enable the router to become a PPTP client, one
is through assigning the router an IP address dynamically, which means
that the DHCP protocol will be implemented by the Router to
automatically configure the IP settings. The user may input the IP
settings manually by choosing the Static IP option above the configuring
area. To configure the router to be a PPTP client, complete the entry
fields and click the Save Settings button.

IP Address :
Subret Mask :
Gateway !
DMS e

MAC Address

Servet IP/MNarme

PPTP Account :

PPTP Password :

PPTP Retype Password
Maxirnurm Idie Time :

MTU

Connect mode select

PPTP

Enter the information provided by yvour Internet Service Provider (ISP).

(& Dynarnic 1P (O Static IP
[assigned by vour ISP)

(optional ) [ Clone MAC Address ]
sssssnenes
sesssReRES
a Minutes
1400
C

O Manual & Connect-on dernand

[ Save Sefttings ] [ Don't Save Settings ]

See table below for parameter description.
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PPTP/L2TP
IP Address

Subnet Mask

Gateway

DNS

MAC Address

Server IP/Name

PPTP/L2TP Account
PPTP/L2TP Password

PPTP/L2TP Retype
Password

Maximum ldle Time

MTU

Connect Mode Select

Description

Enter the IP address of the router into this field. This address must be supplied to you by your ISP. This field will not be necessary
to configure if the Dynamic IP option is chosen above the configuring field.

Enter the IP address of the Subnet Mask into this field. This address must be supplied to you by your ISP. This field will not be
necessary to configure if the Dynamic IP option is chosen above the configuring field.

Enter the IP address of the gateway into this field. This address must be supplied to you by your ISP. This field will not be
necessary to configure if the Dynamic IP option is chosen above the configuring field.

Enter the IP address of the DNS. This field will not be necessary to configure if the Dynamic IP option is chosen above the
configuring field.

This field will instruct the user to enter the Media Access Control (MAC) address of the Ethernet Card of your computer, if
instructed to do so by your ISP. To quickly accomplish this, click the Clone MAC address button, which will automatically copy
the MAC address of your Ethernet card and enter it into the space provided, which will replace the MAC address of the router.
Enter the Server IP address for this protocol into this field. This is the IP address of the server computer that will be used, along
with your computer, to create the Virtual Private Network. This field must be completed for both the Dynamic IP and Static IP
options

Enter the PPTP/L2TP account name, provided to you by your ISP, here.

Enter your password for this PPTP/L2TP account here, as stated to you by your ISP.

Retype the password entered in the PPTP/L2TP Password field.

A value of 0 in this field means that the PPTP/L2TP connection will remain connected. If your network account is billed according
to the amount of time the Router is actually connected to the Internet, enter an appropriate Idle Time value (in seconds). This
will disconnect the Router after the WAN connection has been idle for the amount of time specified. The default value = 5.

This field refers to the Maximum Transfer Unit, which is the maximum size of a packet, in bytes, that will be accepted by the
router. The default setting is 1460 bytes. This field should not be altered unless instructed by your ISP.

This function, with Connect-on-demand selected, will allow the router to connect any workstation on your LAN to the Internet
upon request. If this function is set at Always-on, no request from the workstation will be needed to connect to the Internet. If
Manual is selected, it will be necessary for the workstation on the LAN to manually connect to the Internet through this router.
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L2TP

L2PT, or Layer 2 Tunneling Protocol is a VPN protocol that will ensure a
direct connection to the server using an authentication process that
guarantees the data originated from the claimed sender and was not
damaged or altered in transit. Once connected to the VPN tunnel, it
seems to the user that the client computer is directly connected to the
internal network. To set up your L2PT connection, enter the data that was
provided to you by your ISP.

There are two ways to enable the router to become a L2TP client, one is
through assigning the router an IP address dynamically, which means that
the DHCP protocol will be implemented by the Router to automatically
configure the IP settings. The user may input the IP settings manually by
choosing the Static IP option above the configuring area. To configure the
router to be a L2TP client, complete the following fields and click the Save
Settings button.

IP Address
Subtet Mask
Gateway :

DOMS
MAC Address

Server IPMarmne

L2TP &ccount

L2TP Password :

L2TP Retype Password :
Maxirmurn Idle Time :

MTL

Conniect mode select

L2TP

Enter the information provided by your Internet Service Provider (ISP,

& Dynarmic 1P O Static IP
{assianed by your ISP)

(optional) [ Clone MAZ Address
LI LI L Ll L]]]
LI LI L Ll L]]]
5 Minutes
1400
O

OMarnval & Connect-on dermand

[ Sawe Settings ][ Don't Save Settings ]

See table on previous page for parameter description.
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BigPond

BigPond Cable connections use this menu to configure account and
connection information. Enter the account information, as provided to
you by BigPond. Click Next to continue.

BigPond Description
Connection Setting
Auth Server Enter the name of the Authentication Server

as provided to you by BigPond.

User Name The account name of the account that has
been assigned to you by BigPond.

Password The password of the account that was
supplied to you by BigPond.

Confirm Password Retype the password that was entered in the
BigPond Password field. Ensure that these
two passwords are identical or an error will

occur.
Login Server Enter the Server IP address for this protocol
IP/Name into this field. This is the IP address of the

server computer that will be used, along with
your computer, to create the Virtual Private
Network. This field must be completed for
both the Dynamic IP and Static IP options

MAC Address This field will instruct the user to enter the
Media Access Control (MAC) address of the
Ethernet Card of your computer, if instructed
to do so by your ISP. To quickly accomplish
this, click the Clone MAC address button,
which will automatically copy the MAC
address of your Ethernet card and enter it
into the space provided, which will replace
the MAC address of the router.

BIGPOND

Enter the information provided by your Internet Service Provider (ISP,

Uzer Mame :
Password
Retype Password ;
Auth Server

Login Server IPfMame ;

MAC Address

(LIl i 1l 1)1
(LIl i1l2 1] 1)
SM-SErver W
(optional)

(optional) [ Clone MAC Address ]

[ Save Setkings ][ Daon't Save Settings ]
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PPTP Russia

The PPTP Russia setup is identical to the previously described PPTP
setup on page 23 except an option to use a MAC address that will always
be associated with the connection. The MAC address is entered manually
or copied form the computer.

To configure a PPTP Russia Internet connection, configure as previously
described for PPTP connections and type in the MAC address that will be
used or clone the computer’s MAC address by clicking on the Clone MAC
Address button.

RUSSIA PPTP (DUAL ACCESS)

Enter the information provided by your Internet Service Provider (ISP,

IP Address

& Dynamic 1P O Static 1P
(assigried by your ISP

Subret Mask ;

Gateway

DMNS

MAC Address

' (optional) [ Clone MAC Address ]

Server IP/Mame :

PPTP Account :

PPTP Password :

PPTP Retype Password
Maximum Idle Time :
MTL

(11212121 ])
(112121211

5 MinLites
1400

O

Connect rnode select

OManual & Connect-on dernand

[ Save Settings ][ Don't Save Settings ]
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PPPoOE Russia

Some PPPOE connections use a static IP route to the ISP in addition to
the global IP settings for the connection. This requires an added step to
define IP settings for the physical WAN port.

To configure a PPPOE Russia Internet connection, configure as previously
described for PPPoE connections on page 21 and add the WAN Physical
IP settings as instructed from the ISP.

RUSSIA PPPOE (DUAL ACCESS)

Enter the information provided by your Internet Service Pravider (ISP).

(® Dynamic PPPoE (O Static PPPoE
Lser Mame ;
Password | |essssssses
Retype Password | | sessssssss
Service Mame : {optional)

IP address : |

MAC Address

{optional) [ Clone MAC Address ]

Primary DMS address
Secondary DMS Address {optional)
Mawimurn Idle Time : |5 Minutes

MTU 1492

Connect mode select :
O'Marual @ Connect-on dernand

@ Dynamic 1P O Static IP

IP Address

Subnet Mask

Gateway

Prirmary DNS Address
Secondary DOMS Address (optional)

wWaN PHYSICAL SETTING I

Save Setkings ] [ Don't Save Settings ]
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Configure Wireless Connection - Setup Wizard

Configure the router’s wireless access point with the Wireless
Connection Setup Wizard and follow the instructions that
follow. Or use the manual configuration option. To configure
basic wireless and wireless security settings manually click on
the Manual Wireless Connection Setup button.

SETUP | ADYANCED MAIMTENAMCE STATUS

There are 2 ways to setup your wireless connection. You can use the Wireless Connection Setup
wizard or you can ranually configure the connection.

Please note that changes made on this section will also need to be duplicated to your
wireless clients and PC.

WIRELESS CONNMECTION SETUP WIZARD

If you would like to utiize our easy to use Web-based Wizard to assist you in connecting your
rienw D-Link Systerns Wireless Router to the Internet, click on the button below,

[ Wireless Connection Setup \Wizard ]

Mote: Before launching the wizard, please make sure you have followed all steps outlined in the
Quick Installation Guide included in the package.

MANUAL WIRELESS CONNECTION OPTIONS

If you would like to configure the Internet settings of your nesw D-Link Router manually, then
click on the button below,

[ Manual Wireless Connection Setup ]
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Wireless Connection Setup Wizard

Use the Wireless Connection Setup Wizard to quickly configure the Internet connection. Click on the Wireless Connection Setup Wizard button in
the Wireless Connection menu to begin using the wizard.

The first wizard menu provides a summary of the setup procedure. The
procedure is the same for all security types used. If you want to make
specific changes to wireless security settings, use the manual wireless
connection setup option. The steps for wireless connection setup are:

This wizard will guide you through a step-by-step process to setup your wireless network and make it secure,

1. Name your wireless network
. + Step 10 Mame your Wireless Network
2 . SeCU re yOUI’ ere|eSS network » Step 20 Secure your Wireless Network

» Step 3 Set your Wireless Security Password
3. Set your wireless security password

WIRELESS

Click the Next button to proceed.

Type the SSID or name of your wireless network and click Next to
proceed. Any wireless client or device that associates with the router must
have this SSID.

Your wireless network needs a name so it can be easily recognized by wireless clients. For security purposes, it is
highly recommended to change the pre-configured network name of [dink].

TR N _
{SSID) dlink.
Prev | (Mext | | Cancel

WIRELESS
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Select the level of security for the wireless network. The choice will
determine the method used for security. The security options are:

e Best— using WPA2
e Better — using WPA
e Good — using WEP
e None - no security for the wireless connection

Remember that all wireless clients that will associate with the router must
use the same security settings.

Click Next to continue to proceed.

Type the password used for security. The password will be converted into
the appropriate form used with the security option chosen before.

Click Next to continue to proceed.

|STEP 2:SECURE YOUR WIRELESS NETWORK

This wizard will guide you through a step-hy-step process to configure your new D-Link rauter and connect to the
Internet.

In order to protect your network from hackers and unauthorized users, it is highly recormended you choose one
of the following wireless network security settings,

There are three lewvels of wireless security -Good Security, Better Security, or Best Security, The level you choose
depends on the security features your wireless adapters support,

BEST () Select this option if your wireless adapters SUPPCRT WPRAZ
BETTER () Select this option if your wireless adapters SUPPORT WWPA,
GOOD () Select this option if your wireless adapters DO NOT SUPPORT 'WRA

MNOME (%) Select this option if you do not want to activate any security features

For information on which security features your wireless adapters support, please refer to the adapters’
documentation,

MNote: all D-Link wireless adapters currently support WPA,

WIRELESS

| STER 3:SETYOUR WIRELESS SECURITY PASSWORD

Once you have selected your security level - you will need to set a wirsless security password. wWith this password,
aunique security key wil be generated.

wireless Security Password:
(2 to 20 characters)

Mote: You will need to enter the unique security key generated into your wireless clients enable proper wireless
communication - not the password you provided to create the security key,

WIRELESS
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Wireless setup is completed. Review the wireless settings SSID and
security information. It is a good idea to keep a record of the wireless
settings in order to configure clients that will associate with the router.

Click Next to continue to save the new wireless settings and restart the Csewecomewere

router.

Below is a detalled summary of your wireless security settings. Please print this page out, or write the information
on a piece of paper, so you can configure the correct settings on your wirgless client adapters,

Wireless Network Name

(ssipy: Ik

WIRELESS

Restarting will take several seconds. Once the router has restarted the
wireless settings just configured will be applied.

Saving Changes and Restarting.

WIRELESS
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Wireless Connection — Manual Setup

The wireless connection can be configured manually without using
the Setup Wizard. To configure wireless connection settings
manually click on the Manual Wireless Connection Setup button
in the Wireless Connection menu.

The two essential settings for wireless LAN operation are the

Wireless Network Name or SSID and Wireless Channel number.

The SSID (Service Set Identifier) is used to identify a group of
wireless LAN components. The SSID can be broadcast in order to
allow properly configured wireless stations to learn the SSID and
join the group.

SETUP | ADYANCED MAINTEMAMCE STATUS

There are 2 ways to setup your wireless connection, You can use the Wireless Connection Setup
wizard or wou can ranually configure the connection,

Please note that changes made on this section will also need to be duplicated to your
wireless clients and PC.

WIRELESS CONNECTION SETUP WIZARD

If you would like to utiize our easy to use Wweb-based Wizard to assist you in connecting your
niesw O-Link Systerns Wireless Router to the Internet, click on the button below.

[ Wireless Connection Setup Wizard ]

Mote: Before launching the wizard, please make sure you have followed all steps outlined in the
Quick Installation Guide included in the package.

MANUAL WIRELESS CONNECTION OPTIONS

[ Manual ‘Wireless Connection Setup ]

D-Link DIR-320 User Manual

33



Section 3 — Configuration

Wireless Network Settings

Use the Enable Wireless check box to disable or enable the wireless
interface. Wireless function is enabled by default.

The Wireless Network Name or SSID can be changed to suit your
wireless network. Remember that any wireless device using the access
point must have the same SSID and use the same channel. The SSID can
be a continuous character string (i.e. no spaces) of up to 16 characters in
length.

Wireless stations that support WPS can be configured automatically using
the Wi-Fi Protected Setup menu.

To manually configure security settings, select the Wireless Security
Mode form the pull-down menu and configure the settings for the security
method used. Follow the instructions below for the type of security used.

Click the Save Settings button to save any changes to the wireless
network settings.

WI-FI PROTECTED SETUP (ALSO CALLED WCN 2.0 IN WINDOWS YISTA)

Enable ;
Current PIN: 33473918
[ Generate Mew PIN ] [ Reset PIN bo Default

wi-Fi Protected Status . Enabled [ Configured
[ Reset bo Unconfigured ]

[ Add Wireless Device with WPS ]

WIRELESS NETWORK SETTINGS

Enable Wiraless ;
Wireless Network Mame @ |dlink
Enable &uta Channel Selection: [
Wwireless Channel: |6 v

{(also called the SSID)

Transmission Rate ;| Best (automatic) | (Mhit/s)
WM Enable ;[ (Wireless Qog)
Enable Hidden Wireless: [] (ko caled the SSID Broadcast)

WIRELESS SECURITY MODE

Security Mode | Enable WEP Wireless Security (basic) v

WEP is the wirgless encryption standard, To use it vou must enter the same key(s) into the
router and the wireless stations, For 64 bit keys you rmust enter 10 hex digits into each key bo,
For 128 bit keys you must enter 26 hex digits into each key box, & hex digit is either a number
frorn O t0 9 or a letter from A to F. For the most secure use of WEP set the authentication type
to "Shared Key" when WEP is enabled.

You may also enter any text string into a WEP key boy, in which case it will be corverted into a
hexadecimal key using the ASCIT values of the characters, & maxirmum of S text characters can
be entered for 64 bit keys, and a maximum of 13 characters for 122 bit keys,

Authentication
WEPR Encryption ;| 128Bit v
Default WEP Key : |WEPKey 1 %

WEP Key @ |11111e0a (13 ASCIL o 26 HEX)

Save Settings ] [ Don't Save Settings ]
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Wi-Fi Protected Setup

Wi-Fi Protected Setup or WPS makes wireless security configuration
much quicker simpler for wireless stations that support this feature.

NOTE: The Generate New PIN button is for the Router’s own PIN. This is used when the
Router needs to connect to other WPS enabled access points.

To connect a new wireless station with WPS, click on the Add Wireless
Device with WPS button. A new menu appears.

There are two methods available to connect a WPS wireless station, a
manual PIN entry or automatic method.

To use the PIN entry method, type the new station’s PIN number in the
space provided and click on the Connect button. The router begins
searching the wireless network for the device. Now begin the WPS
connection procedure with the device attempting connection. The router
will search for 120 seconds. If it fails to find the device, a message
appears explaining that the WPS connection failed.

To use the automatic WPS method, click on the Virtual Push Button. The
router begins searching the wireless network for the device. Now begin
the WPS connection procedure with the device attempting connection.
The router will search for 120 seconds. If it fails to find the device, a
message appears explaining that the WPS connection failed.

WI-FI PROTECTED SETUP (ALSO CALLED WCN 2.0 IN WINDOWS VISTA)

Erable :
Current PIN : 33473918
[ Generate Mew PIM
Wi-Fi Protected Status : Enabled [ Configured
[ Reset to Unconfigurad ]

Reset PIM to Default

3

[ Add Wireless Device with WPS ]

(ADD WIRELESS DEVICEWITHWPS

There are two ways to add wireless device to your wireless netwark: PIN number or Push Button,

If the wireless device you are adding to your wireless network only cormes with a PIN nurmber, enter its PIN
nurnbier below to add this device to your wireless netwaork,

PN | [(Gowee ]

If the wireless device you are adding to your wireless netwark bas both options available, you may use the wirtual
Push Button if vou prefer,

PUSH BUTTON : | Virtusl Push Button |

(The wirtual Push Button acts the same as the physical Push
Button on the router)

Plzase press down the Push Button (physical or virtual) on the wirgless device vou are adding to your wirgless
network within 115 seconds ...
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Wireless Security - WEP

WEP security requires the following parameters be defined:

Authentication: Select Open Key or Shared Key.
Encryption: Select the encryption level, 64-bit or 128-bit.

Default WEP Key: Up to four keys can be configured. Choose the
key being configured.

WEP Key: Type an ASCII or Hex key of appropriate length for the
encryption level, 10 characters for 64-bit Hex or 26 characters for
128-bit Hex.

Click the Save Settings button to save any changes to the wireless
network security settings.

/4

NOTE: If encryption of any kind, at any level is applied to the router, all wireless devices using
the router on the network must comply with all security measures.

WIRELESS SECURITY MODE

Security Mode © | Enable WEP Wireless Security {basic) W

WEP is the wireless encryption standard, To use it you must enter the same key(s) into the
router and the wireless stations. For 64 hit keys you must enter 10 hex digits into each key box,
For 128 bit keys you must enter 26 hex digits into each key box, & hex digit is either a number
from 0 to 9@ or a letter from & to F. For the most secure use of WEP set the authentication type
to "Shared Key" when WEP is enabled.

You may also enter any text string into a WEPR key box, in which case it will be converted into a
bexadecirnal key using the ASCIT values of the characters, & maxirnum of 5 text characters can
be entered for 64 bit keys, and a maxirnurn of 13 characters for 128 hit keys,

Authentication ;
WEP Encryption | 1286k
Default WEP Key : |WEPKey 1 &

WEP Key ; [11111e0a

{13 ASCII or 26 HEX)

Save Settings ] [ Don't Save Sefhings ]
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Wireless Security — WPA/EAP

Wi-Fi Protected Access was designed to provide improved data encryption, perceived as weak in WEP, and to provide user authentication, largely
nonexistent in WEP.

Enter the appropriate parameters for the type of security selected from
this menu. WPA EAP or WPA2 EAP must enter the following:
Security Mode ;| Enable WPa Only Wireless Security (_enhanced) W

e Cypher Type: Choose TKIP, AES or Both.

» PSK/EAP: Choose EAP

e RADIUS Server IP Address: The IP address of the RADIUS
server.

e Port: The port number used for 802.1x. Cipher Type : | Bath '+
PSK | EAP @ |EAP w

WRA Only requires stations to use high grade encryption and authentication,

e Shared Secret: The password or character string used for wireless

station authentication. Heedx
RADIUS Server IP Address
Port
Shared Secret .
Save Settings ] [ Don't Save Settings
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Wireless Security — WPA/PSK

Enter the appropriate parameters for the type of security from this menu.
WPA-PSK or WPA2-PSK must enter the following:

Cypher Type: Choose TKIP, AES or Both.
PSK/EAP: Choose PSK.

Network Key: The password or character string used for wireless
station authentication (10 characters for 64-bit Hex).

WIRELESS SECURITY MODE

Security Mode ;| Enable WPA iny Wireless Security (enhanced) v |

WPa ONLY

WPa Only requires stations to use high grade encryption and authentication,

Cipher Type ;| TEIP »

PSk f EAP @ | PIK W

Metwork Key : (B~63 ASCIT or 64 HEX)

Save Settings ] [ Don't Save Settings
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