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Section 1 - Product Overview

Package Contents

* D-Link DIR-625 RangeBooster N™ Router

e 2 Detachable Antennas

e Power Adapter

e CAT5 Ethernet Cable

e CD-ROM with Installation Wizard, User Manual,
and Special Offers

Note: Using a power supply with a different voltage rating than the one included
with the DIR-625 will cause damage and void the warranty for this product.

System Requirements

e Ethernet-based Cable or DSL Modem

» Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet
adapter

e Internet Explorer Version 6.0, Mozilla 1.7.12 (5.0), or Firefox 1.5 and above (for configuration)

e Installation Wizard requires Windows® XP with Service Pack 2
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Section 1 - Product Overview

Introduction

TOTAL PERFORMANCE
Combines award winning router features and Draft 802.11n wireless technology to provide the best wireless performance

TOTAL SECURITY
The most complete set of security features including Active Firewall and WPA2 to protect your network against outside
intruders

TOTAL COVERAGE
Provides greater wireless signal rates even at farther distances for best-in-class Whole Home Coverage.

ULTIMATE PERFORMANCE

The D-Link RangeBooster N™ Router (DIR-625) is a draft 802.11n compliant device that delivers real world performance of
up to 650% faster than an 802.11g wireless connection (also faster than a 100Mbps wired Ethernet connection). Create a
secure wireless network to share photos, files, music, video, printers, and network storage throughout your home. Connect the
RangeBooster N™ Router to a cable or DSL modem and share your high-speed Internet access with everyone on the network.
In addition, this Router includes a Quality of Service (QoS) engine that keeps digital phone calls (VolP) and online gaming
smooth and responsive, providing a better Internet experience.

EXTENDED WHOLE HOME COVERAGE

Powered by RangeBooster N™ technology, this high performance router provides superior Whole Home Coverage while reducing
dead spots. The RangeBooster N™ Router is designed for use in bigger homes and for users who demand higher performance
networking. Add a RangeBooster N™ notebook or desktop adapter and stay connected to your network from virtually anywhere
in your home.

TOTAL NETWORK SECURITY

The RangeBooster N™ Router supports all of the latest wireless security features to prevent unauthorized access, be it from
over the wireless network or from the Internet. Support for WPA and WEP standards ensure that you’ll be able to use the best
possible encryption method, regardless of your client devices. In addition, this RangeBooster N™ Router utilizes dual active
firewalls (SPI1 and NAT) to prevent potential attacks from across the Internet.

* Maximum wireless signal rate derived from |IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Features

* Faster Wireless Networking - The DIR-625 provides up to 300Mbps* wireless connection with other
802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio. The performance of this 802.11n wireless router
gives you the freedom of wireless networking at speeds 650% faster than 802.11g.

e Compatible with 802.11b and 802.11g Devices - The DIR-625 is still fully compatible with the IEEE
802.11b standard, so it can connect with existing 802.11b PCI, USB and Cardbus adapters.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

e Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

» Secure Multiple/Concurrent Sessions - The DIR-625 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-625
can securely access corporate networks.

* User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-625 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental

conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Qverview
Connections

Reset
USB Pressing the Reset button restores the router to
Connect a USB 1.1 or 2.0 flash its original factory default settings.

drive to configure the wireless
settings using WCN.

LAN Ports (1-4) Internet Port _ Power Receptor
Connect Ethernet devices such as The auto MDI/MDIX Internet port is Receptor for the supplied power

computers, switches, and hubs.

the connection for the Ethernet cable adapter.
to the cable or DSL modem.
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Section 1 - Product Overview

Hardware Qverview
LEDs

Internet LED
A solid light indicates connection on
the Internet port. This LED blinks
during data transmission.

WCN LED

Insert a USB flash drive with WCN
information. The LED will blink 3 times
if it successfully transfers the wireless
settings.

Status LED
A blinking light indicates that the
DIR-625 is ready.

wireless router 2 3 ‘ DIR-625

Local Network LEDs
A solid light indicates a connection to an
Ethernet-enabled computer on ports 1-4.
This LED blinks during data transmission.

Power LED
A solid light indicates a
proper connection to the
power supply.

WLAN LED

A solid light indicates that the wireless
segment is ready. This LED blinks
during wireless data transmission.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.

D-Link DIR-625 User Manual 9



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of walls,
ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary depending
on the types of materials and background RF (radio frequency) noise in your home or business. The key to maximizing
wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum
- each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices
so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.

D-Link DIR-625 User Manual
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Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:
1. Place the router in an open and central location. Do not plug the power adapter into the router.

2. Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down
your computer.

3. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the
Internet port on the router.

4. Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on your
computer.

5. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

6. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router
to boot.

7. Turn on your computer.
8. Verify the link lights on the router. The power light, Internet light, and the LAN light (the port that your computer is
plugged into) should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable

connections are correct.

9. Skip to page 15 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

e Disable UPnP™

* Disable DHCP

* Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user
name to Admin and leave the password box empty. Click Log In to continue.

Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings
to continue.

Click Setup and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save
Settings to continue.

Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to
save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.
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Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the Internet port of the D-Link router.

8. You may now use the other 3 LAN ports to connect other Ethernet devices and computers. To configure your wireless
network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration and
Wireless Security sections for more information on setting up your wireless network.

D-Link DIR-625 User Manual 13



Section 2 - Installation

Getting Started

The DIR-625 includes a Quick Router Setup Wizard CD. Follow the simple steps below to run the Setup Wizard to
guide you quickly through the installation process.

Insert the Quick Router Setup Wizard CD in the CD-ROM drive. The step-by-step instructions that follow are shown
in Windows XP. The steps and screens are similar for the other Windows operating systems.

If the CD Autorun function does not automatically start on your computer.go to Start > Run. In the run box type
“‘D:\DIR625.exe” (where D: represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click Install Router.

RANGEBOOSTER N™ WIRELESS ROUTER

Click Install Router -

4 © Install Router

= View Manual

= Extras
= Adobe Reader

» Support

= Registration

DIR-625

Note: It is reccomended to write down the login password on the provided CD holder.

D-Link DIR-625 User Manual 14



Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration

utility.

Web-based Configuration Utility

To access the configuration utility, open a web-browser
such as Internet Explorer and enter the |IP address of
the router (192.168.0.1).

Select Admin from the drop-down menu and then enter
your password. Leave the password blank by default.

If you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance.

A D-Link - Microsoft Internet Explorer

File Edit “ew Faworites Tools Help

@Eack - J @ @ _;j ; ) Search
Address | &] 192.168.0.1 | B &0

Log in to the router:

User Name : | Admin T|

Password : i Log In |

D-Link DIR-625 User Manual
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Section 3 - Configuration

etup Wizar

You may click Setup Wizard to quickly configure your router.

DIR.625

If you want to enter your settings without running the wizard, click R
Manual Configuration and skip to page 20.

WIRELESS

Click Launch Internet Connection Setup Wizard to begin.

easy to use Web-based o rew DeLick
tn the Inteenet, &% verd Wrelerss sattrgs, dick on the Setup Wiad ukton

Sstup Wizad

Bt b Guskde ke i L guchinge.

MANUAL INTERNET CONNECTION O TI0NS

BF tyou woeakd W ko configure the Inbernet sattings of your new D-Unk Sirsbems Router merwally, then dhck.on
the Marsjal Configure button below,

Manual Configure

If you want to configure your wireless settings, click Launch Wireless
Security Setup Wizard and skip to page 63.

The D-Link Wireless Gaming Router™ pawered by StreamEngine™ kechnology meets the demands of indviduals
wh demand powerful and reliable performance For the ulimats online gaming sxperiznce,

INTERNET CONNECTION SETUP WIZARD

The fallowing Web-based Setup Wizard is designed to assist you in connecting your new D-Link Router to the
Inkernet. This Setup Wizard wil quide you through step-by-step instructions on how to get your Intemet
connection up and running. Click the button below to begin.

L Launch Intamet Connaction Setup Wizard ]

Note: Before launching these wizards, please make sure you have followed al steps outlined in the Quick
Instalation Guide: included in the package.

WIRELESS SECURITY SETUP WIZARD

The Following Web-based Setup Wizard is designed to assist you in your wireless nekwork sstup, This Setup
Wizard will guide you Hroush step-by-step instructions on how bo set up your wireless network znd how to
make it secure.

Launch Wireless Securty Setup Wizard

Note: Some changes made wsing this Setup Wizard may require you to change seme settings on your wireless
client adapters 50 they can stil connect to the D-Link Router.

SUPPORT

Hedphul Hints..

b Manual
Confiqure o the
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Section 3 - Configuration

Click Next to continue.

Create a new password and then click Next to continue.

Select your time zone from the drop-down menu and then click Next
to continue.

Select the type of Internet connection you use and then click Next
to continue.

STEP 1: SET YOUR PASSWORD

By detautt, y
based configuration pages. To secure your

Password

Werily Passmord

STEP 2: SELECT ¥OUR TIME 20NE

Sebect the appropriste tme sone for pour locstion. ined Fugu
options for the router.

(108001} o Toene (LIS)C s, Trparn (x|

(e (] (omei)

UWIRELESS

STER 3: CONFIGURE YOLUR INTERNET CONKECTION

i ok b ch A dect your Drkemet
below. IF your 15F thee "ot Listed " ogittan to muanially configure your

Mk Lsted or Dt Krom [ ]

H yuar Interiet Service Pravider v ot st or you don't know whe it i, plese sl the et
comnretion Lype bela:

%) DHICP Connection {Dymomic TP Address)
this f your
bl Modente use thet bype of connection,
) Username / Password Connection (FPRoE)

O s thi

your
aniine, Most DL modems use Bhis bype of connection,

h an 1P Address. Most

() Username | Fassword Connection (FFTF)

= PRTP clerk.

() Wsmrraae | Password Connection (12T#)
12T dhent.

{7 Static 1P Address L.

2, i
Choarse thes optn f yiur Irkeriiet Setu Pririder provided o vt 1P Address infurmation
Ehat Fur b b mavnsady confared.

() igPond
Igond Cable (Austrabs)

(o] [net) (o]

UWIRELESS
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Section 3 - Configuration

If you selected Dynamic, you may need to enter the MAC address of the
computer that was last connected directly to your modem. If you are currently
using that computer, click Clone Your PC’s MAC Address and then click
Next to continue.

The Host Name is optional but may be required by some ISPs. The default
host name is the device name of the Router and may be changed.

If you selected PPPoE, enter your PPPoE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click Next
to continue.

DHCP CONNECTION (DYMAMIC IP ADDRESS)

To set up this please mak that you are the 0-Link Roater with the PC that was
orginally d to your 1f you are, then click the Clone MAL button to copy your
eomputer's HAT Address to the D-Link Roater.

HACAddress: [00-00:56:38:2038 | footional)
Cone Your PU's MAL Address
Host Rame ©

MHate: You may sis nesd to provde & Host Hame. 1F you do not have o indw the
ilormation, s conilact yuu ISP,

[Prev ] [ent ] [[comce ]

SET USFRHAMFE AND PASSWORD CONNECTION (PPPOE)

Te set up this coanection you will need to kave 2 Usemame and Passwned from yaus Inteemet Serce Provider.
if you do have th £ your IS,
Address Hode:  (Dnmassc P O State TP
1P Address :
User Hame £
Fassword:  ssess
Verfy Password = anans
Service Name : | towtumal)

Paate: foumay s need to provide & Service Name. I you da not have o inow s
infarmanon, please contact your (5P,

UNRELESS

SET USERNAME AND PASSWORD CONNECTION (PPTP)

To set up this ¥ tn have and your Intemet Sennce Provider.
Tuw abse need FETF IF adress. if you do not have this mformation, phease contact your 189,
Address Hode:  Cloyrame P (& stane 17
PRIP P Address: |0.0.0.0
PRTP Subaet Mask: 295268 2650
PETP Galeway 1P Address : [0.0.0.0

.......

D-Link DIR-625 User Manual
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Section 3 - Configuration

If you selected L2TP, enter your L2TP username and password. Click Next E

to continue.

If you selected Static, enter your network settings supplied by your Internet

provider. Click Next to continue.

Click Connect to save your settings. Once the router is finished rebooting,
click Continue. Please allow 1-2 minutes to connect.

Close your browser window and reopen it to test your Internet connection.
It may take a few tries to initially connect to the Internet.

SET USERNAME AND PASSWORD CONNECTION (L2TP)
To set up thes conmection you b your Intermet
¥ou also need LZTP 1P adress. 1f you d this e wour ISP,

Address Mode @
LETP 1P Address
L2TP Subnet Hask @

LITF Gateway IF Address :

LZTP Server IP Address (may
be same a5 gateway)

User ame

Passward: weees

Werdly Password:  ssass

Oompamc P ©stasc®
Q000

265,285.255.0

Q.0.0.0

2.0.0.0

WIRELESS

SET STATIC IP ADDRESS CONNECTION

10 set up thes vou

o need to b dete kst of IP
Serviee Provider, I you have a Static 7 e o nat have this

1P Address :

Subnet Mask :
Gateway Address ;
Primary DHS Address :
Secomdary DS Addrea -

provided by vour Intermet
L your 155,

0.0.0.0
0.0.00
0.0.0.0
0.0.00

0.0.0.0

WIRELESS

WIRELESS
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Section 3 - Configuration

Manual Configuration
Dynamic (Cable)

My Internet Select Dynamic IP (DHCP) to obtain IP Address

Connection:

Host Name:

Use Unicasting:

DNS Addresses:

MTU:

MAC Address:

information automatically from your ISP. Select
this option if your ISP does not give you any IP
numbers to use. This option is commonly used
for Cable modem services.

The Host Name is optional but may be required
by some ISPs.

Check the box if you are having problems
obtaining an IP address from your ISP.

Enter the Primary DNS server IP address
assigned by your ISP.

Maximum Transmission Unit - you may need to
change the MTU for optimal performance with
your specific ISP. 1500 is the default MTU.

The default MAC Address is set to the Internet
port’s physical interface MAC address on the
Broadband Router. It is not recommended that
you change the default MAC address unless
required by your ISP. You can use the Clone
Your PC’s MAC Address button to replace
the Internet port's MAC address with the MAC
address of your Ethernet card.

DIR-625

ADYANCED STATUS

Internet Connection

Use this section to configure your Internet Connection bype. There are several connection types to choose
fram: Static IF, DHCP, PPPoE, PRTR, LZTP, and BigPond. If you are unsure of your connection method, please
contact your Internet Service Provider,

Maote: If using the PPPoE option, vou will need ko remove or disable any PPPoE client software on vour
computers,

J

[ Save Settings Don't Save Settings ]

Choose the mode to be used by the router to connect to the Internet.
[+]

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE :

My Internet Connection is : | Dynamic IP {DHCP)

Use this Internet connection type if your Internet Service Provider {ISP) didn't provide you
with IP Address information and/or a username and password.

Host Name :

Use Unicasting : {compatibility for some DHCP Servers)

Primary DNS Server: |0.0.0.0

Secondary DNS Server @ |0.0.0.0

MTU: (1500 (bytes) MTU default = 1500

MAC Address : | 00:00:00:00:00:00

[ Clone Your PC's MAC Address

INTERNET CONNECTION TYPE h

SUPPORT

Helpful Hints...

WIRELESS
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Section 3 - Configuration

Internet Setup
PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

My Internet Select PPPoE (Username/Password) from the drop-down menu.
Connection:

Address Mode: Select Static if your ISP assigned you the IP address, subnet mask, | ) " -
gateway, and DNS server addresses. In most cases, select Dynamic. Do S [ P s s R e L L

Mote: IF usng the opton, able sy PRPOE cherit software o) your
computees.

IP Address: Enter the IP address (Static PPPoE only). ey | _smoeeer

Uhoose the mode ta be used by the router to connect to the Intermet.

User Name: Enter your PPPoE user name.

My Inbermet Connection is :  PPPCE (Usarname | Password) |

PPPOE INTERNET CONNECTION TYPE :

Password: Enter your PPPoE password and then retype the password in the next S —
bOX. ] ® oynam 2 O Static 1p

Service Name: Enter the ISP Service Name (optional).
Reconnection Mode: Select either Always-on, On-Demand, or Manual.
Maximum Idle Time: Enter a maximum idle time during which the Internet connection is

maintained during inactivity. To disable this feature, enable Auto-
reconnect.

WIRELESS

DNS Addresses: Enter the Primary and Secondary DNS Server Addresses (Static PPPoE only).

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.
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Internet Setup
PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

Address Mode:

PPTP IP Address:

PPTP Subnet
Mask:

PPTP Gateway:
PPTP Server IP:
Username:
Password:
Reconnect Mode:
Maximum Idle

Time:

DNS Servers:

Select Static if your ISP assigned you the IP address,
subnet mask, gateway, and DNS server addresses. In most
cases, select Dynamic.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses
(Static PPTP only).

Enter the Gateway IP Address provided by your ISP.
Enter the Server IP provided by your ISP (optional).
Enter your PPTP username.

Enter your PPTP password and then retype the password
in the next box.

Select either Always-on, On-Demand, or Manual.
Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this

feature, enable Auto-reconnect.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

DIR-625 SETUP ADYANCED TOOLS STATUS SUPPORT

Internet Connection

Use this section to configure your Internet Connection type. There are several connection types to chaose
From: Static IP, DHCP, PPPoE, PPTR, L2TP, and BigPond. If wou are unsure of your connection methad, please
caontack wour Internet Service Pravider,

Note: If using the PPPoE option, you will need ta remove or disable any PPPoE client software on your
computers.

Internet
vider (ISP).

[ Save Sethings ] [

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

Don't Save Settings ] ble

My Internet Connection is: | PPTF (Username | Password) M

PPTP INTERNET CONNECTION TYPE :

Address Mode :

PPTP 1P Address :

PPTP Subnet Mask :
PPTP Gateway IP Address :
PPTP Server IP Address ;
Username :

Password :

Verify Password :
Reconnect Mode :
Maximun Idle Time :
Primary DNS Server :
Secondary DNS Server :
MTU:

MAC Address :

Enter the information provided by your Internet Service Provider {ISP).

O Dynamic IP @ Static P
0.0.0.0

2595,255.255.0

0.0.0.0

0.0,0,0

"eene
"eene

O always on @ on demand O Manual
20 {minutes, O=infinite)

0.0.0.0

0.0.0.0

1400 (bytes) MTU default = 1400
00:00:00:00:00:00

[ Clone Your PC's MAC Address ]

WIRELESS
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MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is
the default MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.
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Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services.

Address Mode: Select Static if your ISP assigned you the IP address,
subnet mask, gateway, and DNS server addresses. In
most cases, select Dynamic.

L2TP IP Address:

L2TP Subnet Mask:

L2TP Gateway:

L2TP Server IP:

Enter the L2TP IP address supplied by your ISP (Static
only).

Enter the Subnet Mask supplied by your ISP (Static
only).

Enter the Gateway IP Address provided by your ISP.

Enter the Server IP provided by your ISP (optional).

Internet Connection

Use this section ko canfigure your Internet Connection type, There are several connection types to choose
fram: Static IP, DHCR, PPPoE, PPTR, LZTP, and BigPond. If you are unsure of wour connection method, please
cantact your Internet Service Provider.

Mote: If using the PPPOE option, you will need to remove or disable any PPPOE client software on your
computers,

[ Cave Settings ] [ Don't Save Settings ]

INTERNET CONNECTION TYPE
Choose the mode to be used by the router ko connect to the Internet.

My Internet Connectionis: | L2TP (Username | Password) M

L2TP INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

Username: Enter your L2TP username. hidress Mode: O pynanic > © staic P
L2TP IP Address: 0.0.0.0
L2TP Subnet Mask : | 255.255,255.0
Password: Enter your L2TP password and then retype the password LZTP Gatemay I0 Address

Reconnect Mode:

Maximum Idle Time:

DNS Servers:

in the next box.

Select either Always-on, On-Demand, or Manual.
Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this

feature, enable Auto-reconnect.

Enter the Primary and Secondary DNS Server Addresses
(Static L2TP only).

L2TP Server IP Address :
Username :

Password ;

Verify Password :
Reconnect Mode ;
Maximum Idle Time :
Primary DNS Server :
Secondary DNS Server :
MTU:

MAC Address ;

) always on & ondemand O Manual
20 (rinutes, O=infinite)

0.0.0.0

0.0.0.0

1400 (bytes) MTU default = 1400
00:00;00:00:00:00

[ Clone four PC's MAC Address ]

WIRELESS
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MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is the
default MTU.

Clone MAC The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
Address: recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.

D-Link DIR-625 User Manual 25



Section 3 - Configuration

IP Address:
Subnet Mask:
Default Gateway:

DNS Servers:

MTU:

MAC Address:

Internet Setup
Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the
appropriate IP form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

Enter the IP address assigned by your ISP.
Enter the Subnet Mask assigned by your ISP.
Enter the Gateway assigned by your ISP.

The DNS server information will be supplied by your
ISP (Internet Service Provider.)

Maximum Transmission Unit - you may need to
change the MTU for optimal performance with your
specific ISP. 1500 is the default MTU.

The default MAC Address is set to the Internet port’s
physical interface MAC address on the Broadband
Router. It is not recommended that you change the
default MAC address unless required by your ISP.
You can use the Clone Your PC’s MAC Address
button to replace the Internet port's MAC address
with the MAC address of your Ethernet card.

DIR-625

ADYANCED STATUS

Internet Connection

Use this section ko configure your Internet Connection bvpe, There are several connection types ko choose
from: Static 1P, DHCP, FPPoE, PRTR, LZTF, and BigPond. IF you are unsure of your connection method, please
contact your Inkernet Service Provider,

Mote: I using the PPPoE option, you will need to remove or disable any PPPoE client software on your
compukters,

| |

[ Save Settings Don't Save Setkings ]

Choose the mode to be used by the router to connect to the Internet,

My Internet Connection is: | Static IP M

STATIC IP ADDRESS INTERNET CONNECTION TYPE :

Enter the static address information provided by vour Internet Service Provider (ISP).

IP Address: |0.0.0.0

Subnet Mask : |255.255.255.0

Default Gateway : |0.0.0.0

Primary DNS Server: [0.0.0.0

Secondary DNS Server: |0.0.0.0

MTU: 1500 (bytes) MTU default = 1500

MAC Address: |00:00:00;00:00:00

[ Clone Your PC's MAC Address ]

INTERNET CONMECTION TYPE -

SUPPORT

WIRELESS
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BigPond Server:
BigPond Username:

BigPond Password:

DNS Servers:

MTU:

MAC Address:

Internet Setup

Enter the IP address of the login server.
Enter your BigPond username.

Enter your BigPond password and then retype
the password in the next box.

The DNS server information will be supplied
by your ISP (Internet Service Provider.)

Maximum Transmission Unit - you may need to
change the MTU for optimal performance with
your specific ISP. 1500 is the default MTU.

The default MAC Address is set to the
Internet’s physical interface MAC address on
the Broadband Router. It is not recommended
that you change the default MAC address
unless required by your ISP. You can use the
Clone Your PC’s MAC Address button to
replace the Internet port's MAC address with
the MAC address of your Ethernet card.

Big Pond

Internet Connection

Use this section to configure your Internet Connection type, There are several connection types to choose
from: Skatic IP, DHCP, PPPOE, PRTR, LZTR, and BigPond. If wou are unsure of your connection method, please
contack your Internet Service Provider,

Moke: If using the PPPoE option, you will need ta remove or disable ary PPPOE client software on yaur
computers,

[ Save Settings ] [ Don't Save Settings ]

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : | BigPond (Bustralia) M

BIG POND INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider {ISP).

BigPond Server :

BigPond User Id :

BigPond Password :

Yerify Password :
Primary DNS Server: |0.0.0.0
Secondary DNS Server: |0.0.0.0
MTU: 1500 {bytes) MTU default = 1500

MAC Address : | 00:00:00:00:00:00

[ Clone our PC's MAC Address

INTERNET CONNECTION TYPE ':I,

WIRELESS
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Wireless Settings

Enable Wireless: Check the box to enable the wireless function. If you do not

want to use wireless, uncheck the box to disable all the wireless I ———
functions. o oas [
Wireless Network Service Set Identifier (SSID) is the name of your wireless network. e e St
Name: Create a name using up to 32 characters. The SSID is case-
sensitive. [ swmsettngs | [__oort sovaetings |
Enable Auto The Auto Channel Scan setting can be selected to allow = et )
Channel Scan: the DIR-625 to choose the channel with the least amount of Frtie oo et con:
interference. et
Transmission Rate : |Best (autornatic) || (Mhit/s)
Wireless Channel: Indicates the channel setting for the DIR-625. By default the R G O
channel is set to 6. The Channel can be changed to fit the channel _ e,
setting for an existing wireless network or to customize the
wireless network. If you enable Auto Channel Scan, this option

will be greyed out.

802.11 Mode: Select one of the following:

802.11g Only - Select if all of your wireless clients are 802.11g.

Mixed 802.11g and 802.11b - Select if you are using both 802.11b and 802.11g wireless clients.

802.11b Only - Select if all of your wireless clients are 802.11b.

802.11n Only - Select only if all of your wireless clients are 802.11n.

Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Channel Width: Select the Channel Width:

Auto 20/40 - This is the default setting. Select if you are using both 802.11n and non-802.11n wireless devices.
20MHz - Select if you are not using any 802.11n wireless clients.

Transmission Rate: Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.
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Visibility Status: Select Invisible if you do not want the SSID of your wireless network to be broadcasted by the DIR-625. If Invisible is selected,

the SSID of the DIR-625 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID of your
DIR-625 in order to connect to it.

Wireless Security: Refer to page 61 for more information regarding wireless security.
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Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address: Enter the IP address of the router. The default IP
address is 192.168.0.1.

If you change the IP address, once you click Apply, i
yOU Wi” need to enter the new IP address in your Use this section to configure the internal network settings of vour router and also to configure the built-in

DHCP Server ko assign IP addresses ta the computers on your network, The IP Address that is configured here

H 1 H HH is the [P Address that you use to access the Weh-based management interface. IF you change the 1P Address
b rOWSG r tO get baCk I ntO th e CO nfl g U rat I On Ut| I Ity here, you may need to adjust your PC's netwark settings to access the network again,

[ Save Settings ] [ Don't Save Settings ]

Subnet Mask: Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

ROUTER SETTINGS

Use this section to configure the internal network settings of vour router, The IP Address that is configured
here is the IP Address that you use to access the Web-based management interface. IF you change the IP
Address here, you may need to adjust wour PC's network settings to access the network again,

Local Domain: Enter the Domain name (Optional).

Router IP Address: |192,168.0.1

Subnet Mask : |255.255.255.0

Enable DNS Relay: Uncheck the box to transfer the DNS server e fomersh
information from your ISP to your computers. If
checked, your computers will use the router for a
DNS Server ﬁ;tevszisectmn ta configure the built-in DHCP Server to assign IP addresses ta the computers on your

DHCP SERYER SETTINGS

Enable DHCP Server :
DHCP IP Address Range : |192,165.0,100 to|192.168.0.199
DHCP Lease Time : |1440 {minutes)

Always broadcast :  [] (compatibility for some DHCP Clients)

ADD DHCP RESERYATION

Enable :

Computer Name : =« | Computer Name M

1P Address: |0.0.0.0

MAC Address : |00:00:00:00:00:00

[ Copy Your PC's MAC Address ]

Enable Computer Name MALC Address IP Address

NUMBER OF DYNAMIC DHCP CLIENTS : 1

Computer Name  IP Address MAC Address Expire Tine
prescoth 192,168.0,156  00:11:09:2a:94:11 23 Hours 15 Minukes Revoke Reserve

WIRELESS
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-625 has a built-in DHCP server. The DHCP Server will
automatically assign an IP address to the computers on the LAN/private network. Be sure to set your computers to be
DHCP clients by setting their TCP/IP settings to “Obtain an IP Address Automatically” When you turn your computers
on, they will automatically load the proper TCP/IP settings provided by the DIR-625. The DHCP Server will automatically
allocate an unused IP address from the IP address pool to the requesting computer. You must specify the starting and
ending address of the IP address pool.

DHCP SERYER SETTINGS

Enable DHCP Check this box to enable the DHCP server on o . o h

server: your router UnCheCk to dlsable thls funCtlon g;tehlfo:.sklsectlon b configure the built-in CHCP Server bo assign IP addresses to the computers on your

DHCP IP Address Enter the starting and ending IP addresses for Frovlerth server:
Range: the DHCP server’s IP assignment.

DHCP IP Address Range: |192.165.0.100 to [192,165.0.199
DHCP Lease Time : | 1440 {minutes)

Always broadcast : {compatibilicy For some DHCP Clients)

Note: If you statically (manually) assign IP

addresses to your computers or devices, make

sure the IP addresses are outside of this range Enable :
or you may have an IP Conf“Ct Computer Name : << | Computer Mame [v]
IP Address: 0.0.0.0
Lease Time: The length of time for the IP address lease. MAC Address : |00:00:00:00:00:00
Enter the Lease time in minutes. | Copy vourPCs MAC Address |

Save Clear

DHCP RESERYATIONS LIST

Add DHCP Refer to the next page for the DHCP Reservation
Reservation: function.

Enable Computer Mame MAC Address IP Address

NUMBER. OF D¥YNAMIC DHCP CLIENTS @ 1

Computer Name  IP Address MALC Address Expire Time

prescokt 192,168.0.156  00:11:09:2a:94:11 23 Hours 15 Minukes Revoke Reserve
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DHCP Reservation

If you want a computer or device to always have the same |IP address assigned, you can create a DHCP reservation.
The router will assign the IP address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Enable: Check tis box o enable the reservation

Enable :

Computer Mame : << | Computer Mame [vl

Computer Name: Enter the computer name or select from the drop-

down menu and click <<.
IP Address : [0.0.0.0

IP Address: Enter the IP address you want to assign to the MAC Address : |00:00:00:00:00:00
computer or device. This IP Address must be | Copyvour PCsMAC Address |
within the DHCP IP Address Range.
MAC Address: Enter the MAC address of the computer or
device.
Enable Computer Name MALC Address IP Address

Copy Your PC’s If you want to assign an IP address to the
MAC Address: computer you are currently on, click this button DR L L G e CIE R ISR
to populate the fields.

Computer Name  IP Address MALC Address Expire Time
prescokt 192,1658.0,156  0O:11:09:24:94:11 23 Hours 18 Minutes Rewvoke Reserve

Save: Click Save to save your entry. You must click
Save Settings at the top to activate your
reservations.

Number of
Dynamic DHCP In this section you can see what LAN devices are currently leasing IP addresses.
Clients:

Revoke: Click Revoke to cancel the lease for a specific LAN device and free an entry in the lease table. Do this only if the device no
longer needs the leased IP address, because, for example, it has been removed from the network.
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Note: The Revoke option will not disconnect a PC with a current network session from the network; you would need to use
MAC Address Filter to do that. Revoke will only free up a DHCP Address for the very next requester. If the previous
owner is still available, those two devices may both receive an IP Address Conflict error, or the second device may
still not receive an IP Address; in that case, you may still need to extend the “DHCP IP Address Range” to address
the issue, it is located in the DHCP Server section.

Reserve: The Reserve option converts this dynamic IP allocation into a DHCP Reservation and adds the corresponding entry to the
DHCP Reservations List.
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Virtual Server

The DIR-625 can be configured as a virtual server so that remote users accessing Web or FTP services via the public
IP address can be automatically redirected to local servers in the LAN (Local Area Network).

The DIR-625 firewall feature filters out unrecognized packets to protect your LAN network so all computers networked
with the DIR-625 are invisible to the outside world. If you wish, you can make some of the LAN computers accessible
from the Internet by enabling Virtual Server. Depending on the requested service, the DIR-625 redirects the external
service request to the appropriate server within the LAN network.

The DIR-625 is also capable of port-redirection meaning incoming traffic to a particular port may be redirected to a
different port on the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the Virtual Servers List. There are
pre-defined virtual services already in the table. You may use them by enabling them and assigning the server IP to
use that particular virtual service.

For a list of ports for common applications, please visit http://support.dlink.com/fag/view.asp?prod_id=1191.
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This will allow you to open a single port. If you would like to open a range of ports, refer to page 35.

Name:

IP Address:

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your
local network that you want to allow the incoming
service to. If your computer is receiving an IP
address automatically from the router (DHCP),
you computer will be listed in the “Computer
Name” drop-down menu. Select your computer
and click <<.

Private Port/ Enter the port that you want to open next to Private

Public Port:

Protocol Type:

Inbound Filter:

Schedule:

Port and Public Port. The private and public ports
are usually the same. The public port is the port
seen from the Internet side, and the private port
is the port being used by the application on the
computer within your local network.

Select TCP, UDP, or Both from the drop-down
menu.

Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.

The schedule of time when the Virtual Server
Rule will be enabled. The schedule may be set to
Always, which will allow the particular service to
always be enabled. You can create your own times
in the Tools > Schedules section.

Product Page: DIR-625

online services such as FTP or Web Servers,

[ Save Jettings

Don't Save Settings ]

The Wirtual Server option allows you to define a single public port on your router for redirection
to an internal LAN 1P Address and Private LAN port if required. This feature is useful for hosting

Helpful Hints...

Ched

Name n_:lru:.p

pplication

ADYANCED NE

|

|

|

|

|

|

=

24--VIRTUAL SERVERS LIST a

Port  Traffic Type

Marme Public Protocol Scheduls

‘ | | Application Mame % | |U |TCP V| | Alwizys 7|
IP Address Private Inbound Filter
‘D.D.D.D | | Computer Mame b | |D |6 | ‘ Allow Al |
Mame Public Protocal Schedule

‘ | | Application Name % | |El |TCP v| | Always v
IP Address Private Inbound Filter
‘D.D.D.D | | Computer Mame  w | |U |6 | ‘ Allows Al |
Mame Public Protocal Schedule

‘ | | Application Name ~ » | |U |TCP Vl | Always 7|
[P Address Private Inbound Filter
‘D.D.D.D | | Computer Mame hd | |U |6 | ‘ Allows Al |
Marne Public Protocol Scheduls

‘ | | Application Mame % | |U |TCP V| | Alwizys 7|
IP Address Private Inbound Filter
‘D.D.D.D | | Computer Mame b | |D |6 | ‘ Allow Al |
Marne: Public Protocol Schedule

‘ | | Application Name % | |El |TCP M | Always 7|
IP Address Private Inbound Filter
‘D.D.D.D | | Computer Mame % | |U |6 | ‘ Allow Al |
Mame Public Protocal Schedule

‘ | | Application Name | [0 [ter v|  [aways |
IP Address Private Inbound Filter
‘D.D.D.D | | Computer Mame ha | |U | |6 | ‘ Allows Al |
Mame Public Protocal Scheduls

‘ | | Application Mame | |U | |TCP V| | Alwaays 7|

to the Tool
Schedules s

Advanced —
Inbound Filter
and create a ne

More...
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Port Forwarding

This will allow you to open a single port or a range of ports.

Name: Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

IP Address: Enter the IP address of the computer on your local

network that yOU Want tO a”OW the InCOmIng Se erce This option is used to open multiple Durts_ or a range of ports in your router a_nd redirect data thmugl‘_l those
to. If your Computer is receiving an |IP address Ezoar:;etso (algggl‘gﬂp)cIDnT:I|t?;JaTg;v:fer83hgge;gggegllm:aydoagazgnstﬂeggoggglg verious formatsincluding, Port
automatically from the router (DHCP), you computer [seeseiongs | [__bartseveseing |
H H H 13 ”
will be listed in the “Computer Name drop-down R ——
menu. Select your computer and click <<.
Ports to Open
Name TCP cheduls
. Application Mame M Aslways M
TCP/UDP: Enter the TCP and/or UDP port or ports that you — ———— —
want to open.You can enter a single port or a range == Computerome____[v] = *‘";::"lm
of ports. Seperate ports with a common. - spplcaton tame || ey v
T | I i
. - MName TCP chedule
Example: 24,1009,3000-4000 T el
IF Address . LoP Inbound Filker
= 0.0 == | Computer Name v o Al | 4
Inbound Filter: Select Allow All (most common) or a created e St DL S—
Inbound filter. You may create your own inbound oo dppliction Name || Ay ]
. . . IP Address uop Inbound Filter
filters in the Advanced > Inbound Filter page. 0.0.00 Compuerteme v Alow l ||
Name TCP Schedule
Application Name M Always M
Schedule: The schedule of time when the Virtual Server Rule P Addess UOP  tnbourd Fiter
0.0.0.0 Computer Mame M Allaw AIIM

will be enabled. The schedule may be set to Always,
which will allow the particular service to always
be enabled. You can create your own times in the
Tools > Schedules section.
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-625. If you need to run applications that require multiple connections,
specify the port normally associated with an application in the “Trigger Port” field, select the protocol type as TCP or
UDP, then enter the firewall (public) ports associated with the trigger port to open them for inbound traffic.

The DIR-625 provides some predefined applications in the table on the bottom of the web page. Select the application
you want to use and enable it.

Product Page: DIR-625

Name: Enter a name for the rule. You may select a
pre-defined application from the drop-down
menu and click <<.

Trigger: This is the port used to trigger the application. It
can be either a single port or a range of ports.

This option is used to open single or multiple ports on your router when the router senses
data sent to the Internet on a "trigger" port or port range. Special Applications rules apply to
all comnputers on your internal netwark,

[ Save Sethings ] [ Don't Save Settings ]

Traffic Type: Select the protocol of the trigger port (TCP, VRS LIS
UDR OI’ BOth) 10 24 -- APPLICATION RULES

Port Traffic Type Schedule
Trigger

Firewall: This is the port number on the Internet side
that will be used to access the application. You
may define a single port or a range of ports.
You can use a comma to add multiple ports or
port ranges.

|

Mame Application

O l:l Application Mame | Fireweal

Trigger

Always v

B

Mame Application

O | Application Mare v| Firesweall

Always v

|

Trigget

= = = = = = — = = —
(] [} ] (] [} ] [m] [} ] [m]
- - o - - o - - o -

Mame Application

O l:l Application Mame % | Firewal

Trigger

Always W

Traffic Type: Select the protocol of the firewall port (TCP,
UDP, or Both).

Tools — Schedule:
miEEn ae mEEE &

Mame Application

L] Application Mame % | Firewal

Trigger

|

Always W

|

Schedule: The schedule of time when the Application Rule
will be enabled. The schedule may be set to
Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.
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Section 3 - Configuration

QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the
QoS Engine settings are disabled and application priority is not classified automatically.

Enable This option is disabled by default. Enable this
StreamEngine: option for better performance and experience with
online games and other interactive applications,

such as VolP.

Dynamic This option should be enabled when you have a

Use this section to configure D-Link's QoS Engine powered by StreamEngine™ Technaology.

Fl‘ag mematiﬂn: S|OW |ntel’net Up|lnk |t he|pS tO reduce the ImpaCt . : - The QoS Engine improves your online gaming expetience by ensuring that your game traffic is
. . - priotitized over other network traffic, such as FTP or Web. For best performance, use the
that |arge |OW prlorlty network paCketS can have Automatic Classification option to automatically set the priority for your applications.
on mo re u rgent ones. . [ Save Setkings I [ Don't Save Settings ] \
e
Automatic Uplink This option is enabled by default when the QoS " Enable QoS Engine :
Speed: Engine option is enabled. This option will allow Automatic Classification :
your router to automatically determine the uplink Dynamic Fragmentation :

Automatic Uplink Speed :

speed of your Internet connection.

Measured Uplink Speed : Mot Estimated

Manual Uplink Speed : [12: | kbps <<
Measured Uplink This displays the detected uplink speed. Connection Type : Ao deec

Detected xDSL or Other “ves

S p ee d . Frame Relay Network :

Manual Uplink The speed at which data can be transferred from the router to your ISP. This is determined by your ISP. ISP’s often speed as
Speed: a download/upload pair. For example, 1.5Mbits/284Kbits. Using this example, you would enter 284. Alternatively you can test
your uplink speed with a service such as www.dslreports.com.

Connection Type: By default, the router automatically determines whether the underlying connection is an xDSL/Frame-relay network or some
other connection type (such as cable modem or Ethernet), and it displays the result as Detected xDSL or Frame Relay Network.
If you have an unusual network connection in which you are actually connected via xDSL but for which you configure either
“Static” or “DHCP” in the Internet settings, setting this option to xDSL or Other Frame Relay Network ensures that the router
will recognize that it needs to shape traffic slightly differently in order to give the best performance. Choosing xDSL or Other
Frame Relay Network causes the measured uplink speed to be reported slightly lower than before on such connections, but
gives much better results.

Detected xDSL: When Connection Type is set to automatic, the automatically detected connection type is displayed here.
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clients that are currently connected to the Broadband Router.

Configure MAC
Filtering:

MAC Address:

DHCP Client:

Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of

Select Turn MAC Filtering Off, allow MAC
addresses listed below, or deny MAC addresses
listed below from the drop-down menu.

Enter the MAC address you would like to filter.
To find the MAC address on a computer, please
refer to the Networking Basics section in this
manual.

Select a DHCP client from the drop-down menu
and click << to copy that MAC Address.

Product Page: DIR-625

STATUS

The MAC (Media Access Controller) Address filter option is used to contral netwaork access
based on the MAC Address of the network adapter. & MAC address is a unique 1D assigned by
the manufacturer of the network adapter. This feature can be configured to ALLOW or DEMY
netwaork/Interet access,

[ Save Jetkings ] [ Don't Save Settings ]

24 -- MALC FILTERING RULES

Configure MAC Filtering below:
[ Turn Mac Fitering oFF

MAC Address DHCP Client List

SUPPORT

Helpful Hints...
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental Controls
to only grant access to approved sites, limit web access based on time or dates, and/or block access from applications
like P2P utilities or games.

Add Policy: Check the Enable Access Control check box Procct Page: CIR-525
and click the Add Policy button to start the
Access Control Wizard.

The Access Control option alows you to control access in and out of your network, Use this
feature as Access Controls to only grant access to approved sites, limit web access based on
time or dates, andfor block internet access for applications like P2P utilities or games.

l Save Settings ] [ Don't Save Settings ]

ACCESS CONTROL

Enable Access Control :

Add Policy

Access Control Wizard

. . . . ADD NEW POLICY
Click Next to continue with the wizard.

This wizard will guide you through the following steps to add a new policy for Access Control,

Step 1 - Choose a unique name for your policy

Step 2 - Select a schedule

Step 3 - Select the machine to which this policy applies
Step 4 - Select filtering method

Step 5 - Select filtters

Step 6 - Configure Web Access Logging
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Access Control Wizard (continued)

Enter a name for the policy and then click Next to continue.

Select a schedule (I.E. Always) from the drop-down menu
and then click Next to continue.

Enter the following information and then click Next to
continue.

* Address Type - Select IP address, MAC address, or

Other Machines.
* |IP Address - Enter the IP address of the computer

you want to apply the rule to.

STEP 1: CHOOSE POLICY NAME

Choose a unique name for your policy.

Policy Name :  |Example 1|

STEP 2: SELECT SCHEDULE

Choose a schedule to apply to this policy.

| Alwarys 3"

Details :  Always

STEP 3: SELECT MACHINE

Select the machine to which this policy applies.

Specify a machine with its IP or MAC address, or select "Other Machines” for machines that do not have a policy,

Address Type: & p O mac O Other Machines
IP Address : |192,163.0.100 PRI ornpter Mame
Machine Address : |:| <

Machine

192.168.0.100

@
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Access Control Wizard (continued)

Select the filtering method and then click Next to continue.

Enter the rule:

Enable - Check to enable the rule.

Name - Enter a name for your rule.

Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.

Dest Port Start - Enter the starting port number.
Dest Port End - Enter the ending port number.

To enable web logging, click Enable.

Click Save to save the access control rule.

STEP 4: SELECT FILTERING METHOD

Select the method for filtering.

Method : O |ogweb Access Only O Block Al Access & Block Some Access

Apply Web Filter :
Apply Advanced Port Filters :

STEP 5: PORT FILTER

Add Port Filters Rules.

Specify rules to prohibit access to specific IP addresses and ports.,

Enable Name gf::tlp Eﬁ;t L Protocol Etga?gt EEEI:

O | | |0.0.0.0 | |255. 255255 255 | lamy w| | | | |
O | | |0.0.0.0 | |255. 285,285 255 | lamy v| | | | |
O | | |0.0.0.0 | |255. 255,285 255 | lamy | | | | |
O | | |0.0.0.0 | |255. 255,255 255 | lamy v| | | | |
O | | |0.0.0.0 | |255. 255,285 255 | lamy | | | | |
O | | |0.0.0.0 | |255. 255,255 255 | lamy v| | | | |
O | | |0.0.0.0 | |255. 255,285 255 | lamy | | | | |
O | | |0.0.0.0 | |255. 255,255 255 | lamy v| | | | |

STEP 6: CONFIGURE WEB ACCESS LOGGING

Web Access Logging : (&) Disabled
O Enabled

Pres Sawve Cancel
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Website Filters

Website Filters are used to deny LAN computers from accessing specific web sites by the URL or domain. A URL is a
specially formatted text string that defines a location on the Internet. If any part of the URL contains the blocked word,
the site will not be accessible and the web page will not display. To use this feature, enter the text string to be blocked
and click Save Settings. The text to be blocked will appear in the list. To delete the text, click Clear the List Below.

Website URL/ Enter the keywords or URLs that you want to
Domain: block (or allow). Any URL with the keyword in it
will be blocked.

The Web Filter option allows you to set up a list of allowed Web sites that can be used by
multiple users, When Web Filter is enabled, all Web sites not listed on this page will be
blocked. To use this feature, you must also select the "Apply Web Filter" checkbox in the
Access Control section.

[ Save Settings ] l Daon't Save Settings

Advanced —

40 -- WEBSITE FILTERING RULES gecesstuntiol

More...

[ Clear the list below, .,

wWebsite URL/Domain
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Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you
can configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used
with Virtual Server, Port Forwarding, or Remote Administration features.

Name: Enter a name for the inbound filter rule.
Action: Select Allow or Deny.

Enable: Check to enable rule.

. . The Inbound Filter option is an advanced method of controling data received from the
Sou rce IP sta rt Enter the Startl ng I P add ress. Enter 0000 If Internet. With this feature you can configure inbound data filtering rules that control data
. - - based on an IP address range.
yOU dO nOt Want tO SpeC|fy an I P range. ( Inbound Filters can be used for limiting access to a server on your netwoark to a system or

aroup of systems, Filter rules can be used with Virtual Server, Port Forwarding, or Remote
Adrninistration features.

Source IP End: Enter the ending IP address. Enter

255.255.255.255 if you do not want to specify :
and IP range. ] ]

Action :

Source IP Range :  Enable Source IP Start Source IP End

Save: Click the Save button to apply your settings. O [ooo Jessasemes ]

. . O |eooa | [os.zmm 25525 |

You must click Save Settings at the top to save O [ooss | sasszmsass |

the Settings_ O [onoo | [285.285 255 255 |

O [onoo | [285.285 255 255 |

. . . I O [onog | [zs5.255.255.255 |

Inbound Filter This section will list any rules that are created. O [oo0o | [zs5.255.255.255 |

Rules List: You may click the Edit icon to change the O [ooss | [ess 2505 |
settings or enable/disable the rule, or click the )
Delete icon to remove the rule. o

Name Action Source IP Range

WIRELESS
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Firewall Settings

A firewall protects your network from the outside world. The D-Link DIR-625 offers a firewall type functionality. The SPI
feature helps prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain
types of applications. If you choose to expose a computer, you can enable DMZ. DMZ is short for Demilitarized Zone.
This option will expose the chosen computer completely to the outside world.

Enable SPI: SPI (Stateful Packet Inspection, also known as dynamic packet
filtering) helps to prevent cyber attacks by tracking more state per
session. It validates that the traffic passing through the session
conforms to the protocol.

NAT Endpoint Select one of the following for TCP and UDP ports:
Filtering: Endpoint Independent - Any incoming traffic sent to an open port
will be forwarded to the application that opened the port. The port

will close if idle for 5 minutes. o i g

© port And Address Restricted

Address Restricted - Incoming traffic must match the IP address |pr=mErs e syt s O ps s

@ port And Address Restricted

of the outgoing connection.

Address + Port Restriction - Incoming traffic must match the IP
address and port of the outgoing connection.

Enable DMZ Host: If an application has trouble working from behind the router, you
can expose one computer to the Internet and run the application
on that computer.

Note: Placing a computer in the DMZ may expose that computer to
a variety of security risks. Use of this option is only recommended
as a last resort.

IP Address: Specify the IP address of the computer on the LAN that you want to have unrestricted Internet communication. If this computer
obtains it’s IP address automatically using DHCP, be sure to make a static reservation on the Basic > DHCP page so that
the IP address of the DMZ machine does not change.
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Application Level Gateway (ALG) Configuration

Here you can enable or disable ALG’s. Some protocols and applications require special handling of the IP payload to
make them work with network address translation (NAT). Each ALG provides special handling for a specific protocol
or application. A number of ALGs for common applications are enabled by default.

PPTP:

IPSEC (VPN):

RTSP:

MSN Messenger:
FTP:

H.323
(Netmeeting):

SIP:

Wake-0On-LAN:

MMS:

Allows multiple machines on the LAN to connect to their corporate network using PPTP protocol.

Allows multiple VPN clients to connect to their corporate network using IPSec. Some VPN clients support traversal of IPSec
through NAT. This ALG may interfere with the operation of such VPN clients. If you are having trouble connecting with your
corporate network, try turning this ALG off. Please check with the system adminstrator of your corporate network whether
your VPN client supports NAT traversal.

Allows applications that use Real Time Streaming Protocol to receive streaming media from the internet. QuickTime and
Real Player are some of the common applications using this protocol.

Allows all of the Windows/MSN Messenger functions to work properly through the router.

Allows FTP clients and servers to transfer data across NAT. Refer to the Advanced > Virtual Server page if you want to
host an FTP server.

Allows Microsoft NetMeeting clients to communicate across NAT. Note that if you want your buddies to call you, you should
also set up a virtual server for NetMeeting. Refer to the Advanced > Virtual Server page for information on how to set up
a virtual server.

Allows devices and applications using VolP (Voice over IP) to communicate across NAT. Some VolP applications and devices
have the ability to discover NAT devices and work around them. This ALG may interfere with the operation of such devices.
If you are having trouble making VolP calls, try turning this ALG off.

Allows Ethernet network adapters with Wake-On-LAN (WOL) to function.

Allows Windows Media Player, using MMS protocol, to receive streaming media from the Internet.
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Transmit Power:

Beacon Period:

RTS Threshold:

Fragmentation

Threshold:

DTIM Interval:

802.11d:

WMM Function:

Short GI:

Advanced Wireless Settings

Set the transmit power of the antennas.

Beacons are packets sent by an Access Point to
synchronize a wireless network. Specify a value.
100 is the default setting and is recommended.

This value should remain at its default setting of
2432. If inconsistent data flow is a problem, only a
minor modification should be made.

The fragmentation threshold, which is specified
in bytes, determines whether packets will be
fragmented. Packets exceeding the 2346 byte
setting will be fragmented before transmission. 2346
is the default setting.

(Delivery Traffic Indication Message) 3 is the default
setting. A DTIM is a countdown informing clients
of the next window for listening to broadcast and
multicast messages.

This enables 802.11d opration.802.11d is a wireless
specification developed to allow implementation of
wireless networks in countries that cannot use the

Product Page: DIR

WIRELESS

If you are not farniliar with these Advanced Wireless settings, please read the help section
before attempting to modify these settings.

[ savesenss | | Dontsavesetings |

on: C1 Firmmw.

ADYANCED WIRELESS SETTINGS

Transmit Power : | High v
Beacon Period : |10p

RTS Threshold :

20.,1000)
0..2347)
256, 2346
1..255)

Fragmentation Threshold :

{
(
[
{

DTIM Interval :
802.11d Enable :
WMM Enable :
Aggregation Limit :

TPC Max Gain : |20 (0..50)

(2000..65535)

Aggregation Num Packets : |3z (1.64)

Aggregation Max Size :

Force Short Slot for 1IN []
Clients :

ShortGI: [

Extra Wireless Protection : [

802.11 standard. This feature should only be enabled if you are in a country that requires it.

WMM is QoS for your wireless network. This will improve the quality of video and voice applications for your wireless

clients.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may

create higher data loss.
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Enable WISH:

HTTP:

Windows Media

Center:

Automatic:

WISH Rules:

WISH

WISH is short for Wireless Intelligent Stream Handling, a technology developed to enhance your experience of using
a wireless network by prioritizing the traffic of different applications. The WISH configuration has a max of 24 Rules
that can be defined.

Enable this option if you want to allow WISH to
prioritize your traffic.

Allows the router to recognize HTTP transfers
for many common audio and video streams and
prioritize them above other traffic. Such streams
are frequently used by digital media players.

Enables the router to recognize certain audio and
video streams generated by a Windows Media
Center PC and to prioritize these above other
traffic. Such streams are used by systems known
as Windows Media Extenders, such as the Xbox
360.

When enabled, this option causes the router to
automatically attempt to prioritize traffic streams
that it doesn’t otherwise recognize, based on
the behavior that the streams exhibit. This acts
to deprioritize streams that exhibit bulk transfer
characteristics, such as file transfers, while leaving
interactive traffic, such as gaming or VoIP, running
at a normal priority.

ADYAMCED MET'WORK

applications.

[ Save Settings ] [ Don't Save Settings ]

WISH (Wireless Inteligent Stream Handling) pricritizes the traffic of various wireless

WISH

Enable WISH :

PRIORITY CLASSIFIERS

HITP :
windows Media Center :

Automatic : [ (default if not matched by anything else)

24 -- WISH RULES

MName Pricrity

Protocol

[Best Effart (BE) |~ | \

| 22 [1p &

Host 1 IP Range

Host 1 Part Range

U [as00 | to (255 255,255,255 | o
Host 2 IP Range Host 2 Part Range
[0.0.0.0 | to (255 255,255,255 | o

Marne Pricrity Protocol

[Best Effart (BE) |~ | \

| 22 [1p &

A WISH Rule identifies a specific message flow and assigns a priority to that flow. For most applications, the priority classifiers
ensure the right priorities and specific WISH Rules are not required. WISH supports overlaps between rules. If more than
one rule matches for a specific message flow, the rule with the highest priority will be used.
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Name:

Priority:

Protocol:

Host 1 IP Range:
Host 1 Port Range:
Host 2 IP Range:

Host 2 IP Range:

Create a name for the rule that is meaningful to you.

The priority of the message flow is entered here. Four priorities are defined:
* BK: Background (least urgent).
* BE: Best Effort
* VI:Video
* VO: Voice (most urgent)
The protocol used by the messages.
The rule applies to a flow of messages for which one computer’s IP address falls within the range set here.
The rule applies to a flow of messages for which host 1’s port number is within the range set here.

The rule applies to a flow of messages for which the other computer’s IP address falls within the range set here.

The rule applies to a flow of messages for which host 2’s port number is within the range set here.
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Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup

as well as the “Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well
as manufactures. The process is just as easy, as depressing a button for the Push-Button Method or correctly entering
the 8-digit code for the Pin-Code Method. The time reduction in setup and ease of use are quite beneficial, while the
highest wireless Security setting of WPA2 is automatically used.

Enable: Enable the Wi-Fi Protected Setup feature.

Lock Wireless Locking the wireless security settings prevents the
Security Settings: settings from being changed by the Wi-Fi Protected
Setup feature of the router. Devices can still be
added to the network using Wi-Fi Protected Setup.
However, the settings of the network will not change

once this option is checked.

PIN Settings: A PIN is a unique number that can be used to add
the router to an existing network or to create a new
network. The default PIN may be printed on the
bottom of the router. For extra security, a new PIN
can be generated. You can restore the default PIN at
any time. Only the Administrator (“admin” account)
can change or reset the PIN.

Current PIN: Shows the current value of the router’s PIN.

Reset PIN to
Default: Restore the default PIN of the router.

YIR

WIRELESS

SETUP ADYANCED TOOLS STATUS

Wi-Fi Protected Setup is used to easily add devices to a network using a PIN or button press.
Dievices must support Wi-Fi Protected Setup in order to be configured by this method,

l Save Settings ] [ Don't Save Settings ]

Enable :

Lock Wireless Security
Settings :

PIN SETTINGS (ADMINISTRATOR ACCESS ONLY)

Current PIN : 2456813532

[ Reset PIM ko Default ] [ Generate Mew PIN

ADD WIRELESS STATION (ADMINISTRATOR ACCESS ONLY)

[ Add Wireless Device Wizard ]

SUPPORT

Helpful Hints...

Enable if other

WI-FI PROTECTED SETUP Al

Generate New PIN: Create a random number that is a valid PIN. This becomes the router’s PIN. You can then copy this PIN to the user interface

of the registrar.
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