DWL-8200AP User’s Manual Using the AP Manager

Using the AP Manager

The AP Manager is a convenient tool to manage the configuration of your network
from a central computer. With AP Manager there is no need to configure devices
individually.
To launch the AP Manager:
* Go to the Start Menu
* Select Programs
* Select D-Link TriMode Dualband AP Manager
* Select DWL-8200AP

Discovering Devices

Ry

Click on this button to discover the devices available on the network.

35 IP Address Netrmask FAw Mersion | Device Mame | Action Status
Dwl-82004F  OOOF3DFAEDCO  192.168.060 25625525 +1.00 Beta D-link &cce..  SetlP

AirPremier
DualBand

‘Device confiaure

Setting configurations to devices...

D Link AirPremier DualBand AP Manager

Action Message

1 devicels) discovered.
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Selecting Devices

The AP Manager allows you to configure multiple devices all at once. To select a single
device, simply click on the device you want to select. To select multiple devices, hold
down the Ctrl key while clicking on each additional device. To select an entire list, hold
the Shift key, click on the first AP on the list and then click on the last AP on the list.

IP Configuration

You can assign an |IP address to an AP or assign IP addresses to multiple
AP’s by clicking on this button after selecting the device(s).

DwL-82004P  OOOF3DFABDCO 192168050 255255.25..  v1.00Beta D-Lirk Acce,

1P Address BERE]
|P Metmask | 255255 256 0

| D Link AirPremier DualBand AP Manager

Action Message

=}

Select the AP that you want to assign an IP address to and click the IP button. Enter
the IP address and IP netmask for the selected device and click OK.
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IP Configuration (continued)

Euist | Model Mame Mae Address IP Address Netmask FAwf Wersion | Device Name | Action Status
v DwL-82004F  000F3DFAGDDE 192166.0.50 255.255.25 +1.00 D-Link Acce...
v DwL-82004F  OOOF3DFAGDCO 192168.0.50 25525525 v1.00 Beta D-Link Acce...

AirPremier
DualBand

1P Address 88 0 50
IP Nelmssk | 255 285260

0K Cancel

D Link AirPremier DualBand AP Manager

Action Message

2 devicels] discovered,

You can configure multiple AP’s with IP addresses all at once. Click on the IP button
after you've selected all of the AP’s you want to assign an IP address. Enter the IP
address you want to assign the first unit and the AP manager will automatically assign
sequential IP addresses.
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Device Configuration

£ 5N
|

Click on this button to access the configuration
properties of the selected device(s).

The device configuration window allows you to configure settings but does not actually
apply the settings to the device unless you click the Apply button. You can also save
and load configuration files from this window. When you load a configuration file, you
must click Apply if you want the settings to be applied to the selected device(s).

You can configure a single device by highlighting one device in the list, or you can
configure multiple devices by highlighting multiple devices before clicking on the Device
Configuration icon pictured above. The examples in this section show single device
configuration. When you select multiple devices for configuration the procedure will be

similar.

Check. Al

Clear Checks

Refresh

Apply

Open

Cave

E it

The Check All button will select all configurable options. Any setting
that has a checkmark next to it is applied to the device or saved to
the configuration file.

The Clear Checks button deselects all configurable options. This
feature is useful if you only want to change a few settings. Deselect
all items and only check the items that you want to modify.

Refresh will revert to the actual device settings of the selected
device(s).

To save settings to the device, you must click the Apply button. Only
settings that have a checkmark next to them will be applied.

The open button is used to load a previously saved configuration file.
After opening a configuration file, you must click the Apply button to
save the settings to the selected device(s).

The save button allows you to save a configuration file of the selected
device settings. Only settings that have a checkmark next to them
are saved. You cannot save a configuration file if you selected more
than one device in the device list.

The Exit button will close the device configuration window. Any
settings that haven’t been applied will be lost.
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Ewist | Model Name Mac Address IF Addiess Netmask Fiw Veision | Device Mame | Action Status
- DWwL-82004P OOE3NEAENCH 192 1ER0F] 2R 2R 75 1 00 Bet O ik Bead Confia 0K

= Device Configuration
General | “Wieless | Security | Filters APMode | DHCP Server | Clientlnfo | Muli-SSID _{_Lp_]

I¥ Device Mame |D-Link Access Point
LAN

[ IP Address : ] T v Gateway ‘ oo 0o o0

[V Subrethask [ 255 255 255 0 [V DHCP client disable |

.G.r.uupmg
¥ LoadBdance  [disable »
E (.54 ’—'

¥ Console Setting

Corsole Protocol: Telnet =

D Link AirPremier DualBand AP Manager

Telnet Timeout ‘3 j rninute(s]
~SNMP Setting
W Gtatus |d|sabls L]
Check all Clear Checks Refresh Apply Open Save

Action Messags

@

Device Configuration > General
When selecting multiple devices for configuration, some options are unavailable for
configuration by default as noted(*) below:

Device Name(*): | This allows you to change the device name for the selected
access point. You must place a checkmark in the Device Name
box to change the name. This option should only be configured
when one access point is selected for configuration.

IP address and | If you’ve selected one device for configuration and you want
Subnet Mask(*): | to change the IP address of the device, check the IP Address
box. You can then enter an IP address and Subnet Mask for the
selected access point. This option should only be configurable
when one access point is selected for configuration. To configure
multiple devices with an |IP address at one time, please reference
the previous page.

Gateway: | Enter the IP address of your gateway, typically your router
address.
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&Y
Device Configuration > General (continued)

DHCP client: | There is a pull-down menu to select enabled or disabled. When
enabled, the selected device(s) will function as a DHCP client(s).
This allows them to receive IP configuration information from a DHCP
server. When disabled, the access point(s) must have a static IP
address assigned to them.

Load Balance: | This pull-down selection enables or disables load balancing. When
you enable load balance you allow several access points to balance
wireless network traffic and wireless clients among the access points
with the same SSID. All the APs that share Load Balancing must
have the same SSID. Assign each access point a different
non-overlapping channel (e.g., 1, 6, 11).

User Limit: | Enter the number of the limit of load balancing users, from 0-64.

Console Protocol: | From the pull-down selection, choose either Telnet or SSH for
Console protocol.

Telnet Timeout: | This pull-down selection defines the timeout period during a Telnet
session with the selected device(s).

Status: | Select Enable to set the SNMP setting.
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Device Configuration > Wireless

General |"v'v"ire|ess Secunty Filters AF Maode DHCF Server Client Info Rulb-S510 | 4 | b
IEEEBO2 114
[ata Rate ,|aut|:| s
Beacon Interval [20°71000] |'I_EIEI
I R2 - T
il Ehabic: = DTIM (1~255) i
enable - e
Pl Binacat Fragment Length (256~2348] 2346
Superds [ isable R4 RTS Length [256~2346) [z346
Radio W ave |-|:|_i-s_a-I:|_Ie LT T Power !_min ﬂ
Auta Channel Scan rdEI;I ﬂ
IEEEB0Z2.11g
v Wwireless zetting
Data Rate |aut|:| -
v 5510 | default T
Beacon Interval [2077000] {100
v Ch I - -
anne lf___ =l prmposs) 1
5510 Broadcast - e —
ot lenable 1 mentLength (25572346 |23
i”':c'l‘f”i didle | RTSLenghiserzmel |23
adio W ave disahl i
jnizatie —-l Tu Fower !min fiz
Auto Channel Scan idisable LJI
Check Al | Clear Ehecksj Refresh Apply | Open | Save | E st

IEEE 802.11a:

Wireless:

SSID:

Channel:

SSID Broadcast:

Super A:

Check to enable wireless mode.
The Service Set (network) Identifier of your wireless network.
Allows you to select a channel. 52 is the default setting for 802.11a.

Allows you to enable or disable the broadcasting of the SSID to
network clients.

Select this option to enable a wireless signal rate of up to 108Mbps.
Super A is a group of performance enhancement features that
increase end user application throughput in an 802.11a network.
Super A is backwards compatible with standard 802.11a devices.
For ideal performance, all wireless devices on the network should
be Super A capable.
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Device Configuration > Wireless (continued)

Super A Mode Function

Disabled

Standard 802.11a support. Mo enhanced capabilities.

Super A without Turbo

Capable of Packet Bursting, FastFrames, Compression. Mo Turbo mode.

Super A with Dynamic Turbo | Capable of Packet Bursting, FastFrames, Compression, and Dynamic Turbo mode. This

setting is backwards compatible with non-Turbo (legacy) devices. Dynamic Turbo mode is
only enabled when all devices on the wireless network are configured with Super A and
Dynamic Turbo enabled.

Super A with Static Turbo Capable of Packet Bursting, FastFrames, Compression, and Static Turbo mode. This

setting is not backwards compatible with non-Turbo ({legacy) devices. Static turbo mode is
alwiays onandis only enabled when al devices on the wireless network are configured
with Super A and Static Turbo enabled.

Radio Wave:

Data Rate*:

Beacon Interval
(20~1000):

DTIM (1~255):

Fragment Length
(256~2346):

RTS Length
(256~2346):

Tx Power:

Auto Channel:

Select Enable or Disable.

A pull-down menu to select the maximum wireless signal rate for
the selected device(s).

Beacons are packets sent by an access point to synchronize a
network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM (Delivery Traffic Indication Message) is a countdown informing
clients of the next listening window for broadcast and multicast
messages.

This sets the fragmentation threshold (specified in bytes). Packets
exceeding the value set here will be fragmented. The default is
2346.

The RTS value should not be changed unless you encounter
inconsistent data flow. The default value is 2346.

Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum
power. This tool can be helpful for security purposes if you wish to
limit the transmission range.

Enable this option to automatically select the most optimal channel
available for wireless networking and to scan for the least populated
channel.

*Maximum wireless signal rate derived from IEEE Standard 802.11a and 802.11g specifications. Actual
data throughput will vary. Network conditions and environmental factors, including volume of network
traffic, building materials and construction, and network overhead lower actual data throughput rate.
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Device Configuration > Wireless (continued)

IEEE 802.119g:

Wireless:
SSID:
Channel:

SSID Broadcast:

Super G:

Radio Wave:

Data Rate*:

Beacon Interval
(20~1000):

DTIM (1~255):

Fragment Length
(256~2346):

RTS Length
(256~2346):

Tx Power:

Auto Channel:

Check to enable wireless mode.
The Service Set (network) Identifier of your wireless network.
Allows you to select a channel. 6 is the default setting.

Allows you to enable or disable the broadcasting of the SSID to
network clients.

Select this option to enable a wireless signal rate of up to
108Mbps.

Select Enable or Disable.

A pull-down menu to select the maximum wireless signal rate for
the selected device(s).

Beacons are packets sent by an access point to synchronize a
network. Specify the beacon value for the selected device(s) here.
The default value of 100 is recommended.

DTIM (Delivery Traffic Indication Message) is a countdown informing
clients of the next listening window for broadcast and multicast
messages.

This sets the fragmentation threshold (specified in bytes). Packets
exceeding the value set here will be fragmented. The default is
2346.

The RTS value should not be changed unless you encounter
inconsistent data flow. The default value is 2346.

Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum
power. This tool can be helpful for security purposes if you wish to
limit the transmission range.

Select this option to automatically select the most optimal channel
available for wireless networking.

*Maximum wireless signal rate derived from IEEE Standard 802.11a and 802.11g specifications. Actual
data throughput will vary. Network conditions and environmental factors, including volume of network
traffic, building materials and construction, and network overhead lower actual data throughput rate.
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Device Configuration > Security > Authentication

AP Mode Authentication Available
Access Point Open
Shared
Both

WPA-Enterprise
WPA-Personal
WPA2-Enterprise
WPA2-Personal
WPA-Auto-Enterprise
WPA-Auto-Personal

WDS with AP Open
Shared
Both
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

WDS Open
Shared
Both
WPA-Personal
WPA2-Personal
WPA-Auto-Personal
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Device Configuration > Security > Authentication (continued)

%= Device Configuration

3

General | Wireless Security | Filters AP Mode DHCP Server Client Info | Muli-S5ID | 4| »
WEF Key ]
IEEEBDZ.11a
v Authentication ||:I|:|en ﬂ
E K Shared A
nerphion Btk |
Active Key Index|wPA-Enterprise
WwhPA-Perzaonal
15t Key WPAZ-E nterprise |11111111111111111111111111
WwiPA2-Perzonal
2nd Key WwPA-Auto-Enterprize - ||:||j 00 0oaonaoo
“wiPd-buto-Perzonal %
3rd Key 84 w|[HEx ~[|00 00000000
Hth Key 84 ~|[HEx ~]|0000000000
IEEES02.11g
v Authentication |EI|:|en j
Encryption | enable L]
Active Key Index 1 -
Tst Key 128 =l[HEX =|[111111 111111111111 111111 11
2nd Key g4 vl[HEx ~||o000000000
rd Key 64 w|[HEx +]|0000000000
dth Key 64 =|[HEX j]nn a0 0000 00
Check Al | Clear Ehecks‘ Refresh | Apply | Open | Save | E xit
Open: | The key is communicated across the network.
Shared: @ Limited to communication with devices that share the same WEP
settings.
Both: | The key is communicated and identical WEP settings are
required.
Authentication: | Select Open System/Shared Key to allow either form of data

encryption.

Select WPA-Enterprise to secure your network with the inclusion
of a RADIUS server.
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Device Configuration > Security > Authentication (continued)

Authentication
(continued):

Select WPA-Personal to secure your network using a password
and dynamic key changes. (No RADIUS server required.)

Select WPA2-Enterprise to secure your network with the inclusion
of a RADIUS server and upgrade the encryption of data with the
Advanced Encryption Standard (AES).

Select WPA2-Personal to secure your network using a password
and dynamic key changes. No RADIUS server required and
encryption of data is upgraded with the Advanced Encryption
Standard (AES).

Select WPA-Auto-Enterprise to allow the client to either use
WPA-Enterprise or WPA2-Enterprise.

Select WPA-Auto-Enterprise to allow the client to either use
WPA-Personal or WPA2-Personal.
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Device Configuration > Security > Open/Shared/Both

General | Wireless Im Filkers AP Mode | DHCP Server | ClientInfo | Multi-55ID ‘_|L
Encryption ’m
Active Key Index |—j
st Key | _|| _|| 0o
2nd Key | _il : _”
3d Key j6e  [2f[Hex []fooooo
4th Key | ~][Hex =

IEEEBDZ 110

W Authentication |_D|Jen—L!
Encryption HsabTeﬁ
Active Key Index |7_|
ke [ =l |
2nd Key | _]| : _!|
Jrd Key |—J |_—_||
4th Key ’ﬁ|7_|| e

Check Al | Clear Ehecksl Refresh | Apply | Open | Save | E it |

The Security tab contains the WEP configuration settings on the initial page. If you select
WPA as the authentication type, an additional tab will appear with the WPA configuration
options based on your selection.

Authentication
Type:

Encryption:

Active Key Index:

Key Values:

Select from the pull-down menu the type of authentication to be used
on the selected device(s). In this example you may select Open,
Shared, or Both.

Enable or Disable encryption on the selected device(s). This option
will only be available when security is set to Open or Both.

Select which defined key is active on the selected device(s). This
option will only be available when security is set to Open, Shared,
or Both.

Select the key size (64-bit, 128-bit, or 152-bit) and key type (HEX
or ASCII) and then enter a string to use as the key. The key length
is automatically adjusted based on the settings you choose. This
option will only be available when security is set to Open, Shared,
or Both.
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Device Configuration > Security > WPA-Enterprise, WPA2-Enterprise,
& WPA-Auto-Enterprise

% Device Configuration E|
General | ‘wirslezs Securty | Filters AP Mode DHCF Server Client Info Multi-5510 | Al
WEP key [IEEESDZ211a'WPa ‘ Secunty Server ]
v
“WPA zetting

Cipher Twpe At -

Group Key Update Interval | [300 - 3333333)

2 [8 - B3 charg]
Check All Clear Checks Fefrezh Apply Open Save E it

Cipher Type: | Select Auto, TKIP, or AES from the pull-down menu.

Group Key Update | Select the interval during which the group key will be valid. 1800 is the
Interval:

recommended setting. A lower interval may reduce transfer rates.
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Device Configuration > Security > WPA-Enterprise, WPA2-Enterprise,
& WPA-Auto-Enterprise > Security Server

%= Device Co nfiguration E]

General | Wireless Security | Filters AP Mode DHCP Server Client Info Mulb-S5I0 | 4 | »
WEP Key] I[EEES02.11a WP Securty Server |
Securty Server
RADILS Server | 192 188 0 60
RADIUS Port [0 - 65535) 1812
RADIUS Secret (diink]
Check Al | Clear Ehecks‘ R efresh | Apply | Open Save Ewit

RADIUS Server: | Enter the IP address of the RADIUS server.
RADIUS Port: | Enter the port used on the RADIUS server.

RADIUS Secret: | Enter the RADIUS secret.
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Device Configuration > Security > WPA-Personal, WPA2-Personal,
& WPA-Auto-Personal

%= Device Configuration E]
General | ‘wieless | | Securty | Filters &F Mode | DHCF Server | ClentInfo | Mulb-3510
WEP Key EEES0211aWP4 ]

v
WP zetting

4]k

Cipher Type Auto -
Group Key Update Interval 1

PazzPhraze

[300 - 9333339)

[8 - B2 chars]

Check All Clear Checks Fiefresh Apply Open

Save Emit

Cipher Type: | Select Auto, TKIP, or AES from the pull-down menu.
Group Key Update

Select the interval during which the group key will be valid. 1800 is the
Interval:

recommended setting. A lower interval may reduce transfer rates.

PassPhrase: | Enter a PassPhrase between 8-63 characters in length.
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Device Configuration > Filters

General Wireless Security . Filkers AP Mode DHCF Server Client Info Mul-55100 | o | »

WLAM Partition

v Internal station connect crozs 11a,11g enal-n-le_z

IEEER0Z 115 IEEES0211qg

[ el taham Canme et o |TthIe ll v Internal Station Connection enable |w

[y Broadcast from Ethernet thLAN[ename « | Iv Broadcast from Ethernet tDWL.l’-‘-.N':enabIe >

IEEEB02.11a Access Setting 1 IEEES02.11g Access Setting
v Acocess Control v Access Contol IEi:aEt :—!
ACL Mac Address ACL Mac Address
!EIEI:EIEI:DD:DEI:EID:EI Add| Del| [po-no-oo-oo-ono Add| Del|
Check Al | Clear Eheck&j Refresh Apply | Open ' Save E wit

Internal Station
Connection:

Ethernet to WLAN

Access:

Access Control:

Access Control

List:

Enabling this allows wireless clients to communicate with each other.
When this option is disabled, wireless stations are not allowed to
exchange data through the access point.

Enabling this option allows Ethernet devices to communicate with
wireless clients. When this option is disabled, all data from Ethernet
to wireless clients is blocked. Wireless devices can still send data to
the Ethernet devices when this is disabled.

When disabled access control is not filtered based on the MAC
address. If Accept or Reject is selected, then a box appears for
entering MAC addresses. When Accept is selected, only devices
with a MAC address in the list are granted access. When Reject
is selected, devices in the list of MAC addresses are not granted
access.

Add or Delete MAC addresses in the Access Control List.
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Device Configuration > AP Mode

(% Device Configuration =
General | *Wireless Security Filters |,-'.‘-.F' Mode | DHCP Server Client Info | Muli-G5I00 | 4 | p]

JIEEEB0Z211a 1EEEB0Z.11g 1

v AP rmode |.ﬂ-.|:|:ess Faint LI v AF mode {.&ccess Faint _|

i Faint

WD with &P |
WDS

Check All Clear Checks Refrezh Apply Open Save E wit

AP Mode:  There are 3 AP modes:
Access Point

WDS with AP
WDS

Please see the following pages for an explanation of all the AP modes.
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Device Configuration > AP Mode > Access Point

c

%= Device Configuration =
AP Mode | DHCP Server | ClientInfo | Muli-SSID | 4 | »

General | Wirelesz Secunty Filterz

IEEES0211a |EEEBDZ211g 1

v AP mode Access Point v] ¥ APmode  |AccessPoint =

Check Al Clear Checksz Fefresh Apply Open Save E wit

Access Point: | Creates a Wireless LAN.
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Device Configuration > AP Mode > WDS with AP

Check Al | Clear Eheu:ks|

Refresh |

X
General | Wireless Securiby Filters Im DHCF Server Client Infa | Multi-S5I0 ﬂL]
IEEES0211a |EEEBOZ2.11g
W #Pmods  |WDS withAP v W APmode  |WDS with 4P v
Remate AP Mac Address Remate AP Mac Address

Apply | Open | Save

Exit |

WDS with AP: | Wireless Distribution System with Access Points. APs in a network

are wirelessly wired together and connected via a Distribution
System. The DWI-8200AP wirelessly connects multiple networks,
while still functioning as a wireless AP.
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Device Configuration > AP Mode > WDS

General | ‘wWireless Security Filters Im DHCP Server Client Infa | Mult-55I0 ﬂL]
IEEEB02.114 1EEEBD2.11g 1
mﬁ v AP mods W\-’_D_S—Ll
Remaote AP Mac Address Remate AP Mac Address
ST00:00:00:000] e el S000:00:00:000) Add] Dl
Check Al | Clear Ehecks| Refresh | Apply | Open Save | E it |

WDS: | A Wireless Distribution System that interconnects so called Basic
Service Sets (BSS). It bridges two or more wired networks together
over wireless. The DWL-8200AP wirelessly connects multiple networks
without functioning as a wireless AP.
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Device Configuration > DHCP Server

DHCP Server:

Dynamic Pool
Settings:

Static Pool
Settings:

IP Assigned From:

Range of Pool
(1~255):

SubMask:

Gateway:

General | Wireless Security Filters AP Mode DHCF Server | Clent Info Multi-S5I0 | 4 | »
WV DHCP Server | disable v

= e — s

IP &szigned From; | - J Lt} _|

Bange sl Esalfi ,,255]1: Mac Address | IP Address | Status |
SubMask |

Fateway |

Wing |

DNS [0

Domain Mame |

Lease Time[60™31536000 zec)

Status | ]

£ | >

Check. All i Clear Checks Fiefrezh Apply i Open Save E xit

Enable or disable the DHCP server function.

Click to enable Dynamic Pool Settings. Configure the IP address
pool in the fields below.

Click to enable Static Pool Settings. Use this function to assign the
same |IP address to a device at every restart. The |IP addresses
assigned in the Static Pool list must NOT be in the same IP range
as the Dynamic Pool.

Enter the initial IP address to be assigned by the DHCP server.

Enter the number of allocated IP addresses.

Enter the subnet mask.

Enter the gateway IP address, typically a router.
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Device Configuration > DHCP Server (continued)

Wins: | Wins (Windows Internet Naming Service) is a system that determines
the IP address of a network computer with a dynamically assigned
IP address, if applicable.
DNS: | The IP address of the DNS server, if applicable.
Domain Name: | Enter the domain name of the DWL-8200AP, if applicable.

Lease Time: The period of time that the client will retain the assigned IP
address.

Status: | This option turns the dynamic pool settings on or off.
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Device Configuration > Client Info

8. Device Configuration E|

General | wireless Security Filters AP Mode DHCP Server Client Info | Multi-SSID0 4 | »
MALC Addiess | Band | Authentication | RSSI | Power Mode | 551D |
00:0d: 88:7d: 7765 a0211a  Open 100% Dizabled Friman-5510
Client Info |
[ Clear Ehecks| Refresh | Apply | Open | Save Exit

MAC Address: | Displays the MAC address of the client.
Band: | Displays the wireless band.

Authentication: | Displays the type of authentication that is enabled.

RSSI: | Indicates the strength of the signal

Power Mode: | Displays the status of the power saving feature.

SSID: | Service Set Identifier (SSID) is the name designated for a specific
wireless local area network (WLAN). The SSID’s factory default
setting is default. The SSID can be easily changed to connect to an
existing wireless network or to establish a new wireless network.
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Device Configuration > Multi-SSID

Enable Multi-SSID:

Ethernet:

MSSID Index:

SSID:

Band:

8. Device Configuration g

General | ‘wireless Security Filters AP Mode DHCF Server Client Infa | | Muli-SSID il

[v Enable Mult-5510 |Both A

Multi-5510 Setting
MSSID Index | Band | 351D | Ethemet |

Ethernet b ain i b aster 80211a  aplane  Main
M azter 80211 default b ain

MSSID Index | 55101 -

5510

EBand 20211a -

Group 1D

-

Security |—4|
Few Index I—_|
Fep Tvpe I—_|
Fep Size |—4|

Wep Fey: . >

Delete

Save

Check Al Clear Ehecks| Refresh | Apply Open Save Exit

When Multi-SSID is enabled, you can configure your SSIDs for either
both, 11a only, or 11g only networks.

Select “Main” if you wish to configure the network on LAN 1 (PoE).
Select “Guest” to set up the network on LAN 2.

You can select up to 7 MSSIDs per band, the default MSSID is the
primary, which puts the total to 8 MSSIDs per band.

Service Set Identifier (SSID) is the name designated for a specific
wireless local area network (WLAN). The SSID’s factory default
setting is default. The SSID can be easily changed to connect to an
existing wireless network or to establish a new wireless network.

Select the wireless band (IEEE802.11a or IEEE802.11g).
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Device Configuration > Multi-SSID (continued)

Group ID:

Encryption:
Security:
Key Index:
Key Type:
Key Size:
WEP key:

You can assign a value to group all of the SSIDs to each other. The
Group ID is 0 by default, which is also considered Primary SSID. Use
Group ID 0-15 for “Main”, or use Group ID 16-30 for “Guest”.

Enable or Disable encryption on the selected device(s).
Select either None, Open System, or Shared Key.

Select which defined key is active on the selected device(s).
Select HEX or ASCII.

Select 64-bit, 128-bit, or 152-bit.

Enter a string to use as the key.
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Device Configuration > Rogue AP

BSS Type:

Band:

Security:

Rogue AP List:

AP List:

&= Device Configuration

Security | Filters AP Mode | DHCF Server | Client Info | Muli-SSID Rogue 4P | Log
FRogue AP Detection
BSS Type: 0 APESS " AdHoo * Both
Band: W 11a W 11b i 119
Security ™ OFF [ WEP [~ wPAEnterpize [~ wPa-Personal
W WPAZEnterprise v W PAZ-Perzonal
W WPA-Auto-Erterprise [ WPaAuto-Personal
Rogue AP List: AF List:
55D | BSSID | C..| BSS Typ 551D | BSSID | CH
COC_... D017:9%dcfe... 6B Infrastuc cazabalanca oo.e0cede. B
pmb2d  00:0Fadlade... B Infrastuc *
Del
< > 3 »
Detect
Check all | Clear Ehecks| Refresh | Apply | Open | Save Exit |

The Basic Service Set Type allows you to select from AP BSS, Ad
Hoc, or Both.

Select the type of network (bands 11a, 11b, and 11g) that you would
like the AP detection to search on.

Select the Security type Off, WEP, WPA-Enterprise, and
WPA-Personal that you would like to be consider during AP
detection.

This window shows all of the neighbor APs detected, which is
based on your criteria from above (BSS Type, Band, and Security).
If the AP is in the same network, or if you know the AP, just click
on “Add” to save it to the AP list.

This window shows all of the APs that are allowed access on
the network.
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Device Configuration > Log

RemoteSyslogStatus:

System Activity:

Wireless Activity:

Notice:

Remote Syslog
Status Server IP:

&= Device Configuration @
Secuity = Fiters | APMode = DHCPServer | Clientlnfo | MuiSSID | RogusdP  [loa < »

Iv FemoteSyslogStatus:

System Activity Enable Wireless Activity: Enable = Motice |Enable v]

Fiemote Syzlog Status Server IF; | @ o 0o a0 Log
Tirne | Type | Meszage
|Jptirne O day 00:00:19 Sv'5 &P cold start with FAa vergion: »1.00

Uptime 0 day 00:00:15  WIRELESS  --wlan Mormal AF ready

Uptie 0 day 00:00:19  WIRELESS  --wlanl initiate Primary S510: S5I0:default BSSID:C
Uptime 0 day 00:00:15  WIRELESS  --wlanl initiate Multiple SSI0[1]: 5510 guest] BSSI
|ptirme O dap 00:00:719 WIRELESS  --wilanl Mormal AP ready

ptine 0 day 00:00:19  WIRELESS  --wlan initiake Primary S510: S5I0:default BSSID:C
|ptirme 0 dap 00:00:19 WIRELESS  --wilan initiake Multiple SSID[2): S5I0:komtum BSS
Uptirne 0 day 00:00:19 WIRELESS  --wlan initiate Multiple SSID[3]: S510:kotuml BSS

|Iptirme O day 00:071:39 5rs -wfeh login success from 192.168.0.100
< >
Clear
Check Al | Clear Checks | Refresh | Lpply | Open | Save | Ewit |

Check this option to enable the log and the Remote Syslog Status
Server IP.

Select Enable to allow the logging of system actions, such as logging
a firmware upgrade.

Select Enable to allow the logging of any wireless clients that connect
to the AP.

Select Enable to allow all other information to be logged.
If you require more space to hold your logs, please provide the

IP address of the Server that will store your logs. The embedded
memory can only have up to 500 logs.
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Configuration Files

The DWL-8200AP allows you to save the device settings to a configuration file. To save
a configuration file follow these steps:

Select a device from the Device List on the main screen of the AP Manager.

Click the device configuration button.

Click the Save button after you have all the settings as you want them.

A popup window will appear prompting you for a file name and location. Enter the
file name, choose a file destination, and click Save.

S

Device Configuration button.

AirPremier
DualBand I Dun
AP

[ ELETT- 1 IP Assigned From: a [1] ] ] N =reme
| DevicainFD.me

AP Mods ||

General | ‘wireless | Securty | Filters

e DHC

¢ |disable = Save configurations file

Il - -
Save in ] I Config

Range of Poal (1~255)|0
Subhask 0.0 0 .0 L
Gateway o 1

&
)

E Wing U C 0 0

H DNS [1] a 1 1

=

o Domain Name

o Lease Time[60~31536000 sec] |

|;E Status OFF b Save as type: ]x ¥ _vj Canicel
u

3

Q

[

=

5

(3 3 —r— 2]

= '

<

-E Check Al Clear Checks Refresh J Apply ] Open ] Save E it

=

a

Action Mezzage

1 device[s] dizcovered.
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To load a previously saved configuration file, follow these steps:

B Select a device from the Device List on the main screen of the AP Manager.

Click the device configuration button.

[
m Click the Open button.
[

A popup window will appear prompting you to locate the configuration file. Locate

the file and click Open.

B The configuration file is loaded into the AP Manager but has not actually been
written to the device(s). If you want to use the newly loaded configuration for the
selected device(s), click Apply and the configuration settings will be written to the

device(s).

B
=1
|

Device Configuration button.

D Link AirPremier DualBand AP Manager

Action Message

=}

& Device G

General

v DHCP Sed

IP Agsigned B
Fange of Po
SubMaszk

Gateway

Look ir: | I Config

iij‘ﬁTemp
Deviceinfio,x:ml
Test

File narne: |

Files of type: |"."

ﬂ Cancel

Wirig
DMS

Domain Name

1 device(s] discovered.

Status

You must always click Apply
in the Configuration window if
you want the settings to take
effect.

’—.

Lease Time(60~31536000 sec) |1

]

| 0

Check All Clear Checks Refresh I Apply Open | Save Exit
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Firmware

En
(=]

You can upgrade the firmware by clicking on this button after selecting the device(s).

To upgrade the firmware:

B Download the latest firmware upgrade from http://support.dlink.com to an easy to
find location on your hard drive.

B Click on the firmware button as shown above.

B A popup window will appear. Locate the firmware upgrade file and click Open.

| D-Link AirPremier DualBand AP Manager
aiare seem S = o4
sk odel Name 5c Address ress etz ersion | D 5
v Dwil-B2004P  OOOF3DFARDCO 192 168.050 25525625 v1.00Beta D-Link Acce..  ReadConfig  OK

D-Link
AirPremier
DualBand

Look in: | 9 DWL-B2004P ~ e @ ek B

;deEZUUap_apmgr_IUD.exe
= | dwlB200ap_firmware:_100R337,

5= dviszonap fi

File narne: ‘dwmzﬂﬂapjirmwarej 00R337.1fp Open
Files of lype: ‘“ ¥ _'_j Cancel

'rgn | D Link AirPremier DualBand AP Manager

IMPORTANT! DO NOT DISCONNECT POWER FROM THE UNIT WHILE THE
FIRMWARE IS BEING UPGRADED.
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System Settings

You can customize the basic System Settings for the
DWL-8200AP by clicking on this button.

Evist | Model Hame Mac Address IP &ddress Metmask F/w Wersion | Device Name | Action
DwL-B2004F  DOOF3DFAEDCO 1892168.050 25525525, v1.00Beta D-link Acce.. ReadConfig 0K

i =

AccessPasswod [
Setting Timeout (3] 157
Fieboaot Time (3] JS[I
Configuration Upload Time (5] IEd

g Configuration Dawnload Time (5] !3['

g Configuralion Flash Undite Tire (5] 150

g Factory Reset Time [3) |3

& FA Download Time [ jBU

E F/W Flash Update Time (5] [é0

& Timing T olerance (5] ;5

g BiscoveTimeont) s

; Dizcovery Packets Number 1

E Clientlnfo GetTime(s) 15

T SiteSurven GetTime(s] E

L] [ duto Reresh

.'E Default J 0K J Cancel J

-l

a

Action Messag,

®

B Access Password: This sets the admin password for the selected device(s).
B Auto Refresh: This setting allows you to enable auto refreshing of the network

device list. By default this option is disabled. If you choose to enable it, you must
enter the refresh interval in seconds.

All other settings on this screen should be left at the default setting.
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Setup Wizard

2

This button will launch the Setup Wizard that will guide
you through device configuration.

W Wizard DWL-B200AP EoE

DWL-8Z00AF Setup Wizard

Wielcome to OWyL-8200AF Setup Wiizard. The Wyizard will quide wou
through the four quick steps shown below, Begin by clicking Next .

atep 1.3etyour new password

otep &.3etthe 3510 and Channel (B0E2.11a&)
otep 3.2et Encryption (802.11a8)

otep 4.3etthe 3510 and Channel (B0E2.11a)
otep b.set Encryption (80211 9)

otep B.Restart

M et

Click Next.
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Setup Wizard (continued)
L% %

Enter a Password and retype it in the Verify Password field.

W Wizard DWL-B200AP l=_d

DWL=8Z00AFSetupiwWizard

Set Password

“ou may change the password by entering a new passward |

Yerify the new passward.

Click Next to continue

Pagsword
Yerify Fassword I
< Prew Exit
Click Next.
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Setup Wizard (continued)

Enter the SSID and the
Channel for the IEEE
802.11a network.

Click Next.

Select No Security, if you
do not require a method of
encryption.

Click Next.

2

# Wizard DWL-8200AP (=l

DWILEBZ00RABISetupIWizard

Set Wireless LAN 802.11a Connection

Enterthe 5310 and Channelto be used for the YWireless LAN 802.17a

connection. Click Next to continue

SSID: | default
Channel: 152 vi
< Prew Euit J

@ Wizard DWL-B200AP gli=1]_ )

DWLEBZ00RABISEtapiWizard

WEP Encryption for 802.11a
[fwou wish to use encryption. enable it here and enterthe

encryption keywalues. Click Next to continue.

7+ Mo Security

" WEP

Ky Size: 4 r

First Key: |00 00 00 00 00

" WPA-Perzonal

Pass Phrase: I ‘S58E4E87867 3886

Cipher Type: TEIF | Group Key Update Interval: 180

< Prew ‘
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Setup Wizard (continued)

Select WEP, as your method
of encryption. A Key Size
and First Key value are
required.

Click Next.

Select WPA-Personal, as
your method of encryption.
A Pass Phrase, and Group
Key Update Interval are
required.

Click Next.

# Wizard DWL-B200AP EoE

DWLBL00AESetupiWizard

WEP Encryption for 802.11a
If wouwish to use encryption, enable it here and enter the
encryption key values. Click Next to continue.

" Mo Security

o+ WEP

Keny Size:

First key:

" WPA-Personal

Pazz Phraze: I

Cipher Type: TKIF - | Group Kep Update Interval: 180

4 Prew ‘ M eut Exit J

@ Wizard DWL-8200AP Al=19]

DWLEBZ00AESetupiWizard

WEP Encryption for 802.11a

Ifwou wish o use encryption. enable it here and enterthe
encryption key walues. Click Next to continue.

" Mo Security

" WEP

Ky Size: hd r

First Key: |00 00 00 00 o0

o WPA-Perzonal

Pasz Phrase: IDaSSDh'an

Cipher Type: TEIF | Group Key Update Interval: 1800

< Prew ‘ Mext ‘ Exit ‘
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Setup Wizard (continued)

Enter the SSID and the
Channel for the IEEE
802.11g network.

Click Next.

Select No Security, if you
do not require a method of
encryption.

Click Next.

2

® Wizard DWL-B200AP

DWLEHZ00APSeTapiWizard

Set Wireless LAN 802.11g Connection

Enter the SSID and Channel to be used for the Wireless LAN 802.11g

connection. Click Next to continue

S50 [default
Channel: js -j
< Prew Exit J

# Wizard DWL-B200AP oK

DWL-B8L00AFSetupiWizard

WEP Encryption for 802.11g

If wouwish to use encryption, enahble it here and enter the

encryption key values. Click Next to continue.

* Mo Security
" WEF

Key Size: + E

First Key: ] 06000

" WPA-Personal

Pass Phrage: ]

Cipher Type: TEIF « | Group Key Update Intereal: 180

< Prew J
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Setup Wizard (continued)

Select WEP, as your method
of encryption. A Key Size
and First Key value are
required.

Click Next.

Select WPA-Personal, as
your method of encryption.
A Pass Phrase, and Group
Key Update Interval are
required.

Click Next.

R

# Wizard DWL-B200AP EoE

DWLEHZ00APSetupiWizard

WEP Encryption for 802.11g

If wouwish to use encryption, enahble it here and enter the

encryption key values. Click Next to continue,

" Mo Security

= WER
Key Size: B4 -
First Key: {00 0000 00 00

" WPAPersonal

Pazs Phrage: |

Cipher Type: TEIF Group Key Update Interval: 120

< Prew J Mext Exit J

® Wizard DWL-8200AP

DWL-B8L00AFSetupiWizard

WEP Encryption for 802.11g
If wouwish to use encryption, enahble it here and enter the

encryption key values. Click Next to continue.

" Ma Security
" WEF

Key Size: - E

First Key: 1 06000

+ WPA-Personal

Pass Phrage: ||3‘E'SS|3h“E'SE

Cipher Type: TKIF Group Key Update Interval: 1800

Finish Euit J
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Setup Wizard (continued)
L% %

# Wizard DWL-B200AP EE

DWL=8Z00APSetupiWizard

Setup Complete!

The Setup Wizard is completel Click Prew ta modify the
presqious settings. Click Finishto save the current settings and
restar the DWWL-8200AF.

< Prew Exit

The DWL-8200AP setup is complete!
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Refresh

Click on this button to refresh the list of
devices available on the network.

D-Link

Devices with an X are no [

DuslBand

longer available on the
network.

Ahout

9225 2S[O

Click on this button to view the
version of AP Manager.

D-Link AirPremier AG AP Manager

Yerzion 1.00
Copyright 2005 D-Link, Corporatian.
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