Section 2 - Installation

Manual Connect

To manually connect to your wireless network, select Manually
connect to a wireless network and then click Next.

D-Link Connection Wizard

A Select the way pou want ta connect ta wour netwark,

¥
\ i (& Manually connect to a wirsless network
/
. .

€ Connect to = wirsless network using push button method with
T e B pMIPS)

.v').
Exit | Next

4

Click Next ).

Enter the network name (SSID) manually. If you enter the SSID
incorrectly, you will automatically be brought to the site survey
page. Click Scan to display the site survey page.

Click Next }

D-Link Connection Wizard

Get Connected!

Ection Ywizard. I the llw

“wielzome to D-Link's \Wireless Cor
/Il be asked ta enter some information about your wirgless

\ 1 _bl\k wireless Network Name(SSID)
| T

w b otk the 53 netwark,
n for tby\kgth e

Bt | = 8 | Next 1

D-Link DWA-652 User Manual

15



Section 2 - Installation

Click the Scan button to display a list of wireless networks (site
survey). Click on the network name (SSID) and click Next.

Click Next :

D-Link Connection Wizard

| listbelow.

Please choose your wireless network from the

| [ wireless Network Signal | Secuity ~

|| 7488100 65%
I KAk a3 a
I gamdal s0% & &
& mlounge? 4% a
} tacosnack a1z o
i = @ .

\

Exit Back  |[_nedt |

Q

When this screen appears, you are successfully connected to
your wireless network. Click Finish to complete your setup.

8l Roam effortlessly knaving that network access is a click away!

ted to your wirsless network. For your
ienca we have insetted a Profils with this information inta

Click Finish }

Click Finish to continue. If you are prompted to reboot your
computer, select Yes, | want to restart my computer now.

Click Finish J‘

L| Finish

|| Setup has firished installing D-Link DWwWA-652 on your

Installation Complete

computer.

I
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless adapter using the D-Link Utility as well as Windows®
XP Zero Configuration and Vista™ WLAN Auto Configuration.

D-Link Wireless Connection Manager

The D-Link DWA-652 uses the Wireless Connection Manager as the management software. The manager provides
the user an easy interface to change any settings related to the wireless adapter. Clicking on the Wireless Connection
Manager icon on the desktop will start the Configuration.

If you are using Windows® Vista™ please skip to page 27 or Windows® XP skip to page 29.

Double-click the Wireless Connection DHLimk
Manager icon on your desktop. » EI-

Wireless

_anneckian
Manager
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Section 3 - Configuration

SSID:

MAC:

Signal:

Security:

Channel:

WPS Button:

Refresh Button:

Connect Button:

Activate Button:

Wireless Networks

The Wireless Networks (Site Survey) page will display all wireless networks that are available in your area. To connect
to a network, simply highlight the wireless network (SSID) and click Connect.

The SSID (Service Set Identifier) is the name
of the wireless network.

Displays the MAC address of the wireless
device.

Displays the Link Quality of the wireless
connection.

If there is a “lock” icon, this means the wireless
network is secure. You must know the encryption
key/security settings to connect.

Displays the channel of the wireless network.

Connect to a wireless network using Wi-Fi®
Protected Setup. Refer to the next page.

Rescans for available wireless networks in your
area.

Highlight a wireless network and click the
Connect button. If the network is secure, a
pop-up window will appear. Enter the security
information to connect (refer to the Wireless
Security section for more information).

Select a wireless network profile from the
drop-down menu and click Activate to connect.
Allow up to 30 seconds to connect.

i D-Link DWA-652 Xtreme N Notebook Adapter

Connhected

ownes2 S wiRELESS NETwORKS
551D | MACIESSID) | Signal | Secuity | Channel
24 dlink 7585 B
N 7245 6100 : 5
=L gamdal 00:00:88:F1:6C:6E 33 & [
=i tacosnack. 00:1C:FO:ER:BO:7E 9% a ]
=i Candy 00:19:58:29:02:80 R2 a 3
=i m-Lounge? 00:18:11:54:78:63 B7% & 9
= 00:1E:58:31:21:E0 80% & |
=i dlink 00:17:84:00:23:80 4TE 1
=i oppc_001cf0Bbd3d4 00:1C:FO:ER:D 3D 4 N 2
WPS ] Refresh ] Connect I
—hy Wirgless Metworks .
| diink 7585 - diink 7535 | Activate |
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Section 3 - Configuration

Wi-Fi® Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is designed for easy setup [Ny
of security-enabled Wi-Fi networks. It is recommended to have
the access point or wireless router nearby during setup.

. . . e . | D-Link Wi-Fi Protected Setup
For more information on WPS, visit the Wi-Fi Alliance website at

www.wi-fi.org.

Fleaze select the function which vou want bo mn wEPS.

“Push Button Configuration” (PBC) is a virtual button in
the utility that connects you to other WPS-enabled devices. A
connection can be established by clicking on the virtual button,
then pushing the physical button on the access point or wireless
router within 120 seconds. Refer to page 14.

{* PBC {Push Button Configuration)

" PIN (Personal Identification Mumber)

“Personal Identification Number” (PIN) is a unique number s . :
generated randomly by the wireless adapter’s utility. Entering — e ]
this number in the utility of the WPS-enabled wireless router or

access point connects you with the intended wireless network.

Refer to the next page for more information.
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Personal Identification Number (PIN)

D-Link Wi-Fi Protected Setup

If you want to connect using the PBC method, refer to page 14.To
use the PIN method, select PIN (Personal Identification Number)
and click Next.

D-Link Wi-Fi Protected Setup

Pleaze select the function which you want to run WPS.

" PBC {Push Button Corfiguration}

% PIN {Personal Idertification Number)

Exit [ [ next

Click NextJ‘

D-Link Wi-Fi Protected Setup

Make sure your access point or wireless router is close by. Write
down the number on the screen. Enter this number in your access
point or wireless router. Please refer to the manufacture’s manual
for instructions.

| PIN {Personal Identification Number)

Y This method allows wou o easily connect to your wireless network
W through PIN

Please nate that the following PIN infarmation must be entered in the
access point within 120 seconds, and it is recommended that the

4 access point is easily accessible for connectivity.

Once you click Next, you will have 2 minutes to enter this number

in your access point or wireless router. HESDREY

Bt | Back [N I

Click Next f

D-Link DWA-652 User Manual

20



Section 3 - Configuration

The adapter will try to establish connectivity to your access point D-Link Wi-Fi Protected Setup
or wireless router. D-Link

AT
T

| Establishing Connection
PIN Code:18860887

| Taensure cohnectivity, please note that the PIN information must be
entered in the access paint within 120 seconds.

102

When this screen appears, you have successfully established
connectivity. Click Finish to complete your setup.

Connection Established

T'ou have successfully connected to your secured wireless network.
Please click ‘Finish'

Click Finish } +
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Section 3 - Configuration

My Wireless Networks

The My Wireless Networks page will allow you to create, edit, and delete wireless network profiles. Every time you
connect to a network using the Wireless Networks page, a profile will automatically be created.

New Button: Click New to create a new wireless network
profile (refer to page 23).

i D-Link DWA-652 Xtreme N Notebook Adapter §|

. o6 Signal o | |
Modify: Click Modify to edit a current profile (refer to i © Address: 192.168.0.153 Charnel: B
page 24).

Delete: Click Delete to remove a profile.

My wfireless Metwark,

Activate: Click Activate to use a profile. Allow up to 30 T New
seconds to connect to the wireless network. |
Profile Details: The Profile Details section will display information |

about the wireless network such as the network
name (SSID), network type (Infrastructure), and
if the network is secured.

: —Profile Details

Metwork, Name :
Metwork Type :

Security :
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Profile Name:

SSID:

Network Type:

Security Type:

0K Button:

Add Profile

You may add a new network by clicking the New button from the My Wireless Networks page.

Enter a name for your profile (e.g. Home, Office,
Coffee Shop).

Enter the SSID of the wireless network.

Select the network type. If you are connecting
to a wireless router or access point, select
Infrastructure. (Ad-hoc mode is not supported)
Select the type of security used. Please refer
to the Wireless Security section for more

information.

Click OK to save your settings.

Profile Setting

l,d_.E!emic: Settings

LS

Profile Mame :

551D :

Metwork Type

J

" |nfrastucture

" Adhoc

fs et Secunty Option

{* MNone
i WEP
 WPAAPAZ-Personal
i WPAAPAZ-Enterprise

" B02 1x

-, ~Mo Security

0K

Cancel

J
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Section 3 - Configuration

page.

Profile Name:

Modify Profile

You may edit an existing profile by selecting the profile and clicking the Modify button from the My Wireless Networks

Enter a name for your profile (e.g. Home, Office,
Coffee Shop).

Profile Setting

_—Baszic Settings

. Profile Wame : | Mew Profile
SSID: Displays the SSID of the network. sop:  [Eo
Network Type: Displays the network type. ! Wetwark Type: & Infrastructure " Adhee )
r_.SEtSeu:l.,uit_l,l Option _ ~No Secuiity
Security Type: Select the type of security used. Please refer & None
to the Wireless Security section for more P
information.
i WPAAWPAZ-Personal
OK Button: Click OK to save your settings. € WPA/WPA2-Enterprise
i 802.1x
0k Cancel J
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Support

If you need help, click the Support button. A panel will appear to the right of the utility which will display information

about the utility.

DWWA-852 ,I‘

My wireless Netwark

WIRELESS NETWORES

My WIRELESS NETWORES I

&
dlink. 7586 - dlink 7586
5 k2,
~—Prafile Detail -
Metwork Mame
Metwork Type
Securty :
A B

Mew

tdodify I
Delete I
Activate I

Support

My Wireless
Networks

What is a My Wireless
Network profile?

My Wireless Networks profiles
are settings that allow mobile
users to move from one
location to anather while
easily connecting to the
network at that specific
location. These profiles are
automatically created for you
when you first join the
network. You can have a
Home profile that has specific
settings to your hame
wireless network. At school?
Simply select the school
profile and all the settings will
be switched over to match the
school's network.

How to configure or modify
vour seattinne

| ¥

[E
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Section 3 - Configuration

Ahout

About

Driver Yerzion : | 74275
LItiliky Y ersion ; | 1.40
MALC Address . O01E:R2:2CCT-F4

ok |

The About screen gives you information about the Firmware and Utility Versions of the DWA-652.
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Section 3 - Configuration

Connect to a Wireless Network
Using Windows® Vista™

Windows® Vista™ users may use the built-in wireless utility. If you are using another company’s utility or Windows® 2000,
please refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities
will have a “site survey” option similar to the Windows® Vista™ utility as seen below.

If you receive the Wireless Networks Detected bubble, click

on the center of the bubble to access the utility. i

E| Wireless networks are available.

-
or
Connect to a n.etwcrk
Right-click on the wireless computer icon in your system tray i
(lower-right corner next to the time). Select Connect to a yij 1201BM
network. - Ty ' Frday

81772007

The utility will display any available wireless networks in your 2 .
. . . . ) = Connect to a network

area. Click on a network (displayed using the SSID) and click _
the Connect button_ Disconnect or connect to another network

show [all -
If you get a good signal but cannot access the Internet, check the <3 - —— v
TCP/IP settings for your wireless adapter. Refer to the Networking Ay o PESEER il
Basics section in this manual for more information. [ S Bl Al

=
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Section 3 - Configuration

Enter the same security key or passphrase that is
on your router and click Connect.

It may take 20-30 seconds to connect to the wireless
network. If the connection fails, please verify that the
security settings are correct. The key or passphrase
must be exactly the same as on the wireless
router.

@ ":‘:F‘ Connect to a network

Type the network security key or passphrase for Candy

The persen who setup the network can give you the key or passphrase,

Security key or passphrase:

[] Display characters

s Hyouhavea USE flash drive with network settings for Candy, insert it now.

[ Connect ]I Cancel

D-Link DWA-652 User Manual
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Section 3 - Configuration

Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click ;”Wm'lt““":"k;m*‘g . mmputerl"‘
on the center of the bubble to access the utility. Ta see the st and cannect, click this message
or
Right-click on the wireless computer icon in your system tray Change Windaws Frewal settings
(lower-right corner next to the time). Select View Available Open Network Comnectans
Wireless Networks. Repair
Yiew Available Wireless Networks
(1 Wireless Network Connection 6 3]
—— Choose a wireless network
The utility will display any available wireless networks in your @ Rt | Canteni et okt comrct 0.2 sees e ang or o et
area. Click on a network (displayed using the SSID) and click g | | @ ™ 2
the Connect button. = a— l
D e sbout sk ([i Lln?EEurEdwwrelessnem-nrk il
If you get a good signal but cannot access the Internet, check the e 1N L
TCP/IP settings for your wireless adapter. Refer to the Networking  Conge s
Basics section in this manual for more information. | D
gy " e
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DWA-652 offers the following types of security:

 WPA/WPA2-Personal
* WPA/WPA2-Enterprise
» 802.1x (RADIUS)

What is WPA™?

WPA, or Wi-Fi® Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP
(Wired Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been
tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard instead of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer's hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA/WPA2-Personal uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2-Enterprise incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP

is built on a more secure public key encryption system to ensure that only authorized network users can access the
network.
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Configure WPA™/WPA2™-Personal

Using the D-Link Wireless Connection Manager

It is recommended to enable WPA/WPA2-Personal on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the WPA/WPA2-Personal passphrase
being used.

ﬁ D-Link Wireless Connection Manager I&J
1. Open the Wireless Connection Manager by double-clicking on the
D-Link icon on your desktop.
TSRl | MY WIRELESS NETWORKS |  SUFPORT - |
. . . . SSID [ MAC(BSSID) [ Signal 7/ | Securty | Chamnel |
2. Highlight the wireless network (SSID) you would like to connect to |/ 001435 E206 26 e @ :
and click Connect. If the network is using WPA/WPA2-Personal, the e 004005250259 z o "
screen (aS shown to the bOttom'rlght) will appear. :('I:Ta:al;rnktg_test gg}gégggﬁgg; ; 2 !
b dwlB220_a_mkig_lab 00:11:595:E0:FD:60 B0 2 56
=i m-Lounge 00:1B:11:54:78:63 BBV H
3. Enter the WPA/WPA2-Personal passphrase exactly as it is on your ||=- e G ’
wireless router or access point. Click the Show text in the password
field box to see the passphrase. Unchecking it will hide it.
4. Click OK to connect to the network. Allow up to 30 seconds to || . wes ) _Feesh | _Comea )
connect. | DGL4500test - DGLA500test | _Activate |
Connection ﬁ

If you would like to create a new network and enter the WPA/WPA2-Personal || s network DEL4500test requires 2 network key (WPA-PSK/WPA2-PSK Key)
settings, refer to the next page.

Key |
[ Show text in the password field

oK | Cancel |

D-Link DWA-652 User Manual 31



Section 4 - Wireless Security

It is recommended to enable WPA™/WPA2™-Personal on your wireless router or access point before configuring your
wireless adapter. Make sure you enter the passphrase exactly the same on all wireless devices.

1. Open the Wireless Connection Manager by double-clicking on the D-Link icon on your desktop. Click on New to
create a new profile or highlight an existing profile and click Modify.

2. Select WPA/WPA2-Personal under Set Security Option. Profile Settings =5
Basic Settings
3. Select TKIP or AES, or Auto. Profie Name: [DGL4500test

S5ID: |DGL4500t=st

Network Type: ¢ |rfrastructure

4. Enter the passphrase exactly as it is on your wireless router

] Set Security Option Passphrase Settings
or access point. © MNore O TKP € AES & iz
(+ WPAWPAZ-Personal Key:
5. Click OK to connect to the network. Allow up to 30 seconds ||| ¢ wrawpazEntepise T
to connect. o oenzax

[~ Shiow text in the password field
oK | Cancel |
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Configure WPA™/WPA™-Personal

Using Windows® Vista™

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase
being used.

1. Open the Windows® Vista™ Wireless Utility by right-clicking Not Connected
on the wireless computer icon in your system tray (lower .!".-' Wireless networks are available.
right corner of screen). Select Connect to a network. '

Connect to a network
Metwork and Sharing Center

?!| 1401 Pivi

T 1 Fnday
M 81772007

2. Highlight the wireless network (SSID) you would like to K, =
connect to and click Connect. () comectos nemwore
Disconnect or connect to another network
Show [Al =
Eg, VOlPtest Unsecured network i
_%, dlink Unsecured network '!5]_U
&i‘ tuesday Security-enabled network q!JJJ ‘:|
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3. Enter the same security key or passphrase that is on your router

. =NEO X
and click Connect. ol e
. Type the network security key or passphrase for Cand
It may take 20-30 seconds to connect to the wireless network. If the e e eeby ey e ’
. . . . . The person whao setup the network can give you the key or passphrase.
connection fails, please verify that the security settings are correct.
The key or passphrase must be exactly the same as on the wireless i s
ro Ute r. [ Display characters
e If you have a USE flash drive with network settings for Candy, insert it now.
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Configure WPA™/WPA2™-Personal
Using the Windows® XP Utility

It is recommended to enable WPA/WPA2-Personal on your wireless router or access point before configuring your wireless
adapter. If you are joining an existing network, you will need to know the WPA/WPA2-Personal key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like
to connect to and click Connect.

Change Windows Firewall settings

Open Metwork Connections

Repair
Yiew Available Wireless Networks

") Wireless Network Connection 6 E|

P Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
< Set up a wireless network D-Link A
- for a home or small office ((ﬁ})
Unsecured wireless network l[l[l[lﬂ
Related Tasks ((ﬁ}) default
j) Learn about wireless Unsecured wireless network l[l[l[lﬂ
networking
%’:g Change the order of
preferred networks
9;& Change advanced
settings
A
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3. The Wireless Network Connection box will appear. Enter the
WPA™/WPA2™-Personal passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA/WPA2-Personal settings
are correct. The WPA/WPA2-Personal passphrase must be exactly the
same as on the wireless router or access point.

Wireless Network Connection f.’__<|

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: | | |

Connect l [ Cancel ]
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Configure WPA™/WPA2™-Enterprise

Using the D-Link Wireless Connection Manager

WPA/WPA2-Enterprise is for advanced users who are familiar with using a RADIUS server and setting up certificates.

1. Open the Wireless Connection Manager by double-clicking on the D-Link
icon on your desktop. Click on New to create a new profile or highlight an

existing profile and click Modify.

2. Select WPA/WPA2-Enterprise under Set Security Option and then select

TKIP or AES.
3. Click on Advanced Config to continue.

4. Next to EAP Type, select EAP-TLS, EAP-TTLS, or PEAP. Extensible
Authentication Protocols allow devices on the network to request
authentication from the RADIUS server in the network. All the devices
on the network must use the same EAP type when using a RADIUS
server for authentication. Some RADIUS servers require that the Validate
Server field be selected. Check this field if your RADIUS server requires
validation.

5. Select an User Certificate from the drop-down menu.
6. Enter the login information required to authenticate.
7. Click Add to enter the IP address(es) of your RADIUS servers.

8. Click OK to save your settings.

Profile Settings Iﬁ
Basic Settings
Profile Name: |::3__5: Ttest
SSID: [DGLAS0test
Network Type: (3" Infrastructurs
Set Security Option Advances d Security Settings
" None " TKIP " AES ® Auto
" WPAWPAZ-Personal
5 Advanced Config
OK | Cancel
Advanced Security Settings @
EAP Type: EAP-TLS - | J
User Certfficate | ﬂ
O Vvalidate Server Certificate
Uzer Name
Add I
Remove |
ok | Cancel |
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1.

Configure 802.1x (RADIUS)
Using the D-Link Utility

802.1x is for advanced users who are familiar with using a RADIUS server and setting up certificates.

Open the Wireless Utility by double-clicking on the D-Link icon in your
system tray (lower-right corner of screen). Click on New to create a new
profile or highlight an existing profile and click Modify.

Select 802.1x under Set Security Option.

Click on Advanced Config to continue.

Next to EAP Type, select EAP-TLS, LEAP, EAP-TTLS, or PEAP.
Extensible Authentication Protocols allow devices on the network to
request authentication from the RADIUS server in the network. All the
devices on the network must use the same EAP type when using a
RADIUS server for authentication. Some RADIUS servers require that
the Validate Server field be selected. Check this field if your RADIUS
server requires validation.

Select an User Certificate from the drop-down menu.
Enter the login information required to authenticate.
Click Add to enter the IP address(es) of your RADIUS servers.

Click OK to save your settings.

Profile Settings ﬁ
Basic Settings
Profile Name: |:=3_;Ej Dtest
SSID: | DGLA500test
Network Type: % |nfrastructure
Set Security Option Advance d Security Settings
" None
" WPAWPAZ-Personal |
' WPAAPAZ Erterprise Advanced Corfig |
* B2 1%
0K | Cancel |
Advanced Security Settings ﬁ
EAP Type: EAP-TLS bl | J
User Cenfficate | j
(O Vvalidate Server Certificate
Uzer Name
Add I
Remove I
ok | Cancel |
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