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Section 1 - Product Overview

Package Contents
DWR-961 Wireless AC1200 4G LTE Router
Power Adapter
4G Antennas

RJ-45 Cable

If any of the above items are missing, please contact your reseller.

System Requirements

« A compatible SIM/UICC card with service.*

« Computer with Windows 10/8/7/Vista/XP, Mac OS 10.3 or above, or Linux-based operating
system with a compatible network adapter.

- Java-enabled browser such as Internet Explorer 9, Safari 7, Chrome 28, or Firefox 23 or above
(for configuration).

* Subject to services and service terms available from your carrier.

D-Link DWR-961 User Manual



Section 1 - Product Overview

Introduction

D-Link’s DWR-961 4G LTE Router allows you to access mobile broadband networks from anywhere. Once connected, you
can check e-mail, surf the web, and stream media. Use your carrier’s SIM/UICC card to share your 4G Internet connection
through a secure wireless network or by using any of the four 10/100 Ethernet ports.

The DWR-961 lets you connect to your 4G mobile connection with fast downlink speeds of up to 100 Mbps and
uplink speeds up to 50 Mbps, giving you the speed to ensure fast, responsive Internet access. Surf the web with ease and
stream music and video over the Internet to your PCs and mobile devices.

The DWR-961 utilizes dual-active firewalls (SPI and NAT) to prevent potential attacks across the Internet. Industry standard
WPA/WPA2 wireless encryption keeps your wireless network secure and your traffic safe, allowing you to share your 4G
connection without worrying about unauthorized users accessing your network.

The DWR-961 can be installed quickly and easily almost anywhere. It can be configured through almost any web browser
without the need for special software. This router makes it possible to stay connected, even when conventional broadband
services are unavailable.
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Section 2 - Installation

Wireless Installation Considerations

The DWR-961 can be accessed using a wireless connection from anywhere within the operating range of your wireless network. Keep in mind that
the quantity, thickness, and location of walls, ceilings, or other objects that the wireless signals must pass through may limit the range of the wireless
signal. Ranges vary depending on the types of materials and background RF (radio frequency) noise in your home or office. The key to maximizing
the wireless range is to follow these basic guidelines:

1. Minimize the number of walls and ceilings between the D-Link router and other network devices. Each wall or ceiling can reduce your adapter’s
range from 3 to 90 feet (1 to 30 meters).

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (0.5 meters), at a 45-degree angle appears to be almost 3 feet
(1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick. Position devices so that the signal will travel straight through a wall
or ceiling (instead of at an angle) for better reception.

3. Try to position access points, wireless routers, and computers so that the signal passes through open doorways and drywall. Materials such as
glass, metal, brick, insulation, concrete, and water can affect wireless performance. Large objects such as fish tanks, mirrors, file cabinets, metal
doors, and aluminum studs may also have a negative effect on range.

4. If you are using 2.4 GHz cordless phones, make sure that the 2.4 GHz phone base is as far away from your wireless device as possible. The base
transmits a signal even if the phone is not in use. In some cases, cordless phones, X-10 wireless devices, and electronic equipment such as ceiling
fans, fluorescent lights, and home security systems may dramatically degrade wireless connectivity.
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Section 4 - Configuration

Configuration
Getting Started

! & http://192.168.0.1/

Username: __admin

To access the configuration utility, open a web browser such as Internet Explorer and
enter the address of the router (192.168.0.1 by default).

To log in to the configuration utility, admin is the default username and the default
password is left blank.

Note:Ifyou get a Page Cannot be Displayed error, please refer to the Troubleshooting Password: [ |
section for assistance.

Once you have successfully logged in, you will see the Home page. On this page o (©) = | =
you can view information about your Internet connection, the wireless/LAN status, D-Link’ | @ e u e E
and system information.

At the top of the page is a menu. Clicking on one of these icons will take you to the
appropriate configuration section.
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Section 4 - Configuration

Internet
WAN Service

On this page you can configure your Internet connection. If you are not sure which settings to use, please contact your Internet Service Provider
(ISP).

My Internet Select the Internet connection type specified by your ISP. The o
Connection is: corresponding settings will be displayed below. Please see the D-Link @ *’:h:;-‘ ((_L-)}) H _ = E
following sections for details on how to configure these different
connection types. » WAN Service
» Wizard WAN Service Configuration
Dynamic IP (DHCP) et
My lstert Conomrtin [oyraens 1 whCH) |

Host Name: If your ISP requires you to enter a host name, enter it here. In most
cases, you may leave this blank.

Dymamic IP (DHCF) Internet Connection Type
Hint Nase
Prismery DINS Server

Secondary DNE Server

Primary DNS (Optional) Fill in with IP address of primary DNS server. e —T
Server: A e

Paccrmest hlvde B Enuble

Secondary DNS (Optional) Fill in with IP address of secondary DNS server. o
Server: T T,

MTU: You may need to change the Maximum Transmission Unit (MTU)
for optimal performance. The default value is 0.

MAC Address: The default MAC address is set to the WAN port’s physical interface
MAC address on the router. It is not recommended that you
change the default MAC address unless required by your ISP. You
can use the Clone button to replace the WAN port’s MAC address
with the MAC address of your PC.
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Section 4 - Configuration

Reconnect This feature enables this product to renew the WAN IP address

y (@) - 7
Mode: automatically when the lease time has expired. D-Link {_} fk;‘ H n = %
Enabling this option will disable the NAT firewall function of the * WAN Service _ —
NAT disable: DWR-961, exposing all connected devices directly to the Internet. - i S i

This is an advanced feature and not recommended for normal use. e

IR — [Cyrasers 30 OHCE) ]
Click Apply to save your settings, or Refresh to revert to your I
previous settings. i

4 i i - |
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Section 4 - Configuration

Static IP

IP Address: Enter the IP address assigned to your network connection.

D-Link
Subnet Mask: Enter the subnet mask.
Default Enter the default gateway. ool
Gateway: e

Primary DNS Enter the primary DNS server.
Server:

Secondary DNS Enter the secondary DNS server.
Server:

MTU: You may need to change the Maximum Transmission Unit (MTU)
for optimal performance. The default value is 0.

MAC Address: The default MAC address is set to the WAN port’s physical interface
MAC address on the router. It is not recommended that you
change the default MAC address unless required by your ISP. You
can use the Clone button to replace the WAN port’s MAC address
with the MAC address of your PC.

NAT disable: Enabling this option will disable the NAT firewall function of the
DWR-961, exposing all connected devices directly to the Internet.
This is an advanced feature and not recommended for normal use.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

Dy © 3 W -

Interret

WAN Service Configuration

My It Cormection 1t Slabe P “

Static IP Address Internet Consection Type

TP Ao
Sabrart Mask

Defauk Quzeway
Peismary DS Sarver
Sacandary DIVG Sarver

i D ey

NAT disstle I Enabie

- %
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Section 4 - Configuration

Username:
Password:
Verify Password:
Service Name:
IP Address:

Primary DNS
Server:

Secondary DNS
Server:

MAC Address:

Maximum Idle
Time:

MTU:

Reconnect
Mode:

PPPoE (Username / Password)

The username provided by your ISP for your PPPoE account.
Password provided by your ISP for your PPPoE account.
Re-type your password in this field.

Fill in if provided by your ISP. (Optional)

Fill in if provided by your ISP. If not, keep the default value.

Fill in if provided by your ISP. If not, keep the default value
(optional).

Fill in if provided by your ISP. If not, keep the default value
(optional).

The default MAC address is set to the WAN port’s physical interface
MAC address on the router. It is not recommended that you
change the default MAC address unless required by your ISP. You
can use the Clone button to replace the WAN port’s MAC address
with the MAC address of your PC.

The amount of time of inactivity before disconnecting an
established PPPoE session. Set it to zero or enable auto-reconnect
to disable this feature.

You may need to change the Maximum Transmission Unit (MTU)
for optimal performance. The default value is 0.

Choose Always-on when you want to establish PPTP connection
all the time. If you choose Connect-on-demand, the device will
establish a PPTP connection when local users want to connect
to the Internet, and disconnect if there is no traffic after the time
period defined by the Maximum Idle Time setting.

D-LillKI

= WAN Service
= Weard

= Mulli-WAN

= |PvE

D © 5 -

Inbitnel

WAN Service Configuration

Intermer Conmection Type

M Trermat Comnaction in

PPPoE

Vsmmares
Panod

Vesify Passwind
Sarice Name

TP Addrwss

Primasy DIS Savwe

Seconsdary DS Server

MAL Adderss

PPPE (Username | Password) V|

o E
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Section 4 - Configuration

NAT disable: Enabling this option will disable the NAT firewall function of the
DWR-961, exposing all connected devices directly to the Internet.
This is an advanced feature and not recommended for normal use.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

D-Link

= WAN Service
® Weard

= Mulli-WAN

= |PvE

) © @

WAN Service Configuration

Tnternst Coanection Type

My Jetermen Craneenon 1 [FRPoE (Usarmama | Password) w|

Pk

[ L |
— [ |

Vensy Paimzed [

Seree Name teptional)

1P Addiess

Prizzusy TINS Server

[ [ opicaat
Seconducy DS Server [ ] toptizma

MAL Addrern [

Beeerment Mode ® A L Coment on-demand U Mascal

Macsimmian e Time 300 arecad

MTU [ (i)

NAT double [ st

ST T

o %
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Section 4 - Configuration

Address Mode:
PPTP IP Address:
PPTP Subnet

Mask:

PPTP Gateway IP
Address:

PPTP Server IP
Address:

Username:
Password:
Verify Password:

Reconnect
Mode:

Maximum Idle
Time:

PPTP

Choose Static IP only if your ISP provides you with a static IP
address for PPTP. Otherwise, please choose Dynamic IP.

Enter the information provided by your ISP (Only applicable for
Static IP PPTP).

Enter the information provided by your ISP (Only applicable for
Static IP PPTP).

Enter the information provided by your ISP (Only applicable for
Static IP PPTP).

IP address of the PPTP server.

User/account name that your ISP provides to you for PPTP dial-up.
Password that your ISP provides to you for PPTP dial-up.
Re-enter your password for verification.

Choose Always-on when you want to establish PPTP connection
all the time. If you choose Connect-on-demand, the device will
establish a PPTP connection when local users want to connect
to the Internet, and disconnect if there is no traffic after the time
period defined by the Maximum Idle Time setting.

The time of no activity to disconnect your PPTP session. Set it to
zero or choose Always-on to disable this feature.

D-Link

= WAN Service
= Wizard

= Multi-WAN

" VG

PwOam

Intetnel

WAN Service Configuration

Intermet Connection Type

My Trsereet Cismnnction i [PPTP {Useirame | Passwoed) v

o E
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Section 4 - Configuration

NAT disable: Enabling this option will disable the NAT firewall function of the
DWR-961, exposing all connected devices directly to the Internet.

This is an advanced feature and not recommended for normal use. D-Link

= WAN Service

& Wrard

Click Apply to save your settings, or Refresh to revert to your . Mol WAN

® [Pyl

previous settings.

puoan= H

Injesret

WAN Service Configuration

Tnternet Comnection Trpe

Ay Ieternet Comomctin 1 PRI {Ustirame | Passwornd) |
PPTP

Addrens Mode ® Dvnamic IP S [P

PPTPIP Addvens

PETP Suboet Mask
PPTE Gatwwuy 1P Addeens
PETP Server [P Adress
-

Fasvnond

Versty Pamweod

Pecomect Mode ¥ Almayron () Consmct.ondnsar () Masis)

Maxamian Ide Time 300 wccady
NAT dnsble e
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Section 4 - Configuration

L2TP

Address Mode: Choose Static IP only if your ISP assigns you an IP address.
Otherwise, please choose Dynamic IP.

L2TP IP Address: Enter the information provided by your ISP (Only applicable for
Static IP L2TP).

L2TP Subnet Enter the information provided by your ISP (Only applicable for
Mask: Static IP L2TP).

L2TP Gateway IP Enter the information provided by your ISP (Only applicable for
Address: Static IP L2TP).

L2TP Server IP |P address of the L2TP server.
Address:

Username: User/account name that your ISP provides to you for L2TP dial-up.
Password: Password that your ISP provides to you for L2TP dial-up.
Verify Password: Re-type your password in this field.
Reconnect Choose Always-on when you want to establish L2TP connection
Mode: all the time. If you choose Connect-on-demand the device will
establish L2TP connection when local users want to use Internet,
and disconnect if no traffic after time period of Maximum Idle

Time.

Maximum Idle The time of no activity to disconnect your L2TP session. Set it to 0
Time: or choose Always-on to disable this feature.

D-Link

= WAN Service
= Wizard

= Multi-WAN

" VG

PwOam

Intetnel

WAN Service Configuration

Intermet Connection Type

My Teoerant Comnection is [L2TP (Usemarme | Passwoed) v

o %
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Section 4 - Configuration

NAT disable: Enabling this option will disable the NAT firewall function of the ) B | o
DWR-961, exposing all connected devices directly to the Internet. D-Link ﬁ V}_;ﬂ‘ l’ n == E
This is an advanced feature and not recommended for normal use.

= WAN Service

Click Apply to save your settings, or Refresh to revert to your e VEAN SRivies ConRgurstion
previous settings. gk
Intermet Connection Type
by Trsaemat Cisesaction in [L2TF [Usemame | Password) |
L2TP
Adkdrees Mode B Dvamic TP ) S TP

LITP Sebeet Musk
LITP Gaiway [F Addermy
LT Server I8 Address
Vmnare

Faamend

Vesify Paseword

Pecomnecs Mode B Alnmyseen U Comomet-en.demasd U Marsal
Meirssss s Ticms 00 s
NAT dnable [ e
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Section 4 - Configuration

Prefer Service
Type:

Username:
Password:
Verify Password:

Dialed Number:

Authentication:

APN:

Pin Code:
Reconnect
Mode:
Maximum Idle

Time:

Roaming:

4G LTE

Choose whether the DWR-961 should only use 4G networks,

networks, or use Auto Mode to automatically select a network. DLink

Fill in only if requested by carrier ISP (optional). » WAN Service

& Wrard
= Mulli-WAN
" IPvE

Fill in only if requested by carrier (optional).
Re-type your password in this field (optional).

If your carrier provides a dial-in number or code, enter it here.
Empty by default.

Select PAP, CHAP, or Auto detection. The default authentication
method is Auto.

Enter the APN information (optional).
If your SIM card has a PIN code, enter it here

Select Auto, Manual, or Connect-on-deman to determine
whether the router should reconnect to your 4G network
automatically or manually.

Set the maximum time your connection can be idle before
disconnecting. Set it to 0 or choose Auto in Reconnect Mode to
disable this feature.

Enabling this option will allow you to connect when roaming away
from your carrier’s home network.

Note: Roaming connections may incur additional fees from your
service provider.

© Ly © = -

WAN Service Configuration

Tnternet Comnection Type
[ — G LTERG &~
46 LTE /3G Internet Connection Type

Predes Sevice Thpe Autc Mode b

Uarrie [ [—
[ — [ | sl
[ e— [ | topticmaly
Dualed Nimber

Amherncation Autn W

AN internat optional| Rumat |

FinCode
Brccrmret ke #® o T Cosnect.co-demund )
Mlaxmom Jde Time 300 ‘secondy

Roamzmg st

Baidge elemet pern |Eastie

NAT dnabie [l et

Trmsparest Ondge Ensble

Bad Ermquemsy #os Com
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Section 4 - Configuration

Bridge Ethernet
Ports:

NAT disable:

Transparent
Bridge:

Radio
Frequency:

Activate this feature to use the Ethernet WAN port as an additional

LAN port. D-Link
Enabling this option will disable the NAT function of the DWR-961, » WAN Service
allowing it to act as a link for your devices to your Internet i
connection, but without routing functions. R

Enabling the Transparent Bridge function disables the routing/
NAT functions and passes the public WAN IP address given by your
service provider directly through to the local client or PC. This can
only be used if a single IP address has been assigned by your ISP. If
transparent bridge is enabled, the above NAT Disable option will
not be available

.Turns the cellular radio on or off. This setting is intended to
disable the cellular radio for areas where radio transmissions may
be restricted.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

© Ly © = -

Injeret

WAN Service Configuration

Tnternet Comnection Type
[ — G LTERG &~
46 LTE /3G Internet Connection Type

Predes Sevice Thpe Autc Mode b

- [ tepticna)
Passnind L ,,mﬂ]
Verh Paszaced [ | tapticualy
Dualed Nummber

Amherncation Autn w|

AN internat ioptional) | Resat |

P Code
Furcermret Maske # suato T Cospectca-denund ) bt
Mlaxmom Jde Time 300 ‘secondy

Roamzmg st

Baidge elemet pern |Eastie

NAT dnabie [l et

Traasparest Drudge Enstle

Bad Ermquemsy ¥os Cog

TR T
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Section 4 - Configuration

Wizard

This wizard will guide you through a step-by-step process to configure your router
to connect to the Internet.

Click Next to continue.

Note: While using the wizard, you can click Prev to go back to the previous step,
or you can click Cancel to close the wizard.

Select the Internet connection type you use. The connection types are explained on
the following page. If you are unsure which connection type you should use, contact
your Internet Service Provider (ISP).

Click Prev to go back to the previous page or click Cancel to close the wizard.

Note: The DWR-961 has a Multi-WAN Failover feature that allows the router to
switch to a 4G connection if the WAN connection is down or unavailable.
To configure this feature, please refer to Multi-WAN Configuration on page
24,

WELCOME TO THE SETUP WIZARD

It appears that you have already successfully connected your new router to the Internet.

= Step 1: Configure your Internet Connection
= Step 2: Configure your Wi-Fi Security

= Step 3: Set your Password

= Step 4: Select your Time Zone

= Step 5: Save Settings and Connect

Prey Cancel | | Connect

) username / Password Connection (PPPOE)

) username | Password Connection (PPTP)
() Username / Password Connection (L2TP)
O 4G LTE /36 Connection

() Static IP Address Connection

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Please select the Internet connection type below:
(® DHCP Connection (Dynamic IP Address)

Choase this if your Internet connection automatically provides you with an IP Address. Most Cable Modems use
this type of connection.

Choose this option if your Internet connection reguires a username and password to get online. Most DSL modems
use this type of connection.

PPTP client.
L2TP client.
4G LTE /3G.

Choose this option if your Internet Setup Provider provided you with IP Address information that has to be
manuzlly configured.
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Section 4 - Configuration

The subsequent configuration pages will differ depending on the selection you
make on this page.

DHCP Connection
(Dynamic IP
Address):

Username

/ Password
Connection
(PPPOE):

Username
/ Password
Connection (PPTP):

Username
/ Password

Connection (L2TP):

4G Connection:

Static IP Address
Connection:

Choose this if your IPS automatically provides you with an IP
address. Most cable modems use this type of connection. See
Dynamic IP (DHCP) on page 8 for information about how to
configure this type of connection.

Choose this option if your Internet connection requires a
username and password to connect. Most DSL modems use
this style of connection. See PPPoE (Username / Password) on
page 11 for information about how to configure this type of
connection.

Choose this option if your Internet connection requires Point-
to-Point Tunneling Protocol (PPTP). See PPTP on page 13 for
information about how to configure this type of connection.

Choose this option if your Internet connection requires Layer 2
Tunneling Protocol (L2TP). See L2TP on page 15 for information
about how to configure this type of connection.

Choose this connection if you have installed a SIM card into the
DWR-961. See 4G LTE on page 17 for information about
how to configure this type of connection.

Choose this option if your Internet Service Provider (ISP)

provided you with IP address information that has to be manually
configured. See Static IP on page 10 for information about how
to configure this type of connection.

After entering the requested information,click Next to continue.

Note: If you are not sure what connection type to use or what settings
to enter, check with your Internet Service Provider (ISP).

) username / Password Connection (PPPoE)

() username / Password Connection (PPTP)
() Username / Password Connection (L2TP)
© 4G LTE /3G Connection

() static IP Address Connection

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Please select the Internet connection type below:
(®) DHCP Connection {Dynamic IP Address)

Choose this if your Internet connection automatically provides you with an IP Address. Most Cable Modems use
this type of connection.

Choose this option if your Internet connection requires a username and password to get online. Most DSL modems
use this type of connection.

PPTP dient.
L2TP client.
4G LTE /3G.

Choose this option if your Internet Setup Provider provided you with IP Address information that has to be
manually configured.
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Section 4 - Configuration

Enter a Wireless Network Name (SSID), then click Next to continue.

Choose the best security level supported by your wireless clients. Click Next to
continue.

Unless you chose None in the previous step, enter a security password. Clients must
enter this password to connect to your wireless network. Click Next to continue.

STEP 2: CONFIGURE YOUR WI-FI SECURITY

Your wireless network needs a name sao it can be easily recognized by wireless clients. For security
purposes, it is highly recommended to change the pre-configured network name of [default].

Wireless Network Name (SSID) :
e

STEP 2: CONFIGURE YOUR WI-FI SECURITY

In order to protect your network from hackers and unauthorized users, it is highly recommended you
choose one of the following wireless network security settings.

There are three levels of wireless security -Good Security, or Best Security. The level you choose depends
on the security features your wireless adapters support.

BEST : (® Salect this option if your wirsless adapters SUPPORT WPAZ
GOOD : (O Select this option if your wireless adapters DO NOT SUPPORT WPA
NONE : () Select this option if you do not want to activate any security features
For information on which security features your wireless adapters support, please refer to the adapters’ documentation.

Note: All wireless adapters currently support WPA.

STEP 2: CONFIGURE YOUR WI-FI SECURITY

Once you have selected your security level - you will need to set a wireless security password. With this
password, a unique security key will be generated.

Wireless Security Password : | ””” |

Note: You will nesd to enter the unique security key generated into your wireless dients enable proper wireless
communication - not the password you provided to create the security key.
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Section 4 - Configuration

Create a new admin password and then click Next to continue. Users must enter this
password to enter the setup utility.

Select your time zone from the drop-down box and then click Next to continue.

This completes the Internet Connection Setup Wizard. Click Connect to save your
changes and reboot the router.

STEP 3: SET YOUR PASSWORD

To secure your new networking device, please set and verify a password below:

passuord:
Verty assword:

o

STEP 4: SELECT YOUR TIME ZONE

Select the appropriate time zone for your location. This information is required to configure the time-
based options for the router.

Time Zone : | (GMT -08:00) Pacific Time {US & Canada) ~ ‘

Connect

SETUP COMPLETE!

The Internet Connection Setup Wizard has completed. Click the Connect button to save your settings.
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Section 4 - Configuration

Multi-WAN

The DWR-961's multi-WAN feature allows you to set your router to automatically switch to a secondary Internet connection if your primary Internet
connection is lost. Note that you must first specify your primary Internet connection either on the WAN Service tab (see page 8) or the Wizard
(see “Wizard” on page 19) before you can specify a secondary Internet connection. By default, the primary connection is 4G.

Failover type: Select Failover to enable the failover function.

Remote Host for This option should be set to an external IP address that can be
Keep Alive: used to ensure that the 4G LTE connection will be kept from
going offline due to inactivity. An example would be Google’s
public DNS servers (8.8.8.8 or 8.8.4.4) or your Internet service
provider’s DNS servers.

Primary WAN: This will automatically be set to the currently configured Internet
connection type.

Secondary WAN: This can be set by clicking on Add, the available options will be
shown in the drop down box that appears.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

D-Link

= WAN Senvice
= Wizard

= Multi-WAN
= |PvE

D-Link

= WAN Senvice
= Wiard

® Multi-WAN
w |PvE

ﬁ ket © & @ - ll:glm_v%

Infetnet.

Multi-WAN

Failover type Disable ™)

T T

DO - =

Multi-WAN

Failoums tpe Faslover w|
Poessos Heat for Koep Alive G888

Priary WAN Dynarmic 7 Addions

Secendary WAN AGLTERG  ~

i
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Section 4 - Configuration

Username:
Password:
Verify Password:

Dialed Number:

Authentication:

APN:

Reset:

Pin Code:

Radio
Frequency:

Multi-WAN Configuration

After selecting a secondary WAN and clicking apply, you will be directed to a setup screen for the relevant connection type.

4G LTE failover

Fill in only if requested by your ISP (optional).
Fill in only if requested by you ISP (optional).
Retype password if required above.

If your ISP provides you with a dial-in number, enter it here. Empty
by default.

Select PAP, CHAP or Auto if requested by your carrier. The default
authentication method is Auto.

Enter the APN (Access Point Name) for your 4G connection.

Press Reset to restore your APN setting to factory default. This
button leaves all other settings unchanged, including those on
this page.

If your SIM/UICC card has a PIN, enter it here (optional).

Turns the cellular radio on or off. This setting is intended to disable
the cellular radio for areas where radio transmissions may be

restricted.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

RECVRCN
- U - L ==
Home Internet Wi-Fi LAN Advanced System

Multi-WAN

Usemame | | (optional)

Password [ eptionad

Verify Password |:| (optional)

Dialed Number | |

Authentication

APN |inlernet |(opu'oml)| Reset |

Pin Code | |

Radio Frequency ®on Oof
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Section 4 - Configuration

IP Address:
Subnet Mask:
Default Gateway:

Primary DNS
Server:

Secondary DNS
Server:

MTU:

MAC Address:

Static IP Address Failover

Enter the IP address assigned to your network connection.
Enter the subnet mark.

Enter the default gateway.

Enter the primary DNS server.

Enter the secondary DNS server.

You may need to change the Maximum Transmission Unit (MTU)
for optimal performance. The default value is 0.

The default MAC address is set to the WAN port’s physical interface
MAC address. Changing it is not recommended unless required

to do so by your ISP. You can use the Clone button to replace the
WAN port’s MAC address with the MAC address of your PC.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

Multi-WAN

Static IP Address Internet Connection Type

P Adies N
St E—
Default Gateway |:|
Primary DNS Server [ ]
Secondary DNS Server l:l
MTU )

MAC Address |

|| Clone |

|EmEm
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Dynamic IP Failover

Host Name: If your ISP requires you to enter a host name, enter it here. In most
cases, you may leave this blank.

Primary DNS
Server: Enter the primary DNS server.

Secondary DNS
Server: Enter the secondary DNS server.

MTU: You may need to change the Maximum Transmission Unit (MTU)
for optimal performance. The default value is 0.

MAC Address: The default MAC address is set to the WAN port’s physical interface
MAC address. Changing it is not recommended unless required
to do so by your ISP. You can use the Clone button to replace the
WAN port’s MAC address with the MAC address of your PC.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

Multi-WAN

Dynamic IP (DHCP) Internet Connection Type

Host Name | |

Primary DN Server | |

Secondary DNS Server | |

o e

MAC Address | | | Clone

|l T
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Username:
Password:
Verify Password:
Service Name:
IP Address:

Primary DNS
Server:

Secondary DNS
Server:

MAC Address:

PPPoOE Failover

The username provided by your ISP for your PPPoE account.
The password provided by your ISP for your PPPoE account
Re-type your password in this field.

Fill in if provided by your ISP (optional).

Fill in if provided by your ISP. If not, keep the default value.
Enter the primary DNS server.

Enter the secondary DNS server.

The default MAC address is set to the WAN port’s physical interface
MAC address. Changing it is not recommended unless required

to do so by your ISP. You can use the Clone button to replace the
WAN port’s MAC address with the MAC address of your PC.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

Multi-WAN

PPPoE
— | |
Password |
Verify Password |
Service Name | | optional)
TP Address | |
Primary DNS Server | |(optional)
Secondary DNS Server | | (optional)
MAC Address | || Clone |
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IPv6

IPv6: To enable IPv6, select Enable.

IPv6 Connection: Select the IPv6 connection type specified by your ISP. The
corresponding settings will be displayed below. Please see the
following sections for details on how to configure these different
connection types.

Link-local Only

LAN IPv6 Link- Displays the IPv6 address of the router.

[Engien 1]
.{\_ £y (@ 3] .-
Local Address: D-Link i ( ) ﬂ . oo %
Click Apply to save your settings, or Refresh to revert to your « WAN Serve
previous settings. Bl -
= |[PVG
Chesse the mode 10 be wsed by the router to connect to the TPvé Interner.
8 Dirable ® Eaable
[Bvé Comnaenion Link-local Only ~|
LAN IPvé Address Serrings
(PRI, -
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Static IPv6

IPv6 Address: Enter the static IPv6 address of the router.

Subnet Prefix Enter the subnet prefix length.
Length:

Default Gateway: Enter the default gateway address.

DNS Addresses: Enter the primary and secondary DNS server addresses.

LAN IPv6 Address: Enter the LAN (local) IPv6 address for the router.

LAN IPv6 Link- Displays the router’s LAN link-local address.
Local Address:

Enable Check to enable the autoconfiguration feature for LAN devices.
Autoconfiguration:

Autoconfiguration Select Stateful (DHCPv6) or SLAAC + Stateless DHCPv6. This will
Type: determine the configuration type for you IPv6 LAN.

IPv6 Address
Range (Start): If you selected Stateful (DHCPv6), enter the address range start.

IPv6 Address
Range (End): If you selected Stateful (DHCPv6), enter the address range end.

Router
Advertisement Enter the IPv6 address lifetime (in seconds).
Lifetime:

Click Apply to save your settings, or Refresh to revert to your
previous settings.

D-Link

= WAN Service
u Wizard

= Multi-WAN
= |Pv6

1e7
i
avanced

Advar

i

B L (ff?) [}

Home Internet

o

@
@

IPv6
Choose the mode to be used by the router to connect to the IPv6 Internet.
IPv6 O Dizable ® Enable
IPv6 Connection. Static IPv6 v
AN IPv6 Address Settings
IPv6 Address [ |
- —
Default Gateway [ |
Primary DNS Address [ |
Secondary DNS Address [ |
LAN IPv6 Address Settings
LAN IPv6 Address
LAN IPv6 Link Local Address fe80::daee cifeabieT02 /64
LAN Address Autoconfiguration Settings
Enable Autoconfiguration O
Autoconfiguration Type Stateful (DHCPv6) ~
IPv6 Address Range(Start) [ ]
IPv6 Address Range(End) [ |
[Pr6 Address Lifetime [ Jsecons
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Autoconfiguration (SLAAC/DHCPv6)

DNS Setting: Select either Obtain DNS server address automatically or Use

the following DNS address. D-Link I ﬁ kil (_(L_'_") H _ _-_,

DNS Addresses: Enter the primary and secondary DNS server addresses.

= WAN Service

» Wizard IPv6
= Multi-WAN

Enable DHCP-PD:
LAN IPv6 Address:

LAN IPv6 Link-
Local Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

IPv6 Address
Range (Start):

IPv6 Address
Range (End):

IPv6 Address
Lifetime:

Check to enable the DHCP-PD feature.

If you did not enable DHCP-PD, enter the LAN (local) IPv6 address
for the router.

Displays the router’s LAN link-local address.

Check to enable the autoconfiguration feature.

Select Stateful (DHCPv6) or SLAAC + Stateless DHCPv6. This will
determine the configuration type for you IPv6 LAN.

If you selected Stateful (DHCPv6), enter the address range start.

If you selected Stateful (DHCPv6), enter the address range end.

Enter the IPv6 address lifetime (in seconds).

Click Apply to save your settings, or Refresh to revert to your
previous settings.

s |Pv

L]

Choose the mede to be used by the rourer ro connect 1o the IPvé Interner.

i

P Comnection

IPv6 DNS Settings

®) Ot [N Servwr ackdions Avtoemstically

DINS Setting

Primasy DNS Address

Secondary DS Addiens

LAN IPv6 Addrens Settingy

Enable DHCP PD o
LAN T Addrens

Dusabile (¥ Exsble

Auteconfiguration (SLAAC/DHCPVE] v

U the followng [INS addiess

LAN TPuS Link.Lacal Address £80 dase-cf¥ foabie 702 &4

LAN Address Autoconfiguration Settings

Enshle Amtoconfiguration
Astocosfiguration Type

IPy6 Addresa Ranpe(Start)
IPvé Address Range(End)

P Addsess Lifetsme

[Siteh HCP%)

seconds

o
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Username:
Password:
Service Name:

MTU:

DNS Setting:

DNS Addresses:
Enable DHCP-PD:
LAN IPv6 Address:

LAN IPvé6 Link-
Local Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

IPv6 Address
Range (Start):

IPv6 Address
Range (End):

Enter your PPPOE user name.

Enter your PPPoE password.

Enter the ISP Service Name (optional).

Maximum Transmission Unit - you may need to change the MTU
for optimal performance with your specific ISP.

Select either Obtain DNS Server address Automatically or Use

the following DNS address.

Enter the primary and secondary DNS server addresses.
Check to enable the DHCP-PD feature.
If you did not enable DHCP-PD, enter the LAN (local) IPv6 address.

Displays the router’s LAN link-local address.

Check to enable the autoconfiguration feature.

Select Stateful (DHCPv6) or SLAAC + Stateless DHCPv6. This will
determine the configuration type for you IPv6 LAN.

If you selected Stateful (DHCPv6), enter the address range start.

If you selected Stateful (DHCPv6), enter the address range end.

PPPOE

D-Link

= WAN Service
= Wizard

u Multi-WAN
= IPv6

L @ =

Intemet Advanced System

IPvé

‘Choose the mode to be used by the router to connect to the IPv6 Internet.

IPv6 O Disable ® Enable

IPv6 Comnection PPPoE

v

PPPOE Settings

Usemame

Password

Service Name

[
[
|

sy -

IPv6 DNS Settings

(®) Obtain DNS Server address Automatically

DN Setting -
© Use the following DNS address

Primary DNS Address [

Secondary DNS Address [

LAN IPv6 Address Settings
Enable DHCP-PD Il

LAN TPv6 Address
LAN TPv6 Link-Local Address fe80:-4acecif fieabre702 /64

LAN Address Autoconfiguration Settings

Enable Autoconfiguration O
Autoconfiguration Type Stateful (DHCPVE) ~

TPu6 Address Range(Start) [

Je4

IPv6 Address Range(End) [

o4

IPv6 Address Lifetime seconds
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PPPOE

IPv6 Address — N — e
Lifetime: Enter the IPv6 address lifetime (in seconds). D-Link B 3y ((?)) E’E

Home Intemet W

LAN Advanced System

Click Apply to save your settings, or Refresh to revert to your S—
previous settings. » Wizard IPv6

= Multi-WAN
= IPv6

‘Choose the mode to be used by the router to connect to the IPv6 Internet.

IPv6 O Disable ® Enable

IPv6 Connection PPPoE bl

PPPOE Settings

Usemame

Password

Service Name

[
[
|

s -

IPv6 DNS Settings

(®) Obtain DNS Server address Automatically
(O Use the following DNS address
Primary DNS Address [ |

DN Setting

Secondary DNS Address [ |

LAN IPv6 Address Sertings

‘Enable DHCP-PD Il
LAN TPv6 Address 64
LAN TPv6 Link-Local Address fe80:-4acecif fieabre702 /64

LAN Address Autoconfiguration Settings

Enable Autoconfiguration O

Autoconfiguration Type Stateful (DHCPVE) v

IPu6 Address Range(Start) [ Jes

IPv6 Address Range(End) [ o4

IPv6 Address Lifetime seconds

TN @
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Wi-Fi
Device List

This page displays a list of currently-connected wireless clients, and their

respective MAC addresses. D-Link ’ © & W (= e
= Device List
= WiFi Settings Device List
= WPS
" Wriasaes e e e

ORITPCWINTE ILISR0.100 00.14.D1.9E.03.74

Wi-Fi Settings

This page lets you set up your wireless network and choose a wireless security mode. Click Apply to save your settings, or Refresh to revert to your
previous settings.

Enable Wireless: Check this box to enable wireless access. When you enable this
option, the following parameters take effect.

= Device List

Wireless Also known as the SSID (Service Set Identifier), this is the name of = Wi.Fl Settings WiFi Setting

Network Name: your Wireless Local Area Network (WLAN). Enter a name using up R v— Sk eiimn piiminme
to 32 alphanumeric characters. The SSID is case-sensitive.

802.11 Mode: Select the IEEE 802.11 standard used by your wireless clients.

Enable Auto Enabling this feature will allow the router to automatically scan for
Channel Scan: the best wireless channel to use.

Wireless If Auto Channel Scan is disabled, select the desired channel here.
Channel:
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Channel Width: A higher channel width allows for faster data transmission, at the
possible expense of wireless coverage and compatibility with
older wireless clients. Select the optimum channel width for your
wireless network from the drop-down menu.

Visibility Status: The default setting is Visible. Select Invisible if you do not want
to broadcast the SSID of your wireless network.

Security Mode: Select the desired wireless encryption mode. WPA/WPA2 is
recommended if your clients support it.

If you choose WEP, the following options will appear:
WEP Key Length: Select whether to use 64-bit or 128-bit encryption.

Authentication: Select whether to use Open or Shared authentication.

WEP Key 1: Set the WEP key/password for your wireless network. Based on
whether you are using 64 or 128-bit encryption, and whether
you are using a HEX or ASCII key, you will need to enter different
numbers of characters for your key, as indicated below the WEP
Key text box. ASCIl keys may use letters and numbers only, and
HEX keys may use numbers 0-9 and letters A-F only.

If you choose WPA-Personal, the following options will appear:
WPA Mode: Select whether to use WPA2 only or Auto (WPA or WPA2). WPA2

only is the most secure, provided that all of your clients support it.

Cipher Type: Select whether to use the TKIP or AES cipher. The AES cipher is
the most secure, provided that all of your clients can support it.

Pre-Shared Key: Enter the key/password you want to use for your wireless network.

The key must be between 8 and 63 characters long, and may only
contain letters and numbers.

pLnk | W @ @ @ =

WiFi Setting

fn skin aretims yaw ram cesSgmre dhe mirede et (seee petnt) udabi st et

A Rasd

=

DWR 522 E701

Mixed 803 1n 802 11g and 8032 11b |

Soewrty Mede [wEP ]
WEP Ky Lasgt [B4BE (10 e digits) ] temgth appios 5 all k)
Awshestication Opon ]
WEP Key | [HEX V1234887890

(3 ABCH ar 10 HEX)

Sevunty Mde [WPAPersenal v|

WPA Made WPAZ only ~|
Cipher Type = Rl
FreSeared Ky [vussTsRm

(5 ASCIL e 44 HEX)

Eraen
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WPS

The Wi-Fi Protected Setup page allows you to create a wireless connection between your router and a device automatically by simply pushing a

button or entering a PIN code.
WPS: Select whether you would like to Enable or Disable WPS features.

AP PIN: If you use Windows 7's Connect to a network wizard to do initial
configuration of the router, you will have the option to enter the
WPS PIN/AP PIN into the wizard when prompted. The factory
default WPS PIN/AP PIN is printed on a label located on the
bottom of the router. You can click the Generate New PIN button
to change it to a randomly generated PIN.

Config Mode: Select whether the WPS config mode should be set to Registrar or
Enrollee. In most cases, this should be set to Registrar so that you
can use WPS to connect new wireless clients.

Config Status: If this is set to CONFIGURED, the router will be marked as “already
configured” to computers that try to use WPS configuration, such
as Windows 7’s Connect to a network wizard. You can click the
Release button to change the status to UNCONFIGURED to allow
for WPS configuration of the router.

If this is set to UNCONFIGURED, you can click the Set button to
change the status to CONFIGURED to block WPS configuration of
the router.

Disable WPS-PIN Enable this option to prevent clients from connecting to the router
Method: using the PIN method. If this option is enabled, clients must use
the push-button method to connect.

D-Link

Wi-Fi Protected Semup (WPS)
WP ia u standard far easy and seeure serup of a wireless eonneerion. Tn this section you ean
cunmection msing WEANWFAZ vecurity.

WFs ®) Frable | Disahle

Conf Mace [Registrar |

Coafig Status CONFIGURED ;-.RE'DMS |

Dhsable WPS FIN Metbod

Coung [Push Butioa v]

WS datu CONFIGURED | Trggur |

ean enshle WPS fora ¢
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Config Method: This lets you choose whether to use the Push Button connection NN ®) gl - s,
method (PBC) or PIN method to connect to a wireless client when D-Link L -
the Trigger button is clicked. If you choose the PIN method, you
will need to enter an 8-digit PIN number that the wireless client

w Dewice Lisl

needs to use to connect to your router. R S s
= WPS
s Wik Advanced Wi-Fi Protecred Serup (WPS)

WPS status: This will show the current WPS connection process status. Click D ———
the Trigger button to initiate a WPS connection. i

Click Apply to save your settings, or Refresh to revert to your
previous settings.

WPS ®) Enable [ Disatie

APPIN 12657540 _l:-ullw
irtgiivbmbdied )

Couli ioie [Regitrar ]

Comfly Steems CONFIGURED | Releass

Disable WPS P Method ]
Comfig Methed [Puzsh Bution v

WP st CONFIGURED | Trigger
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Wi-Fi Advanced

This page contains settings which can negatively affect the performance of your router if configured improperly. Do not change these settings
unless you are already familiar with them or have been instructed to make the change by one of our support personnel.

Beacon Interval:

Transmit Power:

RTS Threshold:

Fragmentation:

DTIM Interval:

WMM Capable:

TX Rates:

Specify a value for the beacon interval. Beacons are packets sent
by an access point to synchronize a wireless network. 100 is the
default setting and is recommended.

Set the transmit power of the antennas.

This value should remain at its default setting of 2347. If
inconsistent data flow is a problem, only a minor modification
should be made.

The fragmentation threshold, which is specified in bytes,
determines whether packets will be fragmented. Packets
exceeding the 2346 byte setting will be fragmented before
transmission. 2346 is the default setting.

Set the interval for DTIM. A Delivery Traffic Indication Message
(DTIM) is a countdown informing clients of the next window for
listening to broadcast and multicast messages. The default interval
is 1.

WMM (Wi-Fi Multimedia) is a QoS (Quality of Service) system for
your wireless network. Enable this option to improve the quality of
video and voice applications for your wireless clients.

Select the basic transfer rates based on the speed of wireless
adapters on your wireless network. It is strongly recommended to
keep this setting to Best.

punk | W Q@ =

u Device List
= Wi.Fi Sellings
= WPS

= Wi-Fi Advanced

Englsh  [w|

Advanced Wireless Settings

Speetty advanced

g ehia page. AF wenriry asd auaciarion parsmeser cas ]
moifled from the default values if needed.

Advanced 2.4G Wireless Serings

ey — [100 mase. sange:20-1024)
Trmassh Pows [700% v|

TS Thimbald [23a7 13347
Fragmestatice, 3386 | ss-2325)

DTIM Imterval [i range: 1-245)

WM Capale # Emstte O Draable

TH Rates [Best v

Short GI 4

HT 204 Cosmintince ) Exabie ) Dssble
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Short Gl: Check this box to reduce the guard interval to 400 ns. This can S— ]
increase the throughput rate provided that the delay spread of the D-Link I '{_"*\ L @ H -’— E
connection is also low. However, it can also increase error rate in ' ' '
some installations, due to increased sensitivity to radio-frequency s w1 , _

) . X . = WiFi Settings Advanced Wireless Settings
reflections. Select the option that works best for your installation. . wPs

HT 20/40 Enable this option to reduce interference from other wireless S Wi b,

Coexistence: networks in your area. If the channel width is operating at 40 MHz s
and there is another wireless network’s channel over-lapping m::;
and causing interference, the router will automatically change to mhied m—
20 MHz. Tora w

Short G o
HT 204 Comumemce ™ Esabile ) Drssble

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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LAN

This section will help you to change the local network settings of your router and to configure the DHCP Server settings.

Device List

This page displays a list of currently-connected wired clients, and their respective —
page dispiay Y P D WO -
MAC addresses. D-Link B UY - . s
= Device List
= LAN Seffings Device List
e B T | 7 Y

LAN Settings

Router IP Address: Enter the IP address you want to use for the router. The default (o (@) - |
IP address is 192.168.0.1. If you change the IP address, you will D-Link l i“\ b l% H —~ %
need to enter the new IP address in your browser to get into the
configuration utility. i A
Default Subnet Enter the subnet mask of the router. The default subnet mask is T e
Mask: 255.255.255.0. T e Comtgasiou
Local Domain Enter the local domain name for your network. e —
Name:

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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DHCP

The DWR-961 has a built-in DHCP (Dynamic Host Control Protocol) server. The DHCP server assigns IP addresses to devices on the network that
request them. By default, the DHCP Server is enabled on the device. The DHCP address pool contains a range of IP addresses, which are automatically
assigned to the clients on the network.

Enable DHCP
Server:

DHCP IP Address
Range:
DHCP Lease Time:

Primary DNS IP
Address:

Secondary DNS IP
Address:

DHCP
Reservation:

Select this box to enable the DHCP server on your router.
D-Link

Enter the range of IPs for the DHCP server to use to assign IP
addresses to devices on your network. These values will represent
the last octet of the IP addresses in the pool.

= Device List
u LAN Settings
= DHCP

Enter the lease time for IP address assignments.

Enter the primary DNS IP address that will be assigned to DHCP
clients.

Enter the secondary DNS IP address that will be assigned to DHCP
clients.

D-Link
Click DHCP Reservation to assign a dedicated IP to a specified
MAC address to be saved by the DHCP server. The Fixed Mapping
page will appear.

= Device List
u LAN Settings
= DHCF

Select a DHCP client and click Copy to, or enter the MAC address
and IP address manually, to assign the IP address to the MAC
address. Click Enable to enable the rule.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

_ Eaen =]
feovmms TR

DHCP Server Configurarion
Ensble DRCF Serve [+
DHCP [P Addrens Range 80 12| 198 {ncidresses withen the 1 AN subset)
DHCP Lewse Tirae BEE00  |iseconds)
Primy IS [P Addrenn [
Seccndary DN IF Adireus
DHCP Reservation |
T T
[Engien =]
()] v
=l Ll W i_ ' L =

DHCP Reservation

DHCP clients | Suloct one

<) (T~
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Advanced
DNS

On this page you can configure the Domain Name System (DNS) server, which manages the resolution of host/domain names to IP addresses.

DDNS: Tick this checkbox to enable the DDNS feature. (o (©) m =
punk | © W @ @ @ = E
! v - -
Provider: Select a DDNS service provider to use.
= DNS
Host Name: Enter the Host Name that you registered with your DDNS service st e
provider. " o e B, e e L e o
= Routing
Username / Enter the Username for your DDNS account. N
H B ® Qutbound Fifler
E-mall. ® [nbound Filler
= SNMP
u Advanced Network
Password / Key: Enter the Password for your DDNS account. M— ST (T

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Applications

Some applications require multiple connections, such as Internet gaming, video conferencing, and Internet telephony. These applications may
have difficulty working through NAT (Network Address Translation). Applications allows some of these applications to work with the DWR-961 by
opening ports after detecting traffic being sent through a trigger port.

Popular Select from a list of popular applications. You can select a service, © - o
. . . r!‘\ L& 4 IRl B
Applications: selecta rule ID, then click the Copy to button to copy the default D-Link g H - %
settings for that service to the specified rule ID.

= DNS

ID: Specifies which rule to copy the selected Popular applications Mo s e
settings to when you click the Copy to button. P ————— .-
APPLICATION RULES i

= Outbound Filler

P w0 et [
i ;
= nbound Filter r

ID: This identifies the rule. " s

= Advanced Network 1
® Metwork Scan

Trigger: Enter the port to listen to in order to trigger the rule.

Incoming Ports: Specify the incoming port(s) to open when traffic comes over the
Trigger port.

Enable: Check the box to enable the specified rule.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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DMZ

Sometimes you may want a computer exposed to the Internet for certain types of applications. If you choose to expose a computer, you can enable
Demilitarized Zone (DMZ). This option will expose the chosen computer completely to the Internet. This is not recommended for normal use.

Enable SPI:

Enable DMZ:

DMZ IP Address:

Enabling Stateful Packet Inspection (SPI) helps to prevent cyber
attacks by validating that the traffic passing through the session
conforms to the protocol.

If an application has trouble working from behind the router, you
can expose one computer to the Internet and run the application
on that computer.

Note: Placing a computer in the DMZ may expose that
computer to a variety of security risks. Use of this option is only
recommended as a last resort.

Specify the IP address of the computer on the LAN that you want
to have unrestricted Internet communication. If this computer

obtains its IP address automatically using DHCP, be sure to make
a static reservation on the LAN > DHCP > DHCP Reservervation

page so that the IP address of the DMZ machine does not change.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

D-Link

w DNS

= Applications

= DMZ

® Virlwsl Server

® LRL Filter

= Routing

= QoS

& MAC Address Faler
® Culbound Filter

® |nbound Filter

= SNMP

= Advanced Network
® Notwork Scan

OO am=

Engen 1~ B

Advanced

DMZ

Firewall Settings
Eostie 71

DAMZ Host
Enable DMZ

DME TF Adewss
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Virtual Server

The device can be configured as a virtual server so that users can access services such as Web or FTP via the public (WAN) IP address of the router.
You can also allow the settings to run on a specified schedule.

Well-known This contains a list of pre-defined services. You can select a service, @ (@) .. T
Services: select a rule ID, then click the Copy to button to copy the default D-Link '{L\ b H H - E
settings for that service to the specified rule ID.

= ONS

o . . Ll ications Vi | -
ID: Specifies which rule to copy the selected Well known service e S

settings to when you click the Copy to button. g e
5 i HITEFIP o POFSare peasiie. The prevace IF addrenies af the ververs e ot e e o s e Bl
= Routing 1P addres, o ey wass o cxsble Dya¥SS additieasly. "

. " QoS
Use schedule Select a schedule to use and copy to the specified rule ID when * MAG Adtres File st e 5555 (N SES
Py P (oo ]
rule: you click the Copy to button. You may select Always On or use i st ] ALAYS O ]

a specific schedule that you have defined. To create and edit i SU—

schedules, please refer to Schedules on page 59. « Notwork Scan I T N R

VIRTUAL SERVERS LIST : - - dtlas i,

ID: This identifies the rule.
Service Ports Enter the public port(s) you want to open.

Server IP: Port: Enter the IP address and port of the computer on your local
network that you want to forward the Service Ports to.

Enable: Check the box to enable the specified rule.
Schedule Rule #: Specify the schedule rule number. To create schedules, click on
the Add New Rule button. For further information on schedules,

please refer to Schedules on page 59.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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URL Filter

URL Filter allows you to set up a list of websites that will be blocked from users on your network.

URL Filtering: Check the box to enable URL Filtering. - — B
punk | © @ @ @ W = %

tumal Advanced

URL FILTERING RULES
ID: This identifies the rule. EEEM v e
URL: Enter URL that you would like to block. All URLs that begin with Em:g :MM, B S i
this address will be blocked. _— — o
Enable: Check the box to enable the specified rule. Efﬁ:m :

n Network Scan
Click Apply to save your settings, or Refresh to revert to your ;
previous settings.
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Section 4 - Configuration

Routing

The Routing page allows you to specify custom routes that determine how data is moved around your network.

RIP: Check the box to enable routing, then select which routing
protocol to use:

¢ RIPv1: Protocol in which the IP address is routed
through the Internet.

e RIPv2: Enhanced version of RIPv1 with added
features such as authentication, routing domain, next
hop forwarding, and subnet-mask exchange.

ROUTING RULES
ID: This identifies the rule.

Destination: Enter in the IP of the specified network that you want to access
using the static route.

Subnet Mask: Enter in the subnet mask to be used for the specified network.
Gateway: Enterin the gateway IP address for the specified network.

Hop: Enter in the amount of hops it will take to reach the specified
network.

Note: In a transmission path, each link is terminated at a network
device such as a router or gateway. The number of hops equals
the number of routers or gateways that data must pass through
before reaching the destination.

Enable: Select this box to enable the rule.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

D-Link

= DNE

u Applications

= DMZ

= Virtual Server

= URL Filfter

= Routing

= (oS

= MAC Address Filler
® Qutbound Filler

® Inbound Filter

= SNMP

= Advanced Network

= Network Scan

o]
D9 OEm- ) %

Routing

The raute n yeur metwork are defiand i g table, Narmally. the ruirh Address and Gatrway are
aulficirnt. Veu 8 wot nred o define any seftig.

RIF Sering
LiJ ClEatie RIPL RIF2

Roting Rubs

D-Link DWR-961 User Manual

46



Section 4 - Configuration

QoS

The QoS Engine improves your online gaming or streaming media experience by ensuring that your game or media traffic is prioritized over other
network traffic, such as FTP or web.

Enable QOS Select this box to enable the QoS feature. ) -
Packet Filter: D-Link {—“\ A B H = %
Upstream Specify the maximum upstream bandwidth here (e.g. 400 Kbps). . Ons
Bandwidth: Lo R
Use Schedule Select a schedule to use and copy to the specified rule ID when - Roung P _
. " QoS Unionem ol Jtip
Rule: you click the Copy to button. You may select Always On or use « MAC Address it et o] (T LY
a specific schedule that you have defined. To create and edit icitio
schedules, please refer to Schedules on page 59. - s T
QOS RULES L I [ { | Wgh & [

ID: This identifies the rule.

! I d L { ] Mg~ O m
Local IP : Ports: Specify the local IP address(es) and port(s) for the rule to affect. —

Remote IP : Ports: Specify the remote IP address(es) and port(s) for the rule to affect. s L 1 [ 1T v O @

QoS Priority: Select what priority level to use for traffic affected by the rule:
Low, Normal, or High. _ i . [ WY O

Enable: Check the box to enable the specified rule. ‘ '

Use Rule #: Specify the schedule rule number. To create a new schedule,
click on the Add New Rule button. For more information about
schedules, please refer to Schedules on page 59.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

MAC Address Filter

The MAC (Media Access Controller) Address Filter option is used to control network access based on the MAC address of the network adapter.
A MAC address is a unique ID assigned by the manufacturer of the network adapter. This feature can be configured to ALLOW or DENY network/
Internet access.

MAC Address Check this box to enable MAC Filtering. -
; _
Control: pLink | @ (ff”) (=1 = E
Connection Check the box to allow wireless and wired clients with C selected . NS
. . . ications d s Fil
Control: to connect to this device. You can also select to allow or deny T SN AR
connections from unspecified MAC addresses. e AC FitaringSeings
u Routing MAD Addrers Comtrol m—m
. . . . . = (oS cmmecion comtich ‘Wirelem and wired cliesty with € checked cm comect to S device; azd [abow v |enmpectied
Association Check the box to allow wireless clients with A selected can » MAC Addrass Filter MAC st e _
Control: associate to the wireless LAN. You can also select to allow or deny icitio Eipime ek

connections from unspecified MAC addresses. . s o e SIS

= Advanced Network

= Network Scan AAC Fil Rules

MAC FILTERING RULES [
ID: This identifies the rule. ' | :
MAC Address: Specify the MAC address of the computer to be filtered.

IP Address: Specify the last section of the IP address.

C: If this box is ticked, the rule will follow the connection control
setting specified in MAC filtering settings specified above.

A: If this box is ticked, the rule will follow the association control
setting specified in MAC filtering settings specified above.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

Outbound Filter

Outbound Filter enables you to control what packets are allowed to be sent out to the Internet. The outbound filter applies to all outbound packets.

Outbound Filter:

Use Schedule Rule:

ID:

Source IP : Ports:
Destination IP :
Ports:

Enable:

Schedule Rule #:

Previous Page:

Next Page:

Select this box to Enable outbound filtering.

Select a schedule to use and copy to the specified rule ID when
you click the Copy to button. You may select Always On or use
a specific schedule that you have defined. To create and edit
schedules, please refer to Schedules on page 59.

OUTBOUND FILTER RULES LIST

Here, you can select whether to Allow or Deny all outgoing traffic
except for traffic that matches the listed rules.

This identifies the rule.

Specify the local IP address and then specify the port after the
colon.

Specify the remote IP address and then the port after the colon.
Check the box to enable the specified rule.

Specify the schedule rule number. Click on the Add New Rule
button to create a new schedule rule.

Go back to the previous filter page.
Advance to the next filter page.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

D-Link

= DNE

u Applications

= OM7

= Virtual Server

u LIRL Fiftor

u Routing

= QoS

= MAC Addrass Filtar
= Qutbound Filter
® |nbound Filter

= SNMP

= Advanced Network
= Network Scan

DO s - E

Outbound Filter

Ourhound Filter Setimg

Ortbenssd Filter ] Eaable

Use sebedule rale |- ALWAYS ON-— | e

Ourbamnd Filter Kules List

) Allom el 4o s sncepd o macd the Bollowing rebea
Dhemy all 32 pass emceps thove manch e followiag rales

s [ H 110 W 7 E m
_nconsn N i
% __.“"M,..-__ a
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Section 4 - Configuration

Inbound Filter

Inbound Filter enables you to control what packets are allowed to come in to your network from the Internet. The inbound filter only applies to
packets that are destined for Virtual Servers or DMZ hosts.

Inbound Filter: Select this box to Enable the filter. o)
puk | R0 Vam= "B
Use Schedule Select a schedule to use and copy to the specified rule ID when - ' :
Rule: you click the Copy to button. You may select Always On or use " ons _

a specific schedule that you have defined. To create and edit i IR T

schedules, please refer to Schedules on page 59. il I
u Routing

INBOUND FILTER RULES LIST s e
e B Use schrdule rade| -~ ALWAYS ON- W _Clo [ v
= Inbound Filtar

Here, you can select whether to Allow or Deny all incoming traffic » SN et Bl ke L

except for traffic that matches the listed rules. « Network Scan © s o o s e st i

Dhemy all 32 pass emceps thove manch e followiag rales
80 smmitbe [ Dttt [ i

ID: This identifies the rule.

Source IP : Ports: Specify the local IP address and then specify the port after the
colon.

Destination IP : Specify the remote IP address and then the port after the colon.
Ports:

Enable: Check the box to enable the specified rule. ‘

Schedule Rule #: Specify the schedule rule number. Click on the Add New Rule
button to create a new schedule rule. i B

Previous Page: Go back to the previous filter page.

Next Page: Advance to the next filter page. P— —

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

SNMP

SNMP (Simple Network Management Protocol) is a widely used network monitoring and control protocol that reports activity on each network device
to the administrator of the network. SNMP can be used to monitor traffic and statistics of the DWR-961. The DWR-961 supports SNMP v1 and v2c.

SNMP Local:
SNMP Remote:

Get Community:

Set Community:

IP 1/1P 2/1P 3/IP 4:
SNMP Version:

WAN Access
IP Address

Select whether to Enable or Disable local SNMP administration.

D-Link
Select whether to Enable or Disable remote SNMP administration.
Enter the password public in this field to allow read-only access B Ao
to network administration using SNMP. You can view the network, iyl
but no configuration is possible with this setting. « Routng

s (oS
Enter the password private in this field to enable read/write i
access to the network using SNMP. . snwp

® Advanced Nebwork

= Network Scan

Enter up to 4 IP addresses to use as trap targets for your network.
Select the SNMP version of your system.

If you want to limit remote access SNMP access, enter the IP
address of the remote computer you will use to access this device;

all other IP addresses will be denied remote SNMP access.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

Advanced

SNMP

NP

SNMP Leeal Enabie
SNMP Remme Easbls
Gl Commnity

Bt Comememity

™4
XM Vermon

WAN Asewns [P Addiems

% Dmakle

) Doskls
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Section 4 - Configuration

Advanced Network

Advanced Network contains settings which can change the way the router handles certain types of traffic. We recommend that you do not change
any of these settings unless you are already familiar with them or have been instructed to make the change by one of our support personnel.

Enable UPnP: Check the box to enable the Universal Plug and Play (UPnP™) @) m =T
feature. UPNP provides compatibility with various networking D-Link’ ’@’ pus “ H = E
equipment, software, and peripherals.

Enable WAN Ping Select the box to allow the WAN port to be “pinged. Blocking WAN koo Al T
Respond: pings may provide some extra security from hackers. e v
Click Apply to save your settings, or Refresh to revert to your e —
previous settings. i -

" Metwork Scan
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Section 4 - Configuration

Network Scan

This page lets you set whether to allow the DWR-961 to automatically select a 4G network based on the inserted SIM/UICC card, and allows you

to manually scan for networks and select one to connect to.

4G Network Leave this setting on Auto to allow the DWR-961 to automatically

Selection select a cellular network to connect to. If you need to select a D-Link
Method: network manually, select Manual, click the Scan button, then
select an available network to connect to. « oS
= Applications

w OMZ
w Virlual Sesver

Note: You will only be able to scan for networks if the DWR-961 is s
not currently connected to a 4G network. * Routng

s (oS
s MAC Addrass Fiter

= Cutbound Filter

Click Apply to save your settings, or Refresh to revert to your e
previous settings. . sP

® Advanced Nebwork

= Network Scan

o English )
foveas TR

Network Scan

Nerwork Previder Selserien

104 Namwork Salactiza Laskad ® o Detectsen. ) Masus]

Scan

TS TN
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Section 4 - Configuration

System
Time Settings

This section will help you set the time zone that you are in and an NTP (Network Time Protocol) server to use. Daylight Saving can also be configured
to adjust the time when needed.

Time Zone: Select the appropriate Time Zone from the drop-down box. B s
punk | © W © & W & %

Enable Daylight Check the box to allow for daylight saving adjustments. Use the

Saving: drop-down boxes to specify a start date and end date for daylight T A
saving time adjustments.  Reboot & Reset
i rysen Ut e oAt et e e, e et e Ak o
= System Logs [T Eep—— irally adjunt che time whrs nreded. )
Sync your This button allows the router to set time zone and current time oo = N s,
computer’s time based on your computer’s configuration. To use this setting, e S
settings: ensure that Automatic Synchronization is unchecked and applied. e BB o i

F Arzomancally rackrace R

TP Server st e

Automatically
synchronize with Check the box to allow the router to use an NTP server to update
Internet time the router’s internal clock. TR TN
server:

Sync. RESULT

NTP Server Used: Enter an NTP server to use for time synchronization, or use the
drop-down box to select one. Click the Update Now button to
synchronize the time with the NTP server.

Click Apply to save your settings, or Refresh to revert to your
previous settings.
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Section 4 - Configuration

Administration

The Admin page allows you to change the Administrator password and enable Remote Management. The admin has read/write access while users
only have read-only access. Only the admin has the ability to change both admin and user account passwords.

Admin Password: Enter and confirm the password that the admin account will use to

access the router’s management interface. D-Link
Remote Tick this check box to enable remote management. Remote « Tene Setings
Management: management allows the DWR-961 to be configured over the enay
Internet through a web browser. A username and password will ok gle
still be required to access the web-management interface. * Scnodules

& Conneclion Resel

IP Allowed to Enter the Internet IP address of the PC that has access to the
Access: broadband router. If you enter an asterisk (*) in this field, then
anyone will be able to access the router. Adding an asterisk (*) into
this field could present a security risk and is not recommended.

Port: This is the port number used to access the router. 8080 is the port
usually used for the web-management interface.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

DO OE -

System

Administration
Here vou e of hazgr the pruvm erd fur fhe sdminivirasar.

The waername (sdmin} caz oot be ching.

Admimbrator Settings

Enabls Remots hlamagenst ] Esalde
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Section 4 - Configuration

Reboot & Reset

Here, you can save the current system settings to a local hard drive.

Save Settings To Use this option to save your current router configuration settings
Local Hard Drive to afile. Click Save to open a file dialog, and then select a location
and file name for the settings.

Load Settings Use this option to load previously saved router configuration
From Local Hard settings. Click Choose File and select the saved file and then click
Drive: the Upload Settings button to upload the settings to the router.

Restore To Factory This option will restore all settings back to their defaults. Any
Default Settings: settings that have not been backed up will be lost, including any
rules that you have created.

Reboot the This option will reboot the router.
Device:

DLink |

System

[Engien <] %

m Time Sallings

= Administratien

= Reboot & Reset
® Fumware Upgrade
® System Logs

s Schedules

= Connection Roeset

Reboot & Reset

4 " by y dee.
device smyway, i s better dane via the "Hebool” bultn,

System sertings

Buve Settings To Local Husd Dowve

Load Semags Frem Local Hard Drve

Hesmee Te Famery Defue Setings

Rabest e Dinaca

Thereinme

i

I yom st b restast e

Browse
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Section 4 - Configuration

Firmware Upgrade

Here, you can upgrade the firmware of your router. Make sure the firmware you want to use is on the local hard drive of the

computer and then click Browse to upload the file. You can check for and download firmware updates at the D-Link support site at
http://support.dlink.com.

Current Firmware Displays your current firmware’s version.

Version: D-Link ’i_r\ W (((’}) =4 Iﬂ E?Ei E
Current Firmware Displays your current firmware’s release date. « Time Setings
Date: : ::r:;::ﬂ;::cr Firmware Upgrade
Select Firmware: After you have downloaded a new firmware, click Browse to phueng P
locate the firmware on your computer, then click Upload to start " oo ==
the firmware upgrade.
S
Warning: You must use a wired connection to upload the firmware P o
file; do not use a wireless connection. During the upgrade

Accmp wmofficial frmuarm

process, do not power off your computer or router, and
do not refresh the browser window until the upgrade is
complete.

Accept Unofficial If the firmware you want to install is not an official D-Link release,
Firmware: you will need to check this box.

Warning: Unofficial firmware is not supported, and may cause
damage to your device. Use of unofficial firmware is at
your own risk.
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Section 4 - Configuration

System Logs

The DWR-961 keeps a running log of events and activities occurring on the router. You may send these logs to a Syslog server on your network.

Enable Logging to Check the box to send the router logs to a Syslog server.
Syslog Server:

Syslog Server IP Enter the IP address of the Syslog server that the router will send
Address: the logs to.

Click Apply to save your settings, or Refresh to revert to your
previous settings.

D-Link

n Time Satfings

n Administration

= Rebool & Resel

n Firmware Upgrade
= System Logs

= Schedulas

= Connechon Heset

D WO e - ﬁE
Homw r— e LAN Al Sysiem

System Log
The Syiem g remote o view the lag
Eable Loggng To Syulog Server 1
Sralig Server [P Adsdress [ |
-
View Logs
Sap 18 1330000 kernal Klagd iieted Brarrfiox v] 3.2 (2016.00.00 L6 1821 CST)
Sep 18 113030 commarder CSID0010C1F read e 41
Sep 18 13:30:51 BEID WAN =S EEOCABETO!
Sep 18133051 DEID: LAY WLANG = SLIEOCADET22
Sep 18 13:30:30 BEID: BEID STATUS : 0, STATUS OK!
Sep 18 133051 ayskog WAN O Get svasible PVID 2
Sep 18 133001 syslog 1D - xdw?, 2], Usng VLAN Coom &
Sep 18 133081 wvabog. Set NAT Geguent vod Dlan 0 1 tagaed. 0, member 23450
Sap 18 133081 wlar 1D : idal, pd, Ueng VLAN Constt |
Sep 18 13:30:51 syl 1 (800 waimg MAC: SEEEOCARETOD
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Sep 1B 133000 wysley ifcondly ek 1 bov echer JSEECCARE™OD
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Section 4 - Configuration

Schedules

This section allows you to manage schedule rules for various firewall and parental control features. Click Apply to save your settings, or Refresh to

revert to your previous settings.
Enable Schedule: Check this box to enable schedules.
Edit: Click this icon to edit the selected rule. (see below)
Delete: Click this icon to delete the selected rule.
Previous Page: Click this button to go to the previous page of rules.
Next Page: Click this button to go to the next page of rules.
Click this button to specify the start time, end time, and name of

the rule.

Add New Rule..: Click this button to create a new rule. (see below)

Add New Rule

Name of Rule #: Enter a name for your new schedule.
Policy: Select Activate or Inactivate to decide whether features that use
the schedule should be active or inactive except during the times
specified.

Week Day: Select a day of the week for the start time and end time.

Start Time Enter the time at which you would like the schedule to become
(hh:mm): active.

End Time Select the time at which you would like the schedule to become
(hh:mm): inactive.

D-Link‘l

s Time Settings

u Administrabon

= Hebool & Resel

n Fumware Lipgrade
= Syslem Logs

n Messags Senice
u PIN Configuration
s USSD

® Schedules

® Cannection Resat

DLink |

s Timao Settings

& Admenstraton

= Rebool & Resel

n Firmware Upgrade
u Syslem Logs

n Message Senvice
= PIN Configuration
= USSD

= Schedules

® Connection Resel

i

Schedule

Schedule Rule

Frable Scbnde

......

Schedule Rule Setting

Nama of Kusle 12

Palicy

[inactrvate | exoept e sebecoed daya anet houn beloor

[=ch e -

b
2
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Section 4 - Configuration

Connection Reset

This feature allows you to reset the Internet connection on your router by periodically resetting the connection. You can choose to have this happen
on a predetermined schedule by configuring the options on this page.

Auto-Reboot: Select whether the connection reset feature should be enabled or

disabled. {} @ () a “ % i - E

Reboot-Schedule: If the connection reset feature is enabled, select when it should
activate via the hour and minute from the dropdown boxes.

Connection Reset

Daily Schedule: Select this option if you want the connection reset feature to
activate on a daily schedule.

Weekly Schedule Select this option if you want the connection reset feature to
Day of Week: activate only on a certain day of the week.

Date of Month: Select this option if you want the connection reset feature to
activate only on a certain day of the month.
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Section 5 - Connecting to a Wireless Network

Connect a Wireless Client to your Router
WPS Button

The easiest and most secure way to connect your wireless devices to the router is with WPS (Wi-Fi Protected Setup). Most wireless
devices such as wireless adapters, media players, Blu-ray DVD players, wireless printers and cameras will have a WPS button
(or a software utility with WPS) that you can press to connect to the DWR-961 router. Please refer to your user manual for the
wireless device you want to connect to make sure you understand how to enable WPS. Once you know, follow the steps below:

Step 1 - Press the WPS button on the DWR-961 for about 6 seconds. The WLAN LED on the front will start to blink.

L RS

7= US.Cellular

WPS Button

Step 2 - Within 2 minutes, press the WPS button on your wireless client (or launch the software utility and start the WPS
process).

Step 3 - Allow up to 1 minute for your connection to be configured. Once the Internet light stops blinking, you will be connected
and your wireless connection will be secure with WPA2.
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Section 4 - Connecting a Wireless Client

Connecting to a Wireless Network
Windows® 10

To connect to a wireless network using Windows 10, you will need to know the wireless network name (5SID) and Wi-Fi password
(security key) of the device you are connecting to.

To join an existing network, locate the wireless network icon in the taskbar, B 124AM
next to the time display and click on it. 1/27/2016

Wireless Icon

Clicking on this icon will display a list of wireless networks which are within
range of your computer. Select the desired network by clicking on its SSID.

dlink-1654

Secured

N

dlink-2802-5GHz

Secured

N

dlink-2802

Secured

AN

dlink-jjing

Secured

N

dlink_DWR-953_2.4G_F98B

Secured

A\
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Section 4 - Connecting a Wireless Client

To connect to the network, click Connect. p dlink-1654
Secured
To automatically connect when your device is in range, click the Connect
Automatically check box. Your computer will now automatically connect to
this wireless network whenever it is detected. Connect

Connect automatically

You will then be prompted to enter the Wi-Fi password (network security key)
for the wireless network. Enter the password into the box and click Next to % Secured
connect to the network.

/' dlink-1654

Enter the network security key

You can also connect by pushing the button on
the router.
B share network with my contacts

You can also use Wi-Fi Protected Setup (WPS) to connect to the wireless network.
Press the WPS button on your device and you will be automatically connected.

It may take 20-30 seconds to connect to the wireless network. If the connection
fails, please verify that the security settings are correct. The key or passphrase
must be exactly the same as the one on the wireless router.

Cancel
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Section 5 - Connecting to a Wireless Network

Windows® 8
WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key (Wi-Fi password) being used.

To join an existing network, locate the wireless network icon in the
. . - | B3 5 .:I"|
taskbar next to the time display. Al SRR 1/21/2013

11:35 AM

Wireless Icon

Clicking on this icon will display a list of wireless networks that are within
connecting proximity of your computer. Select the desired network by Networks

clicking on the network name.
Airplane mode

Off [ |
SWSWSW
ASUS_Guestl

TP-PLC Router

AirPort Express

AirPort Express 5GHz
Book-600M +

DIR-505-Claire

DIR-835-Hans-5
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Section 5 - Connecting to a Wireless Network

You will then be prompted to enter the network security key (Wi-Fi

password) for the wireless network. Enter the password into the box @ Networks
and click Next.

d-link-07725

If you wish to use Wi-Fi Protected Setup (WPS) to connect to the router,
you can also press the WPS button on your router during this step to Enter the network security key

enable the WP function. I
@ You can also connect
4 by pushing the button
on the router.

Cancel

When you have established a successful connection to a wireless network,
the word Connected will appear next to the name of the network to
which you are connected to.

Networks

Airplane mode
off [ |

Wi-Fi

d-link-07725 Connected
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Section 5 - Connecting to a Wireless Network

Windows® 7
WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA?2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

11:21 AM
9/172000
Wireless Icon
2. The utility will display any available wireless networks in your area. TP o

dﬂﬂ Connections are available 3 “

Wireless Network Connection A

dlink L

kay2690_24 |

AllenH DIR-655 |

SD6_WLAN |

DAP-2690g Al

wpstestl all

BEIQ633304WPA2 ol

Eddie APNAS -

Open Network and Sharing Center
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Section 5 - Connecting to a Wireless Network

3. Highlight the wireless connection with Wi-Fi name (SSID) you would
like to connect to and click the Connect button.

If you get a good signal but cannot access the Internet, check your
TCP/IP settings for your wireless adapter. Refer to Networking Basics
on page 88 for more information.

4. The following window appears while your computer tries to connect
to the router.

Mot connected . I
I:[IIH Connections are available 3
Wireless Metwork Connection A
dink Al |
[¥] Connect autornatically .

_ kay2690_24 "l .
james2690g i
ALPHA N
dlink 888 !5“!
SD6_WLAN ﬁﬂ]
DAP-2690q ol T

Open Metwork and Sharing Center
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Section 5 - Connecting to a Wireless Network

5. Enter the same security key or passphrase (Wi-Fi password) that is on
your router and click Connect. You can also connect by pushing the

WPS button on the router.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as the one on the wireless

router.

@ Connect to a Network @
Type the network security key
Security key: |
[T Hide characters
You can alse connect by pushing the
; -' button on the router.
.
|
—— ee— = — —
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WPS

The WPS feature of the DWR-961 can be configured using Windows® 7. Carry out the following steps to use Windows® 7 to
configure the WPS feature:

1. Click the Start button and select Computer from the Start menu.

‘3@ Paint
Hr Getting Started
e Windows Media Center

Pictures
Calculator

Music
Sticky Motes

Games
% Snipping Tool

Computer
% Remote Desktop Connection

Q{ Magrifier

LY | Solitaire

Control Panel

Devices and Printers

Default Programs

Help and Support

> AllPrograms

[Isearch programs

2. Click Network on the left side.

w | #3 || Seorch Computer

Organize v System properties Uninstall or change a program Map network drive > g N @
4 Favorites 4 Hard Disk Drives (3)
I Desktop Local Disk (C:) Lecal Disk (D:)
i Downloads = — 1 e
| ; 2.39 GB free of 10.0 GB S 227 68 free of 300 GE
%] Recent Places
DATA (E)
— ]
S 305 GB free of 531 GB

= en
i 4 Devices with Removable Storage (1)
- [i] Pictures
= DVD RW Drive (F)
& B Videos
418 Computer J

& Local Disk (C)
¥ =g Local Disk (D)

I 5 DATA (E)

© € Network
B | Al00 Workgroup: WORKGROUP Memory: 2.00 GB
i I Processor: Intel(R) Core(TM)2 CPU...
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3. Double-click the DWR-961.

4. Input the WPS PIN number (on the router label) in the Setup > Wireless
Setup menu in the Router’s Web Ul) and click Next.

— e
€ > Network » < ZH Search Network 1_
—

2|

= O @

Orgenize = Networkand Sharing Center  Add aprinter  Add a wireless device
4.7 Favorites — 4 Computer (1)
Il & Recenty Change "
M Deskiop E!&J SPIG-PC
1 Downloads
%l Recent Places 4 Media Devices (1)
43 Libraries L mg’ SP3IG-PC: SPIC:
[ Documents
b @l Music 4 Network Infrastructure (1) Select afile to preview.
1 [ Pictures
> B Videos ‘. DRELS
© oy Homegroup

4 |8 Computer
» & Local Disk (C)
I = Local Disk (D:)

P T PANCC VE Tl S [ —| :
g 3 ftems

— o ——— ——— N ——
U ‘.t:?’, Set Up a Metwork
.

s

To set up a network, type the 8-digit PIN from the router label

You can find the numeric PIN on a label attached to the
router or in the printed information that came from the
fl manufacturer,

PIN: |
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5. Type a name to identify the network.

6. To configure advanced settings, click the "™/ icon.

Click Next to continue.

-

-

@ % SetUpa Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

@ security-enabled network
Your network is being set up using WPA2-Personal.

Type your network name:
D-Link_Met]

©

Change passphrase, security level and encryption type (advanced):

@' Upgrade or replace the router using the network settings stored on this computer

@ @ Set Up a Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

1@ security-enabled network
Your network is being set up using WPA2-Personal.

Type your network name:
D-Link_Net

Change passphrase, security level and encryption type (advanced):

Security key: Security level:
femm-gizb-9vimy [WPAZfPelsonai (Recommended) ']
Connect automatically Encryption type:

[AES (Recommended) V]

@ Upgrade or replace the router using the network settings stored on this computer
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7. The following window appears while the router is being configured.

Wait for the configuration to complete.

8. The following window informs you that WPS on the router has been
set up successfully.

Make a note of the security key as you may need to provide this security
key if adding an older wireless device to the network in the future.

9. Click Close to complete WPS setup.

S— - — — S S -

u ‘E)" Set Up a Metwork

— -y —

———— ==
- .
u @ Set Up a Metwork
Setting up D-Link_Net...
4! |
= — =)
|

D-Link_Net has been successfully set up

To add an older wireless device to this network, you might need to provide this security key

894g-eyd5-gSwb

You can print these network settings for future reference.

For gaming consoles or computers running Windows XP, copy the network profile to 3 USE drive for
easier set up.

Close
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Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s wireless utility, please refer to the
user manual of your wireless adapter for help connecting to a wireless network. Most wireless utilities will have a“site survey”
option similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

Mot Connected
= Wireless networks are available,
or _E'
Right-click on the wireless computericon in your system tray (lower-right s R T
corner next to the time). Select Connect to a network. Network snd sharing Genee

Til 14401 PiWi

Bl % [ Frday

d 8/17/2007

The utility will display any available wireless networks in your area. Click

on a network (displayed using the SSID) and click the Connect button. (€ Comectionncmort
Disconnect or connect to another network
If you get a good signal but cannot access the Internet, check you N —
TCP/IP settings for your wireless adapter. Refer to the Networking Basics Ky vores PRERE ol
section in this manual for more information. o - — "
Bk diin nsecured networl o
E‘ tussday Secunity-enabled network Al
=
Set up a connection or network
Open Metwork and Sharing Center
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WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows Vista® Wireless Utility by right-clicking on the

wireless computer icon in your system tray (lower right corner of [

Mot Connected
screen). Select Connect to a network. _ _
h‘. Wireless networks are available,
=

Connect to a network
MNetwork and Sharing Center

-T-il L2010 Fivl

Bl % [ Friday

d 8/17/2007

2. Highlight the Wi-Fi name (SSID) you would like to connect to and

click Connect. (o) B ot
Disconnect or connect to another network
show (Al -
%‘ VOIPtest Unsecured netweork 15]_”
,ﬁl dlink Unsecured network !!-ﬂ]
-5_‘ tuesday Security-enabled network !!]_U o
El
Set up a connection or network
Open Network and Sharing Center
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3. Enterthe same security key or passphrase (Wi-Fi password) thatis on
your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as the one on the wireless
router.

@ ﬁ"‘ Connect to a network

Type the network security key or passphrase for Candy

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

[T Display characters

e If you have a USB flash drive with network settings for Candy, insert it now.
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Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a“site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray (lower-right
corner next to the time). Select View Available Wireless Networks.

The utility will display any available wireless networks in your area. Click
on a Wi-Fi network (displayed using the SSID) and click the Connect
button.

If you get a good signal but cannot access the Internet, check you
TCP/IP settings for your wireless adapter. Refer to the Networking Basics
section in this manual for more information.

§) Wireless networks detected x

One or more wireless networks are in range of this computer.,
To see the list and connect, dlick this message

Change Windows Firewall settings

Open MNetwork Connections

Repair

Yiew Available Wireless Networks

111" Wireless Network Connection 6

Network Tasks

& Refresh network list

-._-’f, Set up a wireless network
for a home or small office

Related Tasks

_‘l‘) Learn about wireless
networking

/g Change the order of
preferred networks

4 Change advanced
settings

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get mare

information.

((ﬁ))
(tﬁ))
((ﬁ))

((ﬁ))

Test

Unsecured wireless network Il][ll]l]
default

Unsecured wireless netnork atll
salestest

’g" Security-enabled wireless network llu[lu

test1

ﬁ Security-enabled wireless network alll ”

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

n &

>
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WPA/WPA2

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If you are

joining an existing network, you will need to know the WPA key being used.

1. Open the Windows® XP Wireless Utility by right-clicking on the wireless

. . . Ch Windows Firewall setti
computer icon in your system tray (lower-right corner of screen). Select e

View Available Wireless Networks. Open Network Connections

Repair

Yiew Available Wireless Networks

2. Highlight the Wi-Fi network (SSID) you would like to connect to and
click Connect. Network Tasks

g Refresh network list

<) Setup awireless network
for a home or small office

Related Tasks

') Learn about wirsless
networking

ﬂi’ Change the order of
preferred networks

4w Change advanced
settings

11 Wireless Network Connection 6 |5‘
Choose a wireless network
Click an item in the list below to connect to a wireless network in range or to get more
information.
Test Lo’
(ul'l)) © il
Unsecured wireless network. lEl[luu
default
(uil:) au 3
Unsecured wireless network. l["]l]ﬂ
lestest
(« in saleste:
*_»Jj Security-enabled wireless network ll[ln“ ) |
()
enabled wirelesspetwork 1l
This network req a network key. If you want to connect to this
network, dick C
DGL-4300
((i)) N
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3. The Wireless Network Connection box will appear. Enter the WPA-
PSK Wi-Fi password and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct. The
Wi-Fi password must be exactly the same as on the wireless router.

Wireless Network Connection

The network 'test1' requires a network key (also called a WEP key ar WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: | | |

Connect l [ Cancel l
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DWR-961. Read the
following descriptions if you are having problems. The examples below are illustrated in Windows® XP. If you have a different
operating system, the screenshots on your computer will look similar to these examples.

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website, nor do you
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must
be on the same IP subnet to connect to the web-based utility.

« Make sure you have an updated Java-enabled web browser. We recommend the following:

- Microsoft Internet Explorer® 7 or higher
- Mozilla Firefox 3.5 or higher

- Google™ Chrome 8 or higher

- Apple Safari 4 or higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a

different cable, or connect to a different port on the device if possible. If the computer is turned off, the link light may not
be on.

- Disable any Internet security software running on the computer. Software firewalls such as ZoneAlarm, BlackICE, Sygate,
Norton Personal Firewall, and Windows" XP firewall may block access to the configuration pages. Check the help files included
with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

+ Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

« Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button.
Make sure nothing is checked. Click OK.

« Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.
« Close your web browser (if open) and open it.

+ Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your web management.

- If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can | do if | forgot my password?
If you forgot your password, you must reset your router. This process will change all your settings back to the factory defaults.
To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip

to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30
seconds to access the router. The default IP address is 192.168.0.1. When logging in, leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail,
we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you'll have to do a special ping of the destination you're trying to go to. A destination could be
another computer, or a URL.

« Click on Start and then click Run.

» Windows® 95, 98, and Me users type in command (Windows® NT, 2000, XP, Vista®, and 7 users type in cmd) and
press Enter (or click OK).

+ Once the window opens, you'll need to do a special ping. Use the following syntax:

plng [urI] ['f] ['I] [MTU value] C:“>ping yahoo.com —f -1 1482
Pinging yahoo.com [66.94.234.131 with 1482 hytes of data:

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

Ping statistics for 66.94_234.13:
. Packets: Sent = 4, Received = B, Lost = 4 {1088» loss),
Example' plng yahoo‘com -f -I 1472 Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = ©nz,. Average = Bms
C:~>»ping yahoo.com —f -1 1472
Pinging yahoo.com [66.94_234.131 with 1472 hytes of data:

Reply from 66.974.234.13: bytes=1472 time=%93ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=18%ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=203ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = 8 <(Bx loss).
Approximate round trip times in milli-—seconds:

Hinimum = 93ms, Maximum = 283ms,. Average = 13Znms

G2
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a fragmented
packet.Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say that 1452 was the
proper value, the actual MTU size would be 1480, which is the optimum for the network we're working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
- Navigate to the Internet configuration page (see Internet on page 8 for details).
« To change the MTU, enter the number in the MTU field and click Apply to save your settings.

« Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments
of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business, or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely access the data you want, when, and where you want it. You will be able
to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead
of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports, coffee
shops and universities. Innovative ways to utilize WLAN technology are helping people work, and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A wireless router is a device used to provide
this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-Link
delivers the performance you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Wireless works similarly to how cordless phones work, through radio signals that transmit data from one point A to point B.
But wireless technology has restrictions as to how you can access the network. You must be within the wireless network range
area to be able to connect your computer. There are two different types of wireless networksl: Wireless Local Area Network
(WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point
has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access
point the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles to serve places
like manufacturing plants, industrial locations, university and high school campuses, airports, golf courses, and many other
outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to
30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn't use nearly as
much power. This makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other
devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home, office, business,
D-Link has a wireless solution for it.

Home Uses/Benefits
- Gives everyone at home broadband access
- Surf the web, check email, instant message, etc.
- Gets rid of the cables around the house
- Simple and easy to use

Small Office and Home Office Uses/Benefits
- Stay on top of everything at home as you would at office
« Remotely access your office network from home
« Share Internet connection and printer with multiple computers
« No need to dedicate office space
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Where is wireless used?
Wireless technology is expanding everywhere, not just at home or office. People like the freedom of mobility and it’s becoming
so popular that more and more public facilities now provide wireless access to attract people. The wireless connection in public

places is usually called “hotspots”.

Using a D-Link CardBus Adapter with your laptop, you can access the hotspot to connect to the Internet from remote locations
like: airports, hotels, coffee shops, libraries restaurants, and convention centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start.
That’s why we've put together a few setup steps and tips to help you through the process of setting up a wireless network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or access point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have

a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This would significantly reduce any interference that the appliances might cause since they operate on same frequency.
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Security

Don't let your next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on
the WPA or WEP security feature on the router. Refer to the product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

- Infrastructure — All wireless clients will connect to an access point or wireless router.

« Ad hoc - Directly connecting to another computer for peer-to-peer communication using wireless network
adapters on each computer, such as two or more DWR-961 wireless network CardBus adapters.

An Infrastructure network contains an access point or wireless router. All the wireless devices, or clients, will connect to the
wireless router or access point.

An ad hoc network contains only clients, such as laptops with wireless CardBus adapters. All the adapters must be in ad hoc
mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP
server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows® 7/Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the
default gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation,
security settings, and the settings on your router.
Some firewall software programs may block a DHCP
request on newly installed adapters.

o C:AWINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26801
(C>» Copyright 1985-2881 Microsoft Corp.

C:»Documents and Settings>ipconfig

Windows IP Configuration

Ethernet adapter Local Airea Connection:

Connection—specific DMS Suffix .
IP Address. . . . . . . . . . . . =
Subnet Mask

Default Gateway

C=“Documents and Settings>_

: dlink

18.5.7.114

: 255.255 255 @
:18.5.7.1
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows® XP -  Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3
Highlight Internet Protocol Version 4 (TCP/IPv4) and click Properties.

Step 4

rInterm:l Protocel Version 4 (TCP/IPv4) Properties ? ﬂhw
Click Use the following IP address and enter an IP address that is on the same subnet as  |[jcea
your network or the LAN IP address on your router. force g st s sl o e smor
for the appropriate IF settings.
, . () Obtain an IP address automaticall
Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.1.X © U e o e
where X is a number between 2 and 99. Make sure that the number you choose is not in - B
use on the network. Set the Default Gateway the same as the LAN IP address of your router A p— I
(I.E. 1 92.1 68.0.1 ). Obtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server: 192.168 . 1 . 1
Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The Alternate Altemate DN sever:
DNS is not needed or you may enter a DNS server from your ISP. Faldatesetings upon ext
St 5 _OK -Can:el
ep .
Click OK twice to save your settings.
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The DWR-961 offers the
following types of security:

« WPA2 (Wi-Fi Protected Access 2) « WPA2-PSK (Pre-Shared Key)
« WPA (Wi-Fi Protected Access) + WPA-PSK (Pre-Shared Key)

What is WPA?

WPA (Wi-Fi Protected Access), is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).

The 2 major improvements over WEP:

- Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing
algorithm and by adding an integrity-checking feature, ensures that the keys haven't been tampered with. WPA2 is based
on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

- User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP
regulates access to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple
to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to ensure that only authorized
network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between
8 and 63 characters long. The password can include symbols (1?*&_) and spaces. This key must be the exact same key entered on your
wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public
key encryption system to ensure that only authorized network users can access the network.
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Technical Specifications

LTE Band'
« Category 6: Band 2/4/5/12/13/25/26/41

Data Rates?

«  Upto 866.7 Mbps with 802.11ac clients

- 6/9/11/12/18/24/36/48/54 Mbps in 802.11g mode
« 1/2/5.5/11 Mbpsin802.11b mode

« LTE Uplink: Up to 50 Mbps

« LTE Downlink: Up to 100 Mbps

Standards

« |EEE 802.11b/g, compatible with IEEE 802.11n/ac devices
» |EEE 802.3i

- IEEE 802.3u

Wireless Security
« 64/128-bit WEP (Wired Equivalent Privacy)
- WPA & WPA2 (Wi-Fi Protected Access)

Firewall
« Network Address Translation (NAT)
. Stateful Packet Inspection (SPI)

' Supported frequency band is dependent upon regional hardware version.

2 Maximum wireless signal rate derived from IEEE Standard 802.11g/b/n/ac specifications. Actual data throughput will vary. Network conditions and environmental factors, including volume of network traffic, building

VPN
« L2TP/PPTP/IPSEC/VPN Pass-through

Antenna
. Two detachable 4G antennas

Ports
«  Four LAN ports (RJ-45)
«  WAN port (RJ-45)

SIM/UICC Slot
. Standard Mini-SIM/UICC slot

LED Status Indicators

. Power

« Internet
« 5GHz

« 24GHz
.« 4G

« LAN/ WAN/ Signal Strength

Dimensions
« 170x180x80 mm

Operating Temperature

+ 0to40°C(32t0 104°F)
Operating Humidity

+ 10% to 90% (Non-condensing)

Certifications
. FCC
«  RoHS

materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless signal range.
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Appendix D - Regulatory Information

Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and

can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

Non-modifications Statement:

Any changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate this
equipment.

Caution:

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any interference received, including interference that
may cause undesired operation.

For product available in the USA/Canada market, only channel 1~11 can be operated. Selection

of other channels is not possible.

Note

The country code selection is for non-USA models only and is not available to all USA models. Per FCC regulations, all WiFi product marketed in
the USA must be fixed to USA operational channels only.
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Appendix D - Regulatory Information

IMPORTANT NOTICE:

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 20 cm between the radiator and your body.
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