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Introduction

Thin clients running Dell Wyse ThinOS firmware are designed solely for optimal thin client security and
performance. These efficient purpose-built thin clients are virus and malware-immune and offer ultrafast
access to applications, files and network resources within Citrix, Microsoft, VMware and Dell vWorkspace
environments, and other leading infrastructures. ThinOS based thin clients are self-managed, go from
power-on to fully productive in seconds, and with no published API, locally accessible file system or
browser, require no local McAfee Anti-Virus software or firewall to protect against viruses or malware.

About this Guide

This guide is intended for administrators of thin clients running ThinOS. It provides information and
detailed system configurations to help you design and manage a ThinOS environment.

Supported Products
This guide is intended for the following Dell Wyse ThinOS products:

» CIOLE

+ RI10L

*  Wyse 3010 Thin Client with ThinOS (T10)

»  Wyse 3020 thin client with ThinOS (T10D)

*  Wyse 5010 thin client with ThinOS (D10D)

e Wyse 7010 thin client with ThinOS (Z10D)

*  Wyse 5040 AIO thin client (5212)

»  Wyse 5010 thin client with PColP (D10DP)

*  Wyse 5040 AIO thin client with PColP (5213)

Finding the Information You Need in this Guide

You can use either the Search window or Find toolbar to locate a word, series of words, or partial word in
an active PDF document. For detailed information on using these features, refer to the Help in your PDF
reader.

Technical Support

To access Dell Wyse Cloud Client Management technical resources (self-service portal, knowledge base,
software downloads, registration, warranty extensions/RMAs, reference manuals, and so on), see http://
www.dell.com/wyse/support.



For more information, you can call Customer Support at 1.800.800.9973 (toll free in U.S. and Canada).
Hours of operation are from 6:00 A.M. to 5:00 P.M. Pacific Time, Monday through Friday.

To access Dell Enterprise Mobility Management technical resources (create a Service Request), see
https://support.software.dell.com/create-service-request.

% NOTE: You need to register with Dell Support to place a service request. Check out the "Getting
Started” section of Dell Software Support at https://support.software.dell.com/essentials/getting-
started, if you are new to the Dell Software Support. For more information, you can call Technical
Support at 1.800.306.9329 (toll free in U.S. and Canada) or 949.754.8000 or 949.754.8080. Hours
of operation are from 5:00 A.M. to 5:00 P.M. Pacific Standard Time, Monday through Friday.

New Features

The ThinOS 8.2 release consists of the following new features:
¢ Bluetooth

This feature helps you to connect your thin client with Bluetooth enabled devices such as headsets
and mouses.

— Supported Platforms

The Intel wireless chipset 7260 comes with an integrated Bluetooth module. The ThinOS
Bluetooth feature is based on this technology. The following platforms with Intel wireless chipset
7260 support the Bluetooth feature.

*  Wyse 7010 thin client with ThinOS (Z10D)

*  Wyse 5010 thin client with ThinOS (D10D)

*  Wyse 5040 AIO thin client (5212)

*  Wyse 5010 thin client with PColP (D10DP)

*  Wyse 5040 AIO thin client with PColP (5213)

— Bluetooth version
Bluetooth smart is not supported on ThinOS.

For more information about configuring the Bluetooth settings, see Configuring the Bluetooth
Settings.
+ Updates to ThinOS packages

— Base package update and integration into firmware image—In the ThinOS 8.1 release, the
base.i1386.pkg was introduced for HDX FR to work on ThinOS. It was a separate package and
only required when HDX FR was needed.

In the ThinOS 8.2 release, the base.1386.pkg package is updated to newer version and
integrated into the ThinOS firmware image. You need not install or update this package on the


HTTPS://SUPPORT.SOFTWARE.DELL.COM/CREATE-SERVICE-REQUEST
HTTPS://SUPPORT.SOFTWARE.DELL.COM/ESSENTIALS/GETTING-STARTED
HTTPS://SUPPORT.SOFTWARE.DELL.COM/ESSENTIALS/GETTING-STARTED

system running ThinOS 8.2. If you delete this package by using the Delete All button, the package
is reinstalled automatically on the system after restart.

— FR.i386.pkg package update— The FR.1386.pkg package was introduced in ThinOS 8.1
release. In ThinOS 8.2 release, the FR.1386.pkg is updated to newer version to resolve a few
issues.

If the latest version of the FR.1386.pkg package is not installed on the thin client, you must
manually download this package and then install or update it on the ThinOS 8.2 system. The
manual installation procedure is the same as described in the RTME package section.

— RTME.i386.pkg package update— The RTME. 1386 .pkg is a new package introduced in ThinOS
8.2 release for RTME 1.8 (Citrix HDX Realtime Optimization Pack 1.8 for Lync) support on ThinOS
8.2.

If this package is not installed on your thin client, you must manually download this package, and
then install it on the ThinOS 8.2 system. For manual installation, see Installing the RTME package
on ThinOS.

— PCoIP.i386.pkg package update— In the ThinOS 8.2 release, the PCoIP.1386.pkg package is
displayed in the Packages tab in the System Tools dialog box for Wyse 5010 thin client with PColP
(D10DP) and Wyse 5040 AIO thin client with PColP (5213).

You need not install this package manually. If you delete this package using the Delete All button,
it is automatically reinstalled on the system after restart.

'8 Important: From this release, base.i386.pkg is mandatory for all ThinOS clients. PColP
~  package is mandatory for Wyse 5010 thin client with PColP (D10DP) and Wyse 5040 AIO thin

client with PColP (5213). These two packages are integrated into the ThinOS firmware image.
Installing the latest ThinOS firmware image will automatically install the latest version of these
packages on ThinOS client. You cannot manually install or upgrade these embedded packages.
However, the package version details of respective packages are displayed in the Packages tab
in System Tools for engineering information purpose only. For ThinOS package versions, see
Dell Wyse ThinOS 8.2 Release Notes.

RTME 1.8 (Citrix RealTime Optimization Pack 1.8 for Lync)
Citrix HDX RealTime Optimization pack offers high-definition audio and video calls with Lync.

For more information about RTME 1.8 feature, see Citrix HDX RealTime Multimedia Engine (RTME) 1.8.

VMware Horizon View broker and PColP updates
The VMware Horizon View broker icon is updated. The Disclaimer window is provided in this release.

The following changes are applicable to both Wyse 5010 thin client with PColP (D10DP) and Wyse
5040 AIO thin client with PColP (5213).

— PColP session NUM/CAP keyboard status synchronizes with the session instead of client.
— RDS desktop through PColP is supported in this release.
— USB redirection RDS desktop through PColP is not supported in this release.

For more information, see Using the VMware Horizon View Broker and PColP.
Removal of RDP VOR

RDP VOR (H.264) was supported on ThinOS v8.0. However, this feature is not supported on ThinOS
v8.2.



« Details about Monitors displayed in Event Log and System Tools

The details about the monitors connected to the ThinOS are displayed in the Event Log tab and in the
Devices tab in the System Tools dialog box.

Following is the screenshot displaying the Event Log tab:
e =

B sSystem Information —

| General | Copyright | Event Log | Status | EMNET I WLAN |

02:47:44 System Version: B8.2_015 (ROM: 3.0P) A

02:47:44 Characteristics: FilesystemSecurity

B2:47:44 CPU Version: AMD G-T48E Processor

02:47:44 Extracting package: rom.pkg VL1.0L ...

02:47:44 rom.pkg: 227 files extracted
: : : i = 158 MB

02:47:44 Screenl: [OxaclB®, Oxdee6] DELL U2715H Week(13) Year(2015

) S/N: CB5RDS53006HL

02:47:44 Screen2: [OxaclOd, 0x4082] DELL U3014 Week(19) Year(2013)

S/N: PIVEN355040L -




Following is the screenshot displaying the System Tools dialog box:

Bl system Tools .

Degices| Certificates ] Packages ] Global [NI| User INI

Bt -B3 wreesn64b7370d =
E E PCI Bus [Vendor, Device]
~E3 [0x1802, 0x43908] ATA Disk Controller

L
I
I
I
I

. Screenl: [Bxacld, Oxde66] DELL U271SH
i te-p-Gd Screen2: [Gxacld, Elx413?32] DELL IJ3GJ.4
""""" [Ox10ec, Ox8l6
----- EI- B3 UsB Bus
B8 EHCI Root Hub
S o B3 HUB [Class_09 Subclass_ 68 Protocol _06]
e -B3 UsSB Composite Device [Vid_413C Pid _2101]
i g usbhid [Class_03 Subclass_61 Protocol_0
-] CCID reader [Class_BB Subclass_08 Proto
~B3 UsB Composite Device [vid_@46D Pid_C52B]
g usbhid [Class_63 Subclass_ 61 Protocol_0

usbhid [Class_03 Subclass_01l Protocol_o
usbhid [Class_03 Eubclass 00 Protocol_ _a
--B3 EHCI Root Hub
; EP- B EHCI Root Hub
brrraneas ﬂ rl3572 [vid_l48F Pid_3572]

|B ok | |i Cancel

+ Default format of USB camera—The default format of USB camera is set to MIPEG. For more
information, see Configuring the Camera Settings.

« Upgrade to Transport Layer Security (TLS)— Transport Layer Security (TLS) is a protocol that provides
communication security between the client and server applications. In the ThinOS 8.2 release, the TLS
is upgraded from version 1.0 to version 1.2. By default, the ThinOS client uses TLS 1.2 to secure any
communication protocols, connections, or applications upon SSL/ TLS in general and falls back to the
previous SSL/ TLS version when negotiating with the server.

e ThinOS 8.2 contains additional INI parameters. For more information, see Dell Wyse ThinOS 8.2 IN/
Guide.

Features Introduced in ThinOS 8.1

The following features were introduced in ThinOS 8.1 release:

» Citrix UPD compatibility — Use of Citrix Universal Printer Driver (Citrix UPD) ensures that all printers
connected to a client can also be used from a virtual desktop or application session without
integrating a new printer driver in the data center. Citrix UPD is the base of Citrix Universal Printer. It is
an auto-created printer object that uses the Citrix UPD and is not tied to any specific printer defined
on the client. For more information, see Configuring the Citrix UPD configurations.
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RDP Dynamic resizing

The windows in an RDP session can be resized directly by using the mouse.
- How to work:

1. Launch an RDP session (Windows 8.1/2012 r2) by using Window mode and non-default
resolution.

2. Use the mouse to change the size of the session window.
Known Issues

Resizing the session window causes the MS media player's frame region to dispatch. This is a server
side issue.

Caradigm SSO and CM server —This feature integrates the Caradigm solution and provides Single
Sign-on and Context Management Services that are products of Caradigm. For more information, see
Configuring the Caradigm Vault Server.

Imprivata WebAPI v4 Support —This version of ThinOS supports Imprivata WebAPI v4. This version
supports configuration objects that enables you to control different aspects of client behavior. The
Imprivata WebAPI feature is available on OneSign server 4.9 and later versions. For more information,
see Configuring Objects on Imprivata server.

VPN Manager— VPN Manager is included in ThinOS 8.1 to manage VPN connections. A virtual private
network (VPN) extends a private network across a public network such as the Internet. It enables a
computer or Wi-Fi-enabled device to send and receive data across shared or public networks as if the
devices are directly connected to the private network, while benefiting from the functionality, security
and management policies of the private network. For more information, see Configuring the VPN
Manager.

Dual Network— This feature supports both wired and wireless connections concurrently.

— Default Gateway in the General tab — Default Gateway of ThinOS acts as an outgoing interface to
communicate with other networks. Two gateways available are wired and wireless. These
gateways can exist at the same time. For more information on Single Network support and Dual
Network support, see Configuring the General Settings.

Server Name option — In ThinOS 8.0, the manual input DNS Servers are replaced by DHCP. From
ThinOS 8.1, the manual input DNS Servers are retained behind DHCP.

USB 3.0 on Z10D —The Wyse 7010 thin client with ThinOS (Z10D) devices support two USB 3.0 ports.
The USB 3.0 is supported on ThinOS 8.1 and compatible with USB 2.0. When USB 2.0 device is
connected to 3.0 ports, the behavior of the device remains unaltered. For USB 3.0 device to connect
to 3.0 ports, the device type should be of 5 Gbps. All types of USB devices work when connected to
USB 3.0 port.

Known issue

— Camera preview has some known issue.

Improved Troubleshooting—An additional option labelled Export Event Log is added to the Options
window in Troubleshooting to enable logging of unexpected error messages. For more information,
see Using the Trouble Shooting Options.

Create INI options to change the BIOS feature— New INI Parameters are added to change the BIOS
feature on the ThinOS devices.

1
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INI Parameters:

Device=cmos

[Password=password encrypt={no, yes}]
[BootOrder={PXE, HardDisk, USB}]
[WakeOnLan={yes, no}]
[AutoPower={yes, no}]
[BootFromUSB={yes, no}]
[USBController={yes, no}]
[COMController={yes, no}]
[PopupMenu={yes, no}]
[OnboardAudio={yes, no}]

Supported platforms:

- Wyse 5010 thin client with ThinOS (D10D)
—  Wyse 7010 thin client with ThinOS (Z10D)
— Wyse 5040 AIO thin client (5212)

-  Wyse 3020 thin client with ThinOS (T10D)

In ThinOS 8.2, this feature is supported on the following PColP enabled clients:

— Woyse 5010 thin client with PColP (D10DP)

- Wyse 5040 thin client with PColP (5213)
NOTE: For platform Wyse 3020 thin client with ThinOS (T10D), only support options (Password/
Encrypt/BootOrder/AutoPower) are available.

Present the Hardware configuration in ThinOS from BIOS — This feature is displayed in the General
tab of System Information. The tab displays the hardware configuration information from the BIOS.
Based on the BIOS, user can view the following six parameters related to hardware configuration:

CPU Speed, Memory Speed, ROM Size, SSD Size, Parallel Ports and Serial ports.
Supported platforms:

- Wyse 5010 thin client with ThinOS (D10D)
—  Wyse 7010 thin client with ThinOS (Z10D)
—  Wyse 5040 AIO thin client (5212)

In ThinOS 8.2, this feature is supported on the following PColP enabled clients:
—  Woyse 5010 thin client with PColP (D10DP)
—  Wyse 5040 thin client with PColP (5213)

New tab provided — An additional tab is provided in the System Tools dialog box to display the
packages and delete them.



% NOTE: Base.i386.pkg'’s libraries are needed by each application. You cannot delete the base
package separately. If you click Delete All, all the packages including the base package are
deleted.

a. If the unit has packages installed, you can view the following dialog box.

B system Tools
|-' El_eﬁ:es__l_'t:ertiﬁ:gtes ] Packages |_G!nbal INI I User IM!__
Name \Wersion |size |
base. 1386, pkg L 18.35233 9863371 (9.4 MB)
FR.1386. pkg |1.09.34656 23231918 (22.1 MB)
RTME, 1386. pkg 11.087.35109 20312314 (19.3 M8)
Pcoap. 1306, pkg |1.04.35237 2836666 (2.7 M)
I Delete | | Delete Al
| oK | | B cancel

In ThinOS 8.2, the base package version is updated to newer version and a new RTME
package is introduced.

(’;‘: Important: Base package is mandatory for all ThinOS clients. PColP package is
mandatory for Wyse 5010 thin client with PColP (D10DP) and Wyse 5040 AIO thin
client with PColP (5213). However, the other packages are optional.

b. Select a particular .pkg file, and then click Delete to delete it.
c. Click Delete All button to delete all .pkg files.
¢ Miscellaneous —Acknowledgements button is added in the Copyright tab in System Information.
This button is related to third party software and is available only in following clients:
- Wyse 5010 thin client with ThinOS (D10D)
- Wyse 7010 thin client with ThinOS (Z10D)



— Wyse 5040 AIO thin client (5212)
In ThinOS 8.2, this feature is supported on the following PColP enabled clients:

—  Woyse 5010 thin client with PColP (D10DP)
—  Woyse 5040 thin client with PColP (5213)

[ System Information

General | Copyright | Event Log | Status | ENET | WLAN

Copyright 2008-2015 Dell Inc. ALl rights reserved.
This product and/or assoclated software are protected by
copyright, international treaties and various patents,
including the following US patents: 6,836,885 and 5,918,039,

Copyright (c) 1997-2015 Citrix Systems, Inc. AlLl rights reserved.

Acknowledgments

« Flash Redirection

This solution is to offload Flash content to the ThinOS client, and locally render and decode the flash
playback. The off-loading is conducted by Citrix HDX Flash Redirection. The local rendering and
decoding processes are carried out by a customized flash player. For more information about using
the flash redirection, see Using the Flash Redirection.

e ICA14.0.0.91

— Supported Environment

This release supports ICA connections with XenApp 7.x and later versions including XenDesktop
7.5 and later versions.

— New Features — This version of ICA has new features such as:
*  Multicast support in Virtual Driver Multi-Media (VDMM)

a. Launch an ICA Desktop in XenDesktop 7.x or XenApp 7.x
b. Start multimedia and from the file menu, click Open URL.

Event logs are displayed.

14



B system Information ®

. General | Copyright | {Event Log [ Status | EMET | WLAN

0B8:02:39 ICA: sfhost = "http://sfel.xen.bjga.com" -
08:02:51 ICA; Connecting to "XD76-WinBlxe4® ...

08:02:55 ica: Session size 1920X1168 with HW decoding

BB8:03:26 MMR: Buffering 0%

0B:03:26 MMR: Buffering L0O0%

08:03:26 MMR: Buffering 0%

08:03:26 MMR: Buffering 0%

08:03:37 MMR: Buffering L0O0%

B8:03:37 MMR: Buffering 100%

©8:03:48 MMR: Buffering 0% -

ﬁ NOTE: ICA multicast does not support C10 due to VIA platform limits.

* SuperCodec support in Virtual Driver ThinWire (VDTW)

For information about SuperCodec, refer to the |CA SuperCodec.
* Keyboard Timer Support

a. Add sessionConfig=ica KeyboardTimer=1000in wnos.ini.
b. Launch an ICA desktop, and then open the Notepad in the session.
c.  When you try to edit something in Notepad, you will see some delay in the key input.

* Mouse Snap To position

Launch an ICA desktop.

a
b. In Control Panel, go to Mouse Settings.

0

Click Pointer Options — Snap To.

d. Enable Automatically move pointer to the default button in the dialog box, and then click
OK to close the dialog box.

e. Re-open the mouse setting.

The mouse pointer snaps to OK button automatically.
*  VDMM support
a Launch an ICA desktop.
b.  Run multimedia in session and try to play a video clip.
c. Seek the progress bar to a certain position.
d. Wait for the video clip to repeat the playback.
e. Again seek the progress bar to a certain position. User can seek to the correct position

and continue to play.

Anonymous logon—This feature enables the users to log into the Storefront server configured with
unauthenticated store without Active Directory (AD) user credentials. It allows unauthenticated users
to access the applications instead of AD accounts.

% NOTE: Anonymous logon is not supported with legacy mode of Storefront server.
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Getting Started: Quickly Learning the
Basics

Use the following information to quickly learn the basics and get started using your thin client:

e Connecting to a Remote Server

e Using Your Desktop

o Configuring Thin Client Settings and Connection Settings

e Connecting to a Printer

+ Connecting to a Monitor
e Locking the Thin Client

« Signing Off and Shutting Down
* Additional Getting Started Details

% NOTE:

ThinOS is centrally managed and configured using INI files to automatically push updates and any
desired default configuration to all supported thin clients in your environment — see Central
Configuration: Automating Updates and Configurations.

If no INI files are detected, you can use local dialog boxes on each thin client to make available
configurations. ThinOS will save many of these locally configured settings such as resolution,
mouse, and keyboard to persist after reboot. However, once INI files are detected, rebooting causes
ThinOS to become stateless while ignoring locally configured settings after a reboot and then the
settings contained in the INI file will be used.

Connecting to a Remote Server

On your initial connection to central configuration, we recommended that you connect using a wired
connection plug in the network-connected Ethernet cable to your thin client before starting the thin
client to obtain the configurations desired by the administrator. This wired connection will also provide
any wireless configurations provided by the administrator through INI files.

If you must initially connect to central configuration through wireless, use the Wireless tab in the
Network Setup dialog box to enter the SSID and encryption configurations required or set up by the
network administrator. For more information, see Configuring the Network Settings.

Central Configuration — If you are configured for automatic detection using INI files — see Dell Wyse
ThinOS INI Guide , your thin client will automatically detect and connect to the configured remote
services during the boot-up process. Press the power button to turn on your thin client to see the Login
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dialog box. Enter your User name, Password, and Domain, and then click Login. After authentication is
successful, your available connections are presented.

ﬁ NOTE:

Although the thin client will default to the Classic Desktop for INI backward compatibility, you can
configure the thin client to display the Zero Desktop by using the SysMode=VDI parameter in the INI
files or by selecting the desktop option in the dialog box. For more information, see_Using Your

Desktop.

Manual Connection — If you are not yet set up for central configuration, you will see the Zero Toolbar,
where you can configure the initial server connection you want using the Remote Connections dialog
box before you can log in. For more information, see Connecting to a Remote Server manually.

You only need to complete this manual configuration once or after reboot to factory defaults. After the
thin client knows the location of your server, it automatically connects to the server for login when you
start the thin client in the future. After you confirm that your environment is ready for deployment, you
can create INI files for central configuration.

Connecting a Remote Server Manually
To connect a Remote Server manually, complete the following tasks:

1. Click the System Settings icon on the Zero Toolbar to open the System Settings menu, and then
click Remote Connections to open the Remote Connections dialog box.

2. Click the Broker Setup tab of the Remote Connections dialog box to configure one of the following
connections:

e |CA or RDP connection —Select None, select ICA or RDP, click Configure Connection, and then
follow the wizard.

* A specific broker server connection — Select Microsoft, Citrix Xen, Dell vWorkspace, VMware
View, or Other, and then enter the IP Address for the server in the Broker Server box.

% NOTE: For more details, see Configuring the Remote Connections.

3. Click OK, and then restart the thin client.
Click the Shutdown icon on the Zero Toolbar to open, and use the Shutdown dialog box to restart
the thin client.

NOTE:

% e If an ICA or RDP connection is configured— After thin client restarts, click the Home icon on
the Zero Toolbar to open the list of available connections. Click the ICA or RDP connection
you created, and then log in.

« |If a Specific Broker Server Connection is configured— After thin client restart, the Login
dialog box appears for your server. Enter the User name, Password, and Domain and click
Login. After authentication is successful, your Zero Toolbar is presented with your assigned
connections defined by the broker server.

Using Your Desktop

What you see after logging on to the server depends on the administrator configurations.

» Users with a Classic Desktop - will see the classic ThinOS desktop with full taskbar, desktop, and
Connect Manager familiar to ThinOS users. This option is the default out-of-the-box experience and
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is recommended for terminal server environments with published applications and for backward
compatibility with ThinOS 6.x versions. For more information on using the Classic Desktop, see
Classic Desktop Features.

* Users with a Zero Desktop - will see the Zero Desktop with the Zero Toolbar showing the assigned
list of connections from which to select. This option is recommended for VDI and any full-screen only
connections. For more information on using the Zero Desktop, see Zero Desktop Features.

In any desktop case, you can select the desktop option you want (Classic Desktop or Zero Desktop) and
create the connections you need using the Visual Experience tab on the Remote Connections dialog
box.

To open the Remote Connections dialog box, perform one of the following tasks:
e Classic Desktop — Click User Name , and then select System Setup — Remote Connections.

% NOTE: User Name is the user who is logged-on and is located at the lower-left pane of the
taskbar

* Zero Desktop — Click the System Settings icon on the Zero Toolbar, and then select Remote
Connections.

Configuring Thin Client Settings and Connection Settings

While the use of INI files is recommended to configure thin client settings and connection settings
available to users, see Hoe to Set Up Automatic Updates and Configurations, you can use dialog boxes
on a thin client to:

e Set up your thin client hardware, look and feel, and system settings, see Configuring Thin Client
Settings Locally.
» Configure connection settings, see Configuring Thin Client Settings Locally.

Connecting to a Printer

To connect a local printer to your thin client, be sure you obtain and use the correct adapter cables
which are not included. Before use, you may need to install the driver for the printer by following the
printer driver installation instructions. For information on connecting to printers, see Configuring the

Printer Setup.

Connecting to a Monitor

Depending on your thin client model, connections to monitors can be made using either a VGA (analog)
monitor port, a DVI (digital) monitor port, or a DisplayPort (digital) and the proper Dell monitor cables/
splitters/adapters. For information on configuring dual display settings, see Configuring the Display

Settings.

% NOTE:

For dual-monitor supported thin clients— when using a DVI to DVI/VGA splitter, ensure that the
DVI monitor will be the primary monitor; when using a DisplayPort, ensure that the DisplayPort
monitor will be the primary monitor.
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Locking the Thin Client

To help ensure that no one else can access your private information without permission, ThinOS allows
you to lock your thin client so that credentials are required to unlock and use the thin client after you do
one of the following:

¢ Unplug a signed-on smart card — If an administrator has set SCRemovalBehavior=1for the signing
parameter in the INI files and you unplug the smart card that you used to sign on to the thin client,
then the thin client will lock. To unlock the thin client for use, you must use the same smart card and
your correct PIN. Note that removing a signed-on smart card can also cause the thin client to log-off,
if an administrator has set the INI files to do so in this case you must sign-on as usual to use the thin
client.

¢ Use Lock Terminal from the Shortcut Menu and Shutdown dialog box — On the Classic Desktop,
right-click on the desktop and select Lock Terminal, or use the Shutdown dialog box, see Classic
Desktop Features. On the Zero Desktop, use the Shutdown dialog box, see Signing Off and Shutting
Down. To use the thin client, you must use your correct password.

* Use the screen saver — If an administrator has set LockTerminal=2 for the ScreenSaver parameter
in the INI files and you use the screen saver, then the thin client will lock. To open the thin client for
use, you must use your correct password.

Signing Off and Shutting Down

Use the Shutdown dialog box to select the available option you want:

» Classic Desktop — Click Shutdown in the Connect Manager or Desktop Menu.

e Zero Desktop — Click the Shutdown icon on the Zero Toolbar.

NOTE: You can also configure automatic behavior after all desktop sessions are closed by using the
Remote Connections dialog box, see Central Configuration: Automating Updates and

Configurations.

Additional Getting Started Details

This section includes additional details on the following:

e Zero Desktop Features

o Classic Desktop Features

e Login Dialog Box Features

e Accessing System Information

Zero Desktop Features
This section includes information on:

e« Zero Interactive Desktop Guidelines

e Zero Toolbar
o List of Connections
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Zero Interactive Desktop Guidelines

The Zero Desktop has a default background with the Zero Toolbar at the left of the screen.
The Following table lists the available Zero Desktop shortcuts.

Action Press
Display the Zero Toolbar Ctrl+Alt+UpArrow
Open a selection box for toggling between the Ctrl+Alt+DownArrow

desktop and currently-active connections

Lock the thin client Ctrl+Alt+LeftArrow
or
Ctrl+Alt+RightArrow
Keyboard shortcuts to menu commands Left-Alt+UnderlinedLetter
or

Right-Alt+UnderlinedLetter

Capture the full desktop to the clipboard Print Screen

Capture the active window to the clipboard Alt+PrintScreen

ﬁ NOTE:

* You can copy and paste between application sessions and between sessions and the desktop,
however, this function depends on session server configurations.

* In addition to the standard two-button mouse, the thin client supports a Microsoft Wheel Mouse
used for scrolling. Other similar types of a wheel mouse may or may not work.

To switch the left and right buttons, use the Peripherals dialog box, see Configuring the Peripherals
Settings.

Zero Toolbar

The Zero Toolbar usually appears at the left corner of the Zero Desktop. However, depending on
administrator configurations, the toolbar can be removed or hidden. It is shown only when a user moves
the mouse pointer over the left edge of the desktop screen.

Administrators can configure the toolbar settings using either a dialog box, see Configuring the Remote
Configurations or the SysMode parameter in the wnos.ini file, see Dell Wyse ThinOS INI Guide.
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Table 1. Toolbar icons

Icon

What It Does

Home

Opens the list of available connections, see List of
Connections.

System Information

Displays thin client system information, see
Accessing System Information .

System Settings

Opens the System Settings menu to configure thin
client system settings and perform diagnostics, see
Configuring the Connectivity, Configuring Thin
Client Settings Locally, Central Configuration:
Automating Updates and Configurations.

Shutdown Terminal

Click the Shutdown Terminal icon to use the
Shutdown options available on the thin client, see
Signing Off and Shutting Down. Note that the
Shutdown Terminal icon does not display on the
toolbar when using the Admin Mode button to
configure system settings.

% NOTE:

If configured to display by an administrator, the current date and time are shown on the Zero
Toolbar. The thin client is capable of synchronizing its clock to time provided by a Simple Network

Time Protocol (SNTP) server.

List of Connections

On the Zero Toolbar, you can click the Home icon to open your list of assigned connections. In some

cases, the list may contain only default connections.

Use the following guidelines depending on user privilege level, some options may not be available for

use:

Table 2. Connection Options

Option

What It Does

Name of the connection

Opens the connection you want to use.

NOTE: All open connections display a blue
icon to the left of the connection name in the

list.
Reset icon Resets the connection.

% NOTE: It is useful when a connection is not
functioning properly or you need to reboot
the connection.

Close icon Closes the connection.
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% NOTE: The Close icon is grayed out for
connections that are not open.

Edit icon Opens the Connection Settings dialog box, see
Advanced Details on Configuring ICA and RDP
Connections to change the connection options.

ﬁ NOTE: Depending on user privilege level,
editing options may not be available for use.

Add Connection Allows you to configure or add new connections.

Configuring Global Connection Settings If you do not use INI files to provide global
connection settings, you can click Global
Connection Settings to open and use the Global
Connection Settings dialog box to configure
settings that affect all of the connection in the list.

Classic Desktop Features

This section includes information on:

o Classic Interactive Desktop Guidelines

e Using the Shortcut Menu

e Using the Desktop Menu

o Using the Connect Manager

Classic Interactive Desktop Guidelines

The Classic Desktop has a Dell Wyse default background with a horizontal task bar at the bottom of the
screen.

Use the following guidelines:

¢ |cons representing available server connections and published applications are displayed on the
background. If you pause the mouse pointer over an icon, the information about the connection will
be displayed. Right-clicking on an icon opens the Connection Settings dialog box which displays
additional information about the connection. The humber of icons that can be displayed on the
desktop depends on the desktop resolution and administrator configuration.

* Aserver connection and published application can be opened by double-clicking a desktop icon or a
user can navigate to the desktop icon they want by using tab key and pressing Enter to initiate the
connection.

* Right-clicking on the desktop provides a Shortcut Menu, see Using the Shortcut Menu.

e Clicking the User Name or clicking on the desktop, opens the Desktop Menu, see Using the Desktop
Menu.

% NOTE: User Name is the user who is logged-on and is located at the lower-left pane of the task
bar.
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% NOTE: If configured to display by an administrator, the volume control is displayed in the right
corner of the taskbar and the current time and date are shown when the cursor is placed on the
time; the thin client is capable of synchronizing its clock to time provided by a Simple Network Time
Protocol (SNTP) server.

Using the Shortcut Menu

To use the Shortcut Menu:

1. Login as Administrator.
2. Right-click on your desktop

The Shortcut Menu is displayed.

3. On the Shortcut Menu, you are able to view and use the following options:

a.
b.
C.

Administrator Mode — Allows administrators to configure various settings locally on thin client.
Hide all windows — Brings the full desktop to the foreground.

Copy to clipboard — Copies an image of the full screen, current window or event log to the
clipboard. The clipboard contents can then be pasted to an ICA or an RDP session.

Purge clipboard — Discards the contents of the clipboard in order to free up memory.

Lock Terminal — Puts the thin client in a locked state if the user has signed on to the system with
a password. The thin client can only be unlocked using the same password.

Group Sessions — Enables you to open more than three ICA or three RDP or three ICA seamless
sessions. The sessions are displayed as a group on the taskbar

Using the Desktop Menu

To use the desktop menu:

1. Click your Desktop or click your User Name.
User Name is the user who is logged-on and is at the bottom-left side of the taskbar.

The desktop menu is displayed.

2. On the desktop menu, you are able to view and use the following options:

a. System Setup — Provides access to the following local system setup dialog boxes:

Network Setup — Allows selection of DHCP or manual entry of network settings, as well as
entry of locations of servers essential to thin client operation. This menu selection is disabled
for Low-privileged users. See Configuring the Network Settings.

Remote Connections — Allows you to configure thin client network connections including
ICA, RDP, Citrix Xen, VMware View and other broker server connections. For more
information, see Configuring the Remote Connections.

Central Configuration — Allows you to configure thin client central connection settings such
as file server and optional WDM server settings. For more information, see Configuring the
Central Configurations.

VPN Manager — Allows you to configure thin client VPN manager. For more information, see
Configuring the VPN Manager.

System Preference — Allows user selection of thin client parameters that are matter of
personal preference. For more information, see Configuring the System Preferences
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+ Display — Allows you to configure the monitor resolution and refresh rate. For more
information, see Configuring the Display Settings.

e Peripherals — Allows you to select the peripherals settings such as keyboard, mouse, volume
and touch screen settings. For more information, see Configuring the Peripherals Settings.

¢ Printer — Allows configuration of network printers and local printers that are connected to
the thin client. For more information, see Configuring the Printer Settings.

b. System Information — Provides thin client system information. See Accessing System
Information.

c. System Tools — Opens a submenu from which the wnos.ini and user.ini windows can be opened
to view the contents of the files. See System Tools.

d. Trouble shooting Options — Displays Performance Monitor graphs that display client CPU,
Memory and Networking information and trace route response messages. For more information,
See Using the Trouble Shooting Options and System Tools

e. Applications — Contains a submenu of all locally configured applications and is populated with
published applications when a user is signed on using either PNLite or PNAgent.

f. Shutdown — Opens the Sign-off/Shutdown/Shutdown/Restart the System dialog box. See
Signing Off and Shutting Down

Using the Connection Manager

To use the Connection Manager:

1. Click Connect Manager on the Taskbar.

* The Connect Manager has a list of connection entries and a set of command buttons available for
use with the connections.

¢ Non-privileged users cannot view the Connect Manager.

The Connection Manager dialog box is displayed.

El
Description Protocol
Default ICA = m
w2kB8r2-vvbl-87 RDP
win2k12r2- 136 *  RDP New
winZ2k8r2- 166 * RDP =
win7x32-napa RDP
win7x32-vvb RDP -
win7x64-ent-85 RDP
win7x64-ent-86 RDP
win7x86e RDP
[} - Delete

| Global Connection Settings

2. Inthe Connection Manager dialog box, use the following buttons to configure the Connection
Manager settings:
a. Click Connect to select a connection from the list and make a connection.

b. Click New to open the Connection Settings dialog box either directly or through the Connection
Protocol menu selection for creating a new connection definition.
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For more information on the Connection Settings dialog box, refer to Advanced Details on
Configuring ICA and RDP Connections.

The new locally defined connections are added to the connection list. Be aware of the following
information:

+ High-privileged user — Typically, all locally defined connection definitions are temporary and
are lost when the user logs off and when the thin client restarts or is shut down. However, if
configured by an administrator (enablelocal=yes), locally defined connection definitions can
be saved in these cases.

« Stand-alone user — Locally defined connections are retained when the thin client restarts or
is shut down and there is no individual logon. Network configuration settings must be made
locally.

c. Click Properties to open the Connection Settings dialog box for the selected connection

For more information on the Connection Settings dialog box, refer to Advanced Details on

Configuring ICA and RDP Connections.

Be aware of the following information:

+ High-privileged user — Can view and edit the definitions for the currently selected
connection. Edits are not permanently retained when the user signs-off.

* Low-privileged user — Cannot create or edit connections, but can view connection
definitions.

+ Stand-alone user — Can permanently modify the persistent connections except when
PNAgent/PNLite services are used.
d. Click Sign-off to sign off from the thin client.
e. Select a connection from the list, and click delete to delete the selected connection.

f. Select a Virtual connection from the list, and click Reset VM to reset a selected virtual
connection.

g. Click Global Connection Settings tab to open and use the Global Connection Settings dialog
box to configure settings that affect all of the connections in the list.
For more information on the Global Connection Settings dialog box, refer to_Global Connection

Settings.

Login Dialog Box Features

While the Login dialog box allows you to log on to the server, it also allows you to:

Obtain system information.

Access Admin Mode to configure thin client settings.

Change or reset your own password and unlock your account.
Open the Shutdown dialog box by using CTRL+ALT+DELETE.

In the Login dialog Box, use the following guidelines:

System Information— Click the Sys Info button to open the System Information dialog box. You can
view the thin client system information such as System Version, IP Address, information on devices
connected to your thin client, event logs and so on. For more information, see Accessing System
Information.

25



¢« Admin Mode — Click the Admin Mode button to configure various settings locally on the thin client
other than broker desktop configurations. For example, you can choose to manually configure the
Citrix Xen Broker Server URL or override the URL that is centrally defined by file servers by using the
Remote Connections dialog box as described in Remote Connections.

— Classic Desktop — Use the Leave Administrator Mode option in the Shutdown dialog box.

— Zero Desktop — Use the Leave Administrator Mode option in the Shutdown dialog box, or use the
Leave Administrator Mode icon (X) in the upper-right pane of the System Settings menu.

% NOTE: By default the Admin Mode button is not displayed on the log on dialog box. You can
display it by selecting the Show local admin button check box in the Shutdown dialog box, see
Signing Off and Shutting Down.

% NOTE:

By default there is no password needed for Admin Mode button use. You can password protect
the Admin Mode button (to require login credentials) by using the AdminMode parameter in a
wnos.ini file, see Dell Wyse ThinOS INI Guide.

* Shutdown — Click the Shutdown button to open and use the Shutdown dialog box to sign off, shut
down, restart, reset the system setting to factory defaults, and so on. For information, see Signing Off
and Shutting Down.

* Account Self-Service — Click the Account Self-Service icon shown when configured using the
AccountSelfService option of the PasswordServer INI parameter to open and use the Account Self-
Service dialog box to change or reset your own password and unlock your account. For information
on INI parameter, see Dell Wyse ThinOS INI Guide.

This process assumes that the security questions and answers have been pre-registered by the user inside
of their Windows environment. Users must use HTTPS (not HTTP) for an account self-service server
address such as https://IPAddress, in the Broker Setup tab. For more information, see Configuring the
Remote Connections. After answering the security questions, your new password will be set or your
account will be unlocked.

Accessing System Information

Use the System Information dialog box to view system information.

* Classic Desktop — Click System Information from the desktop menu.

o Zero Desktop — Click the System Information icon on the zero toolbar.

The System Information dialog box includes:

* General Tab — Displays general information such as System Version, Serial Number, Memory Size
(Total and Free), CPU Speed, ROM Size, Monitor, Parallel ports, Terminal Name, Boot from, Memory
speed, SSD size, Resolution and Serial ports.

* Copyright Tab — Displays the software copyright and patent notices.

* Event Log Tab — Displays the thin client start-up steps normally beginning from System Version to
Checking Firmware or error Messages that are helpful for debugging problems. The details about the
monitors connected to the thin client are also displayed.

o Status Tab — Displays status information about TCP performance related parameters, UDP
performance related parameters, CPU Busy, System Up Time, CCM status, Free Memory, Active
sessions, and WDM status.
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IPv6 Tab — Displays IPv6 information such as Link-local Address, IPv6 Address and IPv6 Default
Gateway.

NOTE: This tab is displayed when IPv6 is enabled in the General tab of the Network Setup dialog
box, see Configuring the Network Settings.

ENET Tab— Displays information about wired network connections.

WLAN Tab— Displays information about wireless network connections.
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3

Global Connection Settings

If you do not use INI files to provide central configuration (global connection settings) to users, you can
use the Global Connection Settings dialog box to configure settings that affect all of the connections in
your list of connections:

e Zero Desktop — Click Global Connection Settings in the List of Connections.

» Classic Desktop — Click Global Connection Settings in the Connect Manager.
To configure the Global Connection Settings:

1. On the desktop taskbar, click Connect Manager — Global Connection Settings.
The Global Connection Settings dialog box is displayed.

L)

| Session | ICA | RDP |

rSettings commeon to all ICA sessions
[+ Use HTTP for browsing [~ Alternate address via firewall
[+ Seamless window mode [+ Desktop with fullscreen mode
[~ Enable HDX/MMR [~ Enable session reliability
USB Device Redirection Type: IWﬂ
Audio Quality: jpefault =
Map To: |

TR

2. Click the Session tab to select the check boxes you want for the options that are available to all
sessions.

The Smart Card check box specifies the default setting for connecting to a smart card reader at
startup.
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% NOTE:

» |CA sessions always have automatic connection to attached smart card readers. When using
the Disks check box for automatic connection to connected USB sticks, use the following
guidelines:

— More than one disk can be used at the same time, however, the maximum number of
USB sticks including different subareas is 12.

— Be sure to save all data and sign off from the session mapping the USB stick before
removing the USB stick.

NOTE: Granular Control over USB Redirection — By default, audio, video and printer devices
will not use HDX USB for redirection. You can make selections for USB device redirection on
the Session tab of the Global Connection Settings dialog box.

Click ICA tab to select the check boxes you want for the options that are available to all ICA sessions.
Select the audio quality optimized for your connection.

Map to — When a drive is entered, maps a disk under the drive.
Click RDP and use the following guidelines:

* Enable or disable Network Level Authentication (NLA)— The NLA authentication method verifies
users before they are allowed to connect with a full Remote Desktop connection.

* Enable or disable ForceSpan— This dual-monitor feature allows you to span the session
horizontally across two monitors, thus two monitors acting as one large monitor.

* Enable or disable Terminal Service multimedia Redirection (TSMM).
* Enable or disable Record from Local (recording from local microphone).
* Enable or disable RemoteFX.

o Select the USB Redirection Type (TCX USB or RDP USB)— TCX USB is the default. To use RDP
USB, you must use a RemoteFX session. However, RDP USB is not supported using a standard
RDP session.
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4

Configuring the Connectivity

This chapter helps you to understand various configuration settings for a secure connection. Connectivity
menu includes:

Configuring the Network Settings.

Configuring the Remote Connections.

Configuring the Central Configurations.

Configuring the VPN Manager.

Important:
To configure the settings on Classic desktop, click System Setup from the desktop menu, and use
the configuration tabs.

To configure the settings on Zero desktop, click the System Settings icon on the zero toolbar, and
then use the configuration tabs.

Configuring the Network Settings

To configure the network settings use the following options:

Configuring the General Settings

Configuring the Options Settings
Configuring the ENET Settings
Configuring the WLAN Settings

Configuring the General Settings

To configure the general network settings:

1
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From the desktop menu, click System Setup, and then click Network Setup.
The Network Setup dialog box is displayed.



Network Setup

General | Options | ENET | WLAN

~Select Network Interface as the Default Gateway
® ENET - Wired Network Connection |

() WLAN - Wireless Network Connection

~MName Servers
DNS Domain:

DNS Servers:

WINS Servers:

Tcp Timeout: |l x 30 Seconds

2. Click the General tab, and use the following guidelines:
a. To set the default gateway, select the type of network interface from the available options.

1. Single Network support — Either wireless or wired network is connected.

* ENET — Click this option, if you want set up the Ethernet Wired Network Connection.

* WLAN — Click this option, if you want set up the Wireless Network Connection.

o |If the user use wireless network after selecting ENET connection or wired network after
selecting WLAN connection, then the system log "WLAN: set default gate way xx.xX.xx.xx"

for first case and "ENET: set default gate way xx.xx.xx.xx" for second case are printed to
ensure that the Ul setting reflects the actual usage.

% NOTE: The User Interface (Ul) will not be changed automatically.

2. Dual Network support — Both wireless and wired networks are connected. The default
gateway is determined by the Ul settings.
b. Enter the URL address of the DNS Domain in the DNS Domain box.
c. Enter the IP address of the DNS Server in the DNS Server box.
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3.

Use of DNS is optional. DNS allows you to specify remote systems by their host names rather
than IP addresses. If a specific IP address (instead of a hame) is entered for a connection, it is used
to make the connection. Enter the DNS Domain and the network address of an available DNS
Server. The function of the DNS Domain entry is to provide a default suffix to be used in name
resolution. The values for these two boxes may be supplied by a DHCP server. If the DHCP server
supplies these values, they replace any locally configured values. If the DHCP server does not
supply these values, the locally configured values will be used.

NOTE: You can enter up to 16 DNS Server addresses, separated by a semicolon, comma, or
space. The first address is for the primary DNS server and the rest are secondary DNS servers
or backup DNS servers .

Enter the IP address of the WINS Server in the WINS Server box.

Use of WINS is optional. Enter the network address of an available WINS name server. WINS
allows you to specify remote systems by their host names rather than IP addresses. If a specific IP
address (instead of a name) is entered for a connection, it is used to make the connection. These
entries can be supplied through DHCP, if DHCP is used. DNS and WINS provide essentially the
same function, name resolution. If both DNS and WINS are available, the thin client attempts to
resolve the name using DNS first and then WINS.

You can enter two WINS Server addresses (primary and secondary), separated by a semicolon,
comma, or space.

Enter the digit multiplier of 30 seconds in the TCP Timeout box to set the time-out value of a
TCP connection. The value must be 1 or 2 which means the connection time-out value is from
1x30= 30 seconds to 2x30= 60 seconds. If the data for connecting to the server is not
acknowledged and the connection is time out, setting the time-out period retransmits the sent
data and again tries to connect to the server till the connection is established.

Click OK to save the settings.

Configuring the DHCP Options Settings

To configure the options settings:

1

2.

32

From the desktop menu, click System Setup, and then click Network Setup.
The Network Setup dialog box is displayed.
Click the Options tab, and use the following guidelines:



]
Options | ENET | wian |

~DHCP Option IDs

File Server: [161 WDM Server: |186
Root Path: | 162 WDM Port: |192
Ftp Username: |184 Citrix Server: [181

Ftp Password: |185 Domain List: |182

VDI Broker: IlBB WDM Secure Port: Ilgﬁl

CCM Group Key: [199 WDM FQDN: [194
CCM Server: [165 CCM MQTT Server: [166

[+ Interpret DHCP Vendor-Specific Info
DHCP Vendor ID: [wyse- 1660
DHCP UserClass ID: [wyse- 1060

@ ok

a. DHCP Option IDs — Enter the supported DHCP options. Each value can only be used once and
must be between 128 and 254. For information about DHCP options, see DHCP Options.

b. Interpret DHCP Vendor-Specific Info — Select this check box for automatic interpretation of the

vendor information.

c. DHCP Vendor ID — Shows the DHCP Vendor ID when the dynamically allocated over DHCP/

BOOTP option is selected.

d. DHCP UserClass ID — Shows the DHCP UserClass ID when the dynamically allocated over

DHCP/BOQOTP option is selected.
3. Click OK to save the settings.

Configuring the ENET Settings
To configure the ENET settings:

1. From the desktop menu, click System Setup, and then click Network Setup.

The Network Setup dialog box is displayed.
2. Click the ENET tab, and use the following guidelines:
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a.

| General | Options | ENET

Ethernet Speed: | Auto-Detect =

¥ IPva

Dynamic Address

Properties

I IPvB

Dynamic Address

‘ Advanced |

| Properties

—] Enable IEEE802.1x Authentication

EAP Type: | None

O

Ethernet Speed — Normally the default (Auto-Detect) should be selected, but another selection
can be made if automatic negotiation is not supported by your network equipment. Selections
include Auto-Detect, 10 MB Half-Duplex, 10 MB Full-Duplex, 100 MB Half-Duplex, 100 MB Full-

Duplex, and 1 GB Full-Duplex.

The 10 MB Full-Duplex option can be selected locally at the device, however, this mode may

need to be negotiated through AutoDetect.

The IPV4 check box is selected by default. Click Properties to set various options supported by

IPV4.

« Dynamically allocated over DHCP/BOOTP — Selecting this option enables your thin client to
automatically receive information from the DHCP server. The network administrator must
configure the DHCP server using DHCP options to provide information. Any value provided by
the DHCP server replaces any value entered locally on the Options tab, however, locally
entered values are used if the DHCP server fails to provide replacement values.

o Statically specified IP Address — Select this option to manual enter the IP Address, Subnet

Mask and Default Gateway:

— IP Address — Must be a valid network address in the server environment. The network

administrator must provide this information.

— Subnet Mask — Enter the value of the subnet mask. A subnet mask is used to gain access
to machines on other subnets. The subnet mask is used to differentiate the location of
other IP addresses with two choices: same subnet or other subnet. If the location is other




subnet, messages sent to that address must be sent through the Default Gateway, whether
specified through local configuration or through DHCP. The network administrator must
provide this value.

— Default Gateway — Use of gateways is optional. Gateways are used to interconnect
multiple networks (routing or delivering IP packets between them). The default gateway is
used for accessing the internet or an intranet with multiple subnets. If no gateway is
specified, the thin client can only address other systems on the same subnet. Enter the
address of the router that connects the thin client to the internet. The address must exist
on the same subnet as the thin client as defined by the IP address and the subnet mask. If
DHCP is used, the address can be supplied through DHCP.

Select the IPV6 check box, and then click Advanced to select various IPV6 supported setting
options from the available check boxes.

. Click properties and use the following guidelines:

Wait DHCP — Selecting this option enables your thin client to wait for IPV6 DHCP before the
sign-in, if not selected the system will only wait for IPV4 DHCP if enabled.

Dynamically allocated over DHCP/BOOTP — Selecting this option enables your thin client to
automatically receive information from the DHCP server. The network administrator must
configure the DHCP server (using DHCP options) to provide information. Any value provided
by the DHCP server replaces any value entered locally on the Options tab, however, locally
entered values are used if the DHCP server fails to provide replacement values.

Statically specified IP Address — Select this option to manually enter the IP Address, Subnet
Mask and Default Gateway.

— IP Address — Must be a valid network address in the server environment. The network
administrator must provide this information.

— Subnet Mask — Enter the value of the subnet mask. For more information, see various
options supported by IPV4 in this section.

— Default Gateway — Use of gateways is optional. For more information, see various options
supported by IPV4 in this section.

DNS Servers — Use of DNS is optional. DNS allows you to specify remote systems by their
host names rather than IP addresses. If a specific IP address (instead of a name) is entered for
a connection, it rather than DNS is used to make the connection. Enter the network address
of an available DNS Server. The value for this box may be supplied by a DHCP server. If the
DHCP server supplies this value, it replaces any locally configured value. If the DHCP server
does not supply this value, the locally configured value is used.

Select the check box to enable IEEE802.1x Authentication.

EAP Type — If you have enabled the Enable IEEEE 802.1x authentication check box, select
the EAP Type option you want (TLS, LEAP or PEAP).

TLS — If you select the TLS option, click Properties to open and configure the Authentication
Properties dialog box.

— Select the Validate Server Certificate check box because it is mandatory to validate your
server certificate.

% NOTE:

The CA certificate must be installed on the thin client. Also note that the server
certificate text field supports a maximum of approximately 127 characters, and
supports multiple server names.
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f.

— If you select the Connect to these servers check box, the box is enabled where you can
enter the IP address of server.

— Click Browse to find and select the Client Certificate file and Private Key file you want.

The following kinds of server names are supported — all examples are based on Cert Common
name company.wyse.com

% NOTE:

Using only the FQDN, that is company.wyse.com does not work. You must use one of the
options (note that *.wyse.com is the most common option as multiple authentication
servers may exist): servername.wyse.com

* wyse.com
*wyse.com

*.com

LEAP — If you select the LEAP option, click Properties to open and configure the Authentication
Properties dialog box. Be sure to use the correct Username and Password for authentication. The
maximum length for the username or the password is 64 characters.

PEAP — If you select the PEAP option, click Properties to open and configure the Authentication
Properties dialog box. Be sure to select either EAP_GTC or EAP_MSCHAPV2, and then use the
correct Username, Password and Domain. Validate Server Certificate is optional.

% NOTE:

The server certificate text box for LEAP and PEAP supports a maximum of approximately 127
characters, and supports multiple server names.

. To configure EAP-GTC, enter the username only. The password or PIN is required when

authenticating.
To configure EAP-MSCHAPV2, enter the username, password and domain.

g~ Important: The domain/username in the username box is supported, but you must leave the
domain box blank.

The CA certificate must be installed on the thin client and the server certificate is forced to be
validated. When EAP-MSCCHAPV?2 is selected in EAP type in the Authentication Properties dialog
box (for PEEP IEEE802.1x authentication), an option to hide the domain is available for selection.
Username and Password boxes are available for use, but the Domain text box is disabled.

Click OK to save the settings.

Configuring the WLAN Settings

1

2.
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From the desktop menu, click System Setup, and then click Network Setup.

The Network Setup dialog box is displayed.

Click the WLAN tab, and use the following guidelines:



Network Setup

| General | Options | ENET |§WLAN§

551D: N/A Speed: N/A
BSSID: N/A Signal: MN/A
S5ID Type -
c
Add | ‘ Remove ‘ | Properties |

[~ Disable Wireless Device

oK

B Cancel

a. Add— Use this option to add and configure a new SSID connection.

You can configure the SSID connection from the available security type options.

o

Wireless
SSID: [
Security Type: [ Open =
Encryption: | None =
WEP Key: | None
WPA Key: | None

—I Enable IEEE802.1x Authentication

EAP Type: | None

ﬂh

g =

b. After you configure the SSID connection, the added SSID connection is listed on the page of the

WLAN tab.
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c. Remove — Use this option, if you want to remove a SSID connection by selecting the SSID
connection from the list.

d. Properties — Use this option to view and configure the authentication properties of a SSID
connection that is displayed in the list.
e. Select the Disable Wireless Device check box, if you want to disable a wireless device.

3. Click OK to save the settings.

Configuring the Remote Connections

Use the Remote Connections dialog box to configure thin client remote connections including ICA, RDP,
Citrix XenDesktop, Microsoft, VMware View, Dell vWorkspace, and other broker server connections. This
dialog box also enables you to configure visual options, and general connection settings.

« Configuring the Broker Setup

o Configuring the Visual Settings

e Using the General Options

« Configuring the Authentication Settings

% NOTE:

In the Classic Desktop option, the Remote Connections dialog box allows you to create default ICA
and RDP connections for use. If you want to create several ICA and RDP connections (more than
the default connections), use the Connect Manager, For more information see Using the Connect

Manager.

Configuring the Broker Setup
To configure the Broker setup:

1. From the desktop menu, click System Setup, and then click Remote Connections.
The Remote Connections dialog box is displayed.
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Broker Setup | Visual Experience | General Options | Authentication |

Select Broker Type: |‘ufr~'h-.ra re View ﬂ

Broker Server: |https:,‘,‘l[3|. 150.162.81

Auto Connect List: [

O Warn on View default
Security Mode: O Full Security
(2 No Security

T

2. Select Broker type from the drop-down list.
a. If you select None from the list, click either of the following connection protocols:
e ICA — For more information, see Configuring ICA connections.

e RDP — For more information, see Configuring RDP connections.
b. If you select the Citrix Xen, use the following guidelines:

¢ Select the check box to enable the StoreFront style.
* Broker Server— Enter the IP address of the Broker Server.
¢ Select the check box to enable automatic reconnection at logon.

% NOTE:

If you enable the automatic reconnection, you are able to select from the reconnection
options. Click either of the options where you can connect to the disconnected sessions
only or connect to both active and disconnected sessions.

Select the check box to enable automatic reconnection from the button menu.

% NOTE: If you enable the automatic reconnection, you are able to select from the
reconnection options. Click either of the options where you can connect to the
disconnected sessions only or connect to both active and disconnected sessions.

* Account Self-service Server— Enter the IP address of the Account self-service server.
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*« XenApp — Use this option, if you want to set default settings to XenApp.

* XenDesktop— Use this option, if you want to set default settings to XenDesktop.
If you select the VMWare view, use the following guidelines:

* Broker Server— Enter the IP address of the Broker server.

e Security Mode

— Use this option to select the Security Mode. The available options are Warn on View
default, Full security, and No security.

For more information about VMware Horizon View broker, see Using the VMware Horizon View
broker and PColP.

If you select the Microsoft, enter the IP address of the Broker Server in the Broker Server box,
and then click OK to save the settings.

If you select Dell vWorkspace, use the following guidelines:

* Broker Server— Enter the IP address of the Broker Server.
e Select the check box to enable Vworkspace Gateway.

« vworkspace Gateway— Enter the IP Address of the vIWorkspace Gateway.
If you select Other, you must enter the IP address of the Broker server in the Broker Server box.

3. Click OK to save the settings.

Using the VMware Horizon View broker and PColP

This section describes the updates on the VMware Horizon View broker and PC-over-IP (PColP) for the
ThinOS 8.2 release.

« VMware Horizon View broker

The VMware Horizon View broker icon is updated.
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vmware Horizon

User name:

Password:

Domain:




vimware Horizon

@ Unlock Password: |

QO sign-off from account "administrator
Q shutdown the system

(O Restart the system

Terminal 1s locked

B cCancel

The following are the screenshots of PColP enabled Wyse 5010 thin client with PColP (D10DP) and
Wyse 5040 AIO thin client with PColP (5213).

vmware Horizon

User name:
Password:

Domain:

i F O

Sys Info Admin mode Shutdown
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vimware Horizon

toriaatci

i PColP

@ Unlock Password: |

Q sign-off from account "leon"
QO shutdown the system

(O Restart the system

Terminal 1s locked

B8 cCancel

e VMware Horizon View Broker timeout— The VMware Horizon View Broker timeout does not force
the user to sign out from the broker anymore when the secure tunnel is enabled.

In earlier version of ThinOS, when the broker times out, the user session is disconnected and the user
is logged out from the broker. In the ThinOS 8.2 release, ThinOS disconnects the user session from
the broker, but does not force user logout. This is because the user has local connections other than
the broker desktop, and these connections are active when the broker timeout is reached.

¢ The Disclaimer window— The Disclaimer window is provided in this release.
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Disclaimer

e

VMWARE HORIZON VIEW 6.x S0QA ENVIRONMENT

This 1s a pre-login message as
configured and enabled in Horizon View
Administrator Console

Cancel Accept

In the Disclaimer window, if you click Accept, you are directed to the user login window. If you click
Cancel, the user login window displays the message broker initialization failed.

Changes applicable to Wyse 5010 thin client with PColP (D10DP) and Wyse 5040 AIO thin client
with PColP (5213)

— PColP session NUM/CAP keyboard status synchronizes with session instead of thin client

This is applicable for session startup only. The PColP session keyboard NUM/ CAP status
synchronizes from remote session to client, whereas RDP/ ICA synchronize status from local to
remote session.

For example,

1
2
3.
4
5

Set keyboard NUM=of £ in current PColP session.
Disconnect the session.
Set client keyboard NUM=on.

Reconnect to the PColP session.
The keyboard NUM status in both session and client is updated to NUM=of f.

— RDS desktop through PColP

You can view and connect to the Remote Desktop Service (RDS) desktop through the PColP
protocol in the broker. In VMware Horizon View 6.0 and later versions, the RDS desktop has RDP
and PColP connections based on server configurations.
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In Wyse 5010 thin client with PColP (D10DP) and Wyse 5040 AIO thin client with PColP (5213)
running ThinOS 8.0, you can only view the RDP connection for the RDS desktop. In ThinOS 8.2,
the PColP connection is available for both Wyse 5010 thin client with PColP (D10DP) and Wyse
5040 AIO thin client with PColP (5213) running ThinOS 8.2.

% NOTE:
The RDS Application over PColP is not supported in this version.

The RDS desktop protocol switch message dialog box is provided in this release. A typical user
scenario is as follows:

Connect to the RDS desktop through protocol. For example, RDP.
2. Disconnect from the desktop.

3. Connect to the same RDS desktop through another protocol. For example, PColP.
The message dialog box is displayed, allowing you with an option to continue.

The options available are:
* Cancel— You can end the PColP connection, and connect to the desktop in RDP again.

* Log Out and Reconnect— You can connect to the desktop through PColP, and the earlier
session in RDP is logged out.

VMware View Client

This desktop is open on the server but it is running a different
protocel. You can camcel and reconnect to your desktop with the
current protocol or you can log out and reconnect with the
protocol you selected.

Caution: If you log out, any unsaved work could be lost.

Cancel | | Log Out and Reconnect

— USB redirection RDS desktop through PColP

This feature is not supported in this version. The same limitation applies to the VMware Horizon
View Linux client as well.

Configuring the Visual Settings

To configure the visual settings:

1. From the desktop menu, click System Setup, and then click Remote Connections.
The Remote Connections tab is displayed.
2. Click Visual Experience tab, and use the following guidelines:
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E Remote Connections }:

Select Visual Experience:

|_G) Classic Desktop O Zero Launchpad |

MWew launchpad-style GUI designed for
Full Taskbar, Desktop and Connection VDI. Everything you need is accessed
Manager. Recornmended for Terminal through an always available overlay
Senver environment. interface. Recommended for VDI or any
full-screen only connections.

oK | B cCancel

NOTE: The Visual Experience tab is grayed out, if the StoreFront Style check box is selected for
a Citrix Broker Server entered in the Broker Setup tab.

Classic Desktop — Displays the full taskbar, desktop and Connect Manager familiar to ThinOS
users. This option is recommended for terminal server environments and for backward
compatibility with ThinOS 6.x versions.

. Zero Launchpad — Displays the new launch pad style GUI designed for VDI use. Functionality is
accessed through an always available interface. This option is recommended for VDI and any full-
screen only connections. Toolbar, hotkey and connection icon options are also available for
configuration.

If you select the Zero Launchpad, then use the following guidelines:
¢ Select the check box to enable Zero Toolbar activation in left pane.

— Select the button if you want to enable Zero Toolbar activation in left pane when you
pause a mouse on the screen.
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— Select the button if you want to enable Zero Toolbar activation in left pane only after
clicking.

* Select the check box to disable hotkey to show toolbar.
¢ Select the check box to always disable toolbar when you have one session available.

o Select the check box to disable Home Icon.
3. Click OK to save the settings.
Configuring the General Options
To configure the general options:

1. From the desktop menu, click System Setup, and then click Remote Connections.
The Remote Configurations dialog box is displayed.

&
| Broker Setup | Visual Experience | General Options | Authentication

Select the action after all sessions exit
(= None

O sign-off automatically

O shut down the system automatically

(O Restart the system automatically

Shutdown / Restart counter: NONE

Default Sign-on Username: |

Default Sign-on Password: |

Default Sign-on Domain: [

| Clear locally saved connections ‘

g o

2. Click General Options, and use the following guidelines:

a. Click the available options to select the action after you exit all open desktops. The available
options are None, Sign-off automatically, Shut down the system automatically and Restart the
system automatically.

NOTE: By default, None is selected and the thin client automatically returns to the terminal
desktop.
b. Default Sign-on Username— Enter the Default user name.
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c. Default Sign-on password— Enter the Default password.
d. Default Sign-on Domain— Enter the Default Domain.
e. Click Clear locally saved connections to clear locally saved connections.

NOTE: If you enter all three default sign-on credentials (Username, Password and Domain),
you are automatically logged on to your desktop upon system start.

Configuring the Authentication Settings

To configure the authentication settings:

1. From the desktop menu, click System Setup, and then click Remote Connections.
The Remote Connections dialog box is displayed.
2. Click the Authentication tab, and use the following guidelines:

&

| Broker Setup | Visual Experience | General Options | Authentication

Select Authentication Type:

(@ Imprivata O Caradigm (O SECUREMATRIX

Onesign Server: [

g o

a. Authentication type— Click the button to select the Authentication type.
¢ Imprivata —
OneSign Virtual Desktop Access provides a seamless authentication experience and can be
combined with single sign-on for No Click Access to desktops and applications in a virtual
desktop environment.
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To configure the OneSign Server , enter either https://ip or https://FQDN values, reboot the
client to display the log on dialog box, and then enter credentials to open the VDI broker
dialog box for logon use. You can also set this feature in your INI file, see Dell Wyse ThinOS
INI Guide.

Caradigm —Caradigm Single Sign-on and Context Management is the product of the
Caradigm Company which provides Single Sign-on and Context Management Services.

a. Enter the IP addresses of the Single Sign-On (SSO) and Context Management (CM)
Servers.

b. Type the name of the default group in the Default Group Name box.
c. Click OK to save the settings.

SECUREMATRIX — SECUREMATRIX enhances the security of enterprise and cloud-based
applications while providing seamless end user experience for a one-time password (OTP)
that can be used for authentication with desktops, Windows, VPN, intranets, extranets, web
servers, e-commerce and other network resources.

To configure the SECUREMATRIX Server , enter either https://ip or https://FQDN values,
reboot the client to display the log on dialog box, and then enter credentials to open the VDI
broker dialog box for logon use. You can also set this feature in your INI file, see Dell Wyse
ThinOS INI Guide. For details see SECUREMATRIX documentation.

For details on Deployment in an Imprivata OneSign ProvelD Environment, see Knowledge Base
Solution #23254 . Go to www.dell.com/wyse/knowledgebase and search for 23254.

The following OneSign features/actions are supported:

Client and Broker Authentication

— Citrix Xen App

— Citrix Xen Desktop

- VMware View

Kiosk Mode

Fast User Switching

Non-OneSign user VDI access

Hotkey Disconnect

Proximity card reader redirection

Guided Question and Answer login

Authenticate w/Password

Authenticate w/Password + Password Change
Authenticate w/Password + Password Change | New Password is Invalid
Authenticate w/Proximity Card + Password

Authenticate w/Proximity Card + Pin

Authenticate w/Proximity Card + Pin | Pin not enrolled
Authenticate w/Proximity Card Alone | Retrieve Password

Retrieve User Identity Password


HTTP://WWW.DELL.COM/WYSE/KNOWLEDGEBASE

¢ Reset User Identity Password
¢ Update User Identity Password
¢ Enroll Proximity Card

e Lock/Unlock Terminal with Proximity CardLock/Unlock Terminal with Proximity Card
b. OneSign Server— Enter the IP Address of the OneSign Server.
3. Click OK to save the settings.

Configuring objects on Imprivata Server

This version supports configuration objects to control different aspects of the client behavior.
Use the following guidelines to configure the objects on Imprivata Server:

1. Configuring the General configuration object

On the Imprivata server, click Computer policy, and then click General tab.

b. Select the check box to allow users to shut down and restart workstation from lock screen.

% NOTE: Display shutdown button and restarts commands to the user on the OneSign GINA.

The following configuration objects are supported on Imprivata server:

e Shutdown Allow

— If you enable this feature by selecting the check box, the shutdown and restart icon is
shown in ThinOS login and locked windows.

Imprivata
Forgot password?

User name:
Password:

Domain:

{'!!mpnvata . (=) Password
OneSlgn Q) Proximity Card
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— If you clear the check box, the shutdown and restart icon is grayed out.

FailedOneSignAuth Allow—

Only yes or no options are supported. Non-OneSign user can log in to the Broker by clicking

No radio button.

Logging Allow

— OneSign logs could output on ThinOS with this feature. An INI configuration is needed
correspondingly.

— Loglevel=0/1/2/3. The default value is O. If set to 0, logs are not displayed.

Display name format — Account name can be shown correctly with different formats in
pop-up notifications.

Configuring the Walkway configuration object

On the Imprivata server, click Computer policy, and then click the Walk Away tab.

Key mouse inactivity enabled and behavior — The check box in addition to keyboard and
mouse inactivity is not supported.

Passive proximity cards

If you want to use proximity card to lock the computer, select the Tap to lock check box.

If you want to lock the computer and log in as a different user. select the Switch users check
box.

INI parameter isTapToLock=0/1/2.

Lock warning enabled and type— The three types that are supported are: none, notification
balloon and Screensaver.

* None — No warning messages are displayed.

*  Notification balloon— ThinOS displays a notification window.

* Screensaver— Hide the display contents before the workstation locks.

Warning message— The message can be customized.

Lock Screen type —Only obscure type is supported.

Hot key to lock workstation or log off user— ThinOS can support following keys:

“F1 ~ F127, "BKSP", "DEL", "DOWN", "END", "ENTER", "ESC", "HOME", “INS", “LALT", "LEFT",
“‘LCONTROL", "NUMLOCK", “PGDN", "PGUP", "RCONTROL", "RIGHT", RTALT", “"SPACE", “TAB",
"UP", "a~z", "A~Z", "0~9" and modifier "+", "%", “A" (Shift, Alt and Control)

Suspend action — The server configuration controls this feature on ThinOS. Therefore a new
INIis added— SuspendAction=0/1; 0 means lock, 1 means signoff.

Configuring the SSPR Configuration Object

The SSPR configuration object controls the Self-Service Password Reset behavior for a user. The
enabled attribute specifies whether the user is allowed to reset their password as part of emergency
access. The mandatory attribute specifies whether the user must reset their password as part of
emergency access.

Configuring the RFIDeas configuration object

The RFIDeas configuration object controls the behavior of the RFIDeas readers. The configuration
can be configured by two ways, the computer policy of OneSign server and ThinOS INI.

Configuring the Custom background configuration object



On the Imprivata server, click Computer policy, and then click the Customization tab.

Custom background image impacts the wallpaper of ThinOS sign-on screen.

Background (PNG, GIF or JFG, 1Mb max)

PNG, 1920x1200 Upload

6. Configuring the Co-Branding configuration object
On the Imprivata server, click Computer policy , and then click Customization.

Login screen appearance - ProvelD Embedded endpoints

Logo (PNG, GIF or JPG, 200x150, 250kb max)

£8 imprivatar
PNG. 196x48 | [ Upload |

Logo image impacts all the dialog boxes in ThinOS with raw logo.
7. Configuring the SSPR Customization Configuration object
¢ The text displayed in sign-on Ul and lock window can be customized.

e The largest size supported by ThinOS is 17 characters.

ThinOS Ul:
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£ imprivata’

Forgot password?

User name:

Password:

Domain: ﬂ

ﬂlmpnvata . (=) Password
OHES[QI"I Q Proximity Card

fou may sign-on

8. Password Self-Services force enrollment feature
Selecting this check box allows you to reset the primary authentication password.

OneSign Security Questions

You are required to set up personal security questions and answers
before you can log in.

Ed Cancel

INI configuration for Imprivata OneSign Server

A new INI parameter is added to the OneSignServer=AutoAccess=command. The new value is
AutoAccess=Local. When AutoAccessis set to local, the ThinOS ignores the brokers that are set on
the Imprivata OneSign Appliance and starts the broker/connections which are defined in wnos.ini or local
defined on the client. You can start the vWorkspace, Microsoft, and other ThinOS connections while
supporting Imprivata user authentication.

Proximity card enrollment

1. Tap the proximity card. The card enrollment page is displayed.
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11 Enroll Proximity Card - Imprivata OneSign

Enter the credentials and then click OK.

1 Enroll Proximity Card - Imprivata OneSign

Proximity card is enrolled successfully.
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11 Enroll Proximity Card - Imprivata OneSign

Configuring the Caradigm Vault Server

Caradigm SSO and CM is the product of Caradigm company which provides single sign-on and context
management services. Caradigm solution has been integrated since ThinOS 8.1.
To configure the Caradigm Vault Server on ThinOS:

1. From the desktop menu, click System Setup, and then click Remote Connections.
The Remote Connections dialog box is displayed.
2. Click the Authentication tab, enter the IP address of the SSO & CM Server and then click OK.
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On the Caradigm Vault Server, use the following guidelines:

¢ Ensure that the Enroll unenrolled badges option is checked.
e Make sure that all Badge ID mapping entries are deleted.
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Tap Server

itz Group Mame EGPGroup

Dtk Grace Perod (min) 440/

Emvnll Unenmdlled Badges? ]
Badge Ensoliment Thnecut (sec) :|-::|:nE
Remote Deskbap Tap Synchmoniz aion Timeml {5ec) 120|

[ciomoormomvamsonpaomenrs ———————— |
Ferject Expined Corincales ? [
Feact SEESigned Certificaes?

Revaked Client Certficates Ravoks a Corificala

=< Click Revoke a Cenincate to specey a Thin Clent cediMcale thal shoukl be rejecied ==

Cllent Certificate Filters Acd Maw Fitar |

<= Click Add New Filter |0 5 pecity a Siker lr acceptabie Thin Client cerlificales =

Eadge |0 Mapping Faramatars l #dd Now Badpge ID Mapping

=< Click Add New Badge ID Mapping 1o 3 pecity a mapping for Thin Client badge (0 ==

Aaply

Click SSO&CM — Advanced Configurations, and use the following guidelines:

Fasl Quiesce Criterfa Evaluation Script

[+/] Enable Proximity Support
Proimity Grace Penod (P Workstations) ' 30 | {sec) Proximity Key Timeout . 30| (zec

[+] Enable W ay 2Care [ | Force all Way2Care users to reauthenticate

a. Ensure that the Enable Proximity Support check box is selected.
b. Ensure that the Enable way2care check box is selected.

To prepare a certificate to the Caradigm Vault Server, use the following guidelines:

The Caradigm Vault Server uses the certificate to validate the connection between the Tap Server
and the thin client.

a. Toraise a request for the certificate:
* The certificate should be issued by your Certificate Authority.
e Prepare the certificate in two formats:
- PFX format which has a private key.

— The other is PEM format which is text-based, Base64-encoded DER file. For Example,
Caradigm.cer, Caradigm.pfx.

b. To import a certificate to the thin client, use either of the following two options:

* Click System Setup — System tools — Certificates to import certificates from USB storage or
file server.



Use INI file to import certificate.

AddCertificate=client cert.pfx password=passpass

c. To add a certificate to Vault server:

Thin Client Certificates

uwrbu-r MNam & I=suer Nama Valid From Wahid Undl Dalete
CH=CaradigmCient, U=t O= b L=0f 3T=bj, C-US CH=GS0:8 5 0O0C-CA, DC=830, DC=00M GRS S5 UTE  D&mER20n T 08015 UGS
CH=Tesl Cid=Test

m RME014 1930 UTC | CeM4a00d 1930 UTe | [
chert, O=Caradigm, L=Andawer, ST=Massactusells C=U S clhent, O=Caradigm L=Andoees, S T=Massac s ells, C=US Al

CH=sqamiselessd CH=Users, DC=sgawindess DC=cam  Ch=2q & oom, DC=5 Hess, Do=com DAT01 G930 UTS | cAfTRm4 0sa0uTE | [

Y ccc: 4 | somareqines [ esor [oon]

Use the Thin Client Certificates page to add certificates for the thin client devices. The certificate
must be a text in PEM format, that is, a text-based Base64-encoded DER file.

Open the DER cert file on Notepad.

Log in to the Vault Server Admin Console, and then click Appliance — Thin Client
Certificates.

Copy the Notepad text to the Vault server

Configuration on VDI Server and Desktops

Caradigm solution of ThinOS supports the multi-types of VDI server such as VMware View Horizon 6,
Citrix XenApp 6.5, Citrix XenDesktop 5.6 and Citrix XenDesktop 7.6.

To configure the VDI server and desktop:

e Instal

| the Caradigm desktop components in the servers and desktops.

¢ Indicate vault server IP, and then provide a valid security token.

e Addf

ollowing lines to Service section of the\programdata\sentillion\vergence\Authenticator.ini

configuration file.

TapS
Remo

erverIdentification=True
tePromptForPassword=Badge

% NOTE: In ThinOS 8.2, Wyse 5010 thin client with PColP (D10DP) and Wyse 5040 AIO thin client with
PColP (5213) offer Caradigm SSO over PColP.

SSO and CM client installed on your thin client must be upgraded to latest version 6.2.5 in order to
support this feature.

Configuring the Central Configurations

Use the Central Configuration dialog box to configure thin client central connection settings such as file
server, optional WDM server settings, and optional Cloud Client Manager.

Use the following options to configure the central configurations:

* Configuring the General Central Configurations.

« Configuring the WDM Settings.

« Configuring the CCM Server.
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Configuring the General Central Configurations
To configure the general central configurations:

1. From the desktop menu, click System Setup, and then click Central Configuration.
The Central Configuration dialog box is displayed.
2. Click General tab, and use the following guidelines:

7]

File Servers/Path: |

Username: |

Passwaord: |

g =

File Servers/Path, Username and Password — Enter the IP address or host name of the file server
that provides the system software and update images. The address can be supplied through DHCP, if
DHCP is used.

a. File Servers/Path — Allows maximum of 128 characters. The data specifies part of the path to be
used when the server is accessed. Multiple file servers/paths may be named, as long as all data fits
in the length limitation.

b. Username — Enter the username to log in to the file server. Use maximum of 15 characters.
c. Password — Enter the password to log in to the file server. Use maximum of 15 characters.

3. Click OK to save the settings.

Configuring the WDM Settings
To configure the WDM settings:

1. From the desktop menu, click System Setup, and then click Central Configuration.
The Central Configuration dialog box is displayed.
2. Click the WDM tab, and use the following guidelines:
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WDM Servers: |

rDiscovery Settings
[+ DNS Name record

[v DNS SRV record
[T DHCP Inform

[v Manual discovery in management console

Enable automatic discovery after missed |l5 checkins
(0 means do not enable automatic discovery)

O

a. WDM Servers — Enter the IP addresses or host names, if WDM is used. Locations can also be
supplied through user profiles, if user INI profiles are used.

b. DNS Name Record — (Dynamic Discovery) Allows devices to use the DNS host name lookup
method to discover a WDM Server.

c. DHCP Inform — (Dynamic Discovery) Allows devices to use DHCP Inform to discover a WDM
Server.

d. Manual Discovery in Management Console — (Manual Discovery from WDM) If no Dynamic
Discovery method is used, you can use the Find Devices dialog box to discover devices from
WDM. WDM Agents respond to the server discovery by storing the discovered web Server IP
address and port and begin regular check-ins.

e. Enable Automatic Discovery After Missed Check-ins — Select the number of missed check-ins
after which you want the auto discovery options enabled.

3. Click OK to save the settings.

Configuring the CCM Settings

To configure the CCM settings:

1. From the desktop menu, click System Setup, and then click Central Configuration.
The Central Configuration dialog box is displayed.
2. Click the CCM tab, and use the following guidelines:
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[~ Enable Cloud Client Manager (CCM)

this thin client from anywhere, without reguiring
the setup of file servers or configuring INI files.
L '8 Once you have an account setup, simply enter the
Group Registration Key for the group you would
like to register this thin client into and i1t will
automatically connect over the cloud!
Find out more about CCM at:
www.cloudclientmanager. com

d Cloud Client Manager enables admins to manage

Group Registration Key: | -

[T Enable CCM Advanced Settings validate Key

5o

a. Enable Cloud Client Manager (CCM) — Select the check box to enable the Cloud Client
Manager(CCM).

b. Group Registration Key — Enter the Group Registration Key as configured by your cloud Client
Manager administrator for the desired group.
NOTE: If you enable the Cloud Client Manager (CCM ), make sure that you have entered the
Group Registration Key and enabled the CCM Advanced Settings.
Click OK to save the settings.

Configuring the VPN Manager

To configure the VPN Manager, use the following guidelines:

1
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In Classic Mode, from the desktop menu, click System Setup — VPN Manager .



- System Setup Network Setup
[ system Information =] Remote Connections

System Tools Central Configuration

4 Trouble Shooting ™ VPN Manager

& Applications [8] system Preferences
& shutdown ... [ Display

] Peripherals

& Printer

In Zero Mode, user can view the VPN Manager tab in System Settings panel.
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62

ﬁ“’ System Settings

Connectivity

Network Setup >
= Remote Connections h
Central Configuration >
B4 VPNManager >
Local Settings
[=] System Preferences >
L Display >
| Peripherals >
= Printer >
Diagnostics
Ll  System Tools >
T Trouble Shooting >

Click VPN Manager.
The VPN Manager dialog box is displayed.




4 VPN Manager

OpenConnect

Description Connect

New

Edit

Delete

Click New to create a new session.

a.

Session Name (up to 21 characters) — Enter the name of the Session Name. This is not a
mandatory option. If the field is left blank, the VPN server name will be used as the session name.

VPN server (up to 63 characters) — Enter the IP address of the VPN Server. This is defined as either
an IP address or a host name. This is a mandatory option.

Login Username (up to 31 characters) — Enter the Login Username. This is a mandatory option.
Login Password (up to 31 characters) — Enter the password of the user. This is not a mandatory
option.

Select the check box to Auto-connect on system startup.

Select the check box to show progress in detail.

Click OK.
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% OpenConnect Property

Session Name: |sessionname

VPN Server: |vpnserve rname

Login Username: |username

Password: |4 Hr k]

[~ Auto-connect on system startup

[~ Show progress in detail

Ed Cancel

When the connections are created, the description column lists the session name and the Auto
column shows which connection is automatically connected when the unit restarts. Only one
session can be set to auto-connect.

4 VPN Manager

OpenConnect

Description Connect

sessionnamel
sessionname? New
sessionname3
sessionnamed Edit

Delete

B cancel




4. Click Connect.
The connection status is displayed.
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Configuring Thin Client Settings

You can configure available thin client settings on the thin client using the following. Depending on user
privilege level, some dialog boxes and options may not be available for use.

e Local Settings Menu

e Reset Features

% NOTE:

While it is not recommended to use dialog boxes for configuring thin client settings, they are
available in case you want to temporarily override central default configurations or you do not have
the option to set up central configuration (smaller environments). In general, it is recommended
that you use central configuration to enable you to automatically push updates and any desired
default configuration to all supported thin clients in your environment, see Central Configuration:
Automating Updates and Configurations.

Local Settings Menu

Local Settings menu items include:

« Configuring the System Preferences

e Configuring the Display settings

« Configuring the Peripherals Settings

« Configuring the Printer Settings

To access the Local Settings menu:

e Zero Desktop — Click the System Settings icon on the Zero Toolbar. Administrators can also click the
Admin Mode button on the Login dialog box.

e Classic Desktop — Click User Name, and select System Setup.

% NOTE: User Name is the user who is logged-on and is at the lower-left pane of the taskbar.

Configuring the System Preferences

Use the System Preference dialog box to select personal preferences such as screen saver, time/date and
custom information settings.

Use the following options to configure the System Preferences:

o Setting the General System Preference

« Setting Time and Date
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o Setting the Custom Information

Setting the General System Preference

To configure the general settings for system preference:

1. From the desktop menu, click System Setup, and then click System Preferences.

The System Preference dialog box is displayed.

2. Click the General tab, and use the following guidelines:

a.

b.

General | Time / Date | Custom Info |

Screen Saver: | Moving Image ﬂ

Timer: [ 5 minutes ﬂ

Locale: | English ﬂ
Terminal Name:  [WTpe8064c lab4e 3

g =

Screen Saver — Allows you to select the type of screen saver you want. The default is to Turn Off
Screen.

Other selections available include Flying Bubbles , Moving Image and Showing Pictures which
are screen savers with the monitor remaining on.

Timer — Select a time after which the screen saver is to be activated; either disable, 1 minute, 5
minutes, 10 minutes (default), 15 minutes, or 30 minutes.

When the thin client is left idle for the specified idle time, the screen saver is initiated.

Locale — Select a language to be activated for the user login-experience; either French, German,
or default English.

NOTE: Locale changes the language for the user login-experience screens only displayed
during boot-up and login and not the configuration or administrator screens.

Only the following messages are applicable for French locales:
e Username/Password/Domain
¢ System Information

* Shut down the system, restart the system, reset the system setting to factory default
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*« OK, Cancel
e Initiating devices

¢ Looking up IP address from DHCP, Note: Pressing CTRL-ESC keys cancel out of network
check

¢ Retry DHCP for an IP address

* Waiting for network link. Verify that network cable is plugged into back of unit
e Check Cable, No Ethernet link

¢ Leave administrator mode

+ Connecting

* Sign off from account

e Lock Terminal, Unlock Password

e Terminalis locked, Invalid unlock password

d. Terminal Name — Allows entry of a name for the thin client. The default is a 14-character string
composed of the letters WT followed by the thin client Ethernet MAC address.

Some DHCP servers use this value to identify the IP address lease in the DHCP Manager display.
3. Click OK to save the settings.

Setting the Time and Date
To configure the Time and Date settings:

1. From the desktop menu, click the System Setup, and then click System Preferences.
The System Preference dialog box is displayed.
2. Click the Time/Date tab, and use the following guidelines:

Time / Date: | Custom Info

Time Zone: |Unspecified ﬂ
[~ Enable DayLight Saving

Start Date: [Jan 5| [ist 3|  [Mon 5|
End Date: |Jan ﬂ ITﬂ Wﬂ

Time Format: [24-hour format =
Date Format: yyyy/mm/dd ﬂ
Time Servers: |time.wyse.com [

‘ Change Date and Time |

T
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3.

. Time Zone— Select a time zone where the thin client operates from the drop-down list. Default

value is Unspecified.

Enable Daylight Saving— Allows you to enable the daylight saving settings. When selected, the
Start Date and End Date boxes must be properly configured to define the daylight saving starting
(month/week/day) and ending (month/week/day) periods.

Use the following guidelines to enter the Start date and End date:
¢ Month— Specifies the month in the year from January through December.

¢  Week— Select 1 through 4 for the week in the month. Week last denotes the last week in the
month.

» Day — Specifies the day of the week from Monday through Sunday.

. Time Format — Allows you to select a 12 or 24-hour time format. default is 24-hour format.

Date Format — Allows you to select a yyyy/mm/dd (year/month/day) or dd/mm/yyyy (day/
month/year) date format. Default is yyyy/mm/dd.

. Time Servers — List of IP addresses or host names with optional TCP port number of Time

Servers.

Each entry with optional port number is specified as Name-or-IP: port, where: port is optional. If
not specified, port 80 is used. Locations can be supplied through user profiles if user profiles are
used. The Time Servers provide the thin client time based on the settings of time zone and
daylight saving information. If DHCP is used, locations can be supplied through DHCP.

Change Date and Time — Allows you to change date and time for secure environments requiring
a solution to outside server access. When connecting to a file server over HTTPS, the proper time
must be defined on the thin client for SSL/ certification validation.

Click OK to save the settings.

Setting the Custom Information

Use the Custom Info tab to enter configuration strings for use by WDM software. The configuration
strings can contain information about the location, user, administrator, and so on.
To set the custom information:

1

From the desktop menu, click System Setup, and then click System preferences.
The System preference dialog box is displayed.

Click the Custom Info tab to enter configuration strings for use by WDM software. The configuration
strings can contain information about the location, user, administrator, and so on. Clicking OK
transfers the custom field information you enter in the dialog box to the Windows registry. The
information is then available to the WDM Client Manager. For more information on using Custom
Fields and using WDM for remote administration and upgrading thin client software, see WDM
documentation.
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| General | Time /Date | Custom Info

Customil: |

Custom2: |

Custom3: |

Location: |

Contact: |

g o

3. Click OK to save the settings.

Configuring the Display Settings

Use the Display dialog box to select the resolution and refresh rate for the monitor used with the thin
client.

Use the following options to configure the Display Settings:

* Configuring the General Display Settings

¢ Configuring the Dual Head Settings

Configuring the General Display Settings

To configure the general display settings:

1. From the desktop menu, click System Setup, and then click Display.
The Display dialog box is displayed.
2. Click the General tab, and use the following guidelines:
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General: | Dual Head

(2 select best display setting on DDC monitor

O DDC table: | =
O User defined display setting

Resolution: [ 1824 x 768 =

Refresh: [ 60 HZ =

i

Rotation: | None

Desktop Color: [ 32 bit =

Usage Help

Select a setting and click "Test", a test pattern will
display for a few seconds. If the pattern (circles)
appears to be correct, click "OK" to accept the new
setting. Otherwise, click "Cancel".

If the display fails when the unit restarts, power up
the unit while continuously tapping the 'v' key. This
will bring up the system in display recovery mode.

a. Select best display setting on DDC monitor—If the monitor is VESA DDC2B (Display Data
Channel) compatible, selection of this option allows the thin client to automatically select the
best resolution and refresh rate.

If your monitor is not DDC compatible, a Monitor does not support Plug and Play message is
displayed click OK to acknowledge the message and remove it from the screen.

b. DDC table— If the monitor is VESA DDC2B (Display Data Channel) compatible, selection of this
option allows you to select the resolution and refresh rate you want from the list.

c. User defined display setting— Select this option and select the resolution and refresh rate
supported by your monitor. All combinations are allowed.

Resolutions include:
640 x 480 (not on T10D)

800 x 600 (not on T10D)
1024 x 768
1152 x 864
1280 x 720

1280 x 768 (not on T10)
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1280 x 1024

1360 x 768 (not on T class)

1366 x 768

1368 x 768 (not on T class)

1400 x 1050

1440 x 900

1600 x 900

1600 x 1200

1680 x 1050

1920 x 1080

1920 x 1200

1920 x 1440 (R class only)

2560 x 1080 (Single monitor only; R class and D/Z class only)
2560 x 1440 (Single monitor only; R class and D/Z class only)
2560 x 1600 (Single monitor only; R class and D/Z class only)
3840 x 2160 (Single monitor only; D/Z class only)

Refresh rate list selections include:
60 Hz (default)

75 Hz

85 Hz
d. Rotation —Select a rotation option; either None, Left turn 90 degrees, or Right turn 90 degrees.
e. Desktop Color— Only 32 bit is permitted in ThinOS 8.2. This value is selected by default.

f. Usage Help — This section contains brief instructions for using the Display dialog box and
running the test. No operator entry can be made in this box.

Make note of the instructions in the area regarding v-key reset usage in case of display failure.
3. Click OK to save the settings.

Configuring the Dual Head Display Settings
To configure the Dual head display settings:

1. From the desktop menu, click System Setup, and then click Display.
The Display dialog box is displayed.
2. Click Dual Head tab, and use the following guidelines:
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Dual Head

Dual Head: (@ Mirror Mode ( span Mode
Main Screen: (® screenl QO screen2
Layout: (2 Horizontal Q) vertical
Alignment: @ Bottom O Center O1op
Taskbar: () Main Screen Q) Whole Screen

This feature is applicable for supported Dual Monitor Capable Thin Clients Only.

a.

Dual Head —Select Mirror Mode to have the two monitors work in a matching state, or Span
Mode to have the two monitors work separately second is extended from first.

Main Screen—Select which of the two monitors you want to be the main screen (Screenl or
Screen?2). The other screen is extended from the main screen.

The other screen is extended from the main screen. When using a DVI to DVI/VGA splitter with
VGA and DVI monitors at the same time, the VGA monitor will be the primary monitor.
Layout—Select how you want the two monitors to be oriented to each other.

Horizontal — where you move between the monitors from the left and right of the screens.

Vertical— where you move between the monitors from the top and bottom of the screens.
Alignment— Select how you want the monitors to be aligned Bottom, Center, or Top.

Bottom means screens are bottom-aligned in a horizontal orientation; Center means screens are
center-aligned; Top means screens are top-aligned in a horizontal orientation.

Taskbar (Classic Desktop Only)—Select under which screen you want the Taskbar to appear
Whole Screen or Main Screen

Gamma Supported Monitors Only— Use the Gamma Setup tab to adjust the saturation values for
Red, Green and Blue on VGA connected monitors supporting gamma settings, if you feel the
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default settings are too light. Be aware that the Gamma Setup tab will be disabled once you click
Save+Exit. You can enable it again by setting rgamma={1-100} ggamma={1-100}
bgamma={1-100} in the Resolution INI parameter. For more information, see Dell Wyse ThinOS
INI Guide.

L]

General | Dual Head

Dual Head: O Mirror Mode (2 span Mode
Main Screen: O screenl (@ Screen2
Layout: (2 Horizontal O Vertical
Alignment: (® Bottom O Center QTop

[ Swap dual screens

Test Cancel

For Swap dual screens, when you set Main Screen to Screen2, an additional check box is
displayed at the bottom of the tab that allows you to swap dual screens. If you clear the check
box, the Screenl is usually the left one or the top one in dual display. When you set Main Screen
to Screen?2, the main screen is changed to the right screen or bottom screen. If you select the
swap dual screens check box, you are able to set Main Screen to Screen?2, but still have it at the
left side or the top side, which is considered more user friendly.



Configuring the Peripherals Settings

The Peripherals dialog box enables you to configure the settings for the Keyboard, Mouse, Audio, Serial,
Camera, Touch Screen, and Bluetooth.

* Configuring the Keyboard Settings
« Configuring the Mouse Settings

e Configuring the Audio Settings

+ Configuring the Serial Settings

» Configuring the Camera Settings

o Configuring the Touch Screen Settings
+ Configuring the Bluetooth Settings

Configuring the Keyboard Settings

To configure the Keyboard settings:

1. From the desktop menu, click System Setup, and then click Peripherals.
The Peripherals dialog box is displayed.

f] Peripherals

Keyboard]  Mouse | Audio [ Senial | Camera l Touch Screen | Bluetooth

Lo

Character Set: |150-8859- 1

Lo

Keyboard Layout:  [English {United States)

L

Delay before repeat:| 1/3 second

Repeat Rate: O Slow & Normal O Fast

oK | B cancel

2. Click the Keyboard tab and set the Character Set, Keyboard Layout, Delay Before Repeat and Repeat
Rate parameters. The following table explains the parameters present on the Peripherals dialog box.

Parameter Description

Character Set Specifies the character set. Each character is
represented by a number. The ASCII character
set, for example, uses the numbers 0 through
127 to represent all English characters and
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3.

special control characters. European ISO
character sets are similar to ASCII, but they
contain additional characters for European
languages.

Keyboard Layout

Presently the keyboard languages listed in the
Keyboard layout drop-down list are supported.
The default value is English (United States).

Delay Before Repeat

Specifies the repeat parameters for held-down
key. Select the Delay before repeat value as
either 1/5 second, 1/4 second, 1/3 second, 1/2
second, 3/4 second, 1 second, 2 seconds, or No
Repeat. The default is 1/3 second.

Repeat Rate

Select Slow, Medium, or Fast. The default value
is Medium.

Click OK to save the settings.

Configuring the Mouse Settings

To configure the Mouse settings:

1
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From the desktop menu, click System Setup, and then click Peripherals.
The Peripherals dialog box is displayed.
Click the Mouse tab to select the mouse speed and mouse orientation.

ﬂ Peripherals

keyboard :=[Ig'l_uuse= Audio I Serial [ Camera [ ouch Screen | Bluetooth

Mouse Speed:

Slow Fast

o,

[~ swap left and nght mouse buttons

B oo

Select the Swap left and right mouse buttons check box to swap mouse buttons for left-handed

operations.
Click OK to save the settings.



Configuring the Audio Settings
To configure the audio settings:
1. From the desktop menu, click System Setup, and then click Peripherals.

The Peripherals dialog box is displayed.
2. Click the Audio tab to select the volume settings for connected devices.

] Peripherals w

| Eéyhaard [ Mouse | Audio | gérial i Camera ] Touch Screen | Bluetooth |

Playback Devices Record Devices
[0 Audiec | [HD Audie g

Recorder

Time: ©.068 sec.

[T Mute [ Mute

[+ Speaker [~ Boost

oK '@ cancel

a. Click the Playback Devices tab to select the type of the audio from the drop-down menu.
e Use slider to control the volume settings for the playback devices.
« Select the check box to mute.
b. Click the Recorded Devices tab to select the type of the record from the drop-down menu.
* Use slider to control the volume settings for the record devices.
e Select the check box to mute.
c. The Recorder tab allows you to do the following tasks:
¢ Collect information about the speaker and microphone currently being used.
* Examine the performance of the speaker and microphone currently being used.

e Export the recorded audio sample to a USB key for archiving and further analysis.

For example, the connected USB headsets are displayed in the drop-down. Select the HD Audio
option for analog earphone use, the Speaker check box to enable the internal speaker, and the
Boost check box for audio enhancement.

d. Select the Speaker check box to connect the speaker.

e. Select the Boost check box to boost the connected devices.
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Configuring the Serial Settings
To configure the Serial settings:
1. From the desktop menu, click System Setup, and then click Peripherals.

The Peripherals dialog box is displayed.
2. Click the Serial tab and do the following:

f] Peripherals e

Keyboard Mouse | Audio | Senali | Camera | Touch Screen EiLl'.'r.'.lf.-l'i'l.
| Keyboard | mouse | audio | seral | [ ] |

Select Port: @ coM1 QO coMz O coM3 O coM4 |

Baud Rate:  [9600 =
Parity: = None O Even O Odd |
Stop: "@ 1 0 15 Q2 |
size: s O e e © = |

Flow Control: | None O XONXOFF O CTS/RTS O Both |

[Elo 5| touchscreenon [ None 5|

QK '@ cancel |

Select Port—Click the button to select the Port. Default is COM 1

Baud Rate — Select the Baud Rate from the drop-down list. Default is 9600.
Parity — Click the button to select the Parity.

Stop— Click the button to select the stop bits 1, 1.5, 2. Default value is 1.
Size—Click the button to select the Character size 5, 6, 7, or 8 bits. Default is 8.

Flow Control —Click the button to select Flow Control: Either None, XON/XOFF, CTS/RTS, or
Both can be selected .Default is None

g. Serial Touch Screen selections — Select the required touch screen from the drop-down list.
Available options are ELO, MicroTouch and FastPoint .

h. Touch Screen on — Select the required serial port ( COM port) or None from the drop-down list.
3. Click OK to save the settings.

e Q0o

Configuring the Camera Settings

Use the Camera tab to interface with cameras that are locally connected to the thin client (USB) and
supported by a UVC driver. When using the HDX RealTime webcam feature of XenDesktop 5 or XenApp
6, you can control options such as maximum resolution and frames per second (10 FPS is
recommended).

By default, the format of USB camera is set to MJPEG.
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ﬂ Peripherals
| Keyboard | Mouse ] Audio | Seral | Camera | Tou ree Bluetooth |

[¥ Optimize for CPU Video Controls

L

Device: Brightness:
juse video =

Yormt Coptrast: ———
[oPEG =

Resolution:

b 44

Sharpness:

.:_.-\ X .".I =
| El White Balance: }
frﬂmES Per Sec:

|_ﬂ X I—ﬂ | Preview | | Default '

oK B cancel |

% NOTE:

You can optimize performance and modify the frame rate per second, if the Optimize for CPU
check box is selected—supported values include 1/1, 1/2, 1/3, 1/4, 1/5, and 1/6— directly from the
thin client (if the webcam supports Universal Video Driver).

This feature is experimental and does not currently support central configuration (INI parameters).
Also, this feature is CPU intensive and is recommended for high performance products such as the
Wyse 5010 thin client with ThinOS (D10D).

Configuring the Touch Screen Settings

Use the Touch Screen tab to configure touch screens that are connected to the thin client (USB). The tab
is available (not grayed out) when the thin client detects that a touch screen is attached through a USB
port and the setup or calibration has not been performed. The Touch Setup window prompts you to
touch two circles on the screen to make the necessary calibration adjustment. The adjusted calibrated
values are saved in the local terminal NVRAM until the system is reset to factory default, or another type
of touch monitor is connected.

Configuring the Bluetooth Settings
To configure the Bluetooth settings:

1. From the desktop menu, click System Setup, and then click Peripherals.
The Peripherals dialog box is displayed.
2. Click the Bluetooth tab, and use the following guidelines:
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f Peripherals o
| Keyboard | Mouse | Audio ] gerial [ Camera Touch Screen lfﬁllj_etunt_'h
Hame Type |Status Paired
Ultrathin Touch Mouse Mol se Connected Yes
Jabra SPEAK 516 USB Headset Connected Yes
Logitech Keyboard K480 Keyboard Connected Yes
1 [ |
Conngck | Disconnect ! | Remove | | Scan |
oK !i Eancel_—|

Bluetooth enabled devices, such as headsets and mouses that are available in the Thin Client
environment are listed in the Bluetooth page. The following attributes are displayed in the list.

* Name — Specifies the name of the Bluetooth enabled device.

« Type — Specifies the type of the Bluetooth enabled devices, such as headsets, mouses, and
keyboards.

Both Human Interface Devices (HID) and Headset Bluetooth devices are supported in ThinOS

8.2.
— HID Type

* HID includes mouse and keyboard.

*  The maximum number of HIDs that can be connected is seven.
— Headset type
*  The Bluetooth headset is supported in this release.

*  The maximum number of Bluetooth headsets that can be connected is one.

[C}‘p Important: Other types of Bluetooth devices are not scanned and supported.
» Status

— The Bluetooth page has two columns, namely, Status and Paired.

Status Connected The Bluetooth device is connected to the ThinOS device. It is
ready to be used.

Connecting The Bluetooth device is connecting to the ThinOS device.




Disconnected The Bluetooth device is not connected to the ThinOS device.

Paired YES The Bluetooth device is paired with the ThinOS device.

NO The Bluetooth device is not paired with the ThinOS device.

The following are the user scenarios and corresponding Bluetooth statuses displayed on the
Bluetooth page.

User Scenario Status

Device turned off Disconnected | Paired
Device turned on Connected | Paired
Device diconnected from ThinOS Disconnected | Not Paired

e Connect— Select a particular Bluetooth enabled device, and click Connect to connect the
selected device to the thin client. If the Bluetooth device is connected successfully, the status is
displayed as Connected in the Bluetooth window.

» Disconnect— Select a particular Bluetooth enabled device that is already connected to the thin
client, and click Disconnect to disconnect the Bluetooth connection of the selected device from
the thin client. If the Bluetooth device is disconnected successfully, the status is displayed as
Disonnected in the Bluetooth window.

* Remove— Select a particular Bluetooth device that is disconnected from ThinOS, and click
Remove to remove the device from the list.

* Scan— All Bluetooth devices enter into Page Scan mode. Different Bluetooth devices enter into
the Page Scan mode at different instances such as when a specific button is pressed three times
or a specific button is pressed and held until the LED turns blue.

* Auto Connect function—The Auto Connect function is designed for HIDs.

Prerequisites:
— ThinOS has no HIDs connected such as USB or Bluetooth HIDs.
— The Bluetooth HIDs are configured as Page Scan mode.

When you start the ThinOS client, the Bluetooth HIDs can connect to ThinOS automatically
without scanning or pairing operations. The Bluetooth HIDs automatically reconnects after you
restart the ThinOS client.

* Reconnect function—The Reconnect function is designed for HIDs and Headsets.

When you restart the system with the Bluetooth device (HID/headset) that is already paired and
connected, the Bluetooth device automatically reconnects within a few seconds.

For example, you can hover the Bluetooth mouse, and then click a few times for the Bluetooth
mouse to reconnect successfully. The Bluetooth headset reconnects automatically, but might
require you to manually close or reopen the device on certain occasions.

Certified Devices

The following are the certified Bluetooth devices:
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e Dell WM713 Bluetooth Mouse

¢ Dell Wireless Bluetooth Travel Mouse — WM524

¢ Rapoo E6100, BlueTooth keyboard

* Thinkpad Compact Bluetooth Keyboard

¢ Logitech Ultrathin Touch Bluetooth Mouse T630

¢ Logitech K480 Bluetooth keyboard

* Microsoft ARC touch Bluetooth mouse

¢ Logitech M557 Bluetooth mouse

¢ Plantronics Calisto 620-M, Bluetooth Speakerphone
* Plantronics BLACKWIRE C710, BlueTooth Headset

¢ Plantronics Voyager Legend UC B235 NA

e Jabra PRO 9470 NCSA, Bluetooth Headset

e Jabra MOTION UC+ MS / LINK 360, Bluetooth, Lync
» Jabra SUPREME UC MS /LINK 360, Bluetooth Headset
¢ Jabra Speak 510 MS, Bluetooth speakerphone

o Jabra EVOLVE 65 MS Stereo Headset

Known Issues of the Bluetooth feature

1. If more than two Bluetooth mouse devices are connected to ThinOS along with more than two
other Bluetooth devices, it may cause low performance of Bluetooth connectivity.

Workaround: Dell recommends using one mouse and one keyboard in ThinOS with Bluetooth
connection.

2. The Bluetooth device name displays N/A sometimes.

Workaround: Remove this device from the list and re-scan.

3. The Bluetooth device status is not refreshed sometimes when wireless chipset 7260 is shut down.

Workaround: Close the ThinOS Bluetooth window and re-open it. The status is updated.
4. Only supports volume button and mute button on Bluetooth headset.

The performance of Bluetooth feature is low during wireless connection.

Configuring the Printer Settings

Use the Printer Setup dialog box to configure network printers and local printers that are connected to
the thin client. Through its USB ports, a thin client can support multiple printers. If more than one printer
is to be used and another port is not available on your thin client and the port that is to be used must be
shared with a USB modem converter, connect a USB hub to the port.

Use the following options to configure the Printer Settings:

* Configuring the Ports Settings

« Configuring the LPDs Settings

o Configuring the SMBs Settings
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Using the Printer Setup Options

Using the Help
Configuring the Citrix UPD Printer

Configuring the Ports Settings

To configure the Ports settings:

1

2.

From the desktop menu, click System Setup, and then click Printer.
The Printer Setup dialog box is displayed.
Click the Ports tab, and use the following guidelines:

&

Ports | LPDs | SMBs | Options | Help |

Select Port: [LPT 1 5|

Printer Name: |

Printer |dentification: |Generic / Text Only

Printer Class: | ﬂ

[~ Enable the printer device

[~ Enable LPD service for the printer

| oK | ‘i Cancel || Test Print

Select Port— Select the port you want from the list. LPT1 or LPT2 selects the connection to a
direct-connected USB printer.
Printer Name — (Required) Enter name you want displayed in your list of printers.

most USB direct-connected printers report/fill in their printer name automatically.

NOTE: If Enable LPD service for the printer is selected, the printer name becomes the
queue name for other clients using LPR to print to this printer.
Printer Identification — Enter the type or model of the printer in the exact text of the Windows
printer driver name—including capitalizations and spaces, most USB direct-connected printers
report/fill in their printer identifications automatically.
This entry must be either the device driver name for the printer under the Microsoft Windows
system, or a key to map to the device driver. If not specified, the name will be defaulted to the
printer-supplied identification for standard direct-connected USB printers or Generic / Text Only
for non-USB connected printers upon connection to Windows hosts. The driver name mapping
takes place either through a printer-mapping file read by the system as part of the global profile
(wnos.ini) or by MetaFrame servers through the MetaFrame printer configuration file (\winnt
\system32\wtsprnt.inf).
Printer Class— This is optional. Select the printer class from the list PCL5, PS, or TXT or PCLA4.
Enable the printer device — Select this option to enable the directly-connected printer. It enables
the device to display on the remote host.
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3.

f. Enable LPD service for the printer — Select this to make the thin client an LPD (Line Printer
Daemon) network print server for LPR printing requests from the network.

% NOTE:

If the thin client is to be used as an LPD printer server, DHCP must not be used and a static
IP address must be assigned to the client, see Configuring the Network Settings.

Click OK to save the settings.

Configuring the LPDs Settings

To configure the LPDs Settings:

1
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From the desktop menu, click System Setup, and then click Printer.
The Printer Setup dialog box is displayed.

Click the LPDs tab, and use the following guidelines when printing to a non-Windows network
printer:

&
LPDs | smBs | options | Help |
Select LPD: [tPD 1 =

Printer Name:

Printer |dentification:

LPD Queue Name:

|
|
LPD Hosts: |
|
|

=

Printer Class:

[~ Enable the printer device

| oK | ‘i Cancel || Test Print ‘

NOTE: Be sure to check with your vendor that the printer can accept Line Printer Request print
requests.

a. Select LPD —Select the port you want from the list.

b. Printer Name —(Required) Enter name you want displayed in your list of printers.

c. Printer Identification—Enter the type or model of the printer in the exact text of the Windows
printer driver name—including capitalizations and spaces.
This name must be either the device driver name for the printer under the Microsoft Windows
system, or a key to map to the device driver. If not specified, the name will be defaulted to the
printer-supplied identification for standard direct-connected USB printers or Generic / Text for
non-USB connected printers upon connection to Windows hosts. The driver name mapping takes
place either through a printer-mapping file read by the system as part of the global profile
(wnos.ini) or by MetaFrame servers through the MetaFrame printer configuration file (\winnt
\system32\wtsprnt.inf).



d.

f.

g.

LPD Hosts—The DNS or WINS name of the server for the network printer. An IP address of the
printer on the network can also be entered.

If the printer is attached to another thin client on your network, the entry in the LPD Hosts box is
the name or address of that thin client.

LPD Queue Name — An LPD host maintains a named queue for each supported printer. Enter the
name of the queue associated with the printer to be used.

This name can be different for each vendor. This field is required and must be correct so that the
network printer accepts incoming print jobs properly. For example, auto can be used for HP
Laserdet 4200n PCL6 as per documentation found on the HP Web site.

% NOTE:
If the printer is attached to another thin client on your network, the LPD Queue Name must
match the content of the Printer Name box on the thin client with the printer attached.
Printer Class — (Optional) Select the printer class from the list.

Enable the printer device — Must be selected to enable the printer. It enables the device so it
displays on the remote host.

3. Click OK to save the settings.

Configuring the SMBs settings

To configure the SMBs settings:

1. From the desktop menu, click System Setup, and then click Printer.

The Printer Setup dialog box is displayed.

2. Click SMBs tab, and use the following guidelines when printing to a Windows network printer.

=

sues [ ovtors | e

Select SMB: [sMB L =

Printer Name: |

Printer Identification:

|
\\Host\Printer: |
| =l

Printer Class:

[~ Enable the printer device
[~ Enable LPD service for the printer

|a OK | |i Cancel H Test Print

% NOTE:

a.

The printer name shared by Windows must not contain any spaces or ThinOS will not be able
to use it.

Select SMB —Select the SMB you want from the list.
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3.

b. Printer Name —(Required) Enter the name to be displayed in your list of printers.
c. Printer Identification- Enter the type or model of the printer in the exact text of the Windows

printer driver name—including capitalizations and spaces.

This name must be either the device driver name for the printer under the Microsoft Windows
system, or a key to map to the device driver. If not specified, the name will be defaulted to the
printer-supplied identification for standard direct-connected USB printers or Generic / Text for
non-USB connected printers upon connection to Windows hosts. The driver name mapping takes
place either through a printer-mapping file read by the system as part of the global profile
(wnos.ini) or by MetaFrame servers through the MetaFrame printer configuration file (\winnt
\system32\wtsprnt.inf).

. \\Host\Printer—Enter the Host\Printer or use the browse folder icon next to the box to browse

your Microsoft Networks and make the printer selection you want from the network printers
available (the DNS name or IP address of the Windows print server on the network).

Printer Class —(Optional) Select the printer class from the list.

Enable the printer device—Must be selected to enable the printer. It enables the device so it
displays on the remote host.

Enable LPD service for the printer—Select this to make the thin client an LPD (Line Printer
Daemon) network print server for LPR printing requests from the network, see Using Your Thin
Client as a Print Server (LPD).

If the thin client is to be used as an LPD printer server, DHCP must not be used and a static IP
address must be assigned to the thin client as described in Configuring the Network Settings.

Click OK to save the settings.

Using the Printer Setup Options

To configure the Printer setup options:

1

2.
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From the desktop menu, click System Setup, and then click Printer.
The Printer Setup dialog box is displayed.
Click the Options tab, and use the following guidelines:

&

" ports | LPDs | smBs | Options

Default Printer: [Default

~ Enable .print Client
Port: | 4000

g =




a. Default Printer —Select the printer you want to be the default printer from your list of available
printers.

b. Enable .print Client and Port —If you want to enable .print Client, select Enable .print Client , and
then enter the port.

3. Click OK to save the settings.

Using the Help
When you click the Help tab, the following message is displayed in the text box.

Printer Identification is supplied by printer device. Change it to a Window's printer driver name or setup a
driver mapping file.

Configuring the Citrix UPD Printer

Use of the Citrix Universal Printer Driver ensures that all printers connected to a client can also be used
from a virtual desktop or application session without integrating a new printer driver in the data center.
Citrix Universal printer driver is the base of Citrix Universal Printer, its an auto-created printer object that
uses the Citrix Universal Print Driver and is not tied to any specific printer defined on the client.

To configure the Citrix UPD usage on ThinOS:

1. Connect a printer to ThinOS client.
2. From the desktop menu, click System Setup, and then click Printer.
The Printer Setup dialog box is displayed.

& Printer Setup

LPDs | SMBs | Options

Select Port: ILPT 1

Printer Name: HP-Laserlet-P2035

Printer ldentification: [HP LaserJet P2035

Printer Class: IPCLS

[+ Enable the printer device

[~ Enable LPD service for the printer

Ed cCancel Test Print

3. Enter the name of the printer in the Printer Name box.
4. Enter any string of the Printer identification in the Printer Identification box.
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Select the type of the printer class from the drop-down list, select the check box to enable the
printer device and then click OK

Launch a XenDesktop or XenApp application connection.

Open the Devices and Printers in the desktop or application, notice the printer is mapped as UPD
printer by default. You can use the HP-LaserJet-P2035 [UPD:PCL5c] to perform the print job.

# Printers and Faxes (4)

v /

HP Laserlet Series HP-Laserlet-PH3 Mecrosoft XP5 Send To
I 5 [UPD:POLSc] Docurment Wilter Onellote 2000
{fram
WTOCEE ey

Citrix UPD configuration on server
a. To enable the printer policy, use the following guidelines:

1. To enable the printer policy in XenApp 6.5— Go to the DDC Server, click Start — Citrix
AppCenter .



{% Internet Explorer ,
@ Micrasoft Excel 2010 3
@ Microsoft Word 2010 ]

Computer

Metwork

Control Paned
Devices and Printers
Administrative Tools L
Help and Suppart

Run...

I |search pragrams and files QI Log off | »

|r,'5ta|t|:=a£:.! =

2. Click Citrix Resources — XenApp — Policies — User — Settings — Printing — Client
Printers and enable the Auto-create generic universal printer.

3. Click Printing — Drivers and set the Universal print driver usage to Use universal printing

only from the drop-down menu available.
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4. To enable the printer policy in XenApp/XenDesktop 7.5 and XenApp/XenDesktop 7.6:

a. Go to the Citrix DDC Server,

1. Click Citrix studio — policies and add a policy. Enable the Auto-create generic
universal printer option.

2. Set the Universal print driver usage to Use universal printing only from the
drop-down menu.
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b. Check registry and make sure the same driver has been installed.

1. Check the drivers in registry of the server or desktop which you want to connect. The
server or desktop must have ps, pcl5, pcl4 drivers in the registry and the same driver must
be installed on the server or desktop.

2. Go to HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\UniversalPrintDrivers\. ThinOS does not
support EMF and XPS. The supported drivers are listed in the following table.

Printer class Printer driver

PS HP Color LaserJet 2800 Series PS
PCL5 HP LaserJet 2200 Series PCL 5
PCL4 HP LaserJet Series Il

c. If the server or desktop which you want to connect does not have these drivers, follow the steps
mentioned here:

91



92

1. For example, in XenApp A6.54+2008 R2, add PCL driver in Server. Go to Device and Printers
— Select any printer — Click Printer server properties — Driver tab and then add HP
LaserJdet 2200 Series PCL 5 driver.

¥ Add Printer [ %]
@ = Add Printer
Install the printer driver

Choose your printer from the hist. Click Windows Update o see more models.

To install the drrver from an installstion CD, click Have Dizk.

Manufacturer l:] Printers L‘:,l
. o .

HP e _."1. HP Dtﬁkj-d 4400 series al

infoter [ HP Deckjet F735

KONICA MINOLTA Gl hg digital copier 410

Kyocers ™ HP Laseret 2200 Senes PCL 5

Lanier =] | ZIHP Laseriet 2300 Sesies PS =
] This drvver is digitally signed. Windows Update I Have Disk... |

Tell Sivet shorina i}

[ ] _coat |

2. Under HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\UniversalPrintDrivers\PCL5c\, change
DriverAlias and DriverName HP LaserJet 2200 Series PCL 5.




Reset Features
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Reset features include:

Resetting to Factory Defaults Using G-Key Reset

Resetting to Factory Defaults Using G-Key Reset

Resetting to Factory Defaults Using Shutdown Reset

Resetting Display Settings Using V-Key Reset

Accessing Thin Client BIOS Settings

High-privileged or Stand-alone users can reset the thin client to factory default settings using the G-key

reset feature.

To reset the thin client to factory default settings, restart the thin client and continuously tap the G key
during the restart process. G-key reset impacts all configuration items, including, but not limited to, both

network configuration and connections defined in local NV-RAM.

% NOTE: G-key reset is disabled for Low-privileged and Non-privileged users in Lockdown mode.

Resetting to Factory Defaults Using Shutdown Reset

A High-privileged or Stand-alone user can reset the thin client to factory default settings from the
Shutdown dialog box.
To reset the thin client to factory defaults:

1

From the desktop menu, click Shutdown.
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The Shutdown dialog box is displayed.
2. After starting your thin client you will see a Dell logo for a short period of time.

w

Click Restart the system to restart your thin client.

4. Select the Reset the system setting to factory default check box to restore your system settings to
default factory settings.

5. Click OK to save the settings.

Shutdown reset impacts all configuration items, including, but not limited to network configuration

and connections defined in local NV-RAM. However, the terminal name will not be changed.

% NOTE:

Shutdown reset is disabled for Low-privileged and Non-privileged users, regardless of lock
down state.

Resetting Display Settings Using V-Key Reset

If the display settings are inappropriate for the particular monitor that is connected, it is possible that the
display will not function properly when the thin client restarts. To correct this, power-on the thin client
while continuously tapping the V key. This will restart the thin client with a default/automatic display
resolution.

Accessing Thin Client BIOS Settings

After starting your thin client you will see a Wyse logo for a short period of time. During this period you
can press and hold the Delete key to enter the BIOS to make your modifications enter Fireport as the
password. For example, you can use the F7 key to use Optimized Defaults (load optimal default values for
all the items in the BIOS setup utility).

NOTE: This does not apply to the Wyse 3020 thin client with ThinOS (T10D) no BIOS on ARM
platform — to access the WLOADER on an ARM platform, press the power button for about four
seconds until the power light turns green, and then press the Delete key.
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Citrix HDX RealTime Multimedia Engine
(RTME) 1.8

RTME 1.8 is a new feature introduced in ThinOS 8.2. This is the Citrix HDX RealTime Optimization Pack
1.8 for Lync. This section provides information about supported platforms for RTME, installation of RTME
package, Citrix remote Server/Desktop host preparation, configuration on ThinOS, and RTME status
check and troubleshooting.

e Introduction to Citrix HDX RealTime Optimization Pack

¢ Installing the RTME package on ThinOS
e Setting up the RTME 1.8 for Lync
 Verifying the RTME Status

Introduction

The Citrix HDX RealTime Optimization pack offers high-definition audio and video calls on Lync.

For more information about Citrix RTME 1.8 feature, go to docs.citrix.com/en-us/hdx-optimization/1-8/
hdx-realtime-optimization-pack-about.

For information on how to use Citrix RTME 1.8 feature, go to docs.citrix.com/en-us/hdx-
optimization/1-8/hdx-realtime-optimization-pack-troubleshooting.

Supported Environments

» Citrix environment: XenDesktop and XenApp 5.6/6.5/7.x
¢ Lync server and client version 2010 and 2013; Skype for Business client in Lync 2013 GUI is supported.
e Supported networks: LAN, WAN (VPN), wireless and so on.

* Supports calls between RTME clients or between RTME and standard Lync clients.

Installing the RTME package on ThinOS

You are required to install the RTME.i386 package for the RTME 1.8 feature to work on ThinOS.
To install the RTME.i386 package:

1. Upload the RTME.i386.pkg to directory \wnos\pkg\.
% NOTE: For RTME package version, see Dell Wyse ThinOS 8.2 Release Notes.

2. You must ensure that the INl autoload is not set to value O.
3. Restart the thin client and wait till the auto-installation of packages is complete.
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The installed RTME package is displayed in the Packages window in System Tools.

B sSystem Tools
| De_u_ricesl Certificates | Packages | Global !HIJ User INI
Name \Version size |
base. 1386.pkg 1.18.35233 9863371 (3.4 MB)
FR.1386, pkg |1.09.34656 23231918 (22.1 MB)
RTME. 1386. pkg |1.07.35109 20312314 (19.3 14B) |
pcolp.1386.pkg |1.04,35237 2836666 (2.7 M) |
[ Delete | [ Delete Al
oK | |. Cancel |

Setting Up the RealTime Multimedia Engine (RTME) 1.8

for Lync

This section describes how to install and use Lync on a Citrix desktop.

1. Install Citrix HDX RealTime Connector version 1.8 on Citrix desktop VDA/Server. For more
information about installing Citrix HDX RealTime Connector version 1.8 on Citrix Desktop VDA/

Server, see docs.citrix.com/en-us/hdx-optimization/1-8/hdx-realtime-install.
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% NOTE:
+ HDX RealTime Multimedia Engine is the package installed on ThinOS; it is HDX RealTime
Connector for Lync that needs to be installed or upgraded on the remote server and VDA.

« If the version is the latest Lync version, that is Skype for Business, then only the Lync 2013
GUl is supported in Citrix HDX Multimedia Optimization. As per the Citrix Release Notes, the
connector must be installed by using Connector for Lync 2013.

e The Upgrade option is discussed at docs.citrix.com/en-us/hdx-optimization/1-8/
upgrade-1-7-to-1-8.

* The Firewall configuration is required on remote server and VDA. For more information,
refer to docs.citrix.com/en-us/hdx-optimization/1-8/hdx-realtime-optimization-pack-
configure-firewall.

g~ Important: The RTME 1.8 feature on ThinOS supports only HDX RealTime Connector 1.8
due to Citrix limitation.

2. Update the ThinOS firmware to 8.2, and install the RTME.i386.pkg on the ThinOS client. For
information about installing the RTME package, see Installing the RTME package on ThinOS.

3. Configure the Domain Name Server (DNS) settings on ThinOS for Lync Server.

NOTE: You must ensure that the thin client does not have USB redirection for video/audio
devices in order to have RTME working correctly.

4. Login to your Citrix Desktop, and sign in to Lync client.
The RTME icon is displayed in the lower-left corner of the Lync client window.

Use the Lync Application to perform the following tasks:
« Start an audio or video call

— Select user to call

— Call from the IM window

— Type a name or number to call
¢ Answer the call

— Audio call
— Video call
— Headset button to answer the call
« Transfer call/ mute/ hold call
» Control the video: Pause/ End/ Picture in Picture (PiP)
* Set the volume levels
e Use Dial Pad
¢ Make a conference call
¢ Help and Hang up
e Minimize/maximize or close the Lync window
e Perform Network Health check — Press Ctrl+N to open the Network Health window.

The attributes, such as received packets, sent packets, video frame rate, video resolution, audio codec,
and video codec are displayed in the Network Health window.
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Verifying the RTME Status

The Citrix HDX RealTime Connector for Microsoft Lync 2013 dialog box enables you to verify the RTME

status.

To view the Citrix HDX RealTime Connector for Microsoft Lync 2013 dialog box:

1. Do any of the following to view the Citrix HDX RealTime Connector for Microsoft Lync 2013 dialog

box:

e Click the RTME icon in the lower-left corner of the Lync application window, and click Audio

Video Settings.

* Click the Lync menu icon in the upper-right corner of the Lync application window, and click

Tools — Audio Video Settings.

The Citrix HDX RealTime Connector for Microsoft Lync 2013 dialog box is displayed.

Awdio davice Abeut

Video device
Call Forwarding

ﬂ Citrix HDX RealTirme Connector for Microsoft Lync 2013

Version
Citrix HDX, RealTime Media Engine
Wersion

Operating system

Citrix HDX, RealTime Connector for Microsoft Lyme 2013

1.8.0.25

180258
Limbe Ubuntu 12.04.5 LTS

]

Status Registered
Connection type Secured
Mode COptmized

| Register

| Show Certificate

| Callect logs

Exch companent is

l?' | Help

2. Click the About tab in the Citrix HDX RealTime Connector for Microsoft Lync 2013 dialog box.

The RTMS status is displayed in the upper-right pane of the dialog box. If the RealTime Multimedia
Engine is successfully initiated between the ThinOS client and Citrix Desktop, the RTME status is

displayed as follows:

Status

Registered

Connection Type

Secured
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Mode Optimized

You can also view the Citrix HDX RealTime Connector for Microsoft Lync 2013 version and Citrix
HDX RealTime Media Engine version in the dialog box.

3. Click the Audio Device tab to configure the RTME audio settings, such as speakers, microphone, and
ringer settings.

% NOTE: The RTME audio device on ThinOS shows only one device from ThinOS local playback
device. It can actually work the way they are configured at ThinOS local playback device and
record device. The RTME audio device for ringtone is limited to use ThinOS local playback
device. This is a known Issue.

4. Click the Video Device tab to configure the RTME video settings. From the drop-down list, select the
webcam that you want to use for video calls.

5. Click the Call Forwarding tab to configure the call forwarding settings.
You can configure the following options:
e Turn off call forwarding

» Forward any call to a specific number

e Simultaneously ring

NOTE: The latest call forwarding settings configured by you are displayed in the lower pane of
the dialog box.

For more information about trouble shooting, go to docs.citrix.com/en-us/hdx-optimization/1-8/hdx-
realtime-optimization-pack-troubleshooting.

Known Issues with RTME 1.8 feature

* RTME operation system on ThinOS is displayed as Linux.

* RTME audio device on ThinOS will display only one device from ThinOS local playback device. It can
actually work the way they are configured at ThinOS local playback device and record device. The
RTME audio device for ringtone is limited to use ThinOS local playback device.

e The RTME 1.8 feature on ThinOS does not work with other versions of HDX RealTime connector due
to known Citrix limitation.

+ If you change the audio device during an RTME call, the audio input or output might stop responding.

e Using similar hardwares, such as DxQOD, ThinQOS, Linux, and Windows (D90D7) produce similar video
frame rate (20-30) and video resolution (320-400). It produces better video quality using laptop or PC
because of better CPU capability.

* Inavideo conference call, when different user is speaking, the on-screen video switches to the active
user, but takes a few seconds to switch over.

Certified devices

The following are the certified devices for RTME:

¢ Plantronics BLACKWIRE C435-M Headset

e Plantronics Calisto 620-M, Bluetooth Speakerphone
¢ POLYCOM Deskphone CX300

« Jabra PRO 935 MS Headset

99


HTTP://DOCS.CITRIX.COM/EN-US/HDX-OPTIMIZATION/1-8/HDX-REALTIME-OPTIMIZATION-PACK-TROUBLESHOOTING.HTML
HTTP://DOCS.CITRIX.COM/EN-US/HDX-OPTIMIZATION/1-8/HDX-REALTIME-OPTIMIZATION-PACK-TROUBLESHOOTING.HTML

100

Jabra MOTION 360 hands free Bluetooth Headset
Plantronics BLACKWIRE C-310M Headset
Plantronics Voyager Legend UC B235 NA Bluetooth Headset
Jabra UC Voice 750MS Duo (Dark) Headset
Logitech USB Webcam 9000

Logitech C525 HD Webcam

Microsoft LifeCam 3.0 Cinema

Logitech HD Webcam C310

Logitech HD Webcam C910

Logitech HD Webcam C920

Logitech HD Webcam C930
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Advanced Details on Configuring ICA and
RDP Connections

Use the following information when configuring ICA and RDP connections. This information assumes
that the thin client does not have a locked down privilege level.

High-privileged user — The additional functionality provided by the Connection Settings dialog box
allows testing of connection definitions before they are entered by a network administrator into the
user profile files.

Low-privileged user — The settings for the selected connection can be viewed but cannot be edited,
and new connections cannot be defined. Connection definitions are controlled by a network
administrator and are accessed by the thin client from the user profiles on a remote server.

Stand-alone user — The Connect Manager is available to Stand alone users because connection
definitions cannot be accessed from remote user profiles. If user profiles are available on an FTP
server but are not accessed because DHCP is not available or is not configured to provide the file
server IP address, the file server IP location can be entered manually using the Network Setup dialog
box.

Configuring ICA Connections

To configure the ICA connection option you selected in the Remote Connections dialog box, perform
the following tasks:

1
2.

Click Default ICA icon on the Desktop.
Click Connection tab and use the following guidelines:
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Connection | Logon | Options |

rConnecting to
(3 server O Published Application

Connection Description: |Default ICA

Browser Servers: |
Host Names: | =lal
Encryption Level: [ Basic ﬂ
[¥ Use HTTP for browsing [ Enable Wyse VDA

[~ Alternate address via firewall

rConnection Display b
Display Resolution: | Default ﬂ
Colors: | True Colors ﬂ
(® Window mode O Full screen ‘

[~ Auto-connect onstart-up [ Re-connect after disconnect
Delay before re-connecting: |2E3- second(s)

T

Server or Published Application — Select the type of connection to which the settings apply.
Connection Description — Enter the descriptive name that is to appear in the connection list (38
characters maximum).

Browser Servers — Enter a delimited (comma or semicolon) list of IP addresses or DNS-registered
names of ICA servers that contains the master browsers list, or that could refer to another server
that contains the list.

The master browsers list is generated automatically by a browsing program on one of the ICA
servers (selected by negotiation between servers). It is used to provide the information displayed
in the Server Name or IP box. No entry is needed if the list is on an ICA server in the same
network segment as the thin client. No entry is necessary if the connection is to a server, or if the
server name or IP contains the IP address of the server.

Host Name or Application Name (title depends on the Server or Published Application option
selected) — You can enter a delimited semicolon or comma-separated list of server host names
or IP addresses, or you can select from the list of ICA servers or published applications obtained
from the ICA master browser. You can also use Browse next to the box to make the selection you
want.

If you enter a delimited list of servers, the thin client will attempt to connect to the next server on
the list if the previous server attempt fails. If you use the list and the selected connection fails, the
thin client will attempt to connect to the next one on the list.



% NOTE:

The Host Name may be resolved using one of three mechanisms: ICA master browser, DNS
or WINS. Master browser is the only mechanism that can resolve a published application
unless manual entry is made in DNS for the application. DNS uses the default domain name
in the network control panel to attempt to construct an FQDN but will also try to resolve the
name without using the default.
e. Encryption Level — Allows you to select the security level of communications between the thin
client and the ICA server.
Basic (the default option) is the lowest level of security. Basic allows faster communication
between the device and the ICA server because it requires less processing than the higher levels
of encryption.

% NOTE: The encryption selection applies to the security of communications between the thin
client and the ICA server only. It is independent of the security settings of individual
applications on the ICA server. For example, most web financial transactions require the thin
client to use 128-bit encryption. However, transaction information could be exposed to a
lower level of security if the thin client encryption is not also set to 128 bits.

f. Use HTTP for browsing — When selected, the thin client, by default, uses HTTP when browsing.

g. Alternate address via firewall — When selected, the thin client uses an alternate IP address
returned from the ICA master browser to get through firewalls. Used for the Windows log on
when the connection is activated.

h. Enable Wyse VDA — When selected, the thin client uses Virtual Desktop Accelerator software to
provide an accelerated user experience on remote desktop sessions with high round-trip delay
between the server and client.

i. Display Resolution — Select the display resolution for this connection.

If you select the Published Application option, the Connection Display allows you to select the
Seamless Display Resolution option.

Colors — Select the color depth of the ICA session. If High Colors (16 bits) or True Colors is
selected and the ICA server does not support this color depth, the thin client renegotiates the
color depth to the lower value, for example, 256 Colors [8-bits].

j. Window mode and Full screen mode — Select the initial view of the application in a windowed
screen or full screen.

k. Auto-connect on start-up — When selected, automatically connects the session on start-up.

. Reconnect after disconnect — When selected, causes the thin client to automatically reconnect
to a session after a nonoperator-initiated disconnect. If selected, the wait interval is that set in the
Delay before reconnecting box (enter the number of seconds 1-3600) or the user profile for yes
(20 seconds) or seconds. The default is 20 seconds, if there is no INI file description of this
connection, or is a Stand-alone user, or simply omitted.

Click logon tab, and use the following guidelines:
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k.

~Logging on
Login Username: |

Password: |

Domain name: |

Logon Mode: |User— specified creden ﬂ

~Start Command
Application: |

Working Directory: |

g =

a. Logging on area — Enter Login Username, Password, Domain name, and Logon Mode.
If the Login Username, Password, and Domain name boxes are not populated, you can enter the
information manually in the ICA server login screen when the connection is made:
* Login Username — Maximum of 31 characters is allowed.
¢ Password — Maximum of 19 characters is allowed.
¢ Domain Name — Maximum of 31 characters is allowed.

* Logon Mode — Select User-specified credentials, Smart Card, or Local User.

b. Start Command area— Server Connection Option Only — This area is disabled for a Published
Application option.
Application (127 characters maximum) and Working Directory (63 characters maximum) — Enter
an initialization string and arguments, including an associated working directory, that you want to
start automatically on the server when the connection is made.

4. Click Options tab and use the following guidelines:
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| Connection | Logon | Options

Auto-connect to local devices: [¥ Printers [ Serials
[+ USB [ Smart Cards [v Sound [ Disks
Audio Quality: [pefault =

[~ Enable session reliability
[+ Allow font smoothing
[~ Optimize for low speed link

g =

a. Autoconnect to local devices — Select any options as Printers, Serials, USB, Smart Cards, Sound,
and Disks to have the thin client automatically connect to the devices an ICA session will not
automatically connect to a device through a serial port.

b. Allow font smoothing — When selected, enables font smoothing (smooth type).

Optimize for low speed link — When selected, allows optimization for low-speed connections,
such as reducing audio quality and/or decreasing protocol-specific cache size. Intended for a
connection spanning a WAN link or using dialup.

d. Enable session reliability — When enabled, session reliability allows a user to momentarily lose
connection to the server without having to re-authenticate upon regaining a connection. Instead
of a user’s connection timing out after X seconds, the session is kept alive on the server and is
made available to the client upon regaining connectivity. Session reliability is most relevant for
wireless devices.

Configuring RDP Connections

To configure the RDP connection option you selected in the Remote Connections:

1. Click the RDP tab on the desktop.
The Default RDP dialog box is displayed.
2. Click the Connection tab, and use the following guidelines:
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Connection | Logon | Options |

rConnecting to
Connection Description: |

Host Names: | ﬂ

[ Enable Wyse VDA [ Console mode

rConnection Display

Display Resolution: | Default =]
Colors: | True Colors ﬂ
(® Window mode O Full screen ‘

[~ Auto-connect on start-up
[T Re-connect after disconnect
Delay before re-connecting: |2€- second(s)

T

Connection Description— Enter the descriptive name that is to appear in the connection list (38
characters maximum).

Host Names— Use the list to select the valid DNS server name or the IP address of the server to
which the thin client connection is to be made you can also use Browse next to the box to make
the selection you want. For example, a list of WTS servers on the local network from which you
can select.

NOTE: The server name may be resolved using one of two mechanisms: DNS, and WINS.
DNS uses the default domain name in the network control panel to attempt to construct an
FQDN but will also try to resolve the name without using the default.

Enable Wyse VDA— When selected, the thin client will use Virtual Desktop Accelerator software

to provide an “accelerated” user experience on remote desktop sessions with high round-trip
delay between the server and client.

Console mode— Select to set the RDP connection with Windows Console mode.
Display Resolution— Select the display resolution for this connection.
Colors—

Select the color depth of the RDP session. If High Colors (16 bits) or True Colors (32 bits) is
selected and the RDP server does not support this color depth, the thin client renegotiates the
color depth to the lower value for example, 256 Colors (8 bits). The highest is 32 bits, if hardware
supports it.

Full screen on 1 monitor and Span both monitors— Select the initial view of the application in a
full screen or span.

Auto-connect on start-up— When selected, automatically connects the session on start-up.



h.

Re-connect after disconnect—When selected, causes the thin client to automatically reconnect
to a session after a non-operator-initiated disconnect. If selected, the wait interval is that set in
the Delay before re-connecting box (enter the number of seconds 1 to 3600) or the user profile
for yes (20 seconds) or seconds. The default is 20 seconds, if there is no INI file description of this
connection, or is a Stand-alone user, or is simply omitted.

You can reset the options on the Connection tab of the Connection Settings (RDP) dialog box. To
do so, click the Reset VM command button. This command button is located in the upper-right
of the dialog box. It appears only with a VDM broker connection.

3. Click Logon tab, and use the following guidelines:

b.

~Logging on
Login Username: |

Password: |

Domain name: |

~Start Command
Application: |

Working Directory: |

~TS Gateway

[~ Use TS Gateway [ Use Same Info

Server name:

User name:

Password:

Domain name:

g o

Logging on area —Enter login username, password, and domain name. If these boxes are not
populated, you can enter the information manually in the RDP server login screen when the
connection is made. Use the following guidelines:

¢ Login Username — Maximum of 31 characters is allowed.

* Password — Maximum of 19 characters is allowed.

 Domain Name — Maximum of 31 characters is allowed.

Application (127 characters maximum) and Working Directory (63 characters maximum)— Enter
an initialization string and arguments, including an associated working directory, that you want to
start automatically on the server when the connection is made.

Use TS Gateway— Enables the use of Terminal Services Gateway (TS Gateway) server when
connecting. If required, then enter the IP address or URL of the TS Gateway server in the Server
name box. You can also enable Use Same Info (if the server credentials are the same credentials
as your Remote Desktop Credentials (Host remote computer credentials) in the Login Username,
Password, and Domain name fields) or disable Use Same Info and enter the Server name, User
name, Password, and Domain name of the TS Gateway server if required.
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% NOTE: A TS Gateway server is a type of gateway that enables authorized users to connect to
remote computers on a corporate network from any computer with an Internet connection.
A TS Gateway server enables Remote Desktop connections to a corporate network from the
Internet without having to set up virtual private network (VPN) connections. Ask your
network administrator whether you need to specify a TS Gateway server.

¢ User Name — Enter a user name for the connection.
+ Password — Enter the password.
 Domain — Enter the domain name.
NOTE: The User name, Password, and Domain name fields are optional. If you leave any of

these fields blank, interactive login is required and users must enter the information at login
time.

4. Click Options tab, and use the following guidelines:

| Connection | Logon | Options

Desktop Experience (Check to disable)
™ Wallpaper T Menu /Window animation
[T Theme [T show content when dragging
} [T Font smoothing

Auto-connect to local devices: [¥ Printers [ Serials
[¥ USB [ Smart Cards [~ Disks

—RDP Audio Playback—— RDP Audio Recording——
@ Play locally (2 Do not record

) Do not play

O Play on remote computer O Record from local

[~ Turn compression off [T Optimize for low speed link
[ Auto detect network Mouse gueue timer; |ll3 X 10ms

g o

Wallpaper — When selected, disables the desktop wallpaper.

Menu / Window animation — When selected, disables the menu or window animation.

Theme — When selected, disables the desktop themes.

Show content when dragging — By default, when you grab a Window by the title bar and move it
around, the contents of the window will move with it. Select this to disable this content view so
that only the outline of the window moves when dragging it, until you drop the window. This
option can be beneficial, as it uses less processing power.

e. Font smoothing — Converts vector text to bitmap for better display.

f. Auto-connect to local devices — Select any options (Printers, Serials, USB, Smart Cards, and
Disks) to have the thin client automatically connect to the devices.

anoTo
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NOTE: USB — Redirects locally attached USB devices on the thin client to a Microsoft
Windows terminal server. When the user connects to the terminal server, locally attached
USB devices on the thin client are accessible.

g. RDP Audio Playback — Select the audio playback options such as Play Locally, Do not play, and
Play on remote computer.

h. RDP Audio Recording — Select the audio recording options such as Do not record, and Record
from local.

i. Turn compression off — When selected, turns compression off (intended for high-speed
connections).

j.  Optimize for low speed link —When selected, allows optimization for low-speed connections,
such as reducing audio quality and/or decreasing protocol-specific cache size. Intended for a
connection spanning a WAN link or using dialup.

k. Auto detect network — When selected, turns on the auto detect network feature. This feature is
enabled by default. It also disables the Optimize for low speed link option and the Desktop
Experience options by default.

. Mouse queue timer— Specifies the default queue timer of a mouse event in an ICA or RDP
session (in 1/100 of a second). It can be used to adjust the bandwidth of a network.

Click OK to save the settings.
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ICA SuperCodec/RDP H.264

SuperCodec/H.264 is a H.264 decoder integrated on ThinOS ICA/RDP client side. Server encodes the
session image into H.264 stream and sends it to client side. Client decodes the H.264 stream by
SuperCodec and show the image on screen. It should improve user experience especially for HDX3DPro
desktops.

Supported Environment

* |CA: XenDesktop 7.5 or later versions.
* RDP: Windows 8.1/2012 R2 or later versions.

Supported Resolution or Decoder

Hardware decoder is used by default. For the following clients, the software decoder is used if the width
or height of the session is bigger than 1920 X 1200.

e Wyse 5010 thin client with ThinOS (D10D)
*  Wyse 7010 thin client with ThinOS (Z10D)

The following clients are independent of the ThinOS system resolution because the clients do not have a
software decoder.

*  Wyse 3020 thin client with ThinOS (T10D)
*  Wyse 3010 thin client with ThinOS (T10)

If it is bigger than 1920 x 1080, the whole feature is disabled for all sessions.

Table 3. Supported Platforms

Platforms By default Max. HW/SW MaxFPS
supported decoding
system
resolution
ICA Wyse 5010 Thin | Enabled No limits Dependingon |30
SuperCodec Client with resolution and
ThinOS(D10D) memory

Wyse 7010 thin
client with
ThinOS (Z10D)

Wyse 5040 AIO
Thin Client
(5212)
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Wyse 3010 Thin | Enabled 1920x1080 HW decoding |20
Client with only
ThinOS (T10)

Wyse 3020
Thin Client with
ThinOS (T10D)

RDP H.264 Wyse 5010 Thin | Disabled 1920x1200 SW decoding N/A

Client with only
ThinOS(D10D)

Wyse 7010 thin
client with
ThinOS (Z10D)

Wyse 5040 AIO
Thin Client
(5212)

Wyse 3010 thin | Disabled 1920x1080 HW decoding N/A
client with only
ThinOS (T10)

Wyse 3020 thin
client with
ThinOS (T10D)

For Wyse 3010 Thin Client Series (T10) and Wyse 3020 Thin Client Series (T10D):

1.

By default, the ICA SuperCodec is enabled and RDP H.264 is disabled. User can enable the RDP H.
264 using corresponding INI.

ICA SuperCodec is enabled and HW decoded when ThinOS resolution is lesser than or equal to 1920
x 1080.

ICA SuperCodec is disabled when ThinOS resolution is greater than 1920 x 1080.

If RDP H.264 is enabled using INI, it is HW decoded when ThinOS resolution is lesser than or equal to
1920 x 1080. The RDP H.264 is disabled even with INI enablement when system resolution is greater
than 1920 x 1080.

In dual display, the bigger screen is used for threshold.

The dual display should have similar performance with single display when user operates in single
screen.

For Wyse 5010 thin client with ThinOS (D10D), Wyse 5010 thin client for Citrix and Wyse 7010 thin
client with ThinOS (Z10D) - RDP/ICA:

1

By default, the ICA SuperCodec is enabled and RDP H.264 is disabled. User can enable the RDP
H264 using corresponding INI.

ICA SuperCodec is HW decoded when session resolution is lesser than or equal to 1920 x 1200, and
there are sufficient offscreen/GTT memory in the system.

ICA SuperCodec is SW decoded when session resolution is greater than 1920 x 1200, or when there
is insufficient offscreen/GTT memory in the system that is less than 150 MB.
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4.  RDP H.264 on Wyse 5010 series (D series) and Wyse 7010 thin client with ThinOS (Z10D) do not have
HW decoding. This feature is always SW decoded, when it is enabled using INI.

RDP H.264 is disabled when system resolution is greater than 1920 x 1200 due to known issues.

In dual display (span mode) for ICA connections, two screens can have different type of decoder
based on above rule. The HW decoder requires large amount of VRAM/offscreen memory and D/Z
clients do not have enough VRAM/offscreen memory for two HW decoders. Therefore for ICA
session across two screens, it is likely that one screen is HW decoded and the other is SW decoded.

7. Dual display should have similar performance with single display when user operates in single
screen.

To verify the working status of the ICA connections:

When the feature is working, there should be following results:

¢ ThinOS event log ICA: SuperCodec enabled and ICA: Session size xxxx with HW decoding or Session
size xxxx with SW decoding. Screen shot below shows the ThinOS event log on D client with
connection in dual display full screen, one of the display is HW decoded and the other is SW decoded.
This is applicable for following thin clients:
— Wyse 5010 Thin Client with ThinOS (D10D)
— Woyse 7010 Thin Client with ThinOS (Z10D)
—  Wyse 5040 AIO thin client (5212)

B System Information

| General | Copyright | Eventlog & Status | ENET | WLAN

TPC: O entries in 4 bytes to GetPrintIDList
ROP: disconnected by client!

RDP: disconnected by client!

ICA status: connection broken by client

superCodec enabled

Session size 1920X1080 with SW decoding

Session size 1920X1200 with HW decoding
= i - =20 v UL O L

Lall W

e ThinOS event log ICA: SuperCodec enabled. This is applicable for following thin clients:

—  Wyse 3010 Thin Client with ThinOS (T10)
-  Wyse 3020 thin client with ThinOS (T10D)

e Click HDX Monitor — Graphics — Thinwire advanced — Encoder : DeepCompressionV2Encoder for
NON-HDX3DPro desktops or DeepCompressionEncoder for HDX3DPro desktops.
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When the feature is disabled, the user is able to view the following results:

e ThinOS event log: System resolution exceeds hardware limitation (1920 x 1080), disable SuperCodec.
This is applicable for the following clients:

—  Wyse 3010 thin client with ThinOS (T10)

113



Wyse 3020 thin client with ThinOS (T10D)

Click HDX Monitor — Graphics — Thinwire Advanced — Encoder — CompatibilityEncoder;
CompatibilityEncoder

To verify the working status of the RDP connections:

When the feature is working, the user is able to view the following results:

1.

ThinOS event log 1: RDP: Rdp H.264 enabled. This is applicable for following thin clients:

Wyse 5010 thin client with ThinOS (D10D)
Wyse 7010 thin client with ThinOS (Z10D)
Wyse 3010 thin client with ThinOS (T10)
Wyse 3020 thin client with ThinOS (T10D)
Wyse 5040 AIO thin client (5212)

ThinOS event log 2: RDP: Session size xxxx with SW decoding. This is applicable for following thin
clients:

Wyse 5010 thin client with ThinOS (D10D)
Wyse 7010 thin client with ThinOS (Z10D)
Wyse 5040 AlO thin client (5212)

ThinOS event log: Limited client resources, Rdp H.264 is not enabled.

B System Information -

l General | Copyright | Event Log | Status | ENEI‘I WLAN |

03:22:48 RDP: Connect to WINB-20140808.ctx.com ... -
G3:22:48 RDP: NLA CredSSP Authentication
(3:22:49 KRE: Client not found in Kerberos database. Error code:6

03:22:49 RDP: create network detection channel
03:22:49 RDP: create UDP transportation

03:22.49 ROP: Graphics Pipeline is enabled

(3:22:50 RDP: Rdp H.264 enabled,

03:22:51 RDP: Session size 1920X1168 with SW decoding
03:22:51 RDP: Session size 1920X1168 with SW decoding -

Supported INI

Use this INI to enable RDP H.264 feature. The default value is no.
sessionconfig=RDP enablerdph264=yes/no
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NOTE: If RDP GFX is disabled then H.264 is also disabled. For example, by default the GFX is

disabled on Wyse 3010 thin client with ThinOS (T10) platform. For RDP H.264 to work on Wyse 3010
thin client with ThinOS (T10) platform, enable both GFX and H.264 using INI. By default, the GFX is
enabled on other platform such as

Wyse 3020 thin client with ThinOS (T10D)
Wyse 5010 thin client with ThinOS (D10D)
Wyse 7010 thin client with ThinOS (Z10D)
Wyse 5040 AIO thin client (5212)

For ICA connections, there is no INI parameter.
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Introduction to Flash Redirection

The Flash Redirection solution is to off-load flash content to the ThinOS client, and locally render and
decode the flash playback. The off-loading is conducted by Citrix HDX Flash Redirection. The local
rendering and decoding process are conducted by customized flash player and other multimedia process
that runs locally on ThinOS.

Supported Environment— Supports only Citrix Connections with XenApp 6.5 and later versions and
XenDesktop 7.0 and later versions.

Supported Platforms:

* Wyse 5010 Thin Client with ThinOS (D10D)
*  Wyse 7010 Thin Client with ThinOS (Z10D)
*  Wyse 5040 AIO Thin Client (5212)

Flash Redirection

Required packages
User must install the following packages for the feature to work:

e Dbase.i1386.pkg— In ThinOS 8.2 release, this package is integrated into the ThinOS firmware image,
and you need not install or update it manually.

e FR.i386.pkg

Installation of packages
To install the required packages, follow the steps mentioned here:

1. Upload packages to directory \wnos\pkg\.
2. Ensure that the INI autoload is not set to 0.
3. Restart the client to read the File Server and wait till the auto installation of packages is complete.
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You can view the installed packages in the Packages tab in the System Tools dialog box.

B sSystem Tools o)
|“ Deg.g_ices_[ Certificates | Packages i_f.'ﬂohal INI I User IM!-.
Name \Version size |
base. 1386.pkg L 18.35233 9863371 (9.4 MB)
FR.1386. pkg .I" (9, 34656 23231918 (22.1 MB)
RTME. 1386.pkg 11.087.35109 20312314 (19.3 M8)
Pco1p. 1386. pkg |1.04.35237 2836666 (2.7 MB)
| Delete | : Delete Al
| oK | I. Cancel

g NOTE: For ThinOS package versions, see Dell Wyse ThinOS 8.2 Release Notes.

Server configuration for Flash redirection

a. Toignore the differences in flash player versions, user must add the
FlashPlayerVersionComparisonMask registry key on the desktop.
If it is XenApp 6.5, TEBrowserMaximumMajorVersion registry key is required to ignore the
differences in IE Browser versions.
Client configuration for Flash redirection
By default, no client configuration is required. New INI parameters are added to support HDX FR
Client configurations, for example, to fetch the server side content. The newly added INI parameters
are:

SessionConfig=ICA\
HDXFlashUseFlashRemoting=Never | Always (default) \
HDXFlashEnableServerSideContentFetching=Disabled (default) | Enabled \

How to verify it is working or not working
a. Right-click the flash video to know the flash player version. It displays version information of the

customized player at ThinOS client side which is 11.1.102.59. If the flash player version is
different, then it is unsuccessful server rendering.
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b.  During the flash playback, it will display ThinOS event logs for HDX FR in the System Information
dialog box.

1. FR: Media type video/x-264
2. FR: Media type audio/mpeg

[l System Information

| General | Copyright | Event Log | Status | ENET | WLAN |

B6G:12:54 RDP: Connecting to gateway [win-2012-hpv.ctx.com]
B6:12: 58 DNS/WINS can't resolve [win-2012-hpv.ctx.com]

06:12:58 ROP: fail to connect to gateway [win-2012-hpv.ctx, com]
G6:12:58 ERROR: Connection Failed!

G6:12:59 RDP: Start session to 10.151.125.201

06:12:59 RDP: Connect to 10.151.125.201 ...

06:14:35 FR: Media type video/x-h264
G6:14:35 FR: Media type audio/mpeg

Known Issues

Playback flash videos in Internet Explorer browser with normal security settings.

a.
b. Proxyis not supported.

0

Playback with no more than two flash videos concurrently.
d. Playback with videos < 720p; the 1080p video may show graphic issue.

e. Playback full screen video with resolution < 1920 x 1200; for example, full screen playback with
ThinOS resolution 1920 x 1200; in 2560 x 1600 full screen video there could be graphic issues.

f.  After flash video is loaded it will stay in initial size; for example, resizing browser will not resize
the video content; it is same behavior with Citrix HDX FR Linux client.

g. Only English font is supported; for example, subtitles in other languages will not be properly
displayed.

h. In some scenario the video shows no content initially; when user resizes browser the video
appears normally; it is likely to happen with x86 desktops and is a known issue for Citrix HDX FR
Linux client.

i. Playback with videos that can work with HDX FR on Linux or Windows client: There are a
number of videos/websites known as not working with Citrix HDX FR solution such as msn.com,
espn.com, movies.yahoo.com, and dell.com. Flash videos simply cannot load with these
websites using HDX FR solution. Some of them are working periodically; for example, videos on
dell.com were working well during this Feb/March but stopped working afterwards; the results
can vary depending on user location as well (US/Europe/Asia). It is therefore recommended to
make sure the target videos work with HDX FR on Linux or Windows, before working with it on
ThinOS.
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The solution on ThinOS is based on Citrix HDX FR Linux version. It is advised to compare with
Linux client in case of any issues.

Playback YouTube.com videos may run into some issues; for example, cannot show video
unless user copy the URL and paste it to the browser to visit again. In case any observation we
recommend to compare with Linux client.

Basic Operations for Citrix HDX Flash Redirection

1.

To disable flash version compatibility check, perform the following tasks:

101X
Fle Edt View Favorkes Help
B Chiix =] [ mame Type Data
B ab) (Def k) REG_SZ {vahe not sat)
0 S FlashPlayerVersinC omparisontask REG_DWORD 00000000 ()
B %) IEBrowseeMaamumbaieer son REG_DWORD 00000006 {11}
I & MsstSubchannelld REG_CHHORD TreDDO0N3F (1023)
"
“+
=
H
+
+
4+
+
*
IMATermProcess
H Instal
EH InstalDetect
= Licensing
* MetaFrame Password Manages
Mobity
H MUL
§  Phgriackages A

ThinOS client built-in Flash player version is 11.1. If the version installed on VDA/XenApp
machines is higher than 11.1, then user needs to disable flash version compatibility check for the
HDX Flash redirection feature to work.

User can disable the version check by modifying Windows Registry Key on VDA/XenApp named
“FlashPlayerVersionComparisonMask” which is a DWORD that must be set to zero.

This needs to be set on each and every VDA/XenApp where the user needs the checking
disabled.

The following action need to be set on d every VDA/XenApp and you need the checking disabled on.

For a 32-bit operating system:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\HdxMediaStreamForFlash\Server\PseudoServer

Add the entry named FlashPlayerVersionComparisonMask with a DWORD value = 00000000
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» For a 64-bit operating system: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\HdxMediaStreamForFlash\Server\PseudoServer

+ Add the entry named FlashPlayerVersionComparisonMask with a DWORD value = 00000000
» After making the modification you must restart IE on VDA/XenApp.
2. To modify maximum Internet Explorer version that HDX Flash supports:

a. HDX Flash client side rendering feature does not work with Internet Explorer 11 with HDX Flash
redirection enabled on XenApp 6.5 and XenDesktop 5.6 VDA.
C'RegistryBlitr =lalx]
Fle Edt Vew Favorkes Hep
=) Ghrix o] | Hame Tipe Data
AsC ab(Defauk) REG_SZ {vakue riot sef)
RC2 % FlashPlayer¥ersionComparisonMask. REG_DWORD 0000000 (0)
Fudo fib TEBromserMavimumMaiorersion REG_DWORD 0000000 (11}
ComWorkStation S NextSubchannelld REG_DWORD x0000038F (1023)
ChrixCAE
- |, Chert Hosted fpps
CTACRY
# ) ChxHook
Chdon
DefsukToolBar
ELEM
FTaBathup
GroupPolicy
Fidiediadtrean
HaMedaStreanFaorFlash
8- ) Server

& -3

- -

) Hesthion
|, ICAClert
B M
IMAPrinder
IMATermProcess
- ) Instal
- InstalDetect
) pr—
+ |, MetaFrame Password Manager
Mobiity
- M
o L, PughPackages |
b. The registry key value IEBrowserMaximumMajorVersion is queried by the HDX Flash service to
check for maximum Internet Explorer version that HDX Flash supports. For Flash Redirection to
work with Internet Explorer 11, set the registry key value IEBrowserMaximumMajorVersion to 11
on the machine where HDX flash service is running. In case of XenApp it would be the XenApp
Server and in case of XenDesktop it would be the machine where VDA is installed.

c. For a 32-bit operating system:

e  HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\HdxMediaStreamForFlash\Server\PseudoServer.
* Add the entry named IEBrowserMaximumMajorVersion with a DWORD value = 0000000b.
d. For a 64-bit operating system:

e HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\HdxMediaStreamForFlash
\Server\PseudoServer.

¢ Add the entry named IEBrowserMaximumMajorVersion with a DWORD value = 0000000b.

% NOTE: This is applicable for XenApp 6.5 and XenDesktop 5.6 VDA.
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3. Use the following guidelines to create a new policy:
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a. Launch the XenApp/XenDesktop manage console, and then go to Polices node pane.

b. User can edit ‘Unfiltered’ User Policy directly that applies to all connections. User can also view

a personal policy, such as 'FlashTest’ policy, and assign this policy to user's own computer OU
and domain user.

4. To view the list of Flash policies:

Go to Settings tab, and then select Flash Redirection. All the Flash Redirection policies are listed as
shown in the following screenshot.
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F= Edit Policy !E[E

General Settings | Filters |

Settings to show: rbcem.?-pp {all Versions) 3 carch Fash Radirection .[ J
Categaries: Settings:
Aginre Setbngs ji==! Flaxh acceleration Add | ety
Al Settings ICA\Adobe Flash Delvery\Aash Redirechon
Flash background color list r
ICa 1CAVAdobe Flash Delivery\Rlash Radirection ———
Adobe Fash Defivery Flash backwards compatibiliby add
Flash Redirection ICA\Adebe Flash Delivery\Flash Redirection
Legacy Server Side Optimizaticns Flach default behsviar -
Audia 1CA\Adobe Flash DelveryiFlash Redirechion e
Barndwicth Flash event logging add
Desktop U1 1CAYAdebe Flash Deliveny\Flach Redirection —
File Redrection Flash intelligent fallback &
Multi-stream Conneclions 1CAVAdobe Flash Delvery\Aash Redirechion =
Part Redirection Flash latency threshold add
Frinting ICA\Adobe Flash Delivery\Fash Redirection —
Chent Printers Flash server-side content fetching URL list adg —
Drivers 1CA\Adobe Flash Deliveny\Flash Redirection -
Unéwersal Printing Flaxh URL compatibility list il
Seturity Tl Ica\adobe Flash DelverdUFash Redirechion = ;I
-

Session Limits
Shadowing

Time Zone Control
TWAIN Devices

T| ihan araklad Bkir | @saar raldian radicar naboarl and rares lned b rasdarins Flark camband .Tl

Applies to XenApp 6 and XenDeskiop 5

Enables or disables, in Legacy mode anly, Flash content réndering on client devices instead of
the server, By default, dient-side Flash content rendering is allowad,

| oK I Cancel |

To activate a policy:

ystem32 omd.exe

sadminiztrator.EN>gpupdate force

Uzer Policy update haz completed succ
Computer Policy update hasz completed

After modifying any Citrix policy, run the CMD command ‘gpupdate /force’ in the XenApp/VDA
machine, and then reconnect the session. The policy will be updated immediately.

To verify if Flash is getting client rendered OR HDX Flash redirection is working:

a. Right-click on the Flash Region to view the Flash context menu. If the Flash context menu is
same as native Linux menu, the ThinOS built-in Adobe Flash Player version is 11.1. The following
screenshot shows that the Flash is getting client rendered.

b. When flash is client rendered, the event log will display “FR".



Bl Ssystem Information %

| General | Copyright | Event Log | Status | ENET | WLAN |

06:12:54 RDP: Connecting to gateway [win-20812-hpv.ctx.com] -
06: 12: 58 DNS/WINS can't resolve [win-20812-hpv.ctx.com]

@6: 12: 58 RDP: fail to connect to gateway [win-2012-hpv.ctx.com]

@6: 12: 58 ERROR: Connection Failed!

G6:12:59 RDP: Start session to 10, 151,125,201

86:12:59 RDP: Connect to 10.151.125.201 ...

n

FR: Media type video/x-h264
FR: Media type audio/mpeg

To delete the dynamic blacklist manually:

In Registry Editor, right-click HKEY_CURRENT_USER to find entries with Keywords
‘DynamicBlacklist’, and then delete all the Backlist keys/records.

. Registry Editor

File Edit Yiew Fawvorites Help
=78 Computer Name K
- |, HKEY_CLASSES_ROOT ab) (Default) R
| HKEY_CURRENT_USER
B L) APPE py 4
----- |, Consi '
5 Cun.t Find what:  |(BSgEiles|t=te ) Find
i ) Envin
- ) EUDC ook ot ﬂ
[ Ju Ident —
- ), Keybi| | 12 Kes
L Netw | M Values
- | Police | [ Data
- | Printe
|, Remc [T Match whale string only
| Softvers
|/ System |
- | Volatie Environment

123



o Registry Dddur
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Citrix HDX Flash Redirection Policies Configurations

Policy - Flash default behavior

1. Remove all other active flash related policies in XenApp/XenDesktop server side.

= Edit Setting

Flash default behavior

Value: En.:lble Flash acceleration *I

[T Use default value

Halp | Comment |

Applies to Xendpp 6.5 and XenDesktop 5.5, -

Establishes tha default behavior of second generation Flash acceleration, The default behavior can be ovemidden for
individual Web pages and Flash instances based on the configuration of the Flash URL Compatibility List. In addition, on
the user device, enable the Enable HDX MediaStream Flash Redirection on the user device setting.

There are three options available with this second generation feature:
* Block Flash player - The user is not able to view any Flash content. Second generation and Legacy mode Flash ;I

Ok I Cancal I

2. Set Enable Flash acceleration for policy ‘Flash default behavior' in XenApp/XenDesktop server side.
Then run a web Flash video in ICA session for the client to render the flash video.
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P= Edit Setting

Flash default behavior

Value: Disahlr:ﬂash acceleration 'l

[ Use default value

Help | Comment |

Applies to XenApp 6.5 and XenDeskiop 5.5.

Establishes the default behavior of second generation Flash acceleration. The default behavior can be averridden for
imdradual Web pages and Flash instances basad en the configuration of the Flash URL Compatibility List. In addition, on
tha user device, enable the Enable HOX Mediastream Flash Redirection on the user device setting,

There are three options available with this second generation festure:
* Block Flash player - The user is not able to view any Flash content. Second generation and Legacy mode Flash

B

Ok | Cancel 1 -

# Event Yiewer

Fle Action  Wiew Hels
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| Hm| H
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w

Event awer [Loca)
i Custim Yiews

Adimin

Mumrber of events: 1,6

(1) My events available

® | ma Windows Logs tE' znd Time =
= |1 Applcations and Services Logs | || & # 113601 AM 55 Mane —
= Chvi l__!_-}]'nl:nrn'ﬂl:ian GITIE014 110500 4M Flash 55 MNar=
= Muitimedia (idinformation  6[L7[201¢ 11:05:35 aM Flash 55 More
= 7l Flash ':'é_i']nfmnamn 662014 F:42:11 PM Hash 55  PNona
is| Admin (Eintormation  GiEf2014 3:53:56 PM Flash S5 Mone
#H I Rave (i MInfermatian 652014 3:19:51 PM Flash 55 Mare -
fa| Hardware Everts
e | Intermet Explorer Ewenit 55, Flash X
ia| Fav Management Service :
* ; Microsoft LAl lﬂw"'l!‘ I
ia| Microzoft Office Alerts Al
s | Windows Powershell HE bediaStream for Flash is not enabled, Server-side Flash rendering will be used if available.
4 SUDSTIRTONS
Log Marme: Citrix-bdultamedia-Flash/2dmin
Source: Flash Logged: GFLT2014 113800 Abd
EwventID: 55 Task Category:  Mone
Level: Infarmation Keypaards:
Lser: HER el Camputer MARSZDCN] e, bjga.com
OpCode: Irifia
More Information:  Event Log Qrline Help -
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Set Block Flashacceleration for the policy Flash default behavior in the XenApp/XenDesktop server
side, and then run a web Flash video in ICA session, the flash video will be server rendered and event

55 generates in event viewer — ApplicationsAndServicesLogs — Citrix — Multimedia — Flash —
Admin.

Set Block flashplayer for policy ‘Flash default behavior' in XenApp/XenDesktop server side, and then
run a web Flash video in ICA session, the flash instances are blocked and event 63 generates in event
viewer — ApplicationsAndServicesLogs — Citrix — Multimedia — Flash — Admin.

= Edit Setting

Flash default behavior

VET-H Elock Flash player [

™ Use default valus

Help | Comment

Applies to Xendpp 6.5 and XenDesktop 5.5. -
Establishes the default behavior of second generation Flash acceleration. The default behavior can be overridden for
individual Web pages and Flash instances based on the configuration of the Flash URL Compatibiliy List. In addibon, on  —
the user device, anable the Enable HOX Mediastream Flash Redirection an the user davice sstting,
Thare are three options available with this secend generation feature:
* Block Flash player - The user is not able to view any Flash content. Second generation and Legacy mode Flash ;I

| OFK I Cancel I
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H Event Yiewer

File  Adbion  Wiew  Help
&= | 7[m HA
{2] Evernt viewer (Loca)

-
"

o Customn Yiews

& “Windows Logs

= Applcations and Services Logs
E I:i::mt

M 2 Rawve

i| Hardveane Events

..| triwrmat Explarer

ia| key Management Service
B2 Microsoft

{] Microsoft Office Alerts

{a| wirdows PowerShell
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e
| Infermation

&17{2014 10:59:57 AM

(i)Irformation 6/L7/2014 11:03:07 AM Flash 63 MNore

(iVinformation  BFL7{2014 10:59:58 AM Flash 63 None

fﬁ_}'lnfrxmtun GITI04 11:03:07 4K Flash 63 hare e
(i)Infermation &/17{2014 10:58:54 A8 Flash 63 Mane -
Event 63, Flash X

General l Details I

|®

IThe senver's Flash player has been completely blocked due to configuration.

Log Marre: Citrize- Mulrre dia-FlashfAdmin

Source: Flash Logged: 1T 2014 11:03:14 A4
Everit [0z 63 Task Category: Mone

Level: Infarmatian Kepaards:

Lser: HEMNewdL Computer HABSZDC0 L xem bjga.com
OpCode: Info

bdore Information:  Ewent Log Cinline Helg

Policy - Flash URL compatibility list

1.

Edit XenApp/XenDesktop policy 'Flash URL compatibility list', such as new item {Render On Client,
*youku.com*, Any}, and then access the website (For example, www.youku.com). All flash instances
on the website are client rendered.
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F= add Setting

Flash URL compatibility list

Action URL Pattern Flash Instance
Render On Server  *youku.com™ Any
Maw I Edit | [Delete Move Up Maove Down

[ Use default value

Help | Comment I

Applies to XenApp &, Xendpp 6.5, XenDesktop 5, and XenDesktop 5.5. -

Spedfies whether Flash content fram listed Web sitas is:

* Rendered on the user device.

* Rendered on the server (only option available when in Legacy mode)
* Blacked from rendering.

Consider the following when configuring the Flash URL compatibility list setting:

0K Cancel |
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Flazh Player instance matched the HOH MedizSream for Flash compatibiliby list, Szreer-side ._;.I
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Source:
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User:
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2. Edit XenApp/XenDesktop policy 'Flash URL compatibility list', such as new item {Render On
Server,*youku.com*, Any}. And then access the website (For example, www.youku.com). All flash
instances on the website are server rendered, and Event 59 generates in event viewer.

3. Edit XenApp/XenDesktop policy 'Flash URL compatibility list', such as new item {Block, *youku.com?*,
Any}. And then access the website (For example, www.youku.com). All flash instances on the website
are blocked and Event 60 generates in event viewer.

Policy - Flash background color list
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= add setting E
Flash background color list

Values:

* FFO000

Hew | Edit | Deleta Move Up | Move Dovm

[ Use default value

Help | Comment |

Applies to Xendpp 6.5 and XenDeskiop 5.5. -

Allowes custom key colors to be set for given URLs. Key colors appear behind dient-rendered Flash and help provide
visible region detection.

Key colors should be rare ar visible region detection may not wark properly.

Entries consist of 2 URL (with optional wildcards at the beginning and end) followad by a 24-bit RGE color hex code. For j

ITI Cance| ]

T T

1. Edit the Flash background color list in XenApp/XenDesktoppolicy, such as new item {*FFO000}.

2. Access any web site, for example . www.youku.com to play a flash video through HDX FR, when the
flash background color is red.

Policy - Flash intelligent fallback

1. Enable the policy 'Flash intelligent fallback' in XenApp/XenDesktop server side. Run some flash
websites in ICA session. Event 61 generates in event viewer — Applications And ServicesLogs —
Citrix — Multimedia — Flash — Admin .
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= add Setting

Flash intelligent fallback

% Enablad
This setting will be enablad,

™ Disabled
Thiz setting will be disabled.

Help | Comrment |

Applies to Xendpp 5.5 and XenDeskiop 5.5.

If enabled, the system attempts to automatically revert to server-side rendering for Flash Plaver instances for which client-
side rendering is unnecessary or would provide a poor experience

H Event Yiewer

File  Admon  Wiew  Help
= 2EHE |
hﬂ E"-_'l:ﬁt Wieser (Locad) Admin  Number of events: 1,475
1] Custam Yiews
5 : Wirdows Logs Level Dabe ard Time Source | EverkID | Taski... =
El [ Applcations and Services Lags i Irfiarmation BJ20/2014 Sid4:26 PM Flash 61  Hoane
Bl Citris Li_}]rfnrma:u:n E/2002004 5144126 PM Flach 61 Mone
= 1 Mukimedia (_L;']rfurmatlm BIZOFZ014 513223 PM Flash 61 Hone
= | Flash (i MIrfarmation 62002014 5:24:40 FM Flash 61 Hane
] i (DIrformaion  6/20/20145:24:22 PM Flash 61 Mana
= L Rave (i JInfarmation BI202004 512322 PM Flash 61 Mone -
5| Hardeare Evants =
i Iriternist Explarer Event 61, Flash x
s | Key Management Service
@ | Micrasaft Gereral Ipﬂﬂih |
i | Microsoft Office flerts
. is| Windows Powershel Flash Player instance meets Intelligent Fallback rules, Server-side Flash rendering will be usedil
. Bubscriptions if available, |
Log Mame: Citrie-hultirne dis-Flash/Sdmin
Source: Flash Logged: G20,/ 2014 S:44:26 PM
Evenit D Gl Task Categorye: Mone
Lewel: Information Feywards:
Lzes HEMN sl Compiiter HAESIDC0 xen biga. carm
OpCode Infir
are Information: mli I
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Disable the policy Flash intelligent fallback in XenApp/XenDesktop server side. Run some flash
websites in ICA session. there will be no new event 61 in event viewer — Applications And
ServicesLogs — Citrix — Multimedia — Flash — Admin.

= Add Setting B

Flash intelligent fallback

" Enabled
This setting will be enabled.

% Disabled
This setting will be disabled.

Help I Comment

Apples to XenApp 6.5 and XenDesktop 5.5.

If enabled, the system attempis to automatically revert to server-side rendering for Flash Player instances for which client-
side rendering is unnecessary or would provide a poor expenience

| oK | Cancel

Policy - Flash server-side content fetching URL list

1. Edit the Flash server-side content fetching URL list in XenApp/XenDesktop policy, such as new item
{*}
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B Add Setting |

Flash server-side content fetching URL list

Yalues:

Mew [ Edit l Delete Move Up | Move Down

[T Use default value

Help | Comment [

Applies to XenApp 6, Xendpp 6.5, XenDesktop 5, and XenDesktop 5.5. -
tpedifies Web sites whose Flash content can ba downloaded to the server then sent to the user device, This setting works
in conmjuncticn with the Enable server-side content fetching setting on the user device.

This setting is frequently used when the user device does not have direct access to the Internet. The Xenfpp or
xenbDesktop server provides that connection.

QK. I Cancel |

Set the ThinOS INI using the {SessionConfig=ICA
HDXFlashEnableServerSideContentFetching=Enabled}

Make sure that the client cannot access your testing Flash website, set an unreal DNS server to break
client internet connection. You can try to ping your website domain name for example
www.youku.com that request will be timed out.

Access any website for example www.youku.com to play a flash video through HDX FR. The flash
video can still be client rendered employing server-side content fetching.
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IF
ping

Enter Hostname or IP:

W . you ku, com

Ping www.youku.com: name resolution failed
Check spelling or "Network Setup" for DNS/WINS

start

Stop




10

Performing Diagnostics

Diagnostics include:

e System Tools
e Using the Trouble Shooting Options

System Tools

Use the System Tools dialog box to configure Trace and Event log settings, performance monitor graphs
that display client CPU, Memory, and Networking information, and CMOS management extract and
restore cmos settings as described in CMOS Local Management: Extracting CMOS Settings to a USB Key
for Distribution. It also allows you to view wnos.ini cached information for troubleshooting purposes.

1. From the desktop menu, click System Tools.
The System Tools dialog box is displayed.

2. Click the Devices tab to display all the locally attached devices, including USB, Serial, and Parallel on
applicable platforms. The details about the monitors connected to the thin client are also displayed.

The Device Viewer button was previously available in the Devices tab of the System Information
dialog box.
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B System Tools »

Devices | Certificates | packages | Global NI | User It
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"EE g :
Screenl: [Bxacld, Gxdo66] DELL U2715H

~4-Ed Screen2: [Bxacld, Gx4082] DELL U304
[GxI0ec, OxELBE MEEEEE-W.

|
b E3 USB Bus
+-5--B3 EHCI Root Hub
t--g-B3 HUB [Class_09 Subclass_06 Protocol_00]
~£-EB3 USE Composite Device [Vid_413C Pid_2181]
g usbhid [Class_83 Subclass_01 Protocol_@
fecee ] CCID reader [Class_0B Subclass_08 Proto
-Elr--E USE Composite Device [Vid_0460 Pid_C52B]
ey g usbhid [Class_63 Subclass_01 Protocol_o

0
|
|
i
|
|
|

—m—p

e
i
|
i
I

usbhid [Class_03 Subclass_01 Protocol_0
usbhid [Class_03 Subclass_00 Protocol O
-89 EHCI Root Hub
+-£3-- B3 EHCI Root Hub

b @ r13572 [Vid_148F Pid_3572]

IR | B o

NOTE: The Mirror File Server tab has been removed from the System Tools dialog box as it can
now be viewed in the Device Viewer tab.

3. Click the Certificates tab, and use the following guidelines:
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Bl System Tools X

Certificates’ | Packages | Global INI | User INI |

import from [ USB Storage =] | import | | | Delete

PCA-3G5.crt
Class3PCA_GZ_vZ2.crt
Class4PCA_GZ_vZ2.crt
GTECTGlobalRoot.crt
Pc32ss_véd.crt
EquafaxCAl. crt
gd-class2-root.crt
BTCTRoot.crt

‘ View Certificate ‘

| oK ‘ B cancel ‘

a. Import the certificates by selecting either USB Storage or File Server from the drop-down list, and
then click Import to import the required certificate.

b. Click Delete to delete the imported certificate.
Click View Certificate to view the imported certificate information such as Version, Validity, and
Serial number. You can also view the certificate path and certificate status.

4. Click the Packages tab, and use the following guidelines:
ThinOS packages that are installed on thin client are listed in the Packages tab.
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B sSystem Tools o)
| Devices | Certificates | Packages | Global INI | User INI
Name 'Version Size
base.i385.pkg L. 18.35233 9863371 (9.4 MB)
FR.1386, pkg |1.09. 34656 23231918 (22,1 MB)
RTME. 1386. pkg |1,07.35109 20312314 (19.3 MB) |
pcoip. 1386. pkg 1.04,35237 2836666 (2.7 MB) |
[ Delete ] | Delete Al ]
& ok | |. Cancel |

a. Click the Delete tab to delete the selected package.
b. Click the Delete all tab to delete all the packages.

The following packages are displayed in the Package tab:

¢ Dbase.i386.pkg

e FR.i386.pkg

e RTME.1i386.pkg

e pcoip.i386.pkg—This package is available only on Wyse 5010 thin client with PColP (D10DP)
and Wyse 5040 AIO thin client with PColP (5213).

[C}-% Important: You cannot delete the base package separately. If you click Delete All, all packages
are deleted including the base package.
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% NOTE: From ThinOS 8.2 release, base. i386.pkg is mandatory for all ThinOS clients. PColP
package is mandatory for Wyse 5010 thin client with PColP (D10DP) and Wyse 5040 AIO thin
client with PColP (5213). Other packages are optional. Base package and PColP package are
integrated into the ThinOS firmware image. Installing the latest ThinOS firmware image will
automatically install the latest version of these packages on ThinOS client. You cannot manually
install or upgrade these embedded packages. However, the package version details of
respective packages are displayed in the Packages tab for engineering information purpose
only.

5. Click the Global INI tab to view wnos.ini information.

O]
| Degicesl Certificates | Packages | Global INI | User INI

G

## File Name - C:/wnos/wnos.inil
autoload=101 pkgs=2

MaxVncd=1

VNCPasswo rd=+dtkk

setenv HDXLOG=Ftp/wnos/shadow/1386/tmp
DesktopColorDepth=32 RGB565=Yes

SessionConfig=RDP USBRedirection=tcx enableVOR=NO

signon=1

vdibroker=https: //10. 150. 102.81
EnableVDM_TunnelMMR=yes
privilege=high EnableTrace=yes

EnableRAVE=no

| OK ‘ B cancel

6. Click the User INI tab to view wnos.ini information.
7. Click OK to save the settings.

Using the Trouble Shooting Options

To use the trouble shooting options:

1. From the desktop menu, click Trouble Shooting.
The Trouble Shooting dialog box is displayed.
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140

Trouble Shooting >-<
General Trace [ Capture [ Ping | Trace Route |
Target: @ Use O Eile Server
| Extract CMOS | | Restore CMOS |
| Performance Monitor | | Force Coredump |
| oK _ B cancel

Click the General tab, and use the following guidelines:

a.

Click either USB or File Server to select your target device you want to use for CMOS
management.

Extract CMOS — After the target device is selected, click this option to extract the CMOS settings
to the USB Key or file server based on your target device selection.

Restore CMOS — Click this option to write the CMOS settings from the USB Key to the target thin
client.

Performance Monitor — Click this option to display your thin client CPU, Memory, and
Networking information. The graphs display on top of all windows.

Force Coredump — Use this option to forcibly generate the debug information for technical
investigation when your system is not responding.

Click the Trace tab to configure the trace actions and Delay on Trace. The available options for Trace
action are None, Capture, and Playback.



Ed Trouble Shooting

Trace Action: & None O Capture O Playback
Delay on Trace
(@ No delay O short ( 3/100sec)
QO Middie(10/100sec) O Long (25/100sec)
O Real Time
oK '@ cancel

4. Click the Capture tab to configure the Export Event Log, Network Capture to USB, Wireless Capture

to USB, and USB DEV Trace.
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@ Trouble shooting B

Ty

If you want to enable the error messages, use the following guidelines:
» Click either One-time or Persistent option to enable logging the unexpected error message.

e Turn off logging and then check the log file under the folder ftp: /wnos/trouble shoot.
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5.

. system Information

| General | Copyright | Event Log | Status | ENET | WLAN |

ror code 404(The resource cannot be found.)

00:53:58 Event Log: the connection (ftp) broken!
00:53:58 Event Log: write = -1, error 32
00:53:58 Event Log: stop output

B1:081:51 Event Log: output to ftp:/wnos/trouble_shoot/WTGOBGE4cda
498_L0G. 20150511_07015]. txt

B1:01:57 http: // 30000000 /invaild/ rdweb/ feed /WebFeed. aspx: er|

ror code 404 e resource cannot be Tound.

Be sure to enable the Enable Trace option of the Privilege parameter in a wnos.ini file. For more
information, see Dell Wyse ThinOS INI Guide.

Use the Network capture to USB option to enable the capture of network information, that is, a
network trace of all traffic coming in and out of the thin client to a USB drive that is inserted into
the thin client.

After login and use of the XenDesktop server or network, you will see a Thin0OS_WS.pcap file in
the USB drive which you can analyze using software such as a packet analyzer used for network
troubleshooting, and analysis.

% NOTE:

Ensure that you have inserted the USB drive into the thin client before selecting the Network
capture to USB option. The Network capture to USB option is automatically cleared, if there
is no USB drive inserted and you exit the dialog box, or after restarting the thin client; if
needed, you must select the option again.

Click the Ping tab, and use the following guidelines to execute the ping diagnostic utility and display
response messages:
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Trouble Shooting

| General | Trace | Capture |Pi_ng | Trace Route
Enter Hostname or IP; |
| Start Stap |
| Ok |i Cancel |

Enter Hostname or IP — Enter the IP address, DNS-registered host name, or WINS-registered
host name of the target to be pinged.
Data area — Displays ping response messages. The ping command sends one echo request per
second, calculates round trip times and packet loss statistics, and displays a brief summary upon

completing the calculation.

. Start — Executes the ping command. If the host is operational and on the network, it responds to

the echo request. By default, echo requests are sent until interrupted by clicking Stop.

. Stop — Terminates the ping request and leaves the Ping dialog box open, so you can read the
summary posted in the data area.



% NOTE:

Ping sends an echo request to a network host. The host parameter is either a valid host name or
an IP address. If the host is operational and on the network, it responds to the echo request.
Ping sends one echo request per second and calculates round trip times and packet loss
statistics. It displays a brief summary upon completion of the calculation.

The ping utility can be used to:

» Determine the status of the network and various foreign hosts.

* Track and isolate hardware and software problems.

¢ Test, measure, and manage networks.

¢ Determine the IP address of a host if only the host name is known.

.f_jﬂ Important:
Not all network equipment will respond to ping packets, as this is a common mechanism used
in denial-of-service attacks. Lack of response does not necessarily indicate that the target of
the ping is unusable for other purposes.

6. Click the Trace Route tab to execute the tracert diagnostic utility and display response messages.
Use the following guidelines:

Trouble Shooting o

| General ] Trace | Capture lPing | Trace Route

Enter Hostname or |P: |

Start | | stop

| oK ] Cancel

a. Enter Hostname or IP — Enter the IP address, DNS-registered host name, or WINS-registered
host name of the target to be traced.
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b. Data area — Displays round-trip response time and identifying information for each device in the
path.

c. Start — Executes the tracert command.

d. Stop — Terminates the tracert command and leaves the Trace Route dialog box open, so that
you can read the information posted in the data area.
The tracert utility traces the path from your thin client to a network host. The host parameter is
either a valid host name or an IP address. The tracert utility sends out a packet of information
three times to each device (routers and computers) in the path and displays the round trip
response times and identifying information in the message box.

7. Click OK to save the settings.
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Central Configuration: Automating

Updates and Configurations

This appendix describes how to set up your environment to provide your thin clients running ThinOS with

automatic updates and configurations in three simple steps.

% NOTE: Dell Wyse thin clients do not require device management software. They are configured to
obtain their IP address, as well as the location of firmware and configuration instructions, from a
DHCP server. However, you can use WDM for a more hands-on management of your thin clients.
For information about configuring your thin clients to communicate with a WDM server, see the

WDM related INI parameters in Dell Wyse ThinOS INI Guide.

How to Set Up Automatic Updates and Configurations

For a thin client running ThinOS to successfully access INI files and update itself from a server, you must
set up the server with the correct folder structure where the INI files and other update files are located,
direct the thin client to the server, and then reboot or start the thin client

Once DHCP and servers are configured and available, the thin client checks (at each boot up) to see
whether or not any updates are available on a predefined server DHCP Option #161 specifies the server
URL, DHCP Option #162 specifies the root path to the server. If updates are available, the updates are

automatically installed.

Using DHCP Options

This table contains the DHCP options available for use.
Table 4. DHCP Options

Option Description

Notes

1 Subnet Mask

Required. However, it is not
required unless the thin client
must interact with servers on a
different subnet. MS DHCP
requires a subnet mask and is
always send one.

2 Time Offset

Optional.

3 Router

Optional, but recommended. It is
not required unless the thin
client must interact with servers
on a different subnet.

6 Domain Name Server(DNS)

Optional, but recommended.
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15

Domain Name

Optional, but recommended. See
Option 6.

28 Broadcast Address Optional.

44 WINS servers IP Address Optional.

51 Lease Time Optional, but recommended.

52 Option Overload Optional.

53 DHCP Message Type Recommended.

54 DHCP Server IP Address Recommended.

55 Parameter Request List Sent by thin client.

57 Maximum DHCP Optional (always sent by thin
client).

Message Size

58 T1 (renew) Time Optional, but recommended.

59 T2 (rebind) Time Optional, but recommended.

61 Client identifier Always sent.

161 File server (ftp/http/https) Optional string. Can be either the
name or the IP address of the file
server. If a name is given, the
name must be resolvable by the
DNS servers specified in Option
6. If the option provided by the
server is blank or the server
provides no value for the field,
the machine on which the DHCP
server resides is assumed to also
be the file server.

162 Root path to the file server (ftp/ | Optional string. If the option

http/https)

provided by the server is blank
and the server provides no value
for the field, a null string is used.

\wyse\wnos is automatically
appended to the search path. For
example, if you enter pub
\serversoftware, the path
searchedare pub\serversoftware
\wyse\wnos.
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NOTE: You can have the
\wyse automatic
component of the search
path omitted by appending
a dollar sign ($) to the
entered path. For example, if
you enter pub
\serversoftware$, the
path searched will be pub
\serversoftware\wnos.

% NOTE:

The usage or omission of a
leading slash (\) on the path
is critical on some servers.
Some servers limit access to
the root path of the user
specified at login. For those
servers, the usage of the
leading slash is optional.
Some *NIX servers can be
configured to allow the file
user access to the entire file
system. For those servers,
specifying a leading slash
specifies that access is to
start at the root file system.
Proper matching of the file
specification to the file
server in use is critical to
ensuring proper operation. A
secured Windows server
requires the slash to be
specified in order to
complete proper access.

181

PNAgent/ PNLite server list

Optional string. The thin client
uses the server to authenticate
the Windows credentials of the
user and to obtain a list of ICA
published applications valid for
the validated credentials. The
user supplies those credentials
when logging in to the thin
client.

182

NT domain list for PNAgent/
PNLite

Optional string. The thin client
creates a pull-down list of
domains from the information
supplied in option 182. This list is
presented at thin client login in
the order specified in the DHCP
option (for example, the first
domain specified becomes the
default). The selected domain is
the one which must authenticate
the user ID and password. Only
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the selected domain is used in
the authentication process. If the
domain list is incomplete and the
user credentials must be verified
against a domain not in the list,
assuming that the server in
option 181 is capable of
authenticating against a domain
not in the list, the user has the
option of not using any of the
domains specified in option 182
and typing a different domain
name at the time of login.

184

File server Username

Optional string. Username to use
when authenticating to the
server specified in Option 161.

185

File server Password

Optional string. Password to use
when authenticating to the
server specified in Option 161.

186

WDM server list

Optional binary IP addresses of
WDM. This option can specify up
to two WDM servers. If two are
specified, at boot time the thin
client attempts to check-in to
the first server. If it cannot
contact the first server, it tries to
check-in to the second server.

187

WDM server port

Optional number. Byte, word, or
two-bytes array.

% NOTE: The value of this
option tag, when not
embedded in Vendor Class
Specific Information option,
is interpreted in reverse
order when it is sent as 2-
bytes example, the value of
0x0050 was interpreted as
0x5000. This option tag was
used by old ThinOS releases.
New ThinOS releases still
accept this option tag for
backward compatibility.

188

Virtual Desktop Broker server

Optional string.

190

WDM secure port

Optional number, word or two-
bytes array. Specifies to use
HTTPS to communicate with
WDM instead of HTTP.

192

WDM server port

Optional number, word or two-
bytes array.
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NOTE: The value of this
option tag represents the
same information as option
tag 187. The difference is
that ThinOS interprets the
value of this option tag in
correct order (for example,
the value of 0x0050 is
interpreted asOx0050). If the
DHCP server provides both
option tag 192 and 187,
option tag 192 takes

precedence.
194 WDM FQDN Optional Fully Qualified Domain
Name for the WDM.
199 Cloud Client Manager Group Key | Optional string. Can provide a

CCM Group Registration Key for
the cloud Client Manager agent.
When cloud Client Manager is
disabled and the Group Key of
Cloud Client Manager is null, this
option takes effect. Cloud Client
Manager uses the optional string
as the Group Registration Key. If
the Cloud Client Manager server
or MQTT server is null, the Cloud
Client Manager agent sets the
values to the default server
values.
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B
CMOS Management

This appendix includes general CMOS management information for use with the following supported
versions:

e« (C10 BIOS version 1.0B_SPC001-0407 or later
e D10D BIOS version 3.0D or later
+« R10 BIOS version 1.0H_SPC-0T51 or later

Depending on the method of distribution you want to use, complete one of the following:

¢ CMOS Central Management: Extracting CMOS Settings to the File Server for Distribution.
¢ CMOS Local Management: Extracting CMOS Settings to a USB Key for Distribution.

CMOS Central Management: Extracting CMOS Settings to
the File Server for Distribution

CMOS central management allows ThinOS administrators to easily manage CMOS settings for large
deployments of thin client devices using central configuration methodologies. The following instructions
are for C10 BIOS version 1.0B_SPC001-0407. However, the instructions are also applicable for other
supported BIOS versions.

1. To prepare a Reference Drive containing BIOS version 1.0B_SPC001-0407 or later:

a. The Reference Device is a golden image you use to distribute to other thin client devices. To use
Reference Drive, enter the BIOS Setup Utility. Press the Delete key, enter the Password — Fireport
(case sensitive) and press Enter. Configure the CMOS settings, includes AutoPower, BootOrder,
P-key setting, BiosPassword.
b. Save your CMOS Settings.
. Restart your thin client device.
2. To create a CMOS INI File in a File Server:
a. Inthe file server, create a cmos.ini file and place it in the wnos directory/folder under the file
server ini directory. Make sure that wnos directory on the file server has upload privilege.
b. Type the following name in the cmos.ini file: Device=cmos Action=extract.
3. Toreboot the Reference Device to the File Server containing the CMOS INI File:
On the thin client you want to use as a Reference Device, start the thin client.
In the Login dialog box, enter the credentials you need to access the cmos.ini file.
After login, to view Event Log tab.

®» 0T o

Click System Information icon — System Information dialog box — Event Log tab

you can open the event log to view a CMOS: extract to C10_cmos.1.0B_SPCO001 event. This
means that the CMOS central management file (containing the CMOS settings from your
Reference Device) is now copied to the wnos directory/folder on the file server. As this is a C10
BIOS version 1.0B_SPC001-0407 example, the CMOS central management file name would be
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C10_cmos.1.0B_SPCO001. These CMOS settings are now ready for distribution to other thin
clients.
4. To prepare the File Server containing the CMOS INI File for Distribution:
a. Write the following line in the cmos.ini file for distribution on your file server: Device=cmos
Action=restore
b. Save the file.
5. Loginto all Target Device to the File Server containing the CMOS INI File:

a. Start the thin client devices for which you want to distribute the Reference Device CMOS Settings.

b. To access the cmos.ini. file, enter your credentials in the Login dialog box.

c. To open Event Log, click System Information icon. In the System Information dialog box, select
Event Log tab.
You can view the CMOS: restore from C10_cmos.1.0B_SPCO001 event. This means that your
Central Management file containing the CMOS settings from your Reference Device is copied to
the targeted thin client devices.

% NOTE: After you target your thin client devices contain the CMOS settings you want, do not log
in to the file server containing the cmos.ini file with the restore action (unless you want to redo
the restore process). Administrators can remove the cmos.ini file to prevent from unwanted
CMOS overwrites.

% NOTE: It is recommended to initially complete these procedures on a file server designated to
test the success of your CMOS central management settings/process. While the central
configuration method can be used to enforce your CMOS settings in a production
environment, be aware that any thin client device that logs in to the file server that contains the
cmos.ini and its extract and restore commands are subject to those commands (CMOS
overwrites).

CMOS Local Management: Extracting CMOS Settings to a
USB Key for Distribution

CMOS local management allows ThinOS administrators to easily manage CMOS settings for small
deployments of thin clients using USB Key distribution methods. The following instructions are for R10
BIOS version 1.0B_SPC001-0407. However, the instructions are also applicable for other supported BIOS
versions.

1. To prepare a Reference Drive containing BIOS version 1.0B_SPC001-0407 or later:

a. The Reference Device is a golden image you use to distribute to other thin client devices. To use
Reference Drive, enter the BIOS Setup Utility. Press the Delete key, enter the Password — Fireport
(case sensitive) and press Enter. Configure the CMOS settings, includes AutoPower, BootOrder,
P-key setting, BiosPassword.

b. Save your CMOS Settings.

c. Restart your thin client device.

2. To extract the CMOS Settings to a USB Key.

a. Attach a formatted USB key on the thin client device which you want to use as a Reference
Device. For example, to format on Windows 7, attach the USB Key, right-click on the USB key,
select Format, click Restore device defaults, select Quick Format, and then click Start.

b. Use the Extract CMOS to USB GUI feature of ThinOS to extract the CMOS settings to the USB Key.
On Classic Desktop: Right-click the desktop and select Extract CMOS to USB. On Wyse Zero
Desktop: In the General tab of the System Tools dialog box (System Settings icon — System
Tools — General tab), click Extract CMOS to USB.
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c. Once extraction successful you see a pop-up message: CMOS: extract to R10_cmos.1.0H_SPC),
properly eject and detach the USB Key. The CMOS settings on the USB Key are now ready for
distribution to other thin clients

3. Torestore the CMOS Settings to your Target devices:

a. Onall of the target thin clients that you want to distribute the Reference Device CMOS settings,
start the thin client.

b. Use the Restore CMOS from USB GUI feature of ThinOS to write the CMOS settings from the USB
Key to the target thin client: For Classic Desktop: Right-click the desktop and select Restore
CMOS from USB. For Wyse Zero Desktop: In the General tab of the System Tools dialog box
( System Settings icon — System Tools — General tab), click Restore CMOS from USB.

c. Once restoration successful you see a pop-up message: CMOS: restore from R10_cmos.
1.0H_SPC properly eject and detach the USB Key. The CMOS settings on the USB Key are now
written to your target thin client.
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Examples of Common Printing
Configurations

This appendix provides examples on using the Printer Setup dialog box and ThinOS INI parameters for
common printing situations. Use these general guidelines in addition to the information provided in
Configuring the Printer Setup.

[ Important: Host-based printers are not supported.

It includes:

e Printing to Local USB or Parallel Printers

— Using the Printer Setup Dialog Box for Local USB or Parallel Printers

— Using INI Parameters for Local USB or Parallel Printers

e Printing to Non-Windows Network Printers (LPD)

— Using the Printer Setup Dialog Box for Non-Windows Network Printers (LPD)

— Using INI Parameters for Non-Windows Network Printers

e Printing to Windows Network Printers (SMB)

— Using the Printer Setup Dialog Box for Windows Network Printers

— Using INI Parameters for Windows Network Printers

e Using Your Thin Client as a Print Server (LPD)

— using the Printer Setup Dialog Box for Configuring LPD Services

— Using INI Parameters for Configuring LPD Services

¢ Configuring ThinPrint

Printing to Local USB or Parallel Printers

You can print to locally attached printers through USB or Parallel ports.

g~ Important:

Microsoft Remote Desktop Session Host (RDSH), Microsoft Terminal Services, and Citrix XenApp
each have their own printing policies that must be configured properly to allow client side printing.
For details on configuring printing in these environments, see your vendor instructions.
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Using the Printer Setup Dialog Box for Local USB or Parallel Printers

In this example you have an HP LaserJet 4000 attached to a thin client USB port. When connecting USB
printers, some printers fill out the Printer Name and Printer Identification fields for you.
To Configure the Printer to print locally attached printers through USB or Parallel ports.

1. From the desktop menu, click System Setup — Printer.
The Printer Setup dialog box is displayed.
2. Click Printer Setup, and use the following guidelines for the Ports tab when printing to a local USB
printer:
a. Select Port — Select LPT1 or LPT2 port.
b. Printer Name — Enter name you want displayed in your list of printers, most USB direct-
connected printers report/fill in their printer name automatically.
c. Printer Identification — Enter the type or model of the printer in the exact text of the Windows
printer driver name — including capitalizations and spaces most USB direct-connected printers

report/fill in their printer identifications automatically. In our example case, enter HP LaserJet
4000 Series PCL.

d. Printer Class — (Optional) You can leave this blank.
e. Enable the printer device — Must be selected to enable the directly connected printer enables
the device so it displays on the remote host.

3. Click OK to save the settings.

Using INI Parameters for Local USB or Parallel Printers

Configuring local printing using ThinOS INI parameters is simple and an easy way to configure a printer
for all clients in your environment assuming every printer is the same.

Your INI parameters will look something like the following:

Printer=LPT1 \

Name="HP LaserJet 4000"™ \

PrinterID="HP LaserJet 4000 Series PCL" \
Enabled=yes

NOTE: The PrinterID is the exact text of the Windows printer driver name, so if a printer driver is
named HP LaserJet 4000 Series PCL in Windows, then it must be exactly the same in the PrinterID
field in the INI parameters including capitalizations and spaces.

Printing to Non-Windows Network Printers (LPD)

ThinOS can print to non-Windows network printers as long as the printers can accept LPR print requests.
Most workgroup printers and large network printers have this capability be sure to check with your
vendor that the printer can accept Line Printer Request print requests.

Once your thin client is configured to print to an LPR capable printer, the client will then redirect this
printer through an RDP or ICA connection to your back end infrastructure. In this way the client will
connect to your back end infrastructure and this network printer will appear as a client local printer.

Using the Printer Setup Dialog Box for Non-Windows Network Printers (LPD)
To configure the Printer Setup dialog box for Non-Windows Network Printers (LPD).

1. From the desktop menu, click System Setup, and then click Printer.
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The Printer Setup dialog box is displayed.

In this example we have an HP LaserJet 4200n attached to a thin client through LPR.
2. Click the LPDs tab and use the following guidelines when printing to a non-Windows network

printer:

a. Select LPD — Select LPD1 or LPD2 port.

b. Printer Name — Enter name you want displayed in your list of printers.

c. Printer Identification — Enter the type or model of the printer in the exact text of the Windows
printer driver name — including capitalizations and spaces.
In this example, enter HP LaserJet 4200n PCL6.

d. LPD Hosts — The DNS or WINS name of the server for the network printer. An IP address of the
printer on the network can also be entered as we have used in our case example.

NOTE: If the printer is attached to another thin client on your network, the entry in the LPD
Hosts box is the name or address of that thin client.

e. LPD Queue Name — An LPD host maintains a named queue for each supported printer. Enter the
name of the queue associated with the printer used. This name can be different for each vendor.
This field is required and must be correct so that the network printer accepts incoming print jobs
properly. In our case example, auto can be used for HP Laserdet 4200n PCL6 as per
documentation found on the HP website.

NOTE: If the printer is attached to another thin client on your network, the LPD Queue
Name must match the content of the Printer Name box on the thin client with the printer
attached.
f. Printer Class — (Optional) You can leave this blank.
g. Enable the printer device — Must be selected to enable the printer enables the device so it
displays on the remote host.

Using INI Parameters for Non-Windows Network Printers (LPD)

Configuring network printing using ThinOS INI parameters is simple and an easy way to configure a
printer for all clients in your environment assuming every printer is the same.

Your INI parameters will look something like the following:

Printer=LPD1 \

LocalName="HP LaserJet 4200n" \
Host=10.10.10.1 \

Queue=auto \

PrinterID="HP LaserJet 4200 PCL6" \
Enabled=yes

NOTE: The PrinterID is the exact text of the Windows printer driver name, so if a printer driver is
named HP LaserJet 4200n PCL6 in Windows, then it must be exactly the same in the PrinterID field
in the INI parameters including capitalizations and spaces.

Printing to Windows Network Printers (SMB)

ThinOS can print to printers that are shared by Microsoft print servers. There are some configuration
requirements that need to be considered when configuring SMB printing from ThinOS which may require
changes to your thin client setup.

Since connecting to a Microsoft Windows Print Server requires domain credentials, you must provide the
credentials to ThinOS either on demand as the printer is used or by administrator setup providing
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credentials cached from the Dell Wyse login screen, see Example 3: Defining an SMB Printer to Use User
Credentials Cached by ThinOS (Advanced) in Using INI Parameters for Windows Network Printers (SMB).
This section will discuss both methods.

NOTE: The printer name shared by Windows must not contain any spaces or ThinOS will not be
able to use it.

Using the Printer Setup Dialog Box for Windows Network Printers (SMB)

Configuring an SMB printer is this manner forces users to enter their credentials before each printing; this
means they will be temporarily pulled out of their remote session to enter their credentials (this can be
avoided by using an INI file as discussed in Using INI Parameters for Windows Network Printers (SMB).

Enter the context of your task here (optional). This is where introductory content goes.

1. From the desktop menu, click System Setup — Printer.
The Printer setup dialog box is displayed.
2. Click the SMBS tab, and use the following guidelines when printing to a Windows network printer:

NOTE: The printer name shared by Windows must not contain any spaces or ThinOS will not be
able to use it.

Qo

Select SMB — Select the SMB you want from the list.

b. \\Host\Printer — Click the browse folder icon next to the box to browse your Microsoft Networks
and make the printer selection you want from the network printers available the DNS name or IP
address of the Windows print server on the network. After entering required domain credentials,
the Printer Setup dialog box will display

c. Printer Name — Enter name you want displayed in your list of printers.

d. Printer Identification — Enter the type or model of the printer in the exact text of the Windows
printer driver name—including capitalizations and spaces.

In example case, enter HP LaserJet 4100 Series PCL.
e. Printer Class — (Optional) You can leave this blank.
f. Enable the printer device — Must be selected to enable the printer.

It enables the device so it displays on the remote host.

Click Test Print and you will be prompted to enter your Windows credentials, these credentials
will be used to access the printer share. This is also the same dialog box that will display for a user
when they attempt to print to this printer.

Using INI Parameters for Windows Network Printers (SMB)

Configuring SMB printing using ThinOS INI parameters is simple and an easy way to configure printers
shared by a Windows server for all clients in your environment. The primary advantage of configuring
SMB printing using ThinOS INI parameters is that you can pre-define the domain account to use to
authenticate the printer. The following examples discuss how the credentials can be supplied.

1. Defining an SMB Printer with Generic User Credentials in Plain Text

Printer=SMB1 \

LocalName="Demo SMB Printer" \
Host=\\dp-dc-ftp \
Name="TechSupportPrinter" \

PrinterID="HP LaserJet 4100 Series PCL" \
Enabled=yes \

Username=Usernamel \
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Password=Password \
Domain=contoso

2. Defining an SMB Printer with Generic User Credentials that are Encrypted

Printer=SMB1 \

LocalName="Demo SMB Printer" \
Host=\\dp-dc-ftp \
Name="TechSupportPrinter" \

PrinterID="HP LaserJet 4100 Series PCL" \
Enabled=yes \
Username-enc=PACGOGDBPKDOPGDGKC \
Password-enc=PFDBOHDBODCJPODP \
Domain=contoso

% NOTE: In order to create the encrypted passwords for use in an INI file you will want to use a
program such as ConfGen. This application has built in support for creating the encrypted strings.
ConfGen can be downloaded from technicalhelp.de.

g~ Important: This is a non-supported tool that is linked solely for the purpose of this example.

3. Defining an SMB Printer to Use User Credentials Cached by ThinOS (Advanced)

NOTE: This method requires that the user log in to ThinOS so that the credentials can be cached for
later use. The example INI section provided below provides the minimum requirements you need.

Signon=NTLM

Connect=RDP \
Host=1.2.3.4 \
Username=SUN \
Password=$PW \
Domain=$DN \
AutoConnect=1

Printer=SMB1 \

LocalName="Demo SMB Printer" \
Host=\\dp-dc-ftp \
Name="TechSupportPrinter" \

PrinterID="HP LaserJet 4100 Series PCL" \
Enabled=yes \

Username=$UN \

Password=S$PW \

Domain=$DN

Using Your Thin Client as a Print Server (LPD)

A ThinOS thin client can be configured as a basic network print server, to share local printers with other
thin clients.
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Using the Printer Setup Dialog Box for Configuring LPD Services

From the Classic Desktop mode only, a thin client can be configured to provide LPD (Line Printer
Daemon) services making the thin client a printer server on the network. Set up the thin client that is to
provide LPD print services as follows:

To configure LPD Services using the Printer Setup Dialog Box.

1. From the desktop menu, click System Setup — Network Setup to open the Network Setup dialog
box.

2. Enter a static IP address for the thin client.

3. From the desktop menu, click System Setup — Printer to open the Printer Setup dialog box and
select any of the listed ports.

4. SelectaLPT.
5. Name the printer in the Printer Name box.

6. Enter the Printer Identification type or model of the printer in the exact text of the Windows printer
driver name — including capitalizations and spaces. In our example case, enter HP LaserJet 4000
Series PCL.

7. You can leave Printer Class blank.

8. Select Enable the Printer Device.

9. Select Enable LPD service for the printer.

10. For Setting Up Windows 2003/2008 Servers, see Setting Up Windows 2003/2008 Servers.

Setting Up Windows 2003/2008 Servers
To Configure Setting the Windows 2003/2008 Servers

1. Navigate to Control Panel — Administrative Tools — Services and ensure the Microsoft TCP/IP
Printing service is installed. If it is not, install it using the Microsoft installation instructions.

2. Add the thin client as the LPD printer by completing the following:

a. Navigate to Control Panel > Printers > Add Printers > Local Printer > Create a new port and
select LPR PORT.

% NOTE: If you do not see LPR Port, ensure that the Microsoft TCP/IP Printing service is
installed correctly.
Type the thin client IP address or DNS name in the Name or address of host providing LPD box.

c. Type the printer name assigned in Using the Printer Setup Dialog Box for Configuring LPD
Services in the Name of printer on that machine box.

d. Click OK, and then click NEXT.

3. After you have selected the printer, you can perform your normal printer setup for the application
server. For example, select the manufacturer printer type and printer name.

Using INI Parameters for Configuring LPD Services

Configuring LPD printing using ThinOS INI parameters is simple and an easy way to configure a ThinOS
thin client to be a basic network print server, to share local printers with other thin clients.

Your INI parameters will look something like the following:

Printer=LPT1 \
Name="HP LaserJet 4000" \
PrinterID="HP LaserJet 4000 Series PCL" \
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Enabled=yes \
EnableLPD=yes

NOTE: The PrinterID is the exact text of the Windows printer driver name, so if a printer driver is
named HP LaserJet 4000 Series PCL in Windows, then it must be exactly the same in the PrinterID
field in the INI parameters including capitalizations and spaces.

Configuring ThinPrint

No ThinPrint specific configuration is available on the thin clients. Thus to be able to use ThinPrint, users
must first set up their printers according to the user documentation, and then configure ThinPrint on the
thin client using the Printer Setup dialog box.

To configure the ThinPrint, use the following guidelines:

Use the Printer Identification field to enter a printer class (you can change the printer name as
needed).

Printer IDs are assigned (depending on the physical port) as follows:

- COM1=1

- COM2=2

— LPT1 = 3 — USB printers are detected automatically on LPT1
- LPT2=4

— LPDO = 5- The LPD Queue name is transmitted as the printer name; the Printer |dentification as
class

— LPD1 =6 — The LPD Queue name is transmitted as the printer name; the Printer Identification as
class

— LPD2 =7 — The LPD Queue name is transmitted as the printer name; the Printer Identification as
class

— LPD3 =8 — The LPD Queue name is transmitted as the printer name; the Printer Identification as
class

— SMBL1 = 9 — In the form \\host\printershare

- SMB2 =10
- SMB3 =11
- SMB4 =12

To install the relevant ThinPrint product on the server use the following guidelines:

Printer Objects Created Manually by the Administrator — After you install.print Engine, create a
printer object on the server to use the native driver and ThinPort as a printer port. You can use any

protocol (TCP, RDP or ICA) because ThinOS has.print clients for all of the protocols. The printer object

needs to observe ThinPrint naming conventions, for example, HPLJ5#_:2, in which case print jobs are
sent to the local printer that has ID number .2 by referring to.print client port ID. If no ID number is
present, the.print client sends the print job to the printer set as current.

Printer Objects Created Automatically by ThinPrint AutoConnect — When using ThinPrint
AutoConnect, the thin client identifies with the thin client ID number 84 and thus is recognized as a
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thin client without a local spooler. You can also set up a template on the server that uses a native
driver example, HPLJ5) and ThinPort, and then name this template as you want in the form
_#AnyName.

You can then make sure that the rules on ThinPrint Autoconnect [1] have been set to assign the
desired local printers to use this server template. The assigned printer will then be shown in the user
session using the HPLJ5 driver and ThinPort; it is named automatically according to ThinPrint naming
convention with the printer name from the client side included. Alternatively, you can also define a
template name according to the client printer name (replace.AnyName. with printer name 4. and 5.
above for example, _#HP Laserjet 5 so that the local printer object.HP Laserjet 5. is mapped to this
template without any rules defined on the ThinPrint Autoconnect.
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