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Introduction

Check package
contents

Before continuing, ensure that your SonicPoint package
contains the following materials:

SonicPoint ACi Appliance Checklist

Getting Started Guide

SonicPoint ACi Appliance

Mounting Kit (Ceiling Braces, Anchor and Screw Kit)
Front LED/Logo Cover Plate

Any items missing?

If any of the items corresponding to your product are

missing from the package, contact Dell Technical Support

at: https://support.software.dell.com/manage-service-
request

A listing of the most current support documents are
available online at:
https://support.software.dell.com/

What you need to begin

This page provides basic network hardware and software
prerequisites as a baseline for SonicPoint ACi deployments.

Hardware/firmware
requirements

The Dell SonicPoint ACi access points are centrally
managed by Dell SonicWALL appliances running SonicOS
5.9.1 or higher, or SonicOS 6.2.2 or higher.

Supported appliances running SonicOS 5.9.1 or higher:
* NSA E8510/E8500/E7500/E6500/E5500
= NSA 4500/3500/2400/2400MX/240
= NSA 250M Series / 220 Series
e TZ 215/205/105 Series
= TZ 210/200/100 Series
Supported appliances running SonicOS 6.2.2 or higher:
* SuperMassive 9600/9400/9200
* NSA 6600/5600/4600/3600/2600
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Network deployment
requirements

In addition to the aforementioned SonicOS firmware and
hardware requirements, ensure that your network
deployment includes:

An 802.3at compliant PoE injector or PoE-capable
switch

An active Internet connection

A configured interface on the Dell SonicWALL
security appliance set to a zone type of “wireless”

A location selected for placement of your
SonicPoint such as a wall or ceiling. Refer to the
next chapter, Introduction to secure wireless on
page 9, for information about optimal placement of
your SonicPoint.

Clients capable of 802.11ac wireless
communications. Note that although clients with
802.11 n/a/g/b hardware are supported, the
presence of these legacy clients within range of
your network could affect the connection speed of
your 802.11ac clients.
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SonicPoint ACi available ports/status LEDs

See Setting up your_SonicPoint on page 29 for instructions on setting up the Ethernet cablin POE connections.
LAN 1/POE e e e e e
Provides Ethernet connection and Power over Ethernet (POE) LED (1an1) - On [sald green, Ethernet link) /
connection. . -Blinking green {16 Ethernet activity)
LAN 2 h

| LED(2.46) - On (sold green, 2.4GHz radio link)
inking yellow (10/100M Ethernet activity) - Blinking (2.4GHz radio activity)

Provides Ethernet connection.

LED (Toel) - On (sold vellow, error)

. - Blinking (safe-mode)
sold green, Ethernat link)
ting green (1G Ethernetactivity)
Console Port

~Blinking yellow (10/100M Ethemet activity)

LED (Power) - On (sold blue, power)
- Blinking (booting/FW upgrade)
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Connecting Ethernet
cables

The illustration on the following page depicts the
SonicPoint within a typical network deployment.

Ethernet cabling: SonicPoint
ACi

The SonicPoint ACi must be powered through Power over
Ethernet (POE).

The SonicPoint appliance should be cabled with CATS5,
CAT5e, or CAT6 Ethernet cabling. For more information on
the Dell PoE injector, visit:
http://software.dell.com/products/

Connecting the PoE cable

If your deployment uses a Dell PoE injector, read and
comply with instructions provided with the PoE first, then
complete the following steps:

1

Using an Ethernet cable, connect the Data in port
on the Dell PoE Injector to the WLAN zone interface
that you created earlier.

Using an Ethernet cable, connect the Data and
Power out port on the Dell PoE injector to the LAN
port on the back of your SonicPoint.

Wait for the link LED to illuminate. This indicates
an active connection. It takes approximately one
minute for the Dell SonicPoint security appliance to
auto-provision.
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Remote VPN Users..
Remote Servers

PoE Injector
or PoE Switch

Local Servers

Front Lobby Sales Marketing

/WLAN
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Mounting using ceiling
brackets

Ceiling mount large

Mounting Using Ceiling Brackets I _ _
Diagram if for mounting reference only.
SonicPoint ACi does not have external

Screw holes insert to 2  serewsseel  antennas.

To mount the SonicPoint to a crossbar between
ceiling panels using included brackets:

Ceiling mount small

/ |

—_—

N

& walmounted holes

4 counterciockwise:
fasten AP to
ceiling backbone

Clockwise

To release from
ceiling backbone

Mounting Using Ceiling Brackets

To mount the SonicPoint to a crossbar between ceiling panels

using included brackets

1. Using the 3/8" screws, screw in the brackets to the
underside of the SonicPoint, making sure both brackets
are parallel.

2. Supporting the SonicPoint in one hand, clip the edge of
each bracket over the edge of the ceiling crossbar. Make
sure the SonicPoint is securely attached to the crossbar
before releasing the device.
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D

/ - By
Mounting Brackets / %{« .
\ =)
|
|

<

-~ %
SanicPoint unit \ ®

Ceihpg Crossbar
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Mounting using anchor
SCrews

To mount the SonicPoint using included anchor screws:

1

On the mounting surface, mark the location to
make two screw holes. The marks should be
horizontally parallel to each other.

Drill the holes to accommodate the metal anchor
Screws.

Screw the anchor screws into the holes to their full
depth.

Insert the 5/8” screws into the anchors, and screw
them in deep enough to leave minimal space
between the screw heads and the wall surface.

(Optional) Attach the front LED/logo cover plate to
the top of the SonicPoint and if necessary, rotate it
to the desired position.

Supporting the SonicPoint in your hands, securely
fit the underside slots of the SonicPoint onto the
screw heads.

32 | Mounting using anchor screws

See also, Product safety and regulatory information on
page 41.
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For further information, visit:

https://support.software.dell.com/

Additionally supported
languages

Dell SonicWALL Getting Started Guides, Quick Start Guides,
User Guides, appliance firmware, and various end-user
clients are now available in multiple languages.

After registering your product, you can check for
applicable firmware or end-user client software on
MySonicWALL. New releases are posted as they become
available, so check periodically for additional firmware,
software, and documents.
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Notificacao de Firmware e
Documentacao Localizada

As Guias de nocdes bésicas, Guias de inicio rapido, Guias
de Usuério, firmware de aplicagdes, e varios clientes de
usuario final de Dell estdo agora disponiveis em varias
linguas. Pode encontrar a documentagao disponivel em
Portugués em http://www.sonicwall.com/br/pt/.

Siga as instrucdes da Guia de nogdes basicas ou Guia de
inicio rapido para registrar seu produto em MySonicWALL
no http://www.mysonicwall.com. Depois de registrar o
produto, vocé pode procurar firmaware ou clientes de
usuério final aplicaveis em MySonicWALL. Novos
lancamentos sédo publicados tdo pronto estejam

disponiveis, assim que por favor visite periodicamente esta

pagina para ver firmware, software e documentos
adicionais.
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Product safety and regulatory information

In this section:

This section provides regulatory, trademark, and copyright information.
* Mounting the appliance on page 42
* Verwarnung Weitere hinweise zur montage on page 43
= FCC on page 45
= Radiation Exposure Statement on page 45
= United States of America Authorized Channels on page 46
= Industry Canada notices for SonicPoint ACi on page 47
= NCC statement on page 49
= EU and EFTA on page 50
« Declaration of conformity on page 50

Products with “UL 2043 printed on their product labels are within the limit specified in the “UL 2043 Standard for Fire Test for
Heat and Visible Smoke Release for Discrete Products Installed in Air-Handling Spaces.” (Plenum) Applies only when powered
through PoE. The PoE power supply is not covered the by the UL 2043 evaluation of this Access Point.
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Regulatory Model/Type Product Name

APL27-0B1 SonicPoint ACi

Mounting the appliance

WARNING:

16 |

Mount in a location away from direct sunlight and
sources of heat. A maximum ambient temperature
of 104° F (40° C) is recommended.

Route cables away from power lines, fluorescent
lighting fixtures, and sources of noise such as
radios, transmitters, and broadband amplifiers

The included power cord(s) are approved for use
only in specific countries or regions. Before using a
power cord, verify that it is rated and approved for
use in your location.

Ensure that no water or excessive moisture can
enter the unit.

Allow unrestricted airflow around the unit and
through the vents on the side of the unit. A
minimum of 1 inch (25.44mm) clearance is
recommended.

= Consideration must be given to the connection of
the equipment to the supply circuit and that the
effect of overloading the circuits has minimal
impact on overcurrent protection and supply
wiring. Appropriate consideration of equipment
nameplate ratings must be used when addressing
this concern.

« This device is not intended for use in the direct
field of view at visual display workplaces. To avoid
incommoding reflections at visual display
workplaces, this device must not be placed in the
direct field of view.

Cable connections

WARNING:

All Ethernet and RS232 (Console) cables are designed for
intra-building connection to other equipment. Do not
connect these ports directly to communication wiring or
other wiring that exits the building where the appliance is
located.



Lithium Battery

WARNING:

The Lithium Battery used in the SonicWALL Internet
security appliance cannot be replaced by the user. The
SonicWALL must be returned to a SonicWALL authorized
service center for replacement with the same or
equivalent type recommended by the manufacturer. If, for
any reason, the battery or SonicWALL Internet security
appliance must be disposed of, do so following the battery
manufacturer's instructions.

Power supply information for
APL27-0B1

This product's power is provided by the Ethernet cable
plugged in to the “LAN” port, this is called “Power Over
Ethernet” or “POE.” The POE source should only be UL
listed marked “Class 2" or “LPS,” with an output rated 48
VDC, minimum 0.6 A, Tma: minimum 40 degrees C.

Verwarnung Weitere
hinweise zur montage

Wahlen Sie fir die Montage einen Ort, der keinem
direkten Sonnenlicht ausgesetzt ist und sich nicht in
der N&he von Warmequellen befindet. Die
Umgebungstemperatur darf nicht mehr als 40 °C
betragen.

Fuhren Sie die Kabel nicht entlang von
Stromleitungen, Leuchtstoffrohren und Stérquellen
wie Funksendern oder Breitbandverstéarkern.

Das im Lieferumfang enthaltene bzw. die im
Lieferumfang enthaltenen Netzkabel sind nur fur
die Verwendung in bestimmten Landern und
Regionen zugelassen. Uberpriifen Sie bitte vor der
Verwendung eins Netzkabels, ob es fur die Verwen-
dung in Threm Land oder lhrer Region zugelassen ist
und den geforderten Normen entspricht.

Stellen Sie sicher, dass das Gerat vor Wasser und
hoher Luftfeuchtigkeit geschitzt ist.

Stellen Sie sicher, dass die Luft um das Gerat herum
zirkulieren kann und die Liftungsschlitze an der
Seite des Gehduses frei sind. Hier ist ein Bellftungs-
abstand von mindestens 26 mm einzuhalten.
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« \Vergewissern Sie sich, dass das Gerét sicher im Rack
befestigt ist.

< Das Gerat ist nicht fir die Benutzung im
unmittelbaren Gesichtsheld am
Bildschirmarbeitsplatz vorgesehen. Um stérende
Reflexionen am Bildshirmarbeitsplatz zu
vermeiden, darf dieses Produkt nicht im
unmittelbaren Gesichtsfeld platziert verden.

Verwarnung
Kabelverbindungen

Alle Ethernet- und RS232-C-Kabel eignen sich fir die
Verbindung von Geraten in Innenrdumen. Schliel3en Sie an
die Anschlisse der Dell keine Kabel an, die aus dem
Gebéaude herausgefiihrt werden, in dem sich das Gerat
befindet.

Verwarnung Hinweis zur
Lithiumbatterie

Die in der Internet Security Appliance von SonicWALL
verwendete Lithiumbatterie darf nicht vom Benutzer
ausgetauscht werden. Zum Austauschen der Batterie muss
die SonicWALL in ein von SonicWALL autorisiertes Service-

a4 |

Center gebracht werden. Dort wird die Batterie durch
denselben oder entsprechenden, vom Hersteller
empfohlenen Batterietyp ersetzt. Beachten Sie bei einer
Entsorgung der Batterie oder der SonicWALL Internet
Security Appliance die diesbeziiglichen Anweisungen des
Herstellers.

Informationen zur
stromversorgung

Wenn die Stromversorgung von der Dell-Produktpaket
fehlt, wenden Dell den Technischen Support unter https://
support.software.dell.com/manage-service-request:

Die Stromversorgung durch das Ethernet-Kabel in die
“LAN’-Anschluss angeschlossen vorgesehen ist, wird dies
als “Power over Ethernet” oder “PoE.” Dieses Produkt darf
nur in Verbindung mit einem fur den Européischen Markt
genehmigten und mit dem Logo ,,LPS.* Ausgang: 48 VDC
Gleichsspannung, mind. 0,6 A, mindest TMA mindestens
40° Grad C, betrieben werden.



EU and EFTA
CceEO

5.150-5.350GHz is limited to indoor use.

This device is approved for use in all EU member states and
EFTA countries.

Declaration of conformity

A “Declaration of Conformity” in accordance with the directives
and standards has been made and is on file at Dell Inc. Products
Europe BV, Limerick, Ireland.

CE declarations can be at www.dell.com.

Add'gio]pal regul?_tory notifications and information for this product
can be found online at: https://support.software.dell.com/



