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1 #%%% Change Default Password (EXZNIAZIE) HEIT.
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-s (ShareType): ANFS{5E 0, A CIFSRE 2, A HTTP f&iE 5, A HTTPS %% 6. X2 iDRAC E#ARA 3.00.00.00 A 1E

-i (IPAddress): MEHZRY IP ik, XERWEFE.

-u (Username): FAMBEHZIHEMRMAFE. X2 CIFS HLIEFR.

-p (Password): FAMEHZIHEINIRAMAFAER. X2 CIFS HwIEFR.

-d (ShutdownType): O AIEE, 1REH FEHAKRE: 0) . XEFEFEE.

-t (Timetowait): FFFEHXAAAETE (BUARE: 300) . XEANEFE.

-e (EndHostPowerState): 0 AXH, 1A F BUARE: 1) . XZANEFEH.

iDRAC [Elf4 3.00.00.00 8¢5 ShR A SHFMIMNE RS, LUBA HTTP RIEBSHE EH R ESR B ISR EXX !
—pd (ProxyDefault): FRBRIARIBIRE. XE2IEFE.

—pt (ProxyType): FAIPAILUEE http 3¥ socks (BNIARE: http) » XEANEFE.



—ph (ProxyHost): REEEHA IP ik, XEFIEFER.

—pu (ProxyUserName) : FBRIBIRSZFJHBIIRBAFLEZ . I TREIFRLFEN.

—pp (ProxyPassword): fBARERSHFNEURMOAFZEB. XX TREFRLEN.

—po (ProxyPort): RIBRRSFRMIKO (BUARER 80) . XRWIEFR.

—to (Timeout): IEMATREEEXHMERBE (U2#HARAM) (FRAEHR 60 78D .

X} IDRAC [Eff 3.00.00.00 Sk EShRA, XHF JSSON WKHIEENH. MRXHREHAHFE, WERUTXHRTR:

*  <BREHRZE>-config.xml, 7w~ffl: CDVH7R1-config.xml
<BS>-config.xml, 7~ffil: R640-config.xml
config.xml
<BR&EHRE>-config.json, wfjl: CDVH7RI-config.json
<#-S>-config.json, ~fjl: R630-config.json

config.json
® | E: BX HTTP WE %58, TI7E delltechcenter.com £/ IDRAC/LC B E L HTTP # HTTPS #9 14G % 73E B hikF.
®|#*:

+ 4 DHCPv4 %1 Enable IPV4 (5 IPV4) &2/, BaEcEAEH.
- BHIREMEHNERIEEERN. ZHEIERE, WEEHERESITIE.
- YRSBERCHITEIEERER, BEHAEHMEE.

R DHCP fR&% 255t BYAT A Dell PowerEdge BR S5 E B HEIME S XA NG S, NEEFER—1 SCP X (config.xml). config .
xml LB FRFAERIA SCP XE& . BT xml 32, Jjson XA AT 14G % . XHATLLE config . json.

APTUERENRESBEREIEERREHRES, BEZTEMHARRLE XHNEANRSSE. ETRRSHEGIFEEKRNIME
th, AAERATRER SCP XHRAX A ENREEFHARSSHRE. Flan, MRELRE MRS FES — PowerEdge R740 1
PowerEdge R540, N{#EAAA SCP 324: R740-config.xml F1 R540-config.xml.

@ | %: iDRAC B REBERELEARSRMSIFE, BSRBMIAHE — config.xml BFNEREEXHE.
@ | #: MRMEHXE LR EHPOETH, BEJEEXHSAELSHRIRC IS, REZRTRIXHE.

B R E I F

1 fIESIENATEE Dell RFEZEB I SCP T,

2 ik SCP XHMEBA—NHREME, ZHZMEAH DHCP RFZ B UL A 2IET DHCP IRZ B HED IP #itik i Dell BR 552515
18,
7£ DHCP BR& SR HMH N Bk IR 43 FERHIEFE I SCP XM E.
FREN P HhAb B, iDRAC AN A RFFRART.  (GEI 60)

DHCP RRZ a1 R R 3 5 dhepd.conf ST AR A B BT S T4 TILED, F16] IDRAC %1% SCP XX EF SCP XXt (MF
BE) .

6 IDRAC ¥4 SCP XHHELEIZ X5 EAIFr BB 1*.

DHCP &I

DHCPvA AVFI#ITE £ BE XS HEEE] DHCP BFiK. B NMSHIEA— DHCP L. SMETEE —MEDRE (B 1FT
B) #Rif. EIURE O 7 265 ¥R E, SAATERMERER. AAEMEERTRTEED.



DHCP i£1i 43 F3-F I DHCP BR$5 224815 2 &% 4 DHCP B ik, WWIRMBEXA— N XAFHH. KXAFHEREAGE SCP
g HEMEMATARLENERNE. Fin:
option myname code 43 = text
subnet 192.168.0.0 netmask 255.255.255.0 ¢{
# default gateway
option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; #Eastern Standard Time

option vendor-class-identifier "iDRAC",

set vendor-string = option vendor-class-identifier;,

option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d 0 -
t 500";

Hey, - AREXHHZENME, - AFFERANIHRNTREXHLZHERE.

DHCP i£I51 60 AR A< BE4F E A P A DHCP B iR, BLEAETEFIHMMENE 1D REURIERIEIT DHCP AREZ 2SN AL B ik
I 60 FAIEIRT 43. £ Dell PowerEdge BRES28AT, iDRAC AIE@IT LA TR ID #4TIRA]: iDRAC. Bk, ELURM—NHHE “H#
RIfg3ER)” FHAEETE “K88 60" glE— “SEEIET” , AFH DHCP R =ERE AFHHSEEIET.

£ Windows _EHg EixIn 43
E# Windows EECE IR 43, HEHITLATE4E:

1 7 DHCP BR%# L, # % Start () > Administration Tools (BT H) >DHCP, I DHCP fREEEET &,
KBRS BEHRTAETHARAERE.
A 3253 Scope Options (GEEIEIN) FHi%i¥ Configure Options (FLE XL .
It A% & 7~ Scope Options GEEIEI) XHEIE.
B TR EHE 043 Vendor Specific Info (043 M EIFEES) -

5 7f DataEntry (B#BHMIN) FiF, BE ASCI THREBANEEMNE, RERARARZME (APES SCP M) #IMRS
EEHY 1P Hbtit .

LIB7E ASCI FENER, HERFABANE, TEZERSUZHFEREREEM.
6 BEOK (HE) REEE.

£ Windows it &ixIn 60
EE Windows FECE RN 60, 1HHITLUTERE:

7£ DHCP BR$588 £, #%ZEFis > BE TR > DHCP LUTH DHCP lRS R EETH.
ERBRSHRIRFAETHIE.
L2 5 & IPv4 33%4E Define Vendor Classes (EX #ERES) .
B,
FERNE ER B & LT FERRIITIEIE :
BRE]:
Bibg:
ID: —i#Hl: ASCII:
5 HERFEW: FEP, B iDRAC.
6 fEBER: TR, BAGLRIER.
7 i ASCI: T FHEEN iDRAC,
8
9

DN -

BHBE, REREXE.

£ DHCP B O, A& E IPv4 %1% Set Predefined Options (& EFESGET) -
10 EEmAETHRASESD, %FIDRAC (BESE 4 FaliE) , RiFEE HFm.
1 EEFIRBEESR, MAUTES:



12
13
4
15
16
17

s £ - iDRAC

© BUEAR - FHRE

« K -060

*  %BA - Dell R ARIRFF

BHBEMNR, LUEE DHCP &0,

RABRSHZMTHAENE, ARETEERER, AFEEREER.

BHEHRATF.

it Vendor class (HERF3¢) THISEH, %% IDRAC. 060 iDRAC I4Z/R7E Available Options (RTFI%T) 54,
1%£$¥ 060 iDRAC £ .

HMIALIULIEE] DRAC FIFETFFERE (LIRFRE DHCP #2EM IP H#ilh) . ZFHFRERHEISNIERL SCP .
BXRIZIER) DATA &H, FHRERE, BEFRAEEUTTRIEMAENIASE:

* Filename (—-f) —FRREFHARFZHBEEH (SCP) BIZFR.

* Sharename (-n) —{ETRMBEZZIR,

* ShareType (-s) —

F& T #ET NFS #1 CIFS B34t =, iDRAC B 3.00.00.00 5 E S iR AGE X #@ R HTTP 8¢ HTTPS ifalEt & 32
. -s option FREEH A

-s (ShareType): 28! nfs 3% 0 IEBAF NFS; cifs 3% 2 iIATF CIFS; http 3¢ 5 EFRF HTTP; https 3% 6 AT HTTPS (58
#HD
* IPAddress (-i) —3IBRIHILZR P Hbudlt.
®| 3*: sharename (-n). ShareType (-s) Ml IPAddress (-i) ROAFBHNLERM. -n R HTTP = HTTPs Fid
=M.
* Username (-u) —IERIFEIMEEZRENAIAE. XCFSEERES.
* Password (-p) —IBRIFEIMELZRENZE. X CIFS FEZRER.
* ShutdownType (-d) —IBRANAIEN. O RRIEFE XM, 1FTREHIKM.
O] iz MR ER 0,
* Timetowait (-t) —IBRENRGXAZIEFFIAE. BKIAZE N 300.
* EndHostPowerState (-e) — JERENAIEIRRE. 0 FREHA, 1RFITH. BARER 1.

0)

NFS: -f system_config.xml -i 1921681101 -n /nfs_share -s 0 -d 1

3¥: ShutdownType (-d). Timetowait (-t) #lEndHostPowerState (-e) RREMEM.

CIFS: -f system_config.xml -i 1921681101 -n cifs_share -s 2 -u <USERNAME> -p <PASSWORD> -d 1 -t 400
HTTP: -f system_config.json -i 1921681101 -s 5

HTTP: -f http_share/system_config.xml -i 192.168.1.101 -s http

HTTP: -f system_config.xml -i 1921681101 -s http -n http_share

HTTPS: -f system_config.json -i 1921681101 -s https

7 Linux EFD %10 43 AR 60

B #h /etc/dnepd.conf 3. XLEATMACE LTS Windows IR :

1
2

BB ATtk DHCP BR35 28 S EC o sth ik R ak bkt o
WEIRIN 43, FAED 60 5 AR MR E 2LIRIRFF .

option myname code 43 = text;
subnet 192.168.0.0 netmask 255.255.0.0 {
#default gateway



option routers 192.168.0.1;

option subnet-mask 255.255.255.0;

option nis-domain "domain.org";

option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time

option vendor-class-identifier "iDRAC";

set vendor-string = option vendor-class-identifier;

option myname "-f system config.xml -i 192.168.0.130 -u user -p password -n cifs -s 2 -d
0 -t 500";

range dynamic-bootp 192.168.0.128 192.168.0.254;

default-lease-time 21600;

max-lease-time 43200;

}

}

T 2SR RFFRTEF R L SN ES B iES 3 :
© XHE (-) — RRFHMRS R E STHER.
O| s BEXHHLANNESEER, B 55 B2 E AR B RS SRS EE .
*  Sharename (-n) - ERMBLZZFR.
*  ShareType (-s) — fERIELZHE. 0K NFS, 2%k CIFS,
* IPAddress (-i) - IR ZRY 1P Hodik.
| ;%: Sharename (-n). ShareType (-s) #1 IPAddress (-i) JyrFitsEBEM . -n T2 HTTP 5 HTTPs FrA B4,
*  Username (-u) — B RIFIEMEEZRIENAAS. X CIFS FEZLILER.
*  Password (-p) — i B) MR L ZRT PR ERMBZIL. X CIFS EERIEE.
@/ 5%: Linux NFS F CIFS #2574l

* NFS: -f system_config.xml -i 192.168.0.130 -n /nfs -s 0 -d O -t 500

* CIFS: -f system_config.xml -i 192.168.0130 -n sambashare/config_files -s 2 -u user -p password -d 1 -t
400

fhiR A NFS R4 ZE M NFS2 5 NFS3
*  ShutdownType (-d) — HERKHIIER . 0 RARIEFE XM, 1R-EHIXKHL.
@ 3% BiligER 0.
+  Timetowait (-t) - IBREN R XA ATFHFRIATE. BOIANREA 300,
* EndHostPowerState (-e) — B RENMEIRERES. 0 RxEH, 1RTHTH. BAREN 1.
®

LT 2M dhepd.conf TR EEESZS DHCP BY7RH):
host my host {

7E: ShutdownType (-d). Timetowait (-t) 1 EndHostPowerState (-e) ATiEE .

hardware ethernet b8:2a:72:fb:e6:56;
fixed-address 192.168.0.211;

option host-name "my host",

option myname " -f r630 raid.xml -i 192.168.0.1 -n /nfs -s 0 -d 0 -t 300";
}
@ | 3%: 448 dhcpd.conf TS, FIREFTEE) dhepd BREUEAER.



R BB B ER R

EBRABaEEIEER, ERFRESHITOTRE:
FTHEAIMLZIEZ (NFS, CIFS. HTTP #1 HTTPS) 75 iDRAC #1 DHCP RSB B HEEIMFM iRt . MiXMEEZUMRRE &
By ki B PRI E Eff.

s REBEEXHHESHEIMELEZ., HIMNTERHR SCP XHEHITVLENEY, WUWEABEINELE STIER TN A ERHIZ
=

HRHE IDRAC FIZESKIRE T DHCP BRBZ|[FMEH T DHCP ECE, LUEARMRSRMBIBEETIAE

£ iDRAC Web A T /8 F BahEC ETh&E

RS /B DHCPvA #1 Enable IPv4 (B F IPv4) i1, HEHCZHBahEHKIhkE
EREH B EDRE, EHMITUUTERIE:

1 7£iDRAC Web REH, %= iDRAC Settings (iDRAC iZE) > Connectivity (E#) > Network (f%4&) > Auto Config (BZ)
BE) .

FEEN < B4R TIE -
2 #EBEERS, AEA DHCP ECE Thsks Pk F T Ea—/MATR:
Enable Once (BRA—R) — XM DHCP AR 2[FTSI AR SCP Xk BEAK—R. LR ER, BEREMEE.

Enable once after reset (FEER/FRBA—X) — £ IDRAC Ei&/5, {XN{¥H DHCP BR&528Fr 5| A Ay SCP XX sREL B A H—
e WREERE, BEREmEE.

#H — XRBEEEINRE
3 BHENRTNARE.
4% ST BB B BRI -

{5 RACADM B BB EThkE

E{FH RACADM B BaIELEThAE, 181 iDRAC.NIC.AutoConfig XK.

BXELELE, 1557 dell.com/idracmanuals 1Z2{#t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

BXEFEENHMNESZIES, 1FS 1 delltechcenter.com/idrac 1A Zero-Touch Bare Metal Server Provisioning using Dell IDRAC
with Lifecycle Controller Auto Config ({8 Dell iDRAC with Lifecycle Controller B B B ThaE T AL B8RSSR BEB.

EHEYZEBEREESHREM

b= iDRAC k7 3.00.00.00 B PowerEdge BRZ2E L, ERILAEA B EEFIA&NRIE A P EEH BIOS 5. APRSHIEIENS]
TEZEM (SNMPV3 1 IPMI B&SM) uﬁfu?ﬂ#éﬁjcztffﬁﬂﬁxﬂ

BT FT R BRI ALT ThEE

#RAT LU AR IR B 2 AY SHA256 BIFIME LI E iIDRAC FA AZERLAN BIOS FHE, X R FEAERSSRELE 4. RACADM F1 WSMan #
#mﬁt SHA256 1B, 12fit SHA256 BRE{ERT, EIF T A@IE SNMPV3 F IPMI #E1TIEE .

®| ;%: 3%#2 RACADM 5 WSMan &} Redfish &% F iDRAC IS5 HmE S /Ek. ETLUER SCP f£iEi8 RACADM =
WSMan 3 Redfish _Ei#{TEIFI AT/ Eik.

TR LUR B —MEWRARSS RS, HPEIEERSRTa AR A DRAC B FikA#0 BIOS . RSH[RER, BAUSHEA
BAEBEAENRSIEEXH. SHPEE SNMPV3 SHNEIEFRFFNMIME. X TRETHIIEBEHF A F2 IDRAC FEER
RFRkFEZRNAR, SAREEXHSIEESR IPM SHLIIE,

|



HfbFRE (a0 iDRAC GUD BERAFkFERH.
ERTLAGE A SHA256 £ Bl A B S Salt BUERTIZED
BB “BRESFJ|ITH” R ERIEMS AT B,
WMRKET WA AEEER, EER IDRAC R E A RAEFI AN RACADM #¥ IDRAC Eig ARIAMES.

R ER SHA256 BRI % E IDRAC A Pk PEIZERS, mMAREREMEFT] (SHAV3Key 3k MD5v3Key) , BBANF T LB
SNMP v3 #1736 E

8 F§ RACADM BY#1%12558

EWERNINER, BHUTHREE sot S ER:
iDRAC.Users.SHA256Password
iDRAC.Users.SHA256PasswordSalt

ERAUTHSEHIIELEEESHARS[ERENHF:

racadm get -f <file name> -1 <NFS / CIFS share> -u <username> -p <password> -t <filetype> --
includePH

IREXIAHTIR, LHURE Salt B
@ | & XERETERT INIREH.

Bk 55750 B S PRV RS E T

A LUR R AR 55 2R B B X1 S SRR BSOS BT
HENRSHREEXHE, SAUUEHIRNAEREMSHELHIERN. MRANHEEHEIR, WaEmrERA BEBR
BE. SAHERNSEAIRNEL.

~EH SNMPv3 1 IPMI 3654 BB 5123515

EFH SNMPV3 1 IPMIBGIE (IREEASANEL) BNAT4E R ERSIERL . MEEEZE SHA256.,
EnEL A B ZES :

1 3T DRAC AP, @wAfER SHA256 X EEREHITINER#R1E.
LInRZREMEET, FSHM 16 EPH _#EIFERFHE. Sat AR 16 MEDHHKE (MREMH) . —BMm, B¥mA 324 F
THIFERTER, &30 “BB” + “mE” , flan:

1 = SOMEPASSWORD

h = ALITTLEBITOFSALT—FiHn#Y 16 N5
2 HTF Linux S SRRFFHBITUATHL:
Generate Hash-> echo-n SOMEPASSWORDALITTLEBITOFSALT |sha256sum -><HASH>
Generate Hex Representation of Salt -> echo -n ALITTLEBITOFSALT | xxd —p -> <HEX-SALT>
set iDRAC.Users.4.SHA256Password <HASH>

set 1DRAC.Users.4.SHA256PasswordSalt <HEX-SALT>
3 ESAHRSHOEEH. RACADM §4 . Redfish 3 WAMAN A2t EFIEFMNLR .



@ i#: PHEABER— D AMANED, EHRELNLAREERSTRE, B,

set iDRAC.Users.4.SHA256Password
ca74e5fe75654735d3b8d04a7bdf5dcdd06flc6c2a215171a24e5a9dcb28e7a2

set iDRAC.Users.4.SHA256PasswordSalt

4 WEBBRZE, T@INASIASZRIEIENARLUER, 18 SNMP V3 # IPMI BIERER T EAE B MTIEE#FTEHNZEN
iDRAC B,

A EE R E

% E DRAC IP Httlit /5, &ERTLUER IDRAC IRBE ARRRFENAERAKAIZEE (BIAF2)  EHITIHRE:

1 7£ DRAC & E/NATERFF, % ZE User Configuration (FAFELE)

FEEN£#TFF iDRAC Settings User Configuration (iDRAC XERFEE) TNH.
2 iEEMAPE. LAN APHBR. $1TH 0 A PHBRME BB ANIFEER.

BERETMIESR, 1ESIR IDRAC Settings Utility Online Help (iDRAC & 2~ FATEFEAHLESEN)
3 {fkxEd Back (JFiR) . Finish (58%) #Yes (&) .

A EERM IR EREETERK.

REZERGNMNE

EETLAE R IDRAC Web R EEL iDRAC IRE A AREFIEEHET LI ZERENMEIFMER.

fEH Web FEHREXERGIVE

ERERGUEIFARES:

1 7£ iDRAC Web R, #ZE System (R%t) > Details (i¥1%) > System Details (RZE£E) -
FEEN &7~ System Details (RZHEAER) TH.

2  7f System Location (RZEME) T, MIAREFLOHZERENMNEIFAEE.
BERIETIESR, ES7 iDRAC Online Help (iDRAC BEHLEEEN) .

3 BENA. REUBIEEERESRES DRAC HF.

£ RACADM &£ EZERGNE

ERERGNEFMER, EER system. Location AR,
BEXE%EE, 5517 dell.com/idracmanuals 12 {## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRAESERRE) .

£ iDRAC LB ANFHEEFEEZERGNNE

ERERGUEIFMAES:

1 7E£iDRACIRE/AMIEFT, #ZE System Location (BRZENME) -
FEEN< &7~ IDRAC Settings System Location (iDRAC BEBRLME) .

2 HIABEROPFZERZHNEIFMAER. BERESETMMESR, 1ESR IDRAC Settings Utility Online Help (iDRAC & & ~\FR2F
BAMLESEDD

3  {kx#dE Back (JFIR) . Finish (52A%) #Yes (2) .
ZIFMERASRE.

|



U RG M ERThFE

RHRSBRATNEBESHAAENBERGHE, BREHBEINBRENMRAZHREEEHEERG A, WRRZTE, F
REBLVRGINE. BANMRZESTHL . G LUFRERIEENL EHRERG MMM T ERBITHL
£ IDRAC Web AT RACADM EX iDRAC & B AR, BRI E LA TEHEE :

AL RE
ki InZ
© RERAZSHBEE
WRFE, BERERBILMSR
B RRERENEEEREMSR

£ iDRAC Web A& URIEE

BEENHMMILE:

1 7£ iIDRAC Web R, #Z Configuration (it&) > System Settings (HRZi®E) > Hardware Settings (FEfF&E) > Fans
configuration (KBECE) -
X R RRAREEE .

2 IEEUTEM:
© ERRBCE S - R EABLE ST

BIANABEEHIEE — SRERSEXI%E A System BIOS (%%: BIOS) > System BIOS Settings (%% BIOS i&;
&) > System Profile Settings (RAMEXHRE) TNH FNEXKHEE “REREXXH" &KE.

BRINBERT, ZETREARANNABREXHRE. BHWEEMT T BIOS REXHHBEEXEZE. TRHIERA:
« EAMEE (MEESHK) -

M7FEL CPU T Ay AT REMEFEAR

Turbo R HIBEN A REMIRS -

—RERT, ERMENHET TRBERRS.
© BIhE (BRRERN) -

RIFHENNERFERSHTT MU LR ERE RGN,

© —RIBAT, =RMEDEET TREERER.

@ 3#: HFBAMERS/NIHE, BEEERZ BIOS > &4 BIOS R E. AEMETHRENE “RAEEXH” REMNHEER
BigSE.
 EXHSEERE — \NTHEEEG, EFRAHSEE. XEBEREBEREER.
ZIAEABRINE, 70°C (158 ° F).
R R IFRGERNBRETL, FEHSEETBERENHISEERS. ATEORTREAHMAGHISENRES, Eibix
HA AR ENRGHRIEBA THREBERIE.

REERE W — EIFIE T VAR SS SRR AN ANRE ST SNSRI T REMIRE (flan, #hEY PCle &) , MIATRERR
%g;g?%“iﬂﬁﬁﬁo REBEEREZESSHNEEREBLTASRFIEETENEERNBERRES (RBHNESLE) . ATER

RRABEE — BRERRESIEENBER.
PERBEE — FXBEERESEIREPE,
ENEBEEE — FREERESEL SR,
RANBERE — FRERRESE 2R,

XA — RBEE RBHRIRAKE . XREINME. MRRERXHA, WARRESE. BERREEMREBHERIARNERE
R, AR, RRAREBERERBURKREET.



REBEREREREHNTH, HEETRS. SMEBHNABERRESES ERESMNETRST.

RBEEERELSBAENBERIESHEENE . RIBENMEHINER, NEEXTHSIRSIHBIREBERR. BER
GIpFETIT =M.

REEERZ RITEBRENNSHERERSAGNEER. IESHEARSTRGENEHARBELERESFENERZ (6
FxIS. REBUHRESSHESHNEENBRER, EMSBRERAERNEBIERARS.

RENHERRGIZIEARE PCle BECRIRA. AT, ZINEFTRATIRERGRAGENULIEM AR,
R/NXFEERE PWM (RAER %) — RFIHERARAKNERE. ERAILEDR, ST EESNEERENEEE T
MAGREEE - REM B E X REERETRER RS REREE.

B\ - REBRAGHAEERR N NBERREARAE.

BEX —HWABSHE.

RIENEEE PWM Fr R IFRSERRETSH, BURTRGEE. E—MEARERE, E-MEARERKE XAERE
100%, tWAIRERRE, EFIRTRZRE) .

RBAGHBAER, RENBEITEREAUSTIREE, EFERTEXHNRREE. G, fORNEERERER 35% &
1R B BRBIFE GRS 2R T 36% PWM.

Ol 3: 0% PWM FRERFEHNLH. EERFETEE NS IERBEE.

WERRKAMN, XRTN—BREMMA, ERFEHSIS. EFEEN. DRAC % BIOS EFHfE, BT 2BmER AR

WRE. BESOLAE AT REHIEAMBR SR/ LZ 3. MRXLERAZXH, ENMBFASETHEBTERBBENE,
3 BENRNMARE.

BRHEBERUTESR:

It is recommended to reboot the system when a thermal profile change has been made. This is

to ensure all power and thermal settings are activated.

B HEEER SHIMERIS.
O| i#: BAEHN S REUERBER .

£ RACADM & ERIS B

BEIEMBURIEE, 1515 system.thermalsettings A HIXT 5 5 TR iR HA) set FadESER.

& 10: BRI E

TR 5EEA Ed5ikp =Bl

RirExhaustTemp AFRESAHSSERS. BREAUTEAE EFR ERSRGFHINERE:
%) racadm get
.+ 0-gRa0C e e
© 1-FR45°C o

2-3R/R50°C
3-3RR056°C
* 4-FR60°C ZMLERE RO RE AR
.« 255 - %% 70°C (BRiA) FSHHURERFI S 70°C,

BIREHSIRE LR IRS
60°C:

AirExhaustTemp=70

racadm set
system.thermalsettings.

AirExhaustTemp 4



R

L] ik -ps

)

FanSpeedHighOffsetVal

FanSpeedLowOffsetVal

FanSpeedMaxOffsetVal

EAEERF R L %PWM 8% 0- 100

R "SXEER B &’
ENNERERBE.
M EBURT &%

15EF FanSpeedOffset
g%ﬂ?%lﬁ 13RI E L

ERET AN %Ppwy 8790100

A RNEERERE” %
BENNEEERRBE.
HAERURT 5.

15EF FanSpeedOffset
g%%u?%lﬁ 0 k&L

ERETEEAU %Pwy B9 0-100

B “BRAXNBEERERE”
BENRNEEREREBE.
HEBRT RS

1H{ER FanSpeedoffset
g%*u%ﬁ%lﬁ 3RLEL

it
Object value modified
successfully.

MRARGEF T HFENTSH
BURE RS, IBARIZIEITA
Taé:

racadm set
system.thermalsettings.
AirExhaustTemp 0

BHE ERERUTHRESR:

ERROR: RAC947: Invalid
object value specified.

WRIREN R B R EE.

BXEZER, FEH
RACADM #5811,

ERRHIRERERINE:

racadm set
system.thermalsettings.
AirExhaustTemp 255

racadm get
system.thermalsettings
FanSpeedHighOffsetVal

A SIRE—ME, W

“66” . XEBMEERMBUT
R, BENRABEEEN
BRENRNBERERSE ‘S
&” (66% PWM),

racadm set
system.thermalsettings
FanSpeedOffset 1

racadm get
system.thermalsettings
FanSpeedLowOffsetVal

AR E—ME, 40

‘23" . FEMEEERAT
WS, FoRABRTEER
BRENNERERE K

B (23% PWM).

racadm set
system.thermalsettings
FanSpeedOffset 0

racadm get
system.thermalsettings
FanSpeedMaxOffsetVal

tedpSIREI—/ME,

“100” . XEMRELEFERUT
weE, BENARAKXER
RwP®B (BILIE, 100%



MR RA fERHER Pl
PWM) . B%E, WRBES
REEEES R 2R
racadm set
system.thermalsettings
FanSpeedOffset 3
FanSpeedMediumOffsetvVal . . 1 0-100 racadm get
) EFHH:EE?)I%%%,%PWM system.thermalsettings
%%m;g%g%%@ﬁ FanSpeedMediumOffsetVal
5B X R R R
- BEEURT RY A SEE—ME,
« i5¥H FanSpeedOffset Ajz ° %Eﬂﬂiﬁﬁﬁﬁﬁk{?
SRR E 2 R b fE oft, BRMABLEER
BEER N ERE RS “th
E” (47% PWM),
racadm set
system.thermalsettings
FanSpeedOffset 2
FanSpeedOffset . RS got HAES LEWSE EEEINBRE:
EREAETHXEERR . racadm get
ETEHUE’]H%Liﬁ% © 0-RREEER system.thermalsettings.
. BHHRS st ©OTMAE 1- SREIERER FanSpeedOffset
, LI EEARIEE ¢ 2 - HER AR N N NPT
D, PR PERREE ERRREERBREY 5
Blsdons < 3 BRANMBERE B n
. %ﬁlﬁz}&mTﬁﬁEFﬁE’Mﬁ . 055 % FanSpeedHighOffsetval
Fa’nSpeedLowOffsetVal FETE )
\FanSpeedMaxOffsetVal racadm set
. system.thermalsettings.
FanSpeedHighOffsetVa FanSpeedOffset 1
1%
FanSpeedMediumOffset
val & (WHIEEN) &
B R AR R FE R (E
MFSMaximumLimit B MFS H5 A (E IR &35 1-100 BERAUER
MinimumFanSpeed &I E
MR KIE:
racadm get
system.thermalsettings.
MFSMaximumLimit
MESMinimunLimit EEY MFS By MEBRH! fEM 0 Bl MFSMaximumLimit ER/RAJAER
MinimumFanSpeed EIIZE
BRINE S 255 (F"iRTD) B & /ME.
racadm get
system.thermalsettings.
MEFSMinimumLimit
MinimumFanSpeed M MFSMinimumLimit Z|{E EHREAGRREESSED

© RTRERZETHENR

B
RREERE.

© EEXRBERNEE R
A) 18, FERGRITFNE
KT EXHMXBREE.,

. %ﬁtﬁ%miﬁﬁﬁa’q %PWM

MFSMaximumLimit

R get SR 255, MFKAA
AN FARFEENRRE.

{&F 45% PWM (45 whZi2 N
F MFSMinimumLimit
MFSMaximumLimit Z[B]AY
&) :

racadm set
system.thermalsettings.
MinimumFanSpeed 45



R AR ik -ps )

ThermalProfile . fitlbe/E oA 1E: %%Efﬂ’ﬁﬂ"ﬁﬁﬂ@ﬂﬁi#ﬁ
. 0-
ﬁl#‘f*ﬁ*&ggﬁﬁﬂﬁi# . oA racadm get
%Eﬁﬂ’]‘éﬂl*ﬂ TARE RS Brr=lLRe system.thermalsettings.
BEXH. + 2-m{KIhEE ThermalProfile
BEMAREXILES B
racadm set
system.thermalsettings.
ThermalProfile 1
ThirdPartyPCIFanRespons — 1&: & B BRIA B X E5EZR M
e B=75 POl TR RS RRE, UXHRMENES
AFCRAREARNEN - 1-BH 7 PCI £
£=75 PCIRMBAREN | . =
BRI AL . - racadm set
BRI LT E Lif | 3. BRs system.thermalsettings.
CoiréllerEEl E’L:\?:g)é%/eﬁ% D © | = A 1. ThirdPartyPCIFanRespons
PCI3018, RIHAREBFE e 0

$=7 PCl %,

£ iDRAC I E N FEFIEMERIEE

EIEHBARRE:

1

£ DRAC BEAEFF, ¥Z Thermal (W) -
FEEN 4 & 7~ iIDRAC Settings Thermal (iDRAC iZEmk) TiH-
EEUAT &L

MERENH

Bij(ﬂt‘\,um}gﬁﬁﬁ%u

Fan Speed Offset (RUBIRZERFS)

BRI EEZE

WEBKARE, XRF—BERENNAEN, BINTSERZEMSIS. EFEE. iDRAC 5 BIOS A BsE X EIA
WE. —L Dell REBARETIFHATERZFBOXAENBEEXAFAAENET . MRATHFXLEET, EIEFA2ERHES
I EREEENE.

k%% Back (fFiIR) . Finish (5ERK) #Yes () .

I BRBELE TR -

. M -

WwEET

EIBuh 2R TFiiiE iDRAC REANTEN, B FZZMNFETE PowerEdge BR5ES.
EGEEIE:

1

REIHNRERE. BXEZER, HSRMARA.
REHIE TN Web MITT. BEEZER, HSIIMALRA.
RE IR Java Runtime Environment (JRE) (ZnSR{ER Java $lfF 2B ARG EIE A Web JISTEEHY iDRAC, MEE) .

| 2: BE Java 8 HESIASUEFLLTIRE, 3858 IPv6 MLk A DRAC EHUESIE.

£ Dell Systems Management Tools and Documentation DVD 1, M SYSMGMT k&2 3 ImiE RACADM 1 VMCLI. &, EfT
DVD _EHY Setup MAZRIA L 2EIEFE RACADM FE M OpenManage 3. B3 RACADM B Z{E8, 15SI% IDRAC RACADM
Command Line Interface Reference Guide (DRAC RACADM #$MfTAeBi&E45/%) , Milt: dell.com/idracmanuals.



5 RI\ERRETYIAMG:
*  Telnet
SSH & P
TFTP

Dell OpenManage Essentials

A i 8 (Y Ay .
iEFEif718] iDRAC
ENEIRBUETIZHE] IDRAC Web R, BRREIEIS iDRAC AL FE—M4%& . fian:

TR RS — SBHLFMT CMC FRERE—ME S, HXF CMC MESZERENMEBEIENESER, HEHR

A—Irh-

dell.com/support/manuals _E#J Chassis Management Controller User’s Guide (HFEIRIEHIZEA PIER)
MZERMEXARSS - 1§ DRACNICIRE R “EM” 5 LOM HHHREIRUES DRAC LT E—M L.

ENERUIEZERGRIEE G, 58I iDRAC Web FEEREMIEHIS.

e E X #7HY Web X353

©) | AT HNNEEERRANESIER, %85 dell.com/idracmanuals iRt Release Notes (RITULER) .

iDRAC Web R HEHIAR ZHThEE ] LAFA XL BGEANRENNRRF#ITIAN. EFRARLINE, BONEHR—LEE. XEFES
¥E: Z=HMEMEIETEF. B Java. ActiveX 8 HTML5 #1555,

R MBI R IR AR 55251 1% E Internet BY Management Station ZE3%2] iDRAC Web &, MHEERE Web H5E5AMIZAR S 251H18]

Internet.,

@ | 7F: tnRIE{ER Internet Explorer 5% Firefox LAiJ5io] iDRAC Web R, AR ERBAZTVHHHAEERFERE. BETLUER

HitF RN RARARE.
O | = =EMRERERA I TRE.

Bt & Internet Explorer

AETRM T AXEE Internet Explorer (IE) BNFMIES, LABBERERLIGEIFER IDRAC Web FEHIFFIATIRE. XL REBIE:

BEFRERERE
* 1% DRAC IP ;imEZE MR
B E IE UG A Active Directory SSO
- BFIEEENRERE

FH%E Internet Explorer ZL£i& &

Hafx Internet Explorer (IE) & EBi&E A Microsoft #HFHBARERRBAEHNMANABTEENKRE.

1 UEERSWMITFIE, XIEASEAMK,.
2  BHTH Internet IR LA #hMI4E sk A it g i .
3 B Custom Level (BENER) , %4F Medium-Low (H{EZR) , #: Reset (Fi®) . B3 OK (FE) LUFAIA.



1% iDRAC IP RINBIZ{EFEMh R 5IFR

418 iDRAC Web RER, INRZEEEFIFRPED DRAC P Hiflt, MAZGLSIEREEZ P iERMEFIRS. eRkfE, 25
Refresh (RIET) SEFBEN Web 5T 85 LA B IDRAC Web RERIERE . MMRARERERM P, BIUEFIE P ANBIZ ST,
mylkG,

® | i HEREHENRBAEEIER A iDRAC Web RHER, ERIAEXELE, THESBAERTFHESRIEBERES.

4% iDRAC IP HbtEAR N B (S E i 2 53R

1 HB# Tools (TH) > Internet Options (Internet #&IX) > Security (Z€) > Trusted sites (F{S{Fihm) > Sites (i)
2 FERZMEERINBIXE S iDRAC IP ik,

3 BE Add GRIN) , B OK (HE) , AF# T Close (X)) .

4  BFHOK () , RERIFTRIEE.

BCE Internet Explorer LA/g A Active Directory SSO

BLE Internet Explorer BII S22 E -

1 fE Internet Explorer 1, S ZE Local Intranet (Z<i Intranet) H & Sites GifSR) .
2 UEFATED
Include all local (intranet) sites not listed on other zones (BIERBFIFEE thX B AIFE AN [Intranet] #hs) .
Include all sites that bypass the proxy server (Bl¥EFIENERARERSSEZNHHES)
3 B Advanced (F4R) .
AR AE SSO BLE—EB43#0 iDRAC SLfIRIMEXIE = (5140, myhost.example.com) .
g Close (kM) #8E OK (FAE) R

A Internet Explorer &5 L2 £l &

HERRETLUER Web RE TEHBECHMEMAMITE, EILMA Windows Z Internet Explorer i8R AL EINRE. BXZEH
Windows iR _ELLTHEERIIE R, 1HS (R Microsoft BRI .

At E Mozilla Firefox

AETNETHXREE Firefox WIFEAES, LBRERT LA EIFER iIDRAC Web FE LW BINRE. XL EEE:

BRABRZREINGEE
B2 & Firefox LAE F Active Directory SSO

] Firefox Y E 2 HINEE

Firefox 88 “A&8” 22, FEAFPNRRARERGNSMMFERRKET. MREEH, ARREIEREREN
iIIE]80 IDRAC ZREMIEHI G EERR, BIEEEHFMAERER.

EXR BB BIREME R LT LENIEN, FIT TSR

1 $TFF Firefox Web F¥ 22 H 0.
2 FEMBHEFER AR, M about:config FHiR <Enter> .
3 7f Preference Name (EIEINZFR) F9, #HEIHWE xpinstall.whitelist.required.



Preference Name (EEIEFR) . Status CIRZS) . Type () F Value (fH) HESEX MK, Status CRE) B
EBTRAEFIEEHA Value () £TF False.

£ Preferences Name (EIEIZFR) 54, #%Z| xpinstall.enabled.
iR Value (1) Jg True. IR 2, Xik xpinstall.enabled LU Value ({E) & E A True.

BCE Firefox LL/S A Active Directory SSO

B2 & Firefox BRI G E -

DN -

1E Firefox Hitlb#= A, #IN about:config.

1£ Filter (iE#E8%) #, #IA network.negotiates

1818 &R ZE network.negotiate-auth.trusted-uris ({EMAIEZE S FRHTIER) .
1818 R I ZE network.negotiate-auth.delegation-uris ({# IES S FRHITIER) .

AcE Web XISIaAE A EMIEHI&

EAERE FEAETHE

1

IRE L% 2E (Internet Explorer (Windows) B Mozilla Firefox (Windows 8% Linux) . Google Chrome. Safari) BISZIERIA .
BRIFHNNEBRANES(EE, 5217 dell.com/idracmanuals R HEH Release Notes (K1TRAR) -

EFH Internet Explorer, &1 IE B AUEBRFNTIT

Bo & Web 588 LAE I ActiveX. Java 3% HTMLS &t .

ActiveX Viewer {X & Internet Explorer 3x$f. HTML5 5% Java &% 28 {F{a;X b 38 3 4% .

@| *: EHE Java 8 RESIALUERALLIIEE, HiEid IPv6 ML /E5) iDRAC EEHMEHIA .
EZFERZ ESARIESR, UeHIRRERIEEErREXED.
2% 5 compat-libstdc++-33-3.2.3-61 #H X B 146

®| 3E: # Windows £, 5 compat-libstdc++-33-3.2.3-61 XIS G- AT AEE S 1E NET E2 G a SR ERGEREEF.

WRIEBER MAC #B{ERZ, 15IE#FE Universal Access (i@Mif51a]) & O T BY Enable access for assistive devices (/3 Fxf4#Eni%&
ZHiFE) &R,
BXEZER, 5% MAC B{ERZIHBA .

AL & Internet Explorer LAfEFIET HTML 5 B9F&H 4

HTMLS EREE] & FERIN R AP AT@iE A HTMLS SRR 8E . HTMLS SR B AT :

ITEREAREPIHR TS ERE,
RAEMERETHRRMIFRERFHERENAN
REXSHERNMBHTE,

TRIEEREFNE FUnER Web TTEEI—E S T E

S EC & Internet Explorer (IE) 88, ARBRBIFHBITET HTMLS HEMIZHIEFEMN REAREF. ERENERLE:

1

2

SRS OEEIER. ik, AT#EE Tools (TH) > Internet Options (Internet i%£37) > Privacy (F&FA) F7&F& Turn on
Pop-up Blocker (3T HE OE&RERF) SikiE.

ERUTEA A EZ—RBz HTMLS ERNESIE

* EIE, B Tools (TH) > Compatibility View Settings (FRAM#MEIRE) 35 Display intranet sites in
Compatibility View (ZERBMHEMNE B RABMILER) SikiE.



o 7E IE H{ER IPvE ik, IRUWITRFRRIERL IPVE Hbdit:

https://[fe80::d267:e5ff:fefd:2fe9]/ to https://fe80--d267-e5ff-fefd-2fe9.ipv6-
literal.net/

« f£ IE Bh{ER IPv6 it S| S HTMLD ERUTHIE, RUNTERRISE IPv6 Hbtlk:

https://[fe80::d267:e5ff:fefd:2fe9] /console to https://fe80--d267-e5ff-fefd-2fe9.ipve-
literal.net/console

3 B ENRESEPERREAZES, WiEE Control Panel (3HIHE#R) > Appearance and Personalization (b1 ML) >
Personalization (M£4£) > Windows Classic (Windows 2 41)

BCE Web FST23LAER Java FEMEF

IR IEER Firefox 3¢ IE H BB EF A Java EESE, 1ER % Java Runtime Environment (JRE).

@ | %: ¥ 64 SriRfE ARG LA R 32 frsk 64 i JRE IEA, RiE 32 fERS EARE 32 fi JRE KA.
ERCE IE LUER Java

1E Internet Explorer P EZ B TEHBIIER.
£ Internet Explorer 125 Enhanced Security Mode (##52(9%2#zt) .

BCE IE LIER ActiveX fift

BATIRELE IE RImENgE, REFEBIFNEITRET ActiveX BIERIEHI S FEMN RN AERF. ActiveX RAREFEIEAZ RN
CAB 3T M iDRAC FRSSE:4R . R EIIEHI & PSR L AL E A Native-ActiveX 28!, M HineiX BEIERUTHI &6, CAB
XHE TEHEIZFHRGEEBET ActiveX BIERUEFI S8 EE. Internet Explorer EEZ T FLEE, A TE. REHETETX
L ActiveX BIR FHIERF.

1£ 64 (3 {E RS L, BA[LAZR%E 32 {iEk 64 [ kRAH) Internet Explorer. #RATLUER 32 {is} 64 i, {BREBAARERNIELE.
a0, GNRIETE 64 (IliEss R R&iHMtE, R 32 SR hITHAEER, BABLIERRERHE.

® | i AT ActiveX 3EHFS Internet Explorer —#21E .

Q@ | 3%: E#= (& Explorer 9 B %% L{EM ActiveX #&fE, FEELE Internet Explorer &, RAE{REE Windows Server #{ER G
Internet Explorer 3k R 25 BB R BN R RN .

%tF Windows 7. Windows 2008 F1 Windows 10 Bt & B #Y ActiveX R FIER, FEBLE T Internet Explorer &8 LUE A ActiveX i

1 ERNESENEIREE.

2 Y4 iDRAC IP Z{EH1 ;7 NZ Local Internet site (Zith Internet 355) 1%,

3 BEHEXEKEEEN Medium-low (F-F) HFXIREURFREZ R ActiveX it
4

THRHARETEMENNESHBERE=FHRET R. ZHHITIR/E, 5% ZE Tools (TE) > Internet Options (Internet i%
1) >Advanced (&%) , ;&B& Do not save encrypted pages to disk GEZIEMEBHNT EIRFRIE) £, SAFEF Enable
third-party browser extensions (BRAE=ARIKE RE) £,

@| 3¥: E#7/23) Internet Explorer LU Enable third-party browser extensions (BRSE=75RKEIR) wEEH.
3% % Tools (TH) > Internet Options (Internet J£IR) > Security (%) HiEFGEEEITIZNBREFHXIE.
6 i Custom Level (BEENEF) . 7£ Security Settings (Z£®E) BOH, HITTIIRE:
%} Automatic prompting for ActiveX controls (ActiveX iZ{&E&IRR) 1%1¥ Enable (BH) .
%} Download signed ActiveX controls (T2 & &K ActiveX 12#4) 1%£3E Prompt (327%)
JHIET ActiveX FE{-FifAH LR B A SRR
MHRIT AT R EHITHAL ActiveX HERITHIAIRZ B ASIER.
7 8 OK (#5E) M Security Settings (Z£1®E) B0.
8 B OK (HxE) M Internet Options (Internet &) & .

®| ;%: #E65 Internet Explorer 11 &% L, HfRiBid#® Tools (TE) > Compatibility View settings (R MENEE) &
7 iDRAC IP.



https://[fe80::d267:e5ff:fef4:2fe9]/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/
https://[fe80::d267:e5ff:fef4:2fe9]/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console
https://fe80--d267-e5ff-fef4-2fe9.ipv6-literal.net/console

mBIZESRIIRE, HtiEsERERNRE.

Explorer Bin R EEHIRNITHET ActiveX 2.

Py _E BT BRI TR
Windows Vista 3¢ & #7189 Microsoft I2{ERZAIMI INIE =

Windows Vista 5 B #TH9IRIE RG89 Internet Explorer RS2 H—INFR A Protected Mode (tR#1#E=zL) BIMIINZRETHEE.

18 A tRAA#ZZCEE Internet Explorer ST 88 FR B ENFHIEIT ActiveX R FTERF

1 AEREERIEBITIE.

o RE ActiveX BT, Internet Explorer ATRES B R— R EEHE . EFEM ActiveX ITHRETFE, SAIITE Internet

¢ BATERAH Internet Explorer B 48] Internet Options (Internet i£15) . FEitt, 7E&t%—Hhitlie 2244 AR B 2857

© WMREEBIELITH G ITILEI$EIR Unknown Publisher (GRHIZHIERF) , NATBERATEARBERIEREES
B, BORIER, BORTHAFTER. ERARESIERIEER Symantec 16958, HH B MIRRLZERH1EH Symantec

2 % Z Tools (LE) > Internet Options (Internet i£W) > Security (&%) > Trusted Sites (FA[{E¥HE) -

3 EMIREH RSN R XEIEF Enable Protected Mode (BRZEMRIFIER) £, K&, ATLUE IDRAC #ARANE] Intranet X
Wi s . BIAERT, SRIPBERIGHIT Intranet XA AT 15 5 s X33 A A Sh 21 5 o

4 BEHIRE

5 7ERZMISRMBIXEFEH, RN IDRAC RyMtlt, AFBERM.

6 BEHxH, REREHE.

7 XAHEFBShN R EREE.

AR SRR EIRE TR

WMRBITEAMTHI QNI GBEEREIR, FLEE) , NWRBERMNERNSREER, BRIAMRRS LATEF#EMIB

WABERHER.
O | i A TR A SRR BRI BOTEES.
HBR Java FREAMR A

EER Windows B Linux BRI AR Java EERS, BERITUATIRIE:

1 EWSERHTR, B1T javaws-viewer 8 javaws-uninstall,
kB4 27~ Java Cache (Java =iHLEFF) &EES.
2 MERFRER N IDRAC /EMIEHIE B im e .

& CAIEBSNETR,

LIERHMEMERSSEMN RN, RESERERUBIEER. IREEFHEEXH Web RRFF[IEH, BRAIEDE CAERS

A Java B ActiveX ZASIEH BEskilE X 4R .

1% CAIEB ST Java ZEIEBE
EIE CAIEBESNE Java SEIEBEFHEX :

1 25 Java Control Panel (Java #5IER) -

2 BERESETF, REETFEBR.
1% Z 7R Certificates (GiFH) ITiFIE.
M Certificate type GIEEHZER!) THRAFKEF, i%£3F Trusted Certificates ((SIEBNEE) -
B Import (BN) , MISTHIZEE CAIER (L Basebd HBHEN) , AFET Open (FTF) .
EEHIERIESNE Web BERIHEEEPEIEEX.



5 BEHkH], REBRHHE. Java Control Panel (Java FEHIHER) & D445 .

1% CAEB SN ActiveX Z5IEBE

A FUE R OpenSSL e 1TTERFEARLMAEE (SHA) SIBIEBETME. BIUER OpenSSL TE10x FIESIRA, EHER
INEA SHA. CA IEB SR A Baseb4 43 PEM #83. XESAEA CA EBH— R T2,
EIE CAIEB BN ActiveX AI{SIER FE:

1 $TF OpenSSL 442 RE 0.

2 FRUTHSEITEREN FLHFIEEFERR CAERER 8 THEFIEL: openssl x509 -in (name of CA cert) -
noout -hash

ARG — e, B, R CAIERXHE A cacert.pem, ZH<SH:

openssl x509 —in cacert.pem —noout —hash

RESERENTF “431db322” RIMIE ST .
¥ CAXHERBARMEXHR, FETRBPRM— “07 . fitn, 431db322.0.
BESRM CAINEESZIEMERF. N, C:\Documents and Settings\<user> directory.

EE Web FEBAHILRA

iIDRAC Web R EXZFFIATIES :

HJE (en-us)
SETE (fr)

fE7E (de)
FAVETFIE (es)
Hi& (ja)

fa 3T (zh-cn)

BEEERSTH SO fRRFFRTEXFMESEE. NTRLEZIHNES, BANEREOEMEER 1024 GEZEFEEERE
TIRE.

iDRAC Web REEAES AU BARAFEAUTIFESETE. DRAC Web REMFELINEE (MMEMITHIE) THEEEFINNSEA
REVIEMF ERTNRER F & . HAtbRERZFFAARESHEINIR.

@ | #: HS PR T BT B ERFNES HEE A M LIA M iDRAC Web R .

ERnR & E

£/ iIDRAC AT LAE#T IDRAC. BIOS FEF BB Lifecycle Controller E#ii%ag & E M, Fl4n:

StLEE (FC) £
BHER
BRIERGEDEFE
M#&¥EOF (NIC)

«  RAID #=HI88
HIERZ (PSU)

+ NVMe PCle &
SAS/SATA T2 IR TS
REBFISNERHAB A ES AR B 3
OS W&kss




PSU E#-EFHATREER/LoshetiE, RSBUARTRAEEM PSU RS, K@ R PSU, 527 PSU ElfF EFHAIE iy
ERMERERRGEIR.

AT B E R E58) DRAC. EfE5ERE, WA BTRE EREME Y SATAATFRRAMA. MRS FferE LT,
NLBFEREE. TREEHIISNHEFBINNA. BERGEN| SNERCERIEE T —RRAEMISF/ET. TR
AEH, QEEHISEE—RK.

EEHEHE, System Inventory (REHRIEEM) NMEEREMIEHFRAHICEBE.
TEME GG TR B EE:

.exe — E-F Windows BY Dell Update Package (DUP)

d9 — H1% iDRAC #1 Lifecycle Controller — & HIE {4
ST RE N exe WX, BAMEE “REHES” WR. B RKFAINTEEHEHTIEE, BL9U3 A Lifecycle Controllers
ST REN A9 X, BHMAT “BEE” MR

@ | ;*: #+4 iDRAC BEltt/E, #&ETEE4 &3 Lifecycle Controller B B RAVR BB AR, EZEFER NTP Eif iDRAC Btd.
4 e AH AR E R BIOS FflE], EZE iDRAC FE|Eif.

ERILUE R AT A AR TR E
AU ARG RE = N8RS ST HFRIAMR KR, FomE—Rh2eE,
HEHEE FTP. TFTP. HTTP 3k HTTPS s m sk Mk FfikE (EHhE& Windows DUP MR ERXH) -
AI{& A Dell Repository Manager B2 BE X FtikE. BXEZER, 1EE R Dell Repository Manager Data Center User's Guide

(Dell Repository epository Manager ##E#10/E#5/%) - iIDRAC AT A RS L 2%/ BIOS ME S EMEER T B EHiz 612
HIARNRE. GRETESHNAEEREMNEATRS. INEETEHA DRAC Enterprise WFAERIIER AT A .

B3 BRI B E X RIEIR B shE = 5.

BN TEMEOTREFES DRAC Bltk. THRIUEATF DRAC B, THRIILE TXIFMED,. BUSSTHESXBILLR Lifecycle
Controller /X TF B B ARSHF S EHE 4

R M BRESHFAR BT

.D9 Bk iDRAC DUP

A X EELCERBH TR ZEICEBA
BMCFW64.exe NFATE £ FS FS TiER
F
Racadm FWUpdate 2 & & ~EH

(IBRRD
Racadm Update (1 =2 = = =
i}
iDRAC Ul 2 2 = =
WSMan 2 2 = =
T NIR{ER S DUP = NEA = =

TREH T XTEEMHEARNETRELFEZEENRIRRNES.
@ | & HEIHIA XA SN EEHA, FURTESERIAFHIXLEER, RO TLENREBHEE.



& 12: BB — SRR

AEER IEHEGEKR? (“R” W — REFTEENR WH— REREEHRE  Lfecycle Controller
F =" ) 2 2 %u; — REENR
BHERF & & S &
BRIERGWEIEFE & = S &
# Lifecycle Controller g 2 S a* =
iDRAC
BIOS = = = =
RAID #=#II28 2 = = =
BOSS 2 = = =
NVDIMM = 2 = =
iR = = = 2
H4E 2 = S =
NIC = = = =
BRI & = = = 2
CPLD S = = =
FC+ = = = =
NVMe PCle SSD IRzg: = = = =
SAS/SATA FE RS S = = =
CMC (fIF PowerEdge & = = =
FX2 BR&sa8 L)
OS g = S S =

* REBARIEFEEHRNRS, BLREFHZE) DRAC FRENFAEH. HFE AT ET DRAC BISFMUINEE .

KMEFFHE, #rCH Available (ATA) MMAH N ERRRTERAAMEMRA. REEME, FRAGEEREMMAL LR
EMAERH. NREEIFH] IDRAC #MBIAIERA, N{ER Dell Repository Manager (DRM) BIl3E B & X FFiEEHECE IDRAC KUEFR
ZEEELREERN.

£ F iDRAC Web FH FE#iE {4

A U A fE A 22 e b A] A AU Bl R A LB 2= (CIFS, NFS, HTTP 8% HTTPS) fFfEEEsk FTP E#1g&E .

ERTEMMRFE G

EEREMEEREMAEAENEG A, BERASHEEHRETHRIIRMRE EAEMIE.
@ | iE: WiRAFAMAK DUP X HE T AR TS,
E({FF DRAC Web REEHTHEMEZE -

1 %% Maintenance (4#P) > System Update (RAEFEHT) .
A% B 7R Firmware Update (E#E$) TH.
7£ Update (E#f) %I+, %$¥ Local (A#h) {£4 File Location (XHALE) -
B Browse GXI5T) , AR HEFEFEEHBIGICH, SAFET Upload (EED) .



4 EFHEME, 5% Update Details (BFHFMAER) Mo ERENE LH B IDRAC WEG TR ERES.
MREHRGTH BN KL, Contents (HR) FhHIEHRGETHRIRESET—IMMSERE () . BFZEHR
AJZ&ZE Device Name (3% %) . Current (XH7) #0 Available firmware version (RTREEMZE) 5.

5 H-—rﬁﬁﬁ-alﬁlﬁiﬁ#ﬂmlo(Ti‘?M’EZ_—

HFAREZEFHNREEH S I SHE Mg, EET Install (R3%) . a0, IDRAC B3

SFEEFHRAZEHSI SHELME, 15583 Install and Reboot (Z#EHEF[5|5) X Install Next Reboot (TR EF3|
ER£R%E) .

EEGEEEEST, 583 Cancel (BGHE) -
EHEBE Install (£3%) . Install and Reboot (R#EHEHS|S) =X Install Next Reboot (TREHTISHRE) B, BERHE
B Updating Job Queue (IEFEFEHFEUMTD .

6 EEZxJobQueue ({EALBAF) TiT, HE & Job Queue ({EMMPATD) . FRLTTEEEHEESMEREHEFHH LT OK (i
E) URIFHETEHEERGHE IR,

O s#: mRAREEHRBFAUTE, NLBEF—FHRLEH AFEE LENNEHLEX.

TR B EhE - E

AR IDRAC $E B E AT RIS E M E G B, EitkIp BEARETE), DRAC EREIRENEIR. RERNERH AR
SMERNARBEMNERH. ATERFZH LE-—NAESXH, RPASBXRSHFHEOMNE FEGEHRNES.

EiUEER Dell Repository Manager (DRM) BlliZ 72 6i%EE, HELE IDRAC LUFE ALk F i ERSEMPUTEIGEH. FRRIREHER
1EEIEH) iDRAC OB FRRA, HEB TR EEAEINIEHFE.

® | 3: A% DRM NEZ{ER, &I delltechcenter.com/repositorymanager .
HRIBEEFHFEE DRAC ALAIFATE.

ERIAE A IDRAC Web FEZ RACADM I B 1B 4 E #i

@ | 3 R IPv6 kit R S NEHEHi.

£ Web FE X B 3IEHE#h

BiER Web FETRI BB EH, HRITUUT#RE:
@ | & mREMBEITR, NAEUNBRENEHEUNTRIRAEN. BLBERLRHRMEL.

1 7£iDRAC Web EE™, % Z Maintenance (#3#) > System Update (RZE#H1) > Automatic Update (EZIES)
Itk A48 & 7~ Firmware Update (ElEE3) TE-.
## Automatic Update (BZhE#T) ®EI k.
3 1&#% Enable Automatic Update (BRI BEZNES) %I
4 EEUTAEMER e e R E R RS EEMEI SR E:
WRIEH — EFEHEH, EFEMSISRESH.
HREMHEMSISHRES — CEEEGHEMRRRARSRENSIS.
5 EELUTE—TLUEEEHRISILE !
Nmmm(ﬂﬁ) FRKZBEMEILE (CIFS. NFS. HTTP 5 HTTPS, TFTP) MBRX . MAMEKHLZMEIEAE

(DI}E EREMELZIRERN, BUAEMNARBNBRERSKRTHT, BTIERE S SRFEBEFHRTR.
FTP — £k B FTP ¥ B R, M FTP B piFAER.
HTTP g HTTPS — 15 BRI HIRIZMFNET HTTP F1 HTTPS 3C#H&H.

6 IRIBESE S PHITHIERE, MANSRER FTPIRE.



BXEFERMIER, E517 DRAC Online Help (iDRAC BEHLEEEN) .

7  7£ Update Window Schedule (FFi&E OitXl) #o s, fEEEHEIFIRIEMFERTEMETINE (B, SAXEBA—
BERFERIES, 5557 DRAC Online Help (iDRAC BX#LEEEN)

8 BIEHRIEHR.
BEELATIFRE T —MTRIAEL., EEPELME—NEFIFBEIHE, FEIET—EEERNEL.

£ RACADM itX| BzIEHEH

Bt BB EH, BEAUATHS
- EZERBmEHEH:
racadm set lifecycleController.lcattributes.AutoUpdate.Enable 1
« EEEAIEHEHMIRE:
racadm get lifecycleController.lcattributes.AutoUpdate
© ERIE N BRI ER T AR E SRR
racadm AutoUpdateScheduler create -u username —p password —1 <location> |[-f catalogfilename -
pu <proxyuser> -pp<proxypassword> -po <proxy port> -pt <proxytype>] -time < hh:mm> [-dom < 1

- 28,L,'*> -wom <1-4,L,*> -dow <sun-sat,’*’>] -rp <1-366> -a <applyserverReboot (l-enabled | 0-
disabled) >

B3N :
o HE(FH CIFS £ZBHEHEH:

racadm AutoUpdateScheduler create -u admin -p pwd -1 //1.2.3.4/CIFS-share —f cat.xml -time
14:30 -wom 1 -dow sun -rp 5 -a 1

- EfFER FTP BEHME M-

racadm AutoUpdateScheduler create -u admin -p pwd -1 ftp.mytest.com -pu puser —pp puser —
po 8080 —pt http —f cat.xml -time 14:30 -wom 1 -dow sun -rp 5 -a 1

- BEERLREIBEGEHITN:

racadm AutoUpdateScheduler view

- BEZHBEmEHER:

racadm set lifecycleController.lcattributes.AutoUpdate.Enable 0
+ EEMRIRIERESR:

racadm AutoUpdateScheduler clear

© MWEFEHTTP #£Z HEEHH:
racadm update -f <updatefile> -u admin -p mypass -1 http://1.2.3.4/share

© MIEFEHTTPS £Z HEEH M-
racadm update -f <updatefile> -u admin -p mypass -1 https://1.2.3.4/share

£ RACADM E#i& & E 4

EfFH RACADM BN ZE M, 1B update T4 . BXIFMESR, 1ESH dell.com/idracmanuals E1R{EA) RACADM
Reference Guide for iDRAC and CMC ( (&M F iDRAC 71 CMC £9 RACADM ZZE15&) )

Bl

© EFRAEMEEEERILRRE, BERAUATHS:
racadm update —f catalog.xml -1 //192.168.1.1 —u test —p passwd --verifycatalog

« EEFEA myflexml (EABRXHHIBEATANEFERENTHREEANESH, HIITEEREHSS, BEAUTHS
racadm update —f “‘myfile.xml” —b “graceful” -1 //192.168.1.1 —u test —p passwd

« BEEEA Catalogxml {ERBEZXXHER TM FTP EEM#ENITHREERNES, BEAUTHS:
racadm update —f “Catalog.xml” —t FTP —e 192.168.1.20/Repository/Catalog



£ CMC Web R HE E#E 1

&R LAER CMC Web AREEH AT 71 H AR %2540 iDRAC E#H.
EFH CMC Web FRmEE 3 iDRAC Bl :

1 ZREF CMC Web RH.
2 %% iDRAC Settings (iDRAC i &) > Settings (&) >CMC.
FEEN< £ 7~ Deploy iDRAC (#32 iDRAC) T .
3 B Launch iDRAC (J231iDRAC) Web FREFH 1T iDRAC Firmware Update (iDRAC Bl EH1)

&£/ DUP & & {4+

£/ Dell EFFEREE (DUP) EHEHZ /I, &R

REHBA IPMI MZFERZEEHNIEF.

WMRIEHR K ZIT Windows BIER, BEFHBBN Windows Management Instrumentation (WMI) BRSS .

@/ 5%: 7 Linux H{EFI DUP A RIS =% iDRAC B4R, tNEEIIEHI AT ER usb 5-2: device descriptor
read/64, error -71 ZEREIRER, HAKE.

MRAGZRET ESX EEER, NXNTEEITH DUP X, BEMRFERATHSELLE “usbarbitrator” ARSS: service

usbarbitrator stop

ZE{FH DUP E#f iDRAC:

1 ETRENRERFZETH DUP HEZERFE LIBITE.
2 i&fT DUP,
B EH. BGEFeRETEEFTBHNRS.

£ =fE RACADM EHE ¢4

1 BEHMETEER TFTP 3 FTP AR$SE5. 512, C:\downloads\firmimg.d9
2 BT RACADM #%:
TFTP BR$53%:
{$ 3 fwupdate 4% :
racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate -g -u -a <path>
path TFTP AR 5525 E7F1i% firmimg.d9 B E .
{8 update %34 :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>

FTP BR%52%:
{8 fwupdate %% :

racadm -r <iDRAC IP address> -u <username> -p <password> fwupdate —f <ftpserver IP>
<ftpserver username> <ftpserver password> —d <path>

path FTP AR5 28 L 721 firmimg.d9 B4 E .
{# M update 4% :
racadm -r <iDRAC IP address> -u <username> -p <password> update —f <filename>



EXELER, 15517 dell.com/idracmanuals 12 4## iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &1TRESEIERE) .

{3 Lifecycle Controller 2R 5 % & 14

A X Lifecycle Controller - Remote Services BEEIEHRIEE, 15517 dell.com/idracmanuals E12{H Lifecycle Controller Remote
Services Quick Start Guide (Lifecycle Controller Remote Services RIENIT3EF) -

M iDRAC E ¥ CMC [E#

7 PowerEdge FX2/FX2s #1384, ATLAM iDRAC Jg Chassis Management Controller AR AEE AT CMC EFFIAR S B ZHyA - F 3
B

RRE#HZH, HHE:

T IF CMC FERR S 2R IR

# LCD WH LR R—FIET “EAEEH HiEE.
A LCD RIM AR AUER LED INMRIE RN EFAIHR -
AEEHRED, NERERRESSHER.

ST R EERARSSEZALT=RIRZSAIAILELE (20 IOM BY Programmable System-on-Chip (PSoC)) BIE#, 1SN FE BB FF
HLETA R o

®E CMC LM iDRAC E# CMC B

7£ PowerEdge FX2/FX2s #1871, #EM iDRAC E#f CMC REHZHAHEHRT, ELHITUUTRE:

1 B3I CMC Web RE
2 %% iDRAC Settings (iDRAC i%#&) > Settings (&) >CMC.
FEE4 87~ Deploy iDRAC (&3 iDRAC) TiM.

3 M Chassis Management at Server Mode (BRES#FE THHLAET) THIEES, £ Manage and Monitor (EERFANAD |
SRR Apply (RZFR) -

& E iDRAC LAEHT CMC [EH

7 PowerEdge FX2/FX2s Hl#E9H, 1H5CHE DRAC F#ITUATIRE, AREM iDRAC EH CMC REH£ZAAME -

1 % Z iDRAC Settings (iDRAC i &) > Settings (&) >CMC.
2  Hi Chassis Management Controller Firmware Update (HlEEETRIEHIRE S HT)
IttB$4% & 7= Chassis Management Controller Firmware Update Settings (Chassis Management Controller B E 1% &) T1H .

3 %fF Allow CMC Updates Through OS and Lifecycle Controller (52 T #&1E &% H Lifecycle Controller 3f CMC) , &k
Enabled (EF) LUSF M IDRAC E#i CMC ElfF.

4 f£ Current CMC Setting (48] CMCi&E) T, #{& Chassis Management at Server Mode (BREZFHER FHINAEEIE) £INE
7~ Manage and Monitor (ZIRFINEHI) . EATLAE CMC i B ILIET.

EEMER M EER

ERAIAEF MR R, SEEEMEHEL. XR—TURMNEIIIEE. ERIIPRET—REHNSISHEETHA BRI ERR
AR AR -



£ iDRAC Web A HIEFMEIRSTMEEH

E{FH iDRAC Web BRE&EECTRIMEWNFIZER, 55 ZE Maintenance (43) > Job Queue ({EMEBAFI) . Job Queue ({EMNLBAFI)
TES R Lifecycle Controller {EMLBAFIARIENEVIRTS . BXRAETRHNFERIESR, 1ESR IDRAC Online Help (iDRAC BXWLEEEN) .

EMIRRAEN, TTEiZiEl, SRIGED Delete (MHFR) . METTEAFRIZER, EFHIMELIEM Lifecycle Controller {EMLBAT S F5Rk. &
A LUE T—REFHS | SHAE MR EIEA BT . EREEMBRETEENRSHEN, BRI FAEITSR FEIRSHIEL.

IR IR 55 BRAEHI R A RERMBRAE L -

£ RACADM &EMEIR 7 MrEXEFh

EFA RACADM BEESMELEHT, 1EF M jobqueue F#id. BXELEE, 1HSH dell.com/idracmanuals HIZ#HI iDRAC
RACADM Command Line Interface Reference Guide (iDRAC RACADM & 41TRES£15M) -

[B] 7R 15 & [

&R LAUEDLR iDRAC 5§ Lifecycle Controller X iFREMNE&ERIEM, BIEURIFERAS—NFEMITHAR. G, nREHEFER
Lifecycle Controller GUI 4}, #ATLAfE R iDRAC Web REELRE . BH BT —RAZEHISHITESMEEHEHLEER.

EE B E/ IDRAC F Lifecycle Controller BBy Dell 28 14 X PowerEdge BR$585 £, [E% iDRAC Bl £ ElSR Lifecycle Controller [E]
.

BIREEGEH, URRERERMIGENREEH. MREEHEBEEMEE, ST ERRENMAREKRNRA, ER
KB HRRA, 15 Lifecycle Controller A BT #H, HiRBEEERENMA.

SR AU T A S TE A ER:
# Lifecycle Controller B iDRAC
+ BIOS
M#&#EOF (NIC)
HIRARZ (PSU)
RAID 51|38
LR
® | FE: TR ISEIRERF . EEIFERFEM CPLD HuTE G EIR.
ELREHZ AT, 1EHiR:

EHER DRAC ElfFHY “FLE” BBR.
BH “REEIEH]” MNRHEE B A Lifecycle Controller SEEIRF iDRAC MASMYEATE fthiZ R AU E 1 .
IR NIC #ERIG B AHEZ LOM, BHzEREXHER.

AT LA A AT 75550 Bl EDR B Z BT R AOAR A -
iDRAC Web R

* CMC Web RiEl
RACADM CLI - IDRAC % CMC

Lifecycle Controller GUI
Lifecycle Controller T2AR &%



£ F iDRAC Web FH ERE 14

EERREES, BRITUUTRE:

1 7£iDRAC Web REH, % ZE Maintenance (#3F) > System Update (RZEH1) > Rollback (EIiR) -
Rollback ([EiR) RHEFERATUAEEREHNIRE. BAIUERREER. REMIRE. SRTRENE AT AE R
RhRA .
EFE—NH BN EREERE RS,

ETE%i&%, 23 Install and Reboot (REHFF5|S) = Install Next Reboot (TFREH G| FATRE) . WMRUEE
iDRAC, FBAEE Install (R3) .

YaHEREFEHSISITREHSISHREN, BER “EEEFHELNT” EE.
4 B Job Queue ({EMIPAF) .
EHE B RENBAFIT E, SRS EENEECE ENESED.

®|3z:
o EEIFEXTH, BESEFETE, BRH#EREESERBSHRERIT.
EUTERATHERERER:
«  IERALER DRAC PUMETE SR AR S E5ITHIRR, & BER iDRAC ElFHIECE R
E#HEREES—IMSIERRIT.
BEEEEITHNEMREFH L TEITRES.

R Lifecycle Controller B2 RS AT RE RS, FHEEZIR K IDRAC MUSMNIMEMIEEHITEHER, NS Lifecycle
Controller BH& B RN IELHE.

£ CMC Web REERE 4

E{#FH CMC Web REENER:

1 ERE| CMC Web A
2 %% iDRAC Settings (iDRAC i&&) > Settings (i&E) >CMC.
FEEN< £ 7~ Deploy iDRAC (#32 iDRAC) TiiH.
3 i Launch iDRAC (/B3 IDRAC) H#IT £ iIDRAC Web R EFREF AR & EHER.

% F§ RACADM [B;&[E {4

1 fEH swinventory fp &R EERRIRZAM FQDD:

racadm swinventory

ST EHEHELRE MRS, Rollback Version WAME Available. HBIN, iFIET FQDD,
2 FRUTHSEREEEH:

racadm rollback <FQDD>

BHXEZER, 15257 dell.com/idracmanuals 124 iDRAC RACADM Command Line Interface Reference Guide (IDRAC
RACADM @& 1TRESEIER)



{£F Lifecycle Controller EI;R[E

BXER, 15517 dell.com/idracmanuals 3284 Lifecycle Controller User’s Guide (Lifecycle Controller A A$5E)

{£H Lifecycle Controller iIZfE/Rk 35 iR E &

BHEEL, 15517 dell.com/idracmanuals _H1Z{EEY Lifecycle Controller Remote Services Quick Start Guide (Lifecycle Controller
Remote Services {RIENITIEE) -

Pk & iDRAC

iDRAC ZFERMRMERGIRIE, LUFART 5|1 FE) DRAC. EHIMTET AR BRI BEELAAN I FBEEH, HRITUTH
1E:
iDRAC 5| R2FSNER BT 5| FH9RRIE

RGREBRASTIRS LED $8RATUAKRE) 172 TORRF AR,  (LED fBRATIL T RERAERRES[NET, LTTIFRRESHEM
E@E. )

51 SEFMIELEAELE SD FIHHE.
+  fEM Windows B{ERSIG SD R ILA FAT 183X, HEFER Linux ERGIEEBR LA EXTS 8.
+ % firmimg.d9 £#1% SD .
% SD FHEARRS 2R
ISR SD R, ILARRY LED 1R RATEAFREMNIEIATE, X firmimg.d9, EFH#IZ DRAC, REEHS|S iDRAC.

%ﬁiﬂlﬁ%ﬁ%ﬂﬂ%ﬁzﬁ:

BRI ZMARSEEE, B3F BIOS, RAID. NIC, iDRAC. Lifecycle Controller 14+ (NDC) —;FF%AZE#J:E”"**E'JEH:FHM%L,L&
HEAHNREERE. SMIRMELCSEEERERIE. TRANEROIE. SNITERENH, ERLUESXHREER vFlash SD F
FHMEHZ (CIFS, NFS, HTTP & HTTPS) &

ER BRI RIETE—X. BsBHNEHMRSFEENEHRED
A LAER IDRAC, BMERRSRECE X &N BERIRIEEEHAIT
F1PINEECIR1SIFAT, IDRAC Enterprise 1 RAITEIR b TN &E
ERITEMIRIEZ AT, BTHR:
Collect System Inventory On Reboot (CSIOR) (E#5| SEE R G SIREM [CSIOR]) ERM. MR CSIOR R Eah&EHE

5, BERUTIHE:
System Inventory with iDRAC may be stale,start CSIOR for updated inventory

ZEE vFlash SD * EHITED, IBHITUUTIRME:
vFlash SD F23#aAN . BRMIBEL.
vFlash SD £ B ZE7> 100 MB & =S8 A FE6E &0

EMXHESENZNRAASENE. REGE, URTRTESANRESHBLE XHIRIENE GRS,
EZMEHBICFE Lifecycle HE

@ | 3*: IRIETE Windows 10 #{ER S L{EF NFS S AR & 830 B k3 B #2175 18 S AR 55 85 8 B S - BB R |81, E
Windows Ih&Es /B A NFS & i .

|



£ iDRAC Web & H #&17 Hk 5 e iic & 4

ZE{FF iDRAC Web RE &R 55250 & 3015 -

1 %t iDRAC Settings (iDRAC i &) > Settings (i%E) > Backup and Export Server Profile (Z#3MSHRSB/ESCH) -
Itk A$4% & 7~ Backup and Export Server Profile ({315 H RS SBEEXH) M.
2 EBUTERRNZ —RESH TR
Network Share (RIZRIE) : 7£ CIFS 8 NFS £Z HREZ MBS
HTTP =X HTTPS: &id HTTP/S STH&4E & 10 ST BRGAR TF B A HE ST

O | 5: %% NFS #£% /5, 7 IDRAC %, FMRASATEEEALE. XBNTIRER DRAC ZeH.

3 HINE{2HN File Name (3Z#4%&) . Backup File Passphrase (Z#43c4-#EBEE) (%) . Confirm Passphrase (FiAFiEE
iB) #iE.

4 WRiIEF Network (RI4R) 1EASTHALE, BMANERAIMEILE.
®| i EREMERERERN, BYUTEMNAREZNERERRGRTEY, STEREY SKREBEHTR.

BEEFEBWIESR, 18517 IDRAC Online Help (DRAC BEWLEREN) .

£ RACADM #RRS=SHECE

Z A RACADM &N ARFRECE L, &R systemconfig backup 4.
BEXEZEE, 5517 dell.com/idracmanuals H1Z2{## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERRE) .

I BRI E B RS FECE XK

ABRFTETR—X. ARARITHESFRSREEEHAEH.
I RIR SRR EXHBE &N 28T, HHRRK:

B2 /8 A Lifecycle Controller #1 Collect System Inventory on Reboot (CSIOR) £,
2 /8 A MEETEY (NTP), F88ERE A SIS I RIVE A SEFRIEITETE AR R — M RIVENL A B 326 1E] .
E1E vFlash SD R EMITEMR, BEMITATHRME:

BN BEMAEK Dell 89 vFlash SD F.

vFlash SD R BB BB =B FE &M .

@ | i%: FHER IPv6 IBTRIRSBRE AN EH .

£ Web 7 iRk 55258 &3 B zh &4

B RIBRSREEXHERED, BERITUTRIE:

1 7£ iIDRAC Web R, 4 ZE iDRAC Settings (iDRAC &) > Settings (iZE) > Backup and Export Server Profile (ZF{#f1S
HARSHREESH) -
ItkB34% 2 7= Backup and Export Server Profile (Z S HARSSBEEH) M-
2 EBUTERZ—RESMHICHEE.
Network (RI%%) , LAYE CIFS 3 NFS = HREF & 0K .



HTTP or HTTPS (HTTP B¢ HTTPS) {§/ HTTP/S XLk IRE R0 S0 HFR%

3 HMIAZRH F|Ie Name (3Zf#F%&) . Backup File Passphrase (optional) (Z33C#iEiE T8 [FI1£]) #1 Confirm Passphrase (#f
INIEIBIEIE

4 NRIEFE Network (4R) EAMHNE, ERAMEILE.
®|}I EIREMEEZRER, BNAENAAIMFRERSHKEN, UL EREN SRRBITHERN.

BEEFHINER, 15517 IDRAC Online Help (iDRAC BXHLEEED)
5 8 Backup Now (ZEI&EH)) .

EAEABATIF, HFETRITRIZ B RIET I BB E R el Rom B . EEIELHNE—NEGFBRSMWE, HEET
—NEFE B EARIAE . 15 AR 35 AR EC B S AHRIE AT RIBY B EAFNR BT

{£F RACADM itXI AR %5 258 & XX B & 17

BERABHER, BEERUT®HS:

racadm set lifecyclecontroller.lcattributes.autobackup Enabled

EiIRIRSBEEHER, BHEAUATHL:

racadm systemconfig backup —f <filename> <target> [-n <passphrase>] -time <hh:mm> -dom <1-28,L,’*’
> -dow<*,Sun-Sat> -wom <1-4, L,’*> -rp <1-366>-mb <Max Backups>

EEFLANEMITR, BEEAUTHS:

racadm systemconfig getbackupscheduler

EXRAEDENIEE, BEEAUTHS:

racadm set LifeCycleController.lcattributes.autobackup Disabled

BEREMDITR, BERUAT®HS:

racadm systemconfig clearbackupscheduler

BXEZER, 1527 dell.com/idracmanuals 12 {tAY iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERE) -

SFABRFAFECE

AfEAZFRREXHESARERE— SRS FNEEME ML EER I SFRSHE.

FAIIRER RN
@ [ F: MTTRBE, REMSARZMEZRCHPHRSIFZLIERE . ERFEERTREERNREEAGH B TEHHF

HRMNEEMELEE. MREGIFEARAERELE, ENFSEESGEAEREMIFIEREEFBHABS.
HITSNRIEZHI, HRBA T Lifecycle Controller. 2NRAEZEH Lifecycle Controller B EEISANRIE, BETRUTHER:

Lifecycle Controller is not enabled, cannot create Configuration job.

HENBREERTHE, MREBRBHNSNEE, BERUTHRER:

Restore is already running

SANEHEIERTE Lifecycle HE

\ |\

BT R

EEHMRERIHERGE, BORREINEGERNEEETRELT#E:
REBREZIRE



VFAES IR
*  UEFI Diagnostics K 12
RGBLE R E—BIOS. IDRAC F NIC

Easy Restore f£F Easy Restore [NEREZ M HIE. HEFRERHTFBRLA, BIOS £&Eif) iDRAC, HRREXREZMNHIE. F—
A BIOS RHESERIEGITERZARE . AIEM UEF SER BIEF. £-1 BIOS RESRRETRRFEEERE . MRTIRFRT
FEE—/ BIOS RE LMHEHATNERAEMARILERSEE, WERBXERE— BOS RE. £/ BIOS RREREETR—X.

O)E:=
+ NHEBH CSIORMASEZFMAZEERE. RIRE/EH Lifecycle Controller #1 CSIOR,

© RBEBRINBERTRIRESF SR IERTIE.
© BRZERTSENHEMEERE, HIINEHR K. vFlash BHIESEFHIE.

£ iDRAC Web F H Bk Faic & X4

FE R IDRAC Web BESARS BEE -

1 %% iDRAC Settings (iDRAC i%&) > Settings (3ZE) > Import Server Profile (BARRFGEFECESCH) -
27 Import Server Profile (SARSBREEXH) M.
2 EEUTE—TEEZNHRNLE:
Network Share (RIZRIE) : 7£ CIFS 8 NFS $Z HREFZB TR,
* HTTP/HTTPS: &id HTTP/S XHEMIE &N RIS RERI A M H.
3 HMINEH File Name (3Z#4&) . Backup File Passphrase (FZ3C#H#BEIE) (FiE) A Confirm Passphrase (HA%FSE
iB) 1A
4 HINEHEY File Name (L) MMZEZERIE (L) .
5 INRIEFE Network (ML) {EAXHAE, BMAMEZRE.

@| A EIREMERZGEN, ENITENAFAINEGERANTRFN, UAERES SKREDFHRFER.

BERFERINES, 5557 IDRAC Online Help (iDRAC BX#LEEEN)
6 3 Virtual disks configuration and hard disk data (EIfEE EFERHIE) EFEUTHES—I:
Preserve ({RE8) — {RE RAID &3l EHMEE. TFIBBHNRASTHEELKIE, HAASHREXHERETREEILH

HEERES.
Delete and Replace (MrHE ) — 4% RAID &3, EMFE. BHBBEUHMASTHEEEEEE2MER, FHASHBEE
HhREEER.

7 BEHEBA

B REEXHIARIEERH.

£ RACADM S\ BR 552300 & 304

EF A RACADM SFABRSHBACE XM, 1FF M systemconfig restore a4 .
BXE%EE, 1557 dell.com/idracmanuals 12 {#t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) -



i SRR AE IR R

B RIRAEIF 79 -

1 EWNRFEXHF.

2 EWHEEEATIRE Lifecycle Controllero
3 ENRFITH.

4 RENEHNRETRTIETR.

5 EHERGKA.

6 iDRAC E4MEL & LRI 25T

7 iDRAC EfiEH.

8 TEMENRFITFUREIESTE.

EREMREEER T AN iDRAC

#ATLE R Dell Management Console 8} Dell OpenManage Essentials 2% F14M] iDRAC. #tATEAFE A Dell Remote Access
Configuration Tool (DRACT) k&% IDRAC, EHEHFIi&E Active Directory. BXEHEE, BSRAENIAFERS.

RS SRIEEREN T — SAMFH

BRSSRECERE XM (SCP) RIFESAFIF LIRS HFEE .

ARTUMNEEIBILFIN&IEE (CIFS, NFS, HTTP 8 HTTPS) BAfMEH . #H SCP, FBaLIEFEHEAFKEH BIOS, NIC
1 RAID FIAHRANBLE . BRI LUE SCP EAFSE ZE A ETBuAT#E CIFS. NFS, HTTP 2 HTTPS M H# =, BRSNS
iDRAC. BIOS. NIC #1 RAID BN EXHIIFEEIMERE—XHE£EHFEH.

AT U RS EAEITH) SOP TS ARG, SERRESR, BF2NARE.
id GUI BEHS AR SHREOIRIEL, T2 “Job Queue” (fEUAF FEFEEFLRKE.

O | 7 BRI RIEE EH AR IP Hoht.

O | i#: BTUNKESEMBNSARS BB . EREGFESANERRSREETE. I, SA xml,
O | F: RBSLMIEAER (EATEN) , FREFLENRM. I, export_system config.xml.

M BIOS & E D F2 TR L5 SEE

UEFI R& 35| SRATLHERRERZIIE, 7 UEF BElftS UEF ##ER % (0S) 2 BIWREHIMMERR 2R, £ UEF 25|54, #§
RBFEIEB PO ENEFHRITIENRN, RETAFNEDEITAN. RE5ISFERE, HESISIETHNENTER
HIRHIRAIEE — FEEMH . EIMRMRIERRZSISMEIEF.

G—mH REMED (UEF) RIER—MEIE S| SREEXIRERNITLNME, £ UEFI HSEhEN T RE51S. HENRGHNE.
FRAMEFMRERGRETESIEFEUATE, URATREME. 157 UEF BEN—82, RE5ISRARUAXTHSISHEH
HZEMiRE.

BRE, UEFl 2£5|SSBIERERH UEF RERIIEFME, Ex—FERES, HATRITREERET. BULAERAR£S]
FUUMBRE B HIRERENIERF .

1£ Dell 8 14 KFNE S HRAR) PowerEdge BR$585 £, ERLUBEFERARMAET (RACADM. WSMAN. REDFISH # LC-U) BRAX
ZHRE£5| 54,



GIE:3-3: 008 E R -5

RET|SHRENES PK FR—1NEH, BRKEKPHEESZIMEH. BEBAT, FAHEFXFAMEEHIPS AR PKTNA
A, =7 (flan OS IRERMEFIRER) %P5 KEK PR MR, BEXMAR, FEREERE=ZATLUERE
RN db 3 dox 8 REI%K .

RE5| SRMIEER db 0 dox RS | SEUSSTHIT. STTERITHBUESIH, EAMS do SRNRZHLETIEXEE, FEFSE
5 dbox R ZARBINEXREE. Z2IXEH do 5 dox AR, HHHEEH PK B KEK #ITER. EEXEH PK 5 KEK AZ, @9
HER PK#ITER.

. 13: AR M HER

REELAH TS AT AE AEZRXHT RE AFRRKITRE
PK X509 EH ((XPRZHHIDER 4 . —
LES) .der
3 .crt
KEK X509 JEH (RPRZHH] DER cor C20
%3 )
2 .der
NPEE 3 .crt
4 .pbk
DB 1 DBX X509 iEH ({XPR &I DER 1 cer 4
=5 )
2 .der
SNBURTHE) 4 el

AT LLEE B “System BIOS Settings” (&%t BIOSEE) THY “System Security” (RFERLM) HiRIREL3|ISEEhRE. EHEE
“System BIOS Settings” (&% BIOS & &) , AN BRITED R RARHRIHZ F2,

c BUANBEAT, R25IRIEE R “Disabled” (BEMA) , Z25|15RMEEE R “Standard” (FrfE) . BEEBER 25| 5K, G
MBRAZ£3%.
L2253 SRNEEANER, ERFAZE HEMNHBAEBMEGBERESE. EHMTRIPFRER S, IRENIEF. &
Il ROM M5 SmMEBEFNE L.
BEERSSE XN EIEFSE Y, HRERSSISIEREHXE DB FEMERAGER. Eitk, “Secure Boot Policy”
(Z£5|5KE) HIMECEA “Custom” (BEX)

4 “Secure Boot Policy” (Z£5|5%ME) BLEAR “Custom” (BAEN) B, BEBIABARZGDMBIRELBRMUSHEE (&
AIENEND - & “Secure Boot Policy” (Z%5|5%KEg) BEEHN “Custom” (BEX) B, BAUMITEE. 4. SN #i
K. SEMER. BRURSTEGSIRE. FRHXLIRE, BAUURERL5|SEK.

& “Secure Boot Policy” (Z&£5|5%M8) BLEXR “Custom” (BENX) B, AJBRAEEIIBEMENZED, ATUERASH. &
A R =ERME. ERMEMERFRIIRERITER., GULUEREE KR (PK/ KEK / DB/ DBX), SAEEIT S8 HHEM
BSHERITIE LSRR, ENEOFRENITEN. BH. HBNELRENEE. BEETERAMER, EFIUATYHMANES.
IR E IR R ERIEAEEZMARIE. £IMBRSMER B E R P I BIE R AMEGHEE, MEME RS AFFERER
INEB EHEERS FREIE B MBUSHE.,



BIOS (k&

BIOS 1k E ThEE A IFIEMNTEEHIBRIE FEIRE BIOS. WRERGHAHIE BIOS BiH BANBIRIF S ZRF WA BIOS, N ERiE
REE. ERILBEE{FER RACADM B3 BIOS EMIEE. EEHITFSN BIOS RE, 1S 1% iIDRAC RACADM Command Line Interface
Reference Guide (iDRAC RACADM & {TAES%45/) , Mit: Dell.com/idracmanuals.



fid & iDRAC

B2 iIDRAC AJECE IDRAC B, RERFAUKIEEER, LITRIEEETS.
SBLE IDRAC Z /I, BMRIREEE IDRAC MBIEEMZ FHNNMNES, HEFAMTLIFIIE. B DRAC AR IFATMINGENES
=8, &5 DRAC 1FAliE.

ER LUER LT 73 3ABC & IDRAC:

+ iDRAC Web &
RACADM
o EIEBRE (3FSIF Lifecycle Controller Remote Services User’s Guide (Lifecycle Controller Remote Services Bl FP38Rg) )
IPMITool (iF& 17 Baseboard Management Controller Management U'tilities User’s Guide (Baseboard Management Controller B2y

RiEFMFiERE) )
ERLE IDRAC:

1 BFZ|IDRAC,
2 WMELE, EHMERE.

O®|#: mBEEEE DRAC FLZE, 157 IDRAC IP Hrilig Bid 7/ IDRAC BB AR, REZWILSHE.

Bl Eifjia] iIDRAC IR E .

EEERTERER.

meELE, BERGLE.

mEVE, GBERXMMERERIY (NTP).

#3712 DRAC WA NI ZEBER 4!

+ IPMI 2% RAC 1T
IPMI Serial Over LAN (IPMI LAN E&4T)
LAN E IPMI

¢ SSH 8f Telnet & Fi

8 IREVERHIES.

9 AmFNAEEEBWRAE IDRAC AF.

10 FECEFMEABEFIEHZIR. SNMP B IPMI 23R,

N WELE, REINE LIREKE.

12 BRALREERE.

13 WMBLE, GEEIEHEMEINREE.

14 mBLE, BLE vFlash SD F.

15 WMELE, REFE—S|ISEE.

16 MELE, 1§ 0SiEE N IDRAC Hil.

N OO o N

#EH IDRAC EE
B MR E
FIPS #83%
FLERRSS



L& TLS

/A VNC B EIRIn 2R &35
FEERTERE =R

FLERTX AN NTP

'\L ﬁ% g|—r11%

BRZEMA OS # iDRAC Hi&

FREGIE

{5 F§ RACADM Bt & %4 iDRAC
HRBEILUESREN RS LR DRAC BEEIRE

§E iDRAC 52

AT LB E iDRAC HIEARE M.

£ Web A HZEH iDRAC 52

7£ IDRAC Web R HEH, # = iDRAC Settings (iDRAC i E) > Overview (#¥i) , UEES DRAC HXHUTIER. BXBMHME
&, 1557 IDRAC Online Help (iDRAC BEHESEN)

iDRAC #4HE 2

< gEeR
o FEMRRA
B R A
Bl E#H
RAC R[d]
IPMI R A
AEE SR
« YETSIEH
+ IPMI KR A
iDRAC BR 5153k
A

ZHRALER ID
A2 HaAflif &S 1D

HETMEIEE

* iDRAC MAC it
SEZEI NIC 0O
© DNSH#&

BT IPV4 T

Pv4 BB H
+ DHCP
ET P Hutik



L FIFHERG

{5 F§ DHCP 3KEX DNS BR &%t
«  LETEE DNS BRSSES

LETE A DNS fR%

ET IPv6 B E

+ BRAIP6
B E

o HFTIP Huht

o HETIP R
HERR A M g1k
{§ F DHCPv6 3REX DNS
LATE % DNS fR% 28
LET& F DNS fR5588

{£F RACADM Z&%E iDRAC 2

E({FH RACADM &E iDRAC 158, 1527 dell.com/idracmanuals £ iDRAC RACADM Command Line Interface Reference Guide
(IDRAC RACADM #${TREZZ#5E) FIRHM getsysinfo B get Faé,

(EBTEE A

{£H DRAC i B/ AHEFELE DRAC MEBIRER, ILALIEE iDRAC Web R RACADM, Lifecycle Controller. Dell Deployment
Toolkit #1 Server Administrator (5| S ZE#RIERGRE) 1'5‘35(113 BXTEMNREENEMESR, ESRENMHPERE.

ZE{FH IDRAC Web A RACADM B MEKIRE, B MBS ENIR.
O | = EHMER B 4EL G DRAC BRI H .

{EH Web FEIZEAMB I E

E &K% IDRAC MLEEE :

1 7£ iDRAC Web REH, % Z iDRAC Settings (iDRAC i &) > Connectivity (iZE#E) > Network (fI4%) > Network Settings
(MERE) .

MERN & & /R4 TUME

2 IRIBENERIEEMEZILE. EAIRE. Pv4, IPvB, IPMI F1/8% VLAN i B H 83 Apply (RA) -
AR %EE Network Settings (FI4Zi&E) T Y Auto Dedicated NIC (B=hEM NIC) , M/ iDRAC B NIC i1 LOM (1, 2. 3
5 4) #EA7E DRAC TAHI NIC E&MZB$ERERT, iDRAC SEX NIC ETLUERE AR NIC, SREBEEMA NIC LieNE 4
¥%, F4f% DRAC FAHEE LOM. NEZRAERBRAT, kA 30 . ERILUER RACADM 3% WSMan AL & Lt 88AT
&,

BEAEFEMER, E517 IDRAC Online Help (iDRAC BEHLEREN) .



(FH At RACADM &M E

EERATAMERMETIR, ERIZHS

racadm get iDRAC.Nic

E{F M DHCP 3k15 IP #titik, BEA THER G LSS XS DHCPEnable /5 A L IN#E.
racadm set iDRAC.IPv4.DHCPEnable 1

AT RBINBanf e Mar SECEMMTR LAN WEREM

racadm set iDRAC.Nic.Enable 1

racadm set iDRAC.IPv4.Address 192.168.0.120
racadm set iDRAC.IPv4.Netmask 255.255.255.0
racadm set iDRAC.IPv4.Gateway 192.168.0.120
racadm set iDRAC.IPv4.DHCPEnable 0

racadm set iDRAC.IPv4.DNSFromDHCP 0

racadm set iDRAC.IPv4.DNS1 192.168.0.5
racadm set iDRAC.IPv4.DNS2 192.168.0.6
racadm set iDRAC.Nic.DNSRegister 1

racadm set iDRAC.Nic.DNSRacName RAC-EK00002
racadm set iDRAC.Nic.DNSDomainFromDHCP 0
racadm set iDRAC.Nic.DNSDomainName MYDOMAIN

©) | SE: 2N5R4% iDRAC.Nic.Enable 5% iDRAC.Nic.Enable i&'E 73 0, M|BI{# /5 DHCP, iDRAC LAN & TFEZEARS.

BE IP fFik

FT A PIIEZ SN, iHiE] iDRAC FHER TR AR EE SR £ :
IP < BRHI7IE] IDRAC MIZ Fumfy 1P HIlSEEl. BESSEAERMN P thit 515 eBE#ITHt, HFNAFAE P it BT
ENEERUATE] DRAC. EAFTAERIFERESWIBLE.
LHEE P it ES R EEREANAT, SEIEZHAETUERAEHKERESR DRAC. BREAMRZFAE, BREEE 0 WEH
REFR. MREFREMBIFR, XAIFEOMERRER.
FEEYFE P #ilt B REBURB AR R, XLEESHRIPITHEEIE. SAPKRNERE, SERLILRIEHERHFBRIBITH
BHEER.
@ | 7F: Rk EF i P kA EFRRWHEILE, L# SSH ZFinas BRI T{ER ssh exchange identification:
Connection closed by remote host (sshexchange #RiR: EEHIZEEN XA -

®|;‘£: R1E{EF Dell Deployment Toolkit (DTK), BXIRAIERIESR (Dell Deployment Toolkit /775 E) -

£ iDRAC Web RHEELE IP ik

EARAE “RE” RIRSERITRESE,
THE IP ik

1 7£iDRAC Web REH, % % iDRAC Settings (iDRAC iZE) > Connectivity GERE) > Network (R4%) > Network Settings
(M4&iZE) > Advanced Network Settings (BHEMEFIEE) -

i IE TN iR

2 i Advanced Port Settings (&% E) -
FEEN4 &7~ Network Security (MR £it) THE.

3 f#/ IP Range Address (IP HbiitSER) #0 IP Range Subnet Mask (IP FRIMBSHEIEED & IP fFEiZE.
BXBETNESIER, ESR IDRAC Online Help (IDRAC BX#LEEEN)



4 BENRFRFRE.

ZEEBERLERE - FIPS E—AEEBMAIAMEASFERANIRE. FIPS R B1E#HE FIPS 140-2 &3 1 EKXK. B%X
FIPS IE2ZIER, 1555 “FIPS User Guide for iDRAC and CMC”  ( {i&FF iDRAC 1 CMC B FIPS BB F#8F) ) -

O| 5 B FIPS A 21§ DRAC EiZHBIARE.

£/ RACADM B E IP %k

B RAR “TE” MRAREPITIXES
BLE IP ik, 1%/ IDRAC.IPBlocking ﬂnhﬂ’M‘F RACADM ##%:

RangeEnable
*  RangeAddr
RangeMask

RangeMask B MR TR P ik F0 RangeAddr Bit. RERMERE, MENKERIEKREEEBIHIE DRAC. LIEEIMY IP i
WHERSSHER.

MBUTRARETE, BFBLBE

RangeMask & (<incoming-IP-address> ~ RangeAddr)

& AN E
» iy - 5
IP fFiZAY =BG

AT RACADM %44 PEE 192.168.0.57 LISMNERA |P Hhdlk

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.57
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.255

BB FIRHI B —BEPINHE4E 1P ik (FiEn, 192168.0.212 F] 192.168.0.215) , MEZFERS R R KA MM R B L :

racadm set iDRAC.IPBlocking.RangeEnable 1
racadm set iDRAC.IPBlocking.RangeAddr 192.168.0.212
racadm set iDRAC.IPBlocking.RangeMask 255.255.255.252

EEBRBNREFTIRE RN 252, +i#HI%E A 111111000,

BXELELR, 1557 dell.com/idracmanuals H12{#tf4 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #5475

E15F)
FIPS &3

FIPS 2Z£EBAFRIBMA LAV FTERITENNRSiRE. WM iDRAC 2404040 FF4, IDRAC X352 FIPS &5,

Kd

153k IDRAC 183X BIEIAIERL S #F FIPS #2XK.

X #FRY FIPS =3\ F13%15 FIPS IS iERYAS[E]

E iR ST N Z ARG IEFR F T IERV IR AR FIPS TAIE. HTF5eRk FIPS PR iiEtE), HAEFTHEMAE) iDRAC #RIIE. HX
iDRAC Y FIPS IEMI R PRSI XER, 1ESH NIST Web s EAY “Cryptographic Module Validation Program” (R ZZ #8516 1FFE
) TimE.



BH FIPS &3¢

B FIPS X F§ iDRAC Bt A BARE. NMREERERE, AFWRSH[EEXH (SCP), REBH FIPS 1
R, HIEEL iDRAC [5iEE SCP.

@ | i MREBEMREDFAR DRAC Elff, FIPS BRLEA.

£/ Web ZH /G FIPS &3

1 7£ iDRAC Web RE™, S#iiZE iDRAC Settings (iDRAC &) > Connectivity (E3E) > Network (f4%) > Network Settings
(M4 E) > Advanced Network Settings (BHEMEIXE) -

2 HEFAPSBRAA, EIFRAHFRHNA.

O| 3 B/ FIPS R 21§ DRAC EiRHBIARE.
3 REGLSETHEHE, BREHRIAER. #2E OK (BE) -

iDRAC 7£ FIPS X EHFEN. FHED 60 F, REEINEEE DRAC.
4 2% DRAC HZEEFIES.

O®| 5 BRikry SSL IERTE FIPS BRFFR .
@ | 3%: %45 iDRAC R, 0 IPMI F1 SNMP RERAN, FLHHE FIPS,

£ RACADM EF FIPS &=t

£ RACADM CLI LIITIA T %4 :

racadm set iDRAC.Security.FIPSMode <Enable>

= FIPS &%

EHA FIPS RN, EwUE iDRAC ER AL BUARE.

BCEARSS

A LAFE IDRAC EECEFIB AL TARSS

AL E fEA A RACADM #1 IDRAC I EARBIEFEIL (AEH ARG 115 DRAC BLE.

M4 Bk Fa% B A%} iDRAC Web FERIIAIE]. AREEZEMIZ Web FE. T2 RACADM F4 2 . 1E51E A A RACADM
E#E A Web fRF R MIZFE RACADM,

SSH @it E 4 RACADM if[a] iDRAC.

Telnet BT [EH RACADM ifia] iDRAC.

i#E RACADM E#2if18] iIDRAC.

Redfish /B F Redfish RESTful API B #%.

SNMP K38 £ iIDRAC B X SNMP 28] (GET. GETNEXT 1 GETBULK #24E) M #:.

BHRGWRENRE BRALXRGHRRS.

=R

VNC B8 BRHEHAT SSL M i VNC BREES.



£ Web A EECE RS

E(#F iDRAC Web REALBARS :

1 7 iIDRAC Web RE, #Z iDRAC Settings (iDRAC i&E) > Services (BR%) -
15 B 7% Services (BR%) T1@.

2 IEEMERER, REET Apply (BA) .
BXREBENER, 15817 IDRAC Online Help (iIDRAC BA#LEEEN)

| ;%: i%473%h Prevent this page from creating additional dialogs (BELF T EBIZMMEISEIE) SikiE. HELIERSE

IHEEERRS

% F RACADM i B R %

E{FH RACADM BERMEZERARS, 1EFA set HSFUATIHREFRIITR :

iDRAC.LocalSecurity
iDRAC.LocalSecurity
* iDRAC.SSH
iDRAC.Webserver
* iDRACTelnet
iDRAC.Racadm
iDRAC.SNMP

BEXLEMNRIEZEE, 15SF dell.com/idracmanuals L Ig 1t # iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM ® & 1TRESEIRRA) .

BHRESER HTTPS EEM

MRATFS5ERIN DRAC IEBHEXHESEBMAEMN HTTP BEhEEBE HTTPS EAIREHEERFEXER, BALURRBRIUTA
AECE IDRAC: ZERAM http im0 (BRIAA 80) EEME https im0 (BXIAK 443) « BUABAT, BEATEBERES. BAIGEHEH
BFEF| DRAC UFIIREEN . MREZA NG, 2B R—FELHE.

B mER “BLE IDRAC” NRAREBAHER HTTPS EEE.

B A ERZINEERT, 457E Lifecycle Controller HAEIM IR R—NEH.

E&AHTTP 8 HTTPS MEE[4:

racadm set iDRAC.Webserver.HttpsRedirection Disabled

EERAHTTP Bl HTTPS MEE[H:
racadm set iDRAC.Webserver.HttpsRedirection Enabled

EEF HTTP Bl HTTPS MEE EAPIRA:
racadm get iDRAC.Webserver.HttpsRedirection

BCE TLS

ZABER T, DRACECEREA TLS 1M MESRA. EFLBLE iDRAC MER AT EE—:



TLS 1.0 FiE SR A
o TLSUMESARA
PR TLS 1.2

O | % EMRRLERE, Dell RIER TLS 11 MESIA.

£ Web AHEAECE TLS

1 %t Z iDRAC Settings (iDRAC i%E) > Services (BR%) -
2 B Services (BRS5) %Ik, SRS Web Server (Web BR5%83) -
3 £ TLS Protocol (TLS #hHi§0) THiFlF, %£#F TLS bRA, ARFEE Apply (RZAD .

£ RACADM Bit & TLS

EHRE TLS BLERIMA:

racadm get idrac.webserver.tlsprotocol

BT TLS hiA:

racadm set idrac.webserver.tlsprotocol <n>
<n>=0 TLS 10 MESARA
<n>=1 TLS 11 FE SRR A
<n>=2 PR TLS 1.2

£ VNC ZFin SR mizlR 5528

A Dell Wyse PocketCloud F& XM MIEENEFZET, ERILUERRENTH VNC BRimkEIBREREEE. LHEHOPAIIRSEE

=1L THERT, DRAC IRMERZSBERAEIE EEJSLE’H&%I 1&. EHELBE TS SMS £ XF BT URMVENER

FHEEER EH YNC EEENAERF. Itk VNC EE%@‘ME?;EUH& B FRIRMERG/ ENWISIEIER, FHIREXRE. Rk

RAREN RS2 RIHRIBRRPIT L ERA K. BE) VNC BRiGZ R, BAFEH VNC BRSEEHEE iDRAC 189 VNC REEZEE
(f5ign, . VNC #xAS. SSL MEFEBEME) . A LUFER iDRAC Web FHEZK RACADM RELE XL E .

@ | #%: VNC ThEE RERSIFATRITIAE, 7E IDRAC Enterprise YFRIEHZH.

TSR ANIFE VNC R ATZF S R E & Fif (30 RealVNC 3 Dell Wyse PocketCloud BRI itk TiE#E .
24N UNC EPim1E R LAER —ATEIMIE. B iE T RigE.

MR VNC £iEEN, WREEERBEIEH MR EEH S EF R RBIEMUN K.

WRWMSAMBZEER, N VNC BRIFISEIEBS RFBIEF, HFAREE SSLIEF. £ VNC BFimiEF (RFB B SSL) HiE), R
F—1 VNC £iETRESNRERE EIIEH S SI1EEITH, MEK VNC BRHSIEEEIESR. ARIBEIEFE, VNC RS
SAEMISHSHBNATFEMNE. VNC 21F4&IEE, VNC RESZBWEEEMISHISMELRS (BEEAKE2A) .

@ |&*:

+ L IDRACNIC A FHEBRAHBFNAZERR, MBERFEL/LPM. EXBREEA, MRERITEMIRIEFIER
VNC B i, M VNC £iEFTsESxH. WM& (5 iDRAC Web R E & Services (BR%) TEEI VNC BRFZRIZE
FLEME) , RAREHET YNC EE.

+ MR YNC BEFmE O&/MEET 60 #, MEFIHE OB XA BARITHI VNC £iF. WRIEE 60 #HHAHKKE YNC
ERuiREO, BABAUBETEHAITER.




£ iDRAC Web A HEACE VNC BR55:5

ERE UNC RS HRIRE, BEHATUATIRIE:

1 7£ iIDRAC Web RE, #Z Configuration (BLE) > Virtual Console (EHUFHIA) .
1% 2 7R Virtual Console (EEIEHIA) T1@E.

2 £ VNC Serve (VNC R%528) #4o, B VNC RS, REZEBE, wOAS, HFEAREM SSL M.
BXREFEIIER, E517 DRAC Online Help (iDRAC BEHLEEEN) .

3 BEHENA.
VNC RR$5=5B1 2R E .

£ RACADM B E VNC PR 5535

ERE VNC BRSS8E, 1BEMA set S LUK VNCserver FRIFTR
BEEZEL, 15519 dell.com/idracmanuals 312 A9 iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) -

W E T SSL INEFR VNC EERS

TEfCE IDRAC AEY VNC BREEIRERT, R SSL IR B, MABER SSLBER AEFIUE UNC EEHRFUENS
iDRAC VNC RRr%25H9 SSL mnzxaiER.

@ | #: KK VNC BEFkgHMER SSL MELH.
ERE SSL BN AR

1 FgE SSL BXEWIES <localhost>:<localport number> EHIZEIZE. a0, 127.0.0.1:5930.
B E SSL BXIELUEIES <iDRAC IP address>:<VNC server port Number>. f5l#, 192.168.0120:5901.
BEFENRERF.
FiEiT SSL MMZHREIES iDRAC VNC RS 5EAIERE, NS NC EESEIRE AN EN (SEREAM 1P #blt) fA#mOS
(127001 < AMIHO S >) -

WE T SSL INEA VNC EEH

—MRIERT, AERBERETENLE N (RFB) B VNC TESZHAIERA A VNC RS EE E /Y iIDRAC IP HilibFlus O S%E3E S VNC R
2. WRALE iDRAC H VNC BREZEEiG B ATEE SSL &I, MBITUL TIRELUEIER VNC EE !

7E£ VNC EEES JEIEF, 7£ VNC PR%FeF FELHiA iDRAC IP thtitfnixs A= .

¥ J <iDRAC IP address:VNC port number>

f512n, ZNER iDRAC IP H#itit 2 1921680120, T VNC i[OS 2 5901, MEIN 192.168.0.120:5901,

ECERIERE A

B ESERSGRBIER LCD #1 LED BRF.
STFHIRAIENXR SRS, BRMLRAFIEmRRIA:



LCD BIE#RFFE % ID LED
+ LED BiE#RFFRLZ ID LED

ST AR, RESF[ETERLERBERS IDLED ATA, EARTIRXAEES LCD.

BicE LCD ®E

EALIEZERGR LCO BTER EIREMBRENFRFHE (20 IDRAC BFR. IPF) SAFREXMFFFE.

£/ Web AHACE LCD & &

B BRRSE LCD BIERE R:
1 7 iIDRAC Web R, #ZE Configuration (Fit&E) > System Settings (ZZ;i& &) > Hardware Settings (& E) > Front
Panel configuration (BIERECE) -
2 {ELCD Settings (LCDi&E) %84, M Set Home Message (IR EFXRHEEE) Thisk&th, EFETHETZ —:
RS5HR%E (BRIA)
B
* DRAC MAC #tiik
DRAC IPv4 ik
DRAC IPv6 ik
RGNE
HERE
RGRTS
FHE
- APEX
I
R #3i%EHE User Defined (FIFPEN) , IBENAKIEFMAEES.

WREIESE None (F2) , MARFEMRSSR (COMARLETERTHE.

3 BHREMEHSER (AIE) . MREH, MBRSEE LM Live Front Panel Feed (RTEMRSEFHMEE) #843#1 LCD EIRESERFESE
MEREHIESIER SR Virtual console session active (EBRUSHIESIEES) HEE.

4 BENA.
R LICO TEREREENEREHE

£ RACADM it & LCD & &

ERcERRSSEE LCD AIEMRE =, ¥ System.LCD AHAIFT &K .
BXE%EE, 15519 dell.com/idracmanuals 312 #£H iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

£/ iDRAC R E FIZEFEE LCD & E

ERLERSS LCD AIEIRE R

1  7£ iDRACEEARBIEFES, % Z Front Panel Security (RIEREZLM) .
IttEH1% & 7~ iDRAC Settings.Front Panel Security (iDRAC i@ BRIERZ M) -
2 BRSEZERRIFRRE.



3 BEUTEI:
+ XRIERAIE]
LCD iR Fff
REGHIFERE, MEREREMERET
4 BRSZAEMEH&EER
HEEETMES, 55 |7?ﬂ iDRAC Settings Utility Online Help (iDRAC 1% & 2\ FRIEFBEHE58)
5 f{ikxE#d Back ([FiE) . Finish (5EAL) #1Yes (&) .

BiE HR% IDLED % E

EiRFRSE, BESERSG LERASNER ID LED iAtF.

5/ Web RAHEBCE RS ID LED & E

BLE A% ID LED BB
1 £ iDRAC Web R+, %% % Configuration (AIE) > System Settings (R4 E) > Hardware Settings (fFEfF%&E) > Front
Panel configuration (BIHE4RECE) . &7~ System ID LED Settings (%% ID LED i &) H.
2  fE System ID LED Settings (ZF%i IDLED i E) Xigid, &FUTEEETIAEHSER LED INKk:
© IAKRR
IR KR FF
IRIRTF 1 KiBet
IRKRFF 1 ) #BRT
IRKRFF 1 A 8RS
3 BEHNA.
BIEMR LAY LED INHRBVEC E TR -

£ RACADM Eit & %% ID LED 1% &

EfREZ% IDLED, £ setled &%
BXEZEE, 1559 dell.com/idracmanuals 12 {#t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRAESERE) -

Al EBTXAN NTP

FEBT LATE A 4B BT E] B (NTP) T3k BIOS 3¢ 4 R 4iAT8)# iDRAC B ERX H[E 25 iDRAC BE].

LA BEENRA GEELER XS NTP R E.

{2/ iIDRAC Web R EECERXF1 NTP

E{FH iDRAC Web REBC BB XF NTP, FHITUTHE:

1 %% iDRAC Settings (iDRAC i&Z) > Settings (i¥E) > Time zone and NTP Settings (B{X#1 NTP =) .
FEENE 7~ Time zone and NTP (EF[X#1 NTP) TifH.
ERLERX, 1M Time Zone (ATX) THISKEHIEZFFRENRX, REHRE Apply (KA -
EEE NTP, EBMA NTP, A NTP JRFERHhit, SREHE Apply (KA -



BXEFHINER, 15517 IDRAC Online Help (iDRAC BX#LE5EN) -

£ RACADM B EFFXF1 NTP

ERERXFI NTP, i&E#FH set 44 #1 iDRACTime 1 iDRAC.NTPConfigGroup A5 FIFT &R .
BXEHER, 1559 dell.com/idracmanuals 12 {#tH iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

REE—5IFRF

BRI =R 51 Gz G EEHS I R EE—5I158E. MRGEREAEZ GHEEHNSISFERIZLSE, Hi5/EX BIOS &
HE—5|5i%%, BERE XM IDRAC Web EEZH M BIOS 5| SIRFEEX .

AL E—5| SR ZFIRE AU T —H:
EE3S
PXE
BIOS & &
AHIRE/ FEABHAN R
3 CD/DVD
EAEIRENE
+ ERERE
«  [E# CD/DVD/ISO
« ZKibSDF
» Lifecycle Controller
BIOS 5| S &2
UEFI & & #§1=Z
UEFIHTTP

O)F:=

* BIOS®E (F2). Lifecycle Controller (F10) 1 BIOS Boot Manager (F11) RNgEiR BIE AKX A5 SE& .
* DRAC Web AEHFME—5ISHBFRERBERL BIOS5|I5ERE.

fEH Web FEIXEE—5|F1R&F

ZE{#H iDRAC Web REREFE—5|FHF:

1 %% Configuration (BC&) > System Settings (R%ti&E) > Hardware Settings (#i%& &) > First Boot Device ($£—3|5
wE) .
¥ & 7R First Boot Device (£—35|%i%&%&) TE.

2 NATHRRAIIRPEERENE—SISRE, REHET Apply (KA .
RGN N ERHITREENSISHRESIS.

3 EBEETXRIISHMFERESIS—IX, 1Fik#F Boot Once (51F—R) . tfE, FLIEM BIOS 5IRIRFFHIE—5FZ &S
F

BEZBETMESZIER, 1551 IDRAC Online Help (iDRAC BEWLEBEN) .



£ RACADM & EE—3| 5%

. EFEF—5|58%, (¥ IDRAC.ServerBoot.FirstBootDevice ¥t % .
FRiIgERA—X5|5, {#H iDRAC.ServerBoot.BootOnce X% .

BAXENEMNELZEER, 1557 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM @& 1TREEEIERE) »

FHEMEH S ZEE—3|FE&

BRSERBS HSISIRFETS IS 28, BAUEELMEH 8RR TEERSRAERNPMEEHITSIS. 5IS—RZF RESE—
5I5% % RSN AR &,

EERAEMMTRISREE-5IFRE, BHITUTHRIE:

1 BIIEMEEIES.
2 HEEMMTHIEEEZRT, M NextBoot (TIX31%) REPREMBNREFERE—IIFRE.

B R LREESER

ENZERGERRIEREITHEHR, B LER DRAC RBRAGHRER.
0]

3¥: % Server Administrator IE Z {52, 1528 dell.com/support/manuals £ Dell OpenManage Server Administrator
Installation Guide (Dell OpenManage FR$5SEEERREKILE) .

1 M Dell Systems Management Tools and Documentation DVD St M Dell X #mih, EFEARLG F RERS B EHIZEF DRAC
Service Module (iSM).

2  f£ Windows BEiflxEE O, HRREZFENEHSISIER.
BXEZESR, BHEH Windows A H.

3 {¥H Server Administrator 7] /3 F§ Auto Recovery (BzifkE) ERTES. 4% Auto Recovery (BTikE) 1R{EIXE ) Reset (E
%) . Power Off (3x#1) Zk Power Cycle (<¥LEFH) , HUM RHBALILKEERES (60 - 480 Z[ERIE) ©

4  {FRUT®ETZ—EA Auto Shutdown and Recovery (ASR) (B FIXHFIMRE (ASR)) i£IR:
R EIRIEF — 15215 Dell OpenManage MR 5528 EFEFE/F /H F#55 -
Kt RACADM - {4 racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

5 3 F Automated System Recovery Agent (HEIRGHENIBEF) . EFHITILHRIE, 5% ZE IDRAC Settings (iDRAC i#8) >
Services (BR55) > Automated System Recovery Agent (BZIZEZIRENRIE) , %X Enabled (BEMA) , AFHE T Apply (M
).

BAZEHA OS # iDRAC HiE

EEBME T+ (NDC) ZHEr AR EMR LA LAN (LOM) & &ZHIARSRE+, ErLUEHA OS 2| iDRAC HiBThAE. LLIIRERAEH=E
LOM, &H NIC 3¢ USB NIC £ iDRAC FEHIRMER G EREEENETHIEE. tINEEEIA iDRAC Enterprise FAIEMIER T
"R

(D | 7*: iIDRAC Service Module (iISM) 12{& T E L RIh6E, TTHFBETIRERLER IDRAC. BXEZ[ER, 152 dell.com/
support/manuals 3R89 /DRAC Service Module Installation Guide (iDRAC Service Module Z35#5/) .

BEER NC BREF, BRUEENRIERGHRBINIIE, SAFE) IDRAC Web FE. ERTTIHRSZZ[RAIE R NIC @32 Chassis

Management Controller ?Iﬁll

EEH NC HHEZ LOM 2 [BYIAZREFB IR E R ENRIERZ DK iDRAC.



FERAIIBE AT A RE AL EE:

iDRAC Web R
RACADM 8% WSMan ([FiR{EZRGIME)
+ DRACIRELNHERF (FIRMERSETFER)

WNSRIEIT iIDRAC Web REIE X TMEELE, N EDFEF 10 #7482 OS 2 iDRAC HiE.

R i@ E RACADM, WSMan 8% Redfish f# FIRR S 82 EC B X RECERRS588, FHEMRILSTHPHMEIRELETL, NiELnE
#% 15 #/EH 0S | iDRAC EIBINAESIEE OS Ml IP ik,

TE/B A OS | iDRAC Hi < |, 1Effk:

iDRAC ECE AfEAE R NIC =4 (B) NIC IEEFE S ELEIFEA LOM) &
EHBRIER L IDRAC L FR—FMF[E— VLAN F,
BEE EHIRIERS P Hhtik,
- BREIHBRIERSLE DRAC HBIIEERF.
« f8EH Configure (BLE) R.
£ Rtk IhEERT
EHZEERT, BERENIRIERGH P Hboit.
HEERERGD, GUIUIRMENIRERSHER P k. IRED LOM RTFFEHIRE, MMANE— LOM B IP Hbit.
MREBABRERSZE DRAC MEBINERZINESLE, BSOVRBUTHIE:
iDRAC & F Y NIC B4 2 IEfAERE
ZEb— LOM T EENIRTS.

S {EFAEIAG P #ht. #5{F USB NIC 3O/ IP Hitib5k 75 iDRAC Z 41 OS IP itk FrEERIE— RIS 7M. SR IP #bht53
ARG ARG E O Ry IP HuhibyhzE, MASTERL IP Mk,

® | i 1B 169.254.0.3 F1 169.254.04 IP bbb, Xk IP #iht 2 4 4ER A/A BEERT, AMTFRIER LA USB NIC st ORE/.

Y 3 OS # iDRAC EiBINEERYF&

TEREE# T FFREER LOM L3 OS 2| iDRAC HEEIhRERIFRYTIZR.

®

. 14: @it LOM 521 OS % iDRAC Hif — ¥ RME
%51 &R i)
NDC Broadcom

5720 QP rNDC 1G BASE-T

Intel x520/i350 QP rNDC 1G BASE-T

AER LOM k3 OS 2| iDRAC EiBIhkE.

¥ #% USB NIC BY3E1ER S

S USB NIC HIRER K BIE:

Server 2012 R2 Foundation Edition



* Server 2012 R2 Essentials Edition
* Server 2012 R2 Standard Edition

* Server 2012 R2 Datacenter Edition
»  Server 2012 for Embedded Systems (Base # SP1#J R2)
* Server 2016 Essentials Edition

* Server 2016 Standard Edition

* Server 2016 Datacenter Edition

* RHEL73

* RHELG6.9

* SLES12SP2

+ ESXi6OU3

* vSphere 2016

*  XenServer 7.

3 Linux #BMER S, BEAEEVIRERSZ L USBNIC BECE 4 DHCP, AEHE/EH USBNIC.

3FF vSphere, WIR% VIB X, AEBRBA USBNIC.

L% VIB 3T

%tF vSphere #1E R %, E/BH USBNIC 28I, wH%%E VIB 3Tt
ERE VIBXH, BERITUUTRE:

1 {EF Win-SCP ¥4 VIB 3T S $IE] ESX-i THIRIER SR /tmp/ STk,
2 RE ESXi RRFAHEBITUATHL:
esxcli software vib install -v /tmp/ iDRAC_USB_NIC-1.0.0-799733X03.vib --no-sig-check

Mt A

Message: The update completed successfully, but the system needs to be rebooted for the
changes to be effective.

Reboot Required: true

VIBs Installed: Dell bootbank iDRAC USB NIC 1.0.0-799733X03

VIBs Removed:

VIBs Skipped:

B SREE.
7£ ESXi B R BITUA T4 : esxcfg-vmknic —1.
IR R usb0 £H.

5 Web FE/GAHEEF OS #| iDRAC EHi#

E{FH Web EEZA OS F iDRAC B, BT TERME:
1 %% iDRAC Settings (iDRAC i &) > Connectivity (i¥3) > Network (f4%) > OS to iDRAC Pass-through (OS | iDRAC
HiB) .
It A48 & 7~ OS to iIDRAC Pass-through (OS | iDRAC EHi&) THE-.
2 EEUTE—ETILUZE A OS 8 iDRAC Ei&:
* LOM — DRAC 5FHIRMERZZ BRRIERSLE iDRAC HiR$EZEE BT LOM 3¢ NDC #37.
+ USB NIC — iDRAC 5EHIRMER G BIMNRIER S E DRAC HiBEZC BT ER USB Rk .

EZFILThEE, 1Ki%kE Disabled (££F) .
3 WREEF LOMEAEREE, HEFEREMENERRSR, WGANRIERGH 1Pv4 thilk.



O©| % BT LOM BATERETIREE, WIRIERY P Mot FEFEA.

| R IDRAC EAR VLAN, T LOM HiB#REEH ERE T VLAN #RigH A &£ LOM B TEH.
4 SRk USBNIC {EAEBACE, M USBNIC &Y IP i,

BOUAMER 169.25411. EIUEREGA IP #titk. (B, IRk P it 5F N AFH AP E RO P Hiibhse, NwsiE
Btk 1P bk

BN 169.254.0.3 F1169.254.04 IP, XLk IP BUER A/A B4R, AATRTEHR _EAY USB NIC ik DR EEAY .
5 HBEHERA.
6 BIEIRAMEEEURE P EESHiA0E, UREECHE DRAC FMEHIRIERGF Z BIES %,

{5 RACADM A& OS # iDRAC B

ZE(FFH RACADM B2 0S 3| iDRAC Hif, {¥H iDRAC.OS-BMC HH x5 .
EXE%ER, 5517 dell.com/idracmanuals _H1Z2{## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

£ iDRAC ZE RHEFEHZEA OS % iDRAC Hii

EFA DRACIRELAFEFBHZZH OS 2| DRAC Hils, BHHITUUTRIE:
1 ZEDRACEBARERT, HEEEMR.
X¥4 2w iDRAC R BB EMRITE.
2 EELUTEEDLUSA OS 2| iDRAC Bil:
LOM — iDRAC 5EHUIRMER K Z BRRIER L E iDRAC HiR$EZEE BT LOM 3¢ NDC #37.
USB NIC — iDRAC S5EHIRMER G Z BANIRIER S E DRAC HiREZC AT AIER USB BRI .

EZFILINEE, 1Hi%E Disabled (££F) .
®| I RBERXE “RIERGZE DRAC Hild” ThEERY, A EEESF LOM &I, &N, ZEEERARE.
3 mRiEF LOMEREREE, HAERETRAKRNEZIRSSE, WNRERSH Pv4 il

Ol i P2 LOM BRATEETIRSS, WRERS IP U FEGRA,
4 INRiEE USB NIC {EAEIBELE, MHA USBNIC /9 IP ik,

FOAER 169.25411. B2, MR 1P it 5EN ARG A LR E iR O 1P Hhibhse, MasEeit P k. EF778EA
169.254.0.3 #1169.254.04 IP. XLt |P 2L{FEH A/A BT, RFATRIER LAY USB NIC i 1R

5 {k%x#d Back (JFIE) . Finish (52/%) 1 Yes (&) .
ZEHE R AR,

IREUES

TRIE T ETERLEMIEP A,

& 15 BT ERABIEPARE

gRE IEF R RS %
f£ M Active Directory B8 R 5 R AJf5 CAIEH Hpk CSR FHMIER A& HAHIRENZE 7




BRER UEFAEE RENF5 %

SHA-2 IEH XI5,

A ER Active Directory F§ PRI E ER &

z - FPES - FIPNES - AR R
> . A OAER B FE RS BB IR S
5 iR T 64 fTARRRISHE

A CAEP - tiEPE CA Fik.
SHA-2 IEH X $E.

Active Directory Fi A& & AJ{E CAIER ItLIEHE CA % .
SHA-2 IEP th Z X #F.
At PER SSL iEH 4 X CSR FMAIE CA FKEIE

@ | i*: iDRAC HiTFBAIAN B E &
SSL FR$5EFIEH . IDRAC Web AR
%on. R RAERIERAE
RLIES.

SHA-2 IER X $E.

SSL AR FaFiEH

iDRAC B1&—> Web AR$528, ZARFZI[/ECE AEMITUARE SSL R2WY, IBEMEEMMBLIE. IBHtT SSL MEETAER
RE5HRD. SSL AT IEMFRMEBERAME, I ZATERFIRMARS S BRI IIEMMBNBERE, URIEEMLS L5,

B SSL K RFE AT LUAIT T INESS

E/E R SSL KR FiRiIER &
© RIFANRGEIMENER

@ | 7F: 3R SSL R E A 256 T EKLAK 168 sk Eg, NBMEHHIFE (JVM. IcedTea) HEBARLHEAREERR
Unlimited Strength Java Cryptography Extension Policy Files I 5t151% iDRAC #&fE (541 vConsole) BFILEAIMEB. XL
KR XHMER, ESI1A Java BILRAH.

BRINESL T, iDRAC Web BR%525EH Dell BEEZRIME— SSL MFIEH . ERLUEBIA SSLIER E A LIARNAIEN (CA) E2 1
HER. NEEREERARTIOATHASLE, THESMENTEMTE., RAIMEHEER2iRE, §lI0, Thwate F1
VeriSign 5 CA. EREIREL CA ZERZIEPMRIE, BEFEREMNAFRESIET DRAC Web FE K RACADM REERIER E R IER
(CSR), SRIEEHE A CSR 2144 CA (3R VeriSign 2 Thawte) . CA ATLAEMR CA 5 Hd CA. UEI CA X2 SSLIEHfE, HHLE
%% IDRAC,

X F SRS DRAC, % DRAC #) SSLIEBLAHAEBEHINER IR . —BERI LR SSLIEBE, THOMES
AT LLKE] IDRAC TiF2 BRiEHES,

AT EEEEX B RIEBUZE SSLIER, MARKETERANS ZIEBHITILIIEE. BEB—1MEEXSRIEBENREE
1Buh, FABENERIEBHFTA DRAC BHEZEE. MRECFEABEEN SSLIEBHMIERA T EEEENE RIS, MBEENX SSL
EREWERARFER—MESERAFEEEXZEZIERM SSLIER. BAUTHEENZERIER (REMH) . BHATUME
MENEEXFEZIER. MBREEXERIERE, DRAC BESERHEHNERFIBEER SSLiEH. MREFHER—IMEEZIUE
B, MLFAEZ DRAC MER TIEuhz BIEMEMEE. BEERM SSLIEREHEZH BB ELETE—X, FEAME X
BE—X (STXEIEIEF DRAC EAFMFXIEE) .

L RIEBBERZIEK (CSR) BY, iDRAC Web fR%58% SSLIEBXHESTFER () (EABHBEMREMEHAIET. 5120 *ga.com 3
* company.ga.com. XFRABEFHER. AR DRAC LIMERBECST CSR, EAILIRBERMIE/MBEST SSLIEPHAZA



iDRAC LA&1ZIEH, HEFH DRAC MZ R Z A FFRIRERHEE. R FHBEFFIER R Z 5T 5% #E] IDRAC Web FH
B, IDRAC HZEAEERMNIEE. ERHNERRN, DRAC BRIEERTFIKHIEET,

& BETRIER FRIEK

CSR ZEIAIEHAE (CA) 12328 SSL AR SFZEBEB I FIEK. SSL RFI|EPBERSZBJ/E PinsEBEERSFNI N H SRS [NE

MEZESIE.

CA fEY4Z] CSR ELHZMIIUE CSR FEEMER. MRBIFAFE CANZERE, CASEZHBFTEEZR SSL RFEH, HE
BHARBRSEEES Management Station B THINISE RSN SSL ZEIZRT, ZUEH ATME—HFRIRERIE ABIBR S5 5.

CA #it ) CSR HMi& SSL RSB BiIEBfE, iZIEB AT L E| iDRAC. FTHERL CSR (#fi#7E DRAC Bt L) MI{EE915 SSL ARS8
ERFESHEENE, ENZIEBXIET iDRAC BIJZAY CSR £ Mk.

FF Web FHEA K CSR

4 BT CSR:

@ | 3%: 848 CSR #f<BEE 1 L LIRTHIEM CSR ##%. CSR Hi{SELILE SSL BREEHPHER. B[N, iDRAC I
1 7£iDRAC Web RE™, # % iDRAC Settings (iDRAC iZE) > Connectivity (iE#E) > SSL> SSL certificate (SSLiIEH) , i&
#% Generate Certificate Signing Request (CSR) ((ERRIEHFRIEK (CSR)) , AREHE Next (F—H) .
1% & 7~ Generate a New Certificate Signing Request (4 f{— MTFBZEZiEK) TH.
2 HIANEA CSR BIMHIE.
BEEZER, 1ESI% IDRAC Online Help (IDRAC BXHL#EBA)
3 B Generate ((£AK) -
85— D CSR. B HRER &R .

£ F§ RACADM 4 5% CSR

E{F A RACADM 4% CSR, iB{EF set #84 UK IDRAC.Security A RYXTSR, SAE{EH sslesrgen 44K CSR.
BEEZEL, 1559 dell.com/idracmanuals 32 H iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HITRESEER) .

LRSS ARIER

4R CSR @, MWAILUSZZ AT SSL AR 2IEH 153 iDRAC Elf. iDRAC A E IR IAN AIFH. iDRAC RIESF X509, Base 64 4wY
B Web BREGEEIER . SHA-2 iFB =%,

EiRHAE, iDRAC /LS #ARATA.

£ Web AH L& ARFIFEPR
L3 SSL ARSSEIES

1 7£iDRAC Web REH, % % iDRAC Settings (iDRAC iZE) > Connectivity (E#) > SSL > SSL certificate (SSLIE+H) , iE
£ Upload Server Certificate ( Lf5IRZZFIEHE) H & & Next (T—H) &
18 &7~ Certificate Upload (GEH.F#) TiE.

2 ¥t File Path (3C#EERRR) T, i Browse (XI3E) Hi%#E Management Station EBJIEH

|



3 HBENA.
SSL lREBEFEP IS LEHEI DRAC.

4 PBEBER—FHEHEE, BEXEMEHEFEER DRAC, RIEFE, H7 Reset iDRAC (Ei% iDRAC) % Reset iDRAC Later
(W/FEi% iDRAC) .

iDRAC ¥ ERHELMAFIES. DRAC ERMBIRE/LAHWATATA.
®| 7 APIER iIDRAC A RERFAFTIER . iDRAC EiRZ A1, MAIEBLTERRE.

% RACADM _#ipR&E8iE+H

E 1% SSL RS EIEP, 1BHFE sslcertupload 5% . BXEZER, 152H dell.com/idracmanuals E12# A RACADM Command
Line Reference Guide for iDRAC (i&FF iDRAC BJ RACADM #41T&E18/) -

WMRAEETAFATARY IDRAC SMERAERL T CSR, NIYEIEH £ F) iDRAC:

1 ¥ CSR £EENINAIR CA. CA L% E CSR, M CSRBFLEAFHIER.
{EFIFE racadm sslkeyupload a4 EfEFASH.
{EFZFE racadm sslcertupload AL EHIER L1523 iDRAC,
FMERES L83 DRAC. ERFER—FIHE, EXEEIR DRAC.

4 31T racadm racreset 54 Ei% iDRAC.

iDRAC ¥ EigH ELNAFIER. DRAC ZRHBSIE/LAHARATH.
O | 2: AR IDRAC A BRI FIHIES . IDRAC EIL 2 BT, FAEHLTFERRE.

ERRSFHIES

BT EE LYET7E IDRAC AT SSL AR E3IEH .

£ Web AEIEEBRSFIER

7£ iIDRAC Web REH, %% % iDRAC Settings (iDRAC i& =) > Connectivity (¥#E) > SSL > SSL Certificate (SSLiE$) . i% SSL
THEAIER BT 2/~ HATEEE AR SSL RS EIED.

£ RACADM &=ER5SIE+H

EEE SSL RS =IUER, 1B sslcertview 4.
BEEZEE, 1559 dell.com/idracmanuals 312 H) iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

EHBEXEZERIES
Al EH B E X ERBIERREE SSLIEH. SHA2 IEBthZ X HF.

£ Web FH EHBEXZRIER

E{FH DRAC Web AE EHBEXEZIUEP:
1 %% Z iDRAC Settings (iDRAC i& &) > Connectivity (% #) >SSL.



RIS 2R SSL T .

2 £ Custom SSL Certificate Signing Certificate (BEX SSLIEEERZIEH) , 1583 Upload Signing Certificate ( -f5& ik
) .

Itk BH4% & 7~ Upload Custom SSL Certificate Signing Certificate ( F#iEE X SSLIEPBZEZIEH) FHE.
3 B Choose File GEEXXH) HiEEBENX SSLIEREZIER -
R EFELAMBIRE #12 (PKCS #12) BIIEP .
R R F RN, E7E PKCS#12 Password (PKCS#12 2585) FEXthifi N 258D,
BEHENA.
HEBF < EEE IDRAC,
6 RLER—FHRUHER, EXREMAHFEEEIR DRAC. IRIEHE, Hi Reset IDRAC (Eif iDRAC) X Reset iDRAC Later
(F/5E% iDRAC) .
1% iDRAC B A 8 FFIEIER . IDRAC EigHAESE/ Lo AT E.

O®| 5%: 5/Ei% IDRAC BRI FISTES . IDRAC B2 8, HEIEHLTEIRS.

fF RACADM t#HBEX SSLIEPEZIES

E{FH RACADM EHBE X SSLIEBEERIES, & sslcertupload ®4, #AE# M racreset A4 LAE IR iDRAC.
BEXEZEE, 15517 www.dell.com/idracmanuals _E321#£AY iDRAC RACADM Command Line Reference Guide (iDRAC RACADM %5
2178EER) .

THEEY SSLIFEEEIES

A LE A iDRAC Web B, RACADM THBENZEZIFH.

THBENXZEZIER
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IPMI Serial Over LAN (IPMI LAN £ &4T)
IPMI Over LAN (LAN E IPMI)

IFE RACADM
ZS#1 RACADM
mIERR S

@ | i*: EfpfREH RACADM SAHFHGSAIERE T, EMARBERETERM USB AZBEMEN. AXRBMA USB FiEEH
MRS, ESREHRERERIRASH .

T TREUR T TR TR ar SRFRFZ M

x 7 BEER - BE

BEEX B2 5117 B2 5 ) TR

iDRAC Web F & Internet Y (https) TEH M2 AR 55 2%

£ RITIRIS DBY BRI RIT  HRITHY RACADM iDRAC [ElHyLE AR EB 5>

&0 SMCLP RAC 8178% IPMI B{TE R

IPMI

IPMI Serial Over LAN (IPMI  E#HFAEE 2L IPMI IPMITool E&% B IPMI LAN £

LAN E&1T) s RITEBR
Telnet

LAN E IPMI BRETAEERRLMY IPMI IPMITool ER % H IPMIIREE

B

SMCLP SSH SMCLP iDRAC _EHY SSH 5 Telnet 2/
Telnet i

T2 RACADM https T RACADM TFE RACADM BR%EH BB

Elf+ RACADM SSH El#F RACADM El# RACADM BEREHEH.
Telnet

Zith RACADM IPMI i RACADM K ith RACADM BR %

TR 1 WSMan WinRM (Windows) WinRM B &% (Windows) 3%

OpenWSMan (Linux)

OpenWSMan B %3¢ (Linux)



BERR STHFHINL XHFNHS FREH

Redfish EM TG CURL BREHHE. CURL, Python #%
(Windows #A Linux) + Python 3R,
IR JSON #tR

M BXEZEER, 15517 dell.com/idracmanuals 312 HY Lifecycle Controller Remote Services User’s Guide (Lifecycle Controller
Remote Services Fi F3#5/E)

£/ DBY B 45iEId B1TIEHES IDRAC #HITIBIE

{5 F DB HE4ERTTE RAC BRITHIBITIEHIA Z BTk
5/ IPMI SOL 5 iDRAC #1TiB1E

M LAN E IPMI 5 iDRAC &1

BAZ AT 2 RACADM

# A RACADM

BRZERZ LM IPMI

5| SHEERY B TIEH BECE Linux

X4 SSH EZHF R

Eﬁi DB9 B 45if1d F{TERS iDRAC HITIBIE

ERAIAE R TR EES AR B RME IR S BITERPI TR EERES:

0]

RAC &1T
IPMI B1T - BEIEEEERNEA N EEERLRIHRIEN

FE:FTIRRRSSE, BTERBEENBEEN. 5XESER, &S dell.com/support/manuals 12458 Chassis
Management Controller User’s Guide (Chassis Management Controller F F3#E3) -

B HRITEE, BERITUUTRE:

1
2

ECE BIOS LB A S 1TE
FER1TIEIS DBO BTN ETRIAHY B 1TiR ERDZE RERIIMNDRITEES

O 5: A=A EMEZHBEZM vConsole 5 GUI FHITER.
HRIREBEENARAEREEE A TERA LT ER—IRAN SITEE:
«  Xterm H# Linux Minicom

Hilgraeve &Y HyperTerminal Private Edition (A7 6.3)

RIEZFERGLTHSISSRETHMNE, BUUEBEFNEREREREERGERE. XETFUTESE: SAC GERF Windows)
F Linux 3XARER, GERF Linux) -

7£ IDRAC /8 RAC SB1TIEIED IPMI BITIERE.

3T ERITIEREACE BIOS

T3t ERITIERRACE BIOS:
@ | & EEBTHEAERRSHFE DRAC.

1
2

FRREHMBIARG.
1% F2.



4£3|| System BIOS Settings (F%; BIOS i2E) > Serial Communication (SB{TifEfE) -

1%4%% Remote Access device GEFRISE)i%#&) Y External Serial Connector (SMBEE{TEEIESS) .
k)% Back (JRIB) . Finish (5EEX) #1Yes (2)

% Esc $21B Y System Setup (BZIXE)

B RAC B{T&iE

7£ BIOS HBL & &1TiEERE, 7 DRAC #/8H RAC &1T,
@ | & XOUERFHLEFERIRE T+ DRAC.

5 Web R H /B RAC H1TiEE

B RAC HB1TiEZ:

1 £ iDRAC Web REH, %% iDRAC Settings (iDRAC iZE) > Network (f4%) > Serial (F£1T)
FEENS BR BT E .
7£ RAC Serial (RAC 81T) T, i£#% Enabled (EEH) FHiEEBMHEME.

3 BEHRA.
RAC BITIREBHEE.

£ RACADM B RAC H1TiE#

E{FH RACADM B RAC B1TiEE, 1B set 4540 iDRAC.Serial A BIXT R -

BH IPMI BITEREF L IRIRT

ZEZH BIOS 2| iDRAC 9 IPMI 881TE8H, A TEEER A DRAC FECE IPMI B1T:
@ | 5 XUERFHIEMIE RIS DRAC.

D o N W

IPMI AR — ZF_#EHE0 A TIEFGE, 540 Baseboard Management Utility (BMU) HR&L3EHY IPMI shell (ipmish). 5140,
EiEd IPMI EAREXA ipmish FTENRGEHHE, BEEITTII®S:

ipmish -com 1 -baud 57600 -flow cts -u <username> -p <password> sel get

O BAMERT, KRGk EI2H TR DRAC B & RERD.

IPMI R 3RART, — ZHM BITRIFLIEMN ASCI 4. WERIHERBENGS (BIFBRIFEHD FIEAHREH ASCI FRFHE
ABIRSE IPMI 654, ZHEi@IT SSH 5% Telnet B3R 2| DRAC , EAWEEFRIERLKSISFY, &FE BIOS. GHEEMEH [sys
pwd -x] M IPMI i 50T, AT Z IPMI ZimiR e a2 7RGl

[sys tmode]

[sys pwd -u root calvin]
[sys health query -v]
[18 00 O1]

[sys pwd -x]

£/ Web /3 M R1TEH

FRARER RAC BITIEOLER IPMI 817820,



flE IPMI BITIRE :

1 7 IDRAC Web RE ™, % Z iDRAC Settings (iDRAC iZ&) > Connectivity (iE#%) > Serial (HB{T) -

2 7z IPMI Serial (RAC £4T) T, EERBMINE. X ETNESR, iH2[ IDRAC Online Help (iDRAC BEHLESEN .

3 BEMA.

£ RACADM |5 A & 1TiE#E IPMI 535

ERE IPMIER, 52 A RAC BTH0O, RERR IPMI &,

racadm set iDRAC.Serial.Enable 0
racadm set iDRAC.IPMISerial.ConnectionMode <n>

n=0 — & IHRN

n=1— EAHRRN

£ RACADM B A & 1T&EE IPMI 1T E

1 FERUT®SY PMI SITERER B ENNEE.
racadm set iDRAC.Serial.Enable 0

2 ERAHSRE IPM BITREFER,
racadm set iDRAC.IPMISerial.BaudRate <baud rate>

2 SRVFHME (BfI: bps)

<baud rate> 9600, 19200, 57600 FA 115200,

3 FEHRGSRER IPMI RITEL RS,
racadm set iDRAC.IPMISerial.FlowContro 1
4 FRASSIKE IPMI BITBES/NMMURE .

racadm set iDRAC.IPMISerial.ChanPrivLimit <level>

B IR 5
<level>=2 AP
<level>=3 BIER
<level>=4 EER

5 MWREBITMUX SMBERITERRRR) £ BIOS RERFHIEMIREATIZIENZEZ L X HITEZEE BIOS.

BEXLEBMAEMER, ESE IPMI 20 M.

IPMI BT IGRA WM INEE

TR IPMI BITRIRRNPEEERE.

5 Web AEEE IPMI R{TRIGERAMINIEE

B ERIHENNRE:

1 7£ iIDRAC Web R, #Z iDRAC Settings (iDRAC i& &) > Connectivity (#E) > Serial (£1T) .
FEEl< 27~ Serial (B1T) TIE-
B IPMI $£47.

# i Terminal Mode Settings (ZIRIERIGE) .
FEEN 2 &7~ Terminal Mode Settings (RigiERiEE) TE-.



4 $BETE:
*  Line Editing (1T47%8)
Delete control (fRR#z)
=] A
Handshaking Control (&%)
New Line Sequence (#f{TFF1)
Input new line sequences CMINETITFEFI)

BXREEER, &S IDRAC Online Help (iDRAC BX#1#5EN) -

5 HBEHRMA.
ARiRtENIR ERE BT
6 FHIRSBITMUX (JMERERITIEIERS) £ BIOS K EREFHIEMIL E ARIEHeh& & LA 3T BITIEZOLE BIOS.

{£F RACADM L & IPM| B{TLRimER Mg E

EfRBARIRERIEE, 15EA set 44 idrac.ipmiserial A A& .
'ﬁ XE%EE, 15517 dell.com/idracmanuals _Hi2{## iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

£/ DB9 BB48AT7E RAC B{TMBITIEHI & Z [E1]#k

iDRAC 3z#¥ Esc #F 71, ZFFHREAFEMRNFERRS T LA RAC RITIROBES RITIEHISRZETR.

MEBITIEHI G112 RAC &1T

EERITIEHHREATYIRE RAC RITREIBIEERN, 1E1Z Esc+Shift, 9.

U E#FFISEBZ iDRAC Login IRRFF (MR IDRAC % E J RAC Serial [RAC &1T] #3) 3k Serial Connection (HBITiERE) &
R, AIZERTULELIFE®S (IR IDRAC IEE H IPMI Serial Direct Connect Terminal Mode [IPMI &8 1T B 15 EiE4RiHIER])

M RAC BITHIH#E| BITIEFI A

B RAC BITEDOBERAIREIHITEH AR, 5% Esc+Shift, Q.
ALIRRAT, BRFERYIRABITIEREIER, 1HH% Esc+Shift, Q.

HEHRITEHERATH, ZREZHEAME, HR Esc+Shift, 9.

f£F IPMI SOL 5 iDRAC i#{TiE# 1S

IPMI LAN 84T (SOL) 18T iDRAC BIER SR EZHIINAKMERMEREECRZTERFEPETXANTH G BITHIE. FH
SOL, &AL :

mIRIFORER G A ST .
7£ Windows B EAEHEARSS (EMS) 8 Special Administrator Console (SAC) _£8% Linux Shell FRiZBIEH RS .
FHERIREPEERSENEEHEMICE BIOS ®ERERF.



®E SOL BIERR:

1
2
3

B & B 1TIEEM BIOS,
B & iDRAC LAfEF SOL.
BRI (SSH, Telnet, IPMitool)

3 ERITIEEALE BIOS

@ | 5 X OUERFHEMIERIRSE 0 DRAC.

DN -

FERREMBINRS.
% F2,
43| System BIOS Settings (F%; BIOS i2E) > Serial Communication (R{Ti#EfE) -
TBEUTE:
Serial Communication (B{TiB{E) — On With Console Redirection
*  Serial Port Address (& {TimO#tt) — COM2,
® %ﬁﬂ%$ﬁﬁﬁﬂi&ﬂ—?ﬁﬁ*ﬁ@$ﬁiﬁ% 2 g EH coml, MARUERITREFRREAFR, Eid coml HITHRITE
External serial connector (JMERERFTIEIERR) -- Serial device 2 (B1TIRE 2)
Failsafe Baud Rate (#IBEIRIFHEIFER) — 115200
*  Remote Terminal Type GEFEZLiRZEHR) — VT100/VT220
Redirection After Boot (5| /EEEE) - Enabled (BF)
8 Back (FT—2%) , K8 Finish (FERL -
B Yes (B) LUREEX.
& <Esc> 4B System Setup (RZRE) .

® 3: BIOS F& 1L 25 x 80 BIRR L X RITHIE. AT EH console com2 4 SSH O IREH 25 x80. RfF, =
EENRRETUERE R,
@ |5+ R3S MBEFRBERGIEMBITERER (Hl2 GRUB = Linux) , M BIOS Redirection After Boot (3|S/SEE

) REAAEER. XGRS MEMHIE ST OREEN S RER.

Bt = iDRAC AfEF SOL

AT LUER Web R, RACADM BX iDRAC & E 2\ T2 F3R4EE iDRAC #1H) SOL R E .

£ iDRAC Web FHEZE iDRAC LAEFR SOL

BLE IPMI LAN 81T (SOL):

1

7£ IDRAC Web R, #Z iDRAC Settings (iDRAC &) > Connectivity (E3%) > Serial Over LAN (LAN E&1T) .
BEEN4 & 7R Serial Over LAN (LAN E#{T) TIH.

B SOL, feE&E, REEE Apply (KR -

IPMI SOL i ERNEL ESERK -

BEREBFHINREMREEFMET L XHE, 15EF Advanced Settings (H4RIZE) .

FEEN< &7~ Serial Over LAN Advanced Settings (LAN +2{TE%&EE) TE.

EESBMMEHBE Apply (KA

IPMI SOL &R & ERRL BT XEERBTRA R



BXREETRER, &S IDRAC Online Help (iDRAC BX#LE5EN) -

&£ RACADM H & iDRAC LA SOL

ELE IPMI LAN 54T (SOL):

1 EFR®SBAMA IPMILAN E&1T.
racadm set iDRAC.IPMISol.Enable 1

2 {EA®SEH IPMI SOL HIRHRES.
racadm set iDRAC.IPMISol.MinPrivilege <level>

% PR F
<level> =2 RF
<level>=3 BIER
<level>=4 EIER

®|51: ERE IPMISOL, B4R A IMPI SOL hEXMREAR. BXESER, HE1 IPMI 2.0 H3E.
3 fERa<LEH IPMI SOLRHFR.
racadm set iDRAC.IPMISol.BaudRate <baud rate>

®| 7 EEEMR LAN ERITIHFIE, ERR SOL BHFESZERGMEFETEMAEME.
B8 SVFRIME (B1L: bps)

<baud_rate> 9600, 19200, 57600 #A 115200,

4 ERAGSASMAFREA SOL.
racadm set iDRAC.Users.<id>.SolEnable 2

2% i
<id> ME—8IFA P D

® | 7 EEEME LAN EBRITIEHIE, §R SOL B 5 ERGIRFETEMAR.

J& RS il

TRV IPMI. SSH # Telnet.

5 Web & /8 A #Fa0HMY

E S H SSH 5 Telnet, i5%£% iDRAC Settings (iDRAC i E) > Services (BR%) , A SSH = Telnet fHRI %1% Enabled (B8
B .

ZEH IPMI, 5% Z iDRAC Settings (iDRAC &) > Connectivity (ZE#E) , FHi%#¥ IPMI Settings (IPMIEE) . R
Encryption Key (INEBHH) ELAE, fERERBLUERFEEESAZER.

£ RACADM 3 A ST #rR013L

EZA SSH 8 Telnet, EFEAUTHS.
Telnet
racadm set iDRAC.Telnet.Enable 1
SSH
racadm set iDRAC.SSH.Enable 1



EFM SSH /0O
racadm set iDRAC.SSH.Port <port number>

B LUERM T A

*  IPMitool GERFER IPMI 1180
Putty/OpenSSH GERFFH SSH 3k Telnet t#180)

£ IPMI 17 #Y SOL

T IPMI B9 SOL 2RFEFF{ER RMCP+ B IPMItool @it UDP @ik fEimElim O 623, £ IPMI 2.0 Bf, RMCP+ efsiti 545
INE. BIRSEEMRE. MEUREABSHENSTRENIIGE. BXEZER, 1557 http:/ipmitool.sourceforge.net/
manpage.html,

t

RMCP+ £ 40 M FFHM+#FIFFE (FFF 0-9, a-f M A-F) MEBHHITHMIIE. BUAER 0 M EEMMFFFE.
¥

X

ZE1ZZE| iDRAC B9 RMCP+ wfE %4 (BHEMBRER) ME. ErILUER iDRAC Web RHE DL iDRAC B A2
$A.

BREmMER

E

ZE M Management Station f£F IPMitool Bl SOL &1&:
O) | i AN E, AL iDRAC Settings (iDRAC i%E) > Services (BR%) hE L BRIARY SOL #BHF.

1 M Dell Systems Management Tools and Documentation DVD %% IPMITool.
BRRERA, BB (HHREZLIES) -
2 ESSERFEOP (Windows 3¢ Linux) , BITAT @S LU IDRAC FFif SOL:
ipmitool -H <iDRAC-ip-address> -I lanplus -U <login name> -P <login password> sol activate

Z %4218 Management Station EIEEIFE RGN BITIHO.
3 ZEMIPMitool IR SOL 218, T ~, RERT. (AS) .

®| 7E: IR SOL £iERKLE, {5Ei iDRAC HEHFMIHUETRSIS.

£ SSH = Telnet 173 &Y SOL

Secure Shell (SSH) #0 Telnet 2 A F#1T2 iDRAC e S1TIBERIMLE N . S LUEE E—iE O /BETiE RACADM F1 SMCLP 4
P

<o

SSH it T Telnet BIR £ . IDRAC (XX FH A BIBIEIER SSH A 2, HEBIABRBA. DRAC —X X EFHHEMA SSH S1EMA
A Telnet &1&E. EIUER SSH, E XA Telnet HIER Wi XY TERE SSH EFHHEHIMERMEMRENHFRT, BA KR
{# A Telnet.

{85 FA7£ Management Station £33 SSH # Telnet &YX O FFIEFER (540 PuTTY 3¢ OpenSSH) &E31%2 iDRAC.

@ | 3%: M Windows L&Y VT100 5% ANS| & 355 B 2R $1151T OpensSSH. 7 Windows &8/ #F F1E1T OpenssH £ S BUINEE T E
SELEEET (A, FESERWEHBELRERER) .

£ SSH =% Telnet 5 iIDRAC BIE < B, 15H1R:

1 BE BIOS LIBRBITIEFHIA.
7£ iIDRAC HELE SOL.

{3 IDRAC Web Bz RACADM /ZF SSH =% Telnet.
Telnet (i 23) /SSH (0 22) ik <—> WAN 3E#E <——> iIDRAC



@i f#E M SSH = Telnet M BLETF IPMI B SOL, EEBFERATINIARERF, EABITRIMBIEMRAE DRAC AT, TR
B SSH Bk Telnet 15HI & AL BRI R B R ERZENBITIHROMNEE. BITROEEEZERHE ANSI 5% VT100/VT220
&IHHY Shell £. SBITIRHIE BEIEEMEE SSH 3¢ Telnet 1T#H1& -

M Windows £ Putty {#FH SOL

® | i INEWE, EATLLEE iDRAC Settings (iDRAC i&E) > Services (FR%S) TEERIAEY SSH E Telnet #28+.
M Windows Management Station &Y Putty B3I IPMI SOL :

1 BITAT @< LLEREE DRAC
putty.exe [-ssh | -telnet] <login name>@<iDRAC-ip-address> <port number>
O BOSRTHEN. NEEFHEROSHRAEN.
2  B{T# % console com2 B connect LIEENI SOL H5IEFERS.
M SSH 8k Telnet MU EIRILBIZE RGN SOL RIECITH. FiAi0) iDRAC L {TIEHI&, 15E1E Esc #F 5. Putty
SOL E#1TA:
EFNBKRIEREFET putty HBIZERGR, R putty ERTIRERMBERTNEER:
VT100+ — F2 i@, 1B F12 Rik@id.
ESC[n~ — F12 i@, 1B F2 Ti&il@id.

£ Windows o, WIREEHNEMSISEIEFARIEE RS (EMS) 12518, NHHIERSTH A (SAC) LIRAIRESIR
IR B SOL & XFLHK. HAF— KK, REEME—HSEE) SOL 2iE,

M Linux _E#Y OpenSSH = Telnet {#F SOL

M Linux EIEu_ERY OpenSSH 8} Telnet B SOL:
©) | i InEWE, BATLLTE iIDRAC Settings (iDRAC i&E) > Services (R%3) TEEERIA SSH 5 Telnet &iEiBHT .
1 BEhshell
2 ERUT A SERE] DRAC:
*  XF SSH: ssh <iDRAC-ip-address> -| <login name>
T Telnet: telnet <iDRAC-ip-address>

O = MREHT Telnet BEMWBMIAROS GEO 23) , WO SFME Telnet HHLRE.
3 ESSETHFHAUTASZ—RE SOL:
connect

* console com2

XA LAY iDRAC EIZREIZFE RS SOL im0, #I SOL 215G, DRAC aé&1TIEHIB AT . IEMETELE XFHILFTH iDRAC
BTG, BEESOLSER, BXFIHWSBERERE L. RERF XA, EII SOL 2IEEE—EKATE.

®| SE: AT UE RS E coml SRiFHIE com2 KUER) SOL. EESISFIRE[/IAEIERE.
console -h com?2 ﬁ@ﬁ%%?%iﬁﬂiﬁ)\ﬁ%g Eﬁﬁﬁﬁ”ﬁuE’J%ﬁ?f\"‘zﬁ'ﬁ&%ﬁﬁii&i&"%ﬁlﬂzﬂ’\mgo
AEIRREHAXBEIA (FImK) K/NA 8192 NERF. AJUMERUTHSBILBIEEAE/NRE:
racadm set iDRAC.Serial.HistorySize <number>
4 IBHY SOL £iELAXAESNR SOL &1iF.
£ Telnet [ERIZHIS
9 VT100/VT220 {H B E BIOS EIlEHI &R, Microsoft #RIERGE _ERIF L Telnet B IRAIRETAIEME = BIOS R ERHE. MR

L IEIER, 515 BIOS =HIAE XA ANSI R UEHHER. B BIOS R EXBDHITIH LT, &% Virtual Console (EEH#FEHI
£) > Remote Terminal Type (ZIELRiRKE) > ANSI.



HEEEZ PR V00 EEON, BEREEEELEHANEOREBIZFRER 25 17 x 80 FIUBRNALEHRER. BN, §
L ARBFTRES HIELR.

E(FE A Telnet ERUEFHIE

1 7 Windows Component Services (Windows (A#4-fk%) &2 Telnet.

2 (EMMmSERE IDRAC
telnet <IP address>:<port number>

S8 AR
<IP address> iDRAC IP bk
<port number> Telnet A5 (AAREIEEERFHHO)
73 Telnet &iEHC E Backspace ##
R#7E Telnet Z i, 1M Backspace SBRIRES A TLATIRIMIZE R . Glan, S1EFEEEIX ~h. B2, KZH Microsoft F Linux

Telnet & Fum &R AT LAEL & J9 15 A Backspace #.
ERLE Linux Telnet 21E(EA <Backspace> ##, ITHMSRRTIHEN stty erase “ho FERRFTFENA telnet.

ZEf & Microsoft Telnet Z P LA Backspace (iRA%) #:

1 fIASSREFFEAD (MRFE) .
IREEBIEIT Telnet £1F, M telnet. WMRBEIEIT Telnet £1F, BHET Ctrl + |.
FERRHT AN set bsasdels

BB —%HE Backspace will be sent as delete,

7£ iDRAC & 1TiTHI| & b SOL &iEEHE

HiFF SOL RIEEENHSETAMEF. (X SOL KEREL A TTLURE A BERF
FEHFF SOL RIEERK, 1EM DRAC S {TIEHIG41E SOL 21E:

ERY SOL EEME, Enter #, Esc . T

SOL £1&FxH.

M Linux EBY Telnet IR SOL, #R1E Ctrl+].
RS B R— 2% Telnet 27R. #A quit LURH Telnet o

INRARTLRLLE SOL RIERHARIER, MEM SOL SIEFTREAR AT A, EFRRILEI, 157E Web A HHAY IDRAC Settings (iDRAC
®E) > Connectivity (3%3) > Serial Over LAN (LAN £1T) T&IE&HSITEHIE.

M LAN _k IPMI 5 iDRAC j&{&

BB E IDRAC BY LAN L IPMI U S Z A SHME(TINEBR LR LAN (FiE LR IPMI 54 . INRKELE LAN L IPMI, MINEBRSE
FEER IPMI 694 5 iDRAC BRE &[S

@ | #: IPMIERETF Linux BRIERGRHL 1PV il 3%,

£ Web R HECE LAN E IPMI

E2E LAN L IPMI:
1 7 IDRAC Web RE ™, % Z iDRAC Settings (iDRAC iZ&) > Connectivity (ZEE) .



RS B RM4ETIH .
2 7£ IPMI Settings (IPMI&E) T, EEEME, RE2E Apply (R -
BEEIRTMIESR, 18315 IDRAC Online Help (iDRAC BEWLEREN) .

LAN E IPMIigEEEE

£ iDRAC igE/AAIZFHBCE LAN E IPMI

ELE LAN L IPMI:

1 7£ iDRAC Settings Utility (iDRAC iZE2F1EF) #, 4= Network (R%8) .

1% &/~ IDRAC Settings Network (iDRAC i&EM%Z) 7M.
2 XF IPMI Settings (IPMI&E&) , f5EE.

BEARIETNIESR, ES18 IDRAC Settings Utility Online Help (iIDRAC & & /A FBIZF BRI A58
3 &k Eid Back (JFiR) . Finish (58R%) #Yes (2) .

LAN k£ IPMI & BEEEE.

£ RACADM {if & LAN L IPMI

1 BHALAN Lk PMI
racadm set iDRAC.IPMILan.Enable 1

®| 7 g EAHEMEA LAN £ IPMIEORITH IPMI 84, HXESER, 155 intel.com LK IPMI 2.0 #4%.
2 FHIPMISERUR.

racadm set iDRAC.IPMILan.PrivLimit <level>

B UPRZRH
<level>=2 ===
<level>=23 BER
<level>=4 EIER

3 WRFE, BE IPMILAN FEZR.
racadm set iDRAC.IPMILan.EncryptionKey <key>

S i
<key> 20 NEFFREEAR B REY 7t HIAR .

® | 7: iIDRAC IPMI 35 RMCP+ thill. BXEZIER, 1HSI7 intel.com L/ IPMI 2.0 ##%.

RAZEHiziE RACADM

AT UE R IDRAC Web R E sl RACADM & ek 2 FITiE RACADM: BAIUHITEITR S AMEFE RACADM £1F.

@ | & RIAERT, SRMAIZRE RACADM.

£ Web A HE /3 A ZHiziZ2 RACADM

1 7 IDRAC Web RE, % Z iDRAC Settings (iDRAC iZE) > Services (R%) -
2 £ RACADM T, EEFIFIEW, RERTNA.
e RACADM EIREIEIF B A ER.



£ RACADM B A Z A iz 2 RACADM

E: BiY{FE R AN RACADM ZEl#E RACADM EiTiXEHS.

+ EZMiRiE RACADM:

racadm set iDRAC.Racadm.Enable 0
+ ZRRIEIE RACADM:

racadm set iDRAC.Racadm.Enable 1

& A #th RACADM

ZUABER T, AHh RACADM BERH. EZA, B8 ZRHELIEXREN RS LR DRACELERE.

BRSERZ L IPMI

EZERGH, 1BER Dell Open Manage Server Administrator LAB S ZR IPMI . BXEZER, 152 H dell.com/support/
manuals _EH Dell Open Manage Server Administrator’s User Guide (Dell Open Manage RSS2 EIE R A FEE)

5¥: B iDRAC v2.30.30.30 KES MR ALR, IPMI XTFETF Linux BRERS % IPve Hilitthil .

A5 FHAER HTEHISECE Linux

U T£B45ET Linux GRand Unified Bootloader (GRUB). R {EAARAGISMEIERF, MEELXMHEX.

@ | #: ZEEEE P VT00 iEEON, HETEEAELEHSNEORMREFZER 25 1T x 80 SILIMAXEERETR. &
W, ALYERRUESHREL. &, FEXARRTESHIEN.

2B T B4R Jetc/grub.conf T :

1 HBISCHEAY General Setting (BEMIEE) HHFRMUTAHE:

serial --unit=1 --speed=57600 terminal --timeout=10 serial

2 ERRITLEEMEAED:
kernel ............. console=ttyS1,115200n8r console=ttyl

3 EZHGRUBREFEAEAERAETIANER. BN, GRUB REASERTE RAC ERlIEHIE&d. EZRHEEAT, HIFBEU
splashimage FFRBYIT.

U RGIRH T R Zetc/grub.conf 32, TBRTEILEITFE AR E I,

grub.conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You do not have a /boot partition. This means that all
kernel and initrd paths are relative to /, e.g.

root (hd0,0)

kernel /boot/vmlinuz-version ro root=/dev/sdal

initrd /boot/initrd-version.img

#boot=/dev/sda

default=0

timeout=10

#splashimage=(hd0,2) /grub/splash.xpm.gz

e

serial --unit=1 --speed=57600
terminal --timeout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)

kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi console=ttyS0
console=ttyS1,115200n8r

initrd /boot/initrd-2.4.9-e.3smp.img



title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00)
kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s
initrd /boot/initrd-2.4.9-e.3.im

4  ERMAZA GRUBAUIRIET RAC RITERBINEMEHRERIE, BUATITRMEIFTHIEL:
console=ttyS1,115200n8r console=ttyl

AR console=ttySl, 57600 iniNE] T E—MEDI.

0]

) REWAEM. X% MEM IR ST OREERN S RER.

RFES|ISEERIEMES S

FEX M /etc/inittab 1, FE—1TLATE COM2 &1TiR O LR E agetty:
co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

AT BB R A TR RGISC .

#inittab This file describes how the INIT process should set up
#the system in a certain run-level.

#Author:Miquel van Smoorenburg

#Modified for RHS Linux by Marc Ewing and Donnie Barnes
#Default runlevel. The runlevels used by RHS are:

#0 - halt (Do NOT set initdefault to this)

#1 - Single user mode

#2 - Multiuser, without NFS (The same as 3, if you do not have #networking)
#3 - Full multiuser mode

#4 - unused

#5 - X11

#6 - reboot (Do NOT set initdefault to this)

id:3:initdefault:

#System initialization.

si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc 0O
1l:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
l4:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

#Things to run in every runlevel.

ud: :once:/sbin/update

ud: :once:/sbin/update

#Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#When our UPS tells us power has failed, assume we have a few

#minutes of power left. Schedule a shutdown for 2 minutes from now.

#This does, of course, assume you have power installed and your

#UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
#If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels
co:2345:respawn:/sbin/agetty -h -L 57600 ttyS1l ansi
:2345:respawn:/sbin/mingetty ttyl
:2345:respawn:/sbin/mingetty tty2
:2345:respawn:/sbin/mingetty tty3
:2345:respawn:/sbin/mingetty tty4
:2345:respawn:/sbin/mingetty tty5
:2345:respawn:/sbin/mingetty tty6

o Ul W NP

#Run xdm in runlevel 5

RS SMEEEFRIRERSGRMEITEER (Fi0 GRUB = Linux) , N BIOS Redirection After Boot (B|BEEE



#xdm is now a separate service
x:5:respawn:/etc/X11/prefdm -nodaemon

TE3CH fetc/securetty 1, £ COM2 RUSRAT tty BIREIE—1T:

ttySl
T RGIE R B IS TR RGISC .
@ | i*: EATHETRFS (~B) FERITIEHI& _LEM IPMI TRBT Linux Magic SysRq ##4 .

ve/l
ve/2
ve/3
ve/4
ve/5
vc/6
ve/7
ve/8
ve/9
ve/10
ve/1ll
ttyl
tty2
tty3
tty4d
tty5
tty6
tty7
tty8
tty9
ttyl0
ttyll
ttysl

YR SSH IBTBA R

EfER SSH 1Y 5 DRAC 15, EXF FRFIILMNSHERS R,

%.18: SSH BEAH R

BFRER Hx
E| O 91113
N4A ssh-rsa

ecdsa-sha2-nistp256

ERINER

BEART curve25519-sha256@libssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256

diffie-hellman-group14-shal



HRER Bk

Encryption (iNZ%) chacha20-poly1305@openssh.com
aes128-ctr
aes192-ctr
aes256-ctr
aes’128-gcm@openssh.com

aes256-gcm@openssh.com

MAC hmac-shal
hmac-ripemd160

umac-64@openssh.com
48 b

@ | 5%: INRB A OpenSSH 7.0 ESKRA, DSA AHLBAXIFEEM. H T MR iDRAC WEFHLZ LM, Dell @IFSH DSA 2

HB|AXE.

% SSH £l AL LG WE

iDRAC X #Fi@Bid SSH fIA L ZEALEIE (PKA). X2—TURIEIINEE. EFRREMER TET SSH B PKA BY, A NE R DRAC
MR AE. XMTFREBHAURITEMIGIEEEH. LEMNBHLIIA RFC 4716 3¢ OpenSSH 18R, BN, HubsEik
MZIERBIEA

EEAERT, ST Management Station LA R—FABM AL, F QLA L5 ZE] IDRAC A P SSH B RimsERTA
BFZAENEIELS DRAC Z BMIfEEXR.

HRAILUBRE A T A EE R AL HIAE R
¥ FIEIT Windows B Fifs, £ PuTTY Key Generator R FRTEFF
o XFIBIT Linux I AR, 1 ssh-keygen Clo

i@ % IDRAC LR TEESAFEARSNAFFREZNR. BRRKSRSERT “BEX BRATHRAR. RAL
RRMA TSR EMAFPHERE. XAEUEMMREMAF. BFK SSH BAEES. Eik, MEHESELRR.

L&, EFFM/HMER SSH BANEBRTEZEAFOAFIIR. R FAFEEH AP SSH Eif. BNEH
BT LEAER

4 AR 1E Windows FEARNAHRER

E(FE R PUTTY Key Generator I FRIEF I EE AR .

1 BENAREFHIEE RSA (EREHRE,
MANZHRAIE . SHIENT 2048 F1 4096 Lz BIEIHIEK
BEER, BRIEREEORHBINERR.
RS E K.
4 IEFLUENEAEIETFE.
5 iﬁ‘)\ﬁﬂmﬁuﬁﬂ%‘%ﬂo
REALIIEZHA

h



4 BAE Linux P{ER B 254A

E(F M ssh-keygen NAEFEIEEAREL, HITHRIHE OHE shel IBRF TR, #IA ssh-keygen —t rsa —b 2048 —C
testing

He:
-t 22 I'SQs
—b IEIIRE T 2048 F1 4096 Z [EHYINERIE
—C RIFERAHBRER, ZEMEAERN.
® | I ERR KIS,
RIRARRME. fOMITR, ELEAHEH.
{2/ ssh-keygen M Linux BI23EE AIFIATZ 4716 183 £ ssh-keygen -e -f /root/.ssh/id rsa.pub >
std_rsa.pub {§EAHEEA 4716 BX. FTEFBHATHRBUR . LF316EBRIABBRETHE .
@ | #%: IDRAC T3 #5#4AH ssh-agent %

% SSH %44

EBAIAA FE A ARSI RELBAUE SSH #EO LER. ERMARBAZE, BHASTEEAREERE, UEBINES
Fho

RINER AT ZREART, BRI AR ZARERN T HHZANESIF . DRAC THITIRE AR ERMETZAMBR 2 BTE0ZE4R. 2R
AR, WRBH SSHIEOBIEEER.

£ Web A HE L% SSH &4%A
2%k SSH 24A

1 7 iIDRAC Web R, # Z iDRAC Settings (iDRAC i&&) > Users (FBF) > Local Users (ZHFF)
ItkAf& B 7R Local Users (AH#bAF) TIHE.
2 f£ UserID (AR ID) %lfh, BHEAF IDHKS.
18 &7~ Users Main Menu (FAFE3EH) TiHE.
3 7t SSH Key Configurations (SSH Z4ABCE) T, %1% Upload SSH Key(s) (_E#i SSH #$H) , AF&E T Next (T—#) .
1% £ 7 Upload SSH Key(s) (% SSH #4f) T HE.
4 BEUTARZ—LE# SSH %4
EEBA
BEAHHAE SHIBISTAIE.

BXELIEE, 555 DRAC Online Help (iDRAC BEHNEEEN) .
5 BEHRA.

{5 RACADM _t#; SSH %48
% F# SSH %4A, IBeiTU TS
© | iF: EHMEHEATREERSRT

FtF A RACADM: racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <filename>
+ SFFEA Telnet 3k SSH BUILFE RACADM: racadm sshpkauth -i <2 to 16> -k <1 to 4> -t <key-text>

|



flan, EEAXHEEYZALBIE—NBHATE SR DRAC AR D2, HEBITATH%:
$ racadm sshpkauth -i 2 -k 1 -f pkkey.key
©) | 5E: - £ IRIAE telnet/ssh/serial RACADM EARZ X #F.

& H SSH %4
AMEEE 5B DRAC HEH.

£ Web A HEZEE SSH E#H
&% SoH B4

1 £ Web REY, % Z iDRAC Settings (iDRAC iZE) > Users (AF) .
ItkEf& B 7R Local Users (A&#bAF) TiHE.

2 {fEUserID (AP ID) s, BEHEAFIDHS.
1% 7R Users Main Menu (FAREHH) TTE.

3 7ESSHE{AELET, EEER/MER SSH WA, RARBEHT—H.
% 27~ View/Remove SSH Key(s) (ZE/MIBR SSH #4A) TTHERZEAIFMEER.

Ips SSH 4R
EMBRAEXZHZ G, BHREEZHEERIREN, URIEMZH.

£ Web FmHEMFR SSH %A
ZEHIRE SSH 234R

1 7 Web REE, % Z iDRAC Settings (iDRAC i&E) > Users (AIF) .
kB4 B 7% Local Users (M) FME.

2 £ IDFH, EIFAFIDHRS, REHEE Edit (88 .
B8 7R Edit User GRIERA) TUH.

3 £ SSH Key Configurations (SSH Z$AELE) +, % SSH H4H, ABHE T Edit (FRH) -
SSH Key (SSH #4$0) TUE% &R Edit From (4#BH) #i5.

4 SIEMBRAIZEEETE Remove (FBBR) , SAEHET Apply (IR -
Pt 22 4R B4 AR o

{£F RACADM ffllf%: SSH #4H
EMIBR SSH 2550, BEITIL T 44!

13E%F4H — racadm sshpkauth -i <2 to 16> -d -k <1 to 4>
FrE%4] — racadm sshpkauth -i <2 to 16> -d -k all



B E FH P A AR

AR B A B EPIRMA PR, (BEFAEAEH) , LUER DRAC EREMAGHEF RER M. BABAT, B
EHESMKAFECE DRAC, FUABAT, DRAC RRZMEBRIRGREREE. (FAEER, BULLURERFIKS, URITHMERR
i7718] DRAC. BXEZER, ESRMSRMBRAN

TRV E AR PSR P ERRS, 30 Microsoft Active Directory 3% LDAP, LUSER K, A BRBRSARE— N EFH
B RERFZIE A KA

iDRAC X #ETABITBIAEG—EXKNIRNAR. ABRAUEEER. #ER. RiESE. ABRATEXTRIRANR.

S

BUERMA PR NEEFEAN
Bt B A

fil & Active Directory FA
FCE @A LDAP AP

EWERRNA R 2MEE T
AT IREE XA QR IER A A 2 BRI E RN FHIEAESR.

O | & BBLRFE—NATFEN—IEFE, —MEFH—MEHFH.
RIS AP RS, A TP

% 19: B AMAPE T

FHF KE
0-9 1-16
A-Z
a-z

T HESBRKO)*/ 2@\ A {])~+<=>

&®. 20: B ERNEBFN

FHF KE
0-9 1-20
A-Z
a-z

CIES% &),/ 2@IN]A (|~ <=

® | T BBt ARG FRNAARMEE. B, Dell BI{UEALATENFH, URRAEEONESM.

|



@ | F: MBXZMAPBAEBLPRITFNFFRHMEILZHRERER. IDRAC IHHBETHZREE W HMELZEREFHELF

FEFEFE <, >, GBS) .

i BYUERB/\IMRESFHNEREN, FESIEFE. XAEFE, HFNERFH, UEEREN. CEUENELE
B (ARATEE

BB 73t A P

fErT LU 45 E I iB) PR 7E IDRAC HECE %14 16 NAMA R . ABIZ— IDRAC A FHT, FRIEREFAEMHERTAA. EAILUE
AXERAFMRRISER RS, BEMfAE. ERLUEREM DRAC RIFAE (B) Web FE. RACADM 3k WSMan) B A FR&F
B, HEWUERSERSNHAFE SNMPV3 BE.

£/ iDRAC Web R HEECE AR~

ERMANECE A M iDRAC R -
@ | & B RABEER FIIRZ IR DRAC A/,

@

1 7£iDRAC Web E ™, %% iDRAC Settings (iDRAC &) >User (FAF) .
tkBt4 B 7% Local Users (AMFA/) TE.
2 ZEAPIDFIH, E&EAF IDHS, REET Edit (GHEB) .

Ol BA1BAT PMIESRR, EREESHRE.

&7~ User Configuration (FIFEE) T HE.
3 /0 User Account Settings (F ik /iZE) F1 Advanced Settings (BRIEE) ¥FMEEUE BRI,

Olx: ERAAA D #EEAANAAL. ERHNEARE GHOBR) . ShTUSARAN LAN SURES]. BT 048R
50, LAN ERITIRES. SNMPv 3 I, ISIFRBFRFARE., FXFERWEZER, 18EIR /IDRAC Online Help
(iDRAC EX#1#3EBh) -

4 B Save (R7F) . HISBIEAEBMENIRMAF.

£ RACADM B At

® | E: IR F root B3R 87T Linux 2% E3T RACADM 4.
&R LAfE ) RACADM BLE—4 8k %4 IDRAC A F.
EFEREREERERBUTSEBEES () IDRAC AF:

SEKTIHHI RACADM 7R fl, 8I# RACADM #r SHIMALIESC 1, REAZNZE RS ERITIZH AR .
EERAR—EREXHHEEE RS L3 DRAC BLE X HHHT racadm set FH<

INRIGIEAEBLE FTHY IDRAC B E BB A racadm racresetcfg ©4, MR ERSHE _EBIAR DRAC AR ZFNER., racadm
racresetcfg B2 A48 IDRAC ERHERIAE.

O | E—grtEE, TUBAMEAAS. Bit, APEED DRAC LTRLETRNRSIS.
EREAPREHE, SIRIEARUATHS (1-16):

racadm get iDRAC.Users.<index>.UserName

ZANBHIFER D eE5HYFIE—KIIY. ZFIHFEE iDRAC.Users.UserName=. NIRAFRBERE =F, WERXAESIH
=,



@ | #E: EAAFIA
racadm get -f <myfile.cfg>

HEENMmE
myfile.cfg
X, HhaiER#A DRAC EBESH.

%%FHF'F‘FE SNMP v3 B4, &{#F SNMPv3AuthenticationType. SNMPv3Enable. SNMPv3PrivacyType 5% . BXELEL,
215 dell.com/idracmanuals 19 RACADM Command Line Interface Reference Guide (RACADM #4&1TRESEIER) .

WMREBERRSEE ECHREERF, i&EH AuthenticationProtocol. ProtocolEnable 1 PrivacyProtocol B 143 /2 i SNMPv3
I8IE .

&8 F RACADM 377 iDRAC Fi

1 RERSIMARA.

racadm set idrac.users.<index>.username <user name>

8% iz
<index> M—r AP &S|
<user_name> FHF%

2 WEERE.
racadm set idrac.users.<index>.password <password>

3 WERFPR.
BHXEZER, 15357 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @& {TAHESE ™M) .

4 RBRAAR.

racadm set.idrac.users.<index>.enable 1

FIE, BAERAUTHS:

racadm get idrac.users.<index>

BXEZESR, 15217 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
DS ITRESEIER) .

BHEEMRR iDRAC A

EREAHEEENRMAR (ETHERRN
1 BETRAARRS

racadm get iDRAC.Users <index>
2 (FRFAFPZMBZBBBEANUATHS.

racadm set 1iDRAC.Users.<index>.Privilege <user privilege bit mask value>

Of i BIARIER 0, FRALZEEBEMNR. MBISE AR ERAIERBENTIFR, 525 dell.com/
idracmanuals L i/DRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM PSR EBEIER) .

fid & Active Directory A

MRER 2 BIEM Microsoft Active Directory #X#4, ABATRTLABL Eizdk {4 LURHRT IDRAC BOILIEIILER, MM RIFEEERRS FH9I
AR FARMIDRAC A PIURHZITIES]. XEZ—TUHRINAITIEE




@ | #: Microsoft Windows 2000, Windows Server 2003 #1 Windows Server 2008 #{EZ& %t 373 Active Directory iR 5|
iDRAC AP

R LBIT Active Directory Bt & i P SIS IE LIS FE] iDRAC. it A] LUREETARMIEN, FEEBRENSMNAFEEREN
R

ZI

iDRAC KB BFIIURZENIT—RIRZREN. AREAA:

#%.21:iDRAC 5
Baix—& A—R Privileges (4ZBR)
EIER EIER ”‘i\ RE. RERF. BHE. RS, HEEIMEE S, HEIEMUN
B RGRME. B
BRIER SE T j;;ft::ré ME. REES HRELIEHIE . HEIENNTR. REHRE.
Rix RERRP gx
I I I
. 22: iDRAC FI FIRIR
Banx—K B— L
X &% DRAC SIFRFPERE DRAC.
iE fic B iDRAC SLIFR FECE iDRAC.
BEEMAF BEEMF fER PRI AR ITHRRE B P BI R S
A& HREE ERPUERARZEMHHE (SEL).
ARG EHIFNE & RS AT EH R G KA EEFH.
e AT & e ELIEHIEEER GER EAPFUBITEMIZSHIE.
FIIRARSER)
LR e
B AT R B E AT R £ PRI LS TRIE A EEHA T B
R MK ER RIFURSBAN AR A ER P LENE RN EGUARESHHEITIER.
Wik PITIO WA < ERPATLUSITIZH <.

%t iDRAC £ Active Directory I&iFERTIE &4

ZE{#H iDRAC 9 Active Directory SAIEIETIEE, HEFRERITRINRIE:

EREH Active Directory ERtZEH)., BEXEEZELR, 1ES% Microsoft /i .

1% PKI 8£a%Z! Active Directory ZAliZe44. iDRAC {ERFRAENAERIZEHM (PKI) ALHISRRLIIE Active Directory. BXEZER,
15415 Microsoft M

)



£ DRAC EZIMFBEIESIR LERZEEEFE (SSU), UMIERAEHERISRNREM.

i HlsE BB SSL

24 iIDRAC j@id Active Directory 185 HI 8538 E A B, EISEREEHISEBEI— SSL £1F. EXERAERA, BiEHEss s ML mEIA
JEHA (CA) ZZH9IEH — ERIEBth FE ] iDRAC. N iDRAC IIE FaRgHEHI 88 — it 2T 2 Fiishlse — izidiishigs
MEERE CAZEHBAT SSLAIER.

4N SR 1418 F Microsoft Enterprise Root CA A48 BN ET A 85I 22 S BCE SSLIEH, Mwssi:

1 EEMIEHIEE ER%E SSLIER.
2 BEETHIZER CAIER S HE DRAC.
3 5\ IDRAC Ef SSLEH.

Z R B MYIEHIEER0 SSL EH

LR MFITHIRR SSLIEH:

—_

B Start (FF#4) > Administrative Tools (I TEH) > Domain Security Policy (HZ4&%HE1) .

2 R Public Key Policies (AILFEFATRE) tiEk, A#E% T Automatic Certificate Request Settings (EZNIFBEHIFEE) H&
i Automatic Certificate Request (BEBHEHERIE) .
1% 2 7~ Automatic Certificate Request Setup Wizard (EFIEBHIHZEES) -

3 B Next (F—2) Fi%# Domain Controller (iFi=Hilg]) .

4  B# Next (F—2#%) , AFH T Finish (FERL) . SSLIEBER%.

T ISR CA EB S E iDRAC

@ | 3: SR RGEE(T Windows 2000 SREEAIMIE CA, U TFHRALERRE.
B2 HI 28 4R CA IFB S H ZE iDRAC:

¥ B3E1T Microsoft Enterprise CA AR RUIEIEHIZS .
BEFE > BT
BN mme, AFEE OK (BEE) -

7£ Console 1 (#ZFI& 1) (MMC) B, # File (32fF) (F£ Windows 2000 &% _EN & Console (3EHIE) ) HiEiF
Add/Remove Snap-in GRM/MBEEREATT) .

5 7£ Add/Remove Snap-in GRIN/MFREERST) HO4, £E Add GRID .
6 7f Standalone Snap-in N EIEEBIT) HOS, %£3F Certificates (IEH) H# & Add GRM) -
7 1%&¥ Computer (ITHAHL) H & Next (T—5) .
8
9

DN -

EEAMMEN, BF5ER, RERTHE.
7 Console 1 (#&#l& 1) BO, %3 Certificates (3EF) Personal (1 A) Certificates GIEH) x4k,
10 HREBHABEBESR CAER, EEMREES, RERERY....

1 ¥ Certificate Export Wizard GERFHES) &, & Next (T—#H) HiE#E No do not export the private key (X, F&H
HEER) .

12 B Next (T—2) Hi%#% Base-64 encoded X.509 (.cer) (E-F 64 {431 X.509 [.cer]) 1EAIER.
13 B Next (T—%) HBIEBREZRFELNER.
14 BEDSE 13 PIRTEFERIIEE L8] iDRAC.

B\ iDRAC El¥ SSL iF+H

iDRAC SSL iEE 2T iDRAC Web fRSZE5HIMERIER . FrE IDRAC iEH| 54 B B BIABE K RIEB.



nER Active Directory AR5 #51& B ATE SSL SIEVIRUMERIIER Pin, EHEEL iDRAC BREEFIE+H _E15 2 Active Directory 3%l
8%, R Active Directory 7E SSL £iEMA AR AR PITE PIRIEIE, WAEEX—FINEE.

O | iE: RRGEST Windows 2000, M FHBAEER.

@ | 7%: 4N iDRAC [E# SSLIEHRE CA FRKIH A% CA BIEL ELM THIEFIRN “SEENRNENE" JIRD, BIRTE
gLl b B

% IDRAC Bl SSL IER SRR BBIZHIZR G EMIERTIR:

1 fEMLT RACADM %4 T & iDRAC SSLiEH:
racadm sslcertdownload -t 0Ox1l -f <RAC SSL certificate>

2 fEmiiEHlgE L, $TFF MMC Console (MMC #5#1&) & O3 Certificates (JE$) > Trusted Root Certification Authorities
ZIEERRINEND) .
GEPHIED, EEFEEFHEESAN.
B Next (T—#) FHIEE| SSLIERTH -
5 EEMIUTHIZRNREEMRINEN T L3 IDRAC SSLIEH.

IMREREBEIHIED, FHRAIERZ R CA LT Trusted Root Certification Authority (RI{SEVIRIERHA) Tk, R
ZHMAEY RS, NS AEREHBIERISR EREE,

6 BE Next (F—F) HiEFEREE Windows RIBIER LB BNEIFIER FHEEX, SHERAEFHE.
7 B Finish (GERR) FH#3 OK (M) . 4% iDRAC El# SSLIER S A B FR BiiEHIEERAIERTIR.

Y ¥R Active Directory I8 F#/1il]

&R LU I A Fh 75 7£ 1 A Active Directory E X iDRAC A P a4 PR -

IR EZEHRRR TSR, X Microsoft BYERIA Active Directory 2E31 % .

o VMR REBBE XM Active Directory 3R . Fr G 1a)IEHI3TREBTE Active Directory 43P, BIRIE T RAMWR AN,
BB EMIRR R ARE IDRAC LELE B ik El iR .

¥r/EZEH# Active Directory 15

W T B, A Active Directory SERR {5 FAFR/EZRMIZEZEAE Active Directory #1 iDRAC E#8#HTHECE -

[& 1: {£M Active Directory ¥riEZ2#IEC S iDRAC



1E Active Directory 1, FRfEEXMRAERELE. BB DRAC IFRIBRMA PR IZAGRENRKRRA. A TIRFIZA P4 E IDRAC BT
BIPR, FHEERE DRAC LR ERGEZMEEER. AEMIREAEE IDRAC EENX, MAR Active Directory . %1
EEA IDRAC FELE 5 MNE&E. RIIARSERTRIANAEERIR.

&. 23: AR BANR

i RN PR R 5 BT H0R UEC T

AEE" x 3 iDRAC. BZE iDRAC, 0x000001ff
BEERAF. BBRAE. TR
St s. THaELEH
a. WiEEMN R MR
Rk MITISEISS

AfHE?2 x %57 DRAC, BZE iDRAC,  0x000000f9
HITHRSS=iEH4S. HoE
UTHIE . FRERA R W
WEHR. WITISHTHS

e 3 x 5% iDRAC. 0x00000001
A 4 x RAE DR 0x00000000
mEE s x HESENR 0x00000000

@ | “firims” @R RACADM & BfRESMR A .

BRIHFMZIEFE R

WRFABERAFAMARNE (BIEHRER) AEREES, MWXFEEAE DRAC EECEFEHEFIL. EXMBAEELP, ZFMAA
%A,

MRBERAFPMARE (BEREH) RkBZMIP, Wi DRAC LR ELBBRMS[ M. EXMSEFRS, FE
REedMRESLR (NRE) LIABRELER.

fic E 4542244 Active Directory

R E iDRAC LL#{T Active Directory & Fia]:

1 & Active Directory BRS% 88 (iis#I88) £, FTFF Active Directory FAPFITEN EIEE T,
2 BEBASGZIFINELE. 15 Active Directory Fi F1EJ Active Directory BRI RIFFITIRAN, {EEAEMSI5IE) IDRAC.
3 £ iDRAC L{£F iDRAC Web R RACADM ELELHZ . BB A EIIR.

£ iDRAC Web A M fic 2 B BFrAHEZR4IEY Active Directory

@ | = BX&FRIESR, BSH IDRAC Online Help (iDRAC BXHLEEER) .

1 7 IDRAC Web RE ™, % Z iDRAC Settings (iDRAC iZ&) > Users (FH/) > Directory Services (BRR%) -
R R RERBSE.

2 1% Microsoft Active Directory %1, A8 Edit (RZA) -
R&EN &7~ Active Directory P B S&ETIHE .

3 i Configure Active Directory (BZE Active Directory)



10

M

12

1% &7~ Active Directory Configuration and Management Step 1 0of 4 (Active Directory L ETIEIESE 1, £4$) A,

%5 Active Directory (AD) AR =51BERT, FIEREE AUEBIUEH B3 SSL E VG ERBI BT A A EA A ZEZ2RN R FIER . Xt
Fit, “FdEEEIEHIZRME/F/EAR FADN « XBET—MERTHK. Eitt, HEMKRZEFIEMREE DNS .

B Next (T—2) .

1% 2 7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory FiEMEEFE 2 4, 4 %) @A,

/B Active Directory 3£#&E % F Active Directory BREZZFA M AL EELR . I, #EETE DRAC BRiTFEH iDRAC M
#4358 Active Directory BNz BB 8] .

O| s MBIEPRIEC B, BEEHSHSBRS B2 F4%F FQDN. #fR DRAC Settings (iDRAC &) > Network
(M) »

B Next (T—#) . J5E 7~ Active Directory Configuration and Management Step 3 of 4 (Active Directory B EFIE L 3
®, *£4$) THE.

i%#¥ Standard Schema (FRAEZEH) H BT Next (T—H) .

1% 2 7~ Active Directory Configuration and Management Step 4a of 4 (Active Directory EEEMEIRE da H, £4$) TTAE.
I Active Directory 2 fR4mR AR S5 SR AUALE H15 2 A THRAUA PR .

g Role Group (Ffail) BLErRERMER T H PIIEHIRAURES .

1% 2 7~ Active Directory Configuration and Management Step 4b of 4 (Active Directory It EFIEHEE 4b 5, £ 4P) T1@E.
IS EMPRF 2 E Apply (RIA) -

1% R Fi% & 3 & 7= Active Directory Configuration and Management Step 4a of 4 (Active Directory ECEFIEIEEE 4a 5, 3£ 4
¥) TH.

BEHETERM. FROELRMEY Active Directory 1% & BNEL B 2R .

£ RACADM [ & A 5FrES243RY Active Directory

1

ERAUTHS:

racadm set iDRAC.ActiveDirectory.Enable 1

racadm set iDRAC.ActiveDirectory.Schema 2

racadm set iDRAC.ADGroup.Name <common name of the role group>

racadm set iDRAC.ADGroup.Domain <fully qualified domain name>

racadm set iDRAC.ADGroup.Privilege <Bit-mask value for specific RoleGroup permissions>
racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalogl <fully qualified domain name or IP address
of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalog2 <fully qualified domain name or IP address
of the domain controller>

racadm set iDRAC.ActiveDirectory.GlobalCatalog3 <fully qualified domain name or IP address
of the domain controller>

o HINEBIEHISEA SR (FQDN), MA =AY FQDN. 5130, i servername.dell.com MAE dell.como
- BXBEACEANRNAIELE, FSRNAACHNER,

© BRECRE=DEIERIS IR —1 . DRAC RIMOERZT S ECERMIE, BRSSIMINERAIE. ERRER
Fart, X LEE R A & B AT RYIEE T R AL .

« RERPKAMARELTAEEN, RERNFFREERMRMSE. ESMEHNBERT, NAUEMRERE.

o WRIERIECER, BELFEDIEER FQDN 5 IP it 5 SigiisHI 28 B Y Subject (FE8) 3k Subject Alternative
Name (ERZABIR) FERIHE.

+ EHESSLIEFHEEPEMIEPEIE, FRAUTHS:
racadm set iDRAC.ActiveDirectory.CertValidationEnable O
HEWFERT, TFLENENA (CA) ER.

« EfESSLIEFEREFESBITIERRIE (FHE) , FRAUTHS:

racadm set iDRAC.ActiveDirectory.CertValidationEnable 1



FEIERT, LIERUATHS LS CAIEHR:

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

O i+ mBIEHRIICER, HBiEEHSHBRES B2 B4%F FQDN. #{E DNS B7E Overview (#£1) > IDRAC
Settings (iDRAC i&E) > Network (M%) TIEMREE.

AT RACADM #5 & AIEMA
racadm sslcertdownload -t 0Oxl -f <RAC SSL certificate>
2 3R IDRAC LE2/EM DHCP H BB/ EM DHCP fRSaFIEMAY DNS, MIMAUTHS:
racadm set iDRAC.IPv4.DNSFromDHCP 1
3 4R DRAC L2 A DHCP s & EARFFIMA DNS IP Htik, IHEHALLT RACADM #4

racadm set iDRAC.IPv4.DNSFromDHCP 0
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

4 MREERERFEHIIRUEAZERE Web FARAFTMARFE, WEAUTHS:

racadm set iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

BRZAALE 40 MRAFE, RIHSNT 12140 Z (8.

3R 4244 Active Directory #E1a

R RIAER S REZE Active Directory 22493 & .

I RN R MR

T RZEAFE R Dell KEEFTR AN DRAC FIRPR. XIFFEEEEBE T IR FHIEFRPREER iDRAC, Dell XEAXTRBIZIA TS EIIEHIFIFR
(ACL) fFBEEIE AT EIE R ETE iDRAC MR RFTEE.

BINBIRT, Dell KEAXFTR A UEAL Active Directory IR EVFF AR WREZEH Dell REXXT R 4K, % FKEX XS R ARG
TRk PFIE. XATRESFH A IDRAC et EIMIR.

BREWFERYT BRI, Dell EBWAZRAEYT RIS E A Dell KEAXT R ALK

Active Directory 22433 &

Active Directory #¥E 2 /& 1450 264957 7 zCH#5 /. Active Directory RS & MM LUAE RLRINS & 2 FERIRE PRI BIERE ., AP
BHIBEREENZEN—NR0. BPEBRMEMN—EROEERFANEFE. R, BiIFSEE. BRLUEERNE SIS E4m X
Fe# /R Active Directory 26#5/E, LURRIEEEXR. Dell I BT 54, UBELENER, Z#HEM Active Directory #HTIRIEEIRS
I IEFNIFIR

AMEBEARSN B REMP BN BE K EER A TUBTE— ID #ITEX . AT RIS ID EEANMTAAIME—E, Microsoft 43T —
Active Directory STRIRBIFF (OID) #iEEE, LUEARERT BAMBIZAM UREE—EHF BT EHMARLENR., B R
Microsoft Active Directory 92244, Dell L2 TRMEI B RIRZHBE LM — OID, E— RBLUKM—XEEM D.

VRERZ: dell
Base OID 2: 1.2.840.113556.1.8000.1280
* RACLINKIDJEEIZ: 12070 to 12079

iDRAC 224434 RR#%E b

Dell #" R T RN EIE XK, RENKXERYE. XEEMTRTISAEE—ESEMRE A PeESER—/N %/ DRAC % F. LttH
SAEBREHRTRANREE, MK ETHZMHARAF. DRAC 1BRF IDRAC R&HEE, +HEIE.

|



T EI8ES Active Directory SRR ITIIEFIR AL M 4E LY F M3 IDRAC &%, HRIZZED — PR RA— IDRAC & &
MR EAUGESNRENR, SPREMKBALURFREZEIEEZ A, AFAS DRAC IREXR. AP IDRAC AFA
A ARl A RIS AI AR

g, BNEBENRER e (3, TLEHERR. BPAS iDRAC IEEXTR) Bl—MURNR. RFAIFEBSIEHEE
iDRAC & EHIEANFH PR

iDRAC & & X R 2% iDRAC ElfaVEERE, BT &if) Active Directory LA TIRIERNIZAL . 1% iIDRAC SRMBIMEK G, BIBRWLIER
Active Directory Z#RECE IDRAC R EIE&EXS, LUER A LIEIE Active Directory HUTIEFIZI . ko, BIBSRITHHIE IDRAC
RINEE D — KB RUE R P eEBHITINE

TE R R AR B IERIZ T FE R R &R

( iDRAC
\ Association Object

- ™~ i 3 e 2

[ Users) 4 A /" iDRAC
\ Group(s) fiyliega.coiee Device Object(s)

[ 2: Active Directory &I #EG S

HAIURBEEVEETERENXHETR., B, BUANEEL—IPXBHENR, FAMEK LES Active Directory R iEIT
iDRAC I&IEFIIZAYE A IDRAC & ZWAMA—1 iIDRAC &M R .

KXBEMRAFEREHENHA /AR DRAC ZEFWTR. &AM, BNKBENRIGIFE MRS R . XEBEITRATZEZAE DRAC
wELMEBRIMA .

$H3t ADUC MMC B2 E i) Dell R R 2145 35% B MR R R X & A iIDRAC 35 5 KB RiFITEEL. Del I BARIFIERER
fthig B4R EE IDRAC SR AR BN R TR R

WISk B AR E R AR, FE—NEBEATEERXEKIR. Dell Schema Extender 22 T2 F G2 BIEIAKEA I R 2 A i
H, TaeSkBHMEMNBRE—RER.

REEMENAA. AAPASHRENAFPEABTLURMEXBEMN RS I REGHIRT R IFHREA Microsoft Active Directory 5t
B9 Z BRI RS A R KB FERT A P 4E.

RRERT RAEHIRIR

R IADEEALSI S FEE FRIX BN R SR — A FEXHARMRN RAETRRER. 52, ¥ REMIERTURANR, U
R PRESRE—R P XA RS RS R A E S B REBRES .

TERMET —MERY REBRNRA R A



Domain 1 Domain 2

& 3: AR RR

ZERRANERETS — A1 F1 A02. Userl Bid A EBENTR S iDRAC2 £EE.

—
=

b

M RAMINEF AR A P XN A RISRM R E S ERR, HHIRMURR, AMERFRERKRIRES.

TERRBIF, Userl #4 iDRAC2 E#Y Privl #0 Priv2 #BR. User1{X34 iDRACT L&Y Privl #FR. User2 $#75 iDRACT #1 iDRAC2 _E#Y
Privi iR . B, WERR Userl ATEE Mg, MARTURAERS.

BLE 3 B 424 Active Directory

ERPE Active Directory LLij5[a] iDRAC:

#"FE Active Directory 2844,

& Active Directory Fl FFIT EHIETRE T,

1% iDRAC A P R EHBURMNE Active Directory.

f£F iDRAC Web A3k RACADM BLE iDRAC Active Directory &1

DN -

@ Active Directory %244

& Active Directory Z2#IE S 7 Active Directory Z2#Hh37 1N Dell 4A4R 8 5T, FHEFBM UL RIBRII BN R. I BEEZ
BT, FRREEMANESESHE FSMO ARREE EHAEMEERIUR.

@ | #: e RHRSYT REFLREMTRE. REHRETERTF®~S.
@ | & I RIAEBT LI ZBARAR =5
AIERLTME—T Y R :

Dell Schema Extender 2\ RT2F
LDIF Bz 3T

WREA LDIF BIASCE, MRS Dell AR B TTRMBIZHF.
LDIF 3zf4%0 Dell Schema Extender 43 BT Dell Systems Management Tools and Documentation DVD BYMA T B R :

DVDdrive \SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\LDIF_Files

|



* <DVDdrive>: \SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced\Schema
Extender

E(# R LDIF 32, 1559 LDIF_Files BH R B aYiAR .

A UM EELLE E#IHIE]T Schema Extender 8 LDIF 3.

{% A3 Dell Schema Extender

Dell Schema Extender ¥ SchemaExtenderOem.ini 3Z{F. ZEfffk Dell Schema Extender X AIEFIEE T1E, B2E&%Ut
TR TR.

1 £ Welcome (Kill) BE_L, % Next (T—#) .
2 REHTHRESLS, ARRTT—5H.
3 ¥ Use Current Log In Credentials (fEfAHAIBERER) N EALMWEIRRNRNA A &FIERD .
4  BHTF—HEIT Dell Schema Extenders
5 BEHEER.
BOMIRI R . EIRIEZEHIY R, &1 MMC F0 Active Directory ZEHIETE B ST 3RIGIE LFEM BEHEE. BEFER MMC F1
Active Directory ZRAEIR BT, 1EE R Microsoft RS .
RKFnE 14
. 24: /M3 Active Directory 224 927 X
S SEHXZRIFIRS (OID)
delliDRACDevice 1.2.840.113556.1.8000.1280.1.7.11
delliDRACAssociation 1.2.840113556.1.8000.1280.1.71.2
dellRAC4Privileges 1.2.840.113556.1.8000.1280.1.1.1.3
dellPrivileges 1.2.840.113556.1.8000.1280.1.1.1.4
dellProduct 1.2.840.113556.1.8000.1280.11.1.5

F%. 25: DelliDRACdevice

oID 1.2.840.113556.1.8000.1280.1.7.1.1
AR 3R Dell iDRAC &% . iIDRAC #AS7E Active Directory FECE A

deliDRACDevice. IEZE{# iDRAC A2 2% HFiFEHi
(LDAP) &if1 & %l Active Directory.

el EELAES

It dellProduct

B dellSchemaVersion
dellRacType



2. 26: delliDRACAssociationObject
oID

1.2.840.113556.1.8000.1280.1.7.1.2

LA
et
FE

B

%R. 27: dellIRAC4Privileges &
oD

3 Dell KEAMR . REEMRBTRMEAF SR & ZENE

LA
28
dellProductMembers

dellPrivilegeMember

1.2.840.113556.1.8000.1280.1.1.1.3

%,

LA
et
FEE

B

. 28: dellPrivileges 2

73 IDRAC EXAXBR (RAALFR)
L ENES

T

delllsLoginUser
delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser

delllsDebugCommandAdmin

oD 1.2.840.113556.1.8000.1280.1.1.1.4
ERA FA1E Del £BR (IRAUANBR) AOEAFA.
KeokE EY B

B AR

Bt dellRAC4Privileges



. 29: dellProduct 2

oD 1.2.840.113556.1.8000.1280.1.1.1.5
L Fi B Dell = MikE FrRIERIE .
N DESid £ AR

FE HEN

B dellAssociationMembers

%=. 30: ;5 nZ| Active Directory Z2#I E 1489515

BEaFR/5REA SECHY OID/BEX RARIRAT E:-0 |- |
dellPrivilegeMember 1.2.840.113556.1.8000.12801.1.2.1 FALSE
BT I E M dellPriviege ¥ &R KI5 AT #E&FR (LDAPTYPE_DN

%=. 1.3.61.411466115.121112)

dellProductMembers 1.2.840.113556.1.8000.12801.1.2.2 FALSE
BTt A &EH dellRacDevice AT HEZ R (LDAPTYPE_DN

DeliDRACDevice & 5. LLEMRZ 13.61411466.115121112)

$&18] dellAssociationMembers 5 I1E §&15

RYIE [ 55HE .

$&32 1D: 12070

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
MRAPEBREHNEZR, WA % /R1E (LDAPTYPE_BOOLEAN

TRUE. 1.3.61.4.11466.115.1211.7)

delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
MRAFPEBRENREEMR, M)A  /R{E (LDAPTYPE_BOOLEAN

TRUE. 1.3.61.4.11466115.1211.7)

delllsUserConfigAdmin 1.2.840.113556.1.8000.12801.1.2.5 TRUE
MRAFPERRENRAAEENR, N #H/R{E (LDAPTYPE_BOOLEAN

# TRUE. 1.3.61.4.11466115.1211.7)

dellsLogClearAdmin 1.2.840.113556.1.80001280.1.1.2.6 TRUE
MRAFPEFRENHEEBBRNR, N #H/R{E (LDAPTYPE_BOOLEAN

# TRUE. 1.3.61.4.11466115.1211.7)

delllsServerResetUser 1.2.840.113556.1.8000.12801.1.2.7 TRUE
MRAFPEAEENRESSFZERNR, H/R{E (LDAPTYPE_BOOLEAN

¥ TRUE. 1.3.61.4.11466115.1211.7)

delllsConsoleRedirectUser 1.2.840.113556.1.80001280.1.1.2.8 TRUE

WRAFPEBRENETHI SRR,

3 TRUE.

5 /R{8 (LDAPTYPE_BOOLEAN
1.361411466.1151211.7)



Bt/ SER OID/EET REFRFF BE

delllsVirtualMediaUser 1.2.840.113556.1.80001280.1.1.2.9 TRUE

MRAFPEFEENEMNRAR, N #H/R{E (LDAPTYPE_BOOLEAN

# TRUE. 1.3.61.4.11466115.1211.7)

delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE

MEAFPEFEZFMRERAAN f/RIE (LDAPTYPE_BOOLEAN

BR, MI% TRUE. 1.3.61.4.11466115.1211.7)

delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE

MRAFPEFEENERGSEERRIN H/R{E (LDAPTYPE_BOOLEAN

FR, MI% TRUE. 1.3.61.4.11466115.1211.7)

dellSchemaVersion 1.2.840.113556.1.80001280.1.1.2.12 TRUE

LHIZRMRRAN R T E i 5H. ZPEERINEFFT B
(LDAPTYPE_CASEIGNORESTRING
1.2.840.13556.1.4.905)

dellRacType 1.2.840:113556.1.8000.12801.1.2.13 TRUE

Itt/E 12 deliDRACDevice WKRHIHAT ZERA/NSFHH

RAC 268 &% 5 (LDAPTYPE_CASEIGNORESTRING

dellAssociationObjectMembers Hii#t§EiE 1.2.840.113556.1.4.905)

ERGEE.

dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE

BTt =& AT 55 HEZ R (LDAPTYPE_DN

dellAssociationObjectMembers B9%1IZR.  1.3.6.1.411466.115.1211.12)
B 23 dellProductMembers $53E/2
1 I (B $E R

$EHE ID: 12071

Z 4T Active Directory i PFIITEHEIRE TTH Dell # B

3" Active Directory FREVZEHET, EaAS & Active Directory P BN EIR ST, UFEEEREBETE DRACIKE. APMA
F¢H. IDRAC XEXF1 IDRAC 1R .

£ Dell Systems Management Tools and Documentation DVD 23 R G EIREART, AT R EEi3525i%F Active Directory Users
and Computers Snap-in (Active Directory FAPAIITEHLERE L) ETURT REEHE L. 1ESH “Dell OpenManage Software Quick
Installation Guide” ( {Dell OpenManage ¥ IRIEFREIGRE) ) , H—F THRIMTRRERZEIRRME. 3F 64 {iL Windows IR1ER %K
ki, BEBTRERFMNT:

<DVD 5Ezh8&>:\SYSMGMT\ManagementStation\support\OMActiveDirectory_SnapIn64

A3 Active Directory A PAIH BN EREATHNEZIER, 1ESH Microsoft BERRSC .

1% iDRAC A P#n# PR 7 NZ Active Directory

{2/ Dell # F&HY Active Directory I P EHEE ST, B LIRS OIS KEKMMRITEARM IDRAC A FAFIR. ZRME
MR, BEPATLATHRIE:

+ B DRAC IBEIWE

|



BRARITR
BRI R
EESOE SAYIEIPS:ISUEL

£l iDRAC & &XT&R

E6)# DRAC IREXR, IBPITIATHRE:

1 £ MMC K] Console Root (IZFHIGRER) EO0+, AEEF—IBH.

2 i%3#% New (HE) > Dell Remote Management Object Advanced (Dell BT IEEIERTR) -
1% 27~ New Object (HEXNR) HO.

3 AMERMANER. ZBHLMEEEER IDRAC Web EEELE Active Directory BTN IDRAC ZHR5E24EE.
4 1%&3% IDRAC Device Object (i&&¥&R) , AFHEEE OK (HE) -

BIEBURIR

EORIRRIR
@ | i BB FEMHX XD RAOE— NP UBIURR R .

1 ERFAERTE (MMC) B0, AREF—1&HF.

2 %% New (¥7#) > Dell Remote Management Object Advanced (Dell SRITEEEIR) .
1527~ New Object (HEXNR) HO.

AT RBMNETR.

I%E$¥ Privilege Object (FXBRXTSR) , AEHET OK (FAE) -
ARBTFEEMNBIR R EERME.

£ Remote Management Privileges GERFEEIEMR) EIMFH A A B S ER

BB R

BOERXEIR, EPITUUTHRAE:
@ | 7%: iDRAC XEXRTRMNETRE TR, HEERER “Kibig” .

[©) &) BN NN GN}

1 ERFAERTE (MMC) B0, AREF—1&H.
2 %% New (¥7#) > Dell Remote Management Object Advanced (Dell SRITEEEIR) .
RGE<ETHENRED.
BN R BB FRHEERPTR
i%£¥% Association Object (KEXXTER) ML, SAFHET OK (FAE) -
[E)563E A IR 181 81 2 A K BE X SR A1 1B AR BR

AR RIEH R PiEI IR
B ER PR B A SR R IR

4% Administrative Tools (ZFHETH) > ADSIEdit (ADSI 4&%8) . 1557~ ADSI Edit (ADSI 4#%8) & 0.
EEMEES, SMEVNEMNXENR, G RTHIERE Properties (B
ERSETFH, BFm.

#A Authenticated Users, i Check Names (ZERZFR) , AFHEE OK (HE) . WIEMA A RINE] Groups and
user names (AR &) 7%k,

5 B OK (E) .

DN -



XTSRRI B X EEXT &
FAXBEMNKRBYED, ATXBHBAASAFE. MRS IDRAC % &8 iDRAC & &4H.

SRR LU N 4B AN iIDRAC & & 4.

i) el Pt
ERMARFRSAFAE, BERITUUTERE:

AR BHEXRRMRAEFRNY.
2 EFERPEDR 2R,
3 WARPSAPARMRIEE OK (RE) .

AR INALBR

ERMAR, BRITUUT4E:
# Privilege Object (FUBRXTER) I+, ISR ERMEBIIIE DRAC B &ZIHE X A A A AR XD . REE— MR
POESAYIE| P E SO

1 1%E¥ Privileges Object (#RBR¥IR) EI+, HEH Add GRMD
2 AR REBRFRERE.

3 HE& Privilege Object (FPRXMFR) £, IFPRITEARMEBILEIE DRAC & EX AP A FARREI KB, REEE—1
BSOE-SIEIESESOE -

751N iDRAC &% #k iDRAC & #&4H
ZER N iDRAC % #& 3k IDRAC & %40 :

bri e d B il SE = o g I
I\ iIDRAC i85 iDRAC R ZEZ I B EHE
ERMEOS, RrEENA. BE.

B Products (7)) ETIRLURIN—NEEZR A BT AE BB P A FEBMEE) iDRAC €& . BRILUEZ A IDRAC &
ERME—D R R

5 iDRAC Web R ML E 2B BRI Active Directory

EFER Web FE I REEMBELE Active Directory:
O | 3% BXETRIES, HS IDRAC Online Help (DRAC BXHLEED) .

RN

DN -

1 7 IDRAC Web RE ™, % Z iDRAC Settings (iDRAC iZE) > Users (FI/) > Directory Services (BFR%) > Microsoft
Active Directory. H3; Edit (4R48)

18 8 7~ Active Directory Configuration and Management Step 1of 4 (Active Directory BB EMEIEE 15, 4 %) TH.

&5 Active Directory (AD) BR$S=51B150T, MNEREAIEBEIEH B3 SSL EZEMBR A HAE A PAIEN S ENEFIES.

B Next (T—%) .

1% E 7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory ELEFIEEE 25, #*£45) TE.
4 $5EXT Active Directory (AD) BRZE5FIF Ak PRI EE 2. kS, 3IBEEFHAIE iIDRAC AHFE S AD Na R HETE]



7

®| %
c WMRIEBWIICEH, EiEEEEHIsERS el R FQDN. #{R7E iDRAC Settings (iDRAC &) > Network (X
#%) TIE#HECE DNS

« WMRAFFIDRAC MEMTAEREF, MAZEEEE User Domain from Login (REZFHA A %I, mMREE
Specify a Domain (JE7EIH) £ FMINIR{H iIDRAC &R AVEE .

#B# Next (T—2) . 1527 Active Directory Configuration and Management Step 3 of 4 (Active Directory Bt EFIETHEE 3
*, #£4%) NE.

EIFT REMFH B E Next (T—H) .

1% &7~ Active Directory Configuration and Management Step 4 of 4” (Active Directory ELEMEIEE 4%, £ 4P) m@E.
I\ Active Directory (AD) HAY iDRAC & & X REVZFRFMALE, FH & Finish (FERR) -

R ZEMEREY Active Directory 1% BEL B TTA%.

£ RACADM fic 2 B B# R ZEHIRY Active Directory

£ RACADM Bt E BB R 22495 Active Directory:

1

FERUT®S:

racadm set iDRAC.ActiveDirectory.Enable 1

racadm set iDRAC.ActiveDirectory.Schema 2

racadm set iDRAC.ActiveDirectory.RacName <RAC common name>

racadm set iDRAC.ActiveDirectory.RacDomain <fully qualified rac domain name>

racadm set iDRAC.ActiveDirectory.DomainControllerl <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController2 <fully qualified domain name or IP
address of the domain controller>

racadm set iDRAC.ActiveDirectory.DomainController3 <fully qualified domain name or IP
address of the domain controller>

o HINBIEFISRAN SIS (FQDN), MA A FQDN. 5130, i servername.dell.com MAZE dell.com.

o BRELCRBUTZAMMIER R —4 . IDRAC Sk fONERRBI SN ENE, ERISSIRINEZE AL, ERT EEM
B, 3 ‘“‘E'lﬂi iDRAC ® & BT TERVIBIIZHIESAY FQDN Bk 1P Hbtik,

© EE SSLIEFHERRPERIERRIE, ERAUTHS:
racadm set iDRAC.ActiveDirectory.CertValidationEnable O
HERFERT, BRFELSE CAMES.

©  F£ SSLEFIEHBEBUTIERIE (RAIE) -
racadm set iDRAC.ActiveDirectory.CertValidationEnable 1
FERFERT, BEZEEALUT RACADM @4 £3 CAEH:

racadm sslcertupload -t 0x2 -f <ADS root CA certificate>

® F: MRIEPRIEE B A, BfeEiiEhlsy iRk 585 ibil A1 FQDN. ##{% DNS E7E iDRAC Settings (iDRAC i#&8) >
Network (W4%) TIERECE.
AT RACADM 4 A%
racadm sslcertdownload -t Oxl -f <RAC SSL certificate>
iR iDRAC LE/E A DHCP F# B &HEFH DHCP AR5 a3 12 14LA0 DNS, NN T &®4S
racadm set iDRAC.IPv4.DNSFromDHCP 1

N5 IDRAC L2 & DHCP s & EF i DNS IP ik, iFHaANUATHS

racadm set iDRAC.IPv4.DNSFromDHCP 0
racadm set iDRAC.IPv4.DNSFromDHCP.DNS1 <primary DNS IP address>
racadm set iDRAC.IPv4.DNSFromDHCP.DNS2 <secondary DNS IP address>

MRERLEEERFETIRUEETRE DRAC Web FENRIAFHWARFE, BEMAUATHS:

racadm set iDRAC.UserDomain.<index>.Name <fully qualified domain name or IP Address of the
domain controller>

SR ZAEE 40 MR AFE, RIIHSHT 1340 ZE.



jix Active Directory 1% &

&R UM Active Directory I E MABESHIECE 2T IERH, ZIZET Active Directory B3R KLMAIEIE .

{&£F iDRAC Web R Mz Active Directory i &

MK Active Directory &5 :

1 £ iDRAC Web RE, #: % iDRAC Settings (iDRAC i& &) > Users (FIF) > Directory Services (BRRS) > Microsoft
Active Directory, E7 Test GUiR)

FEEN &7~ Test Active Directory Settings (llif Active Directory i%E) T1H-
2 BEER.
BN A AEZFR (5140 username@domain.com) F1Z5RS, $SA/GE Start Test (FFAMR) . FEENIS B RiFMMRLE R0
iR B
MREMLBENY, BHEEFEWRBEPWIFAEEUAECIEM A RENEREE.

®| 3+ tnRET Q% “Enable Certificate Validation” (EFIERRIE) AR R Active Directory i E, T iDRAC B3k
Active Directory 35884 FQDN (TiA & IP #hik) #7iR. SR Active Directory fRS588iET IP #bik#xiR, RNERRIESE
73 iDRAC J&3%5 Active Directory IRZ BB ST LM

{#F RACADM iz Active Directory i &

MR Active Directory 188, 151 testfeature 4

BEEZEL, 1559 dell.com/idracmanuals 32 H) iIDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HYITRESEER) .

ECEi@F LDAP B

iDRAC R#tB AR S R IFETRERB RN (LDAP) RIIGIE. HINEEFAFEE BRRS LHITEARGYT K.

AT £ DRAC LDAP L, RFARAAEBERIRS 2 @AM A RHITHEARGSAFP-HEXR. BRRSHFERIERLE
. i, AR HUKRFRMEAZ BREEEARNEME AR, XERERE DRAC FHITRE.

@ | %: 8 LDAP BRMBE T XRHET BaEFHNEBIE (TFA) F1L—FF (SSO).

£ iDRAC ET Web AR HHAECE B LDAP BERFE

EIER Web AEECEER LDAP HRERS, BEHITIATRIE:
® | i BEKFERNES, B4 IDRAC Online Help (iDRAC BEHLEEEN) -

1 7£iDRAC Web RE ™, %% % iDRAC Settings (iDRAC i#&) >Users (i) > Directory Services (B#fk%) > Generic
LDAP Directory Service (iifl LDAP H3®MR%) , # Edit (%) -

Generic LDAP Configuration and Management Step 10f 3 ((EF LDAP EeEFIEIRE 14, £35) mEtERLFIHER
LDAP % & .

2 S, 5B LDAP IR EBIBIERTA) SSL AT IR S A BT L2 i A eI B
O©|3#: kA, Fx#ETE SSL IO LDAP 455, {X%# SSL L&Y LDAP.

|



3  B#fNext (T—%) .
1% &7~ Generic LDAP Configuration and Management Step 2 of 3 (i&F] LDAP ELEMERE 2 4, #£3 %) 7@,
4 AMIER LDAP IiEHEE X TIEM LDAP BRBB[MA PRI ERS.

@\ 3% tnBIFHWITE B A, 5% LDAP FR% 2 FQDN 3#i{F DNS 7 iDRAC Settings (iDRAC i2E) > Network ([
#®) FIEMREE.

®| E EIERA R, TFHRES. ESERS5SH - DN HEENANEERR. B, NEHLaE. FXHRE.
5 B Next (T—) .

1% 2 7~ Generic LDAP Configuration and Management Step 3a of 3 (ififi LDAP BEEMEEE 3a £, £ 3$) nmE.
6 B Role Group (FAfa4H) .

1% &7~ Generic LDAP Configuration and Management Step 3b of 3 ((EF] LDAP ELEMEIEE 3b 2, 3 %) WA,
7 IBEFIREASHRNEIR, SZEXKNNIR, AERT Apply (RA) .

@ | 3%: tnR4EHEMA Novell eDirectory 33148 DN ZFER TUTER: # (42 . " (WBIB) . ;: () . > KXFD) .,
(E83) < UMFS) , Mibiust .

At iRig B IR7E. Generic LDAP Configuration and Management Step 3a of 3 (i@ LDAP B EMEEE 3a 5, #3$H) W
HEERABREEE.

8 WMREEEHMAGH, BFEEF 7 SMES L.

9 BH5ER. B LDAP BRBRBEETRK.

£ RACADM ECE @ LDAP HERFE

EfE LDAP BEBR%, £ iDRAC.LDAP #1 iDRAC.LDAPRole AHBIXT % .

BXE %R, 15519 dell.com/idracmanuals 312 tE iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERE) -

i LDAP HRRFEE

ERTUMR LDAP BRIRSRE IEEHEERTIEMR, ZiSET LDAP BREMA ).

&£ iDRAC Web A MM LDAP HRERF®E

ENi LDAP BRIRSBIEE :

1 £ iDRAC Web REH, % Z iDRAC Settings (iDRAC i&E) > Users (FIF) > Directory Services (HFRSS) > Generic
LDAP Directory Service (M LDAP HRMR%) -
Generic LDAP Configuration and Management (ifif] LDAP BECEFIEE) mTmTERYBIAER LDAPEE.

2 BEmE.
HINE MR LDAP RENBEFAANAFRZFMEZN. BABRTERNAAEREMHHBMANARZYL MRS EMET
[

@ | 3%: £B 4i% Enable Certificate Validation (f3FiE-BI&IT) A91ER Tk LDAP & ERf, iDRAC Z3k LDAP JR% B

FQDN AR IP #hbiR% . 05 LDAP AR%&8%E IP ibhibsiciR B, MNEHISHIFELR, BEJ iDRAC k5 LDAP fR&E:5iE

5.
@|5$: INRIEMIEA LDAP, iDRAC BASERUERAFHSHERAF. MREYM, WLBRXBHAPER.
BERI & B MR RAIX AR




£ RACADM i LDAP BER%Bi%E

EMiR LDAP BRMRHBKE, BHEM testfeature . BXEZER, 1527 del.com/idracmanuals Lt iIDRAC RACADM
Command Line Interface Reference Guide (iDRAC RACADM #&{TRESEIER) .



REHERN

iDRAC 9 MESMASFRAGHERN . KEILETUBRREBELERGZE, EFNRBZFFEERE. LIEAHIERE K
EEEX. PEEANERATREMEGEH. EHERT, B Dol TEEMREILEMENAFEENESK. MRBXENZIK,
BER—FERHER,

® | I RGHMEEACERE, APBLEEEMEERE. “System Settings” (RLGRE) FHRFEMR.
PEBEREUTREETATUAERAHEEM:

iDRAC Ul

iDRAC Racadm

iDRAC WSMan

iDRAC SCP (RZELEH)
iDRAC Redfish

1£ IDRAC R E T2 {ER F2
O) | : EBRSE#ER, AHAEEARSE IDRAC Enterprise {4 AIEF R ZHEHIAER
—EXEISERFGLTHERAFEITURIT. HRFLTHEERE, RIFRITUTERE:

NEFREE

REGHEIRRE (FFHL/ XM, TR
RBIERIE (HLFEZ PERC)

B E iR

EBITISHIER

BHRERIE (VLANELE . Flex Address)
Group Manager 213

TR T ZHEEX MDA THREAIETIREME L . HOURARER:
®. 31 FHERAFWEGE

228 REFEEIHE
OMSA/OMSS © FEEHERENAEHEBIA
IPMI * PERC
* DRAC/LC * PERCCLI
* RACADM * DTK-RAIDCFG
*  WSMan * F2/Ctrl+R
DTK-Syscfg * NVMe
Redfish * DTK-RAIDCFG
* OpenManage Essentials * F2/Ctr+R
+ BIOS (F2 BT HAE) + BOSS-S1
Marvell CLI
F2/Ctrl+R
B EE. BREREURRGRE R

© IhERRER
o REEFRE GFNL. XH. ER)



E 3

RIFEHTIE

IR & (HLFEF PERC)

IJ%I\;IK/)OMSA ®E (OSBMC B . WE#ER ping. OS &#R. OS

B LIRME (VLANELE. Flex Address)
Group Manager 275



B E iDRAC I ITR—ERUEEFER

AVRMALE IDRAC LURITEREFERE GERTAMA P Active Directory FAF) Fi#— (SSO) BF (i&MT Active Directory B
F) W{ER. SSO MERFERECIFTHIINEE

iDRAC X #5E-TF Kerberos BY Active Directory BEA T3 E gERH1 SSO BHR. BX Kerberos BIEE, 1EE R Microsoft Wik .

i

Active Directory B—E R Bt FERMBIER MG
73 Active Directory Fi FECE IDRAC SSO &%
A FELE DRAC BEERESR

A Active Directory B PHECE IDRAC K& F
BRASRERAEEFRER

Active Directory B —&F o E R FEZHAIRESEGE

EF Active Directory B SSO By & &k FE FRIRTIREHE1E:

iDRAC Rt[E] 5 Active Directory 185428/ [EIE] 2. TN, iDRAC _EHY kerberos I&IFELI. EATLAE FARTX FA NTP TheeE S at
8. EHITELIRME, BSH BERXA NTP,

1% iDRAC ;¥ 5 Active Directory tR1Z; B9+ E 41
«  {EH ktpass TE4 R keytab 2.

ERTEREMBARE—ER, BRI Delegation (FJK) EIK LA keytab A A T Trust this user for delegation to any
service (Kerberos only) (Rﬂ?’cﬁﬂﬁ%ﬁ’]if BEEIA R (PR Kerberos) ) IR, 1ZIET-F{NESER kipass N AEFEIE
keytab XHEA AT A

ELENmEE LB A SSO BF.
B Active Directory Xf &R IR T EIR.
«  X}F SSO, iEH iDRAC FR#ETMIE DNS AR5 56 B R B Eif X1 .

O| i#: R EH B 5K H DNS ZifRILA, Kerberos SHAMIEA KR,
- WBERIMBLLE SSO BR. BEELEE, BEH 2 —BF,

@| 5: Google Chrome F1 Safari 7°3#{% A Active Directory 3T SSO B

1% iDRAC ;¥ it & Active Directory R 1 gYi+E#1

7E Active Directory fR18 533 iDRAC:

1 Ei5 iDRAC Settings (iDRAC i&E) > Connectivity (#3£) > Network (FI%8)
RERN & B RRI4ETIH .
B LURYE 1P 1% B 1% $E IPv4 Settings (IPv4 i&E) X IPv6 Settings (IPv6 =) .

3 RHAEE Preferred/Alternate DNS Server (#53%/4%31% DNS FR%EE8) IP itk Z{E2 B DNS FREZ 2 IP #utik, BT root
A —EB5
4 1%&3% Register IDRAC on DNS ([&] DNS ¥# iDRAC) .



5  $2{#£%5% DNS Domain Name (DNS i84) .
6 IRIEMIZE DNS BLE 5 Active Directory DNS {5 2 ILEL .
BEARIETMMNEZIER, ES17 IDRAC Online Help (iDRAC BEHLESEN) .

4 % Kerberos Keytab 3

AT XF SSO FBEEFRERFMMIE, DRAC IFHITELE, £BF KA Windows Kerberos [ _E#Y kerberize BR%5. iDRAC E£HI
Kerberos Bt & €135 54%3E Windows Server Kerberos BR S5 & 5 Windows Server Active Directory IR £ A EREINSE.

ktpass TR (AT Microsoft {E AR S5 e R % CD/DVD BI—ER4r3REL AT OIS ER A PHKARIARES EAEZTR (SPN) HBEEES
S| MIT 288Y89 Kerberos keytab 3T, MTZESMERA P &% S Key Distribution Centre (KDC) Z B3I E{EXE . 1% keytab
BEEH, ATXIRSHER KDC ZBRERIHAITME. ktpass TR RIFXZHF Kerberos SAIERIET UNIX BIARSS €A Windows
Server Kerberos KDC BREZ1Z B EIRIEMEINAE. B X ktpass NFAEEFHEZEE, 1SR Microsoft [k :
technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

R keytab X Z AT, EABBIE— Active Directory AP, LUES ktpass 4R -mapuser iEIEC&EA . kb, Ebin
BB EEEE K keytab X L& EIAY iDRAC DNS & FRHERIAI &R,

£/ ktpass TE4 X keytab 3T

1 EFEI% IDRAC RETE] Active Directory Bl ik R ANIEIISHISE (Active Directory RS 28) _LiB1T ktpass NFATERF
2 fERT ktpass w54 Blli# Kerberos keytab 3015 :

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -mapuser DOMAINNAME
\username -mapOp set -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass [password] -out c:
\krbkeytab

MEZRAA Sy AES256-SHAT, EHRZAIZE KRBS_NT_PRINCIPAL, BRSS E(&&FRIGBRETREIA0 A Atk ~RIB ML IE B A Use AES
256 encryption types for this account ({EFtkikH) AES 256 MR Eit.

@| 5%: %+F iIDRACname # Service Principal Name (REE@EEH) , EERNSFE. EHLATERASEE, WRHIHHR
Ro
3 BITUAT®H%:

C:\>setspn -a HTTP/iDRACname.domainname.com username

&4 B — keytab 30

@ | 5x: tRIEL TN E AIE keytab ST IDRAC FI ABEMIGE, HAIEHAPFFE keytab 3. MRERAITRAEN
[E— keytab 3, MICAEMELE .

813 Active Directory X5 H 2 AR

XETF Active Directory 3 RRZEHIHI SSO B RHATU T HRER:

£ Active Directory BREZ#E P EIBIRZXTHR . BPRITRANKERITER .
REVENBPR R B ILENR . BUAEZRBEERNR, BABERIRSSKTRLERENE,
158 FA KBRS R KBRS B 3T RANBRIT R

BRI SSO AP (BRAF) AMERENR.

B AR AR, LU E SR KT &R .

39 Active Directory Fi FEC & iDRAC SSO & F

7EA Active Directory SSO B RELE iDRAC Z i, iEMRIRCERFIAIHESR M.

(@2 BN SN G NI N R



HIGET Active Directory & E F P FET, AILRLA Active Directory SSO ELE iDRAC.

{&F Web R A Active Directory i P & iDRAC SSO & 3F

R E iDRAC LLF#1T Active Directory SSO &5 :
@ | %: BXEETES, 1§85 IDRAC Online Help (DRAC BXHLIEER) .

1 S iDRAC B9 DNS IR 2B ILE iDRAC T2 fREMIBE . EHITILERIE, &% DRAC Web RE S, % Z IDRAC Settings
(iDRAC &) > Network (Ri4g) >Common Settings GEFXE) , # %5 DNSIDRAC Name (DNSIiDRAC &#7) fEik.

2 ECE Active Directory AETHRELRMAEY RAEGIRER FIKAE, ERTUATAANMMSERKECE SSO:

£ Active Directory Configuration and Management Step 10f 4 (Active Directory EEMEIRE 145, H£4 %) TEDLE
keytab .

£ Active Directory Configuration and Management Step 2 of 4 (Active Directory BLEMEEE 2, #£45) nET®EF
Enable Single Sign-On (BRB—XR) &N,

£ RACADM A Active Directory F§ FEZE iDRAC SSO &5

ZEEMA SSO, SERESEIELE Active Directory, HIEITUU T4 :
racadm set iDRAC.ActiveDirectory.SSOEnable 1

FAM A FELE iDRAC Bt F&EF

ERCE DRAC AR PRI TERERER:

1T RBERFAPIEBMZRE CAIEH E3HE] DRAC.
2 BREEFER.

LHERFRHPIES

EHBAAIERZAT, EHRKEEEFHERIAFIES L Base6d G . SHA2 IEP hZ T H.

£/ Web Rl _EEHEsEFRAIED
LEEERAAES:
1 7 IDRAC Web RS, % Z iDRAC Settings (iDRAC i®E) >Users (FHP) >Smart Card (EEEFR) .

O| 3 ek BRWEEEERE A 4F/5: Active Directory FIFES.

2 7 Configure Smart Card Logon (ELEEREFER) T, %% Enabled With Remote RACADM (&3l iZfE RACADM EH) LUE
FE.

/& F8 Enable CRL Check for Smart Card Logon (BRS4KER CRLEE) .
BERA.

£ RACADM L#H &g+ PIES

E HEEeeRAPIES, 1B usercertupload X% . BXE%ER, 15217 dell.com/idracmanuals 121 #) iDRACRACADM
Command Line Interface Reference Guide (iDRACRACADM &4 {TRESEIERE) -



EEHEREFHIEE CAIUES

£33 CAEB 2RI, EWHRAA CA ZRIES.

LY L\ _|____ A 3
£ Web A H ELHE8EFHIZ(E CAIER
THATERFERNZE CAES:
1 7£iDRAC Web R, %% % iDRAC Settings (iDRAC i#&) > Network (%%) > User Authentication (FiFIE3E) > Local
Users (AIBFF) ©
AR RAPTUHE.
2 fEUserlD (BFID) %, BHFAF ID&HS.

1457~ Users Main Menu (FBPE3EH) TIE.

3 1 Smart Card Configurations (&#t-EECE) T, %1% Upload Trusted CA Certificate ( L#{3{5 CAE#H) , AFH I Next
(=) .
1% &7~ Trusted CA Certificate Upload ({5 CAiEH L) FiE.

4 HEHEFZIE CAER, RARBERA.

£ RACADM A& gtk L5315 CAIEB

EAHERFERLERE CAIE, 1B usercertupload X% . BXE%LEL, 1H2 7 dell.com/idracmanuals LiZ{##) iIDRAC
RACADM Command Line Interface Reference Guide (iDRAC RACADM & 41TRESEEM) -

73 Active Directory Fi PHCE iDRAC e FER

% Active Directory FIFSEE & IDRAC BEE-FBR 2T, AHRGEERA BRI,
BREE DRAC MUHHTEAFER:

1 7£iDRAC Web RE =, BLE Active Directory LI& B & FHrEZRMS I B EM89 A Ak 2 &, 7E Active Directory BL EF1EIE L
®B1/47ED:

BRIEBIE.
LHIEEH CA ERIER,
3 Keytab .
2 BREEFRER. BXSETNER, 1S IDRAC Online Help (DRAC BXHLESED .

BRI ZEREEFER

BRI DRAC WERERERZAT, HHIR:

BB “BLE IDRAC” R,
EBHENIERER iDRAC Aith i FEL & 5 Active Directory A Pl & B 58K

Q| E: mRESBAEEELER, B4 SSH. Telnet, LAN _E IPMI E4THIEFE RACADM H#H &M . FX, MREEATHEEER,
NEmA<BzBA.



{EH Web FHEHXEREREFER

ERRREREREFERIEE:

1 7 IDRAC Web R, %:%|iDRAC Settings (iDRAC i8&) >Users (FHP) >Smart Card (E&EFR) .
MEEN< 27~ Smart Card (8gK) TE-

2 M) Configure Smart Card Logon (ELEE&EFER) THSEEF, i5iE#F Enabled (BR) LIBABRFER, REEE
Enabled With Remote RACADM ({£FiEfE RACADM Bf) . &M, %% Disabled (BEH) -

BEZBETMEZIER, 15517 IDRAC Online Help (DRAC BEWLEBEN) .
3 BENANA&E.
A iIDRAC Web REFHITEMEEERZNE, RESRREHITERFER.

£ RACADM B ZEHERFER

EQHEGEFRER, 1BFH set 9% LUK iDRAC.SmartCard A HIFTR .
BEEZER, 1559 dell.com/idracmanuals 32 H iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HITRESEER) .

£ iDRAC RE N HEFEHRZERERFER

ERRRERERFERIEE:

1 7EDRACIRENMERFH, ¥ % Smart Card (FEEF) .
4% & 7~ iDRAC Settings Smart Card (iDRAC B & #+) TH.

2 i%i¥ Enabled (BBA) UBHERFEF. BN, %1% Disabled (BEH) . AXETINELELR, 1557 IDRAC Settings
Utility Online Help (IDRAC & &2\ FRIZFFEXHLEEED .

3 fkk#d Back ([FiR) . Finish (52R%) #Yes (2) .
BHFEFIEOSRIBRZE R ER.



fii E iDRAC DA% ZER

A EZERFISENISEEHMNERIIRE. SRFHEENRARTREXEEN, LSS H. MREHSE4THIESLTE
HE GO B ZMIER I ERER (BFERE. SNMP FERE. IPMIE3R, TR HE. Redfish EfEsk WS E4) , REZREBE
RE—NHEZNEE BFF. MRE—FHFIERTHEEAPITRIE BINMEFHSIS. XHNEEBRXHRZHIR) , MFHITIZE
€. BREATINEHFRE—MEE.

EfE DRAC KAIKIXELR, BEPITIATIRIE:

BRZR.
18T AR IE R R = B2 I E R
ELE TR, IPMIEHR. SNMP Bal,. mERGHEK, Redfish F. BIERZHEF/ZH WS BHEE.
BREHEIRMIRME, W:
B FHREER. IPMIER, SNMP FaRE. TEIERZGHE. Redfish B, BIERZG RS WS B4 LI CHEENBFF.
WRERGEHITEMSIS . KA EEIHIRIE,

DN -

BRRERER
TR ER
WEEHER
WEEREMEH
W EEHRE
it B B FHREER . SNMP BaREL IPMI BERHE &
BB WS E
fit B Redfish E14
BN FEE
« EREEID

BB ERER

MFEHERLEFEENBRLENTEHRE, CLABEREFHERED. LEMSERRENBNERIEMHEE.

£ Web FHE /3 A ZHER

ERRARERERER, FPITUATRE:

1 7£iDRAC Web EE™, %% Configuration (AZE) > System Settings (R4 E) > Alert Configuration (E4RELE) .
fEENS 7~ Alerts (23R) mH.
2 FEAlerts (E3R) Ih4y:
%% Enable (BR) LUEFAEIRERFTIMITEHIRE.
i%4% Disable (ZF) LAZRAZIRE M ZAEHRE.
3 BENARERE.



{£F RACADM B sk =&

FRAUT®S:
racadm set iDRAC.IPMILan.AlertEnable <n>

n=0— 2&H

n=1—28BHR

£ iDRAC & E NRHIEF G A ZAER

BRSERERBEMERIRE:

1 7 DRACIEEARBIEFH, %% Alerts (BiR)
15 &7~ iDRAC Settings Alerts (iDRAC &EE) 7M.

2  1f Platform Events (FA&EH) T, i£#¥ Enabled (BEBA) , UEBHAEREMFEGHERIE. TN, 1£#F Disabled (BEEM) -
BFRETMNEZIER, &S5 iIDRAC Settings Utility Online Help (iDRAC & & /A IEFEEHASEN)

3 {kk#d Back (JFIB) . Finish (52R%) #1Yes (2) .
EARIRELE TR

&R

TR DRI A A= E M TH I ER -

&£ F iDRAC Web EH THikE4R

BIRBLHIT BT EER:
O | #: BEERATRIERNAM, WATLUTRER.

1 £ iDRAC Web R+, % % Configuration (EZE) > System Settings (% E) > Alerts and Remote System Log
Configuration (ZRFTERGHEESR) .

2 £ Alerts and Remote System Log Configuration (BEHRMIZEIRRZLHZBESE) 24y, i%IF Fiter (FFEER)
RGBT — RRAGHNHEASEHEXNAEERNAZSITIRALR. REOSIERESE, BESE. HEER.
FREITRR — FEHREBTRALINIRKREFRFREEANER. ROSFETHSRER. MBEHMEER. ERHAER.

BE — FrS5EH. BHMREEREESHEXNERICESL . ROSIERM/ B PCI-EF. EXH RADEE. X
Y iDRAC 1 AJIiE.

Wiz — RrEZBESHEZER . TOEERARER/EHER. BREIENE. 21EEFER. BIRRKES.
BT — BN ER T B/ REIEFFR/FERE BEER.

Q32 gTRTE LA FEMR
TR
3 EETI—ARENTENEZR:
ST
g
&
4 BERNA.
Alert Results (BIRZER) BB BAIENABIFT SN BRER.



1 FH RACADM fEikE3R

EFRER, 15EH eventfilters 54 . BXEZEE, iH57 dell.com/idracmanuals _E12£AY iDRAC RACADM Command Line
Interface Reference Guide (IDRAC RACADM fF&{TAREESEIERE) -

EEHER

BALLEBEEL XA E BN EHER, GIMBFIEHZR, IPM ZHR, SNMP [ERF. ZEREHE, BRERGAEM WS F
.

EFH Web A EIEEHEIR

EEM Web FEIREFHER:

1 WHIREEREETHFHEER, IPMI ER. SNMP EHEEN/RTRRAGHETRE.

2 7t iIDRAC Web RE ™, % ZE Configuration (ALE) > System Settings (RZi%E) > Alerts and Remote System Log
Configuration (BRFZERZEHEEE) .

3 ff Alerts Results (ZFRZER) T, EBEUTHAEEHMN—IREABEER:
B F i
SNMP BéaB
IPMI ££3R,
mREARGHE
. WSEH
- BERZAR
Redfish 14
4 i%#E Action (324E) .
wWESKREF.

5  (FE) BRIk ENINEH. 7 Message ID to Test Event CUIRZFE4RIER ID) FEiSh, MINHEE D LUK IZERERESE
B, AE#EE Test (X)) . BHXEE ID BYFIFR, 15217 dell.com/support/manuals £/ Event Messages Guide (ZFE1£:5 875
A .

£ RACADM & E HH-£E4R

EGEEMHER, HFEH eventfilters 5. BXELEE, 152 1% dell.com/idracmanuals 32/ iDRAC RACADM Command Line
Interface Reference Guide (iDRAC RACADM #&{TRESEIER) .
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1% £ 7% iDRAC Settings Alerts (iDRAC i@ BZ4R) T1H.
2  f£ Trap Settings (PEFFIRE) T, BRIZRWTERAY IP ik, FH4HIAN IPv4, IPv6 3¢ FQDN BFrittit. &S RILIEE 8 Mtk
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3 EEAEXER:

racadm set iDRAC.EmailAlert.CustomMsg.[index] [custom-message]
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REFHVEMER, MAZEW S ERS SZEFEMEREMFHGE,
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EMREER, UEER—ATHTE IDRAC Z B ZT 5

HIEIEREEIEE.
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8B,
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2 M Group Manager, FIFHEESRF 60 #4, A aeiTEM 3
—25 Group Manager 321k
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HEME

GEZAAEESNIRAGENEAEERNE. MRIFEEIAFAERE DRAC, WEAEERBIFASETEENER. AEESRE
N GHZENE) KBS AZANEBS . E-TBIERLEHEUARLESHEERER.
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© ERBMRSFESHRSFHENER.
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ERREEH BRIRSE SRS R E FiRATE B .
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ERLL IR A% AP R R SR LI EFMRMIAFEE . SECEAMELLIGRAARMEZBFRFRBERSEE. TTUE
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ZEFRIETE DRAC B THERERMAZAZREEREE. Eitk, #T Group Manager Web R B —&FifER!, AR5 IDRAC
R ETE 5 PEEEAILER 5 IDRAC iSRS ETE R R BIMPR . iDRACS 1% <user>-<SVCTAG> IE R AEFEIMFERFZRA A,
<SVCTAG> R P E—REFH iDRAC IR ZFRE .

Group Manager BI#E& — #&HI RS

BatiEF — BUAERT, F— iDRAC EtE A Group Manager.
2T Group Manager GUI T1EHRTZ.
RIFIREEEF B SR
HiRES.
s MBARBEFIETRRFRESE “Open Group Manager”  (3TFF Group Manager) , Niflin 2844 E £ @ ZE FisHIsE,
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IR FIBE ARG EHEE (SEL) AV HEIR M. BATLUEE iDRAC Web £ RACADM 1 WSMAN EmEifla)4 B RE.
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FEERERZGHEKILR

EERGEHAS

HRERF LRERGENN, BCRERRENHHAE (SEL) F. LC HEFEEEHEFR SEL &H.

E £ IDRAC Web REH&EE SEL, 5% E Maintenance (#47) > System Event Log (RZ&HEHAER) .

System Event Log (RAEHBR) MEASRAZSITRAETRL . HEEMEMCREGMRE. §XESER, B8R IDRAC
Online Help (iDRAC BX#1#5EH) .

K Save As (BEH) 4% SEL R EEIEFERNE .

@ | 3*: REFERER Internet Explorer, FHHIMRAERERTHINOTE, 5T Internet Explorer IRFRLEEH. ETUMNAT

Microsoft 331t T&;: support.microsoft.com.
EERAR, 8 Clear Log GERRHER) -

® | *: REEASERASIRE, “ERAEZR F2ER.
75M SEL 5B/5, 7 Lifecycle Controller HEFIFIER—1%E. BELBEIEEEMR SEL A ARF P #bit.

£ RACADM EERZZEHHE

#&F SEL:

racadm getsel <options>

MREBRESH, BETENEHE.
ER/R SEL £B#: racadm getsel -i

FERR SEL: racadm clrsel



BEXE%ER, 5517 dell.com/idracmanuals 12 {## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERRE) .

1EFH iDRAC Iﬁﬁ \FH%E gégéﬁg{#‘ﬁlu\

ERILUER IDRAC RELRIEFEBERZEMHE (SEL) PIERMBEHFHBERHEE. BEMITIIRE:

1 7£ DRAC REXMIEFT, HERGHEHARE.

iDRAC Settings.System Event Log (iDRAC IRE &%t E#HE) R/~ Total Number of Records (ig3RRIEHD)
2 EBERICE, HEE Yes (B) o BN, BHEE No (F) .

EBERHKEM, 1583 Display System Event Log (R REZKEHHZE) .

ik B Back ([FiR) . Finish (5EA%) #1Yes (2) .

&F Lifecycle HiE

Lifecycle Controller HERRMBEXZERFE LMREAHNEXNALILE. BETUESNMNAELZERRAMIEER.
AT EHIEANIBIER:
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+ Fif — EREITIRRAERNRES FHETFREHEXNER.
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ME — RR5EMH. BHMRGEEEEXNERE BT,

THEER

LHEBFERAUTE—REEFRE T iDRAC B, J§7E Lifecycle HEHRIDFEE R, JHHENEFEMEE:
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SSH
Web FH
RACADM
Redfish

* SM-CLP
LAN _E IPMI
BT
EMEEIE
FEHAAY R

AR B XA E R EERMFLAE. GETUERSEERRMAOSE TSR,
@ | 3% HMERE Lifecycle BRREMINEEHAAS| SHIEER.

N #2185 A RACADM CLI 8% iDRAC Web BEEEFNECE (£, Lifecycle BEBBEEXAF. EFRNETULBIMENNZRSH 1P i
HpEE.

£ Web AR HEZEZE Lifecycle Hi&

EEELTHEAAAE, #E Maintenance (4E#7) > Lifecycle Log (E#pEIHIHRE) . IkAHEE R Lifecycle Log (£ ERIEE) T
H. BXRIETMNEZIEE, ES7 IDRAC Online Help (iDRAC BEHLEEEN)
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SR LUREZER). BN, XBEF R HMSEEFERRE.
HiE Lifecycle HE

1 f£ Lifecycle Log (Lifecycle Hi&) TimE#AY Log Filter (HEiL) Xigidh, PUTUTEEHEAEHRIE:
MTRIR TR D% Log Type (HEHE) .
M Severity (&%) THHIFFIEFTEERT.
BA—DXEF.
e HERSEE.
2 BEHNRA.
HEMBEXE RN EAEERT.

& E %5 ME Lifecycle HiE

BFEZFRME Lifecycle B

1 7£ Lifecycle Log (Lifecycle Hi&) TiE+, BHMERELER + EfF.
MRS B/REE D FAER

2 £ Comment (&) #EﬂF'iﬁ‘)\l?El R EMEE.
#¥42 87 Comment (Fi¥) 1Edh.

£ RACADM & & Lifecycle HE

EEE Lifecycle HRR, E#FEM 1clog @84
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AT RAE I BN E G XML X182 Lifecycle Controller S GEEIFIEHER) SHBIMERZgAMAL. E46H9 XML XX
RBRE xmlgz. XH&BREINFERSZIGFHS, ARREIGRF2&S0IGFHES)

£ A Web ZE S Lifecycle Controller BE

EFH Web RE S Lifecycle Controller A, 1EHITLATHERAE:
1 £ Lifecycle Log (Lifecycle HRR) TR+, Bt Export (BH) .
2 EEUTERZ—:
Network (f%%) — 4% Lifecycle Controller HESHBIME EMAZMNE .
+  Local (Z&#s) — 4% Lifecycle Controller BESHEI ARG FHIMIE.
®| F EREMEEERER, ENAENAPENERERSHES, CTERAE D SREBEFRFENT.

BXAEFERWER, BB IDRAC Online Help (iDRAC BX#HLEEEN) o
3 B Export (5H) BHESHEEEMNE.
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@ | ;E IL.\TEB,HIJ%I{’EIE%
ERMITIEFR:
1 7 IDRAC Web A H, % ZE Dashboard ({{3&#{) > Notes G¥FE) > add note GFILERE)

A% 2 7x Work Notes (TAERE) TE.
2 £ Work Notes (T1EFR) T, AZBXAKRIERBNIIAK.

O i BT BERAAS OEHTH.
3 i Save (R78) -
TIEERERMEIBES. BXESEA, B2 DRAC Online Help (IDRAC BEHLEIEN) .
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iDRAC FliZf2 R &t < B EMEERE.
IZ RGN IDRAC (L TFRE—M%.

£ Web AEAELEZIER G HEICHE

ERERERGHERSHEE:
1 7£ iDRAC Web RE™, % Z Configuration (BCE) > System Settings (R4IXE) > Remote Syslog Settings (EFERZHZE
K®E) .
FEEI4 &7~ Remote Syslog Settings GERERZHXFIRE) BH.
BARERSZHR. EEMRSH|MUFIROS. BX&ETNESR, 15SIF IDRAC Online Help (iDRAC BXHLEEEN) -
BHRA.
BRERE. SBAESEARAENFRFEREELSRMNEANLEWTZRSEE.

£ RACADM FL Bz R HEICH

EREREAGHATIERIEE, F/H set ®<H IDRAC.SysLog A HIxT S .
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Power Monitoring (BRIRISIE) — EEZERGHMBIRRTS. BFEITEHLICRMYAITFE. BEF.
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Power Control (BFZH]) — iLEATUIREHITRE ARG LHRIFEFIRE (FImFN. X, REEE. XINEBEFIMIE
BRI .

BIRER — B ERIRED, fINTRRE. AERMMERBIEE.

M ThE
REDFRNESHNE
PATRIRIEHIRIE
ThERRER

Be B FERIR Bk T
BRZEREIREE

Za1BIA]

10

W TR

IDRAC SRS R Z RN B R TIIhEE:

hEEEMIRARE.

RUTR, IBEHRURIEERR.

BI— NN BI—Xs E—EARRThEERE.

F RNMRKINFE.

[ S {E AN E A iB) 2.

IEEREMFERIREE GERNEXFMERRSR) -

7E: {UFE IDRAC BITR A ARG IHFENS (B, X, 8A) WEFE. WREFHSIDRAC, HANIREERSE
%R, BAEEHEI.

EF Web ZHLSM CPU,. RGNS L RRAVEREFSFR
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£ RACADM 15 CPU. AIFEFMINAIHERBEREIRR
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T PSU IR EMARREE. A, ESHENTEITEHNE, BEARRBOERIERENTECENR.

MM T TR RSHERZNNRESEHERRER CMC BIRAE.
MREFRARNRE, WIHRREFZEARAE.

AR “MERR NIRFEREDFRERFNESHNE.

® | 7 T racreset I iIDRAC E#fif5, EHBHENEERARMIAE.

{EH Web FE X EThFRESEHIE

1 7£iDRAC Web REH, # % System (FE4) > Overview (#f¥) > Present Power Reading and Thresholds (Z{HIEYTHERIEH
FRE .

2 7f Present Power Reading and Thresholds (HEIRITIERIEHMEE) &5y, Hi Edit Warning Threshold (4r3EE&EIE) -
kB4 B 7R Edit Warning Threshold (4sig&&HIE) TE.

3 £ Warning Threshold (B&@ME) 54, LUF4Fsk BTU//META BN E.

ZESTRTHFERE. XEEEABISEITER 14 BROE. MREHARY, REEEITEHER BTU/MTHE. S5it
N, MREHMARR BTU/NET, MR REAFHE.

B Save (1R13) . HEEE.
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Controller Remote Services Quick Start Guide (Lifecycle Controller I FfefiR 35 1RIZN 7155 ) #1 delltechcenter.com £/ Dell Power
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ERITIRITHNRE:
1 £ iDRAC Web FEH, % ZE Configuration (AlE) > Power Control (EEIEHI) . LA R~ Power Control (ELEIEH]) i%
i,
2 EBEFEEIRERE:
« ITHERSGHE
*HRGHIR
NMI (FEFF i R )
EEXH
FiRREGE (M35
© XHRGHRERER (04513
3 BERMA. 5XESES, 1551 IDRAC Online Help (iIDRAC BXHLEEEN) .

£ RACADM {1 TERRITHIHRIE

EHITHIRRR(E, 1&5{FH serveraction i
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JIRBRS5 25 R RIThER R

/25 PowerEdge M1000e 3% PowerEdge VRTX Hl#EHHIT] AR FEE < A, iDRAC £ CMC IREHINEE X, ZBESTIIFTHE
FERIPRIIE, FERBERNEHREEMESHERSE. ERESEFIE, EUESBERBININEEE, BEAIUATRESSRE
FRSEPRINZE . INRINFEMEEREEREAH BERSHENNEFAESAAE, DRAC RIEKEMHEKXBENFE, NMmiEmIEg
. iDRAC R[E CMC iERIEM R ABENFE. MRFERRK, BASEKRBERITEEIZER. WRIFEET CMC HSEHINZE,
iDRAC S EEIERE ZHIR.

ARG IRER IR GG, DRAC SRBEFRT]AECEHEMEIRER. BIff CMC RAESEMBOTIFIER, T FRIFER.
CMC MEMALRMR S REMERARAIR, RENELHRSNARPERMIIEIRG RS
WREANEBEBHINER, TTRRRZSFASTI. WRIVTFDHEREBRITNER, DRAC RITFRGEEIR.

EEMECEINER EIRTRE

BRINR EIRERE, TERHPITRGHRFPEXHIIRIRG. B0, REARFIRRPREE GUASIR) o IIRFFRESH
FPEXHRBEEMIZ. REM RS RREUER RS EREHE.

PRIV RESRETAE AR O MR, HAEWREARTRITLIETHE. fla, MTHRERFRE, ZARANEBEDRE

700W, RZs/NBTEINFER 500W. BRI EFEREFEMESE, LUFTHFEMNLRTE 650W KA 525 W . WXETE, RER
HEEIF NS VAEE L S ThEE, FHABEAPIEENEE 525W,



MRGERINR EIREMRTHEZFRI SN RE, IDRAC ATRETERIFARMITIE LIR1E,

ERAIAR RS, BTU/hr SRRBEFINE EIRIB SEE (%) RIBEIZE-

A BTU/ /N R B B TR EIREIER, BB ARMEENARIBANEY . EMIMNE FIREEN, RIEEHRR
BTU//NEPEBIRERLL AR EN. Eitt, SARNERX ESEMBERRE; 6120, 600 BTU//NESRIBIENRFEE 79 601 BTU/ Y.

{EF Web FHEECEIhE PR

BEEEMECERIRREE, FRITUATRE:

1

7 iDRAC Web EE®, % Z Configuration (ZZE) > Power Management (E1LiEETE) > Power Cap Policy (ThZE LR

B .
L ATHY e R SR RE PR %I £ B 7R 7E Power Cap Limits (Th# ERRERSE) 284
%1% Power Cap (EEjR_LPR) T#J Enable (BH) .

1£ User-Defined Limits (FAPEXBIFRE]) B4, LUR4EF BTU/hr SRAHERE R IRFI LR E S ELMNThE LR,

B Apply (A LANAZE.

55 F RACADM it & Th 2 PREA TR A

EEENEELRNERLRE, WUATHRES set BLSEM:

System.Power.Cap.Enable
System.Power.Cap.Watts
System.Power.Cap.Btuhr
System.Power.Cap.Percent

BAXEZER, FS

BSITRESERE) -

£/ iDRAC R B/ IEFEC B ThF PR RER

BEEMECERITREE, EHITUATRE:

1

7£ iDRAC £ E AR ERF, % = Power Configuration (FEEALE) .

O | 3F: (N MPR %M IFIE & I IMAT, Power Configuration (BLREIE) $EHEA
H.

It AHI% & 7~ iIDRAC Settings Power Configuration (iDRAC i@ EHRAIE) TIH.
EEBRAERAThE ERKRIE. BN, EEEH.

ERMEINIIEE, ERPEXNTHE ERTEE TR FRIBRSE.

BRIEMMEZIER, HS IDRAC Settings Utility Online Help (iDRAC i& & /A 2R BAH£580)
fikx Bt Back (JRiR) . Finish (5ERX) #1Yes (&) .

HIRRFECEE.

fi & HRIZ &Ik

TR ERRIREIED, WURER. RERMRERKIE,

AERRRFREE, TRETKREREXE (PSU) RI\MRSZF[AOB KA. X4, HF PSURAILUKIEES S
BRI FFITIREH AT ERREBERIAA PSU.

£ %) dell.com/idracmanuals _E2 A8 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM

THAEAYER, X



EBEMA PSUWESZ S, PSU1E; PSU2 #RTELE AE PSU.

BR#AEAR, PSUJLURBHEFHNERNSERIRS. MRBATHREA, ')“]TWVI\ PSU z B ZIEx iRt S B .

PSU & F BEEAZS, HIREXZHER; 5—1 PSU LTIRIRKSHIBEHRLEHR. XBEMRA1+0, BB PSU #F'Fﬁﬁ"‘%
. RETE PSU-1 #BRLTFHER A R, TEFE PSU-2 #ALTHEE B+, MLAECBARER GUARZHE &KEE) WIBEAT, B
BBHAHSLVREHESMAES. WRREACEA, WEA PSU Z BIMERILEH 50-50, FHHEK A B BBEEAHE
Bk 8

WEEHRIIRERNESTRNENLE. BRNEESKREN, EEXAM, REELHEDEDE. BAWAT, UR5H
IR, BRAMEESE.

{£F Web 7 HEfC & R &FI1EmR

BRERIFZEED, HRITUUTRE:

1 7 iIDRAC Web RE, % ZE Configuration (AiE) > Power Management (ELJREIE) > Power Configuration (EEEELE) .

2 1 Power Redundancy Policy (FIETTARIKEE) T, EFEMIET. §XEEER, 15E% DRAC Online Help (IDRAC BXHL#E
B .

3 BENR. BRREEHELRE.

£ RACADM [ & FB ) 1% &% N

BERERFREER, HFUTHRES set SfEM:

System.Power.RedundancyPolicy
System.Power.Hotspare.Enable
System.Power.Hotspare.PrimaryPSU
System.Power.PFC.Enable

BEXEZELE, 1559 dell.com/idracmanuals 312 {#t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HP 4 ?Tgﬁé“%ﬁ F':J)

£ iDRAC & B\ 2 L & B R 1 &k I

ERFRFIEIAT, BHHITUATRE:
1 7E£DRACRE/AMAIERFT, 4= Power Configuration (FIEELE)

O 3% (V24 PR B2 B & S HFHE USRS, Power Configuration (HLEEIE) $EiEA
A.

1% & 7~ iDRAC Settings Power Configuration (iDRAC & ERRACE) M.
2 TEHIFEEEFERT:
B power supply redundancy (BBIFEZ&ETTE) -
BRSZA hot spare (AREZRA) .
« & E primary power supply unit (FERFIEE) .

BRASREZERAERERKRE. BXETNELZER, 15EE17 IDRAC Settings Utility Online Help (iDRAC & & 2\ FHTEFEAHL 55
B .

3  fkx#idBack (JFIR) . Finish (52Ek) #Yes (&) .
BRI ETEAE .
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ERRASZERAZERS LHRIRERE:

1

£ IDRAC I E/ANF#EF, #Z Front Panel Security (BIERZ M) .
ItkB4% 2 7~ iDRAC Settings Front Panel Security (iDRAC i@ ERIEREZ S M) THE.
i%$¥ Enabled (2/8F) LIS FHIREIRADL Disabled (B2F) LIZERIZIZHE.
iRk % Back (fFiE) . Finish (5ERZ) #1Yes (&) .

BRELE.

ZEEBERE

ZEERENEI Dell EMC R 5525 F & VBT HISCHE T Z1lM75 5. BERE (BFRRT) -

ABURRR[E (B Bh. ZREMS) , AIPERRRRSBEAZI MIENINRFHARTS. ENREEEETSESRFAE
RIBXRE— BB R RS

R BB N ER EA AU R ER M A RRRE. i, EXTUTERNEGRR. SRERMES.
EMMESY XGRS, ATAAEFRERAAGBINRA. FEit, FLMRAERE, MASHWEIEFARONE.

BT LFM 58r (B9 MR R - X FuflisE PCle FIBNXERMAIEZ T ARE) ALEHBERRIEER PCle BRIER. &
i iDRAC REHh ERILIEtRAIFR -
a TEERSSASNMEESRIRKX LFM g,
b TERENMEEPH PCle SEIREMH 4% (RRITH . BEEHD .
c TEREBRAEESHNERDN LFM - IREB=FFF (AREXHEEXF) .
d ;&*Aﬁ%zﬁﬂ@ﬁiﬁ(?ﬂ&% LFM{E, IR EE RS AIER, NMitAFPEBBTEEX FEEFHT
&N DRAC AEFHAPERERRZGENIENR (CFM, oMWY FER) , LIBEZREEMREREN CFM JHREE IR
B8 XL 1
ARFBENEHIRE, GlEEEXH (RAMESEREAME. FELR) « BEXXBERFIER (RAXNBERE, XE
RERE) MEBEXNHSEEIRE.
a  REHXLGE R IFBTHREEE NEESENFITHINGAD, HAETRAENBRRRTRGAENEK,
@O i#: BRFBAH—IGISMERE, 318 3 75 PCle BRMANMEER. 315 3 F RS AE LR S BN T4 5 hRY
TAHNEREAAR, ERTEEEBRIMASE 3 5 FEMK LFM BE- R .
b BEXHSEEEMSKEHSEERIAZFPRENIZE.
O A IENE, ERERENTEAST, TaEEEIYESREHSEEREIRENEEE BImaEXHS
BEIREN4C, AOEBERS {(2130C), FAMETRE (BENRL5IIFE, KEX) .
¢ 28144 PowerEdge RS 2H#FIIE T “Sound Cap” (FHELMR) #EI. BELRE] CPU HEHIEHIXGREME S LR, X
MTFEESHMESH—N, HETRSBRASMRE.
AGHBMEITRBREESENESN (BEATFSHE) HEZRERGEE. ERETELCHRGIRGIFIEM TIHEEE.
a EHHBRAREESERUEEXENFELLE,
BEXNEEERSMEMMRE, EKEGHR LIRS BRI EFHEZER.
a BIFE—E2REIT, NBEEEFREBRKNERSES (—REET5FULE) .
BEMHRBEEURIK (X)) MBXMLEESEN, BEXFEMELE CPU,




X PR FHRATHRIBUEM . B AN ER(E

A TR ZFMITEREM . M AEC ERME:

+ MgEO+R (NIC)
+ BEMEERLEE (CNA)
«  #REM (LAN On Motherboards, LOM)
M£&FF (NDC)
« RE-+ (Mezzanine cards, {UERTIIRRIRSSE)

2 NPAR 3¢ CNA 11§J:E’J$5E$a\|22ﬁlj, TRIREMRETA 170 ¥RiREM (Flan: Ptk Eiltbit, Bsh2MEMEBER) MOXE
B (flan: FIEMSED) o BRI VirtualizationMode BMHIRE A NPAR iEZEZA X EHWRAEMEWIRE, UERASEX.

RBEREM CNARZRE, ARETZEN X TEIRSHIRAESXBEMNLE. BRASXA, &ERE I/0 FRREMEF S
X#ExmEM. BELUF VirtualizationMode BT E A NPAR SiEBR X EHFENMEWRIZRE (HlE0: NicMode) , UBRAH
X.

R E AR AN N PR 4R 1%
BiEEMFNSN FC HBA & &
FASEEELMI. BERMEEERRE

FREM AN SN SR &

A ARSI ZERZ PN ENEITRAFEEELRIEEM.
HFEMEE, BOUUERHROMBANSEHUATER:
- B
« REFMINEE
*  Receive and Transmit Statistics (GEULF{EE LT EIR)
iSCSI\ FCoE BaisgfMBRER

{£FH Web 7 H MR &

EFEH Web REEEMEIRZISE, 155 E System (FE%) >Overview (#E%) > Network Devices (Fi%R&) . 1R RMLEE
ENHE. BXETHBEMNELIER, 15215 IDRAC Online Help (iIDRAC BEHLEEEN) .

£ F§ RACADM L&5MI R 4815 %

EBEFAMEIRZNEE, EF A hwinventory F0 nicstatistics #54 .



BEXE%ER, 5517 dell.com/idracmanuals 12 {## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRESERRE) .

F27 IDRAC Web REH R/RAVBMELISM, 8 RACADM 5§ WSMan BHE ATt R REMBE 4.

EEE

FRIREMTEHIR R S RN EEEARET OFETR T ERE, iDRACO @il iDRAC EZEMEIB L TiZ/Edl. INEERiLEMER
. B WML RSHEERANE— N EFR GUI Eiﬂﬁﬁﬂlﬁﬂimlﬁﬂéﬁﬁﬁ IDRACY = Ry ZEHe 4 B AT 2 (R4 3Z el i O 21
BR %5 B2 HO R 4% i 1 B4 EBRR ST F1 iDRAC (Integrated Dell Remote Access Controller) & Fifs O EIZRIFMIE S . FTA IHNMEREE
BEMERHAII, NiemhEAf.

ERAIRIEERMEEME B LER, MATFFNCEMMIEHRRS SR MBER,

EEU IR HHER R R S5 in ORI MmO iDRAC ERmOMNER. REFMKZim O EIEIBLAT PowerEdge LOM, NDC, 3%
B-F#1 PCle AR+ ERIM4ZIH O .

EEEMEIRZEIENE, 5S4 ZE System (£%) > Network Device (F£%i%%) > Network Device FQDD (£%i% % FQDD)
> Ports and Partitioned ports (iM% Xix0) .

5 AT LB IDRAC Settings (iDRACiZE) > Overview (#E3T) > Connection View GERALE) UEBEENE.

itegh, &AL 7 iDRAC Settings (iDRAC &) > Connectivity (GE3%{$) > Common Settings (Ei%E) > Switch Connection
View GGZIEHIEIEME) LIS B ZAEENE.

A LAEE racadm SwitchConnection View fp&RISaiEiEE, tBAILUBRE winrm 4 EE.

F R AR

== i%3% Enabled (BBRA) AIBAEENE. RIAERT, BikE Enabled (BBA) EH.
W& 5% Enabled (2EBH) - 15 M iDRAC % E /Y Connection View (GEEME) B A EENEIED,

3T ERE ID BRI & im O E R3S ALAY LLDP 4148 ID.
ZHEHIROZERE ID  BRR &R OEREB R HLFO LLOP 3% 1 1D,

@ | 7F: EEENECRAHA#SKROCEENEAT, THLERE ID 3ZEIBOEE ID ATH. XBENRFRESEEER
A. X2 F iDRAC B ENURMA AT MEREIENEIRE .

RIFTEZEE

{5 Fi Refresh Connection View (RIFTERALE) ALK SATHRAIZERE D 3% OERE D NRFHES.
®

7E: 4R iIDRAC 2B AR S5EE M4 iR 5K iDRAC Mgk iR M HY IR EEHE M 3T 38 O RS Bt B T R MR B 323t 1 f 3z
Beblin O EHE S 5 SEAKREIET, MoZAERMZRIEDEREERXN AR AEHRERAZHN (DRNEMES
YR B ERAPRED, SEIREHRERSE, EXE—MBARRT, HAERETES.

EEFRALE AT RERV{E
FTREROIE IR iR

wiE
b ASE S ERNERCER, EERERIELKE, HEMIZE.
To kR TR SRR 3R iR O KRR RS B K.



AT REROEIRALE iRH
i

A LLDP XA ERBA. REX IO LREERHA LLDP.

S E MBI HIRE A L FREEE AL .

PULIRN: O 67 EROEMERHE, MEEHI2RmOEREXARREE XM R RIFHED AT RFNEEN EIFRER
LURBURHT B 548 -

BHHHE ERBMAIZRAIERE ID FIZHHEOEE D E2.

AR E ST R RO P 28 42 51 2]
AT LA
HiERE i)

Broadcom
57414 rNDC 25GE

*  57416/5720 rNDC 10 GbE
e 57412/5720 rNDC 10 GbE
* 57414 PCle FH/LP 25GE

s 57412 PCle FH/LP 10 GbE
* 57416 PCle FH/LP 10 GbE

Intel
* X710 bNDC 10GB

+ X710 DP PCle 10 Gb

+ X710 QP PCle 10 Gb

+ X710 + 1350 rNDC 10 Gb + 1 Gb
+ X710 rNDC 10 Gb

+ X710 bNDC 10GB

+  XL710 PCle 40 Gb

*  XL710 OCP E-+ 10 Gb

+ X710 PCle 10GB

Mellanox
*  MT27710 rNDC 40 Gb

* MT27710 PCle 40 Gb
*  MT27700 PCle 100 Gb

QLogic
*  QLAM62 PCle 10GE 2P

* QL4112 PCle 10GE 2P
*  QL41262 PCle 25GE 2P

FFEMFNLN FC HBA &%

BRI LR SN Z E RGP ATRIE R &KIEAEE (FC HBA) EMEITIRAHEFHEIREEM. % Emulex F1 Qlogic FC HBA. xtF
”¢meAu§,uﬂu§EmDmuTﬁm.

© HEIERESHER



rimpE
+  Receive and Transmit Statistics (GEULFI{EE LT EIR)

@ | #%: Emulex FC8 HBA RE 3T H¥.

5 Web RE AN FC HBA &%

E(F A Web REEE FC HBA B&RIEE .15 ZE System (FE%) > Overview (#f%5) > Network Devices (4%i%#&) > Fibre
Channel (X&EE) . BXETHEMNEZIER, 1SR IDRAC Online Help (IDRAC BX#LEEEN) .

W TEE R RiEERS (FC HBA RTHRY) 0 FC HBA & & RIEAY,

{£F§ RACADM U5 FC HBA &%

ZE{FH RACADM &F FC HBA & &{E 2, H{ER hwinventory 5%

BXEZER, 15519 dell.com/idracmanuals 12 {#t# iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
BSITRAESERRE) .

HSECEEMMUL. BRlEMEFEEBREE

ERESHERMEEEM DI, BRIFNEFHEMRE, AEAFAMER. EATNARFETRRERSELNMARE (B,
BRIERGEMED, RER. RERIXRRER) , FITEAUETZERBRASHHRAMRKIE. XREH®TERENBE, HE
BAGH TEARREEHNLER S — M RENFK.

EHAER -

FEHL MAC it
FEHLISCSI MAC itk
FEHL FIP MAC i3k

© EHLWWN
Bl WWPN

@ | #: BB AMKRIRE, ERLMINEER TR B HBIA KA ML

@ | 7F: £ERABES FIP, E#l WWN FIE# WWPN MAC BHERMIEL R E, E#l WWN FIE# WWPN MAC BHSEEE E B
FIP B EEIECE .

BEER 10 #riAThaEE, ERLAITRATHRE:
EEMOCEMEFATEERSE (Flan, NIC. CNA, FC HBA) HYRE#ME,

BLERBzhes (MRTF iSCSI #1 FCoE) FEfEEIREE (XFRTF iSCSI. FCoE #1FC) &
IEELERY: AC BT, RGA/AERIMREBRFREEENE.

AEMLE . B NEE B ENETRSEAGEREN EERMAESRLEER, ERE NIC. CNA 5 FC HBA & &
SEEEHMBEMAEER. AIREET DRAC £ ARSI BRI /0 #RREEMNIFAM.

(RSB 1/0 FRRTIAERS, FAMERA LY. SRRAFERNIH, REEHREENL B RERER.
O | & WEARRE, EETREMLZH, THTAENNAE.



Y #5170 tRiRELThEERY

TRERH T A S HF 170 FRIRIMALTHEERY R .

&, 42: X 170 FRRMRALTHRERF
&R

it

Broadcom

Intel

Mellanox

Qlogic

5719 REF 1GB
5720 PCle 1 GB
5720 bNDC 1GB
5720 rNDC 1 GB
57414 PCle 25 GbE

i350 DP FH PCle 1 GB
PCle 1GB

i350 QP rNDC 1 GB

i350 K=+ 1GB

i350 bNDC 1 GB

x520 PCle 10GB

x520 bNDC 10GB

x5620 RZ 10 GB

x520 +i350 rNDC 10 GB + 1 GB
X710 bNDC 10 GB

X710 QP bNDC 10 GB

X710 PCle 10 GB

X710 + 1350 rNDC 10 GB + 1 GB
X710 rNDC 10 GB

XL710 QSFP DP LP PCle 40 GE
XL710 QSFP DP FH PCle 40 GE
X550 DP BT PCle 2 x 10 Gb
X550 DP BT LP PCle 2 x 10 Gb

ConnectX-3 Pro 10G €2+ 10 GB
ConnectX-4 LX 25GE SFP DP rNDC 25 GB
ConnectX-4 LX 25GE DP FH PCle 25 GB
ConnectX-4 LX 25GE DP LP PCle 25 GB

57810 PCle 10 GB
57810 bNDC 10 GB

57810 £Z+ 10GB

57800 rNDC 10 GB + 1GB

57840 rNDC 10 GB

57840 bNDC 10 GB

QME2662 K EF FCI16

QLE 2692 SP FC16 Gen 6 HBA FH PCle FC16
SP FC16 Gen 6 HBA LP PCle FC16

QLE 2690 DP FC16 Gen 6 HBA FH PCle FC16
DP FC16 Gen 6 HBA LP PCle FC16



ISR

xE

Emulex

QLE 2742 DP FC32 Gen 6 HBA FH PCle FC32
DP FC32 Gen 6 HBA LP PCle FC32

QLE2740 PCle FC32

LPe15002B-M8 (FH) PCle FC8
LPe15002B-M8 (LP) PCle FC8
LPe15000B-M8 (FH) PCle FC8
LPe15000B-M8 (LP) PCle FC8
LPe31000-M6-SP PCle FC16
LPe31002-M6-D DP PCle FC16
LPe32000-M2-D SP PCle FC32
LPe32002-M2-D DP PCle FC32

Y #F 170 #RIRPLLThEERY NIC [E R AR

7E58 14 4% Dell PowerEdge BREZ25H, RIANFERA T ERHVLER NIC Bl
TREM T 8 170 FRIRMLTHEER NIC Bl .

iDRAC 1% & 73 Flex Address 23\ 2k T HI & 12 B BY EE LB 1 5%
Flex Address Fl3F X M4 RBEITH

TENMBTHEMMIEFETE (VAM) BB S X 4 RIIT IR B EM,

. 43: [E1)l/Flex Address F3F A BUEITH

CMC H#j Flex iDRAC i BH4E 10 #RIA% IDRAC @ SCP FrAMERER TR AN REE - 2
Address THEEIRES = HIhRERES bk
Flex Address BE/8FH  FlexAddress {23 [SY=2:! El T ECE R VAM 3% 1R E A Flex Address
(VAM) BELE =
Flex Address /8  FlexAddress &3 [=Y=1:] KRELE VAM WEA Flex Address  TTiFAM - RER
Flex Address
Flex Address B/28H  FlexAddress &3 S9! £ Lifecycle BERIZEERE Flex THAM-EEHN
Controller iE{tA)  Address Flex Address
BEEE
Flex Address /2 FlexAddress &3 22H KECE VAM % E A Flex Address & E A Flex Address
Flex Address 222 FlexAddress &% [SY=2:! VAM BEE BER VAM (R 7E  (XBRIFAM - TEEE
1= &
Flex Address B2 FlexAddress &3 [=Y=3:5 ARECE VAM WERESE MACH TEZFFAM. BUR
it FR1TH
Flex Address 222  FlexAddress &3\ 2&H {#F Lifecycle ZEBARY Lifecycle XA, BUR
Controller H#24tf9 Controller BEE{ISR T FI1TH
BERE =i
Flex Address B2  FlexAddress {23 [SEd] AECE VAM BEAEGE MAC # 8E A MAC #b
bilg bilg



CMC i Flex iDRAC FiEERI#E 10 #7iR7E iDRAC & SCP F A MR R R MRS -
Address TIgEIRS R HIThEERTS ik
Flex Address 2B X AER [&Y=3:! VAM BE.E FLER VAM AT SARRFERFAM
i A%
Flex Address 2B X AER [SY=3:! KRELE VAM EERES MAC I R E REH MAC ith
bl il
Flex Address BB ik HER [y £ Lifecycle ZEHARY Lifecycle XA, BUR
Controller H324tfy  Controller iEB{%A FFITA
BRRE =5t
Flex Address B2 H HFXHER [=8=1;i VAM BEE ELER VAM iR E SARRHMERBAM
i A%
Flex Address 22 BFEXHER [=Y=3:! KRELE VAM BEREE MAC I RE REH MAC it
bl il
Flex Address B2 Pk iER [ £ Lifecycle ZEHARY Lifecycle XA, BUR
Controller H324tfy  Controller IEB{%RA T FITA
BREE =FiE
Flex Address BB iiFXlER (S9! KRECE VAM WEAEGE MAC # 8 REH MAC #b
bl bl
— L= s
FlexAddress #1 10 #riR R &I1TH
2. 44: FlexAddress F1 170 #RRHRZITH
. FlexAddress 7£ 10 ¥7iR7E IDRAC f EHSISHAHEER o 1 EMSISEABA VAR
eal CMC hETHEERA  BITHEERAS mVAMTEE  VARERRS AT
BEEFAREHAMY 228 [y M CMC FlexAddress #R#E FlexAddress 1
BIBR 5525 1%
TER, EBAkE B8R = - FEsIEA mIERIEEMUE BB FlexAddress M
F&
= & ERiEEn
2#HA 2#HA
B VAM EAMER BERHA [EF:3 M CMC FlexAddress #8#% FlexAddress i
B IhEERIAR 525 1%
[=8=1; (= =h::] = - FEgEA mIERIEEMMLE  RIBZERIEREIL
B
& M CMC FlexAddress #R#E FlexAddress #
1%
S9! [&8=1;t] £ - FiEgiEFR TREAIEEMMN  RIBTERERRE
& T
(S9! (S9!



BHEZZH 170 #RBELIThRE

BE, REERFSISEHEE, REERFEHMSISEHRVBENL. BRIUER “I/0 FRRMA” RIS SML. RERAIL
ke, ERERBERZERMBUZAEERELMI, BaiFfE@EEmEYE, EMAFEIRBIOS ER. REEMS|SHRE
BE—XRRRBHMITR, FHE3I5|SEEMEEEITRML,

BR /0 tmRMAThEEZ B, BHIR:

s BRAER. BEEMARGITHIUR.
BIOS. iDRAC FIM-+~<EE#FHZEmFE -

BR 170 FRRMLTIEE/E, M IDRAC SHRSHBEENH, 7 SCP XHHEMAEN /0 RAIEM, REHLIHEHRISA
iDRAC,

B XRTE SCP T H A LUESLEY I/0 FRIRMELIhEE B 1ERIFIZR, 1527 delltechcenter.com/idrac 1Rt HY NIC A E X AR RS
® | E: FEEXKIE 170 FRRMILThEER T

5F Web R H/B R 170 #riRt L ThEE

EERASER 170 #RRMALTIEE, EBATATRE:

1 7£ IDRAC Web REH, % ZE Configuration (AiZE) > System Settings (R4t E) > Hardware Settings (EH®EE) > 170
Identity Optimization (170 ¥RIRHEHL) .

FEEN4 &7 1/0 Identity Optimization (I/0 S#44i4t) TiE.
5 1/0 Identity Optimization (I/0 S{#3ifk) £+, %3 Enable (BR) ETIABRILINEE. BEEMA, NERRIIET.
BENMATMARE.

£ RACADM BRI 170 FriR L IhsE

ERA /0 FRRMRALThEE, BEAUTHS:
racadm set idrac.ioidopt.IOIDOptEnable Enabled

BRILtLINEER, BUNEHBNREAERREEN.

ZERA /0 FRRMATIRE, BERUTHS:
racadm set idrac.ioidopt.IOIDOptEnable Disabled

ETF I/OMRMLIIEEE, BERAUTHS:
racadm get iDRAC.IOIDOpt

Ao E A RIS E

M 10171, BAUEERTHRERFERMERTHNRKE, WBEENML, BRMEEBITRENFAMIERE. -0
BAMKBEMENATRARTAAERRENMAROMSX. HHHERESIEHMNEEREZENREITARE.

@ | ;*: InSR7E iDRAC L VirtualAddressManagement [B14i%E J FlexAddress # R 3 B £ CMC # FlexAddress THREE 2H, X4igE
FBRIAERY, Persistence Policy (3FANMRRE) ThEERTRETC AF A . FAIRTE iIDRAC $hi% VirtualAddressManagement B1EigE
Console (##H1&) X ETE CMC $/5H FlexAddress ThfE.

A AECE A TR A M SRR -

|



FEMIthiE: FHENHE R &
REfIMELE: JEHBNEER IR &
BaiEs

FHEBR

FENAFAERIE A, HE:

B EDHITORERER, B, B “ERFWERFITIRER" R
B R 170 #RRMALThEE

EUTERT, EHI¥IERE] Lifecycle Controller B :

BRASER 170 R ThEE.
BAMREAEEL.
ERthE . BEIRMEFENRBRIKIEE. RSB NEEMEELNB LRI EIEZEENELEEE—FHEELE.

%t SNMP. B FERfFEL WS-eventing iBHIB R EMHRE. BEBEEATERSEHE .

Pay .
A RIARIAE
. 45: AN RMHROIAE
FEAMERRR AC BfiE8 #5|% 31
FEfABIE: 4HBhHtER IR & Rk [Ehrigzs [mhvies
R JE4EB R I Rk RikH [mhvies
BEnE [mhvie [Ehrigzs [mhvies
B AR [mhvie [Ehrigzs [mhvies
@ | E: HBAMEREFEAHAPITRIESBZREL IR, EMERABAMKRTIIRRELM I . BLHER BB MR

BEXEEEM ML

i MREFEEMOFA MR BE CNA RESX ERE T EMML, BISFREEER, WAEEK VirtualizationMode 5
SRAMMNGEZE], BOERSERAELNL, SESMFEEEFEENE. ERFAMRKREEaIRITRE. SR
ERA—ECEMEI UG BRI R EERREZ B A 0s FHHRMR iSCSI Fansafniz it B ArROAME T BT X B B a3 fF i B iR E.

£ iDRAC Web A HAL EFF A RIGIZE

B EFAMR, HRITUUTIRE:
1 7 iIDRAC Web R, #Z Configuration (BRE) > System Settings (F&Zi% &) > |70 Identity Optimization (170 ¥FiR{L
%) .
B 170 FRIRMALIETT
EFAMRERS T, AT MIAMRBIEFE T EP—TA -
AEW - EREASEAHMREEN IS B E .
AREY - AREAZTRMREREMI S BREE.
AC BREE - 74 4 AC BREE B AHR B it st B AR B .
4 BEHNA.
R E R A RRE .

0]




£ RACADM EL EFAMRIKIZE

EREFAMEREE, 1EELLT racadm MR 5 set FHLLEE

o XPFEIMLE, iE1E A iDRAC.IOIDOpt.VirtualAddressPersistencePolicyAuxPwrd #1
iDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxPwrd %1%

- T EEE, 15+ H iDRAC.IOIDOPT. InitiatorPersistencePolicy X5
« X FHEEBEFR, &R iDRAC.I0OIDOpt.StorageTargetPersistencePolicy X1 %

M-

BXELELR, 1557 dell.com/esmmanuals 124t #Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM

BSITRASERR) .

iSCS| B eI % BirE0AE

TRIBH T ERIFA SRR 2 55 iISCS| BahRMEiEBMRNEAENTIR.
. 46:iSCSI Bzh8 - BRiAE

iSCSI Initiator (iSCSI 5EhY) IPv4 X T RIRRIAE IPv6 X T RIRRIAE
IscsilnitiatorlpAddr 0.0.0.0 i
Iscsilnitiatorlpv4Addr 0.00.0 0.000
IscsilnitiatorlpvBAddr

IscsilnitiatorSubnet 0.0.00 0.0.00
IscsilnitiatorSubnetPrefix 0 0
IscsilnitiatorGateway 0.0.0.0

Iscsilnitiatorlpv4Gateway 0.0.0.0 0.0.0.0
Iscsilnitiatorlpv6Gateway

IscsilnitiatorPrimDns 0.0.0.0

Iscsilnitiatorlpv4PrimDns 0.0.00 0.0.00
Iscsilnitiatorlpv6PrimDns

IscsilnitiatorSecDns 0.0.0.0

Iscsilnitiatorlpv4SecDns 0.0.0.0 0.000
Iscsilnitiatorlpv6SecDns

IscsilnitiatorName 2AKRE 2IAKRE
IscsilnitiatorChapld 2iERE 2iEMRE
IscsilnitiatorChapPwd BEkE EEMRE
IPVer lpv4



3. 47.isCs| FiEE RN - RIAE

iSCSI ik HinE % IPv4 R TEIRAE IPv6 IR T HIRIAE
ConnectFirstTgt E22H EZH
FirstTgtlpAddress 0.0.00

FirstTgtTcpPort 3260 3260
FirstTgtBootLun 0 0
FirstTgtlscsiName 2iEkRE B2iEkMRE
FirstTgtChapld EERE EiRMRE
FirstTgtChapPwd B2iERE BiERE
FirstTgtlpVer lpv4

ConnectSecondTgt [ E2ZH
SecondTgtlpAddress 0.0.00

SecondTgtTcpPort 3260 3260
SecondTgtBootLun 0 0
SecondTgtlscsiName B2iERE BiERE
SecondTgtChapld B2iERE B2iERE
SecondTgtChapPwd 2iERE 2iERE
SecondTgtlpVer lpv4



BIEFMHLE

M IDRAC 3151515 REZAFFi8, iIDRAC 7E5B 14 X PowerEdge RRS588 P 35| SMUEMHEIA T R (BOSS) 1&5#8%. BOSS {5HIsE 5%
LZIIATIISRESHBRIRMERS . XEITHIRTIFHIRAN RAD hEEME FEE.

@ | & BOSS #HIZX3# RAID 1.

DRAC ' R T e KIZETE, MBIEEXKAEE PERC 1ZHI25. EAWSAGTI R SR AR FMHAN. XLEHEIE RAD
FNIE RAID £ HIBR LARERBIE(IMRE, im0 YAETREE. T 58 14 /X PowerEdge BR$588, X #F PERCY #1 PERCI0 #£#l88.

SEENEETRENSTER. i BITRISNMEBSESESHRAREE (CEM) #ERFEMR, FE2ET 2C#EQEE MCTP #
WS RERFISNER PERC #5525 TiBE . T SERECE, CEM 3% PERCO 15#IREFE S A . PERCO #5%38 L E R A I =2
9N HESIRA.

@ | 3%: $140 Tk RAID (SWRAID) 7% CEM 33, EIkIE iDRAC GUI RARE 3%, SWRAID AT LR WSMan API §1 RACADM
BHITEE,

BIZfEMA IDRAC, BERIEAAT OpenManage Storage Management iR HAI K ZHiIhaE, BIEXE (XFEHSIS) BEHS (F)

wn, SUBENEE) . BANERKRERSEZAILTEMEE RAD.

RG] BIOS BRI EC EMEIRITHIZEThAE. XL EIERC B EMMEFH N A RAD KAIFIHZ R UL EIE R ERIUER

WEHEMITHRIIRE, PlNEZMEIEHRR. BB EEERER RSO EHRERRERIFEE.
FhiREEE:

BHIEE — RZBIRMERG T EZEBENEEEEHIE, MEFERMBENRIALERITHEE. BHRERZTSHEERTEN

FHUSAFRRIIE. THSEEERE— NS NMIEHESE SYIEHENIENIZERESE (FERIHO) . RAID ITHI25H
PBEHEEIAR, FRSNUEBENRENE—NETT BRNEMETESELNEE. THISETRENITEMES, LLUBshEEMY
GRS, ERXRES, THREERABRGMIESIIEFNEREE. ATEELE, EH 847G ENRKESGMIEE)
FEFIRA. FTRINEHISRESEMEARBEURRTITES A HEESTEMNSHE, EEXLEINREENTEENMEIREFHE.

s YREEASIRIRE — MTHERNSEZZITHIES. £ RAD =HIsE £, YIEMS YRR TeI@EMEE.

o BRI — RAD IBHISEMN— S S MBI B0 ENEME. RREMMBTAEBS MIEHELE, BERBERZEHEHU AR
M. RIBEALN RAD R7, MREEHEMESEGSSENMHERY, ENHETHRSREBAREE. ENMEREE
RAID =88 L 032

« HUIE - HEIRRBIRGERINR, MEREE YIRS NG T AER.

Bk — ESHUERN, EHRP, EHERERBFNYBEHEEERIINE, BETEES5INIIEXKNERE GRERN
2 BT . VIEHETUE S ENES, LHEREIRREER.

FRT EIEEPE SRS, BETENTERRE. RIRREMRERNEFARES. BRURERIE. KGR 2ER
R MARTITHRHRF A RN RS .

ERIIEHIRNEE SV NEARNNES. MERFNTIHES, BHRAEHNRSIRHRE.
FHEEF M PERC MRETE] SNMP BEFFFT WSMan B4 (WIRER) . X FEERE e B &S IE R Lifecycle HES,



#. 48: PERC Ik

PERC ik 3§57 CEM ECER0#THIZE (PERCOIHE A X#F CEM ELEMIEHIZSE (PERC 9.0 AR
=hEA) FSEARARA)
SChY ¥ 3 FE 14 & P Edqge R BRARE. N<BER—KEBRES.
© ey SIRfEsARI, HEOEEREM Web B
= E oIS

MR AU AHERELRE RIS
e, MNAEE.

Rz A A LB E T RIE
B, s ZERRX LAl S R
FEHXERASER, REBEETHNR
)ﬁj% BTSN ERE, AEEEM

HE WREBRENMEREHOMEIT, W BEEHSISENRAEE
RESKAOMERAN, AEEHSISRE
sl & SRt R A

E3
IBfE RAID #L&
T RRIT IR
ZHFRIHAE
IS S IR E
BB EERE
EEFEEEHRID
SRR AR
SRR
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RGERIN AL G AT LUERIIRIR TR NS . MLINEERIfEF RACADM Bk LC GUI #1Tif1al. AR$525 L MIERIRThER 7 A N 251

REEBRIRENEE — BIFREMZIERAIREIEE, 5120 I1SE. SED SAS. SATA IREI2EF1 PCle SSD.
« BEERIRNE — SEFTHMEEGRMNEAIRESE.

RACADM SystemErase F#r4$E1E T 2B A0IED :

SecureErasePD iETUISE T N2 5 IR S L £ERIREIES
OverwritePD I & & = B IR ENEE - HEUIE.

AT SystemErase Z 81, fERAUTaHSURERS =T BYIRHERIERINE:
# racadm storage get pdisks —o —p SystemEraseCapability

EEHERR ISE F0 SED IREhES, BHFERILt®S:

# racadm systemerase —secureerasepd

EEREEERIEE, BEAUATHS:

# racadm systemerase -overwritepd

® | ;¥: RACADM SystemErase 1§ M _Lif & &I SR a0 TR ik SR MBS Fr 8 RR J0U R 2%
® | 5: RACADM SystemErase £ S ¥ RSB EH BRI TR RIE.

( | i*: {3 iDRAC GUI 8% RACADM AT U884 PCle SSD = SED & & . BXEEER, WEFAE PCle SSD 1@ &4 M
SED 12 & ¥ H#EB5 -




% Lifecycle Controller GUI M RZIERRTHEEME R, F57 “Lifecycle Controller User's Guide”  (Lifecycle Controller F§ F3ERg)
ik : dell.com/idracmanuals.

1[4 SED B & HiE

@ | ##: & SED REMUMBMN—EAR, WRERZLR. BHMEMBEFBIRER SED &, REBRTREBRE.

“TEEARRR” R AERRME EIANMARIE. 7 SED ERITMEBREESIARIERH S SED LIMBHIE KA M EL. &
MMEERREAE], EATCIEVIE) SED. SED REERAIUSER I TRERREMSISENA.

MRAEMBERERZEEN S SIBEIME, WZFREEEHE. BORERSISRGHEMBIIRE.
#RR SED REFBURZ AT, HHR:

« BB H Lifecycle Controller.
G A B RS FITHINPRFE RAR
+  FTiZRY SED IEEhEE A R EME N —EB 5 .

O)F:=

* Bk SED RILASEERHAITE S P ERIRAE

8RR SED BENEfE, ATHESRES, TURERERFANSERAFEIIRS. MRLEXMER, WEHSISRER
%, FFEMIEREY SED WA B ERHIMEEMEKLE.

« ERATE 14 X PowerEdge BRZ5 8509 SED M B ERRINAE .

€ Web FHE#RR SED iz & HiE

FHIR SED IR & LHOBURE, EPUTIATIRE:

1 {£iDRAC Web R+, 4¢Z% Storage (7Ffi%) >Overview (#%%) > Physical Disks (¥IFBRE#A) .
B4 R 7~ Physical Disk (4JIB#E) T1@E.
M Controller (#HI8%) Thisg® s, EIFTHIRFUEE XM SED.
3 MNTHhZEEG, F—5E A SED i£#F Cryptographic Erase (RAER) £I.
MRIEEEFE Cryptographic Erase (R&82) , HEEEE TREEAFMEMIET, 1EiEF Action (GR1E) , RERETH
FHUBEFHEMIE.
4 MNERBRMEEX TR RS, EEUTERZ—:
* Apply Now (IZBIRIFAA) — &#FUETAIZIBIR FRIRIE, THREHMSIS RS
At Next Reboot (TOREFZ|HAT) - EFNIETIAIE T — X REEFH5| SHAB RN AERE.
e RIBRTIE] - %% AR TR AT 72 31 X1 B B HAFNRT (8] Rz AR #R4 :
FriaRtia FnLEsRATIE - B H AR AR A, WA TREESE S, ®EFE. BRIESET AT B LSR8 Z BR A .
MThEERS, EEEHGISAKE:
TEHNG (FHEHIIBES)

EEEXH
s SEHIKHL
XARGHREFER 02315
5 HBEHNA.

WMRARGEME, BETR—FHS, BHZIELAEEN. HI, THERIEL D MZE LN HRE.
WMRIEABZRLTY, BER—FIHR, IBHAFMEEHIZRZAIEL 1D, BHIEWNATI, ATEMELTIREHEEZEL A
B,



MRARBBFAIRRE, BER—MERES . MRFHFLBRERTNFHBEWEIERED, WEET—FERHER.

£ RACADM #2fk SED & & ¥

BEREMIRRR SED R &

racadm storage cryptographicerase:<SED FQDD>

EEHIT cryptographicerase #< 5 8132 BFREL :
racadm jobqueue create <SED FQDD> -s TIME NOW -realtime

E BT cryptographicerase 4 G0l BAR S M EL/E -
racadm jobqueue create <SED FQDD> -s TIME NOW -e <start time>

EEREIAEL ID:

racadm Jjobgqueue view -i <job ID>

BEEZEL, 15519 dell.com/idracmanuals 32 [9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4174
Eigm) o

EEMIESE

ERYIEMEARTERMRLESENHETHNS. (REEHERETIRER false XA M. MRATKEMHEE, ERHRE
AIAEFE A LSRN AR . JUEESRESEDHITER, BIMREEMEE.
BUHERTATIUAEARITHER. MRIUAER, WEMHEESRFERIRTS. Z— MBS HIMIEN T RS SBEM#EE
REHME, AURSBEERES. BURPAMEYIEHE ENITER.

MREEEN E SR ARERNYIRH AN ER, RINFER—YEHE ERTEZUTERIE. BUABEHMEERE, AERESZ—
MR E N ARERBI2SFBHNENAEAERLIE.

B EURE

A R T A T 384

elfEd
il
UmAEIRIR

- WiEak

© KWEHM

© BUHME—HM
IR EIN R
DERBUENEERAER
INERFNERH IR KR RE PoL R 22
EUHE &M
BB EY R

*  RAID 5iEH

®

EMRBRATHDEE, HBALUET PERC #5I3% BIOS. Human Interface Infrastructure (HIl) 1 Dell OpenManage Server
Administrator (OMSA) EIEFNSIE 192 M ERHE .

@ | #%: PERC10 iR, EANEFRXRHRLERFE.




BB EMHE

BISTHE RAID ThaE, Gl —MERER. EURERE RAD BHBERA— RS MBS RN, REEMHETA
SN, EEMHMERGR RN L .

ERZEMRER, BRZAFLRENHENNIZENTHES.

YRR LAE R SR PERC SHISUYBER B 0 @ EMMIE . BOIEEMHE, BOTMEARESEISHAFNIR. B UER—MRE)
224A P B 64 NERIERNEEF 16 NMEIIEENEE

WMREIMATER, WETEBIZENHE:

MR ERNBFA AR T O EMHEE. REMWMAYIEHEERRE.
ARSI LRI EN R REMNHEY . BUFMBREDC—NENHEE, REAELIEMNEMME.
AR RE TN RRNEMUHEER . BLTNEENETRER—NEMHEE, REFEOEIHAENHEE.

o — MR HETEAZITHIRIFEPTEIEHIRE BT, B MEF I Rl TE, HEGTUMRZIEL, REBZXHHRE. &7
UEEMEE “Job Queue” (TEMBATI) TImE F itk BIRZS

YRR T IE RAID #83X, #{FF IDRAC Bl ({40 iDRAC Web FE . RACADM, WS-MAN) % <CTRL+R> J§H i K
RAID # 3.

A WRE RMENEERE EATRENHE AR, WRZEMRZEN#EE, NThZEM#EEN “SIREE
BME AR,
@ | #%: H330 R X4 RAID 6 &1 RAID 60.

\ = N ==
SIBEM R EEEIN
BB EREE AT, BHEERIUTER:
EMEEZREHEEEEHE L — SUENEMNEEBEN TR A EEEEHE L. XEKRE, MREFERA—IMTENIRIER

GEHSIS, WHRERZEBSERABCH S RRGIKRESBEIHE.

HBERERTHE LB AR — RSN EMHER RAD IEHIZRRMEIZE N, WMEETHRE R EEER #EHE PaFr
BYIRHIE. SIS RIZER SR A EE.

MEHMERE THEAT. B, —MEEE ERERAM RAD £3.

FEMHE DT E S YRR KA RG] XLRFBURTIEHR. SBZEMMEN, RS- ERNENFTNEE (EE
%ﬁﬁiﬁﬁﬂtﬁ’ﬂﬁﬁ%lﬁ’ﬂﬁiﬁ) - EARFHMBERLEARR, JUERANYBEHMENKE BWHRE. FHMBRZANREISEE RAD

FEIE R RS RAID 10, RAID 50 #1 RAID 60.

£ R AN RAD 0. RAID 5. RAID 50, RAID 6 1 RAID 60.

RIEPHMIEMENREIRZ A 2. XS#ME RAID 11 RAID 10.
Jo3ETE PCle SSD L BII EI A .

£/ Web 7 [ ) 8 EF 2

O ZEMEE, BHITUUTIRE:
1 £ IDRAC Web R, 4% Storage (#7f%) > Overview (#E¥5) > Virtual Disks (FEIAR#E) Advanced Filter (FH&{FHit
£ .
2 7E Virtual Disk CFEIAREER) BP9y, BUTLATIRME:
a MNIFFIETREREG, EREENHBENHMENITHIE.
b MFETRZEE S, EREMUFEN RAID R5:
R EZRHIRTIFOIL RAD BRI A S B/RETREES, HH RAD KHINTRAMEEETTRYEMERH.

|

®




c IEEMARAER, FWHX. LK. SARBEINEESIRETRE.
REFITHIBRIRNTLEEFSEREXEEEN TR RS F.

d HEBIEFEYP, BAEMBERNK.
ERPHER, BERHEMEERAKN.

e Span Count (BIEIHH) FERBMEMNYIEHMEET (B3 . BRERBENE. $3% RAD RHIEFHEEE B

IE. MREEFET RAD 10 FHIMRITHIZRZHFIE RAD 10, MABETHETBER. EHEBINEEHERN
&

3 EERYEESRS P, SEMEEENEE.
BXREFENESER, B52IR IDRAC Online Help (IDRAC BXHLE3BA)
ERARMEERN TR S S, EEENRREARE.
BHRUBEINEE.

BIRBEEWMAREERNRARE.

O EANERESRPENFRHTEN. oK. EFFNTRS. E0RELBSRAGMNEMLbSHETHE
WHBR.

£ RACADM 6|2 B\

{$M racadm storage createvd @,

BXE%ELR, 1559 dell.com/idracmanuals H12{#tf iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #5415
Ei5m) .

Y8 i TU B2 SR 4 77 SR B

TR AE SUE MR RIEE. B ESIRE 7R .

@ | i FEHHBEHTIRAEERRENRE. Bit, ZRARKIELER—FEREE.

IRHURB R R BB A R RN R B L SURBUE I 2E S RX -
BERTE - X S A sAEBUE K )W R F B X EHEHIR8 7 B ah USSR . REERIEENER B R H AP
X, WHEHISFRERERTTILRR. SHERSRETEEIEK ERNEHENESRBXA, FRaHE (MALE) .
T - R A S BURMNEEUEMH B MINFEX . MRBBBEENEMUMENINFRERX, FURKRKATURS A%
L - A TIEIRAG TR H 35 B 5 F s R

BERBIEEEHSRREAERE—HAANSREFRNENZHMBRMLETEKRTRIES

. RAEREEANSMERITFIR A LAHENERTRES . ESXSREFRHLEERSEEFEFNEEREM, FXR
%%ﬁ GINEREENEERREATH.
BE — REREAEHREFTENREANMERN, FHRALXEENEKRTRES. AEXSEREFIRESEHREENN
gE, EAREHIZEERATUNSEEFRENEETIRERZRE. BR Tﬁi?%ﬁhﬁTE%kiﬁﬁ%% SR
TAB M. MREEERIEER A E A AR, H bR R AL BE .,
EHEE —BRTEASRES (TERFIRETRARM) . MREHHFLREASERBHEESEES, HINBREE
B, ATREREHIRER

i SR E T RME R THEEIHE ERIEE. X8R ETHMIL R .



IR E S A M SR EFNIEHRSREFE ARSI R RIS EURIE R E NI . A PERC RGEHT
BERBMERER.

MEMEEFESRER. Fit, MREFFIAESRER, WARITERERRKE.

El#f, R PERC AAEREFERERM, FARKREANTRENESRER, NNMREMAGXHA, HTERRERREE
sko EAZH PERC ATEE S I FRIZRES .

Ek, JFiR#E PERC & B RIGME.

MR FEAU R 22

MR EMHESBIREMHE FARXHREMEENNRERESR, FNTRIREEBRENHE. EMMREMHEN, WRRET
SiEfIg KRN RE— N EMHEE, WTRSamEESRAEESENERAER. MREMEANSE—MEMHER, FFEES
EHMERAZRBENTALRRER.

WREMMREBEAERNAEENMHEE, WeBA& RSN Esnmkk.

T ABE RIPRFAR S BRI R A BEMIBR B2 -

FVFICIRERT, ERTLAMIBR S| SEMIRENRE . B AETRABMITHRIERG. Bit, EMREDENFZMNSET—MEEHE
=]

G o

WMREMR— N EEEF TSR — N EMHE, HAEMBRES MRt —, MBAEHRTRHEKE, EE—1E
MHEBRAARRER. EXMERT, MRENEEENLENEMNHEFERIBEIRE, WEMIBLELHE.

WEREMSE—BUT

EEHMERTIE L& (FHBREE) ERAERN. EESNERTRREN#EE. WRFE, RE-—HMESTEERTREE. MRE
MIREBRA SRR, SITRE—HM A RS EEURNFEE ZRERS. BRILUER Web FHE K RACADM HUUT—HHKRE.

TR BGHR E—H MR, BUE—BUIERERRIER SKAHRIE.
T REBERIRIR S SFIEFIRUR, e EEMEEN— .
@ | #%: #E RAIDO R i ERIRA, FXRH—HMRE.

FIa1C EE TR 2

MR A B A RUR, BRSEXENMARE. COFMKHEENENHESEERTE.
O |E: YR EFVRMERER, FANHELELHEE.
ATUHATHIRAIAIL . T IIA (LS BB AIA (LIRE .

O | : BUEMIH L RTARME. BAILUER DRAC Web RE (Tidk RACADM) BUM#IHAM.

TRIEH I

RIFVIEUWARES B EREE h SR AIRH R . ERTUEMYIEME FNTEER, WEREHEZETRTUENER
1F. FRILESARETTR, EAYBEHE FNAENEEREER, REUGHNERESESYIEHE HRENEMES.

|



RIEFIA MRS FBEXMFHEE . REEZHEREIZEEZBNB[ZMNIRERNBERT, FTHUBITREVEL. RE
Ma S FTER OB A ETTR (BHE 2 30 - 60 #)

PITRENR S SBIRBRIBIEE.
RIFVBEUES T SEVEHENEER FEAE. XZREAREVNHELESTNTERIE, MUSBHMERSEESS.

EMHERNRENGCEESEMN#HE ENE— M NRE—1 8 MB XE, BMRAASISERITXER. ZIHRENE 2 E 3 WHIT
e, BEENAEIOZEMHEEINERIZRE,

FEMEHSERRINGHTRER T HRBE.

STTEHIREV AL

TEMEE (XIREEMAN) RESMBUEMNHMETEOENAEERE. EREMERE ET R, HERMENARE
xR, EAUEREMHMEFIITEEMENL. SREVBHRIELER, MRLIIEHRES AR TREHEIFR, &
REREEMATEISBNL. TL2EHRESERRGIIFRIEEENMBHER.

MRPIT PN EMHENT VG, WATEREVSEL. TE2EHEES, TNTERBEM#EE. MRAFGETEMALD
RHEHSIS, MREREL, REREEMHEE ERITEAMRLRE.

TEMRAEAAE S HIRNEHNR LPITEEVEL. T2EHIETRESTEETE 1- 2 H5H#/GB Mia R EBUR T2HI3%
BRWEHRS . EEMEGRAE.

FTEVIRILES BN — MR
® | 7 SERAIRWER TR . REDBIEHIF I RTLMBK.

% R R

TiTdl EEEAMER (BIMMRRERIPE %H) RILAEA SED BRz1=8 ARIERENHEF B AME. WRERFIF LEAM
TEOZENHE, WENHEASBNMNE. E2BmREAMBEMUEE, RIFEEMEMELZIIETEERMERNMEILD.

T M ABERIRMR S BFIEEINR A sEEIE B E R

@ |:F: REEEHSBHEEAME, WHASEFIER VD LHm®E (2R vD M iDRAC tlE) . REZEN OMSA fllE VD
B, E2B3mE.

SEEGESE T AAEH

ERREAR—NENBRA—NEMHENRERSOHE. WREMEETHRMIEHELEHE, AZRRSHEUAEREE
YRR, MARPEHRRHEEZRFA T,

B R BERIRFR S BF[IEH IR A GEBITILIRIE.
REem 4K EMREE ST K R LUEARER.

MREERMBFFLIEA R OB TYBEH B AT RAER, WRtEHLOEEE, EF20EML. RE, MREZLBEN
ERHRER, WHEERAERHELEBRESEIBR.

WMREARMBFFCERXFECE DB TR EEAEAAER, WatIZRHFLOEERE, BEX20@FL. RE, WREZHASE
ERHRER, WEGHZECE R AR AHFCERIERHIER,

@ | 3F: BESHIRMETE TR, BIEFSELE Manage Virtual Disks (BHEEMHE) TEHLEESLXEARZANEE. AESY
BESERRE, EHMESFIFET Manage Virtual Disks (BIBERIEHE) TENEEER.




EipH VD

EENEMHENER, BRYMEARGEHNR, ENHERRARESFERFFN. =K, EFHFNTIL. BRRAK
BEEURT BIRRIEHIER . ERSHERAT, RAKER 15 NFH. EEBRIEUATBAEIEEIRIFETE. BREGBELNHE
R, #I¥LIE LC BE.

MEMERE

BN EEY R (OCE), EAIAERZNATEIIASHIBMATE RAD RAINEFREE. EHREMRNHET LHKE FRAE
HECE) , NS AZEMEL S RAID SRR .

B S84 R (OCE) Flidd st 75 AL T :
WRBFEMHEN LBA RENMEN &/ IMERF A ATE, BATUEZIRZERYT RENHENEE. ik

IS VF RN ET IR B B R AV K/ . WREMHE PR EE R BER LBA ZBIA BT RAZIE, BABEYIERAF LR
ARZE, BARFER—#MERS “REMERTE” .

RS AN AR EMSEAT RN OREVIEHE, T RENHEENEE. R RITEMAFIE M ENHEN K
o IRIBFREEMHE EM AR SENER#EETE. EUHENIA RAD AR MEEMMENFENRZHE, HE
HEMEEMHEX N HBEERERF.

REYRAITRPEERER VD K/ FEBRER VD K/NABSHEHARRES PERC (WBSHEERAFITEMMETIhR KRR
BZEERTABHEET ROBSLL) . BTXMESLEE, AEFEETRE, REH VD XNTEAETRARES ZRHREHNX
I, ERRPRAFPREBRH#AKAN VD KMEARER VD K/ (BSAEL/NT 100%)  IRAABAT ATRERIRAK VD K/, BAZE
BEHER, APASBIMAN VD KINERE VD KINZBEBES.

RAID 4 51iT#

RAID & 5iE# (RLM) 2IEFXERIRLIZ R RAID K7, iDRACY Rt 7T —MEDT, LUER RLM 0 VD X/, —E, RLM fiFT
FERIER RAD K5, K ATUEMERIF#EER RAID &30,

RAID AT 2 BB —H RAID HAHY VD #i#rA 5 —5 RAID KAEERE. 1§ VD TR EITEM RAID AR, H_ERRPEER
B A ENKN.

L E X HF T I ERFOSE R T
TRNBTERMBENTRMBEZNER TEREERM) VD AN EHEE VD H 5.

#R.52: AIgEMI VD 1)

EVD %R A BHE VD R, RmEE FIBEMBHR VD /8, FRmMEE
RO (B R1 &

RO R5/R6 NiEH

R1 RO/R5/R6 RO

R5 RO/R6 RO

R6 RO/R5 RO/R5

OCE = RLM E1TH R 1FRURIE

OCE 2 RLM EB1THT L LTV R 1E :



. 53: RiFRERE
MNiEHI88R (FEHE VD @ M VD & (i@iE OCE/RLM) METFE—15H8E EREREME AE—MEHES LN EE

OCE/RLM $#47) MERTSHIRRE ftb VD (FifiE OCE/
RLM)

EREE il IR RS

FHEE IR BUH AR IR KR

W BT AR BWH AR sERHRER BH AR

BRI IEEL ¥#h3E RAD Hi&E EWHE

Epreiat )=k BRI

iy By b EERAIRK

1 RAID BIREA PIRAIIAL

173 RAID R#if B R

BT HIERER

OCE #1 RLM PRl

WU T 2iEAA/ OCE 1 RLM PRl :

OCE/RLM PRI A#EEZ AP EE— VD BIIER.

RAID50 %A RAIDB0 % #F OCE. RAID10. RAID50 #1 RAID60 F % RLM.

MREHFREEHNENHERECEATAE, WA EIHEZFHIT RAD £AIBRETZ2T R
EHIBR ISR B IEE#1T RLM/OCE MENIEEMBEASREFRBEXANETS, HE| RLM/OCE K.
EFREEN MBS EESYMEEME, EEEHEERETR.

HAR AR R YIIRHA B BT BB I 32 1

MREMGEEHRE (W0 BGI/ER/ES/KGIKED SEMEMA VD/PD LIET, WA R FEXIEHECE (OCE/RLM).
5 VD XEMIRENER EIEAEHITEFELE (OCE/RLM) FHHATIEM LB MHEEITH (OCE/RLM) B SHEHE B LMK

EETRE, EfJ8 OCE/RLM FuAMBIIESNEE 8GR A E BN —ER 5. (BXEHIRFIENRSSEEETRREESR
“Online”  (BX#1) -

iH¥IIR L

L IhREREMSEUHEENIE R a¥tatL. £ PERC =6l L, TAREMHMENEEVBHREEENHEIREENEE. TRIE
MHENEEVRLSESENEE, MREFEREFEHESEALEE. BR, BEVMGRLEMLHITH, QZEMMEFRLED
BIEEIT. BURVIREEB FEEUHE M. —BEUH, BaVIBRLSE 03 5 HMABHERBD.

O | #: RaMBETERT RAD 0 EiluE.



{EH Web #F HEEEMHE

1 £ IiDRAC Web R+, %% Storage (##f%) > Overview (#E3) > Virtual Disks (EEIE#) > Advanced Filter (S TFIE
£8) .

M Virtual Disks (RERABER) o, EFEAEERHEMNHZNESGI.
3 WNTF—PREMEMEE, NEBMRETRE R PERE—MRE.

ERIUCAEMIRR AR E S MRE. SEEE—MREN, BERMIMA Action (BRIE) THISRSE ., NTRSRAERE—TURIE.
MimnEy Action GRME) THRRBEDALRREIERIFHBRIE. M, FHERIEZIDHFER Remove (BRR) §EE. BEHZHEEAE
BUEERIE

HpR

REERE: ESEERT - HESREFRBELAUTERZ—:

A — RENTHRENE, TRANTILERRE.

ik - RN TRENS, EHERINFEZEEKN BRI EEE NN EERESREERNED, THREE
Ko RFFRINRIZERELS R BIE, BinEIBEIRER, RERSTHE,

BIENTIX - RATHRENE, WREESHEXDHIANREEHETE, W ER R IE ISR E 7R .
WMRIZENEK AREL, WIZATHI2RIR [E 2 T IR EUER .

RER: SREET - HEeREFRMELAUATERZ—:
BEE — XrMTHRENE, HMETRAFVEIXRZTHMEHIER, EHREERTHNESLAEEENRS.

BE - f RN THRENS, RHRSREFREIZZTHMBRER, EHRERBEERTHRNESAEEENAS. &
EiEFIFEEREENBEEANERENEFHRE.

EFIEE - EABHEESRESFN, BATEASRET (FERFISETEGRM) . MREHBRLHREESEAS
FIEEERER, HIERGIEN, TRAEREES.

GIERRE: MASEET - BHESRETRBEAUTERZ—:

RAME - RAHEEEFERERANSASREFERN. XT SATA#E, WEXEBM; MT SAS #iEZ, HRXER
H

BB - RrHENSASREFERM. MREE, WIBMEEEROMEEMBIE.
EER - RRHENEASRETCER. SRREEELMEMEER.

MIRGE — EIYIRHAE PR TBOR, U AHMATETRATIUUENSIRIE. EVRNETAIIRETR, ERYIEHE
B EOANEEREER, REUGHNERESEZYIEHE HRENEMES.

Miate: =2 - BRGNS BERITH RS,
O| 5 witate: FELERFERT PERC H330 125135

BRE—BM  SHEELBEN—BN, WERN TR D ERRE 8.

@ | 5#: IBENB/IGE N RAIDO A AL H—HMRE.

MEERHA - MEEMNGEEHE. IRSHEEENSENEE, EUMNNE, EXSMBREe®E.

@| ¥: REFEER Self-Encrypting Drive (SED) WEEIES S BT, MBEMESSIETRASTTH.
EEERAEH - PRABUESEREEARAZRANYIENE. NETBYNERAAER. RSEEXMETRAEA, N
TRERERLA S BRI .
BEXERTMES(EL, 15S% IDRAC Online Help (iDRAC BXHLEEEN)
ERRAREERN TR S S, EEENRRERE.
5 BHNA.
BIRBEEMBRIERANAXERE,

H bk A -

RAID L 5iE# — BREERZR. HEIH RAD RAMEMHZHK/N . RIFEIEE—FH RAD £3. BATEEEANS
BRI PR ME I VIR TN EE LUT B RIETHY RAID &5, tEIhAERIEAF RAID 10, 50 #0160,



£ RACADM E=IBEHE

AIEA LT e SE TR E MR -
EMRR R AR -
racadm storage deletevd:<VD FQDD>

EVR R -
racadm storage init:<VD FQDD> -speed {fast|full}

ENTEMHEN B (RADO LFXZH) -

racadm storage ccheck:<vdisk fqgdd>

ERUH—HMRE:

racadm storage cancelcheck: <vdisks fqgdd>

EINEEPRLE

racadm storage encryptvd:<VD FQDD>

ENESEUES R EBAEY:

racadm storage hotspare:<Physical Disk FQDD> -assign <option> -type dhs -vdkey: <FQDD of VD>
<option>=ye SEHREHE

S

<Option>=no BUE S

BEEEHIS

AR RIBE AT AT #84E -
B EEHIRRR M
SAHBHFNIIEPEE
ERRIMNRECE
ERITHIRRECE

© B, EREMRREENA

© EFREBNSRER

HoE 1T HIR B 1t

xHFiEHlEE, AEEUTEM:

KAQIZEUER (BEIFE

© BEIEELKEIEER (RKEIEEUER AFEMER)
M ISR AL & XI5

© RE-BMER
ES#ER

© AETFEER
WE—HME

- EEE
EE¥AL (BG)
BHE
R BENFANINBELE
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KA R EBRFIN

AT IRBIFE RS IR LU R RS, BB E L FIRIF.
KA IEAA S ELT A TERYIERHE EIEIT:

MR ERBOREENHEETH D EARED.
IR E AR A EAENITUA T — DU R EE IR -
- EE

EffcENERDE

aaEL

wE-HM

Sk, EEIZERMESEMEMN/MEERNAE L, FERN/ MHRETRERE.
@Piﬁ*ﬁ“Eﬂ”ﬁﬁ?ﬂﬁﬁﬂﬁﬁ%ﬁﬁﬁ&%ﬁ%ﬁ%,%ﬁﬁﬁﬁ%ﬂﬂ%ﬁﬁiﬁo

@ [ E: REFIRFRPHELHERTR, WAZREBHELFCEEZIRARE. AESTLUER iDRAC REMRIARRE, &
BENRERBEI AR Eh SR .

A / -
AR T
TR M RE TS B B E IR E] —HAB R A MEHIBR iR O SRR &% 170 EK. LLBMNTE SAS #=%Is LRI A .

EEe#MKi (BGI)

£ PERC #=8I8 £, TRENHENGE SR EEEN#EEER 02 6 2HABHHIR. TREBHENGE SR SEER
WEMEES, UERTREEHRESEA MR, ftn, RADS EMHEENGEVIIRNHIRETNE, FBREEREMBEL. RAID1
EMHMEN R e MR RIEERE, MIEHMERRERS.

a A MRS IER R EERIRRAMAUER R RESETELENEE. EXAEG, FEMELIRESRE-BIEIERN. N
WREVIRLEITA TR ZIE. MREUE, REVKLKE R 5 oMABEH R . HEEVIIRKIEREEITH, AEELE
FRLEFE (FINEBMAMENEE) . EthidiE (GIMSIRENHEE) B ESRaBtRNET. XEIESSHEEMBELE
Ho

EaVIRILETEER 0% B 100%, KEEATEITEEMELESHNRGERNASL. BRA 0% B, XTiEHI2E, Fa¥lh

HEBRREMER, FEBRKNNELETR, FERMRGHEZBRNIRE. FEVHELERA 0% FPRTEEMIRULESFLER
15, BRHA100% B, MTEHR, RailatEaesiirg. FEMENANEERSE, FERMAGHEZIRAIRE.

BE—HM

SE—HMEZSTRIELK (FERE) FEMAERT. EESNERTRKREMHEE. MRFTE, RE-BUHESTERRRY
B HEMHEELT “KMHTR” KSR, STRE—HMETEEILENHEIELZIERTS,

SE—HMRTEER 0% B 100%, KFREMTEITRE-HMESHRGTENBESE. BRA 0% K, MTiEHE, RE—K

MEBRRMAR, FTEBRKHNNEAETR, FERMRGHEZERNIIRE. RE-HMERR 0% FRIEE—HMHEFLR
g5, BRHA100% B, MTiEHR, RE-BMHEAESMER. RE-HMMEERE, FERMAGHEFZBRAIRE.



BIERENREENA

B EEHISRRMR, BN ENREEH. EHIEEERmEE R UE R MEIRHEST SED B9inEl. BRUUASINREME
DIRERIZHISR O — N ME R ERAAMBERERE (LKM) T UEERZEEN. KM WA TERRIFEN#ERFRZEH 1D
TREHEA. WRER LKM, NpBuiid R n B R AmRFFNELEIERZMEER.

£ HBA iR T B1THY PERC MEH-ZHIE A HFHZIES .
WREE RMEEERE BATEREEHARURES, HEZRURMRZREEN, NSBEREIERERRELERE.

£ Web # EEC EfEHI- R 14

1 £ iDRAC Web REH, % = Storage (#Ffi%) > Overview (#i%Z) > Controllers (JZHIEF) -
RS BN BRI TUE.
£ Controller (¥Z§Ig8) #o, EFEEERERITHIR.
AEINBHIRERENES.
Current Value (HFE) FIEERSNEMIMBIE. ETLUBENENEER Action GRIE) THESERPEFIETERIZIE.
BXEFHRIER, 15517 IDRAC Online Help (iIDRAC BX#LEEEH) -
7t Apply Operation Mode (RiFRIR(EHER) ThSE&h, HFERNAIREMNAIE.
BEHEMNA.
HIREIEEMBRIEEARAXEEE.

£ RACADM Bt EiTHIZZ B

Eg B IEER R :

racadm set storage.controller.<index>.PatrolReadMode {Automatic | Manual | Disabled}

WRKEEMRNEREATFE), FEMAUTHSKREHAE LK EIZIUER

racadm storage patrolread:<Controller FQDD> -state {start|stop}

O s#: mREHEFOENBERTR, WAXH “Ba” M “EL” SKRRIERRE, BIEETER IDRAC RERKI
FRHME, SXBHELERIFHEERIFRN.

. EiF-HMKEEIER, 5FH Storage.Controller.CheckConsistencyMode X% .
EEHRZAEBE#ER, 5{FH Storage.Controller.CopybackMode X% .
EEHRZEAAHTEER, 15F M Storage.Controller.PossibleloadBalancedMode XJ % .
ERETATHEMAAHENI T HHERENRZERFEE 7L, 1A Storage.Controller.CheckConsistencyRate 35 .
ERETRTEENEHAENITHIZEEET YL, 1B Storage.Controller.RebuildRate Xf%

ERETATEVEZEMHEEARNERNITREEMEL (BG) iEFlsRZREa S, FER
Storage.Controller.BackgroundinitializationRate X5

EIRET A TERNIRHL 25 5 o A48 MR R RAID RAIEEMHAENERIRERB L, EEA
Storage.Controller.ReconstructRate %1% .

EREHIRE A AR SN EREC B B S\ INAE, 151F M Storage.Controller.EnhancedAutolmportForeignConfig %%
Z0, EEMMRREZEAUMBRINRNZR, HERUATHS:

racadm storage createsecuritykey:<Controller FQDD> -key <Key 1d> -passwd <passphrase>

racadm storage modifysecuritykey:<Controller FQDD> -key <key id> -oldpasswd <old passphrase> -

newpasswd <new passphrase>
racadm storage deletesecuritykey:<Controller FQDD>



SAHNEFFAINBELE

SMNEREC B R BEN—MERIRHE S —MEH R NEHE FEUE. SHBINEEAYIEHE a0 ENH BRI AINRERE.

TBAILLSNIMNBECE, WWEAYIBHERNEISRZRELHE. NEIMPREFESELT “ME” X “BR” RSHEMEE, 3
BEERTUSASCHEERNENHEENAERER, FTESNZINPEE.

B EMHERRLREE, BNREMHEEAERTSR RAD &7, NAFEFIMNMITREE.

Bign, MRSMEBEEHREE RAD 1 EMMETREHN—iK, BAENHEELTERRSHATUSN. MRIMPEEREE—
MRAEA=ZMIEHEECE S RAD 5 BYBEHE, AB4iZ RAID 5 EMHELTHERSATRESA,

PREEMBEEZSN, SMBELEXTREB S E—MEFRIR LR AARERARBES—MEFIRNMIEHE. SAINPEEESEHE
HiBEAREZERSN. MRZYEHEEUNNIZHISR EREATAAER, EASRAS RN EMHETEINPEETTBEE,
WFzEHEEAERRERIN.

TSR EIE A A B A EIERS (LKM) BIERIEMINBECE, MIZELLARA R DRAC A, SAIINBELERIEATRH . BRI
CTRL-R f#$0uREh2E, SRIGHFLEI iIDRAC SENIMERELE o

REIEHIBREMBIRIMNBECER, A SERSNIIMBEERES . BB TREYRERSINSRAYIEHETEE A PR E
(EMEESARER) o MRYBBHERTSAINS, NYBEHEE S AR EMHERSE T HAEM.

@ | & SAIEEEESLSNFMASHBOERE FRBOAEEMNEE. NRFESMMBELHEE, WSAFERE.

PERCO FHIBR X IFBEISANIMNBERE, RERAFRXE. BHISATUEREER. MREEM, PERC I=HIRTBIISAKNEE
EMSNERECE, MAFZFohF. MREEM, W PERC TBEFNEMIIMBERE.

T MR BB R RFAR S BFIEEINRA BESFNIMNPECE -

£ HBA 28X T&1THY PERC FEHH5HI88 ER XIS

® | i+ R EIRMERFIEEBITR, FEUBRINBHIERL . EEREEENBRERTESTEINPERE.
AEEUATERPRIINBECE :

« EEVHAYNEHSEMESHTHENEA.
BCETHBS MR ACE T HENEA.
ERHETHNRAYEHMEERERMNBET, REEHEA.

© ERKEMEMETHYIEHMESEHT.

AT BRAGIE A TR SRR -

MEESMREC B BISEPR SN AR, YIRS ATREAE . RAELT “Unconfigured Good”  (RECE, RIF) K
SES, DEENER B REFHITIMBIN

© TESALIEES AT RIVRSHEREE .
BRSNS\ MHISMPECE

£ Web FESASMRECE

BINIMBEE, ERITUUTHRE:

1 £ iDRAC Web EE ™, %% Storage (##fi%) > Overview (#(J%) > Controllers (iTHI28) .

2 7£ Enhanced Auto Import Foreign Config (H#32RIBZISAIMNBECE) 55, M Controller (IFHISS) KHET, EFEEER
ERIEHIE.



ENRRERATRA S, EESNEENE.
BHSNIIMPEE .
FIRBIEE IR IFIEX SN E.

EEHSNIMIRE, EERESHSEMN B0 E R MENANSIMBERELT, HIELAREER, REBERA.
O EEAHBHEDSNMNERBELTZE, PAEHSREUSNIMNIEE.

£ RACADM S \SNERECE

BINIMBEE, ERITATHRE:

racadm storage importconfig:<Controller FQDD>

BEXE%ER, 15517 dell.com/idracmanuals H12{## iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4175
Eigr) .

APFRIMEBEC E

BBEHEN—MERRBHE S G, BURSAXNESMARBS EMHMENYIEHE OMNIERE) . BB REYIRH
BRRSRAUAIERNYIEH AR T ENNERE GEIME) . MRMBHMEARTSRHING, WYBEHEE S FRANIS ELH
. BRIATERN YR E T ERSEREMHRERS.

TERRSINEREC BRIk A BRI BB AR B TS SRR R R 2 E VPR BRUR. MREESMIMNBEMME, NAEREHBKE
BRo BRAIREEARLESNEMBEMIERIARIE. BTINPEBERUIBITIRL. MREBBTESANNTTEINBEE, TTUERE
FRSMNEPEC B TR FRIDIERE L RSN EUR -

£/ Web 7 FERRIMNBECE

EAEMRIMNBEE, HBITUUTHRE:

1 7 iIDRAC Web REH, % ZE Overview (#f%2) > Storage (7Ff#) > Controllers (#%#I3%) > Setup (IEE) -
AT BRI BIEHISETIE.
ESMBECE IR R, AMISHIEE TR SR IR E A H B IR INBED B AT HIRS .
ERRAREERN TR S G, EEEFREIENRE.
BEER.
BIRIBIEE MBREEIERR YIRS E BRI .

£ RACADM 5[&INERECE

EBRRIMPECE -

racadm storage clearconfig:<Controller FQDD>

BXEZELR, 1559 dell.com/idracmanuals Hi2{#tf iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4115
Eigm) .

EiEHIsRECE

ERAIAERITHIREE. WIRPSMBREMHEERRRS, HEUEMBESISR LAER. EXSNEEPERBIREE ZSNVEMEK
. ERERETSHIBREMINPEE. MULTHRERSER X FEUER T PERC 91 Blth. EREETSEREMEIE. TUAEHEET
SHREREEMAPITRLERE, MEHRETESSERENRE. BLRAEBRSFH[ITHNR.



@ | BREHREET2MRNMBEE. EMEIMIRE, FHTEREERE.

£ Web #F H Ei&iEHIZFACE

EERITHIREE:

7£ iIDRAC Web RE®, = Storage (#Ffi%) > Overview (#i%) > Controllers (J&HIEF) -
M Actions (#{E) THIERESF, A—NZZMEFIZEERE Reset Configuration (ERAIE) .
SFEMTHIRE, EEAREEX TSRS, ERENRRENIE.

BHNA.

BIRBEEMBRIERANAXERE,

£ RACADM Eg{ZHIzFALE

EERITHIREE:

racadm storage resetconfig:<Controller FQDD>

DN -

BEEZEL, 15519 dell.com/idracmanuals 32 [9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4174
Eigm) o

PR HI AR AR TN

@ | 7% PriERIBRIRTE PERC 10 #5588 EFZ 8.

7 PERC 91 #5858 £, EATRUEIZ N RAID R U157 HBA 1R, BXU=HISRMm MMEULRE. THIRNEITARS HBA fEHI85 3
ik, HPxLIRzpizr@d RS RS, EHRRAEUROMERIE, HASSERAE. HEHISEM RAID RRXE XA HBA 2

RAID 2l 88 ST FFEHIZR IR A E L. 7 RAID FHERZITANEMIEHIS £, RAEEXUTHIS R AL
WA RR S A5 BR B B RE T RE 2R

DR B BRI o

W BBREERRINAPECE -

AL THEERSHIEHEH LB, REEBNSREFTERER.

DIMIBRAET S SED KEXRI AR £ %A .

EHIRTREBERBNSRER.

TERB VIRIEH SRR KRR 55 Rt E AR -

@ | & FRAENSER Z A EHINERE, 22T, EURENAER, EXERERERR.

@ | 7%: ##R CMC I FTHERT i F PERC FD33xS #1 FD33XD FA&KEE, AEBEMITHRER . BXER THEKER CMC ¥
MELIEE, 15205 dell.com/support/manuals L) Dell Chassis Management Controller Version 1.2 for PowerEdge FX2/FX2s
User's Guide (iZ/5F PowerEdge FX2/FX2s #9 Dell Chassis Management Controller /7 1.2 JBF#5E) -

YRz AR OB R B 5h

T % RIBMER iDRAC RE (f5lan Web R E. RACADM F1 WSMan) & B 1% # 251E R BT FI5b :

R PERC $2FIRAL T RAD 183X, MABUSTERMFTAREMEE, A&, IMPRE, AR BANRENSRER, REER
ZIEXE 9 HBA 183K,

WEISHIEERT, el EEM RAID @/E. #iltn, 3R PERC 4T RAID #83X, B¥¥ PERC HNFEMEIEE X HBA R, ME
2R E BGI B, MkFEEASBD.

|



¥ PERC 1228 M HBA Y1#8% RAID #83EF, IEEI[NATIE RAD KRS, MATSBHRER “BE” K7, 1,
RAIDEnhancedAutolmportForeignConfig /& & B 511 & 1 Enabled (BB R

AT 5 R 155 A AR 55 23 L B SCHF T BEIE T WSMan 3 RACADM R i B 15 HI 28 E R BT A9 FI5h «
ARSSERECE X HINRE R T IR BEIEHI AR ARECE 241> RAD $#21E. a0, 1R PERC #=HIRT HBA 8, BRI LA4RIE S

AR SZR/ECE XM (SCP) LUHEHIZS R E A RAID, IREHMATEH QIR EMHEE .

« MR RAID B4 HBA B, RAIDaction pseudo B4R B R EH 9 BUINTH) « KEHMPERBIEFEITHOIE - EIH
#. FRSRAREY, BR, FlEEENSRREER. ERRIEE, & M\f;ﬁ?’f SCP 3z f#ehiE#E RAIDaction B 1.

4 PERC #2484 F HBA ffiﬂn‘, MR RE FIFIEHISER B XA RAD S SCP BTSN, FH=iK61iE vD, NEIE
ENHEESEN. SANFITR L HFHINIEE ITH 25 R N B HER RAID 324E.

£ iDRAC Web F H1#i=HI851E =

BEUHRIEHIRRRN, FERITUTER:

1 7£ IDRAC Web RHE*, i Storage (7Efi) > Overview (i#3I) > Controllers (3&HI8%) .
2 7t Controllers (3#88) mim b, %5 Setup (3XE) > Controller Mode (#8845 5) .
HAMET IS B RITHISR M YA E .
3 MWTHESRREFIEFREYRENEHRER, RERHRA.
EMSIFRGLUFEEREN.

&£ 8 RACADM 1Jj#aiz#$I 88425

E{FEH RACADM iizHlsE iR, BITTI&®S
ESERHIRYATER

$ racadm get Storage.Controller.l.RequestedControllerMode[key=<Controller FQDD>]
RGHETUTHE

RequestedControllerMode = NONE

EITHIsRENNIR E A HBA:

$ racadm set Storage.Controller.l.RequestedControllerMode HBA [Key=<Controller FQDD>]

BXEZEL, 15217 dell.com/idracmanuals 12 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
AN, E3 =
HSITRESEER) .

12Gbps SAS HBA &t 28424

ik RAID #5HIE R A H5 /D RAID THEERY HBA. BRI EIIRLE.
14G iDRAC $ZE [ ¥ 12 Gbps SAS HBA 1252550 HBA330 (SERRFNIEACRS) 1525,
A 733E RAID 15528 T R 5IIR1E:
EEITHIZE, YIERENTIEBMRERER TIE RAD =I5, tksh, TRIMEFESHAELERN EMM, KE. BREEEEME
EIRNEE . RIBITHELBEREN.
EEEGMRENERERER.
79 12 Gbps SAS HBA &l s8 R HIHEE FE M (2D
ERMBIE AT, MON4IIRRLE SMART fill & RS E R R E S S SRR

B 3R i 2 B PG IR R EN IR S
RERSEGHE AR LED



O)p:=
FEXFHE RAID $2HISS T RIREMAMENARIEZ BT, LAPITERS I SIBERGFIREM (CSIOR) #1E.

ERITESHEHEEHSISRE.
{R& 7 12 Gbps SAS HBA 15HI88F1 HBA330 MEREHIZEMITEH X E /B SMART BIIRENEEFI SES #lAE1E R ESAYSTRTIEN o

HAERZh RS RO TN 1% RS 5 4

FREEXIFACEN SMART RAIRH 2 EITEREN DT FRERAR (SMART),

SMART AIZE BN EATHUNME SR 93 i H AE TN B A R PSR & 2 R . 1813 R T YRR RETUN, MR, MF
A5 2151844 IDRAC. IDRAC sZENERE—1MEHR.

JE RAID t2X 2 HBA &= T aVIEHI281/E

INR#EHI 2R AT IE RAID X (HBA&ER) , NI:

EMERRERATA.
BHIBNRERSHER.
Fr B 4IBR4 24T 3E RAID #R3K.

WMRITHI R T AR RAD 18K, BRI LURITRUTR4E:

IRk BUE IN KRR R AR
MEMEREM, BIFEUTIER:

B TEER

RE—HMHER

AL IREE R

ES&RR

EHIR S SR

R BN BEE

BEXR

KE—BME

b

Sa¥E (BG) E

HABRSK R AE

AR ITENAR R & X i
EHERAT RAD IBHIHNEI BB (EHAHERRIN
EMRINBELE

® | i MRFERIEESE RAID BRPAEXHR, SET—RERHER.
HITHIRATIE RAD #RAR, TRMMNHERERNE. NBMERERE.

FE BN FHEEFIESE EE1T RAID BCE{Fk

Y MRS TR IDRAC FEIX AL LTSI SR BATIRIER, 1§#AR:

B EMERRETEL. FHESMELTER, RARBIFIRET—MEHIEE EHITREMZMEL.
T AR ETUE 2 MEW H R AR RSB EIETT.

|



BEIRRENERET

FERBOEEEFAERBHEET, TP RENFEHSSEEENR. FESRENS, RESAHmEEES, RES
NABBHE . MREMEA S TETRRT ARSI, NEEE TR
AR AT, PREC IR REE A ER BN R AHEREERIsE, EEIR R RS AR ERER.

EHSRARESZREBNEREFTMN. WREFIFRCHRBSRER, WEHRRSERACHER. REFBELUTREFEAN, AR
FIRENSRER:

© EHIRRABEMINBEE.
IR IR B E AR SR K B R TR -
EEIER M UM R B 4R B M TR

‘Z=718 PCle SSD

SMNERHEEEEIR (PCle) Bl (SSD) R—ME M aEEMIEE, EATERRKEE,. BSESHMNE L IRIESR (10PS) Fidx il 2k
FHEFT R RIS EMERNBRSF R, PCle SSDRAEZEHEIT (SLC) MEBEHE T (MLC) NAND INERARRITTE, wHEEIE
PCle 2.0 3k PCle 30 F&&=#ZO. 758 14 X PowerEdge BRSe8+F, HNBI=MARMSRZERE SSD. ERILAUFERY R IR TR
EE SSD, FRAKEEYS (FERY REE) ERNERIE SSD EZE R, URFERESR RN HHHL GifiD &

@ | 3%: £ 14 4% PowerEdge BR %85 & Tl FARE NVMe-MI F3EA NVMe SSD. 53, £ 13 X PowerEdge IR FRE LU X3
ET Dell E5HFER SSD. M EMATRIREZRZHM SSD 15 iDRACI T #5.

B3 M IDRAC A, RIUEFEFMEE NVMe PCle SSD.
PCle SSD WEZEINAE
PR ThEE
iR &
L HEE 14 K PowerEdge BRSSERH, FFHZ 32 > NVMe SSD.
Al /3 PCle SSD #UATIA T #:1E:

AR S5 h PCle SSD HIB TR R T &R B M AR IZFE M0
#1T PCle SSD #1 &
R MBR IR
AR BGH AR & LED GRANLE)
A 9 HHHL SSD $UTIA T 31k

3} AR 5588 A HHHL SSD #4745 55 A 0SS Ml
7 IDRAC #1 OMSS i 12 R HEFERIEF
REEBRBEHDTEF

TTY HEdRE

SERTBA SSD HATEL T 41
- REIRFEBRI, HIMBL. SRR

O | #: AIERTIRE,. B TREMURIRE LED HRATIIFRBGEIIERER T HHHL PCle SSD &%
O | E: i S140 #25] NVMe R &R, ERBRAMMBBRBERE LR, THIIFMELEIIIE,



Xt PCle SSD # 1T 2%:l5 /5 ift F0 1w

MU S E S AR RN S B5E B F PCle SSD:

BHEE:
PCle SSD #' B+
PCle SSD #5#R

MR RALGEAERH PCle TR, ¥R FQDD., —4 FQDD AFEMAVIREIZE, MR —NATF SSD. tnRLRLE (
), BIRER— FQDD. R SSD ZEIEEE, 1&HI8% FQDD #ikEH CPUY, XK SSD HIEZEREE| CPU,

MRHFIREMXEIER T PCle SSD HIEIHhit A< .

£/ Web EE %} PCle SSD #H{Ti& i 5 ApF01455m

3t PCle SSD R &#TERIREMANN, 1BH4EZE Storage (77fi) > Overview (#iR) > Physical Disks (#13f##E) . FHEER
BT, 3F PCle SSD, Name (Z#R) F|FJ§ &7~ PCle SSD. RARIEERE M.

{5/ RACADM %} PCle SSD #{T3& i & A F0.L53m)

{£H racadm storage get controllers:<PcieSSD controller FQDD> #34&&iREEMHNLMN PCle SSD.
E&EEFE PCle SSD IREh25, BFRUTHS:

racadm storage get pdisks

EBFPCle R+, BREAUTHL:

racadm storage get controllers

E&EE PCle SSD BIRMESR, EFERAUTHS

racadm storage get enclosures

@ | #: ERmE LRSS, H2ER PERC &&.

BEEZEL, 15519 dell.com/idracmanuals 32 H9 iIDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4174
E&/) o

HEZF2FE PCle SSD

@ | 5%: R S140 ##4IBEE PCle SSD FHLIERZ 3.

PCle SSD X #FBFH3ZH, WiLEXHFFLEREMSISHRRRENAGHINMABIRRE. ABLEBIEER, ©HALERES
BRRIRIE, REBILMBIRILE.

{XZ PCle SSD RETEITZ X HRMERGNT I HRAS LRI FEFRR. EMRERN PCle SSD ABIEHMMAELE, EBIRRS
BSERAFRFEM.

VMware vSphere (ESXi) &%t H i PCle SSD LUK HHHL PCle SSD & & X #E & R I21E.

@ | #%: &P ESXi 6.0 #1 iDRAC Service Module 2.1 {RA S E SR AM RS X S BERIRIE.
AR BIRIE{ETTUE R IDRAC Service Module SERHIT .

EEBRFERFLRBREENFEAEALTH /0 &R, UETUREHTZEE. ZEFEIHE LARR LED AR,
BEEEBRRIER, ETHERAT, EUUNRGEHREHTIRE:

|



PCle SSD &£ #B4 LED &A%k (FEIAE INKR) .
ARG BRI PCle SSD.

e PCle SSD WA 2 BT, 1BHR:

B2 L% iDRAC Service Module.
2 /2 H Lifecycle Controller,
« CEARSSEITHIRANE FIR.

5 Web R =k PCle SSD

B PCle SSD RAFF#BER, EHATLUTRIE:

1 7£iDRAC Web REH, % = Storage (7Efif) > Overview (#E%) > Physical Disks (4IIR##2) -
RS BN B TRER T E .
MIEFIRE TR, T RBLUEF KM PCle SSD.
IWTHRsESEH, A—PHKEA PCle SSD EFEZBER.
MR BEFEZBME, HEETETREEAPHEMIET, HEERME, REETFTREREUSEHMIET.

O 3 BIRTRLEHIEIT ISM T preparetoremove ¥{E,
4 AERBBREEX TR RS, EEIAR AR X LERIE.
MRFEETHRHES, ETUERE.
®|5x: 34F PCle sSD 184, R Apply Now (ZEVRIA) MIAIA. HIBEESHEERDTS LR,
5 BEHNA.
MRAVEEN, BER—FEHE, BHZELELY. Fib, TEERES D FAZEIS AR,
MR BIERTY, BER—FHER, BHAMEEHIZECENIEL D, REMEWAFI, "TE/EWRFITTE P EEFIZE A
.

MRARBBRFAIIRE, BER—NERES . MRFHFLBRIEHTNFH BBV EIERED, WEER—FERHER.

£ RACADM & #2F& PCle SSD

& PCleSSD WEZhER AT ISRE, EHUTATHR(E:

racadm storage preparetoremove:<PCIeSSD FQDD>

AT preparetoremove B4 5, BIEBAR{E:
racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW --realtime

EEREFEAL ID:

racadm jobqueue view -i <job ID>

BEEZEL, 15219 dell.com/idracmanuals 32 [9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4174
Eigrm) o

#8[% PCle SSD & & #i3

@ | 5 R S140 #HIBEE PCle SSD FHILIMERZ X #.

“INEERR” Rk A BRI EINBRT AR, 7 PCle SSD ERUTME BRI B S B RIERIFFE PCle SSD LATEHIEXA
MEK. EMZHEREAE, EHFEE PCle SSD. BB ERGEHSISEMA.

WMREMBBRABRGEN I SSBRIEE, WIZREREE BLAEHSISREHERLLRE.



TEHEPR PCle SSD R & ¥IEZ AT, 1BHHR:

2 /2 H Lifecycle Controller,

E BB RS FITHIB R AN E ZABUR
7

* 2k PCle SSD R BEIEAM R MHIRIEMIT.

« ERIEIRRE, BEERERZSTERABN, BERMEK. SARBAGLAERTIEE, REBERE.
*  TEFAMEIR PCle SSD /T, FIREHREZFF/LIM, 1Z PCle SSD AL ER7E Web REF.

* {LUEFATE 14 X PowerEdge AR S5 25HI#AIRIR PCle SSD X #hNE1ERAIh&E

£ Web R 2[4 PCle SSD & & #1iE

EHIR PCle SSD IR & EHVBURE, BHITIAT#RE:

1

7 IDRAC Web REH, ¥ ZE Storage (#fif) > Overview (#k¥1) > Physical Disks (IEE#EE)
LtERT4% & 7~ Physical Disk (¥73B8#) T1@E.

MIEHIBE ThSE g, IEEIEHISS I EF XBEAY PCle SSD.

MTHiEE G, w—NFZ 4 SSD 1% Cryptographic Erase (R£#R) #EIR.

IR #EE1%EFE Cryptographic Erase (R£18F%) , HEEETETREEEPMEMILEDT, 5% Action (GR(E) , ABRBRETH
FHBEFHEMIED.

M A#EEA TR H, EEUTERZ —:
At Next Reboot (TREFS[FA) - EFWEMAIE T —RRKEHS| SEAE R ARIE.
FETRIART 8] - SEFF LRI AT 2E TR A B BRFn A (8 B2 A #24E «
FrisatiEIFnLE R A - S5 A AR EE A . WTRESESE S, &FRE. RIS EF IR BRI R 8 Z B R F .
© AThESREgAd, EEEH5ISAE:
TEHIG (FHEHSISHRLS)
EEXHL
SR KA
- XFRZGHERER (4351%)
BEHENA.
MRREEEL, MER—FER, HHZELEELRY. B, TIEERES 1D FME AN R ERE.

WMRIEABZRLTY, BER—FIHR, IBHAFMEEFIRRSIZAIEL 1D, BHEEWTI, AIEEWAIITIE P EEZIE A0t
E.

MRARBBRFLIIRE, BER—NERES . MRFHLEBIRIERINFH BV EIERET, WEER—FEIRHER.

55 RACADM #E[% PCle SSD & & H4E

ER SR PCle SSD &% :

racadm storage secureerase:<PCIeSSD FQDD>

EFEIT secureerase B2 fEBIE BRI :
racadm jobqueue create <PCIe SSD FQDD> -s TIME NOW -e <start_ time>

EEREIAEAL ID:

racadm jobqueue view -i <job ID>

BEEZEL, 1559 dell.com/idracmanuals 32 H9 iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4174
Eigrm) -
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BN ER

A LA AR S B AR T A T HRAE -

HEREM
MESL—EXLIFRSER
EEHERERS (BARER)
®E SGPIO 1z
WEARTHE

© HEEH

db -
it E EREL
Dell 28 14 X PowerEdge AR 22 ZIFFIAEFMEIRIN, HPAEFMHEITHIZE (PERC) AT LABIE BN R 23FEEE—HASRIRENZE -

HERETATESMEER, BRAMEEBHISTRAM (HA) e, ¥ RS[AUERNEHITHISE ZEFS NRRREIEES. FIZER
B, QZEMEENE REEDEMTRIRNNRENER. KETFTER. (ROBRRGIIFFILINEE.

BIRSFFUA TR :
E—ER — XEZARN. TE PERC IZFIRANSE B EZEERNERR, BMESRETHE -/ PERC FHIZRHEN

It

FHRN — —MZRIFARIEE 12 DIREE, FoMERINERNEIRG 12 NERR. EEIE—MEHRENRRES A
0-NBf, BEEBE_MTHIZRRENRRSH 12 - 23,

o FDEN 420 — —MEHIZRBRGAEIAET 4 NERNRE, T MERIBRBNAE&RE 20 NMERR. EERE—ME R AR R
SR 0-30, EEBE - MEHRNENRES A 4 - 23,

HAHER 816 — —MEHIZHIENET 8 MEFZE, FE-MTFIRANHERIG 16 MR . EEBE—MEHIRMERN R R
SHO-78, EERE-_MTRIRHRENBRS A 8 - 23,

HOER 16:8 — —MEFIZRFHIEIE] 16 MRFRE, B MTHIRBRAERE 8 MEFNE . EEEIE— MR HIENRR
S 0- 150, ERBIEMEHIZERRIRRS A 16 - 23,

WOER 204 — —MEHIZARUAIEIE] 20 MR, B MEHIRBIUAERE 4 MRz, EERE—MTHIRRNRNRR
SA0-19 B, HEEPE - MERIRNEINR[RES A 20 - 23,

RN - EHREETTA,

MR REBFREBIZECE, DRAC RITIFRPBRAIRE. REBRALENZH], RERREZMEHIRE. DRAC £HITH RINGER
=, ARBATERELREN, EFREREHFEE - PERC f=H%.

@ | 7E: IREEREE— PERC HER TRERENFMEAREEER N PERC HERATHEREANG—&X, ATRSHIAR
fER (EHMER) .

EEMOXLRE, BOAEBRS TR,

WRIEME M RAID #RAEL T RACIERTSHEHRIEST RAD {Rll, BHITEAENERER. B, MRULRELTHFLERS, &
BARETTRIE A RAID k.

O)F:=

© EENREMSETESHE, BATRSKEREES.

*  LC#FRek IDRAC ERFIET B BULERT RBRE

o WEBRERASFERZ I FE, EOMBREADTIZHE.

© BRIZRERERECE.

© MRBEHB RN —MEFIRE L AB—MEHIR, SRETRETESSBBBEERLEENEE.
© BWRFESRIESETS, RADEEWRSZEFME, BABURTIER)RE XK.




HREDHEATERNERFREEREEN. MRENFESREABXAGZ—ER, WETREISHIET—FERER, BAEZ
MEBIFRHRABEATERRARF . tesh, F—MEHIZREEIINDPRE. WRZBILER, NENEMMERES.

£ Web FHELEEREN

ZE(FH iDRAC Web REBELEHIRIER, BERITUATIRIE:

1 7 IDRAC Web A H, 4 ZE Storage (fFfif) > Overview (#£3%) > Enclosures (#1#E)
M Enclosures (H14B) S, EZFZALE H KBEHAERITHIZE
3 HEEVP, AREHEREAEERAERRN:
+ G—ER
FHER
© F/OER 4:20
+ IRHIER 816
+ {OERN 16:8
« RAMER 204
BEEFTA

O©|3#: 5T C6420, TAEANR: FHEATMIFHER-6:6:6:6..

it F R740xd #1 R940, EEE R RS FZIUAN AFHWEIRXE, F C6420, EEISGRBER GtXTIANE) UNBHAEIR
X5
4  MERBMEERThEEES, RFEINNARIENARE, RERERA.
B8Rl 1D,
5 #FMENBATITIE, HIEEGETBELRESERS “BxR” -
EARGHRBEEER, WFEEEEW.

£ RACADM iz EH14E

ERENIESRER, EEH set < F BackplaneMode FHIXT K .
5120, 4% BackplaneMode B1Hi& B AR DR, BERITUTIRIE:

1T BITUATHSREELSMERRN:

racadm get storage.enclosure.l.backplanecurrentmode

w7

BackplaneCurrentMode=UnifiedMode
2 BITUATHESREBFRZEN:

racadm get storage.enclosure.l.backplanerequestedmode

ek

BackplaneRequestedMode=None
3 BITUTHSEAREERREERAFESRN:

racadm set storage.enclosure.l.backplanerequestedmode "splitmode"

BRZHEHE, BTG SHII.
4 BITUTEHSRIEIEFREE 1 backplanerequestedmode B4 & ik H1E= :

racadm get storage.enclosure.l.backplanerequestedmode

-

BackplaneRequestedMode=None (Pending=SplitMode)



i&1T storage get controllers fp&FHiCFITHIZESEA D,
BT T &4 R eI E/Ell :

racadm jobqueue create <controller instance ID> -s TIME NOW --realtime

FiEEE 1D,
7 BITU TGS REEELAIRE:

racadm jobqueue view -i JID XXXXXXXX

Her, JID xxxxxxxx mELE 6 PIRFHEL ID.

REETRA “HEE” .
gragE el 1D, BERER “BEM” KE (WIERZIREE 3 75 TED .
8 BITUU TS REE backplanerequestedmode BMH{HE.

racadm get storage.enclosure.l.backplanerequestedmode

PSR
BackplaneRequestedMode=SplitMode
9  BITUTHSRALEMSISRSSE:
racadm serveraction powercycle
10 HELZSER POST F CSIOR /&, WAL TS RIIE backplanerequestedmode:

racadm get storage.enclosure.l.backplanerequestedmode

Mt
BackplaneRequestedMode=None
1 BITUATHSREIEEREXRBREAFSRN:

racadm get storage.enclosure.l.backplanecurrentmode

Mt

BackplaneCurrentMode=SplitMode
12 BITUTHSHIGIER S R RIS 0-11:

racadm storage get pdisks

HX RACADM (S HIEZ(E 2, 15517 dell.com/idracmanuals E12 1 # iIDRAC RACADM Command Line Interface Reference
Guide (iDRAC RACADM s &1TRESEERE) .

EREHEE

—L 88 14 X PowerEdge AR5 22 & #R7EE]—1HE dh s 33 SAS/SATA F PCle SSD UEEhZS . X LIHEIR NiBEREEF LELE T EEE
1=#l 85(PERC) #1 PCle 'R F. HIREHRME T HXIHILINENIGENER. SR SAS/SATA HifEsk PCle SSD. BEER
T, INESHSHEEEERAN. o, EXH 24 MEENBASERD, 118 010 (XZ#F SAS/SATA fifg, MiGEHE 20-23 Z#
SAS/SATA 5% PCle SSD.

HAERSC B BT R HAER T BRENZRVLR A ZITIRIL. Topology (FA#M) TNHE EMHIEHIZER RENMUERESR, MALHNME
HIFSEHEXE. ATEANEEITHIEE (PERC 1 PCle 1 R8:) ALUEZZIR—5R, Eit, System Inventory (REHFIEFM) ™
EHRERS PERC 2428 X BRI K

£ Storage (#%fi%) > Enclosures (#1#E) > Properties (JB1%) T1E, Physical Disks Overview ($IIBREFRN) MBAFERUT
RN :

© EEAE — WREERE.

©  X#F PCle — MNRRBE X PCle BiltE, ZETSER.

© B — WRERBAEER, BEHP—MEEFREKT PCleSSD, ZESKE R PCle.

+ ARG —ZETERT PCle SSD.



E BRRESEBREE. NREEBR PCle SSD IRFIESHIFH Fi A SAS/SATA IRTES, BFHIRE SL5ER PCle SSD IEzIzE
B “EEBR” £%. MREFHIITIZES, TNRERSETESBRNGE, GINER. AECEHES.

% E SGPIO &=

iR HIZR AT A 12C 2 (Dell BIREEVARE) SBTEAMN/HE (SGPIO) X TEREIER. LAEAILERE, RIpFL
B LED #57RATA BEIAKR. Dell PERC ZHIZBRMEIR TFIXMMIER . BEXFFRLGEEBE R, SRR LMERH SGPIO KRR,

0]

SGPIO RAMNZFHFTLIREN. EFXFHETT REBNEWMN TIHEXFHTIRER. SREHFITRAXTINE. HArRSFIEKRE
RENER.

LC ¥R RIEEK IDRAC EIRABINMERE, SCGPIO BAWERACEARTS. ESHB DRACRESHINRE. MREREREA
SGPIO #83, M IDRAC KB HREUERERRE.

EEEAREEREY, LARARSZHLREEER.
TR BRS BRITHIRR A REIE DTN E -
@ | #%: T gEfER iDRAC Web R HI%E SGPIO .

£ RACADM & & SGPIO &5

EfgE SGPIO #&xX, £ set 84 LAK SGPIOMode A AIXT R
MRFEGEACER, MWH 12CHER. WREBH, MIRE N SGPIO XK.

BEEZER, 1559 dell.com/idracmanuals 312 H iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

B ENAERTIRE

BENEE I R AR EFREIEN S ~RE.
AR AR AER S B LORANAE. XEFRIBEDTHEE, FHFAWMRBATTHHE, NSETHER. IEFRE
HUEEHHE—ER 5 ; BIERYEREH P REFNE.

O | i BEEREE— T FRHIRFEN 10, HHEE NULL 57,
O | & EEAREFEHNERB TR L.

REWIER 2R

W BB~ AR ER PREBE B FREINERE~ AR,
R PRAERAE S~ 2R B A BAIRANE, XEFERHBEDTHNNE, FEMRANT THNE, WSERER. XEFR
=R —8Rs; MBSV ERE AP RENE,

O | & BFEARA—NFHIRSN 32, HHEIENULL FH.
O | & XERMEENIENBTE L.



EFEN H % B RRIERT

EREMEEEMME R IR EYIRE .. ITHI8E . VIIERERITHISEN, SO MERBAEMEE 2 antEREE. B, REXLE
BRI FRTE]

28
TR
it
e

RGBS S
KB
7E B AMEL — 3555 h SUIANTET 3t R F M AR AR

£ Web 7 EiZFHIERN

ERFREEXUNARE, HRITUTIRIE:
1 HETFATEMRELR, AREFREER:

Storage (7Ff%) > Physical Disks (HIF8RE#E) .
Storage (7Ef%) > Virtual Disks (FEH#IR%E)
Storage (7£f%) > Controllers (k38)
Storage (7#f%) > Enclosures (#4E)

2 MF" RHEERR TR R FEFETIE—I:

®

Apply Now (3ZBIRZF3) —Liﬁltlsﬁélﬁ_I_/_Eﬂf“Fﬁle HEEIE R T PERC O $2HI28 . IIRGFAEZTTAMIES, LHEH
BRE. IEWFEEDEFRF 2 NP EESTA

At Next Reboot (TREFHISH) - ﬂq:ltl:ﬁlﬁ—”f—l_—uk’?‘@fi?ﬁ?l SHENRAIRE.
fEHRIORTIE] - %R R TR AT 72 XU A9 B HAFNRT B R IR E -
FrantiafngEsRat ] - B HAEARHEFERE. MThSRES, EERE. BEFRREFERMEZ ENARE .
© MTHREAG, HEFEH5ISAE.
REHEG (FEEHSISHRG)
IEEXA
SR
© XHMRZGHERER (04315

Add to Pending Operations GRIMZIFFAERIE) - EF IR A OB FOIBRIEUAN AR E . BT LLTE Storage (%) >
Overview (%) > Pending Operations (fF4CIEIRME) TIEEBITHIEMAAELIRRIE.

=

 Add to Pending Operations CGHRINE|#F40IRIRIE) ETITE AT Pending Operations (#4bE#R4E) T, LK Physical
Disks CHIEE®4#) > Setup (i&E) TIEFAY PCle SSD.

© EHHERETEYS, RAVENRIERAA.

3 BERNA.

%

SIREMENRIFEX N AR E.

£ RACADM i%&#FE#R{EER

FERFRIEEN, £ jobqueue WL,

BEXE%ER, 15517 dell.com/idracmanuals _Hi2{## iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4115

EE) o



EEMNHEEHRIE

ER I ERHER FRITHIZRM A FLIBERE. MAREAE TRENS|I SHIESREEEIETE TR BN I BN A . &L
BRIZHIZR A ET B A LIRERIE . 1B REMIRR SRR AL ERIRAE .

BIEREAYE (AEHIZE. HAE, YIERMAMNELHESE) FolEERRE.
R&EESIZE LB E(El . 3T PCle SSD, Y§7E PCle SSD #i&ZMIE PCle 3 a5 _EOIE{El .

EH Web AEEER. NHIMERERHRIE

1 £ IDRAC Web REH, %% Storage (7Ff%) > Overview (#%) > Pending Operations (f3bI#ER(E)
HERERRERT.
2 FEEMBThERSF, ZEERETE. BXIABBREECRENTTIE.
R ik E IS HI R R IRER IR .
®| 5%
ASNIPERE, BRI E . REFBHBENMMBEMNESLETERRE. BR, HHEEREREM “Eieg
E” HiE R R R RE,
Tk MR HRETTE F 8132 PCle SSD AIEL
EMIpRiEEITHIZENIERRIE, B LS IERERE.
MRS, ERUTERZ—, RERERARECERRE:
Apply Now (SZBIRIFH) — &R MIATRN AT BIR ZFR B HRAE. ETE T REARHME AR PERC 9 155188,
At Next Reboot (FE T XEFSISH) — EIFWETAIAE TR REEHS | SHIEIRR A EHRIE.
At Scheduled Time (ZEFHRIBORHED — &R ILIRIR AT £ 11%1 &9 B HAFNRT (8] B2 AR R4
FriaptiEFngEsRETIE - B& H AR R . WTREES S, ®FFE. BIESETF IR B4R 8 Z BR A .
NThESRES, EEEHG|ISAE:
AEHSS (FHEHIISESR)
EE X
SR
*XNRGHEERER (4315
5 MBROBEZEAL, BER—FER, BEIZELSIEEY. B, THEERES D FEINAERIRE.
MRBPZAEWCGERD, BER—FHEHE, EHAMERHIZECIENMEL D. #F JobQueue (EJLEAFI) , FT7E Job Queue
(PEMLBAFY) T EEIZIEA A .
MRFERIMDRE . SAIIMPEE, REFIABEIMBEDHERELTEHLERS, HEMRXEZNEGHFLCIERE,
L IETEEM Pending Operations (#5450 BHRME) TUEFEIEIE. EARBPUTEAMHMEMRICERIE, EA RACADM =
WSMean 7EFR B AUEHI2E I E A EMELE(/E L.
14 Fc 34 7E Pending Operations (#F4bIEESIR4E) TNE P EBERM PCle SSD HIEALIRR(E. M racadm 4 AR PCle SSD
R IRIRIE

£ RACADM &EE MM FEEEE

ENAERRE, 15FH jobqueue 4.
BXEZER, 15519 dell.com/idracmanuals 12 {#tf iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4115
Eig/E) o



FiaRE - NARELR

FH11: BEFE—MERRE ( “VMEA” . “ETREFHRISH” & “ERSRE" ) , FERERENEERE
MREER T MENA . ETREHISHRETRINME, ARRENA, &8 AMERNFREERIECIZITERE.

WMFRAERHRIERTY, FRRBAAIFENERRE, WFeIZEl. mRMELSIZRD), HER—FHE, HHAPMERECE
Bl 1D, BEAEMLBATY, ATAE(EWBAIIRE EEFZEWHHE. MRREZEL, BER—FHES, HHIZELLEKK.
S, ERFERES 1D FAREIS AN BHEAE .

MRRMINCRIEERME, FEARBENGFENEERE, BET—FHERER, HPES D MEWAIMRREE.
#f2: BEF—REARE ( “VAER” . “ETXREHRSISH” ® “ETRNEE" ) , FAFERANERRE
MREERT VMR ETREH I SHRETRINE, RAREENR, &8 AMEHNFREERIECIZIEERE.

MREEHRECREE, FENMREENANEERE, WRER—FHS.
BEERERRMEEETERRSNERRE,

% Create Job (BIE(EM) LUKFriERZBIZMEL. MRIEWAZRD), BRRA—FHE, BHAMERECZEEL
ID. BFAEAEATY, RIZE(EUPAFITTAFEFZEURHE . MRAKOBIEL, BER—FHEHR, BEZIELIERK. 5
5, IR RIHEE ID FEIWLAIND R HRIE.

BHRIGHETA SO, FEBEZREL, UBITE S FHREERE.
m%x&mm&&tmw FEMREENANERRE, WRER—FHERES.
BHERRE, TEEREERRE,

B ARINREZRIEN T A I ARERRE QIR . MRIEAARMRTY, WETR—FEE, BHAMMERECIZAEL
ID. BFEAEAT, RAIZE(EPAFITTE P EFTZIEWRHE . MRAKOBIEL, BER—FHR, BHZELSIERK. 5
4, EFRIRIES 1D FIEI AN RIIRAE .

BHERIHEA SO, HEBEZREL, URITE S FRECERE.
R6I3: BikF FMBHEERE" , FERAUANERRE
MREEEFRMBPEEERE, RERTNA, HARAMMENFHEERERERRE.

MRERINBIRERRE, HEWRIBUNBERERE, WEET—L£ERHEE:
BHEMEAFEEZEL, UBITESFHRECERE.
PHERRE, TEERSNERERE. BEREMEEHSR LR THEL, FeNARLERRE.
WMRARBINGIRERIRIE, FEMRRBEINANEERE, WRER—FHRHES.

£H14: BiEF “FMEEEERE" , ARBANFENEERE
MREEIEFRMBNERRE, RERHNA, HABAMMENFHEERERIEERE.

MREMRINCBIERRME, FEMREFAERANELRE, WRET—FESHE:
BEMEFIFEAZNAE L, UBITESFRECERE,
BEHERRE, TERRSOEERE.

WMRARRINBIRFERIRE, HEMREENBNEERE, WRER—FHERES.
BHEMERIFBEZNEL, UBITESFHRECERE.
BEERRME, TERERSIEERE.

O)E:=

MR, MRERBIATEFREERE LORIELAIET, H7 ZHFERE > EERETE, UEBENEEER
18, HEMFTREHISE LEIZEL.

X170 2 EBATF PCle SSD. #8¥§F5A5EF PCle SSD M4 IE#4E, Eit Add to Pending Operations CGFiNZIfE4b1EiE
1) ERA . £/ racadm 43 $ A5 PCle SSD RIFFALIRIR(E.



IN*RE BGHINKRLE S LED

A LUBIE KR ER RS IRE (LED) 2 —$k BINAE R YBEMEE . ETUREEIERNZRFI PCle SSD.
B AR BERIIRA GEINIRSEUHAKE LED.

R R LI FFSERECE . ST RERY SR SN A PERC 91 MESMAR A A .

® | i T AHEEIRARSE, FIFFITINRSEGH INRRRE.

{EF Web 7 [ IAXRE BGH IR KRB H LED

ZINMRSEGHNRE S LED, EHITUATRAE:

1 7£IDRAC Web RAEH, RIFEREZTIE—TME:

Storage (7%fi%) >Overview (#(3%) > Physical Disks (¥JIBRi#) > Status CRD) - ERIRBINYIEHETE, ST
FE1Z DUE IR HRS B H N KRR #4270 PCle SSD.

Storage (##f%) >Overview (#33) > Physical Disks (EEEEA) > Status CIR7S) - B/ RIRBIAEIMSETIE, BAIE
1% DU ALK 35 BN H IR KR RS AR A
2 INRIEAFIEE

o EFHEUHIEFEFAEER LED - i%3F Select/Deselect All (£i%/BUHEIE) £, SAFE T Blink (AR AIFIAANRLE G
B9 LED. 4%, BHEUHNKRATFIERRREHH) LED,

IS EUHIE R A NMAME) LED - i fF— MRS MAN, RERTINMRATFIEINLRFTIEE M LED. FlfF, BEHBUHNKET
FIEAHRLE H-HY LED.

3 WNREESFEIUEE

EIFS BGHIR IR YIRS IRENEE 5K PCle SSD - i%#% Select/Deselect All (£3i%/BGESIE) £, AF 2T Blink (F
¥R) AT FFIA IR B4R A2 IR ENSE R0 PCle SSD. REI#E, M HEGHINKRE =L INKR LED.

TR BUEIE R R NMIIBERAIREIZR I PCle SSD - EFE— 1Mo 2 MBI B IRENEE, AREBETINNRT G NGRS
#53¢ PCle SSD B9 LED. [REl#, SEBEGHIAKRAI{Z1EIALE LED.

4 WMRAETRAELHSE T L

RS BUHIE R T A E UL - %1% Select/Deselect All (£iE/BUE£IE) £1, AEEE Blink (AKF) UFFIANLRETBE
MHER) LED. FI#, BEEGHIRRRATSLIEIALR LED.

EERECEIRFER N EUEE - RS NEMEE, RERGARUUIERAREMEZR LED. FEH, BEBGHAR
AJ{Z1E AR LED.

WMRINIRRBUHINLMRIER BTN, W2 EREIRERS.

£ RACADM AR BGHINKRZE {4 LED

EINRSBUHINREH LED, BRI T4
racadm storage blink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

racadm storage unblink:<PD FQDD, VD FQDD, or PCIe SSD FQDD>

BEESEE, 1527 dell.com/idracmanuals 12 H iDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4175
Eigm) .



BIOS & E

BRI LAEE BIOS &Eqﬂﬁmﬂﬁ%ﬁﬁﬁﬁﬁﬂ’l%’\ﬁﬁ AT BIOS Rl ERBEENBNMBENARSH . &EFE—1EBMEE, #5
ETSZBERMEXNARSY. BUUMEN—MBENS M SHHANAEY, AEBEXHMEEN. HAFERA—INEES,
BHSERFRIAFER.

O© | 7 RIERABENRELTSER.

KA

Apply (BZFH) ZHRIFRE, EET'%ESIEEE-EI'_{ —BEERENBUEHET Apply (KA , B FERBRFESBIERHT
128, IFRERKRAERE BIOS B, WEBTR—FEREE, EPEIRGE SMIL AP SEIRSEAE B2 FRIRAIXTRHY HTTP 5L
REKRE., FPEERHER—FER. ﬁ *FLEE, 15257 dell.com/openmanagemanuals 4 Event and Error Message
Reference Guide for 14th Generation Dell EMC PowerEdge Servers (£ 14 4% Dell EMC PowerEdge IRSZEERIEHFNSEIRIHE S £
& .

FFE L

Discard Changes (JFER) IRMBFERE, BEEERIEREM. MREHLT Discard Changes (MFEX) 124, NAARILNE
BEME I F TR A B E S VIR E.

NMEAFMEHSIS

ARERESESSISIRFR, RES2ERMMERILSFAEE: Apply and Reboot (MM E#S[S) =t Apply on Next Reboot
(FREFHSISHEA) . AET—NAETF, APEEEE2ELATITTE, MUENZEEELRHEE.

RAAEES LC HiEFH BIOS L EMXHEZIER.

N R1E B & Apply and Reboot (RIFIHEHEIR) , B EFMBHRSESE, UREMENMEER. MNRIGFEKKEELE BIOS &
%, MEER—E&BIREE, EPESMEE SMIL AP $ERS I S Z IR A HTTP MR RS . ENSERHBER—F
EEMIEE.

TXREHSIFNMA

BAREXEEESSIZINFEN, RESErmMETANAEE: Apply and Reboot (RIFHE#S5IS) =t Apply on Next Reboot
(FRE#MSISHMA) . AE—NAETYS, BPEEEEEEWASITIE, UMZEFE/ELRZE.

APAIEERS LC HESR BIOS BEEEHAMEZER
R & B & Apply on Next Reboot (TOREHSISHRA) , NEERSETNREFBIFNEERENAEEN. BEFASEIET

RICRET XM ENMEN, BRI T—XREHSISSERI. MRIFREKLEILE BIOS B, WEET—FKERES, HPFESSMmEE
SMIL API $E RSB B B S8 IRAUFT RI A HTTP M RUIRS AR AT, EHSE A B R—5 EEMIEE.



MIFRER B E &

Delete All pending Values (IBRErE#FEE) BRAREGEETRIREFNNFEENASBA. EXMBERAT, ARPRAETNA
FeEE L, MATLLEE Delete All pending Values (MFREFBSEME) UL IEFAEEK. MRIEKRKERR BIOS B, NSER—F
HIREE, HEhESmEE SMIL AP $EiRe /B S IR R AT HTTP M RCRSAR . ENSERHER—5 EEMIEE.

FALEE

18311 IDRAC BLE BIOS BMA S BN E BIOS. ERREHFIFMB[UCLELEN. HEEK—1 BIOS BIAT, Pending
Value (fF4MEME) 1 E#H. MREMERGHZEE (AERE) , ESEREGU L.

&% BIOS Bii &

B BIOS BeESE R EZAESLE OFMA LC BE)




f B FE R FE?&#?%IJ a8

TR A EIEE S RBT B ERE . MSMRAERTERS, UWEEHZERSR LANARE. ERTHERAF
BRIRSEIRAVFAITNRE . ZIIREAETI R XARSZ B[P EOATA.

FEIRE

AR EEFREANMNEINEHAESIE. IARERNEEE— M ZERSEEFE.
EANBIIEA Java. ActiveX 3¢ HTMLS $RIFEZ R Web JIST 25 P B RIEHITHI&
R EMEHIESIER, SERSEIFISERTHEELEEM.

A ARIBT3T FFAA— Management Station Bl — N NS E RGN SN ERIERI B L1E.
,‘ST E1F MR AIELFTFF M Management Station | Z & RS EMA N ELIEHI A SIE.

WRE_MAAFEREMTHESIE, B—RPWEBAF A LUERIEETELER . 21T SRR A FE 2=

i), 82 AP ENR—RAZEIEEN. E—RPXME 32 HAmA, BUHERREETRANRERTE M
Fo BARERNATEIRSH, F—UAFRREE-IMARESEIIENRREA LABI—FHEE. MREFEZE— It
TE%_AFHF'EﬁEIEJJBZBEﬂ% WEIEE—THAPNRESENEREE_NAFHRIE.

iE: Web FE B REVESIERIEH & SENEE S FERIA Web RESE. ZH{EAREIENRA Telnet, SSH #1 RACADM &
HipEOMSEE.

@ | #: BREENRBFUAERBIEHIANER, HS8 EE Web M5 HEUERRILEH &,

®

-

T RS D IRFRIFTZE
[ =AYt h=

T ERMERI &
BEIEINEHIE
FRENEHIEEES

iﬁﬂﬁﬁ%ﬁ%‘#%%ﬂlﬂ%ﬁﬁ

TR THTRERS R LETHELES & 2B HNRS PR MBER A RIHE.

&®. 54: TFRHRER HERFRIFER

BRESWE RIFE (H2)

720x400 70

640x480 60, 72, 75. 85
800x600 60, 70 72, 75. 85
1024x768 60, 70, 72, 75. 85
1280x1024 60



RESYE RIFT# (Hz2)
19201200 60

BB ERENERPIERICE R 1920x1200 & %.

@ | 7F: MR EEIELIFH A EH LELIEH G EETRRSHBENE RS, NEEdAxiizh s FERERESNELTIE
RIRSHRFHESHHE, MRAGEEITHR Linux IERSZ, NAE RS ETRETEES XMIEH&. X T iDRAC EIEHIE
B < Ctrl >< Alt ><F1> AT4§ Linux YIE AiEHIE .

Ao B TSI &

EEEERITHI & 2 A1, FHRREECE Management Station.

A UE F IDRAC Web B, RACADM TR AR BERIZTTHIE .

£ Web A HEC & EMIEHIG

Z{£H IDRAC Web A EELEEMITHIA :

1 %5 ZE Configuration (BZE) > Virtual Console (ERMEHIE) . 1% E 7R Virtual Console (FEHIEHIA) TE.
2 RBREWEHEHIEEMENE. BXSERNER, 1E2F IDRAC Online Help (iDRAC BEHLEEED) .

@ | 5%: tnPHEEEMER Nano 3R{EZEZ, 2/ Virtual Console (FEHUZ$IE) TIEAY Automatic System Lock (EIZhELHIE)
ThEE.

3 BEHENR. EMEHIEEERE.

£ RACADM [ & [EITHI &

EEEELIEHIE, 15ER set 64 LUK iDRAC.VirtualConsole A AYXT & .
BXEZER, 15519 dell.com/idracmanuals 12 #H iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

M U H &

BEEMNERI &2 8T, B LI System (R%) > Properties (JB1f) > System Summary (R&HEE) T1E _EFSTERIEHI S8R
7S, Virtual Console Preview (EHUEHBIATAN) BN Er—1MEIR, RFEMIEHIEIRES. LKEGE 30 BRF—X. X2—0%
WETHEE

@ | i s & BRI SR AR AR .

BENEMEHI S

fEAT LUE R iIDRAC Web RS URL BEIEIISHIS
@ | #: FEABERE LK Web HEBRBRNENEHAS
BEIEMEHI S Z AT, EHR:

HEHEIRRNR.
Web 3l % 2B B F{E R HTMLS, Java 3 ActiveX &t
ARG TN 1MB/Fb,




@ | & MRBARVSRIEHIEE BIOS HEXM, FHBEMELEHNE, WELEHaTERIZA.

5 32 {5k 64 {i IE Fims2 BaERUsHIant, 8 HTMLS 3 E RN SR DAl B ERHRHE (Java 3¢ ActiveX)
“Internet Options”  (Internet i£IR) & EXTEF AN e @A

£/ Java HEBEIERITHI SR, BREATEESER Java HIFHEIR. EFORILLIOE, % Z Java control panel (Java f&HIHER) >
General GEFH) > Network Settings (M4E1& &) , #A/Fi%#E Direct Connection (E#EERE) .

WMREMEHIGEEERER ActiveX #lifF, BATTHRASEE—HEIER. XERAMEERREEZE, FAIRRNERE GEUT
FIEERER) BRARS M. ActiveX B FIRiEIFAI TEAEI T SEBT HLATiE). tLIRMFRIN TG, BWIEEBIEMEHIE.

ZEMA HTMLS A EsEES e, LRERBEEOE8ERF.

£ Web R HEZNELIEEIG

ERLUBE T AR ETERIESIE :

4 % Configuration (EZE) > Virtual Console (JEIMFHI&) . J¥E R Virtual Console (EHUTHIA) TH. 2 Launch Virtual
Console (BFIERIIEHIE) . Virtual Console Viewer (ERlIZHISEES) HEBH.

Virtual Console (EMERIAESRSR) KETTEAGHRE. BIEALEESR, ATUNERSEHITREREHNRAMERINEE.

AERHUNAREFETESEASNHEE. ATHIERRGEIZNBERF, BE=Z2HAREXLHSIE. B, ERFRE
BT AR

WREBHEBEFHNET—TRENREEREN, FRE Yes (B) AL

EEREOTRSERAIRGAES: —PREERSZB[URRES, Z—IEERMRAETt. ZRDSXF, H5H LR
Hast.

{£H URL BaIEMEH &

EFH URL BEERIEHA:
1 $THZ I Web JISTERFH A= FPMALLT URL UNB) : https:/iDRAC_ip/console
2 WRIBEREE, SEB/RERK Login (BR) IHE:
WMREBHSE—EFMERAAM. Active Directory, LDAP S E8t~E R, ML B RMEMA Login (BF) TH.

MRBERAE—ER, NS E3N Virtual Console Viewer (EEFHAEEFE) , H7E/F A E7R Virtual Console (EIMESIA)
i

| 5%: Internet Explorer I #&4M, Active Directory. LDAP, &4 (SC) F12—% 3 (SSO) BF. FFET Windows HIiR{E

Z Y - Firefox $Aith, AD #1SSO B3R, TEET Linux BERIER S L Firefox i, Active Directory #1 LDAP &
Ko

A MREFRA VIO EAEH G RRUR, BRERBTEEMTRERR, MAERL URL BRIEMT R, BAERIIELE

HE.

{EF Java T ActiveX {EEZAHEMIEHI S ERIT REBEIHTTE
FRYELSESR
ALUER Java 2R ERBSIEMIESI SR EMN R E RESEE,

®




@ | #: BBE Java 8 RESIALEALLTIA, HiEiT IPve M4 HE3) iDRAC ERUZHIE.

1 HERVED Java i BIENEH S REMN RN, BERATERIERTHNRERED. BER.
SEFR—FIEPESEHEE, BHRKEZEENIES.

®| I MRAERERGEMERFEERPREGER, SEUREENAPMNESREITHER, BT2EREESEE.
2 EBE M4
BREIEH ATERTEUN REERE.

O mpEnEsIAEER, FENEUNREES.

M Tools (T B) 3zeach, %1% Session Options (£1FIEIN) , SAF1%EF Certificate GEH) EIF.

#3 Browse Path GHMS8612) , AT EMAATEMMLE, Rx®® Apply (RIF) #OK (i) , RARRHEESE.
ENRMELEHIE.

EIEPELHEES, %1F Always trust this certificate (JAZRSEILIER) %IR, SAFE T Continue (H40) .

BRHEER.

LUIBEHBHMEIEH AR, BR2ERLESES,

£ EMEH 8 EERT

EEH AT A5 HEMEH, fluRirEE . EMEHET R, PIXIER. #8%5. BRRE. TXRSISgEMAERN R
iEl. BERERAXETIEGEMNIEER, 15517 IDRAC Online Help (DRAC HHIZ8EY) .

®|;‘£: MR EERERERH, WSBEREZ “No Signal” (EfES) .

ERIEH S EEH[REE B RNETREEZR DRAC B DNS ZF#RDX IP ik, 205 iDRAC &8 DNS &#R, MER IP ik, &
A

o XMFTHERFBERRSES:

<DNS name / IPv6 address / IPv4 address>, <Model>, User: <username>, <fps>

T T RRARSS -

<DNS name / IPv6 address / IPv4 address>, <Model>, <Slot number>, User: <username>, <fps>

0 N OO o N W

B, ENEHEEERTHEIETRRENN. XEHTREIEMEH S ENMEERERSFHER—IIE MG ZEH
FR BN R AR E, BATIA T E—R1E:

7f System Summary (RE%HHE) T1EFHY Virtual Console Preview (E#lisHI&Tila) 24, B Refresh (Rl -

£ Virtual Console Viewer (FE#liEHI&EERE) FfY Performance (MEE) &Ik, 1§i83HRi1%E A Maximum Video Quality
(RESRE) .

ETF HTML 5 BERIEHI &

@ | 5: #ESH3T HTMLS B3 RIMER G R R (TR,

@ [ *: £ HTMLS iR ERIESI &R, AAERFRURBFRERR, BERGMARRZ EEA—BIIES. fin, L8
RHEE (XE) REMFHNIES.

ERz HTMLS ERMTSIE, U IDRAC ERUEHIE TUH B AERUEHI S ThEE, 4§ Virtual Console Type (FEHIEHI&ARE)
ETNRE A HTMLS.

TERMEBIA T ARz — B EREH 8 E BB OB

+ 7£iDRAC 719, #F Console Preview (F#I&TN) SiEHATAA Launch (BR)) 4

+ 7£ iIDRAC Virtual Console (iDRAC Eliz#I&) TiHE, Hit Launch Virtual Console (BIElERIFEHIE) -
M IDRAC BRTIET, %X https/<iDRAC IP>/console. Itt75 A5 M AEIEBE.

7 HTMLS FERUEH] & shiR LA T3 ERIEL



© RIMThERIEH
1850172
- WX
- BE

REmEE

Il

S

W& AR AR

Console Control (&% &4

BN R

Pass all keystrokes to server ({§EF BT BIREMEBRIARSEET) ETAE HTMLS EITHI A ERZ Y. iaaEREREamEs
Ho

Console Control (IFHI&1E#) - LIMEBLUTEEIXN:
BE
Keyboard Macros ($2#£5%)
- EEkk
+ BHIEARR
*  Mouse Acceleration (FRARINE)
BE— HBEEERARRE. SYERENIFELET, HEEM Caps Lock #it, HFHRIFMATFHRTF. WMREF M Caps
Lock S2AVIER THAFHRFRA, MNIMERFATHALSMAKTF.
BER — X HTMLS EIEHI &2, HAFIAUTTRSIFRIET. B Apply (BH) LIFERRS S ERFFTESEESE .
*  Ctrl+Alt+Del
Ctrl+Alt+F1
Ctrl+Alt+F2
Ctrl+Alt+F3
Ctrl+Alt+F4
*  Ctrl+Alt+F5
Ctrl+Alt+F6
Ctrl+Alt+F7
Ctrl+Alt+F8
Ctrl+Alt+F9
Ctrl+Alt+F10
Ctrl+Alt+F1
e Ctrl+Alt+F12
Alt+Tab
Alt+ESC
Ctrl+ESC
Alt+ZS A5 52
Alt+Enter
Alt+EF S
*  Alt+F1
Alt+F2
Alt+F3
Alt+F4
Alt+F5



Alt+F6
e Alt+F7
Alt+F8
s Alt+F9
Alt+F10
Alt+F1
Alt+F12
PrntScrn
Alt+PrntScrn
F1
. H5E
EIF
Ctrl+Enter
SysRq
*  Alt+SysRq
PHEEE — HTMLS ERUESI B UNEIR S B X/), LUERGAIR. U TREENERATRIIR:
%
+  Don’t Maintain (F4R#5)
B Apply (REFH) LATERRSSER LR AFTIZRE .
AR — HTMLS RS & X IERRA 6. U TR ERATERA ThIF«:

Direct (E#E)
+ X

B2 Apply (RIR) LATERRS SR ERAFIERE.

BRARIE — RIBRMERFEERFMNR. UTEEERERATHTIE:
Absolute (#&%F) (Windows. ERHFHTARZAAY Linux. Mac OS-X)
Relative (A8%1) , JoiniE

* Relative (#831) (RHEL. Linux RkRA)

Linux RHEL 6.x 1 SUSE Linux Enterprise Server 11 8 & = ki A

B Apply (RR) LAFERRSS2E ENRATERE.

EIST R — #15 Connect Virtual Media (EIREINR) EMAIFEEMN RSIE. EUNRFEELEFER Browse GHI¥T) %I
LU bm FERRET 1SO F1 IMG 3T

@ | i#: Tk ERET HTMLS BERUSHI QRGBT R, FIIET USB MIREHEE. CD 3k DVD.

@ | F: HTFREMFERE, £ HTMLS RifEEREG G/ SiHEE M. £ Java 5 ActiveX ilifFit, A LIERBHETIE/
ERRZAEZREHE.

SFFRIASE

AT T8 £ 34 HTMLS [ERIEHIA -

Internet Explorer 11
Chrome 36

Firefox 30

Safari 7.0

@ | i#: BWERGE T RS Mac 0S fiA 10102 (REBEA) .



BXIEFNNRBAMRANE ZI1EMESR, 152817 dell.com/idracmanuals 8 iDRAC & 7T 8.

EbdEtosicta

YEEdEREH S EREZE RGN, TERG LNRAAMET S SRS FHNRAEHTRY, ASAEEERTEOTERAED
BAREEt

£ Red Hat Enterprise Linux 2 Novell SUSE Linux B, B7EBEIEIIEHIEEERZZHA Lnux BEERIFER . BIERZHBIARLR
wE R THEENSH & EASPIEHIRRET k.

YEMEH AEERPHARNERLRE, WRRRSZB[ERERG AN ER. XZHBH Linux BIERSGH Lifecycle
Controller 1§52, HAS7EMRSRMFARMRIRE S EWIESHEZ K LN BARMRR BT EN SFH A NRIRLAR. RS,
HVHHRE|— M RFSREZE R G S TR ERRARINEE L.

EYREEAMES, 1EM Tools (TH) FEFi%E#E Single Cursor (BMEE)
G ERARMNIE, 5% ZE Tools (LE) > Session Options (£i&1£1i) > Mouse (FR#R) . 7£ Mouse Acceleration (FRARIT
®) ERH, RI\BBIERLIERE Windows IX Linux.

ERHEBNRAREHER, Fi& <FO> M BERIZ IR,
@ | ##: ZAHE(T Windows RIERANZERETER, BENZBMERGTIBIIENL.

LA ELITH S EREIRER T &M Lnux ZITRRERGNZERGN, BAIESEBRRRESERM. XA =2H GNOME KEA
TMAEET IIRINEESH AT, FEEIE IDRAC EHUEHI &P RIBAREILS I, SMERLtThEE. EXARTUNESNE, BE fetc/X1V/
xorg.conf SC{HH R ARER 7RI -

Option "AccelerationScheme" "lightweight"o
MRMALINE L0, 157 <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml S TA MM E L :
$¥ motion threshold # motion acceleration RMEEXRA -1,

YR GNOME £l EXFARFRMNE, BEEMITHEEERT, X Tools (TH) > Session Options (K1FIXIM) > Mouse (R
#%) . 7E Mouse Acceleration (RRERINIE) £, %+ None (F) -

KT IO SEERS SRS, LI A AT S H7E Virtual Console (FEHIFSHIE) T1HE 1% Max Sessions (| ALiE%)
EHEER 1.

B Java 8 ActiveX ffFHIEMITH &R IEMAREE

& LAUS A Pass all keystrokes to server (AR HEEZIRER) AT BT ENITH A EER B ERGTMBESNEREL
REIZERG. WRECEH, TLEREAERBEAERTEASITEMNSHASENEIRE. ERMERHELEEIRSE, 1§
HEEMSH SEERD, 2 Z Tools (TE) > Session Options (£iF#%) > General (EM) %I+, SAF1%#¥ Pass all
keystrokes to server CIEFTHRBIHEIREIIRSSE) £, LUSFEIBRMNBHERETERS.

Pass all keystrokes to server CEEFGBEEIBRIIRSES) ThEERITAEBURT:

ERIEHI A B E T WML E (Java 3k ActiveX) BEf.

T Java B PR, LAMBRERE, UEFAEREHEARSEHRBREXIERERTIE. MRAMBEERE, MECHIERE
Pass all keystrokes to server Ci§Fraitdi 5 ERAR4588) #0 Single Cursor (BASEAR) %I, tNRMEEKEFXLEERTZ—, M
SER—EBERER, BRAAEMERAT IR,

3FF ActiveX B Fdm, SIAMBIRERE, FeiSEREEHRARSEINGE, UEEITIE. MRRMBFEERE, MEGHIERE Pass
all keystrokes to server (¥R ARREZEBIREEE) EI. MRESXEFHIEDT, MWSER—FIERER, ERZNEFTX
¥,



3T MAC #{EZ&%:, B Universal Access GEFif18]) THJ Enable access of assistive device (/5 X #Bhi& & a0iA1E]) 1%
Ii1, Pass all keystrokes to server GBS IEIEEIRSES) A SEER.

BERGEEEUBNZERFZ LIET,. TEEG ENBRERGEEXNBASTNSERAZTERS.
Eilsd 8 EE=ER—Windowed (B Q) 3K Full Screen (£F) .
7E Full Screen (£R) ##X T, Pass all keystrokes to server (I A#EHEREIREE) WEEERANEATEEHA.

£ Windowed (B AT, NHEMEHEEERT LA BB A LESERE.
M Full Screen (£5) RAE L Windowed (BH) RAR, LURTEIEIEMBZBIRSHRE.

£ Windows #{E& % L E1THE T Java HERIIEHIE ST

RGEALLNE Cirl+Alt+Del BEA X B ZFE RS, BRIBARLIEIT Management Station #H{THERE.
MR BB Pass All Keystrokes to Server CEFiE#HEIRAMSER) , UTEBTALXRIZTERS:
W 5T A% IR B % 4
BUREIbvi g3
5T B RIFRIL
PR Tk g
M TR R
N 5T B WO e a3
o NISTERFFIAAETUIRE
BEiRE
BNSEIRE
WAESIRE
T—eh B
E—eh B
© BUENRRE
s BRUEENRRE
© BohafiRE
BRI R
BN AERF 118
© BINAERF 2 %%
FTEBMRE (FERTERRES, MR RER) WRELXITERS. XOEMBINEER. Shift. Aty Ctrl #M3EE
B, Hh—tiggEo R mERENZE RS .
Blan, MREHEFZTERZEITHR Windows IBERSH A “Pass AllKeys” (HFiEFrEERE) CZA, %R Windows
LUTH IR ERR, ISR EEEBGNTERGETHSITH. HE, WR “PassAlKeys” (REMERE SBH, MNHHE
B REZERGMIEEES EITH.

R Pass All Keys ((FIBFTEEHE) , MEUA TR THA S EMEFLE S H Management Station EHIRIERFHITHER.

£ Linux #1ER G EE1THE T Java EMIEFIESE

BT EJLESN, Frid Windows BIERGRITAMERT Linux BRIERS:

R IZ A Pass all keystrokes to server CEFRIBHREMHRBLIRSERE) , BRI <Cul+Alt+Del> FIBATER G LHRIERS

Magic SysRq # 2 Linux P BRIRNEAE. MREEERTERZE LNREREELIRNAAEEERERS, CIEEEH. &
AILAER TR /352 —7E Linux I#{ER % LB A Magic SysRq #:

E— & BRNE| /etc/sysctl.conf
echo "1" > /proc/sys/kernel/sysrq



WRBH “Pass all keystrokes to server”  CIFFrEREMHBHBIRERE) , RHESIF Magic SysRq BIZBRAZTERG FHIRMER

%, BEIRBRMERZENBINFITA (EREHEXRESHIERATEFSS) BURTFEEIEH FRBEATEREZR Magic SysRq #:

* N8 Management Station EE B A SysRq, M <Ctrl+Alt+SysRg+b> 2¢ <Alt+SysRg+b> £ EE Management Station, MAE &
LIRS AT

38 Management Station FE 2 SysRq, M <Ctri+Alt+SysRg+b> B <Alt+SysRg+b> IR AEE S E R IR IERS.

RGL¥EAM SysRq #RBEEE (5140, <Alt+SysRa+k>. <Ctrl+Alt+SysRa+m> ) 1EBATE RS, MAE Management
Station ER2EE M SysRq 32#E.

BT ZIEEH B2 SysRq AR

EAIERAUA T EE—MANBS TS 82 H SysRq BAHE:

Opensoure IPMI TE
f£F SSH/Telnet SX/MEBERITIERERR

& Opensource IPMI TE
ik BIOS/IDRAC % E X #HFH SOL EEEITHIA.

1

o N NN

EHSRTYT, BT SOL HEHS:
Ipmitool —I lanplus —H <ipaddr> -U <username> -P <passwd> sol activate

SOL STESHIHIE.

ﬂﬁ%%ﬁgl‘g’riﬁyﬁfﬁﬁﬁ, %87~ localhost.localdomain BFIRRYT. FHRRERGERRBANZHEES.
R SysRq KBH, M{EM echo 1 >/proc/sys/kernel/sysrq BRHE.

BITHEIIRF ~B.

£ SysRq BEAREE A SysRq Iae. N, UTHLBEEHEERAEER:
echo m > /proc/sysrg-trigger displays

£/ SSH 5k Telnet EMIRERITEEIRRE (BT RITHRIGEEERE)

1T telnet/SSH 1&, £ DRAC BPR&MBRERE, £ /admin> BRFLIBITH S console com2, WRSER
localhost.localdomain R

MTEHAEER, B HTRERMIMNIBITERSRERERE RS, ERBZH[ISERERGE, BER

localhost.localdomain BERIER.
FRIRMERGRA P ZEMEBRESR.
R SysRq KRBA, MIFEA echo 1 >/proc/sys/kernel/sysra BAE.

EREARSE A SysRa TheE. B, UTHSSEHISRSRE:
echo b > /proc/sysrg-trigger

O| s B BEFRIITRFRIATER SysRq BAR.

£ Windows #{ER % LB1THET ActiveX HERIIEHIESIE

ST Windows #IER % LEITHET ActiveX FUIEIISHIASIE, BRAREL XD HPAIRSESEZEENITHSE Windows
Management Station EIEfTHIET Java FIERHEHI B SRR IT AZEM, (BTEJLERI:

WREEH Pass All Keys ((EiBFFEREE) , NMi% F1 £FEEEE) Management Station M2 & &% ERIN AIEFEE, HERUTHE
=

5N s

Click Help on the Virtual Console page to view the online Help

RG T RE T S ARHARE L SRR3R .

BRBEAENE <Alt + Space>. <Ctrl + Alt + +> F1 <Ctrl + Alt + -> ZEB|FE RS, XLIRHLA S H Management Station EHYIRIER
FHITHERE .



{7 iDRAC fR%E &R

iDRAC BREZERE—RR R AIEF, BEREIRESHL (BOABATARRE) . EALURHRERERZNENESR, U
iDRAC #1T#PFE1RER. BETREHINOEIRIABLS(EH DRAC FE (ffltn, Web JRME. Redfish, RACADM 1 WSMAN) , Mt
iDRAC #1T#PFE1HER. IERTLAECE iDRAC BRZIERISMAIINGE, LUTHI CPU FIiRSHF[MNIRERE LHNAEFER. S5IAENRER
FZWHSITRE, UWBARZA PSU LUMIFTERGEHNTEEBEERNRKS.

@ | 7%: iDRACS /1 iSM Kz 3.01 MEEARA .
@ | #%: {RIEB R IDRAC Express 5 iDRAC Enterprise FAIEZ /G, &EM iDRAC BRSHELR.
/3 IDRAC BRSSIERAT, 1Bk

f&7E IDRAC FiiEE R, BEMRESZITHIRBR, LUSAHEA iDRAC Service Module Lh&E
+ BT #eF iDRAC Configuration using local RACADM ({£F3/S%B RACADM 9 iDRAC BEE) &I,
BIER S E| DRAC HIEIB{SIE A7 iDRAC BB AEE USB R4 B .
O] p:=
* EORIZEIT IDRAC BREELRET, BUABAT, B2 IDRAC /2 OS B iDRAC HiBi#iE. MREZR L iDRAC REIEREE
MitkIhgE, MEMHAE DRAC RFEEEAE Is
+ WMREIET IDRAC FEy LOM B OS & iDRAC HifigiE, W Fci&FE A iDRAC Service Module.

i

L% IDRAC BRS 1R

iDRAC Service Module 1% a0iR{ER S

iDRAC Service Module ¥ Th5E

M IDRAC Web F {8 Fl iIDRAC Service Module
M RACADM = {§ A iDRAC Service Module

1% IDRAC BR$5#EH AT Windows Nano OS

ﬁéé iDRAC AR5 1EHR

FERTAM dell. com/support TEHHRE DRAC BRFIER. EXMIBBEEERINIR, AREERSRBIVIRIERE LRE DRAC IRFBE
i;& BXRREMNESR, 15217 dell.com/support/manuals J:El’] IDRAC Service Module Installation Guide (iDRAC BR&ZHEH & 45
) .

® | 5 e ThEEARIE A F Dell Precision PR7910 #%:.

M iDRAC Express Fl1 Basic & %< iDRAC Service Module

7£ iDRAC Service Module Setup (iDRAC Service Module & &) TiiEsh, 4 Install Service Module (2235 Service Module) .

1 Service Module 22325 0] F§F7E iDRAC ® Al ENIRIER G E .
3F Microsoft Windows #AER SR Linux BIERS, BRiES At B F2iZARSE .
2 BRIFEFIRDFRICEA “SMINST” %, REEITHEMAMA:

|



7£ Windows t, THSHSIRRAFAHIEIT ISM-Win.bat LA IS4,
* F£ Linux k£, 3THF shell ITB7RFF FHIEIT ISM-Lx.sh BIAIC .
3 RESEHRGE, DRAC 2BIREERE RS Installed (BRE) URRER.

O | 53: RLERBE 30 SHANTHIRERETR. WRE 30 SHATEHRE, LLRESEF Service Module T,

M iDRAC Enterprise &% iDRAC Service Module

1 7t SupportAssist Registration (SupportAssist ;fft) ES &, #d Next (T—2) .

2 7t iDRAC Service Module Setup (iDRAC Service Module i#&) TiE®, %3 Install Service Module (22 Service
Module) .

# Launch Virtual Console (BRIELUSHIA) , SAFHE Continue (%) RLEEIHIIE.
EER ISM RERFXHE, ZRERAMBEREIZRES.

@| i REEFSE 30 SR EVIRERETH. MRE 30 AL EIIRE, BUAEFHEIRE-
5 #HIRFVIRDFRIEH “SMINST” B9%, RETITHRMAIBIA:
7 Windows £, $TFH &S IR/RAFHIZIT ISM-Win.bat #3204
7£ Linux £, $TFF shell i7" RHEIT ISM-Lx.sh IS,
6 RERESELMRATHRREETRE.
7£ iDRAC Service Module Setup (iDRAC Service Module i &) 71, Install Service Module (%3 Service Module) 1%5Hi%7E
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OpenManage Server Administrator /75 IDRAC H£ZIRMERGEEFEHNZ . IDRAC Service Module 12455 IDRAC £MBES, B0
BIERGRIR, BIERZMAFZLIRET S (FQDN). BINERT, HIEWEREEH. MRBEFNBRERG LRE
OpenManage Server Administrator, W44 % IiEI,

EiSM20 EEMAYF, EFARMERGZMEZEONMWEERERZE2INEE. 15 iDRAC 2.00.00.00 5 iDRAC Service Module 2.0
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1£ iIDRAC H/E RiZIngERT, ERILUE Lifecycle Controller HEEFIZIRIER G HRE. X FEUTH OpenManage Server Administrator #,
ITHRGEHHE (SEL) E#l, Biki¥ 0SLog GRMERZLBR) EBUENBER (£ Alerts (BR) TiE, ZEAE RACADM =
WSMan EEREMTTE ) HETEEHEER iDRAC Service Module S5IZI2ERZ AT S. B ERERZAZTHHEAAE
579 SNMP 4R s FEMEC E R B E5MHEE .

BRIERGTEIE R LERT, IDRAC Service Module iF4$iE R & ERIEH. H IDRAC Service Module UTHIIRIER L HRIDRIFEEE
F Linux BYIRMERGET{EFA /Y IETF syslog FrifE.

(@ | 3E: M iDRAC Service Module 2.1 [RFF#4, Windows OS 1§ Lifecycle Controller B &£ &I B AT LA {5 iDRAC Service Module
REEFHITEE. 7ERZ iDRAC Service Module 3% &2 iDRAC Service Module R%&F2FRT, EAIEEIZIE.

IR E R % OpenManage Server Administrator, W2 ZEAILIENTIRE, UBGRRERGRAEPHINESER SEL X8,

@ | 3%: £ Microsoft Windows &1, IR iSM BE-ERZHETIER, MARKAXEFBXR, EFB5E) Windows EHAFRSER
EFBEIEN OS.
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FMERER. WM IRHIEFA TS RASKEIBITHIE (30 Microsoft System Center) &%, F7iFiBidMAEIE Microsoft
Windows BR5525 .

& AT LAUS FAS AL A iIDRAC H Y WMI 3T iDRAC ifiid iDRAC Service Module &7 WMI 2§, 1RARSHBHESITRAER. BOAER
T, WMI{EEIhEEE B A. IDRAC Service Module 7 iDRAC Hiid WMI 75 WSMan Z a3, XEBRE root/C|mv2/dC|m np—'{%
Z[EH.

AT LUE REFRER WM BRHEONEH#HITIHR. BXEZER, HSHAEEXHHE.



T 7R3 A DCIM_account ZELLHBE WMI {5 24514 78 iDRAC Service Module B2 ERIThEE . B X T XA AL B STHAIES
BEER Dell AR FLIRHEAY WSMan BLE SRS G-

<. 55: DCIM_account 257741

CIM QO WinRM WMIC PowerShell

HEEesc ) winrm e wmi/root/cimv2/ wmic /namespace:\\root Get-WmiObject
dcim/dcim_account \cimv2\dcim PATH dcim account -

dcim account namespace root/cimv2/
dcim

B ES: ks | winrm g wmi/root/cimv2/ wmic /namespace:\\root Get-WmiObject -
dcim/DCIM Account? \cimv2\dcim PATH Namespace root
CreationClassName=DCIM dcim account where \cimv2\dcim -Class
Account ~ Name="iDRAC.Embedded. dcim account -filter
+Name=1iDRAC.Embedded. 1#Users.16" "Name="'1iDRAC.Embedded.
l#Users. 1#Users.16"'"
2+SystemCreationClassNa
me=DCIM SPComputerSyste
m+SystemName=systemmc

PRSI = BE S 451 winrm e wmi/root/cimv2/ wmic /namespace:\\root Get-Wmiobject -

RERSEHi95 A

dcim/* -
dialect:association -
filter:

{object=DCIM Account?

CreationClassName=DCIM

Account
+Name=1iDRAC.Embedded.
1#Users.
1+SystemCreationClassNa
me=DCIM SPComputerSyste
m+SystemName=systemmc}

winrm e wmi/root/cimv2/
dedmy/* -
dialect:association —
associations -filter:
{object=DCIM Account?
CreationClassName=DCIM
Account
+Name=1DRAC.Embedded.
1#Users.
1+SystemCreationClassNa
me=DCIM SPComputerSyste
m+SystemName=systemmc}

zFE iDRACTEEE

BiEsER iDRAC, ,UTI«X”’“ U"J?Zﬁﬂ’]ﬂ&%%g
MK IFBR S

F“ AXMIERT, &

BT E T iIDRAC FEE IR ThRE, FiLfIET IDRAC T
iDRAC, BMHREBETIIRERZE LINEEEMR. BINE

RACADM #1 WSMan $#14Tiz#2 iDRAC B Ei% .

W%

AR Windows, Linux 1 ESXi #BAERLZINIT

*  Windows

\cimv2\dcim PATH

dcim account where
Name="'iDRAC.Embedded.
1#Users.2' ASSOC

DRAC BEEMMSER .

Query "ASSOCIATORS OF
{DCIM Account.CreationC
lassName='DCIM Account'
, Name="'1DRAC.Embedded.
1#Users.
2',SystemCreationClassN
ame="'DCIM SPComputerSys
tem', SystemName="'system
mc'}" -namespace root/
cimv2/dcim

Get-Wmiobject -Query
"REFERENCES OF

{DCIM Account.CreationC
lassName='DCIM Account'
,Name="1DRAC.Embedded.
1#Users.
2',SystemCreationClassN
ame='DCIM SPComputerSys
tem', SystemName="'system
mc'}" -namespace root/
cimv2/dcim
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+  {FRAZAH# Windows Management Instrumentation (WMI):

winrm 1 iDRACHardReset wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="
iSMExportedFunctions”

« [ERZE WM RE:

winrm i iDRACHardReset wmi/root/cimv2/dcim/dcim ismservice -u:<admin-username> -p:<admin-
passwd> -r: http://<remote-hostname OR IP>/wsman -a:Basic -encoding:utf-8 -skipCACheck —
skipCNCheck

«  SEFIskIESREIFE A Windows PowerShell BIZ :
Invoke-iDRACHardReset —force

Invoke-iDRACHardReset

« {#/ Program Menu (FZ2FF3E8) RiEHR:

FIREEFIME, ISM 7E Windows 321E B % Program Menu (F2FFSEE) hiR{iiRiES . X 1E1%F Remote iDRAC Hard
Reset (itfZ iDRAC EEi&) kAT, RESIEREHIALUEIR IDRAC. BHIAG, DRAC BEI1RH EL B RIBEMNSG

®| 3#: # Application Logs (RIFATZRFAE) 2% TH Event Viewer (EHEER) hLBRUTEE NS, KEEFESEMT
BRI,
A provider, ismserviceprovider, has been registered in the Windows Management
Instrumentation namespace Root\CIMV2\DCIM to use the LocalSystem account. This account is
privileged and the provider may cause a security violation if it does not correctly
impersonate user requests.

Linux

iSM BJ7EFR A iISM X358 Linux IRERZ LIREATHITH S . BRILUBEFA SSH EEX T EERIRMERZUEITIE® S,
Invoke-iDRACHardReset

Invoke-iDRACHardReset —f
ESXi

A ISM XM ESXi #BERG L, iSM 2.3 i #HBATERIERE (CMP) FAREER, LUER WinRM ZEHGSImZNIT
DRAC EE.

winrm i iDRACHardReset http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/dcim/
DCIM iSMService? cimnamespace=root/cimv2/dcim+InstanceID=

iSMExportedFunctions -u:<root-username> -p:<passwd> -r:https://<Host-IP>:443/WSMan -a:basic -
encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck

3¥: fEEE IDRAC Z BT, VMware ESXi I2ERZETF 2% HIBIAETR.
3E: BF VMware ESXi 3 #ERZHIBRE], iDRAC EiREFA L EFER. BREFIHEIR IDRAC.

. 56: fHIRLHE
#R AR

DN N

RN

A% DRAC EEM BIOS KA
AXHFEE

IR

iDRAC Ei% kM

%t iDRAC SNMP A X+

BT IDRAC Service Module 2.3 fi, AILUEWSR B EHIRIERZHRI SNMP 23R (R{UTF DRAC £ RHIER) .



ST AZEAELE iDRAC BI1ESR TS iDRAC SNMP £4R, HiBIEENIRERG LALE SNMP [EMA Binei2 SR %Ses. &£
iDRAC Service Module v2.3 S EEIRAF, WINEESHRIERZEHEFEFTNEEE GBI BELEIRA SNMP BaEbH.

SESEEERREGE.
3E: £ Linux 3MER G L, st EEEid SNMP £E M (SMUX) thisU8 B == 432{E& % SNMP.

EINBRAT, HIngeE2A. REWHHN SNMP REHGHIFT S iDRAC SNMP IRENFIH7E, EE2icFHETEEEREXENENT
A SNMP &35, BIUFERTRSHFEIMEDR, MAERERAME.

W%

AT5IRM Windows. Linux 1 ESXi #1ERZMGSER G

*  Windows {ERYSE

+  fFERAH Windows Management Instrumentation (WMI):

winrm i EnableInBandSNMPTraps
wmi/root/cimv2/dcim/DCIM iSMService?InstanceID="iSMExportedFunctions" @{state="[0/1]"}

© ERAZE WM F@E:

winrm i EnableInBandSNMPTraps wmi/root/cimv2/dcim/DCIM iSMService?
InstancelID="iSMExportedFunctions" @{state="[0/1]"}

-u:<admin-username> -p:<admin-passwd> -r:http://<remote-hostname OR IP>/WSMan -a:Basic -
encoding:utf-8 -skipCACheck —skipCNCheck

+ Linux #4ER%
EEE ISM 38 Linux BERZ L, iSM EBHTAHITH S, SRR FER SSH SRR T AR RIRERFIUEITIE®S.

LLISM 24.0 FrIERT, AT EUER LT 445 Agent-x BLE REGATIY, ZHEH A iIDRAC SNMP 1RE:
./Enable-iDRACSNMPTrap.sh 1/agentx —force

MRAKIEE —force, MHHIREEE Net-SNMP HEFHE BN snmpd BRSS .

« ERRILINEE, FHITUATHRE:
Enable-iDRACSNMPTrap.sh 1

Enable-iDRACSNMPTrap.sh enable

© EZAILINEE, FHITATHRE:
Enable-iDRACSNMPTrap.sh 0O

Enable-iDRACSNMPTrap.sh disable

7: --force AR E Net-SNMP LA L B5F. BR, S MBEERFBR.

*  VMware ESXi #{ER S
EFRA ISM X HFY ESXi 8BRS £, iSM 2.3 IR FHEAEERIZRE (CMP) FERERERF, LUERA WinRM mizsmLiniZaE A
ZINEE .
winrm i1 EnableInBandSNMPTraps http://schemas.dell.com/wbem/wscim/1/cim-schema/2/root/cimv2/
dcim/DCIM iSMService?

___cimnamespace=root/cimv2/dcim+InstanceID=iSMExportedFunctions -u:<user-name> -p:<passwd> -
r:https://<remote-host-name

ip-address>:443/WSMan -a:basic -encoding:utf-8 -skipCNCheck -skipCACheck -skipRevocationcheck
@{state="[0/1]1"}

DTG T HALE VMware ESXi Z%:2% SNMP &8,

i BXEZEMESR, ESEATF http://en.community.dell.com/techcenter/extras/m/white_papers i In-BandSNMPAlerts
BERAKH.
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1B EHERIER S 1519] iDRAC

BEFER L IhEE, ERTLUFER T IP Hhbi@id iDRAC Web RE. WSMan 1 RedFish REELEFMSIFEHE S, TEE S iDRACIP
Hotib. 205R iDRAC AR5 ESEIARECE Sk k4 A [E]— iDRAC EI#ETE DRAC IREFBAIEEE, ERILUFERBIAL iDRAC &EH#.

£/ Windows #2{ERZH) IDRAC 17715)
ERIAER AT A —BUTIES
& Bl webpack & 3% IDRAC /58] Ih&E .
1$ 3 iSM PowerShell BIZi# 1T B
B ER MSI &%

BRI LRI A Web B &5tk ThEe. thIhEe7E iRl iSM RRHPEZA. WREBA, MEAWMITHROSZ 1266, EAJLITE 1024
| 65535 RSEEIRESUtLIRAS . iSM S EZEEEE DRAC. AE, iSMIFEIE—MNHER KN OS2DRAC. fiilTin A5k
MENIRIERG HEI OS2DRAC Br KIERMNE, FaiFeANEE. LkIEE BB, FFAERNEEIER.

BLISM 2.4.0 Frigat, @52 {ER LT Powershell cmndlet, BRI HETIRASFIISIT % O S :

Enable-iDRACAccessHostRoute —status get

tHSHBHRAEECRANEERA LTI, MREBAZINE, ESERNFTHOS.
©) | s ENR g ERE T {E, &M% Microsoft IP Helper IR EEBHN RS LET.
Zif1a) iDRAC Web RHE, AJZENEARPFEMAEN https://<host-name> 3 0S-1P>:443/1login.html, HA:

<host-name>— %7 iSM HELE HiBid OS i8] IDRAC hEERIAR S5 LR EN R . NMRENBAREFE, BOIUERERE
Y|P Hbtlk,
443 — BIAA DRAC im0 5. XMAZEREHKOS, MrmOS ERNFAEENEZSEEERE)ZiKOS. B LUEIE iDRAC
Web E£HE. WSMAN 1 RACADM R HEXIHOS,

@it {#E A iSM PowerShell cmdlet kA E

R R ISM B ZA Ltk ThEE, EBRILUER iSM 2 4B9LAT Windows PowerShell €54 /8 Fli%ThgE :
Enable-iDRACAccessHostRoute

NMRELEE TIRE, BRAILUBZEM PowerShell f8 S AR BN ANEMZERASIENE. FTRANERIAT:

Status CRZ) - LS AMLER. ERXHSKNEBERELZ True. False 2 get.

Port (i) - XRMFHOS. MREREHRIKOS, WEMAEIA OME i0O5 (1266). 1R Status (IR7S) SHER
“FALSE” , BRI ZBSHMESY . BOATEMIAN—NRALINGEEENFHFRORS. FinOSEENESINEMN
OS2iDRAC = AIBF AR, FH B &R LAERFEYm O 5% E iDRAC. ERSEER 1024 3 65535,

IpRange - Lt S HEFEH, BIREALIFEIENIRIERZZEREE IDRAC B9 IP HhibSEE. P #hitse B A8 2 F 350158 58 B
(CIDR) #&=, 2 IP HhltFnFM#ErayEE. 51, 1094111.21/24. XF IDRAC BB IR FASZESEE AL IP ik,

@ | : HIhRE R IPvd ik,
£ Linux #{ERZEY iDRAC ij5ia]

AT RUEIE fE R Web BRI AHY setup.sh X RFZILINAE. ILINREFERVASELE iISM RE FERM. ERBULTIRERT, EER
AT &%

Enable-iDRACAccessHostRoute get-status



Bk, BRAHEELINGE, BEAUTHS:

./Enable-iDRACAccessHostRoute <Enable-Flag> [ <source-port> <source-IP-range/source-ip-range-
mask>]

<Enable- Disable (ZF3)

Flag>=0 <source-port> M <source-IP-range/source-ip-range-mask> 2wl
#.

<Enable- BH

Flag>=1 <source-port> WY, M <source-ip-range-mask> ZRJiEAY.

<source-IP- IPSEERA <IP ftt/ F##HE> 1&3. ~fl: 10.95.146.98/24

range>

OpenManage Server Administrator 1 iDRAC Service Module
HYTE
HEFRZH, OpenManage Server Administrator 1 iDRAC Service Module AT IAtE7E, FHAT4HLE IF fit BT E1 T

IR IEE 7 IDRAC Service Module &3 EAIB) /B A MEMIHEE, METRZREGE, AR iIDRAC Service Module #6327 7E OpenManage
Server Administrator, MSZAESRMNINGESE. R OpenManage Server Administrator IE#EIE1T, N iIDRAC Service Module Y57
ERBRIERSGM DRAC FEAEBMMMINGE.

YHELUFED IDRAC A EEHE X LIENINRER, HHITHRERIKE, FHRHE OpenManage Server Administrator & IEFEZITHR
B RINEE.

M iDRAC Web A HE € iDRAC Service Module

E N IDRAC Web EE{#H iDRAC Service Module, EHITLL T H5R4E:

1 %% iDRAC Settings (iDRAC i&2Z) > Overview (%) >IiDRAC Service Module > Configure Service Module (B E Service
Module) .

1% &7~ iDRAC Service Module Setup (iDRAC FRFB#EIRIZE) TiM.
2 EAIAEFUTI:
BAEFHIRIERS EREH IDRAC BRFZIRIARA
* IDRAC 9 iDRAC RRSZIESRAVEIERTS.
3 ERITEHINEMINGE, IEEFEUT—NRZNED:
* OSInformation GRMERFER) - ERERIEREHER.

Replicate Lifecycle Log in OS Log (E#I#ERGHEFMNESFALAER) — &1 Lifecycle Controler BEEHERER LA
. MRBAERZ L% OpenManage Server Administrator, 1§25 itk ik 1.

© WMIER - 855 WMIE&.
Auto System Recovery Action (BFIRZIRE1RIE) - FEIgERE (UM AEN) BERFELWTEINIRERE:
EHEIS
kF RGBT
RGHFEXHARER

WMRBAEZR LG L% OpenManage Server Administrator, 1§25 F th %I

M RACADM h{EH iDRAC Service Module

ZE M RACADM {#F iDRAC Service Module, i&{$H ServiceModule 2B HIXT S



BEXE%ER, 5517 dell.com/idracmanuals 12 {## iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) .

1% iDRAC BR55#&3R B F Windows Nano OS

BRRERP, BB IDRAC REEH L L5,

BEEE ISM RFEBEAET, BEEAUTHS cmdet:

Get-Service "iDRAC Service Module"

£ WMI 3¢ Windows PowerShell &if], ERIIAETFREHIA Lifecycle HE:

GetCimInstance —Namespace root/cimv2 — className win32 NTLogEvent

BRINEAT, BSESHNEE > NAEFSREEE > RET.



£ USB im Ot THR 53 &= 18

7EH IDRAC BS1ER0EE 13 KUK EMAAR S, EALIFE USB i O USB JR=18E_ EHITIA T #84E:

=

 FRTE USB ih O/ USB IRENEE E EHER SO RECERR SRS, AR FEANHEMHETE USB IREIEHEAZRI USB im0, HA
iDRAC l&i#z,

@| ;: iIDRACY 323 Micro B USB #[.
®|:x:
« EEE USBIRM, SiFBIE USB IRENER ESARSHR/ECE XM (SCP) XHRELERS R, BLMEFRGITHITIR.
BXEE USBIROMESER, BRIZEKP “Assigning USB Ports and Managing USB drives on 13th Generation Servers
and Later”  (7£58 13 RFMESMARI RS A7 L2 USB inOFEIR USB IREHER)

BMAUTER, REET KA.
USB &% R - 758 14 XAR$EEE L, iDRAC Direct R A1FECE USB ik AR :

{¥ iIDRAC E#E(ER — &R IR TIFRAR USB i Q451X A iDRAC . % USB isOH DRAC FRM, TeEigEEHNECL
BIERS.

iDRAC &8

X iDRAC E#:EH — %R %53k AR USB i O 21X iDRAC {8 . 24 USB #is O iDRAC BT, TRESE B HEAIRE

© BEEM — E&ERHETIARTAESARSF[EE XM

@ | 3F: HImES N ZEiEH Enabled only for compressed configuration files ({43 EAERIE B TRA) E4ESCH:T,
iDRACY A iFiEE BRARIFESRN . EAUMNEBLER Password for Zip file (Zip SCHRIERE) ERRIPSCE .

-

Bid 5% USB i&E#EiA18] iDRAC RE
5/ USB i&& LIRS AL E XHECE IDRAC

B3 H#E USB E#517410) iDRAC A HE

iDRAC Direct ThaE At RN IR LB B B %% DRAC USB im0 . LLINRERIFIES Web FHE. RACADM F1 WSMan % iDRAC &
HEEXE, USNESRRSFEEMEEIIGE.
BRI R ERGEMFIER, SR Del.com/idracmanuals E32{tAY “Release Notes”  (%&1THiRR) .

@ | iF: MREHERIER Windows IRIERL, ETHERER K RNDIS IREIFEFRF I ERALLThAE.
@it USB i Oi519) iDRAC BE, HHITULTIRIE:

KARBIEMLE, HEHFSHEEEREELMERZER.

WMIREBAUSBIRO. BXESEE, HSREE USB BiFEOEE.

5B LR EALAN DRAC BASKER IP itk 169.254.04 1 169.254.0.3. FIREEE A $hETIE) A 6E3K 1S P Hbilk.
FriafEF IDRAC M4 R HE, f5l2n Web . RACADM, Redfish 8 WSMan.

DNy -


http://dell.com/idracmanuals

5 DRAC f$M USB imOAT, LED AHRIAFRRAETESIRES. WRIEREFHWINR.
SERETERIER, Wi USB B4i 5 RGHER:.
SRIE LED Y& %,

{f£H USB 1t #& ERIAR 523 EC & X HEC E iDRAC

BT FTAY IDRAC Direct Thae, ERIMAFERRSS S EACE iDRAC. B 4C7E iDRAC HFECE USB EIRiH IR E, HIEASERSS[ICEXH
B USB %%, SAE¥ USB & & FRIARS A EXHSAE] DRAC.

@ | ##: REERAIEM USB L& EREMSRAT, EEHEM DRAC O E USB BRHORE.

AcE USB BEim O E

AT LAFE iIDRAC HEZ B USB im0 :
« FRBIOS HEBREFAEANZERARSEM USB kM. FHIZE R All Ports off (FrBiwMOXH) =X Front ports off (RTE &K%
H]) Bf, DRAC ERZEMFE USBimO. EAILUERM DRAC FEEEFIRKOMKES. MRRESEEH:
iDRAC 4B EHEETE USB iRy USB & &S EH.
© AUMEMEER USBELE, BRRBCEE BIOS #EMARIENR USBImOZE, FAHITHRELFSEH.
% E USB BEim &R, ZEXIGHE USB i 02 DRAC T 2HRSEIRERGER:

Bz (BUAME) : 1R USB IR&EA R IDRAC IFHINRIR&E LN FAEMSRECEH, MA LM IDRAC 538 USB i O FH 4%
HEHREIRSEE. NRS[HBIIZEN, wOREHEER, LA DRAC fEH.

WERERGER: USB i RRmIRMERRER.
{X PR iDRAC Direct: USB & #&152%H iDRAC ¥ /.

G A BRRSS[IEHIRBRA REECE USB BIRim 0.
EEZE USBIREE, “RHEFEREMN nmEEE “BHEEEM B TER USBIREER.
ETHERT, Y57 Lifecycle Controller AEHIZRE— NS4
WELTF “B3h” = iDRAC #23, #HH USB &ZEHmALBK.
USB &1 QRN EI1EK.
« & ZBANM DRAC VIHREIIRIER S
« i&&M IDRAC BIRIER G
LG FABY USB MASER A 1FRIERIEERES, R IFMTIERE, HASBIUTEEERTEREH:
5. RGEEITIRR
HE. USBRE
FEELH: &&

o SIFHOIEEN: EBFEREE. SNMP FERE. EIERS HERM WS S,
BE: I,

ETHERT, BEREREEFIFERIZREE Lifecycle Controller AR :

BEX “BREHBIEH” AABRNELTEAEE USB BIEiHO .
USB & IEFH iDRAC £/, HHABEZil &% USB EBinO#ER.
« USBIE&EIEH DRAC A, HABGEBRIES.



£ Web FHEBCE USB E1Eum

ERE USB im0, EHITIATERE:

1 7 IDRAC Web AT, % Z iDRAC Settings (iDRAC &) > Settings (ixE) > Management USB Settings (T2 USB i&
B) .
1% USB Management Port Mode (USB Z3EixO1E5\) 1% E A1 iDRAC Direct.

I\ iDRAC Managed: USB SCP (iDRAC &IE: USB SCP) THIKEFIEIFEME ERSE (B SANFMHEE USB IEshgs A
BR&S2ZBLE TR -

- BEEH
RS /AFRANRERENE R
S EZR R BCE X B
=3=1

BXAEFERWER, 1BSRIDRAC Online Help (iDRAC BX#HLEEEN)
4 BENRANAKRE.

£ RACADM ECE USB E1Rir [

EECE USB EIiRO, HEMILT RACADM Far SR :
EEF USB mORS:
racadm get iDRAC.USB.PortStatus
EEF USBmARE:
racadm get iDRAC.USB.ManagementPortMode
EEFE USB RERFIFREM:

racadm hwinventory

%uﬁl_um%ﬁﬁﬂﬁ

racadm eventfilters

BXxEZEE, 15517 dell.com/idracmanuals _E3Z Y iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) -

£/ iDRAC I E A BIEFBLE USB EHixm0
ERE USB im0, iBHITIATRE:

1 £ DRACHEARERT, HENRF USBHEOKE.
%2/~ iDRAC I E /R USB i O ER @
2 M USBEHROSRN TS T, HITUATIRE:
« B#)- USBiHOMH DRAC SRS BIRMERKIEM .
ERERGER - USB MO BRSRBIERFEFER.
{X R iDRAC Direct - USB i 1B iDRAC £ /.

3 M IDRAC Direct: USBBLE XML THISEEFEFEBIURERS R (BT SANFHE USB BahgrhrIfRSH[/ACE T
/D

[BE:350
© REUBSHAFRARERERNSA
g2BH

BXREFERIER, 1ESI7 IDRAC Settings Utility Online Help (iDRAC & & 2\ FRIZFEXHLEEEN)



4 BEE—H. M, ARRERUNMLE.

M USB & &3 AR5 25 E 30

TIRTE USB & HYR B R 8 — B FR K System_Configuration_ XML BIB 3%, iZH3RE & config 1 control 34 :

*  Server Configuration Profile (SCP) iLF USB & #%#R B & T Y System_Configuration_ XML FEZEF. WX HFFEIERSFHNERE
BHEY. X8 DRAC. PERC. RAID # BIOS HIBM. BRI AARIEI S RECEEMARS R LMEMS. XHRFATZE
<servicetag>-config.xml. <servicetag>-config.json. <modelnumber>-config.xml. <modelnumber>-config.json. config.xml 2%
config.json.

« Control XX - BESBUSNEE, TEER% T DRAC SR EMELREM. LiZfIxEHFaE=12%:
*  ShutdownType - IEE . &#l. FE#H5|S.
* TimeToWait (#) - &/MEX 300, &A{EN 3600,
+ EndHostPowerState - FF/3%.

control.xml 3R :

<InstructionTable>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>ShutdownType</Instruction>
<Value>NoReboot</Value>
<ValuePossibilities>Graceful, Forced, NoReboot</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>TimeToWait</Instruction>
<Value>300</Value>
<ValuePossibilities>Minimum value is 300 -Maximum value is

3600 seconds.</ValuePossibilities>

</InstructionRow>

<InstructionRow>
<InstructionType>Configuration XML import Host control Instruction
</InstructionType>
<Instruction>EndHostPowerState</Instruction>
<Value>On</Value>
<ValuePossibilities>On,0ff</ValuePossibilities>

</InstructionRow>

</InstructionTable>

MR A RS SRR A RERATILIR1E

@ | i*: B\ SCP B, B SCP 3¢frhfy USB BB E S S M LMK Z/EWSERBLE. EATLIE SCP FEREM, ks
Hix.
EISRR SRR E ST USB & & S iDRAC:

1 BLE USB BIRFER:
1% UsB EHim O#N1% B E =N IDRAC.
* 14 IDRAC EHE: USBXMLEERENFERRNERERALER-
1 E& configuration.xml 1 control.xml 3 {7 USB Az & iDRAC USB k1.
15 7€ USB i& &R B T Ay System_Configuration_ XML FHFH LK IR FZRBE B0 . RBUUTIRF &M% :
* <servicetag>-config.xml / <servicetag>-config.json
* <modelnum>-config.xml / <modelnum>-config.json
* config.xml / config.json

4 BRBFEEXHIAELFITSE.
WRARKEIMEEX M, BRIEREL.



#niR iDRAC ETH: USB XML ELBE R EAERARAEIRBEHAHH BIOS £EZBAAST, EWMREF—/ DRAC APk E
Wig, Mo B R—&EREEHELEERE.

LCD E#RF1 LED (MRB) KBRS, ZTRENMELEED.

MRHEEEEE 7098 B FH B control 324 Shut Down Type (%#L#H) #5F /3 No Reboot (EEHSIR) , BAMEHS

SREBAGEEXLEIRE, BN, RESBEEHSISHNAESE. RYRSHS XN, AoNAEENESE, BFESEE
No Reboot (EEHSIT) &£,

7 SANEdSEmE, LCD/LED RRiZ{ELETmM. MRFEEHSIS, LCD BZESHRTERA “EEFHERIT" .
8 4R USB BREZMBAERSERT, MWSANRIEMERIICRTE USB REPHY results.xml ST,
LCD jHE

R LCD EIRATA, EFRIAFERUTHE:

1

2
3
4
5

FA - EFEM USB B & EHIAR S RECE L HHRT
KA - 1Bl EAERITES

25eH - 1Bl E s IhTeAlAT .

EREMELERIR - (ElETRIELEHIR.
B2RM - fRl B kM.

BAXEZEMIES, FSH USB /& LR M

LED IA¥RITA

R USB LED &7, ERFUTAS:

H

EFBRERIE - EFEMN USB & &S IR 2RECE XM,
EHENRE - EERITIEALET.
EFERERE - Rl S RINTERET.

SNSRI

BASAREERUTESR:

I 7E Lifecycle Controller BRI HFFIEZRM USB HMITEINSNBIIRIE.
TR USB B R EFABANIKE, 27 USB NEE EHNERTHFIEFEIElER.

BEFERPEMRBE—E A Resultsxml WEERIH, HEHFEEUTESR:

BRSARZE - ESANFERE/E 1D SREEIRZ FiEREIE.
Bl 1D - ESANBRIEREMEN ID 2 /i REIE.

Rk B9 FF 45 B EARNET(E] - ZEFANBRIEREEL 1D Z FiCRERE.
K - ESANBREREE 1D EESERATRAEREE.



{& A iDRAC Quick Sync 2

2 Dell OpenManage Mobile #£ Android 3% i0S _EiE{ThY, ERILIZNMEIEGE)sET OME 58151 RkEHE. EAFBEERS
FFMESNERESM. TF LCMAZEGHAR. M OME ITH G RMBNLE LMNENEM. S P HblkH1&% iDRAC ZH5. B
E%4A BIOS B URIREFTERIKIE. SHAIIERRSSRE. HRIRSIEHI&3GE DRAC GUI.

OMM T %28 )\ Apple App Store B¢ Google Play Store &,

BT RS ENE & £ %% OpenManage Mobile RZF#2/F (3z#% Android 5.0+ F110S 9.0+ #&hi&&) , A REFEMH IDRAC Quick Sync 2
REEIEIRSEEE.

@ | & LB RAEMHREHRET Quick Sync 2 RIS HHER.
@ | ##: LeThEEEBIZERA Android R{EFRSEH Apple I0S WTS AR & L ¥ 3 H.

EHBTARAS, IHEEERESE 14 1€ PowerEdge BREZE EATA. BEE Quick Sync 2 ZMIEHIER (HAELEMHZERS) URE
B TIREEFREIEST (FIANLE Wi-Fi) MIFahigs&. Bk, E2—MEmEEnEH, FEMBXER KRBT iDRAC HHFH .

iDRAC Quick Sync 2 Bt & i f2:
+ - iDRAC Quick Sync iF[a)it & (ifid iDRAC GUI, iDRAC Hil, RACADM, WSMan)
» Quick Sync ifijg] — BLE AiIE-5, XEEIAED.

a

b > Quick Sync EFEENIHETEE — BLE N Enabled (BB , XEBIAIED.

¢ >Quick Sync IEFERNBAT — F/REA Quick Sync 2 MR Z [FRIBTIE . BOAEFERFY. BUAER 120 #. SEEJ 120 B 3600
o

d > Quick Sync i£HUEEIF — ELE A Enabled (2BA) , XEEINET.

e  Quick Sync WiFi — B &% Enabled (BEBHA) , XEEINET.

BER, BUEAMiEsI R _EfY Quick Sync 2 12$1. B8R Quick Sync 2 g RIT=#2. BitFani% &8 Quick Sync 2 152 (Android
5.0+ 8 10S 9.0+, OMM 20 BRESEHRA)

1833 OpenManage Mobile, ATEUMITIA T#24E:

- EERFEMEE
EFEENER
L E £ K iDRAC MG E

45 3% OpenManage Mobile FIE %158, 5% (5 dell.com/support/manuals 121{it#) OpenManage Mobile User's Guide (OpenManage
Mobile Fi F#&R) ©

-

it & iDRAC Quick Sync 2
FERABHEEEER DRAC EE

fid B iDRAC Quick Sync 2

BidfEA IDRAC Web F sk RACADM, FILABLE iDRAC Quick Sync 2 ThAELLIA B FE % %



Quick Sync ifiia] — BLE AiE-5, X2EIAIED.
*  Quick Sync IE5ERNITETEE — BCE A Enabled (B2RBA) , XEZRINED,
Quick Sync JEFERIERT — FREEA Quick Sync 2 R Z FHIRTE. BUAEFE AT . BUAER 120 #. SEE X 120 3 3600 7.
a  RFEIEETERA Quick Sync 2 R ATEFRIAE. BT, EEIREHREIERA.
b WMREEM, ITEHRET R IFEENERRIAK.
Quick Sync JEENEEIE — B E H Enabled (2BH) , XEBIAEIR.
Quick Sync WiFi — B2 & 5 Enabled (BEBH) , XE2EIAEDT.

AR “REHFEH WRAEEREILRE. FFEMSZ[EHSIS, XERENTEN. BER, BULUREELMNESER
E#Y Quick Sync 2 #2458 R Quick Syn IERATRE. RfE, BIEBINIREIE Quick Sync 152

ERE A% £ 1EKAT, S7E Lifecycle Controller HEHIZRE—1M4E.

£/ Web RHEELE iDRAC Quick Sync 2 i &

EREE iDRAC Quick Sync 2:

1 £ iDRAC Web R 44 %= Configuration (BLE) > System Settings (R4 =) > Hardware Settings (fE#Fi%E) >iDRAC
Quick Sync.

2 1 iDRAC Quick Sync Zf5>9, M Access (ifia]) THISEHE Fik$F RHIE . —LLifE] Android B i0S #ahift & :
Read-write (i£5)
* Read-only (Ri%)
E2%M
BRITATER.
¥5 7€ EBAT BRI .
BXEFENESESR, ESR IDRAC Online Help (IDRAC BX#LEEEN) .
5 BENRAMAERE.

£ RACADM [ & iDRAC Quick Sync 2 i &

ZR & iDRAC Quick Sync 2 ThaE, 15{# A System.QuickSync tAHAY racadm &R . BEXELIEE, 152 del.com/esmmanuals -
2 HH iIDRAC RACADM Command Line Reference Guide (iDRAC RACADM #4175 %E45/) .

£ iDRAC & E /2B & iDRAC Quick Sync 2 i &

EFE iDRAC Quick Sync 2:

1 7E£ iDRAC GUI /1 # = Configuration (BCE) > Systems Settings (R%ti%E) > Hardware Settings (F##%E) >iDRAC
Quick Sync.

2  7£ iDRAC IRIERIS 5 o :
e E IR R 5 .
B 8T,
1572 F PE X B RS BREI GEEE= 120 Z 3600 #)

BEAEFHRNEZEE, 1527 IDRAC Online Help (iDRAC BEHLESEN)
3 {kk#d Back (JFIB) . Finish (5Erk) #Yes (2) .
BNRI%E.



EARAZNERZEE IDRAC 52

ENBILEZER DRAC EE, B8
AR hHENSE,

27 dell.com/support/manuals _1Z2#9 OpenManage Mobile User's Guide (OpenManage Mobile



BIEEIIT R

BN RATFZE MRS 2F1715 Management Station ERYAT BRI &2 E ML ZHY ISO CD/DVD BRI, BFEREZERS R LAIRE
—#.

ERERIN FRINEE, &AL

1B MR ITAZ T B EIT IR R R RINT R
RENRRERF

© EHIRENIERF
EZERG L RRRIERR

R EERTIRAMERXRSFOITAINEE. RRABATERTIIRAMRSEE.
FEDHER:

RPN BRI FFEERILYR (CD/DVD) BBURZNER (BEET USB HYIEZNER) #1 USB INFR.

ERALUSER F— MR, USB RIEEIRZNER . REHERAUAR— AR ENRERDZERG. IFNRERNREHE
RERGR— N TRRERENE. FOABRNFEERS—NITRHBLERENEFR— 1SO BRIGCH.

TEERTHRENEMNFRIEE.
FosEMERINITIE] IDRAC BIREEIUEREN R .
EZFERZ L, HNEENEUN RESRMELS.
EET Windows MZERG L, MRENNRIREFEHMHEERNRS, WSEME.
EFARLEREEMNET Lnux WRERG L, EUNRESIBFREIRE. EFHREREHE, EFEH mount 4.
* MWNERERGZLZLAEEMIRENE T EIEKRBSEE ML L E Management Station.
c ERHBPEBRENRNZIERG L, BEREESETRABNEE.
AV RN F B R ZE] 2L = Management Station CD/DVD IRZI88 (Ri%) , BEAREEHRE USB N /&,
EUNREDFE 128 Kops BIAT ALK H3E -
R LOM 5 NIC 5k, BN RS & RES I

Managed System Management Station

f—/\ Remote CD/DVD/USB

iDRACT Server gz — Network —==
I \/\/ Remote Floppy

4: EERTRIEE

TRIREIER AN

AL & RN R

Bl RIS R

#@id BIOS &S| ZIiF



BR—RXMEEMN RIS

poak =3 1 e = F i A

TRIIH 7@ BRI B FFHIRENES -

R 57: TR RIERMIR &

I LRNERNE
SRR - #7144 B HIESE 144 IREIREHE
* CD-ROM
DVD
CD-RW

#A CD-ROM T R E &I zhR

R LR A 3% IS09660 A& 3t CD-ROM/DVD B ST

ISO9660 #& =\ HIER £ A% ST 1

USB N7 #4 CD-ROM /Y USB CD-ROM IR #1585

1IS09660 & i USB N TEFLRRE ST it

Be & REL T R

EEELNRIEER, HRIRZEE Web Rxe5 UE A Java 5 ActiveX $&iff.

£ A iDRAC Web R HEECE E#I/

EREENMNRIRE:
BITEMNTRLSIEEZER IDRAC. BUSEETRER, SFEBBEX.

1 £ iDRAC Web EE™, % Z Configuration (AZE) > Virtual Media (E#IRE) > Attached Media GEIEHINR)
2 IBEFRENEE. BXEZER, 1HEIR IDRAC Online Help (iIDRAC BEHLEREN)
3 BE Apply (RA) RERE.

&£ RACADM EC & EHI/Y

EREBEMN R, FA set 454 LUK iDRACVirtualMedia A5 FIFT R
BXELEL, 1557 dell.com/idracmanuals 124t RACADM Command Line Reference Guide for iDRAC (G& 3T iDRAC By
RACADM & &1T&%E15R)

£ iDRAC B \AEEFEEERIN R

A fEM DRAC RERRREFHIM. HESHBEMMEL TR ERITIHERE:
1 7EIDRACRELRERF+, ¥EMHRHM USBIHARE.



¥ E 7R iIDRAC B/ FRH USB in O ERNH.

2 £ Virtual Media (FEBI/TR) 2045y, IRIBEKIEFE Detach (3FE) . Attach (Kifil) =k Auto Attach (BZIFIM) . HXIETH
EZEE, ES7 IDRAC Settings Utility Online Help (iDRAC & & A RIEFEAH AR .

3  {kkeadE Back (JFIB) . Finish (52R%) #1Yes (£) .
ERNREETERECE.

BRI AT BUIRZS TN R Ge e BL
HUIR T EF M L E A RGIRE

3. 58: AT BRI A G R

MBI RIS RGN RL

nE ToR IS MGt B R 5

Fffm %[ Client View (ZFimilE) BE = thal LABRET /T R

BHNE Client View (FFumilE) TSN B, B imiilE o< At Rakst.

RTEEEUN RPEMNLZFRIRSHRE

TN EMEIEN PR TEE LA IFSIRENET . ERITHERME, B4 Windows BIFEEIEEE 1) Organize (4H41) &,
E 3 Folder and search options (SC{FRFNIERIEW) . 7£ View (ME) ETIF, EUEiEH Hide empty drives in the Computer
folder (BREITHHCHRPMZTIRANER) ETHEE OK (HIE) -

iE) U ST R

R A S A fE R EE BT S 81 B EIAT BT IEIEMN RZET, SeEREER Web HISTET

EUN RS RFS BERM. MR RFS EFATENNRT, BLALEERBHEMNREHEN, BERELEERUTHIRER
Virtual Media is currently unavailable (/EMAFEZEEIFRTAH) - A Virtual Media or Remote File Share session is in use. (JZM7 /}:: SLITHE
XHRELIFIEHEFF. )

R RFS EFATIEERRT, PALHERXBENUNREFRE, TURINEEFR. REERLUEREMN BRE R
E AN H-ARGT B BT BUE IR 2]

{5 FH Bz & B S EU TR

B ERNEH & B EEM T BRAT, R

ERAEMIREHE.
RGEEANRETIRENEE — 7 Windows RIFEIERRT, SMZl Folder Options (3THRIEWR) , FH &R Hide empty drives in
the Computer folder (PRRETHEMICHERPH=IRANEE) £, AFHRT OK (HXE) .

EFAEIEH &R EEN R

1 7£ iDRAC Web R, % Z Configuration (E2E) > Virtual Console (FEIUEHIE) .
1% & 7R Virtual Console (FEEHIA) T1ME.

2 3 Launch Virtual Console (EFIELUZTHIE) -
Virtual Console Viewer (EITHIEEERS) BB,



@|#: 2 Linux £, JAVA RETHEEAIEHQMBOAEHXE. 7 Windows £, $TFF jnip SCEEUER Java BRIEHES]
PN

B

3 i Virtual Media (E#I/¥ER) > Connect Virtual Media GEREEINER)
BEIEMNRSYE, A Virtual Media (FEHINTR) 2SS RATRETAIEZINTIR.

O| sz: SN R, Virtual Console Viewer (RIMESIAEES) & OAFHRIEED.

AME R EMES & B ERT R

4/ Virtual Console (EEHMEHIA) B, ERIELNRA, HHR:

ERINRLTF Attach (1) RS
RGE B AIGHER RS . EHMITIIRIE, B Windows BREIEEEH SA1ZE Folder Options (3Z#FIIEIR) , &% Hide
empty drives in the Computer folder (FREHENCHRPHZIRGNRT) £, ARFHET OK (BE) .

LEF Virtual Console (ERUEHIA) B, EBIEMNR:

1 7 IDRAC Web RE ™, % ZE Configuration (ALE) > Virtual Console (FERUIEHIE) .
2 B Launch (JB%h) Virtual Console (REIUEHIA) .
BFRELEERUTER:
Virtual Console has been disabled. Do you want to continue using Virtual Media redirection?
3 BEHOK (HWE) .
AP R R Virtual Media (GEBIANED B0
4 f£ Virtual Media (E#l4YRR) &, % MAP CD/DVD (BREF CD/DVD) 5 Map Removable Disk (BREFRIFSZhREER) -
BAXREZER, BERMRGEMURRE

O| i#: BE RS LHEINIR EIBES 5 Management Station L AIIBIREHEE S T —E .

@) s#: R E T Internet Explorer #3322 # Windows BERGE KL, BRNRTETAESET. ERRILEE, &8
i#] Microsoft H{ERZ RN G BERRAEER.

O| : s MEBIA R L HTMLS Fif.

A EETUT BTAR (&

TR AT A S RN B, FSEAER USB REEREMSTORIERS . BRMEUN RS, FPITUUTIRE:

1 Hif Virtual Media (FEH#ISYR) > Create Image... (BIEERR{E...) .

2 7f Source Folder (JFE3C#r3®) ik, B Browse (M) , ABEEEMRERGICHRIIXHHER. BRI EAREGH
FFZERG LR C EENH.

3 ARGXHERTERT, SETRATHEEAZREHNIABE (BEEREER) . EFRZME, FHE Browse (il
B0 HRERE.

4 BEOIERE.
REEIRIIBGEE. MRREHALTIRXHRD, RESETEGHS, BERREXGHATIRXHRASELREF, Hit
BRGBIRTTIEMEE . WRBRIGSCH AR RA, NG BIE U

tlEMR R, RESERRIER.
5 BEHETEMR.
ISO BN E B3 .



{ERBRIGRINC KBS, RESATIRMGRIRE LGE .img SCHFLUER LTIRE. MRBENZMIBRILL img X, ABAFE Virtual
Media (EEHITER) SRET U MHRPERPFETEER. Bit, ZIEEERRGFNEZB MR img . {BZ, .img
XHAIAESE —REGHEF X F B AWM, RE1ER Remove Image (FBRRERIR) LIFIREAE.

EEEMEZIFAER

EEEEMERIFEMER, BERINEHAEERP, 23 Tools (LH) >Stats (4iiHER) . 7 Stats (%iHER) EO+,
Virtual Media (EBI/TR) B ERREIERIRE UL EQREMIE/ 5ER. MREUNTREEE, BERLER. MR%RA
ERENNR, HER “REZEMNR HE.

NRAERGERELEH SWBATBNEMUNER, W Virtual Media (BIATER) FBAFERA—NIEE, SREXTEMGHEEMN

1%’&\ o

E1i% USB

EEE USBIRE:

1 EEMSHAEERS, B Tools (TR) >Stats (FiHER) -

B R~ Stats (ZEiHER) &O.
2 ff Virtual Media (FE#IVEE) T, %3 USB Reset (USB Eig)

RGESBER—KESRESHA, MREE USB &R, NS¥MBIFEEMNREHAN, SFEEUNR. BEFRR.
3 BEHER.

USB BERIREE.

@ | s: BVEAESESH IDRAC Web RER1E, IDRAC RN RBRL& L

BRET FEFU IR B AF

ERH EPIIRENRS
@ | iE: ERAET ActiveX HERINT RAT, BUTMEEEMPR, AHEMEHE(ERS DVD 5 USB AER (BiEERIEHEY) . W
§IRZHEE, UEBRSHER IE 3% iDRAC IP MRS it S 5%k P,
1 EESMEUNRSIE, BAERYRERE P R EERENUN R
SHTFENRIFAENRSRMANESE, BEEERNMREETHER—DEET. ZREAMERBESXGZMN, flan:
k&t CD/DVD
MRSt ] BB ENH AR
ARETER AR

®| ;%: tnERBFE Attached Media (BB &) s E A Floppy Emulation ((R#&{HE) IR, 5%+ 2R Map Floppy
Disk (BRETEE) BT, WMRESH Floppy Emulation (BRE{TE) , 4§{FH Map Floppy Disk (BRETERE) ik Map

Removable Disk (BLEIAI#EEhHER)
Bt DVD/CD EI AT LT ISO 32, BRSI AT ahfsE AT Al T Aali% .

O|i#: eTskBmE ERET HTMLS BESITH AREIEN R, SIMET USB HIEEIE. CD 5 DVD.

®| 7 KR ROP S5 R EMIES &/ M/ B USB INFRERS 0B
2 BHEGEMRSEIREHRE.

®| A MREUNRLIEEFIESHE Web IOSE. 55— Web BHOSERAE VMCLI PATFREIRE, MLRREHRE.
3 7t Drive/Image File (3RzhaS/BRIFSCHE) FErH, MTHFIRPEFRE.



SIRPESRATEEMTAT A CREST) &% (CD/DVD. AIBaEE. &) UK IS MMRE SRR (1ISO 5k IMG) . BR
BXHENTERAMRGEXEERE (BEABRAFRHE) F. REFAETRIIRS, FRENREEIES.
3tF CD/DVD, IEFRISCEZEAIR 1SO; T rIaimifmis, Wi IMG.

IRABRINEEZ (RHE) DoIEMmE, %1% F Map Removable Disk (RRSTAI#zhfi#AE) B, AIZE NHISERARFRE6)ERmR
%,

MRANERILLE B 7MRE, N7Ei%E Map Removable Disk (BREFTAIFSFNFEEET) , TEE NRESREFEZECNENMIE. B
i Browse GHI%E) LUEEME.

4 EERRFALEA SR EMEHITEE.
*fF CD/DVD % &, BIANERTEBIZEDH BTELR.
®| 7 SNRIEHER HTMLS [BRUEHI S8 1ISO 71 IMG 32, ML EAER RIS .
5 BHMEHEELUFIL S B EHIARS .
BRENR &/ XHIE, H Virtual Media (EHIATER) SRETIMBMRSLETL, LUERREEIR. HlW, MREH CO/DVD RER

5184 J foo.iso HIBRMG ST, M| “EMATR” SREFH CD/DVD SREI 4 & A foo.iso BGIE] CD/DVD. IZRBEMSF—NEik
FRICHE N H EWERST

BN IEFRREINIRNEE A TRRGT
AT Unux (OETRI b, [EHUR Cllont (R BIOFRFFRT SRR AMBANKE. S0 T HRT RS ERIEN
g, U TNEIEE SATA BRRHERMHIRE. BRITIIHE,

EHGISERM FNIRMERS. EFNBERIRES, % <F2> g2\ System Setup (R4 E) .
¥ % SATA settings (SATARE) . WANEERIHOFMAER.

BAXREFEH CERIIERAIRINRME .

IHEIEIAST B Client (BFER) HO. ¥ ERATLBRSHIERENEE.

B HBR ST FE IR T 25

EEGEMRET EIRENES :

1 £ Virtual Media GE#I/TR) EEH, HITUURE—IRIE:
BEERGEMES R R
B & Disconnect Virtual Media (BFFFEIINR) -

DN -

RSB RERAEER.
2 EBEHE.
ZE BTN EIRFRFICRIER, IR RARMMEIEN RS

@| 5: MEFT Macintosh #ERGHIE Pk RGEBULYBET RS vKVM B USB 1845, BUNBSTRNIR &Rk EATg R
A. ENERMRAGRERPRAG L FHRERSFUEREE.

® | 7 ERGHBRS Linux BMERS LAERL DVD IR, BEESERIR I HsEH .

i#id BIOS & E S| &I~

M %% BIOS REARIER, BAILGRERS WEAMNEN BN HFREMNREIRENESF.
@ | i#: EERAEE LR R FILRGES | SIRFF.




BEZERRIIEIS:

SIBZERT.
¥ <F2> i\ System Setup (B4iRE) 7M.

4 Z System BIOS Settings (F%: BIOS % E) > Boot Settings (5|5i%E) > BIOS Boot Settings (BIOS 5|Fi%E) > Boot
Sequence (5I&IHF) .

AREEOD, EROLEREMENREIRENRESIES | SIREINE—E.
HIREBIREIREBAHIIATSISNENE—MEE. WRFE, BHEERS LNRBIEXSISIRF.
BERME, REIRYS BIOSRENTE, AEHBEHTER.

B Yes (B) REEMIIEY.

ZERGEHIS.

NN -

ZERR RFESISIAFNT 5 FRESIS. MREMRECERHBEFASISNR, RERSISEZENRE. B, RES
BEEIIRE — KT RATSISNRAYIERE.

BR—XEEMN RS

FEERTIREMUN R EZE, BREFL—RSIFIF.
ERRA—RMSI SR AT, FHHR:

#B4 Configure User (BRERF) R,
« (¥ Virtual Media GEIANFR) I, ISR EMIEENE (CD/DVD. sk USB AFIRE) BETEIR 5| S Rekiki&k.
BN BT Attached (BMII) RZ, LUEEIIRSISRESISIRFSER.

ERRA—RMSISETFNELN REISZERS:

7£ IDRAC Web FE S, ¥ ZEHEL > AR5S53] > EMmMA K.

£ Virtual Media GEIINER) T, 1%#F Enable Boot Once (BR—X143|5) RE&EE Apply (NA)
ESI SHENT A ZE RGH 1R <F2>,

B SMFEANTRRELNREESS.

BEMSISRREEHE

ZERGIENEUN FR—XMESIF.

o DN -



ZIEF{ER VMCLI 2 BIERF

RN RGSITRE (VWMCL) AREFTRHEFE, NEREZERG LK DRAC IRBEMN RINE. EALLRER, B
EESN RINEE, BIERESCHRYNEREREIRE, WBETMNEESNTERSE LBERERS

VMCLI 2 2 TR A T ThE :

«  ETEAEEEMN BRIFE M A B S G
+ J3F DRAC B85 B — Rz BIF S BHARIESIE.
FRAREEEFRE (SSL) RS DRAC MEELRL.
« BT VMCLI %4, HH:
EEFaThEL.
BIERGARILIZIHEE.

@ | #%: Ete .k Windows Ry, HiERIESEER.

FH:

23 VMCLI
1E1T VMCL NATERF
VMCLI iB3%

£23E VMCLI

VMCLI A FEFE & 7 Dell Systems Management Tools and Documentation DVD 1,
R VMCL 2NHER:

1 %% Dell Systems Management Tools and Documentation DVD A Management Station B9 DVD JEEHZS .
BERS LHREA%R%E DRAC TR,
BINRER, #% install\Del\SysMgt\rac5 X KL H{R7EZE vmcli.exe. [E4E, & UNIX FOHEREEE
VMCLI 2REFIEREXERS L.

\ — ) m— = |

15T VMCLI X B1EF

 NRPMERFZFEHFESIRSAR R, WEEERINNIBRAEEETT VMCL 4.

+ £ Windows &% L, EERAVTIES Power User (RAR) MIRAEEIEIT VMCL A RBIERE.

# Linux R&%t, Eijis) iDRAC, 11T VMCL 2REFHERAFR®S, FEESRAFPLINE sudo 8A VMCL e SRIZ. 8
=, BRMIERE VMCL BB EFMAR,, 1EEM visudo L.

VMCLI &%

Windows 0 Linux &% E#Y VMCLI R ESELMEE. VMCLIEER:

VMCLI [parameter] [operating system shell options]

5130, vmcli -r iDRAC-IP-address:iDRAC-SSL-port



SHIE VMCL REBEIRRIEERIAR SRR, 5] IDRAC FARSTEIHE EEHIN B
O | 3% VMCL B R AR IS,
ATHRES, HEERERTY VMCL 2%

vmeli -i —BRABEI VMCL X ERGZ%E. EAUBERIEEMAAEEHENARARERTTR.
vmcli —-r <iDRAC-IP-address|[:iDRAC-SSL-port]> -S -u <iDRAC-user-name> -p <iDRAC-user-password> -cC
{<device-name> | <image-file>} — FREHE DRAC CAIFBEFEM. MBIFBEM, MEESITHHGSFER—F

ZEHE., B2, Z@SBRIIMMITHAESEN VMCL £1&. X VMCLI 88 MEZER, B2/ VMCL #8=% VMCLI Man
TTE.

AR T REY VMCLI 5%

THFRBEBIF O RREMUN RAEERN VMCL %%,

%. 59: VMCLI &%
R R L

BRI vmcli -r [RAC IP or hostname] -u [i1DRAC user
name] -p [iDRAC user password] -f [device name]

A 5| S &k USB NFEZMIE vmcli -r [iDRAC IP address] [iDRAC user name]
-p [iDRAC password] -f [floppy.img]

CD IRzhEs{E R -f 1EIn vmcli -r [iDRAC IP address] -u [iDRAC user
name]
-p [iDRAC password] -f [device name] | [image

file]-f [cdrom - dev
]

A[5|5 CD/DVD % vmcli -r [iDRAC IP address] -u [iDRAC user
name |
-p [iDRAC password] -c [DVD.img]

MRIHERESRF, MEMNFEESSARGI . ERREBNRASENER, HEPATUATIRE:

R ERERGRERIPA NS R ERE .
AR &S RIFIIEE

BRI RIEBRGE ST, SNSERATUEZE RGN R
ERMCAIRIR RN, —RARBE—MRENE—MAEYIRIRENER

VMCLI #{EFH % Shell 1£IR

VMCLI £ 1 Shell i35k B A T 7 #R{E R G ThRE

stderr/stdout EE 6] — HEMFTENN A B EFHMHEEREN .
Flan, FRKXKTESFE () FEESTHERZEL VMCL A BIEFFTENH M B S5 E 03T,

@l 3£ VMCLI ABBRFTEEBFRERA (stdin). Eit, FEE stdin EXHE.

BAHIT — BANERT, VMCL ARBRFERAET. FRABRERGNGS Shel ThEE, EARRERERAET.

Blan, 7 Linux RIERGT, HLBRME Q) FHLEREFERI—IMHNESHE. KRREMARFHREM, BhEst
3t VMCLI fp & BTt ie/a, ERIFMAYGERIT (BN, WAL, B VMCL FZ2FLLR) .



WREHZAN VMCL 21F, FEARERFHENLRRIILFLIEHIE,



%18 yFlash SD &

VFlash SD *R—MREHF (SD) &, AMMNI iTaM=RE. BALUEMRRS 16 GB FEMEF. AAKE, BB vFlash
IhEERGIZFMEIRS X, vFlash RERBRINAIINEE .

@ | i%: SD FROK/NEEIRE, BEAUBITHHERE, HERSEESR SD FEE L R%/ SD K. BT vFlash £ FAT32 3¢
HR25, BEiScEXREN 4GB,
WNRIZREZR SR vFlash SD RIGEFARATH, 157 iDRAC Web EEH Overview (#E4%) > Server (BE%88) > vFlash TERUT

%i%fﬁ,%\ H

SD card not detected. Please insert an SD card of size 256MB or greater.

@ | 3: iEMRE{TE iDRAC vFlash RIGHERIHA IS vFlash B SD k. JIREFANTEREM SD £, MINBKZEIEERUA T

R{ER: An error has occurred while initializing SD card (#J#6H SD FAfZ£5EiR) -
FEINRE

RMEMETEF R USB R &
ERE 16 MK, XESXAEMMET RGE RAKERNE . EEAWEFNE CO/DVD B, EAFIEEREMENRT

=

E o

WZHHERGLEBMNES X #F img XA TEE. .iso AT CD/DVD MUK .iso # .img #& N TREZERIZA,
BT 5| S/ USB & &

—R 45| SRHEHLIE USB &%

®| FE: HARERTE vFlash #{EIFEH vFlash IFAEE T HA. MREXMIER, WIEFEHITH vFlash {EFEET

@ | i*: R FIPS HABRA, BFTERITEM vFlash 3k,

i

B & VFlash SD &
I8 vFlash 9 [X

Bt E vFlash SD k£

EBCLE vFlash 2 8, E#IfRIE vFlash SD FREEZRG L. BXWAINEHNRZEREFNBRFHESR, 1E27 del.com/support/
manuals Lt R 5t 8 481 5 7 F A

@ | #: AERE “HEEBTR" RA GER AR vFlash ThaE, MURI-RAITHIRILERIE.

#&5E vFlash SD @

B vFlash ThEEE, EATLUER iDRAC Web BHEE; RACADM &E SD FE.



{£F Web REZE vFlash SD k@1t

EHFE vFlash SD *EM, 157 IDRAC Web RE S, % Z Configuration (BLE) > System Settings (RZIi%E) > Hardware
Settings (A E) > vFlash. FERIS R 7R Card Properties (KEM) TNH. BXRAERHEMESR, 1557 IDRAC Online Help
(iDRAC BEWLEBEN)

{£F RACADM ZE%& vFlash SD K@

ZE({#H RACADM &EF vFlash SD KB M, 1EFEH get S REUTHR:

iDRAC.vflashsd.AvailableSize
iDRAC.vflashsd.Health
iDRAC.vflashsd.Licensed

* iDRAC.flashsd.Size
iDRAC.vflashsd.WriteProtect

BERXLEMNRIEZESE, 1ESF dell.com/idracmanuals 12 #t# iDRAC RACADM Command Line Interface Reference Guide
(iDRAC RACADM @& 1TREEEIERE)

£ iDRAC &t BE A2 F&%& vFlash SD FE¥

E#E vFlash SD £/, 7£ iDRAC Settings Utility (iDRAC B /AMIER) &, %% Media and USB Port Settmgs (frFR#%0 USB
0% E) . Media and USB Port Settings (/IBi#1 USB 5 QR E) MATEREM. BXERHNEMMNESR, 1HSR IDRAC
Settings Utility Online Help (iDRAC i& &\ RIEFEEH AR

R vFlash ThgE

TR vFlash THEEA BEMITH X ETHE.

5/ Web R B ZH vFlash Th&E

EERAEMA vFlash ThaE

1 7 IDRAC Web R, % ZE Configuration (AlE) > System Settings (R4t E) > Hardware Settings (FEH&E) >
vFlash.
FEEN< 27~ SD Card Properties (SD FRM) @.

2 &# kAR vFlash Enabled (2/EH vFlash) EILLE A Z A vFlash 186, MREZEFEM vFlash 51X, HFEEZR vFlash
HESERERES.
®| 5: tnREERM vFiash ek, WAL E R SD £EM.

3 BERNMA. vFlash ThEEENIRBIEIZ B A ER.

£ RACADM B R Z M vFlash ThiE

E{FH RACADM A= E M vFlash &g
racadm set i1DRAC.vflashsd.Enable [n]

n=0 B[
n=1 [S8=1;:)



@ | 7F: RBEE vFlash SD £Rf, RACADM <A E(ER. MREAFLEFR, WEERUTES: ERROR: SD Card not present (#

B: SD FAEH) -

5 iDRAC B E \REF B A LR vFlash ThfE

A vFlash ThaE

1 DRACRELAREFH, #¥ENHEM USBIKOKRE.
iDRAC Settings (iDRAC &) . 1¥&E 7/~ Media and USB Port Settings (41 /&#1 USB iz 0i&E) 7@E-.
£ vFlash fTRERS 1, EFBHERE A vFlash ThaeskikiFE Ak H vFlash ThaE

3  fkoxRE#dE Back (/51B) . Finish (5ERX) #Yes (&) .
vFlash ThEERMAR ISR B RS

#1451k vFlash SD k£

M WHRMES EFRA MK SO FHEEIZF LBIHIE vFlash REER.
@ | %: R SD FATFERFRT, WLRMA “MBL" EH.

£ Web FHE #1851t vFlash SD &

ZHRK vFlash SD F:
1 7£ IDRAC Web R, #ZE Configuration (B'E) > System Settings (FE%ti% &) > Hardware Settings (F#&E) >
vFlash.

FEEN4 &7~ SD Card Properties (SD £E%) TE-.
2 /B3R vFLASH 8 Initialize (#1351L) .
FTAMBRNSEIGHMBR, FIEERFMN vFash RGEREFENL.

WMRELBEM vFlash X, FBRIERSAMABSERERER.

£ RACADM #J]#84L vFlash SD &

E A RACADM #1384k vFlash SD +:
racadm set iDRAC.vflashsd.Initialized 1

R HEE MR AN A S XA EMERNMLIZF.

BxEZEE, 15217 dell.com/idracmanuals _E32{# iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
HP < ?T%Eﬁ%?aﬁ)

£/ iDRAC i & 2z FHIZF#13R1L vFlash SD &

ZFH iDRAC & E A BIEF#MIEM vFlash SD F:

1 7£ DRACRELAIEFH, HENHRMUSBKOKRE.
iDRAC Settings (iDRAC i#E) . 147~ Media and USB Port Settings (#&H1 USB i@ H) TE.
# 3 Initialize vFlash (#3451 vFlash) .
BER. VIRKBRIEREBE.



4 B Back (GRE]) H5fiiZER— iDRAC Settings (iDRAC i&E) . Media and USB Port Settings (/&M USB iR E) T1HE
AIEERINER.
FTAMBRNSEIGHMR, FIEERFMN vFash REEREFERK.

£ F RACADM ZREN_ERR7AS

BEIREL R &R vFlash SD REUANIR L A S BVIRES :

1 ITHELH telnet. SSH HBITIEFIEHER.

2 MIANMLT#4: racadm vFlashsd status
AN B &2 SD RS SHTIRE.

3 EIREVFRA vflash 2 XB EXIRES, BFERUTHS: racadm vflashpartition status -a
EREUSE S X BSOS, BERIT®HS: racadm vflashpartition status -i (index)

O®| 3 mmEig DRAC, ERSRBMEMRELER.

=18 yFlash 9'[X

&R LAER iDRAC Web ATk RACADM #ITLA TN #R1E:

@ | iE: EEEBATRIE vFlash X ERITHRHRIE. BN, BA58HE Access Virtual Media GHIBIEIINTBR) WPRAREQIZE.

B B N, SEREFTXAAE.
- AEZ=ASKX
ARG EEN X
BT
EETANX
B X
o EESETFSX
BRI E 57 X
+ TEAXAR
SISESRX
@ | 3*: tnRERMRAEF (Hl20 WSMan, iDRAC i E A2 8; RACADM) {£ vFlash B 837 vFlash STHE_EAMETIET, S

B GUI by Eth—LETaHE, iDRAC ATBESR/RULT{ER: vFlash is currently in use by another process. Try
again after some time (vFlash HETEHEMHERFER. F—HRHEEERER. ) .

LB EMEEFITH vFlash 2B (Blgn, BR14L. MIMSXE) BF, vFlash SEBHITIRIESXOIE. Eit, BIEERITHM S
o XRECaIE R BIRABE DX,

E=ASX

LA XERB RGN EUFEE USB NERRNEE. ERTLE vFlash SD R EEIEZBANX. GRS £(47sk A X805
X, fERBEEIE S KB R X AR CD.

BE=HS XA, HkR:

B Access Virtual Media GBI R .
FEMEK.

 FREZSRF.

© EARITRHITIIRIRIE,



fEH Web AHEBIEZATX

ZEHE5 A vFlash HX:

1

7 iDRAC Web EE®, %t Z Configuration (AfZ) > Systems Settings (BRZiZE) > Hardware Settings (FE{FigE) >
vFlash > Create Empty Partition (E#Z34X)

1¥4 &7~ Create Empty Partition (S|2ZH4X) FH.
BEREER, REEE Apply (BA) . BAEIETMIER, 1ESIR IDRAC Online Help (IDRAC BXHLEEEN)
BABERAT, BUE—IEERIEMENFNARRUEAI X, BEFRUEETEETSLE. THEATSEREIRER:
© RRTERIPRES.
BIRRRSME T XER—#.
APXKNMANTIEREE, ZEBT-F EWATREE, RSXANMKF 4GB,
ETERTRHATRIIRLIRIE

£ RACADM fl|EZ=H 49X

EHE=ESX:

1
2

M Telnet. SSH B HRITIEFIAERRK

MAUATHL:

racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f fatl6 -s [n]
Hep [n] BHXAKN.

RANBERAT, GEZN=ATXAERZEEREN.

{E AR BIZ T X

EAILATE vFlash SD = EIEFABUSSCH (KL .img 3¢ .iso 18I BIEFAX. XESXAEIIKR . K8 (img). & (img) 2k
CD (.is0). RIS RXK/NFTFIGSTHEKXR

MBRIE ST B R SY X Z 1T, ERER:

0]

B 7% Access Virtual Media GIBIERITR) 1R,

FEVIRIL.

KEREZSRIF.

AR ITFHITIIR I ERIE

ARG B 518 R ITRL,

i ARG RB SHRXBMFLE. iDRAC (ARIGEMNMEARFERSHIEE. Fn, MRER 1SO BGHIESX
FEMGEABIEEARE, N BIOS TiEMIZRESF.

USSR VNFRE TR I AZEE.

RGSCHRINVNTHFT 4GB, IFHHEATEKRNAAGCB. BZ, £ Web RISERAZ XA, BGSTHRNBIUNT 2
GB.

(| 5%: vFlash ${X 2 FAT32 XH RS ERORIBSCA . Bt, BRIGSCHRA 4GB KIRA,
O | FEHEBRERGRE.



£ Web FEERARGHEIESTX

IBRAG ST B8 vFlash 93X :

1 £ iDRAC Web RE™, % Z Configuration (AZZE) > System Settings (B4 E) > Hardware Settings (& =) > vFlash
> Create From Image (MBRMEAIE) .

1% 27~ Create Partition from Image File (ABMKITHAIZESX) TH.
2 HAETEMER, RERE Apply (HA) . BXZIRIMIESR, 15508 IDRAC Online Help (iIDRAC BXHLEEEN) .
BEZE— N, WF CDHERE, BURRESX., M TFREXFEHELE, BUE—NMEIEHX. TBEATSER
HIRER:
£ZE R
ERBMEME N XHEF—H.
MG SC A NVAT 4GB siBid + AR A EsiE],
MUK A E A MIE ST BEEARA 2 img A2 iso.
BATEXFHITHIIR L IRIE.

&) RACADM MBR{& Sz {81 4 X

£l RACADM MBS T3 95X :

1 f£M Telnet. SSH B HRITIZHI AT R RS .
2 WABT

racadm vflashpartition create —i 1 —o drivel —e HDD —t image —1 //myserver/sharedfolder/
foo.iso —u root —p mypassword

AR, URNHRKARE. KESBRAMEHTRENANS. MEXHTRERNAS, Hllk FOOISO MAR
FOOIso, MA42IEEIEABIR,

| 5: & RACADM R ZH I TR

O©| 5% F3# MBI CFS 5 NFS IPv6 BIFILEEE FRBRESTHAIR vFlash X

BT X

BT URIBE S R G R BIAZ AL vFlash SD FEHIMBE DX . THHISLERGABIRZ EXT2, EXT3. FATI16 #1 FAT32, EA]LUEN
BEITEBHERA UK, MARE CD. REFXIERRK.

EFERARME TR E S X 2B, HiR:
B Access Virtual Media GAEJEHINER) R
*EHBL.
FREZ BRI
AR HRITIIIE L IRIE.

ERAAL vFlash X :

1 7£ IDRAC Web BifEith, # X Configuration (L&) > System Settings (FE4ti&E) > Hardware Settings (FE#Fi%E) > vFlash
>Format (=) .

1%5< B 7~ Format Partition (88X 9 X) TTE.
2 MIANERERER, SAREBE Apply (KA .
BREETREER, 15517 IDRAC Online Help (iDRAC BX#LE5EN) -

RETESRER, Br2XFHRBRIEREIER.

|



3  BFHOK (FE) .
FHESXEERNUABENIHERGELE., THERATSERERES:
FRTFEHRIPRE.
BARENFHITIIRLIRIE.

EFARATKX

Wtk vFlash THREE R, UETEETRSXMTIR.

£ Web REEEFFTHYX

EBHEFTAM vFlash X, B IDRAC Web REH, # Z Configuration (ELE) > System Settings (R%IRE) > Hardware
Settings (FE4®E) > vFlash > Manage (ZH) . kAME R~ Manage Partitions (BIE4X) i@, HEPFIETASXFEN D
XHEXER. BXIXHESR, 1HSR IDRAC Online Help (iIDRAC BXHLEREN) .

£ RACADM &EFTH &YX

ZEEA RACADM EER S XL HEE M :

1 fIFH RGN Telnet. SSH S HITIFHIGHER.
2 HMIAUT&S:
BEIHFRBEINETXEEEM:

racadm vflashpartition list

© BREUEESX 1P

racadm vflashpartition status -i 1

© ERBFRBRASXEPIRR:

racadm vflashpartition status -a

O 52: -a TN BEFRRAIBIER BN

BEsX

AR RIENXRERAEENX, RZTFR. ERIXARZH, HHR:

+ VFlash Thee2 R .
B4 Access Virtual Media GAREJERINER) BIR

@ | % RABIRRIZHE.

£/ Web FEEH 5 X

EERAX:

1 7 IDRAC Web A, % ZE Configuration (BlE) > System Settings (R4 E) > Hardware Settings (#Fi&E) > vFlash
> Manage (EIH) .
1$4 &7~ Manage Partitions (BIE4X) TIHE.

2  7f Read-Only (R ) %l:
s EERSXNERIE, RERE Apply (BA) XA read-only (RiE) .



EROXMEIRIE, REEE Apply (RH) FXA read-write (i) .
SXIRBEABAEREERARIERIES.

®|5I: MRSXAXBE CD, WREHRRE. TEFREELNES. MRHSEEEE, WEEERERAKE.

£ F RACADM &4 X

BEEEF IR XREREM:

1 {EH Telnet. SSH HBITIEHIAERRE.
2 FERAUTEZRZ—:
* fFA set MEEUFXINEBRES:
EBREIRERNEEHX:

racadm set iDRAC.vflashpartition.<index>.AccessType 1

© EREESXERARESEX:

racadm set iDRAC.vflashpartition.<index>.AccessType O

© £ set LEEMERLE:
racadm set iDRAC.vflashpartition.<index>.EmulationType <HDD, Floppy, or CD-DVD>

EEREE T 57 X

YIEMIN— PSRN XA, EfEA USB XREEFMHIREIHRIERSF BIOS AT HEMMSNH XA, RIF\BSEOERS], B4
TEIRMERSH BIOS 5IBRINFFEEFRSUHARFFIL .

MRSENX, WHRAESBRERIERGM BIOS 5| RINFRESF.
LM DB XA, FEREFH USB RESEIR. XSEMIEEER vFash MNAER, HESET DRAC EMNREIE.

Mimnsk s B oy X a0, HHR:

vFlash ThEEE B R -
AR -EI TR LIRIE.
B Access Virtual Media GHEIERINTER) IR .

\
R Web REEERIFHEX
EEERT S XEE:
1 7£ iDRAC Web R, #ZE Configuration (ALE) > System Settings (R4t E) > Hardware Settings (FE£Hi&E) > vFlash
>Manage (EIH) .
154 B 7~ Manage Partitions (B4X) THE.
2  7£ Attached (2 M) Fh:
EPSXNEIERIE, REHE Apply (RIA) MmMAX.
© BROXHEIEIE, RERE Apply (BA) FBEFX.
S XIRHEFT AN S



{#F RACADM EIESEFF 47X
EEEg o XiERE:
1 {EH Telnet. SSH HBITIEHIEBERRS.
2 ERUTHS:
EEERSX:
racadm set iDRAC.vflashpartition.<index>.AttachState 1

EWIF 5 X

racadm set iDRAC.vflashpartition.<index>.AttachState 0

BRIERGXHIN S XB1T R
xtF Windows 0 Linux $#&{E 2% :

BRAERGEHIF S E M NS XBEF.
RiESXRFERF R RILRENE .

BIERGUMZFEWMI XX RE. BN, BIRZENRERGEZMSELSXBAR. Fl20, 7 Windows SMEH, #BIER
GEFCIEEEN Linux REGTRER EXT2 X R, thoh, 7 Linux FMEH, BIERGIIEIRE Windows RG/RAER) NTFS 57X
B,

VFlash FXAFES5HE USB 8 & LR RENERIRARE. BAIUNRERSZENE USBIREHNER. BR, EALEX
iDRAC I EEH N XEHFRE R

BRI A 57X

MBRIRE 7 XaT, H#HR:

vFlash ThEEE B M-
FEREZ SR
STXAKMIM.

BRI R TRIR L IRE

EF Web AEMRILB T

MR AE X
1 7£ IDRAC Web Bifith, #ZE Configuration (At&E) > System Settings (REZti&E) > Hardware Settings (F#Fi%E) > vFlash
>Manage (EIH) .
1%4 87~ Manage Partitions (ZI24yX) TiH-
2 7t Delete (HHBR) 5, BEEEMIPRESH XAMIBREFR.
BER—EER, RIPLBRIESKAMBRIZIX.
3  HBFOK (FRE) .
4 X BN RS .



£ RACADM MRIAE 4o X

BRI X -

1 FTFRL telnet. SSH S HBITIZHI & HFR.
2 MAMUTHL:
HIERSTEX :

racadm vflashpartition delete -i 1

EMREAE DX, IBEFHAIEK vFlash SD .

THSXAR

&R LAY img 5% .iso #ETNAY vFlash X XAETHE:

FERS (DRAC EEBTITHNERS)
AR&T E| management station BIMIZLE .

THAXARZH, EHR:

B Access Virtual Media GHIEIEEITE) BIHBR.

vFlash ThaE B /B -
R IFFERITHIIR I IRIE.
EE S XAEEMTM.

ETE vFlash HRIIAEA

1 7£ iIDRAC Web R th 42 = Configuration (ELE) > System Settings (RE%4i®E) > Hardware Settings (7% Z) > vFlash >

Download (T#;) .
154 &7~ Download Partition (T#H4%X) TiHE.

2 M Label (Ffr) THESEG, EFETHNNX, SAFHE Download (FE) -
®|5I: FAEIENSEX (MmaXgsa) BERETIRS. BRINMBATEES—IPEX.

3 HBEREXHHMLE.
EESEXHARE THEEEME.

®

B8 7 .img.

SIFESX

A LU EMIIN vFlash XIRE A T—R5 I SFHRIESI SR &

SISHXZHT, H#E:

vFlash X B & 75| SHIBRG (img 3 .iso 1) LINRESIS.

vFlash TheEE B .
B4 Access Virtual Media GAEIELINTER) AR

fEH Web AHESISESTX

Y vFlash HXIREAE 5|58 &, BHEHR EH Web FESISETX.

F: ABRETXHRMUE, BLEsXEREAXHEMR, CD MERRBSXNT REN iso, REMBERB S



@ | i MRE—SISRETRKLFRIILEHME vFlash H1X, EHR BIOS EEFNRHFAA

£ RACADM 5| S Z 44X

¥ vFlash X EBERFE—515% %, £ iDRAC.ServerBoot 3% .

BXELEE, 1557 dell.com/idracmanuals 1Z2{#t#4 iDRAC RACADM Command Line Interface Reference Guide (iDRAC RACADM
B ITRESEIER) -

@ | 3F: BTk HLSH, vFlash S RIFZEENEE HFIS—IX (iDRAC.ServerBoot.BootOnce i&BH 1. ) 3|HF—R IR EF
— X435, HEFSHHKARBES I SIRFPRIE—HL.




{#F SMCLP

REEEE G ST (SMCLP) MIBXEET CL NALEE. EEX T —MESfREFEFEEREMEEG SN inisth
EER AN EE S EIT O ALEEERMNREIRSE (CIMOM). SMCLP 9HREIRLES/\E (DMTF) SMASH XIS F4HEHE, AT
BZANTEEURSEEIE. SMCLP HTEURZETESUMEA &M SMCLP BRETIIRE B, A T SMERIESIITHIRE
A B iR,

@ | 5%: BEET Systems Management Architecture for Server Hardware (RSB ESBELEHIRGIEIREH), SMASH) #RER
Server Management Working Group (SMWG) SMCLP #¥E.

SM-CLP 22 HNERLES /A (DMTF) SMASH I XRIBTAY, AIEZINMFEAREWRSZEE. SM-CLP HliSEURZE LRI
SEFE R SM-CLP BRETIIASECE XX, i T £EMEBEE ST ERNRM B xR,

SMCLP M IDRAC #=HIZ3E - 4EE, FH$% Telnet. SSH FEFHITHIEND . iIDRAC SMCLP #ZOETF DMTF L2 ##t# SMCLP
HFEREA 1.00

(@ | 5: £ delltechcenter.com Hi24t T X FECESC#E. # RH1 MOF HI{ER, 7E dmtf.org/standards/profiles/ 124t T Fi5 DMTF
%'%\O

SM-CLP &4 LA RACADM 4 F&E . ATEAUNERMGSITHITXE®S, At XEGSHTHARSIEEEH. &H
PUBE E MR RRGSHME (B85 XML , DERPBMARSUESHAERSHEETEHRITER.

5/ SMCLP W RS &R I5E
&1T SMCLP %%

iDRAC SMCLP &%

S MAP Hiitz=8]

£ show 1A

FA 3w

£ SMCLP KRS ETET)&E

iDRAC SMCLP i EITIA T HR4E:

« EERSFEIE —ITH. XAREFHSIS RS

. EEAGHEMHHAR (SEL) — BREERR SEL IR
T E DRAC AP~
BEERGREM

E4T A
=1T SMCLP <
AT LAER SSH 8§ Telnet REIE{T SMCLP #4, T SSH 8k Telnet RE I UEE A5 HE FE| DRAC. £ ER SMCLP 2R
(admin ->),
SMCLP $27Rf¥F:

yxIx VR KARSZREER -5

|



yxIx HLEEFERARSS25E A admin->.
yx2x J1F . MR RS EER admin->,

He, v EFHHFFRH, M (RRTDFRSEEE) « R GRERILERSE) MT (RRERXBRSHR) ; M x AT ZBFRT
Dell PowerEdge RRS5s8 AE LK.

@ | #: £/ -5 BHMATEFXERT yxix RYE; BM yox RGFE, £ admin-> WHETAFIIR . NRMERBRSHE.

iDRAC SMCLP &%

iDRAC SMCLP £ FshiRIf BEARpIRS, @it CL RERKEIRIEE. SNARRENITHRE, MBFRETEESITRIENSIE (K
POE-DIR

SMCLP &4 1Ti8:
<verb> [<options>] [<target>] [<properties>]

THRERTEAREEX.

. 60: SMCLP &hid

i) EX

cd 3 Shell 81 MAP

set BRI ERNEE

8N BRIEEBARRIFE

reset ER B

show ERBirEME. iAFFER
start B

stop RHABHR

exit M SMCLP shell &1EiR H

R ER BRI R A B M

load B HIB SR A — URL # ZE 15 7€ Bfnithit

THREMHR T BT

#<. 61: SMCLP Br

B#R EX

adminl EIR G
adminl/profilesl iDRAC B F MHYEL E S0
adminl/hdwrl B

adminl/systeml SERGH



Bix

adminl/systeml/capabilitiesl
adminl/systeml/capabilitiesl/elecapl
adminl/systeml/logsl
adminl/systeml/logsl/logl
adminl/systeml/logsl/logl/record*
adminl/systeml/settingsl
adminl/systeml/capacitiesl
adminl/systeml/consolesl
adminl/systeml/spl
adminl/systeml/spl/timesvcl
adminl/systeml/spl/capabilitiesl

adminl/systeml/spl/capabilitiesl/clpcapl

adminl/systeml/spl/capabilitiesl/pwrmgtcapl
adminl/systeml/spl/capabilitiesl/acctmgtcap*

adminl/systeml/spl/capabilitiesl/rolemgtcap*

adminl/systeml/spl/capabilitiesl/elecapl
adminl/systeml/spl/settingsl
adminl/systeml/spl/settingsl/clpsettingl
adminl/systeml/spl/clpsvcl
adminl/systeml/spl/clpsvcl/clpendpt*
adminl/systeml/spl/clpsvcl/tcpendpt*
adminl/systeml/spl/jobgl
adminl/systeml/spl/jobgl/job*
adminl/systeml/spl/pwrmgtsvcl
adminl/systeml/spl/accountl-16
adminl/sysetml/spl/accountl-16/identityl
adminl/sysetml/spl/accountl-16/identity2

adminl/sysetml/spl/accountl-16/identity3

I | <

KR | &

B R Y SMASH ULEEThAE
ZERG BRI
ERBEZWEBR

ARG EMHHE (SEL) iR KH
TERG LR SEL BRI

K

K

ZE R Y SMASH &S

K

ERYINEE SMASH Y&

KH

ERGEH G SMASH &

oo

R

RSALIERE

PR 25 8 38 2 A (8] AR 55
BRS54L3ERRThEE SMASH UiER
CLP BR&5Ih#E

ARG PRIFERSEERS 6
kP EIRAR S ThAE
ETXtAEnEEIEE
WIEThAE
BR5ALIRRIT B UWEE

CLP BR&B5REHIE

CLP AR5l AR S5

CLP BR S5t im =

CLP BRS51hY TCP if =

CLP BR S5 4l AT

CLP BR S5 4Elk
BIRRSEERS

Local user account (ZithFi ik )
AR P E KA

IPMI &4 (LAN) Ttk =

IPMI 5 (84T) P



Bix EX

adminl/sysetml/spl/accountl-16/identity4 CLP Sfik
adminl/systeml/spl/acctsvc2 IPMI i R EIRAR 55
adminl/systeml/spl/acctsvc3 CLP tkPEER S
adminl/systeml/spl/rolesvcl i & BEAR (RBA) iR
adminl/systeml/spl/rolesvcl/Rolel-16 KibFe

adminl/systeml/spl/rolesvcl/Rolel-16/privilegel AHbFAEEINR

adminl/systeml/spl/rolesvc2 IPMI RBA BR%%
adminl/systeml/spl/rolesvc2/Rolel-3 IPMI &
adminl/systeml/spl/rolesvc2/Role4 IPMI LAN 84T (SOL) At
adminl/systeml/spl/rolesvc3 CLP RBA BR%%
adminl/systeml/spl/rolesvc3/Rolel-3 CLP &

adminl/systeml/spl/rolesvc3/Rolel-3/privilegel CLP &R

S840 MAP b1k Z315]

ALAER SM-CLP BN RBI AL BE (FRATERMEIS [MAP] #iltz=(E]) heAmBRRR. MIEREEE IS
[E] B AR B b3k = (8] P X SR BN R AZ

REMREERNZ () ZRBEL () TR. X2EF DRAC BMBVARIKES. FH cd sHATMRE T SA.

@ | 7E: Bk (/) FIRML (\) £ SM-CLP Ut BEERAIUER. BR, HSTERMRMAKXRIHSET—ITREHBENHHS
AHE 2 .

Bian, ESMEIRZEHHE (SEL) FHE=MERE, BIAUTHS:

->cd /adminl/systeml/logsl/logl/record3

BAART BN cd SRR AU = Eh EREMNEFAE. .. f . SE5IF07E Windows # Linux P— L IEEM: .. BRE, .
HEE RIS SR

£/ show ZhiFl

ETHMITERNESZER, EEM show #hid. ENARRBREME. FER. XKFIZAE R1FH SM-CLP zhiadk.

& -display &I

show —display EBAFREIGSHBEB|—PHEZIEME, < XEMFE. flw, ZERERISFUENRBREMBRRE, ERAUT

W
show -display properties, targets

EIHERLRM, BUATHSTURE:



show —d properties=(userid,name) /adminl/systeml/spl/accountl

WRABER—NEM, TUHRES.

EF -level i£In

show -level IZIN7EIEE BiF FHIE MR EHIT show. BEEFUZ=EhREERMEMN, FH -1 all %I,

{EF -output iEIn

-output IZIEE SM-CLP zhialiii B Fii& Nz —: text. clpcsv. keyword F1 clpxml.

ANBAT, 1B text, HEAXEZHEMNME. clpcsy IFXNRIESHRER, EEMBBEFHRIFEREZEFF. keyword I
2= keyword=value 3FHIFIZR, T|IT—1. clpxml X XML 324, HFE 5 response XML JtH&. DMTF $5E T clpesv Fl clpxml
#, FEEMIEAE DMTF My (dmtf.org) 3 E.

AT RBIER T I XML $i SEL RE

show -1 all -output format=clpxml /adminl/systeml/logsl/logl

b AN Ll

53Rt SMCLP A RBIG R

© RS F/EFEE
SEL &3
RRET B AR S

AR S5 R IR E TR

UTRBIN BT AZE RS LIER SMCLP RMITRIREERHRE.
TBTE SMCLP s SRR THIAL T 6 < :

EXARRSEES:
stop /systeml

BRHEBERUTESR:

systeml has been stopped successfully

ERBRSH:
start /systeml

RELBERUATESR:

systeml has been started successfully

BEEHSISMmSE:

reset /systeml

RELBERUATER:



systeml has been reset successfully

SEL &8

UTREIERTEZERGE LWAER SMCLP 4T SEL #HX3%ME. BT SMCLP SR RHEF FMAUT®HS:

+ &EF SEL:
show/systeml/logsl/logl

ARG ERUATHY -
/systeml/logsl/logl
Targets:

Recordl

Record?2

Record3

Record4

Recordb

Properties:

InstanceID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2

Caption = IPMI SEL
Description = IPMI SEL

IPMI SEL

ElementName
Commands:
cd

show

help

exit

version



+ &E SELIEHE:
show/systeml/logsl/logl

REEERUTHESL -
/systeml/logsl/logl/record4

Properties:

LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord

LogName= IPMI SEL

RecordID= 1

MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure
ElementName= IPMI SEL Record

Commands:

cd

show

help

exit

version

BRE B AR SN
UTRBIERTRMER cd ZhASA MAP. EERERGIS, BREVIEHEABRA /.
TATE SMCLP SRR TN T ® 4
- SEMEIRGBiIRHEHSIS:
cd system reset HETERIABHRA /.
+ Szl SEL BisHEREERIEE:
cd systeml

cd logsl/logl

show

 ERRYEIER:
KA cq

s E@EBEI—%K:
E: i CK|

+ ERH:

exit



RRERIER S

EALERATEELARREFRRMERGRENZERS:

JE*EEYFF/\;
Virtual Media Console (AN RIZHIE)

i

ERTEXHHLZMERERG
ERENN REBERIERS
£ SD F EREBRANBRIER S

ERHEEXHLERERERS

ERZIECHIEZ (RFS) BBRIERF AT, FHR:

JF /B iDRAC RIBLE A ANl BEHL T BRARBR »
Mg Z L P BFRERT (140 .img 5% .iso) IEHHIIRENIEF IRIER K I 5| SARE 1.

® %ﬁiﬂ%ﬂiﬁﬁiﬁﬁ, RRETNEMRERRSBRAITRE, FHBSRERCARE, UBRENBERESISHITHE

EEM RFS BHERIERS:

1 EREEHHE (RFS), @i NFS 5 CIFS 4% ISO 5 IMG B HEHRIZE RS .

2 % Z Configuration (BIE) > System Settings (R4ti&®) > Hardware Settings (FE#i&E) > First Boot Device (£—3|%
w&) .

3 HEESISRETRIRPZESISNF, LUEERE. CD. DVD 3k ISO HFEMN .

4 i%#% Boot Once (5|8—XR) &I, BRAZERGLUERBEIH RS T—MEHIEFHSIS.

5 BEHNA.

6 EFSISGTERGHERERE FMRIATHRIE.

EIEmiE 3t

B ERTIE H= (RFS) Thig, WAILLEEMLEILZ YISO 5% IMG MU ST, FHER/EREIIERSB M TERSRNIRIER
GifEH (FEEFEA NFS 5 CIFS JEE/ER CD =% DVD #1THE#) . RFS 2E—MiFaaiIhae

TAESCHHZ NS4 img 1 .iso MUK SRR . 15 .img ST EEEAEMEE, 15 .iso XHEE R K EI CDROM.
IR RPN BRAUR 7 832 RFS.
RFS FELIN RIMEER E R,

MRELN FRFPIHA LT ERT, NHESHET RFS E#EA, TR EEHF BAETHTURMERFHERITERE .
WMREMUN B FPIRTIENRTS, MEHEZKXET RFS EEZE, RERUTHEIRER:



LEIRIN IS Tt I T 5 25 B FF A 7 2 E GE [T -

RFS EIZIRATE DRAC HERAIH. —BiElE, RE RFS HEMIRSISEASETFF, BfEE$H DRAC hARfFIsh, nRE R iDRAC 3§
P4 EIEREE, RFS EES¥EA. 7 CMC fu iDRAC St AT LUE R Web REAGSITIETIR XA RFS iE#E. CMC 89 RFS EIZH
RLTBE DRAC HEAB RFS,

@|*:

« CIFS X#5 IPv4 #0 IPv6 Hifik, 18 NFS {XZ$F IPv4 Hbtlt.

«  IRIEFER CIFS #1 Active Directory I —EB4Y, BTG SCH RPN R K IP bk,

o WREBEN NFS H£ZiFEsctE, MEEUTEZMR. FJX iDRAC REAEIERER TIEIT, FFIAEEXLEMIR.
e Linux: fAfRIEZENPRETXT Others (EHAh) MAIEE HZE/ Read (D .

* Windows: #%ZHZEM4H) Security (RE) RIIRII% Everyone (B A) /KM% EE Read & execute (ISELFNA
1T) 1XPBRAEY Groups or user names (4HEiHFAE) FE.

c MR ESXI ERERZLET, FRMREFER RFS HEHEEME (img), N ESXi BIERFENselE FAEZMREIIER.
* IDRAC vFlash Th&ES RFS & B XBf.

£ Web A HECEZIZXHILE

BRZEXHHLE:

1 £ IDRAC Web R, % % Configuration (ECE) > Virtual Media (EMANER) > BHmMNE.
1% 2 7R Attached Media (2 M/ &) TIH.
7£ Attached Media (2MiIfER) T, 1%#¥ Attach (Fifin) =X Auto Attach (EEAMIIN) .

7£ Remote File Share (GEFESCE{E) T, {EEMUSIHRRZ. BiR. AFRENER. §XXFERNER, B2RIDRAC
Online Help (iDRAC BX#1#5E8H) -

BRI ST R 1R TR 151
CIFS —//<FBT &£ CIFS XX RS P>/ <STHEIRZ >/ <MK B>
NFS - <FATFIiEE NFS XHRGH IP>/<SCHER1E >/ <MK 2 TR >

@ |#: K% 1/0 $I2, M Windows 7 A% EFEEH CIFS LR, EERU T EMER:
* 3% HKLM\SYSTEM\CurrentControlSet\Contro\Session Manager\Memory Management\LargeSystemCache i & A 1
* J& HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size & & 73 3

®| 78\ TR CHER.
CIFS X35 IPv4 #01 IPv6 Hbtlk, 1B NFS X3 IPv4 Hbtik,

MREMNFS £Z, BASESKRNE, ERRZHERR STHRES 1 <BREBIR> .

®|}3‘: AXAPRNEBNENFHER, B8R ZWEANHAFR2NEEFH.

O | 5%: MRIEZH A P FBHT RIFNTFHAMELEEZRAAT, DRAC THETHERBE VHMBLEEENERT
7, B< >, GES9R) BRIbd.

4 B Apply (RIF) , SAG&& Connect (GERE) .
fEEMEIER, Connection Status (GEIZIRTS) E7R~J3 Connected (BiE#E) .
Ol mreREEEHtE, HTFRLEHE, Web RAEGTLERAPSERES.

X Linux 93%, TEBITRA init 3 #RIERT, WINRERTREFREFoERHS. SSHIBENT:

mount /dev/0OS specific device / user defined mount point



He, user defined mount point BFIEFEMATIEMERSSAMNAERNEMER.
FF RHEL, CD &% (.iso EINiE®E) 2 /dev/scd0, L (img EIIEE) £ /dev/sdc.

3tF SLES, CD®&ER /dev/sr0, HERER /dev/sdc. ATHREMEMMNKEE (AT SLES 8t RHEL) , HEFE Linux 32
{ER G LERELNR &R, BUSRIAEITIZHS:
tail /var/log/messages | grep SCSI

REERARANIRE (flan, SCSIik#& sdc) HIXA. FEBITRA init 3 PEM Linux ZITHRARTS, Ithi3I2MERTELN R
BINBERT, 7 init 3 FEBNRASBHRE,

£ RACADM Fr B imfE 3=

EfEH RACADM BLEm e 4%, HERM:

racadm remoteimage

racadm remoteimage <options>
A

—c: EEME

—d: WiFFRRIGIELE

—u<APE>: BTiHRNERZNAFE
—p<EiE>: BTIHEMNEILZHER

—1<BRGNE>: MIGEMBHZ LN E; FRANGISHMAERREZR. BE “FF Web AHERERENHHLZE" BoEFIGTH
BREH R

—-s: BRYHEIVRES

@ |F: BPE. EEMME_ETERARUTERFIMIBFERMFERN (BRFERENEHFER  ° (A58 . " (W5l
)., (ES) . < UpMFS) F1> (KFB) .

@ | 7F: A% 170 $8iR, {FH#E Windows 7 % HIEE M CIFS ®Z/Y, 1FE A T EMERIA :

o 3% HKLM\SYSTEM\CurrentControlSet\Contro\Session Manager\Memory Management\LargeSystemCache ¥ & A 1
* & HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\Size & & }3 3

EHEMT REBERIER S

EREMNTRBERERZZH, HHR:

EN BT Attached (BHMIIND RZES, LUEEIMRFIBAESISIRFHER.
WMREMN BT Auto Attached (B zpM1H1) B, MEBNREBIEFVIBE, REFTHSISRS.
MEEZAE PO RIRERR (120 .img B .iso) IRHEAIREIIEFFIRIER ST 5| SMRG ST

EMEBHRIERG, LIERELNR:

1 IBBUTATEIRE:
BIRIER G R4 CD 5 DVD #EA Management Station CD 8% DVD IEzhg& .,
© MINIRIERGRRE.
2 #%3#% Management Station H1 B 75 Fr UK AYIEEN 2S LARRET T .




3 FERUTHEZz—5ISERELE:
*  fEF IDRAC Web FE¥5| S5 & M EMER & = L CD/DVD/ISO 515 —%.
BIAES| ST <F2> 2, M System Setup (FREZti&E) > System BIOS Settings (3%t BIOS ®E) R E 5| EIHF.
4 BEIEISTERGHERBES FMRATHIBE.

MNENTBERERIERS

1 BUHBSTIIARY CD/DVD.
2 ¥ T—3k CD/DVD HENEFENEIEFNEEF .
3 EHMRST CD/DVD IRFIEE

£ SD F LAREMANRIER S

£ SD F EREHRANERIEF:

B SD FIEARFZHIAERR SD ik (IDSDM) fHiE .

7£ BIOS g SD MK (MBELE) .

SISTIEPIR <F11> #IEIE SD FAEHEHP— M ESNF E2ETH.
BERARBRIERGEHIZBIRMERF R IR PHITERE.

7£ BIOS /3 A SD #=iRFI T &K

1£ BIOS B H SD AT &K :

DN -

1 SISEiEDIR <F2> #.

2 %% System Setup (RZXE) > System BIOS Settings (%% BIOS I E) > Integrated Devices (B IEHE) .

3 4% Internal USB Port (&P USB i) & &5 ON (FTFF) . MREIRE K Off (kM) , M IDSDM FEAE3 IR &.

4 MBRAEERS (BSDF) , HEAE SD FisMIREATFHIEHE SD ERKREANTER.

5 WMRFERSK (WSDFK) , 1E%% Internal SD Card Port (FIHE SD ki) % E A On (F) H4% Internal SD Card Redundancy
(&8 SD kITK) ®E A Mirror (&) .

6 fii Back (IBRED) H & Finish (FEAL -

7 BF Yes (B) REIREBEHIR <Esc> B H System Setup (B4R E)

*F IDSDM

AIERI SD #&3k (IDSDM) REEfEEFRMES EIFR. IDSDM B EAEGE— SD FHRENS—1 SD &, EEIWKIEER
SD FERETRK.

A SD FHHEE—NAMEREFR. flan, R7E IDSDM RREMANHH SD +, M SD1 R9iEs) () +, M SD2 A&EMF.
BEREFR SN, BN SDISEEIE. EEAIE, R SO KEHPESHB, N SD2 ¥BmTARES () .

&R LAUE A iDRAC Web R E 3 RACADM EFE IDSDM HIIRZS ., BITIKRMATA M. SD RARKSHIBESHFICRE SEL, BRE
BIEM E, HER PET £k (WREATER)



£ iDRAC HEBR & R G HPE

AEAUTARMITIER E R G TIS BT SabEHERR :

© BENEHIE

+ FHLBEKRKRE

©  BENFIERR IR LN

 EREGERE

© RHEBEHEE

*  Lifecycle Bi&
BIEHRZS
EREE TR AT
REBITIRR

FERZEES&

EEFH B/

T ES| S ERRIERMSR
EEHE

BE LRRGRRRR
BERGRES
TR RAT
BEERFEITRR
ERSHRTSRBLRTHERES
EHBENIDRAC
BRGNP EE

1% DRAC B AET BARE

ﬁﬁﬁ A e =

iDRAC 1R THREMLEIS T TREE, 5T Microsoft Windows 3§ Linux BIZRGEIERN T R340, 55 iDRAC Web FiE, ALAiIEIM
HIRK TR,
EifElSEEHI &
1 {7£iDRAC Web R, % ZE Maintenance (43?) > Diagnostics (iZH) .
REEN4 &7~ Diagnostics Console Command (iSETE$IA®#<S) TTH.
2 AEHSUAXEF, WMAGLSHBLRE. AXGSHNIER, 1HESI@ IDRAC Online Help (iIDRAC BXHLAEBH) .
MRS B RER—TE L.



E 1% iDRAC #1% iDRAC Ei&F HEVIAE

1 £ iDRAC Web R, % ZE Maintenance (#37) > Diagnostics (iZH) .
WA LAE LA TN IE TR -

+ Hi ResetiDRAC (Ei% iDRAC) AEi& iDRAC. 7£ IDRAC LAIMMITEEEHSISHRIE. EFSITE, RIFNEEUERHR
EREHERE| IDRAC,

* Hi Reset iDRAC to Default Settings (1% iDRAC EABARE) LU DRAC EIRABIAKE . EEE Reset iDRAC to
Default Settings (1% iDRAC EifF HBRINIRE) /5, Reset iDRAC to factory default (% iDRAC EiF R BIAE) BOBE
o WIRESNE DRAC EAH BRINEE. EEUTIERZ—:

1 WFEFRBERE, BREBPTIMELE.
2 WEREREHERINNAAREIRHA root, BEBEZAL E GR/ETE .
3 WFEHAREHFEERIAAPZEIRA root, HEBEIRA calvin (root/calvin) .

2 BT HE.

b=k

SR AERR 88 Linf2 A BeIRMIZHREFEA— R G EHHBREER. MRZHIEFZTEEMSIS, EALLIAEHNSISH M
B#HITREENSISHEFEE CEUTEH) . BHEREITH, SRFEEHFHEENS DRAC FiE. RE, EAILUER
diagnostics export racadm S &¥EERSHE NFS 5 CIFS M HZ ., EHATLUFERAMEMA WSMan & BITISHiRER. BX
#1185, 1HZH WSMan REASCH.

bR A IDRAC Express WHIIE, 7 BEfERMZIZBENZHIERF.
AT BNEITISEEF, SOHEHRIAERE BFEEETT, URIEEISE LB MENSIF LI,

EHIER, TIEEUATRE:
rafizaam‘eﬂ - fE¥4 5k B9 HERFNATE)SITICHTEF . SR IEGIEE “TIME NOW”  (CHBTRTED , BET—XEH 5| SFHIEITISEIE
Fo
LERETE] - FEFFSRETIE R B EHBITISHIEF. MRERELEREGBE, MBI ETLEREAESTIAMRC LK. MER
&I “TIMENA”  (RHEIRER) , NEFRBEARER.

KRR BB

PRIEMIK
MK
RRIFFFHATX A&

B SXBEHE:

RARGRFFER
EEXN (FHRREMERGXARENRBI
SREIER X GERBERGXAFFR 10 o0, MRBERGARXH, N IDRAC XEER RS

— R AR RIREIT— M2 B . BB RTARINGERR, SEREEHRIRHRAY. BEHEH (BFLER) 18R Lifecycle
Controller BE® . #EATLAE FIEFE RACADM 3% WSMan #2Z E RS i TRISZ R .

LU B EFE TR ERSERAIZEE IS B E R S HBIMEEZ (10 CIFS. NFS, HTTP 2 HTTPS) » AN K/IMNA 5
MB.

HEWAPIRSARITRIHE TR, SRUBUHISEEL. IMRISEREFIEEIET, WEHBINREUBHEL.

FEBITRIZDW AT, EHR:

|



2 B A Lifecycle Controller.
+ BBEERMRESHFIEHIR.

£ RACADM XIZiE B 5higHn

EBTERECHEFHEL ARG EREFER, BERUTHS:

racadm diagnostics run -m <Mode> -r <reboot type> -s <Start Time> -e <Expiration Time>
ESH EREBITHRIESHER, BEAUTHS:

racadm diagnostics export -f <file name> -1 <NFS / CIFS share> -u <username> -p <password>

BXBETINEZEE, 15217 dell.com/idracmanuals _Ei2 1A iDRAC RACADM Command Line Interface Reference Guide (iDRAC
RACADM @ &{TAREESE ™M) .

EEFIBRAE

FH BN E RS BIOS MV EiatR, BN EREMFHNSISIAFNE MR, HARFESES RS RENEXBEME
%, Post Codes (FHlB#&NM) NHASISRIERZMNE T LRRGFNBERAE.

EBEEFHBERNKRTE, 5% E Maintenance (4E3) > Troubleshooting (#{EHEER) > Post Code (FF#LE#4LHD) .
Post Codes (FFHLE#ARBE) NHEERAKBITRAIERF. TREFRBIREIHRA.

EA 5| FMAESIHIR LN

G AEE TSRS :
wEZREISER — SISR/IAISNIC RS | S AN EGRFS. 515 RBEAMSTIRAFEIIBRIRFHES.
RE—REEFEISR — BRVSIIC RS HSENEHFS,
XE2—TUR A& .
iDRAC 7E5| SEAEIE R 50 M. SISREMNBRORE N 101/ . IREIR DRAC, NS|ISHHEMMAT A, EAECEMEE RAM F
HHE M.
@|*:
s BMEEHREIET AR EIR SR A REEIG | SR LSRN BRI LS .
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Security (&%) - REARFEEER FHERTEAINEIHZFRURFEARERE.
DK - P RANBHTEFHEILTIR.

IRETRRIZAXBERREN. BTEERDLAAEAIMNR ELEMIR, BEEATLUERAENRIFEHERKIRE.

— ﬂ
B—G%
7£ Windows Server 2008 R2 x64 = SSO B FR&kM. BRIt EBAEMNIEERMTA ?

1 RIEHEHI S RN 5 R ST technet.microsoft.com/en-us/library/dd560670(WS.10).aspx H /4B HI#R1E

2 FEEHLER DES-CBC-MD5 ZH54H .

X B RESTMENREFEPHITEN SRS SNAREFNREN. Kerberos FREEIEE R IFMRCEMEZE LR T
Computer Configuration (i+EHLBELE) > Security Settings (2% E) > Local Policies (Z#h3H&) > Security Options (&
IR

BRI EFHEESEHN GPO.

ERSITR, #AN gpupdate /force HFEMA klist purge S MIFRIE Keytab,

B|# GPO /7, BIZEFHY keytab.

4% keytab Lk E|] iDRAC.

> o1 N W

INEF LAFER SSO &3 iDRAC.
J94+24.7E Windows 7 1 Windows Server 2008 R2 £, Active Directory Fi P3E{TA—B ek ?
EWAUS B Windows 7 F1 Windows Server 2008 R2 BN 28, EEAMZLE.

1 UEHEARAFEEIIRNARSHESR.
#ETEIIE1T gpedit.msc. 1 & 7R ocal Group Policy Editor (AR %5IR4RIESE) B O,

4 ZE Local Computer Settings (&M EHIZE) > Windows Settings (Windows i E) > Security Settings (Z£i&E) >
Local Policies (A1tb3%H4) > Security Options (L£i%IR) .

4 %% Network Security: Configure encryption types allowed for kerberos (F4& %4 : BZE Kerberos 21 FAIINEEAE) H
%1% Properties (BH) .

BHRRAIER.
6 B OK (FE) . METLUER SSO B X iDRAC.

T Extended Schema (I RBZE4) , HITLATHMIMILE
1 £ Local Group Policy Editor (A ithZHRMESRES) B+, SHiZE Local Computer Settings (A ibi+EHHIZE) > Windows

Settings (Windows &) > Security Settings (R£i#&) > Local Policies (Z#15KHE) > Security Options (Z£IEIR) .

2 A%2%F Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server (&% 4 : BREI NTLM: R{EERRE
ERHWSL NTLM IB{ER) FiE#F Properties (Bf%) -

EHE Allow all (£FBAVF) , B8 OK (FE) , %A/5%H Local Group Policy Editor (Aib4A5RME4wIERR) HO.
HEFWIIEIT omd. WEPERE RS SRRFED.



5 B1T#% gpupdate /force. AFRMEFEEFH. XAGSRERFEOD.

6 EHEFHIHIEIT regedit. IHEATIFRE R Registry Editor GER&EESE) 0.

7  BfnZE HKEY_LOCAL_MACHINE > System > CurrentControlSet > Control > LSA.

8 fEAEMEED, AREEHIEE New (Fi@) > DWORD (32-bit) Value (DWORD [32 fif] f&)
9 IEEEMRII4y & J3 SuppressExtendedProtection.

10 7HHE T SuppressExtendedProtection F &3 Modify (f£850) -

1 7£ Value data ({E¥(#E) FEXHEAN 18T OK (FHE) -

12 % Registry Editor B 0. IR LUER SSO &3 iDRAC.

HnER % iDRAC BH T SSO 3## M Internet Explorer &3 iDRAC, SSO £4&MIHRFMAEPAZHER. MARRILEE ?

1R IDRAC IP #i31t 517 Tools (T &) > Internet Options (i%I%) > Security (Z£1¢) > Trusted sites (A[{5A) . MRKF
H, SSO ¥EMFFIRTMANRFAZMEZL, B Cancel (BUH) Fakir,

BR+ER

£ Active Directory & REF & FINGEE F iDRAC EE &K S5 hetE.

IEE Y Active Directory EEERERIIZBEENET 10 #, BREEMSEITE PIEE T &i%k DNS RS 2[MEZ M DNS fRs=%, HE
Hi% DNS FRSSERKM, NIATEEREACAM 73 %h. DNS BRSS R FHLATTEAS IR DNS #8AF. iIDRAC J¥fEF % A DNS RS |ILEE
X

ActiveX fEtF T AR MBI B 1 i%4R.

1R Microsoft Windows BAERFZ X & EEF. Windows X#ARAJLINE st RN Z RS IZHIZF (CSP),

—REki, ERTEER iR IERGFESEEFR CSP, R Windows B3 (Ctrl-Alt-Del) REFEEERIGNIZREBHEE
Windows 2 &HME| B EERHER PIN IHEIE.

HHEF PIN FIER.
KELEFEEETER PN ZHURBI ZMHE. AXMERT, BFRAGEFL TR EEEF.

EES &

BREREH &R Java REZRMA ?

BEE Java 8 AESRAUEMLLINGE, FHidd IPv6 ML EE) IDRAC ERUEHIE
BPERE M iIDRAC Web FHEEH, EAUEHAENARIEED. XEMMNTAE ?
AJLL. 3H] Virtual Console Viewer (FEBUEHIAEERR) BOFUEHENNSIE.
FERR 25 88 _E A AR KRR AT UGS ShFf R AR H S A 215 ?

AL

A AERXAA KRG TE 16 #A BEXHARSS 25 LRI A B85 ?

ez it F P AR S TEASR K A AT R B L 4R 4

FTFE A AR SR A B [EJ LR ?

A, DRAC EIAMISTHT ARG, SARMIIZATI .



73 A P AT USSR ST A ARSI 2

LAHITHI G AR, AR AR EEXASITIHALR.

KX MTRE L2 XA AR RB IR ?

&

RAFHTH & RE S XATERF G RIE LR ?

A2, FIARKAXMIRSTIZEF ERELX.

iDRAC I PATFF el KA i AR 55 AR ARSI R E AR ?

R 2% IDRAC ELEAPREY A REN AT LUTH S X A A thiEhl & .
T R4S A 3 AR 5 BR AL SMEY AR R ?

WIS 2 B/R¥E Virtual Console (ERUIEHIA) A L.

ERRIME iDRAC.VirtualConsole.AttachState HIRAS, BEFEAMUTHS:

racadm get idrac.virtualconsole.attachstate

HEM Telnet. SSH HTIELIFFEA TIIHS:

racadm -r (iDrac IP) -u (username) -p (password) get iDRAC.VirtualConsole.AttachState

ZIRTSIE AT AR IIESIS OSCAR B EE. AITHABRE, SERSRHIBMZLERFERS. ZHM, BGESRTR
iDRAC E&HiEARMITHIA .

At LEEDEF EEOR BT RGFRER ?

R Management Station BB Re5 5 #EZRI& B 79 1280x1024,

A4 Virtual Console Viewer B 7 Linux ##{E R G L IAELHE ?

Linux EREHIEEEREE UTF-8 FHE. KEXIBREHRBEEFEERFHE.
J34+4 Lifecycle Controller # Linux 3Z&4E$I & THRIFARZE ?

ERITHI B FE USB RERIREIFERF, {8 USB RARIRENFER XA X-Window IRIERGE TR . 7E Virtual Console Viewer 1, FHMITT
FE—421E:

4% Tools (T E) > Session Options (£1E1E) > Mouse (FRAF) £IiF. 7 Mouse Acceleration (FRARINIE) &, i%F
Linux.

AETREFRET, EFR—HFRET.
#fa 7E Virtual Console Viewer B O L RARIES ?
ERIEINEH B RER, RRARIERFREFT EMRAIRIR.
TR B &IAH DRAC EIMEHI B Fin LB —EFRIAT (LT DRAC EHIZHIEREMNTET) . BUARRIAIRER .
BT EHIEH IRfER % Microsoft BRIERGR!, RILAEARESRBIRS ?

B. HBIE BIOS HE B ARIMEH AN RS ERBREIFFMN Microsoft IRERGRT, RGIFLE EMS ERER, BEXREGRRZEE
OK (FE) . B MEAMARLG LIkF OK (E) HEEHBHNTEEIRAIRSRE. EFRE, ABEE BIOS FXHEMTHIA.

A5/ 2 Microsoft &£ /%, FIRIZEEMFERIEHIAERM. EMRTERIEIES, EFSLHE DRAC REAREFPIHEXAEE
Hla, REBERERERERS.



A tt4 Management Station £/ Num Lock (¥UF#ixE) #&aRATA aERMUEFEARS 28 £ Num Lock RIR7S ?

Yi@iT DRAC iialRt, IR ERHFHERTIITIFTESTRERSHE LN FHERTREF—B. ERTEENFHENRK
SEURTZIERS |/ LAIRE, TIRER ERFHERTS AT,

At A NAEHEHE S EHEFH B LIER R RZ 1 Session Viewer B[ ?
BEENKMAGEEEINTHIS . IRERZH.

MREAEH AREEEHITHAERMAFHOZERSHR, F—ITAFEREINAEEER?
B, MRAMAFIFRIRG, BELHEREEH.

BITEMEHAERESDHERE ?

BILAEB— 5 MBPS I LIRS RIFIERE. RIRMEAETE 1 MBPS &%,
ERGBITEUENSEHARKRAGER ?

management station 23R Intel Pentium |1l 500 MHz 4bIE8EFnZ /L 256 MB RAM.,
AtoEBERHAEERTEOANSER “RES" WiES?

THEBLHS W RERER DRAC EMIEHI G AR IZWEITIERSZ[REAN. —RIERAT, HREMSF[XAN, AJESHIL
1TH. BILESTREHTZRZRS FRERTIREEEME R

J3ft4 Virtual Console Viewer & (A< 2 R<"Out of Range" (FBHIEE) HIER?

EEIIES A RER AR RIS HBL DRAC BEBHRMINAER. ERAPERIARBHESFSHISSSBUEBLTEMN
B5. BE, YERE (FIREXNRER) TRESHNEAER.

M iDRAC Web AHEBENERITHIASIER, AHASER ActiveX REHWHED ?

iDRAC FIREREZ B = FIR . ERFLASREFEMEHESENETRREBHED, 1E1% DRAC FMEIZEHNIEENZE
hEyERE:

1  EBiF Tools (TH) > Internet Options (Internet iEIR) > Security (&4£) > Trusted sites (Z{FUA)

2 BFEIESFHI DRAC B IP Hiiiksk DNS &#R
3 BEAm.
4
5

il

g Custom Level (BENXEZRD .

£ Security Settings (£Z£#& &) B[4, 7 Download unsigned ActiveX Controls ( TEiRZ & HI ActiveX IB#) Ti&#F
Prompt (27R) -

S92 Virtual Console Viewer B OAZH ?
MREEEPUNRVR, BEREELEHIENE, BATUBHEERIGEIELN RINGE, EA2E T ERSEBIITHIAE.
EREMIEH &R, ATARKRE DOS FARRFESE ?

Dell BIOS 1A B RARIREIFERF 79 PS/2 Ffr. RIERIT, PS/2 MAREARIREHIENAME, XSEMRFEHSIEIR. DRAC 48 USB K
FRURENAERF, AIFERABIIEH B AWM BN R AR LFRIRER. BNfE iDRAC J§ USB Hu4 3} R AR B {51644 Dell BIOS, BIOS
HESEHREEMNUEH BITHRERT. EREIEM E “Configuraton” (BEE) REHIERIFERIZE K USC/Diags.

BRIEMERER, RIFNAREELEHEPIER, BEFMRGRFIER). ITASKEIMITR, MTRR?

4R Mouse Mode (RRARIER) REH USC/Diags, MK EXMIFIL. X T Alt + M HRBLUERB ARG ERRIR. BXIRT
Alt + M LUE R RIS & £ B9 AR

BRIELIEH & Z B ZIM CMC Web RS ED iDRAC Web REFY, Jft4 GUI £i1FSHBET ?



M CMC Web FE/EH) IDRAC HIEMIEHI GRS, BITHRHEOUBHETHIE . ERUTHIEHT AR AEHE OQEXH.

FEEEI FRFE— IDRAC A% LEE) GUI MERIEHIGR, MRABHEAXAZATRE) GUI, M DRAC GUI 2R Rai1E#BA.
4R IDRAC GUI FEEERUZHI BB HE O XHFEM CMC Web REBHN, LEEFASHIR,

H 44 Linux SysRq $27E Internet Explorer -3k {6 ?

Linux SysRq $#1TA5 M Internet Explorer £ FEIIEHI GBI AE. EAIX SysRq ##, 12K Print Screen /55, RFIRHZ(E Ctrl Fn
Alt 2. 7E{# M Internet Explorer B, ZEj#id iDRAC 1% SysRq &% FiEFE Linux ARSS 28 :

1 BUBRIREE Linux RS 2E ERBEAREDIRE. ERLUER TS 7E Linux 2% E#HTHUE:

echo 1 > /proc/sys/kernel/sysrqg

ME Active X Viewer RIS EHBHER .

# T Ctrl+Alt+Print Screen.

{XFEHY Print Screen.

#£ T Print Screen+Ctrl+Alt.

O DN NN

©) | 3¥: Internet Explorer 1 Java & Ej4 3z #F SysRq ThiE.

A LERIER QIEBER"Link Interrupted" ( “FEREFHT” ) BIER?

LRSS REFS|I SLIEREALZMLIHROR, DRAC 7 BIOS EiRMERATEIFF. HIFERTEKAE 10GB Wi FLEK, HAE
EER ML A LB B AE R (STP) MIERA TRIEEK. EXMERT, ESCERERIRS [ IEHIHOE A PortFast.
EXZHIBERT, EEHIE¥BEITER.

TR EANEEM TLS 1.0 B, &3 HTMLS BEIEIESI & KM

EHRNERREAER TLS 11 HESRA.

¥ IDRAC ElftiE, BT Java EtFEINIELIES & K.

fE% Java miRERF, REBIENTHIE.

FEUIT R

At AERN REFIRERAHSET ?
HIMLLBETE, DRAC B SUIFFERE, I1SEIFFARSS 2R FNELIRTN R B Y EHE .

MREERFIHRARGHER CO, ) COBAREREAENFRINGE. AXMELT, WREFIHZRGIEN CO FAFHAEIRK, E
AT RERBRS H BRI R R . MREEER, BN GUI EFNEIRH ML Z ATHIRE,

WNSR7E IDRAC Web A E il A RACADM HL T “EENR” EERE, ENALEEENE, EAEEENNREEE
.

BEEIMEREMIRTNE, FEREUN R Client View (BFFHIE) 0.
At 2B EMN R RS Windows BIERGERRE KAYETE ?

I ERE R Dell Systems Management Tools and Documentation DVD &4 Windows 12{E& %, HEAMEEERIE, HTMEER, &
EH IR EEKHIRT a4 8EifE] DRAC Web R, REFOASIERLEFHE.

MR ERREEEATSIFRE ?

AEZERG L, 76 BOS REHEESISIEA, HREEN CO. EMIKAD vFlash HRBFEFRIRESISIAF. L5, 7E CMOS
BETNHSIFINFHRTERE, UEEMRETS1ST. flan, EMN COWEIESIT, ¥ CD B ERSISINFHHE—MR

.
|



BRLAT BRABTT IR ERT 5|1 RE ?

iDRAC R FIEM LA TR 5| SN RES:

+  CDROM/DVD $#EN &
ISO 9660 A&
144 RS R B MIR
WIRERGONMERT R ALY USB AR
USB A7 &%

WfTiF USB RERIRATSI S ?
BRI ABiEE Windows 98 BEIESISH B RGEXHNEEEHE USB iNfFE. fli, M DOS{ERfFABAUT&HS:

sys a: x: /s

Hep, x 2EREREAYSISREN USB NEE.

R RE M HEIEREFZRA. {BEEIE1T Red Hat Enterprise Linux 5% SUSE Linux #{ERGIH RSt L To k1% B Bk &/ il
CD &% . WMAIRERILIEIE ?

R Linux lRARN 2 ERBRIR TG EBshMBELRE RN RAEI CD IRhz. EMBELREERNE, FEKRE Lnux HECEIE
PR BTN RN E T R . MR B IR BN -
1 $TH Linux SRR FFHIEBITUU TS
grep "Virtual Floppy" /var/log/messages
HENZERNRHFBHICTRIE.
7 Linux RRFFRBITAT &2
grep "hh:mm:ss" /var/log/messages
hh:mm:ss 2 grep ZEZ & 11REE 2 RIETE
EXRE3IH, EF grep HLHERFHREIM FEMREZNRES.
TR T M H R R AR B IR B 2R .
7E Linux B RFFLEITAT G4
mount /dev/sdx /mnt/floppy
Hep, /dev/sdx RERW 4 FRIMHIZE R, /mnt/floppy REKR.

EMMFEN CO IREhEE, FTEHKE Linux SECEIENL CO IREIFAILE T A, EMEEL CD IRzhsE:
1 T3 Linux Sr SERIRTFHEBITU T @<

grep "Virtual CD" /var/log/messages

KENZESN M EHIE TETE.

7E Linux 3R FFEITIA T @4 :

grep "hh:mm:ss" /var/log/messages

hh:mm:ss = grep £ R 11REE 2RI EE.

EHWS R, BE gep HOMBRIFHEIRT Dell 4 CD HIRE R
5 HAREEMMAERE CD IRahER.

7 Linux RRFFRLBITATH 2

mount /dev/sdx /mnt/CD

Hep: /dev/sdx RSB APFAURRER, /mnt/floppy RRES.
AHLLEER iIDRAC Web REHITERE M EHZ/E, EEBIRSH[OELENFZIHEMER ?
B EFHLER DRAC i, MIBREIBEREHE T EMIRANE. DRAC ERTTRERMNFZIESEFM L.
At L& USB & Z R, FTAR USB R &#FUT & ?



ERN I EH vFlash i EREE USB & &EHERIEN USB Bk, HATIHZEF—USBi#EO. & HEMMELI/EE vFlash
USB 1% & B ZEHEEMN USB BT M EN. USB R FFiERE, BRI R vFlash IEEIGF M EN USB BB E kT, HEEE
EINEEEN. WRENBERSEFERA—NEUNRLE, BTMMNE S BH— PR ZDNEUN R vFlash &%, B EZFRS
WFTEUSBiE, RAEBEFAXLES.

USB Reset (Ei%) #ZEAATAIER?

TR EIREERIIRSI/AVITIE USB IREMAM USB R&.

I SEER LA R R AR M B 2

EIMEMUN REREMRE, BRIER T ELMTEH SREBNT R, SHITTIE—RE:

BB RBAERKEE.
EREMN RAELNEH SR mE.

O 3% EUERT, BERSBARBINRREMEHE4 DRAC ZEMBBERTIRI.

R FE AR EM Windows BREFIRMERS, BEILRFRI Windows Event Collector B Windows BR$%. EHITILIRIE, =
Start (FF44) > Administrative Tools (ZHE5I TH) > Service (BR%) . A& T Windows Event Collector &3 Stop (15
k) .

EERRAWRRNRED USB AFENARE, BEEL T FREER—RaE, AtAaSHIERRMHHER ?
i ERT B R ERRZE. XA TEERIEAENNAERF, REEERENLIREIEE.
EHERRIER R TR G R G AR ?

IR IR BN ST HF FAT16 B FAT32 X%t .

At L EET BT R%ERE DVD/USB K, BIEEMT REFIARER, MARRERES?
MRAEFERATZEHREE (RFS) e, NEERBIRER. B, BHLUER RFS EMN R, BAREERRER.
LNYEEEIRE ANGER TLS 1.0 BRBEIER HTMLS MEHI RKMK.

BRRNERLEAER TLS 1N HESRE.

BT RICENE, EE IDRAC RREMNR “EENE" A “BEE -

WMRERER ActiveX B Java FEHIHEIEMT B3t B7E iDRAC F MR EAHRTE, BLAERRTSARETH “CEE - B
B IR B B BRI N BN,  LUT Bl EE AT R

vFlash SD &

vFlash SD EfIE4iE ?

BRAFIEAHEITHET vFlash SD REBIE. B0, EXBLRIESIES.

SNMP I&F

FHALEREE “Remote Access: SNMP Authentication Failure” (GEFZifiEa]l: SNMP I&{FLLH) ?

ETEHIIES, IT Assistant £ ZRIGUER ZRY get F set F{FRFR. 7 IT Assistant #1, get F{FRFR = public, T set FKRZFR =
private. BRUIAER T, FF iDRAC KIBFEFHI SNMP KIBREZRFHEFZIR2 publice 2 IT Assistant & set i&EKET, iDRAC KIBFZFF
SH K SNMP BHESEIR, BEAENIEZRBER = public BEK.



ERHIESE R SNMP BESE IR, B NRIBIZEFEZEZHEAKREZTR. BT DRAC R A IF— N EARETR, BLIU5HERIAY get 0 set
F AT IT Assistant IR E .

1 \
Fhigig s
B EER RSN EMEENEEERER, HH OpenManage Storage Management & REI7E6%1% &L iDRAC £. </72>

iDRAC (N BREEMANERE (CEM) A FHIRENIER.

iDRAC ARS51R3R

FERHKHIZ1T iDRAC Service Module B, 2ZRE# OpenManage Server Administrator ?

%, BAREZEHE Server Administrator. &R IEIT IDRAC Service Module Z BT, &R 245 1L iDRAC Service Module 124##Y
Server Administrator T1&E .

TR EFHIRERZG DR B S L% iIDRAC Service Module ?

BEHERFZETEE S R L IDRAC Service Module,

TEIE1T Windows BY &% L -
FTFHEHIER, I81F iDRAC Service Module 2B 5T E R £IEFHFIER S,
s TEEIT Linux WERSG L
BITE4 rpm —qi dcism. IREB R IDRAC Service Module, BRAVIKZASIZE installed (BRE) .

(D | 7*: E¥E Red Hat Enterprise Linux 7 L 2& %% 7 IDRAC Service Module, iEfEf] systemctl status
dcismeng.service 8%, MIE init.d &%

AT 2 g R 22 10 iDRAC Service Module Bk AS ?
EE R %Y iIDRAC Service Module BIARA, 1EHITIA TIE—8/E:

fiox Bds Start (FFER) > Control Panel (J2FIHE4R) > Programs and Features (F2FHMIThAE) . B %% iDRAC Service Module
RIRR A4S 5ITE Version (RRA) &I+,

HEREMR > B EIERF -
23 IDRAC Bk FEIRFAREIR IR R ERI R 4 ?

FE L% IDRAC Service Module, 1 EHEIE SRR FBIRR

7£ iDRAC Service Module 2.0 ki & E R A+, #EZ2 % iDRAC Service Module B, IR RiEIREE, HBUBRSEBEAS LR, 58
E (AFiE) , TREXIHNRSHOHMMER. MR ER ?

2% IDRAC Service Module Z BT, i5HRIRSSEEE S 12 1€ PowerEdge BRFBEEKESMA. thh, FAREFERANE 64 L RS.
ERERZBEDEERUTESE, BMFEEREE “&ET USBNIC 49 OS 2l iDRAC Hif” Thetth2ant. </z2>

The iDRAC Service Module is unable to communicate with iDRAC using the OS to iDRAC Pass-through channel

iDRAC Service Module f£FIE-F USB NIC Ih&ERY OS 2 iDRAC HiB, #3 5 iDRAC RUiBfE. B, RE USBNIC #EOBE T IEFHAM
P, BRENREN. HEVIRMERSKBRAEGE—EFRBEBHNSAN&B N USB NIC BFRRFIAKBIAFHE—Bir
BY, ATRESHILXMIER



&. 62: HEIRF =B

Bix ZES o 48 8D LT¥ BB &% fEmEDO

EA 10.94.1481 0.0.0.0 uG 1024 0 Oeml
10.94.148.0 0.0.00 255.255.255.0 U 0 0 0eml

link-local 0.0.00 255.255.255.0 U 0 0 0eml

link-local 0.0.00 255.255.255.0 U 0 0 0 enp0s20u12u3

fERf#, enp0s20u12u3 2 USBNIC $#00. $%RE-Aith BFirEBEEEM, HH USBNIC EIMFFAE2E—1. XLFHIDRAC
Service Module 5E&F OS Z| iDRAC EifB# iDRAC Z [BIAEIEME)E . ZiSEIEZRIE, BRI EIIRIERSIE IDRAC
USBNIC IPv4 Hlik (ERAHEHER 169.254.11) &

W), EPITUTIRIE:
TEME—RY B ¥R¥ERS_E 14 iDRAC USB NIC ik,
MNEBERPRBEAEENEE, UMBRAETZHEE IDRAC USB NIC IPv4 Hilitff, EEI%i%ES USB NIC,

7E iDRAC Service Module 2.0 ME R HiRA L, 7E VMware ESXi iR %85 EI# iDRAC Service Module B, B Edra R
vSwitchiDRACvusb, #0287 vSphere T i _L# 8% 77 IDRAC Network. Hn{ai&EAER ?

£ VMware ESXi fR %85 L% % iDRAC Service Module VIB B, iDRAC Service Module 3% 613 vSwtich #1 PortGroup, LA{E7E USB NIC
RATET OS 2 iDRAC HiB5 iDRAC HTIBIE. EE/E, E#l3Z#HHl vSwitchiDRACvusb Flif(H iDRAC W%k T~k EF
ER, BHITUT SR —:
+ ¥ E vSphere EPIRECE RS, AREMEREE.
2 Z Esxcli HEANUTHS:
EMpRrIwOLE: esxcfg-vmknic -d -p "iDRAC Network"
MR vSwitch: esxcfg-vswitch -d vSwitchiDRACvusb

@ 5%: #EATBIEE VMware ESXi AR %585 E%i 2% iDRAC Service Module, BIJiX T2 xR B M INALISIRE.
EHIi LifeCycle HEM FIRIER G R ANE ?

EBEEH LifeCycle A&

*®. 63: £ AMBEME
BRIERG frE

Event viewer (BFZ5E88) > Windows Logs (Windows H&)
>System (&%) . Fff iDRAC Service Module 4 45 B H H &R
1% & #2135 & 77 iDRAC Service Module T~

@ [FE:fEiISM2AMESHEAS, £HAHEEEEHZ
Microsoft Windows Lifecycle Controller Hi5E&Z T, £ iSM 2.0 FIE KR
A, BEHFEHIZ iIDRAC Service Module SEEZH T

@ | F: £ AL BEERLLE T LUER IDRAC Service Module
REIRFHTAE. BERE IDRAC Service Module &
WREREFR, WEERMAE.

Red Hat Enterprise Linux, SUSE Linux, CentOS #0 Citrix /var/log/messages
XenServer
VMWare ESXi /var/log/syslog.log

FESTRL Linux REM AT REMPL Linux NBEREGBRATHITICH ?



EEE Linux NBEHEBMFIZE, 1558 iIDRAC Service Module Installation Guide (IDRAC Service Module Z225455) ##Y Linux
Dependencies (Linux fxM) —5.

RACADM

1T iDRAC Ei (BilfEF racadm racreset %) 5, MREZLHEA® S, SERUTHER. IRFHTAER?
ERROR: Unable to connect to RAC at specified IP address

WHSIE R EAEE DRAC ERERE, THELEF—1H%.

£/ RACADM & FHLRt, FEEIRTIHEMH.

£ RACADM &S, AIRESBEIUT—IMRH S MEIR:

A RACADM $BIR(EE — WiE%. ENRIEEIRFIZIRIEIRFIO)R .
FE RACADM $BIRIEE — 0 IP #uiib iR . AP REIRH Z R IRZF 6.

¥t iDRAC #4T Ping MIiRHAE], MRATZHERANEZER 2 EYIRMEER, MRE Ping M.
ERARG LR ARP &,
JEF2 RACADM F&3%M SUSE Linux Enterprise Server (SLES) 11 SP1 3%#£%l iDRAC.

IR E LB FAY openss| #1 libopenss! liAs. EITIA TS ARE RPM 46 :

rpm -ivh --force < filename >

Hrh, filename = openssl 2% libopenssl rpm BT H .

i3
rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm

rpm -ivh --force libopenssl0O 9 8-0.9.8h-30.22.21.1.x86 64.rpm

A AERMERE, &R RACADM FET Web MIRFZ ST/ ATH ?

EIR IDRAC Web fR$53=/E, FTRERESF/LOM, T2 RACADM BRFZFET Web AR A SE AT
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iDRAC Webserver.HttpsPort B2 E M, B3E racadm set -f <config file> WHFITHENR.
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FERAA RACADM BB, MREXNEMBRSX, AIRRERER?
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4% Chassis (#1#8) > Servers (JR%E28) >Setup (IXE) >Deploy (ZE) . AR RHIRKRTD, EFIRZEZH IP k.
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At RACADM

EFAMUT#®%: racadm getsysinfo, f5laA:

$ racadm getniccfg -m server-1
DHCP Enabled 1

IP Address = 192.168.0.1
Subnet Mask = 255.255.255.0
Gateway = 192.168.0.1
f#F LCD:

£ Main Menu (E3X&8) F, SRR Server (BRS28) HIRETIRE, AEEFAENRSHEIFIZTREIRA.
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$ racadm getniccfg -m chassis

NIC Enabled =1

DHCP Enabled 1

Static IP Address 192.168.0.120
Static Subnet Mask 255.255.255.0
Static Gateway 192.168.0.1
Current IP Address 10.35.155.151
Current Subnet Mask 255.255.255.0
Current Gateway 10.35.155.1
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