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About the Azure Kubernetes Service Terraform
Template

Azure Kubernetes Service (AKS) Terraform Templates are files that can deploy, configure, and launch
AZURE resources such as Resource Groups, VNETS, subnets, security groups, application gateways, route
tables, Kubernetes clusters, and more. These templates are used for ease of deployment and are key to any
cloud deployment model.

For more information on Templates refer to Google’s documentation
https://docs.microsoft.com/en-us/azure/terraform/

This document will walk through the setup and deployment of a Terraform template that deploys the AKS
infrastructure and a Palo Alto Networks VM-Series firewall that provides advanced protection for the
Kubernetes cluster North/South traffic. During the deployment the template will create two Azure resource
groups. One that has the infrastructure including the bootstrapped VM-Series Firewall and another with the
k8s cluster resources. The guide also walks through the deployment of two separate applications. Each 2-
tier application consists of database and web pods. After completing this guide, the following infrastructure
will be instantiated:

E -

.|
y

Application: Cokefan.com, & Application: pepsifan.com.
Backend: Service A Backend: Service B
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Support Policy

This template is released under an as-is, best effort, support policy. These scripts should be seen

as community supported and Palo Alto Networks will contribute our expertise as and when

possible. We do not provide technical support or help in using or troubleshooting the components

of the project through our normal support options such as Palo Alto Networks support teams, or

ASC (Authorized Support Centers) partners and backline support options. The underlying product

used (the VM-Series firewall) by the scripts or templates are still supported, but the support is only for the
product functionality and not for help in deploying or using the template or script itself.

Instances Used

When deploying this Terraform template the following machine types are used:

Instance Machine Type Qry
PayGo Bundle 1 — VM-Series Firewall Standard_D3_v2 1
Kubernetes Ubuntu Cluster Nodes Standard_D3_v2 2
Internal Load Balancer 1
Application Gateway 1

Note: There are Azure costs associated with each machine type launched, please refer to the Microsoft
instance pricing page https://azure.microsoft.com/en-us/pricing/details/virtual-machines/windows/

Prerequisites

Here are the prerequisites required to successfully launch this template:

e Terraform application - Instructions on the installation can be found here:
https://www.terraform.io/intro/getting-started/install. html

e Azure account- Account creation instructions can be found here: https://azure.microsoft.com/en-
us/resources/videos/sign-up-for-microsoft-azure/

e Azure command-line tool — Instructions for doing this can be found here:
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest

e Kubernetes command-line tool — Instructions for doing this can be found here:
https://kubernetes.io/docs/tasks/tools/install-kubectl/
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Download GitHub files

In this activity, you will:

Download a zip copy of the GitHub files used for this lab

During this lab, the Terraform templates and Kubernetes (k8s) command will be executed from a local
computer. This lab requires some customization of the terraform files. To download the files from GitHub,
click on the Clone or download drop down and select Download ZIP.

o Pull requests Issues Marketplace Explore A 4+~ |

L PaloAltoNetworks / AKS-k8s-north-south-inspection ©watch~ 11 *star 0 YFork 0
<> Code Issues 1 Pull requests 0 Projects 0 Wiki Insights Settings

No description, website, or topics provided. Edit

Manage topics

® 6 commits ¥ 1 branch © 0 releases 42 1 contributor
Branch: master v New pull request Create new file  Upload files  Find file Clone or download ~

A dispears Add files via upload Clone with HTTPS & Use SSH
Use Git or checkout with SVN using the web URL.

B bootstrap-files Add files via upload
X X https://github.con/PaloAltoNetworks/AKS-  [BL
2 Maintf Add files via upload
[E) README.md Update README.md
Open in Desktop Download ZIP
[®) Variables.tf Add files via upload _ e
[E guestbook-all-in-one.yam| Add files via upload an hour ago

Save the zip file to a new directory. This directory will be used to deploy the Terraform template and will
automatically keep the Terraform state files so the deployment can be managed in the future:

Save As:  AKS-k8s-north-south-inspection-maste. ~

Tags:
< EY = [l AKS-k8s 3 Q
Faroritee Name. Size Date Modified
[0 Desktop
M Documents
© Downloads
Format:  Zip archive 7]
Hide extension  New Folder cancel  EECHN
[ [ ] AKS-k8s
HS ED]] 1ol =y v h Q Q
T, Name ~  Date Modified
@) Airbrop v [l AKS-k8s-north-south-inspection-master Today at 4:38 PM
> bootstrap-files Today at 4:38 PM
£ Recents R
guestbook-all-in-one.yaml Today at 4:38 PM
[ Desktop Main.tf Today at 4:38 PM
[Gﬁ Documents mysql-deployment.yaml Today at 4:38 PM
) README.md Today at 4:38 PM
Downloads Variables.tf Today at 4:38 PM
Useful Folders wordpress-deployment.yaml| Today at 4:38 PM
#; Applications ! AKS-k8 th-sout h dp. " Today at 5:46 PM
N
Devices
©) Remote Disc
(& Macinto: > b > 9 > I AKS-k8s > h

\ Charad Hida
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Azure Service Principal Creation

In this activity, you will:

Authenticate to an Azure subscription via the Azure command line tool

Create a Service Principal with the appropriate RBAC to deploy a kubernetes (k8s) cluster

Update the Terraform Variables.tf file with the Service Principal information needed to execute

Microsoft has documented the steps to create a service principal that can be used to deploy a k8s cluster.

That document can be found here: https://docs.microsoft.com/en-us/azure/container-
service/kubernetes/container-service-kubernetes-service-principal

This guide assumes that the perquisites have been completed and the Azure command line tool has been
installed. Open a terminal window and type the command az login to authenticate the command line tool to
the appropriate subscription:

0] ® 1. bash
1 Oct 1 18:24:49 on ttys0dl
1~ dspears$ az logu‘l

Next a browser window should open that will give the option to select the Azure account associate with the
subscription that will get the deployment:

Microsoft Azure

B2 Microsoft

Pick an account /
David Spears [
Q  dmidowincon :

Signed in

- Use another account

Back

Once the account has been selected, the following message will appear:

You have logged into Microsoft Azure!

You can close this window, or we will redirect you to the Azure CLI documents in 10 seconds.
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Check the terminal window. There should be confirmation that the login process was a success:

[ 1. bash
9 on ttyseol

experience with device ¢ ise "az login --use-dev

us find all scriptions to which you have a

SICMAC3024G8WL:~ dspears$ ||

Copy the “id” from the output. This is the subscription id for the service principal. To be able to deploy a
k8s cluster in Azure the service principal must have the “contributor” role. Use the following command to
create the service principal:

$ az ad sp create-for-rbac --role=""Contributor" --scopes=""/subscriptions/<id>"

where “id” is the subscription id copied from the last step:

1. bash

SICMAC3024G8WL:~ dspears$ az ad sp create-for-rbac --role="Contributor" --scopes="/subscriptions/5591673

F7e"

pCClvaac-cipe~-44eo-belqa-ceproer/orJo

SICMAC3024G8WL:~ dspears$ ||

The Terraform deployment files consist of a main, variables, and output files. The Variables.tf file contains
information that is easily modified and commonly changed for various situations. The variables in the
Variables.tf file are used by the Main.tf file during deployment. Deploying this Terraform template in
Azure does require modification of the Variable.tf file to include deployment-specific information.
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Copy the “appld” and “password” fields from the service principal creation output. These are needed for the
terraform script and need to be added to the Variables.tf file. Open an editor of your choice and update
these fields and save the file:

// PROJECT Variables

variable "client_id" {
default = "<appld>"

}

variable "client_secret” {
default = "<password>" ?
}

variable "agent_count" {
default = 2
}

variable "ssh_public_key" {
default = "<path to public ssh key>"
}

variable "dns_prefix" {
default = "k8s-AZURE-HOW"
}

variable cluster_name {
default = "k8s-Cluster-MGMT"
}

variable resource_group_name {
default = "k8s-RG"
}

variable location {

// PROJECT Variables
variable "client_id" {
default = "f7dd95 f7e"

variable "client_secret” {
default = "13465¢ :51°

}

variable "agent_count" {
default = 2
}

variable "ssh_public_key" {
default = "/AKS/AKS-PANWFW-k8s/djs-gcp-keyb.pub”
}

variable "dns_prefix" {
default = "k8s-AZURE-HOW"
}

variable cluster_name {
default = "k8s-Cluster-MGMT"
}

variable resource_group_name {
default = "k8s-RG"
}

variable location {
default = "Central US"
1

Bootstrap storage account creation

In this activity, you will:

Create an Azure Resource Group and deploy a storage account

Create a file share with the folder structure needed to bootstrap the VM-Series Firewall

Copy the files to the Azure file share needed for bootstrapping

Update the Terraform Variables.tf file with the Azure storage access key that will allow the VM-Series Firewall

to bootstrap

The terraform template is going to bootstrap the initial VM-Series firewall configuration. To accomplish
this an Azure storage account will be created with the appropriate files. To start, open the Azure Portal and
create a new resource group. Click on the “+ Create a resource” link:

Microsoft Azure

Create a resource
All services

%k  FAVORITES

Kubernetes

AKS-Kubernetes-Lab
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Next enter “Resource group” in the search and select Resource group:

Microsoft Azure

Create a resource
Al services
% FAVORITES
¥ Dashboard
& Resource groups
B Templates
% Function Apps
W sQL databases
8 virtual machines
& Load balancers

I storage accounts

Next select “Create” to create:

In the next window, create a resource group name and select the Resource group location. It is

Microsoft Azure

Create a resource
Al services

* FAvoRTTES

B8 Dashboard

) Resource groups

B Templates

%> Function Apps.

R QL databases

I8 virtual machines

4 Load balancers

8 storage accounts

Virtual networks

L Search resources, services, and docs

Resource groug]

resource
Resource group
Hardened Resource space on Centos

Resource Central - Meeting Room Booking System

Resource Central 4.0 - Meeting Room Booking System

e

Storage Web App
Web @ Quickstart tutorial

£ Search resources, services, and docs

Home > New > Resource group

Resource group #» 0

Resource groups enable you to manage a your resources in an application together. Resource
bled allows you to

resources as a logical group which serves s the lfecycle boundary for every resource contained

within it Typically a Jated fic appli For example, a

‘group may contain a Website resource that hosts your public website, a SQL Database that stores

relational data used by the site, and a Storage Account that stores non-relational assets.

PUBLISHER Microsoft

USEFUL LINKS Documentation

—

recommended for this lab to use the same location that the terraform script deploys in. The default setting is
Central US. Click “Create” to create the Resource group.

Microsoft Azure

Create a resource
All services
% FAVORITES
I Dashboard
&# Resource groups
. Templates
¥ Function Apps
= sQL databases
B8 virtual machines
& Load balancers
B8 Storage accounts

Virtual networks

Create an empty resource group

L2 Search rest

Home > New > Resource group > Resource grc

Resource group o X

* Resource group name /
[ aks-kBs-boolslrapﬁles{ |

* Subscription

Pay-As-You-Go

* Resource group location

Central US \

W Network security groups

“sa Route tables

AKS-Kubernetes-Lab
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Navigate to the new Resource group. If a favorite is not available, click the “All Services” option on the left
Nav and type “resource” in the All services search window. Click on Resource groups to open all the

resources.

Microsoft Azure
All services
Create a resource

Al services

% FAVORITES Al resources

8 Dashboard

) Resource groups

B Templates

P Search resources, services, and docs

resource| \
® Resource Explorer / *
*

(@) Resource groups

* @ Help + support *
Keywords: Resource health
“e Resource Graph PREVIEW

Subscriptions *
Keywords:resource groups

Now click the newly created Resource group:

Microsoft Azure

Create a resource
Al services

*  FAVORITES

¥ Dashboard

&7 Resource groups

B Templates

% Function Apps

W sQL databases

8 virtual machines

4 Load balancers

R Search resources, services, and docs

Home > Resource groups

Resource groups

Defaul Directory
+ Add

Subscriptions: Pay-As-You-Go

=2 Editcolumns Q) Refresh L 4

[ ‘ All locations

/

() cloud-shell-storage-westus

10 items

NAME

() aks-k8s-bootstrapfiles

() Automation

) djsdjs

Once in the resource group the next step is to create a storage account. Click on the plus sign to add a

resource in the resource group:

Microsoft Azure

Create a resource
All services

*  FAVORITES

¥ Dashboard

) Resource groups

B templates

% Function Apps

& sQL databases

Type storage account in the search field:

Microsoft Azure

Create a resource
All services

% FAVORITES

B Dashboard

) Resource groups

B templates

% Function App

R Search resources, services, and docs

Home > Resource groups >

[0] aks-k8s-bootstrapfiles
Resource group

aks-kBs-bootstrapfiles

P b 4 Add == editcolumns [ Delete resource gro
N ) Subscriptio Sub:

Overview Pay-As-You-Go 559°
@ Activity log Tags (change)

. Click here to add tags
M Access control (IAM)

& Tags

Events All types

0 items

L Search resources, services, and docs

Home > Resource groups > aks-k8s-bootstrapfiles > Everything

Everything

Y Filter

l

storage account

storage account

Storage account - blob, file, table, queue, data lake gen 2 (preview)

AKS-Kubernetes-Lab
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Select the Storage account published by Microsoft:

Next click “Create”:

Microsoft Azure

P Search resources, services, and docs

Home > Resource groups > aks-k8s-bootstrapfiles > Everything

e Everything
Al senvies
Y Filter
ravoTes
Dashboard storage account
Resource groups
Results
IR Templates
% Function Apps. NAME

R QL databases

I8 virtual machines

5] strog sccoun i e, bl e

[~ [ e—

Microsoft Azure . Search resources, services, and docs

Home

PuBISHER cATEGORY
Microsoft Storage
Microsoft Storage

david@wi.r.com

oerantomecron @)

Create a resource
Al services
savoes
Dashboard
Resource groups

B Templates

# Function Apps

R QL databases

I8 virtual machines

pfiles > Everything >

PUBLISHER cATEGORY
Microsoft Storage
Microsoft Storage

e, table, queue

X Storage account - blob, file, table, queue

Microsoft Azure provides scalable, durable cloud storage, backup, an
data, big or smal. It works with the infrastructure you already have tc
existing applications and business continuity strategy, and provide th
cloud applications, including unstructured text or binary data such as

Make sure the Resource group is correct. Enter a Storage account name and select the same location as the
rest of the deployment. Finally click “Review and create”

[V TRl © Search resources services, and docs > &

Create a resource
Al services
* FAvORITES
¥ Dashboard
 Resource groups
B Templates
O RTEETD
R QL databases
I8 virtual machines
@ Load balancers
I storage accounts
Virtual networks
® Network security groups.
& Route tables
@ Azure Active Directory
$ subscriptions
@ Security Center

Kubernetes services.

Home > Resource groups > aks-kBs-bootstrapfiles > Everything
Create storage account

Basics Advanced Tags Review + create

> © davidewircom (@)

DEFAULT DIRECTORY

Storage account - blob, il, table, queue > Create sto

X

Azure Storage is & Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
Azure Data

redundant. Azure Storage includ

, Azure Files, Azure Queues, and Azure Tables.

The cost of your storage account depends on the usage and the options you choose below. Learn more

PROJECT DETAILS
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage al your
resources.
* Subscription Pay-As-You-Go v

* Resource group aks-kBs-bootstrapliles v

Create new
INSTANCE DETAILS.
the latest Azure feature ‘may choose to deploy using the

ger, which
classic deployment model instead. Choose classic deployment mode

* Storage account rame @ bootstaphie]

* Location Central US hd
retomance 0 © st O premiom \

Account kind @ StorageV2 (general purpose v2) v
Replcation © Read-access geo-redundant storage (RA-GRS) v
Access ter (defout) @ (O ool @ Hot

Once the validation is complete, select Create:

AKS-Kubernetes-Lab
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Create a resource:
Al services

¥ Dashboard

@ Resource groups

B remplates

# Function Apps

= saL databases

180 Vitual machines

@ Losd balancers

¥ Storage accounts.

Vitua networks

1 Networksecuriy groups

5 Route tables

@ haure Active Dctory

¥ subscriptions.
W Securty Conter

[res——

Create storage account

/ Vadation pessed

Basics Advenced Tegs Review + create

Convalus
[m—

. sundas

Acces ter Hou

Secure vanse required enabied
Disbied

Paystouo
Ert——

david@wirmcom ()

Home > Resource roups > aks-kBs-bootstapfes > Everyting > Storage ccout - blob, e, tble, queve > Create 0

x

Resource manager
Soragev? generl pupose 1

Read-access geo-recurcant stosge
)

T PR——
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After the deployment is complete, click on the go to resource button:

Once the storage account is open.

Microsoft Azure

Create a resource
All services
*  FAVORITES
= Dashboard
&#/ Resource groups
. Templates
% Function Apps

= sQL databases

the firewall will be placed.

Microsoft Azure

Crestea esource
Al senvices

* mavonmes

¥ Dashboard

Dy w——

B Templates

% Functon Apps

T sal databases

18 virtual machines

@ Load balancers

[ pae—
e p—

® Network securty groups

% Route tables

@ zure Actve Directory

4§ subscriptions

® securty Center

Kubernetes services

Deployment

£ Search resources, services, and docs

o]

| « @ Delete

<= Overview
Outputs
2 Inputs

Template

Home > Microsoft.StorageAccount-20181002173523 - Overview
Microsoft.StorageAccount-20181002173523 - Overview

) 1) Redeploy O

@ Your deploer)mplete

0 Search resources, services, and docs

Deployment name: Microsoft.StorageAccount-
Subscription: Pay-As-You-Go
Resource group: aks-k8s-bootstrapfiles

Home > Microsoft StorageAccount-20181002173523 - Overview > booltstrapfiles

= bootstrapfiles
T —
= Overview
W Activity log
s Access control (IAM)
& Tags
X Diagnose and solve problems
Events
% Storage Explorer (preview)
Settings
Access keys
@ CoRs
& Configuration
& Encryption
& Shared access signature
Firewalls and virtual networks
© Advanced Threat Protection (pr.
B Static website (preview)

Properties

i OpeninExplorer = Move [ Delete Q) Refresh
Resource group (change)
aks-kes-bootstrapfiles

Status
Primary: Available, Secondary: Available

Location
Central US, East US 2

Subscription (change)
Pay-As-You-Go

Subscription ID
55916737-6b05-480d-b329-a11304f75fa9

Tags (change)
Click here to add tags

Services

™ Blobs

Performance/Access tier
Standard/Hot

Replication
Read-access geo-redundant storage (RA-GRS)

Account kind
StorageV2 (general purpose v2)

Files

Leam more.

—Tab
Tabular data storage

Next click the plus sign to create a new File Share:

Microsoft Azure

Create a resource
Al services

* FAVORITES

¥ Dashboard &= Overview

) Resource groups
B Templates
% Function Apps @ Tags

= sQL databases

B8 virtual machines Events

4 Load balancers

30 protocol

Leam more

Queues
Effectively scale apps according to traffic

Leam more

£ Search resources, services, and docs

H’ bootstrapfiles - Files
Storage account

Home > MicrosoftStorageAccount-20181002173523 - Overview > bootstrapfiles - Files

« + rile share Q) Refresh

W Activity log
ai Access control (IAM)

You don't have any file shares yet"

X Diagnose and solve problems

i Storage Explorer (preview)

¥ storage accounts Settings
Virtual networks Access keys
W Network security groups @ cors

i Route tables

& Configuration

ootstrapfiles

MODIFIED

+ File share' 10 get started.

auora

Click on the Files section. This is where the folders and files to bootstrap

AKS-Kubernetes-Lab

Page 12



When the dialogue window opens, enter the file share information and click create. Note: The Name will be

used to update the Variables.tf file in a few steps:

R Search resources, services, and docs

Microsoft Azure

@wi
DEFAULT DIRECTORY QP

Home > Microsoft.StorageAccount-20181002173523 - Overview > bootstrapfiles - Files

Create a resource

@ bootstrapfiles - Files

: Storage account
Hsentes « = Fileshare Q) Refresh
* FAVORITES
Dashboard & Overview Storage account: bootstrapfiles
Resource groups & Activity log 5
Templates 244 Access control (IAM) NAME
Function Apps. & Tags You don't have any file shares yet. Click "+ File share’ to get started.

Click on the newly created file share:

Microsoft Azure

File share X

* Name

’ bootstrap
‘ Quota @

E

GB

£ Search resources, services, and docs

Create a resource

> bootstrapfiles - Files
Storage account

Al sevices B
% FAVORITES

¥ Dashboard & Overview

¥ Resource groups E Activity log

2 Access control (IAM)

& Tags

B Templates
% Function Apps

X Diagnose and solve problems

Click on the “Add directory” to create a directory:

Home > Microsoft.StorageAccount-20181002173523 - Overview >

bootstrapfiles - Files

o File share | ) Refresh

Storage account: bootstrapfiles

NAME /
bootstrap

Microsoft Azure

P Search resources, services, and docs

Home > Microsoft StorageAccount-20181002173523 - Overview > bootstrapfiles - Files
Create a resource bootstrap
File share
Al services
* FAVOH
¥ Dashboard Overview

S Location: bootstrap
%' Resource groups M Access Control (IAM) P

B templates

Settings
# Function Apps Access policy NAME
= SQL databases Properties No files found.

8 virtual machines

Enter config and click ok:

Microsoft Azure

T Upload

£ Search resources, services, and docs

bootstrap

# Quota

= Add directory Q) Refresh [ Delete share 7 View snaps

©  Backup (Preview) is not enabled for vam here to enable backup.

TYPE

bootstrapfiles - Files > bootstrap

T Upload = Adddirectory ) Refresh [ Delete share

New directory

Home > Microsoft StorageAccount-20181002173523 - Overview
Create a resource bootstrap
Al services Pote
« > Connect
FAVORITES
Dashboard Overview
Resource groups w4 Access Control (IAM) * Narma
B Templates Settings [[config
%> Function Apps Access policy
= sQL databases Properties

AKS-Kubernetes-Lab
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Repeat this step to create a content, license, and software directory. It is important that all 4 directories are

present:

[Microsoft Azure

£ Search resources, services, and docs

Create a resource
Al services

% FAVORITES

Dashboard

# Resource groups

B Templates

% Function Apps

R SQL databases

Virtual machines
Load balancers
Storage accounts

Virtual networks

Click on the config folder:

Home

bootstrap

Overview
w4 Access Control (IAM)
Settings

Access policy

Properties

Microsoft StorageAccount-20181002173523 - Overview

bootstrapfiles - Files > bootstrap

> Connect T Upload = Add directory () Refresh [ Delete share *** More

© Backup (Preview) s not enabled for this file share. Click here to enable backup.

Location: bootstrap

NAME

Tvee size
config Directory
content Directory
license Directory
software Directory

0 Search resources, services, and docs

david@wi.rr.com

DEFAULT DIRECTORY

Create a resource
Al services

* FAVORITES

1% Dashboard

) Resource groups

B Templates

% Function Apps

= sQL databases
Virtual machines

[ Load balancers
Storage accounts

Virtual networks

Home > Microsoft StorageAccount-20181002173523 - Overview >

bootstrap

Overview

a4 Access Control (1AM)

Settings
Access policy

Properties

> Connect

bootstrapfiles - Files > bootstrap

T Upload 4 Adddirectory Q) Refresh T Delete share  *** More

0 Backup (Preview) is not enabled for this file share. Click here to enable backup.

Location: bootstrap

config Directory
content Directory
license Directory
software Directory

Click “Upload”. When the upload blade opens, select the folder browse and navigate to the files previously
downloaded from GitHub. Select the bootstrap.xml and init-cfg.txt. Then click “Upload”:

[Microsoft Azure

Create a resource
Al services

* FAVORITES

1% Dashboard

) Resource groups

B Templates

# Function Apps

R QL databases

Create a resource
Al services

* FAvORITES

% Dashboard

) Resource groups

B Templates

% Function Apps

= saL databases

8 Virtual machines

Load balancers

% Access Control (IAM)
Settings.
Access policy

Properties

£ Search resources, services, and docs

david@wi.rr.com

DEFAULT DIRECTORY )

Home > bootstrapfiles - Files > bootstrap Upload files <
bootstrap bootstrap/conig
e Files @
« T Upload 4 Add directory ) Refresh [ Delete directory = Properties “bootstrapxmi” “init-cfg.ot” E}
Overview © 82 Bereview)is not enabled for this file share. Click here to enable backup. Overwrite iffles already exist
2 Access Control (IAM) Location: blstrap/ config =1
Settings \
Access policy NAME Tvee
Properties “

O Search resources, services, and docs

david@wi.r.com

Location: bootstrap / config

NAME
5]
bootstrapxm!

init-cfg.txt

DerAuLT DRECTORY QD)
Home > bootstrapfiles - Files > bootstrap Upload files x
bootstrap e N
i shre Files ©
« 7T Upload = Add directory Q) Refresh [ Delete directory 1= Select a fle E
Overwrite i e already exist
Overview 1 Backup (Preview) is not enabled for this file share. Click here to enable backuf.

Current uploads
Dismiss:  Completed Al
init-clgxt © 1288/1288

bootstrapxmi © 40KiB/40KiB
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It is also possible to add content updates to the content directory that will get loaded into the firewall during
the bootstrapping process. The follow figure shows some content files uploaded to the content directory:

[Microsoft Azure P Search resources, services, and docs

Home > bootstrapfiles - Files > bootstrap

Create a resource bootstrap
Al sevices oo _
« 7 Upload = Add directory Q) Refresh [ Delete directory roperties
*  FAVORITES
1) Dashboard Overview ©  Backup (Preview) is not enabled for this file share. Click here to enable backup.
D p—— i Access Control (IAM) Location: bootstrap / content
B Templates Settings
# Function Apps Access policy Name Tvee size
R SQL databases Properties )
SNEEachines panup-all-antivirus-2719-3218 file 791 M8
leZleteo panupv2-all-contents-8058-4958 File 4301 M8

The next step is to identify the Access Key and update the Terraform Variables.tf file. Navigate to the
Storage account and click Access keys:

IMicrosoft Azure £ Search resources, services, and docs

Home > Resource groups > aks-kBs-bootstrapfiles > bootstrapfiles

Create a resource = bootstrapfiles

Al services .
s

Resource group (change)

ove [ Delete ) Refresh

Performance/Access tier

Dashboard E5is aks-k8s-bootstrapfiles Standard/Hot
e B Activitylog Status Replication
Primary: Available, Secondary: Available: Read-access geo-redundant storage (RA-GRS)
B Tempiates 5% Access control (AM) Location Account kin
% Function Apps & Tags Central US, East US 2 StorageV2 (general purpose v2)
Subscription (change)
@ saL databases X Diag problems
- Events Subscription ID
tisinaciie 55916737-6b05-480d-b329-a11304175fa9
i Storage Explorer (preview)
Load balancers ge Explorer (preview) —
Storage accounts Settings g .
Virtual networks Access keys
Services
® Network security groups & CcoRrs "
&% Route tables: & Configuration ™ Blobs Files
REST-based object storage for unstructured data File shares that use the standard SM8 3.0 protocol
& Azure Actve Dirctory & tnayption octsoag »
Learn more Learn more

¢ subscriptions 7 Shared access signature

[Microsoft Azure 0 Search resources, services, and docs > david@wi.rr.com
'DEFAULT DIRECTORY

Home > Resource groups > aks-kBs-bootstrapfiles > bootstrapfiles - Access keys

Create a resource bootstrapfiles - Access keys X
Al services
«
Use access keys to authenticate your applications when making requests to this ge account. Store your access k ly - for example, using
Azure Key Vault - and don't share them. We recommend regenerating your access keys regularly. You are provided two access keys so that you can maintain
Overview connections using one key while regenerating the other.
) Resource groups E Activity log When you regenerate your access keys, you must update any Azure resources and applications that access this storage account to use the new keys. This action

will not interrupt access to disks from your virtual machines. Learn more

B Templates & Access control (IAM)
Storage account name
# Functi & Tags
uncton Aoes [(oootstrapfites Io]
R sQL databases X Diagnose and solve problems
Virtual machines Events ot Q
4 Load balancers T Storage Explorer (preview) Key
2Aa3VJcofv, RaCm78Gw== E

Storage accounts Settings

Connection string

Virtual networks Access keys B
W Network security groups @ CORS
. key2
% Route tables & Configuration 2 Q
Key
Azure Active Directory & Encryption 1ZaXOiBSfcz7qOX+bgSOPORRY W3wgg== I
% subscriptions & Shared access signature
Connection string
@ Security Center Firewalls and virtual networks dan..| I
Y AKS-k8s-north-..zip ~ ShowAll | X
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Open the Variables.tf file in an editor and update the custom data variable. The access key, storage account
name, and share name need to be added:

variable "fwOffer" {
default = "vmseriesl"

variable "fwPublisher" {
default = "paloaltonetworks"”

variable "adminUsername" {
default = "paloalto”

variable "adminPassword" {
default = "Pal@A1t0e123"
}
variable "gvmSize" {
default = "Standard_A1"
}
variable "customdata" {
default = "storage-account=<insert storage account name>,access-key=<insert file key>,file-share=<insert share name>,share-directory=None"
}

This is a screen shot of the file with the updated information:

variable "fwOffer" {
default = "vmseriesl”

}

variable "fwPublisher” {
default = "paloaltonetworks”

}

variable "adminUsername” {
default = "paloalto”
}
variable "adminPassword" {
default = "PaleAlt0e123"
}
variable "gvmSize" {
default = "Standard_AL"
}
variable "customdata” {
I default = "storage-acc pfiles,access-k 3Y3ce 7BGw==, ile-share=bootstrap, share-directory=None"
}

SSH keys

In this activity, you will:
Generate SSH Keys - if needed

Update the Terraform Variables.tf with the path to the SSH keys

The Terraform Variables.tf file has an option for supplying ssh keys that can be used to log into the
Kubernetes nodes after deployment.
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If you do not already have an SSH key, the follow example shows how to create an SSH key on a Mac using
the ssh-keygen -t rsa command:

3. bash

SICMAC3024G8WL : AKS-k8s dspears$ ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/dspears/.ssh/id_rsa): /Users/dspears/AKS-k8s/djs-aks-key
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in / /dspears/AKS-k8s/djs-aks-key.

Your public key has been saved in /Users/dspears/AKS-| js-aks-key . pub

The fingerprint is:

SHA FXNT2ISKggk75sudAs f17Mmzwh+4shQOKIYRBd2¢c dspears@SICMAC3024G8NL
The key's randomart image is:

+---[RSA 2048]----

+
|
|
|
|
|
|
|
|
|

k8s dspears$ I

In the previous example the keys were generated and stored in the same directory as the other lab files. The
public and private keys can be seen using the 1s -la command.

SJCMAC3024G8WL : AKS-k8s dspears$ 1s -la

total 64
drwxr-xr-x@
drwxr-xr-x@

drwxr-xr-x@

“rW=r==r--

dspears PALOALTONETWORK\Domain Users
dspears PALOALTONETWORK\Domain Users : ..
dspears PALOALTONETWORK\Domain Users :49 .DS_Store
dspears PALOALTONETWORK\Domain Users

dspears PALOALTONETWORK\Domain Users
dspears PALOALTONETWORK\Domain Users 2 20:42 djs-aks-key
dspears PALOALTONETWORK\Domain Users . djs-aks-key.pub
SICMAC3024G8WL : AKS-k8s dspears$ pwd

/Users/dspears/AKS-k8s
(MAC3024G8

:AKS-k8s dspears$

AKS-k8s-north-south-inspection-master
AKS-k8s-north-south-inspection-master.zip

Next edit the Terraform Variables.tf file to include the path to the public SSH key. The following diagram

shows the field that needs to be updated and the field after it has been updated:

// PROJECT Variables
variable "client_id" {

// PROJECT Variables
variable "client_id" {

default = "<appld>" default = "<appId>"

}

variable "client_secret” {
default = "<password>"

}

variable "agent_count" {
default = 2

}

}
variable "client_secret” {
default = "<password>"

}

variable "agent_count" {
default = 2

variable "ssh_public_key" {

}

variable "dns_prefix" {
default = "k8s-AZURE-HOW"
}

variable cluster_name {

default = "k8s-Cluster-MGMT"
1

AKS-Kubernetes-Lab

I
}

\/ } /

default = "<path to public ssh key>"

variable "ssh_public_key" { -
default = "/Users/dspears/AKS-k8s/djs-aks-key.pub"

variable "dns_prefix" {
default = "k8s-AZURE-HOW"
}

variable cluster name {
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Deploy the Terraform Template

In this activity, you will:
Authenticate to Azure via the Azure command line tool
Initialize Terraform and download the appropriate plugins

Apply the Terraform template

Open a terminal shell and navigate to the directory containing the Terraform template files.

The Azure cli tool token obtained earlier has most likely expired. Use the “az login” login command to get
a new token:

3. Python

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ az login
Note, we have launched a browser for you to login. For old experience with device code, use "az login --use-device-code"

After getting redirected to the Microsoft Azure Login and completing the login process successfully, the
following prompt will be displayed:

3. bash
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ az login
Note, we have launched a browser for you to login. For old experience with device code, use "az login --use-device-code"
You have logged in. Now let us find all the subscriptions to which you have access...
L
{
"cloudName": "AzureCloud",
"id": "55916737-6b05-480d-b329-alf304f75fa9",
"isDefault": true,
"name": "Pay-As-You-Go",
"state": "Enabled",
"tenantId": "bccl@aac-c2be-44e6-beld-2ebfbe?775796",
"user": {
"name": "david@wi.rr.com",
"type": "user"
}
}
]
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ I

As a note, the following error message is displayed when the azure cli tool token has expired:

Error: Error refreshing state: 1 error(s) occurred:

* provider.azurerm: No valid (unexpired) Azure CLI Auth Tokens found. Please run ‘az login.
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Ensure you are in the directory with the Main.tf and Variables.tf files and execute the “terraform init”
command which will initialize terraform and ensure all the provider plugins are download and up to date:

3. bash
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ terraform init

Initializing provider plugins...

Terraform has been successfully initialized!

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ l

Once the terraform init has completed run the terraform plan command. This will show what changes will
be implemented with the terraform script. This will also identify if there are any errors detected with the
terraform files:

Refreshing Terraform state in-memory
The refreshed state will be used to

lic_ip.pip_appgatenay. id}"
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Now run the terraform apply command to deploy the template. At the action prompt enter yes.

3. terraform-provid 3. terraform-provid
plan.0.product:

ork_interface .VNICO.id}"

<computed>
nd_address_pool . #:

unt . PANFW-k8s-STG_ACCT .pr
-${var. fwSku} .vh

iblic_ip.pip_appgatenay.id}"

Plan: 20 to add, @ to change, @ to des

iguration. #: Do you want to perform these actions?
iguration.0.i < t Terraform will perform the action: ed above
_ip_configuration.0.n Only 'yes' will be accepted to ap
gateway_ip_configuration.0.subnet_id: n_subnet . appgatenay_subnet..id}"

http_li. : Enter a value: yes]

It will take a few minutes to complete. If all goes well, Terraform will output; “Apply Complete!” and
provide some additional output information about the resources deployed:

3. bash

azurerm_application_gateway.application-gateway: Still creating... (14m1@s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (14m20s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (14m30s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (14m40s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (14mS0s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (15mds elapsed)
azurerm_application_gateway.application-gateway: Still creating... (15m10s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (15m20s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (15m30s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (15m40s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (15m50s elapsed)
azurerm_application_gateway.application-gateway: Still creating... (16mds elapsed)
azurerm_application_gateway.application-gateway: Still creating... (16ml1@s elapsed)
azurerm_application_gateway.application-gateway: Creation complete after 16ml4s (ID: /subscriptions/55916737-6b@5-480d-b329-.
..oft.Network/applicationGateways/ag-k8s)

Apply complete! Resources: 20 added, @ changed, @ destroyed.
Qutputs:

client_key = LS@tLS1CRUdITiBSUGEQUFJIVKFURSBLRVktLS@tLQPNSULKSOFIQkFBSONBZOVBMNASS3FTY@1hNmhZdytBQkZhUNXHOWK1R1QwRkk4N3] jdGez
dmJaZU8xdzROTHkSCjg3YXRsYVB1a@VARTNycHNxSWV1RzFDcWMzN3hXYTN4SE1iMkZLRDIyVOp1U252cUSwaHBSUWMAY LNtWmhHd LoKWmpYbWgxZ2ROTThDTKE@b
3REUnkzNGJ1dWJCcnpoM1B4bE91aCt1UkdtVnBtTytXZn1CRFZ2ZERWZTdsV 1 TcwpGbGRPRWRrUDBXOTUXYWhGNQxOVNDTNB1iW;Y1UW1kKOZWUOEVRK1KSDhMZ2
NheD1Wa2NSMyszK@VoNHLoUDRsCmVGSUpOSGSLRWESSXIFY j1BczFmOFhqREhEM1h@ckNjNLFBWmoxQWFXUExzT1RsWDIwRZhSc@9IV1dIdDgxUkoKa2JIxL3JHR@I
FREFEaTFqTk@vU1hXRKNHN1ZsbDhSRDhoS114V3jJ10HAMAVFvemx(Wmx3aStHcVBQMk tyVHZZUApxRm1JdzE@WL BXZOZyVTIybUhvZFFpVUIKc@1rWXRyeDc3R1pu
Z1pkdFNGAFBnazVZN11YaUJ@ckFUZEdIVCtPCm1VIWAEMVEVQ ) IVR3dqV3RIaEcOSV14RUtCeVISbINjeEFFbzASUDAQOGIVbVBmS@pIeHhsdGFWc1Q3VDZOQ3UKQ
mLUaXNhMXN3YXRZeStvS1IDSHFxdU9TTmEIRXhZMDROR3JRMTJZajJZbXRKelJkUUxhYzhzY1Boe jduM1M1cQpmalNaMmZENmFPQLdsUmVLelVuMVhFbGoSNKRGTO
Jud1A@WKMrN315b1JyemM2TF1LIR2U4TFA3UNXZzdOFhemZBCkSRSGL1Zkh1bmVTVmNDZDEYRUGSRCO0SGNISDIESWX1SFZ1VWV1pT25hd31MYZzdOemludGI3ZTdgMUM
wQOF3RUEKQVFLQAFNQjZ5Qnp@NUxsS@@vb2UrYXFGbUcrMDVuOWNNSEVUVmpWVzNs SXp INTQWSExWbWI ZSG1qK@pIbVFROA03NUWSMUNB cUdBa@1 rQOFHT2tZRmRE
S19tRjFsL2VNaUYvazkvcENLR3BWcnZCbVEVTERUOWUXeHBPKOVXWFd2CmFpT1 FhdUxNWTkyVSONOWIOcWdrUnBOOXAxal JHbkx3bWtXVmR1RjFZTESmK2x3RXVoR
INiU3ISY2IwVmSkWm@KQTdUMmFAMF LmalBrRWSRU2JsNOVPWXNaTnI3NmdIQTLhTkxJUNZKdmdFM2RoNjR1Qkhsa@1raWFHU313amoveowpk SURMVZFVZWEY SmLxQ3
Y3VWpvZ jBIVmhiaTQ3Tis2MULUdUIVNIFTYTBFQXozNn1EeEJ1cVBXK2cwb1pmcWcz(i91SzVsd2@yalSIY jFhMAR3MNNVCUWIUTY3cUc1R1R@aUxsbUFXaHpIeGN
PTWmcXdpcWxmNHYvZ113VDVSZmAKY@1QdEdFU1g4T jVIekSvRnhPbW]iaUVrcGxLa@IHSkSPbWxXdDhWRi tFeD1hREL jQTVUUZRaBdUcU41cUS1YwpqSEYVRKhI
TUZYbDIrTTdRVjBYeVF2MGZ1Z2N2S21X0EJEczZpSVRRaFFTbnFiSHEXdEh1UDJPAUNPRFhBSEXGCmMrWVoyckNJZHg3V1Vka@81MjNIS1h]Z2hSY2M3NkdoUdg4d
mVMT jhTc255cmV1YjFHVNFtRWEWSnIvYWNQRTQKemS jREFhd2pLU1duaWVzYVkvS@xrTGpLbEVpMU1pVj E3Y@xWUVpPsYUNKQUF gMFF2d1VEaHhhMUBwdTE rdGtnVw
p4TW9peEpOeWU3anF3RF13aHRXSWZmTERtVZNPamS6RFZOVWSHcnFzVUx3a2s2ekhnUUtDQVFFQSOKSELZZF1PCmY2bFZoRWRFMEAYQXNOOVMAOMME2R1 psakZTRUR
Vd1dHT31IxV3k4ak1neUQzdmSUUTF+ZkZBVTdGRXBTNVIhcHoKL3F2UDBjM3UyMXVTRUpUb1RCTDFKVEhXZEFMRUhgan1 tckVGNOLrcWd6QkpNdi tadktBRFIIMGFO
bytVTm8xMgpsUZNRAUNGOEVsY3pyWG51 TmVhUVRoQ2VtdSOVbEIpeVNSNEAOVTMSY2c3TOVIK2YrS3RSR1pHRXVKMZ83TTNnCmiNWdm10R 1 t@TTBsROk2S1J0dHUIN
GOxazAS5a0d2UjNIV2dIcXMWRkZDbEQvd3pZcES4WUCZMXIMLZdSNHL EWGUKbVEWCZkrQ1RIWE1tLOpgbk tKTCtzSHATUngyM1hDNj12dU9jMGOHMZBLMkhSeENi dz
ZDMG1URUV1eURWQzhKawp2RFB1ic2cyTzFCVHBVUULDQVFFQTIQVFB1bEcyVTIQRZFUREpQNGxzaUF Fb1hvSzRmNXJze jNWUGVid3pWS1RICmS@S1d jWS9CaGpuRnd
wMzkxRmRqRzVFMjRYaHVyL@x4YWRFNO1 tbnZTVEJKMDIORDANNj 1FSz1rcWlvivXo1alYKMmVYTEsvMGACU1IVSXhEREM30UswSTh1bXJqdk12b1NaaXZaV2xXY1la
TnLUYWLOWGS4aGpZNU11iVUpBWT1qWQpBdk J4REXTZ3BSWUFgNDABL1]4amVE6RDNZenppUTRpSVZYUUUZMTNdXZqTThZOVh6V11SS@dqWk ttWUtiTzBuC1I3UnZUS
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Review what was deployed

In this activity, you will:

Review the resources that have been launched

Inspect k8s cluster

Log into the VM-Series firewall

Confirm bootstrap success

Task 1 — Look around Azure console

Navigate to Resource Groups. Notice that there are two resource groups that were deployed. The first one,
k8s-RG@G, has the infrastructure that was defined in the Terraform template. The second has the k8s nodes

and associated resources.

Microsoft Azure

Create a resource
Al services
* FAVORITES
¥ Dashboard
) Resource groups
B Templates
% Function Apps
= sQL databases
I8 virtual machines
4 Load balancers
I Storage accounts
Virtual networks
W Network security groups
4 Route tables

@ Azure Active Directory

% subscriptions

@ Security Center

Kubernetes services

P Search resources, services, and docs

Home > Resource groups

Resource groups
Default Directory

4 Add  ZZeditcolumns Q) Refresh | @
Subscriptions: Pay-As-You-Go

Al locations.

() aks-k8s-bootstrapfiles
() Automation

() cloud-shell-storage-westus
(@) djsdjs

) djsdjs2

() djsdjsfw

&) djsdjsmgmt

) xes

) xes-RG _

() kesboot

() MC_k8s-RG_kBs-Cluster-MGMT _centralus _

() MC_K8s_kBs-PANWFW _centralus

SUBSCRIPTION

Pay-As-You-Go
Pay-As-You-Go
Pay-As-You-Go
Pay-As-You-Go
Pay-As-You-Go
Pay-As-You-Go
Pay-As-You-Go
Pay-As-You-Go
Pay-As-You-Go
Pay-As-You-Go
Pay-As-You-Go

Pay-As-You-Go

Al tags

LOCATION

Central US
West Central US
West US

West Central US.
West Central US.
West Central US
West Central US
Central US
Central US
Central US
Central US

Central US

david@wi.rr.com
DEFAULT DIRECTORY

No grouping
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Open the two resource groups to view what has been deployed:

Microsoft Azure

Create a resource
All services
FAVORITES
Dashboard
Resource groups

B templates

% Function Apps

® SQL databases

B8 virtual machines

4 Load balancers

= Storage accounts
Virtual networks

W Network security groups

»4 Route tables

0 Azure Active Directory

€ subscriptions

W Security Center

Kubernetes services

Microsoft Azure

Create a resource
All services
FAVORITES
Dashboard

Resource groups

Function Apps

. Templates
¥
-
-

SQL databases

8 virtual machines

Q‘ Load balancers

B Storage accounts
Virtual networks

¥ Network security groups

»4 Route tables

0 Azure Active Directory

$ subscriptions

@ Security Center

Kubernetes services

L Search resources, services, and docs

Home > Resource groups > kBs-RG h

) k8s-RG

Resource group

«

dit columns

Subscription (change)
Pay-As-You-Go

&) Overview
B Activity log Tags (change)

o Click here to add tags
a4 Access control (IAM)

4 Tags
Events All types
Settings 14 items Show hidden types @
NAME

“4 Quickstart
¢ Resource costs O ake-k8s-nsg

& Deployments ake-k8s-vnet

Policies 4 appgateway-subnet
Properties B Fwetho
& Locks B rwetn
E2 Automation script B rweth2
B fwPubliclP

Monitoring

T Delete resource group &) Refresh

=> Move L 4

Subscription ID
55916737-6b05-480d-b329-a1f304f75fa9

v All locations v

Network security group
Virtual network

Route table

Network interface
Network interface
Network interface

Public IP address

Deployments
No deployments

No groupi... v/

LOCATION

Central US
Central US
Central US
Central US
Central US
Central US

Central US

k8s-Cluster-MGMT
© Insights (preview) —

Kubernetes service

] Central US

Storage account

Route table
——

Central US

Central US

k8sfwstorage3cel
Alerts
. 3 2 _k8s-subnet
1 Metrics R
I & k8s-vm-fw
EZ Diagnostic settings

Virtual machine

I Central US

L Search resources, services, and docs

Home > Resource groups > MC_kBs-RG_k8s-Cluster-MGMT _centralus _

[U.] MC_k8s-RG_k8s-Cluster-MGMT _centralus

Resource group

« = Add  =Z Edit columns
. X Subscription (change)

&) Overview Pay-As-You-Go
H Activity log Tags (change)
. Click here to add tags
M Access control (IAM)

& Tags
Events All types
Settings 8items Show hidden types @
. NAME
“4 Quickstart

& Resource costs aks-agentpool-56371607-nsg

T Delete resource group &) Refresh

=> Move L 4

Subscription ID
55916737-6b05-480d-b329-a1f30475fa9

v All locations v
TYPE
Network security group

Deployments
1 Succeeded

No groupi... v

Virtual machine

3304a55: Disk

Virtual machine

@ Deployments aks-default-56371607-0
Policies aks-default-56371607-0_OsDisk_1_a
Properties A aks-default-56371607-1
Locks

aks-default-56371607-nic-0

2

Automation script

aks-default-56371607-nic-1

Monitoring

{@} default-availabilitySet-56371607

@ Insights (preview)

aks-default-56371607-1_OsDisk_1_2e4d11fabd8f47bbb141...  Disk

Network interface
Network interface

Availability set

There should be 1 firewall, 1 k8s service master, and two k8s nodes displayed.

LOCATION

Central US
Central US
Central US
Central US
Central US
Central US
Central US

Central US

david@

DEFAULT DIRECTORY

david@wi.rr.com

DEFAULT DIRECTORY
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Click on the firewall to open a detailed view of the deployed firewall:

Microsoft Azure

P Search resources, services, and docs

Home > Resource groups > kBs-RG

Create a resource. (i) k8s-RG
Al services
« o pdd
FAVORITES
- Subscription (change)
Dashboard iy Pay-As-You-Go
¥ Resource groups @ Activity log Tags (change)
. Click here to add tags
B Templates s Access control (IAM)
# Function Apps & Togs
= sQL databases Events
B Virtual machines Settings 14 items
4 Load balancers Quickstart e
8 storage accounts @ Resource costs 3
} appgateway-subnet
Virtual networks 2 Depk
e Deployments B rwero
W Network security groups Policies B rwem
% Route tables Properties B e
@ Azure Active Directory & Locks fwPubliclP
® subscriptions Automation script K8s-Cluster-MGMT
@ Security Center Monitoring 5 Kesfwstorage3cel
Kubernetes services :
T e @ Insights (preview) a k8s-subnet
Alerts A kes-vm-fw

il Metrics pip-appgateway

E2 Diagnostic settings WebPubliclP

Explore the options on the firewall. One interesting area to review is the Networking section. The IP

Editcolumns [ Delete resource group ) Refresh  => Move L 4

Subscription ID

Deployments
No

v | | Allocations v

Route table

Network interface
Network interface
Network interface
Public IP address
Kubernetes service
Storage account
Route table

Virtual machine
Public IP address

Public IP address

address and security information for each interface can be identified:

Microsoft Azure P Search resources, services, and docs

Home > Resource groups > ks-RG > kBs-vm-fw - Networking

@ k8s-vm-fw - Networking

Create a resource

LUE
% FAVORITES
Dashboard A Overview

FWeth0 | FWethl  Fweth2
) Resource groups & Activity log
M Access control (IAM)

& Tags

X Diagnose and solve problems

B Tempiates I Network Interface: FWeth0

% Function Apps Virtual network/subnet: akc-ks-vnet/mgmt-subnet

R sQL databases
/APPLICATION SECURITY GROUPS ©

8 virtual machines Settings
@ Load balancers Network # Configure the application security groups
A Networking

¥ storage accounts £ Disks \ INBOUND PORT RULES ©

Virtual networks @ Size

Impacts 5 subnets, 0 network interfaces
W Network security groups O Security
PRIORITY NAME

% Route tables T Extensions
@ Azure Active Directory @ Continuous delivery (Preview) oo Allow-Outside-From 1P
? Subscriptions Availability set 65000 AllowVnetinBound
@ Security Center & Configuration 65001 AllowAzureLoadBalancerinBo...

Kubernetes services dentity (Preview) 65500 DenyAllinBound

Effective s

«© rk, ace ll ¥ Detach network interface

°
Private IP: 10.7.0.4

@ Network security group akc-k8s-nsg (attached to subnet: mgmt-subnet)

PROTOCOL SOURCE
Any Any

Any VirtualNetwork
Any AzureLoadBala...
Any Any

No groupi... v

LocATION

Central US
Central US
Central US
Central US
Central US
Central US
Central US
Central US
Central US
Central US

Central US

c
DEFAULT DIRECTORY

Accelerated networking: Disabled

Add inbound port rule

DESTINATION AcTioN
Any @ Allow -
VirtualNetwork @ Allow
Any @ Allow -
Any © Deny

Navigate to akc-k8s-vnet virtual network in the k8s-RG resource group to see the different networks that

have been created as part of the lab.

Home > Resource groups > kBs-RG

0] k8s-RG

Resource group

€ 4radd

dit columns.

Subscription (change)

Overview Pay-As-You-Go

Deployments
No deployments

E Activity log

a4 Access control (IAM)
Tags (change)

& Tags Click here to add tags
Events

Settings Al types
Quickstart 14 items Show hidden types @
Resource costs NAME

& Deployments 6 ag-kss
Policies @ ake-k8s-nsg

= Properties ake-k8s-vnet

AKS-Kubernetes-Lab

[ Delete resource group () Refresh = Move  J

Subscription ID
55916737-605-480d-b329-a11304f75fa9

v | | Alllocations ~

TveE

Application gateway

Network security group

Virtual network
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Click Subnets on the left Nav. You should see 5 subnets:
e mgmt-subnet, trust and untrust are used by the firewall
e appgateway-subnet is used by the application gateway

o akc-k8s-subnet is where the k8s nodes and load balancing services are deployed

david@wi.rr.com (@

Microsoft Azure L Search resources, services, and docs

DEFAULT DIRECTORY Qi

Home > Resource groups > k8s-RG > akc-k8s-vnet - Subnets

Create a resource <D akc-k8s-vnet - Subnets X
) Virtual work

Allservices « + Subnet + Gateway subnet
* FAVORITES
I=| Dashboard Overview | ol
©)|Resource groups B Activity log NAME ADDRESS RANGE AVAILABLE ADDRESSES SECURITY GROUP
. Templates ai Access control (IAM) mgmt-subnet 10.7.0.0/24 250 ake-kBs-nsg
¥ Function Apps & Tags appgateway-subnet 10.7.50.0/24 250 ake-kBs-nsg
= SQL databases X Diagnose and solve problems trust-subnet 10.7.2.0/24 250 ake-kBs-nsg
8 virtual machines Settings untrust-subnet 10.7.1.0/24 250 ake-kBs-nsg
4 Load balancers Address space ake-k8s-subnet 10.7.10.0/24 189 ake-kBs-nsg
B Storage accounts “» Connected devices

Virtual networks Subnets ?

The following diagram describes the network topology of what has been deployed:

akc-k8s-subnet
.:|0.7.10.0I24 appgateway-subnet
EU et () e 10.7:50.02¢
e oo 10.7.1.0/24 ; Serles : 10.7.1.0/24 > ag-ks
g aks-default-56371607-1 l
mgmt-subnet

10.7.0.0/24
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Next Navigate to the k8s-RG resource group and open the application gateway:

P Search resources, services, and docs

Microsoft Azure

Home > Resource groups > kBs-RG

&) k8s-RG

e grovp

(o swmhamy ¢

Create a resource

All services

=+ Add

Subscription (change)

K FAVORITES

£Z Edit columns.

@ Delete resource group ) Refresh

Subscription ID

= Move 4

1| Dashboard ) Overview Pay-As-You-Go 55916737-6b05-480d-b329-a1304175fa9
) Resource groups B Actiitylog Deployments
No deployments

Templates w4 Access control (IAM)
B Temp Tags (change)
# Function Apps & Tags Click here to add tags
W sQL databases Events
B8 virtual machines Settings All types Al locations v | | Nogroupi.. v
4 Load balancers Quickstart 14 items Show hidden types @
I Storage accounts Resource costs NAME TvPE LOCATION

Virtual networks 2

Ehe &2 Deployments &> ag-kss Application gateway Central US

@ Network security groups Policies @ ake-kss-nsg Network security group Central US
. = :
i Route tables i= Properties ake-kBs-vnet Virtual network Central US
@ Azure Active Directory & Locks appgateway-subnet Route table Central US

Click on the Frontend IP configurations options on the left Nav and notice that there is a single front-end IP
address. The application gateways only support a single frontend address. This address will be needed later

in the lab.

Microsoft Azure £ Search resources, services, and docs

david@wi.rr.com
DEFAULT DIRECTORY

Home > Resource groups > kBs-RG > ag-kBs - Frontend IP configurations
Create a resource A ag-k8s - Frontend IP configurations >
Applcation gateway
Al services «
FAVORITES =l ‘
e status NAME 1P ADDRESS. ASSOCIATED LISTENERS
Dashboard > Overview
Publi i i 122:109.8 (pip- - o1
8) Resourca groups B Activity log ublic Configured rontend 40.122.109.8 (pip-appgateway) Coke-Guestbook, 1 more
% Access control (IAM) Private Not configured

B Templates
& Tags

X Diagnose and solve problems

g

% Function Apps
R sQL databases

8 virtual machines

Settings.
4 Load balancers & Configuration
8 Storage accounts @ Web application firewall

Virtual networks. 3 Backend pools

W Network security groups HTTP settings

% Route tables Frontend IP configurations

Next, go to Listeners on the left Nav. Notice that there are two listeners. This lab will leverage the
Applications Gateway’s ability to do host header redirection to send traffic to the correct internal load

balancer address based on the http request.

Microsoft Azure P Search resources, services, and docs

Home > Resource groups > kBs-RG > ag-k8s - Listeners

david@wi.rr.co

DEFAULT o

Create a resource 57, ag-k8s - Listeners
Applicat

Alsentces «  odpgasic dMutisie Fsave X Discard
% FAVORITES
¥ Dashboard > Overview E
) Resource groups B Activitylog NAME proTocoL PoRT ASSOCIATED RULE HOST NAME
B Templates i Access control (IAM) Coke-Guestbook HTTP 80 Coke-Rule cokefan.com
% Function Apps & Tags Pepsi-WordPress HTTP. 80 Pepsi-Rule pepsifan.com

R SQL databases X Diagnose and solve problems

8 virtual machines Settings SSL Policy

4 Load balancers & Configuration

B Storage accounts
Virtual networks
W Network security groups

4 Route tables

@ Azure Active Directory

Configure a centralized SSL. policy to match your organizational security requirements. An SSL policy offers control over the SSL pro
version as well as which ciphers are used during SSL handshakes. You can choose from one of the predefined security policies or cre
custom secyity policy based on your security requirements. If you don't specify an SSL policy, the default policy will be used for you

@ Web application firewall

9. Backend pools

HTTP settings ) Predefined () Custom

Frontend IP configurations Min protocol version

) Tsv
Listeners 1510

Feel free to navigate through other parts of the Azure Console. This will come in handy in activities later on.
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Task 2 — Review the Kubernetes Cluster

Kubernetes is a portable, extensible, open-source orchestrator that is used to manage containerized

workloads. Kubernetes has a large and rapidly growing ecosystem. The portability of Kubernetes allows for
workloads to be migrated between various clouds (public or private). Further documentation is available at:
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/

Navigate to the k8s-RG resource group and click on the k8s-Cluster-MGMT resource. Click on Properties
in the k8s-Cluster-MGMT blade. This will show the k8s version, number of nodes deployed, and the
infrastructure resource group that was created to deploy k8s resources. This is where the k8s nodes get

deployed.

Create a resource
All services
% FAVORITES
E=| Dashboard
¥/ Resource groups
B templates
% Function Apps
R sQL databases
8 virtual machines
& Load balancers
8 Storage accounts
Virtual networks
¥ Network security groups
»a Route tables

0 Azure Active Directory

$ subscriptions

@ Security Center

Kubernetes services

P Search resources, services, and docs

Home > Resource groups > k8s-RG > k8s-Cluster-MGMT - Properties

11! k8s-Cluster-MGMT - Properties
L Kubernetes service

«
KUBERNETES VERSION

Home > Resource groups >

uster-MGMT - Properties

11 k8s-
L Kuberne

2 Overview 199 2% Overview
B Activity log DNS PREFIX W Activity log
s Access control (IAM) Bs-AZURE-HOW 4 Access control (IAM)
& Tags & Tags
API SERVER ADDRESS N
Settings Settings
kBs-azure-how-80470d00.hcp.centralus.azmkBs.io °
© Upgrade Upgrade
7
7 Scale NODE SIZE Scale
Properties Standard D3 v2 (4 vcpus, 14 GB memory) Properties
& Locks
& Lods NODE COUNT
X . 2 Automation script
2 Automation script 2
Monitoring
Monitoring
TOTAL CORES @ Insights (preview)
@ Insights (preview) 8

ilil Metrics (preview)
TOTAL MEMORY

28

D Logs

Support + troubleshooting

- WORKSPACE RESOURCE ID
s New support request

il Metrics (preview)
® |ogs
Support + troubleshooting

» New support request

k8s-RG > kBs-Cluster-MGMT - Properties

«

WORKSPACE RESOURCE ID

INFRASTRUCTURE RESOURCE GROUP /

MC_k8s-RG_k8s-Cluster-MGMT_centralus

HTTP APPLICATION ROUTING DOMAIN
N/A

RESOURCE ID

/subscriptions/55916737-6b05-480d-b329-a1f30475fa9/re

LOCATION

Central US

RESOURCE GROUP

k8s-RG

SUBSCRIPTION NAME

Pay-As-You-Go

SUBSCRIPTION ID

Clicking on the Scale link in the left Navigation displays the current number of nodes. From here the
number of nodes deployed in the cluster can be increased or decreased.

Microsoft Azure

0 Search resources, services, and docs

Create a resource ster-MGMT - Scale
Al services

% FAVORMTES

ce groups > kBs-RG > kBs-Cluster-MGMT - Scale

ster to increase the total amount of cores and memory avalable for you

2 | xStandard D32 (4 vcpus, 14 GB memory)

¥ Dashboard 2 Overview
) Resource groups B Activitylog
B Templates i Access control (IAM) Total cluster capacity
# Function Apps & Tags Cores 8vCPUs
= sQL databases Settings Memory 28GB
8 Virtual machines © Upgrade O
4 Load balancers Z Scale
B storage accounts Properties

Virtual networks & Locks
W Network security groups 3 Automation script
% Route tables Monkoring

R 2 Insights (preview)

¥ subscriptions

il Metrics (preview)
@ Security Center -
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Task 3 — Connect to the Kubernetes Cluster

Navigate back to the terminal window used to deploy the Terraform script. In order to run Kubctl

commands, the Kubernetes config from the Terraform state need to be captured and stored in a file

that kubectl can read. Execute the following commands in the same directory that the terraform files are in:
$ echo "$(terraform output kube config)" > ./azurek8s
$ export KUBECONFIG=./azurek8s

3. Shell
0UoA4L2kxa255bEZHNQPEOHFpYtiVTdi cDRYUZNNQUtXWDg1cVIMeTIrUKSQTHFDNG1Gei s5LOhsV3FEVNFPWKNXWXFLL3NNUTAZMCIGCmhoSW1TRIxKTGRANVY2N
KOXbW1YRUA3LOS4YThPbWdKMKOXAF BAMZ tEbnd3ZWxvNS8rUVR6CHhZWNGGrQXJ rHDUKVZRIUVUZ Yk J3KINXbXMAY3C3CGRIYZIZMHEr THLZV2dZMzQSOEpOTHNYNL
FXUzNyVURMZZJCbDNJSENWS@10Ngo2 Tl z0T)22254SEJZd@tDQVF FQT It CVI3SVBDS hTZKhTa@EWd3VXRE J1bUdoZVdLZ jhmnVIMERrlmSWY jhuCmZhcHNVVVU
2C1VIbTZUbLNi Ym 2MStoTDGrUKNNONSVdkpSd;FFUHF TmL JNmd@dnE rUg2e 1 TAWEOWKYxaVKKAE SOVVRLRE TWNWI INHMzd@SnaVEVIINNZ FaNNDQLIYRm1G
RWIQAEPZRV1 ZZGhKel IrZFBTGRxS1IBA81TQpmd2 IMRHBTUMVGWEhi RENKak9Bb1F0ODRVN2sxU2IOUVL TUUJ@TFNIakdYMnhKdLhucHVs c2t L zZrUMMG1IC
NnV2dXpYSnUOQKNACUSYCEFRCVINSGIVAGWSQXVURFNTL2x1bSIRQX InZ2xzMARaUMZmRnBS ek J6MKpPY3grUVokMmNKSnB j TkpHBHL jZ2VpRUVSKOT4SXBVCE twlm
VuVZRTMHZMNNRONFpRSONBUUFmSnBHeDI TZXNQWLVNZmxHTApXa31zcGRqeDhXcDgrN1E3Y jB THRZWNZpcGt 3Wm) 2dVNReYrQ3dwZOpPMDVKbOxy TOd jHZUOES
UMXN6dkpYCmOKbOpiRDASVDV1MGx4bz JZWF pBeGZCbF czZWGhiRGVLTTgrTULLQVLoGURHYWKSR3Q2ZMA1nS3ZWHWZOGE COCUWKZKMyaz  JbmRVAWEDUIVZVV2YU9p
MjNFWDAVTVZDS1JrSE9]CEX12ZCWbEQ1 bEZMZESTYn1 4WXdpRz1 1cEFWKwpQUKUY TWAUUTBEASISVN3NVVTS@pQcT dRaX T40WoyUXprVORRVWF i Z090bGdzdVUrb
jVTZjA2amt1cEpaVGtaC TyWkRZCnBCL1LiRHpTVTZmiNkaQRKLAUKI rk3UydWNKWLA3VMvaGR e TZGeHVGS1 JvdkOkeFMybl VaNmSzc jkKTUZOOUFVSUIBUUNO3
QZNGXOSGZWNE1ZVNp TUhKbDRXVSOCCmt ZT3Z5S1NWSZRF dLArMFFZRDK3CGX0Y TV3NAO4UTBWAXBDSUX jZmSNCTFLS@t 3CURTQkX@VF BFNFF2Yzh0OX JveEdDWKS
Ka29FON1XZzhPbTBOUMFyUkhpaFRWCmF SRCEL T3ZEY@OrNGUXT N cXRuZUpscOtPUFBLUSBWVLIZYXNXR j FRNm1vbD) VWVHMVFZUn HYkdjdWdFKOUKTKVpazc3
QmVYT2VXUEVCCE1DME9YNKNEATRhb jVWQKRNZEX00DBHRXNGCOSLNKXWRXZPS3VpZGOZbHQXTDRVagovQTRRNFAOQ@L VNS thMkVZUjdpdGMINEZybUh4SVRON3psZ
kJmekZ4eXASCHAQQK1 1cGF1Qi 8vdzI3VGhwUTBCCLpmQTFBWEFOZTBNYXYxSTdkaXhBQ210RnESVMNGa VWQWIJQkFRQ1dK CDB1 e jG4WDZEXVASkkyWENTINEYON
@KUNOZZWxangvbk t4NkSoSWgvRDdsenpZcU1KcCthMFNyUK1LcGA3QVQ1Y2pRDBARTRKY3Vi Zi t TeU1L MJdDeQorbVorN3VXRUXWUL1BZnNpZ3hEQXTSaE Lmcm)
0bXdi OGMyMVPNy9i cUpDUXMxazZVOGZXY2F IZELxZF FvNnkxCnppU@JnNy t YOTJEVE2QHxJc21 PR2Zhal AyMk9Yb@qQl ducHBpMBRLAmMSYa29y Y1 IWWU10TDhZ
dE1vbTLaOVMKYTRFeTU2UTBhamcOZ;jFzazFxbzdRUKFMLZNVeGICQzVSR3BSQ@ptdWNSAmdSVZdTYXZ3NVAuTDZs S2Rue TRZbQpyMF FIYUtxbTAGZTF zY1BEai thl
2960NUZb2hr TnBvY jZuc111Wns4ZF JYaDQ30VNZMEQUK1FXMAVVAVQKL SOtLS1FTkQQUINBIFBSSVZBVEUGSOVZLS@LLSOK
token: 86bffa301f8f515ae3808F12c4848668

(terraform output kube_config)" > ./azurek8s
rt KUBECONFIG=./azurek8s

Let’s explore some pods and services that have deployed. Run this command in the cloud shell:
$ kubectl get pods

3. Shell

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl get pods

No resources found.
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ I

Since we have not deployed any resources this is normal. Now let us see what system pods have been
deployed. Run this command in the shell:
$ kubectl get pods --all-namespaces -o wide

NAMESPACE NAME

kube-system  azure-cni-networkmonitor-6pv5t 171 Running 0@ 10h 10.
kube-system azure-cni-networkmonitor-tvj4w 171 Running
kube-system  heapster-97b7d74b5-6n5qq 2/2 Running
kube-system  kube-dns-v20-7d874cb9b6-ggqhg 3/3 Running
kube-system  kube-dns-v20-7d874cb9b6-t5s5w 3/3 Running
kube-system  kube-proxy-rbvts 171 Running

kube-system  kube-proxy-rp7vb 171 Running
kube-system  kube-svc-redirect-q2scS 2/2 Running
kube-system  kube-svc-redirect-wzgxr 2/2 Running
kube-system kubernetes-dashboard-7bb7584f55-28k51 1/1 Running
kube-system  tunnelfront-7595c7758b-5nkfm 1/1 Running
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ l

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl get pods --all-namespaces -o wide

3. Shell

READY STATUS RESTARTS  AGE 1P

.10.
10.
10.
10.
10.
10.
10.
10.
10.
.10.
.10.

10h 10.
10h 10.
10h 10.
10h 10.
10h 10.
10h 10.
10h 10.
10h 10.
10h 10.
10h 10.

(SRS S SIS SIS SRS
NN NNNNNSNSNSNSN

NODE

aks-default-56371607-0
aks-default-56371607-1
aks-default-56371607-1
aks-default-56371607-1
aks-default-56371607-0
aks-default-56371607-1
aks-default-56371607-0
aks-default-56371607-0
aks-default-56371607-1
aks-default-56371607-0
aks-default-56371607-1

AKS-Kubernetes-Lab

Page 27



Note: If the output does not show all the pods in a running state, wait and rerun the kubectl get pods --all-
namespaces -0 wide command until they do. An example of this is state is in the following screen-print:

davejspears@cloudshell:~ (djs-gcp-2018)$ kubectl get pods -o wide =

NAMESPACE NAME STATUS IP NODE

kube-system heapster-vl.4.3-6644cc4b46-dwn8s Pending <none> gke-cluster-l-default-pool-2d£01519-n3w8
kube-system heapster-vl.4.3-7875d9£9ff-mlv7g Terminating 10.8.0. gke-cluster-l-default-pool-2d£f01519-6sgf
kube-system  kube-dns-778977457c-2xwfq Running 10.8.0. gke-cluster-1-default-pool-2df01519-6sgf
kube-system kube-dns-778977457c-144rf ContainerCreating <none> gke-cluster-l-default-pool-2d£01519-n3w8

kube-system kube-dns-autoscaler-7db47cb9b7-38n7n Running 10.8.1. gke-cluster-l-default-pool-2d£01519-n3w8
kube-system kube-proxy-gke-cluster-l-default-pool-2df01519-6sgf Running 10.5.2. gke-cluster-1-default-pool-2d£01519-6sgf
kube-system kube-proxy-gke-cluster-1-default-pool-2df01519-n3w8| Running 10.5.2. gke-cluster-l-default-pool-2df01519-n3w8
kube-system  kubernetes-dashboard-6bb875b5bc-n7wj8 Running 10.8.0. gke-cluster-1-default-pool-2df01519-6sgf
davejspears@cloudshell:~ (djs-gcp-2018)$

Now let us see what services have been deployed as part of the system:
Run the following in the shell:
$ kubectl get sve

00 3. Shell
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE

kubernetes ClusterIP 10.21.0.1 <none> 443/TCP  10h
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ l

As you can see no services besides the system cluster have been deployed.

Task 3 - Log into the firewall

The VM-Series firewall deployed as part of the lab has been bootstrapped. Bootstrapping is a feature of the
VM-Series firewall that allows you to load a pre-defined configuration into the firewall during boot-up. This
ensures that the firewall is configured and ready at initial boot-up, thereby removing the need for manual
configuration. The bootstrapping feature also enables automated deployment of the VM-Series.

Navigate to the k8s-RG resource group and click on the VM-Series firewall Virtual machine:

Microsoft Azure R Search resources, services, and docs

Home > Resource groups > kBs-RG

~+- Create a resource ) k8s-RG
Resource group
Al services o
«  ouAdd EZEditcolumns [ Delete resource group &) Refresh = Move
*  FAVORITES
" Subscription (change) Subscription ID
% Dashboard Overview Pay-As-You-Go 55916737-6b05-480d-b329-a1f30475fa9
@ Resource groups B Activity log N
B Templates 4 Access control (IAM)
Tags (change)

% Function Apps & Tags Click here to add tags
= sQL databases Events
I8 virtual machines Settings Al types ~ | | Alllocations Vv | | Nogrol
4 Load balancers Quickstart 14 items Show hidden types @
I storage accounts 2 Resource costs NAME Tvee

Virtual networks & Deployments B rwetho Network interface
G Policies B rwetm Network interface
“sa Route tables =
= = Propesties B rweth2 Network interface
@ Az e Dirschry & Locks fwPubliclP Public IP address
® subscriptions 2 Automation script 2% kas-Cluster-MGMT Kubernetes service
© security Center Monitoring KBsfwstorage3cel Storage account

Kubernetes services @ Insights (preview) kBs-subnet Route table

Alerts A kes-vm-fw Virtual machine
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Click on Networking in the left Nav. Copy the Public IP of FWethO which is the mgmt interface of the VM-
Series firewall:

Microsoft Azure 0 Search resources, services, and docs

Home > Resource groups > kBs-RG > kBs-vm-fw - Networking
@ k8s-vm-fw - Networking

> Attach network interface ¥ Detach network interface

@ Overview
FWeth0 | FWeth  FWeth2

& Activity log

44 Access control (AM

" (A I Network Interface: FWeth0  Effective sg R o °

& Tags Virtual network/subnet: akc-kgs-vnet/mgmt-subnet | Public IP:40.113.224.28 | Private IP:10.7.04  Accelerated networking: Disabled

X Diagnose and solve problems

APPLICATION SECURITY GROUPS ©
Settings

2 Networking # Configure the application security groups.

= Disks INBOUND PORT RULES ©
P size © Network security group akc-kBs-nsg (attached to subnet: mgmt-subnet) Add inbound port rule
Impacts 5 subets, 0 network interfaces
O security
. onTY A porr motocoL  sounce Acrion

Extensions
ontinuous delivery (review) 1001 Allow-Outside-From-IP Any Any Any Any © Allow
Availabilty set 65000 AlownetinBound Any Any VirtualNetwork  VirtualNetwork < Allow
& Configuration 65001 AllowAzureLoadBalancerinB... Any Any AzureloadBal... Any @ Allow
Identity (Preview) 65500 DenyAllinBound Any Any Any Ay © Deny

Properties

Open another browser tab and navigate to the firewall management interface:

< c o0 @ https://40.113.224.28

If you get a security exception, please ignore for this lab and proceed to the firewall login page. The VM-
Series firewall by default uses a self-signed certificate which causes the exception. Depending on how
quickly you do this, you might see the following message. It is normal and part of the bootup process:

@ Server Rebooting

Please wait while the server reboots...

\\II///

7,

7

7

N
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If you wish to SSH into the FW, the following syntax can be used:
$ ssh admin@<ip address of firewall>

The password is: PalOAItO@123 -yes, those are zeros.

3. ssh

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ ssh admin@49.113.224.28

Password:
Last login: Thu Oct 4 07:43:25 2018 from 63.227.223.247

Number of failed attempts since last successful login: @

admin@k8s-vm-fw> ]

When presented with the login screen you should be able to login to the firewall using (Hint: It’s a good
idea to jot this password down or save it to a notepad as you will regularly need it):

username: admin
password: Pal0AIt0@123 -yes, those are zeros.

# paloalto

NETWORKS
Username =
Password =

Log In

Once logged in you will see a welcome screen, dismiss the welcome dialog box by clicking Close.

Welcome

i)

Welcome to PAN-0S 8.1!

With this release Palo Alto Networks introduces a set of new features that offer richer security controls and operational simplicity to help you
protect your users and data everywhere. Some of the highlights in version 8.1 are:
Comprehensive Security in the Cloud—Secure your deployments in more public cloud environments and leverage cloud native services.
« Deploy the VM-Series firewall on Google Cloud Platform and directly from Microsoft Azure Security Center; and natively publish custom PAN-0S
‘metrics to Azure Application Insights and Google StackDriver for monitoring and automation.
= Deploy the Panorama™ virtual appliance on AWS and Azure. For deployment flexibility, Panorama virtual appliances now support all three
‘modes—Management only, Panorarma, and Dedicated Log Collector.
Rule Usage Tracking—Keep your rulebase current by tracking rule usage. Rule usage information helps you identify obsolete rules and eliminate b
unnecessary securiy gaps.

Device Monitoring on Panorama—Proactively track resource utilization, environmental conditions, and other key operational metrics over time:
and in bulk across large deployments to quickly identify potential issues for devices operating outside the normal range.

Serviceability of Content Updates—View a lst of applications modified in a content release and assess how those changes impact your Security
policy rules. You can also enforce a threshold timer when deploying content updates to managed firewalls from Panorama.

HTTP Header Insertion—Use HTTP Headers to control access to sanctioned enterprise SaaS application acoounts while blocking access to
consumer accounts. PAN-OS includes predefined headers that make it easier to control access to applications such as Dropbox, G Suite by Google,
Microsoft Office 365, and YouTube.

Decryption Broker—Offioad SSL decryption to the Palo Alto Networks next-generation firewall and decrypt network traffic only once. Using the
Do ot show again
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Click the Policies tab and you will notice a predefined security policy which was imported using the
bootstrapping feature. There are also some predefined NAT policies:

paloalto

NETWORKS

9 Security
2+ NAT
&, Qos
5+ policy Based Forwarding
5 Decryption

& Tunnel Inspection

[ Application Override

£ Authentication

[ pos protection

Dashboard ACC

To Wordpress

Nodes-Outbound

App-Gateway-Health-...

none

none

none

Monitor

Policies

Objects

Network Device

Type

interzone R untrust Sy App-Gateway... any
interzone  p untrust 'Sy App-Gateway... any
interzone g web BE= any
interzone g untrust 'Sy App-Gateway... any

Zone Address User HIP Profile

any

any

any

% Commit & U@ Configv Q Se

Zone Address

i web = guestbook-Ib-
(% web = wordpress-lb-
iR untrust any

1 web

= wordpress-lb-

Click on the Dashboard tab, check to verify that the firewall has a serial number. The image defined in the
terraform template is a Pay as you Go bundle2. This was used because a license will be required to view the
logs later in the lab. If you added content files in the bootstrap folder, you should also see that these have

been uploaded.

paloalto

Dashboard

Monitor Policies

IR o

General Information S x| Logged In Admins

Admin From c
admin 63.227.223.247 W
admin 63.227.223.247 c

Device Name
MGT IP Address
MGT Netmask

MGT Default
Gateway

MGT IPv6 Address

MGT IPV6 Link
Local Address

MGT IPv6 Default
Gateway

MGT MAC Address
Model

Serial #

CPUID

uuiD

VM License

VM Mode
Software Version

GlobalProtect Agent

Application Version
Threat Version
Antivirus Version
WildFire Version

K8s-vm-fw
10.7.0.4 (DHCP)
255.255.255.0

10.7.0.1
unknown

fe80::20d:3aff:fe97:4eca/64

00:0d:3a:97:4e:ca
PA-VM

6530A68D28EFI6D

s
998EOBEF-FAAC-F748-AEBB-DD56BABC4128
VM-300

e rare L

8.1.0

0.0.0

8072-5053 (10/02/18)
8072-5053 (10/02/18)
2755-3264 (10/04/18)
284899-287494 (10/04/18)

No data available.

System Logs

Description
Failed password for csgo from 94
ssh2

Failed password for uno85 from 9
56110 ssh2

Failed password for butter from 9
54320 ssh2

Failed password for botmaster fro
52373 ssh2

Failed password for botmaster fro
50190 ssh2

Failed password for botmaster fro
47686 ssh2

Failed password for botmaster fro
45004 ssh2

Failed password for botmaster frc
42485 ssh2

Failed nacewnrr far hat fram Q4 7
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Launch a two tiered WordPress application

In this activity, you will:
Optionally: Explore the application’s manifest file

Launch a two-tier WordPress application within your cluster

In this activity we will start using Kubernetes specific terms such as Pods, Services, etc.
Here is a good primer: https://kubernetes.io/docs/concepts/workloads/pods/pod-overview/

Task 1 — WordPress Application Deployment YAML file

WordPress is a piece of software which has become one of the most widely used content management
systems. It is open source, licensed under the GPL, and written in PHP.

WordPress allows users to create and edit websites through a central administrative dashboard, which
includes a text editor for modifying content, menus and various design elements. WordPress provides
plugins which provide additional functionality through WordPress Plugin Directory. Plugins can be installed
through either upload or by one-click installation through the WordPress Plugin Library.

This lab will deploy the following simple WordPress application on the cluster nodes created during the
Terraform template deployment:

PIP

I Untrust
M

Vv '.’—*P pManagemtnl

Series

Trust

—4

akc-k8s-subnet

As you can see this is a two-tiered application with Pods that are dedicated to front-end WordPress services
and backend MYSQL DB services.
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If interested, the following section dives a bit deeper into the templates being used to create this application.
There are two application manifests for this deployment. The first is for the MYSQL DB and the second is
for the WordPress frontend. Optionally, open the links below it in a browser of your choice to view the files.

https://github.com/PaloAltoNetworks/AKS-k8s-north-south-inspection/blob/master/mysgl-deployment.yaml
and

https://github.com/PaloAltoNetworks/AKS-k8s-north-south-inspection/blob/master/wordpress-
deployment.yaml

The manifest file declares various aspects of the application. For instance, it tells the orchestrator what type
of resources you intend to deploy. In this case we will first deploy a MYSQL DB server and then a
WordPress Frontend.

MYSQL Service:

apiVersion: vl
kind: Service
metadata:
name: wordpress-mysql
labels:
app: wordpress

- port: 3306

app: wordpress
tier: mysql
clusterIP: None
apivVersion: vl
kind: PersistentVolumeClaim
metadata:
name: mysql-pv-claim
labels:
app: wordpress
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Gi
apiVersion: apps/vl # for versions before 1.9.0 use apps/vlbeta2
kind: Deployment
metadata:
name: wordpress-mysql
labels:
app: wordpress
spec:
selector:
matchLabels:
app: wordpress
tier: mysql
strategy:
type: Recreate
template:
metadata:
labels:
app: wordpress

containers:
- image: djspears/panw:wordpress-mysql
name: mvsg

- name: MYSQL_ROOT_PASSWORD
valueFrom:
secretKeyRef:

name: mysqgl-pass
key: password

- containerPort: 3306
name: mysql
volumeMounts :
- name: mysgl-persistent-storage
mountPath: /var/lib/mysql
volumes:
- name: mysql-persistent-storage
persistentVolumeClaim:
claimName: mysqgl-pv-claim

Some things to notice are the listening port, 3306, the container image, and the credentials that will be used
during the deployment.
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Wordpress-Frontend :

apivVersion: vl
kind: Service

annotations:
service.beta.kubernetes.io/azure-load-balancer-internal: "true
labels:
app: wordpress
spec:
ports:

- port: 80
selector:

app: wordpress

tier: frontend
type: LoadBalancer

apivVersion: vl
kind: PersistentVolumeClaim
metadata:
name: wp-pv-claim
labels:
app: wordpress
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Gi
apiVersion: apps/vl # for versions before 1.9.0 use apps/vlbeta2
kind: Deployment
metadata:
name: wordpress
labels:
app: wordpress
spec:
replicas: 1
selector:
matchLabels:
app: wordpress
tier: frontend
strategy:
type: Recreate
template:
metadata:
labels:
app: wordpress

) co;:t.ainexa H
- image: djspears/panw:wordpress

name: wordpress

- name: WORDPRESS_DB_HOST
value: wordpress-mysqgl
- name: WORDPRESS_DB_PASSWORD
valueFrom:
secretKeyRef:
name: mysgl-pass
key: password
ports:
- containerPort: 80
name: wordpress
volumeMounts :
- name: wordpress-persistent-storage
mountPath: /var/www/html
volumes:
- name: wordpress-persistent-storage
persistentVolumeClaim:
claimName: wp-pv-claim

Highlighted in this file are the area that specifies the load balancer service and also the container image.
Even though we have two tiers in our application, only one (the frontend service) is exposed to the outside
world via a load balancer. The annotation listed above tells AKS and Kubernetes that the load balancer

would be of type: Internal.
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Task 2 — Launch the Application

As mentioned previously, the application deployment will be done in two steps. The first step will be to
deploy the MYSQL DB server. One of the parameters that needs to be passed to the DB server is a root
password. To do this securely, the kubectl secrets command will be used. Kubectl secrets are objects
intended to hold sensitive information, such as passwords, OAuth tokens, and ssh keys. Putting this
information in a secret is safer and more flexible than putting it verbatim in a pod definition or in a docker
image. To create a secret, execute the following commands in the terminal window:

$ kubectl create secret generic mysql-pass --from-literal= =YOUR_PASSWORD
And the following command will verify that the secrets have been stored

$ kubectl get secrets

1. bash

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl create secret generic mysql-pass --from-literal=password=YOUR
_PASSWORD

secret/mysql-pass created

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl get secrets

NAME TYPE DATA AGE
default-token-hz4q2 kubernetes.io/service-account-token 3 1h
mysql-pass Opaque 1 3s
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ I

Now the MYSQL pod can be deployed. To do this, execute the following command:

$ kubectl apply -f https://raw.githubusercontent.com/PaloAltoNetworks/AKS-k8s-north-south-inspection/master/mysql-deployment.yaml

1. bash
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl apply -f https://raw.githubusercontent.com/djspears/aks-k8s/m
aster/mysql-deployment.yaml
service/wordpress-mysql created

persistentvolumeclaim/mysql-pv-claim created
deployment.apps/wordpress-mysql created
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ I

You should see the services and deployments being created. Next, validate the new pods in your cluster
have been created. In your terminal execute:

$ kubectl get pods -0 wide
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You may see the status as Pending or ContainerCreating. This is usually a normal situation:

1. bash

SICMAC3024G8WL : AKS-k8s-north-south-inspection-m r_dspears$ kubectl get pods -o wide

NAME READY STATUS RESTARTS  AGE IpP NODE
wordpress-mysql-795bf5f54c-jgbgk  0/1 Pending <none> <none>

SICMAC3024G8WL : AKS-k8s-north-south-inspectit

SICMAC3024G8WL : AKS-k8s-north-south-inspectigg kubectl get pods -o wide

NAME READY S RESTARTS  AGE 1P NODE
wordpress-mysql-795bf5f54c-jgbgk  @0/1 ntainerCreating § @ im <none> aks-default-56371607-0

SICMAC3024G8WL : AKS-k8s-north-south-inspectidii=idster dspediss g

By executing the kubectl get pods -0 wide again, you start seeing that the Ready and Status of pods change
as they start up. Verify that the pod gets to a running status.

1. bash
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl get pods -o wide
NAME READY STATUS RESTARTS  AGE IP NODE
wordpress-mysql-795bf5f54c-jgbgk 1/1 Running @ 2m 10.7.10.48 aks-default-56371607-0
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ l

With the MYSQL DB Running, create the WordPress frontend by executing the following command:

$ Kkubectl apply -f https://raw.githubusercontent.com/PaloAltoNetworks/AKS-k8s-north-south-inspection/master/wordpress-deployment.yaml

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl apply -f https://raw.githubusercontent.com/djspears/aks-k8s/m
aster/wordpress-deployment.yaml

service/wordpress created
persistentvolumeclaim/wp-pv-claim created
deployment.apps/wordpress created

Next, validate the new pods in your cluster have been created. In your terminal execute:
$ kubectl get pods -0 wide

Again, you may see the status as Pending or ContainerCreating. This is usually a normal situation:

1. bash

SICMAC3024G8WL : AKS-k8s-north-south-inspectign eefispears$ kubectl get pods -o wide
NAME STATUS RESTARTS  AGE IP NODE

wordpress-8574f9c6f9-hmdcw Pending § @ S5s <none> <none>
wordpress-mysql-795bf5f54c- Runnin 0 10m 10.7.10.48 aks-default-56371607-0

1. bash

SICMAC3024G8WL : AKS-k8s-north-south-inspection-m *_ds rs$ kubectl get pods -o wide
NAME READY STATUS RESTARTS  AGE 1P NODE

wordpress-8574f9c6f9-hmécw 0/1 ContainerCreating § @ im <none> aks-default-56371607-1
wordpress-mysql-795bf5f54c-jgbgk 1/1 Running 0 11m 10.7.10.48 aks-default-56371607-0
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Again, verify that the pod gets to a running status.

@] @® 1. bash
inspect panmmashenagdspears$ kubectl get pods -o wide
READY STATL RESTARTS  AGE IP NODE
1/1 Running ¢ S5m 10.7.10.31 aks-default
bgk 1/1 r @ 15m 10.7.10.48 aks-default

north-south-inspect®®

Launch a two tiered Guestbook application

In this activity, you will:
Optionally: Explore the application’s manifest file

Launch a two-tier WordPress application within your cluster

Task 1 — Guestbook Application Deployment YAML file

Guestbooks have been used by businesses for many years as a way to connect with customers and obtain
contact information for future events and promotions. Today, businesses such as popular retail stores, 5-star
hotels and even small family-owned B & B’s are turning to iPad guestbook apps to help them gather
information and enhance the customer’s “in-biz” experience. Acquiring email addresses and a social

media following is a crucial part of any marketing plan. With much of the population using computers on a
daily basis, an email marketing plan is of the utmost importance. Using a guest book app in your store
makes collecting email addresses a snap and offers enticing features with which the traditional paper and
pen guestbook just can’t compete. The guestbook application we will build and secure today could be used
for Hotel website visits, shopping sites or any other business that wants to keep track of their customer and
provide them with promotions or advertisements.

This lab will deploy the following simple Guestbook application on the cluster nodes created during the
Terraform template deployment:

Management

Eront-end
akc-k8s-subnet )
2s @ Redis-Backend
i
o) (o
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As you can see this is a two-tiered application with Pods that are dedicated to front-end web services and
backend DB services.

If interested, the following section dives a bit deeper into the templates being used to create this application.
This is a link to the application manifest. Optionally, click the link below and open it in a browser of your
choice.

https://github.com/PaloAltoNetworks/AKS-k8s-north-south-inspection/blob/master/guestbook-all-in-one.yaml

The manifest file in this case we will deploy a 2-tier simple redis application with a fronted and backend
tier. The backend tier will consist of a redis-master and redis-slave for db redundancy. Front-end Service:

apivVersion: vi

kin Service
metadata:

name: frontend

annotations:

service.beta.kubernetes.fio/azure-load-balancer-internal: “true”
: This tells the orchestrator that the
o e \ service will be exposed via an
internal load balancer

app: guestbook

tier: frontend

apiversion: extensions/vibetal
kind: Deployment
metadata:
name: frontend
spec:
replicas: 3
template:
netadata:
labels:
app: guestbook

tier: frontend

¢ php-redis
image: gcr.io/google-samples/gb-frontend:va

cpu: 1eem
memory: 18@Mi

- name: GET_HOSTS_FROM
value: dns

# If your cluster config do

# inste

# info,
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Redis-backend-master :

apiversion: vi
kind: Service
metadata:
name: redis-master
labels:
app: redis
tier: backend
role: master
spec:
#type: LoadBalancer
ports:
- port: 6379
targetPort: 6379
selector:
app: redis
tier: backend

role: master

apiversion: extensions/vibetal
kind: Deployment
metadata:
name: redis-master
spec:
replicas: 1
tenplate:
netadata:
labels:
app: redis
role: master
tier: backend
spec:
containers:

- name: master

image: ger.io/google_containers/redis:e2e # or just image:

resources:
requests:
cpu: 1eém
memory: 106Mi
ports:

- containerPort: 6379

Redis-backend-slave:

apiversion: vi
Kin

Service
metadata:
name: redis-slave
labels:
app: redis
tier: backend
role: slave
spec:
utype: LoadBalancer
ports:
- port: 6379
selector:
app: redis
tier: backend
role: slave
apiversion: extensions/vibetal
kind: Deployment
metadata:
name: redis-slave
spec:

replicas: 2

template:
netadata:
labels:
app: redis
role: slave
tier: backend
spec:
containers:
- name: slave

inage: ger.io/google_samples/gh-redisslave:vl
resources:
requests:
cpu: 108m
nemory: 100Mi
env:
- name: GET_HOSTS_FROM
value: dns
# If your cluster config does not include a dns service, then to
# instead access an environment variable to find the master
# service's host, comment out the 'value: dns' line above, and
# uncomment the line below:
# value: env
ports:

- containerPort: 6379
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Even though there are two tiers in the application, only one (the frontend service) is exposed to the outside
world via a load balancer. The annotation listed above tells GCP and Kubernetes that the load balancer
would be of type: Internal.

Task 2 — Launch the Application

Back in terminal shell type the following command to deploy the application pods:

$ kubectl apply -f https://raw.githubusercontent.com/PaloAltoNetworks/AKS-k8s-north-south-inspection/master/guestbook-all-in-one.yaml

1. bash
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl apply -f https://raw.githubusercontent.com/PaloAltoNetworks/A
KS-k8s-north-south-inspection/master/guestbook-all-in-one.yaml
service/redis-master created

deployment.extensions/redis-master created

service/redis-slave created
deployment.extensions/redis-slave created
service/frontend created
deployment.extensions/frontend created

You should see the services and deployments being created. Next, validate the new pods in your cluster
have been created. In your terminal execute:

$ kubectl get pods -0 wide

You may see the status as Pending or ContainerCreating. This is usually a normal situation:

1. bash

SICMAC3024G8WL : AKS-k8s-north-south-inspectigpam kubectl get pods -o wide

NAME STATUS RESTARTS  AGE Ip NODE
frontend-67f65745c-km7d2 ContainerCreating | @ 4s <none> aks-default-56371607-1
frontend-67f65745c-vt8dp ContainerCreating 4s <none> aks-default-56371607-1
frontend-67f65745¢c-vttjj ContainerCreating 4s <none> aks-default-56371607-0
redis-master- 787588-r186s ContainerCreating ’ Ss <none> aks-default-56371607-1
redis-slave-865486c9df-f252b ContainerCreating J| @ 4s <none> aks-default-56371607-0
redis-slave-865486c9df-1235h ContainerCreating | @ 4s <none> aks-default-56371607-1
wordpress-8574f9c6f9-hmdcw / RUNNLIG ’ 47m 10.7.10.31 aks-default-56371607-1
wordpress-mysql-795bf5f54c-jgbgk 1/1 Running 57m 10.7.10.48 aks-default-56371607-0

By executing the kubectl get pods -0 wide again, you start seeing that the Ready and Status of pods change
as they start up. Verify that the pods gets to a running status.

1. bash

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl get pods -o wide

NAME READY STATUS RESTARTS  AGE Ip NODE
frontend-67f65745c-km7d2 1/1 Running @ im 10.7.10.14  aks-default-56371607-1
frontend-67f65745c-vt8dp 1/1 Running Im 10.7.10.11  aks-default-56371607-1
frontend-67f65745c-vttjj 171 Running im 10.7.10.46  aks-default-56371607-0
10.6 aks-default-56371607-1
10.41  aks-default-56371607-0
10.34 aks-default-56371607-1

redis-master-7747787588-r186s 171 Running / Im 10.
redis-slave-865486c9df-f252b 1/1 Running @ im
redis-slave-865486c9df-1235h 1/1 Running @ im
wordpress-8574f9c6f9-hmdcw 171 Running " 49m 10.7.10.31 aks-default-56371607-1
wordpress-mysql-795bf5f54c-jgbgk 1/1 Running Y 59m 0.7.10.48 aks-default-56371607-0

NN N NN

~
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Explore the newly deployed applications

In this activity, you will:

Explore aspects of the application deployments

The following diagram shows what has been instantiated:

Let’s validate this by listing the new pods in your cluster. In your terminal window execute:

Iplpun(vusl
VM'}—xp PMan.lgcmonx
Series
Trust
\Guestbook_' akc-k8s-subnet
Front-end
WordPress
»> S Twvsar
LN /\
o) (D \ / (= =
o

Node-0 Node-1
o o
WordPress Guestbook
e e —————
Front-end Redis Backend

$ kubectl get pods -0 wide

You should see the pods for both the WordPress and Guestbook Application:

SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ kubectl get pods -o wide

NAMF READY
frontend-67f6574 /1

AKS-Kubernetes-Lab

STATLIS RESTARTS AGE NODE
aks-default-

aks-default-56

Running @ Im
Running Im
Running Im

Running 0 Im
Running 0 Im
Running 0 Im
Running

Running




Next let’s look at the load balancing service for the front-end pod. Execute the following command in the

shell:

$ kubectl get sve

You can see there is a load balancer External IP for both the frontend Guestbook application and an External
IP address for the WordPress server. Note that the IP address is in the 10.7.10.0/24 subnet. This is one of
the subnets that was deployed in the Azure VNET during the Terraform execution.

MAMC TYDC CLUSTED TD

frontend LoadBalancer 10.21.151.190

ClusterIP 10.21.51.117
(lyster]p 10 21 S8 R7
LoadBalancer 10.21.165.47

. [P Norie

8WL : AKS-k8s-north-south-inspection-master dspears$ I

10.7.10.67

3

These load balancer IP addresses can be seen via the Azure Dashboard as well. Navigate to the Resource
Groups and click on the “MC k8s-RG k8s-Cluster-MGMT centralus” Resource group. This group was
created automatically for the k8s node resources.

Microsoft Azure

-1~ Create a resource
All services

* FAVORITES

B Dashboard

&# Resource groups

. Templates

¥ Function Apps

% SQL databases

8 virtual machines

& Load balancers

B Storage accounts

* Virtual networks
¥ Network security groups
“s4 Route tables

@ Azure Active Directory

€ subscriptions

' Security Center

Kubernetes services

O Search resources, services, and docs

Home > Resource groups

Resource groups

Default Directory
+ Add =Z Edit columns O Refresh
Subscriptions: Pay-As-You-Go

Allloca

12 items

NAME

aks-k8s-bootstrapfiles
Automation
cloud-shell-storage-westus
djsdjs
) djsdjs2
] djsdjsfw
] djsdjsmgmt
) k8s
] k8s-RG
k8sboot
] MC_k8s-RG_k8s-Cluster-MGMT _centralus

J MC_k8s_k8s-PANWFW_centralus
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Click on the Kubernetes-internal Load balancer:

Microsoft Azure

Create a resource
LU

*  FAVORITES

B Dashboard

) Resource groups

B templates

# Function Apps
W SQL databases
8 virtual machines
4 Load balancers
8 storage accounts
Virtual networks
¥ Network security groups
»4 Route tables
@ Azure Active Directory
? Subscriptions
@ Security Center

Kubernetes services

£ Search resources, services, and docs

Home > Resource groups > MC_k8s-RG_k8s-Cluster-MGMT_centralus
[?] MC_k8s-RG_k8s-Cluster-MGMT _centralus

ce group
«  drAdd  EZ Edit columns

. ) Subscription (change)

) Overview Pay-As-You-Go

@ Activity log Deployments

1 Succeeded
i Access control (IAM)
Tags (change)

@ Delete resource group

Subscription ID

Q) Refresh

=> Move 4

55916737-6b05-480d-b329-a1f304f75fa9

& Tags Click here to add tags
Events A

Settings Al types v | | Alllocations v
Quickstart 11 items Show hidden types @

(' Resource costs NAME TYPE

&2 Deployments

Policies

@

= properties
& Locks

4 Automation script

Monitoring

iR 00 ¥

@ Insights (preview)

Alerts

0 i

iiil Metrics

(e

EZ Diagnostic settings

¥ Advisor recommendations

default-availabilitySet-56371607
2 kubernetes-dynamic-pvc-307474e9-c8
kubernetes-dynamic-pve

% kubernetes-internal

@ aks-agentpool-56371607-nsg

aks-default-56371607-0
aks-default-56371607-0_OsDisk_1.00924c72ffb49088.-
aks-default-56371607-1
aks-default-56371607-1.OsDisk_1.2be37512773¢4b299.-
aks-default-56371607-nic-0

aks-default-56371607-nic-1

Fc838-11e8-98d2-0---

Network security group
Virtual machine

Disk

Virtual machine

Disk

Network interface

Network interface

Vailability set
Disk
Disk

Load balancer

No groupi... vV

LOCATION

Central US
Central US
Central US
Central US
Central US
Central US
Central US
Central US
Central US
Central US

Central US

Click on the Frontend IP configuration on the left Nav. The application load balancer I[P ADDRESS are

displayed:
Microsoft Azure

Create a resource
All services
FAVORITES
Dashboard
Resource groups
Templates
Function Apps
% SQL databases
8 virtual machines
Q' Load balancers
= Storage accounts
Virtual networks
¥ Network security groups
»4 Route tables

0 Azure Active Directory

? Subscriptions

lﬂ Security Center

Kubernetes services

P Search resources, services, and docs

Home > Resource groups > MC_k8s-RG_k8s-Cluster-MGMT _centralus > kubernetes-internal - Frontend IP configuration

A kubernetes-internal - Frontend IP configuration

Load balancer

« o Add

& Overview

H Activity log ISARRRESS
244 Access control (IAM) 2986594dc83811e898d20a58ac1f064 10.7.10.66
& Tags 239b9351bc83f11e898d20a58ac1f064 10.7.10.67

X Diagnose and solve p

Settings
Frontend IP configuration
Backend pools

1 Health probes
Load balancing rules

= Inbound NAT rules
Properties

& Locks

Automation script

Support + troubleshooting

RULES COUNT
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Securing Inbound Traffic

In this activity, you will:
Secure traffic that is inbound to your frontend services

Validate that traffic is visible in the Firewall logs

Task 1 — Azure Application Gateway IP Address

This Terraform deployment created an Azure Application gateway in front of the VM-Series firewall. As
previous discussed, the Application Gateway is configured to do host header redirection. In order for this to
function the frontend IP addresses must be identified and a few hosts entries need to be made on the testing
machine. Open the Application Gateway Frontend IP configurations in the Resource groups > k8s-RG >

ag-k8s blade:

Microsoft Azure R Search resources, services, and docs

Home > Resource groups > k8s-RG > ag-kBs - Frontend IP configurations

Create a resource A ag-k8s - Frontend IP configurations
WAl popiication gateway
Al services «

% FAVORITES

. TveE sTATUS NAME
¥%] Dashboard > Overview
it Publi Configured frontend
&/ Resource groups E Activity log ublic ‘onfigure fronten
4 Access control (IAM) Private Not configured

B Templates

% Function Apps @ Tags

® sQL databases X Diagnose and solve problems
8 virtual machines Settings
@ Load balancers & Configuration
B8 Storage accounts @ Web application firewall
Virtual networks 3. Backend pools

W Network security groups HTTP settings

% Route tables i Frontend IP configurations
@ Azure Active Directory < Listeners
{ subscriptions . Rules

@ security Center 1 Health probes

Kubernetes services

! Properties

david@wi.rr.com
DEFAULT DIRECTORY

Frontend IP ¢

1P ADDRESS ASSOCIATED LISTENERS

23.99.213.220 (pip-appgate... | Coke-Guestbook, 1 more

Copy this address as it will be needed to create a DNS entry in the local host file. Go to Application
Gateway Listeners on the left Nav to see the DNS entries that the Application Gateway is configured to

SCrve.

Microsoft Azure £ Search resources, services, and docs

Home > Resource groups > kBs-RG > ag-kBs - Listeners

Create a resource 53

david@wir.com ()

DEFAULT DIRECTORY.

Al services
«  oupasic = Multi-site [ save X Discard
* FAVORITES
¥ Dashboard > Overview (5]
NAME prRoTOCOL PoRT ASSOCIATED RULE HOST NAME
) Resource groups B Acivity log
B Templates 2% Access control (IAM) Coke-Guestbook HTTP. 80 Coke-Rule cokefan.com
% Function Apps & Tags Pepsi-WordPress HTTP. 80 Pepsi-Rule pepsifan.com
R sQL databases X' Diagnose and solve problems
8 virtual machines Settings sst. policy
4 Load balancers
& Configuration Configure a centralized SSL policy to match your securi An SSL policy off trol over the SSL protocol
g oy ¥

I storage accounts

@ Web application firewall

Virtual networks. 4! Backend pools gateway.
® Network securiy groups HTTP settings ® o Predefined () Custom
s Route tables # Frontend IP configurations fin protocol version
@ Azure Active Directory . TLsvi0
® subscriptions . Rules Cipher suites
@ Security Center 1 Health probes me crnuE nea waTL Ace ace Ars cuAs0s

version as well as which ciphers are used during SSL handshakes. You can choose from one of the predefined security policies or create a
custom security policy based on your security requirements. If you don't specify an SSL policy, the default policy will be used for your
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Open the local hosts file and create a pepsifan.com and cokefan.com entry. Each entry will have the IP
address of the Application Gateway Frontend IP address:

‘® @® dspears — vim « sudo — 80x24
#
#
#

Host Database

# localhost is used to configure the loopback interface
# when the system is booting. Do not change this entry.

##

127.0.0.1 localhost
255.255.255.255 broadcasthost
i:1 localhost

127.0.0.1 vmware-localhost
::l vmware-localhost
40.122.106.252 djs-wordpress.com
i com
.99.213. cokefan. com
23.99.213.220 pepsifan.com

EIE 20 2K 2O A N |

"/etc/hosts" 15L, 399C

Task 2 — Update the Firewall’s Address Objects

Open the VM-Series firewall. This design is not using any NATs for the inbound traffic flow. The
bootstrapped configuration should have the correct addressing but this task will validate that.

Click the Objects Tab and navigate to “Addresses” on the left. The Addresses used in the policy are defined
here:

m p NETWORK Dashboard ACC Monitor Policies Objects Network Device nmit & U@ Config v Q Search
5§ Addresses LS (%]
\&J Address Groups
@ Regions Name Location Type Address Tags
[ Applications App-Gateway-1 IP Netmask 10.7.50.4 App-Gateway
(3 Application Groups App-Gateway-2 1P Netmask 10.7.50.5 App-Gateway

' ::D"w"m Elars [ guestbook-lb-svc-ip | 1P Netmask 10.7.10.67 container-app
4 rvices
3R Service Groups | Node-1] IP Netmask 107.104 Container Nodes
T Tags = 1P Netmask 10.7.10.35 Container Nodes
v @ GlobalProtect | wordpress-Ib-svc-ip | IP Netmask 10.7.10.66 container-app
M HIP Objects
W HIP Profiles
@& | External Dynamic Lists

Open the terminal window and check that the Address objects are correct. Execute the following command
to verify the nodes:

$ kubectl get nodes -0 wide

® PY 1. bash
- getnodes -o wide

EXTERNAL-IP  OS-IMAGE KERNEL-VERSIO® CONTAINER-RUNTIME

Sh . 3 < Ubuntu 1 .5 S 4.15.0-1021-azure

Sh 0.4 < Ubuntu 1 . 4.15.0-1021-azure
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Next enter the “kubectl get sve” command to verify the 1b-svc-ip’s:

® o 1. bash
s-north-south-inspection-master dspears$ kubectl get svc
TYPE CLUSTER-IP EXTERNAL TR PORT(S)
Balancer 1 51.199 (10.7.10.67
ClusterIP 10.21.0.1 <none>

ClusterIP

lusterIP

lancer

If a change is needed, make the changes and click the commit link on the top right

ACC Monitor Policies Objects Network Device = Commit & U@ Config~

#2 paloalto

NETWORK

Dashboard

¢ Addresses

53 Address Groups
@ Regions Name Location Type Address Tags
[ Applications App-Gateway-1 IP Netmask 10.7.50.4 App-Gateway
(53 Application Groups App-Gateway-2 1P Netmask 10.7.50.5 App-Gateway
¥ Application Filters IP Netmask 10.7.10.67 container-app
# Services
(3R Service Groups IP Netmask 10.7.10.4 Container Nodes
r’ ) Tags 1P Netmask 10.7.10.35 Container Nodes
v @ GlobalProtect 1P Netmask 10.7.10.66 container-app
M HIP Objects
% HIP Profiles
@& External Dynamic Lists
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Task 3 — Connect to the Guestbook Frontend

The VM-Series is now protecting your Kubernetes workload. In order to connect to the guestbook’s
frontend service, you will open a browser and navigate to the http://cokefan.com website:

® ® [ Guestbook X /A Listeners - Microsoft Azure x | B k8s-vm-fw X

C (@ (@ NotSecure | cokefan.com

Guestbook

Messages

Enter something in the Messages box and click submit. The messages should be echoed below:

® ® [ Guestbook X A\ Listeners - Microsoft Azure X m k8s-vm-fw X

< C O (@® NotSecure | cokefan.com

Guestbook

hello world

hello world
hello world from AKS

Open the VM-Series firewall monitor tab and validate that traffic is flowing through the firewall:

paloalto

Dashboard

ACC Policies

Network Device & Commit ¢& (@ Configv Q Search

[N = O

Monitor Objects

v Logs oooEkEa
&, Traffic
3
B Threat ReceveTime  Type Sezoe o o e Doctivation Zogoviication Action Rule
[@ URL Filtering
B\ WiFire Submissions [ 10/0421:27:28  end untrust  web App-Gateway-1 guestbookrlb-svcip 80 fiweb-browsing  allow To Guestboc
(T3 Data Fitering ) 10/0421:27:28 | end untrust | web App-Gateway-1 wordpress-lb-svcip| 80 fweb-browsing | allow To Wordpre:
%g’:é“" [ 10/0421:27:13  end untrust  web App-Gateway-1 guestbooklb-svcip 80 fwebbrowsing  allow To Guestboc
& Tunnel Inspection ) 10/04 21:26:58 | end untrust | web App-Gateway-1 guestbook-lb-svcip 80 flwebbrowsing | allow To Guestboc
3 configuration ) 10/0421:26:58  end allow To Wordpre:
[ system
) ® 10/0421:26:52 | drop untrust | untrust | host144-117-211- 10714 8088 | notapplicable | deny default-den,
B3 Alarms L~ 80.serverdedicati...
8 Authentication ) 10/04 21:26:46  drop untrust  untrust  209.141.42.153 10714 8088  not-applicable deny default-deny
, ?:;ﬁ:n ) 10/0421:26:43 | end untrust | web App-Gateway-1 guestbooklb-svcip 80 webbrowsing | allow To Guestboc
£ Pac ure
(2 Aop Scope ) 10/0421:26:28  end untrust | web App-Gateway-1 guestbook-lb-svcip 80 webbrowsing  allow To Guestboc
[ summary ) 10/0421:26:28 | end untrust | web App-Gateway-1 wordpress-lb-svcip| 80 | web-browsing | allow To Wordpre:
I ) 10/0421:26:02  drop untrust  untrust | worker-0721d- 107.1.4 8118  notappicable  deny defauit-den,
) Threat Monitor s 44 stretchoid.com
@ Threat Map o] 10/0421:25:58 | end untrust | web App-Gateway-1 guestbook-lb-svc-ip | 80 web-browsing  allow To Guestboc
‘:Y‘e‘m‘"’: biLw ) 10/0421:25:58  end untrust  web App-Gateway-1 wordpress-lb-svcip 80 webbrowsing  allow To Wordpre:
raffic Map
& session Browser ) 10/04 21:25:56 | drop untrust | untrust | youtianiai8.sen. 10714 8088  notappicable | deny default-deny
4 Botnet ) 10/0421:25:28  end untrust  web App-Gateway-1 guestbook-lb-svcip 80 webbrowsing  allow To Guestboc
va gm = Emr . 7 10/0421:25:28 | end untrust | web App-Gateway-1 wordpress-b-sveip 80 | webbrowsing | allow To Wordpres
lanage mmary
9, User Activity Report ) 10/0421:25:20  drop untrust  untrust | 205.185.122.121 107.14 8088 notappicable  deny default-deny
5225 Application Usage ) 10/0421:25:09 | drop untrust | untrust | 180.246.11.239 107.1.4 445 | notapplicable | deny defoult-deny
LT P oo e wnst  wed  AgpGatevar-1 questoooklbscp 80 | webbrowsing | alow To Guesthx
mal Scheduler
8 Manage Custom Reports [ 10/0421:24:58 | end untrust App-Gateway-1 wordpress-lb-svcip 80 | web-browsing | allow To Wordpre:
il Reports
» »» | % Resoive hostname [l Highiight Policy Actions.

ProTip: Tick the Resolve hostname to make the logs more readable.
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Now check that the http://pepsifan.com site works. Open a new tab and open the pepsifan.com site:

® O ® A Listeners - Microsoft Azure x| BB Kk8s-vm-fw X | [ Guestbook X [) WordPress > Installation X  +

< C (0 ©® NotSecure | pepsifan.com/wp-admin/install.php % O ' H

W

English (United States)

Afrikaans

Al

A piall 4 2l
it

Gade i 88
Azarbaycan dili
Benapyckas mosa
Bwvnrapcku

et

gl

Bosanski

Catala

Cebuano

Cestina

Cymraeg

Dansk

Deutsch

Deutsch (Schweiz)
Deutsch (Schweiz, Du)
Deutsch (Sie)

Fom

EAnvaxd

You may see the following error message. This is usually because the WordPress website takes a little time
to get up and running. Click refresh a few times to get to the next step:

Server Error N

502 - Web server received an invalid response while acting as a gateway or proxy server.

There is a problem with the page you are looking for, and it be displayed. When the Web server (while acting as a gateway or proxy)
contacted the upstream server, itr ived an i lid resp from the content server.

You should see the WordPress install page. Click Continue if you wish to go through the installation
process:

© 0 ® A Listeners - Microsaft Azure x | 8 es

< C O @ NotSecure | pepsifan.comwp-

Welcome

You'll be on your way o using the most

Information needed

Strong

\\\\\\\\\\\\\\
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After pressing Install WordPress, you might see a 502 error from the Application Gateway. If you press
refresh a few times you should see the following:

® © ® A Listeners - Microsoft Azure X k8s-vm-fw X | [ Guestbook X [ WordPress > Installation X 4+

< C (@ @® NotSecure | pepsifan.com/wp-admin/install.php?step=2 % O .

Already Installed
You appear to have already installed WordPress. To reinstall please clear your old database tables first.

Log In

Go to the root of the http://pepsifan.com site and you should now see the default theme:

® © ® A Listeners - Microsoft Azure x| BB k8s-vm-fw X | [ Guestbook X [} PepsiFan-Justanother Word: X  +

<« C @ @ NotSecure | pepsifan.com * 0 @ :

PEPSIFAN

Just another WordPress site

AKS-Kubernetes-Lab Page 49



Verify that the pepsifan.com traffic is running through the firewall:

* O @ :

® O ® A Listeners - Microsoft Azure X kBs-vm-fw x [) Guestbook X | [ WordPress > Installation x|+
<« C O A NotSecure 200.
m p werwonxs Dashboard ACC o Policies Objects Network Device
10 Soconds
Receive Time Type. From Zone  To Zone ‘Source: ‘Source User Destination ToPort Application Action
@ URL Fitering
R Wi Sutmisions ) 10/0421:45:58  end st web App-Gateway-1 questbookclbsvcip 80 webbrowsing  allow
7 10/0421:45:53 | end utnst | web App-Gateway-1 wordpress-ibsveip| 80 | webbrowsing | allow
A temey P oos2esz; e st wed  Agp-Gatevay-1 questiookibsicp 80 webbrowsing  allow
ser]
e 7 10/0421:45:27 | dop untust | untust | 5.188.206.248 10714 3389 | notopplicable | deny
") 10/0421:45:25  drop untust  untrust | 205.185.113.156 10714 8088 notopplicavle  deny
10/0421:45:23 | end wtnst | web App-Gateway-1 wordpress-ibsveip| 80 | webbrowsing | allow
7 10/0421:45:08  drop untrust  untrust | 205.185.122.121 10714 8088  notappicable  deny
7 10/0421:44:58 | end untrust | web App-Gateway-1 guestbookibsvcip 80 | webbrowsing | allow
® 10/0421:44:53  end wtrust | web App-Gateway-1 wordpress-ibsvcip 80 webbrowsing  allow
7 10/0421:44:28 | end st web App-Gateway-1 guestbookibsvcip 80 | webbrowsing | allow
® 10/0421:44:23  end utust web App-Gateway-1 wordpresslb-svcip 80 webbrowsing  allow
7 10/0421:44:19 | drop untust | untrust | 31.184.237.140 10714 3491 | notapplicale | deny
7 10/0421:43:58  end utust web App-Gateway-1 guestbookcibsveip 80 webbrowsing  allow
7 10/0421:43:53 | drop untust | untrust | host190-246-177- 10714 5088 | notopplicavle | deny
@ session trowser Static.aruback
oonet 7 10/0421:43:53 | end st web App-Gateway-1 wordpress-ibsveip 80 webbrowsing  allow
8 P Reparts B 10025 | dop st |t | 200.141.42.153 10714 5088 | novappicatle | ceny
B Manage POF summary ® 10/0421:43:28  end untust web App-Gateway-1 questbookclbsvcip 80 webbrowsing  allow
95 User Activity Report
50 Aophcation Usage. | B 10/0421:43:26 | drop untust | untust | 5.188.206.14 10714 11504 | notapplicable | deny
7 10/0421:43:25  drop untust  ntrust | 180.247.43.104 10714 8000  notopplicale  deny
Brome £ 10/0421:43:23 | end untnst | web App-Gateway-1 wordpress-ibsvcip| 80 | webbrowsing | allow
anage Reports
il Reports

»» | % Resole hostname

I Hignint Py Actons

x]

o

mit & @ Config QSearch

®tebp

Rule
To Guestboo}
To Wordprest
To Guestbook
defautt-deny]
defaut-deny
To Wordprest
defaut-deny
To Guestbook
To Wordpre:

To Guestboo}
To Wordpre:

defautt-deny
To Guestbook
default-deny
To Wordprest
defaut-deny
To Guestboo}
default-deny
defaut-deny
To Wordpre:
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Securing Outbound Traffic

In this activity, you will:
Secure outbound traffic from the cluster nodes

Validate traffic is in the Firewall logs

Task 1 — Add Outbound Route

To secure any traffic that is originating from within the cluster we need to add a user defined route (UDR) to
the routing table on the VNET subnet that the nodes are on. In this deployment that is the 10.7.10.0/24
subnet which is labeled akc-k8s-subnet. Navigate to the k8s-RG resource group and click on the k8s-subnet
route tab:

Microsoft Azure O Search resources, services, and docs

Home > Resoure grovs > G
> kbs-
® ek,

ns 1 Delete resource group () Refresh = Move *

Subscription ID
E Activity log 55916737-6b05-480d-b329-1f304{75fa

\ccess control (1AM)

Dey
No deployments

Tags (change)
Click here to add tags

Altypes v | [ Atlocations v | [ Nogrovpi.. v
Taitems [ Show hidden types @

e Deployments A v LocATIoN

Policies > agkss Application gateway Central Us

= Properties @ ake-kBs-nsg Network security group Central US

& Locks € ake-kBs-vnet Virtual network Central US

@ Automation script % appgateway-subnet Route table Central Us

Monitoring B rwetno Network interface Central US

@ Insghts preview) B et Network interface Central Us

Kubernetes services. s B rwetnz Network interface. Central US

B fwpubliclp Public P address Central Us

Kubernetes service Central Us,

Storage account Central U

Route table Central Us,

bl ] Virtual machine Central Us,

& New support request

You can see a route to the app gateway subnet and that this is assigned to the 10.7.10.0/24 subnet:

© 0 ® A as-subret - Microsoft Azure X

& Activity log
s Access control (IAM)
* 1
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Click on Routes on the left NAV and the click the “+Add” to add a new route:

® © ® A Routes - Microsoft Azure x B k8s-vm-fw x | [ Guestbook x | [ PepsiFan - Just another Wordi X | +

<« CcC O & https://portal.azure.com/#@davidwirr.onmicrosoft.com/resource/subscriptions/55916737-6b05-480d-b329-a1f304f75fa9/r Q W (o] ‘

david@wi.rr.com

Microsoft Azure £ Search resources, services, and docs 2 [
DEFAULT DIRECTORY Q@)

Home > Resource groups > kBs-RG > kBs-subnet - Routes

Create a resource % k8s-subnet - Routes 2 X
Route table

Al services PR /
*  FAVORITES
¥ Dashboard , Overview [l
@) Resource groups B Activity log NAME ADDRESS PREFIX NEXT HOP
B Templates w4 Access control (IAM) appgateway-subnet 10.7.50.0/24 10724
% Function Apps & Tags
@ SQL databases XK Diagnose and solve problems
8 virtual machines Settings
@ Load balancers & Configuration
B9 Storage accounts . Routes

Virtual networks Subnets

Create a route with the following Parameters:
Microsoft Azure R Search resources, services, and docs

Home > Resource groups > k8s-RG > k8s-subnet - Routes > Add route

Create a resource Add route o X

kBs-subnet

All services
* Route name

[ efautt v]

% FAVORITES

]
Dashboard * Address prefix @

A#' Resource groups I 0.0.0.0/0 /J

B remplates Next hop type @
# Function Apps [ Virtual appliance <]

® SQL databases * Next hop address @
10.7.24 v

B virtual machines

“ Load balancers
o Ensure you have IP forwarding enabled on your virtual appliance. You can enable this by
BB storage accounts navigating to the respective network interface's IP address settings.
Virtual networks
W Network security groups
»4 Route tables

@ Azure Active Directory

? Subscriptions

@ Security Center

Kubernetes services

Route name: default

Address prefix: 0.0.0.0/0

Next hop type: Virtual Appliance
Next hop address: 10.7.2.4

And then click Create
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The new route should appear in the list:

Microsoft Azure P Search resources, services, and docs

Home > Resource groups > k8s-RG > k8s-subnet - Routes

Create a resource < o k8s-subnet - Routes
) Route table ‘

All services « + s
% FAVORITES
¥ Dashboard % Overview £
i Resource groups & Activity log name ADDRESS PREFIX NexT HoP
B Templates 24 Access control (IAM) appgateway-subnet 10.7.50.0/24 107.24
% Function Apps & Tags default 0.0.0.0/0 10724
= sQL databases X Diagnose and solve problems
8 virtual machines Settings
4 Load balancers & Confiquration

Navigate back to the firewall monitor tab and you can now see outbound traffic as well from the cluster
nodes.

® © ® A Routes - Microsoft Azure x  #D k8s-vm-fw x [ Guestbook X | [ PepsiFan - Just another Wordi X | +
<« CcC O A Not Secure | https://23.99.200.236/#monitor::vsys1::monitor/logs/traffic % O . H
¥ paloalto _ o

NETWORKS Dashboard ACC Monitor Policies Objects Network Device 5 Commit & U@ Config» Q Search

e = B

ooesEa

Action Rule

@\ WildFire Submissions ) 10/04 22:06:23 : untrust 168.61.128.212 ] allow Nodes-Outb
[T Data Filtering 10/04 22:06:23 untrust 52.239.177.36 allow Nodes-Outbd
EHIP L20 10/04 22:06:23 untrust 168.61.130.148 | allow Nodes-Outbx
S::::«Drnwon allow Nodes-Outb

2} configuration i) 10/0422:06:23  end web untrust | 10.7.10.4 1686113084 443 sl allow Nodes-Outb
%SVSKEM 10/04 22:06:23 end web untrust Node-2 168.61.131.148 443 ssl allow Nodes-Outbq
Lﬁxme:ticanon [}’ 10/04 22:06:22 end untrust web App-Gateway-1 wordpress-ib-svc-ip 80 web-browsing allow To Wordpres¢
(& unified 10/04 22:06:20 | end web untrust | 10.7.10.4 5223917768 443 sl allow Nodes-Outb

_ s 10/04 22:06:20  end web untrust | 107.10.4 23.99.160.205 443 sl allow Nodes-Outty
‘()g:;:ry 10/04 22:06:20 end web untrust Node-2 52.239.177.36 443 ssl allow Nodes-Outbx
¥4 Change Monitor 10/04 22:06:20  end web untrust | 10.7.10.4 52239.150.170 443 sl allow Nodes-Outb
g:z :::W 10/04 22:06:20 | end web untrust | Node-2 16861131148 443 sl allow Nodes-Outb
(& Network Monitor 10/04 22:06:20 end web untrust Node-2 168.61.128.212 443 ssl allow Nodes-Outbq

@ Traffic Map 10/04 22:06:18  end web untrust | 10.7.10.4 52165172.110 | 22 ssh allow Nodes-Outtx

9 session Browser

& Botnet 10/04 22:06:18  end web untrust | 10.7.10.4 13.89.244.51 443 sl allow Nodes-Outb
v [ POF Reports 10/04 22:06:17 | end web untrust | Node-2 5223917736 443 sl allow Nodes-Outb
%Manaqe P|‘)F Summary 10/04 22:06:17 end web untrust Node-2 168.61.128.212 443 ssl allow Nodes-Outbx
;::;m;:::;ge 10/04 22:06:17 | end web untrust | Node-2 13.89.244.51 43 s allow Nodes-Outb

B Report Groups 10/04 22:06:17  end web untrust | 10.7.10.4 13.89.244.51 43 sl allow Nodes-Outb
»E::;:'::sm:’:;mm 10/04 22:06:17 | end web untrust | 10.7.10.4 52239.150.170 | 443 sl allow Nodes-Outbq

il Reports.

12345678910 | » »» | Resovehostname Il Highight Polcy Actions Dispaying logs 1-20 | EXYRNER e page

=

admin | Logout | Last Login Time: 1€ ask

These source addresses are the instance addresses of the Kubernetes cluster node servers:
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Lab Termination

One advantage of Terraform is that it provides the ability to remove the deployment so it is not incurring
ongoing cost but could be easily instantiated at a later time for testing and demonstrations. To destroy the
lab, go to the terminal prompt and navigate to the directory that was used to deploy the environment and

execute:

$ terraform destroy

1. bash

L :AKS-k8s-north-south-inspection-master dspears$ terraform destroy

Error refreshing state: 1 error(s) occurred:

* provider.azurerm: No valid (unexpired) Azure CLI Auth Tokens found. Please run "az login'.

4G8WL : AKS-k8s-north:
a

329-a1f304f75fa9",

-c2be-44e6-beld-2ebfbe775796" ,

déwi.rr.com",

SICMAC3024G8IL : AKS-k8s-north-south-inspection-master dspearss ||

If an error message appears regarding the CLI Auth Tokens, run the az login command to get a new token.

Terraform will show the list of items that will be removed. Type yes at the prompt to start the process:

1. terraform-provid

Plan: 0 to add, 0 to ch , 20 to destroy.

Enter a value: yes]
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azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.
azurerm_kubernetes_cluster.

: Still destroying...
¢ Still destroying...
Still destroying.
Still destroying...

: Still destroying...
Still destroying.
Still destroying...

: Still destroying...
Still destroying.
Still destroying.
Still destroying.

This should result in the complete removal of all the resources:

1. bash

: /subscriptions/55916737-6b05-480d-b329-. . .
: /subscriptions/55916737-6b@5-480d-b329-
: /subscriptions/55916737-6b@5-480d-b329-
: /subscriptions/55916737-6b@5-480d-b329-
: /subscriptions/55916737-6b@5-480d-b329-.
: /subscriptions/55916737-6b@5-480d-b329-
: /subscriptions/55916737-6b@5-480d-b329
: /subscriptions/55916737-6b@5-480d-b329-.
: /subscriptions/55916737-6b05-480d-b329-
: /subscriptions/55916737-6b05-480d-b329-
1 /subscriptions/55916737-6b@5-480d-b329-.

rvice/managedClusters/k8s-Cluster-MGMT
rvice/managedClusters/k8s-Cluster-MGMT
rvice/managedClusters/k8s-Cluster-MGMT.
rvice/managedClusters/k8s-Cluster-MGMT.
rvice/managedClusters/k8s-Cluster-MGMT.
rvice/managedClusters/k8s-Cluster-MGMT.

rvice/managedClusters/k8s-Cluster-MGMT.
rvice/managedClusters/k8s-Cluster-MGMT
rvice/managedClusters/k8s-Cluster-MGMT
rvice/managedClusters/k8s-Cluster-MGMT

9m20s elapsed)
9m30s elapsed)
9m40s elapsed)
9mS0s elapsed)
10mds elapsed)
10m10s elapsed)

10m30s elapsed)
10m40s elapsed)
10m50s elapsed)
11mds elapsed)

»
rvice/managedClusters/k8s-Cluster-MGMT, 10m20s elapsed)
»

azurerm_kubernetes_cluster. Still destroying... 1 /subscriptions/55916737-6b@5-480d-b329-.
azurerm_kubernetes_cluster. Destruction complete after 11m1@s

rvice/managedClusters/k8s-Cluster-MGMT, 11m1@s elapsed)

azurerm_subnet.aks_subnet: Destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-. . .ks/akc-k8s-vnet/subnets/akc-k8s-subnet)
azurerm_subnet.aks_subnet: Destruction complete after 1s
azurerm_route_table.k8s-subnet: Destroying... (ID: /subscriptions/55916737-6b05-480d-b329-. . .crosoft.Network/routeTables/k8s-subnet)

azurerm_network_security_group.aks_advanced_network: Destroying (ID: /subscriptions/55916737-6b@5-480d-b329-. . .work/networkSecurityGroups/akc-k8s-nsg)
azurerm_virtual_network.aks_advanced_network: Destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-. . .t.Network/virtualNetworks/akc-k8s-vnet)
azurerm_route_table.k8s-subnet: Destruction complete after 1s

azurerm_network_security_group.aks_advanced_network: Destruction complete after 1s

azurerm_virtual_network.aks_advanced_network: Still destroying... (ID: /subscriptions/55916737-6b05-480d-b329-. . .t.Network/virtualNetworks/akc-k8s-vnet, 10s elap
sed)

azurerm_virtual_network.aks_advanced_network: Destruction complete after 11s

azurerm_resource_group.k8s: Destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-a1f304f75fa9/resourceGroups/k8s-RG)

azurerm_resource_group.k8s: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-a1f304f75fa9/resourceGroups/k8s-RG, 10s elapsed)
azurerm_resource_group.k8s: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-al1f304f75fa9/resourceGroups/k8s-RG, 20s elapsed)
azurerm_resource_group.k8s: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-a1f304f75fa9/resourceGroups/k8s-RG, 30s elapsed)
azurerm_resource_group.k8s: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-a1f304f75fa9/resourceGroups/k8s-RG, 40s elapsed)
azurerm_resource_group.k8s: Destruction complete after 48s

Destroy complete! Resources: 20 destroyed.
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dsj rs$ I

This can be validated by executing the terraform destroy command one more time:

1. bash

azurerm_kubernetes_cluster.k8s: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-. . .rvice/managedClusters/k8s-Cluster-MGMT, 10mS@s elapsed)
azurerm_kubernetes_cluster.k8s: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-. . .rvice/managedClusters/k8s-Cluster-MGMT, 11mds elapsed)
azurerm_kubernetes_cluster.k8s: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-. . .rvice/managedClusters/k8s-Cluster-MGMT, 11m1@s elapsed)
azurerm_kubernetes_cluster.k8s: Destruction complete after 11ml@s
azurerm_subnet.aks_subnet: Destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-
azurerm_subnet.aks_subnet: Destruction complete after 1s
azurerm_route_table.k8s-subnet: Destroying... (ID: /subscriptions/55916737-6b0@5-480d-b329-. . .crosoft.Network/routeTables/k8s-subnet)
azurerm_network_security_group.aks_advanced_network: Destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-. . .work/networkSecurityGroups/akc-k8s-nsg)
azurerm_virtual_network.aks_advanced_network: Destroying... (ID: /subscriptions/55916737-6b05-480d-b329-. . .t.Network/virtualNetworks/akc-k8s-vnet)
azurerm_route_table.k8s-subnet: Destruction complete after 1s ]
azurerm_network_security_group.aks_advanced_network: Destruction complete after 1s

azurerm_virtual_network.aks_advanced_network: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-...t.Network/virtualNetworks/akc-k8s-vnet, 10s elap
sed)

azurerm_virtual_network.aks_advanced_network: Destruction complete after 11s

azurerm_resource_group.k8s: Destroying (ID: /subscriptions/55916737-6b05-480d-b329-a1f304f75fa9/resourceGroups/k8s-RG)

azurerm_resource_group.k8s: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-a1f304f75fa9/resourceGroups/k8s-RG, 10s elapsed)

(ID: /subscriptions/55916737-6b@5-480d-b329-alf304f75fa9/resourceGroups/k8s-RG, 20s elapsed)

(ID: /subscriptions/55916737-6b@5-480d-b329-a1f304f75fa9/resourceGroups/k8s-RG, 30s elapsed)

ks/akc-k8s-vnet/subnets/akc-k8s-subnet)

azurerm_resource_group.k8s: Still destroying
azurerm_resource_group.k8s: Still destroying
azurerm_resource_group.k8s: Still destroying... (ID: /subscriptions/55916737-6b@5-480d-b329-a1f304f75fa9/resourceGroups/k8s-RG, 4@s elapsed)
azurerm_resource_group.k8s: Destruction complete after 48s

Destroy complete! Resources: 20 destroyed.
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ terraform destroy
Do you really want to destroy?

Terraform will destroy all your managed infrastructure, as shown above.

There is no undo. Only 'yes' will be accepted to confirm.

Enter a value: yes

Destroy complete! Resources: @ destroyed.
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ I
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At any point in the future, it is possible to come back to this directory and simply run the
terraform apply command and quickly install the environment again:

1. terraform-provid
SICMAC3024G8WL : AKS-k8s-north-south-inspection-master dspears$ terraform apply

An execution plan has been generated and is shown below.
Resource actions are indicated with the following symbols:
create

Terraform will perform the following actions:

id: <computed>
backend_address_pool . #: "2
backend_address_pool.0.1d: computed>
backend_address_pool.0.ip_address_list.#:

backend_address_pool .0.ip_address_list.

backend_address_pool.@.name: oke-Guestbook-pool™
backend_address_pool.1.1id: <computed>
backend_address_pool.1 "
backend_address_pool .1

backend_address_pool .1

.ip_address_list.#: "1

"10.7.10.66"

.hame: "Pepsi-Wordpress-pool"
backend_http_settings.#: "1

.ip_address_list.

backend_http_settings.
backend_http_settings.
backend_http_settings.
backend_http_settings.
backend_http_settings.
backend_http_settings.

.cookie_based_affinity:

.id:
.name:
.port:
.probe_id:
.protocol:

"Disabled"
<computed>
"http"
go"
<computed>
Http"

backend_http_settings.@.request_timeout:

frontend_ip_configuration.#: "1

frontend_ip_configuration.@.id: <computed>
frontend_ip_configuration.@.name: "frontend"
frontend_ip_configuration.@.private_ip_address: <computed>
frontend_ip_configuration.@.public_ip_address_id: "${azurerm_public_ip.pip_appgateway.id}"

End of Activity

Conclusion

Congratulations! You have now successfully integrated the VM-Series firewall to gain visibility into
North/South traffic for two container application hosted in a Kubernetes cluster.
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